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['NVENTI ON . The present invention relates generally to
paynent systens. More particularly, enbodiments’of the invention
relate 1o PaygpaipiM ARIPMEPHOD FOR FAST SMART CARD TRANSACTIONEP! { abl e
transaction cardSs wWth processi ng power, or Sso- called "smart cards"

are being devel oped in the size of conventional plastic credit cards.
These smart cards can i ncl BACKGRODNDLF THE INVENHONi p havi ng
processi ng power and nenory. Variants of these 10 cards were described in
the early 1970s by, for_exanple, Mreno in_U S Pat ent No. 4, 007, 355.
However, the cards are Shepresenininvenbieaelates generglly to payment gystems,
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r enot e- coupl | egmpirtér ehipehaving ptoeessingapower gk memhery. eV arinats of these
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widely available for payment applications around the world.

The International Standards Organization ISO) has

established a number of specifications for such electronic cards imder, for

15 example, the ISO/IEC Standards Series 7810, 7811, 7816, 10536 and
14443. A typical smart card includes a plurality of spaced apart electrical
contacts on one surface which provide input and output interfaces with

the computer processor and memory in the card. Cards compliant with
ISO/IEC Standard 7816-series have contacts which interface with a

20  terminal via ohmic contact (“contact’-type cards). Cards compliant with,
e.g., ISO/EC Standard 10536-series or 14443-series rely on close, or
remote-coupling with a f.erminal (hereinafter generally referred to as
“contactless” -type cards). Some smart cards are now being produced with

both types of contact schemes, i.e., they are compatible with terminals

25  having contact interfaces or contactless intérfaces. These types of cards

are sometimes referred to as combination cards.

A block diagram of a smart card 12 is shown in Fig. 1. Smart

card 12 can be implemented as a processor card as illustrated in Fig. 1. Of
1



are soneti ma;oggg{o?'[ed to as conbination cards. . ' C;’Fgmfgg’f’** ock *

di agram of a smwart card 12 is showmn in Fig. 1. Smart can be
i mpl enented as a processor card as illustrated in Fig. 1. O
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of different ways, and the card of Fi 1 is intended to illustrate

one exi sting aodshercasd ofFig. 1 is intended o illystrase anpjexisting vensioreaf card

i nvention. S t card,12 has a embedded nmicrocagntroll er, wi,th_ a
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read-onl y menmgpf, mftrocont olIHi’n'vVRhatzdzl ﬁéﬁﬁ?(?dés@& P Q484YMdhbry

nodul e 24, a card reader 1 nterface rst and second cont act

struct ure$ 26indading renddm aicoesssmemarrdRAM) 16j reautomlyr meteny (ROM} 18,
present but are not shown, such as a clock, a random nunper. gener at or,
i nterrupt conmostvolatila memoryy2Q, ansenerypiionmoduly 24, a g Fe;lg)ﬁ?ri@g? B¢,
and the liKke. r ' | ral
processi ng un@fz’ f"&d first an%)?%%oLﬂdl ﬁmbﬁtégpm%n sﬁgénsdéé’o?lg'r g@?‘ﬁguatttﬁgésggf/?@ée.
RAM 16 ser ves parocontrollrOmdgebé Girescht budt £66 hes WhowmNsuchs ad &icdédk, a
menory. ROM 18 stores the operating system fixed data, standard
routines, andrandamumumbér gengpator; Sntexrupit condrole neantrdlo l¢giacia shargrRov

or EEPROV). serves to store . __infor Lon that nust not be |ost when the
card i s dhnePUEEP RO CRRTECTIONS, a%‘gﬁg%i‘h‘ﬁut that nust al so be alterable

to accormpdate data specific to ~ ‘individual cards or any changes
possi bl e over the card IN{&@bpriRessth B4 is any suita®ldBénta] PretabsinBChnid Fod
card identification nunber, a personal 20 i dentification nunber,

aut hori zat i on elxeveting cammamisannds contmwdling | the tdevice. RAM 16 serves as
| storage for calculated results and as a stack memory. ROM 18 stores the
operating system, fixed data, standard routines, and look-up tables. Non-

156  volatile memory 20 (such | as EPROM or EEPROM) serves tb store
| information that must not be lost when the card is connected to a power
source but that must also be alterable to accommodate data specific to
individual cards or any changes possible over the card lifetime. This
information might include a card identification number, a personal

20 identification number, authorization levels, cash balances, credit limits,
etc. Encryption module 24 is an optional hardware module used for
performing a variety of encryption algorithms. Cé.rd reader interface 22
includes the software and hardware necessary for communication with

the outside world. In the smart card shown, two different contact

25  structures are provided on the card, a first contact structure 26 which
may be e.g.,, a ISO/IEC Std. 7816-series style éontact, and é. second
contact structure 28 which may be, e.g., an ISO/IEC Std. 10536-series or
14443-series style contactless or close-coupled interface. Other types of

contact schemes may also be possible, including remote-coupled, etc.
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etc. Encr'ypw(ggg,mg pl e 24 is an optional hardware nodul e usedpdPiisosn7as2
performng a variety of encryption algorithnms. Card reader interface 22
i ncl udes the software and hardware necessary for comrunication with

the outside world. In the smart ‘card shown, two different contact 25°
structures are provi ded Qe applistich for drhass cardstsach astsmaitcard2ER vhFig)
may be e.g., a ISOIEC Std. /816-series style contact, and_a second
contact structluris 28 ahi electrepivPurse gor ‘§¥preéovakt§ sagd’.16s 3thisetynss ofr
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card may be, ccou a cre ) [ Card,

anot her el ect rOfireninal Hevied WiEEE tomhunicate Pt tlidedrdethroughthd<conkacts
operation, the stored value card is inserted into a termnal device

whi ch communi detgesvia photiperceloge-compling, depensingaepan the type. of interfacehni c
or close-coupling, depending upon the type of interface 10 supported).
The ternikfal SPPOEYSSy be, e.g., incorporated into a vending

machi ne, cash register, or other point-of-sale device. Value equal to the

amount of the purchase iLPasSEHal eWickIRaf BRSEEE inSofprtdPirtd% vending

machine, cash register, or other point-of-sale device. Value equal to the

amount of the purchase is passed from the consumer’s card to the

- merchant terminal or to a central clearing and authorization system so

15 . the merchant or vendor may be credited with the appropriate amount of
value. Correspondingly, the amount of available currency in the
consumer’s card is reduced by the amount of the purchase. These stored
value ‘applications are becoming more widely used in the U.S. and
throughout the world. Currently, the primary applications in which

20 stored value cards are used include purchases at vending machines,
telephones, gasoline pumps, and other point of sale devices in which the
goods or services purchased are low dollar value items. Other types of
stored value systems use a token-type approach to value. For example,
when a consumer’s card is loaded with value, the consumer can pass that

25  value to another consumer’s card or to a mérchant’s card. The recipient of
the value, or the token, can then use the value without needing to redeem

the value by going through a bank clearing and settlement process. For

the purposes of this disclosure, a stored value system will be described

which uses a clearing and settlement function. However, those skilled in
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An example of such a system is the Visa Cash® system offered by Visa

International Service Association of San Francisco California. In many
respects, “open” stored value card systems are preferable to “closed”
15  systems, as they allow the cards to be used in a wide variety of places, for
various types of purchases. “Open” systems, however, are more difficult to

implement and have more rigorous security requirements.

As these stored value card systems become more. widely
available, it is desirable that they be capable of use in more payment
20  applications. For example, a solution for using stored Ve.lue cards in
making payments over open networks such as the internet is described in
commonly-assigned U.S. Patent Application Serial No. 08/951,614,
entitled “Internet Payment System Using Stored Value Cards”, filed on
October 16, 1997, which is incorporeted herein by reference for all

256  purposes.

It would also be desirable to use smart cards in transit or
access applications, such as toll booths, parking meters, etc. Public
transit systems are widely used in most large communities. These

systems are relied upon to efficiently transport large num‘bers of people.
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are not conpatible with point of sale devites or termnals ou% lﬁ t
uni versity. WRAYWB4E| gsed” systens are easier to inplenent fr %" S?angsz
techni cal and security perspective because of this closed universe of uses.
10 " Open" systens, on the other hand, allow use of the card at
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It would also be desirable to use smart cards in transit or access
appl i catilhs, axgess dependinghumnrpropearverificationeof a rider’s pagpinent. It would

transit syste re wi.dely used in st large communities. These .
Syetems are r o GEPIANE toATTIE SFEMRT pastaEbie Lo HEh GEoRH oA angPOatigRe.
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PCT/ US98/ 173 5%‘&9@%‘1}1&1: cards. Further, it is desirable to implement such an access
system using an “open” stored value card system (i.e., a system which is

not limited to a closed universe of merchants or suppliers).

15 Unfortunately, however, existing smart cards and “open”
stored value card systems are too slow for acceptable use in most transit

| systems. The security and authentication processes needed to verify a
transaction using existing systems typically takes over 1.0 to 2.0 seconds.

This is too long of a wait for, e.g., transit riders trying to gain entry to a

20  transit system at rush hour. It would be desirable to implement an “open”
stored value system with a quicker access and authorization time,
without compromising the ability to perform full authentication and

verification of cards.

Accordingly, a system and method for fast smart card

25  transactions is described.
SUMMARY OF THE INVENTION

Embodiments of the present invention provide a smart card

system suited for applications where cardholders demand a very fast

5



To transport Iarge- nunbers of people, especidlly at peak traffic ti‘nes, [t

is necWOMMY8%¥hat passengers be able to enter and exit PRE/US9SATITL
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"open" storede.yql loer-teovell asthestivdtion of thessmrdensingi fifsti data read@onh i thiet ed
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Unf or t unat el ycandodths firebphasenf thadransaction igsuccesslpl; access is grampted. val ue
card systens are too slow for acceptable use in nost transit syst ens.
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toa 20 transit systemat rush hour. It would be desirable to inplement
an "openl0  a tesmimaldderite;dThig secomdvphiase ofj the txansactionscaanble perfoomedat i on

tine, wi t hout  conpromi Si t he ility to rfarmfull authentication
and ver 1 1 Datch Gt % RRedetormindt time'sctodble.' Rhe itftrfise 27 e em
and et hod f ofraAsktiSABh by GAEINAE Frerify il BRE bR Rak SulSSehi ailabl
SUVMARY OF THE 1 KVENTI ONY © € b Bap Subliciehy, PR avatlable
i nvention proto deake theréquested access, sy shaynsimplyesefify theghrd diasanst yéer e
cardhol ders demand_ a_very fagst . . :
expired. The second phase of the transaction generally includes steps to
15 authenticate that the card was validly issued and that a valid card was
involved. In one embodiment, the second phase of the_ transaction
includes performing public key_ encryption. In another embodiment of the
present invention, a fast smart card transaction may be performed using
symmetric encryption techniques. Portions of the first and second phases
20 of the transaction may include the use of symmetric encryption and

decryption techniques.

In one embodiment of the present invention, the access
device is a turnstile such as, for example, an admission turnstile at a light
rail station, etc. The terminal device may be a terminal located near the

25  access device, and may be configured to service a number of access

devices on a regular basis.

The result is an access system suited for applications where
a large number of cardholders need quick authorization response times.

Embodiments of the invention can be used in applications requiring
6
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| ar ge .nunber s of transactions are presented for authori zati-on. In one
speci fic enbodi nent, a cardhol der presents a smart card to an
interface devigessOMRa df018% than HRES 01851 66 OO Seconds. S Fond £8d S of
I nformation are read fromthe card. 5 The access device perforns a "first
phase" of thecardhokleris perspective;diystgms implemgnted amaohrdmg toathehimvendiom on

of the card usi first, data read_fromthe . ard. If the_fir hase of
t he transact |E)W°g§s sﬁ@ées%??ﬂ"veac@ésst‘f"é‘sﬁf’t&ﬂ?eoa ost mStanﬂY §Ys‘g

subsequent, Becondap r S

per f or med ian“ﬁ% 3ac<g‘riotl}$%%bf(%gt ween tcﬁ;&gészgieigés el\?lé:ag&gnt € dxse eﬁm nal .
device. Thi s steged vadievardfsystem! spplicatiomnin apahsit wer aéuésstipphcatmns a
batch on a predeterm ned tinme schedul e. The first phase of the

transacti on ngiyingcardholders thei ahjlity to uge @ singlesesrdifor purchaseg atpeint eb| e
to make the re ted acc ly verify the card has not yet
expired. The %‘ﬂ&% féﬂfﬁﬁhﬁﬁﬂmﬁgron general |y includes steps to 15
aut henti cate that the card was validly issued and that a valid card was
involved. In one enbodi ABffrthdr@ndaGeaMdRizaThe ndth®e ahdEBfdrtaBes ofthe

i ncl udes performng public key encryption.” I n another enmbodi nent of the
present i nveninvention freyt be raalizedby refereswet icotheegmbimipgrpantions efsthey

symetrig¢_enc on.tech RPortions of the first and second phases 20
of the ti%nsa Cbﬁlcw ARGt Ig AWADgRe of symmetric encryption and
decryption techniques. - I n one enbodi ment of the present

i nvention, the access BﬁIgEWmRPP’PIGW@FtTHEBmGﬁ or exanple, an

adm ssion turnstile at a

Fig. 11is a block diagram of a smart card;

Fig. 2 is a block diagram of a smart card system

incorporating features of an embodiment of the present invention;

15 Fig. 3 is a flow diagram depicting a first phase of a

transaction process according to an embodiment of the present invention;

Fig. 4 is a flow diagram depicting a second phase of a

transaction process according to an embodiment of the present invention;

Fig. 5 is a flow diagram depicting a first phase of a
20 transaction process according to a further embodiment of the present

invention;

Fig. 6 is a flow diagram depicting a second phase of a
transaction process according to a further embodiment of the present

invention;
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6 WO 98rdf3fion process according to a further embodiment of the present
PCT/ US98/ 17352 .~ access tinmes of |less than about 0.25 to 0.50 seconds.
Fromt he IR¥PMAOMider ' s perspective, systens inplenented according to
the i nvention process and approve the transaction al nost instantly.
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"open" 5 stored val ue ¢ system appli*cati o rans or- access

appl i cati @ns, transaction pgocess duebrting td@a &urtheet Yerhbodisterit 6f rthleepfamedt or
purchases at point of - sal e devices and transit applications. .
A further undéﬂg%!afﬂ@ﬁl;rigml)f t he nature and advant ages of the i nvention
may be realized by reference to the remaining portions of the 10

specification and the drgmw . . .. BRLEF DESCRI PTI OF
THE DRAW NGS - T 9ks g fow, djagram, demictipe, & _5%?81?[‘)53}’%??3?? %;‘I‘Eifd;
Fig. 2 is a blResrdihadb ambtdiment@of thehFbsens i®fention. | NCorporating
features of an enbodrnent of the present invention; .

DESCRIPTION OF SPECIFIC EMBODIMENT(S)

10 Embodiments of the present invention permit existing stored
value card applications to be used in environments, such as transit or

access control, which require fast authorization response times.

Embodiments of the present invention will now be described

by referring first to Fig. 2, where a specific implementation of a stored

15  value card system 10 is shown. Stored value card system 10 includes a
consumer card 12, an interface device 30, an access device 40, a terminal

60, a concentration point 80, and a clearing, authorization, and

settlement system 90.

Consumer card 12 is a smart card such as the card shown in

20 Fig. 1. For the purposes of describing embodiments of the invention,
consumer card 12 has at least a stored value application program 13
stored in card memory, e.g., in ROM 18. Additionally, consumer card 12

may have a transit application program 15 stored in memory which,
although a separate application, may run in conjunction with stored value

25  application program 13. Other application programs may also be stored in

memory of consumer card 12, such as credit/debit applications, loyalty



15 .. g. 3is a flow diagram’ depicting a first
transacti onwﬂg&/}g@s" according to an enbodi nent of the presen%ﬁ@%%ﬁ
Fig. 4 is a flow diagram depicting a secaond phase of a Aransaction
process according to an enbodi nent of the present invention;

Fig. 5is a flomdbagnamderhad H.%rg:afticff bryéftzgzgs Yceshil praéﬂmggé

process accor g to a further e ment present n |on
Fig. 6is a fhhmzdlagran1dep|ct|ng a second phase of a transaction
process according to a further enbodi ment of the present i nventi on;
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further enbodi ment of the present I nventi on;
’96 Integrated Circuit Card Specification for Payment Systems”, Version
3.0, June 30, 1996, published jointly by Europay, MasterCard, and Visa
International Services Association, and incorporated herein by reference.
For each command generated by, e.g., access device 40, a response from,
10 e.g., card 12 is expected in a certain format. Those skilled in the art will
recognize that other protocolsl may be used to implement features of the

invention.

Interface device 30 operatively couples consumer card 12

with access device 40. Interface device 30, in a presently preferred

15 embodiment, is a contactless interface device which is designed to
transmit close-coupled power and data signals between consumer card 12

and access device 40.

_ Access device 40 includes a router 42, card handler 44,

access device application hardware and software 46, a terminal interface

20  application 48, and a buffer 50. Router 42 is hardware and software
adapted to route information between functional blocks. Card handler 44,
which may be integrally designed with interface device 30, provides
functionality to accept and communicate with consumer card 12. For
example, card handler 44 may include routines to control interface device

25 30 to perform initial power-on and detection of a card, such as in
accordance with the protocol set forth in the ISO/IEC 10536 standards.
Terminal interface application 48 forwards batch transaction information

from access device 40 as well as receives software updates and commands
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- specific inplenentation of a stored 15 val ue card system 10 is shovvn

Stored value card system 10 includes a consuner card 12, an interface
devi ce 30, an access devqcessio deyieesr hardware agd, §0ﬂ7ment 46t i elpde nt

80, and a cle uthrlztlon and ttl ement. stem90

Consuner “car d Feeendiy Ve bt b bhaseof YBa uRiRNIIE Rrosors, tpslyding For
the purpoges QerfiRsfinibi r!ﬁwemeri AR REStiLAtibN Cof Eaif‘é%é&“ card 12 GeNFHIBLs Card
12 has at |eaSt a stored value application programl tored 1n card

menory, e.d., funcﬂimali'@' tad dpermmital &.g,, (Hmesmewhem dal&uccessﬁmlaylohale&'eh

transit applicat] rqgram 15 stored in al t hough a
separate appl iaé’éh%ﬂ QCERYS: A0CRRE ﬁH%‘i’-ggr?‘%g? ‘Gr ageaps| daviges 40 is a

application o] r L cat e
monor y of _cond Bad? atckps BtE, ol Rcbid AP HARAHEE, ARH SeRPal®as LR "
8 WO 9¥akd82de and software to permit cardholder access through a turnstlle if

PCT/ US98/ 17352
10 . the transaction is authenticated. In other embodiments, access device 40

may be a toll booth gate, parking meter, vending machine, video game
machine, controlled entry facility door, or other applications where it is
desirable to qﬁickly -authorize stored value or other types of smart card

transactions.

15 Terminal 60 includes a router 70, an access device interface
72, a security card handler 62, a security card 64, a data store 66, a
terminal application hardware and software 68, and a concentration point
handler 74. Router 70 is hardware and software adapted to route
information between functional blocks. In conjunction with security card

20  handler 62, security card 64 controls the command sequence of the
terminal and provides transaction and batch security. Security card 64
may be a small form-factor card with a single-chip processor thereon, and
is used to authenticate and validate each transaction. Because the
security card may contain secret information, such as private encryption

25  keys as will be discussed below, it is desirable that security card 64 be
physically secured and controlled within terminal 60. |

Security card 64 may contain a transaction identifier for
each transaction (such as a counter incremented for each transaction), a

session key, and master keys. Those skilled in the art will recognize that
10



proograns,’ heal t’h card information programs; |icensing progr . o
i ke. .%59/10524 For the purposes of describing theaji%é‘g{gF}(SI(}’sz '
consuner card 12,. access device 40 and termnal 60 will be described
as passing 5 commands 'in a "comuand-response" format, as set forth in,
e.g., "EW r et g0 58 Criiitks GG efil G R P

Systens"”, Verostlhgﬁ ¢ gr.go, June 30, 1%96,9p€€gﬁ£|§§he ] ol n% ?Ii%yaé%r‘ég{ﬁ)ez%/,
Mast er Car d, dsardvare securitynmedules] sexrabvaklievsmart dsardamiodules) or aiidcertain

i ncor porated herein by reference. For each conmand generated by, e.g.,
access devi cecopsrolied @@pf&mefmémsowareemgﬁ}ﬁ%mml% %expad.eﬂw%ea,

certain format. Thos | L n_the ar i 14 A ak-ze that..o r
prot ocol s maysagé“_{h' e%’?gé 4 #%g'eiﬁrg ﬁtsr?%%t {ﬁtgs%g*(:bt %s e %%Flﬁve?ﬂ P %#.mbg@e

| nt er f aces devirC ghS QtORA hlubehysteMBY SfecEivis tBkek ¥alud Avhich cah theAdSESS |
device 40. Interface device 30, in a presently preferred 15 enbodlnent,

i s a cont act | passedmretd atherdavarteands th the systemyned t o transmt
cl ose-coupl ed power and data signals between consuner card 12 and

devi 40. ] Al devi .40 includes a router 42,
card handl er 44, Wlaile, agees dowigh) 20 A0 IoHE Rl B SHR SBOVENGS 6.
" nal it i . : y
h:; ?nge :aﬂde%é&; t vvgér)gr di g%%gl?%g%f gﬁ?%f}?gy?a%%ﬁbfﬁm |€%nbet ngéns éuzshl(&:lglleonal

bl ocks. Card lhgidiler phisical entithi ch may be integrally designed with
I nterface device 30, provides functionality to accept and conmuni cate

with consuner card 12. For exanpl-e, card handler 44 may incl ude,

rout i nesigo control int&Ceese d@g},qe(;@pp\%catlgg tle FEFIEH bﬁ‘?‘-‘i’i drapeagionn
and detection: d Ly, ' C set
forth i the TR ReBRORoRY dicls bvice 40 ARCHAMIE Miabe CullheTlq 50,
48 forwards bedahdridyntacheedsi dbeic8400Merminal f Applieti®s Shavira®e Hhds

wel | as receives software updates and conmands ) o
software 68 includes functionality to control terminal actions.

Data store 66 controls the storage of purchase transactions

15 and totals. Concentration point handler 74 controls the sending and
receiving of information to and from a concentration point 80.
Concentration peoint 80 is a staging computer that communicates with

any number of terminals 60 to collect batches of transactions. For
example, concentration point 80 may sequentially make contact with a

20  number of terminals 60 at prearranged times on a daily basis to collect
batches of transactions stored in the data stores of each terminal.
Further, after concentration point 80 has collected the batch information

from each terminal, concentration point 80 may forward update
information to each terminal, such. as: acknowledgment information

25  acknowledging receipt of the batch information; date changes for the
terminal and access device; encryption key updates and changes; and bad

card lists for the terminal and access device.

11
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PCT/ US98/ 173 fromternminal 60. Buffer 50 st ores bat CFICT/HF%S(W%% I on
regar di.ng transacti ons. made at access device 40.
Access devi ce hardware and software 46 include’ functionality to

performa first phase off Bfie drAbSdisidr] ceﬁe&matmh itif g00acts as RFEEdPe™ NI
a | ow1| evel authentication of consuner card 12 as we as

functional ity dmd foemerd, deviep andtdoesnotvlahee oz validats theldatoit teeenies. The
aut henti cation occurs.. | n qne s ment, access deV| ce 40 |s a
transit access°°§‘$?’étra£1r?& BR?E‘E§§ Lﬁé’oﬁﬁ?ft?aa ngaghion batches toe clearings
har dwar e and car r f 10
the transacti on |s aut cate Erj6ih %&%@{m?{%?@f%&{e@éﬂ%&é&é %%/c:e%%%l

may be a t®l | mnhaamoevledgﬁenm alahgr witte oghes syBeli Npdatbslearaaeht to
machi ne, controlled entry facility door, or other ap lications where it is

desirable to cr@mmy £ Tvéa ithe coneantratipnepointoBler hwpescmtrahantp@mtd

t 60 | ud 70
L onee tovl oo qiups A safe transpr ar‘?@@arrw%eﬁqca” Sinale 455 the’ Clasiing,
card 64, a datguiHop{AtR% akd settlembRE gmakn eeg Ier re? é@ag&m&@g%lf Sthe

software 68, and a concentration pol nt out er

har dwar e and systewar A asslvi¢eegravidexysueh as the |pafrty rahhing tled veaisif aoedssonal
bl ocks. In co‘r:}_lgunc;tlon with security card 20 handl er 62, security card 64
control s Yhe dSKEminalsscoplaacts it goncentration RPToR astion efdhe transit

transaction a%}%&ﬁ&. ﬁ%%%h%&uﬁ%%&ﬁét &?ﬁ}ﬁaﬁ% be an existing central facility

such as a central office of, e.g., a transit company which collects payments

from all of the access devices operated by the company. Systems
implemented according i:o the invention need not have concentration

15  points, they may instead be implemented by having the terminal devices
| connect directly to clearing, authorization,_ and settlement system 90. As

an alternative implementation where features are implemented in a
token-type stored value system, the clearing, authorization and
settlement system may not even be necessary (e.g., value may be simply

20  passed from the consumer smart card to the security smart card and then
from the security smart card to other recipient smart cards in the

system).

Software functionality in consumer card 12, access device 40,
terminal 60 and concentration point 80 may be implemented using a wide
25  range of programming languages known in the art. For example, terminal
interface application 48, or any of the other software modules, may be
implemented using “C”, “C++” Java or similar code. It is contemplated
that Java code will w01;k well for implementing the functionality
described herein, as dJava is platform independent, allowing the

30 functionality to be used on a variety of device types.

12



may .be a s . factor card with a si ngl'e-chi p processor. [ d -
”Z{])ﬂggﬁp% tPE‘?‘ﬁgs%'msgf' -

IS used to. ate and validate each transaction. Becausée t .
security-card nay contain secret informationd, such as private encryption 25
keys as will be discussed below, it is desirable that security card 64 be
physically secured and cpphhQliteifativeinibéBinBrtdepi&ed in Fig. 2, anumRer of
Security card 64 may contain_a transaction identifier for eac
transacti on (sinterfase alevioest30a-B0nraveeproavidéd withch umbeaof iaoedss devices
sessi on key, and stgl(hkey,s. Thos% skilled in the art will recognize that
10 wo odPa-48n, These interface devices and access devices may be grouped to

PCT/ US98/ 17352 . . . of ' ay . ed. r
exanpl e, dedi p%qeggte m%ﬁi{n&&v\%kﬂﬁg&gﬁ%\% #r%%?ﬁﬁ%g téoﬁi‘fr 6%‘8?%‘%%&‘}“‘5%} af
nodul es, o0p, | gbct@itiyoédrds 64a-62A! 410d |sBBuFity ida®d i ders 82LYEEE A ¥hERaIBY
al so be used. Further, security card 64 may be a smart card whi ch has

the ability to6@alachi geemzity cardnandchandlerowilkioperates teintaract swithi each
t oken val ue whi ch can t.hen_be passed o 0 ot her ry cards i.n the
system accasS “Bevice. FRFiheTach SRSREY, e bORIARS « SDERRI S A0 B

to be Sf’ggzlta?gﬁe&’%o Wo'iﬁ_rv?ftﬁ £ Hhh _Pi/eESOf 1%.%%%0%%%%&&&?&&55&.%@5 a

singl e or physical enti ccess ‘device
application 72rgstdeisves dbilityhtd swWpisore ta famber ofidevidesairithra Felativede effall
devi ce 40 _and forwards software updates and conmmands to access_device

40. Terni H@l appmbextafderminalsadenumber of tersrinaly 60a60mmaydbe coupled to

functional ity §o4conighub@ll Jaind

dd. “Biher configurations and groupings of
devices may also be used, as will now be apparent to those skilled in the

art.

Referring now to Fig. 3, a flow diagram depicting a first

15  phase of a transaction process 100 involving consumer card 12 and access
device 40 is shown. In operation, access device 40 has a wait state 102
where it awaits presentation of the next card. For example, access device

40 may be an admission turnstile at, e.g., a metro rail station, or any of

the other access devices discussed herein, or other access devices designed

20 o permit access to goods or services upon confirmation of payment. When
| a cardholder presents consumer card 12 in step 104, access device 40
detects that a card is present (step 106). Access device application
hardware and software 46 and card handler 44 then generate a command

or request for card information from the card (step 108). This command or

25  request is presented to the card through interface device 30. The
command or request presented to consumer card 12 may include
transaction information such as an identification of the value which needs

to be transferred (e.g., the amount of the fare to be paid).

13



Data store 66 controls the storage of purchase transactions 15 and ’
totals. Con®¥AP¥HB2bn point handler 74 controls the sendi ng &¢J/US98/17352
receiving of information .to and froma concentiation point 80. :
Concentration point 80 is a staging conputer that communi cates w fh

any nunber of termnals col | ect tches of transagtjons. For

exanpl e, concentration p(%q}ﬁtu _ rr%%}%se trentPH | 7EHER 8gnt}%ﬁ:t request, fop
nunber of ter ghftdhdatith,aberbARk! ARGRFulLITRS ARdacalRhlatidasts pird a?é | &6d
bat ches of transactions stored in the data stores of each term Ra .

Furt her, aft edoxvoand the ateiguested card Gnformation gstepd 100k Thesd caldudations on

fromeach term nal, .cqoncenty t‘ls'ﬁn poi nt 80 n&;{ forward update,
i nformation t&a%anclude spgaific calewlations figtatad hygiransiti apnliceéionoprogram

acknow edg ng 4 ' f |« 11QI; for e
Forminal nd- AeosrSiesth of P Gl ilvBlysth UBRrrilBhBoR RS HE subidany
card |ists fofuhlle eikistninstorad valae epplidasiofcprogram 13V€oP thd GRaposes of
PCT/ US98/ 17352 I n one enbodi nent, concentration point

80 acts as a thiy disclosurgnit will ker dssiomed dhat theoealenlationist will dre velatetht e
the data it recehves. The. concentratian poiat sends the collected.
transaction bgfmgot%erﬁ&p%gyk@er dsa%ﬁl%g? i%tr‘?r%‘id’ B¢ tarpéﬂ’@ﬁ%m?ystem
90 for procesyioifbvetNERosd SEARACTh the artORHIF hedbgiioytRASTRALS cafth@iioNd t
ot her system updates, are sent to term nal B0 via the concentration

poi nt 80.10The maycbat patformedpi such as creekins transite dttrbafear inf toasit

between termnals, and the cl eargn L aut hori zation and settl enent
system 90, an@PPUS3BARS1B 88-08 P’%ﬂngf the,cardholdgys sigfus (semiprc stydent; der

such as the 9%5%%{123’3%&90159%%é?{wtﬁé ess 10 termnals, contracts with

a concentrati or co on o he transit paynments. The
concentration point nmay also be an existing central facility such as a

central office of, e.g. Ina thignekémpdamanymbbtitesnt) [thet capdy MBf¥rgation

forwarded back to access device 40 may include information such as: card

15  identification information; card issuer identification information; the
value requested by access device 40; the expiration date of the card; and
any other information needed to authorize and authenticate the

transaction..

This card information is passed to access device 40 through
20  interface device 30. When the card information is received, access device
40, using access device application hardware and software 46, performs a

low level authentication (step 112). The type of low level authentication .
performed is chosen to reduce the amount of time needed to authenticate
the transaction. For example, in one embodiment, low level
25  authentication step 112 involves ensuring the card 12 has sufficient value
to pay the requested value. Other steps may be included in the low level
authentication proéess while still maintaining a fast response time, such
as: checking the card number against a bad card list, performing some

velocity or floor limit checking, verifying that transit application program

14



fromall Sss devi ces operated by the conpany. Syste
i mpl ement ed V&@?Mg to the invention need not have concentrg?l‘msgsfg352
points, they may instead be inplenmented by having the termnal devices
connect directly to clearing, authori zation, and settlenent system 90. As
an al ternativels i hepexpiddodr M&fﬁpaﬁawm& 3he fe'@%@féﬁ‘h@&sbne?c In an

t oken-type stored value system the clearing, authorization and

settlement sysmbodimyenioto be dasdribeteiesenpunctiongwithvEigse 7rfh thieefirst piiase20 -

passed fromth onsuner smart card,to the ecur smart. card and i hen
fromthe securq%t edxaneactign Presess Al SFVL Qrﬁu gﬁ%?‘f’a@a? agaess H@vme to

systen). f AN lity in consuner card 12,

access device tﬁ:&card andt%hrenﬁ:ar?glgo\é%ean %%ﬁ%‘gg?r ation point 80 may be

i npl emented using a w de 25 range of programm ng | anguages known in the

art. For exanple, term rifllow level lamhénnmiamplstqatmanpﬁﬂuces aasatmﬁactdlg

ot her software nodul es, nay be npl enment ed usi n%GW %C++ Java, or
axe

simlar code. nesults agegasedayion @nphcatmn hardwaye andge mallpurthorige

| noependent . 4P WAL Hueaotsoey, . RARGRID ob 8 DeBiomB” 7h o8 eyt

devi ce types. guthentication step 112 falls (e.g., the cardholder H#d insufficief® Rd50824

PCT/ US98/ 17352 an alternative enbodi nent depicted in
Fig. 2, a nunbercover the cosmbétliatmmtachonspr&(mi 8frineompptible cerkency ltype,
nunber of_ access de 40a- 40 se |niirfac dEVICSS and access
devi ces m) bef r)oﬂ sq19n or entg_gé§ ({S‘Pﬁpu \HCP?PSa Qyige 40 may

Security card 08 %?é“giﬁ*’*%‘?f“na‘?&t# Fﬁ‘%ﬂéﬁtﬁ% e 4R i 300 pr g

handl er wil| Ql@i‘éééhthﬁohrﬁf&hécdecﬁné& cagdh

Where authorization is given, a conﬁrmatibn signal or

message may be sent to consumer card 12 (in step 118) and the card can

15  store a receipt or other proof of transaction (step 120) in card memory.
The cardholder is i;hen permitted access or entry. For example, access
device hardware and software 46 may generate an access permission
signal (step 116) which activates a turnstile or other entry device. The

same signature or receipt should also be sent to access device for use in

20  subsequent processing. This information may be, e.g., stored in the batch

queue.

Once access has been granted, access device application
hardware and software 46 stores the card information received during
step 112. The card information received for each transaction is stored in

256  buffer 50. This information is retained in the buffer for subsequent.
processing to be described. Once access device 40 has stored the
transaction information in buffer 50, the device increments an internal

- counter (NT) (step 124). Access device 40 then reverts to a wait state to

await presentation of the next card (step 102).
15



access devi her, a nunber of term nal s 60a-60n may al s 75
provi ded toC"\?\Br EHémgzth a nunber of different groups of access W% 8

result .is an ability to support a nunber of devices with a rel atlvely srrall
10 nunber of terminals. A nunber of term nals 60a-60n may be coupled to
each concentration poi ntA&Rss %bﬁés%@rﬁthsy't@imﬁm A3 P Hpeﬁteg ysing
devices may al so be used, as will now be apparent to those sk he
art. features of thﬂemeentmgamsmted fomapplicaticnsowhelieng largeceyinber ng a

[ 00 | d 12
Tt accuss T ot cagdbflders depd GGk AuLhAngpHPR HegRonse: Bines. AStmeally; dhese
weit state 102a§>p icatioNS S8 1bd- ngd&ﬁrtﬁ%%&&fdﬁgagheﬂ a%f?%gﬁgﬁgfﬁ:ugﬂg hg%

exanpl e, acces evi ce an adm ssion

metro rails st aigeds canmod by expected to ﬁdt@exfﬂﬁﬁfazﬁfdf&‘éﬁp@i@éé fiffesdh e SL6f,
herein, or other access devices designed 20 ermt access to goods or

servi ces upon @&&nf1.0ndei 39 @PCWWBEJJO cardho der'sapersriegtivepraystems

d ., det ect,s t hat d S
S esent (step HRPRREER dbrafie oG e iBTenbon progeiS ARl apkrous: thE
46 and card hapghedctith tdlﬁi&sﬂﬁﬂ@fa%tl%r aBgO%mftqng the a%odrﬁ;q Hf%hféﬁﬁaﬁ@ﬁd

information fromthe card (step 108). Is command or request 1s
presented to tprecessing t hequigéd i ta epéxformdethix eaBfss Thathonzatlmo,mmtbms
transacti on

t t d 12 | ude
| forrmt b cqmplameniod JEHE Apaes o theh Drosarte inyantio dee capable o be
transferred (g%l%?gg%g@g gl Qhrahlierfidk® vafud® dgtonng a confirmation

13
PCT/ US98/ 17352nessage using stored value cards in approximately less than 0.25 to 0.5

seconds, for example. Systenis implemented using features of the
invention allow the use of “open” stored value card system applications in
15  transit or access applications, giving cardholders the ability to use a

single card for purchases at point of sale devices and transit applications.

At this point in the transaction, although the first phase of
the transaction process 100 is completed and the cardholder has been
granted access, the transaction is not yet fully authorized. Referring now

20 to Fig. 4, a flow diagram depicting a second phase of the transaction
process 140 is shown. Performance of this second phase of the transaction
process 140 is transparent to cardholders who use the access device, and
will typically be performed some time after the cardholder has left the
vicinity of the access device (e.g., after the cardholder has been granted

25 access to board or enter a transit system, or after the cardholder has

passed through a toll gate, etc.).

The second phase of the transaction process commences in
step 142, when a batch process is initiated by access device application

hardware and software 46. This batch process may be initiated based on,

16



C_on,surﬁer ‘card 12, upon receipt of the request for I nf or ' -
perforns namop%?(lgﬁ"ons and cal cul ations to prepare and W&@H‘Zﬁ%

requested card information (step 110). These cal cul ations . may include
specific calculations dictated by transit application program 5 15 if

present, or ' [ e d ' [ JDB%EE? t fRlCI ent

funds exi st r%ééts%érgtagééSa u@b\gpg%'bgﬁ%n@‘%r gfr‘?am %O‘E&{ﬁﬂz&p‘% oglg:é) it
this di scl osudfger id céitalin hemaber rofdirahsactities dalveuheiuneilatyd lin baffee! 50 ed
solely to verifying whether funds exist in the stored val ue application;
however, thoste-gkigncedeveryt H90atrangactionsc efer).z Alteraativelyer thealpraotessi éns 10
may be perforne sugh as checking.transit.attributes i.h transit .

ppl 1 cat on mESTre ASRGIHATE i st sHaBmAted it huter Aff 8Rd termint
mont hl'y pS‘SShﬁ(b%‘i@uCPUCc' ¥ avdiRiblé i%., the process i%constantlylrﬁntnli‘h% Byeap! ary
enbodi nent, the card infornation forwarded back to access device 40
may i ncl ude iaflowsnpriorityhcWhike Figar3dddpicts thie atédss devicenas hheingtomtrpl car d
i ssuer identification jnfo gﬁt ion;. the val ue_request ed by access

devi ce 40; thevexxpifigtion,ofifhe hatch mrogessy: upgni reading this dselepure\tbesamt i on

needed to aut | ze.an ut heng.4C ansachho .

This card i nf%?i 5& fgéap%ssg& tggé)cg%gg% %}g}-’l géﬁﬁ.gla?hbgug}]ayzdnstqqﬁ el?q‘ ace
devi ce 30. Wipdspolsible fek inifiatingtthebdteh pR6dsseFor éﬁ&ﬁ%&e;‘i@ﬂn@ﬁal 60 may*0,

using access device application hardware and software 46, perfornms a :
| ow | evelOaut indtiate the pnoqess after mgertgimcamppat of timevhaeeldpsadt hent i cati on

performed is chosen to reduce the anount of tine needed to authenticate

the t ti . F I ' nbodi l. I |, 25 .
aUthent 1 cati on st ep 112OHReoPateh ERGeRRn (teRe 142 oS IaiHEA, Acees HAvica ue
to pay the regysBéfsorn Ahv@walkd aﬁpls%me@a/saﬁcesr@e%%@ reford 1% Vb hFYE!

aut henti cation process while sti mai ntal ning a fast response tine, such
as: checki ng asthe anrrentrrecorda(phep 1d4p (dogg buffed 50 sta fipstrinofirstrontsdewice

\F/)relog(r:;ny or fclng %Il'id)m fn Cahggll'(zleggly-gﬁerﬁlaxtr%hngm Q) ; L]rﬁe:a,nt Ie;f ﬁi‘rs)g lljegg} (1):3 be
15  processed in the batch is the record with the lowest associated counter

number. This current record is passed to terminal 60 via terminal

interface application 48 and access device interface application 72 for

processing. Terminal 60, using security card 64 and security card handler

62, performs a high level authentication on the current record in step 146.

20 This high level authentication may include, e.g., stebs
necessary to verify that the card used was a valid card and that the card
was validly issued (steps which typically involve the de_cryption of
information). By pla(_:ing. the responsibility for these compﬁtationally-
intensive (and relatively slow) actions on access device 40 and terminal

25 60, interaction between card 12 and access device 40 is sped up
considerably, without substantial compromise in authentication integrity

and security.

The high level authentication process 146 may also include,

- e.g., steps necessary to generate a signed message for transmission to the
17
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access,. etc. In an enbodi nent to be described in conjunction wth

Figs. 7-8, the first phase of the transactlon process al so serves to

aut hentlcate ts@&e@&&%%éi% 58 618 abbori A 5h ﬂdtéa xR cess .
8 (pring, ok ety 59

devi ce. aut hent |ca I on

sati sf act or y signatuess|dnd ammtadﬁwscm@ﬁﬁéd st ipePfolfiay dmy %o@ﬁdnssﬁ‘ Ttli@r e
46 wi Il authorize - (step 114 e.g., entry or adm ssion of the

cardhol der-. | fPTOgRss ave|relatively fimencorsuming;stherefore, hyl psrﬁ)ﬁmgng theee
dhol der had,insuffi cient over the cost the transaction

or had an i necBes b PRE Efnd BEAR of the 5AnSgHon, the (ezall frapractin s

declined (5t egrdrhd) thidcaehifner's :pbf edc@w@ayl redﬁ@éaer&uﬁ&ai ke to

awai t presentation of the next ca (step fLO presentation of
the declined dafetmation is stored in data std&keﬁ&(stap Hm&)zﬁpbnrtonmleum of h

f ti ' b t to consunmer card 12
Step 118) zﬂdi%%@a axthentigation 108 thec %ee@ei%?ore, RUWERSRAti commter is
transaction ( | B s t
permtted acczisls or entdri!)g1 g%(‘)lrgltgiéam 64 (St%}():els Ac%nglzg%lfx&gc%egﬁac%%%e ﬁﬂd

software 46 ney sy@ikirht en@@nﬁé(iﬁéés(lﬁzf, irSbtRS next trafbatin 5 MEE1E) 1ehi ch,
activates a turnstile or other entry device. The sanme signature or

recei pt skbul dhgnsprasessasht Alternativaly, dheicomnter insacdess aipvices dBsaayehe

noe access naghEERaNER A8 ¥ndier o ornBky phrd bl o transactions 1%

the current batch have b.een processed. Those skilled in the art, upon

reading this disclosure, will recognize that the access device counter
should be synchronized with the security card counter at some point
15 before a new batch process is initiated. Alternatively, a synchronized
clock or other means may be used to ensure access device 40 and terminal

60 process each transaction appropriately.

Access device 40 checks to determine if any more records

exist in the batch (step 154). If more records exist, the next record is

20  selected as the current record (step 144) and steps 146-154 are repeated
until the batch is exhausted, at which point access device 40 will await
initiation of the next batch process (step 156). Those skilled in the art will
recognize that the batch process may alternatively involve passing the
entire contents of buffer 50 to terminal data storage 66 at which time

25  terminal 60 can iteratively process the batch without interacting with
access device 40. Buffer memory 50 may be partitioned to permit a batch
process to be completed in the background while initial authentication
process 100 is completed in the foreground, allowing access device 40 to

be used by, e.g., transit riders, while the batch is processed.
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har dwar e 9§R6 re 46 stores the card information receivegrAisos/ v8s2
step 112. e car |nforrrat|on received for each transaction is stored in
25 -buffer 50. This information is retained in the buffer for subsequent
processi ng to be described. Once access devi ce 40 has stored the '
transaction informati oThere Ay e Ditahbes @hereea icagd epRiBbAte) to Hceesal
counter (NT) (step 124). Access device 40 then reverts to a wait state to
awai t preserdewit® Aoaiaasa% thelowdavel guthepticetipn process of Fig. 3, but which

15 99/ 10824
PCT/ US98/ 1\7/%’5 some reason does not pass khe high jexAl autheptigation praces o5 Figevi ces

i npl ement ed mﬁ[lﬂgzms event, e&édl{ﬂ%ﬂ & fhiled 't?XﬁéE riditiondid Qfored in
appl i cations ere a | arge nunb car dhol ders need qui ck

aut hori z&t i odatee spores 66t (step. 143')p|’13hisl mformsmn is pasaeqblhocaleamnsg aml

| ow dol | ar traalsact i ons, such as fransit term nal .where users can
not be expeca@harization systam a0 forpubseauent crasphition.n e;zc@s%mme

e.g., 1.0to 2 0] 0] C

I mpl ement ed gg\"g‘fe rbg ct"lgé {Bﬁ“"gfﬁ %l%&g %&ggs an%glz %gv tﬁ%éloa‘t’gn&e
transaction d*isﬁﬁﬁiaﬂc&s bAthé ¥arBinforddslondmbheiaddut t@ﬁ baidf @irdelidtd be
processing required to performthis access authorization, systens 10

i npl ement ed stioréd ir each ascess devicepd@ ofattramsit system.ar e capabl e of
aut hori zi ng access, transferring val ue, and stor| ng a confirmation

eSS0, 2050 VEMEEE B SRR e S i el

invention al in&mﬁaaﬁou%a d&ta S8R 66U, %dgvaw ‘fb ﬁ&ﬁﬂg&gﬁ,iqﬁ%}&é‘s in

15 transit or access applications, giVing c Ity to use
a si ngthe ffotmfadionpto the storedt vdnemysbém&ad:]eaﬂmgl, eatsharidationrsmid

appl i cations. At this nt, i.n the transagtion, t hough
tﬁg first phggle@ent system 90 (step 158) Ji‘glis mformat?on may (i)e Initially d

forwarded to, e.g., a concentration point 80 or some other form of
15 intermediary storage location, or may be forwarded directly info clearing,

authorization and settlement system 90.

The result is a stored value system suited for applications
where cardholders demand a very fast transaction approval and response
time and where large numbers of transactions are presented for

20 authorization.

One specific implementation of a two-phase transaction
process incorporating features of the present invention will now be
described by referring to Fig. 2 in conjunction with Figs. 5 and 6. In this
embodiment, consume.r card 12 is a card which carries public key

26  generated certificates. While any of a number of cryptosystems may be
used, the following discussion describes an implementation using public
key cryptography. This specific embodiment of the present invention
employs a known authenticating téchnique utilizing "digital signatures"

which allows a first party to employ a secret key to "sign a message"
19



the transaction process 100 is conpleted and the cardhol der has been
granted acce¥® 214t ransaction is not-yet fully authorized. FeFERM¥HFMmo
20 to Fig. 4, a flow diagram depicting a second phase of the. transaction
process 140 is shown. Performance of this second phase of the transaction

process 140 i r.ent: enLR: e th ss. device, .and
N T Typi cal |y AL ERE sBlhivhi SAVAN 8L LRt BattSC ol BB ety ofE 50
vicinity of thsamge litskdyce (e.g., after the cardhol der has been granted
25 access to board or enter a transit system or after the cardhol der has

passed through a toll gate, et cg. . . L The second phase of
the transacti on process Usiguel digital signatuees, ifids poseible fomiany digitadss

is initiated by acces evice i cati on . . .har dwar,e,and.sof t ware 46.
Thi's batch pr 0%18§§agﬁa€f g% S}gzﬁetq-a %{) tlbactoégeeﬁecbpﬁent is assured thatq:he message is

16 50 9UcdRRd4 t, and that it is not . This i i |
PCT/ USog/ 17352 ccoved a8 sent, and that it 4s not a forgery. This is done by jising the
hour, or day, 'gpublic key" and digitel sigretureimethododogyobuch assdescribed by

accurnul ated in buf 0 (e.g., once every 100 transactions, etc.).
Al ternatively, e?ﬁtet(f)goi)@és Nos 4’20§v8%%r Eﬁ%ﬁﬁﬁﬁéﬁmd teaseRS4A tachnique.

I nformation i fer. 50 1.N 6 cl es avai.l abl e
(i.e., the pr ggfel_ésjlge iésreco%@tggn?ﬁ?%u#ﬁ%%n%u%ggﬁmgpqeggnﬁ%r V@HC riutsﬁ) .
Wi le Fig. 3 ospthédolbfiestResthAeRISE Exaipldssf ¢tBBE pablic key or®Bhature
initiation of the batch process, upon reading this disclosure thoSe

skil | ed i ¥t heteghnigues| inchudegRiatéShamir, QungriSchhoBtShamir, remidseveral others

responsi ble for i.niti.ating the batch procgss, For e | e, term nal, 60, may

16 PT i c1 at e derived GRish PorpRiovde s Bpet Ebmitton THBressatonugotian i
not limited to any particular public key or signature technique. These

techniques, and others, are described in “Applied Cryptography”, by
Bruce Schneier, Second Edition 1996, which is incorporated herein by

15 - reference for all purposes.

_ A user who has a public/private key pair can digitally sign a
message by "encrypting" (or "signing”) the message or a hash of it with
the user's private key before transmitting the message. Recipients of the
message can verify the messa’gé or signature by decrypting it with the
20  sender's public encryption key. Anyone who has the user's public
encryption key can read the message or signature, but only the sender
having the secret decryption could have created the message or signature.
In general, the digital signature assures the recipient of the integrity of
the message at the time the signature was computed. Again, the use of
25  these public key techniques is not necessary for implementation of
systems according to the present invention, and are merely described

herein as one specific embodiment.

20



Once bat ch RVB96RGs24 St ep 142) is initiated, access device Pcr,@gﬁ,jﬁgp_t i on”
hardware and software 46 selects the first record in the butfer
the current record (step 144) (e.g., buffer 50 is a first-in first-out

devi ce or FIFO. In a currently-preferred enbodi nent, the first
record to be 15  proceskedniexehydabpientbodinent todsoddsovibidd iheohjusesion
associ ated counter__. nunb This curre record is passed to term nal
60 via termn nawith Figs. i%t%r’%‘&i@ SOPFREr| AT I&@ 2 staresc tha dnigamation shewmace
application 73 f . rocessing. Term nal 60, using security card 64
and security g‘%ﬁlg{vﬂgn’%?ble& 62, performs a high level authentication on
the current record in step 146. 20 Thi s hi gh | evel

aut henti cat i dnDAMA ITEMIde, e.0., S{PBSCRIPTIONessary to verify that the
card used wasl_a valid card and that [the card was validly issued
(steps which tEGERA |y invol ve the d&ardiissuer’sPublic Key céntifimteon)| By

pl acing the r o Ly atensiye (and
relatively sl ﬁéﬁ%ﬁa’ri ons on access q&ardePublioKeveertifisate 25 60,

i nteraction .

consi der abl y,be%_ pﬁr&ﬁ'sgge:f #eﬁﬁféﬁ{%%‘m Tinteprity
and security.fy The dyasdrii§lugpbienticai1on process 146
may al so incl U(Pe, e.d.. steps|necessary to generate a signed hessage
for transm ssj ARGEAt he Algorithm used for purchase 17

WD 99/ 10824 PCT/ 1ISAB/ 17352

stored val ue sDEt}@n s clearing, autrﬁxmmm@mdamjoﬁmnd enent systenf The
si gnat ur es angB Apt-at-+ons—egt+-es per . of-th-s—pertoen—ef—the
process are r vely tinme consuni r?a\iﬁﬁ Qi‘%c P\b’é”‘tef orming thepe
steps in the SEETRR phase of the ”‘Qﬁﬁ‘i‘%h@bﬂ:ﬂ@c&’ﬁ’fﬁ&}de rransactipn tine,

CEXP Currency exponent of the purse
AM Authentication mode
NT | Transaction number
VPKI Certificate authority public key
number
CSKEY Card secret key
--Table 1--
5 Some of this information is stored in the card when the card

is personalized (e.g., the BIN, ID, ALGCA, DEXP, CURR, CEXP, AM,
VPKI, CKEY, CCERT, and ICERT). Other information regarding the card
balance (BAL) and the counter or transaction number (NT) are updated

as the card is used.

10 A public key certificate hierarchy is used in this specific
embodiment. As an exemplary hierarchy, a first public key pair (CAPK,
CASK) is generated for a certificate authority (CA). A second public key

pair (IPK, ISK) is generated for the card issuing bank. And a third public

21



5 from the consuner's perspective, is reduced substantiall This -
i nformati on WO 98AMREd in data store 66 (step 148). Upon corrpl%‘i{’ﬁwsﬁ?:’% gh
| evel authentication for the current record, a transaction counter is

increnented in’'sécurity card 64 (step 150). A counter in access devi ce 40

Lhen processedteTnPAs GPH S8k R eastRrdf e, hBR3EEA £, The bR Bank® *
synchroni zed vuetn*astﬂfaﬁwmﬁrkéwpaﬁcgm T%ISK;%%eacfzérﬁﬁcaté aﬁﬁBGﬁEff(CSA[)S in

the current batch have been processe ose skilled in the art,
readi ng this dvbidhogenerates anlsseteogamﬁcaﬂeaﬁCEPél‘)amg CABK E@EBﬂlnstsamt

shoul d be synchrgnized. with the. securit rd,counter at .sone point .15
before a new bR SPBIERa lﬁhcﬁr Y‘e %t Yethessping bank §%EE¥W*"}’§86‘

clock or o herﬁm\a{ﬁ ri@éheqecemqaéeomrfae%8§§blgee%&@nc%0tm%teea

60 process each transaction appropr Access eV| ce

40 checks to dgsasdibieai ﬁaMﬁsmedeMg persorlization) thbeisbainghbafikep
154). If nore records exist, the next record is 20 selected as the

current recor dgqnareesiasnra aertificate (CGERE using thesand aublic key pairi(CPFhe

batch is exhau ac [

ot on o ORE i oG SR SRR SERR, oY (FASK), thtis RBHPid 0 provably,
will recogidbise that thd @akdie B VAI0F @8 fd. n@mmm‘ %aaIcERHVaw ¥Rré& in
passi ng the entire contents of buffer 50 to term nal data storage 66

at whi ch 10ne @msumercandal2 GeeBable fleabove)el y process the batch wit hout
Interacting with access device 40. Buffer nenory 50 nay be

partitioned to permt a rocessto co et.ed i.n the
background while initial I?;lut H’éﬁ]t Péﬁ‘i‘ ?11263 seg‘qi B‘qesltcor?gfaet‘?d'di n
the foreground, r%iﬁca @%Rﬁsmdfdi'n‘i@d 4\9511’:1% RSA enfyptisd te¥hnfydds and

transit rlders 1le t atch is processe
18 mcludes information uniquely identifying the card, such as: information
identifying the card and the issuer of the card (e.g., ID and BIN);

15 information regarding the formation and expiration of the certificate; and

information regarding the algorithm used to generate the certificate. The
card certificate may be formed and stored on the card when the card is
personalized, and may be generated using public key encryption
techniques. The card certificate (CCERT) also contains é hash (using, e.g.,

20 the Secure Hash Algorithm SHA, set forth in the Digital Signature
Standard NIST FIPS PUB 186, U.S. Department of Commerce, May
1994) of the card’s public key CPK.

The issuers certificate (ICERT) may also be formed using

RSA techniques and include information identifying the card issuer,

25  information identifying the certificate (e.g., expiration date, etc.), and
information regarding the algorithm used to generate the card certificate
(CCERT). ICERT may also contain a hash of the issuer’s public key IPK.

In this manner, a party having the certificate authority (CA)

public key (CAPK) and the issuer’s certificate (ICERT) can recover the
22



WD 99/ 10824 _ ; P 352 -
There may bewPr?g/tI%sﬁées_ where a card presented to access gg@{d?gﬁ?ﬁ%;
passes .the | ow | evel authenticatiaon process of Fig. 3, but which for -

sonme reason does not pass the high |evel authentication process of Fig.

4. In this ev ] ' AR Spwritly bi ' isS in5
data store 66q(§§1tl%lgse§49) . dkl'éhslf sdlia!r%’gﬁr%{ei gn i S 82%?2 to Eﬁ%ﬁsngﬁg%q&y
aut hori zat i on PE) endthd cardaderéificate (CEERT)X ¢amredover ¢hacprd’s pibdic key
car dhol der Oro&'aéﬂlei ssui ng bank nmay be contacted to resolve the

di screpancy, card informati on may be added to a bad card list to be
stored in each access device 40 of a transit system 10

Term nal 60 stores the {-i.'née' il | ' izon
in data store 66 and, eéléa,wat sg(r)rgng%blg q%néﬂf?%%FMIre%eﬂﬁ%ﬁhma
i nformati of tofifdtephasy of & aragsativne processe200 rpcorlinboto thei miveatidn is
settlenment system 90 (step  158). This information may be jnitially
forwarded to, shqyn. Aceassdeviceadd deonsoime waitgstate 204 Jonshe mexk cgrd 9 be

Y 4] R0 o BB o L e £,
stored val ue sygbagee Wdvick 307 of RIRLESA GRS 40 in WY 2028rAbRkdedsvidemnd a

very fast transaction approval and response time and where |arge
nunbers of tr apmvidéso pewar cand quearfarmis finiti?lo protanolh setupat(é.gn. generates an

One specific i enentation of a_ two-phg ransactio rocess ..

i ncor por a{' ng RE‘ $RPense ﬁﬁé’ﬁ%’@@é&l ﬁéﬁ? gFP‘%fﬂl]d g%??beetcg to es bed
by referring t ' | ' i W\ﬁ ?g ' . 4 Hi

enbodi nment , co‘%’gﬁz?rgrf“%taﬁrg 1@?2‘%&%' |gha’ég?spﬁggggﬁgﬁgc%rg%h%gquence
generated cert{208yates. VWile any of a nunber of cryptosystens may be

used, the follow ng discussion describes an inplenentation using public

key cryptography. This specifi¢c enbodi ment of, the present invention
Access device 40, upon verifying that card 12 is a compatible

card, proceeds to send a SELECT command to the card (step 210) to select
15  stored value application program 13 as the application to be used for this
particular transaction. In response to the SELECT command, card 12
replies (step 212) with information regarding stored vaiue application
program 13. Those skilled in the art will recognize that this SELECT
command and response may vary from system to system, and is provided

20  here only as an example.

At this point, access device 40 sends an INITIALIZE IEP

FOR PURCHASE command to card 12 (step 214). Card 12, in response,

first iIncrements a transaction counter (NT), and then forwards
information regarding the card, including, for example: BIN, ID, ALGCA,

256 DEXP, BAL, CURR, CEXP, AM, NT, and VPKI. At this point, access
device 40 may perform a low-level authentication (step 218) to determine

if the transaction can proceed. For example, this low-level authentication

| may include verifying that the currency type (CURR) is supported (e.g., if

the access device requires U.S. Dollars, the value of CURR must indicate
23



enpl oys a known aut hent i cating technique utilizing d| gital signatdures”

whi ch” al | onsVR P8¢ party to enploy a secret key to "sign a 7352

19 . WD 99/10824

PCT/ US98/ 17352 which the recéiving party or a third party can

val i date usin r o I ng
%He xfd flﬁfds lne% 1325) EPBHP.HI) L%Wlézvel tauf:hentlcatn?% &%Pg é‘?.Y?

such digital S|gna ur es, poSSi any 0 be

signed so thatmtabealée(ih@hﬂ@tvdr&'yﬁﬁé vhes thddard Ibalmssm isSgreater tBaRiored
as sent, and that it is not a forgery. This is done by using the

"public key" aﬂmlall t;g the costynfithe @mhawdeagyﬂmcqasta@f thes farehpurchased).

| east U.S. Pat 05,829, hgereinafter referred to RSA .t echni que.
There are ot he‘%ltﬁm‘ﬁlge eya"ﬁﬁ%s ecPé‘cP\' YqQ0s cmaf?&%l‘formmg The

met hodol ogg gRﬁﬁ, f c 10
t echni ques | nc lggé%%ég?rb ham" !}%ﬂﬁgo?{ri&gﬁ{mnﬁmﬁle Kfsiéeé\lllg al %glrzl;fss%
derived from z@mneé(rm/mm;gsmplyo(ozt ad@itionsdly) vierifyptlesecdrd tmehas Qotiyet

not limted to any parti cul public key, or, signature technigue. These
t echni ques, arRFRT r§1ear§gﬁ@;§cﬁﬁ%demmaﬂ§991 M%?@%@rama tevgy the

Bruce Sohnel orapRiielel epd diiin B ShPmbJE0 RO REIAY SGHEL gV udky

reference for %H pur

publi ¢/ privat esgildrBé lcapable 'oﬂ'ﬁe%fdrbéﬂ&n qamkly, anaeﬁie‘eff&%my withey RHeng"
(or "signing") the nmessage or a hash of it he user's private

key beforbOtransedfqnomglplﬁatmﬂagatemteprmtwr&nh}{ he message can
verify the nessage or signature by decrypting it vmth the 20 sender's

public encryption key. A one e encryption
key can read the nessage ?%l‘ﬁé‘r’l’(é‘%ﬁ Ci‘ﬁglfs g‘ﬁ??/e esE‘?ﬂPéFed conditions are

satisfied (step 220). If low-level authentication is not satisfied, access

device 40 terminates the transaction and reverts to wait state 204

without further processing.

15 If low-level authentication is satisfied, access device 40
proceeds to issue a READ RECORD command (step 222). In response to
this first READ RECORD command, card 12 responds by sending issuer’s
certificate (ICERT) (step 224). This certificate is stored in access device 40
(step 226). Access device 40 then issues a second READ RECORD

20 command (step 228), in response to which card 12 sends card certificate
(CCERT) (step 230) to access device. To speed up the process, these
‘certificates may be stored in memory or cached by storing frequently-used

certificates or at least a list of recently-used certificates.

Whether retrieved from the card or from a cache, access

25  device 40 stores the retrieved certificate (step 232) and issues a DEBIT
IEP command to the card (step 234). This DEBIT IEP command is passed

to card 12 along with information regarding the purchase amount (M).
Information regarding the type of currency, the currency exponent, and

the terminal identifier and location may also be passed with this
24



having the secret decryption could have created the rressage |
I n general, “(‘Plgwbqs@‘?tal signature assures the recipient of tﬂgcffhge} ﬁy of
the message at the tinme the signature was conputed. Again, the use of 25

t hese public key techniques is not necessary for inplenentatlon of

systems accor %ﬂﬁn&ﬁdt iy BagRAL i infhERALOH tABHsRFE tHE t2h s SRR 'hEskage

herein as one specific e

20 WO 9Yeh@Bated by the card is unique may also be passed, including: time, date,
PCT/ US98/ 17352 In an ea npl ary enbodi ment to he
described in @ threewgant valuq,@f{qhepatgzgss evige Sé‘h’%ln@c onropmser Ty 12
stores the information shown below in Table 1. DATA | TEM
DESCRI PTI ON | CERT ar Egﬁg]u

certificate CCERT Card 12 responds to t@ 9 ﬁch}??(ecg%nrﬁl fI%

BI N -5  performing sevetdl dintesnal taledlationdRt inélu everifyin | Ethat
Card seri al nunber ALGCA Al gorithm used

pur chase spifigient value is available to nmlss the ipwchasee e Ganount of tha
Bal ance of the card r t
card purse “’@Eﬁ?g Wi s decrenicmiad from tlﬁj?‘?ré]n}&h@f?)ﬁéﬁ aﬁ%ﬁg &’&g
AM the transaction f/$t0féd b AohNolFRHE memory of the card (step 240). In

addition, card 12 generates a signature of the transaction (SP) for

10 transmission to access device 40. This signature (SP) is generated using
the card’s secret key (CSK) and inclixdes, for example, information which
may be used to prove the fact of the transaction, such as: the amount
debited; the new balance of the card; the card’s expiration date; the
currency code; the currency exponent; the card’s transaction number; the

15  access device’s transaction number; access device identifying information
(including information regarding the security card 64 associated with the
particular access deﬁce); etc. This signature (SP) may also be stored in
non-volatile memory of card 12 (step 240).

Access device 40 receives and stores this information (step
20  238) in buffer 50. Access device 40 then permits cardholder access to the
goods or services purchased (e.g., entry to a transit system may be
permitted by activating a turnstile), or provides confirmation to a sys_tem'
operator fhat the transaction has completed the first phase of the
transaction process 200 (e.g., a visual signal m.as.r be presented to a bus

25 dﬁver, etc.)

This first phase of the transaction process 200 may be
completed in a very quick manner (e.g., on the order of 0.25-0.5 seconds
from the time the card is presented to the interface device until the time

of access permission), while providing a relatively sure means of
25



Transact i on hunber” VPKI ) Coa
Cert i ficate WOty public key PCT/USI8N T3 ber
CSKEY Card secret key --Table 1-- 5
Sone of this mformatlon is stored in the card when the card '

S
GREv. | OCERT, HHhSREERRe OIS, RRIBNS 0, 2P0, Ty Pe tparenction FhEon o

(BAL) and theaceesm%cerm rwqfésl &Qfﬁwﬂtemfbmtﬁhest&é&tlﬁdbuffer 5P thhe

card is used A public key certificate hierarchy is used
inthis spemdomplete thesbeatidrphase 4§ the teansqdtion phocesar(elgy,-toapérforsm aubl i c
key pair ( ner for a certificate authority (CA). A
second publ-i Liﬁkleg,uthentmggppoa |f§n5§)nerat ed for the card ISSUI ng
bank. And a third public

WD 99/ 10824

7352
key pair (CPK, CSK) is genera?egoworto F%ﬁ'u g’arad sfﬁ‘.)m*h%hiassesuqfn%lgﬁgﬁéﬁ
sends their mpokcess 36Y apeording td<ond Secifio enttmdimient of thé presdntdniventichA)
whi ch generates an issuer certificate (ICERT) using CASK. |CERT is sent
to the issuirig§ shewa. Fhis %mgtxcgﬁle@dm@ye%&ak@smaﬁg hesweenraccpes devisei zed

PRRRRTRE L ar: i Bt T e e R S
bank gerkfévﬁié@sw &@ddc&@meiﬂ catds. ( CRERIY  sisdcifc tdiabedinsle U oGk ey

pair (CPK, CSK) and the issuing bank's secret key (CASK). This serves
as provald e terminal 60 is shown as assuming the responsibility to contact access

device 40 to initiate a batch second phase transaction process 300.

In step 302, terminal 60 determines whether it is time to
initiate a batch process (step 304). This determination may be made
based on the lapse of time or some other factor.. When a batch process is

15  initiated, access device 40 is notified and sets a pointer to the top
transaction record stored in buffer 50 (step 306), and provides some
indication to terminal 60 that it is ready for batch processing. Terminal
60 then proceeds to sequentially perform high-level authentication and

processing for each transaction record stored in buffer 50.

20 Terminal (or, more particularly, security card-64) controls
the highfleVel authentication and processing for each transaction record.
This process begins in .step 308 when security card 64 generates an
INITIALIZE IEP FOR PURCHASE cﬁmmand which is passed to access
device 40. The access device, under control of terminal interface
25  application 48, responds with card information from the first transaction
record, including information such as: BIN, ID, ALGCA, DEXP, BAL,
CURR, CEXP, AM, NT, and VPKI (information which was sent from
consumer card 12 in response to the INITIALIZE IEP FOR PURCHASE

" command described in conjunction with Fig. 5, above).
26



evidence'th Hard is avalid card CCERT and | CERT are $i&q¥ o -~
consuner cawc‘i)ifg‘ ?see Tabl e 1, above). I n thlll?;ylﬁé

parti cul ar exenplary enbodi nent, the card certificate (CCERT) is
formed usi ng RSA encryption techni gues and i ncl udes information

uni quel y identifying thSe@ftith card B4xhen ivsaesal READ commaeid (styp BiHhe
card and the issuer of the card (e.g., |D and Bl N); 15 I nformati on

regarding t h@mm@ngmcawdemeréﬁ |t9rﬁe@fd ﬂh% igsuersf m%at%ul@ERT from
i nformati on regarding.the asﬁg rlthmuae gf erqte the ce icate. The
card certifid HHSF%& transaElion  gecor e REFHIH ST h 3PP &
personallzed e n u e r YRt i

e Ca@ o CA ca?% eﬁquC!EE:’:RT ? ey GI'JAPK} ¥toidd' ¥R s@{:‘unty card

t echni ques. certl al so contains a hash (using, e.g.,
20 the Bec wnenid&yh féqwers htheSHAsuerds publit keyt FPK) dfiroml {hegriasueris

Standard NI ST FI PS PUB ﬁ Li S, .Departnment of Comrerc ef/a 1994) of
the card's pLFEﬁ cg@(@ﬁ T) this recovery cannotrhe H%‘éﬂ'& éé?tt?f??%%’ft@n

(I CERT) may f u

i nformation i t%’%&&%&@% aitgoaj&s %%%58 O%CSB%%r ('erfaa&td ?‘g%d @ghwfﬁnntghet he
certificate (pufthase’tPahsictivh Was ot Yhlidly iseted. I nformati on regarding
the algorithmused to generate the card certificate (CCERT). |1CERT

may al so contain a hash of the issuer's public key |IPK
In this manner, a partylhalCBRBT his cwccessfully e racavieseds ysqcomity card (fidl i c

key (CAP }1% and the é%ggg{her ﬁﬁAb I:Anclfar}a% tngRgbﬁ%r}oxrn% ?ﬁ/ge :ricéess device 40
PCT /' US98/ 1735€o r ly withS S baril EéRiﬂ&tKQEdEﬁ’@ in ¥Rk B22. BREh¥ithR4ar@%B4 he

I ssuer's public
_recovers the card public key (CPK) using the issuer’s public key (IPK)

recovered in step 318. If the card public key cannot be successfully

recovered, the high-level authentication process fails.

15 - If the card public key (CPK) has been successfully recovered,
the authentication process continues to step 326, where security card 64
issues a DEBIT IEP command. This DEBIT IEP command is passed to
access device 40 along with information regarding an identification of the
security card 64. In addition, information to ensure the transaction

20 message generated by the card is unique may also be passed, including:

time, date, and the current value of transaction counter (NT) of security
card 64.

Access device 40 responds to this DEBIT IEP command by

forwarding the signature of the transaction (SP) generated by consuiner

25 card 12. Security card 64 performs the necessary cryptographic steps
needed to authenticate the signature of the transaction (330). If this
authentication is successful, the transaction from the current record in
buffer 50 of access device 40 has been successfully high-level

authenticated, and the paid party (e.g., a transit system) will be
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(IPK) and the card's certificate (CCEi?T‘) can recover the card'qsé_/gsugbl I C key-='

(CPK). WO 99/10824 Referring now to Fig. 5, one speci fAGI/US98/17352
i npl ementation aof a 5 first phase .of a transaction process 200 according
to the invention is shown. Access device 40 loops ih a wait state 204

for the next card to be preesent ed for, cess_authorization. ngumer
card 12 15 preseimiaed pagpent i ih Hal g 356 FeinBitntu pEBustmpe "
step 202. ACCg&uthe\dfthehying pW%i.&?%h@We%@c&@h@éﬁ&aﬁdﬁuj #ill be
protocol setup (e.g., generatées an 10 ATR sequence as described in

| SO | EC St anddecteifiit6d intan 3mpunt syubl testhe transactivmemaninth card 12 (step
206). Card 12 responds to this initial sequence (208).

Access device 40, upon yerifyin t card 12.is conpati, bl e card,
o oceads 16 send a Sol ESRuR AR B3 TAE Repiga be FABFAGHPR epeord (D
stored vakue [ ), 0 raqgr a ! Felgl f this
parti cul akrS t rgggaclﬁaﬁo%’. %I'%’ ?%s]%g%s % %#ﬁgn@%@%a%dﬁm%égaﬁ%gs Bce.
replies (stepAd@ionally) sevhwityedardnod agaydsipn &thateld hesldee @ty i384) iamd
program 13. Those skilled in the art will recognize that this SELECT
command and rskyendhengecord y(stepm3303t dar t subsenuent Hferwprdineo\tode@-20

here only as

sends an I N T?&I‘ﬁ%’)é%% point 89—'&3 %M@@b@?ﬁﬂ%ﬁ%ﬂ%ﬁ%w%ﬁl-??ié.egevi 4;3. 0

Card 12, in reggpofise, first increments a transaction counter (NT),
and then forwards i nformation regarding the card, including, for
example: BIN, ID, ALGCA 25  DEXP, BAL, CURR_ CEXP, AM NT, and VPKI. At
this poi 30, access Tetminak6a thenyreguesisr theanexttnansattion fremtdacess on

(step 218) to,determ | f..the transaction can proceed. .For. e | e,
Uhi 571 owe | evereBsBrth it th trapsaction Sas Aot ibe Ja8l pemerbiRE BF Riter b0 GBI ency
type (CURR) i 346} p&b@%és‘é%e&i@e anreh{eéxts count&IE NAC GRY el BUVESL RS ekt PScordS.

Dol lars, the value o RR rmust 1 ndicate - _

23 Steps 306-342 are then repeated untﬂ all records in buffer 50 have been

subject to high-level authentication.

15 Embodiments of the present invention, thus, permit a stored
value system which uses public key techniques to be used in conjunction
with transit applications or other applications which demand fast

authorization response times.

A further embodiment of the present invention will now be
20  described by referring to Fig. 2 in conjunction with Figs. 7 and 8. In this
embodiment, a specific embodiment of a fast smart card transaction
process will be described which may be used in conjunction with a
symmetric key based smart card system. Symmetric encryption
techniques, such as the commonly-used Data Encryption Standard (DES),
25  are used in many smart card systems. Symmetric encryption techniques
are used to authenticate participants to a transaction. and to encrypt
data.
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VO 99/ 10824 o\ oo oy _ | ' PCIHS88inY 3352
the card holwsg%//}i sﬁ% in US Dollars). Lowlevel authentication step 218

may al so include verifying that the card bal ance BAL is greater than or ]
equal to the cost of the purchase (e.'g., the cost of the fare purchased).

Alternatively, access dqwegg PPocedBed Sdan Ofbrdunte 12 Babtantiald aibuntd of
verification of funds availability and conpatible currency, and access

devi ced4?_ may processing tmziaadumgOTMIyzl anggz(fgonaf‘on fx_dmm(:,ﬂwﬁingcnxigiéng

expired (i.e., chegk card expiratjo e . ever the :

aulto henti cat i oﬁ"@-ﬁ@ﬁte chgach E%W‘fpt‘?c?‘&P eeeﬂfjﬂaﬁSs W_Efé"ao,opﬂ%‘i}on

shoul d be Cap@?ﬁ@u@edpﬁgfé) rc?P(Tc(ﬁx Kot}f”%ﬂﬁp({o?xfsﬁﬁ?et}' Yard bRAUL §JEE:A-E7I:Q
utatr onal ['Y-1ntensive cryptography. ctess

need for conp ona to

devi ce 405cheeksdile, 6 ekhnmiple) meguitdles aroaddt 1020n$.cA typicslbinirt edrdst ep
220). If lowlevel authentication is not_satisfied, access . device 40
termnates thetonedrealue transactiondaay include hetvreen 15-2540KS operatjpppdnithe

further processjng... 1 . | f,_ 4 ow hevel authent ] 1.Qn..1S .

Sati of1 ed, acontetatioR etwgen a seayrify mygtul And & EonRaF S R e dp
(step 222). |@,r e i ' ' Egp@ TR &R
responds by s&d?%%?sﬁ%?pg timd Q?:‘Ztrﬁ{r???ﬂga e (Ir% step 224)@% S
certificate | seqtienes iamdacamsstitheyiregqudfed to transfer2Gta Andesdo dethere 40

T S oo e e B ek A2 s
device. T . Lol '
o o1 DR ASFPE o0 sapead L D S SR

a list of recdshger. While ¢hid tylpeafitransaction is quicker than Mbst pebli¢ keyioeved
fromthe card or froma cache, access | . . .
asymmetric-type transactions, it is still too time consuming for most

transit or access environments. Embodiments of the present invention
15 reduce the amount of processes which must be performed while the
consumer smart card is present in a transaction so that the transaction

may occur more quickly as is desirable in, e.g., access-type applicatioﬁs.

Referring now to Figs. 2 and 7, a first phase 400 of a

transaction process will now be described. In this process, consumer card

20 12 is presented to access device 40a via interface device 30a (step 402).
- Access device 40a loops in a wait state for a card to be presented (step
404). Access device application hardware and software 46 and card
handler 44 then initiate a éard power-on and ATR sequence in step 406.

Card 12 may perform some calculations or processing to determine that,

26  for example, transit application 15 requires funds from stored value
.application 13. Those skilled in the art will recognize that a number of

different calculations and processes may take place at this time.

Once card 12 has responded, and access device 40a has

determined that, e.g., value needs to be withdrawn from stored value
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25 device_ 40 stores the retrieved certificate (step 23.2") and. i ssu C
DEBI T WP and to the card (step 234). This DEBIT |Eg’”c‘§§#¢§’§8?| S

passed. to card 12 along with i.nformati on regardi ng-the purchase ) _
anount (M. | nformation regarding the type of currency, the currency
exponent, and . b 1 Ral ¢ L £ I ' assed
with this apphcatlJ‘rpsréffa% N8 of &iﬁ{étuﬁéféaﬂf'qz Qgr%%é vy %@%gf%gg e

PCT/ US98/ 1735INITIATE IEPTFOR PURGHASE otommaingl (step o410)oandssurmlst bieis

transacti on nmessage rgglnerat ed by the card is unique may al so be
passed, incl ueimmand teccardat% Card 12 peplies with g variety of carddatarplements s

Uhi s DEBI T | ERCRAE P gRorp et PN, TP AT.OGA, DEXE BAL TiRR, GHEREVRME, 1€

cal cul atigns, ny d L daVi belell I S ' |l e
ﬁ NT'Ghd V‘I%‘(ﬂ‘iéé‘e a2 ?aﬂ?%gnts aré L&Bféﬁl fiteayd! 12 dg g

to make the purchase. The anount o purchase (M 1s deCrenented
fromthe carddéstribedealdsd jn aomjumctienowithoTable 1). tAwethisaimec card 12smaiyor ed

' -vol atil f th d 0). | dition, . 12
generates a PR EERESR 2 cREPiPR FFTART AP B9 uneoths aptheriaaiion Quriog (s
Secret koy (campeattoh ThOBERLR KoV U SEETR RS Herite g0, put HE OB 0

used to provedafitelettdntfark{Stebr4a®yacti on, such as: the anount
debi ted; the new bal ance of the card; the card' s expiration date; the

currency code; the currency exponent; the card's transaction _nunber; the 15
access d&0ice's transacinstemddtenccess deviceqdt) iselectsjan Batyy I nwmhersta on

i ncl udi [ ti di th s d 64 | | h
bt cul o ack8Sh tak o rRbRaAdE TE Eady S5 ainther 38 SRERRE0 Maidld I
non-vol atil e fRTBYAyObpeAT Fahdadtidre in2tHD .-system, and is l;sed to ensure that

access device 40 and security card 64a are able to keep track of each

specific open transaction. Only a single transaction will be open at any
15  time for a given Entry ID. Once an available Entry ID is selected (step
414), access device 40 generates an INITIATE PAYMENT command and
routes the command, along Wif:h the newly selected Entry ID, and the
card information received from step 412, to security card 64a (step 416).

‘Security card 64a, using the card information, generates two
20 signatures (S2 and S3) which will be used to perform mutual
authentication between security card 64a and consumer card 12. Those
skilled in the art will recognize that other authentication processes may
also be used and that this particular approach is for the purposes of
disclosure only. In a currently preferred-embodiment, the S3 signature is
25  generated by signing (using KSES generated by security card 64a) data
including: an ID of security card 64a; a counter of security card 64a; a
balance amount of consumer card 12; CURR of consumer card 12; and
CEXP of consumer card 12.
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Access device 40 receives and stores this information (step 2
buffer 50. AVOSILOKFAyice 40 then permts cardhol der access to
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20

25

i ces purchased (e.g., entry to a transit system may be

activating a turnstlle) or provides confirmation to a system

the t ransq?faé' ggQ 52Ra b i kﬁt ﬁdcuhli@nﬂyfp%féﬂé& Sflbodidfent) is

rocess 200 .

formed by s1gnmg (again Tisirsg the sesspdmémyoKSE& datarmahtdmg an

ﬁbf Ietedlnaver];r/n§ qui ¢k manper ghthe
g §§%‘8‘ﬁ€5§ 6435 9 gpunter; phaequdty: sp .6§1apr@sdeﬁtb

angout H cbirhbfBard 2. SRbufity TaRd A b th8 thesd idrthtures.

YOSl e neans
ctPit¢ tard 64a then sends a GENERATE DEBIT IEP command back

2 aut henti cati ngat he exi stence of funds to for the

Thaccess dewceé@ad(@bemé Inoludedsins th¢ IGENRRATED IToIEP
fer 50 to. hase t fransact |
copgaRRf iy ﬁqcarren TR AL R S R WA R, e O

the tyro most sifSEEAAT By RAGS thel 59 sithafiuBCOAY B BISB of,
present | nventtherS3 s1gnaﬁu'6 havenpassedstonutdesst deodtd ddaptoensard shes aptesse

s. device 40_and term nal_ 60 independent fromthe
498 cissymable tgereate 4o fullatranseokien regond. This tguards

gt okl nedifls e i, Rkt B0 o iR BBt S eona

ldceEsdEa6s fo 40 aud the system.

Access device 40a, upon receipt of the data from security
card 64a, generates a DEBIT IEP command (step 420) and sends
information including S2 and other information about security card 64a
to consumer card 12. Consumer card 12 proceeds to independently
generate its own version of S2 (S2’) using the received information (step
422). Consumer card 12 then compares S2’ to S2 to authenticate security
card 64a and terminal 60a (step 424). If the two signatures do not match,
the transaction should be aborted (step 426). If they do match, consumer
card 12 proceeds by generating its own version of S3 (S3’) (step 428) and
sends this signature to access device 40a for authentication. _Access device
40a compares the card’s version of the signature (S3’) to the two MSBs of
the security card’s version of the signature (S3) to determine the
authenticity of the card (step 430). If the 2 MSBs do not match, the
transaction should fail (step 434). If they are equal, it is likely that both
card 12 and security card .64 are authentic and consumer card 12 has
properly reduced the card balance by the correct transaction amount. If

this is the case, access device 40 writes the transaction informatibn to a
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In step 302, terninal 60 deternines whether it is tine to inifiate a ¢
bat ch proce@?? P’Qﬁ 304). This determ natioon may be nmade Pcygg%sb n the

| apse of time or sone other factor.. Wien a batch process is 15 initiated,-
access device 40 is notified and sets a pointer to the top transacti on

record store de%ebﬁéi:éx?ﬁséf’ hat & ﬁ@%r&ﬁ@é’dtﬂﬁﬂi_gr 3 naqrantiﬂéd%%&%ﬁon to

termnal 60 t |srea for atc processi ng.

proceeds to :tawﬁdtmtloyspméw(ﬂtép 4B88).evel authentication and
processing for each transaction record stored in buffer 50. 20

Term nal (or, nore partjcularly, securi rd 6 ) controls
hi gh-1 evel authenticatil®h &ndCBresad F&}y odimgnhct the rf@gSWéing

Thi s process rit 6 t

I NI TI ALI ZE | éﬁﬂ%&é%@%ﬁgwgﬁ jdeile, s‘%ﬁgg‘fs"g%‘ ?8%2%% respike to . o
40. The arCeNMTWIGEE DEPEFORDPURIDHNSE edaman&bm theé chad 9 28Prespofibé it6at i on
48, responds with card information fromthe first transaction record,

i ncl udi ng i nfRERET dBEPs lE@Ra?UECWD (lABl‘RdApg Dib¢P, cadl signature GBHR a CEXP,
AM NT, and VPKI (informatio sent surrer card 12 in
response to tti‘ién?&? tigopquter Eﬁ’#é& E-ar r%b@o?ﬂ?é’?'ﬁc o #4

conj unction b ) 26
"o 99/ 10824 YabAtificAtion: ofPENE) security card; and the debit amg CLIIHtU 5?58 f17352

Security car dragdsadtion.i ssues a READ conmand (step 314), pronpti ng
access device 40 to send the issuer s certificate | CERT from t he

current transaction recQrd (step Securi car usi.ng a
Certificlion Authori tyBBG%PF‘E?SE %‘iiﬂepr‘?‘%géﬁﬂilp@ taorg,has
nmenory, reco y

certificate \(/tf%%?%}&t%’i use%regt@é% éﬁ?aﬁé\% tei)iplgg% gp?e &feﬁ%at ransact I on

process are complete. Several relatively tlme-consummg encryption and

data transfer processes have been avoided in this first phase 400. To
increase throughput and efficiency from the perspective of a cardholder,
15  these encryption and data transfer processes are relegated to a second
phase 500 of the transaction process which will now be described in
conjunction with Fig. 8. Those skilled in the art, upon reading this
disclosure, will recognize that fast smart cerd transactions can be
achieved by performing other processes in later phases while the
20 cardholder is not present, and that the techniques described herein are
examples of techniques according to embodiments of the present

invention.

Referring now to Fig. 8 in conjunction with Fig. 2, a second

phase 500 of the transaction process is shown. Second phase 500 may

256  take place at any time after a cardholder has presented a card at access
device 40 and after first phase 400 (Fig. 7) has completed. In general,
second phase 500 is preferably performed in the background as a batch
process. The batch process may be initiated by any of a number of factors,

e.g., a timer may initiate the batch process after a period of time has
- 32



fails high-I thentication, as the consuner card used to
pur chase tra‘&é?gltl?#ﬁ was not validly issued. PE%.{SQ#@&%_ i's
successfully recovered, security card 64 10 gener at es anot her READ

comand (step 320), pronpting access device 40 to reply with the card
certificate ( bf aSddiinter %an%”e‘égrﬂghbfk OftHe %mber of B2RKGEGR Mechidls d
public key ( using the 1ssuer's public key recovered 1 n st
318. If the catackedbin th&ayuersn rWhateyesufacemsismbyd once acdetegminatibhes

hi gh- | evel authentlcatlon p fails, | f _the car
public key (Cmadeie ka PEeass She bateh (5t tep ﬁoe?éo%m access ig jpitiated dsfep o4 gon

PEP commnd. - Pt atse ik 10a MRS S35 E el i first BAREPID T 8 T
al ong wi t Iy i nfR{cR! (step BOERTH tratizatti6n retbrdpédr@8sptindifig to the HaE Entry

card 64. I'n addition, information to ensure the transaction 20 nessage
gener ated by tIke is aeddi frommitheequeye Atap BQSbaanb@,ccesscﬂemcag‘lOa issuasi ge,

date, and the ('S:SMﬁTﬁal Y)AMnsact | onmgo term(igléll'z16 4ﬁt§0l€)§8p¥ the
cormand by srandURH Jo0gal S (SLaRaLY D S35 2510l o105 5 0

by consuner 2 ecurity card perforns the necessary

crypt ogr aphic S?éc&ﬁﬁy card 65degohoresdipensf theenifoematipnatalowg ohtnhethe
transaction (330). If this aut hentication is successful, the

transact i¥h f Tl RAYMENT, eommand, compares the 38 sigpatyedityhed 40
?25 bfaeg ts E;ﬁ%srgrg({}llg y ﬁfﬂﬁaltgd %@d stored ?s%tehs Qf) 'ﬁ%to ig. 951 b he gp ﬁrs% Iﬁ'xarstey27
WO 99/10824  process 400 with the S3' signature generated by card 1BCIASRBbi6d52
with COMPLETE PAYMENT command. If the two signatures match,
security card 64a has verified that consumer card 12 was an authentic
15  card. If the comparison (step 512) fails (i.e., S3 is not equal to S3’) the
transaction fails and security card 64a stores information regarding the

failure for later resolution (step 514).

If security card 64a is successful at authenticating consumer
card 12, security card 64a can complete processing for the transaction.
20  The transaction is completed by the performance of several encryption
steps. First, security card 64a signs the transaction record using a secret
key of the security card (step 516), and then security card 64a signs a
batch header of all transactions processed by the security card (step 518),
again using a secret key. The signed information is then stored in
25  security card 64a or elsewhere in terminal 60a. Those skilled in the art
. will recognize that other types of transaction completion steps may also

be required, depending upon the type of smart card system used.

Once security card 64a has completed the transaction, the

Entry ID is incremented (step 522) and the next transaction is processed. |
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guar ant eed paynent of funds equal to the transaction amount, while*the ° -
account of t\MéS‘%Wﬁg party (i.e., the holder of consumer carm§9sw7?5lz be

decrenmented in an anount equal to the transaction anount. -

Security card 64 may then sign the transaction record (step 5 332) usi ng,

© Gt By oS0 YL SE A bR LUl I Loty o w4 BRLLY

record (step $36acde8s Aewiesq4eat which\eirérefients thed. Entry Il:cormeﬂier thpn
poi nt 80 as described above in conjunction with Fig. 2 10

Termi nal 60 t hxamsaetionsins thhelumt as besucteached r(detea:msd by checﬂemgcat 40.

'§Lo§ “3;6325@ 8245 - Faie Lhoat %Rﬁﬁ&ﬁke"?e%& Glen B262 Secand base
S 4 hﬁﬁp n
ngJpect to hi Sg ?eevgfdnau ?&%ﬁééaﬁﬂﬁfaﬂégaﬁ%{dhslﬂfﬂrﬂ‘éﬂo&#g Jr‘rge\{%sggf t he

present i nveniprotesst@uTheprrocassed tpdnssetions mayahea lse/ séetto\Bodentifetion
public key techni ques to be used in conjunction with transit

appl i cations ®oirk 88 foxppracesging idhrongk cleannead anghorization and, settlement
response tines A further enbodi ment of the present
I nvention wl |SYﬁ§§ﬁ1§Q 20 described by referring to Fig. 2 in conjunction

with Figs. 7 and 8. In this enbodi ment, a specific enbodi ment of a
fast smart card transactinofhe specifitf eaftilidient Q6scRRRAr i eshnHdcEbn WitIDe
used in conjunction with a symretric key based smart card system

Symet ri d0encHEigs.i Drand 8, a relagively uubﬁtammi amouht of pretessipgutioe Badene
O S et & Sod A oS Rbh § Fa  SS S B

to a t ransact igys 2Rg; iee@$6 YRhit an uni@hébnably long time to receive access

authorization at, e.g.,, a transit turnstile. In particular, a relatively

substantial amount of time is saved by performing steps 512-522 in the

15  background while the cardholder is not present. Those skilled in the art,

updn reading this disclosure will realize that features of the invention

may be used to split other smart card transaction processes into multiple

phases to reduce the amount of processing time required while a

cardholder is present.

20 Referring now to Fig. 9, a generalized overall transacﬁon
process 600 according to embodiments of the present invention is shown.
Overall transaction process 600 includes a first step of selecting an
application (step 602). This step can involve a variety of decisions and
operafions depending upon the nature of the application ahd

25 environment. For example, once a card is presented to a transit turnstile,
thé turnstile may first sélect a card’s transit application and then, if
required by the transit application, then select a stored value application
of the card. Once an application is selected, a first phase of the
transaction may Be performed (stép 604). In general, this first phase
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symet ri c gkey)gighored val ue card transaction can take 0.5 seconds or even
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process wil | rghievelescihentitation grocesses oamd shoaldnslsoperfoandaf reqideds

presented to access device 40a via interface device 30a (step 402).
Access dé\f ce faomat@egson gnerspiion of dransantion informagione 1§ these stepg arep

hanti or 44« nGREPFRAEE! ehe™ bR Wfhel Mhak? D ShRalfed B S18y 1t
unsuccessful, the transaction should be aborted (step 616) and any

appropriate remedial steps may be taken.

While the above is a complete description of the preferred

15 embodiments of the invention, various alternatives, modifications, and
equivalents may be used. For example, while specific functional
responsibilities were allocated to the access device or terminal, such as
initiation of the batch process, the allocations may be reversed in some
instances while still producing the multi-phase transaction process of the

20 invention. Further still, those skilled in the art, upon reading this
disclosure, will recognize that transaction processes may also be split into

more than two phases in some situations, thereby resulting in further

speed and processing efficiencies.

Therefore, the above description should not be taken as
25  limiting the scope of the invention which is defined by the appended

claims.
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Card 12 may some cal cul ations or processing to deternine that
for exanpl evﬁﬁ%ﬂo&ﬂ application 15 requires funds from stor &&¥ %ﬁ”féﬁ‘sz
application 13. Those skilled in the art will recognize that a number—of

noebard 13 s eoponimaT et %?EE Ehicﬁaiﬂllllll USRI Al

that, e.g., value needs to be vm' rom stored val ue®

29 WD 99/ 10824

PCT/ US98/ 17352. A methpl foatsing psoprarcatd tof gainnmicesy tloughln aR66$3SS
devi ce genera&es an | NI TI ATE Iw PURCHASE conmand gste 410) and
sends this evige MPAR P YT eRy methed omprising f card
data el enent s, i ncl udi ng, for exanpl e: BI N, I D, ALGCA, DEXP, BAL,

CURR, CEXP, AM 5 [ tored. in card 12
as generally g%ési:grt%gc'zlwgg) eé] ?%acsg%&ﬁnéyf %taf(%%ccelegg (%vﬁe At this
time, card 12 may . also generate a session key (KSESP) for use in

aut hent i cBtion durFerflingeat least a; firsfaand on secomsl setsef data dyom saidismartt t o
access device_ 4 but the ot her data elenents are (step 412). 10

In step 414, ‘éacr ss device 40 selects an Entry |ID nunber to keep track
of the transactlon. This Entry ID nunber is preferably unique for
every open transacpexforming hdirsy atithenticatiorsprvess bn sait at kedsb@irst set of
access device 40 and security card 64a are able to keep track of each

speci fic open ??aansactlon Only a single transaction will be open at any 15
time for a given Entry ID. Once an available Entry IDis selected (step

414), access devi cpedflitgiizeaciees ifBaid\NstEpAJp EXMNEINE aoRTRNEuiMdtication

10  process meets a required condition;

storing said at least first and second sets of data in a memory of

said access device; and

performing a second authentication process on said at least first
and second sets of data after said step of permitting access is

15  accomplished.

2. The method of claim 1, wherein said first set of data inciudes
information indicating a balance (B) of funds available in said smart card,
and an expiration date (DEXP) of said smart card.

3. The method of claim 1, wherein said second set of data includes a
20 card public key certificate, a card issuer public key certificate, and a
signature generated by said smart card.

4. The method of claim 2, wherein said first authentication process

includes the step of verifying that said balance (B) is greater than said
value (V).
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routes the contrand, along with th Entry 1D,
card i nfor QO B¥A%Hcei ved from stﬁ“‘ﬂmmm“mmlllty card 64a é‘%égg’l?f%)
Security card 64a, using the card wnformativon,s generates two 20
signatures (S2 and S3) which will be used to perform nutual

aut henti cati og bet i FEer itdtionPRess
skilled in th@‘ art&@mgﬁn%r@%é:{%é%ﬂﬁ %éﬁég?‘fﬁg‘? éz;ag?hent _iaég’?iégﬁ%truggesseg may
al so be used pMddthé tep PANVerifyiny teptpsaidcaxpisation ddte @ERE} dwsonot

di sclosure only. In a currently preferred-enbodi nent, the S3 signature is
25 gener at epassedsi gni ng (using KSES generated by security card 64a) data
including: an ID of security card 64a; a counter of security card 64a; a

gg(gn gfe 23‘;2 Bhe(r)f c gﬁ;g:s l{xge_%ﬁo& AP cthdn SRt ¥aTH Felqubtad cdhdithtdis sajd

WO 99/ 10824 being greater than said value (V). PCT/ US98/ 17352
The S2 si gnat Bfa%aa?cien(Bg curgrgﬁt | y-preferred enbodi nent) is formed by
signing (again using the session key KSES) data includi n%:%an . | D of
security card764a; Thecmethed oficlaier 8 wherein gaBlusecoaddauthezization process

amount of consurmer, cafd 12. Secur..t.y car.dq 64a stores, these. signatur 5
Security card &d?ﬁéi}es%?ﬂ%o Vﬁfﬁﬁéﬁ‘r@%&‘@tﬁ ﬁeﬁﬁhe%‘fﬁwa’ﬁaﬁx&kﬁg S4id 18%?‘81‘
access device cgp eBnéJv%%ﬁ;nggédi&%ﬁr& @i%ﬂ]ﬁungERATE DEBIT | EP

u err

command, in a ’rréen fy-pre enbodi ment, are the S2 signature and
the two nost significant bytes of the S3 signature. Only the two MSB of
the S3 signat g e arFheansthbd ofacaims lgewhereinOsaid senend cavnthorizatiogs 9s

10  performed between a terminal device and said access device.

9. The method of claim 8, wherein said terminal device includes a

security card.
10. An access system, including:

an interface device, having contacts for coupling with a smart card

15  to read at least a first and a second set of information;

an access device, coupled to said interface device, having at least a
first processor for performing a low-level authentication of said first set of

information received from said smart card;

a memory in said access device, storing said at least first and

20 second set of information; and

a gate device, coupled to said access device, said gate device
granting access to a cardholder after said low-level authentication is

performed. -

11. The access system of claim 10, wherein said gate device is a

25 turnstile.
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10 deV|ce 40a is unable to crea ion record. This guards-
agai nst an WO%8R¥? posing as an lmmi{m\lmmm‘ mt aki ng conFFB‘lU S 1730¢
access device to defraud the system cess devi ce 40a,
upon recei pt of the data fron1secur|ty card 64a, generates a DEBIT I EP

command (ste 20) end f.ormation_i.ncl udi ot he

I nformation Qt?g ’gﬁ%%ﬁ sizg%gngﬁgfamfa 85?11 &ﬁg‘g?ggtl%nd ﬁ#’r@? card
12 proceeds tﬁclﬁﬂé@l%ﬂé&ﬁibalance (Bgnerate its own version of S2 (S2')
using the received information (step 422). Consuner card 12 then

conpares S2' to S2 to authenticate security card 64a and term nal 60a
(step 424). 1¥3.t heThevo anicgsmt systenuo ofiotclamnchl2,20whereia t saids ataw-devedhoul d

be aborted (st | f. t tch,, cons card 12 proceeds by
Generat| ng | 1BRARBHORgRChides aring thah sasbbalange (B 5 'entee hiames
signaturesto i ce 40a for authentication. Access device 40a
corrpareseét he c?g{r':gféc%g%m on of the signature (S3') to the two MSBs of
the security card's version of the signature (S3) to determ ne the 25
aut henticity bf. t HEhe accesssystemd 80 laihf 10 himrthéSitanpldsimgt natch, the

transaction should fail (step 434). If they are equal, it is |likely that

bot h card 12 d security card 64 re authenfic an consu rrcard 12
has pr c?petiewlmg’d dewire, vatipledt paidh AeCpgs (dg¥ICeo devish
amount . | vm&h bt ledstN§ AARCsedbi® %ng&\\ﬂec?of"%e%drhﬁig?)% hHéﬁ‘ﬁé@sg\o' on

i nformati on to

99/10824 authonzatmn of said at least first and second inform&idn YeHvdd From
gueue (step 436) and aut horizes the transaction by, e.g., granting access
to a probQict saidserdi ces (step 438).

15. The access system of claim 14, further comprising:

a concentration point, coupled to said terminal device, for receiving

information regarding said high-level authorization.
16. An access control system, comprising:

15  a plurality of card reading devices, each having a contact structure for

reading at least first and second data from a smart card;

a plurality of access devices, coupled to said card reading devices, for

performing a low-level authentication on said first data from said smart

card, said access devices having a memory for storing said first and
20  second data from said smart card;

a terminal device, coupled to said plurality of access devices, for
performing a high-level authentication on said at least first and second

data from said smart card.

17. The access control system of claim 16, wherein said terminal device
25  includes a plurality of security cards, each security card for use in
38



In a curren rred enbodi ment, the fol | owi ng . infor j '
witten to EH% %ﬂﬁ% dat a fronlcard 12's response to 5 |rmﬁgﬁ$$§ﬁhﬁﬁp
FOR PURCHASE; data fromthe card 12's response to- DEBIT I EP FOR
PURCHASE (ihcluding the card signature S3); a - transaction countér from
the security g tahﬁlgm@%f AGtHorBR%R bpéhxdfﬁl-st and éééSﬁH'JdtﬁEﬁ-éﬁna of
the security tard; the debit anount of the transaction. 10

Once access hspedlﬁelongmfrsaﬂiiplm'ahwdﬂagceaadelvrdesr mati on has been
witten to queue (step 436), the first phase 400 of the transaction

process are conplete. Several relatively tinme-consunm ng encryption and

data transfer processes have been-avoided in this first phase 400. To

i ncrease throughput and efficiency fromthe perspecti vimlmlﬂllmgmlﬂm 15
these encryption and data transfer processes are releg ,-
phase 500 of the transaction process which wll now be deséribed"ins *
conjunction with Fig. 8. Those skilled in the art, upon reading this

di sclosure, will recognize that fast smart card transactions can be

achi eved by perform ng other processes in |ater phases while the 20

cardhol der is not present, and that the techni ques described herein are
exanpl es of techni ques according to enbodi nents of the present

i nvention. Referring nowto Fig. 8 in conjunction with
Fig. 2, a second phase 500 of the transaction process i s shown.
Second phase 500 may 25 take place at any tinme after a cardhol der has
presented a card at access device 40 and after first phase 400 (Fig.
7) has conpleted. In general, second phase 500 is preferably
performed in the background as a batch process. The batch process nmay
be initiated by any of a nunber of factors, e.g., a tinmer may
initiate the batch process after a period of tinme has

32
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Once securi tyvd:éy;ﬁs{ﬁa has conpl eted the _traansaction, the peTioRbdnsssP 1 s-
I ncrenmented {(step 522) and the next transaction is processed

33 - WD 99/ 10824

PCT/ US98/ 17352 In a pr ef erred enbodi mglg access device 40a controls
the Entry ID and it I s access device 40a which increnents the Entry
ID. If the |ast. transaction in the queue has been reached (determ ned
by checking at step 524), the Entry I D nunber may be reset ;-step 526) .
Second phase 5 process 500 may repeat unti l] ijon 1 n orrration
In a queue are processed. The processggitr fon&ray %I‘En Re sent
to concentration point 80 for processiRg ==

aut hori zation and settl ement syst em 90. gﬁwﬁt he
speci fic enbodi nent described in connection Wi %EE[Q a-

rel atively substantial anount of processing t}i w® é?e

background (e.g., in second phase process 50(
does not need to wait an unreasonably |ong ti
authorization at, e.g., a transit turnstile.
substantial anount of tine is savedgby performn -522 1n the 15
background while the cardhol der is“ot present. Those skilled in the art,
upon reading this disclosure wll ize that_fehtures of the Lhyvention ..
may be used to split other smart ' ' | 1

a rekatijvel y

phases to reduce the anount of pfocessi ng time_reyuire : a=
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20 wo 9oripgsE" 1 Ng now to Fig. ‘9, a generalized overall
transaction -7 . Ocess 600 according to enmbodi ments of the HEURA7352

i nvention is shown. Overal | transaction pracess 600 includes a first’
step of selecting an application (step 602). This step can involve a
vari ety of decisions and oper ati ons degﬁyding upon the nature of the
application and 25 envi ronnent. For exanpl €, once a card is presented to
atransit turnstile, 1d‘ohe turnstile may first select a card's transit
application and then, if required by the transit application, then
sel ect a stored val ue application of the card. Once an application is

sel ected, a first QARB of the transacti on nf\NCOESS DEVOE(st ep

604). In general, thrs=first phase
34 WD 99/ 10824

PCT/ US98/ 17352 shoul d enconpass any | ow | efel t henti cation
required to authorize - access to products or kerps } e card.

If the | owIevel aEF entication fails (step ) . AWEIT NEXTS adig~eh———
shoul d be abopt-et—t+t—tte | ow-1 evel aut hen 'fati on SCAREDECS, |
transacti on dpta BRESENT be $tored (step 5 61 9 .

Later, or con}enpolCAREous! y]i round processing, a subsequent
phase(s) of p - P ake pl ac€ 612106 gt stsequent
phase(s) should be designed to performany a ~and! , DEFECT CARDI dh- | evel

aut henti cation processes, and should al so perform arjy r&ESENT 10

-y .

formatting or encryption of transaction infornation.tf—tiese—steds are
successful, the transaction data may be finalized (step 61§ . If
unsuccessful, the transHéti on shqyl beﬁlbﬁ)rtedw& |
appropriate renedial st eps _may bg}wﬁg 0 REQUEST

PREPARE AND _CARDINFO
FORWARD
CARD 112
INFORMATION ~1  PERFORM
CARD INFO LOW-LEVEL
- AUTHENTICATION
114
118 AUTHORIZE N0
( ?
CONFIRM +YES
Jr | 116~ :Eggié'g
STORE 120 C
RECEIPT | . | ‘L
STORE BATCH
12— INFORMATION
IN QUE
UPDATE
124~ GOUNTER

FIG. 3
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Wi | e the ab% Jofiogd4CONPl et e descri ptlon of the preferred 15 C@g‘gﬁ&;ﬁnts- '

of the invention, various alternatives, nodifications, and nts
may be used. For exanple, while speC|f|c functi onal responsibilities
were allocated to the access device or termnal, such as i nitiation of
the batch process, the allocations may be re4fsed in sone i nstances
while still producing the multi-phase transaction process of the 20
i nvention. Further still, those skilled in the art, upon reading this
di sclosure, will recognize that fghagsaction processes may al so be split
into nore than two phases in me situations, thereby resulting in
further speed and roceSS|ng efficiencies.
Therefore, the abdBCES %’ KBEshoul d not be TERMINALLSECURKTY MODELE
scope of the |nveanUn‘WﬂTth‘rE‘Ueflned by t heappended “Trarns.
35 WO 99/ 10824
PCT/ US98/ 17352 VWHAT |S CLAIMED | S: 1. A et hod
for using a smart card to gai n access through an access devi ce upon
paynent of a val ue (&R"AfgﬁthﬁTiii{%%nprlS|ng the steps of:
PROCESS
W e~
e ~
: PERFORM HIGH LEVEL
—> SELEggC%’RR§EW —>1 AUTHENTIFICATION ON
CURRENT RECORD
148 STORE AUTHORIZED
-  TRANSACTION
INFORMATION
FORC%A
152
150~
INCREMENT | INCREMENT
FORWARD TRANS.
198~ INFORMATION FOR
: C&A
AWATNEXT |- 156 | STORE DECLINED
BATCH PROCESS | - 149~  TRANSACTION
INFORMATION

FIG. 4
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operatively coupling said smart card to said access device; 5 - .

readi ng at | BX¥H8H rst and a second set of data from sai d sSPETAS98/17352

card; performng a first authentication process on said at

| east first set of dat a; 5&rrritti ng access if said step
p

of performn f st t cation 10 ess Hfﬁq'

condi ti on; gCE)NéleEaﬁsémbg said at |east first Aé&és &EV E of data
in a menory oOf sal d access device; and pertormng a
second authentication process on said at |eagt fiyst and second sef84

of data after said step of per@2ting access \{s [Ib acconpl | shed.
2. The methpd of claim 1, pherein said firsiset oAWAEEMEXTIGAEBes
i nformati on i ndi RRESENT GARRI apee—(B)— 0T T unds av _ ar d,
and an expiration.date (DEXPYJof said smart 2ggkg 3
claim1, wherein _said second,s@8of data inclu
certifi cate n card i ssuer lﬁuW
gener at ed by 5aRESBQNDITQAF :
said first aulheatication profes ' -ha\k
sai d bal ance (B) is greater th@i2said
3 REPLY TO SELECT 7 _
COMMAND . 214~
\H SEND INITIALIZE IEP FOR
216 . PURCHASE COMMAND
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' LOW-LEVEL AUTHORIZATION
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W0 99/ 10824wo 99/10824 PCT/ US98/ 17352 5. ThectRisbh3ef
claim2, wherein said first authentication process I ncl udes the step
of veri fy| ng that said expiration date (DEXP) has not passed 6..
The method of claim2, wherein said reqw r@f@condition is said 5 bal ance
(B) being greater than said val ue 7. The met hod of claim 3,

wherein said se on p Ss I ncl ud ps of
verifying said Aﬁﬂ%tﬁé\/ﬁﬁ verifying said i ssueﬁéﬁﬁnmlt-i ficate,
and verifying sard card si gnature. 8. The nethod of claim 1,

wherein said second authorization is 10 perfornmed betweeg a term nal

devi ce and sai d access devi ce. 9. The et ho@0df cli |m8 wher
said term nal device includes a security card.

system i ncl udi ng: an interface device a g
coupling with a smart card 15 to read at least a fi g

of information; an access device, coupled td d i nterface
devi ce, having at |east a first processor for perforfiYtBa | ow1 evel

aut hent i cat ifom first set of inforpation receiWwed from sai d304
smart card; . l( ' INITIATE BATCH ACCESS |~

SETPOINTERTO |00 | Y

TOP OF BUFFER . 308

/ INITIALIZE IEP FOR PURCHASE |-

REPLY — RECEIVE CARD INFO 312
\ 310

¥

L — READ ICERT
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Y 320
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e
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a nenory in said access device,
and

set of i nforYx%Paps24

devi ce, said gate_ devi
| ow- | evel authenti cati

ce
onis

per f or med/9

storing said-at least first and 20+
a gate device,
granting access to a cardhol der after said

' The access system

coupl ed

11.

secend’
tPE T 1BE2 ess

of claim 10, mhereln sald gate device is a 25 turnstile.
37 VO 90N ACCESS PCT/ TERMINAE/
12. The access of claim 10, whepge d first set
i ncl udes at |ea§f@fﬁ§i ance (B). FrViYhe Vlél’?e access \QEQQWWBC@B
12, wherein said |owlevel aut henti cation includes i fying that
said bal ance (B) is gr ater than ab cost of_access 4. The
access system of i m 10 r qonprising nal devi ce,
coupled to said access dewg sai dﬁ]Tenﬁ'n'aT'ﬁjevl}Vgégﬁ%m fng at | east a
first security nodul e ?nrn1n( a high-1 ¢xel | Zraat 1 on of
said at |east first and second information recelved,;ron110 aid card.
15. The access systemof claim 14, further Canéﬁﬁﬁ?iAﬂR
- - 406
g ] RESPOND | L_TOCARD
TOATR
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a concentr at w}mhﬂt, coupled to sai'd term nal device, for. rge?)uﬁhg)gn -
I nformati on regardi ng said high-1evel authorization. gess
control system conprising: . 15 a plurali y of card reading.devices, each -
havi ng a contact structure for r eadi nb Ot Ieast first and second data
froma smart card; a plurality of access devices, coupled to said

card readi ng devj r performng a | ow1leve hentication on
said first data AE&E&d smart card, said acceb'gﬁm havi ng a
menory for stori YEYHCE first and 20 second dat a SEGURITY SXRD car d;
a termnal deviee—eotmpted to said plurality of access—eewees——-o+

performng a high-level authentication on said at |east first and second

data fromsaid smart card. 17. The access control systemof claim
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