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We claim: 

1. A system for e a.abling the remote monitoring of a plurality of medical devices, the 

system comprising: 

a device integrator se 	-r in communication with at least one wireless relay device, 

wherein said wireless relay device. is configured to transmit data packets containing information 

provided by the medical devices, w 	rein each said data packet includes data identifying at least 

a medical device ID, a patient ID and 	edical device data; 

a data manager system coupled to aid device integrator server, said data manager system 

comprising at least a device control databas 	and 

a web server configured for providing , -b pages for receiving at least the medical data 

and, subject to verification of the patient ID and 	dical device ID, transmitting the medical 

device data to a remote monitoring computer via a s 	ure internet connection for displaying the 

medical device data by the remote monitoring compute 

2. The system of claim 1 wherein said device integ a on component is configured to 

reply to said wireless relay when said packet type for a receive i s ata packet matches a 

predetermined packet type. 

3. The system of claim 1 wherein said web server is further con'`,: red to perform said 

verification. 

4. The system of claim 1 wherein said data manager system is further co << tgured to 

perform said verification. 

5. The system of claim 1 wherein said verification is perfoimed by a remote syst.  
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6. T - system of claim 1 further comprising a database of addresses of at least one 

remotely locatel secure patient database, said remote secure patient database maintaining a 

patient and medicz. device IDs. 

7. The system of claim 6 wherein said database of addresses further comprises location 

information associated w h the respective medical device IDs, wherein said web server is 

configured to retrieve a des 	ation address from said address database according to said location 

infonnation, retrieve patient d&ta and medical device ID data from said remotely located patient 

database via said secure comm 	,'cations link according to said destination address, and retrieve 

said medical device data from said i evice control database according to said registered location 

data and said medical device ID data, aid retrieved medical device data being transmitted to said 

web server. 

8. The system of claim 1 wherein sal data manager system further comprises a secure 

device server. 

9. A system for enabling the monitoring of : 	lurality of medical devices, the system 

comprising: 

a device integrator server in communication with It least one wireless relay device [via a 

mobile communications network], wherein said wireless re .ly device is configured to transmit 

data packets containing information provided by the medical .„-vices, and 

said device integration component is configured to recei - the transmitted packets, to 

extract a packet type, a medical device ID and medical device data rom each received packet, to 

identify a registered location associated with the extracted medical d- ice ID, and to store the 

extracted medical device data with the extracted medical device ID and ' egistered location in a 

device control database; 

a web server configured for hosting web pages for display on a user 00  . mp ut er, said web 

server being coupled to a patient data management system via a secure comm , ications link; and 

a data management component coupled to said device integration cornporimt and said 

web server, said data management component comprising said device control datab., e, an 

applications database and a secure device server, wherein 
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said oevice integration component is configured to reply to said wireless relay via said 

mobile comm im cations network when said, packet type for a received data packet matches a 

predetermined pa ket type, and 

said web se 	er is configured to retrieve a destination address from said application 

database according to aid registered location data, to retrieve patient data and medical device ID 

data from said patient da,. management system via said secure communications link according 

to said destination address, o retrieve said medical device data from said device control database 

via said secure device server 	cording to said registered location data and said medical device 

ID data, and to prepare a web pa.e for displaying said retrieved medical device data and patient 

data at the user computer. 

10. A method for processing a 	-dical device alert in a medical device monitoring 

system, the method comprising the steps o 

remotely receiving a data packet fron . a wireless relay device in communication with a 

medical device; 

retrieving from the data packet a packet ty me, a medical device ID and a registered 

location of the medical device; 

determining if said packet type is indicative of 	alert condition; 

retrieving alert response information from a patie k t data management system via a secure 

communications link; and 

transmitting said alert response information to said m v *cal relay device. 

11. The method of claim 10 further comprising the step of: 

storing said data packet as a data entry in a device control database, said data entry 

identifying said alert condition. 

12, The method of claim 10, further comprising the steps of: 

retrieving said stored data entry by a web server; 

identifying a computer in communication with said web server as a curren 	monitor for 

said medical device; and 
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tr.. 	i tting an  alert by said web server for display on a web page of said computer 

indicating said . ert condition. 

13. The meth d of claim 10, wherein said alert response information comprises text 

message data for trans 	ssion by said medical relay device via a mobile communications 

network. 

14. The method of clai , 10, further comprising the step of: 

transmitting a bandwidth oriority instruction to said medical relay device instructing said 

medical relay device to grant a sery e priority for relaying information between said medical 

device and said medical device monitoring system while said alert condition persists. 

15. A method for registering a medi al device for a patient with a medical device 

monitoring system, the method comprising th steps of: 

receiving credentials of a user of a set-u computer; 

receiving medical device identification dat 	d associated patient identification data for 

a patient to be monitored; 

verifying said user is authorized to initialize a ni dical device associated with the medical 

device information; 

if verification is achieved then, 

(a) storing said medical device identification dat in a device control database of 

said device data management system; 

(b) identifying, based on at least said received medica device identification data 

or patient identification data, an address for a secure patient database h.ving information 

regarding said patient; and 

(c) storing said identified address in said device data manage , e at system in 

association with said medical device identification data; and 

forwarding said patient identification data and said address to a web serve, that will 

generate secure webpages of medical device monitor information for access by a us • of a 

monitoring computer. 
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16. 	e method of claim 15 wherein the verifying step comprises determining whether 

said user is a m 	ber of a group authorized to initialize the medical device indicated in said 

medical device ide, tification data. 

17. A method fo displaying medical device data by a medical device monitoring system, 

the method comprising the .teps of: 

receiving credentials 1 im a user of a monitoring computer and a request from said user 

for medical device information 	a patient to be monitored; 

verifying said user is author ed to receive the medical device information; and 

if verification is achieved, then 

(a) identifying, based on at least said credentials and said request, an address for a secure 

patient database having information regard , . said patient; ; 

(b) retrieving patient data and associate 	medical device identification data by a web 

server from said patient data management system ever a secure communications link; 

(c) retrieving medical device data from a de ' ce control database for at least one medical 

device according to said retrieved medical device iden 	.ication data; and 

(d) transmitting said retrieved medical device data ••y said web server for display on said 

monitoring computer. 

18. A method for controlling a medical device by a medica device monitoring system, 

the method comprising the steps of: 

receiving credentials from a user of a monitoring computer and . request from said user 

to control a medical device; 

verifying said user is authorized to control said medical device; and 

if verification is achieved, then 

logging said request in a device control database; 

transmitting a control command based on said user request to a relay device, s. d relay 

device being configured to issue said control command to said medical device; 

receiving an update message from said relay device in response to said control comiland 

and 

logging said update message in said device control database. 
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19. Th method of claim 18, further comprising the step if said verification is achieved 

of: 

transmitting aid update message by a web server for display on said monitoring 

computer. 

20. The method o 	laim 19, further comprising the step if said verification is achieved of 

transmitting data by said we server to said monitoring computer to display an image of a control 

panel of said medical device. 

21. The method of claim 20, wherein said web server displays said update message by 

updating said image of said control p. m el. 

22. The method of claim 21, where ,t said updating includes activating an animated 

feature of said image. 

23. The method of claim 18, wherein said erification step further comprises the steps of: 

retrieving authorized use information for said medical device, and 

determining that verification is achieved when aid user is authorized to control said 

medical device and said control command is directed to .0 authorized use according to said 

authorized use information. 

24. The method of claim 23, wherein said authorized us- information comprises at least 

one of clinician instructions or prescriptions relating to a patient associated with said medical 

device, or patient metrics for the patient associated with said meolica device. 



O 2012/118639 	 AMENDED CLAIMS 	 PCT/US2012/025906 
received by the International Bureau on 04 February 2013 (04.02.13) 

A system for enabling the remote monitoring of a plurality of medical devices, 

the 

System coml. ising: 

a devic 	ntegrator server in communication with at least one wireless relay 

device, wherein sa 	wireless relay device is configured to transmit user-initiated control 

packets containing CS. troi commands for the medical devices, and data packets 

containing information 	ovided by the medical devices, wherein each said data packet 

includes data. identifying at east a medical device ID, a patient ID and medical device 

data; 

a data manager system cfiled to said device integrator server, said data manager 

system comprising at least a device ontrol database, and 

a web server configured for pto iding web pages for receiving at least the 

medical data and, subject to verification o 'the patient ID and medical device ID, 

transmitting the medical device data to a rer 	te monitoring computer via a secure 

internet connection for displaying the medical 	vice data by the remote monitoring 

computer. 

2. The system of claim -1 wherein said device inteci 	tor server is configured to 

reply to said wireless relay when said packet type for a ree ved data packet matches a 

Predetermined packet type. 

3. The system of claim 1 wherein said web server is further co 	gured to perform 

said verification. 

4. The system of claim 1. wherein said data manager system is further e ifigured to 

perform said verification. 

The system of claim I wherein said verification is performed by a remote 

system. 

24 

AMENDED SHEET (ARTICLE 19) 



0 2012/118639 
	

PCT/US2012/025906 

6. 	The system of claim I further comprising a database of addresses of at least one 

remotely ocated secure patient database, said remote secure patient database maintaining 

a patient an 	medical device IDs. 

-7 	The syste 	of claim 6 wherein said database of addresses further comprises 

location information rssociated with the respective medical device IDs, wherein said web 

server is configured to 	trieve a destination address from said address database 

according to said location • ]formation, retrieve patient data and medical device ID data 

from said remotely located p lent database via said secure communications link 

according to said destination ad 	'ess, and retrieve said medical device data from said 

device control database according. 	said registered location data and said medical 

device ID data, said retrieved medica 	evice data being transmitted to said web server. 

8. The system of claim 1 wherein sai 	ata manager system further comprises a 

secure device server. 

9. A system for enabling the monitoring of a p 	rality of medical devices, the 

system comprising: 

a device integrator server in communication with , 	least one wireless relay 

device, wherein said wireless relay device is configured to tr, ismit user initiated control 

packets containing control commands for the medical devices, 	d data packets 

containing information provided by the medical devices, and 

said device integrator server is configured to receive the trans lined packets, to 

extract a packet type, a medical device ID and medical device data from ach received 

packet, to identify a registered location associated with the extracted medic I device ID, 

and to store the extracted medical device data with the extracted medical dew 	ID and 

registered location in a device control database; 

a web server configured for hosting web pages for display on a user comput  

said web server being coupled to a patient data management system via a secure 

communications link; and 
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a data management component coupled to said device integrator server and said. 

web se 'er, said data management component comprising said device control database, 

an applica ions database and a secure device server, wherein 

said c,evice integrator server is configured to reply to said wireless relay via said 

mobile commit 	cations network when said packet type for a received data packet 

matches a predet 	fined packet type, and 

said web se 'er is configured to retrieve a destination address from said 

application database a cording to said registered location data, to retrieve patient data 

and medical device ID d. a from said patient data management system via said secure 

communications link accor, ing to said destination address, to retrieve said medical 

device data from said device 4  entrol database via said secure device server according to 

said registered location data an 	'aid medical. device ID data, and to prepare a web page 

for displaying said retrieved medi 	I device data and patient data at the user computer. 

10. A method for processing a irie '̀',c:al device alert in a medical device monitoring 

system, the method comprising the steps 

remotely receiving a data packet froi 	a wireless relay device in communication 

with a medical device, wherein the data packet include user-initiated control packets 

containing control commands for the medical de\ ce; 

retrieving from the data packet a packet typ 	medical device ID and a 

registered location of the medical device; 

determining if said packet type is indicative of an 	ert condition; 

retrieving alert response information from a patient rata management system via. 

a secure communications link; and 

transmitting said alert response information to said meth 	relay device. 

11. The method of claim 10 further comprising the step of: 

storing said data packet as a data entry in a device control. datab se, said data 

entry' identifying said alert condition. 

12. The method of claim 10, further comprising the steps of: 

retrieving said stored data. entry by a web server; 
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identifying a computer in communication with said web server as a current 

monitor 	- said medical device; and 

tan 	fitting an alert by said web server for display on a web page of said 

computer inii Ting said alert condition. 

13. The metho 	f claim 10, wherein said alert response information comprises text 

message data for tran.si ission by said medical relay device via a mobile communications 

network. 

14. The method of claim 1. 	further comprising the step of: 

transmitting a bandwidth 	'ority instruction to said medical relay device 

instructing said medical relay device o grant a service piioiity for relaying information 

between said medical device and said n 	dical device monitoring system while said alert 

condition. persists. 

15. A method for registering a medical devi -e for a patient with a medical device 

monitoring system, the method comprising the ste s of: 

receiving credentials of a user of a setup coi 	liter; 

receiving medical device identification data and 	ssociated patient identification 

data for a patient to be monitored; 

verifying said user is authorized to initialize a tnedica. 'ievice associated with the 

medical device information; 

if verification is achieved then, 

storing said medical device identification data in a de\ ce control 

database of said device data management system; 

identifying, based on at least said received medical device 	entification 

data or patient identification data, an address for a secure patient database hay 	g 

information regarding said patient; and 

storing said identified address in said device data management syste 	in 

association with said medical device identification data: 
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forwarding said patient identification data and said address to a web server that 

will gen .rate secure webpages of medical device monitor information for access by a 

user of a n nitoring computer; and 

transi itting a user-initiated control command based on said user request to a 

relay device, s 	relay device being configured to issue said user-initiated control 

command to said <edical device. 

16. The method o 	laitn 15 wherein the verifying step comprises determining 

whether said user is a me i ber of a group authorized to initialize the medical device 

indicated in said medical de -ice identification data. 

17. A method for displaying ledical device data by a medical device monitoring 

system, the method comprising the <teps of: 

receiving credentials from a us 'r of a monitoring computer and a request from 

said user for medical device information or a patient to be monitored; 

verifying said user is authorized to 	.ceive the medical device information; and 

if verification is achieved, then 

identifying, based on at least sai 	credentials and said request, an address 

for a secure patient database having information r- aiding said patient; 

transmitting a control command initiated by I e user to a relay device, said relay 

device being configured to issue said user-initiated con' of command to said medical 

device; 

retrieving patient data and associated =dicta 	',vice identification data 

by a web server from said patient data management system ov 	a secure 

communications link; 

retrieving medical device data from a device control 	atabase for at least 

one medical device according to said retrieved medical device identifi 	ion data; and 

transmitting said retrieved medical device data by said 'we 	server for 

display on said monitoring computer. 

18. A method for controlling a medical device by a medical device monitori c,  

system, the method comprising the steps of; 
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receiving credentials from a user of a monitoring computer and a .request from 

said us 	to control a medical device; 

ve Tying said user is authorized to control said medical. device; and 

if ve 	!cation is achieved, then 

logging aid request in a device control database; 

transmitti 	a user-initiated control command based on said user request to a 

relay device, said re y device being configured to issue said user-initiated control 

command to said medi •al device; 

receiving an upda 	message from said relay device in response to said control 

command; and 

logging said update massage in said device control database. 

19. The method of claim 8 f 	ter comprising the step if said verification is 

achieved of: 

transmitting said update message 	y a web server for display on said monitoring 

computer. 

20. The method of claim 19, further comer 'mg the step if said verification is 

achieved of transmitting data by said web server t 	said monitoring computer to display 

an image of a control panel of said medical device. 

21. The method of claim 20, wherein said web serve. 	isplays said update message 

by updating said image of said control panel. 

2.?. 	The method of claim 21, wherein said 'updating includes 	ctivatin.g an animated. 

feature of said image. 

23. 	The method of claim 18, wherein said verification step further c 	1 vises the 

steps of: 

retrieving authorized use:  information for said medical device, and 
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determining that verification is achieved when. said user is authorized to control 

said me cal device and said control command is directed to an authorized use according 

to said aut 	sized use information. 

24. 	The me loci of claim 23, wherein said authorized use information comprises at 

least one of dime • 11 instructions or prescriptions relating to a patient associated with 

said medical device, 	r patient metrics for the patient associated with said medical device 
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CLAIMS 

1. A system for enabling the remote monitoring of a plurality of medical devices, the 

system comprising: 

a device integrator server in communication with at least one wireless relay device, 

wherein said wireless relay device is configured to transmit control packets containing control 

commands for the medical devices, wherein the control packets comprise device control 

commands for remotely controlling the medical devices from a remote terminal, to receive a 

reply from at least one of the medical devices that confirms execution of the control command, 

and to transmit data packets containing information provided by the medical devices, wherein 

each said data packet includes data identifying at least a medical device ID, a patient ID and 

medical device data; 

a data manager system coupled to said device integrator server, said data manager system 

comprising at least a device control database, and 

a web server configured for providing web pages for receiving at least the medical data 

and, subject to verification of the patient ID and medical device ID, transmitting the medical 

device data to a remote monitoring computer via a secure internet connection for displaying the 

medical device data by the remote monitoring computer. 

2. The system of claim 1 wherein said device integrator server is configured to reply 

to said wireless relay when said packet type for a received data packet matches a predetermined 

packet type. 

3. The system of claim 1 wherein said web server is further configured to perform 

said verification. 

4. The system of claim 1 wherein said data manager system is further configured to 

perform said verification. 

5. The system of claim 1 wherein said verification is performed by a remote system. 
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6. The system of claim 1 further comprising a database of addresses of at least one 

remotely located secure patient database, said remote secure patient database maintaining a 

patient and medical device IDs. 

7. The system of claim 6 wherein said database of addresses further comprises 

location information associated with the respective medical device IDs, wherein said web server 

is configured to retrieve a destination address from said address database according to said 

location information, retrieve patient data and medical device ID data from said remotely located 

patient database via said secure communications link according to said destination address, and 

retrieve said medical device data from said device control database according to said registered 

location data and said medical device ID data, said retrieved medical device data being 

transmitted to said web server. 

8. The system of claim 1 wherein said data manager system further comprises a 

secure device server. 

9. A system for enabling the monitoring of a plurality of medical devices, the system 

comprising: 

a device integrator server in communication with at least one wireless relay device, 

wherein said wireless relay device is configured to transmit control packets containing control 

commands for the medical devices, wherein the control packets comprise device control 

commands for remotely controlling the medical devices from a remote teiniinal, to receive a 

reply from at least one of the medical devices that confirms execution of the control command, 

and to transmit data packets containing information provided by the medical devices, and 

said device integrator server is configured to receive the transmitted packets, to extract a 

packet type, a medical device ID and medical device data from each received packet, to identify 

a registered location associated with the extracted medical device ID, and to store the extracted 

medical device data with the extracted medical device ID and registered location in a device 

control database; 

a web server configured for hosting web pages for display on a user computer, said web 

server being coupled to a patient data management system via a secure communications link; and 
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a data management component coupled to said device integration component and said 

web server, said data management component comprising said device control database, an 

applications database and a secure device server, wherein 

said device integration component is configured to reply to said wireless relay via said 

mobile communications network when said packet type for a received data packet matches a 

predetermined packet type, and 

said web server is configured to retrieve a destination address from said application 

database according to said registered location data, to retrieve patient data and medical device ID 

data from said patient data management system via said secure communications link according 

to said destination address, to retrieve said medical device data from said device control database 

via said secure device server according to said registered location data and said medical device 

ID data, and to prepare a web page for displaying said retrieved medical device data and patient 

data at the user computer. 


