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We claim:

1. A system for ewabling the remote monitoring of a plurality of medical devices, the
system comprising:
a device integrator server in communication with at least one wireless relay device,

wherein said wireless relay devick is configured to transmit data packets containing information

predetermined packet type.

3. The system of claim 1 wherein said web server is further configured to perform said

verification.

4, The system of claim 1 wherein said data manager system is further coifigured to

perform said verification.

5. The system of claim 1 wherein said verification is performed by a remote systym.
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e system of claim 1 further comprising 2 database of addresses of at least one
remotely locatey secure patient database, said remote secure patient database maintaining a
patient and medic device IDs.
7. The syste &f claim 6 wherein said database of addresses further comprises location
information associated with the respective medical device IDs, wherein said web server is
configured to retrieve a destipation address from said address database according to said location
information, retrieve patient daga and medical device ID data from said remotely located patient
database via said secure comm ‘ jcations link according to said destination address, and retrieve
said medical device data from said \Jevice control database according to said registered location
data and said medical device ID data,\said retrieved medical device data being transmitted to said

web server.

8. The system of claim 1 wherein say data manager system further comprises a secure
device server.
9. A system for enabling the monitoring of aplurality of medical devices, the system

comprising:

data packets containing information provided by the medical dgvices, and

said device integration component is configured to receive the transmitted packets, to
extract a packet type, a medical device ID and medical device data\rom each received packet, to
identify a registered location associated with the extracted medical déyice ID, and to store the
extracted medical device data with the extracted medical device ID and\egistered location in a
device control database;

a web server configured for hosting web pages for display on a user dpmputer, said web
server being coupled to a patient data management system via a secure commuyications link; and

a data management component coupled to said device integration compongnt and said
web server, said data management component comprising said device control databage, an

applications database and a secure device server, wherein
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said ¥evice integration component is configured to reply to said wireless relay via said
mobile commugications network when said packet type for a received data packet matches a
predetermined pagket type, and

said web seryer is configured to retrieve a destination address from said application
database according to Raid registered location data, to retrieve patient data and medical device ID
data from said patient data management system via said secure communications link according
to said destination address, Yo retrieve said medical device data from said device control database
via said secure device server agcording to said registered location data and said medical device
ID data, and to prepare a web page for displaying said retrieved medical device data and patient

* data at the user computer.

10. A method for processing a medical device alert in a medical device monitoring
system, the method comprising the steps of;

remotely receiving a data packet from\a wireless relay device in communication with a
medical device;

retrieving from the data packet a packet tyge, a medical device ID and a registered
location of the medical device;

determining if said packet type is indicative of an alert condition;

retrieving alert response information from a patieh} data management system via a secure
communications link; and

transmitting said alert response information to said metical relay device.

11. The method of claim 10 further comprising the step of:
storing said data packet as a data entry in a device control datdbase, said data entry

identifying said alert condition.

12. The method of claim 10, further comprising the steps of:
retrieving said stored data entry by a web server;

identifying a computer in communication with said web server as a curren

said medical device; and
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transipitting an alert by said web server for display on a web page of said computer

indicating said ¥ert condition.

13. The methy

message data for transr

d of claim 10, wherein said alert response information comprises text

ission by said medical relay device via a mobile communications

network.

14. The method of clair

transmitting a bandwidth

10, further comprising the step of:
priority instruction to said medical relay device instructing said
medical relay device to grant a servige priority for relaying information between said medical

device and said medical device monitdging system while said alert condition persists.

15. A method for registering a medigal device for a patient with a medical device
monitoring system, the method comprising tha steps of:
receiving credentials of a user of a set-up\computer;
receiving medical device identification data\and associated patient identification data for
a patient to be monitored;

verifying said user is authorized to initialize a madical device associated with the medical
device information;

if verification is achieved then,

(a) storing said medical device identification dath in a device control database of
said device data management system,;
(b} identifying, based on at least said received medical device identification data

or patient identification data, an address for a secure patient database haying information
regarding said patient; and
{c) storing said identified address in said device data manageNent system in
association with said medical device identification data; and
forwarding said patient identification data and said address to a web serveX that will
generate secure webpages of medical device monitor information for access by a usay

monitoring computer.
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e method of claim 15 wherein the verifying step comprises determining whether
said user is a mdmber of a group authorized to initialize the medical device indicated in said

meédical device identification data.

17. A method fohdisplaying medical device data by a medical device monitoring system,
the method comprising thesteps of:

receiving credentials fxom a user of a monitoring computer and a request from said user

for medical device information f&r a patient to be monitored;

verifying said user is authodiged to receive the medical device information; and

if verification is achieved, them\

(a) identifying, based on at least Sgid credentials and said request, an address for a secure
patient database having information regardihg said patient; ;

(b) retrieving patient data and associated medical device identification data by a web
server from said patient data management system\pver a secure communications link;

(c) retrieving medical device data from a device control database for at least one medical
device according to said retrieved medical device identification data; and
(d) transmitting said retrieved medical device data\py said web server for display on said

monitoring computer.

18. A method for controlling a medical device by a medical device monitoring system,
the method comprising the steps of:

receiving credentials from a user of a monitoring computer and arequest from said user
to control a medical device;

verifying said user is authorized to control said medical device; and

if verification is achieved, then

logging said request in a device control database;

transmitting a control command based on said user request to a relay device, sajd relay
device being configured to issue said control command to said medical device;

receiving an update message from said relay device in response fo said control commyand;

and

logging said update message in said device control database.
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19. Theymethod of claim 18, further comprising the step if said verification is achieved
of:
transmitting\said update message by a web server for display on said monitoring

computer.

20. The method ofglaim 19, further comprising the step if said verification is achieved of
transmitting data by said web\server to said monitoring computer to display an image of a control

panel of said medical device.

21. The method of claim 20 \wherein said web server displays said update message by

updating said image of said control payel.

22. The method of claim 21, wherely said updating includes activating an animated

feature of said image.

23. The method of claim 18, wherein said \erification step further comprises the steps of:

retrieving authorized use information for said, medical device, and

determining that verification is achieved when Said user is authorized to control said
medical device and said control command is directed to ap authorized use according to said

authorized use information.,

24. The method of claim 23, wherein said authorized usé\information comprises at least
one of clinician instructions or prescriptions relating to a patient asgociated with said medical

device, or patient metrics for the patient associated with said medicaldevice.
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A systern for enabling the remote monitoring of a plurality of medical devices,
the
system comising:

a devicd\ntegrator server in communication with at least one wireless relay
device, wherein satd wireless relay device is configured to transmit user-initiated control
packets containing cdgtrol commands for the medical devices, and data packets
containing information provided by the medical devices, wherein each said data packet
inchudes data wdentifying alNeast a medical device 11}, a patient ID and medical device
data;

a data manager system coypled to said device integrator server, said data manager
system comprising at least & device Rontrol database, and

a web server configured for providing web pages for receiving at least the
medical data and, sulyject to verification oXihe patient 1} and medical device [13,
frausrutting the medical device data to a renNste monitoring corputer vig a secure

internet connection for displaying the medical dgvice data by the remote monitoring

computer.
2. The system of claim | wherein said device integhator server is configured to

reply to said wireless refay when satd packet type for a recdyved data packet matches a
predetermined packet type.
3. The system of claim | wherein said web server is further cobfigured to perform
said verification
4, The system of claim 1 wherein said data meanager system is further ehpfigured to
perform said verification.
3. The system of claim 1 wherein said verification is performed by a remote

system.
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gcated sscure patient database, said remote secure patient database maintaining

a patient and\medical device IDs,

=~

The :::ys‘z g of claim 6 wherein said database of addresses further comprises

location information\associated with the respective medical device IDs, whersin said web
server is configured to Nirieve a destination address from said address database
according to said focation Y\eformation, retrieve patient data and medical devics D data
from said remotely located pMiernt database via said secure communications Hink
according to satd destination addgess, and retrieve said medical devics data from said
device control database according ¥ said registered location data and said medical
device 1 datg, said retrieved medicaNdevice data being travsmitted to said web server,

8. The system of claim | wherein said\data manager system further comprises a

secure device server,
9. A system for enabling the ronitoring of a pigrality of medical devices, the
system comprising:
a device integrator server in communication with 3¢ least one wireless relay
device, wherein satd wireless relay device is configured to t‘asmit user-initiated control
packets containing control coromands for the medical devices, dud data packets
containing information provided by the medical devices, and |
said device integrator server is configared to recelve the trandypitied packets, to
extract a packet type, a medical device I and medical device data from\each received
§ device 1D,
1D and

packet, to identity a registered location associated with the extracted medioy
and to store the extracted medical device data with the exiracted medical devid
registered location in a device control database;

a web server configured for hosting web pages for display on a user com pu':
said web server betng coupled to a patient data management system via a secure |

communications link; and
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\ & data management component coupled to said device integrator server and said
web sefver, said data management component comprising said device control database,
an applicaons database and a secure device server, wherein

said Nevice integrator server is configured to reply 1o said wireless relay via said
mobile cormmuyications network when said packet type for a received data packet
matches a predetdrmined packet tvpe, and

said web serfver is configured to retrieve a destination address from said
application database ajgording to said registerad location data, {o retrieve patient data
and medical device 1D diga from said patient data management system via said secure
communications link accot¥ing o said destination address, {0 retrieve said medical
device data from said device dpntrol database via satd secure device server according fo
sard registered location data and\said medical device I data, and to prepare a web page

for displaying said retrieved medidgl device data and patient data at the user computer.

10, A method for processing a medigal device alert in a madical device monitoring
aystern, the method comprising the steps

remotely receiving a data packet fromy a wireless relay device in communication
with a medical device, wherein the data packetinclude user-initiated control packets
containing control commands for the medical deWgee;

retrieving from the data packet a packet typéya medical device B and a
registered {ocation of the medical device;

deternuining if said packet type s indicative of al\alert condition

retrieving alert response information from a patient Yata management system via
 secure communications link; and |

fransmitting said alert response information to said medidal relay device,

i1 The method of claim 10 further comprising the step of!
storing said data packet ay a data entry in a device control daiabdae, said data

entry identifying said alert condition.

12. The method of claim 10, further comprising the steps of:

retrieving said stored data entry by a web server;
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identifying a coruputer in communication with said web server as a current
monitor i said medical device; and

randgutting an alert by said web server for display on 2 web page of said
computer indidgting said alert condition,
i3 The methoa ot claim 10, wherein said alert response information comprises text

message data for transigission by said medical relay device via s mobile communications

setwork.
i4. The method of claim 18, further comprising the step of;

transmitting a bandwidth pgority instruction to said medical relay device

wnstructing said medical relay deviceNo gramt 8 service priority for relaying information
between said medical device and said ndedical device monitoring system while said alert
congition persists.
15 A method for registering a medical devige for a patient with a medical device
monitosing system, the method comprising the steps off
receiving credentials of g user of a set-up amvuter;
receiving medical device identification data and Wssociated patient identification
data for g patient to be monitored; "
verifying said user is authorized to initialize a medt e \Jevice associated with the
medical device information,
i verification is achieved then, »
storing said medical device identification data in a dediee control
database of said device data management system; .‘
identitying, based on at least said received medical device ntiﬁcatioﬂ
data or patient identification data, an address for a secure patient database hav N
information regarding said patient; and
storing said identified address in said device data management systexy |

association with said medical device identification data;

27

AMENDED SHEET (ARTICLE 19)



WO 2012/118639 PCT/US2012/025906

forwarding said patient identification data and said address to & web server that
will gengrate secure webpages of medical device monitor information for access by a
user of g o\pnitoring computer; and

transiRitting a user-initiated control command based on said user request to a
relay device, sald relay device being configured fo issue said user-initiated control
command to said Redical device.
16, The method of\¢laim 15 wherein the verifying step comprises determining
whether said user s a meNgber of a group authorized to initialize the medical device

indicated in said medical delice ideniification data.

17. A wethod for displaying Ypedical device data by 2 medical device monitoring
system, the method comprising the Yeps of
receiving oredentials from a usgr of a monitoring computer and a request from
said user for medical device information\or a patient to be monitored;
vertfying said nser is authorized 1o Xeceive the medical device information; and
if verification is achieved, then
identifying, based on at least satd\eredentials and said request, an address
for a secure patient database having toformation réyarding said patient;
transmitting a control command initiated by the user to a relay device, said relay
device being configured to tasue said user-initiated condol command to said medical
device;
retrigving patient data and associated medicalNdevice identification data
by a web server from said patient data management system ovex a secure
communications Hnk;
retrieving medical device data from a device control Xatabase for at least
one medical device according to said retrieved medical device identifidation data; and
transmitting said retrieved medical device data by satd wek server for

display on said monitoring computer,

18, A method for controlling a medical device by a medical device monitoriNg

system, the method comprising the steps of
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receiving credentials from a nser of a monitoring computer and a request from
S 0 Lo control a medical device,
veNfying said user is authorized to control said medical device, and
fication is achieved, then
togging\said request in a device control database;
transmittityg a user-initiated control command based on said user request to a
relay device, said relay device being configured to issue said user-initiated control
command to said medigal device;
receiving an upddle message from said relay device in response to said control
command, and
fogaing said update mdgsage in said device control database.
19, The method of claim 18, fixther comprising the step if said verification is

achieved of

transmiiting said update messagd\by a web server for display on said monitoring
comptiter.
20 The method of clatm 19, further compriging the step if said verification is

achieved of transmitting data by said web server (\said monitoring computer to display
an image of a control panel of said medical device.
21 The method of claim 20, wherein said web server\displays said update message

by updating said image of said control panel,

22, The method of ¢laim 21, wherein said vpdating includes ¥gtivating an animated
feature of said image.
23, The method of claim 18, wherein said verification step further cdgmprises the
steps of!

setrigving authorized use information for said medical device, and

29

AMENDED SHEET (ARTICLE 19)



2012/118639 PCT/US2012/025906

determining that venification 18 achieved when said user 18 authorized to controd
satd medical device and said control command is directed to an authorized use according
to said authprized use information.

24 The mehod of claim 23, wherein said authonized use information comprises at
least one of clinichan instructions or prescriptions relating to a patient associated with

satd medical device \or patient metrics for the patient associated with satd medical device
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CLAIMS

1. A system for enabling the remote monitoring of a plurality of medical devices, the
system comprising:

a device integrator server in communication with at least one wireless relay device,
wherein said wireless relay device is configured to transmit control packets containing control
commands for the medical devices, wherein the control packets comprise device control
commands for remotely controlling the medical devices from a remote terminal, to receive a
reply from at least one of the medical devices that confirms execution of the control command,
and to transmit data packets containing information provided by the medical devices, wherein
each said data packet includes data identifying at least a medical device ID, a patient ID and
medical device data;

a data manager system coupled to said device integrator server, said data manager system
comprising at least a device control database, and

a web server configured for providing web pages for receiving at least the medical data
and, subject to verification of the patient ID and medical device ID, transmitting the medical
device data to a remote monitoring computer via a secure internet connection for displaying the

medical device data by the remote monitoring computer.
2. The system of claim 1 wherein said device integrator server is configured to reply
to said wireless relay when said packet type for a received data packet matches a predetermined

packet type.

3. The system of claim 1 wherein said web server is further configured to perform

said verification.

4, The system of claim 1 wherein said data manager system is further configured to

perform said verification.

5. The system of claim 1 wherein said verification is performed by a remote system.
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6. The system of claim 1 further comprising a database of addresses of at least one
remotely located secure patient database, said remote secure patient database maintaining a

patient and medical device IDs.

7. The system of claim 6 wherein said database of addresses further comprises
location information associated with the respective medical device IDs, wherein said web server
1s configured to retrieve a destination address from said address database according to said
location information, retrieve patient data and medical device ID data from said remotely located
patient database via said secure communications link according to said destination address, and
retrieve said medical device data from said device control database according to said registered
location data and said medical device ID data, said retrieved medical device data being

transmitted to said web server.

8. The system of claim 1 wherein said data manager system further comprises a

secure device server.

0. A system for enabling the monitoring of a plurality of medical devices, the system
comprising:

a device integrator server in communication with at least one wireless relay device,
wherein said wireless relay device is configured to transmit control packets containing control
commands for the medical devices, wherein the control packets comprise device control
commands for remotely controlling the medical devices from a remote terminal, to receive a
reply from at least one of the medical devices that confirms execution of the control command,
and to transmit data packets containing information provided by the medical devices, and

said device integrator server is configured to receive the transmitted packets, to extract a
packet type, a medical device ID and medical device data from each received packet, to identify
a registered location associated with the extracted medical device ID, and to store the extracted
medical device data with the extracted medical device ID and registered location in a device
control database;

a web server configured for hosting web pages for display on a user computer, said web

server being coupled to a patient data management system via a secure communications link; and
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a data management component coupled to said device integration component and said
web server, said data management component comprising said device control database, an
applications database and a secure device server, wherein

said device integration component is configured to reply to said wireless relay via said
mobile communications network when said packet type for a received data packet matches a
predetermined packet type, and

said web server is configured to retrieve a destination address from said application
database according to said registered location data, to retrieve patient data and medical device ID
data from said patient data management system via said secure communications link according
to said destination address, to retrieve said medical device data from said device control database
via said secure device server according to said registered location data and said medical device
ID data, and to prepare a web page for displaying said retrieved medical device data and patient

data at the user computer.



