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surfing” (looking over a user's shoulder duri ng
[00D8hi nA cpigputer system may provide various applications or services for
users. In general, access to the system may be limited to authorized users. One
example of user authentication is a login process where a user is required to

enter a user name and a password.

[0003] In spite of new developments in technology, the combination of the
user name and password remains one of the most common access control
devices. However, passwords may be disadvantageous because those that are
easily remembered are the easiest to determine and those that are complicated

and hard to determine are easily forgotten.

[0004] The integrity of these types of systems is generally based on keeping
the password secret. However, there are many known ways of determining a
password, including guessing, applying a dictionary of common passwords or
even all known words, brute force attempts including applying all combinations of
characters, monitoring network traffic for passwords during exchanges with the



| oggi ng (storing or conveying a user's keystrokes

during login), etc. [0005] Known defensive neasures
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passwords | onger to nake themnore difficult to guess,

and making dictionary application and brute force

techniques nore difficult. OQther defensive neasures
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protocol. As part of the login process, the server sends the user a so called
challenge, which may simply be a large random number. The user enters this
number into an OTP generator, for example, a special physical device or
software that generates an OTP. The user enters the OTP. The server also
enters the challenge into its own OTP generator. If the server OTP and the user

OTP match, the user is authenticated.

[0008] Where the OTP generator is a physical device (e.g., smart card, token,
biometric device, etc.), the cost and inconvenience of a lost, broken, or stolen

OTP generator may be of concern.

[0009] In instances where the password-producing algorithm is the same for
all users, each user is assigned a secret key in order to make the outcome
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OTP generator and is also stored in the server's
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generation schene, for exanple, the tine of day may be

used to synchronize a wuser and server instead of a
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SUMMARY

[00012] In one embodiment, a method of authenticating a user for access to a
device, service, application, function, or system, includes creating an
authentication key in the form of a user formula selected from a set of variables
and operations provided by the authentication system, storing the user formula in
the authentication system, and utilizing a display to present the user with an
arrangement of variables generated by the authentication system, including the

variables of the user formula, each assigned a value. The method also includes
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assi gned values to matching variables in the user
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one or nore additional characters anong the
characters of the first result, and conveying the
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[00014] In still another embodiment, a method of authenticating a user for
access to a device, service, application, function, or system, includes creating an
authentication key in the form of a user formula having variables and operations
provided by the authentication system, storing the user formula in the
authentication system, and utilizing a display to present the user with an
arrangement of variables and values including variables in the user formula and
values in target locations of the arrangement associated with each variable. The
method also includes applying the values at the target locations associated with



values in target |ocations of the arrangenent
associated wth each variable. The nethod al so
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the variables in the arrangenent to matching vari abl es
in the user fornmula and calculating a first result,
i nterspersing one or nore additional characters anong

the. characters of the first result, and conveying, the
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[ 00016]" Figure 1 shows one exanple of a user

aut henti cation system according to the disclosed

embodi ment s gHIBRPIESCHIBYIEN DS ps DRAWMNGShar t of
the operations associated with the authentication

system [00018] Figure 3 shows an exanple of a user

[00b 75 rfl'ﬂ&%%%ﬁc%f&é edt@%n‘séfhbﬂwérh%atdégr?famé“%ﬂ%&ﬁﬁwieﬂf’s are

systenm | ure ows an exanple of an

expdainedirs thesfollowirgcdesamiption, takenwh tonnedtonusigh the accompanying
aut henti cation systenm [00020] Figure 5 shows the

drapings. WhegeiBodi ments as utilized in an enterprise
networ k; [00021] Figure 6 illustrates another

[0061BIdFRIE 1N shoWisSianebh@thiy Sbena f Qser ed@RéMWIALION system
busi ness transacti ons or e-conmmerce;
according to the disclosed embodiments;

[00017] Figure 2 shows a flow chart of the operations associated with the

authentication system;

[00018] Figure 3 shows an example of a user interface screen for use with the

user authentication system;

[00019] Figure 4 shows an example of an administration screen for use with

the user authentication system;

[00020] Figure 5 shows the present embodiments as utilized in an enterprise

network;

[00021] Figure 6 illustrates another embodiment in a distributed system for

electronic business transactions or e-commerce;
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shows an enbodi nent for securing data sent by a
wore®sase9s [ 00023] Figure 8 shows a bl ock di age@musfoozos208s8
exenpl ary nessage; [00024] Figure 9 shows anot her
exanpl e of a user interface screen for use with the
user authentication system [00025] Figure 10 shows a
flow diagramillustrating an enbodi nent utilizing
target | ocations; [00026] Figure 11 shows a fl ow
[ooeaaﬁr &igyre| ughows AP inent krseguraadata sent by agnessage;
target locations; and [00027] Figure 12 shows a fl ow
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EMBODI MENT(S) [00028] Figure 1 illustrates a user

[00agdhekigwatd showy anhetinet @Rampioobauaer iderfdceasareen fof use with
sed enbadi nents. Al though the enbodi nents

t he di scl
the&%’@b@%’\?’fi@ﬂpnﬁﬁtﬁ"?efer ence to the drawi ngs, it

shoul d be understood that they may include many
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of elements or materials. 100029] As Shown in Figure

target le¢adiongst em 100 general |y includes a user interface
function, shown in this exanple by user interface 110

00328 2Py RETShEPAL RS S g SRl LBt
utiliemgadigetndécationg] anig creating an authentication key in

the formof a user forrmula. Upon initiation of an
t henticatjon session, a user is presented wth an |
10082 Plan iR 12 oW & o Siagiam Jusirghieg ap embndimeRe utilizing
d h }d es the val ues associated with the presented
ed\{/bzr%lrgkr)?dégsjto mat ching variables in the user fornmula
and enters the result. 6 WO 2008/ 051905

PCHEYRL0ER/ (B3I TION OF THE PREFERRED EMBODIMENT(S)

[00028] Figure 1 illustrates a user authentication system 100 incorporating
features of the disclosed embodiments. Although the embodiments are described
with reference to the drawings, it should be understood that they may include
many alternate forms and any suitable size, shape or type of elements or

materials.

[00029] As shown in Figure 1, the system 100 generally includes a user
interface function, shown in this example by user interface 110 and an
authentication control function, shown in this example as controller 115.

[00030] The disclosed embodiments include creating an authentication key in
the form of a user formula. Upon initiation of an authentication session, a user is
presented with an arrangement of variables, each assigned a value. The user
applies the values associated with the presented variables to matching variables

in the user formula and enters the result.



[00031] Explained in nore detail with reference to the

flow chart of Figure 2, a wuser fornula is generated
w@googhdms i n bl ock 310. The user fornula may bRCT/US2007/082088

constructed by a user froma set of variables and

operations. The authentication system 100 may provide

an application to assist the user by providing lists

of variables and operations fromwhich to choose. The

aut henti cati on system 100 al so provjde an

(0083} | Explaimed Hu i lekahwith ralesonaalo é flow ghart of Figure 2, a
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enera e user an store
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systgipl 1Qhmayn Preyide @ncaprlicationig %'%uﬁhﬁeﬁﬁqrc@f ipEpviding lists of
varBBRs QR e rddde fém \K)hkh%%o%%eshﬂ’(@ahfhe@:‘tn@&l‘&ﬁ’g%tem 100

pon initration of an authentication session
mawﬂié.teptowrm aorapplisation thaiseay geacrateex usert torammla automatically

for GG IheuresHMGETOTTHIa Biner ABOBrRAZECHRY I b g stored

by PleCARAEREEAIBNLS) e@ﬁ%@%ﬁﬂh Bi6@k 31gmt ch the vari abl es

In the user fornmula. The user then applies the val ues
assigned to the variables to the user fornmula as shown
[00032]b| Tbr BB remdEsin BEESSS tthe dewisgl serkicss lpmticatiorpiosdunction,

and 38 guanfieAiqtl Se¥ bt el eRSod B, A8 158, 36 386k a20.

Updw Initigdelofaad Sethehiedtiomssseist, e aThﬁrmUahﬁmsyﬁém erésents a
system i ndependently applies the val ues assi gn
user iyéth, apimnaement ofevaiables pgshona I@n*élogléﬁ’:é’ﬁaﬁégh aa$8|gned a
deﬂ%?
VaIl}!:leput hen ?’Egh%ﬁ @A'E‘%iﬁrﬁ‘%g& Wgrb |eersg p Le%llﬁ%%j: eng@eqrranegse m?nt that
maioht thet kzanabieenedtrrees:ebt fmnulahoWhuel nséx mén Hppliemchefvalues

the results t he aut hentjcation syst
assighed oleserpIEnlo U eeidoaPulspas FOITOR KIBPEAR0RY Snters
mat ch, access is denied (bl ock
theéé%lglh% gﬁg‘ghwxs‘&a%xanpl e, a user mght construct

the follow ng user fornula: 3*(2*0+3*T). During an
[00G33]hefhe vatuesnmay dxs mmdoarly @enarajedeand assigned ihthesvariables

andi RV, iR S i Aol e ol caton
sysffgf? Jé gn’eﬂdeﬁtlir dpplieBehavaiies ABsignkd tasthbORRfAbldeto the user
formula and generates an independent result as shown in block 340. The
authentication system compares the independent result with the entered result as
shown in block 345 and if the results match, the authentication system gives the
user access to the service or application (block 350). If the results do not match,

access is denied (block 355).

[00034] As an example, a user might construct the following user formula:
3*(2*Q+3*T). During an authentication session, an arrangement of variables and
values is presented to the user. If the variable Q in the arrangement is assigned
the value 32, and the variable T in the arrangement is assigned the value 9, the
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yields 3*(2*32 + 3*9), or the nunber 273. The user

W@ b@s/osryvers the nunber 273. Because the PCT/US2007/082088
aut henti cati on system generated the arrangenent of
vari abl es and val ues, and has stored the user fornmula,
the authentication system uses the user fornmula to
make the sane calculations. If the results natch t he

user i s aut hent cated. [00035] In addition to
use{ forBHIE Waldsoh %é’@s*r 8rd)des e bumbghavs, Tshﬁst'%f?ﬁ tmeo enters the

nurﬂB E'? V'é*?cl oneztgg‘te{ellr%ﬁérﬁiﬁc‘altﬁ U%Pe‘?ﬁsg?n??at%rthe‘grraf@ment of

I ONn SeSSI on

vanaméSJdﬂd valludls, Biyd hgisastoreel thbuseadomsdal thesawthghiication system
servi ce, plication, or function as described abov

Useﬁwg“’aki%"nﬁoé'?‘ﬂ&% F%H‘adﬂeo@@s%am% &ﬁmtl%ﬂspr Buhey é@sﬁt%g@ﬂ‘?h the
usé/}d,ggué{é%,gﬁ{éaat allow a user to set up a fo_rrrul a,
t he

records formul a for subsequent authentication
sessions, and handles other set up and admnistrative
[00PB6L e ¢35 additivontodbe s Utbemstidation cs‘essmc@emi@edi abeveosystem 100

mag EoVHD SRR TR RReEE R b vart Slans aulfeicalie? s, The
autABh&onCsdsRIn ﬁ%ﬁﬂe@%uaﬁﬂrln@ér@&%?eﬁécégs 1694 u@bk@s servuce

may be presented to a user. exanpl e arrangenent
apglieation.i 1or Ffunetien3 as| deswbﬁcbxahmdee dheangerieistrateo process

gengighy GRS Ee”ip Els FRCHIN B 48805} 59548 oAU Fporas
the e URATSIesWBdeubRE aditphioatsh eeBsiBh8ERhE . hdrfdléd)dther set up
result of applying the user formula. The grid 365 is

andhgatinipistigtive epfosesses susdr @seabacatisin afagrare dutbtdigctories,
ting a
encifafory §ob8Hse, cofrh oA hOM M bt hEREEC T e

val ue 390. As nentioned above, the val ues assigned to
[00e38]h Asr maérltemmaly abbaageasegudnt tofmthd hauthenticygiome dess®n, an

resente user. I n one enbodi nent, each value is
arr R A ROl B B DR RESP TG EB o AR XamAS AfiRBgSment

s SpLARSROe 3 RS ibie] ARGl 300 IALBIEERYR Y,
areafaméntering aarepe mame 380, antlan aceqforantefing aassebrd 375 that,
in accord?éncg 191 the disclosed embodiments, is the result of applying the user
formula. The grid 365 is made up of cells 380, where each cell may be denoted
by a letter or letter combination 385 representing a user formula variable. Each
variable is assigned a value 390. As mentioned above, the values assigned to
each variable may change each time the arrangement is presented to a user. In
one embodiment, each value is produced by a random number generator each

time the arrangement is presented.

[00037] Using the exemplary formula 3*(2*Q+3*T) mentioned above, a user
would examine arrangement 360 and recognize that variable Q is assigned a
value of 69 and variable T is assigned a variable of 49. The user would apply the

formula and enter the result.



value of 69 and variable T is assigned a variabl e of
49. The user would apply the fornmula and enter the
WO 2®8l051908 WO 2008/ 051905 PCT/ US2007/ 082088 [ BPODBYI001/082088

this exanple, each cell includes two conponents, a
variable and a value. Wiile the variable is described

in the context of letters and the value is described

in t he context of nunbers, it should be understood

hat the vari ables and values may be shown as any

Oopaabgﬂn ihig|axample, eaghsell lnfdudewg@ CorpInels A ¥@hiable and a
valld RIS Sahbie 1dARABERTY AL CKARLA Sendss RPN De is

wever, the arrangenen
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| ocations. [00040] The user fornula may include any
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exanpl e, add, subtract, multiply, divide, power, max,
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parenthesis to alter e sequence of operations
10 aal Iyeidt | datvewar, $he taxrangementsoap rraviedanyc abapenand may include
er at or allow a user to performany function

a"ygﬁumﬁsf 9@?‘?'E‘bq’régc"?)tf°rlshe fornmul a that may be

desirable. [00041] Figure 4 shows an exanple of an
[00840) NTHEN el %Tnﬁﬂé efdy hefidehaly MaYherhgtiddl %ﬁ@ﬂi&ﬁnﬁaﬂwé}nahcal

user as part of the adm nistrative process.
opesatarnfat example, gsichcsiddraehy mattinly, ddlvaia,usmww, tmax min, mod,

conf B, S5 Ena ooy B Thude, S4ré R sis, R puEhthe “Blieloe o
opdrationd. a Thei AutRenticatiodssyissdmambg &llsd praadd icostond operators that
formula. In one enbodi nent, the fornula builder could

alloyt 81sgé t@ PegermahuRsher: oprthearariablassofihe fopBHia; as may be
desftu% &hoose fromand assist the user with conpiling a
ormul a unique to that user. [00042] Admi nistration
screen 400 may include an arrangenent of vari ables
[00@4)15] Eiguierel sloaws laeygainle0of meadnﬁmistrammsmwteincwo i may

t hemat i cal nctions 4 and keys, for, . . .
be PRSeNRS! 158 LSRG o8 dt g AL MistAie BTades, b Admipistrative
proééd ﬁﬁ%&r@vm\’ a seP Mt‘h%é’rﬂﬁlsafo%?ss fbPExSMPRY A"UiZards fat may

name a user
walk a user through each step of a user set up process, and a formula builder to
assist a user in setting up a formula. In one embodiment, the formula builder
could provide a user with menus of variables and operators to choose from and

assist the user with compiling a formula unique to that user.

[00042] Administration screen 400 may include an arrangement of variables
405, a numerical keypad 410, keys for mathematical 415 and non mathematical
functions 420, and keys for testing 425 and saving 430 a formula. Administration
screen 400 may also include areas for entering a user name 370 and a user
formula 440. A user may enter a user formula by selecting among the variables

and various operators.



formula 440. A user may enter a user formula by

sel ecting anong the vari ables and various operators.
W©@200802008/ 051905 PCT/ US2007/ 082088 [ 00043] FeET/US2007/082088

exanpl e, a user nmay type a user formula using keyboard

145 (Figure 1). As the user types the fornmula it may

be displayed in user fornula area 440. Alternately, a

user may use a pointing device to position a cursor

over a character, variable, or operator and cli

[00R43k e Fionitexample. g bSer A fing akbger famda dising Hr@yboard 145

(TR LSRR a1 R B i gr o

arehh40)sAlte eandly,nal @setimayl useh@ puitingfdeviod @ pdsitiorbe@eiursor over
constructed as desired. When the user formula is

a charaster; sariable, gé@permyam%@wka@mwebwm OLRRSS an enter key
to @H etc? L}gésge&?’?&téﬁa‘?a&@fj Vﬁﬁ%ﬁlae di° BgH deﬁ‘o [ O‘?ﬂéjf 4&»6!!9?( qns are
ed Wit y

e prov a fac
dlsplayeomstusectforrmm aeai@®@ d'mtmerocpmﬂmuessmtiwne user formula

nas BAgh oS TURERes HESirashc 1 IN6 HsXoRTRUESRITPRTS, the user
may 4 AL i0 1hESHESbynbAUS A5 ARPlISHhe Bpkal ue

roma varirable 1n earrangerrent IS O
fromthe associated variable. The offset function nay
[00B44Ex i one einbadinent, sk use mayye prdvistes with@‘@ucﬂity to aonstruct

x axis offset and refers to y-axi s, of fset
ong, g e, TSR SHAGRIE o FOh SRS LRI ©f HE BPRigrs may include
an ‘o6t fuMetiBRy wherd\tié Fin@rin islassoblated Fatrear varad® in the user
Figure 3, a user would first find and use the val ue

fornaga ane@pplies Jhe ivaieefram anariablg i theearrepgemest itk is offset

frorﬁftpg Uefss@gfé{t%de V/%ﬁ%lﬁlgf n‘\;ﬁ% %?f(s%{ ﬂﬁc\ﬁgﬁ | rﬁﬁy ?e M(;ngggd a3 (Offset

(x, Pt WbBtd Gatdfors geami paxid OFe4bhnd wsefersray aJSﬁaﬁ@y:ffset An
of fset desired so Ionq as the offset points
Re¢H

exe\m'a%u@efpﬁoé@elﬁ thatin¢lides the @éfﬁemun%gn may &@eA+B(Offset (1,
f unc ﬁy‘é’yﬁ@b@?;a?{fﬁ? n'ng&”(z g@g g‘t%n%i& %)?% Hﬁ(\%meruzee&s&gned to

varidets Aednd nwoulldh¢hersfind variableeB, but veodd use tha e/ameairgm variable
mat hema functions

| ement a one,of t non
M wiSBh et e cRORNRISS I abeidlis eheaicatiop se83iomy
the O fset button nay initiate a dialog box that
[0008SJUeAt Sser AT uded afPtHfset RsREHSRS long as the offset points to a

variable present within arrangement 365. In one exemplary implementation a
user enters the offset function by simply typing “(Offset (x, y)” where desired in
the user formula. In another exemplary implementation, one of the non
mathematical functions 420 may include a button labeled “Offset.” Pressing the
Offset button may initiate a dialog box that requests a user to enter the offset
coordinates. Upon entering the coordinates, an offset designation, for example,
(Offset (1, 1) may appear in the user formula displayed in the user formula area
440.
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coordi nates. Upon entering the coordinates, an offset
designation, for exanple, (Ofset (1, 1) may appear

wo pooslas190ser fornul a di splayed in the user forPel/HS20TE82088
440. 10 WD 2008/ 051905 PCT/ US2007/ 082088 [00046] In
anot her derivation of the offset function, a special
offset may be determned, referred to as an I X
function. The I X function utilizes the val ue
associated with a variaple as coordi nates that ﬁl nt

[00p46} hén @nedher @?ﬁ'vq{'@ﬁdobmq offget §4naties, & paggahefiset may be
detgﬂﬁln@ﬁame?redatdjga@r afa¥X Wrelloh O ¥ARE 9( Hﬁ\%"tloﬁq?tmiéé tf\ﬁe\/alue

esignate variable as speci

assogizted Mﬂathta harable msrr&rordhatdéwthaapommgmtfmmpﬁ@aeftm‘anelrportuon
in response to

t,%reSSI gg t he O‘gfset but t on, .
of e RIENIGBENt oBPULKATRE, & HESLEKY W) Peé%%ﬁd“%@'t fermula 2*B
and Pﬂa?wa%ﬁ t lgcﬁia'ﬂ@'ilahé’iﬁ?lgrl@%' te‘émﬂﬁé Et%%k???léf@ﬁaﬁ&‘@omer of

i al fset and t esl
theSanbaegwaem )'BGSV\heA:ﬂetrhpressmg tree (3ffsed bltdorar inam@ams;e to the

365 det h t of the
reqij6sh oo sParGBaER dnE nHEST dPs4 piePRA; B DXTeaisRme other
p;%abﬁ@e d%%lgr@i@ntfseme%&blmét gkd tﬁé"&eﬁgﬁéﬁ’érg ates (4,

of fset location for variable
coordl nat es (5, 3) as designating the offset |ocation
[00047] vSubasheemly, t WaeBodieli weareds (6Sing) thes afearnasmentng6s to

deth g b8 Tl B e De Plormiif. 'ff uBeL it philyedng! Fariabie K

is agbighdd the 1aftie w3 cihdbiehdvddildrtopeidenties edordinates (4, 3) as the
password area 375. r400048] Q her custom operators may

offseh loratiene Prtvariabe . ol Goqrdinaies i(5n3) aspaesigNaiing dhe offset
Ioc%tﬁi(ﬁ’f'ﬁ?%hé’&eﬁ tﬁé”&é&o‘?ﬁ'ac‘teg @eéghéﬁgﬁaﬂrﬁ)cgg%géﬂf?éﬁ?%aégn for

er exa St r n scre
variables@| ettt |usmg dhe vaketatrordinatesqB, Byurhéivser tdratula 2*B yields

one or nore vari abl es The stom
“10§ B GFORG ihen PRATRIS AN 16 ARBOROGK ARG et | Cal
logic (AND, OR  XOR etc.) trigononetric,

[0064d1t | Okh&rabustBhf opkyat8Rs flayOBer Aleafdts thal Héﬁérﬁaeynyp@unctlon
presented with one or nore’scripts that nay be used as

operaligy, ar eonttinatipesefifuneiipnscerseparationst i ons. Scripts may
al so be provided for presenting buttons or nenu

[00049] As another example, administration screen 400 may include a
selection for creating a custom function that operates on one or more variables.
The custom function could include any number of mathematical, logic (AND, OR,
XOR, eftc.) trigonometric, statistical, etc. types of operations. A user may be
presented with one or more scripts that may be used as templates for designing
custom functions. Scripts may also be provided for presenting buttons or menu
items to users for invoking the custom functions and for using the custom

functions in user formulas.

[00050] The ability to create custom functions is advantageous because it
allows a system to be customized for a particular user or a portion of an
enterprise. A purchaser of the system is provided with the ability to further
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itenms to users for invoking the custom functions and
for using the custom functions in user formnulas.

WO 0®8H890sThe ability to create custom functi onBCT/ES2007/082088
advant ageous because it allows a systemto be
custom zed for a particular user or a portion of an
enterprise. A purchaser of the systemis provided with
the ability to further 11 WO 2008/ 051905

PCT/ US2007/ 082088 enhance the security of the system
enhgnce gt seryrity of dhe system 6M§faﬁ@r‘%§é$'§ﬂbf@0t'ﬁ8§ and operators

noBYAihBR! & ﬁo(%w%vxgth%psyétgﬁ{nga%ﬁ%l?eSpurchasers [ 00051]

€ authen I'on SysS I"a greater neasure
of security by providing a funct| on that creates a
[OODén]mITdnevxamhéntmatfcnr sysdtem mef effeed gma&sr measure of security by

pro,v TOkﬁmq’YIgE\u %g:q?ﬁr}aées &lforgylleg\é& i t A%OT kﬁég"to as an

Auf&%kéﬁﬁ' f(JEb%H eA”'&serTH\‘?olé{'éttﬂg%ﬂw%ér‘\m%h&fb W@P&éﬂnple by

user or a user formu user enters |

seléétmg@m? AUtST sREraM aéfiasﬂmguré A90FRE AlneTOKEPFIRETOM prompts

function automatic creates two formulas, referred
thetuses fora Uﬁ%faﬂOFmeleh thadisar eaiess i theryaardormula area 440,
respectlvely Each of the local and renote fornulas

0081 558 AR5 TOR 55 PR AP PR EBL 08 g e

to d8YodafomamaCBAl & ramndle fofUIAY réspebitifenar Eaéh @s the local and
constants and operations may include variables from

remaie foamuéa@em@u@e@fvar@bi%wsn&tm redpeperatioes thet amay be

ranHﬁﬁfl @B%c%ﬁé afﬂ I%Irﬁﬁ ?\Grg&%db n,r?ﬁe 30 9 @é«’h éﬁ Zoﬁ:)«;ratlonm

ess remot

formoiarpl e variaiids)| ménterad\da:rphram ﬁlalyynélbde yanebles from the
exce | ocal formula includes a result

t th . .
arra;mngmté)qawapfec%ﬂ\ait @pf%@nt%ﬂstﬂ f User apd Qresationsy prgviged by
t t a S
thef%ﬁ‘m Ait#gl d(S ds?,a%% he%s?e} or rruql\g 'Jlnt% géelqgmmﬁgo’ggg] t‘?(_Sl'h()f any
connmiemt;eandﬁe:mgth amy abee gebheradly the same ercetti that the local formula

554 S B S sy SULBETY FRSDe S T o ST
NP a ubBr, WileaRB e Lset ﬁb?mh%ﬁledé%eré @s&?ﬂbbrﬁl%la  tself

st or ed at any location designated or selected
[00053] "The remote formula may be stored at any location designated by the
authentication system and the local formula may be stored in a location local to
the user. In one embodiment, the local formula may be stored at any location

designated or selected by the user.

[00054] The local formula may be transportable for use in accessing a device,
service, application, or function, from a different location. For example, the local
formula may be stored so that it is portable, which includes storing the local
formula on any type of transportable media, for example, magnetic, optical,
semiconductor, or other suitable media. The local formula may be stored on, for
example, a floppy disk, compact disk, flash memory card, USB drive, or any
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[ 00054] The local formula may be transportable for use

i n accessing a device, service, application, or
wo vsoseny froma different |ocation. For exanpdEUS100E082088

local forrmula may be stored so that it is portable,

whi ch includes storing the local fornula on any type

of transportable nedia, for exanple, nagnetic,

optical, sem conductor, or other suitable nedia. The

| ocal formula may be st or ed on, for _exanple, flo
SU‘@b&deWSﬁﬁ%?m&ﬂQka”@ acRassinshitteylogal fermuiss(e 2‘&7 P'QUfe 5,
de§§? 2008/ 051905 PCT/ US2007/ 082088 suitabl e

eV|ce or'storing and accessing the local fornula

(e.g. 247 in Figure 5, described below. [00055] In
(00088] efrbodienembodinhent| tealodad forohia magy mot neeeesardy idey stored

be stored be tra ort r frapsmtted, to
but et herranseate b Vansmtsh i iR Boabof Boise) Sane user.

aut henti cati on session for a user who has i npl enent ed

[00856] AWNO ERIfSSticatibHNebs4ion pfd?C aedsenswhe! ha¥simgiBmented an
User requests access to a device, Service,

Autappkér'dt functioor pfogaeds cag fallowsan Toe heseri muueets access to a

deji eanos, nmlGalihor unqin, SR ed RhET Ao LESsERy 5 atiated.

Thet ROsteRs Wrésetts rlhé dé%‘?rwmp%ﬁuéﬁand}émbﬁﬁoi‘ %ﬁhbl@@réﬂﬂ Qhe user

has been stored on transportable nedia, at th
enters tite E&S}Jltt divbispuserr formutehi 4f hei lecal forenula rrmsslpeem @Mred on

rredla coupl e esyste sotha the l.ocal. :
warRgoRaple BB, il i) M 71 8T ibh P c o Os g eppint. the
tran rt@bteh%\édhﬁatsl @Bupkeat ﬁmth@sgrétémt ke tHaASHet 1ddal PloA®tla is
the result variable in the local fornmula, inserts

aCC@ﬁﬁlbLﬁst thgnauinentigatiom g¥stem. Jhevauthaplieationnsystemenserts the
restiERH pRlost kOl \AHEHlen FRAOLATRHRER, 1iiond FSHbS 1fdfn the

for hentrcé¢ation system a

arranyeendret ofavartsblés omo theereat rofrtpenooal muid, i &id esmplites the
the user fornmula in_the renote fornula, as well as

resylf of the focayl femaulpenbh@ aﬂ-’g?ef‘ﬁ]lcﬁt'o'&@fstﬁﬂ?'r@lﬁoewsﬁﬁté values from
the a‘ﬁ%ﬁgbrrf%t%%aﬁ&ﬁi@%%%%@”s%r fornRHR % kh Tnéemotenfgrrinyla, as well

ntication systemconpares the results
as theagsinaittba remete feamla sargfmm;adteadhesssulboftthe remoite Bgrmula.
service, application, or function desired. [00058] If

(00§81 SHE 4,55 Baof $5Liohn 45 FpaleY 1R Aot STPH 5 hech the

user is granted access to the device, service, application, or function desired.

[00058] If for some reason a user’'s user formula is compromised, the user may
invoke the AutoToken™ function again to create new local, remote, and user
formulas without requiring additional support resources, thus securing the

continuation of secure access.

[00059] As another feature, the authentication system generally allows a user
to embed functions within other functions to extend the security of a user formula.
For example, a wuser formula could include A+(AVE(AVE B+C+(AVE
D+E+F))+G+H). A special function may be used to embed dummy characters
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i nvoke the AutoTokenTM function again to create new

| ocal, renpte, and user fornulas w thout requiring
wW@awsosonal support resources, thus securing tPEI/US2007/082088

conti nuati on of secure access. [00059] As anot her

feature, the authentication systemgenerally allows a

user to enbed functions within other functions to

extend the security of a user formula. For exanple, a

user formyl a coul d i ncl ude A+( AVE( AVE B+C+( AVE
WItmEaFyfagipﬁmua baeed aq)”f%n\ﬁm%naéﬂ %g tes%dvaaa!@ﬁbéram the

arrSitEHo 3680 Al fuﬂ@d?Ech@Son%a?Qlagsgo@a’omﬁén. An

n a user fornu ase ue assigned to
exenapltae;bbmrffoonulalmm@theaﬁgteimmio@ﬁfay Bdri s function
coul d be desi gnated as a "Set" function. An exenplary
ing the Set function nay be: (set Z,

148 g
(se ?[ umé?erf BF%'P [00060] In an arrangenment where the
variable Z is assigned the value 5, a user would type

OODBOF I Ve aﬁ Wﬁhg@hﬁrﬂwrﬁ-ﬂé tﬁ@ﬁ/ﬁﬁ&bl@ﬂl %Taélﬁlgﬁélﬁtﬁe' vdlle 5, a user
value of the result of the user formul a. Thus,
r@"ythe result

wouldriee i five wmmyehesastersbeteye pataringihectirshvalug

of 8 et Bt oo Bt FRHper & S ehpBidisTngl 8 tbred a

anWl@UhﬁbNﬁ/ﬁhMﬁﬂh@&%su!@&ﬁa%@ﬂfdrmm@fl abl es of the
arrangenent 365 to designate specific letters within

OOQgeCIfI c words of a secret phrase. For exanple, a user

{1 déeerfi 3iditional serairity fedlvrat apusalstormala would wse values

i S | . j f
assif] & Jdbice 8T BATE R, 380, BRI SHbANE fonrs wini
speciic! wotdgpef & setreh phrasdeskgneample; heiserseay dthmhﬂms that their
SecRloRIBEe ANEE i t'BPy00G e 70 S0 PR EPERE P nginormula of

ABGRO Wﬁ/ed @6h§l‘i‘@ctfﬁ¢nﬂ¥é|r°[1§er Hiﬁhtulaa' ﬂh‘é"\bé’eru&ﬁﬂd ttPpé FoRfthands
the designations. During authentication,

designadingdheiniseate} pbeagsr @@émeeldusefrdorrewarrplos,:samemula arga 440.
assigned the value 31, B is assigned the value 14, C

00G621°S R0 Rk e B e bRl By rons
thaphallese 4 aised=3d ¥@letd the designations. During authentication, an
arrangement may be presented, for example, where A is assigned the value 31,
B is assigned the value 14, C is assigned the value 21, and D is assigned the
value 13. Applying the values of the arrangement to the phrase for A=31 would
yield the third letter of the first word, B=14 yields the first letter of the fourth word,
C=21 yields the second letter of the first word, and D=13 yields the first letter of
the third word. Thus, the user would type in ELHI. Given the arrangement and
the secret nature of the phrase, an attempt at deciphering such a result would

most likely result in failure.

[00063] The authentication system may offer a greater measure of security by
providing a reset function within a user formula. This reset function operates to
reset the variable arrangement presented to the user. For example, as part of an
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yield the third letter of the first word, B=14 yields
the first letter of the fourth word, C=21 yields the
wae@snsiovetter of the first word, and D=13 yi ePCBUS1067/082088

first letter of the third word. Thus, the user would
type in ELH . G ven the arrangenent and the secret
nature of the phrase, an attenpt at deci phering such a
result would nost likely result in failure. [00063]

The  aut henti cati on system a grea

_ may tgffer Ber msa?_.ure )
autgentication; s§sIN, R gsnenty @ ¥anahlas 13% AN him, Figure 3 is
pregﬁﬁtredfﬂf 'IWG% Ysef.N Phé GRRY é)&é%hégr}ggpﬁéﬁ]gzeﬁné@f réﬁ%@izes the

e varlabl e arrangenent presenfed to t
valex afrffiecfirshsapalble offthensedd foD R @RHCSEORSthe first variable. After

onMGHG AGR At VG abiey | BB BShdUGHIN S HCRY Bl 18" ixample, by a
corR@R@Nhethd ﬁséP%Mﬁﬁé-orTBgetVé@gl §XHMhARRd! MPd the values and

arrangenent, recognizes t ue of the first
variadté sableecldngeatbsuciethat theusar & praseatacewihtahoewi argangement.

variable. After .enterin he first variabl,e, the
The' et Sorlindisch vuBacfPyRedomu, SRl i 4AlS of the next
var®ETBAdtH fbRBuldS $lom OthBUhawolarRihgei9 aweeA B user has
and the values and variables are changed such that

recogrized @l the yaleesmostpuied ang ertared then trawiinef. theTuger formula,

the {BEE e anI Eoe SALLUEY henoxt. variable in the
formula fromthe new arrangenent. Wen the user has

[00084]00ANZBGNbIE df Brusstlivdsula eemathedessadfuaotian athyt e
result of the user fornula, the user is granted

cess as_desired. [00064] An exanple of a user
All gﬁﬁ’fﬂ%ﬁﬂﬁi ng the reset function may be: Al Bj)
<reset> C where the value associated wth variable A

whére RNGAIRNs88cittdd wilhe viAhbIR A %S%%héét%ﬂavéd iR tﬁé‘]?value

a
vari abl e arrangenent is reset and the concatenation 0
asspciatet withi B, thencariablmagdngemient fseraselvandithe aghcatenation of A

variabl e .C. 0085] It shoul d .be underst ood that the
an @é%?o@‘iﬂ?‘é??%a vwﬁyal'ﬁenqu]gg e%f Vaé'ﬁ‘g% Fe in the user
formula and may be inserted in one or nore places in
[00066 HSsholilar byl anddisdesiedt thenakken fumotiore neay | beatieserted
b){1 various nethods, for ] ) i
anywhere in the user formula and may be inserted in one or more places in the
user formula. The reset function may be activated by various methods, for
example, as a response to pressing a particular key, or automatically after a

value has been entered.

[00066] Referring to the administration screen in Figure 4, the reset function
may be presented to a user as part of a formula builder, or “wizard” that provides

a user with a step by step process for inserting the reset function.

[00067] As mentioned above, the reset function operates to reset the variable
arrangement presented to a user. This may take the form of regenerating new
values for the variables in the arrangement, changing the location of the
variables or a combination of both. The reset function may generate the new
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exanpl e, as a response to pressing a particular key,
or automatically after a value has been entered.

WO 0@8@BIv0Ref erring to the adm nistrati on screePCT/HS2007/082088
Figure 4, the reset function mnmay be presented to a
user as part of a forrmula builder, or "w zard" that
provides a user with a step by step process for
inserting the reset function. [00067] As mentioned

above, the reset function operates to reset the
arr@ﬁ@?@snb Usifig #hdeimue Hetsienbased o auseed wmeﬁe@f variable

rovide awe& L?%@ﬁéné?ﬁ@@@fn%lé%ll&ﬁ)‘vor\ﬁﬂ%gr%ﬁ%ﬁ%ggé The yariable

rrangenent angl n

seech mayer & alariabledrom the n‘ana&a&émmng‘en@iﬂpreé’é}ﬁ 10) eﬁ@hser.
function may generate the new 15 WO 2008/ 051905
arran t usmgiBaformJIathat IS

P U 07/ 082088 .
OOQ%fsd 55 thes gpet (MpRIooToy lasAReiaNseerd (e 8y sacCuityrto the
pre@Hhth@léc%efooérWBbaln%HtEdqforoé)ﬁ‘?ﬁﬁl?r th Qr 8r°ked jronment, if

varia seed be a varia romt vari a
commtmut@tmenbetmeeseatdesmweomseter @r&ﬂ%@@wéhu&smteimpted data

abqu” Fire v biscATROSRMERT sRan R Rract o Oisxagbifypae might
anérﬂpta (eriwnheﬂsce@mwﬁrf@n&envef thé€ VERHBIC 34y (f@ﬁ%{\he%m the

a des tOp conputer and a server 1Is |ntercepte
integpeptedtdatay arhearsset amcalngecmfatermtp tesetitter variale a}F[angement

| f.ul |
oo§F TGl SSiemalntamBribne nd o ATERS (o RBEVE b titriable
arréitgemerithBy F@t‘é@derftmgcéérﬂﬁwL@ﬁh%ﬁ@h@sareorefn@%?éd fUdBless because a

vari abl e arrangenent | ocal |l ty wi t hout external
new oMafiaRle agr@ngement, isefganeratedo ansk ithere hie wer icammmunication

os PRI e Plad Pl O RRUENEOREERES, 00 e

is generated and there is no conmuni cati on associated
(00069 Hederiagedgaim td Hegurewl vaystedl m@mangermdesktop computer

Ref nto Fi e stem 100_nay
thal rgheieh i i T dnd aehilie ! o Eaniiaet dds radp clude
O B D 130 o e RnERHca BF) o Bra oo
memong l 2fn argbmiaycarsa@ inchacd aysto egeadevioayl 3l feo staririguidéorenation,

datr:?t ogn%geprgeya{nese 13 orfxt%llert qﬂ’:ngnl nfé)'rscr)m gnc(l)ude an interface for
communicating with other devices. User interface 110 may include a display
device 140 for presenting information to a user and one or more input devices
145, for example, a keyboard and a pointing device, for inputting information,

queries, responses, and commands.

[00070] Processor 120 may provide authentication services under control of
authentication program 135, and upon authentication, may allow an
authenticated user to access or utilize service 150. In this embodiment, service
150 may be a local service, that is, may reside within desktop computer 100.
Service 150 may be any device, service, application, or function to which
processor 120 or a user of system 100 may require access. For example,
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data, and prograns. Controller 115 may al so include an
interface for comunicating with other devices. User
WO piogiosee 110 may i nclude a display device 1BOI/i82007/082088
presenting information to a user and one or nore input
devices 145, for exanple, a keyboard and a pointing
device, for inputting information, queries,
responses, and commands. [00070] Processor 120 may
rovide aut hentication servjices under control of
setlpendAp;

[#endrbi B12Yi B8R Er@@‘iaaﬁfqpﬁ,smgnéyﬁtﬁﬁh ﬁu?q’@ﬁt—'ﬁaéiﬁf‘?bﬁ?“’ice, a
contBit aéﬂ\@f%ggwli%gtfah%g\g%%g,eg fﬂés?}ystém agcess or utilize

service odi nent’,” sefvice 150 may be a
| ocal service, that is, nmay reside wthin desktop
[006@tputlethd GOurseSefr oparatian® anesereap@jtedetito @ccess veodce 150

oG PRk 495 bR i Bles B SeBRTcdfi Gosfon s

dedhin¥® 386%¢ G888k riind hﬁ%@@?dsfé%Z%S%n?iw, Vh&S perhisBion, or is
be a data processing system a conputational ‘service,

generatiyprallomtedd 40 | acaegsseenviase,158. ddf ahbasser provides the proper

oref¥ BB 5 she Prorer Adhubdfid Bl hgoReq BliRHRIRE BRer formuia
as 868driveld Rdreihl 2onfromdr i1 glowslacddysttbaePiicén 50.
aut henti cati on session as descri bed above to

determine if the user is el ig{igb_l e, has perm ssion, or
[00P42] gé&istralg Yusiratenemotherarabadimeant shewniasoa distribyfed system

. . g r
S0 S BhEX el 08 pREASE, e BEBARRL Tchon HHEhudagdd etwor o
locdloareal reetwatk drs genbedllyhiaciades acosdrrintdrizicel210, al tomgoller 215,
ccess to service 150, [00072] Figure 5 il]lustrates
and, AR @RBHCRRSLAY RERIcesRRRRORBeGediy R io0MrBENisFEQRSetITK 225.
0 e I i L
s/ FASRCEN TP oy S PArER 1564 S0y, 8018 g anc
controdleudds andussviceriafr rmcgerlrally serootet froml eomdting davide 230.

Lol Sl RUicRL 23! a5 iichiygs Gives o oot drogessarg 236 for
excdaiRg @Ikég/rahfs P4 5tcRbd dn #SRra§e WaVick 915 e@b@@rugﬁgtogé%&e 230

control l'er 215 and service 220 are general | '
may radsa insiysie AN exdeniat gepByabla stoaage clepicei 24y frevstogng3nlocal
forrai. ! 'ﬂfsle\"qr?teﬂﬂ(%e B1 dTPr{aey ek esglo&%p%?ﬁdé\%e 250 for presenting

information to a user and one or more input devices 255, for example, a

keyboard and a pointing device, for inputting information, queries, responses,

and commands.

[00073] Controller 215 may operate as an authentication server and may
include one or more processors 260 and a storage facility 265 for storing
programs that control the authentication processes and sessions. As an
authentication server, controller 215 may operate to authenticate computing
device 230 or a user of computing device 230. Upon authentication, controller
215 operates to provide service 220 to computing device 230 or to allow
computing device 230 to access service 220. Controller 215 also operates to
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executing prograns 240 stored on a storage device 245.
Conputi ng device 230 nmay al so include an external,
WO 2008031902 St orage device 247 for storing a | oREl/US2007/082088
formula. User interface 210 may include a display
device 250 for presenting information to a user and
one or nore input devices 255, for exanple, a
keyboard and a pointing device, for inputting
i nformation, queries, responses and co

diregigraftg apKHig ePmeenents QfesyskiB ?&OeuvageraWe conotlrol of instructions

or BHOCIER, ORI hr e, PRI, PO e i e, provide

stomgmgcapacnwan campuiing degicaueB@ wittiatstorager et @65ands an

essi ons. an authentication server, controller 215
aut Qt"iﬂi@lnat%erﬁf aGPﬂ@ﬁ‘? fcatl® cHRYuARsH teqdQi @sthergicgte qother
dev
cotfBfind| JEREBRY 27 (o1 pPS i, Hper] diARbaRg Povide other

coroputng da‘gceiseQVBe .2305,pwith @acabsdio sewigeu2(gnddoiotier28fvices
27(30 % ess service 220. Controller 215 also operates to

7 008/ 051905 PCT/ US2007/082088 direct traffic

anong conponents of system 200 under the control of

[000‘7‘&} r Ye i @ﬁnbo‘é!‘im@l'fno9)?@’95’@#?5I PaelonthoIThe atferitRatibh bYocesses
. Controller may al so provide storage capacity

ancf sessmm) maynge dhsmb,@tegwn@ng mtcvragecﬂ%@ P4giand stopag: facility

265> ERMr o K ARG BitoesSE0 b8 4o¥si iU Bl be, periormed

by proce%gérs 206! andP280 abltjbleﬁémmtcbfqb\'ogmrﬁyls@@re@t iRestorage device
uting devices 275, ... 275n with access to service

2452@0(’éma%faﬁ'lmé26§efaﬁp@é§velwo ... 270n. [00074] In
thi s enbodi nent, prograns that control the

[OOg’i"She@e'nﬁ@é 1530 &KL ? 5@/ a@@ﬂ?@?ﬁﬁg 38%( tBewhlch computing

but ed anong s torag
devVicGrc280 by a US85 of E’omputmg deﬁlncemscnmialyeequmacoess For example,

proc es an%ses ons $ erforned b%tgg{ ssors
Sergsg Y %%erPSP f‘gp Fhms? SO0 Igal service, a
r t | y
corf%rgpoﬂt@?gﬁ%&ﬁﬁbég@t?%%ﬁV?Elgé%sftéﬁl td, esgﬁ/;i_/’ee 220 may reside
withip ptarepittingn devicee P80 c sontoNdi Ems,conpnay ngside anywhere within

system 200 or in combination with any component of system 200.

[00076] Communications network 225 may include any link or network suitable
for communication, for example, the Internet, the Public Switched Telephone
Network (PSTN), a wireless network, a wired network, a virtual private network
(VPN) etc. Communication may be executed using any suitable protocol,
including X.25, ATM, TCP/IP, etc.

[00077] In the course of operations a user may attempt to access service 220.
Controller 215 monitors or is notified of the attempted access. For example,
controller 215 may monitor and intercept all attempts to access service 220
under control of programs stored in storage facility 265. As another example,
service 220 may automatically route all access attempts to controller 215 for
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device 230 or a user of conputing device 230 nmay

requi re access. For exanple, service 220 nay be a
WQ@l2008/0p190T essi ng system a conput ati onal servi BE/US2007/082088

content delivery service, a data base, a file system

etc. Service 220 may reside wthin conputing device

230, controller 215, or may reside anywhere within

system 200 or in conbination with any conponent of

prqséﬁgélﬁgezoo he%%ﬁ%blgoép 5 °§fu¢§§§,|c§ﬁ¥r$@$r 215 to Cofitrol access

nga&e the Internet, the Public
g/?\: tch@e h? ({)gée'rﬁégtv\or d(PSTN) a wirel ess

network, a W|red network, a virtual private network
[00QYBN) Cemtr.olta)mfﬁnﬁnﬁmte&mnmwhbetiwtknusessiusitngddagmine if the
sui t abl ot ocol i ncludi ng X. 25, ATM, TCP/IP, etc
UsqiBEPIIOR nhEh BLRIRSIN g SRR 2IAWEH P Fhepey Sbiige 220
CohRolRFC2$S5 ér%ﬁ/iﬂe%ec&%gutm%\f & 1230 Shfh dam teﬁfos c8mrh&nds to
notified of the attenpted access. For exanple,

dlsplemamanr@mganenmiwamhxleawn displaynt e asgtpramipt at userpdo provide

serv der caont.rol , of prograns
thefasPlicST e EiptSEFaR, | iR aBBUAS delio BRI the resutt to
corfiRle} 2¢5.22§bnmleﬂ239@éd EambVitdsoalvesi M lising &8s Biser formula and
attenpts to controller 215 tor 18 WO 2008/ 051905

valpesTirosptig7auenoeBenppbradabias. IAe eemeyeduestibiand the result

corfSi ATy ortiBP2 S8 MARh! il b5 GABNE A BEE RS Senlch 220,

Controller 215 initiates an authenticati on session to

[00dRYET M Misisi émbbeimarteivhen &l ugdrbhas ihpRnpeitati st tutoPoken™
is generally allowed to access service 220.

fungiinnt ras descizes! @beveddie cloppuiermyplaciiayebe goigd Wy gxternal,
rengd“v% ISE@@S%Q&HCQ &’}aytomré‘{ér?é“%%"ﬂ% |8§]agVPc{rhgh’é,eﬁncnud|ng

pr onp user- to provi
insérginglthe oésuihef tikeuséroionmbuia inThlece @inhé iregultiexiatsle in the local

conveys t he result to controller Zé %ntroll r 215
forrguia, o'%ﬁﬂ‘r‘mﬂ ¥3lugs fgam) the airapgemente variahlas into 8 rest of the
f V]
loc3biiSlal éﬁ&“cbﬁﬁa angattﬁﬁggﬁﬂf of{he IBEéﬂghﬁgrabrilwﬁx%eperf?rmed by

conveyed resu e result conpute ontr ol
a chdrg pragecdm raaningobdh eonfdBingl devise ﬂS@es@peoatm'svoméhe remote

forq%@g, érpélﬂg gégbﬁer;ﬂtgg@%ﬁmm Wﬁe érrangement oF R/aHS‘Sues into the

user formula in the remote formula, as well as the rest of the remote formula, and
computing the resuit of the remote formula may be performed by a server

program on controlier 215.

[00080] Figure 6 illustrates another embodiment shown as a distributed system
600 for electronic business transactions or e-commerce. System 600 may be
Internet based and may use the World Wide Web as a common communication
medium. System 600 generally provides all the features of the previously
described embodiments and includes a number of users 610y ... 610, a
controller 620, and a number of applications or services 650y ... 650,. Users
610; ... 610, services 650¢ ... 650, and controller 620 generally represent
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function as described above, the local fornmula may be

stored on external, renovable storage device 247.
wa@p@sasivohs on the |local formula, including i|iPGEUS1007082088

the result of the user fornula in place of the result

variable in the local fornula, inserting values from

the arrangenent of variables into the rest of the

| ocal fornula, and conmputing the result of the |ocal

formul a may be performed by a client program runni dg
mdsa%%*piu@mﬁwé@r example, %g}e&ﬁlﬁﬂﬁ'eéntha’feafﬁe@ﬁﬁf@de by the

Intéarﬂ!é%bé Pd?%)#é%\ﬂarl i §r6t1|0ng \éa}pg?ﬁa leiau?lg, accessing the

rrangement es I ser or mu

sewvieast@ faynbé ssonasuting He‘ase$ tezcessing athet swrvicesudreler program
onmputing the result of the renmpte

Cogt?ﬁ'% Z’hﬁ%}‘q%&ﬁ@r’ﬁov%a &P a- $dPv BRaY PR GrfgnteRCCESS one or
mo?@@ﬁ J?é Esrvu?%éescﬁ 000884 Eh@%r@orﬁaduubk %%bf@ﬁeg%%%t&ﬁ{tm: such

own as a distributed syste
acc@secthrcmgl‘r: abtheintiegtort. r aTmmaopenaltmsomf ServoeEEas. . S@S(Dnem turn

W W i R T
Otr%@'ﬁfsﬂé% ﬁﬁd@ﬁén@édrg%ﬁé@tﬁee%é’rrse%Rﬁc ngﬁeﬂ%rt 'éﬁbswntroller

descri bed enbodi nent i ncl udes a nunber of user
opsalr are ad®mondemplaed.ol Controlier 620d meaynumdlede ofne or more

or BRI S05 5o it SRl o 6 iR anc

acc@8BabadnyicesB5035eNte5019 O¥AtANIRB/6PD1Srates to authenticate users
PCT/ US2007/ 082088 in ependent entities, for exanple

61Gusi ek, eand t e Hrovidat Ong eolc ANPREC tSeViess 601 |nt QhettO an

o PP s 6500450, 843 Bt iy st whih

usecoO 0L i. n@10ﬁma§ﬁ ﬁm@e@@esg maadmgrey b@ﬂﬁn@kﬁé&far@a@ﬂémn For
control. In one e di ment, users 610, ... 61 may

exq@a@)ease@@et%fié% es§50n @@y Inclislecmerchansise pwqiwr@@ystems
data'p roéég?n ré% Jnc? ut%ﬁ ﬁglos et E3nie t‘"d%ﬂv%’i’ll s6WRBs for

ess th oug adt |ca I on. e O erators

delwenng texd, @hdio or vvcf’&EO@ta: n ailmarhc:pa;mgpa«y canireercial teansactions
controller o er or for the access and aut hentication

oveg gATWREK, s Bd@’i eH&ls arrangenents anong the

users, service operators and controller operator are

[0088 F]0 F?P@%ﬂ@ﬁi 806 dond R therel @ser8 4 0TRY, 105! HEE r8Bfn&l access
servnilc)és(,e 6501 ... 650,. Controller 620 monitors or is notified of the attempted
access. For example, controller 620 may monitor and intercept all attempts to
access any of services 650, ... 650,. In another example, services 6501 ... 650,
may automatically route all access attempts to controller 620 for processing or

otherwise notify controller 620 of an attempted access.

[00082] In response, controller 620 initiates an authentication session with
each user 610 to determine if the particular user is eligible, has permission, or is
generally allowed to access the one or more services 6504 ... 650,. If the user
610 provides the proper credentials, that is, the proper result of the user formula
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processors 425 for executing prograns 630 that control
user authentication and access to services 650,
WG 3®8/05@ont rol | er 620 operates to aut henti cat ePCHESR07/082088

610, ... 61 On, and to provide one or nore services

650, ... 6500 to an authenticated user. The services
650, ... 6500 may include any service to which wusers
610, ... 6100 may require access including e- connerce

transactions, For | e, services 650, may
as jqqscrjbed n’%‘?@ﬁbn@ﬁ@@"ﬁﬁ@@aﬁ"ﬁ&%%@% to tﬁﬁt@es"ed service or
serg{cggesy ng systens, conputational services, content
Ivery services for delivering text, audi o or
vi deo, etc., all participating in comerci al
OOOBahsdmtarmhber emdodanest, vaordser G1dh ey atterripmneramie.ss one or

mo 00081 yStaQ%Be erg%r&gpgééo%semce lg%@nted on glo%% time
ba@ntﬁcﬂ%thﬂer@%@) Eor%ﬂf%soroécﬂw%h?%éﬁdo@ tﬁ’é attt@%&t?r% aecess. In

t enpt ed access. For exan'p e, control
respomse mondnotlet 62@ irskates anl aLahemqat@ntaessmwm thenysasf610. An
anat her

acrBistatSr, whiclhmaye 3 Tastal BAAN HeGoE Girvexs Belist F6rmula to

the@lde? BADSNALISCERIY Walid 6r £3MglO UsOr TBRSEIB 19 enters the result of
ot herwi se notify controll er 620 of an attenpted

theaiaedime P@@OMPUI&] andgpgeneralioaliowsd do ag2ess the iomeegr more

ent t| on session with each user 610 to
se@@ggﬁ%a 't he particular user is eligible, has
perm ssi on, is generally allowed to access the one

[00084)NDF&yLte ﬂV'smcms a5ystem .70860@t utifizdshan @Srﬁiodnﬁéﬁt for securing
provi des the proper credentials, that is, the

datR el S PRrk Ol (EBEAge R PHAMBIE. Ry 0Bl dhesystem 700 includes
a ni%%&?@%ﬁ%?%% %h%? éﬂs. reﬁguﬁfﬂn‘?bﬁtloﬁggét{?ﬁtﬁb &€Bosed

ess to t ervice or
herp@@%@]cipiantaﬁtﬁ hed apbodiuracdtjons mstworlﬁl(Bomyhatdrigh‘ramr 705
0 _acce e 0 nore services 650,

ang, Jegveniio o7 elng ORE OrgMaie ear%?sao@nem?mfgy aﬁgipgs and
pro§Rits Ofd eSudpdtt i meb&ddd | ®ahSEr aghd VShfﬁeﬁﬂE‘éﬁdﬂ Soéehﬁtlons as

attenpted access. In " response, controlle
dis¢losed. all be crigiraloh&0dicoastrueissk sxssaged tom etxlampje@rn @mail, that

mclAg%? g?ag% nh%igh@h%ér X?’Qé é(yist?%%/ ﬁ;ﬁlsgcy Y 8fncﬂrd|38ram of such a

message 810 is shown in Figure 8. The data 820 may be included as part of the
message or as a file attached to the message. The authentication system 710
includes a wrapper 825 with the message 810 and data 820 that will initiate an
authentication session and prevent access to the data 820 unless the recipient
715 produces the proper credentials. The message is then conveyed to the

recipient 715, for example, using a standard email protocol.

[00085] Upon receipt, the recipient 715 attempts to open the message. The
wrapper initiates an authentication session, displaying an arrangement as shown
in Figure 3. A return receipt to the originator is also generated which causes the

same authentication session to be initiated for the originator 705.
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the user 610 that is only valid for a single use. The
user 610 enters the result of the one time user
wo o00sb@0and i s generally allowed to access t hBCDHE2007/082088

nore services 650, ... 650n. [00084] Figure 7 shows a

system 700 that utilizes an enbodi nent for securing

data sent as part of a nessage, for exanple, by enuil

The system 700 includes a nessage originator 705 that
|izes the authentication system 710 di scl osed

Ooﬁéﬁbl A hea originaiere 057 SStRAUN@S clHANTRSUWAI othe QEigiRstRrs user
forrﬁBFahahﬁethQF\'c%d?/%&grthéeor%y@r}ge@ﬁc}e‘&'iﬁn § 73 711§ gé‘ﬁér‘éﬂf tAtSugh a

roces I CéeS 'a

metheepdifferem $ioag thd oag sited tasdneey hmmessag@npreeaplemm$nters
di scl osed. The ori gi nator 705 construct

the?fé§§'&@@ figor@echnhe IV ARPERERD  allos: acGess| tgdgga%@ 820ne0nce
theg%é(t:tﬁ' 1dat8ed YRe V%Litﬁ@ﬁtréa‘?loﬁe§é§s“i’or?:{%n@spcgggﬁ,ﬂgﬁérﬁrpfag%'npt is

a nessage shown 1 n Figure he dat a
maday tdeoperc! tmaednassepgﬂt aabtrtehle autmesrmagaomrbegma fniithe a new

TR Lt B SOCRRL D
varddied bl Y\écidlrésn'tﬁé %r@;:r?&ﬁor ai‘ﬁsh%‘tédé?ﬁ cRfitel e ‘?@Qults of

prevent access to the data 820 unl ess the reci pient
apmmag the drgeateteuperdpenula. eﬂbenemnes if thtgecipenhgdSiadtempts to

ons i TR 16, o GREL B oSaeilo SHEIRYCYg grovens

restilf®f tRE I U¥erTbrnidia iBtAEBHdericheraBR {ohepsmInadtessHR and the
wrapper _initiates an authenticati on session,

originaipr 205 mpyabe aetitedienent as shown in Figure 3. A
return receipt to the originator is also generated

[0o¥8r e ARBHRE ShbFRATRY i BFAbGEALLERREDRER 4 DsfEis shown
in H?Q‘IJl'v‘éJSZOO%I &&ﬂ&&ed[@!&ﬁ&ﬁ]as‘l' iparioot ghaatuthert@ation session, an
determ nes the result of the Ol‘lgll nator's _yser

arangemery Avariahles WPy SeREsPREF 1o & USqrhel hesgirpnasipent 900
may/ 1|ﬁe:lu8@n@é‘u"ﬁ‘éﬂﬂlé‘s.té“fd"%ﬂi ?’nulﬂBItehQQL}.%Lsf b5 et eEEH”&éIP%ZO As
€ nessage.

used to conve recli |ent enter

mentionade sabdlove artble va‘nahbesemd vahmsv\mq;pemc!edé aihy ca,ushanumeric
ess to the Once the data is closed the

Chag%ﬁ%ﬁ%ﬁtr 0N B §£’3§8§%@Hag?- Each tinme an attenpt is

[00088] In this embodiment, the cells 920 are each denoted by a variable 910
with a value 915 in each corner of each cell. It should be understood that there
may be any number of variables 910 and values 915 in any location in each cell.
For example, each cell may have a geometric shape such as a rectangle, and
the values may be located in corners of each cell. As another example, each cell
may have a circular shape and the location of values in each cell may be

specified in degrees.

[00089] Generally, the value to be assigned to a variable as part of the
authentication process may have a specific location in the cell called a target
location. The cell in Figure 9 with the variable H may be used as an example. If
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made to open the nessage, another authentication
begins with a new arrangenent. Thus, the arrangenent
W0 p@BUOS®8S new val ues assigned to the vari abl eBCEOS2007/082088
requires the originator 705 to again determ ne the
results of applying the originator's user fornula.
Therefore, if the recipient 715 attenpts to open the
nessage again, or forwards the nessage to another t he
evious result of the user fornmula is no |ong
thedaéqeamatlo@ f@béh'stth@ URP8E ledehandicemer, t&e.\@%t%be Ag§igned to
8y be notified. [00087] Another enbodi nent of the
arrangenent presented to a user is shown in Figure 9.
As mentioned above, as part of the authentication

[00686Fi dm,ararexearpianygemiodiroénty aas qﬂalrlesf 306 uwer bet up process
I nt ed to, a user. The arr ement i ncl
QoA PR aTEYIcoSl: dh HSRL A PEAE JI8 B2 rrelalesd doiqs & profite.
Thé’%@er fué"%ﬁé¥ W&’d@*ﬂ%ﬁnaﬁﬂ? aﬁéﬁt #Rl 88eandr éi‘éMBPe Hame,
i nclude any al phanuneric aracter, or any mark
corggetbiofgrmationpagpek 1§@0088letd.n TiHe prcédﬂamawbetsto:teldem controller

o 20 B S ASTRLS Pl Bri SPbBr Sl B (o
é’rngﬁ{/ %I?é%daéé‘r@bnhféefo%an@ﬁy R asyr kbmerméxf alsar in@ﬁld%sone or

and val ues in ané ocation in each cell.
moaé&rpete loc@él@nso‘@r |thengarla les i theousers @SShé(meldacthe target

oo R0 ot Kt AP Sl TR S B oo

“uppeﬁ ldﬂC merers rpeoadsyre8e.” | Aegtother Micatish U cifitaBds echnique
speci fied in degrees. [00089] Cenerally,
maYIl‘-Pé Hﬁ&ldue to be assigned to a variable as part of the

authentlcatlon process may have a specific location in

00§37} ! by A AEAS! iyl 853 ol e b0 par
of ﬂmvmaommﬂagosmeamm@?/mzmpme mmrgédwmula for the
em%%@at I ghggfrn |5IS| @HE@QStrﬁBQ ﬁresbéfllt_rggggbfv%%g;qL is a target that

m g%hgeﬂ’lﬁme”ﬁ%e e dét cBIndrNtst tHE RelSBAt #Rludes B, and
LL is a target location that designates using a value in the lower left corner of the
cell that includes C. Any other designation may be used to specify a target

location within a cell.

[00092] Upon initiation of an authentication session, the authentication system
100 presents a user with an arrangement of variables as shown in Figure 9.
Each cell may have a variable and a number of values. The user recognizes the
variables presented in the arrangement that match the variables in the user
formula. The user may also understand that each variable has a target location
where the value to be assigned to the variable is located. The user recognizes
each variable, assigns the value in the target location specified for that variable
to the variable, performs the operations of the user formula and enters the result.
The authentication system independently assigns the value in the target location
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descri bed previously, a user may provide information,
referred to as a profile. The user profile may

WO p@BOsI®03 nf or mat i on about the user, for exanpP&l/Us2007/082088
name, contact information, work |ocation, etc. The
profile may be stored in controller 215 (Figure 5),
| ocal conputing device 230 (Figure 5) storage facility
265 (Figure 5) or any other appropriate |ocation. The

user rofile ma%éal so include one or nore target
Spqctfl?&’t 06 iatr@riableeto, e wgiable pRdinesfar@s the qp§é@t'0”5 of the user

forrﬁg{aﬁl ggc%n %ﬁ% eﬁl R ?Jenh GBlsARS Wa&@%ﬁ@@‘ofnl ucé{ﬂ compares

oca fon Wthin ea

the"ingependert tresylt nath, theajser%t@h@@r @38t "andny tiod h@gults match the
| ocati on specification technigq may be used. {
authentigadipResystam aivaseine, UT’QfeaQQ%SQéP th%é&f‘(‘@ﬁhgf IR "E@'O” 'f the

resél%&b 'o?ﬁ\a‘"i‘éh pﬂc@s o gbhgquser fornula. For exanple,

an exe user ornul a for the enbodiment shown in

Fi gure 9 may be B(UL)+C(LL), where UL is a target that
[000e3] gﬁiaguss ‘LOsishgwa & dlave diagrahenhuppahng efrnt eodradimenf utilizing

the cel.l that includes B, an | ocation, .
targatcioCains, Hred” B e ey o Rdle I BIqtindbOs o 55 piie is
gertrateleas Gééénﬁé@ﬁ&bb&@' wd@seGorMi¥a R §ERerdts HBIcRMO010 and

may be used to specify a target location wthin a
memerized [aodmmqewpd@ioekﬁ pilat iAmshowain blackertalcam iagthentication

sSession th | on em 100 re ts a
SesgiogyIs i} "ﬁte n 'BL@%ﬁbiﬁéﬁ heo?“ ?'%WO&%‘-‘& ﬁﬁpf%e‘”ts a user
witHafWreargem&RCHf ¢@ldblevundategat aaliciy. e Imilbck NOBDekhe user

of values. The user recogni zes the variables

recc_pﬁmé%swtfwvarmablﬁ& pagseIrgd i ibe aRangeert thatematah Hiel wariables
8 SOF R, B, PRSARE y U BE Sl for

varidbleu® the sizdsi dnddodio108% tN@m'sabbetermnhematredultTiﬁehe user
user recognlzes each vari abl e, igns the value in

formyla pRd geftarg et oiesufieci i BPko r1 Oﬁﬁath, aﬁutaemcaﬂpa system
md%ﬂé%d\éf\fl{/ %@g%nsgﬁéf\%rl % id e %ﬁéﬁﬁdﬁgﬂgﬂ ﬁﬁ)eehf?@d%?rthat variable

a2l dnd enters the Tesu nt1 cat
to tbgszaeablendleqb@eadfenhsﬁhamegaaommef e ueei fortriuda targgeerate an

ocC 0 05 PCT/ US 007/ 0820
indegRaent dasib, | ThhlOqkar DB et GUMRITGRNO M SaIEM ccompares. the
inddiRindehfFed e wAPE tRt ILBBP PherellerdiRM and if the results match, the
authentication system gives the user access to the service or application as
shown in block 1050. If the results do not match, access is denied as shown in

block 1055.

[00094] Figure 11 shows a flow diagram illustrating an embodiment utilizing
target locations as part of the user formula. In block 1110 a user formula is
generated with target locations. In block 1115 the user formula is memorized
and stored. An authentication session is initiated as shown in block 1120. In
block 1125 the authentication system 100 presents a user with an arrangement
of variables and target locations. The user recognizes the variables presented in
the arrangement that match the variables in the user formula and assigns the

24



fornmula to generate an independent result. The

aut hentication system conpares the independent result
wawaok/ostees user entered result and if the resul PGI/I820011082088

the authentication systemgives the user access to

the service or application. If the results do not

mat ch, access is denied. [00093] Figure 10 shows a

flow diagramillustrating an enbodi nent utilizing

target locatjons stored in the user profile. In bloc

valijeos e [get loation épe@ﬂeg dofeihit war 2B o<t aeabiapBs Shown in
blo@k 113D f rBTb’é 1185 Qﬁé‘%@tﬁ@@&i@éﬁﬁ‘?ﬁ%&@ﬁg am’ﬂéj user formula and

norize stored in 'n" b
entéfEZGhain resulhentn dadclon 149edise aruthenticativhatgstem nndéparidently
025 t he authentication system sents
aswq%t%v%wamd%&f@%f Cakion ceedioa R oA teariabis:  thenyariable

and HePoARk ti’l@?’Q BRoHS & thEEGQINARRI4 RS el @Rl Sﬁ independent
WP i A g5 fieR

esent ed e arrangenent at matc e varia
resulh tiihe aiﬁbentiaahmnlsaysmm casgiages thehimdepbodentrestk with the user

et e sl 25 shNaoR osk i s 16 e el inatar dn dudel 150 the
autﬁénﬁéﬁloHSWsterfw()@VBé I8 NFLePHRESs th3he rs%?%ké or! BpPlcasbn. As

040 the autheniication system independently aSSI gns
shawreinkalbole 1185 tihthe rasylis dbmmainhs@mmsfsuseden@d t hat
variable to the variable and perforns the operations

o0plst Petifing G135t BEREIA SePhast R 401s shown as a
rectogRairegrid, ihe andegendanimdyedalé aMyt Bhade angemagninele® any

result and if the results match, the authentication
nungkyer ehpefis 85 lagationser The celis within mee aeiapgemest may also have
anyanH cat| on as shown in block 1050. If the results do

not 'mat ch, access is denied as shown in block 1055.

[00094] Figure 11 shows a flow diagramillustrating an
[00e9djodImensdthet emixidimgent, ding authemlaah@nsyaenpmaly allow haiser to

S fornula. In block 1110, a user formul a
add Y Rl Dot TPELER dncosTeraly otk dechy characters or
speh‘ﬁi@élli RIrlrAbe s, BREBY UIfE, 1k 8587 Rmufresult, Th|s feature is
aut hentication sessionis initiated as shown in

advanizgeous begagse itlalrsvs aeJS@lnttcheﬁynamallwﬂumseertimel_oeer formula
r r a of VR ria I es

nt $57 W t h_an and
resiit Y80 Bofet R5h s briin Ry ' REHTE R uioRah RGeS 1 e user
fommgsegule@efcne dritgriedy rtang@aéér inAgtadtBdedoyt Beardatdraingwhere
in the user fornula and assigns the
in the user formula result. Thus, in the event a user's actions and arrangement
of variables are being observed or recorded, the actual user formula resuit is
indiscernible from the decoy characters. The decoy characters may include any

alphanumeric character, mark, symbol, or image.

[00097] In one embodiment any number of decoy characters may be
interspersed among the characters of the user formula resuit. In another
embodiment, there may be restrictions on the allowable decoy characters. For
example, certain decoy characters or combinations of decoy characters may not
be allowed. In other embodiments, a maximum number of allowable decoy

25



24 WD 2008/ 051905 PCT/ US2007/082088 value in the
target location specified for that variable to the
wa 2008ap19e5 as shown in block 1130. In bl ock 11BGI/Uk®07/082088

user determnes a result of the user fornula and

enters that result. In block 1140 the authentication
system i ndependently assigns the value in the target

| ocation specified for that variable to the variable

and perfornms the operations of the user forrmula to

Chfb{éﬁ@l’%ﬂ@ya?ﬁ §H%B@‘Edé§ta Masg $PecifigiRxamplfnei Baximsmn number

of B AR Ry N TRAE AP B e Thfabertf (e aBel ] he user

fornmata: hesulh beforek aﬁﬁﬁfg tdegoyachdvastarsat iToe sgstrietions wes decoy
he user access tg the seryice or aggllca tion

Cha:fﬁ%ﬁﬁs mawPefar 958 user rrofer g5 Mav @WStf'eﬁ’afpéAﬁ users, or a
gro?ﬁ)c&séséé deRd %‘éc?ﬁl Q‘P\%ﬁ teR?é FithidHs raybe Siéred: tp"‘ﬁ‘ rhémory,

e arrangenent o SIS omn as a” rectangul a
stopgedpcation, arrstorggewméea mﬁwmw(&emnw()shape and may
i nclude any nunber of cells or locations. The cells

10083850 Bie e inn bt 5 SHb oA, & HECL PALRS dlbseRed with an
arréry rREMIGIV DY and $®dy EQlcuRs! teB! BT fIRILAE t&d Uit aglA®B4C3.
erred to generally as decoy characters or

Th%p@@r farewrdes AMBBGGB&E) thee agihamtigatien systanethuseadding an

adénﬁ?&g%f /g T Sé'cjﬂété?ﬁr{] =) fﬁﬁ#ﬂi gp{j‘%oagld‘éﬁ égﬁ%eﬁ}" 5‘ Ugﬁre%uﬁe In this

exafngbléfuih@ adtﬁémlﬂldatﬁmeﬂsfsm Ubeémhue§mmana@wé Ih ﬂt@otbrig;nal user
ditional characters to the user fornula result

forrpelagiesuls dkasn .trmg lnciepenﬁénb%lpumgm mcab@@@b@tﬁr@m parses the
AA@QE 88&tring' %{ﬁﬁénﬁé%{tlgH %sfe‘?ﬁ Yeterndi HH$ 1@%{1{1%2? iginal user

a use I ONS an rangenment
forranla rleeumgs pkmmwdaﬂetemmedetuat tHeemambaabf deeasy characters is

| a resu iscernible fromthe d
thrian] Be aEenietoR syslp Harbes et as Mumbersel dogpy characters
r I
(3) ?0009 Utﬂ% de°c g@fﬁ&%@%ﬁ’fﬁgﬂ&n ﬁﬁﬁf‘gi@ thé’héié(gﬁgﬁl number of N/2
decoha)hacacﬁes n’élye bgstemqmensaﬂ@mese@bmngnttlhe evbat that tresnumber

of ol St Ters Slosers VE athe orind" SheeRamite BaLlye not present
in tﬁé‘éfrrﬁ@? fHeSauth@htication system denies access.

[00099] Other decoy character restrictions may be specified and other
maximum numbers of decoy characters may be used, for example, N/3, N/4, etc.

[000100] Figure 12 shows a flow diagram illustrating an embodiment utilizing
decoy characters. A user formula is generated in block 1210. The user formula
may or may not include target locations as described above. The user formula is
memorized and stored in block 1215. An authentication session is initiated as
shown in block 1220. The authentication system 100 presents a user with an
arrangement of variables as shown in block 1225. The arrangement may or may

not include target locations and values as described above. In block 1230 the
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exanpl e, certain decoy characters or conbinations of

decoy characters may not be allowed. In other
wepisdsvent s, a maxi num nunber of all owabl e deRCHUSRH7/082088

WD 2008/ 051905 PCT/ US2007/ 082088 characters nmay be

specified. As a nore specific exanple, the maxi mum

nunber of decoy characters may be N2 where Nis the

nunber of characters in the user fornula result

bef ore addi ng decoy characters. The restrictions
“Sﬂemgngﬁérﬁ@t éﬁ@aa'ﬁﬁ presgaiad i tﬁeuéfé?f‘@ﬁfﬁﬁm éhatofnatCh the

var@eﬂﬁ ﬁm@ efr fSﬂle%rar?c'l%a st @f\é Ihe Val %&5 2 R J tHﬁ?(@nable to

deco ar ac res I ons may
thenaniable,. Trsé calganhypbata valuedn astaogeig@czaroaaf na‘qmded As shown

4 T o S T o B
resxlgéﬁcg&ﬁé k %Qg’brbr%‘?ilg\ﬁl%g@ﬁ@égﬁrg rbltggﬁ {T‘Elé@ th€ HhtherRation

sysmm hsedéperaxﬂermy sge‘bem; thausperdtions) csintheadsbrt farmaJla 'usirlg the
n addi tional

valhy B55ianed a3 the VariaBlen S GedetpIan MoseSngeMeiebhita: g values
ma?%ﬁtrﬁﬁi/ Gt HeflleNBSert RRSRIMBEARSAI farddt IbBSnéHé 9N YIodkS $£50 the

ormula result fromthe i ndependent cal cul ation
systirs cparses thbouseragdnemated geshle toAﬂx&Bmm nsdepergiemrhesult is
|onsstemdtermnes{? % e ori
#d

cpars
prefa SRbpB e S G RRH BB TLRE RIS, o 3o Febdt A hot present

acckBg i9dehRId 8§ SHEARYINCHIBERCIDBSS Ifhe (rBE@E is Tdd and the set of
authentication systemidentifies that the nunber of

decgy obpragiar estrctions(@) theadeasyyi eharaelersiiscuyll, @eaess isegranted as

sholftbhn %l@éWéﬁchhl?ihé PesthYS (BB TGN INTBELo\PEndYafter HBEREtions
haveusddn s;b@cilfléd]&hatlﬁbﬂfe séff ofdeenictiohgigabensll, eme@dsamvv%nﬁes
or the original user formula result is not_ present

that the @QWYn‘a‘arﬁﬁ@rﬁéﬁH%fMtthéaf?ﬁ%ﬁ“@?%laérﬁh%\m @sb@§5€§§5l If the
restriBR9F :?g]ar(gﬁb? éa‘ﬁgﬁ &Y, &G Sot uﬁ%hféocgt?ﬁ{:}{s' 1%8%).28f the decoy
ot her ers ecoy

specitied an maxi mum n
chacataearasmmlomamdve besexsatistied excugsises ghiiried Rbldck 4260).
[ 000100] Figure 12 shows a flow diagramillustrating
ers. A use

odi ment uti deco char
oo B i RBRarERg agdinkic. idtfe 5 G0Rthes FnBAEer of th Ritheptication
sys@i/ AlowPX|IBRt al G§érU@@ rhédigelor! SGRbMPAS thS SlesentaliBA of the
above. The user formula is
arrangement of variables. The customization may be specific to a particular user
or to a group of users. Upon initiation of an authentication session after user
interface customization, the user is presented with their specific custom
arrangement. This enables the user to verify that the system they are interacting

with is in fact the authentication system and not an imposter system.

[000102] The user may be able to customize any number of features of the
arrangement, including for example, the color scheme, toolbar colors, fill colors,
background, text font, text size, text color, etc. In one embodiment, a user may

be able to provide an image for inclusion as part of the arrangement, for
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menori zed and stored in block 1215. An aut hentication
session is initiated as shown in block 1220. The
wa@eiokesopTat i on system 100 presents a user w tPCEEOS2007/082088
arrangenent of variables as shown in block 1225. The
arrangement may or may not include target |ocations
and val ues as descri bed above. In block 1230 the 26
WO 2008/ 051905 PCT/ US2007/ 082088 wuser recogni zes the
var | abl es resent 3 in the arrangenent that nat t he
xples et DRAKGTRNG et thech Randeanid: 4541 BAGKITAUNY 9T Col. as a
varﬁ’cﬁé'cﬁr‘ ﬁaﬁ?beh%tof"tﬁé'a"f‘f@n ehfentt he variable. The
val ue nay be a value in a tTarget location if required.
As shown in block 1235 the user determnes a result
(009 O8hel hes eustbor fadtaresnof thet arrangéraent mayube storelduas gt of a

sl eli oo et SB3KE, it s bent oy chiation of an

autPBAfi@dtion8eddioh hg WA mhQrIBY! iR By ii¥ing RReir \Beda%ame or some
assigned to the variables to generate an i ndependent

otheesinique Tentifiar.uddhe authesticatign systemaveayothan sskdajadbe user

v 0 B e 85 BB ARy W ok Rer rame nes

beemdpﬁww@ﬁt thes WdthérticalibAS &ystediD mﬁa\F heuppiyertheercRtbmized
decoy characters. If the result is not present access

arrargeiBanteasseciatrdwiith theyuseks rreble, pndtmay rteusiiproyige the user
f t
with 450 A8 bei 2 il Lot S8GRarE2IRL ey 57 LRFLBEND Hin e

authbnmatlon @wem laGhothdr é*wnmlesaIUSelr sndybadnstngttédyo end the
ecoy, éqar acter restricti ons have been specifi
[

ed,
Seslsm Ifi 3 legijmada user namerhas PRE Provided amﬂan @r@ngement is
ds;?l)igé@%ﬂﬁ%ht fHeeéserts*a}stérh?zgﬁsaOV characters satisfy the

trictions as shown 1 n ock 1255. If the
restrictions ar e not sat i sfied, access is not granted
[000bD4)c kn DREIMbOdinemd, MC@Mhenmatbmt systemsmaiyqlrbwide a generic

arrc{' oy beteq atép?%l@ u&agfq%erﬁ% |{§ISE{§ ggﬁ% ﬁéfa\}o‘%goc)alérting or
pro@;@hﬁﬁarﬁ@ﬁﬁor‘hﬁaﬂdﬁﬁto@bb@ﬂhbﬂﬁip&'ﬁbr &Yaﬂfa%ﬁbﬂ | ows al | ow

a user to nodify or custom ze the presentation of the
arrangenent of variables. The custom zation nmay be

[00Q i ftishoulsl e padersteadithat dhs forggoing desgriplin istonly dlustrative
0 t [

or HRRASE PR TRORMERY, AR AAHLeS 598 Ao, can oe

dewvigetdh by hiiosesplalted iie thesadanwithout departing from the embodiments

disclosed herein. Accordingly, the disclosed embodiments are intended to

embrace all such alternatives, modifications and variances which fall within the

scope of the appended claims.

[000106] What is claimed is:
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arrangenment. This enables the user to verify that the
systemthey are interacting with is in fact the
waedkesmpTat i on system and not an inposter SysPENUS2007/082088
[ 000102] The user nmay be able to custom ze any nunber
of features of the arrangenent, including for
exanpl e, the color schene, tool bar colors, fill
col ors, background, text font, text size, text color,
etc. In one enbodi nent, a user may be able to provide
1. an AMREEhO®Tofl BEtHEMIRRtRS PaliderOfort AEcady an0gNB&lice,f 8Brvice,
27 WD 2008/ 051905 PCT/ US2007/ 082088 exanple, as a
appligakign.dungtiorrortsystesn reaigeigng;, as a background for a

cell, as a variable, or as any portion of the
T,
g{ {%%ggﬁ@% adtﬂgﬁﬂﬁz%agr% |ﬁ§iﬁ%§§lrﬁ%ﬁt uﬁfeljrsfg]"mbﬁ selected from

pr of sbeof mrdblémanld apenagionk provided yaHe rtienti¢ation system;
initiation of an authentication session, a user may

log .in b t heir user nane qor sonme other unique
| dcrionng the UeraBumiiadnhe AUAEGo0P SYHEY hen

val i date the user nanme and provides an arrangenent of

var o] a nfsp tht%gblte'sgﬁ ehe!$REr WAHIE aR3Srra ye?thgf variables

provi de hentication system nay sup
cusgem'raw b;aheaalgéaamnat@smmtmn eithcluiding theevarigdlesof the user
gfflle and ovide the user wth, for

ppnufa, gapg\gé%lggpg pr\“'?:mce that they are

|nteract|ng with the authentication system In

anaigiRying XABPASSigried! Y8IUCRBY h@mmﬁ%wmh@ﬁest M el ukBe formula
session If a legitimte user name has been provi ded

anoﬂ%c%lﬁwéﬁgﬁﬁefﬁﬁt fesultdi spl ayed without the user's
custom zation. [000104] In one enbodi nent, the

autRepLd é?@{rfgo né%?trﬁc‘)‘?e@%dl%ﬁéﬁ &?aré‘ctg?é”ﬁmcﬁ\ the charagters of

arrang nval rd user nane provi
t o thedirst rekelt;t i ng or providi ng any | nf or matl on to a
potential inposter or attacker. [000105] It should be

under st ood t at t he foregoi escription is on

T pRGy heorieh eraulic wiZq Wip aubieRes. chaiRFlee o the
al tRiRetticstionaydtempdi fi cations can be devised by

those skilled in the art without departing fromthe

enbodi nents di scl osed herein. Accordingly, the
di yeersisd therrdheriinadionr systefme aythientisates the user if a second

result of a separate and independent calculation of the user formula
calculated by the authentication system is found in the first result with the
additional characters and the additional characters satisfy a set of

specified restrictions.
2. The method of claim 1, wherein the set of specified restrictions is nuil.

3. The method of claim 1, wherein the arrangement of variables generated

by the authentication system is customized for the user.

4. The method of claim 1, wherein the variables comprise any alphanumeric

character, mark, symbol, or image.
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enbrace all such alternatives, nodifications and
variances which fall within the scope of the appended
W@ k@B8190§ 000106] What is clainmed is: 28 WO 20P8r/0S290682088
PCT/ US2007/ 082088 1. A nethod of authenticating a
user for access to a device, service, application,
function, or system conprising: creating an
aut hentication key in the formof a user formula
selected from a set of variables and operations
5. pr olh@dethodii Claim heWheeain iths valuesaamprisesransdymin generated
el a in the authentication system utilizing a
nurﬂé '\%l{%g'present the user with an arrangenent of

vari abI es generated by the authentication system
6. i ncThelinmethodeofvdaimall] esmyfristrive proséding ftioe rasea withaassistance in

ned value appl yi ng the assigned val ues to
Creﬁﬁ'ﬂ% ‘fﬁ‘frv%ﬁmlélﬁi es in the user formula and

calculating a first result; interspersing one or nore

7. addrid eRatho8hsi @gine 1S eath e u§8ﬁf&ﬁ{&é finé?ﬁdeé %ﬁe or more

first result; conveying the first result with
CusieIvi apesatalrs. characters to the authentication syst em
wherei n the authentication system aut henticates the

8. cart et P e im CRH b Sel) 27 Car cul ated by the

aut henti cati on systemis found inthe first result

Wi tdrehtieg addchltfoomalh halvirigpg variablerfdr tdreivinlglite firgatesult and a
char acters satisfy a set of specified restrictions.

remotedenyda dravindthg user ipraydadithe set of specified

restrlctlons is null. 3. The nmethod of claiml1,

V\heétﬁhé‘nﬁd?a%ngrﬂ%”%é‘ﬁﬁtaoéalé’tﬂéh&p'o? gel'&%aﬁ?c?rﬂwulé’yméfbﬁes a

aut hentication systemis custom zed e user
Thecalatlatiah of thel raimata formdaei n t he vari abl es conpri se
any al phanuneric

9. The method of claim 8, wherein the local formula is transportable.

10. The method of claim 8, wherein the calculation of the local formula is
performed by a local computing device, and calculation of the remote formula is

performed by a controller remote from the local computing device.
11.  The method of claim 1 further comprising:

providing a wrapper that initiates an authentication session according to

claim 1;
encapsulating a message with data in the wrapper;

initiating a first authentication session for a message recipient and a
second authentication session for a message originator upon an attempt

to open the message;

determining a user formula result from the second authentication session;
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character, mark, synbol, or image. 29 WO 2008/ 051905
PCT/ US2007/ 082088 5. The nethod of claim1, wherein

W@ b@swsidaes conpri se randonmly generated numerPCEIUS2007/082088
val ues. 6. The nethod of claim 1, conprising providing
the user wth assistance in creating a user formnula.
7. The method of claim1l1, wherein the user formula
i ncl udes one or nore customoperators. 8. The nethod

of clajm1, co ising; creating a local fornmula
haPRYIDNG 18 BEUL 1 Se Hist pienycabion SFsSem Al + and a
renote fornmula having the user fornula; and

aut ih§ atth&g idhgehol f | g atyh t I

for%u% grattcﬁesrégﬁ'égl g(l).ﬂ aatciégr%gofh% he (%{eér?g%e or m?%gé upon
9. Aautbentitaiod. of claim 8, wherein the local fornmula is

transportable. 10. The nethod of claim8, wherein the

cal gulation . of the laocal formula.is erformed, by a .
12,7 oA SR i g RABE G R I s oo (el service
apglieafioh Fuhstio @rfsQsi@ed ddmprigiggit rol ler renote fromthe

| ocal conputing device. 11. e nethod of claim1l

further conprising: providing a vvra?per that initiates
an auaHtentieaiorpkey &s theoforaceioa disag farula sglested from a set of

o A9 PRERSBTalA 2l e 87560 anc st

mesinage autheinticatidn system; second aut hentication session
for a nessage originator upon an attenpt to open the

nmessage; determnm nj a user fornula result, fromthe

sodb APl cRteSEnt M serouitaan arpnaqyonoel vaaiies generated

PCHUpe0RUthaR#S4BN system, including the variables of the user formula,
each assigned a value;

a first result of applying the assigned values to matching variables in the
user formula, the first result interspersed with one or more additional
characters and conveyed to the authentication system; and

circuitry in the authentication system for authenticating the user if a
second result of a separate and independent calculation of the user
formula calculated by the authentication system is found in the first resuit
with the additional characters and the additional characters satisfy a set of
specified restrictions.

13. A method of authenticating a user for access to a device, service,
application, function, or system, comprising:

creating an authentication key in the form of a user formula having
variables and operations provided by the authentication system;

storing the user formula in the authentication system;
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providing the result to the first authentication
session; and allow ng the recipient to access the
wore@saswoand data upon authentication. 12. A BYBEUSM7/082088

for authenticating a user for access to a device,

service, application, function, or system

conprising: an authentication key in the formof a

user formula selected froma set of variables and
operations provided by the authentication system an

D Giaing & ORI PR T GGt amArrandeRinb ol v ables and
Pr Sadilies dHSIgHﬁﬁ] \)ﬁ'nhpﬁa%n u?fth NagaENh n‘?ulav%ba% s jn, Jarget
generated By the “au entlca i OR-SySt ‘ncl U

varlpedlicas @ﬁtheimrau@emémrarsubaatecemn eashivgriablea val ue;
a first result of applying the assigned values to
ser. formu

f‘Z;@n‘:@hé&" a6 vaRiescat he trrast bcationg desagalad iR the variables in
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i ncluding variables in the user fornmula and values in
15. 1 argd method of claim 13, wherein the target location associated with each

variable is included in a user profile.

16.  The method of claim 13, wherein the arrangement of variables generated

by the authentication system is customized for the user.

17.  The method of claim 13, wherein the variables comprise any alphanumeric

character, mark, symbol, or image.

18.  The method of claim 13, wherein the values comprise randomly generated

numerical values.

19.  The method of claim 13, comprising providing the user with assistance in

creating a user formula.

20. The method of claim 13, wherein the user formula includes one or more

custom operators.
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mat chi ng variables in the user fornmula and cal cul ati ng
a first result; conveying the first result to the

aut henti cation system wherein the authentication
system aut henticates the user if the first result

mat ches a second result of a separate and i ndependent

cal tog gratoed of claie 13,68MPrisingal a cal cul ated by t he
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The nmethod of claim 13, wherein the variables conprise

any al phanunmeric character, mark, symbol, or inmage.
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25.

avi ng the user r mu authénticating the user
if a calculation of the |ocal fornula matches a
providing a wrapper that initiates an authentication session according to
claim 13;
encapsulating a message with data in the wrapper;

initiating a first authentication session for a message recipient and a
second authentication session for a message originator upon an attempt

to open the message;
determining a user formula result from the second authentication session;
providing the result to the first authentication session; and

allowing the recipient to access the message and data upon

authentication.

A system for authenticating a user for access to a device, service,

application, function, or system, comprising:
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26. A method of authenticating a user for access to a device, service,

application, function, or system, comprising:

creating an authentication key in the form of a user formula having

variables and operations provided by the authentication system;
storing the user formula in the authentication system;

utilizing a display to present the user with an arrangement of variables and
values including variables in the user formula and values in target
locations of the arrangement associated with each variable;

applying the values at the target locations associated with the variables in
the arrangement to matching variables in the user formula and calculating
a first result;

interspersing one or more additional characters among the characters of
the first result;
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cal culation of the user formula cal cul ated by the
aut hentication system 26. A nethod of authenticating
a user for access to a device, service, application,
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hav nd operations provided by the
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the first result; 34 WO 2008/ 051905 PCT/ US2007/ 082088
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aut henti cati on system aut henti cates the use
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Var@é@cﬁsf'ﬁggg?aéq Aiuser BRfI¢-s null.  28. The method of

claim 26, wherein the target |ocation associated with
30.eacthe method of claim 26, wherein the arrangement of variables generated

by the authentication system is customized for the user.

31.  The method of claim 26, wherein the variables comprise any alphanumeric

character, mark, symbol, or image.

32. The method of claim 26, wherein the values comprise randomly generated

numerical values.

33. The method of claim 26, comprising providing the user with assistance in

creating a user formula.

34. The method of claim 26, wherein the user formula inciudes one or more

custom operators.

35.  The method of claim 26, comprising:
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arrangenent of variables generated by the
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creating a local fornmula having a variable for

36. ethé’ hnb a8t Eiairﬁt35r Wfé:nﬁﬂé’ IGtal ¥R id t‘?éﬁ%#o’fhasbé?

havi ng the user fornul a; aut henticating the u
i f a cal cul ation _of t he Iocal f or mul a _rratches a
37.cal the anétbndodf claem r3novkeretr the galcBitionhef thet lagal ddrmula is

| aj he | f
perffidR 6 a BRgT oottty HB%Be. afd Baldiatie CEPRORRAS Sigpuia is
pertdtthddosrh coptrBliéBreinfote RRIN BidREaPyorpLBstegieaPUt i Ng

devi ce,” and cal cul ation of the renote fornmula is
performed by a controller renote fromthe | oca
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encapsulating a message with data in the wrapper;

initiating a first authentication session for a message recipient and a
second authentication session for a message originator upon an attempt

to open the message;
determining a user formula result from the second authentication session;
providing the result to the first authentication session; and

allowing the recipient to access the message and data upon

authentication.

39. A system for authenticating a user for access to a device, service,

application, function, or system, comprising:
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initiating a first authentication session for a
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second aut hentication session; providing the result
to the first authentication session; and allow ng the
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37 second result of d separate and independent calculation of the user
formula calculated by the authentication system is found in the first result
with the additional characters and the additional characters satisfy a set of

specified restrictions.
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