
1  SYSTEM AND METHOD OF PROTECTING DATA ON A COMMUNICATION DEVICE  This
invention relates generally to data protection, and in particular  5 to
protection of data on a communication device. In a corporate environment,
employees are often provided with  access to office supplies and equipment
to be used in performing job functions,  typically including at least a
personal computer (PC), and often also include  wireless mobile
communication devices and other types of electronic devices. 10
Confidential or otherwise sensitive user information, employer information,
or  both, may be stored on any of this equipment. Although user equipment,
such as  a PC, which remains at an employer's premises is physically
secured by the  employer, portable or mobile devices, by their nature, are
more likely to be  misplaced or stolen, and are thus less secure. It is
therefore often desirable to 15 protect sensitive information on mobile
devices to prevent an unauthorized party  from accessing such information
on lost or stolen user equipment. One common type of security measure for
mobile devices enabled  for communications, such as wireless mobile
communication devices, for  example, is to ensure that sensitive
information is transferred to such mobile 20 devices securely. Although
information transfer is secure, these measures only  protect information
during transfer, not after the information has been received by  a mobile
device. According to another known security scheme, received information
is encrypted when or before it is stored in a memory. Decryption of stored
25 encrypted information requires access to a cryptographic key. Symmetric
key  cryptography, in which a single key is used for both encryption and
decryption, is  generally preferred for mobile devices having limited
processing resources,  because symmetric key cryptographic operations are
faster and less processor- intensive than those associated with other
cryptography schemes. Access to this 30 single key must be controlled,
using password protection for example, so that an  unauthorized user cannot
simply read the key from memory on a lost or stolen  mobile device and then
decrypt all encrypted content stored on the mobile device.  However, this
may result in situations where the key is not accessible when 



2  information is received at a mobile device. It is desirable that an
employee is  required to operate a mobile device provided by their employer
in a secure  manner whereby data received at the device is protected. In a
first aspect of the invention, there is preferably provided a 5 system of
protecting data on a communication device, the communication device
configured to receive data, the system comprising: a memory configured to
store  data; and a data protection system configured to receive data, to
protect the  received data, and to store the protected received data in the
memory, wherein  the system further comprises means for enabling the data
protection system, said 10 means being configured to restrict some or all
of other mobile device operations  until data protection has been enabled.
In a second aspect of the invention, there is preferably provided a  method
of protecting data received on a communication device, the method
comprising the steps of: receiving data at a data protection system of said
15 communication device, said data protection system upon receiving the
data  processing said data to protect it; storing said protected received
data in a  memory of said communication device, wherein the method
comprises enabling  the data protection system prior to said data being
received at said data  protection system or otherwise restricting some or
all of other mobile device 20 operations until the data protection system
has been enabled. In yet another aspect of the invention, there is
preferably provided a  communications device comprising the system of the
first aspect of the invention.  In yet a further aspect of the invention,
there is preferably provided a computer program product comprising a
computer readable medium embodying  25 program code executable by a
processor of a computing device for implementing  the method of the second
aspect of the invention. Further features of data protection systems and
methods will be  described or will become apparent in the course of the
following detailed  description and from the appended claims. 30 BRIEF
DESCRIPTION OF THE DRAWINGS Fig. 1 is a block diagram showing a
communication system in which  



mobile devices may be used. 3  Fig. 2 is a block diagram of a mobile device
in which a system and  method of data protection are implemented. Fig. 3 is
a flow diagram illustrating a method of enabling data  protection. 5 Fig. 4
is a flow diagram illustrating a method of protecting data  received at a
mobile device. Fig. 5A is a block diagram of a data format. Fig. 5B is a
block diagram of an alternative data format. Fig. 6 is a flow diagram
showing a method of accessing protected  lo data. Figs. 7-11 are screen
shots of a display on a mobile device in which  a system and method of data
protection are implemented. Fig. 12 is a block diagram of a wireless mobile
communication  device. 15 DESCRIPTION OF PREFERRED EMBODIMENTS Fig. I is a
block diagram showing a communication system in which  mobile devices may
be used. The communication system 10 includes a Wide  Area Network (WAN)
12, coupled to a computer system 14, a wireless network 20 gateway 16 and a
corporate Local Area Network (LAN) 18. The wireless network  gateway 16 is
also connected to a wireless communication network 20 in which a  wireless
mobile communication device, the mobile device 22, is configured to
operate. The computer system 14 may be a desktop or laptop PC, which is  25
configured to communicate to the WAN 12, the Internet, for example. PCs,
such  as the computer system 14, normally access the Internet through an
Internet  Service Provider (ISP), Application Service Provider (ASP) or the
like. The corporate LAN 18 is an example of a typical working  environment,
in which multiple computers 28 are connected in a network. Such a  30
network is often located behind a security firewall 24. Within the
corporate LAN 30, a data server 26, operating on a computer behind the
firewall 24, acts as the  



primary interface for the corporation to exchange data both within the LAN
18,  and with other external systems and devices via the WAN 12. The data
server 26 4  may, for example, be a messaging server such as a MicrosoftTM
Exchange Server  or a Lotus DominoTM server. These servers also provide
additional functionality,  such as dynamic database storage for data like
calendars, todo lists, task lists, e- mail and documentation. Although only
a data server 26 is shown in the LAN 18, 5 those skilled in the art will
appreciate that a LAN may include more than one  server, including other
types of servers supporting resources that are shared  between the
networked computer systems 28. The data server 26 provides data
communication capabilities to  networked computer systems 28 coupled to the
LAN 18. A typical LAN 18 10 includes multiple computer systems 28, each of
which implements an appropriate  client for communications with the data
server 26. In the above example of  electronic messaging, within the LAN
18, messages are received by the data  server 26, distributed to the
appropriate mailboxes for user accounts addressed in  the received message,
and are then accessed by a user through a messaging 15 client operating on
a computer system 28. Exchange of other types of data than  electronic
messages is similarly enabled using clients compatible with the data
server 26. Multiple-purpose clients such as Lotus Notes, for example,
handle  electronic messages as well as other types of files and data. The
wireless gateway 16 provides an interface to a wireless network  20 20,
through which data, including data that should be protected, may be
exchanged with a mobile device 22. The mobile device 22 may, for example,
be  a data communication device, a dual-mode communication device such as
many  modern mobile telephones having both data and voice communications
functionality, a multiple-mode device capable of voice, data and other
types of 25 communications, a personal digital assistant (PDA) enabled for
wireless  communications, or a wireless modem operating in conjunction with
a laptop or  desktop computer system or some other device. An exemplary
mobile device is  described in further detail below. Such functions as
addressing of the mobile device 22, encoding or  30 otherwise transforming
messages for wireless transmission, or other necessary  



interface functions are performed by the wireless network gateway 16. Where
the  wireless network gateway 16 is configured to operate with more than
one wireless  network 20, it also determines a most likely network for
locating a given mobile 5  device 22 and possibly tracks mobile devices as
users roam between countries or  networks. Although only a single wireless
network gateway 16 is shown in Fig. 1,  the mobile device 22 could be
configured to communicate with more than one  gateway, such as a corporate
network gateway and a WAP gateway, for example. 5 Any computer system with
access to the WAN 12 may potentially  exchange data with the mobile device
22 through the wireless network gateway  16, provided the mobile device 22
is enabled for such communications.  Alternatively, private wireless
network gateways such as wireless Virtual Private  Network (VPN) routers
could also be implemented to provide a private interface to 10 a wireless
network. For example, a wireless VPN implemented in the LAN 18  may provide
a private interface from the LAN 18 to one or more mobile devices  such as
22 through the wireless network 20 without requiring the wireless network
gateway 16. Such a private interface to a mobile device 22 via the wireless
network gateway 16 and/or the wireless network 20 may also effectively be
15 extended to entities outside the LAN 18 by providing a data forwarding
or  redirection system that operates in conjunction with the data server
26. A wireless network 20 normally delivers data to and from  communication
devices such as the mobile device 22 via RF transmissions  between base
stations and devices. The wireless network 20 may, for example, 20 be a
data-centric wireless network, a voice-centric wireless network, or a dual-
mode network that can support both voice and data communications over the
same infrastructure. Recently developed voice and data networks include
Code  Division Multiple Access (CDMA) networks, Groupe Special Mobile or
the Global  System for Mobile Communications (GSM) and General Packet Radio
Service 25 (GPRS) networks, and third-generation (3G) networks like
Enhanced Data rates  for Global Evolution (EDGE) and Universal Mobile
Telecommunications Systems  (UMTS), which are currently under development.
Older data-centric networks  include, but are not limited to, the MobitexTM
Radio Network ("Mobitex"), and the  DataTACTM Radio Network ("DataTAC"),
and known voice-centric data networks 



30 include Personal Communication Systems (PCS) networks like GSM and Time
Division Multiple Access (TDMA) systems that have been available in North
America and world-wide for several years. In the system 10, a company which
owns the corporate LAN 18 may 6  provide an employee with a mobile device
22 and access to the corporate LAN  18. Corporate data can then be accessed
and stored on the mobile device 22.  Where the user of the mobile device 22
has access to the LAN 18 through a  computer system 28 with which the
mobile device 22 can also communicate, 5 other paths for accessing and
storing corporate data on the mobile device 22 are  available. Although
such data is commonly protected while being transferred to  the mobile
device 22 by using secure communication techniques, these  techniques do
not protect the data once it is received and stored at the mobile  device
22. 10 As described above, encryption of data when or before the data is
stored in memory on the mobile device 22 offers some measure of security.
To  reduce data access time delays and processor load associated with data
decryption, symmetric key cryptography is preferred. However, security
measures implemented to protect the symmetric key may also render the key
15 inaccessible when data is received. For example, where the mobile device
22 implements password protection, a symmetric key used for data encryption
might  be accessible only when the mobile device 22 has been unlocked by
correct entry  of a security password or passphrase. In this example, if
the mobile device 22  receives data when it is locked, where data is pushed
to the mobile device 22 20 without having been requested, the symmetric key
is not accessible, and the data  cannot be encrypted for storage. Systems
and methods according to aspects of the present  invention provide for
protection of received data when a mobile device is in any of  a plurality
of states. 25 Fig. 2 is a block diagram of a mobile device in which a
system and  method of data protection are implemented. It should be
apparent to those  skilled in the art that only the components involved in
a data protection system  are shown in Fig. 2. A mobile device typically
includes further components in  



addition to those shown in Fig. 2. 30 The mobile device 30 comprises a
memory 32, a data protection  system 49, a processor 50, a user interface
(UI) 52, a wireless transceiver 54,  and an interface or connector 56. The
memory 32 preferably includes a storage  area 34 for software applications,
a key store 42, and a plurality of data stores 36 7  40 and 44-48. The
memory 32 is, or at least includes, a writeable store such as a  RAM into
which other device components may write data. The software  application
store 34 includes software applications that have been installed on the 5
mobile device 30, and may include, for example, an electronic messaging
application, a personal information management (PIM) application, games, as
well as other applications. The application data store 36 stores
information  associated with the software applications on the mobile device
30, including not  only data, such as cached web pages for a browser
application, or files used by 10 software applications, but also
configuration data for software applications.  Electronic messages such as
received and/or sent email messages are stored in  the message store 38.
Data such as schedule information, appointments, and  reminders are stored
in the calendar store 40. The task store 44 is used to store  tasks that a
user wishes to track. Notes and memos entered by a user are stored 15 in
the memo store 46. The text entry store 48 stores a word list or dictionary
which supports, for example, predictive text entry and automatic error
correction  when text is entered on the mobile device 30. Although shown as
separate data  stores, those skilled in the art will appreciate that some
or all of the stores could  be consolidated into a single data store in the
memory 32. It should also be 20 apparent that a mobile device may include
further, fewer, or different data stores  than those shown in Fig. 2. The
key store 42 stores cryptographic keys used to support data  protection on
the mobile device 30, and preferably resides in a secure memory  component
or a secured part of the memory 32 to which access is controlled. For 25
example, a user or a software application should not be able to delete or
change  a data protection key in the key store 42. In one embodiment,
access to the key  store 42 is restricted to the data protection system 49.
The data protection  



system 49 encrypts received data and decrypts encrypted data stored in the
memory 32, as described in further detail below. 30 The processor 50 is
connected to the wireless transceiver 54 and  thus enables the mobile
device 30 for communications via a wireless network.  The
interface/connector 56 provides an alternate communication path to a PC or
other device having a cooperating interface or connector. The 8
interface/connector 56 could be any of a plurality of data transfer
components,  including, for example, an optical data transfer interface
such as an Infrared Data  Association (IrDA) port, some other short-range
wireless communications  interface, or a wired interface such as serial
port, a Universal Serial Bus (USB) 5 port, or a Secure Digital (SD) slot.
Known short-range wireless communications  interfaces include, for example,
BluetoothTM modules and 802.11 modules. It will  be apparent to those
skilled in the art that "Bluetooth" and "802.11" denote sets of
specifications, available from the Institute of Electrical and Electronics
Engineers  (IEEE), relating to wireless LANs and wireless personal area
networks, 10 respectively. Therefore, a communication link established via
the  interface/connector 56 may be a wireless connection or a physical
wired  connection. The UI 52 includes such UI components as a keyboard or
keypad, a  display, or other components which accept inputs from or provide
outputs to a 15 user of the mobile device 30. Although shown as a single
block in Fig. 2, it should  be apparent that a mobile device typically
includes more than one UI, and the UI  52 is therefore intended to
represent one or more user interfaces. Data in any or all of the data
stores on a mobile device may be  protected as described herein. In most
implementations, it is unlikely that 20 software applications installed on
a mobile device would be protected, although  the other data stores 36-38
and 44-48 commonly store data that a user, for  personal data, or an
employer, for corporate data, may wish to protect. In the mobile device 30,
access to the memory 32 is controlled by  the data protection system 49,
which encrypts received data and stores encrypted  25 data to the memory
32, and decrypts stored data for other mobile device components. All other
components of the mobile device 30 are connected to the  



data protection system 49 and memory read and write operations by these
other  components are performed through the data protection system 49. Data
received  by the data protection system 49, from the wireless transceiver
54 or the UI 52 30 through the processor 50, from a software application
being executed by the  processor 50, or from the interface/connector 56, is
encrypted using a key stored  in the key store 42. Similarly, when a
request for protected data is received by  the data protection system 49
from a component or software application on the 9  mobile device 30, the
data protection system 49 decrypts the encrypted data and  passes the
decrypted data to the requesting component. The data protection  system 49
is implemented as either a software module or utility that may be  enabled
or disabled, as described in further detail below, or a hardware module 5
configured to manage the memory 32, specific parts of the memory 32, or
particular data stores or types of data. It should be appreciated that the
arrangement shown in Fig. 2 is  intended for illustrative purposes only,
and that the invention is in no way limited  thereto. For example, in an
alternative embodiment, the processor 50, the 10 interface/connector 56,
and other device systems have access to the memory 32,  and interact with a
data protection system when encrypted data retrieved from the  memory 32 is
to be decrypted and received data is to be encrypted before it is  stored
to the memory 32. In this case, mobile device systems and components  pass
data to the data protection system for encryption and decryption when 15
necessary, but access the memory 32 directly. Although the arrangement
shown  in Fig. 2 provides for tighter control of data protection in that
access to the  memory 32 is controlled by the data protection system 49,
this alternative  embodiment simplifies support for non-protected data
stores since non-protected data is retrieved directly from the memory 32
without any involvement by the data  20 protection system. In operation,
the data protection system 49 accesses cryptographic  keys in the key store
42. According to an aspect of the invention, the key store 42  stores
several keys. As described above, symmetric cryptography is generally
preferred for processor-constrained mobile devices, such that the a
symmetric 25 key used for both encryption and decryption of protected data
is stored in the key  



store 42 when data protection is enabled. Although a security password or
passphrase secures the mobile device 30 against unauthorized use, further
measures are generally preferred to protect symmetric keys, and thus
encrypted  data, against so-called hardware attacks. For example, password
protection does 30 not protect memory content where physical components
comprising the memory  32 are removed from the mobile device 30 to directly
read the data stored therein.  The symmetric key is thus preferably stored
in the key store 42 in an encrypted  form. Decryption of the symmetric key
requires correct entry of a user's 10  password. Once decrypted, the
symmetric key is typically stored in the key  store 42 or another memory
area or cache so that it need not be decrypted each  time it is needed.
However, the decrypted symmetric key is preferably deleted 5 when the
mobile device 30 is locked, in response to a user command or  automatically
after a preset security timeout period or when the mobile device 30  is
stored in a carrying case or holster, for example. The next time the mobile
device 30 is unlocked with a correct password, the encrypted symmetric key
is  again decrypted. 10 Although the above key encryption scheme provides a
high level of  protection for a symmetric key and thus data encrypted using
the symmetric key,  no decrypted version of the symmetric key is available
when the mobile device 30  is locked. As such, any data received when the
mobile device 30 is locked  cannot be encrypted using the symmetric key.
Maintaining the decrypted 15 symmetric key in memory after the mobile
device 30 is locked, so that data can  be encrypted when the mobile device
30 is locked, leaves the data stored in the  memory 32 prone to hardware
attacks. Alternatively, the user could be prompted  to enter the password
every time data is received. Unless the user immediately  enters the
password, however, the received data must be stored in the clear, at 20
least until the next time the user unlocks the mobile device 30, or simply
not  stored on the mobile device 30. In the latter case, the received data
is dropped at  the mobile device 30 and must be retransmitted to the
device. In accordance with an aspect of the invention, the key store 42
also  stores a public/private key pair. A public key is not secret, and is
therefore stored  



25 in the clear, even when the mobile device 30 is locked. Data encrypted
using the public key can only be decrypted using the private key, which can
be protected in  a similar manner as a symmetric key. Thus, the public key
is used to encrypt  data received when the mobile device 30 is locked.
Therefore, a first cryptographic key, the symmetric key, is used to  30
encrypt data received when the mobile device 30 is in a first, unlocked,
operational state, and a second cryptographic key, the public key, is used
to  encrypt data received when the mobile device 30 is in a second, locked,
operational state. The benefits of symmetric key cryptography are thereby
11  realized for any data received when the mobile device 30 is unlocked.
Decryption  of such data is faster and less processor-intensive relative to
other cryptographic  schemes. On the other hand, the above shortfall of
using a protected symmetric  key is avoided by storing a public key for
data encryption when the mobile device 5 30 is locked. Data encrypted using
the public key is decrypted using the  corresponding private key. Although
public key cryptography is generally slower  than symmetric key
cryptography, data access delays associated with data  decryption are
preferably reduced by choosing a public key cryptographic scheme  having
fast decryption operations. For example, elliptic curve cryptography (ECC)
10 offers significantly faster decryption than Rivest-Shamir-Adleman (RSA)
techniques. As described briefly above, the data protection system 49 may
be  implemented as a software module or utility that is enabled when data
is to be  protected. Fig. 3 is a flow diagram illustrating a method of
enabling data 15 protection. At step 60, an operation to enable data
protection is executed by a  mobile device. This operation is preferably
invoked by a user of the mobile  device, by entering a command or selecting
a menu item using a keyboard,  keypad, mouse, thumbwheel, or other input
device, for example. However, it  should also be appreciated that a mobile
device is preferably configurable to 20 require that a user enable data
protection. For example, where an employer  provides a mobile device to an
employee user but wishes to ensure that any  corporate data on the mobile
device is protected, a configuration control software  module or utility
and configuration control information specifying that data  



protection must be enabled, are inserted onto the mobile device either
before the 25 mobile device is provided to the user or when the mobile
device is first configured  for operation by the user. The configuration
control module then automatically  invokes the operation at step 60, or
restricts some or all other mobile device  operations until data protection
has been enabled. In order to protect a symmetric key used for data
encryption and a  30 private key used for data decryption, password
protection should also be enabled  when or before data protection is
enabled. At step 62, a determination is made  as to whether password
protection has already been enabled. Where password  protection has not
been enabled, the user is prompted to enable password 12  protection and
set a password at step 64. Data protection keys are then  generated and
stored to a key store at step 66, where password protection has  already
been enabled or after the user has enabled password protection at step  64.
5 The data protection keys generated at step 66 include a symmetric  key
used for both encrypting data received when the mobile device is in an
unlocked state before the data is stored in memory on the mobile device and
for  decrypting this encrypted data when retrieved from memory. As
described above,  this symmetric key is itself encrypted using the password
established by the user. 10 A public/private key pair is also generated at
step 66. The public key is stored in  the clear, since it need not be kept
secret, and is used to encrypt data received  when the mobile device is in
a locked state. Data encrypted using the public key  can only be decrypted
using the private key, such that compromise of the public  key is not a
security concern. However, the private key, like the symmetric key, is 15
preferably stored in the key store in an encrypted form, by encrypting the
private  key using the password, for example. Any data received at a mobile
device after data protection has been  enabled is encrypted before it is
stored in memory. Fig. 4 is a flow diagram  illustrating a method of
protecting data received at a mobile device. 20 At step 72, data is
received at the mobile device. Referring to Fig.  2, the mobile device 30
is configured to receive data via the wireless transceiver  54 or the
interface/connector 56, as well as user inputs via the UI 52. Software  



applications also typically generate data for storage in the memory 32.
Where  other interfaces are provided, such as a disk drive or memory stick
reader for 25 example, step 72 also includes operations of receiving data
from those interfaces.  The current operational state of the mobile device
is then  determined at step 74. Where the device is locked, the public key
is retrieved  and the received data is encrypted using the public key at
step 78. If the mobile  device is unlocked, then the symmetric key is
available. The decrypted symmetric 30 key is retrieved from the key store
or a cache if it was decrypted when the mobile  device was unlocked by
correctly entering a password. Otherwise, the encrypted  symmetric key is
retrieved from the key store, decrypted, and then used to  encrypt the
received data at step 76. 13  According to a further aspect of the
invention, a determination is made at step 80 as to whether the received
data is related to existing data that  has already been stored on the
mobile device. At step 82, the encrypted received  data is stored to memory
where it is not related to existing data. If the received 5 data is related
to existing data, then the encrypted received data is appended to  the
existing data at step 84. For example, when a sender of the received data,
or  an intermediate system such as the data server 26 or the wireless
network  gateway 16 in Fig. 1, is configured to send data to the mobile
device in blocks of  up to a predetermined size, then a large data item is
split into separate blocks 10 that are sent to the mobile device. In this
case, each data block associated with a  particular data item received
after a first data block for the same data item is  related to any
previously received data blocks for the data item. Those skilled in the art
will appreciate that where a data item is  separated into data blocks, each
block includes information that allows a receiver  15 to reconstruct the
data item. This information is typically in the form of a session
identifier, a data item identifier, a file name, a sequence number, or some
other  identifier that is used at the receiver to identify other data
blocks for the data item.  Although each data block is encrypted when
received at the mobile device, a  data item identifier or transformed
version thereof such as a hash of the identifier, 20 is preferably stored
at the mobile device in the clear and used in step 80 to  determine whether
the received data is related to existing data. 



If a data item includes multiple data blocks, then each data block is
encrypted and stored as it is received. Although each data block comprises
a  part of the same data item, the data blocks are encrypted separately,
using an 25 algorithm and key dependent upon the operational state of the
mobile device  when that data block is received. Therefore, a received
multiple-block data item  is stored as a series of independently encrypted
data blocks. Fig. 5A is a block  diagram of a data format that supports
such data items. The data item 85 includes a data item reference 86 and
three data  30 item parts 87, 88, and 89. The data item parts 87, 88, and
89 are preferably  stored in a byte array referenced by the data item
reference 86. The data item  reference 86 includes a data item identifier,
such as an email message identifier  or a session identifier, for example,
and a location of or pointer to the byte array in 14  which the data item
parts 87, 88, and 89 are stored. The data item identifier  supports the
determination at step 80 in Fig. 4, and, in conjunction with the  location,
allows the data item parts 87, 88, and 89 to be retrieved. Each data item
part 87, 88, and 89 includes a data block header 87A, 88A, or 89A and a
data 5 block 87B, 88B, or 89B. The data block headers 87A, 88A, and 89A
include a  length and a key identifier corresponding to each data block
87B, 88B, and 89B in  the data item 85. The data block length in a data
block header indicates the  length, or alternatively a location of or
pointer to an end of the corresponding data  block, so that each data block
can be properly retrieved. The key identifier 10 indicates the key, the
cipher algorithm, or both, that was used to encrypt a data  block or is
required to decrypt the data block. The data blocks 87B, 88B, and 89B
represent received data blocks, comprising a single data item, that have
been  encrypted. In the example shown in Fig. 5A, data block 1 was received
when  15 the mobile device was unlocked, and as such was encrypted using
the symmetric  key to generate the encrypted data block 87B. The length of
the encrypted data  block 87B is determined, and this length and a
"symmetric" key identifier are  added to the encrypted data block 87B as
the block header 87A. The block  header 87A and the encrypted data block
87B are then stored to memory. 20 A data item reference is preferably
created and stored when a data  



item, or the first data block of a multiple-block data item, is received on
a mobile  device, so that the data item can be retrieved and subsequently
received related  data blocks can be identified and appended to the
corresponding byte array  referenced by the data item reference. Thus, the
data item reference 86 was 25 created when data block 1 was received, or
possibly after data block 1 was  encrypted and stored on the mobile device,
and includes an identifier of the data  item and a location indicating
where the data item part 87 has been or will be  stored. The second data
block in the data item, data block 2, was received  30 when the mobile
device was locked, and therefore was encrypted using the public  key. The
block 2 header 88A is generated and added to the encrypted data block  88B
as described above, and the resultant data item part 88 including the block
header 88A and the encrypted data block 886 are appended to the data item
part 15  87 in the array referenced by the data item reference 86. The
third data block,  data block 3, like data block 1, was received while the
mobile device was  unlocked, and was encrypted using the symmetric key. The
data part 89,  comprising the block header 89A and the encrypted data block
89B, is similarly 5 appended to the data item part 88 in the array
referenced by the data item  reference 86. In this manner, subsequent data
blocks of a data item are  encrypted, a block header is generated and added
to the encrypted data block,  and the block header and the encrypted data
block are appended to a preceding 10 encrypted data block. In one known
scheme for effectively adding new data to an  existing byte array, a new
array is defined, contents of an existing array are  copied to the new
array, and the new data is written into the new array. The  memory space
occupied by the existing array is then de-referenced or otherwise
reclaimed for storage of other data. The copying process in this technique
tends 15 to be slow, and is memory intensive in that it requires sufficient
available memory  space for two copies of the existing data array. The
appending scheme described  above is faster and requires less memory space
than this known technique. When the data item 85 is to be accessed, such as
when a user  selects the data item for display, the byte array in which the
data item parts 87,  



20 88, and 89 are found is located in the memory using the location in the
data item reference 86. For each encrypted data block 87B, 88B, and 89B,
the appropriate  decryption scheme and length for the encrypted data block
is determined from the  key identifier and length in the corresponding
block header 87A, 88A, and 89A.  Each of the encrypted data blocks 87B,
88B, and 89B is read from the byte array 25 and decrypted, and the
decrypted data blocks are combined into a single  decrypted data item which
corresponds to the data item that was transmitted to  the mobile device.
Those skilled in the art will appreciate that although the data item  parts
87, 88, and 89 are shown in Fig. 5A and described above as being stored in
30 a byte array, the data item parts need not necessarily be stored in
contiguous memory locations. Memory pointers or other identifiers are
typically used to  logically link blocks. Fig. 5B is a block diagram of an
alternative data format. The data 16  item 90 represents the logical
structure of a data item, and includes a data item  header 92 and three
encrypted data blocks 94, 96, and 98. The header 92  includes a data item
identifier and such information as a length, location, and key  identifier
for each data block 94, 96, and 98 in the data item 90. The header 92 5 and
data blocks 94, 96, and 98 are preferably logically linked, but need not
necessarily be stored in contiguous memory locations. As in the example
described above with reference to Fig. 5A, the  data blocks 1, 2 and 3 were
received when the mobile device was unlocked,  locked, and unlocked,
respectively. Data blocks 1 and 3 were encrypted using 10 the symmetric
key, and data block 2 was encrypted using the public key. The  header 92
was preferably created and stored when the first data block 94 was
received, encrypted, and stored on the mobile device, so that the first
data block  94 can be properly retrieved and decrypted, and subsequently
received related  data blocks can be identified. Information for the second
and third encrypted data 15 blocks 96 and 98 was added to the header 92
when these data blocks were  received. When the mobile device is unlocked
and the data item 90 is accessed  on the mobile device, each block is
located using the location and length in the  header 92, the appropriate
decryption scheme is determined from the key  



identifier in the header 92, and each data block is then retrieved,
decrypted, and 20 combined to reconstruct the data item. As described above
and shown in Figs. 5A and 5B, a single data  item may include data blocks
which were encrypted using different encryption  schemes, where the data
blocks were received at the mobile device when the  mobile device was in
different operational states. It is also possible that the 25 mobile device
is in the same operating state when data blocks for the same data  item are
received. For example, if data block 2 were received when the mobile
device was in the unlocked state, then it would also have been encrypted
using  the symmetric key. In accordance with a further aspect of the
invention, before a  received data block is encrypted, it is determined
whether a current operational 30 state of the mobile device is the same as
the operational state of the mobile  device when a preceding data block of
the same data item was received. Where  the operational state, and thus the
data protection key, is the same for the  received data and a preceding
data block of a data item, both the preceding block 17  and the received
data are encrypted in the same manner. In this case, the  preceding data
block is preferably decrypted if possible, the received data block is
appended to the decrypted preceding data block to form a combined data
block,  and the combined data block is encrypted and stored to memory.
Since the 5 preceding data block is part of the encrypted combined data
block, memory  space occupied by the preceding data block is either
overwritten with the  encrypted combined data block or made available to
store other data. This type of operation is possible, for example, when a
preceding  block and received data are received while the symmetric key is
accessible. 10 Where the preceding block and the received data are received
when the device is  locked and encrypted using the public key, the private
key is not accessible, and  the preceding block cannot be decrypted.
However, a similar decryption and re- encryption process is possible when
the private key becomes accessible, such as  when the preceding block and
the received data are accessed, as described in 15 further detail below.
Although this decryption/re-encryption provides for combining more  than
one data block into a single encrypted data block, appending encrypted data



blocks as described above involves less time, memory, and data processing,
and  is therefore generally preferred on constrained mobile devices with
limited power,  20 memory, and processing resources. Fig. 6 is a flow
diagram showing a method of accessing protected  data. At step 102, a data
protection system or a mobile device system or  component, depending upon
how the data protection system and memory access  scheme are implemented,
retrieves encrypted data. The data protection system 25 then determines
whether the encrypted data was encrypted using a symmetric  key or a public
key, based on a key identifier. A corresponding private key is  used to
decrypt the encrypted data at step 106 where the encrypted data was
encrypted using a public key. The symmetric key is used to decrypt the
encrypted  data at step 108 where the encrypted data was encrypted using
the symmetric 30 key. Decrypted data is then output to the mobile device
system or component  which retrieved or requested the data. If the
retrieved data comprises a plurality  of data blocks, then the steps 104
through 110 are performed for each data block. 18  The decryption steps 106
and 108 assume that the public key or the symmetric key are accessible. As
long as the mobile device is unlocked when  protected data is accessed,
these keys are either available from memory or can  be decrypted. If the
keys are not accessible, then the protected data cannot be  5 decrypted. As
described above, public key cryptography is typically slower than
symmetric key cryptography. Each time data that is received while the
mobile  device is locked, or a data item including such data, is decrypted,
public key  decryption operations must be performed on the mobile device.
When such data 10 is decrypted at step 106, then the decrypted data is
available on the mobile  device. During decryption operations, the mobile
device is in an unlocked state,  such that the symmetric key is also
accessible. According to another aspect of  the invention, decrypted data
that was previously encrypted using the public key  is re-encrypted using
the symmetric key. If necessary, a data item header is also 15 updated
accordingly. Alternatively, where any data blocks of a data item were
encrypted using the public key, the decrypted data blocks are concatenated
to  form a single combined data block, which is then re-encrypted using the



symmetric key. The original data item is then replaced in memory with the
re- encrypted data item. In this manner, further public key decryption
operations are 20 avoided when the data item is subsequently accessed. It
should also be appreciated that maintaining separate encrypted  data blocks
for a multiple-block data item may instead be preferred. For example,
where a multiple-block data item is an email message, displaying the
message in  an "Inbox" or message list might require data from only a first
data block. In this 25 case, building the message list is much faster if
just the first data block of each  message, instead of each entire message,
is decrypted. The particular implementation and configuration of a data
protection  system and method depend upon the type of device in which data
protection is  provided. Interaction between a user and a data protection
system may be 30 different for different types of devices. Figs. 7-11 are
screen shots of a display on  a mobile device in which a system and method
of data protection are  implemented, as an illustrative example of one
possible implementation. The  screen shots in Fig. 7-11 are representative
of screens displayed to a user on a 19  mobile device display at various
stages during configuration of security features.  In Figs. 7-11, data
protection is referred to as content protection. In Fig. 7, a user has
selected an operation to enable content  protection on the mobile device.
However, as shown at the top of Fig. 7, 5 password protection has not yet
been enabled, and the user is prompted to  enable password protection. If
the user enables password protection, by moving  a cursor from "No" to
"Yes" and selecting "Yes", then the user sets a password  and security
timeout period, 2 minutes in this example (Fig. 8), and password
protection is enabled. If password protection is not enabled, and no
alternate 10 means of securing data protection keys is available, then
content protection  cannot be enabled. These above operations are
substantially as shown at steps  60, 62, and 64 of Fig. 3. Once password
protection has been enabled, content protection  keys are generated. In
Fig. 8, the content protection key pair is a public/private  15 key pair.
Pseudo-random data is gathered for the key generation operation from user
key presses on a keypad or keyboard and movement of a thumbwheel input  



device on the mobile device. On a PC, such data is typically gathered using
mouse movements. However, most mobile devices have smaller displays and no
mouse, such that keyboard keys are used in conjunction with the thumbwheel
20 input device to provide further randomized data than could be generated
using  either key presses or thumbwheel inputs alone. Fig. 9 shows a screen
which  provided feedback to a user indicating the progress of pseudo-random
information collection. In a preferred embodiment, 160 bits of data are
collected  used as the private key, from which the public is generated. A
symmetric key is 25 similarly generated when content protection is enabled,
using either the same  pseudo-random information or further pseudo-random
information collected in a  similar manner. The number of key presses and
thumbwheel movements is  preferably reduced by using the same pseudo-random
information for both key  generation operations. Where a data protection
system is configured to use a 30 160-bit private key and a 128-bit
symmetric key, for example, 160 bits of random  information are collected
and used as the private key, and 128 of the 160 bits are  used as the
symmetric key. When the data protection keys have been generated and
stored, 20  data protection is enabled, and a security options screen
appears as shown in  Fig. 10. Where the mobile device implements other
security features, the security  options screen provides access to enable,
disable, or configure these features, as  well as content protection. In
Fig. 10, a security feature of locking the mobile 5 device when it is
placed in a carrying holster is accessible through the security  options
screen. As a further security measure, any configuration requirements for
content protection preferably cannot be disabled while content protection
is  enabled. For example, disabling password protection sacrifices the
security of 10 the private key and the symmetric key. When a user attempts
to disable  password protection while content protection is enabled, the
alert message shown  in Fig. 11 is displayed. Password protection is not
disabled unless content  protection is also disabled. Some types of mobile
device also support  configuration control information to further control
which features can be enabled  15 and disabled by a user. 



When content protection is disabled, several operations are  possible. In
one embodiment, stored encrypted data is maintained in encrypted  form. The
data protection keys are decrypted and then re-encrypted with a
predetermined password known to or accessible by the data protection
system. 20 Although stored encrypted data is maintained, decryption of the
data protection  keys, and thus decryption of encrypted data when it is
accessed, does not require  entry of a user password. In this scheme, the
same data protection keys can be  used if content protection is enabled
again. In an alternative embodiment, all  stored encrypted data is
decrypted and replaced in memory when content 25 protection is disabled. No
decryption operations are then required for subsequent  access to stored
data. If content protection is re-enabled, then new data  protection keys
are generated or obtained, stored data may be encrypted where  possible,
and subsequently received data is encrypted as described above. Fig. 12 is
a block diagram of a wireless mobile communication  30 device. The mobile
device 500 is preferably a two-way communication device  having at least
voice and data communication capabilities. The mobile device 500
preferably has the capability to communicate with other computer systems on
the  Internet. Depending on the functionality provided by the mobile device
500, it may 21  be referred to as a data messaging device, a two-way pager,
a mobile telephone  with data messaging capabilities, a wireless Internet
appliance, or a data  communication device (with or without telephony
capabilities). As mentioned  above, such devices are referred to generally
herein simply as mobile devices. 5 The mobile device 500 includes a
transceiver 511, a microprocessor  538, a display 522, non-volatile memory
524, random access memory (RAM) 526,  auxiliary input/output (I/O) devices
528, a serial port 530, a keyboard 532, a  speaker 534, a microphone 536, a
short-range wireless communications sub- system 540, and other device
sub-systems 542. The transceiver 511 preferably 10 includes transmit and
receive antennas 516, 518, a receiver (Rx) 512, a  transmitter (Tx) 514,
one or more local oscillators (LOs) 513, and a digital signal  processor
(DSP) 520. Within the non-volatile memory 524, the mobile device 500
includes a plurality of software modules 524A-524N that can be executed by
the  microprocessor 538 (and/or the DSP 520), including a voice
communication 



15 module 524A, a data communication module 524B, and a plurality of other
operational modules 524N for carrying out a plurality of other functions.
The mobile device 500 is preferably a two-way communication  device having
voice and data communication capabilities. Thus, for example, the  mobile
device 500 may communicate over a voice network, such as any of the 20
analog or digital cellular networks, and may also communicate over a data
network. The voice and data networks are depicted in Fig. 12 by the
communication tower 519. These voice and data networks may be separate
communication networks using separate infrastructure, such as base
stations,  network controllers, etc., or they may be integrated into a
single wireless network. 25 References to the network 519 should therefore
be interpreted as encompassing  both a single voice and data network and
separate networks. The communication subsystem 511 is used to communicate
with the  network 519. The DSP 520 is used to send and receive
communication signals to  and from the transmitter 514 and receiver 512,
and also exchange control 30 information with the transmitter 514 and
receiver 512. If the voice and data  communications occur at a single
frequency, or closely-spaced set of frequencies,  then a single LO 513 may
be used in conjunction with the transmitter 514 and  receiver 512.
Alternatively, if different frequencies are utilized for voice 22
communications versus data communications or the mobile device 500 is
enabled  for communications on more than one network 519, then a plurality
of LOs 513  can be used to generate frequencies corresponding to those used
in the network  519. Although two antennas 516, 518 are depicted in Fig.
12, the mobile device 5 500 could be used with a single antenna structure.
Information, which includes  both voice and data information, is
communicated to and from the communication  module 511 via a link between
the DSP 520 and the microprocessor 538. The detailed design of the
communication subsystem 511, such as  frequency band, component selection,
power level, etc., is dependent upon the  10 communication network 519 in
which the mobile device 500 is intended to operate. For example, a mobile
device 500 intended to operate in a North  American market may include a
communication subsystem 511 designed to  operate with the Mobitex or
DataTAC mobile data communication networks and  



also designed to operate with any of a variety of voice communication
networks, 15 such as AMPS, TDMA, CDMA, PCS, etc., whereas a mobile device
500 intended  for use in Europe may be configured to operate with the GPRS
data  communication network and the GSM voice communication network. Other
types  of data and voice networks, both separate and integrated, may also
be utilized  with the mobile device 500. 20 Communication network access
requirements for the mobile device  500 also vary depending upon the type
of network 519. For example, in the  Mobitex and DataTAC data networks,
mobile devices are registered on the  network using a unique identification
number associated with each device. In  GPRS data networks, however,
network access is associated with a subscriber or 25 user of the mobile
device 500. A GPRS device typically requires a subscriber  identity module
("SIM"), which is required in order to operate the mobile device  500 on a
GPRS network. Local or non-network communication functions (if any)  may be
operable, without the SIM, but the mobile device 500 is unable to carry
out functions involving communications over the network 519, other than any
30 legally required operations, such as `911' emergency calling. After any
required network registration or activation procedures  have been
completed, the mobile device 500 is able to send and receive  communication
signals, preferably including both voice and data signals, over the 23
network 519. Signals received by the antenna 516 from the communication
network 519 are routed to the receiver 512, which provides for signal
amplification, frequency down conversion, filtering, channel selection,
etc., and  analog to digital conversion. Analog to digital conversion of
the received signal 5 allows more complex communication functions, such as
digital demodulation and  decoding, to be performed using the DSP 520. In a
similar manner, signals to be  transmitted to the network 519 are
processed, including modulation and  encoding, for example, by the DSP 520
and are then provided to the transmitter  514 for digital to analog
conversion, frequency up conversion, filtering, 10 amplification and
transmission to the communication network 519 via the antenna  518.
Although a single transceiver 511 is shown for both voice and data
communications, in alternative embodiments, the mobile device 500 may
include  



multiple distinct transceivers, such as a first transceiver for
transmitting and  receiving voice signals, and a second transceiver for
transmitting and receiving 15 data signals, or a first transceiver
configured to operate within a first frequency  band, and a second
transceiver configured to operate within a second frequency  band. In
addition to processing the communication signals, the DSP 520  also
provides for receiver and transmitter control. For example, the gain levels
20 applied to communication signals in the receiver 512 and transmitter 514
may be  adaptively controlled through automatic gain control algorithms
implemented in  the DSP 520. Other transceiver control algorithms could
also be implemented in  the DSP 520 in order to provide more sophisticated
control of the transceiver 511. The microprocessor 538 preferably manages
and controls the  25 overall operation of the mobile device 500. Many types
of microprocessors or  microcontrollers could be used here, or,
alternatively, a single DSP 520 could be  used to carry out the functions
of the microprocessor 538. Low-level  communication functions, including at
least data and voice communications, are  performed through the DSP 520 in
the transceiver 511. High-level 30 communication applications, including
the voice communication application 524A,  and the data communication
application 524B are stored in the non-volatile  memory 524 for execution
by the microprocessor 538. For example, the voice  communication module
524A provides a high-level user interface operable to 24  transmit and
receive voice calls between the mobile device 500 and a plurality of  other
voice devices via the network 519. Similarly, the data communication
module 524B provides a high-level user interface operable for sending and
receiving data, such as e-mail messages, files, organizer information,
short text 5 messages, etc., between the mobile device 500 and a plurality
of other data  devices via the network 519. The microprocessor 538 also
interacts with other device  subsystems, such as the display 522, the RAM
526, the auxiliary I/O devices 528,  the serial port 530, the keyboard 532,
the speaker 534, the microphone 536, the 10 short-range communications
subsystem 540, and any other device subsystems  generally designated as
542. For example, the modules 524A-N are executed by  



the microprocessor 538 and may provide a high-level interface between a
user of  the mobile device and the mobile device. This interface typically
includes a  graphical component provided through the display 522, and an
input/output 15 component provided through the auxiliary I/O devices 528,
keyboard 532,  speaker 534, or microphone 536. Some of the subsystems shown
in Fig. 12 perform communication- related functions, whereas other
subsystems may provide "resident" or on-device  functions. Notably, some
subsystems, such as keyboard 532 and display 522 20 may be used for both
communication-related functions, such as entering a text  message for
transmission over a data communication network, and device- resident
functions such as a calculator or task list or other PDA type functions.
Operating system software used by the microprocessor 538 is  preferably
stored in a persistent store such as the non-volatile memory 524. In  25
addition to the operating system and communication modules 524A-N, the non
volatile memory 524 may include a file system for storing data. The
non-volatile  memory 524 also includes at least a key store, as well as
protected data  described above. The operating system, specific device
applications or modules,  or parts thereof, are typically temporarily
loaded into a volatile store, such as the 30 RAM 526 for faster operation.
Moreover, received communication signals may  also be temporarily stored to
RAM 526, before permanently writing them to a file  system located in the
non-volatile memory 524. The non-volatile memory 524  may be implemented,
for example, with Flash memory, non-volatile RAM, or 25  battery backed-up
RAM. An exemplary application module 524N that may be loaded onto the
mobile device 500 is a PIM application providing PDA functionality, such as
calendar events, appointments, and task items. This module 524N may also 5
interact with the voice communication module 524A for managing phone calls,
voice mails, etc., and may also interact with the data communication module
524B for managing e-mail communications and other data transmissions.
Alternatively, all of the functionality of the voice communication module
524A and  the data communication module 524B may be integrated into the PIM
module. 10 The non-volatile memory 524 preferably provides a file system to



facilitate storage of PIM data items on the device. The PIM application
preferably  includes the ability to send and receive data items, either by
itself, or in  conjunction with the voice and data communication modules
524A, 524B, via the  wireless network 519. The PIM data items are
preferably seamlessly integrated, 15 synchronized and updated, via the
wireless network 519, with a corresponding set  of data items stored or
associated with a host computer system, thereby creating  a mirrored system
for data items associated with a particular user. The mobile device 500 is
manually synchronized with a host system  by placing the mobile device 500
in an interface cradle, which couples the serial  20 port 530 of the mobile
device 500 to a serial port of the host system. The serial port 530 may
also be used to download other application modules 524N for  installation
on the mobile device 500. This wired download path may further be  used to
load encryption keys onto the mobile device 500 for use in secure
communications, which is a more secure method than exchanging encryption 25
information via the wireless network 519. As an alternative to the
on-device data  protection key generation described above, data protection
keys could be  generated by another system and transferred to the mobile
device 500 in this  manner. Software application modules 524N may be loaded
onto the mobile  30 device 500 through the network 519, through an
auxiliary I/O subsystem 528,  through the short-range communications
subsystem 540, or through any other  suitable subsystem 542, and installed
by a user in the non-volatile memory 524 or  RAM 526. Such flexibility in
application installation increases the functionality of 26  the mobile
device 500 and may provide enhanced on-device functions,
communication-related functions, or both. For example, secure communication
applications may enable electronic commerce functions and other such
financial  transactions to be performed using the mobile device 500. 5 When
the mobile device 500 is operating in a data communication  mode, a
received signal, such as a text message or a web page download, is
processed by the transceiver 511 and provided to the microprocessor 538,
which  preferably further processes the received signal for output to the
display 522, or,  alternatively, to an auxiliary I/O device 528. When data
protection is enabled, 



10 received data is encrypted as described above before being stored on the
mobile  device 500. A user of mobile device 500 may also compose data
items, such as  email messages, using the keyboard 532, which is preferably
a complete  alphanumeric keyboard laid out in the QWERTY style, although
other styles of  complete alphanumeric keyboards such as the known DVORAK
style may also 15 be used. User input to the mobile device 500 is further
enhanced with the  plurality of auxiliary I/O devices 528, which may
include a thumbwheel input  device, a touchpad, a variety of switches, a
rocker input switch, etc. The  composed data items input by the user are
then transmitted over the  communication network 519 via the transceiver
511, and may also be stored in 20 encrypted form on the mobile device 500.
When the mobile device 500 is operating in a voice communication  mode, the
overall operation of the mobile device 500 is substantially similar to the
data mode, except that received signals are output to the speaker 534 and
voice  signals for transmission are generated by a microphone 536.
Alternative voice or 25 audio I/O devices, such as a voice message
recording subsystem, may also be  implemented on the mobile device 500. The
display 522 may also be used to  provide an indication of the identity of a
calling party, the duration of a voice call,  or other voice call related
information. For example, the microprocessor 538, in  conjunction with the
voice communication module 524A and the operating system 30 software, may
detect the caller identification information of an incoming voice call  and
display it on the display 522. Although the data protection techniques
described above might not necessarily be applied to voice communications,
since  voice communication signals are not typically stored, some voice
communication 27  related information such as contact information, may be
protected. A short-range communications subsystem 540 is also be included
in  the mobile device 500. For example, the subsystem 540 may include an
infrared  device and associated circuits and components, or a Bluetooth or
802.11 short 5 range wireless communication module to provide for
communication with  similarly-enabled systems and devices. It will be
appreciated that the above description relates to preferred  embodiments by
way of example only. Many variations on the systems and  



methods described above will be obvious to those knowledgeable in the
field, and 10 such obvious variations are within the scope of the invention
as described and  claimed, whether or not expressly described. For example,
a device in which systems and methods described  above may be implemented
may include fewer, further, or different components  than those shown in
the drawings. Although data protection is perhaps most 15 pertinent to
mobile devices, which by their nature are difficult to physically secure,
the techniques described herein are also applicable to PCs, as well as
other  typically fixed systems. The invention is also in no way dependent
upon any particular  communication features. Data protection as described
herein could be 20 implemented in two-way or one-way (receive only)
communication devices.  In addition, although data protection has been
described above  primarily in the context of data received after data
protection has been enabled,  existing data that has already been stored on
the mobile device before data  protection is enabled is preferably also
encrypted when data protection is 25 enabled, where the format of stored
data permits. 28  Claims: 1. A system of protecting data on a communication
device (30), the  communication device (30) configured to receive data, the
system comprising:  5 a memory (32) configured to store data; and a data
protection system (49) configured to receive data, to protect the  received
data, and to store the protected received data in the memory (32),  wherein
the system further comprises means for enabling the data protection system
(49), said means being configured to restrict some or all of  10 other
mobile device (30) operations until data protection has been enabled. 2.
The system of claim 1, wherein the data protection system enabling means
is configured to automatically invoke an operation to enable data
protection in the  mobile device (30) or otherwise to restrict some or all
of other mobile device (30)  15 operations until data protection has been
enabled. 3. The system of claim 2, wherein the data protection system
enabling means  is configured to automatically invoke an operation to
require a user to enable data  



protection in the mobile device (30) or otherwise to restrict some or all
of other 20 mobile device (30) operations until data protection has been
enabled by the user.  4. The system of any one of the preceding claims,
wherein the data  protection system enabling means comprises a software
implemented  configuration control module. 25 5. The system of any one of
the preceding claims, wherein the data  protection system (49) is
configured to protect received data by encrypting it. 29  6. The system of
claim 5, wherein the system has a first operational state and  a second
operational state, the system further comprising: a key store (42)
configured to store a plurality of cryptographic keys; and  wherein the
data protection system (49) is configured to determine whether  5 the
communication device (30) is in the first operational state or the second
operational state, to encrypt the received data using a first of the
plurality of  cryptographic keys where the communication device is in the
first operational  state or a second of the plurality of cryptographic keys
where the communication  device is in the second operational state, and to
store the encrypted received data  10 in the memory (32), wherein the first
of the plurality of cryptographic keys is protected. 7. The system of claim
6, wherein the first cryptographic key is inaccessible  when the
communication device (30) is in the second operational state. 15 8. The
system of claim 7, wherein the first operational state is an unlocked
state and the second operational state is a locked state. 9. The system of
claim 7 or claim 8, wherein the first cryptographic key is a  20 symmetric
key, and the second cryptographic key is a public key. 10. The system of
claim 9, wherein the public key is associated with a private  key, and
wherein the data protection system (49) is further configured to  determine
whether the encrypted data was encrypted using the public key or the 25
symmetric key, to decrypt the encrypted data using the private key where
the  encrypted data was encrypted using the public key, and to decrypt the
encrypted  data using the symmetric key where the encrypted data was
encrypted using the  



symmetric key. 30  11. The system of any one of the preceding claims
wherein the communication  device (30) comprises a wireless mobile
communication device selected from the  group consisting of: a data
communication device, a mobile telephone having  both data and voice
communications functionality, a multiple-mode device 5 capable of voice,
data and other types of communications, a messaging device, a  personal
digital assistant (PDA) enabled for wireless communications, a wireless
modem, a one-way communication device, and a two-way communication device.
12. A method of protecting data received on a communication device (30),
the  10 method comprising the steps of: receiving data at a data protection
system (49) of said communication  device (30), said data protection system
upon receiving the data processing said  data to protect it; storing said
protected received data in a memory (32) of said  15 communication device
(30), wherein the method comprises enabling the data protection system (49)
prior to  said data being received at said data protection system (49) or
otherwise  restricting some or all of other mobile device (30) operations
until the data  protection system (49) has been enabled. 20 13. The method
of claim 12, further comprising automatically invoking an  operation to
enable data protection in the mobile device (30) or otherwise  restricting
some or all of other mobile device (30) operations until data protection
has been enabled. 25 14. The method of claim 13, further comprising
automatically invoking an  operation to require a user to enable data
protection in the mobile device (30) or  otherwise restricting some or all
of other mobile device (30) operations until data  protection has been
enabled by the user. 30 15. The method of any one of claims 12 to 14,
wherein a means for enabling  the data protection system (49) is provided
as a software implemented  



configuration control module. 31  16. The method of claim 15, wherein the
data protection system enabling  means is provided in the communication
device (30) prior to said device being  provided to a user or when the
communication device (30) is first configured for  5 operation by a user.
17. The method of any one of claims 12 to 16, further comprising protecting
received data by encrypting it. 10 18. The method of claim 17, further
comprising: storing (66) a first cryptographic key and a second
cryptographic key on  the communication device (30), the first
cryptographic key being protected;  determining (74) whether the first
cryptographic key is accessible;  encrypting (78) the received data using
the first cryptographic key where 15 the first cryptographic key is
accessible; encrypting (76) the received data using the second
cryptographic key  where the first cryptographic key is inaccessible; and
storing (82) the encrypted received data in memory (32) on the
communication device (30). 20 19. The method of claim 18, wherein the
communication device (30) has a  locked operational state in which the
first cryptographic key is inaccessible and an  unlocked operational state
in which the first cryptographic key is accessible, and  wherein the step
of determining (74) comprises the step of determining whether 25 the
communication device (30) is in one of the locked operational state and the
unlocked operational state. 20. The method of claim 19, further comprising
the step of storing the private  key on the communication device (30),
wherein the first cryptographic key is a  30 symmetric key which is stored
in encrypted form and the second cryptographic  key is a public key
associated with a private key. 32  21. The method of claim 20, further
comprising determining whether the  encrypted data was encrypted using the
public key or the symmetric key,  decrypting the encrypted data using the
private key where the encrypted data was  



encrypted using the public key, and decrypting the encrypted data using the
5 symmetric key where the encrypted data was encrypted using the symmetric
key.  22. A communication device comprising the system of any one of claims
1 to  11. 10 23. A computer program product for protecting data received on
a  communication device (30), said computer program product comprising a
computer readable medium embodying program code executable by a processor
of a computing device for implementing the method of any one of claims 12
to 21. 


