1 SYSTEM AND METHOD OF PROTECTI NG DATA ON A COVMUNI CATI ON DEVI CE Thi s

I nvention relates generally to data protection, and in particular 5 to
protection of data on a communication device. In a corporate environment,
enpl oyees are often provided with access to office supplies and equi prment
to be used in performng job functions, ?/pl cally including at |east a
personal conputer (PC), and often also include wreless nobile

comuni cati on devices and ot her types of electronic devices. 10
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or both, may be stored on any of this ui pnent . Al t hough user equi pnent,
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nore likely to be msplaced or stolen, and are thus | ess secure. It is
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is encrypted when or before it is stored in a nenory. Decryption of stored
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One common type of security measure for mobile devices enabled
for communications, such as wireless mobile communication devices, for
example, is to ensure that sensitive information is transferred to such mobile
20  devices securely. Although information transfer is secure, these measures only
protect information during transfer, not after the information has been received by
a mobile device.
According to another known security scheme, received information
is encrypted when or before it is stored in a memory. Decryption of stored
25  encrypted information requires access to a cryptographic key. Symmetric key
cryptography, in which a single key is used for both encryption and decryption, is
generally preferred for mobile devices having limited processing resources,
because symmetric key cryptographic operations are faster and less processor-
intensive than those associated with other cryptography schemes. Access to this
30 single key must be controlled, using password protection for example, so that an
unauthorized user cannot simply read the key from memory on a lost or stolen
mobile device and then decrypt all encrypted content stored on the mobile device.

However, this may result in situations where the key is not accessible when



2 information is received at a nobile device. It is desirable that an
enployee is required to operate a nobile device provided by their enpl oyer
in a secure nanner whereby data received at the device is protected. In a
first aspect of the invention, there is preferably provided a 5 system of
protecting data on a comruni cation device, the conmmunication device
configured to receive data, the systen1codbrising: a nenory configured to
store data; and a data protection systemconfigured to receive data, to
prot ect the inferoritieads dededvechatia nwisilkodeviddelf fs desicdisd thatcami wegblalaiedsi n t he
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aspect of the invention. Further features of data protection syste and
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communi ¢at i canyygnieatiomdakicehsaid data protection system upon receiving the data
processing said data to protect it; storing said protected received data in a
memory of said communication device, wherein the method comprises enabling
the data protection system prior to said data being received at said data
protection system or otherwise restricting some or all of other mobile device
20  operations until the data protection system has been enabled.

in yet another aspect of the invention, there is preferably provided a
communications device comprising the system of the first aspect of the invention.

In yet a further aspect of the invention, there is preferably provided a
computer program product comprising a computer readable medium embodying

25  program code executable by a processor of a computing device for implementing
the method of the second aspect of the invention.

Further features of data protection systems and methods will be
described or will become apparent in the course of the following detailed
description and from the appended claims.

30
BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a block diagram showing a communication system in which

mobile devices may be used.



nobi | e devices may be used. 3 Fig. 2 is a block diagramof a nobile device
i n which a systemand nethod of data protection are inplenented. Fig. 3 is
a flowdiagramillustrating a nethod of enabling data protection. 5 Fig. 4
is a flowdiagramillustrating a nethod of protecting data received at a
nobil e device. Fig. 5A is a block diagramof a data format. Fig. 5B is a

bl ock di agram of an alternative data format. Fig. 6 is a flow diagram

showi ng a net hod of accessing protected |o data. Figs. 7-11 are screen
shots of a display on Rigndl§ bdladydiagram ofta mbbila dsyiseemwdich awsyhiedn ehddat a

protection are,inpl nted. Fig. 12 is a hlgck diagramof a wireless nobile
conmmuni patidﬁetf@gﬁfg@aﬁotﬁg&%ﬁm@@@erﬁﬁﬁgmp EMBCDI MENTS Fig. | is a
bl ock di agram showi ng rag.cgnmywoo\aaibgranﬁyms%ﬁh@ A\cthbd FPEhAIIndeYAtees may

be used. The communication system 10 includes a Wde Area Network (WAN)
12, coupl ed Aretestiobnput er system 14, a wirel ess network 20 gateway 16 and a
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mobi | e commuysteiabd @h adawbitedetibe. mobi | e device 22, is configured to
operate. The conputer system 14 may be a desktop or laptop PC, which is 25
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Internet Service Provi cat’ion Service ovi der (ASP) or the
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I n which wisifa{tél e conputers 28 are connected in a network. Such a 30
net wor k 'Ps n | ocated behind a security firewall 24. Wthin the

corporate LAN 30, a daigs SEAY Qe 2BredPERAEI01S Q8pBy SR HidHileReVicint BRich
firewall 24, acts as the
a system and method of data protection are implemented.
Fig. 12 is a block diagram of a wireless mobile communication
device.
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DESCRIPTION OF PREFERRED EMBODIMENTS

Fig. 1 is a block diagram showing a communication system in which

mobile devices may be used. The communication system 10 includes a Wide
Area Network (WAN) 12, coupled to a computer system 14, a wireless network
20 gateway 16 and a corporate Local Area Network (LAN) 18. The wireless network
gateway 16 is also connected to a wireless communication network 20 in which a
wireless mobile communication device, the mobile device 22, is configured to
operate.
The computer system 14 may be a desktop or laptop PC, which is
25 configured to communicate to the WAN 12, the Internet, for example. PCs, such
as the computer system 14, normally access the Internet through an Internet
Service Provider (1SP), Application Service Provider (ASP) or the like.
The corporate LAN 18 is an example of a typical working
environment, in which multiple computers 28 are connected in a network. Such a
30 network is often located behind a security firewall 24. Within the corporate LAN
30, a data server 26, operating on a computer behind the firewall 24, acts as the
primary interface for the corporation to exchange data both within the LAN 18,
and with other external systems and devices via the WAN 12. The data server 26



primary interface for the corporation to exchange data both within the LAN
18, and with other external systens and devices via the WAN 12. The data
server 26 4 may, for exanple, be a nessaging server such as a McrosoftTM
Exchange Server or a Lotus Dom noTM server. These servers al so provide
addi tional functionality, such as dynam c dat abase storage for data like
cal endars, todo lists, task lists, e- mail%and docunentation. Al t hough only
a data server 26 is shown in the LAN 18, 5 those skilled |n the art wll
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server 26. Multiple-purpose clients such as Lotus Notes, for example, handle
electronic messages as well as other types of files and data.

The wireless gateway 16 provides an interface to a wireless network
20 20, through which data, including data that should be protected, may be
exchanged with a mobile device 22. The mobile device 22 may, for example, be
a data communication device, a dual-mode communication device such as many
modern mobile telephones having both data and voice communications
functionality, a multiple-mode device capable of voice, data and other types of
25 communications, a personal digitai assistant (PDA) enabled for wireless
communications, or a wireless modem operating in conjunction with a laptop or
desktop computer system or some other device. An exemplary mobile device is
described in further detail below.
Such functions as addressing of the mobile device 22, encoding or
30 otherwise transforming messages for wireless transmission, or other necessary
interface functions are performed by the wireless network gateway 16. Where the
wireless network gateway 16 is configured to operate with more than one wireless

network 20, it also determines a most likely network for locating a given mobile



i nterface functions are perfornmed by the wireless network gateway 16. \Were
the wreless network gateway 16 is configured to operate with nore than
one wireless network 20, it also determnes a nost |ikely network for

| ocating a given nobile 5 device 22 and possibly tracks nobil e devices as
users roam between countries or networks._Although only a single wireless
network gateway 16 is shown in Fig. 1, thd nobile device 22 could be
configured to conmunicate with nore than one gateway, such as a corporate
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and known voi ce- cent r ifcwiteleds etwONk30 normally delivers data to and from
communication devices such as the mobile device 22 via RF transmissions
between base stations and devices. The wireless network 20 may, for example,
20 be a data-centric wireless network, a voice-centric wireless network, or a dual-
mode network that can support both voice and data communications over the
same infrastructure. Recently developed voice and data networks include Code
Division Multiple Access (CDMA) networks, Groupe Special Mobile or the Global
System for Mobile Communications (GSM) and General Packet Radio Service
256 (GPRS) networks, and third-generation (3G) networks like Enhanced Data rates
for Global Evolution (EDGE) and Universal Mobile Telecommunications Systems
(UMTS), which are currently under development. Older data-centric networks
include, but are not limited to, the Mobitex™ Radio Network (“Mobitex”), and the
DataTAC™ Radio Network ("DataTAC"), and known voice-centric data networks
30  include Personal Communication Systems (PCS) networks like GSM and Time
Division Multiple Access (TDMA) systems that have been available in North
America and world-wide for several years.,
In the system 10, a company which owns the corporate LAN 18 may



30 include Personal Communication Systens (PCS) networks |ike GSM and Ti ne
Division Multiple Access (TDWVA) systens that have been available in North
Anerica and worl d-wi de for several years. In the system 10, a conpany which
owns the corporate LAN 18 may 6 provide an enployee with a nobile device
22 and access to the corporate LAN 18. Cogporate data can then be accessed
and stored on the nobile device 22. Where“the user of the nobile device 22
has access to the LAN 18 through a conputer system 28 with which the
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a data protection system are shown in Fi'lg. 2. A nobile device typically

i ncl uded?d f ufnassessibipwhendata is received. For exampie, where the mobile device 22
implements password protection, a symmetric key used for data encryption might
be accessible only when the mobile device 22 has been unlocked by correct entry
of a security password or passphrase. In this example, if the mobile device 22
receives data when it is locked, where data is pushed fo the mobile device 22

20 without having been requested, the symmetric key is not accessible, and the data
cannot be encrypted for storage.

Systems and methods according to aspects of the present
invention provide for protection of received data when a mobile device is in any of
a plurality of states.

25 Fig. 2 is a block diagram of a mobile device in which a system and
method of data protection are implemented. it should be apparent to those
skilled in the art that only the components involved in a data protection system
are shown in Fig. 2. A mobile device typically includes further components in
addition to those shown in Fig. 2.

30 The mobile device 30 comprises a memory 32, a data protection
system 49, a processor 50, a user interface (Ul) 52, a wireless transceiver 54,
and an interface or connector 56. The memory 32 preferably includes a storage
area 34 for software applications, a key store 42, and a plurality of data stores 36-



addition to those shown in Fig. 2. 30 The nobile device 30 conprises a
menory 32, a data protection system 49, a processor 50, a user interface
(U) 52, a wireless transceiver 54, and an interface or connector 56. The
menory 32 preferably includes a storage area 34 for software applications,
a key store 42, and a plurality of data stores 36 7 40 and 44-48. The
menory 32 is, or at least includes, a wit€able store such as a RAMinto
whi ch ot her device conmponents may wite data. The software application
store 34 i ncAudeg 44048.ware applications that have been installed on the 5
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when text is entered on the mobile device 30. Although shown as separate data
stores, those skilled in the art will appreciate that some or all of the stores could
be consolidated into a single data store in the memory 32. It should also be

20 apparent that a mobile device may include further, fewer, or different data stores
than those shown in Fig. 2.

The key store 42 stores cryptographic keys used to support data
protection on the mobile device 30, and preferably resides in a secure memory
component or a secured part of the memory 32 to which access is controlled. For

25 example, a user or a software application should not be able to delete or change
a data protection key in the key store 42. In one embodiment, access to the key
store 42 is restricted to the data protection system 49. The data protection
system 49 encrypts received data and decrypts encrypted data stored in the
memory 32, as described in further detail below.

30 The processor 50 is connected to the wireless transceiver 54 and
thus enables the mobile device 30 for communications via a wireless network.
The interface/connector 56 provides an alternate communication path to a PC or

other device having a cooperating interface or connector. The



system 49 encrypts received data and decrypts encrypted data stored in the
menory 32, as described in further detail below 30 The processor 50 is
connected to the wirel ess transceiver 54 and thus enables the nobile
device 30 for communications via a wirel ess network. The

I nterface/ connector 56 provides an alternate comruni cation path to a PC or
ot her devi ce having a cooperating interfac® or connector. The 8

i nterface/ connector 56 could be any of a plurality of data transfer
conponent s, iniertdoedionyectarSesautplbe, amnoba piuralitydsdtdata transfee componehis; e
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bl ock in Fi rgr 2, It sh_PuI d_be apparent that a nobile device typically
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i mpl enent at icongechian.is unlikely that 20 software applications installed on

bil e devi | d ted, alth h th th d 36- 38
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access to the nmenory 32 is controlled b the data protection system 49,
whi ch efiér ypiser peths mobile siexiceritd. sAlbhewgheabowptasca s@glalblipak i Figh@, iteshouyd
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52 is therefore intended to represent one or more user interfaces.
Data in any or all of the data stores on a mobile device may be
protected as described herein. in most implementations, it is unlikely that
20  software applications installed on a mobile device would be protected, although
the other data stores 36-38 and 44-48 commonly store data that a user, for
personal data, or an employer, for corporate data, may wish to protect.
In the mobile device 30, access to the memory 32 is controlled by
the data protection system 49, which encrypts received data and stores encrypted
25 data to the memory 32, and decrypts stored data for other mobile device
components. All other components of the mobile device 30 are connected to the
data protection system 49 and memory read and write operations by these other
components are performed through the data protection system 49. Data received
by the data protection system 49, from the wireless transceiver 54 or the Ul 52
30 through the processor 50, from a software application being executed by the
processor 50, or from the interface/connector 56, is encrypted using a key stored
in the key store 42. Similarly, when a request for protected data is received by
the data protection system 49 from a component or software application on the



data protection system49 and nenory read and wite operations by these

ot her conponents are perfornmed through the data protection system 49. Data
received by the data protection system49, fromthe wirel ess transceiver
54 or the U 52 30 through the processor 50, froma software application
bei ng executed by the processor 50, or frgmthe i nterface/ connector 56, is
encrypted using a key stored in the key store 42. Simlarly, when a
request for protected data is received by the data protection system 49
from a conponehte gevisefiluhe dafmppioteationrsystem® decryplsi the afernynted 3ata ahd

dat tect] th [ ted dat d t.h
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and that thedrtimdat data sterdgomgpeawf batd.ted thereto. For exanple, in an
alternative enbodi nent, the processor 5 the 10 i nterface/conni;(_:tor_ 56,
and ot her device syste'h%hqﬁ'é}q eRRpesiat thﬂ@ﬂﬁ%ﬁﬂ"ﬁﬁggmentéﬁﬁwﬂdﬂ iGced Snith a
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access to the nenory 32 is controlled by the data protection system 49,
this alternaemery 32ty hedecsiphgd and secaivppdata isdo beengypteschefaraldtis

stores sinc - pr. t ais.retrieved diirectly fromthe menory,32
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42. According to an aspect of the invention, the key store 42 stores
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I's stored i mdrhenk®yis controlled by the data protection system 49, this alternative
embodiment simplifies support for non-protected data stores since non-protected
data is retrieved directly from the memory 32 without any involvement by the data
20  protection system.
In operation, the data protection system 49 accesses cryptographic
keys in the key store 42. According to an aspect of the invention, the key store 42
stores several keys. As described above, symmetric cryptography is generally
preferred for processor-constrained mobile devices, such that the a symmedtric
25  Kkey used for both encryption and decryption of protected data is stored in the key
store 42 when data protection is enabled. Although a security password or
passphrase secures the mobile device 30 against unauthorized use, further
measures are generally preferred to protect symmetric keys, and thus encrypted
data, against so-called hardware attacks. For example, password protection does
30 not protect memory content where physical components comprising the memory
32 are removed from the mobile device 30 to directly read the data stored therein.
The symmetric key is thus preferably stored in the key store 42 in an encrypted
form. Decryption of the symmetric key requires correct entry of a user's



store 42 when data protection is enabled. Al though a security password or
passphrase secures the nobile device 30 agai nst unaut horized use, further
nmeasures are generally preferred to protect synmetric keys, and thus
encrypted data, against so-called hardware attacks. For exanple, password
protection does 30 not protect nenory content where physical conponents
conprising the nenory 32 are renoved frofPt he nobile device 30 to directly
read the data stored therein. The synmmetric key is thus preferably stored
in the key siassevod@. in an encrypted form Decryption of the synmmetric key
requires correct entry_of user' 0 assword. Once decrypted,, the
symetric key is typi CQPF?/%?PWP ’itfl\etsﬁg‘rﬂ“éWC ke ds éypzi%aq@rs"é'pﬁ&’ﬁé?‘e K&¥or y
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mobi | e devi egadddesrybtmked cannot be encrypted using the symetric key.
Mai ntai ni ng the decrypted 15 symetric key in nmenory after the nobile

device 38 i's | ocked, <Ythawgh thaaboyakeyrncayrtiogseEnmerovides adien vebof ce
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password, however, the received data.nust be stored in the clear, at 20
aaat unt i | 3 RERL A8 SURE: ehY st Fochinest b snBe futhiadetr 38 SBoel f npi y
not st or ed cafinbie BRBHjoRedB¥GANS SynimetR%dy 2 MSIIARTR thbRcrpselved data
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memory 32 prone to hardware attacks. Alternatively, the user could be prompted
to enter the password every time data is received. Unless the user immediately
enters the password, however, the received data must be stored in the clear, at
20  least until the next time the user unlocks the mobile device 30, or simply not
stored on the mobile device 30. In the latter case, the received data is dropped at
the mobile device 30 and must be retransmitted to the device.
In accordance with an aspect of the invention, the key store 42 also
stores a public/private key pair. A public key is not secret, and is therefore stored
25 inthe clear, even when the mobile device 30 is locked. Data encrypted using the
public key can only be decrypted using the private key, which can be protected in
a similar manner as a symmetric key. Thus, the public key is used to encrypt
data received when the mobile device 30 is locked.
Therefore, a first cryptographic key, the symmetric key, is used to
30 encrypt data received when the mobile device 30 is in a first, unlocked,
operational state, and a second cryptographic key, the public key, is used to
encrypt data received when the mobile device 30 is in a second, locked,
operational state. The benefits of symmetric key cryptography are thereby



25 in the clear, even when the nobile device 30 is | ocked. Data encrypted
using the public key can only be decrypted using the private key, which can
be protected in a simlar nmanner as a symetric key. Thus, the public key
is used to encrypt data received when the nobile device 30 is | ocked.
Therefore, a first cryptographic key, the symetric key, is used to 30
encrypt data received when the nobile devilde 30 is in a first, unlocked,

operational state, and a second cryptographic key, the public key, is used
to encrypt galized Evanyathtatieceived wheli the rdebilecdedoe i39 is mntbockedoridgcryptideed,
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enabl i ng dattgcHfiqReft ection. At step 60, an operation to enable data
protection is executed by a nobile device. This operation is preferably

i nvoked by a user of tAsedessibed britdly almvebthedaier profectionsysterd 48 maglhect i ng
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device, by entering a command or selecting a menu item using a keyboard,
keypad, mouse, thumbwheel, or other input device, for example. However, it
should also be appreciated that a mobile device is preferably configurable to
20  require that a user enable data protection. For example, where an employer
provides a mobile device to an employee user but wishes to ensure that any
corporate data on the mobile device is protected, a configuration control software
module or utility and configuration control information specifying that data
protection must be enabled, are inserted onto the mobile device either before the
25 mobile device is provided to the user or when the mobile device is first configured
for operation by the user. The configuration control module then automatically
invokes the operation at step 60, or restricts some or all other mobile device
operations until data protection has been enabled.
In order to protect a symmetric key used for data encryption and a
30 private key used for data decryption, password protection should also be enabled
when or before data protection is enabled. At step 62, a determination is made
as to whether password protection has already been enabled. Where password
protection has not been enabled, the user is prompted to enable password



protection nust be enabled, are inserted onto the nobil e device either
before the 25 nobile device is provided to the user or when the nobile
device is first configured for operation by the user. The configuration
control nodule then automatically invokes the operation at step 60, or
restricts sone or all other nobile device operations until data protection
has been enabled. In order to protect a sﬂﬁnetric key used for data
encryption and a 30 private key used for data decryption, password
protection sivotdotionleswl du cepaddventd attséep 64. Itapeoteation feps ecd them i s
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set a password af step 64. Data protection keys ar generated and
stored to afdey store at step 66, where password prot ectlon has al ready
been ena?l ed or after .Ithe user
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protecting data received at a nobile devi'ce. tep 72, dat
recei veds at ptﬁeraﬁbstmedmthmkeﬁetoeenm AY emrymtgd form, bytenwptlm@thﬁwtwaie?,o
S configurgdto & ve data via the wireless transceiver 54 or the

interfacel/c ﬁ-‘ﬁé‘c?tn@r géoasggv |fpr§§aﬁg)ée; inputs via the U 52. Software

Any data received at a mobile device after data protection has been
enabled is encrypted before it is stored in memory. Fig. 4 is a flow diagram
illustrating a method of protecting data received at a mobile device.

20 At step 72, data is received at the mobile device. Referring to Fig.
2, the mobile device 30 is configured to receive data via the wireless transceiver
54 or the interface/connector 56, as well as user inputs via the Ul 52. Software
applications also typicaily generate data for storage in the memory 32. Where
other interfaces are provided, such as a disk drive or memory stick reader for

25 example, step 72 also includes operations of receiving data from those interfaces.

The current operational state of the mobile device is then
determined at step 74. Where the device is locked, the public key is retrieved
and the received data is encrypted using the public key at step 78. If the mobile
device is unlocked, then the symmetric key is available. The decrypted symmetric

30 key is retrieved from the key store or a cache if it was decrypted when the mobile
device was unlocked by correctly entering a password. Otherwise, the encrypted
symmetric key is retrieved from the key store, decrypted, and then used to
encrypt the received data at step 76.



applications also typically generate data for storage in the nenory 32.
Where other interfaces are provided, such as a disk drive or nenory stick
reader for 25 exanple, step 72 also includes operations of receiving data
fromthose interfaces. The current operational state of the nobile device
Is then determned at step 74. Wiere the device is | ocked, the public key
Is retrieved and the received data is ené?ypted using the public key at
step 78. If the nobile device is unlocked, then the symmetric key is
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the received data is related to existing data.

Although each data block is encrypted when received at the mobile device, a
data item identifier or transformed version thereof such as a hash of the identifier,
20 is preferably stored at the mobile device in the clear and used in step 80 {o
determine whether the received data is related to existing data.
If a data item includes multiple data blocks, then each data block is
encrypted and stored as it is received. Although each data block comprises a
part of the same data item, the data blocks are encrypted separately, using an
25  algorithm and key dependent upon the operational state of the mobile device
when that data block is received. Therefore, a received multiple-block data item
is stored as a series of independently encrypted data blocks. Fig. 5A is a block
diagram of a data format that supports such data items.
The data item 85 includes a data item reference 86 and three data
30 item parts 87, 88, and 89. The data item parts 87, 88, and 89 are preferably
stored in a byte array referenced by the data item reference 86. The data item
reference 86 includes a data item identifier, such as an email message identifier

or a session identifier, for example, and a location of or pointer to the byte array in



If a data itemincludes nultiple data bl ocks, then each data bl ock is
encrypted and stored as it is received. Al though each data bl ock conprises
a part of the sane data item the data bl ocks are encrypted separately,
using an 25 al gorithm and key dependent upon the operational state of the
nobi | e device when that data block is received. Therefore, a received

mul tiple-block data item is stored as a Jéries of I ndependently encrypted
data blocks. Fig. 5Ais a block diagramof a data format that supports
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been encrypt ed. In t he exanple shown in Fig. 5A, data block 1 was received
when 15 t h& DML device was unl ocked, and as such was encrypted using

the symetric key to|9@n@@§émpté1§h&m%wmge¢ﬂd%ta@a 'Bid&kk1 #6B. reaéreetrwretm of

the encrypt ed data block 87B is determned, and this length and
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created and ok &TB whestetmiticR and this length and a “symmetnc key identifier are
added to the encrypted data block 87B as the biock header 87A. The block
header 87A and the encrypted data block 87B are then stored to memory.

20 A data item reference is preferably created and stored when a data
item, or the first data block of a multiple-block data item, is received on a mobile
device, so that the data item can be retrieved and subsequently received related
data blocks can be identified and appended to the corresponding byte array
referenced by the data item reference. Thus, the data item reference 86 was

25 created when data block 1 was received, or possibly after data block 1 was
encrypted and stored on the mobile device, and includes an identifier of the data
item and a location indicating where the data item part 87 has been or will be
stored.

The second data block in the data item, data block 2, was received

30  when the mobile device was locked, and therefore was encrypted using the public
key. The block 2 header 88A is generated and added to the encrypted data block
88B as described above, and the resultant data item part 88 including the block
header 88A and the encrypted data block 88B are appended to the data item part



item or the first data block of a multiple-block data item is received on
a nobile device, so that the data itemcan be retrieved and subsequently
received related data blocks can be identified and appended to the
correspondi ng byte array referenced by the data itemreference. Thus, the
data itemreference 86 was 25 created when data block 1 was received, or
possi bly after data block 1 was encrypt ed%and stored on the nobile device,
and includes an identifier of the data itemand a |ocation indicating
where the de7in therarpsy tefé&enbas byebe data el réﬁeremecﬁﬁedT hél' trérdsdatarbdoclat a
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as described a ove suI t ant taitem par 88 including the block
header 88A anmdnmnr&en@mﬂ wmdneadeaSBAcmd deccrrgptappaid dibakaB33thds ¢hmitarit em
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nobi | e devi ggfaasce 8Bl ocked, and was encrypted using the symretric key. The
data part 89, conprisi g the bl ock header 89A and the encrypted data bl ock
89B, is sinmilarly 5 apgpdhiggtannen sabsequentdats bmsgéadatﬂht@naar%y

bl ocks of o SRS PY oh Pl HBadeFFbERE AT nl btk TRE BRE o BB BRGk 2
to the encr ypidatiedndek hbacks andite émaypleacdathdnsn arnabidricenory ptezddite a

bl ock are appended to a E’d’?cedl ng 10 encrypted data bl ock. In one, known
scheme flBr &NCBGEYSRA RIRGKNdN R KD seherne Tenefigstivggdding newdatg taan

array is de“éx%?ﬂgvsﬁlgé“aﬂ%ga&ﬁ pﬁ?gﬁ%‘?ss@éﬂﬂ?]@rcroﬁi’erﬁé%f aﬁ%%ﬁ%ﬁilgté}ré Srd1€W

array, and the n at'a € new array ry space
occupi ed by cobidetol thei ey arrmgyand tHeheawdiznta éd wrcﬁanactodhemteVeamgeThe

recl ai ned for storage of other data. The co ces in this ni que
[ onta 1o t o RmeRbaTSea aoR P e R 0e PreaRa Y2y i Tadh St Tarblieed BLoltrMINe ont
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appendi ng schene describ above 1s tfaster and requires | ess nenory space
than thil§ kitobe Sd@i&h@ﬁﬂ@]lﬁemewtrm inthesitatia thatehrediiies suffidientavedebledneswl as
\é\gteg ?t gfne:)gpfslgtle ggrttevot ggplgg% Het g)Epst];r%)gr dg Sé’r'ré’.?’ T?wgeapb t n%réc en"terz] d‘é@&:ﬁbeé he
above is faster and requires less memory space than this known techniqgue.
When the data item 85 is to be accessed, such as when a user
selects the data item for display, the byte array in which the data item parts 87,

20 88, and 89 are found is located in the memory using the location in the data item
reference 86. For each encrypted data block 87B, 88B, and 89B, the appropriate
decryption scheme and length for the encrypted data block is determined from the
key identifier and length in the corresponding block header 87A, 88A, and 8%A.

Each of the encrypted data blocks 878, 88B, and 89B is read from the byte array

25 and decrypted, and the decrypted data blocks are combined into a single
decrypted data item which corresponds to the data item that was transmitted to
the mobile device.

Those skilled in the art will appreciate that although the data item
parts 87, 88, and 89 are shown in Fig. 5A and described above as being stored in

30 a byte array, the data item parts need not necessarily be stored in contiguous
memory locations. Memory pointers or other identifiers are typically used to
logically link blocks.

Fig. 5B is a block diagram of an alternative data format. The data



20 88, and 89 are found is located in the nmenory using the location in the
data itemreference 86. For each encrypted data bl ock 87B, 88B, and 89B,
the appropriate decryption schene and |length for the encrypted data bl ock
is determned fromthe key identifier and length in the correspondi ng

bl ock header 87A, 88A, and 89A. Each of the encrypted data bl ocks 87B,

88B, and 89B is read fromthe byte array 78 and decrypted, and the
decrypted data bl ocks are conbined into a single decrypted data item which
corresponds iteon Oferegatsenis te lohatk! sacturans aidate detr) antheciodes beladetece.
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on the mobile device, each block is located using the location and length in the
header 92, the appropriate decryption scheme is determined from the key
identifier in the header 92, and each data block is then retrieved, decrypted, and
20  combined to reconstruct the data item.

As described above and shown in Figs. 5A and 5B, a single data
item may include data blocks which were encrypted using different encryption
schemes, where the data blocks were received at the mobile device when the
mobile device was in different operational states. It is also possible that the

25 mobile device is in the same operating state when data blocks for the same data
item are received. For example, if data block 2 were received when the mobile
device was in the unlocked state, then it would also have been encrypted using
the symmetric key. In accordance with a further aspect of the invention, before a
received data block is encrypted, it is determined whether a current operational

30 state of the mobile device is the same as the operational state of the mobile
device when a preceding data block of the same data item was received. Where
the operational state, and thus the data protection key, is the same for the
received data and a preceding data block of a data item, both the preceding block



identifier in the header 92, and each data block is then retrieved,
decrypted, and 20 conbined to reconstruct the data item As described above
and shown in Figs. 5A and 5B, a single data item may include data bl ocks
whi ch were encrypted using different encryption schenmes, where the data

bl ocks were received at the nobile device when the nobile device was in
different operational states. It is also ﬂgssible that the 25 nobile device
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B L P B TR A A AR AR Do 9B i RS o
than one data block into a single encrypted data block, appending encrypted data
blocks as described above involves less time, memory, and data processing, and
is therefore generally preferred on constrained mobile devices with limited power,
20 memory, and processing resources,

Fig. 6 is a flow diagram showing a method of accessing protected
data. At step 102, a data protection system or a mobile device system or
component, depending upon how the data protection system and memory access
scheme are implemented, retrieves encrypted data. The data protection system

25 then determines whether the encrypted data was encrypted using a symmetric
key or a public key, based on a key identifier. A corresponding private key is
used to decrypt the encrypted data at step 106 where the encrypted data was
encrypted using a public key. The symmetric key is used to decrypt the encrypted
data at step 108 where the encrypted data was encrypted using the symmetric

30  key. Decrypted data is then output to the mobile device system or component
which retrieved or requested the data. If the retrieved data comprises a plurality
of data blocks, then the steps 104 through 110 are performed for each data block.



bl ocks as descri bed above involves less tinme, nenory, and data processing,
and is therefore generally preferred on constrained nobile devices with
limted power, 20 nmenory, and processing resources. Fig. 6 is a flow

di agram show ng a nmet hod of accessing protected data. At step 102, a data
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form a single combined data block, which is then re-encrypted using the
symmetric key. The original data item is then replaced in memory with the re-
encrypted data item. In this manner, further public key decryption operations are

20 avoided when the data item is subsequently accessed.

It should also be appreciated that maintaining separate encrypted
data blocks for a multiple-block data item may instead be preferred. For example,
where a multiple-block data item is an email message, displaying the message in
an “Inbox” or message list might require data from only a first data block. In this

25 case, building the message list is much faster if just the first data block of each
message, instead of each entire message, is decrypted.

The particular implementation and configuration of a data protection
system and method depend upon the type of device in which data protection is
provided. Interaction between a user and a data protection system may be

30 different for different types of devices. Figs. 7-11 are screen shots of a display on
a mobile device in which a system and method of data protection are
implemented, as an illustrative example of one possible implementation. The

screen shots in Fig. 7-11 are representative of screens displayed to a useron a



symmetric key. The original data itemis then replaced in nenory with the
re- encrypted data item In this manner, further public key decryption
operations are 20 avoi ded when the data itemis subsequently accessed. It
shoul d al so be appreciated that maintaining separate encrypted data bl ocks
for a nultiple-block data itemmay instead be preferred. For exanple,

where a multiple-block data itemis an emdr| nmessage, displaying the
message in an "lInbox" or nessage list mght require data fromonly a first
dat a bl ock. mnbildhievizs disgday abvadialisgtagbe dueag agefijumtionof sechritydeatires f

just the first_dat | ock of each. nessage, instead of each entire nessage,
< decr ypt ed T A Faidt P BRIR EHERE AR 28 PN R BIRENon of a dat a
protection system ?‘nQanﬁ%).hP,da depenss SpeBtdd e bpBmitidh tdHabf tonteht ch data
protection is provided. Tnteraction between a user and a data protection

system may hwoBmtidnfonethermobite daviteetaweveypas showdalithetop 6 kg, 77- 11 are
screen shots_of a_disnpl 0 a bile devigce . in ich a sys nmet hod
of data fr ot aideBer Nan el VRl vt Giafife, Snd s Usde R RRFR G Rune.
possi bl e i nudrRRNpasdAtYd PratectiBer aEtheSiisdrseriabldd Sassivdrll RbRCLIBAT I8y ATUVRiG Ve
of screens displayed to a user on a 19 nobile device display at various

st ages duri rigcsaf freay Na'da “YessasdselegtingaYasedhen the peejssety apassward

protection igs : tent. tegt] b oY, S

sel ected an %Sesregact?{r@ﬁﬁrtntg%ﬁg%ﬁ(g&c%m:%\%’{eg “grﬁﬁ)'lf %%f? F{ﬁe gﬁgt ﬁg al’??)id; i Ee(,vc(#;@i ce.
However, as sbi@stioals éhabledp Ibpaddsviprd hrofectian ssvotiepalsieacand nolwisrmate yet
been enabl ed, and %he user is ted to. enaple p%assword protection. If

; pronp . .
the user®endBfas pherating dataruetacan keys ipbayighle thep soPtaTH BReREPN t o
"Yes" and s i y ; ; [
t i meout peri%lgﬁﬁazggﬁerr\]éts Eesd 'i'fr-l t |é@%ﬁﬁ@'?h?&%g??&gﬁgg%%gg\%?ﬁﬁ% stté/ps
prot ection 60, 6Babheé4 dffFipa8sword protection is not enabled, and no

alternate 10 neans of .securing data protection keys js .availaple, then
content protection ¢ pﬁ%&%(?@tﬂ@ CliR O%{,én%kagpagqrgﬁgpa;oéectlon
substanti al |k)éy§%ré B@H@ra?éd.slr?ng. &Hbhe égmteﬁf‘?rcﬁéctﬂfn k:éygpaﬁ-is SO iERFTRRY d

protection haS been enabled, cdontent protection keys are generated. In
Fi g. 8, 15 he keymaintPgausicersndom Reta isajathereddopthst key penoration op@ratign frant .

a0 Ao ol et R N o BRSO AR KRB
device on the mobile device. On a PC, such data is typically gathered using
mouse movements. However, most mobile devices have smaller displays and no
mouse, such that keyboard keys are used in conjunction with the thumbwheel
20  input device to provide further randomized data than could be generated using
either key presses or thumbwheel inputs alone. Fig. 9 shows a screen which
provided feedback to a user indicating the progress of pseudo-random
information collection. In a preferred embodiment, 160 bits of data are collected
used as the private key, from which the public is generated. A symmetric key is
25  similarly generated when content protection is enabled, using either the same
pseudo-random infarmation or further pseudo-random information collected in a
similar manner. The number of key presses and thumbwheel movements is
preferably reduced by using the same pseudo-random information for both key
generation operations. Where a data protection system is configured to use a
30 160-bit private key and a 128-bit symmetric key, for example, 160 bits of random
information are collected and used as the private key, and 128 of the 160 bits are
used as the symmetric key.
When the data protection keys have been generated and stored,



device on the nobile device. On a PC, such data is typically gathered using
nouse novenents. However, nost nobil e devices have smaller displays and no
nouse, such that keyboard keys are used in conjunction with the thunmbwheel
20 i nput device to provide further random zed data than coul d be generated
using either key presses or thunbwheel inputs alone. Fig. 9 shows a screen
whi ch provided feedback to a user indicating the progress of pseudo-random
i nformation collection. In a preferred enbodi nent, 160 bits of data are
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possible. In one embodiment, stored encrypted data is maintained in encrypted
form. The data protection keys are decrypted and then re-encrypted with a
predetermined password known to or accessible by the data protection system.

20  Although stored encrypted data is maintained, decryption of the data protection
keys, and thus decryption of encrypted data when it is accessed, does not require
entry of a user password. In this scheme, the same data protection keys can be
used if content protection is enabled again. In an alternative embodiment, all
stored encrypted data is decrypted and replaced in memory when content

25  protection is disabled. No decryption operations are then required for subsequent
access to stored data. If content protection is re-enabled, then new data
protection keys are generated or obtained, stored data may be encrypted where
possible, and subsequently received data is encrypted as described above.

Fig. 12 is a block diagram of a wireless mobile communication

30 device. The mobile device 500 is preferably a two-way communication device
having at least voice and data communication capabilities. The mobile device 500
preferably has the capability to communicate with other computer systems on the
Internet. Depending on the functionality provided by the mobile device 500, it may



When content protection is disabled, several operations are possible. In
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transcei ver 511 opr bcessor non-vol atil e menory
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the nicroprocessor 53hemadilodetize S0RsTHBlerabhd twh-Mayondinteication
conmuni cat| (c)igwce having voice and data communication capabilities. Thus, for example, the
mobile device 500 may communicate over a voice network, such as any of the
20 analog or digital celiular networks, and may also communicate over a data
network. The voice and data networks are depicted in Fig. 12 by the
communication tower 519. These voice and data networks may be separate
communication networks using separate infrastructure, such as base stations,
network controllers, etc., or they may be integrated into a single wireless network.
25 References to the network 519 should therefore be interpreted as encompassing
both a single voice and data network and separate networks.

The communication subsystem 511 is used to communicate with the
network 519. The DSP 520 is used to send and receive communication signals to
and from the transmitter 514 and receiver 512, and also exchange control

30  information with the transmitter 514 and receiver 512. If the voice and data
communications occur at a single frequency, or closely-spaced set of frequencies,
then a single LO 513 may be used in conjunction with the transmitter 514 and

receiver 512. Alternatively, if different frequencies are utilized for voice



15 nodul e 524A, a data comuni cati on nodul e 524B, and a plurality of other
operational nodules 524N for carrying out a plurality of other functions.
The nobil e device 500 is preferably a two-way comruni cati on device having
voi ce and data conmuni cati on capabilities. Thus, for exanple, the nobile
devi ce 500 may comuni cate over a voice network, such as any of the 20
anal og or digital cellular networks, and ﬁgy al so communi cate over a data
network. The voice and data networks are depicted in Fig. 12 by the
communi cat i crproweicasitds verrsalataicomrandicdéiivas netheomiobilewevice Mpisrextadled
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receiver 512. If the voice and data comuni cations occur at a single

frequency, dnogylgyviaginddbelueesrthe RS &ZH and the migioprosessPed3®d 513 may
be used in conjunctio | - ' 4 I i .
Alternatively, if di ff”%%%*a?'?‘2&%%@3?@3‘%?‘%’”3@1%‘[@@8“P@?’g%%.s@eé such as
conmmuni cat i dregjueacy bandatamponeninsalatiian powertibesipolel,lie ddpendenta@ibn the
enabl ed for communi gati ons re than one network 519, then a plurality
of Los 893 CORimpBcalan nedvebmanevhiBdoentos detce 0 ingnde fhose used
in the net 1 i ; ] N Fig.
12, the mob Pe ey oL CaRIIR iR ERETC e A e P SR ct re.
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communi cat i @scSHESYRESTD Bpdrats With A%y of & QEHBRCH VAR coIAEKN S&thWeskd on,
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Dat aTAC nobicbmrdatisatioimbiwaritanentheet 8N WSic@R@mmunication network. Other types
of data and voice networks, both separate and integrated, may also be utilized
with the mobile device 500.
20 Communication network access requirements for the mobile device
500 also vary depending upon the type of network 519. For example, in the
Mobitex and DataTAC data networks, mobile devices are registered on the
network using a unigue identification number associated with each device. In
GPRS data networks, however, network access is associated with a subscriber or
25 user of the mobile device 500. A GPRS device typically requires a subscriber
identity module ("SIM"), which is required in order to operate the mobile device
500 on a GPRS network. Local or hon-network communication functions (if any)
may be operable, without the SIM, but the mobile device 500 is unable to carry
out functions involving communications over the network 519, other than any
30 legally required operations, such as ‘911’ emergency calling.
After any required network registration or activation procedures
have been completed, the mobile device 500 is able to send and receive

communication signals, preferably including both voice and data signals, over the



al so designed to operate with any of a variety of voice conmuni cation
networ ks, 15 such as AMPS, TDMA, CDMA, PCS, etc., whereas a nobile device
500 intended for use in Europe nay be configured to operate with the GPRS
data comrunication network and the GSM voi ce comruni cati on network. O her
types of data and voice networks, both sggarate and integrated, may al so
be utilized wth the nobile device 500. Commruni cati on network access
requi renents for the nobile device 500 also vary dependi ng upon the type
of networ k 518WOF0H12xQigphats recaivetidy thetatennadd 6 Meina theCcdminauinioatiaoT ks,
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In addition to processing the communication signals, the DSP 520
also provides for receiver and transmitter control. For example, the gain levels
20  applied to communication signals in the receiver 512 and transmitter 514 may be
adaptively controlled through automatic gain control algorithms implemented in
the DSP 520. Other transceiver control algorithms could aiso be implemented in
the DSP 520 in order to provide more sophisticated control of the transceiver 511,
The microprocessor 538 preferably manages and controls the
25  overall operation of the mobile device 500. Many types of microprocessors or
microcontrollers could he used here, or, alternatively, a single DSP 520 could be
used to carry out the functions of the microprocessor 538. Low-level
communication functions, including at least data and voice communications, are
performed through the DSP 520 in the transceiver 511. High-level
30 communication applications, including the voice communication application 524A,
and the data communication application 524B are stored in the non-volatile
memory 524 for execution by the microprocessor 538. For example, the voice

communication module 524A provides a high-level user inferface operable to



mul tiple distinct transceivers, such as a first transceiver for
transmtting and receiving voice signals, and a second transceiver for
transmtting and receiving 15 data signals, or a first transceiver
configured to operate within a first frequency band, and a second

transcei ver configured to operate within g second frequency band. In
addition to processing the conmuni cation $ gnal s, the DSP 520 also

provi des for receiver and transmtter control. For exanple, the gain |levels
20 applied tisansmirandcaceive veicgnedlls haiwehe the cwibilerdesd® 5300 and anglnraliteof 514
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Some of the subsystems shown in Fig. 12 perform communication-
related functions, whereas other subsystems may provide “resident” or on-device
functions. Notably, some subsystems, such as keyboard 532 and display 522
20  may be used for both communication-related functions, such as entering a text
message for transmission over a data communication network, and device-
resident functions such as a calculator or task list or other PDA type functions.
Operating system software used by the microprocessor 538 is
preferably stored in a persistent store such as the non-volatile memory 524. In
25 addition to the operating system and communication modules 524A-N, the non-
voiatile memory 524 may include a file system for storing data. The non-volatile
memory 524 also includes at least a key store, as well as protected data
described above. The operating system, specific device applications or modules,
or parts thereof, are typically temporarily loaded into a volatile store, such as the
30 RAM 526 for faster operation. Moreover, received communication signals may
also be temporarily stored to RAM 526, before permanently writing them to a file
system located in the non-volatile memory 524, The non-volatile memory 524

may be implemented, for example, with Flash memory, non-volatile RAM, or



the m croprocessor 538 and may provide a high-level interface between a
user of the nobile device and the nobile device. This interface typically
i ncludes a graphical conponent provided through the display 522, and an

i nput/ out put 15 conponent provided through the auxiliary 1/0O devices 528,
keyboard 532, speaker 534, or m crophone 536. Sone of the subsystens shown
in Fig. 12 perform communi cati on- rel at ed Puncti ons, whereas ot her
subsystens may provide "resident” or on-device functions. Notably, sone
subsyst ens, Battdry dmckegtupadRAMG32 and di splay 522 20 may be used for both

communi cation-related functions, such as enteri ext ssage for
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a mirrored system for data items associated with a particular user.
The mobite device 500 is manually synchronized with a host system
by placing the mobile device 500 in an interface cradle, which couples the serial
20  port 530 of the mobile device 500 to a serial port of the host system. The serial
port 530 may also be used to download other application modules 524N for
installation on the mobile device 500. This wired download path may further be
used to load encryption keys onto the mobile device 500 for use in secure
communications, which is a more secure method than exchanging encryption
25 information via the wireless network 519. As an alternative to the on-device data
protection key generation described above, data protection keys could be
generated by another system and transferred to the mobile device 500 in this
manner.
Software application modules 524N may be loaded onto the mobile
30 device 500 through the network 519, through an auxiliary /O subsystem 528,
through the short-range communications subsystem 540, or through any other
suitable subsystem 542, and installed by a user in the non-volatile memory 524 or
RAM 526. Such flexibility in application installation increases the functionality of



facilitate storage of PIMdata itens on the device. The PI M application
preferably includes the ability to send and receive data itens, either by
itself, or in conjunction with the voice and data conmuni cati on nodul es
524A, 524B, via the wreless network 519. The PIMdata itens are
preferably seam essly integrated, 15 synchronized and updated, via the

W reless network 519, with a correspondi n&eset of data itens stored or
associated with a host conputer system thereby creating a mrrored system
for data it dhe ragkitcdeties 500tamdampamrogide anhaseed ohldeviebiuretides, ce 500 i s
manual |y synchroni zed with a host system b | aci ng the nobil e device 500
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protection devesallt®@Gehpad, a variety of switches, a rocker input switch, etc. The
composed data items input by the user are then transmitted over the
communication network 519 via the transceiver 511, and may also be stored in
20  encrypted form on the mobile device 500.

When the mobile device 500 is operating in a voice communication
mode, the overall operation of the mobile device 500 is substantially similar to the
data mode, except that received signals are output to the speaker 534 and voice
signals for transmission are generated by a microphone 536. Alternative voice or

25 audio /O devices, such as a voice message recording subsystem, may also be
implemented on the mobile device 500. The display 522 may also be used to
provide an indication of the identity of a calling party, the duration of a voice call,
or other voice call related information. For example, the microprocessor 538, in
conjunction with the voice communication module 524A and the operating system

30 software, may detect the caller identification information of an incoming voice call
and display it on the display 522. Although the data protection techniques
described above might not necessarily be applied to voice communications, since

voice communication signals are not typically stored, some voice communication-



10 received data is encrypted as descri bed above before being stored on the
nobi |l e device 500. A user of nobile device 500 nay al so conpose data
itenms, such as enmil nessages, using the keyboard 532, which is preferably
a conplete al phanuneric keyboard laid out in the QAERTY style, although

ot her styles of conplete al phanuneric keyboards such as the known DVORAK
style may al so 15 be used. User input to t?he mobile device 500 is further
enhanced with the plurality of auxiliary 1/0O devices 528, which nmay

i ncl ude a t hreldiethédbrmation suckews centact irfoohptch, may deiprotectéd.swi t ches, a
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typically fixed systems.

The invention is also in no way dependent upon any particular
communication features. Data protection as described herein could be

20 implemented in two-way or one-way (receive only) communication devices.

In addition, although data protection has been described above
primarily in the context of data received after data protection has been enabled,
existing data that has already been stored on the mobile device before data
protection is enabled is preferably also encrypted when data protection is

25 enabled, where the format of stored data permits.



met hods descri bed above will be obvious to those know edgeable in the
field, and 10 such obvious variations are within the scope of the invention
as described and claimed, whether or not expressly described. For exanple,
a device in which systens and net hods descri bed above may be inpl enent ed
may include fewer, further, or different conponents than those shown in
the draw ngs. Although data protection iszﬁerhaps nost 15 pertinent to
nobi | e devi ces, which by their nature are difficult to physically secure,

t he techni quekaimisscri bed herein are al so applicable to PCs, as well as
other typically fixed systenms. The invention is also in no way dependent
upon any particular communication features. Data protection as described
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3. The system of claim 2, wherein the data protection system enabling means
is configured to automatically invoke an operation to require a user to enable data
protection in the mobile device (30) or otherwise to restrict some or all of other

20  mobile device (30) operations until data protection has been enabled by the user.

4, The system of any one of the preceding claims, wherein the data
protection system enabling means comprises a software implemented
configuration control module.

25
5. The system of any one of the preceding claims, wherein the data

protection system (49) is configured to protect received data by encrypting it.



protection in the nobile device (30) or otherwise to restrict sone or all
of other 20 nobile device (30) operations until data protection has been
enabl ed by the user. 4. The system of any one of the preceding clains,
wherein the data protection system enabling nmeans conprises a software

i npl emented configuration control nodule. 25 5. The system of any one of
the preceding clains, wherein the data pr28t ection system (49) is
configured to protect received data by encrypting it. 29 6. The system of
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claim 7'8r dMHSMEMRLBEln the first cryptographic key is a 20 symetric

key, and the sec ﬁ% i | d st em of
claim9, wherei n%gggyuﬁeﬁgg ey %th g%ég%?%rgg@%rf%ﬁﬁ)kgy%\%a?fé@@%% and
wherein the data protection system (49) is further configured to determ ne
whet her the_encrypted data was epncrypted usjng the public key.or the 25
oyt ri ¢ kdy. AR AR er YEBET Hh HLSTHOSRE N L d R SHis o
the encr ypmrﬂiﬁbﬁ;%uﬁﬁ%ﬁ%ﬁt@%d@@gi% fethBUWR dom dkdbrafstehi iseatdecr ypt  the

encrypted data using the symetric ere the encrypted data was
encrypt &8 using the

8. The system of claim 7, wherein the first operational state is an uniocked

state and the second operational state is a jocked state.

9. The system of claim 7 or claim 8, wherein the first cryptographic key is a
20  symmetric key, and the second cryptographic key is a public key.

10.  The system of claim 9, wherein the public key is associated with a private
key, and wherein the data protection system (49) is further configured to
determine whether the encrypted data was encrypted using the public key or the
25  symmetric key, to decrypt the encrypted data using the private key where the
encrypted data was encrypted using the public key, and to decrypt the encrypted
data using the symmetric key where the encrypted data was encrypted using the

symmetric key.



symmetric key. 30 11. The system of any one of the preceding clains
wherein the communi cation device (30) conprises a wreless nobile

comuni cation device selected fromthe group consisting of: a data
comuni cati on device, a nobile tel ephone having both data and voice
comuni cations functionality, a nultiple-npde device 5 capable of voice,
data and ot her types of conmunications, a ssagi ng device, a personal
digital assistant (PDA) enabled for wrel ess conmuni cations, a wreless
nodem a onethay Tthesysieoadi any deeiof the pretedinglainay whensimhe abimomuirdeatiare.
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storing said protected received data in a memory (32} of said
15  communication device (30), wherein
the method comprises enabling the data protection system (49) prior to
said data being received at said data protection system (49) or otherwise
restricting some or all of other mobile device {30) operations until the data
protection system (49) has been enabled.
20
13.  The method of claim 12, further comprising automatically invoking an
operation to enable data protection in the mobile device (30) or otherwise
restricting some or all of other mobile device (30) operations until data protection
has been enabled.
25
14.  The method of claim 13, further comprising automatically invoking an
operation to require a user to enable data protection in the mobile device (30) or
otherwise restricting some or all of other mobile device (30) operations until data
protection has been enabled by the user.
30
15.  The method of any one of claims 12 to 14, wherein a means for enabling
the data protection system (49) is provided as a software implemented

configuration control module.



configuration control nodule. 31 16. The nmethod of claim 15, wherein the
data protection systemenabling neans is provided in the comrunication
device (30) prior to said device being provided to a user or when the
comuni cation device (30) is first configured for 5 operation by a user.

17. The method of any one of clains 12 to 16 further conprising protecting
recei ved data by encrypting it. 10 18. Thé'net hod of claim17, further
conprising: storing (66) a first cryptographic key and a second
cryptographi c key on the comruni cation device (30), the first
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encrypting (78) the received data using the first cryptographic key where
15 the first cryptographic key is accessible;
encrypting (76) the received data using the second cryptographic key
where the first cryptographic key is inaccessible; and
storing (82) the encrypted received data in memory (32) on the
communication device (30).
20
19.  The method of claim 18, wherein the communication device (30) has a
locked operational state in which the first cryptographic key is inaccessible and an
unlocked operational state in which the first cryptographic key is accessible, and
wherein the step of determining (74) comprises the step of determining whether
25 the communication device (30) is in one of the locked operational state and the

unlocked operational state.

20. The method of claim 19, further comprising the step of storing the private
key on the communication device (30), wherein the first cryptographic key is a

30 symmetric key which is stored in encrypted form and the second cryptographic
key is a public key associated with a private key.



encrypted using the public key, and decrypting the encrypted data using the
5 symmetric key where the encrypted data was encrypted using the symetric
key. 22. A communication device conprising the systemof any one of clains
1 to 11. 10 23. A conputer program product for protecting data received on
a conmuni cation device (30), said conputer program product conprising a
conput er readabl e nmedi um enbodyi ng progranm“code executabl e by a processor
of a conputing device for inplenmenting the nethod of any one of clains 12
to 21. 21.  The method of claim 20, further comprising determining whether the

encrypted data was encrypted using the public key or the symmetric key,
decrypting the encrypted data using the private key where the encrypted data was
encrypted using the public key, and decrypting the encrypted data using the

5 symmetric key where the encrypted data was encrypted using the symmetric key.

22. A communication device comprising the system of any one of claims 1 to
11.

10 23. A computer program product for protecting data received on a
communication device (30), said computer program product comprising a
computer readable medium embodying program code executable by a processor
of a computing device for implementing the method of any one of claims 12 to 21.



