CONDUCTING PRIVATE SET INTERSECTION (PSI) TECHNIQUES
WITH MULTIPLE PARTIES USING A DATA REPOSITORY

CROSS-REFEBENCE TO RELATED APPLICATION
{0001]  This application claims priordty to U.S. Application No. 17/148,582, filed on
January 12, 2021, the entire content of which is hereby incorporated by reference.

BACKGROUND
1. Field
[0002] This disclosure relates generally to private set intersection {PS) techniqueas
and, in some nondimiting embodiments or aspecis. to systems, methods, and
computer program products for conducting PSI techniques with multiple parties using
a data repository.

2, Technical Congiderations

{0003] Private set intersection (PS1} may refer 1o a secure muiti-party computation
cryptographic technique that allows two parties {e.g., two dala owners) that each hold
a set of elements of information, {o compare encrypied versions of these sets in order
o compute an intersection {e.g., elements that are common between the two sets)
between the sets. With PSI, neither of the two parties reveals anything to the other
parly except for the elements that are included in the intersection between the two
sets.

{60041 In some instances, organizations {e.g., business entities, such as
companies or financial institutions) may desire to share data to perform operations on
the data, such as machine learning tasks, Structured Query Language (SOL) tasks,
andfor the like, For example, groups within the Financial Services Information Sharing
and Analysis Center {FS-ISAC), may require data to be shared across organizations
in order {o determine how fo prevent fraud. However, regulations from government
entities, such as, California Consumer Privacy Act {CCPA) in California or General
Data Protection Regulation {GDPR) in the European Union, may make it difficult for
organizations 1o share their data. To solve this problem, PSI technigues may be used,
which may allow an organization to anonymize data that is being shared and only de-

anonymize data that is common between two or more organizations.



[0005] However, PSl techniques may not account for a malicious entity who can
provide data, such as accournt numbers {e.g., primary account numbers (PANs), bank
account numbers, credit card account numbers, and/or the like) thal do not belong {o
the malicious entity and were not authorized to be used by the malicious entity. In
some instances, the malicious entity may obxtain the account numbers by scrapping
technigues used on Internel websites, In some instances, the malicious entity may
aftempt to conduct PSI technigues {e.g., P51 data queries) with random account
numbers. In this way, the malicious entity may cause a data owner to unintentionally
provide sensitive data, such as information associated with an account number, during
a session with the malicious entity, where the data swner and the malicious entity are
computing an intersection using a PS! technique.

SUMMARY

[0006] Accordingly, disclosed are systems, methods, and computer program
products for conducting private set infersection (PS1) technigues with multiple parties
using a data repository.

[00077 According to some nondimiting embodiments or aspects, provided is a
method, comprising: generating, with at least one processor, a data repository;
receiving, with the at least one processor, a private set intersection (PS1) data query,
wherein the PSt data query comprises a match parameter for performing the PSl data
query on the data repository; transmitting, with the at least one processor, a data
classification encryption key, wherein the dala classification encryplion key is
associated with a data field that corresponds 1o a match paramster data fisld of the
match parameter; determining, with the at least one processor, whether to authorize
the PSI data query on the data repository; transmitting, with the at least one processor,
a data authorization encryption key based on determining {o authorize the PSI data
query on the datla repository; and performing, with the at least one processor, the PSI
data guery on the data repository.

[0008] According to some non-limiting embodiments or aspects, provided is a
system, comprising: & data repository hosting system comprising at least one
processor programmed or configured to: generate a data repository; receive, from a
submission entity system associated with a submission entity, a private set
intersection (P31} data query, wherein the PSI data query comprises a8 maitch
parameter for performing the PSI data query on the data reposifory; transmit, to the



submission entity system, a data classification encryption key, wherein the data
classification encryption key is associated with a dala field that corresponds to a mateh
parameter data field of the match parameter; determine whether to authorize the P8I
data query on the data repository; transmit, to the submission entity system, a data
authorization encryption key based on determining to authorize the PS! data query on
the data repository; and periorm the PSI data gquery on the data repository,

[0009] According fo some nondimiting embodiments or aspects, provided is a
computer program product comprising at least one non-transifory computer-readable
medium including one or more instructions that, when executed by at least one
processor, cause the at least ane processor to: generale a data repository; receive a
private set intersection {(PSH data query, wherein the PS8! dala guery comprises a
match parameter for performing the PS! data query on the datfa repository; ransmit a
data classification encryption key, wherein the data classification encryption key is
associated with a data field that corresponds to a match paramster data fisld of the
maich parameter; determine whether fo authorize the PS! data query on the data
repository; transmit a data authorization encryption key based on determining o
autharize the PSI data query on the data repositary; and perform the PS! data query
on the data repos#tory.

{0010}  Further non-limiting embodiments or aspects are set forth in the following
numbered clauses:

{0011}  Clause 1 A method, comprising: generating, with at least one processor, a
data repository; receiving, with the at least one processor, a private sel intersection
{PSh) data query, wherein the PSI dala query comprises a maich parameter for
performing the PSI data query on the data repository; transmitting, with the at least
one processor, a data classification encryption key, wherein the data classification
encryption key is associated with a data field that corresponds {o a maich paramster
data field of the match parameter; determining, with the at least one processor,
whether to authorize the PSI data query on the data repository; transmitiing, with the
at least one processor, a data authorization encryption key bassd on determining 1o
authorize the PSI data query on the data repository; and performing, with the at least
one processor, the PSI data query on the datla reposiory.

[0012] Clause 2: The method of clause 1, further comprising: generating a PSI
result based on performing the PSI data query on the data repository; providing the



PS1 result as an input to a machine learning algorithm; and generating an output of the
machine tearning algorithm based on the input.

[0013] Clause 3 The method of clauses 1 or 2, whersin generating the dala
repository comprises: encrypting a first data field of a first transaction data record
associated with a first entity with a first data classification encryption key o provide an
encryplad first data field of the first ransaction data record associated with the first
entily, wherein the first data classification encryplion key is assigned according to a
classification of the first dafa field of the first transaction data record and the first entity;
encrypting a second data field of the first trangaction data record associated with the
first entity with a second data classification encryption key to provide an encrypted
second data field of the first transaction data record associated with the first entity,
wherein the second dala classification encryption key is assigned according fo a
classification of the second data field of the first ransaction data record and the first
entity; encrypting a first data field of 3 second transaction data record associated with
a secand entity with a third data classification encryption key o provide an encrypted
first data field of the second transaction data record associated with the second entity,
wherein the third data classification encryption key is assigned according to a
classitication of the first data ield of the second transaction data record and the second
entity; and encrypling a sscond data field of the second transaction data record
associated with the second entity with a fourth data classification encryption key {0
provide an encrypted second data field of the second itransaction data record
associated with the second entity, wherein the fourth data classification encryption key
is assigned according to a classtfication of the second data field of the second
transaction data record and the second entity.

100141  Clause 4: The method of any of clauses 1-3, wherein generating the data
repository comprises: encrypting the encrypted first data field of the first fransaction
data record associated with the first entity with a first data authorization encryption key
o provide a two-layer encrypted first data field of the first ransaction data record
associated with the first entity, wherein the first data authorization encryption key is
assigned according to the first entily; encrypting the sncrypted first daia field of the
second fransaction data record associated with the second entity with a second data
authorization encryption key o provide a two-layer encrypted first data field of the
second transaction data record associated with the secand entity, wherein the second
data authorization encryption key is assigned according to the second entity, storing



the two-tayer encrypled first data field of the first fransaction data record associated
with the first entity in the data repository; and storing two-layer encrypled first data field
of the second fransaction dala record associaied with the second entily in the dala
repository.

{0015] Clause 5 The method of any of clauses 1-4, wherein generating the data
repository comprises: storing the encrypted second data field of the first transaction
data record associated with the first enlity in the data repository: and sloring the
encrypted second data field of the second transaction daia record associated with the
second entity in the data repository.

[0018] Clause 8: The method of any of clauses 1-5, whersin the P& data query
further comprises an authorization parameter associated with the maich parameter,
wherein determining whether to authorize the PSI data query on the data repository
comprises: transmitting a request for authorization based on the PSI data query;
receiving a response for authorization, wherein the response for authorization
comprises ransaction data associated with the maich parameter, determining that the
transaction data associated with the match parameter included in the response for
authorization corrgsponds (o the authorization parameter asseciated with the match
parameter; and determining to authorize the PSS data query basad on determining that
the {ransaction dala associated with the malch parameter corresponds o the
authorization parameter associated with the match parameter.

[0017] Clause 7@ The method of any of clauses 1-8, wherein recsiving the PS| data
query comprises; receiving the PSI data query from a submission entity; and wherein
fransmitting the data authorization encryption key comprises: transmitling the data
authorization encryption key to the submission entity based on detenmining to
authorize the P&l data query on the data repository.

[0018] Clause 8 A system, comprising: a data repository hosting system
comprising at least one processor programmed or configured to! generate a data
rapository; recelve, from a submission entity system associated with a submission
entity, a private set intersection {PSI} data query, wherein the PS8! data query
comprises a match parameter for performing the PSI data query on the data repository;
transmit, to the submission enfity system, a data classification encryption key, wherein
the dala classification encryption key is associated with a data fisld that corresponds
o a match parameter data field of the match parameter; determine whether {0
authorize the PS8! dala query on the data repository; transmit, to the submission entity



system, a data authorization encryption key based on determining o authorize the P8I
data query on the data repository; and perform the PSI data query on the data
repasitory.

{0019] Clause 9 The system of clause 8, wherein the at least one processor is
further programmed or configured to: generate a PSH result based on performing the
POI data query on the data repositary; and transmit the P3I result to the submission
entity system, wherein the submission entily system is programmed or configured {o:
provide the PSI resulf as an input to a machine learning algorithm: and generate an
output of the machine learning algorithm based on the input.

{00201 Clause 10: The system of clauses B or 8, wherein, when generating the data
repository, the at least one processor is programmed or configured fo: encrypt a first
data field of a first {ransaction data record associated with a first entity with a first data
classification encryption key to provide an encrypted first data field of the first
fransaction dala record associated with the first entity, wherein the first data
classification encryption key is assigned according to a classification of the first data
field of the first transaction data record and the first entity; encrypt a second data field
of the first transaction data record associated with the first entity with a second data
classification encryption key to provide an encrypted second data field of the first
transaction daia record associated with the first entity, wherein the second data
classification encryption key is assigned according to a classification of the second
data field of the first transaction data record and the Brst entity; encrypt a first data fleld
of a second transaction data record associated with a second entity with a third data
classification encryption key o provide an encrypted first data field of the second
transaction data record associated with the second entity, whergin the third data
classification encryption key is assigned according to a classification of the first data
field of the second transaction data record and the second entity; and encrypt a second
data field of the second transaction data record associated with the second entity with
a fourth data classification encryption key to provide an encrypted second data field of
the second fransaction data record associated with the second entity, wherein the
fourth data classification encryption key is assigned according to a classification of the
second data field of the second transaction data record and the second entity.

{00211  Clause 11: The system of any of clauses 8-10, wherein, when generating
the data repository, the at least ane processor is programmed or configured {0 encrypt
the encrypted first data field of the first transaction dala record associated with the first



entily with a first data authorization encryption key to provide a two-layer encrypled
first data field of the first transaction data record associated with the first entity, wherein
the first data authorization encryption key is assigned according o the first entity;
encrypt the encrypted first data field of the second transaction data record associated
with the second entity with a second data authorization encryption key to provide a
two-layer encrypted first data field of the second transaction data record associated
with the second enlity, wherein the second dala authorization encryption key is
assigned according 1o the second entity; store the two-layer encrypted first data field
of the first transaction data record associated with the first entity in the data repository;
and store two-layer encrypted first data field of the second transaction data record
associated with the second entity in the data repository.

[0022] Clause 12: The system of any of clauses 8-11, wherein, when generating
the data repository, the at least one processor is programmed or configured to: store
the encrypted second data field of the first fransaction data record associated with the
first entity in the data reposiiory; and store the encrypted second data fleld of the
second fransaction data record associated with the second entity in the data
repository.

[0023] Clause 13 The system of any of clauses 8-12, wherein the PSI data query
further comprises an authorization parameter associated with the match parameter,
wherein, when determining whether to authorize the PS8! data query on the data
repository, the at least one processor is programmed or configured to: transmit a
request for authorization based on the PS8! data query; receive a response for
authorization, wherein the response for authorization comprises lransaction data
associated with the maich parameter; determine that the transaction data associated
with the match parameter included in the response for authorization corresponds to
the authorization parameter associated with the maich parameter; and determine lo
authorize the PSI data query based on delermining that the fransaction dala
associated with the maich parameter corresponds to the authorization parameter
associated with the mateh parameter.

[0024] Clause 14: The system of any of clauses 8-13, wherein, when transmitling
the data authorization encryption key, the at least one processor is programmed or
configured to: transmit the data authorization encryption key to the submission entity
system based on determining o authorize the P& data query on the data repository.



[0025] <Clause 15 A computer program product comprising at least one non-
transitory computer-readable medium including one or more instructions that, when
executed by at least one processor, cause the al least one processor fo: generale a
data reposiiory; receive a private set intersection (PS1) data query, wherein the PSI
data guery comprises a match parameter for performing the PSH data query on the
data reposiiory; transmit a data classification encryplion key, wherain the data
classification encryption key is associated with a data field that corresponds to a match
parameter data field of the match parameter; determine whether {o authorize the PSI
data guery on the data repository; transmit a data authorization encryption key based
on determining o authorize the PSH data query on the data repository; and perform
the PSI data query on the data repository.

[0026] Clause 16: The computer program product of clause 15, wherein the one or
more instructions, when executed by at least one processor, further cause the at least
one processor 1o: generate a PSI result based on performing the PSI data query on
the data repository; provide the PSI result as an input to a machine learning algorithm;
and generate an oulpwl of the machine learning algorithim based on the inpul.

[00277 Clause 17: The computer program product of clauses 15 or 18, wherein, the
ane or more instructions that cause the at least one processor 0 generate the data
reposifory, cause the at least one processor 101 encrypt a first data field of a first
fransaction data record associated with a first entity with a first data classification
encryption key o provide an encrypted first data field of the first transaction data record
associated with the first entity, wherein the lirst data classification encryption key is
assigned according to a classification of the first data field of the first transaction data
record and the first entity; encrypt a second data field of the first transaction data
record associated with the first entity with a second data classification encryption key
1o provide an encrypled second dala field of the first transaction data record associated
with the first entily, wherein the second data classification encryption key is assigned
according to a classification of the second data field of the first transaction data record
and the first entity; encrypt a first data field of a second transaction data record
associated with a second entity with a third data classification encryption key to provide
an encrypied first data field of the second transaction data record associatad with the
second entity, wherein the third data classification encryplion key is assighed
according 10 a classification of the Hrst data fisld of the second transaction data record
and the second entity; and encrypt & second data field of the second fransaction data



record associated with the second entify with a fourth data classification encryption
key to provide an encrypted second data field of the second transaction data record
associated with the second entity, wherein the fourth data classification encryption key
is assigned according o a classification of the second data field of the second
fransaction data record and the second entity.

{0028] Clause 18: The computer program product of any of clauses 15-17, wherein,
the one or more instructions that cause the at least one processor {0 generate the data
repository, cause the at least one processor {00 encrypt the encrypted first dala field
of the first transaction data record associated with the first entity with a first data
authorization encryption key 1o provide a two-layer encrypted first data field of the first
fransaction data record associgted with the first entity, wherein the first dala
authorization encryplion key is assigned according to the first entily; encrypt the
encrypted first data field of the second transaction data record associated with the
second entity with a second data authorization encryption key to provide a two-layer
encrypted first data field of the second transaction data record associated with the
second entity, wherein the second data authorization encryplion key is assigned
according to the second entity; store the two-layer encrypted first data field of the first
transaction dala record associated with the firgt entity in the data repository; and store
two-layer encrypted first data fleld of the second fransaction data record associated
with the second entity in the data repository.

[0029] Clause 19: The computer program product of any of clauses 15-18, wherein,
the one or more insiructions that cause the at least one processor (o generate the data
repository, cause the at least one processor {0: store the encrypled second data field
of the first transaction data record associated with the first entity in the data repository;
and store the encrypted second data field of the second transaction data record
associated with the second entity in the dala repository.

[0030] Clause 20: The computer program product of any of clauses 15-19, wherein
the PGl data query further comprises an authorization parameter associated with the
maich parameter, wherein, the one or more instructions that cause the at least one
processor to determine whether to authorize the PSI data guery on the data repository,
cause the at least one processor (o transmit a request for authorization based on the
POl data query; receive a response for authorization, wherein the response for
authorization comprises kansaction data associated with the match parameter;
determine that the fransaction data associaled with the match parameter included in



the response for authorization corresponds to the authorization parameter associated
with the match parameter; and determine to authorize the PS8! data query based on
determining that the ftransaction data associated with the match parameter
corresponds to the authorization parameter associated with the match parameter.

{0031} These and other features and characteristics of the present disclosurs, as
well as the methods of operation and functions of the related elements of structures
and the combination of parls and economies of manufacture, will become more
apparent upon consideration of the following description and the appended claims with
reference o the accompanying drawings, al of which form a part of this specification,
wherein like reference numerals designate corresponding parts in the various figures.
it is to be expressly undersiood, however, that the drawings are for the purpose of
illustration and description only and are not intended as a definition of the limits of the
present disclosure. As used in the specification and the claims, the singular form of
“a” “an,” and “the” include plural referents unless the context clearly dictates

otherwise.

BRIEF DESCRIPTION OF THE DRAWINGS
[6032] FIG. 1 is a diagram of a nondimiing embodiment or aspect of an

enviroriment in which systems, devices, products, apparatus, and‘or methods,
described herein, may be implemented according to the principles of the present
disclosure;

[0033] FIG. 2 is a diagram of a non-limiting embodiment or aspect of components
of one or more devices and/or one or more systems of FIG. 1;

100341  FIG. 3is a flowchart of a non-limiting embodiment or aspect of a process for
conducting private set intersection (PSI) techniques with multiple parties using a data
repository; and

[0035] FIGS. 4A-4l are diagrams of non-limiting embodiments or aspects of an
implementation of a process for conducting PS1 technigues with multiple parties using

a data repasitory.

DESCRIPTION
[0038] For puwposes of the desciiption hereipafier, the terms “end,” “upper”
Hower,” "right,” efl,” “vertical,” "horizontal,” “top,.” "bottom,” ateral,” longitudinal,” and
derivatives thergof shall relate to the disclosure as it is oriented in the drawing figures,
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However, it is 1o be understood that the disclosure may assume various alternative
variations and step sequences, except where sxpressly specified {o the contrary, Itis
also {o be understood that the specific devices and processes illustrated in the
attached drawings, and described in the following specification, are simply exemplary
embodiments or aspects of the disclosure. Hence, specific dimeansions and other
physical charactenistics related 1o the embodiments or aspects of the embodiments
disclosed herain are not to be considered as limiting unless otherwise indicated.
[0037] No aspect, component, element, structure, act, step, function, instruction,
and/or the ike used herein should he construed as critical or essential unless explicitly
described as such. In addition, as used herein, the articles “a" and "an” are intended
1o include one or more items and may be used interchangeably with “one or more” and
“at least one.” Furthermore, as used herein, the term “set” is infended {o include one
or more items {e.q., related tems, unrelated items, a combination of related and
unrelated items, elc.) and may be used interchangsably with "ong or more” or “at least
one.” Where only cne item is intended, the term “one” or similar language is used.
Also, as used herein, the terms "has,” *have,” "having,” or the like are intended to be
open-ended terms. Further, the phrase "based on” is intended to mean “based at least
partially on” unless explicitly stated otherwise. The phrase "based on” may also mean
“in response 10" where appropriate.

{0038]  As used herein, the terms “communication” and "communicate” may refer o
the reception, receipt, fransmission, transfer, provision, and/or the like of information
{e.g.. data, signals, messages, instructians, commands, andfor the like). For one unit
{e.g.. a device, a system, a component of a device or system, combinations thereof,
andior the like) 1o be in communication with another unit means that the one unit is
able fo directly or indivectly recelve information from andior send {e.q., transmit)
information to the other unit. This may refer (o g direct or indirect connection that is
wired andf/or wireless in nature. Additionally, two unifs may be in communication with
each other even though the information transmitted may be modified, processed,
relayed, andfor routed betwesn the first and second unit. For example, a first unit may
be in communication with a secand unit even though the first unit passively receives
information and does not actively transmit information to the second unif. As another
aexample, a first unit may be in communication with a second unit if at least one
intermediary unit {e.g., a third unit located between the first unit and the second unit)
processes information received from the first unit and transmils the processed
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information fo the second unit.  In some non-limiting embodiments or aspects, a
message may refer fo a network packet {e.q., a data packet and/or the like) that
includes data.

{0038] As used herein, the terms “issuer,” “issuer nstitudion,” “issuer bank,” or
"payment device issuer,” may refer 1o one or more entities that provide accounis o
individuals  (8.g., users, customers, andior the like) for conducling payment
fransactions, such as credit payment transactions and/or debit payment transactions.
For example, an issuer instilution may provide an account identifier, such as a primary
account number (PAN]), to a customer that uniguely identifies one or more accounts
associated with that customer. in some non-iimiting embodiments or aspects, an
issuer may be associated with a bank identification number (BIN} that uniquely
identifies the issuer institition. As used hersin, the term “issuer sysiem” may refer to
one of more compuier systems operated by or on behalf of an issuer, such as a server
executing one or more software applications. For example, an issuer system may
include ane or more authorization servers for authorizing a transaction.

{00407  As used herein, the tarm “transaction service provider” may refer to an entity
that receivas transaction authorization raguests rom merchants or other entities and
provides guaramnees of payment, in some cases through an agreement belween the
fransaction service provider and an issuer institution. For example, a {ransaction
service provider may include g payment network, such as Visa®, MasterCard®,
American Express®, or any other entity that processes transactions. As used herein,
the term “fransaction service provider system”™ may refer 10 one or more computer
systems operated by or on behall of a transaction service provider, such as a
transaction service provider system executing one or more sofbware applications. A
transaction sewvice provider system may include one or more processors and, in some
non-limiting embodiments or aspects, may be operated by or on behalf of a fransaction
service provider,

{0041]  As used herein, the term "merchant” may refer 1o one or more entities (e.q.,
operators of refall businesses) that provide goods andfor services, and/or access 1
goods and/or services, 1o a user {e.g., a customer, a consumer, and/or the like} based
on a transaction, such as a payment transaction. As used herein, the term "merchant
system” may refer {0 one or more computer systems operated by or on behalf of a
merchant, such as a sarver execuling one or more software applications. As used
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herein, the term “product” may refer 1o one or more goods andfor services offered by
a merchant.

{00421 As used herein, the term “acquirer” may refer 1o an entily licensed by the
fransaction service provider and approved by the transaclion service provider (o
originate transactions {e.g., payment fransactions} involving a paymeni device
associated with the fransaction service provider. As used herein, the term "acquirer
system” may also refer 1o one or more computer systems, computer devices, andior
the like operated by or on behall of an acquirer. The fransactions the acquirer may
originate may include payment transactions {e.g., purchases, orginal credit
transactions (OCTs), account funding transactions {(AFTs), and/or the fike). In some
non-limiting embodiments or aspects, the acquirer may be authordzed by the
fransaction service provider 10 assign merchant or service providers o originate
ransactions involving a payment device associated with the transaction setvice
provider. The acquirer may contract with payment facilitators {o enable the payment
facilitators to sponsor merchants. The acquirsr may monitor compliance of the
payment facilfators in accordance with reguiations of the transaction service provider.
The acquirer may conduct due diligence of the payment {acilitators and ensure proper
due diligence oocues before signing a sponsored merchant. The acquirer may be liable
for all transaction service provider programs that the acquirer operates or sponsors.
The acguirer may be responsible for the acts of the acquirer’s payment facifitators,
merchants that are sponsored by the acgudrer's payment facilitators, andior the tike.
in some non-imiting embodiments or aspecis, an acquirer may be a financial
institution, such as a bank.

[0043]  As used herein, the term "payment gateway” may refer fo an entity and/or g
payment processing system pperated by or on behalt of such an entity {e.g., a
merchant service provider, a payment service provider, a payment facilitalor, a
payment facilitator that contracts with an acquirer, a payment aggregator, andfor the
fike}, which provides payment services {e.g., transaction service provider payment
services, payment processing services, andior the like} to one or more merchants.
The payment services may be associated with the use of portable financial devices
managed by a transaction service provider. As used herein, the term “payment
gateway system” may refer fo one or more computer systems, computer devices,
servers, groups of servers, andior the like operated by or on behalf of a payment
gateway.
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[0044]  As used herein, the terms “client” and “client device” may refer 1o one or
more computing devices, such as processors, storage devices, andior similar
computer components, that access a service made available by a server, In some
non-imiting embodiments or aspects, a client device may include a computing device
configured to communicate with one or more networks andf/or faciitate transactions
such as, but not imited 1o, one or more deskiop computers, one or more porable
comptuiters {e.¢., tablet compuiers), one or more mobile devices (g.g.. celiular phones,
smariphones, personal digital assistant, wearable devices, such as watches, glasses,
lenses, and/or clothing, and/ar the like), and/or other like devices. Moreover, the term
“client” may also refer to an entity that owns, ulilizes, and/or operates a client device
for facilitating transactions with another entity.

[00458] As used herein, the term "server” may refer fo one or more computing
devices, such as processors, storage devices, andfor similar comptter components
that communicate with client devices and/ar other computing devices over a network,
such as the intemet or private networks and, in some examples, facilitate
communication among other servers and/or client devices.

[0046] As used hersin, the term "system” may refer 10 one or mare computing
devices or combinations of computing devices such as, but not imited 10, processors,
servers, chent devices, software applications, and/or other like components. In
addition, reference to "a server” or "a processot,” as used herein, may refer to a
previously-recited server andfor processor that is recited as performing a previous step
or function, a different server andior procassor, andf/or a combination of servers and/or
processors. For example, as used in the specification and the claims, a first server
and/or a first processor that is recited as performing a first step or function may refer
to the same or different server andfor a processor recited as performing a second step
or function.

{0047} Provided are improved systems, methods, and computer program products
for conducting private set intersection {PS1) techniques with multiple parties using a
data repostiory. Embodiments of the present disclosure may include a data repository
hosting system that includes at least one processor programmed or configured 1o
generate a data repository, recelve, from a submission eniity system associated with
a submission entity, a PSI data guery, wherein the PSi data query comprises a match
parameter for performing a P8I data query on the data reposiiory, transmi, 1o the
submission entity system, a dala classification encryption key, wherein the dala
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classification encryption key is associated with a data field that corresponds to a mateh
parameter data field of the match parameter, determine whether to authorize the PSI
data guery on the data reposilary, transmil, 10 the submission entily system, a dala
authorization encryption key based on determining to authorize the PS} data query on
the data repository, and periorm the PSI data query on the data repository.

{0048] In this way, embodiments of the present disclosure allow for a system to
prevent an entity, such as a malicious entily, from accessing sensitive data without
authorization, while using PSI technigues on a dala repository. Based on the use of
data classification encryption keys and data authorization encryption keys, the system
may prevent a data owner from unintentionally providing sensitive data to an entity
during a session that involves computing an intersection using a PSH technique.
[0049] Relerring nowto FIG. 1, FIG. 1 is a diagram of an example environment 100
in which devices, systems, methods, and/or products, described herein, may be
implemented. As shown in FIG. 1, environment 100 includes data repository hosting
system 102, submission entity system 104, at least one data owner entity system (e.g.,
data owner enfity systems 106-1 through 106-n, referred to collectively as “data owner
entity systems 108" and individually as “data owner entity system 108", andior
commuication network 108, Data reposiiory hosting system 102, submission entity
system 104, and/or data owner entity systemni{s) 106 may interconnect {e.g., establish
a connection to communicate, and/or the lke) via wired connections, wireless
connections, or a combination of wired and wireless connections.

[0050] Data repository hosting system 102 may include one or more computing
devices configured to communicate with submission entity system 104 andior data
owner entity system{s} 106 via commusiication nebwork 108, For example, data
repository hosting system 102 may include a server, a group of servers, and/or other
like devices. In some non-limiting embodiments or aspects, data repository hosting
system 102 may be associaled with a {ransaction service provider system, as
described herein. Additionally or alternatively, data repository hosting system 102 may
be associated with a merchant system, a payment gateway, an aequirer system, issuer
system, andfor a third party system, as described herein.  In some non-limiting
embodiments or aspects, data repository hosling system 102 may be in
communication with at least one data storage device, which may be local or remote fo
data repository hosting system 102, In some nan-limiting embodiments or aspects,
data repository hosting system 102 may be capable of receiving information from,
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storing information in, communicating information o, or searching information stored
in the data storage device{s).

[0051] Submission entity system 104 may include ong or more computing devices
configured to communicate with data repository hosting system 102 and/or data owner
entity system(s} 106 via communication network 108. For example, submission entity
system 104 may include a computing device, such as a server, a group of servers, a
client device, a group of client devices, a deskiop computer, a portable computer (e.g.,
tablet computer, a laptop computer, andfor the like), a mobile device {e.g., a cellular
phone, a smariphone, a personal digital assistant, a wearable device, and/or the like),
andior other like devices. i some nop-limiting embodiments or aspecis, submission
entily system 104 may be associated with a user {e.g., an individual operating a
device). Additionally or alternatively, submission entity system 104 may be associated
with a merchant system, as described herein. Additionally or alternatively, submission
entity system 104 may be associated with a payment gateway, an acquirer system, an
issuer system, a transaction service provider system, and/or a third party system, as
described herein.  In some non-limiting embodiments or aspects, submission entity
system 104 may be the same as one of data owner entity systems 108 {e.g.. a given
data owner entity 106 may transmit a PGS data query, as described hersin, and,
therelore, may be considered submission entity system 104},

{0052] Data owner entity system 106 may include one or more computing devices
configured to communicate with data repogitory hosting system 102, submission entity
system 104, and/or other data owner entily systems 106 via communicalion network
108. For example, each data owner enlity system 106 may include a computing
device, such as g server, a group of servers, andior other like devices. Insome non-
fimiting embodiments or aspects, at least one of data owner entity systeris 108 may
be associated with an issuer system, as described herein. Additionally or alternatively,
at least one of data owner entity systems 1086 may be associated with a transaction
service provider system, as described herein. Additionally or alternatively, at least one
of data owner entity systems 108 may be associated with a merchant system, a
payment gateway, an acquirer system, a user, andior a third party system, as
described herein.

{0053] Communication network 108 may include one or more wired andfor wireless
networks. For example, communication network 108 may include a cellular network
{&.g., a tong-term evolution {LTE) network, a third generation {3G) network, a fourth
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generation (4G} network, a fifth generation {5G) network, a code division muitiple
access (CDMA) network, efc.}, a public fand mobile network (PLMN), a local area
network {LAN), a wide area network {(WAN), a metropoliian area network (MAN), a
telephone netwark (8.g., the public switched telephone network (PSTN) andior the
fike}, a private network, an ad hoc network, an intranet, the Intemet, a fiber optic-based
network, a cloud compuding network, and/or the like, and/or a combination of some or
all of these or other types of networks.

[0084] The number and arrangement of systems and/or devices shown in FIG. 1
are provided as an example. There may be additional systems and/or devices, fewer
systems andior deviges, different systems and/or devices, oy differently arranged
systems and/or devices than those shown in FIG. 1. Furthermore, fwo or more
systems andfor devices shown in FIG. 1 may be implemented within a single system
or a single device, or a single system or a single device shown in FIG. 1 may be
implemented as multiple, distributed systems or devices. Additionally or alternatively,
a set of systems or a set of devices {e.g., one or mare systems, one or more devices)
of envirenment 100 may perform one or more functions described as being periormed
by another set of systems or another set of devices of environment 100.

[0055] Referring now to FIG. 2, FKa. 2 is a diagram of example components of
device 200. Device 200 may correspond 1o one or more devices of data repository
hosting system 102, one or more devices of submission entity system 104, and one or
more devices of data owner entity system 106, In some non-limiting embodiments or
aspects, ong or mare devices of data repository hosting system 102, ong or more
devices of submission entity system 104, andior one or more devices of dala owner
entity system 108 may include at least one device 200 and/or at least ong component
of device 200. As shown in FKG. 2, device 200 may include bus 202, processor 204,
memory 208, storage component 208, input component 210, output component 212,
and communication interface 214.

[0056] Bus 202 may include a component that permits communication among the
components of device 200, In some non-imiting embodiments or aspects, processor
204 may be implemented in hardware, software, or a combination of hardware and
software. For example, processor 204 may include a processor {e.g., a central
processing unit (CPU)Y, a graphics processing unit {GPU), an accelerated processing
unit {APU}, ele.), a microprocessor, a digital signal processor (PSP}, andior any
processing component {8.g., a field-programmable gate array (FPGA), an application-
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specific integrated circuit (ASIC), ete.) that can be programmed lo perform a function.
Memory 2086 may include random access memory (RAMY, read-only memory (ROM],
and/or another type of dynamic or static storage device {e.g., flash memory, magnstic
memory, optical memary, efc.) that stores information and/or instructions for use by
processor 204.

{0057] Storage component 208 may store information andior software related to
the operation and use of device 200. For example, storage component 208 may
include a hard disk {&.g., a magnetic disk, an optical disk, a magneto-optic disk, a solid
state disk, efc.), a compact disc {CD), a digital versatile disc (DVD), a floppy disk, a
cartridge, a magnetic tape, and/or another type of computer-readable medium, along
with a corresponding drive.

[0058] Input component 210 may include a component that permits device 200 {o
receive information, such as via user input {(e.g., a touchscreen display, a keyboard, a
keypad, a mouse, a button, a swilch, a micraphone, a camera, etc.). Additionally or
alternatively, input component 210 may include a sensor for sensing information (e.g.,
a global positioning system (&GPS) component, an accelerometer, 8 gyroscope, an
actuator, efc.). Output component 212 may include a component that provides output
information from device 200 {e.Q., a display. a speaker, one or more ght-emitting
diodes (LEDs), efc.).

{00591 Communication interface 214 may include a transceiverike component
{e.g., a transceiver, a separate recelver and transmitter, ete.) that enables device 200
to communicate with other devices, such as via a wired connection, a wireless
connection, or a combination of wired and wireless connections. Communication
interface 214 may permit device 200 to receive information from another device andfor
provide information to another device. For example, communication interface 214 may
include an Ethernet interface, an optical interface, a coaxial interface, an infrared
interface, a radio frequency (RF} interface, a universal serial bus (U8B} interface, a
WIi-Fi® interface, a Blustooth® interface, a Zigbee® interface, a cellular network
interface, andior the like.

[0060] Device 200 may perform one or mare processes described herein. Device
200 may perform these processes based on processor 204 executing software
instructions stored by a computer-readable medium, such as memory 206 andior
storage

component 208, A computer-readable medium {.g., a non-transitory computer-
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readable medium)} is defined herein as a non-transitory memory device. A non-
transitory memory device intludes memory space located inside of a single physical
storage device or memary space spread across multiple physical storage devices.
{0061] Software instructions may be read into memory 208 andfor storage
component 208 from another computer-readable medium or from anocther device via
communication interface 214, When executed, software instructions stored in maemory
206 and/or storage component 208 may cause processor 204 {o perform one or more
processes described herein. Additionally or alternatively, hardwired circuitry may be
used in place of or in combination with software instructons to perform one of more
processes described herein. Thus, embodiments or aspects described herein are not
fimited 1o any specific combination of hardware circuitty and software.

[0062] Memory 206 and/or storage compoenent 208 may include data storage or
one or more data structures {8.g., a database and/or the like). Device 200 may be
capable of recelving information from, storing information in, communicating
information to, or searching information stored in the data storage or one or more data
structures i memaory 206 and/or storage component 208, For example, the
information may include input data, input data, output dala, {ransaction data, account
data, or any combination thereol.

[0063] The number and arrangement of components shown in FIG. 2 are provided
as an example. In some non-fimiting embodiments or aspects, device 200 may include
additional components, fewer components, different components, or differently
arranged componenis than those shown in FIG. 2. Additionally or aliernatively, a set
of components {e.g., one or more components} of device 200 may perform one or
more functions described ag being performed by another set of components of device
2060,

[0064] Relerring now to FIG. 3, FIG. 3 is a flowchart of a non-limiting embodiment
or aspect of a process 300 for conducting private set intersection (P51} techrigues
with multiple parties using a data repository. In some non-imiting embodiments or
aspects, one or more of the functions described with respect to process 300 may be
performed {e.g.. compiletely, partially, elc.) by data repository hosting system 102, In
some non-limiting embodiments or aspects, one or more of the steps of process 300
may be performed (e.g., completely, partially, and/or the like) by ancther device or a
group of devices separate from andfor including data repository hosting system 102,
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such as submission entily system 104, data owner entily system(s} 108, andfor the
fike.

[0065] Asshownin FIG. 3, at step 302, pracess 300 may include generating a dala
repository.  For example, dala repository hosting system 102 may generate a data
repository {e.g., a data lake, a database, andfor the like). In some non-limiting
embodiments or aspects, data repository hasting system 102 may receive data {e.9.,
fransaction data, ransaction data records, and/or the like) from at least one data owner
entity system 108 and data repository hosling system 102 may generate the data
repositary based on the data received from data owner entity system{(s} 166,

[0066] In some non-limiting embodiments or aspects, the data repository may
include data associated with {e.g., received from andior the like} at least one data
owner entity system 106 (e.g., a plurality of data owner enlity systems 106). For
example, data repository hosting system 102 may receive data from sach data owner
entity system 106 {e.g., each data owner entity systemn 108 that has opted into sharing
data in the data repository). In some non-limiting embodiments or aspects, each data
owner entity system 106 may have {e.g., store, have access fo, andior the like) data
{e.g., ransaction data) that includes at least one data record {e.g., ransaction data
record). Addiionally or altermnatively, each data record {e.¢., transaction data record)
may include at least one data field {e.g., a plurality of data fields). In some non-limiting
embodiments or aspects, each data cwner entity system 106 may opt {e.g., selsct
andfor the like) to share at least some data fields {e.q., a8 subset of data fields} of at
least some of the dala records {e.q.. a subset of data records) of the respective data
owner entity system 106. Additionally or alternatively, each data owner entity system
106 may transmit the data that the respective data owner entity system 1086 has
slected to share {e.q., the subset of data fields of the subset of the data records andior
the fike) andfor an encrypled version thereof (e.q., encrypled dala fields andior the
fike, as described herein} {0 data repository hosting system 102,

[0067] [n some non-limiting embodiments or aspects, data in the data repository
from each respective data owner entity system 108 may be encrypted with at least one
encryption key associated with the respective dala owner entity system 106 {e.g., a
data classification encryption key, a data authorization key, and/or the Bke, as
described herein). For example, each data owner entity system 106 may generate a
data classification encryption key for sach data field that will be shared, Additionally
or alternatively, each data owner entity system 1068 may encrypt the dala thereof {e.g.,

20



each data field of the subset of data fields of the subset of the data records andfor the
like} with the respective data clagsification encryption key {6 provide encrypted data
{e.g., encrypted dala fields), e.q., befare communicating the encrypied data {e.g.,
encrypted data fields) to data repository hosting system 102, {n some non-limiting
embodiments or aspects, data repository hosting system 102 may generate at least
one data classification encryption key, Additionally or alternatively, data repository
hosting system 102 may encrypt at least one daia field (e.g., a data field of a data
record received from data owner entity system 108, a data field of a data record stored
by data repository hosting system 102, and/or the Bke) with a respective data
classification encryplion key {e.g., as generaled by dala repository hosting system
102).

[0068] For the purpose of illustration and not limitation, first data owner entity
system 108-1 may encrypt a first data field of a first ransaction data record with a firgt
data classification encryption key to provide an encrypted first data field of the first
fransaction data record, and the first data classification encryption key may be
generated {e.g., created, assigned, and/or the tke) by first data owner entity system
106-1 according to a classification of the first data field of the first transaction data
record and the first data owner entity.  First data owner entity system 106-1 may
encrypt a second data field of the first transaction dala record with a second data
classification encryption key to provide an encrypted second dala field of the first
transaction data record, and the second data classification encryption key may be
generated (2.9., created, assigned, and/or the like) first data owner entily system 106-
1 according o a classification of the second data field of the first fransaction data
record and the first data owner entity. Additionally or alternatively, second data owner
entity system 106-2 may encrypt a first data field of a second transaction data record
with a third data classification encryption key io provide an encrypled first data field of
the second transaction data record, and the third data classification encryption key
may be generated {e.g., created, assigned, and/or the like) by second data owner
entity system 106-2 according to a classification of the firat data fisld of the second
fransaction data record and the second data owner entity. Second data owner entity
system 108-2 may encrypt a second data fiekd of the second transaction data record
associated with a fourth data classificalion encryption key to provide an encrypted
second data field of the second transaction data record, and the fouwrth data
classification encryption key may be generated (e.g., created, assigned, andfor the

21



like} by second data owner entity system 108-2 according o a classification of the
second data field of the second transaction data record and the second data cwner
entity, Additionally or alternatively, data reposifory hosling system 102 may encrypt a
first data field of a third transaction data record with a fifth data classification encryption
key to provide an encrypted first data field of the third transaction data record, and the
fifth data classification encryption key may be generated {e.q., crealed, assigned,
and/or the tike) by data reposifory hosting system 102 according {0 a classtfication of
the first datla field of the third fransaction data record and the data repository host. The
first data field of the third ransaction data record may correspond to the first data field
of the first transaction record. Data repository hosting system 102 may encrypt a
second data field of the third transaction data record with a sixth data classification
encryption key 1o provide an sncrypted second dala field of the third ransaction dala
record, and the sixth data classification encryption Key may be generated {(p.qg.,
created, assigned, and/or the tike) by data repository hosting system 102 according to
a classification of the second data field of the third transaction data record and the
data repository host.  Additionally or alternatively, data repository hosting system 102
may encrypt a first data feld of a fourth transaction data record with the fifth data
classification encryption Key o provide an encrypted first data field of the fourth
fransaction data record. The first dala field of the fourth transaction data record may
correspond {o the first data field of the second fransaction record.  Data repository
hosting system 102 may encrypt a second data field of the fourth transaction data
record with the sixth dala classification encryption key to provide an encrypled second
data field of the fourth transaction data record.

{00691  In some nondimiting embodiments or aspects, data reposifory hosting
system 102 may generate a data authorization engryption key for each data owner
entity system 106. Additionally or alternatively, data repository hosting system 102
may encrypt at least one data field associated with sach respective data owner entity
system 106 with the respective data authorization encryption key thereof. Additionally
or alternatively, data repository hosting system 102 may transmit the respective data
authorization encryption key to sach respective data owner enlity system 106,

[0070] For the purpose of illustration and not limitation, data repository hosting
systam 102 may encrypt the encrypted the first data field of the third transaction data
record {8.g., corresponding 1o the first data field of the first transaction data record
associated with first data owner entity system 106-1) with a first data authorization
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encryption key {e.g., generated by data repository hosting system 102 for first data
owner entity system 106-1) to provide 3 fwo-layer encrypted first data field of the third
transaction data record. Additionally or alternatively, data repository hosting system
102 may encrypt the encrypted first data field of the fourth transaction data record
{e.g., corresponding to the first dafa field of the second transaction data record
associated with second data owner entity system 108-2) with a second data
authorization encryption key {e.g., generated by data repository hosting system 102
for second data owner entity system 1086-2) {0 provide a two-layer encrypted first data
field of the fourth transaction data record.

[0071] In spome non-limiting embodiments or aspects, dala repository hosting
system 102 may store the encrypled data {e.g., at least some of the encrypted dala
fields, the two-layer encrypled data fields, and/or the like, as described herein) o
provide the data repository. Additionally or alternatively, data repository hosting
system 102 may transmif the respective data classification encryption key for each
fwo-layer encrypted data field fo the respective data owner entity system 108
associated therawith,

[0072] For the purpose of illustration and not limitation, data repository hosting
system 102 may store the two-tayer encrypled first data field of the third transaction
data record, the two-layer encrypted first data field of the fourth fransaction data
record, the encrypted first data field of the first transaction data record, the encrypted
second data field of the first transaction data record, the encrypted first data field of
the second fransaction data record, the encrypled second data field of the second
fransaction data record, the encrypled second data field of the third transaction data
record, the encrypted second data field of the fourth transaction data record, andfor
the like. For example, data repository hosting system 102 may store the two-layer
encrypted first data field of the third transaction datg record in association (8.g., in a
single data record, in a single row of a database, and/or the like) with the encrypted
second data field of the first transaction data record and/or the encrypted second data
field of the third transaction data record. Additionally or alternatively, data repository
hosting system 102 may store the two-layer encrypted first data field of the fourth
fransaction data record in associated with the encrypied second data field of the
second transaction data record and/or the encrypted second data field of the fourth
transaction data record. Additionally or alternatively. data repositary hosting system
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102 may transmit the fifth data classification encryption key o first data owner entity
system 106-1 andior second data owner entily system 106-2.

{00731 In some non-limiting embodiments or aspects, sach data owner entity
system 108 may generate a data authorization encryption key {(e.g., in addition to the
data authorization key{s} generated by data repository hosting system 102, in fieu of
the data authorization key(s) generated by data repasitory hosting system 102, andfor
the like}. Additionally or alternatively, each data owner entily system 106 may encrypt
al least one data field with the respective data authorization encryption key thereof.
[0074] For the purpose of Hlustration and not limitation, first data owner entity
system 106-1 may encrypt the encrypled the first data field of the first fransaction data
record {e.g., corresponding o the first data field of the third transaction data record)
with a third data authorization encryption key (e.9., generated by first data owner entity
system 106-1) to provide a two-layer encrypted firgt data field of the first transaction
data record. Additionally or alternatively, second data owner entity system 106-2 may
encrypt the encrypted first data field of the second fransaction data record (e.g.,
corresponding to the first data field of the fournth transaction data record) with a fourth
data authorization encryption key {e.q., generated by second data owner entity system
106-21 10 provide a two-layer encrypted tirst data field of the second transaction data
record.

{00751 In some non-limiting embodiments or aspsects, data repository hosting
system 102 may store the two-layer encrypted data {e.g., the two-layer encrypted data
fields and/or the like, as described herein) from each data owner entity system 106 in
the data repository. For example, each data owner entity system 108 may transmit
the respective two-layer encrypted data thereof to data repository hosting system 102
Additionally or alternatively, data repository hosting system 102 may store such two-
layer encrypted dala in the dala reposifory {e.g., in addition 1o the encrypled data
stored therein, in place of at least a portion of the encrypled data stored therein, and/or
the like).

[0076] For the purpose of flustration and not limitation, first data owner entity
system 106-1 may fransmit the two-layer encrypted first dalg fisld of the first
transaction data record to data repository hosting system 102, and/or data repository
hosting system 102 may replace the two-layer encrypled first data fleld of the third
transaction data record with the two-layer encrypted first data field of the first
transaction data record. Additionally or alternatively, second data owner entity system
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106-2 may transmit the two-layer encrypted first data field of the second transaction
data record fo data repository hosting system 102, and/or data repository hosting
system 102 may replace the two-layer encrypted first data field of the fourth transaction
data record with the two-layer encrypted first data field of the second ransaction data
record.

{00777  As shown in FIQ, 3, at step 304, process 300 may include receiving a PSI
data query. For example, data repository hosting system 102 may receive a PSI data
query from submission entity system 104. In some non-limiting embodiments, the P8I
data guery may include a match parameter for performing a PS8 data query on the
data repository. Additionally or alternatively, the PS8 dala query may include an
authorization parameler associaled with the malch parameter.  Additionally or
altematively, the P8I data query may include a desired output based on at least one
of the match parameter, the authorization parameter, any combination thereof, andfor
the like.

[0078] In some nonimiting embodiments or aspects, the desired output may be
associated with an output of a maching learning algorithm.  For example, the machine
learning algorithm may be configured {(e.g., trained, programimed, and/or the like) to
generate the ouiput {e.q.. the desired output) based on at least one inpul. In some
non-limiting embodiments or aspects, submission entity system 104 may transmit the
machine learning algorithm andfor a listing of at least one input of the machine learning
algorithm o data repository hosting system 102, Additionally or alternatively, data
repository hosting system 102 may determine at least one field (e.q., encrypled fisld)
of the dala repository associated with the at least one input of the machine learning
algorithm.

100791 For the purpose of Hlustration and not imitation, submission entity system
104 may be associated with a merchant system. Additionally or alternatively,
submission entity system 104 may slore an account identifier associated with a user
{and/or other data associated therewith such as expiration date, security code {(e.g.,
card security code {C8C), card verification data {CVD), card verification number, card
verification values (CVV), card verification value code, card verification code {(CVC),
verification code (V-code or V code), signature panel code {(SPC), andior the like),
transaction data, any combination thereof, andfor the fike). Submission entity system
104 may transmit a P& data query having the account identifier (andfor 3 tokenized
vearsion thereof) as the maich parameter (and/or other data such as expiration date,
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security code, transaction data, and/or the like as the authorization parameter) fo data
repository hosting system 102, Additionally or alternatively, submission entity system
104 may transmit a machine learning algorithm associated with a desired cutput (8.g.,
the probability that a user will purchase a given product} fo data repository hosting
system 102, Additionally or alternatively, data repository hosting system 102 may
determine at least one input of the machine learning algorithim {e.g., based on the
machine learning algorithm). Data repository hosting system 102 may determine at
least one field of the dala repository based on the input{s} of the machine learning
algorithm. For example, data repository may determine fields associated with account
identifier, purchase history, location {e.q., zip code}, any combination thereof, and/or
the like based on the inputs {0 the machine leaming algorithm.

[0080] As shown in FIG. 3, at step 3086, process 300 may include fransmitting a
data classification encryption key, For example, data repository hosting system 102
may transmit a data classification encryption key o submission entity system 104, In
some non-imiting embodiments or aspects, the data classification encryption key may
be associated with a data field that corresponds to a data Held of the match parametar.
[0081]7 For the purpose of illustration and not limitation, data repository hosting
system 102 may transmit a data classification encryption kKey {e.g., first data
classification encryption key, third data classification encryption key, fifth dala
classification encryption key, andfor the like} to submission entity system 104. For
example, the (two-layer encrypted) first field of the first trangaction data record, the
{two-layer encrypled) first field of the second transaction data record, the {two-layer
encrypted) first field of the third transaction dala record, or the {two-layer encrypted)
first fiald of the fowrth transaction data record may correspond 1o the match parameter
{e.g.. the account identifier). For example, data repository hosting system 102 may
determine that the {fwo-layer encrypted) first field of the first transaction data record
corresponds to the maich parameter {e.g., the account identifier). Additionally or
alternatively, data repository hosting system 102 may transmit the first data
classification encryption key o submission entity system 104,

[0082] As shown in FIG. 3, al step 308, process 300 may include determining
whether {0 authorize the PS! data query on the data repository. For example, data
repository hosting system 102 and/or one of the data owner entity systemis} 106 may
determine whether to authorize the PSI data query on the data repository. In some
non-limiting embodiments or aspects, data repository hosting system 102 andfor data
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owner entity system 106 may determine whether to authorize the PSi data query on
the data repository based on a rule of data owner entity system 108, For example,
data repository hosting system 102 and/or dala owner entily system 106 may compare
the PSI data query to the rule of data owner entity system 108, i the PSI| data query
satisfies the rule, data repository hosting system 102 and/or data owner entity system
106 may determine to authorize the PSI data query. i the PSI data query does not
satisfy the rule, data repository hosting system 102 andfor data owner entity system
106 may determine not {o authorize the PS8! data guery.

{0083] In some non-limiting embodiments or aspects, the PSI data query may
include a match parameter and/or an authorization parameter, as described herein,
Additionally or allernatively, data repository hosting system 102 and/or submission
entity system 104 may fransmit a request for authorization based on the P8I data
query to data owner entity systemis} 106. Additionally or alternatively, data repository
hosting system 102 andfor submission entity system 104 may receive a response for
authorization.

[0084] In some non-limiting embodiments, the response for authorization may
include transaction data associated with the match parameter. For example, such a
response for authorization may be received by data repository hosting system 102,
Additionally or alternatively, data repository hosting system 102 may determine that
the fransaction data associated with the matich parameter included in the response for
authorization corresponds o the authorization parameter associated with the match
parameter. Data reposifory hosting system 102 may determing o authorize the PSI
data query based on {e.q., in response fo) determining that the transaction data
associated with the match parameter corresponds to the authorization parameter
associated with the match parameter.

[0085] Insome non-limiting embodiments or aspects, submission entity system 104
may transmit the request for authorization to dala owner entity systemis) 106.
Additionally or alternatively, each data owner entity system 106 that receives the
request for authorization may determine whether fransaction data (e.g., stored by the
respeclive data owner entity system 108) associated with the malch parameter
corresponds to the authorization parameter associated with the maich parameter.
Additionally or alternatively, at least one dala owner entity system 106 may determine
o authorize the PSI data query based on {e.g., in response {0} determining that the
fransaction data associated with the match paramster corresponds to the authorization
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parameater associated with the match parameter. Such data owner entity system 108
may transmit the response for authorization to subrmission entity system 104, In some
non-timiting embodiments or aspecis, the response for authorization may include a
data authorization key, as described below.

[0086] As shown in Fi(a. 3, at step 310, process 300 may include transmitting a
data authorization key. For example, data repositary hosting system 102 andior one
of data owner entity system{s) 106 may transmit a data authorization encryption key
to submission entity system 104 based on determining 1o authorize the PSI data query
or the data repository.

{00871 In spome non-limiting embodiments or aspects, dala repository hosting
system 102 and/or data owner entity system 106 may fransmit a data authorization
encryption key to submission ertity system 104 based on determining to authorize the
P51 data query on the data repository. For example, data repository hosting system
102 may transmit a data authorization encryption key that was generated by data
repository hosting system 102 to submission entity system 104, Additionally or
alternatively, data repository hosting system 102 may receive {e.q., from one of data
owner entity system{s) 106) a data authorization encryption key (e.9., as generated by
the respective data owner entity system 108), and/ar data repository hosting system
102 may transmit such a data authorization encryption key o submission entity system
104,

[ooB88] [In some non-limiting embodiments or aspects, data repository hosting
system 102 andior one of data owner entity system{s) 106 may fransmit a dala
authorization encryption key {e.g.. as generated by the respective data owner entity
system 106} to submission entity system 104, For example, the respective data owner
entity system 108 may transmit the data authorization encryption key based on {e.g.,
in response o) determining to authorize the PSI data query. In some non-limiting
embodiments or aspects, data repository hasting system 102 andfor one of data owner
entity systemi{s} 108 may fransmit a data classification encryption key to submission
entity system 104. For example, data repository hosting system 102 and/or one of
data owner entity system(s) 106 may transmit a dala classification encryption key to
submission entity system 104 based on determining to authorize the PSI data query.

{0089] For the purpose of Hlustration and not limitation, first data owner entity
system 106-1 may transmit the third data authorization encrypion Key {e.9., generated
by first data owner entity system 106-1 to provide the two-layer encrypled first dala
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field of the first transaction data record} to submission entity system 104 based on
determining to authorize the PSI data guery from submission entity system 104
Additionally or alternatively, data repository hosting system 102 may ransmit the first
data authorization encryption key {e.g., generated by data repository hosting system
102 1o provide the two-layer encrypted first data field of the third transaction data
record) t0 submission entity system 104 based on determining o authorize the PSI
data query from submission enfity system 104.

[0080]  As shown in FIG. 3, at step 312, process 300 may include performing the
PGS data quetry on the data repository.  For example, data repository hosting system
102 may perform the P8I dala guery on the dala repositary {e.g.. carry out a P8I
protocot on the data repository). In some non-limiting embodiments or aspects, dala
repository hosting system 102 may perform the PSI data query by computing an
intersection between the PSi data query submitted (e.q., transmitted) by and received
from submission entity system 104 and the data repository using a PS8l technigue. In
some non-limiting embodiments or aspects, the PSI technigue may include the use of
an ollivious pseudorandom function {OPRF), such as a one-time OPRF.

[0081]  In some nondimiting embodiments or aspects, dala repository hosting
system 102 may generate g PSiresult based on perfarming the P81 data query on the
data repository. For example, data repository hosting system 102 may generate the
P51 result based on computing the intersection between the PSI data query submitted
by and received from submission entity system 104 and the data repository using the
PSI technique. In some non-limiting embodiments or aspects, the PSI result may
include a transaction data record that include one or more two-layer encrypled data
fields.

100921 In some non-limiting embodiments or aspects, data repository hosting
system 102 may transmil the PSI resull {o submission entity system 104, For example,
data reposifory hosting system 102 may transmii the encrypled data {e.g.. encrypted
data fields} corresponding to the PSI result to submission entity system 104
Additionally or alternatively, data repository hosting system 102 may fransmit the data
classification encryption keys associated with the encrypled dala {e.g., encrypted data
fields) corresponding to the PSI result {0 submission entity system 104.

[00831 In some non-limiting embodiments or aspects, dala repository hosting
system 102 may perform a machine learning computation based on the P8I result, In
some non-iimiting embodiments, data repository hosting system 102 may provide the
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P8I result as an input to a machine learning algorithm. Additionally or alternatively,
data repository hosting system 102 may generate an oufput of the machine learning
algorithm based on the input.  In some non-limiting embodiments or aspects, dala
repository hosting system 102 may transmif the oufput of the machine learning
algorithm to submission entity system 104, In some non-limiting embodiments or
aspects, submission entily system 104 may generate the ouiput of the machine
learning algorithm based on the input {2.g., the PS! resulf).

[0094]  Insome non-limiting embodiments or aspects, submission entity system 104
may receive the PSIresult, and submission entity system 104 may perform a machine
learning computation based on the P8I result. In some non-limiting embodiments or
aspects, submission entity system 104 may use a dafa authorization encryption key
and/or a data classification encryptlion Key {o decrypl the PSH resull. In one example,
submission entity system 104 may receive the PS! result, and submission entity
system 104 may use the data authorization encryplion key associated with data owner
entity system 106 {e.g., the data authorization encryption key provided by data owner
antity system 106 1o submission entity systemy 104, the data authorization encryplion
key provided by data owner entity system 106 to data repository hosting system 102,
and/or the like), which was used to encrypt the data that is included in the PSH result,
in such an example, submission entity system 104 may use the data authorization
encryption key to decrypt one or more two-fayer encrypted data fields of a transaction
data record included in the P8I result. Additionally, submission entity system 104 may
use the dala classification encryplion key associated with the classification of one or
more encrypted data fHields (e.g., the data classification encryplion key that was used
o encrypt one or more data fields of the transaction record based on a classification
of the one more data fields) of the transaction data record included in the PSI result,
[0095] In some non-limiting embodiments or aspects, if submission entity system
104 does not have an appropriate encryption key {e.g., a data authorization encryption
key andf/or a data classification encryption key} to decrypt an encrypted data fisld of
the PSI result, submission entity system 104 may not be able to perform the machine
learning computation based on the PS8! resull.  For example, if submission entity
system 104 does not receive the appropriate encryption key from data reposiory
hosting system 102 and/or data owner system 106, submission entity system 104 may
not be able 10 decrypt one or more encrypted data fields of the PSI result and
submission entity sysiem 104 may not he able to perform the machine learning
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computation based on one or more encrypted data fields of the PSI result that could
not be decrypted. In some non-imiting embaodiments or aspects, submission entily
system 104 may not be able to perfarm the machine learning computation based on
any encrypted dala fields in the PSI result that were not able to be decrypled.
Additionally or alternatively, submission entity system 104 may be able to perform the
machine learning computation based on any encrypled data fislds in the P&l result
that were able 1o be decrypled.

[0096] In some non-imiting embodiments or aspects, data repository hosting
system 102 may create an audit record based on performing a PSi data query on the
data repository. For example, data repository hosting system 102 may create the audit
record that includes data associated with the PSI data query from submission entity
system 104 that was performed on the data reposilory. In some non-imiting
embodiments or aspects, the audit record may include data that indicates an identity
of submission entity system 104 and/or data that indicates one or more data
authorization encryption keys and/ar one or more data classification encryption keys
that are used to decrypt the PRSI result of the P8I data query. in some non-fimiting
embodiments or aspects, the audit record may include data that indicates a situation
where the PS5l data query included a request for data of a transaction record which
was not authorized. For example, the audil record may include a data field that
indicates that the PSI data query from submission entity system 104 included a request
for data of a transaction record for which submission entity system 104 was not
authorized 1o access. In some non-limiting embodiments or aspects, the audit record
may include a data field indicaling that submission entity system 104 is a malicious
amtily based on the PSB! data guery from submission entity system 104 including a
request for data of a transaction record {or which submission entity system 104 was
not authorized {0 access. In some non-limiling embodiments or aspects, data
repository hosting system 102 may store the audit record in the data reposifory.
[0097] Referring now to FIGS. 4A-41, FIGS. 4A-41 are diagrams of an
implementation 400 of a process {e.q., process 300) for conducting PS! techniques
with muitiple parties using a data repository. As shown in FIGS. 4A-4l, implementation
400 may include data repository hosting system 102, data owner entity system 106-1,
data owner entity system 106-2, data owner entily system 108-3, and submigsion
entity system 104. However, some non-limiting embodiments or aspects may include
data repository hosting system 102, data owner entity system 106-2, data owner entity
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system 106-3, and submission entity system 104, and are independent of dala owner
entity system 106-1 and the operations specified by data owner entity system 108-1
in implementation 400, For example, in some non-limiting embodiments or aspects,
implementation 400 may include dala repository hosting system 102 generating a data
repository using a second transaction data record from data owner entity system 106-
2 and a third transaction data record from dala owner entily systemn 108-3, without
using a first fransaction data record from data owner entity system 106-1. Insuch an
example, data owner entity system 106-2 may be referred 0 as g “first entity” and data
owner entity system 1086-3 may be referred to as a “second entity.” Additionally, while
accourt numbers are relerred fo as primary account numbers (PANs} in
implementation 400, any PAN may be a token for the PAN {e.¢.. 8 tokenized PAN]).
[0098]  As shown in FIGS. 4A through 4F, data repository hosting system 102 may
generate a data repository.  As shown by reference number 405 in FIG. 4A, data
repository hosting system 102 may receive a first transaction data record associated
with data owner entity system 106-1, a second fransaction data record associated with
data owner entity system 106-2, and a third transaction data record associated with
data owner entity system 108-3 from data owner entity system 106-1, data owner entity
system 106-2, and data owner entity system 106-3, respectively.

[0089] As shown by reference number 410 in FIG. 4B, data repository hosting
system 102 may encrypt first data fields of the first transaction data record with a first
data classification encryption key. For example, data repository hosting systermn 102
may encrypt the first data fields of the first transaction data record, which have a first
classification {e.g.. class, category, and/or the like} shown as "Account Number”, with
the first data classification encryption key that cotresponds 1o the first classification
{e.g.. the account number encryption key) o provide encrypted first data fislds of the
first transaction data record.  In some non-limiting embodiments or aspects, dala
owner entity system 106-1 may encrypt the first data fields of the first iransaction data
racord with the first data classification encryption key before transmilting the first
fransaction data record to data repository hosting system 102, As further shown by
reference number 415 in FIG. 48, data repository hosting system 102 may encrypt
second data fields of the first fransaction data record with a second data classification
encryption key. For example, dala repository hosting system 102 may encrypt the
second data fields of the first ransaction data record, which have a second
classification, shown as "Zip Code”, with the second data classification encryplion key
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that corresponds to the second classification {(e.g., the zip code encryption key) to
provide encrypted second data fields of the first ransaction data record. In some non-
fimiting embodiments or aspects, data owner entity system 106-1 may encrypt the first
data tields and/or the second data fields of the first transaction data record with the
first data classification encryption key and/or the second data classification encryption
key, respectively, belare transmitting the first transaction data record 1o data repository
hosting system 102

[0100]  As shown by reference number 420 in FIG. 4C, dala repository hosting
system 102 may encrypt a first data fleld of the second transaction data record with a
third data classification encryption key, For example, data repository hosting system
102 may encrypt the first data field of the second transaction data record, which has a
third classification, shown as “Purchase History”, with the third data classification
encryplion key that corresponds to a third classification {e.q., the purchase history
encryption key) to provide an encrypted first data field of the second transaction data
record.  In some non-limiting embodiments or aspects, the first data classification
ancryption key, the second data classification encryption key, andfor the third data
classification encryption key may be assigned 1o data owner entity system 106-1. As
further shown Dy reference number 425 in FIG. 40, data reposifory hosting system
102 may encrypt a second data field of the second transaction data record with the
first data classification encryption key. For example, data repository hosting system
102 may encrypt the second data field of the second transaction data record, which
has the first classification, shown as "Account Number”, with the first data classification
encryption key that corresponds {o the first classification to provide an encrypted
second data field of the second transaction data record.  In some non-limiting
embodiments or aspects, data owner entity system 108-2 may encrypt the first data
fields and/or the second data fields of the second transaction data record with the third
data classification encryplion key andfor the first data classification encryption key,
raspectively, before transmitting the second transaction data record o dala repository
hosting system 102.

{0101]  As shown by reference number 430 in FIG. 4D, data repository hosting
system 102 may encrypt a first data fleld of the third transaction data record with the
third data classification encryplion key. For example, data repository hosting system
102 may encrypt the first data field of the third transaction data record, which has the
third classification, shown as “Purchase History”, with the third data classification
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encryption key that corresponds to the third classification {e.g., the purchase history
encryption key) to provide an encrypted first data field of the third transaction data
record. As further shown by reference number 435 in FIG. 4D, data repository hosting
system 102 may encrypt a second data field of the third fransaction data record with
the first data classification encryption key. For example, data repository hosting
system 102 may encrypt the first data field of the third transaction data record, which
has the first classification, shown as "Account Number”, with the first data classification
encryption key that corresponds fo the first classification to provide an encrypted
second data field of the third transaction data record. In some non-limiting
embodiments or aspects, data owner entily system 106-3 may encrypt the first dala
fields andfor the second data fields of the third transaction dala record with the third
data classification encryplion key andfor the first data classification encryption key,
respectively, before transmitting the third transaction data record to data repository
hosting system 102

{0102}  As shown by reference number 440 in FIG. 4E, data repository hosting
system 102 may generate the data repository based on the first ransaction data
record, the second transaction data record, and the third transaction data record. For
example, data repository hosting system 162 may combing the encrypted first data
fields of the first transaction dafa record, the encrypled second data fields of the first
fransaction data record, the encrypted first data field of the second transaction data
record, the encrypted second data field of the second transaction data record, the
encrypted first data field of the third tfransaction data record, and the encrypled second
data field of the third fransaction data record to generate the data repository. In some
non-limiting embodiments or aspects, data repository hosting system 102 may remove
a column having data fields for data owner entity system 108-1 having the first
classification based on delermining the data fields having the first classification for
data owner entity system 106-2 and dala owner entity system 106-3 that correspond
to the data fields having the first classification for data owner entity system 1086-1.
[0103] Az shown by reference number 445 in FIG. 4F, data repository hosting
system 102 may encrypt the encrypied first data fisld and the encrypled second data
field of the second fransaction data record associated with data ownar entity system
106-2 with a first data authorization encryplion key to provide a two-layer encrypted
first data field and 3 two-tayer encrypted second data field of the second transaction
data record associated with data owner entity system 1068-2. In some non-limiting
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embodiments or aspects, the first data authorization encryption key is assigned to data
owner entity system 106-2. In some non-limiting embodiments or aspects, data owner
entity system 108-2 may encrypt the encrypted first data Held and the encrypted
second data field of the second transaction data record with the first data authorization
encryption key 1o provide the lwo-layer encrypted first data field and the two-layer
encryplad second data field of the second transaction data record associated with data
owner entity system 106-2.

[0104]  As further shown by reference number 450 in FIG. 4F, data repository
hosting system 102 may encrypt the encrypted first data fisld and the encrypted
second data field of the third transaction data record associated with data owner entity
system 106-3 with a second data authorization encryplion key 1o provide a two-layer
encrypted first data field and a two-layer encrypted second data field of the third
ransaction data record associated with data owner entity system 106-3. In some non-
limiting embodiments or aspects, the second data authorization encryption key is
assigned fo data owner entity system 106-3. In some non-limiting embodiments or
aspects, data owner entity system 106-3 may encrypt the encrypled first data field and
the encrypted second data field of the third transaction data record with the second
data authorization encryption key to provide the two-layer encrypted first data fleld and
the two-layer encrypted second data field of the third transaction data record
associated with data owner entity system 106-3.

[0108] [In some non-limiting embodiments or aspects, data repository hosting
system 102 may store the fwo-layer encrypted first dala fisld and the two-layer
encrypted second data field of the second transaction data record associated with data
owner entity system 108-2 in the data reposilory. Additionally or alternatively, data
repository hosting system 102 may store the two-layer encrypted first data field and
the fwo-layer encrypted second dafa field of the third fransaction data record
associated with data owner entity system 106-3 in the data repository.

[0106] As shown by reference number 455 in FIG. 4G, data repository hosting
system 102 may receive a PSI data gquery from submission entity system 104, insome
non-imiting embodiments or aspects, the PSI data query may include a match
parameter for performing a P8l data query on the data repository and an authorization
parameter. in some non-fimiting embodiments or aspects, the match parameter may
be associated with a data field (e.g., a data field of a transaction data record}. For
example, the maich parameter may have a classification associated with the data field,
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in such an example, the maich parameter may be an account number for which an
intersection is to be computed with the data repository. As further shown by reference
number 480 in FIG, 4G, data repository hosting system 102 may fransmit a dala
classification encryption key for a classification of a data field that corresponds o the
data field associated with the malch parameter {e.q., & maich parameter dala field of
the match parameter) of the P3{ data query. For example, given that the match
parameter of the PS! data query is an account number, daia repository hosting system
102 may transmit the second data classification encryption key for the second
classification of a data field, which I8 an account number, since the second
classification corresponds o the account number data field of the match parameter of
the PS8l dala query.

[0107]  As shown by reference number 465 in FIG. 4H, data repository hosting
system 102 may determine to authorize the PSi data query on the data repository. For
example, data repository hosting system 102 may transmit a request for authorization
based on the PSl data query to data owner entity system 106-1, data owner entity
system 106-2, and/or data owner entity system 106-3. The request for authorization
may include the match parameter of the PSI data query. In some non-fimiting
ambodiments or aspects, data repository hosting system 102 may receive a response
for authorization from data owner entity system 106-1, data owner entity system 106~
2, and/or data cwner entity system 106-3 based on the request for authorization. The
response for authorization may include an indication that the PSI data query is
authorized.  In some nondlimiling embodiments or aspects. the response for
authorization may include transaction data associated with the match paramester. In
some non-limiting embodiments or aspects, the responsge for authorization may be
received by data repository hosting system 102, and data repository hosting system
102 may determine that the transaction dala associated with the maich parameter
included in the response for authorization corresponds 1o the suthorization parameter
of the P51 data query. Data repository hosting system 102 may determine to authorize
the PSI data query based on {p.g., in response to) determining that the transaction
data associated with the match parameter corresponds 1o the authorization parameter.
[0108] As further shown by reference number 470 in FiG. 4H, data repository
hosting system 102 may fransmit a data authorization ancryption key to submission
entity system 104. For example, data repository hosting system 102 may transmit the
first data authorization encryption key and/or the second data authorization encryption
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key to submission entity system 104 based on determining o authorize the PSl data
query on the data repository.

{0109] As shown by reference number 475 in FIG. 41, data reposiiory haosting
system 102 may perform the PSI data query on the data repository.  For example,
data repository hosting system 102 may perform the PSi data query by computing an
intersection between the match parameter of the PSI data query from submission
entity system 104 and the data repository using a PS! technigue. In some non-limiting
embodiments or aspects, the PSH technique may include the use of an oblivious
pseudorandom function (OPRF), such as a one-ime OPRF.  In some non-limiting
embodiments or aspects, data repository hosting system 102 may genevate a PS8l
result for the PSI data query based on performing the PSI data query on the data
repository. For example, data repository hosting system 102 may generate the PSI
result based on computing the Intersection between match parameter of the PSi data
query from submission entity system 104 and the data repository using the P8I
fechnigue. In some non-limiting embodiments or aspects, data repository hosting
system 102 may transmit the PSi result to submission entity system 104,

[0110]  Although the above methods, systems, and computer program products
have been described in detail for the purpose of Hustration based on what is currently
considered {o be the most practical and preferred embodiments or aspects, it is fo be
understood that such detail is solely for that purpose and that the present disclosure
is not imited to the described embodiments or aspects but, on the contrary, is intended
to cover modifications and equivalent arrangements that are within the spirit and scope
of the appended claims. For example, itis {o be understoad that the present disclosure
contemplates that, to the extent possible, one or more features of any embodiment or
aspect can be combined with one or more features of any other embodiment or aspect.
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WHAT IS CLAIMED IS:

1. A method, comprising:

generating, with at least one processor, a data repository;

receiving, with the at least one processor, a private set intersection (PSI) data
guery, wherein the PSI data query comprises a match parameter for performing the PSI data
guery on the data repository;

transmitting, with the at least one processor, a data classification encryption
key for encrypting a data field of a transaction data record associated with an entity, wherein
the data classification encryption key is associated with a data field that corresponds to a
match parameter data field of the match parameter;

determining, with the at least one processor, whether to authorize the PSI data
guery on the data repository;

transmitting, with the at least one processor, a data authorization encryption
key based on determining to authorize the PSI data query on the data repository, wherein the
data authorization encryption key is for encrypting an encrypted data field of a transaction
data record associated with an entity to provide a two-layer encrypted data field; and

performing, with the at least one processor, the PSI data query on the data

repository.

2. The method of claim 1, further comprising:

generating a PSI result based on performing the PSI data query on the data
repository;

providing the PSI result as an input to a machine learning algorithm; and

generating an output of the machine learning algorithm based on the input.

3. The method of claim 1, wherein generating the data repository
comprises:

encrypting a first data field of a first transaction data record associated with a
first entity with a first data classification encryption key to provide an encrypted first data field
of the first transaction data record associated with the first entity, wherein the first data
classification encryption key is assigned according to a classification of the first data field of

the first transaction data record and the first entity;
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encrypting a second data field of the first transaction data record associated
with the first entity with a second data classification encryption key to provide an encrypted
second data field of the first transaction data record associated with the first entity, wherein
the second data classification encryption key is assigned according to a classification of the
second data field of the first transaction data record and the first entity;

encrypting a first data field of a second transaction data record associated with
a second entity with a third data classification encryption key to provide an encrypted first
data field of the second transaction data record associated with the second entity, wherein
the third data classification encryption key is assigned according to a classification of the first
data field of the second transaction data record and the second entity; and

encrypting a second data field of the second transaction data record associated
with the second entity with a fourth data classification encryption key to provide an encrypted
second data field of the second transaction data record associated with the second entity,
wherein the fourth data classification encryption key is assigned according to a classification

of the second data field of the second transaction data record and the second entity.

4, The method of claim 3, wherein generating the data repository
comprises:

encrypting the encrypted first data field of the first transaction data record
associated with the first entity with a first data authorization encryption key to provide a two-
layer encrypted first data field of the first transaction data record associated with the first
entity, wherein the first data authorization encryption key is assigned according to the first
entity;

encrypting the encrypted first data field of the second transaction data record
associated with the second entity with a second data authorization encryption key to provide
a two-layer encrypted first data field of the second transaction data record associated with
the second entity, wherein the second data authorization encryption key is assigned
according to the second entity;

storing the two-layer encrypted first data field of the first transaction data record
associated with the first entity in the data repository; and

storing two-layer encrypted first data field of the second transaction data record

associated with the second entity in the data repository.
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5. The method of claim 3, wherein generating the data repository
comprises:

storing the encrypted second data field of the first transaction data record
associated with the first entity in the data repository; and

storing the encrypted second data field of the second transaction data record

associated with the second entity in the data repository.

6. The method of claim 1, wherein the PSI data query further comprises
an authorization parameter associated with the match parameter, wherein determining
whether to authorize the PSI data query on the data repository comprises:

transmitting a request for authorization based on the PSI data query;

receiving a response for authorization, wherein the response for authorization
comprises transaction data associated with the match parameter;

determining that the transaction data associated with the match parameter
included in the response for authorization corresponds to the authorization parameter
associated with the match parameter; and

determining to authorize the PSI data query based on determining that the
transaction data associated with the match parameter corresponds to the authorization

parameter associated with the match parameter.

7. The method of claim 1, wherein receiving the PSI data query comprises:

receiving the PSI data query from a submission entity; and

wherein transmitting the data authorization encryption key comprises:
transmitting the data authorization encryption key to the submission

entity based on determining to authorize the PSI data query on the data repository.

8. A system, comprising:
a data repository hosting system comprising at least one processor
programmed or configured to:
generate a data repository;
receive, from a submission entity system associated with a submission

entity, a private set intersection (PSI) data query, wherein the PSI data query
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comprises a match parameter for performing the PSI data query on the data
repository;

transmit, to the submission entity system, a data classification
encryption key for encrypting a data field of a transaction data record associated with
an entity, wherein the data classification encryption key is associated with a data field
that corresponds to a match parameter data field of the match parameter;

determine whether to authorize the PSI data query on the data
repository;

transmit, to the submission entity system, a data authorization
encryption key based on determining to authorize the PSI data query on the data
repository, wherein the data authorization encryption key is for encrypting an
encrypted data field of a transaction data record associated with an entity to provide a
two-layer encrypted data field; and

perform the PSI data query on the data repository.

9. The system of claim 8, wherein the at least one processor is further
programmed or configured to:
generate a PSI result based on performing the PSI data query on the data
repository; and
transmit the PSI result to the submission entity system,
wherein the submission entity system is programmed or configured to:
provide the PSI result as an input to a machine learning algorithm; and
generate an output of the machine learning algorithm based on the

input.

10.  The system of claim 8, wherein, when generating the data repository,
the at least one processor is programmed or configured to:

encrypt a first data field of a first transaction data record associated with a first
entity with a first data classification encryption key to provide an encrypted first data field of
the first transaction data record associated with the first entity, wherein the first data
classification encryption key is assigned according to a classification of the first data field of

the first transaction data record and the first entity;
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encrypt a second data field of the first transaction data record associated with
the first entity with a second data classification encryption key to provide an encrypted second
data field of the first transaction data record associated with the first entity, wherein the
second data classification encryption key is assigned according to a classification of the
second data field of the first transaction data record and the first entity;

encrypt a first data field of a second transaction data record associated with a
second entity with a third data classification encryption key to provide an encrypted first data
field of the second transaction data record associated with the second entity, wherein the
third data classification encryption key is assigned according to a classification of the first
data field of the second transaction data record and the second entity; and

encrypt a second data field of the second transaction data record associated
with the second entity with a fourth data classification encryption key to provide an encrypted
second data field of the second transaction data record associated with the second entity,
wherein the fourth data classification encryption key is assigned according to a classification

of the second data field of the second transaction data record and the second entity.

11.  The system of claim 10, wherein, when generating the data repository,
the at least one processor is programmed or configured to:

encrypt the encrypted first data field of the first transaction data record
associated with the first entity with a first data authorization encryption key to provide a two-
layer encrypted first data field of the first transaction data record associated with the first
entity, wherein the first data authorization encryption key is assigned according to the first
entity;

encrypt the encrypted first data field of the second transaction data record
associated with the second entity with a second data authorization encryption key to provide
a two-layer encrypted first data field of the second transaction data record associated with
the second entity, wherein the second data authorization encryption key is assigned
according to the second entity;

store the two-layer encrypted first data field of the first transaction data record
associated with the first entity in the data repository; and

store two-layer encrypted first data field of the second transaction data record

associated with the second entity in the data repository.
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12.  The system of claim 10, wherein, when generating the data repository,
the at least one processor is programmed or configured to:

store the encrypted second data field of the first transaction data record
associated with the first entity in the data repository; and

store the encrypted second data field of the second transaction data record

associated with the second entity in the data repository.

13.  The system of claim 8, wherein the PSI data query further comprises an
authorization parameter associated with the match parameter, wherein, when determining
whether to authorize the PSI data query on the data repository, the at least one processor is
programmed or configured to:

transmit a request for authorization based on the PSI data query;

receive a response for authorization, wherein the response for authorization
comprises transaction data associated with the match parameter;

determine that the transaction data associated with the match parameter
included in the response for authorization corresponds to the authorization parameter
associated with the match parameter; and

determine to authorize the PSI data query based on determining that the
transaction data associated with the match parameter corresponds to the authorization

parameter associated with the match parameter.

14. The system of claim 8, wherein, when transmitting the data
authorization encryption key, the at least one processor is programmed or configured to:
transmit the data authorization encryption key to the submission entity system

based on determining to authorize the PSI data query on the data repository.

15. A computer program product comprising at least one non-transitory
computer-readable medium including one or more instructions that, when executed by at least
one processor, cause the at least one processor to:

generate a data repository;

receive a private set intersection (PSI) data query, wherein the PSI data query

comprises a match parameter for performing the PSI data query on the data repository;
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transmit a data classification encryption key for encrypting a data field of a
transaction data record associated with an entity, wherein the data classification encryption
key is associated with a data field that corresponds to a match parameter data field of the
match parameter;

determine whether to authorize the PSI data query on the data repository;

transmit a data authorization encryption key based on determining to authorize
the PSI data query on the data repository, wherein the data authorization encryption key is
for encrypting an encrypted data field of a transaction data record associated with an entity
to provide a two-layer encrypted data field; and

perform the PSI data query on the data repository.

16. The computer program product of claim 15, wherein the one or more
instructions, when executed by at least one processor, further cause the at least one
processor to:

generate a PSI result based on performing the PSI data query on the data
repository;

provide the PSI result as an input to a machine learning algorithm; and

generate an output of the machine learning algorithm based on the input.

17.  The computer program product of claim 15, wherein, the one or more
instructions that cause the at least one processor to generate the data repository, cause the
at least one processor to:

encrypt a first data field of a first transaction data record associated with a first
entity with a first data classification encryption key to provide an encrypted first data field of
the first transaction data record associated with the first entity, wherein the first data
classification encryption key is assigned according to a classification of the first data field of
the first transaction data record and the first entity;

encrypt a second data field of the first transaction data record associated with
the first entity with a second data classification encryption key to provide an encrypted second
data field of the first transaction data record associated with the first entity, wherein the
second data classification encryption key is assigned according to a classification of the

second data field of the first transaction data record and the first entity;
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encrypt a first data field of a second transaction data record associated with a
second entity with a third data classification encryption key to provide an encrypted first data
field of the second transaction data record associated with the second entity, wherein the
third data classification encryption key is assigned according to a classification of the first
data field of the second transaction data record and the second entity; and

encrypt a second data field of the second transaction data record associated
with the second entity with a fourth data classification encryption key to provide an encrypted
second data field of the second transaction data record associated with the second entity,
wherein the fourth data classification encryption key is assigned according to a classification
of the second data field of the second transaction data record and the second entity.

18.  The computer program product of claim 17, wherein, the one or more
instructions that cause the at least one processor to generate the data repository, cause the
at least one processor to:

encrypt the encrypted first data field of the first transaction data record
associated with the first entity with a first data authorization encryption key to provide a two-
layer encrypted first data field of the first transaction data record associated with the first
entity, wherein the first data authorization encryption key is assigned according to the first
entity;

encrypt the encrypted first data field of the second transaction data record
associated with the second entity with a second data authorization encryption key to provide
a two-layer encrypted first data field of the second transaction data record associated with
the second entity, wherein the second data authorization encryption key is assigned
according to the second entity;

store the two-layer encrypted first data field of the first transaction data record
associated with the first entity in the data repository; and

store two-layer encrypted first data field of the second transaction data record

associated with the second entity in the data repository.
19.  The computer program product of claim 17, wherein, the one or more

instructions that cause the at least one processor to generate the data repository, cause the

at least one processor to:
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store the encrypted second data field of the first transaction data record
associated with the first entity in the data repository; and
store the encrypted second data field of the second transaction data record

associated with the second entity in the data repository.

20.  The computer program product of claim 15, wherein the PSI data query
further comprises an authorization parameter associated with the match parameter, wherein,
the one or more instructions that cause the at least one processor to determine whether to
authorize the PSI data query on the data repository, cause the at least one processor to:

transmit a request for authorization based on the PSI data query;

receive a response for authorization, wherein the response for authorization
comprises transaction data associated with the match parameter;

determine that the transaction data associated with the match parameter
included in the response for authorization corresponds to the authorization parameter
associated with the match parameter; and

determine to authorize the PSI data query based on determining that the
transaction data associated with the match parameter corresponds to the authorization

parameter associated with the match parameter.
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