
CONDUCTING PRIVATE SET INTERSECTION (PSI) TECHNIQUES

WITH MULTIPLE PARTIES USING A DATA REPOSITORY

CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application claims priority to U.S. Application No. 17/146,562, filed on

January 12, 2021, the entire content of which is hereby incorporated by reference.

BACKGROUND

1. Field

[0002] This disclosure relates generally to private set intersection (PSI) techniques

and, in some non-limiting embodiments or aspects, to systems, methods, and

computer program products for conducting PSI techniques with multiple parties using

a data repository.

2. Technical Considerations

[0003] Private set intersection (PSI) may refer to a secure multi-party computation

cryptographic technique that allows two parties (e.g., two data owners) that each hold

a set of elements of information, to compare encrypted versions of these sets in order

compute an intersection (e.g., elements that are common between the two sets)

between the sets. With PSI, neither of the two parties reveals anything to the other

party except for the elements that are included in the intersection between the two

sets.

to

[0004] In some instances, organizations (e.g., business entities, such as

companies or financial institutions) may desire to share data to perform operations on

the data, such as machine learning tasks, Structured Query Language (SQL) tasks,

and/or the like. For example, groups within the Financial Services Information Sharing

and Analysis Center (FS-ISAC), may require data to be shared across organizations

in order to determine how to prevent fraud. However, regulations from government

entities, such as, California Consumer Privacy Act (CCPA) in California or General

Data Protection Regulation (GDPR) in the European Union, may make it difficult for

organizations to share their data. To solve this problem, PSI techniques may be used,

which may allow an organization to anonymize data that is being shared and only de-

anonymize data that is common between two or more organizations.
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[0005] However, PSI techniques may not account for a malicious entity who can

provide data, such as account numbers (e.g., primary account numbers (PANs), bank

account numbers, credit card account numbers, and/or the like) that do not belong to

the malicious entity and were not authorized to be used by the malicious entity. In

some instances, the malicious entity may obtain the account numbers by scrapping

techniques used on Internet websites. In some instances, the malicious entity may

attempt to conduct PSI techniques (e.g., PSI data queries) with random account

numbers. In this way, the malicious entity may cause a data owner to unintentionally

provide sensitive data, such as information associated with an account number, during

a session with the malicious entity, where the data owner and the malicious entity are

computing an intersection using a PSI technique.

SUMMARY

[0006] Accordingly, disclosed are systems, methods, and computer program

products for conducting private set intersection (PSI) techniques with multiple parties

using a data repository.

[0007] According to some non-limiting embodiments or aspects, provided is a

method, comprising: generating, with at least one processor, a data repository:

receiving, with the at least one processor, a private set intersection (PSI) data query,

wherein the PSI data query comprises a match parameter for performing the PSI data

query on the data reposítory; transmitting, with the at least one processor, a data

classification encryption key, wherein the data classification encryption key is

associated with a data field that corresponds to a match parameter data field of the

match parameter; determining, with the at least one processor, whether to authorize

the PSI data query on the data repository; transmitting, with the at least one processor,

a data authorization encryption key based on determining to authorize the PSI data

query on the data repository; and performing, with the at least one processor, the PSI

data query on the data repository.

[0008] According to some non-limiting embodiments or aspects, provided is a

system, comprising: a data repository hosting system comprising at least one

processor programmed or configured to: generate a data repository; receive, from a

submission entity system associated with a submission entity, a private set

intersection (PSI) data query, wherein the PSI data query comprises a match

parameter for performing the PSI data query on the data repository; transmit, to the
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WHAT IS CLAIMED IS: 

 

1. A method, comprising: 

generating, with at least one processor, a data repository; 

receiving, with the at least one processor, a private set intersection (PSI) data 

query, wherein the PSI data query comprises a match parameter for performing the PSI data 

query on the data repository;  

transmitting, with the at least one processor, a data classification encryption 

key for encrypting a data field of a transaction data record associated with an entity, wherein 

the data classification encryption key is associated with a data field that corresponds to a 

match parameter data field of the match parameter;  

determining, with the at least one processor, whether to authorize the PSI data 

query on the data repository; 

transmitting, with the at least one processor, a data authorization encryption 

key based on determining to authorize the PSI data query on the data repository, wherein the 

data authorization encryption key is for encrypting an encrypted data field of a transaction 

data record associated with an entity to provide a two-layer encrypted data field; and 

performing, with the at least one processor, the PSI data query on the data 

repository.  

 
2. The method of claim 1, further comprising: 

generating a PSI result based on performing the PSI data query on the data 

repository;  

providing the PSI result as an input to a machine learning algorithm; and 

generating an output of the machine learning algorithm based on the input.  

 

3. The method of claim 1, wherein generating the data repository 

comprises: 

encrypting a first data field of a first transaction data record associated with a 

first entity with a first data classification encryption key to provide an encrypted first data field 

of the first transaction data record associated with the first entity, wherein the first data 

classification encryption key is assigned according to a classification of the first data field of 

the first transaction data record and the first entity;  
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encrypting a second data field of the first transaction data record associated 

with the first entity with a second data classification encryption key to provide an encrypted 

second data field of the first transaction data record associated with the first entity, wherein 

the second data classification encryption key is assigned according to a classification of the 

second data field of the first transaction data record and the first entity; 

encrypting a first data field of a second transaction data record associated with 

a second entity with a third data classification encryption key to provide an encrypted first 

data field of the second transaction data record associated with the second entity, wherein 

the third data classification encryption key is assigned according to a classification of the first 

data field of the second transaction data record and the second entity; and 

encrypting a second data field of the second transaction data record associated 

with the second entity with a fourth data classification encryption key to provide an encrypted 

second data field of the second transaction data record associated with the second entity, 

wherein the fourth data classification encryption key is assigned according to a classification 

of the second data field of the second transaction data record and the second entity. 

 

4. The method of claim 3, wherein generating the data repository 

comprises: 

encrypting the encrypted first data field of the first transaction data record 

associated with the first entity with a first data authorization encryption key to provide a two-

layer encrypted first data field of the first transaction data record associated with the first 

entity, wherein the first data authorization encryption key is assigned according to the first 

entity;  

encrypting the encrypted first data field of the second transaction data record 

associated with the second entity with a second data authorization encryption key to provide 

a two-layer encrypted first data field of the second transaction data record associated with 

the second entity, wherein the second data authorization encryption key is assigned 

according to the second entity;  

storing the two-layer encrypted first data field of the first transaction data record 

associated with the first entity in the data repository; and 

storing two-layer encrypted first data field of the second transaction data record 

associated with the second entity in the data repository. 
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5. The method of claim 3, wherein generating the data repository 

comprises: 

storing the encrypted second data field of the first transaction data record 

associated with the first entity in the data repository; and 

storing the encrypted second data field of the second transaction data record 

associated with the second entity in the data repository. 

 

6. The method of claim 1, wherein the PSI data query further comprises 

an authorization parameter associated with the match parameter, wherein determining 

whether to authorize the PSI data query on the data repository comprises: 

transmitting a request for authorization based on the PSI data query;  

receiving a response for authorization, wherein the response for authorization 

comprises transaction data associated with the match parameter;  

determining that the transaction data associated with the match parameter 

included in the response for authorization corresponds to the authorization parameter 

associated with the match parameter; and 

determining to authorize the PSI data query based on determining that the 

transaction data associated with the match parameter corresponds to the authorization 

parameter associated with the match parameter. 

  

7. The method of claim 1, wherein receiving the PSI data query comprises: 

receiving the PSI data query from a submission entity; and 

wherein transmitting the data authorization encryption key comprises: 

transmitting the data authorization encryption key to the submission 

entity based on determining to authorize the PSI data query on the data repository. 

 

8. A system, comprising: 

a data repository hosting system comprising at least one processor 

programmed or configured to: 

generate a data repository; 

receive, from a submission entity system associated with a submission 

entity, a private set intersection (PSI) data query, wherein the PSI data query 
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comprises a match parameter for performing the PSI data query on the data 

repository;  

transmit, to the submission entity system, a data classification 

encryption key for encrypting a data field of a transaction data record associated with 

an entity, wherein the data classification encryption key is associated with a data field 

that corresponds to a match parameter data field of the match parameter;  

determine whether to authorize the PSI data query on the data 

repository; 

transmit, to the submission entity system, a data authorization 

encryption key based on determining to authorize the PSI data query on the data 

repository, wherein the data authorization encryption key is for encrypting an 

encrypted data field of a transaction data record associated with an entity to provide a 

two-layer encrypted data field; and 

perform the PSI data query on the data repository. 

 

9. The system of claim 8, wherein the at least one processor is further 

programmed or configured to: 

generate a PSI result based on performing the PSI data query on the data 

repository; and 

transmit the PSI result to the submission entity system, 

wherein the submission entity system is programmed or configured to: 

provide the PSI result as an input to a machine learning algorithm; and 

generate an output of the machine learning algorithm based on the 

input.  

 

10. The system of claim 8, wherein, when generating the data repository, 

the at least one processor is programmed or configured to: 

encrypt a first data field of a first transaction data record associated with a first 

entity with a first data classification encryption key to provide an encrypted first data field of 

the first transaction data record associated with the first entity, wherein the first data 

classification encryption key is assigned according to a classification of the first data field of 

the first transaction data record and the first entity;  
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encrypt a second data field of the first transaction data record associated with 

the first entity with a second data classification encryption key to provide an encrypted second 

data field of the first transaction data record associated with the first entity, wherein the 

second data classification encryption key is assigned according to a classification of the 

second data field of the first transaction data record and the first entity; 

encrypt a first data field of a second transaction data record associated with a 

second entity with a third data classification encryption key to provide an encrypted first data 

field of the second transaction data record associated with the second entity, wherein the 

third data classification encryption key is assigned according to a classification of the first 

data field of the second transaction data record and the second entity; and 

encrypt a second data field of the second transaction data record associated 

with the second entity with a fourth data classification encryption key to provide an encrypted 

second data field of the second transaction data record associated with the second entity, 

wherein the fourth data classification encryption key is assigned according to a classification 

of the second data field of the second transaction data record and the second entity. 

 

11. The system of claim 10, wherein, when generating the data repository, 

the at least one processor is programmed or configured to: 

encrypt the encrypted first data field of the first transaction data record 

associated with the first entity with a first data authorization encryption key to provide a two-

layer encrypted first data field of the first transaction data record associated with the first 

entity, wherein the first data authorization encryption key is assigned according to the first 

entity;  

encrypt the encrypted first data field of the second transaction data record 

associated with the second entity with a second data authorization encryption key to provide 

a two-layer encrypted first data field of the second transaction data record associated with 

the second entity, wherein the second data authorization encryption key is assigned 

according to the second entity;  

store the two-layer encrypted first data field of the first transaction data record 

associated with the first entity in the data repository; and 

store two-layer encrypted first data field of the second transaction data record 

associated with the second entity in the data repository. 
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12. The system of claim 10, wherein, when generating the data repository, 

the at least one processor is programmed or configured to: 

store the encrypted second data field of the first transaction data record 

associated with the first entity in the data repository; and 

store the encrypted second data field of the second transaction data record 

associated with the second entity in the data repository. 

 

13. The system of claim 8, wherein the PSI data query further comprises an 

authorization parameter associated with the match parameter, wherein, when determining 

whether to authorize the PSI data query on the data repository, the at least one processor is 

programmed or configured to: 

transmit a request for authorization based on the PSI data query;  

receive a response for authorization, wherein the response for authorization 

comprises transaction data associated with the match parameter;  

determine that the transaction data associated with the match parameter 

included in the response for authorization corresponds to the authorization parameter 

associated with the match parameter; and 

determine to authorize the PSI data query based on determining that the 

transaction data associated with the match parameter corresponds to the authorization 

parameter associated with the match parameter. 

  

14. The system of claim 8, wherein, when transmitting the data 

authorization encryption key, the at least one processor is programmed or configured to: 

transmit the data authorization encryption key to the submission entity system 

based on determining to authorize the PSI data query on the data repository. 

 

15. A computer program product comprising at least one non-transitory 

computer-readable medium including one or more instructions that, when executed by at least 

one processor, cause the at least one processor to: 

generate a data repository; 

receive a private set intersection (PSI) data query, wherein the PSI data query 

comprises a match parameter for performing the PSI data query on the data repository;  



44 

 

transmit a data classification encryption key for encrypting a data field of a 

transaction data record associated with an entity, wherein the data classification encryption 

key is associated with a data field that corresponds to a match parameter data field of the 

match parameter;  

determine whether to authorize the PSI data query on the data repository; 

transmit a data authorization encryption key based on determining to authorize 

the PSI data query on the data repository, wherein the data authorization encryption key is 

for encrypting an encrypted data field of a transaction data record associated with an entity 

to provide a two-layer encrypted data field; and 

perform the PSI data query on the data repository.  

 

16. The computer program product of claim 15, wherein the one or more 

instructions, when executed by at least one processor, further cause the at least one 

processor to: 

generate a PSI result based on performing the PSI data query on the data 

repository;  

provide the PSI result as an input to a machine learning algorithm; and 

generate an output of the machine learning algorithm based on the input.  

 

17. The computer program product of claim 15, wherein, the one or more 

instructions that cause the at least one processor to generate the data repository, cause the 

at least one processor to: 

encrypt a first data field of a first transaction data record associated with a first 

entity with a first data classification encryption key to provide an encrypted first data field of 

the first transaction data record associated with the first entity, wherein the first data 

classification encryption key is assigned according to a classification of the first data field of 

the first transaction data record and the first entity;  

encrypt a second data field of the first transaction data record associated with 

the first entity with a second data classification encryption key to provide an encrypted second 

data field of the first transaction data record associated with the first entity, wherein the 

second data classification encryption key is assigned according to a classification of the 

second data field of the first transaction data record and the first entity; 
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encrypt a first data field of a second transaction data record associated with a 

second entity with a third data classification encryption key to provide an encrypted first data 

field of the second transaction data record associated with the second entity, wherein the 

third data classification encryption key is assigned according to a classification of the first 

data field of the second transaction data record and the second entity; and 

encrypt a second data field of the second transaction data record associated 

with the second entity with a fourth data classification encryption key to provide an encrypted 

second data field of the second transaction data record associated with the second entity, 

wherein the fourth data classification encryption key is assigned according to a classification 

of the second data field of the second transaction data record and the second entity. 

 

18. The computer program product of claim 17, wherein, the one or more 

instructions that cause the at least one processor to generate the data repository, cause the 

at least one processor to: 

encrypt the encrypted first data field of the first transaction data record 

associated with the first entity with a first data authorization encryption key to provide a two-

layer encrypted first data field of the first transaction data record associated with the first 

entity, wherein the first data authorization encryption key is assigned according to the first 

entity;  

encrypt the encrypted first data field of the second transaction data record 

associated with the second entity with a second data authorization encryption key to provide 

a two-layer encrypted first data field of the second transaction data record associated with 

the second entity, wherein the second data authorization encryption key is assigned 

according to the second entity;  

store the two-layer encrypted first data field of the first transaction data record 

associated with the first entity in the data repository; and 

store two-layer encrypted first data field of the second transaction data record 

associated with the second entity in the data repository. 

 

19. The computer program product of claim 17, wherein, the one or more 

instructions that cause the at least one processor to generate the data repository, cause the 

at least one processor to: 
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store the encrypted second data field of the first transaction data record 

associated with the first entity in the data repository; and 

store the encrypted second data field of the second transaction data record 

associated with the second entity in the data repository. 

 

20. The computer program product of claim 15, wherein the PSI data query 

further comprises an authorization parameter associated with the match parameter, wherein, 

the one or more instructions that cause the at least one processor to determine whether to 

authorize the PSI data query on the data repository, cause the at least one processor to: 

transmit a request for authorization based on the PSI data query;  

receive a response for authorization, wherein the response for authorization 

comprises transaction data associated with the match parameter;  

determine that the transaction data associated with the match parameter 

included in the response for authorization corresponds to the authorization parameter 

associated with the match parameter; and 

determine to authorize the PSI data query based on determining that the 

transaction data associated with the match parameter corresponds to the authorization 

parameter associated with the match parameter. 


