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of the Inventi t invention relates to a pu

i nfrastructur emm’mmﬁmmg@[l sing a certification aut hommumm’m mw’ﬂlmwsues a
public key certifigg e cation list, a server for certifilca al i dation
10 that verifies a VAlPldity of a pubk a key certificate, and™ client who

uses the certificate validation server. Description of the Related Art

Pat ent Ref ; 2002/ 0046340A1 Non- Pat ent 15 Ref 1]: I TY,
[ T0 T RecommNBAENBECKIEaS ARAr P RHCROAAFLHN NGy STRUGUR Fepdoamyl
it ti o . : blLLc. . Gificat
framewor ker. 1 TU. N4 OB 55001 SBNES, NORGF ERBALEN BHICRLPEr ence 21 Gk
Governnment Public Key 20 Infrastructure interoperability specification”

p. 18-20, 27-29, "online", April 25, 2001, approved by Basic Problem
Wor kgr oup, " BBGKEREOYNENn OFarlell: IAVENGGPN | nternet <URL:

http://ww. sounu.,goép/ g;éoukan/ kanri/ 010514 2. pdf> 25 teach CRLs, server
nmodel s, and pubFi&ikefS T&Fstle@NSE iRy t he public key infrastructure

(referred to sinply as,PKI) including a _Governnent Public Key .
Infrastructure (GPKI), TgFe)pE(?r?ieﬁ% it %Sr\ﬁlc?é’ regeafesugg o plugér?ﬁ fK#% per son

11 P Suced AR BRERLLRLE, ORNIRIT oL LGTe g aranie (hat (he
exanpl e, non;paRLeRt ¢LeLRLeNGE shks N R TKle RSP Lertificate

revocation list, a server for certificate validation

10 that verifies a validity of a public key certificate,
and a client who uses the certificate validation
server.

Description of the Related Art

[Patent Reference 1]: US 2002/0046340A1, [Non-Patent

15 Reference 1]: 1ITU, ITU-T Recommendation X.509
"Information technology -- Open systems interconnection
-- The Directory: Public-key and attribute certificate
frameworks", ITU, March 2000, p.7-53, and [Non-Patent
Reference 2]: "GPKI Government Public Key

20 Infrastructure interoperability specification” p.18-20,
27-29, "online", April 25, 2001, approved by Basic
Problem Workgroup, "searched on March 14, 2003",
Internet <URL:
http://www.soumu.go.jp/gyoukan/kanri/010514 2.pdf>

25 teach CRLs, server models, and public keys.

Systems using the public key infrastructure

(referred to simply as PKI) including a Government

Public Key Infrastructure (GPKI), are coming into wide



5 system an el ectronic docunment is electronically signed by a person
affixing his or her digital signature using a key called a private key,
which is owned only by that person (referred to as a signatory). Wen an

el ectroni c docunent with a digital signature is 10 received, the digital
signature is verified to identify a producer of the el ectronic docunent and
confirmthat the el ectronic docunent +2 not tapered with. In uses that
require a high level of trust, to verify a digital signature requires not
only 15 veri fudehga rﬂeiemfgniisala sigrerurehofriodesedtabye is¢hygonikey called a
public key enbodied in a public key certificate (sinply referred to as a
certificate) dfcumniynaiisrafilt NS EneRRERy VRt hehe oplpetrenec
certificate of the signatory is a valid one for a 20 person vvho verifies
the digital Qﬁ?é‘ﬁfrteq”(arsefré?tr &F b VRISt i epened vettiy (4f8t her or not
the certificate of the signat is valid for the verifier, it is necessary
to (1) di scovélr £XEMRi%i 6’6‘&‘} c?r?y % Y?}C%elr)ify W]ea cREITPagad] on pat h.
25 The certlflc ti on pat a chal of trust fromt verﬁler to

si gnat ory “and %% eé@(’pr st Ci FHe f ‘?Hr?ﬁn% Jc%a?lne%?r%cf? %a??a%ne?\here

the certification authorltffe |ssu.fqe certifica ther in

particul ar, g)ﬁlem ATt iFica msg, tal 1€d }(E osse%széﬁl fl%%lf‘ e%ur%r%s %ued
When nine cerfiyf aédlqréoat%]gﬁf'vta‘tees ]I%mS‘g.}I}ln&gI%@ %?N%%aoﬁ eEltx%E' cation

rel ati onship wlt one ano as sho e ce |ca ron path

froma verifigrhavi N a,080d idd Gal & i Ssyed them%glgﬁcatlon authority
|2 to a signatory having a certlflcate i ssued %y the certification

authority |1 dieckdraid dceeird fiicat es begi til ngi pdtuge cross-certificate
918 10 followed by a cross-certificate 968, a cross-certificate 996, a

Cross-cento f ireates V@324, tard ditgne 41 maldnatuseris fvaatieieod theidentifer. A
nmet hod of validating the certification path discovered in this manner is
detail ed in tehemizhve ot gdte ! aefrmeint eldcuridnt mohecoif iire GRKE
specifications, there are described an end entity nodel and a certificate
val i dation sémeerelasdelonis BRImerfiorl s/ g1g yiarexek Wit diti es of
certificates (see, for exanple, nonpatent reference 2). The certificate

val i dati on server 20 nﬂdblust?sse§h§tcé?ecq‘ﬂ%tae Righ d]a%‘f%]n Skriversthat
provi des a f;{nctlon G[)lforman online check on the validity of the

certificate A oA ARt SR hE St i ¥ate vali dation

server t fol age del .
First, si nce&h %énsjlﬁ%l neO{e %qnoas& a cee?tcpj’sfll Ca&tl on pg?)ﬁqﬁdél%c{ \r:;e)ry
function on & 'ceélLtLecI he pciﬁzfltl'cf IGAl endd dad 1 QD Se5uer; aogel can meke the
client signature - verification programsmall.” Further,” because a

client trust S:elﬂtqfrlefaﬂet @finfe6i Sicedmae dy ddhen Qﬁéﬁﬂifp@d@ey%f dation
server, it is possible to flexibly cope with system configuration changes
by sinply chag rgiomnai cast thutg adfsd heheggtitngd ivdattthemal s daidtontiser ver .
certificate of the signatory is a valid one for a
20 person who verifies the digital signature (referred to
as a verifier). To verify whether or not the
certificate of the signatory is valid for the verifier,
it is necessary to (1) discover a certification path
and (2) verify the certification path.
25 The certification path is a chain of trust
from the verifier to the signatory and is expressed in

the form of a chain of certificates. Where the

certification authorities issue certificates to each



According to the above non-patent reference 2, whether a particular
certificate is valid or not is verified using a certificate revocation |i st
(referred to as a CRL) issued by the certification authorities or an OCSP
10 responder. Since it is not efficient to retrieve the CRL fromthe
certification authority every tine a certificate validation is perforned,
the patent reference 1 discloses a netod whereby the certificate 15

val i dation server caches the certificates, the CRL and the certification
path to incr@iserhérspeadich e c@adifalcatar Widigkdigon grbbkeds. To verify
a digital signature and build a certification path requires obtaining a
certificate G6FC26CRE Lifdrateny. aHfe fetufshs cY\PhQSbtfbﬂir}ﬁ ng a signatory
certificate can be classed largely into tw types. One type of nethod

i nvol ves a sF§katdiFaddndi Ry tar Teite@S FH doctifeht BAthed GHeHSa digital
25 signature, with a certificate of the signatory to be obtained

separatel y. éﬁétégéﬁﬁFéoﬁfr P§lﬁ@Fﬁﬂé’86ﬁ%bﬁﬁ§5£Qﬁ£ﬂﬁrwmﬂﬁeﬁg9¥ﬁgnatory
sends an el ectraqni c docunent with.a di.gital signature along with a URL that
Z%5 i ndi Gat 68 EAE -1 Geation SHRGT XAt Mt &1 LTV he digital

signature is d._ W.th.thi t, , rifi needs tq access the
| ocati on WheF1 g&? E?g Ser teiE? ilggtcétigg l%% %reé%:l%(%h\étﬁqéaafdtegtl&gfcgarscrleo to as a b
certificate LeRasiony) t0ooktalgnlhergentiihgakecepaoklen Lyne ghqmet hod

i nvol ves a signatory-sefding an ['@ctroni'c dounent with a igital
signature al gngtWet ReatGerilaflicat @ ithdlriits, usedst @ ¥gekhyokhe digital
signature. 10°If a CRL is cached for an increased speed of the certificate
val i dation peeeesg.icahes @egﬁhtniifnigCaﬁiit(Pﬂ AWy d-tos dtssueste G in an
urgent situation, the cached CRL is not the |atest one any nore. The patent
reference0l dod@lometd bef er crosishicerls fiwate e aretdwskfosrisdf Vieange t he
above-nentioned problemto ensure that the certificate validation can be
per f ormed coPggctd yrese aghdn. fils tCRI9,i s dm@ uelen nf ama Lk geat situation,

i nvol ves having the certificate 20 validation server periodically access a
| ocati on wheferfA&iCRLE & isthred SR EIMarl temMmertdrast roeﬁ “20- Jefka tel TR
repository) to check if the CRL is updated. The abovedescri bed nethod is
further ciasSPfi EGTIATd CBNGOPYPES EIE S Ehave S @IS it e

val i dati on server .itself 25 ke a check .via the network and another is to
o oduee cope e rBR TR e L K e A e et o

the accuracy of the cenrtifica = @prvald A - i n od of
peri odi cgﬁl y checki ng Whetoh%r %gr trrllgt %t ﬁgaég%q%lsﬂ&gggtoéﬁ’ Fl:t}‘ltélﬁkge rr??cé;ssary to

shorten an i gkatvabbebweand RetGRECKS RS RIRCH CRldot fasfessible. In the
net hod where the certificate 5 validation server itself makes a check

t hrough the ratwakk.iochoweveer sdeletleRisnghdded ek vigitiedwialg wiHd gi ve rise
to a problem of increasing the |load of the network.
validities of certificates (see, for example, non-
patent reference 2). The certificate validation server
20 model uses a certificate validation server that
provides a function to perform an online check on the
validity of the certificate concerned on behalf of a
client.
The certificate validation server model has
25 the following advantages over the end entity model.
First, since there is no need to mount a certification

path discovery function on a client, the certificate

validation server model can make the client signature



In the nethod that introduces a CRL issuance 10 check programinto the CRL
repository, on the other hand, there is a problemthat if an adm ni strator
of the CRL repository and an admnistrator of the certificate validation
server should differ, the installing of the CRL issuance check software is
not 15 permtted, |eaving the check unperformable. Further, in an
environnent where a plurality of certi®ieate validation servers exist, all
the certificate validation servers cannot performthe validati on process

W th the san¥eaéédcasyounbesgremepn2d lall Fugdheive CRICAUSSUEN R Idek
software introduced into the CRL repository. So, if the nunber of
oper ati onal E&PELFi EBLer@aMildarifonlesdpions Maslet & voéhien Gegdsidd Tt ¢ educed,
the setting of _the CRL issuance check software needs to _be changed.
However, if VRé14aALANSEFAVEL of t255t ROSERP e fsittieryPdd Qe with
adm ni strator of the c%ttifi%ate v Iidatign Servers iffer, it is difficult
to flexibly cKIhGE CRBIAGHBEF 6P EERPEFPc&Ye SHAR  Jat G 9&I & s. Anot her

problen1i§ t ha ertificgtion pat cached but the certification

Jdf t N
ehor | B Rab b ihhy B Re Ferr gl T R S A S e rens Cr oo

certificates, LL L3 necessary Lo pupLd g certi LLcationd paifdacluding the
new cross-certrficatés.” Further, in"an enviionment in ith there are a

plural ity Ofacﬁ%%itﬁisﬁ%ﬁ? E@E%@%&E?{ESS%VW%(&%‘? nick: e R uraldd y of

certificate va ation servers va ate the sane certificate, each of the

certificate égiﬁgkﬁdéékeﬂf§%é¥%r%eﬂ%&%@&%& thercqnrliddcald e Rat iy di scovery
and obtains the . This raises a possibility of accesses concentrating on

a particul arcRR) repasht ByYthe eeraifachitédhakutapidittiicat @ f epodary and
al so a possibility of an increased 15 network | oad. The patent reference 1
does not 10ef eespontihese probl ens. Further, in the precedi ng nethod of
obtaining the certificate separately, there is a problemthat, to request
the certificate vali daBiomesétves notverfiffigiehé to retrieve the CRL

from the certification authority every time a
certificate validation is performed, the patent
reference 1 discloses a method whereby the certificate
15 wvalidation server caches the certificates, the CRL and
the certification path to increase the speed of the
certificate validation process.
To verify a digital signature and build a
certification path requires obtaining a certificate of
20 the signatory.
The methods of obtaining a signatory
certificate can be classed largely into two types.
One type of method involves a signatory
sending an electronic document signed with a digital
25 signature, with a certificate of the signatory to be
obtained separately. One example of this method
concerns a caser where a signatory sends an electronic

document with a digital signature along with a URL that



20 certificate, the client nust first access the certificate repository to
obtain the certificate. Under these circunstances, a new techni que for
resolving these problens is being called for. SUMVARY OF THE | NVENTI ON 25
Vi ewed from one aspect the present invention provides a public key
infrastructure systemconprising: a certification authority having a
certificate issuing ~s_nmeans for i-ssuing a certificate and a CRL issuing
means for issuing a CRL; a certificate repository having a certificate

st orage neansnflécasesrithg tiesaddran fMhetie d srrtdibycatte @ tification
authority; a CRL repository 5 having a CRL storage nmeans for storing the
CRL i ssued byethdvyéagt ithiec #tliosrt adutHamatipren eryigieht e Width ddti®on server
having a certificate validation nmeans for validating the certificate, a CRL
cache neans PEEhedehithg V8& ERE LT Q&S &P AR The TR G091 IieEhd a 10
certification path cache neans for caching a certificatio ath di scovered
by the certi FPEafErvariGaticont Snead &b (\Pﬁg‘l 4 HE &Y iCu®E and a
client haying a _digital signature verificati.on ans for_verifying a
digital SPgnaCaFe dRaE GEFEHICIVE 16 W itdt iOlh roesh S for
requesting the certifigate,validatio erver. t.q validate t. ertificate;
wherein the certificat ?’glr?%gﬁ'?hg I tey Oﬁaé‘eéc l%svsoﬁlavnegsg %o Jihgf%lagta gl%n

transm ssion 1S, f ' : ifjs val {.dat a CRL

i ssuance 20 ﬁ%ﬁ???&ga?%%‘i{é‘#g{}%pg%%%hugg egnlccﬁigaue%"dlgctaatlt %éiqé—gér%%telm t hat
the CRL is igsugd: WRer&i Rethg raeld igafe alidat i) warver fias a CRL

i ssuance notification reception neans for receiving the CRL i ssuance
notificationgfgerutiheigaktifriecati on authority. 25 In another aspect of the
present invention, when the CRL issuance notification reception means

recei vesibhe CRL i ssuanice anQRIf iiGatda@hed He rCRIn dacdre asmahspfed hef
certificate validation server retrieves g _the CRL newy issued by the
certificati ohhauthotitfy chtemviele dGRI omeposidesrsy. Wheramot her aspect of the
present invention, the certificate validation server has a CRL issuance 5
notificati onCErAASAHCSSILOR REERS DMYIYCH SSMeeEn & KRL 1n an urgent

situation, the cached CRL is not the latest one any
more. The patent reference 1 does not refer to this
15 point.

One method for solving the above-mentioned
problem to ensure that the certificate validation can
be performed correctly even when the CRL is issued in
an urgent situation, involves having the certificate

20 wvalidation server periodically access a location where
the CRL is stored (hereinafter referred to as a CRL
repository) to check if the CRL is updated. The above-
described method is further classified into two types.
One is to have the certificate validation server itself

25 make a check via the network and another is to
introduce CRL issuance check software into the CRL
repository.

In enhancing the accuracy of the certificate



certificate validation server finds that the CRL has been newy i ssued,
sends a CRL issuance notification that "a CRL has been issued" to other
pre-registered certificate validation servers. 10 In still another aspect
of the present invention, the certification authority has a certificate

i ssuance notification transm ssion neans which, when the certificate is

i ssued by the certificate issuing neans¢e sends a certificate issuance 15
notification that "a certificate has been issued" to the certificate
val i dati on serakidathenceytusicat eheahetdhodonfspeveprdhaslayceheckivgt e

i ssuance notification reception neans for receiving the certificate

i ssuance notifhedhéonorwhen the CREti$ivpdeted, i ssuadceenesbhirgatpon
recepti on nmeans receives the certificate i ssuance notification, the
certificate vhodaen od neRherval | detvceer thei cherbn @éthr@ﬁéﬂ-cﬁﬂaéb’udes t he
newy issued certificate; and the certification path cache neans caches the
certificati orB2¢ashoLl¢n aI$uF?ﬁeme%§%@th%¥eth%epﬁéééhleﬁvént|on t he
certificate validation server is provided with a certification path
transni ssidn Yea s WP nSehheh &t elff@ak%%r?l?P%ﬁFlBﬁrBQEH F&edi scovered,

ds th tif t th t th t d tif t | i dat
Servers: and SN %°f5‘%@§v%s°fﬁ%r§%9fwi@a?l N LI AR

certificate valjdaj S he.ce o] a e ans caches
t he certlflca:PG% p% % é?ngagf %rg%slé% %f%ﬁ Phgeégﬁ ?Eve ion, the
client is praoyl 5% with a certlflcate acqui sition request means mhlch asks
t he certlflcate validation 10 server to obtain a certificate necessary to
verify a digital signatpre;handetiSqcenttficatqyabidatéRN $85UEHCES
provided with a certificate acquisition neans which acquires the
certificate remestetodyathhenediené CrROMEpescestyfisat eneepopetory and,
when it is founded 15 valid by the certificate validation neans, sends the
certificate thmridie theeatisla prébiéhethaspettanfadhenpsesendri afention

the certificate validation server is provided with a nmeans for generating a
nessage that thrediRistsephel ROrgemud ngn ofdmiCRitrasoanes hoeification"; the
certification authority is provided with a neans for receiving the CRL

i ssuance not|qq%ﬁ&f%ﬁﬁ?%qﬁ%ﬁ%dﬁ%%%%g%erﬁﬁﬁ sheubrRidi 55eancehfotificati on
transm ssi on neans. of the certlflcatlon authorltg sends the, CRL 25 issuance

notification %Q???ﬁ#%ﬁﬁt?? TRt e Fhal + HRET0NE servef TRAtYEFansti EPEd the CRL
|ssuance]QQt|f|cat|on uest éﬁggghégkt3§p§€£5 %éﬁ ion authority. In a

further daspe 3 e bresen nvent i'on [ repository is

provided with a CRL |ssp@P@§epot I cat 9@1£5ﬁﬂ§ﬁ%S@hQPe”§a$§u¥QiE%¥L“he” it

is found that a new CRL IS store in t e CRL repository, sends

i ssuance notidf cadionrifdiEabd NOdshadn " se brHasxpsbeen1l ssyed” and al so
with a CRL issuance notification request reception nmeans which receives a

CRL i ssuance ¢wit {ffLedtonvseidesionessager § hainneeqpestsrinhenhsendi ng of the
CRL i ssuance notification."
validation process with the same accuracy unless they
20 all use the CRL issuance check software introduced into
the CRL repository. So, if the number of operational
certificate validation servers is to be increased or
reduced, the setting of the CRL issuance check software
needs to be changed. However, if the administrator of
25 the CRL repository and the administrator of the
certificate validation servers differ, it is difficult

to flexibly change the number of certificate validation

servers.



In a further aspect of the present invention, 10 the CRL issuance check
software realizes: a neans for nonitoring the issuance of a CRL and, when a
new CRL is issued, sending a CRL issuance notification; and a neans for
receiving a CRL issuance notification request nmessage; wherein the CRR the
CRL issuance notification to an originating source of the CRL issuance
notification request message. In a further aspect of the present invention,
the certificate validation server is provided with a 20 nmeans, for receiving
a CRL issuance notifi cI¥Maeqicdt! sfessage denek bt 6 bye ¥kl £FRtiQBuance
notification request generation means. BRI EF DESCRI PTI ON OF THE DRAW NGS
Fig. 1is a S&tématS &ad?f%?gjr dt s HdVR rfge%tjz%l%i‘/%%%%%‘bt?ﬁ?@h?]a%?’ oM BE a
digitally signed el ectronic docunent_exchange system that applies one
embodi ment  oft & SH &d¢hiCidEs ot f1catay arl‘—‘?gl.ssf‘? Hi g 3™ showi ng a
rel ationship of .crass-certification among certification authorities 1 in
Lhe enbodi mefEE g o5 9% & it AT S SHow ! Dpbr &t ohe € bt OF he

enbodi nent; wagg A (R L5, lisauedl, Rl ded 152 H o gl agrams showi ng

operation$s of the e ena client termna sends and receives an

el ectroni ¢ docunment at tiaghed Wt aarpegr{\}jfg&% 208, »Jl?icﬁi; O heord Syl ow
1h ﬁ] cli i

di agrans showi ng operations of the enbodi nent en a ent termnal 5

sends _and regeives AN +§) eft IV docEnfa Noladidached,sd h ay&rifficate
509. Figs. 6 A"and B are diagrans show ng exanples 15 of a CRL issuance

notificationtheapamssiiay dgstddiatiionddstvdDddanbe d&htvd ssuance
notification forwarding
validate the same certificate, each of the certificate
10 wvalidation servers performs the certification path
discovery and obtains the CRL. This raises a
possibility of accesses concentrating on a particular
CRL repository or on a particular certificate
repository and also a possibility of an increased
15 network load. The patent reference 1 does not refer to
these problems.

Further, in the preceding method of obtaining
the certificate separately, there is a problem that, to
request the certificate validation server to verify the

20 certificate, the client must first access the
certificate repository to obtain the certificate.

Under these circumstances, a new technique

for resolving these problems is being called for.

SUMMARY OF THE INVENTION
25 Viewed from one aspect the present invention
provides a public key infrastructure system comprising:

a certification authority having a certificate issuing



destination list 408. Fig. 7 is a diagramshow ng an operation of the
digitally signed el ectronic docunent exchange 20 systemof Fig. 1 when a
certificate validation server 4 requests a certification authority 1 to
send a CRL issuance notification 8. Clains 8 A and B are di agrans show ng
an exanple of a CRL issuance notification request nessage 25 10. daim9 is
a di agram showi ng a hardware configuratBon of each of a certification
authority 1, a certificate repository 2, a CRL repository 3, a - 13
certificate VAFPBAt fOR $6PVERJ42aRrgraidicahe BBEnRNn&RLS iskownai meping. 1.
DETAI LED DESCRI PTI ON OF THE EMBCDI MENTS Now, enbodi ments of the present
invention 5 wPF HESHEREr AbEBLbyar EREEALAGaEE CRECALEOHYaRRVAGIdRaW ngs. |t
should be noted that this inventionis not limted in any way by the

exanpl e enbod?ﬁEE%glﬁ?EgeﬁF%H?gPi@?aﬁssﬁeﬁsséoééﬁﬁiéhﬁaﬁﬁéﬁléﬂcatéigitalIy
10 signed el ectroni,c, document exchange system which enbodi es the present

i nventi on. Th}§s§§§t3¥1ﬁgg ﬁ?ﬁElgéF? FPBa?PBﬁ%éﬁFﬁér?tpgé CEeRSFiEPaMm CA 11

CA 19 t titicat] cauthoriti 1
Corti1icats roBOAT¥ory 5L SO CHESFRREPPory® act AT 155c BRFI FREad 80P dati on
Sy VeI, LromIBeTVRL OdrLocRELYPLAMLLASRRLY! X LELELERALLQ 25 cortillcate
) e

val i dati on servers 4 and mcliren ermnpals"fromcli termnal 51 to

client terningaly5anthat §@HV@§th%?$n§g%tEéfﬁf‘%fcé{@éiOQEE?QF§Sﬁyﬁ£$né to

val i date certificates 20 (genera erred to as clren ermnals™5), all

i nterconnect efbyi daBi At QG ke Qe dbecceithtécaki o aubbRL| ﬁlégﬁsl}EQEVG. a
certificate issuing function 101 to issue certificates 509 to the client

terninals 5 amakcisiogeclcopiRs pétibevad ceshifheatrs 5O o&ﬂtéf’?_ sgytificate
repository 2, a CRL issuing function 102 to issue a CRL 7, a list of
revoked clettidercat £5cdH0Bon graltist caehé heedk Forncdbiing a
certification path discovered by the certificate
validation means to validate the certificate; and a
client having a digital signature verification means
for verifying a digital signature and a certificate
15 wvalidation request means for requesting the certificate
validation server to validate the certificate; wherein
the certification authority has a CRL issuance
notification transmission means for sending to the
certificate validation server a CRL issuance
20 notification that "a CRL has been issued" at the same
time that the CRL is issued; wherein the certificate
validation server has a CRL issuance notification
reception means for receiving the CRL issuance
notification from the certification authority.
25 In another aspect of the present invention,
when the CRL issuance notification reception means

receives the CRL issuance notification, the CRL cache

means of the certificate validation server retrieves



- 14 CRL repository 3, a CRL issuance notification function 103 to send to
the certificate validation servers 4 a CRL issuance notification 8 that the
CRL 7 was issued, and a CRL issuance notification request reception 5
function 105 to receive a CRL issuance notification request nmessage 10 that
"requests the sending of the CRL issuance notification 8." The
certification authorities 1 fromCA 1 %o CA 19 issue cross-certificates 9
to one another and 10 there is a cross-certifying relationship anong them
as shown in Fhg§. CRL Tiea lyerdsistieshty rdyosiardiyf iz adsora asgrhqfiteat e DB 201
hol ding the certificates 509, and a certificate DB nmanagenent function 202
to recei ve t RECTStoer CRLi €8Pe$ 180T -romthe certification authorities 1,
store the certificates 509 in_the certificate DB 201 and search and return
a specified certificat é’509°%16h EFRSET 195 itdg 158 901 I MHRICR™ r eposi t ory
3 has a CRL 301 holding 20 the CRLs 7, and CRL DB _nmanagenent function
302 to receiggetﬁéréﬁﬁ§c?%ﬁr8ﬁl m@qﬁﬂqi%QQﬁ%qgﬁ“hﬁiﬁggiﬁ 3CStore the

CRLs in the CR#.EB Sgl ang search and return a.specified gﬁL 7 fromthe CRL
DB 301. THe C&rtifi€ar&y FF&&PF&E1§E¥€5P§S4%§% 2883V % CRL cache 401
that caches EQ%tS?"i%al'g %aﬁ‘irdtaitgio%atsieorﬂ‘ze‘%a?ﬂ %C%Q%r%ehaémc%%%es a
certification path used to validate certificateés ;

been newly issued, sends a CRL issuance notification

that "a CRL has been issued" to other pre-registered

certificate validation servers.

10 In still another aspect of the present
invention, the certification authority has a
certificate issuance notification transmission means
which, when the certificate is issued by the
certificate issuing means, sends a certificate issuance

15 notification that "a certificate has been issued" to
the certificate validation server; the certificate
validation server has a certificate issuance
notification reception means for receiving the
certificate issuance notification; when the certificate

20 issuance notification reception means receives the
certificate issuance notification, the certificate
validation means builds a certification path that
includes the newly issued certificate; and the
certification path cache means caches the certification

25 path.

In a further aspect of the present invention,

the certificate validation server is provided with a

certification path transmission means which, when a



- 15 a certificate validation function 403 that, upon receipt of a request
froma client termnal 5, validates a certificate; a certificate
acquisition function 404 that, 5 in response to a request froma client
termnal 5, picks up a relevant certificate 509 fromthe certificate
repository 2, validates the certificate 509 by the certificate validation
function 403 and, when the certificatel®09 is found valid, sends it to the
10 client termnal 5; a CRL managenent function 405 that acquires a CRL 7
fromthe CRL guposiiortyld aprit Bt beediscovarefie SRdeathe 401; a CRL

i ssuance notification nmanagement 15 function 406 which, when it receives a
CRL i ssuance dfnti¥fiiaatom oedthnta eeherfpeatroaiatenedi ¢griificansfers the
CRL issuance notjification 8 to other preregistered certificate validation
servers 4 or Tl iSOt et I YR ERL 2RAI | WaeT oht sBPTRI €3 WhEch requested the
20 transfer of the CRL jssuance notification 8 b¥_sending t he CRL issuance
noti ficati on GEGUEstCHE AR 4D; TEOB P 14T cB8 T bh! pat He madat@REhe f unct i on
407 mhichfgaches the certificatjon gath bujlt or discovered q% t@e
certificat®e vali gt o urcEy oht 43t a0 (PR B5CTEnt i Pt | OFCHET hte&che 402

sends the Ceng{é‘%ﬁga'ﬁ_ athaég other pre-registered certificate validation
servers 4 and caches Terttfitati on paths received fromother certificate

validation servers 4 imdhe cuscdfe eELL{1oAtLOD pALhLEAChE, 402 o8 ORL

i ssuance notification request generation function 4 enerates a CRL

i ssuance not idfyjLatyiQih ¢ equestoMESS@0Li A0 4 hal £ eaLests dheupscelbhfication
authority 1 to send the CRL iIssuance notification 8, and a CRL issuance

notification grfuast deaeptipich Uhskd oihd 1de Whi ENci €S 6v¥ESdd hEofRL | ssuance
notification request nessage 10 fromother certificate 10 validation
servers. 10 server to obtain a certificate necessary to verify a
digital signature; and the certificate validation
server 1is provided with a certificate acquisition means
which acquires the certificate requested by the client
from the certificate repository and, when it is founded
15 wvalid by the certificate validation means, sends the
certificate to the client.
In a further aspect of the present invention,
the certificate validation server is provided with a
means for generating a message that "requests the
20 sending of a CRL issuance notification"; the
certification authority is provided with a means for
receiving the CRL issuance notification request
message; and the CRL issuance notification transmission
means of the certification authority sends the CRL
25 issuance notification to the certificate validation
server that transmitted the CRL issuance notification

request message to the certification authority.

In a further aspect of the present invention,



The client termnals 5 each have: an el ectronic docunent exchange function
501 to exchange el ectronic docunents 6 with other client termnals 5; 15 a
digital signature function 502 which electronically signs electronic
docunents 6 and verifies digital signatures affixed on electronic docunents
6 received fromother client termnals 5; a certificate validation request
function 503 20 which requests a cert flilcate validation server 4 to
validate a certificate 509 and receives a result of validation fromthe
certificate vahe dakloreresverry;1a peevifiedavethcqul8it isauprrgaest function
504 whi ch, when an el ectronic docunent 6 is attached 25 with a URL, instead
of a certificdelficeiion|wereaninglanstepagevhochri Bhedf ithéscépuinfi cate
509, sends to a certificate validation server 4 identification information
on the certifiR3k e tBWLtRF niehetored1yn thet FRECAEROS5HHC5Y or 88REE £he URL
and receives the certificate 509 fromthe certificate validation server 4;
a private keyBos 3810y 2Aelth grtaPr st_AgRatuRe FOAEL I &n“BB2Ragnd a
certifi Catf ﬁaoegerll Sféjs?udeg‘y gnc(f\eartiéglv(v::%}llog CRL issuance notification
request reception means which receives a CRL issuance
notification request message that "requests the sending
of the CRL issuance notification."
In a further aspect of the present invention,
10 the CRL issuance check software realizes: a means for
monitoring the issuance of a CRL and, when a new CRL is
issued, sending a CRL issuance notification; and a
means for receiving a CRL issuance notification reguest
message; wherein the CRL issuance notification
15 transmissicn means sends the CRL issuance notification
to an originating source of the CRL issuance
notification request message.
In a further aspect of the present invention,
the certificate validation server is provided with a
20 means for receiving a CRL issuance notification request

message generated by the CRL issuance notification

request generation means.

BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a schematic diagram showing a
25 system configuration of a digitally signed electrcnic
document exchange system that applies one embodiment of

the present invention.



authority 1. A certificate 5091 of the client terminal 51 is issued by a
certification authority 11 and a 10 certificate 5092 of a client term nal
5z is issued by a certification authority 12. In this enbodi nent, the
certificate validation server 4 used by the certificate validation request
function 503 and the certificate acquisition 15 request function 504 is a
particular certificate validation sefve? 4 preselected fromanong the
certificate validation servers 41-4n. For exanple, the client term nal 5z
uses a certificate val Fdati én iseryeld agranp Ghrhd ngeret irfeleatiicgys b ot i ti es
1, the certificate repository 2, the CRL repository 3, the certificate

val i dati on seFQeépscaraadichéion amongeceintdlfs o tdippwaithormiigied dan be
realized by a CPU 91 executing a certain program|oaded on a nenory 92 in a
25 general cohAptber eRRPERTESHPri ses, as shown in Fig. 9 for exanple, the

CPU 91, the nenory 92, an external ié@rage devi ce 93 such as a hard disk, a
readi ng device 94 for Féddi Ag nPofrRli G 3GEGMSa SPENBVELICReLAdiage - 18

medi um 99_suc CD- ,_a_co ni catjon_device 95 for comunicating with
ot her dev?cef v?geaeﬁggagpﬁpgagggﬁpﬁtc gvﬂcé596s§&8ﬁ'as keyboard and nouse,
an out put device 97 sugg as4nggito%landdgrinter n Lnterf%g%t%%n% for

transferring data bet ween 't hies8 deviCés. fﬁgﬁnfsf Oyl& eéﬁﬁlng a cCertain

program the, aH&%ieﬁgggﬁﬁgh%Z%heﬂsaafgg%%gséﬁr%iﬁ%ﬁt%fE%%%%.%%%Pi”9

function 101, _ unction _ [ I'ssuance not'i |catiop
function | 03,.8.ERsi gauaneeriB8niet bblealh@n sheaussly L8eePt on function

105, a
certificate 509.

10 Fig. 5 is a flow diagrams showing operations
of the embodiment when a client terminal 5 sends and
receives an electronic document not attached with a
certificate 509.

Figs. & A and B are diagrams showing examples

15 of a CRL issuance notification transmission destination
list 104 and a CRL issuance notification forwarding
destination list 408.

Fig. 7 is a diagram showing an operation of
the digitally signed electronic document exchange

20 system of Fig. 1 when a certificate validation server 4
requests a certification authority 1 to send a CRL
issuance notification 8.

Claims 8 A and B are diagrams showing an
example of a CRL issuance notification request message

25 10.

Claim 9 is a diagram showing a hardware

configuration of each of a certification authority 1, a

certificate repository 2, a CRL repository 3, a



certificate DB managenent function 202, a CRL DB managenent function 302, a
certificate validation function 403, a certificate acquisition function
404, a CRL managenent function 405, a CRL issuance 15 notification
managenent function 406, a certification path nanagenment function 407, a
CRL issuance notification request generation function 410, a CRL issuance
notification request reception function34%l, an el ectronic docunent
exchange function 501, a digital 20 signature function 502, a certificate
val i dati on rerpmestf featot ionl 508, iamdsarcert4 fandte atpentsitéoninayubst
function 504. Further, a certificate DB 201, a CRL DB 301, a CRL cache 401
and a certifigmvonipdigcathe 402 can be realized by the CPU 91 using the
25 nenory 92 and the external storage device 63. The programto realize

t hese devices on the conputer nay be | oaded into the conputer fromthe
conput er -usabl e renovabl e storage nedi um 99 t hrough the - 19 reading
devi ce 94 or HdAHEDR MEIRIEHT Y ItF ot HerEMRYREYENTHr ough t he communi cati on
device 96 and a conputer-usabl e conmuni cati on nmedia such as a network or a

carrier wave that propafitre<STRPIHEEHET vidr KEPS BFRS $hlo g iR Mal O he

ont 6 the romity 629 GISRRRT oV by 1T GHU 61, 5 F1-TASPDE R ract Ly
devi ce 95, r oS o M e SR R VO SR S e
Lot ho. dr avi REL Whan The HerT Tt R a1 dat | B berver T ahtests the °

certificationpaddiyrddy 1 to send the 15 CRL issuance notification 8. Fig.
7 shows an operation of the certificate validation server 4 and the

certification authorityil.n tdreowll G tadnsi gnaddien based sygtempy Fig. 1
when the certificate validation server 4 requests the 20 certification
authority (0l tsol ggesud dlleectCGRInd s sdmnoemotefditaidonsgstdm, tWeicertificate
val i dation server 4, the CRL issuance notification request generation
function 410 egermtizsed heheoCRIen ts siarre ot i f i Balts vy stexquests 26imessage 10
(step 7101) and sends it to the certification authority 1 (step 7102). The
CRL i ssuance GG ¥5icatian radtflest! essader slo Bs@mdth fiedCi RAFilg. 8A
conprises a sage .t.hat - 20, "requests the sendin f the CRL issuance
ot 111 cat on BETHRE L GRS HHE LI G Seeiae TP b UG rthe et vor k 0
of a destinat]on qf; 406 QR dSSHANGSE, WL TG 1 &sitory 3, n
15 certificate validation servers from server 4, to server
4. (generally referred to as certificate validation
servers 4), and m client terminals from client terminal
5, to client terminal 5, that request the certificate
validation servers 4 to validate certificates
20 {(generally referred to as client terminals 5), all
interconnected via a network O.
The certification authorities 1 have a
certificate issuing function 101 to issue certificates
509 to the client terminals 5 and store copies of the
25 certificates 509 in the certificate repository 2, a CRL

issuing function 102 to issue a CRL 7, a list of

revoked certificates 509, and store the CRL 7 in the



51n the certification authority 1, when the CRL issuance notification
request reception function 105 receives a CRL issuance notification request
nmessage 10 (step 7201), it adds to a CRL issuance notification transm ssion
destination list 104 a 10 hostnane of the certificate validation server 4
that transmtted the CRL i ssuance notification request nessage 10 (step
7202). When the certificate validationlderver 41 requests the forwardi ng of
the CRL issuance 15 notification 8 to the certificate validation server 42,
the CRL issudfRle PePP8itaryod, requBbt igenenaei natidheatoansdfonetiohe
certificate validation server 41 generates the CRL issuance notification
request nessab®3 100 apendehdsthe eorthéicekei Frtadetiani aarvesrsséreer 4z. 20
The CRL issuance notification request reception function 411 of the
certificate Vet datPomnceryetliazCabtenvistbak Bre FR5uAnt@SnéEFRPEati on
request nessgg$ 10 8nd adds the hostpane of the originating, certificate
validation sefVerd 4%h 1R ErESi LRbhhte2 b5 Rof FERAE i BRCEPRASH ssi on

destinatian |ist 104, th Lifi | i dat | 4 ts th
Corti £ cat] orf SUEHETT (300 E® CF b Lendi MGt He"CRECT SRRRRELCREL PP cat i on B,

t he server SQR%%F%%€t$F§S %?i R ﬁgguagg§%gg£i;{§gti er ugst, nessage 10

shown in Fig. e ce ation authori i sstance

notification é@gugggugﬁgéaggt}Qiggtfgg.8§B consi sts of a message that

"requests the stoppi ng of transmssion of the CRL issuance notification

8" and a hostnane of the,desiipation: pbnthe (Hkit ssyance - gatEAl gatdon 8.
Upon reception of the CRL issuance notification request nmessage 10 of Fig.

8B, the 10 cerdifj Galsien cadlshodent ik ideleied tthe RSt de
certificate validation server 4 fromthe CRL issuance notification
transm ssi®n este nad | DNctost-AOAL 1 Ihemg t hel getdnfh Cat emyad i tdaéhoasserver 4
requests other certificate validation servers 4 to
shown in Fig. 2.
The certificate repository 2 has a
certificate DB 201 holding the certificates 509, and a
certificate DB management function 202 to receive the
15 certificates 509 from the certification authorities 1,
store the certificates 509 in the certificate DB 201
and search and return a specified certificate 509 from
the certificate DB 201.
The CRL repository 3 has a CRL DB 301 holding
20 the CRLs 7, and a CRL DB management function 302 to
receive the CRLs 7 from the certification authorities
1, store the CRLs in the CRL DB 301 and search and
return a specified CRL 7 from the CRL DB 301.
The certificate validation servers 4 each
25 have:
a CRL cache 401 that caches the CRLs 7;

a certification path cache 402 that caches a

certification path used to validate certificates 509;



15 forward, or stop forwarding, the CRL issuance notification 8, it sends
the CRL issuance notification request nessage 10 to an intended certificate
val i dation server 4. Next, in the digital signature-based system 20 of Fig.
1, the operation of the certification authority 1, the CRL repository 3 and
the certificate validation server 4 when a CRL 7 is issued will be

expl ained by referring to the drawingsloFig. 3 illustrates the operation of
the 25 certification authority 1, the CRL repository 3 and the certificate
val i dation server 4 in @necHibhfiadtei yphidpelpastdneyseentdd thgt,1 when a
CRL 7 is issued. - 22 First, let us look at the operation_of the
certificati orPRRR HeRFeIPA.Of 2 tFeAeesti fremt f opl hethoke¥pinalwhen the CRL

i ssuing function 102 generates a CRL 7 (step 3101), 5 it sends the CRL 7 to
the CRL reposi3btdABe T st epBabICatPen, the CRL issuance notification
function 103 generates a CRL jssuance notjfication 8 and sgngs it to the
predet ermined certificad €A HTToh 2eFVEP5t 408 FRCthoRe?Rerthefcat e

vali dati ory sefvers, 4 that, 10, reguested: L Lrapsission, of,{he, ORL i ssuance

picks up a relevant certificate 509 from the
certificate repository 2, validates the certificate 509
by the certificate validation function 403 and, when
the certificate 509 is found valid, sends it to the

10 client terminal 5;

a CRL management function 405 that acquires a
CRL 7 from the CRL repository 3 and stores it in the
CRL cache 401;

a CRL issuance notification management

15 function 406 which, when it receives a CRL issuance
notification 8 from a certification authority 1,
transfers the CRL issuance notification 8 to other pre-
registered certificate validation servers 4 or to those
certificate validation servers 4 which requested the

20 transfer of the CRL issuance notification 8 by sending
the CRL issuance notification request message 10;

a certification path management function 407
which caches the certification path built or discovered
by the certificate validation function 403 in the

25 certification path cache 402, sends the certification
path to other pre-registered certificate validation
servers 4 and caches certification paths received from

other certificate validation servers 4 in the



notification 8 by sending the CRL issuance notification request nessage 10
(step 3103). In this enbodinent, the certification authority 1 sends the
CRL issuance notification 8 to 15 the certificate validation servers 4
whose hostnanes are on the CRL issuance notification transm ssion
destination list 104. Fig. 6Aillustrates an exanple of a CRL issuance
notification transm ssion destination 16st 104 20 managed by the
certification authority 1, which shows a hostnane of a certificate

val i dati on seevérf4tagidna paddt wardeofi 02 ;certificate validation server 4n
Thus, the CRL issuance notification function 103 of the certification
authority 1 sends the @RCRZ5 iissigansce nedtiifiicadtioon @auestthe certification
val i dation server 41 and the certificate validation server 4n. Next, the
operati on of JERETERL ONefodictdoy 31k Mhisd gesetiées a CRIDI SSHMQERL DB
managenment function 302 of the CRL repository 3 waits for an access from
the certifi cBOFAAISGLRON CFINeST MRS SEER il thed vaGUGStiSorv"Ser ver 4. Upon
receiving_a CRL 7 from.the certiticagion authority 5 1 (step 3301), the CRL
DB manageRenCefindtrah 1882 386 the ERL SENh thfe CBRL 158 USHL st ep 3302)
and again waits.for _an access fromthe certification authority 1 or from

t he certificﬁ?glééFﬁgéPPoﬁ’sgpger 4. 10 Wen it receives a request fromthe

certificate validation S%%X?&Sgu%ﬁﬁ%e3§ﬁ%5%§56éf&%%%%8%%%§%’f%gﬁf L DB

managenent function 305 sear ches ro _ _ 7 (step
3304), sends glhck9ohN@1neGHESH PG RERLEN theARRIAGRIN MRIL S for an

notification request message 10 from other certificate
10 wvalidation servers.
The client terminals 5 each have:
an electronic document exchange function 501
to exchange electronic documents 6 with other client
terminals 5;

15 a digital signature function 502 which
electronically signs electronic documents 6 and
verifies digital signatures affixed on electronic
documents 6 received from other client terminals 5;

a certificate validation request function 503

20 which requests a certificate validation server 4 to
validate a certificate 509 and receives a result of
validation from the certificate validation server 4;

a certificate acquisition request function
504 which, when an electronic document 6 is attached

25 with a URL, instead of a certificate itself, indicating
a storage location of the certificate 509, sends to a
certificate validation server 4 identification

information on the certificate to obtain the



15 access fromthe certification authority 1 or fromthe certificate

val i dati on server 4. Next, the operation of the certificate validation
servers 4 will be explained. Here, the operation of the certificate 20

val idation server 4 will be explained by taking as an exanple the operation
of the certificate validation server 41 when it receives the CRL issuance
notification 8 fromthe certification &Uthority 1. First, in the
certification validation server 25 41, when the CRL issuance notification
management f Gedthidd e ralbisteref @l thes (e @ bti SRS Ot f rom a
certification authori ty 1 or any other certificate validation server 4
(step 3401), GartdHéaasre 20D £ raghdiifercatt il i@dy Facidlatdnt e IOREr | ssuance
notification 8 (step 3402) and, when the CRL issuance notification 8 is
found to havéial ready been recei ved, exits the processing. 5 Wen the CRL

i ssuance notification 8 is .found to first received,, the CRL managenent
function 405 accesses t%é’rélf{’i_atreed‘t?s}' %23&/ upeieh B Hiidihins the CRL 7
(step 3404) and c%ches c|nlot hesrgg?L cac he 401 (step 3405). 10 Then, the
CRL i ssuarce “ndf} quCrath g élge alnunctl on 406 transfers the CRL

i ssuance notification tQ egl rtifd,cat tion
servers 4 or to those %erver sr}a?n FEh rsg%gelzstsecf%e bg}atracfr?sr%grﬁo%/ﬂt cﬂ?‘

i ssuance not ifi-¢atd;enr, %5 8 by sending the CRL issuance notifi catl on request
message 10 (step 34081) ‘The certificate validation server 4 uses a CRL

i ssuance notification foramandingdestsionat benthest1408tt ecPRAALE t5he
certificate validation servers 4 to 20 which the CRL issuance notification
8 is to be farwardedd Hyy.a @R ridilfusfatales an e &, okntihe CRL i ssuance
notification forwardi ng destination |list 408 nmanaged by the certificate

val i dati a8 seevern f4TatwhiSO®,256f shovsiantosenaimpadf 55 hies cerdudd day ea

val i dati on server 4z, a hostnanme of the certificate validation server 43
and a host nagersfl fillse tdont isfitd@trd twallc dat i on server 4~. Therefore, the CRL
i ssuance notification - 25 mnagenent function 406 forwards the CRL

i ssuance notification 87 &hiffe eé‘éoﬁlﬁe@étre% iCEabidH c@dever 42, the

certificate vall ati.on server 43 and tb ertlflc .e val i dation server 4-~.
alidation server used e certificate validation

request function 503 and the certificate acgquisition

15 request function 504 is a particular certificate
validation server 4 preselected from among the
certificate validation servers 4,-4,.

For example, the client terminal 5, uses a
certificate validation server 4,.

20 The certification authorities 1, the
certificate repository 2, the CRL repository 3, the
certificate validation servers 4 and the client
terminals 5 shown in Fig. 1 can be realized by a CPU 91
executing a certain program locaded on a memory 92 in a

25 general computer which comprises, as shown in Fig. 9
for example, the CPU 91, the memory 92, an external
storage device 93 such as a hard disk, a reading device

94 for reading information from a removable storage



5 In this enbodi rent, the hostnanes of the certificate validation servers
41 to 4~ are always present in one of the CRL issuance notification
forwardi ng destination lists 408 held by the certificate validation servers
41 to 4n respectively. 10 Wth this arrangenent, when one of the
certificate validation servers 4 receives a CRL issuance notification 8
fromthe certification authority 1, th@8CRL issuance notification 8 can be
sent to all the certificate validation servers 41 to 4n 15 without fail.
Wien a new ceradiurca?® vathdasi OprR@ver gommunibcdelanideevicdi 85cdarbe done
w t hout changing the CRL issuance notification transm ssion destination
|ist 104 by sIemnyn beRli Heg av kbt pamer ofeYheedeieer tReh\éarle, 28nval i dati on
server 4 to one of the CRL issuance notification forwarding destination
lists 408 heldMit tFRVEER t76i Tt 32l Fearedrd sthddreusd. 420 PakRitbed above
is the operation perforned by the digital signature-based systemof Fig. 1
when a CRL zsjei‘”i‘ls)ei%hr%lb‘?h MO H-PheAE PEHTSE si Yheth ePERFRNP &

docunent change systemof Fig. 1, the operation of, K the system perforned
when an el ctf%‘ﬁitcr %@Fﬂ“% ‘?%ta @ewelﬁrgﬁ%ﬁtqeeﬁl??%m a client termnal

51 to a client termnal 5z wll be exgla,éned by referring%to t he_dr aw ngs.

I
In this enbodi nent, the?éa%rjes‘tv%yc% 25 “ohe b cf%r?/\‘?ﬁjrrérp r%’@‘rtﬁ‘?cat e 509
s o | S e | Do )
Lt nehed o D (P GBI F 8 TkCE HLADEs SO £1 SO TR PG hed

to the el ectroy& doCHENt 6.cfl r88sud Q) Hsndionk, afod he; Gage where the
certificate 10 509 to validate the digital signature i1s attached to the

el ectroni ¢ dodBBRMcd. ndi O i dastostidie: Dperedi ora ofrt hes shaeed term nal
51, the client termnal 52, the certificate validation server 41 and the

certificat®e waddidaidcom I sequest 42 dcdapt hen diwdtaddry Bognesl el ectronic
docunent exchange systemof Fig. 1 when the certificate 509 to validate a
di gital signatarte &fdaxeddmarsedreott ohiecdooungii?, 62 Sekt DB om t he cl i ent
terminal 51 to the client termnal 52 is attached to the electronic 20
docunent 6. FanRgensnrt ochareiion P2 i e @ Tenticaleri vl idatien expl ai ned.
When the el ectroni c document exchange function 501 of the client term nal
51 gener at es THE DRt r ohi Cidocuifetite 2 F B T ki S8 oni e 1% cti ent
term nal 52

digital signa Lffegn%g%l ertétrhg@?gf%#ogé d%dc Prg%#é@ L#Fn%é%r%e thg g”i/gtez aIze_y
208 (LR 196ers oy STy Ao, S SRLeall o el exeliangeefunct o
certificate 308 tRaldGetddetud&Balop2 { sdep ARdHnce
notification request generation function 410, a CRL
issuance notification request reception function 411,
an electronic document exchange function 501, a digital
20 signature function 502, a certificate validation
request function 503, and a certificate acquisition
request function 504. Further, a certificate DB 201, a
CRL DB 301, a CRL cache 401 and a certification path
cache 402 can be realized by the CPU 91 using the
25 memory 92 and the external storage device 63.
The program to realize these devices on the

computer may be loaded into the computer from the

computer-usable removable storage medium 99 through the



5 Next, the operation of the client terminal 52 is explained. Wen the
client termnal 5z receives the electronic docunent 6 (step 4511), the
certificate validation request function 503 of the client termnal 10 52
requests the certification validation server 41 to verify the validity of
the certificate 509i received along with the electronic docunent 6 (step
4512) and receives a result of the vwalidation fromthe certification
val i dation server 41 (step 4513). 15 If the result of the validation finds
that the cerretfdéageds@dtei §4not wali Bef ontrbduckedefitomepfheal 52, the
termnal ends its processing. If the result of the validation finds that
the certificacevegglthsovahi §hfocorpenscagapnt deriiaal 920a82, at he digit al
signature function 502 retrieves a public key fromthe certificate 5091 and
val i dat es t hECBPYLEarUSREASGt GPEMENECREAOBNTEHE2cPBEDr 86i @ ABEURER 6 (step
4515). When it is decided that the digital signature is not correct, the
processi ng i ¥t &r APRALEH. W8Be\WRBATt RECBPERESF SPghREur&teTkound correct,

the electronic docunen& 6 is stored &s%ep 4516%. h@xt, t he opera%ion of the
certificate validation 88r YEPEX A W'PY BE HEZRPFBEYLY SLo38d EPr e when the
certification vglhd tion segvgr %1 |§ rgggesgeg bX t?ea Egenkttekglna! 52
to validate TReCEBFL| Prehrd®s08T f?t 8 ff, fa"8ertPrcat8 Valfati on
f ti 403 LT 5 L ' f t sl inal 52
to the ol i enfoTEem aa TBT SRrers Ph PHethar EFFi 851] onpathTakchE 402 (step

4402) . If thSiESEEhgiQQBEBB.BBEB eXLShembRyt B8, cELhbLEabEeRgPAt h cache
402, the cerfificaté I0 validation function 403 noves to a s?ep 4404. |f

the certificatbeaapahhtpt ERtergal dessapet geyist bp,thercekbificgahi on path
cache 402, the certificate validation function 403 di scovers the

certificapi opypahb ¢step14403) before proceeding to a step 4404. 15 In the
step 4404, the certificate validation function 403 retrieves a CRL 7 from
the CRL cache 401 and Bhetksanfopheateohi bfcaheodipathli sigyakicdrer not.
Next, it sends the check result to the client termnal 52 (step 4405) . 20
If the certilppeadi srspanhoifnFggesti shlisbaoexnlaéneyg disbovefedenne, the

processing is ended. If on the other hand the certification path is the one
that was newr§ BRScevarénIsnvheR EPepcaidb3firptesvaehtiat6ORnESE¥RE| fi cat e

| idati 4 wh h is,25 ifi i h
{Fansm sai on dESEPASEFORAF T 6F THOBLERT LR 4A0T 1O FbEY of et peP RAAEI R ¢ he
processiﬂg. Eﬁﬁ ggg?g%%gaﬁgggfggggiggaggnission destination list 409 is a
e

| i st of hostnanmes 0
Fig. 7 shows an operation of the certificate

validation server 4 and the certification authority 1
in the digital signature-based system of Fig. 1 when
the certificate validation server 4 requests the
20 certification authority 1 to send the CRL issuance
notification 8.
In the certificate validation sexver 4, the
CRL issuance notification request generation function
410 generates the CRL issuance notification request
25 message 10 (step 7101) and sends it to the
certification authority 1 (step 7102).
The CRL issuance notification request message

10 exemplified in Fig. 8A comprises a message that



- 29 certificate validation servers 4 to which the newly discovered
certification path is to be transmtted. In this enbodinent, the CRL

i ssuance notification forwarding destination list 408 is also used as the 5
certification path transm ssion destination list 409. Thus, in the step
4407, the certification path is sent to the certificate validation server
42, the certificate validation server 28 and the certificate validation
server 4~. 10 Wiile this enbodi nent uses the same list as the CRL issuance
noti fi cati on "Eean&sdisn§h¢eStEnghtricdorrfl itdte 458 aisd U avatiiffiiattiiom pat h
transm ssion destination list 409, the present invention is not limted to
this arrange®en@ngn@d ARy tosaediwfidthemePI® 9endiss anNpelei 1gfs Y thilS cat e
val i dation server 4z, the certificate validation server 43 and the
certificate PEFWEEES On Oderyv &t stinadddiny €%t hdiec &R HiSSANG® path fromthe
certification validation server 41 (step 4411), the 20 certification path
managenent f BRCELIF343PcRecks if the certification path is cached in the

Cached | nSthe bertif1cat GRS e HHoR T radedei TGS iled 25
w t hout perf ing_anything., .If. the certification t.n i s nat .cached in the
certificatio%%g;ﬁ S@ﬁéﬁg %f}ftcgnf%ﬁ ir|qE§§%oﬁeﬁéFﬁlﬁﬁhgﬁgﬁﬁﬁf”¥unction

407 caches it 0sn L GRLtLf iceal UL palh GaGNG 402 (sl eRAALY . sends the

- 30 certification path to the certificate validation server 4 whose

hostname is guaskhgecant ificedt i7ominat i o rRREMgsiorrdestdnatien st 409
(step 4414), and then exits the processing. 5 Wiile in this enbodi nent the

certificati opopath caRrAAge weRin SRt *QF 1efa tike qardd fliomatse val i dation
server 4 sends/receives and caches the certification path, the present

i nventionoi sheetnkimd begd the tdeirs idrircanrgeventidakdiorexaples, 4 ttHax 10
possible to have the certification path managenent function 407

send/ r ecei ve taad spachedcahie GREatiisemapateh notfidriattiion trhestuemdr m ts uni que
identification of the certification path or build the correspondi ng
certificationepgelef f@mshiercdl)i-cati on path 15 information as needed.
Descri bed above is the operation of the digitally signed electronic

document exchange syst @Redf tBieg CoF bitfdirad e datlitbatdrd 565 Veded:ito verify a

digital signature affixed_on an el ectronic ument is attached 20 to the
el ectronic d6@ﬁﬁ§ﬁ$SGtﬁﬁagq%¥§5§ﬁpgfP nﬁpﬁé%%l ent" & nal 51 to the

client t%%ni%%ki§€cation 8 to the certificate validation server 4,,
the CRL issuance notification request generation
function 410 of the certificate validation server 4,
generates the CRL issuance notification request message
10 and sends it to the certificate validation server 4,.

20 The CRL issuance notification request
reception function 411 of the certificate validation
server 4, receives the CRL issuance notification request
message 10 and adds the hostname of the originating
certificate validation server 4 to the CRL issuance

25 notification transmission destination list 104.

When the certificate validation server 4
requests the certification authority 1 to stop sending

the CRL issuance notification 8, the server sends the



Next, with reference to the drawi ngs, the operation of the digitally signed
el ectroni ¢ docunent exchange systemof Fig. 1 wll be explained for a case
25 where the certificate 509 to validate a digital signature on an

el ectronic docunent 6 is not attached to the electronic docunent 6 that is
transmtted fromthe client termnal 5lto the client term nal 5z. - 31
Fig. 5 shows the operation of the clt+ehdl termnal 51, the client term nal
52, the certificate validation server 4 and the certificate repository 2 in
the digitall ¢R3i grsesaasicec trrodnifd addcipme me @yestamgs Sigsy shtleratafwrFiign 1 when
the certificate 509 to validate a digital signature affixed on an

el ectroni ¢ déégnedB Gosdme faegmitiieadliicntau ital 151 to the client
termnal 5z is not attached to the electronic docunent 6. First, the
operation of the clienffieRindlssyRrEe WYl e abisnigrstic maessrge

el ectroni ¢ docunent exchange function 501 of the client termnal 51

gener at es an 8l &&t Féfi-c SFoCOREASTE ©OF Fe MESHIIH tHhed ' Faesds éfte t er ni nal

5z (ste 501), the digital signature function_15 502 affixes a digital

o oot F o Bon S REPUR G PR B 6 tiny it A RES Koy 5081 bt ap
5502) . Next, thefel egt.roni8c, docunent xchan%gf nCH oq:.SO transmts the
digitally si 8%& elF8¢tPnicc éggur?eﬁltos W © Féprédh Jioﬁ]go st or age

| ocation 20 (B{,let IEE%chrstsiufain%%t %o@&]icta%itople 8C.| ient termnal 5z (step 5503).

Upon reception of the CRL issuance
notification request message 10 of Fig. 8B, the
10 certification authority 1 deletes the hostname of the
certificate validation server 4 from the CRL issuance
notification transmission destination list 104.
When the certificate validation server 4
requests other certificate validation servers 4 to
15 forward, or stop forwarding, the CRL issuance
notification 8, it sends the CRL issuance notification
request message 10 to an intended certificate
validation server 4.
Next, in the digital signature-based system
20 of Fig. 1, the operation of the certification authority
1, the CRL repository 3 and the certificate wvalidation
server 4 when a CRL 7 1s issued will be explained by
referring to the drawings.
Fig. 3 illustrates the operation of the
25 certification authority 1, the CRL repository 3 and the
certificate validation server 4 in the digital
signature-based system of Fig. 1 when a CRL 7 is

issued.



VWhile this enbodinent transmts a URL representing the storage |ocation of
the certificate 509 along with the el ectronic docunent 6, the present 25
invention is not limted to this arrangenent. For exanple, it is possible
to transmt a part of information contained in the certificate 509. Next,

t he operation of the client termnal 52 - 32 wll be explained. Wen the
client terminal 5z receives the el ectt@¥ ¢ docunent 6 (step 5511), the
certificate acquisition_request function 504 requests the 5 certification
val i dation server 41 tofbbfai nleheUsetPPki @ht ERS09RCEBELREPBAIIRE to t he
URL transmtted together with the el ectronic docunent 6 (step 5512), and
recei ves a ré%%qql%hc?héo?eﬁﬁ%@?r%FBn4the certification validation server

41 (step 5513). 10 If the result of _the request, does not include the
certificate 5091, i.e., Th%h%e??F??Eéf?BhOQaPF%BPFbﬁYS rv8 eﬁ,tESCides t hat

o Lot DAY N 08 SRRl et
ncl udes e cersfacate, S0l (he ef( ki cateovalldolbonpequegbfuncti o

digital signature affi W%Q” *Elgcl,?tgﬁzfcléQﬁéﬁcQOHHE?EEBQtﬁéh%uﬁ@%%n tTE:”’

if the validation finds the di 20 signature to be not correct,

processing i s @} WraﬁéstQ_GCIQL91%@1'1a§@:8nﬁ<5‘e'£§ii:§tiefcing GRAr §6hasit 1S
stored (step 5516) before exiting the processing. Next, the operation of

the certificate valigatp padsesmeised vettibecsdescrhbedat2bnUsenveesei ving a
request fromthe client termnal 52 to acquire the certificate 5091 (step

5401), the cettof ivatehasguisttidhcduactabid40donf seheeeerti thaati on

val idation server 41 accesses the - 33 certificate repository 2 by using
the URL skht feqgmsted cthentramsmisalon2ofstiep GBD2)stoanbeain the
certificate 5091 (step 5403). Next, the certificate validation function 403
5 checks whettrifieateeen | §iknat 25O sheatRY iopugneecnpenticatibnal 5z

(step 5404).
request message 10 (step 3103).

In this embodiment, the certification
authority 1 sends the CRL issuance notification 8 to
15 the certificate validation servers 4 whose hostnames
are on the CRL issuance notification transmission
destination list 104.
Fig. 6A illustrates an example of a CRL
issuance notification transmission destination list 104
20 managed by the certification authority 1, which shows a
hostname of a certificate validation server 4, and a
hostname of a certificate validation server 4.
Thus, the CRL issuance notification function
103 of the certification authority 1 sends the CRL
25 issuance notification 8 to the certification validation
server 4, and the certificate validation server 4.
Next, the operation of the CRL repository 3

will be described.



The operation of the certificate validation function 403 is the sane as
that fromstep 4402 to step 4409 in Fig. 4 and its explanation is omtted
here. 10 If the check finds that the certificate 5091 is valid for the
client termnal 52, the certificate validation function 403 generates a
result of the request including the certificate 5091 (step 5405) and sends
it tothe client termnal 5z (step 540Z73.-1f on 15 the other hand it is
decided that the certificate 5091 is not valid for the client term nal 5Z,
the certificate vali dafllhen CRin®E own4@@mperterfatres i@ el tofofthteheCRIequest
indicating that "the certificate is not valid" (step 5406) and sends it to
the client te&pAPARALCSY Gstvép t30 fB402N. aNeess tirenopéreatdest idfl adtelon
certificate repository 2 will be explained. Upon receipt of a request from
the certificabFBRTH&NI dafiforfNgeopait 141 cad s &ivd 1ded 129 earvied dat e 5091
(step 5201), the certificate DB_managenent function 202 searches through
the certificHPEDBESEL VEOL £héRber’t itFoRatdes ST HidtiEr 5o putdiny idehds i t

to the certificate validation server 4 - 34 step 5203). scri bed above
is the operati Jatep gﬁgqgi'gitthﬁl Icy’zp‘LsiD&néﬁn@IgggFF’%nifEn&&&tﬂ%ﬁtO%xchange
system of Fi 1 wh a rtificate e o verif igital 5
s?gnaturg angggasoﬁggncéﬁéétFBn%%edggghgﬁ*%p;_H&Ee§1¥§§ﬁgd t he
electroni c doeLpnt G that,i ssent Lrom e gl enl Lerningl, 51 to the
client termn z. In"the digi tal Ty signed el'ectrtoni ¢ docunent exchange

system of thigcgphedimgnt,. as deseL hed etelQ he certification
authority 1 %ssues a&CRL %, if Sans%a &%Egﬁssﬁhnégﬂﬁg¥%#ica?%%ﬁL% to
certificate yalidation servers 4 whose hostnanmes are on the CRL i ssuance
notification transm ssion destination |ist 104, thus notifying the

certificave validati onwaenvers rébedveBat irkgtast Fswedthke CRL 7. The
certificate validation servers 4 that have received the CRL issuance
notificationc8radcdquceeet ralCRbtiohr srrtvke CREor eposi BOICORL3 7anGteache it .
3303), the CRL DB management function 302 searches
through the CRL DB 301 for the CRL 7 (step 3304), sends
it to the requesting server 4 and again waits for an
15 access from the certification authority 1 or from the
certificate validation server 4.
Next, the operation of the certificate
validation servers 4 will be explained.
Here, the operation of the certificate
20 wvalidation server 4 will be explained by taking as an
example the operation of the certificate validation
server 4, when it receives the CRL issuance notification
8 from the certification authority 1.
First, in the certification validation server
25 4,, when the CRL issuance notification management
function 406 receives a CRL issuance notification 8

from a certification authority 1 or any other

certificate validation server 4 (step 3401), it checks



Therefore, if the certification authority 1 20 issues a CRL 7 in an urgent
situation, because the CRLs cached by these certificate validation servers
4 are the |atest ones, the accuracy of the validation of the certificate
509 can be assured. Further, in the digitally signed electronic 25 docunent
exchange system of this enbodi ment, the certificate validation servers 4
that received the CRL issuance notificatiion 8 transfer the CRL i ssuance
notification 8 to other certificate validation servers - 35 4 whose
host nanes ar #N§taedd it alieady 1eGRiReE R i $Reat $ DRI war di ng
destination |ist 408. Therefore a new certificate validatjon server 4 can
be added by &%fy}cﬁhlﬂrﬁ& a EHCC?SH e Jofa i 4 Héherfetheerql?If itHENeFi dation
server 4 on th Ssua ce notificatiaqn forwar destination |ist 408
T the certi fRtACa Grnicnt Wi P T 1 A P IRt TSt

notification 8 1&9 t he neM/server wi t hout having to change settings on the
side of the Id'cért hﬁ'éﬁilﬁﬁ dﬁﬁ%orlty 1. Further, in the digitally signed

el ectroni ¢ document exmaer}g%hsey%ﬁm OsfsJJHcse q{quf If@ 1or¥w53[11h§ NEoung

certificate validation server recei ves cati‘on pat’h from Ot her
certificate val ikdatdiQt received, the CRI management function 405

accesses the CRL repository 3 (step 3403), obtains the
CRL 7 (step 3404) and caches it in the CRL cache 401
{step 3405).

10 Then, the CRL issuance notification
management function 406 transfers the CRL issuance
notification 8 to other pre-registered certificate
validation servers 4 or to those servers which
requested the transfer of the CRL issuance notification

15 8 by sending the CRL issuance notification request
message 10 (step 3406).

The certificate validation server 4 uses a
CRL issuance notification forwarding destination list
408 to manage the certificate validation servers 4 to

20 which the CRL issuance notification 8 is to be
forwarded.

Fig. 6B illustrates an example of the CRL
issuance notification forwarding destination list 408
managed by the certificate validation server 4,, which

25 shows a hostname of the certificate validation server
4,, a hostname of the certificate validation server 4,
and a hostname of the certificate validation server 4,.

Therefore, the CRL issuance notification



15 server 4, it caches the received certification path. Wen it discovers a
new certification path, the certificate validation server 4 sends the new
certification path to other certificate validation servers 4 whose

host nanmes are listed on the 20 certification path transm ssion destination
list 409. This arrangenent allows the certification path to be shared anong
a plurality of certificate validation 3&rvers 4, preventing accesses to the
certificate repository 2 and the CRL repository 3 from 25 beconi ng
concent r at ed"gRagR@eGad W tLRE HEOWSIA atsth ithG &&di i@ SWird%er, in the
digitally signed el ectronic docunent exchange system of this enbodi nent,
when the - N8&1fdiGadden: & fonalhes Gegddifids™e R J9ediien iSfF e 5tr age

| ocation of the certificate 503“ the client termnal 5, rather _than
accessi ng t h& CefEfildade theJ6iitoiy 8 Sedifdstls ¢Re EBPt FEFEAEACEARI dat i on
server 4 to obtain 5 the certificate 509. Only when the certificate 509
obt ai ned fr ofPEHE3LEPE FEEIEE Pepository 2 is valid for the client terninal
5, does tge certificat%nv%hggati erver %h%e%g{n th%éxﬂgiéicate 509 to

n
. . embo N tna e .
t he requeSting client termnal g, erefore, e client” termnal 5 does

ot need o Bage e tuncLion 0l ASRSYAa LheLgerl I SURSaposi tory 2

VWhile in this enbodi nen i ssuance notiifrcation 8 on carries

information pecLhatehiheehelart hak cRICRs haheentissued o he present
invention is not limted to this arrangenent. For exanple, the CRL issuance

notificationf@rpmydeent deRtanfewoy i1ssued 40RL néler Yynfrergmati on on
di fference between a previously issued CRL 7 and a 20 newly issued CRL 7.

The CRL issuasee ifidlciaftiecabiladal iway salrsereont ata 4, |desdpeadtiviengi fication
information on newWy revoked certificates 509. By putting in the CRL

i ssuancelfotification FigdhnehWiy ksswede@RInT ,i twhelnf onienfadr réte on on
difference 25 between the previously issued CRL 7 and the newy issued CRL
7, and a |i scestiifdentef veatiden lionf Gemaeiren dofr as@MvViEsr @véed certifi cates

509, the certificate validation server 4 that has received the CRL issuance
issuance notification 8 from the certification

authority 1, the CRL issuance notification 8 can be
sent to all the certificate validation servers 4, to 4,
15 without fail.

When a new certificate validation server 4 is
to be added, this can be done without changing the CRL
issuance notification transmission destination list 104
by simply adding a hostname of the new certificate

20 wvalidation server 4 to one of the CRL issuance
notification forwarding destination lists 408 held by
the certificate validation servers 4,-4,.

Described above is the operation performed by

the digital signature-based system of Fig. 1 when a CRL
25 7 is issued.

Next, in the digitally signed electronic

document exchange system of Fig. 1, the operation of

the system performed when an electronic document 6 is



- 37 notification 8 can elimnate the step of accessing the CRL repository
3 and acquiring the newy issued CRL 7. Wiile in this enbodi nent the
transm ssion of the CRL issuance notification 8 and the reception of 5 the
CRL issuance notification request nessage 10 are carried out by the
certification authority 1. The present invention is not limted to this
arrangenent. For exanple, the transnts8ton of the CRL issuance notification
8 and the reception of the CRL issuance 10 notification request nessage 10
may be done Wy ariseiCRed dpesi Borgl iRntAltesmiatd vel,y toCRL cilésa&ince check
software may be introduced into the CRL repository 3 to realize a function
whi ch noni t orte i@ dls Suanéél opet REPERLNFA1BYahdfewéngatre®EeRL 7 is found
to be issued, transmts the CRL issuance notification 8. The CRL issuance
check soft warc&awdy'ddl-so real i ze the CRL issuance notification request
reception function. The CRL issuance notification transm ssion function may

send 20 the CRL issuandé rotlist SRABAES rart iGhSiaks TP SARSE "% he CRL

i ssuance notification request .nessage...flhe CRL i,ssuancg check software

all ows the usé& ltc%e toe, %&5%@ Zc’é)g{]r nsYr‘ﬁrsl'sﬁsyor‘lal d’glsgtji i ons CRL

i ssuance can f.lexibly ~rti.fication,authaority 1 and the t.hat have no CRL
i ssuance not i Fi%E&t N Tal}fnét}ﬁegﬁ.onFurkiehgtl,ecn%r?angllcngddot 76 O the CRL i ssuance

noti f cat i on oy the QL fhgatd . 2questad et of) TNetdan chanes. he

nunber of certificate - 38 ation servers even | trator

of the CRL rg&oqist At aRg Sldhe Y R IARL Qn I K&Irtdfd Gat e validation

servers are different. Wth this enbodi nent, since the CRL |Issuance 5
notification8 dsy ,santt fusomddie gerdhd iccatd (e hafd tae il ni dad he
certificate validation server when it issues a CRL, there is no need to
check whebherno® ERL viad iidaswed her diafitall priegefwerdd ned dtdid=rhead sto Thi s
reduces the |oad of the network 0. 10 Further, since the CRL issuance
noti ficati ont®e = liessued iloy dovaireertt id.i cati on authority 1, if an

adm ni strator of the CRL repository 3 and an admi nistrator_ of the
certificate validationEsé&rvér shogist fidye opeiagdhidrevad] tdfe gdldmtdcy of the
certificate 15 validation can be assured, Further, since the certificate

val i dation s&SFELT@ lcan rEligeSt 18R FRERSAPSsPon di tHRF EREIF_5%iance
tifi ti 8 .h di th L i tifi ti g t 10,
"0 1 s poss: bive MHSIGH SR dhaibe FRE RBRDOFL6F Cer Pt Pdktavals dat) on
i f ot dmi ni st - ~ I :
S i ot 1t o G endzoudt FR Rt e Buar roheRo By bEL Y B Eg bRt
Further, when the L& idteaf & fvalifdatl et 3R Wrdifidsddhaop mew CRL has

been issued, it notifiés other certificate validation servers of the
i ssuance of thea irkeWeCRL.digital signature affixed on an electronic
document 6 sent from the client terminal 5, to the
client terminal 5, is attached to the electronic
20 document 6.
First, the operation of the client terminal 5,
is explained.
When the electronic document exchange
function 501 of the client terminal 5, generates the
25 electronic document 6 for transmission to the client
terminal 5, (step 4501), the digital signature function

502 affixes a digital signature on the electronic

document 6 by using the private key 508, (step 4502).



When it is desired to change the certificate - 39 wvalidation servers to
whi ch the CRL issuance notification is to be sent, the setting of the
certificate validation server need only be changed, making it possible to
flexi bly change the nunber of 5 certificate validation servers even if the
adm nistrator of the CRL repository and the adm nistrator of the
certificate validation servers are dirff@érent. Further, when the certificate
val i dation 10 server newy discovers a certification path, the new
certification path is tNe#tsf &hyeed tartotduic crqungreatexalsdnakat i on servers
so that it can be shared anong the servers. This arrangenent therefore
prevents accéd$éd @ e SRNGSefdd 1B tenld t el e d igiecizoniepository 15
fron1beconin% overcrowded and the network |oad fromincreasing. Further, in
a case wher e 98EERN Y ioc &LlONTs Wadduithed Getdedeirddift 130 of tantBRe6ii6Aite
docunent, the cli,ent, rather th ccessing the certificate 20 repository
to obtain thgeégﬁpﬁﬁiéaté?t?ﬁqﬂgggz'the certificate validation server to

obtain and validate the certificate. This arrangenent obvi ates the need for

the cli eng to have theﬁieﬁf%Ct iOF Sfpeéc?}ésoﬁ hL t%ﬁ% g@-ﬂﬁrﬁ cte?[ré“r”&}ogz’t ory to

obtain the cgrsti &%)Cl%tiﬁ'ed% This invention, therefore, allows the validation
ob {

of a certificate e executed reliably with high accuracy and small | oad.

It should be further uggefstpad H¥% HR0$€ rminad0 5 Sklel:%%gagntfn?e art that

al t hough the foregoing description has been made’on € rments of the

i nvention, thBeectR¥eAlicOBokEmRak ld Misted trangt o wand Awarndigus changes and
nodi fi cati ons may be nade wi thout 5 departing fromthe spirit of the

i nvention antatheasdoperefukthe Fpperded cloal B the Ak erMHAE 3 nGUAl MED | S:
1. A public key infrastructure systemconprising: a certification authority

havi ng al@er b} freatest ssthhegcaransifatiossuabhydat tent sékreateqsanth a CRL
i ssuing neans for issuing a CRL;
verify the validity of the certificate 509, received
along with the electronic document 6 (step 4512) and
receives a result of the validation from the
certification validation server 4, (step 4513).

15 If the result of the validation finds that
the certificate 509, is not valid for the client
terminal 5,, the terminal ends its processing.

If the result of the validation finds that
the certificate 509, is valid for the client terminal

20 5,, the digital signature function 502 retrieves a
public key from the certificate 509, and validates the
digital signature affixed on the electronic document 6
(step 4515). When it is decided that the digital
signature is not correct, the processing is terminated.

25 When the digital signature is found correct,
the electronic document 6 is stored (step 4516).

Next, the operation of the certificate

validation servers 4 will be described.



a CRL repository having a CRL storage neans for storing the CRL issued by
the certification authority; and a certificate validation server having a
certificate validation neans for validating the certificate and a CRL cache
means for caching the CRL retrieved fromthe CRL repository; wherein the
certification authority has a CRL issuance notification transm ssion neans
whi ch, when the certification authorit¥8issues the CRL, sends to the
certificate validation server a CRL issuance notification that "a CRL has
been issued"; wherein tHHe ler tWhqedthe Vel 4 tdiak § & <t v L Hiat 30CRL i ssuance
notification reception neans for receiving the CRL i ssuance notification
fromthe cer SeEYEt ionl8utREHEEYEA2LYALRED e eRey tRATA RS et BPe system
according to claiml, wherein, when the CRL issu q notification reception
means recei vé@‘ltlﬁjg‘]t@?ﬁries TGS i Yt dﬁ,tePhZ é%l)_'cébﬁe means of the
certificate validat.ion server retrieves the new y issued by the
certificati oﬁeglftlﬁstdﬁat FPrm Yt ERE Yot (% C%e-é/]ﬁsz l%.a A public key

i nfrastrugtur st.e ccordj o claiml . wherein th rtificate
val i dati o% sgr%fzc?i%hlggtgoa?f%tgguﬁé:ﬁéne t;?lhoet i%]lllce\é% otne H}lannagm%gs:;cgn trcfr‘%ans whi ch,
when the certjficat i dat icon r.fi ek R_h een newy

i ssued, sendg:lale%%Letle\s{czdl}é%?e S.rilotelﬁ?:éxégt %gnleﬁ%a{cg?glge{%a%nbgéﬁgi ssued" to
ot her pre-reghstes adcerdddd Gatop)val idation servers. 4. A public key
infrastructure systemconprising: a certificate validation server having a
certificate validation rreane f@roaidatidiy gateerddfdatie ak a
certification path cache neans for caching a certification path di scovered
by the certi tiecati€ ivaltiidat ippit hmeairsd 602l ithat edde ierddd | cate: and a
client having a digital signature verification neans for verifying a

di gital &0gnaadrieadgndra foerdtiifanc 08 vedviedatticora reetprest4 eansl f arhe equesti ng
the certificate validation server to validate the certificate; wherein the
certificate ¢gritddtiicetisey parthha®f dnd@ngst dmgomqfatdkistansnigsd on means
whi ch, when the certification path is discovered, sends the certification
path to ot heFepitefi&§itatody &d tdeqaicc £% v AN A S5t s; wherein the

tificati th h th tificati at h wh it
ecei ves. tha BURERER RUTMOR G o St (119 G VA don - 43

servers. 5. bl i ey, i\ r astr uct ur Si. QMr i sing: ertification
éanIJl (scte .44.0% %Se.fro'“}:e gagr%cseye 1%?5'0?50”% ssee 44’305

authority having a certificate issuing means Issuing a certificate; a
certificate repository having & £eilidd cale HOage MBans, 4 0fgst i g the

certificate issued by the certification authority; a certificate validation
server havi nguacealdn f4ocatre tyaldvdat i:omreans fod trd icdat iddkHde01

certificate; and
and checks if the certification path is wvalid or not.
Next, 1t sends the check result to the client terminal
5, (step 4405).

20 If the certification path in question is not
a newly discovered one, the processing is ended. If on
the other hand the certification path is the one that
was newly discovered in the step 4403, it is sent to
the certificate validation server 4 whose hostname is

25 on a certification path transmission destination list
409 (step 4407), before terminating the processing.

The certification path transmission

destination list 409 is a list of hostnames of the



a client having a digital signature verification neans for verifying a
digital signature and a certificate validation request neans for requesting
the certificate validation server to validate the certificate; wherein the
client has a certificate acquisition request neans for requesting the
certificate validation server to obtain the certificate necessary for
verifying the digital signature; wherei2? the certificate validation server
has a certificate acquisition means which retrieves the certificate
request ed by GHetefietite fYdhidaklerrseFvens edreposnieh ythadnevwhen t he
certificate is found valid by the certificate validation neans, sends the
certificate tHIFHRVLIFRESIBIcCoeien (PR bR BOthdr FE3NeBRPERSi ngIna
certificate Lﬁ?uiqgmggins for issuing a - 44 certificate; a CRL issuing
means for issuiidy ineplyr atERICRE stafeen 7ot PP ehE FRRL ®F ansni ssi on nmeans
for sending to a certificate valjdatjon s er a CRL issuance notification
that "a CRL e 1S STt L 2R T e Lhﬁ% fé%elfh%}s?h%s agsth€sued. 7. A

certificate validation server, conprising:.a certificate validation neans

f or validairﬁfﬁféﬁﬁ?ﬁ TEhRE n%%%%%l%%a %s#%?aEb%%i S%.%ég: and a
CRL i ssuance notificati ecept. S r i ving. A . L.ssuance
notification indicating FH%& %ngﬁ?ﬁgggge%%9?$s€%§.ggfgif%é§%}¢$cate
validation serume accondi ng, to, £l &l M iy ; el el iy 1 hee (R §§f@@r ngans of the

certificate validation server, when the CRL issuance notificatiof reception

nmeans recei vesmd he ARl i ssuane£l et fdgadd Bfe r a8 Juine g Hhe iewl sy dsstied
CRL. 9. Acertificate validation server according to claim?7, further

conprising avaERlidssimncsenedt f4 cati on transm ssion neans which, when the
certificate validation server finds that the CRL has been newy i ssued,
sends a GQRL issuance ndthifieathion diiabdireGRubas tleensamsukdst t@s ot her
pre-registered certificate validation servers. 10. A certificate validation
server conprigingRIla iggudndearet Vil ¢alatdont reedsd froy dedt daat hona
certificate and a certification path cache neans for - 45 caching a

certificationifdt i SCsveral Rkl arion ikatle VaAmUs:sDHPHeans to

validate the gortificate, and pgeriidi cation Pt oansm ssion means for,

limited to this arrangement and may use different
15 lists.

When the certificate validation server 4,, the
certificate validation server 4, and the certificate
validation server 4, receive the certification path from
the certification validation server 4, (step 4411), the

20 certification path management function 407 checks if
the certification path is cached in the certification
path cache 402 (step 4412).

If the certification path is cached in the

certification path cache 402, the processing is ended
25 without performing anything. If the certification path

is not cached in the certification path cache 402, the

certification path management function 407 caches it in

the certification path cache 402 (step 4413), sends the



when the certification path is discovered, sending the certification path
to other pre-registered certificate validation servers; wherein the
certification path cache neans caches the certification path when it
receives the certification path fromother certificate validation servers.
11. A client device conprising: a digital signature verification neans for
verifying a digital signature; a certifBilcate validation request neans for
request a certificate validation server to validate the certificate; and a
certificate axejuisiidaniorguesh heablkefoertefjuestengathdatceoni fecuee

val i dation server to acquire the certificate necessary for verifying the
digital signaturesaioxtrame s carethal Featibhcakiorrrabhprising: a
certificate validation neans for validating a certificate; and a
certificate dctRPEIITOREdEtIAtaeyulithgtPhe(setmiett b certdfFo8Re from
a certificate repository and, when the certificate is found valid by the
certificate Vath tﬁQﬁ]ﬁ%ﬁﬁ%ﬁS%%%ding the certificate - 46 to a
requesting client. 13. A publjc key infrastructure systemaccording to
claim1, wherein the cefti¥5 it &~ VAT | Y% THOSRT viEre 1 %rﬁf%ﬁa?%%%ance

ot 1 caton 450 Sel- Ag0eLAL AR ERDe 101 JeTelslian o By ovarce |

Lo . man
notificati onprequesaf Ssage; %ere n

i ssuance not ifjcationg eé’éﬁé%r r@cgglg&_pl\;\%%rel eng'? %(ﬁ (ef%%;g@ggtﬁ@e CRL

i ssuance notification reque nessage i Ssuance

notification dd4.ansim Ssi Qdh RaNS, ofnd her&edtd ficationauibhogity sends the
CRL issuance notification to the certificate validation server that sent

the CRL issuangetwd idd cati P FefupShenessagsr toxdmeiserit figati on
authority. 14. A public key infrastructure systemaccording to claim 13,
wher ei n tlte gerddifbloat vadvalathoncser Vet cdiasorm gh issuagnaremot i fi cation
request reception neans for receiving the CRL issuance notification request
message fromifotrieriaerd(T isatd nexde det | ond seackes sgeramndfication path

information that permits unique identification of the

certification path or build the corresponding

certification path from the certification path

15 information as needed.

Described above is the operation of the
digitally signed electronic document exchange system of
Fig. 1 when a certificate 509 used to verify a digital
signature affixed on an electronic document is attached

20 to the electronic document 6 that is sent from the
client terminal 5, to the client terminal 5,.

Next, with reference to the drawings, the
operation of the digitally signed electronic document
exchange system of Fig. 1 will be explained for a case

25 where the certificate 509 to validate a digital
signature on an electronic document 6 is not attached

to the electronic document 6 that is transmitted from

the client terminal 5, to the client terminal 5,.



a CRL issuance notification managenent neans for, when the certificate

val i dati on server receives the CRL issuance notification, forwarding the
CRL issuance notification to the certificate validation server that sent
the CRL issuance notification request - 47 nessage. 15. A certification
authority according to claim®6, further conprising a CRL issuance
notification request reception neans-fdt receiving a CRL issuance
notification request nmessage; wherein the CRL issuance notification
transm ssi on neans sendsd-he GROWssSEncwaigt fdreatfi dihe elaey i gi nat i ng
source of the received CRL issuance notification request nessage. 16. A
certificate FgrdadGilorr:seEder caéenrdiRgmMEipaél dimthe feptthfliednprising a
CRL issuance naqtification request generation means for generating a CRL

i ssuance not VRiIld&ETGRTY SRIVST feskihdne Ferh iderats RO I |at4 of ser ver
accordi ng toﬁﬂ aim7, further copprising: a CRL i ssuance notification

request receptifolf HPedid Yors Vi IFE R IERIE QR £41dta%9% at i on r equest
nmessage from ot her c j.ficate validation servers; a CRL jssuance

noti fi cat Ponsﬁfziﬁf&er‘?glylr%aﬁs s er?etrﬁé‘%rclecraﬁq‘i c etci/a"iailjtfacféito% Xerver
receives the i_Sssu e .natificatjon, faorwardi t he | SS e
notificati ondt § ‘the cse?*][ |aft|ugra & vari atqnor‘lan\é%rlseecﬁ%%ngtc g?ﬁd@%n;@&

| ssuance notLEhaatian kUGS oSN . o) CRLCREPRSLLOLY LROMBLESI NG! @

CRL storage neans for storing a sSsued By a certification authority;

and a CRL issuangen,ppthfigahb@nthbr aRsb$8k0Ponic A8cufBaRSefor sending a
CRL issuance notification when the CRL storage neans stores the new CRL.

19. A CRL repository aggefsti,NGHe oedaBitd Jrurdherc Gy itsdmginaa CRL
i ssuance notification request reception neans for receiving a CRL issuance
noti fi catibonwiequeéest esedsaged.wherein the CRL i ssuance notification

When the electronic document exchange
function 501 of the client terminal 5, generates an
electronic document 6 to be transmitted to the client
terminal 5, (step 5501), the digital signature function

15 502 affixes a digital signature on the electronic
document 6 using the private key 508, (step 5502).

Next, the electronic document exchange
function 501 transmits the digitally signed electronic
document 6 with a URL representing a storage location

20 of the certificate 509, to the client terminal 5, (step
5503).

While this embodiment transmits a URL
representing the storage location of the certificate
509 along with the electronic document 6, the present

25 1invention is not limited to this arrangement. For
example, it is possible to transmit a part of

information contained in the certificate 509.

Next, the operation of the client terminal 5,



transm ssi on neans sends the CRL issuance notification to an originating
source of the received CRL issuance notification request nessage. 20. CRL

i ssuance check software realizing in a conputer: a CRL issuance
notification transm ssion neans for nonitoring an issuance of a CRL and,
when a new CRL is issued, sending a CRL issuance notification; and a CRL

i ssuance notification request receptiof2means for receiving a CRL issuance
notification request nessage wherein the CRL issuance notification

transmi ssion PRI HEERL i ssuance notification to an originating
source of the recelved&gﬁL |ssuance notjification.re uest message. 21. A CRL
i ssuance notification & ettt *?ﬁtrﬁﬁ?@ﬁnﬁg %héhoeévéﬁL s been

i ssued, " incl coan i en1descr ng a sued L itself. 22. A CRL
| ssuance not ihaA e %C%%mt iﬁgep O5ELY R oHT LTRSS CRL has

been issued, " nc uq:qgl an i d§ ﬁngoanfqégg%ﬁiqun a difference
a new

bet ween a pr eVI ISSUG

5 certlflcatlon validation server 4, to obtain the
certificate 509, corresponding to the URL transmitted
together with the electronic document 6 (step 5512),
and receives a result of the request from the
certification validation server 4, (step 5513).

10 If the result of the request does not include
the certificate 509,, i.e., the certification validation
server 4, decides that the certificate 509, indicated by
the URL is not valid for the client terminal 5,, the
processing is exited. If the result of the request

15 includes the certificate 509,, the certificate
validation request function 503 retrieves a public key
from the certificate 509, to validate the digital
signature affixed on the electronic document 6 (step
5515). Then, i1f the wvalidation finds the digital

20 signature to be not correct, the processing is stopped.
If the digital signature is found correct, it is stored
(step 5516) before exiting the processing.

Next, the operation of the certificate
validation servers 4 will be described.

25 Upon receiving a request from the client
terminal 5, to acquire the certificate 509, (step 5401),
the certificate acquisition function 404 of the

certification validation server 4, accesses the



23. A CRL issuance notification data format for notifying that "a CRL has
been issued,"” including: an itemdescribing a |list of identification
information on a newy revoked certificate.

A L9. A Asr. A & . AsL. AN&r . Aur. Asa. A" &L. Ar. Aa& . AL9L. A9L. A& . A A & Asr. Au& .
AL&L. Aur . As&r . Aa. A" u9L. As. Asa. AN&L. A9a. As. A; r. Au&L. A ué&L. A

.AsN. A. A5. A. A5. Au. Ar. A3y/ . A. Ar. A. A. A& SArT A& A. A5+9?7@} $Y1267P: ;
Z}xsnl d_Z] ca] ca] cal.ca]ca]ca] ca]ca]c 2] ca] ca] ca] ca] caJ ca]ca]ca ca] ca] ca] cal ca

] ca] ca] ca] caF&4] éé]l&é]t@a]%oc%a]t@w Qi uging Wyhe URL “sent from

Z] l/\é\ﬁ:gis(r:l;ijcg]lga ca} caIaga] c:](gg%g:%gg&ca]cca]jg% ca] ca]ca£ ]l%a]c%%]eca] cajc
Bj kst } xsni d § ca] ] caj] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca]ca]ca]c
a]ca]calcalc ]@ %%18] gg}) g] cajcalcal t#$CD-.<Ir78C D L y

c;ﬁ?iiéfé‘;?ci]ﬁi]ﬁi]ﬁz‘] %]c%}“ci]cﬁa S R R A o poset
ca] ca] ca] ¢ cal €2 PR c i EAr e Sl R e E%]&?]%ﬁ] CETIS ) e

+++++, +, , Kk espi qeg,]ﬁal]aqakca}g ﬁa}a@g]ca] cal ca] ca] ca] ca] ca] calcalca]ca]c

al ca] ca] ca] ca] cal ca] ca] ca] ca] éa
a] ca] cal k, ,, -- Q R p- 0- The opePa¥idn of the certificate valida
/10| 1Q22224346}xsn| d_Z] ca] ca] cal ca] ca] caj] ca] ca] ca] ca] ca] ca] ca] ca] ca] cajcalc
a] ca] ca] ca] caheakaahcajcaligaker] salealeakeakc#HehbBeep 4402 to step
77=7>777738d8k8p8888888899<9=9c9d99999 :;

- }xsni d_Z] capdaPcahcdlica] dalacal da]sca]qpa]am]taaa]rca]scaa]roa:]t@ai] ¢ajrea] ca] ca] ca] ca
] ca] ca] ca] ca] ca] ca] ca] caljcalcajca!;:CD:: :1;5;6;0;p;

<<Q<R<%fl<==- =0=Y=" ==F}x $thied czqem] (fa]ncia] d:al]a(ta]td‘@] @@]nta]fas;]act@] ¢d]%a) calcal c

a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] c)agS %ca ] cal ==>
>1 >0>] >>>>7828?}2229 F2&) @ GaaaEens ALAVRGARA} hel eafeaftapkq] cal cajcalc

g] i:a] ca] (éa] ca%&a] ca] ca] ca]ncat]l%%] %%]Bc%]e%aa]r%at]ecsa]acar]e u]lcta]oc—ca] ca] calcalca]ca]c

Dx Dy DDHEJ EEFEFE (?EA d.Z
] cg]yca] ca] Ca]r(e’g]g% c%“:& ] ?&fé‘é}f@%%a% %ﬂ % % %gg]k a]ac o Eﬁ%ﬁ?
HHNHHHHE& 71 L LI J Z calealcalcalcalc
a] ca] ca] ca] cé]e(%g]gca]ltclat]%{:éj(111 rIgf]}e\(%la] %a E’é] g%&g] %g%)gg] ca%ga%ga] ca]I JJ!JJ
JJJJJJII43) KnK/ KiKer hand it is decide d that the certificat
K=K>KSKgKhKvKwKy KzKKKKKL} xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] ca] e8] ealcakealcasalea] ealealcalkealiealical catea!l tBEtLalbbLNANNGN/NSN
FNGNI NNz N} N~NNNOOOOOOPQQRQQQQE xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]c
a] ca] ca] ca] capéapeslical cajncalioa) daPBc gkogjredlecajoc afesalltadaltta! QQR7R RaRl RRR
RRRRRS) SKSxSSSSTFTz TTTUHUs UUUUWV} xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] calcalc
a] ca] ca] ca] capadpes] ea]dés;]a@ap@a]t@a]tc a]tEl&] cafr¢dffdapea] é4] ealtcapddlVHVX VWWW
VVOW W V\W/\XXAXxXXXYBY4Y6YaYYYYY }xsni d_Z] ca] ca] cal ca] ca] ca] cal ca] ca] ca
] ca] ca] ca] ca]'€&FRaPEédeapes 55]1@1&] éé] 68] E8Fc &LdErtalrCaTdapdaleal €8FRBal " [ V]
[g\\\ 1\ \2 §]7n] 111111 an~~rrnd }xsni d_Z] ca] ca] ca] ca] ca] ca] ca]ca] ca
]calcalc }jca?é ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca!
“aabb dddd ~ of @nf ffLLf
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glg ggggg*h+QgEQFl1itioir' i i2i j %B}b@ iRk kkkkk} xsni d_Z] ca] ca] ca] ca] ca] ca] ca] c
a] ca] ca] ca] ca] cajc ] ca] caJca] caJ ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]c
al k+l bl 111 on receipt of a request from the
m ms mmm5nf nnnnoGo~ oooo p  ppppppglLgqq} xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca
] ca] ca] ca] calealkealicalaancakaalealieal ealealcal capcatral endcal cal cal cal qq
rTrrrrs9sqgsssst Tttt t uSuuuuuuvwxxy@z: z{} xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] cal] cakea] cafcadlfdakes &dl9%cal sa¢psalzal ra] cagcatenl €ateagcapcal cal cal cal {{{

;1 HOO * gQzr AmpxrsgietheZltc dluoaitdanc 20Cakearchksaltdalocalc dhea)] ca] ca] ca] ca] ca] ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! aE. HO0)

5@ Gy! } xsni dcBrtafféapta] OF ¢dllcdpealkts] @a]r(ta]fda:]acig] ®d%a] ebg¢rabedltal cal ca]
ca] ca] ca]ca] ca] ca]calca]ca]jca]cajcajcal!R _%.
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cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]
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a]J ca] ca] ca] ca] ca] ca] ca] ca] ca! b=D#Xl "} xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
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attached to the electronic document 6 that is sent from
the client terminal 5, to the client terminal 5,.
In the digitally signed electronic document
exchange system of this embodiment, as described above,
10 when the certification authority 1 issues a CRL 7, it
sends a CRL issuance notification 8 to certificate
validation servers 4 whose hostnames are on the CRL
issuance notification transmission destination list
104, thus notifying the certificate validation servers
15 4 that it has issued the CRL 7. The certificate
validation servers 4 that have received the CRL
issuance notification 8 acquire the CRL 7 from the CRL
repository 3 and cache it.
Therefore, if the certification authority 1
20 1issues a CRL 7 in an urgent situation, because the CRLs
cached by these certificate validation servers 4 are
the latest ones, the accuracy of the validation of the
certificate 509 can be assured.
Further, in the digitally signed electronic
25 document exchange system of this embodiment, the
certificate validation servers 4 that received the CRL
issuance notification 8 transfer the CRL issuance

notification 8 to other certificate validation servers
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Therefore, a new certificate validation
server 4 can be added by simply putting a hostname of
5 the new certificate validation server 4 on the CRL
issuance notification forwarding destination list 408
in the certificate validation server 4 to forward the
CRL issuance notification 8 to the new server, without
having to change settings on the side of the
10 certification authority 1.

Further, in the digitally signed electronic
document exchange system of this embodiment, when the
certificate validation server 4 receives a
certification path from other certificate validation

15 server 4, it caches the received certification path.
When it discovers a new certification path, the
certificate validation server 4 sends the new
certification path to other certificate validation
servers 4 whose hostnames are listed on the

20 certification path transmission destination list 409.

This arrangement allows the certification
path to be shared among a plurality of certificate
validation servers 4, preventing accesses to the
certificate repository 2 and the CRL repository 3 from

25 becoming concentrated or the load of the network from
increasing.

Further, in the digitally signed electronic

document exchange system of this embodiment, when the
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rather than accessing the certificate repository 2,
requests the certificate validation server 4 to obtain

5 the certificate 509. Only when the certificate 509
obtained from the certificate repository 2 is valid for
the client terminal 5, does the certificate validation
server 4 return the certificate 509 to the requesting
client terminal 5.

10 Therefore, the client terminal 5 does not
need to have the function of accessing the certificate
repository 2.

While in this embodiment the CRL issuance
notification 8 only carries information to the effect

15 that "a CRL has been issued," the present invention is
not limited to this arrangement.

For example, the CRL issuance notification 8
may contain a newly issued CRL 7 or information on
difference between a previously issued CRL 7 and a

20 newly issued CRL 7. The CRL issuance notification 8
may also contain a list of identification information
on newly revoked certificates 509.

By putting in the CRL issuance notification 8
a newly issued CRL7 itself, information on difference

25 between the previously issued CRL 7 and the newly
issued CRL 7, and a list of identification information
of newly revoked certificates 509, the certificate

validation server 4 that has received the CRL 1ssuance
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While in this embodiment the transmission of
the CRL issuance notification 8 and the reception of

5 the CRL issuance notification request message 10 are
carried out by the certification authority 1. The
present invention is not limited to this arrangement.
For example, the transmission of the CRL issuance
notification 8 and the reception of the CRL issuance

10 notification request message 10 may be done by the CRL
repository 3.

Alternatively, CRL issuance check software
may be introduced into the CRL repository 3 to realize
a function which monitors the issuance of the CRL 7

15 and, when a new CRL 7 is found to be issued, transmits
the CRL issuance notification 8. The CRL issuance
check software may also realize the CRL issuance
notification request reception function. The CRL
issuance notification transmission function may send

20 the CRL issuance notification to an originating source
of the CRL issuance notification request message.

The CRL issuance check software allows the
use of the certification authority 1 and the CRL
repository 3 that have no CRL issuance notification

25 transmission function. Further, managing the
destinations of the CRL issuance notification by the
CRL issuance notification request reception function

can flexibly change the number of certificate
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issues a CRL, there is no need to check whether a CRL
is issued or not at predetermined intervals. This
reduces the load of the network 0.

10 Further, since the CRL issuance notification
8 is issued by the certification authority 1, if an
administrator of the CRL repository 3 and an
administrator of the certificate validation server 4
differ, a high level of accuracy of the certificate

15 wvalidation can be assured.

Further, since the certificate validation
server 4 can request the transmission of the CRL
issuance notification 8 by sending the CRL issuance
notification request message 10, it is possible to

20 flexibly change the number of certificate validation
servers 4 if the administrator of the CRL repository 3
and the administrator of the certificate validation
servers 4 are different.

Further, when the certificate validation

25 server finds that a new CRL has been issued, it
notifies other certificate validation servers of the
issuance of the new CRL.

When it is desired to change the certificate
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5 certificate validation servers even if the
administrator of the CRL repository and the
administrator of the certificate validation servers are
different.

Further, when the certificate validation

10 server newly discovers a certification path, the new
certification path is transferred toc other certificate
validation servers so that it can be shared among the
servers. This arrangement therefore prevents accesses
to the CRL repository and the certificate repository

15 from becoming overcrowded and the network load from
increasing.

Further, in a case where a certificate is
acquired independently of an electronic document, the
client, rather than accessing the certificate

20 repository to obtain the certificate, requests the
certificate validation server to obtain and validate
the certificate. This arrangement obviates the need
for the client to have the function of accessing the
certificate repository to obtain the certificate.

25 This invention, therefore, allows the
validation of a certificate to be executed reliably
with high accuracy and small load.

It should be further understood by those
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a certification authority having a
certificate issuing means for issuing a certificate and
a CRL issuing means for issuing a CRL;

a CRL repository having a CRL storage means
for storing the CRL issued by the certification
authority; and

a certificate validation server having a
certificate validation means for validating the
certificate and a CRL cache means for caching the CRL
retrieved from the CRL repository;

wherein the certification authority has a CRL
issuance notification transmission means which, when
the certification authority issues the CRL, sends to
the certificate validation server a CRL issuance
notification that "a CRL has been issued”;

wherein the certificate validation server has
a CRL issuance notification reception means for
receiving the CRL issuance notification from the
certification authority.

2. A public key infrastructure system according

to claim 1, wherein, when the CRL issuance notification
reception means receives the CRL issuance notification,
the CRL cache means of the certificate validation

server retrieves the CRL newly issued by the

certification authority from the CRL repository.
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which, when the certificate validation server finds
that the CRL has been newly issued, sends a CRL
issuance notification that "a CRL has been issued" to
other pre-registered certificate validation servers.
4. A public key infrastructure system
comprising:

a certificate validation server having a
certificate validation means for validating a
certificate and a certification path cache means for
caching a certification path discovered by the
certificate validation means to validate the
certificate; and

a client having a digital signature
verification means for verifying a digital signature
and a certificate validation request means for
requesting the certificate validation server to
validate the certificate;

wherein the certificate validation server has
a certification path transmission means which, when the
certification path is discovered, sends the
certification path to other pre-registered certificate
validation servers;

wherein the certification path cache means
caches the certification path when it receives the

certification path from other certificate validation
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certificate issuing means for issuing a certificate;

a certificate repository having a certificate
storage means for storing the certificate issued by the
certification authority:

a certificate validation server having a
certificate validation means for validating the
certificate; and

a client having a digital signature
verification means for verifying a digital signature
and a certificate validation request means for
requesting the certificate validation server to
validate the certificate;

wherein the client has a certificate
acquisition request means for requesting the
certificate validation server to obtain the certificate
necessary for verifying the digital signature;

wherein the certificate validation server has
a certificate acquisition means which retrieves the
certificate requested by the client from the
certificate repository and, when the certificate 1is
found valid by the certificate validation means, sends
the certificate to the client.

6. A certification authority comprising:

a certificate issuing means for issuing a
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at the same time that the CRL is issued.
7. A certificate validation server comprising:

a certificate validation means for validating
a certificate;

a CRL cache means for caching a CRL; and

a CRL issuance notification reception means
for receiving a CRL issuance notification indicating
that a CRL has been issued.
8. A certificate validation server according to
claim 7, wherein the CRL cache means of the certificate
validation server, when the CRL issuance notification
reception means receives the CRL issuance notification,
acquires the newly issued CRL.
9. A certificate validation server according to
claim 7, further comprising a CRL issuance notification
transmission means which, when the certificate
validation server finds that the CRL has been newly
issued, sends a CRL issuance notification that "a CRL
has been issued" to other pre-registered certificate
validation servers.
10. A certificate validation server comprising:

a certificate validation means for validating

a certificate and a certification path cache means for
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caching a certification path discovered by the

certificate validation means to validate the

certificate; and

a certification path transmission means for,
when the certification path is discovered, sending the
certification path to other pre-registered certificate
validation servers;

wherein the certification path cache means
caches the certification path when it receives the
certification path from other certificate validation
servers.

11. A client device comprising:

a digital signature verification means for
verifying a digital signature;

a certificate validation reguest means for
request a certificate validation server to validate the
certificate; and

a certificate acquisition request means for
reguesting the certificate validation server to acquire
the certificate necessary for verifying the digital
signature.

12. A certificate validation server comprising:

a certificate validation means for validating
a certificate; and

a certificate acquisition means for acquiring
the requested certificate from a certificate repository

and, when the certificate is found valid by the

certificate validation means, sending the certificate
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10' o A public key infrastructure system according
to claim 1, wherein the certificate validation server
has a CRL issuance notification request generation
means for generating a CRL issuance notification
reguest message;
wherein the certification authority has a CRL
issuance notification request reception means for
receiving the CRL issuance notification request
message;
wherein the CRL issuance notification
transmission means of the certification authority sends
the CRL issuance notification to the certificate
validation server that sent the CRL issuance
notification request message to the certification
authority.
14. A public key infrastructure system according
to claim 13, wherein the certificate validation server
has
a CRL issuance notification request reception
means for receiving the CRL issuance notification
request message from other certificate validation
servers, and
a CRL issuance notification management means
for, when the certificate validation server receives
the CRL issuance notification, forwarding the CRL

issuance notification to the certificate validation

server that sent the CRL issuance notificaticn request
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6, further comprising a CRL issuance notification
request reception means for receiving a CRL issuance
notification request message; wherein the CRL issuance
notification transmission means sends the CRL issuance
notification to an originating source of the received
CRL issuance notification request message.
16. A certificate validation server according to
claim 7, further comprising a CRL issuance notification
request generation means for generating a CRL issuance
notification request message.
17. A certificate validation server according to
claim 7, further comprising:
a CRL issuance notification request reception
means for receiving the CRL issuance notification
request message from other certificate validation
servers; and
a CRL issuance notification management means
for, when the certificate validation server receives
the CRL issuance notification, forwarding the CRL
issuance notification to the certificate validation
server that sent the CRL issuance notification request
message.
18. A CRL repository comprising:
a CRL storage means for storing a CRL issued

by a certification authority; and

a CRL issuance notification transmission
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19. A CRL repository according to claim 18,

further comprising:

a CRL issuance notification request reception
means for receiving a CRL issuance notification request
message;

wherein the CRL issuance notification
transmission means sends the CRL issuance notification
tc an originating source of the received CRL issuance
notification request message.

20. CRL issuance check software realizing in a
computer:

a CRL issuance notification transmission
means for monitoring an issuance of a CRL and, when a
new CRL is issued, sending a CRL issuance notification;
and

a CRL issuance notification request reception
means for receiving a CRL issuance notification request
message;

wherein the CRL issuance notification
transmission means sends the CRL issuance notification
to an originating source of the received CRL issuance
notification regquest message.

21, A CRL issuance notification data format for
notifying that "a CRL has been issued," including:

an item describing a newly issued CRL itself.

22. A CRL issuance notification data format for
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23. A CRL issuance notification data format for
notifying that "a CRL has been issued," including:
an item describing a list of identification

information on a newly revoked certificate.



