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Time, the user may be in Singapore where it is already the middl e of the
follow.ng afternoon and at peak workl oad; 5 AUG 2004 WO O_l/?lggys 004
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Geritifé \@mpting"&nvi {lc? ,%Eg ' Wg filg on”
pat ent _sunieRs sErverd. TheYaidk 8b ¥ broviehr Bibarhicall FIGURE] pAtaly 21 AR, and
does nolrHheiat behifedh Gdetanasepler N€ Cconputing environnent = Vi B8 of AT
& T Corp discloses an intenet file systemthat. provides access to -.
[ €sour CVOeB57260 of Micfbsoft (I8P disdlteS Y Melidd MoldhCRhithd ART SR led ©
appl i cabr®used to determine whether it belongs to remote_or local storage. If it indicates
remote’ storage, the file system driver passes. control to higher level drivers which
. then assume control tg finish processing the I/O request. The: present invention does
) not use the file’s atiributes to determine whether it is local or remote. Rather, it
- mplemegnts-a\_‘vinual" drive and the requesis destined for the virtual drive are’
automatically redirected to the file server by the file system monitor. In addition
Microsoft’s patent supports only SMB protocol, does not have protocol a‘dapfétibn'
and does not cover the migration of the computing environment. ' '

WQO9746956 of A1: & T Corp discloses an internet file system that provides access to
resources on the internet supporting multiple protocols transparent to applications,
j’he approach taken is to overwrite shared- libraries used by an application. This
implies that it cannot support applications that use static libraries. The approach by
the present invention is to use the kernel driver to intercept all file system calls and
then to redirect the file system call to the appropriate file server. Hence,"the
approach of the present invention can support applications that use either static or
dynamic libraries. Moreover the reference does not cover dynamic adaptation of
protocol based on what is currently available from the file server. Finally, it does not
disclose the migration of the computing environment.



The approach taken is to overwite shared libraries used by an application.
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Further prior art can be found in the “follow me” systems in “WINDOWS 2000"
IntelliMirrors, and Netware Z.E.N. These software applications enable a ‘desktop,
including user settings .and sofiware applications on the desktop, to *follow” its
"c_wvner"' to any of a group of machines on a network that is served by the same
directory tree and have the same operating system. o ' '

bbiect"s of the invention

it i§ the principal object of the present invention to provide a mobile computing

environment where the soflware application requirements of a user are provided by

:n external source and where the mobile computing environment is mobile across
omains. ' '

A further object is to provide such a mobile computing environment that can migrate

across operating systems. '



between them This is also essentially a fileldirectory mappi ng product.
.Further, prior art can be found in the 'follow ne" systens in wg\l 2
2000", IntelliMrrors, and Netware Z.E.N. These software applicati ons 04
enabl e avaeskicoe, i ncluding user settings and software aplp&.' i ons on the
desktop, to "follow' its owner' to any of a group of nachi neéémsg”ﬁet\/\ork
that is served by the sane directory Eree and have the sane operating

system Objects of the invention It is™the principal object of the present
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object.is 'to provide Such a nobile conmputing environnent that can migrate
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Is to progugﬁ ﬁﬂﬁﬁfﬁ nobi lﬁ conputing environment where a data centre is
provi ded TV oB3bi | e conputing environnents created by a
plurali Ps. umrary .of the inventions Wth the above -and ot her.
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supplier,,s(b),.confiqguring the nobile conputing environnent; (c) saving the
confi gur na.Aa sloiyisls L ufing ERViFRmeNt o5 3 magbinealf the gupplier.ansferring t he
i mage dattd) Fenfigugng the mabjt computing eRviranment, t he data centre; (e)
transfer i v - gyred-mpbile.computing envimnment asiingde datacr eat i ng t he
~ configured TZing ThD (a9, dala e Adtate Rentom and savipg it af thendatareentrey om :
yhe. i mag nsferppg the  datata ayssps maching; andAppl i cati on Servi ce
Provi der :ﬁe : red dnobile compiptingremvirosment dh thediséEs naschie over a
net work sel'ect hags 948 group consisting of a |ocal area network,
met r ogld.tan. agea network, and wi.de area network The wi dé area network may
be th%}fe S -Bﬁ' % a?s%p%mm FRr Brovides: More preferably, dttien
centrg 158N a ‘ 0 (E) Ry Qer a oy 1§eededfromdhe grouprbensisting obin use
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Cralithioriz88thanes' i thdcdnfifuréd thotild“ediHputing environment by the user may
not be propagated back to the image data. Preferably upon the use by the user endin
the image data is transferred back to the data centre. Both the supplier's machine ar%
the data .centre may have a server administration module, the server administration
module in the suppliers machine creating mobile computing environments, Preferabl
the server a_dmmlstrgtion meodule also modifies existing mobile computing environmentg'
:ﬂguﬁswfgﬁy the setr:;er' administration module .in the data ceritre manages user
. ermaore, server administratio i : -cen ‘
the transference of steps (d) and (6) I t n module in the: d_ata oeptre may regulate
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g The_transference of steps (d) and (e) may be on a physical storage medi : :
the image data may be first received and saved in a user's serger for :n::‘ol\:rg'r. :t:\?efg
sessions, and the use may be by multiple users. The image data may contain a limit on
hqw many users are inclined in the multiple users and the: limit is set by the supplier as
palt-‘of step (b). The limit is advantageously enforced by the recreated mobile compiiting
environment. Preferably, a tracking agent is nofified when the recreated mobile
comptiting environment is installed on the user's machine. More preferably, authorization
is sought by the recreated mobile computing environment to permit use by 'the user

At least one user-speciﬁed compohént may be attached to th i
o - e recreated mobile
computing environment. The ‘at least one user-specific com i '
onal data directory, . 7 p ponent may include a

The personal data directory is preferably instan‘lled‘on an istin
; d y one of the group consist
the supplier's machine, the data centre, the user's machine, a user'siervgr. Prefe:':%!;f



the image data is transferred back to the data centre. Both the supplier's

machi ne, and. the data centre nmay have a server admnistration m)%gl fJ the
server administration nodule in the suppliers nmachine creating” BUGe 2004

conput i mp emigigonents. Preferably, the server adm ni strz,%c'él%;i)q ule al so
nodi fies existing nobile conputing environnents. More. pr ’55; Pt

server adm nistration nodule in the dafa centre nmanages user accounts.
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user-speﬁi ir 0 ent. may include a personal data directory. The
per sonal ! preferably installed on any one .of the group

the data centre, the user's machine,
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pescﬁ ' tion'of_ referred ‘enibo.diments
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in Figure 1(a) there is shown the Vpresent systém -used b'_ a L _ L
; - ; g d by an lication S
Provider ("ASP"). Here, a ASP. 10 obtains a number of software a:;)l?cations frd?nwt'::
soﬂvu!are_de\(elopgr~12. The software is subjected to license conditions. A user 14
gag_sr lntt?_lt_he-se;ver of the ASP and in the ASP’s server tisés one or more software
pplications under appropriate commercial terms. The user 14 sends thei
the ASP 12 over the intemet. erms. 1he user 14 sends their data to

Figure 1(b) shows the supply chain according to the resent inventi

qt?tains a numt_:e‘r of software applications gfmm thé‘J softwall':a ?;:?eg;);:f ‘;QZSEH?Ig
software is subjected. to license conditions. The ASP treates a mobile com;;ﬁtin |
enw::onment such as, for example, a virtual computer. This is configured on thg
AS_Ps server, and saved. It is then transmitted as image data to a data centre 16
which saves the image data, then onforwards it to the user 14. Once in the machine
of the user 14,_ the mobile computing environment is recreated from the image data
and the user can use the relevant software application in the user's machine Ali
subsequent communication to and from the user is from the data centre 16. -The



Figure 4 is a representation of the nobile conputing environment; Figure 5

16 a'representation of the user account manager interface; Figur g pgs
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representation of the user login interface; and Figure 7 is a fl'ow chart of
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1(a) there is shown the present system used by an Appli catl‘gffg ¢Roz4
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A user login interface is shown. The server adm nistration nodule 18 is
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accounts, and regulate the transference of nobile conputing'environnent
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mobile environment 20 are then propagated back to the server and the mobile



The user login nodule 22 has an interface shown in Figure 6. Wen a user 14
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Whilst there has been described in the foregomg descnptxon prefen'ed forms of the
method of the present invention, it will be understood by those skifled in the technology
concerned that many variations modifications may be made without departing from the
present invention.



effect the nobile conmputing environnment 20 as such changes are not

propagat ed back to the inmage data, and the nobile conputing,g vifqun t is
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reconstructed fromthe image data for each subsequent use. All

may be oV@POIZ1688t work, netropolitan area network or a w dq,‘?,%wr k.
Alternatively an additionally a physical storage medi um such as or
exanple, a disk or a CD ROM may be used. The inmage data nay be
transferred fromthe data centre 16 to a users server for use over a
nunber of sessions. Multiple users may be possible, although it is
preferred that the imge data containg a |imt on the nunber of users. The
limt nmay be set by the supplier 10 as part of the configuration of the
mobi | e conmputing environment 20, The |limt may be enforced.by the server
software at the user's nmachine. Furthernore, a tracking agent may be
notified whenever the nobile conputing environnment is |oaded by the user.
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6. A method as claimed is any of claims 1 to 4 - a o
data centre are on the same server. © 4, wherein the suppliers machine and the

7. A method as claimed in any one of claims 1 t ' in th -
. ar L 1 to 6,-wherein the user :
configured mobile computing environment subsequent to its recreatione li'ncsat:pu(s; the

8. A method as claimed in an
the configured mobile com
to the image data.

y one of claims 1 to 6, wherein unauthorized cha
- - ' s - n
puting environment by the user are not propag'a‘tl:-.dg ebsa;:

9. A method as claimed in claim 7 or claim 8 wherein upon the o
P " : in u y -
the image data is transferred back to the data centre, pon the use by the user ending,
10.A method as claimed in any one of claim ) : 1
. . s 1t 9 wh .
machine and the data cenire have a server administration nfcl;glt?lel.mm the supplier's
11. A methed as ciaimed in claim 10, wherein th inistrati :
s A , ) € Server adm _—
supplier's machine creates mobile computing environments. isiration mocule in the



(d) transferring the image data to a user's nmachine; and (e) recreating the
.confi gured nobile conputing environnent on the user's machine_ f t he
5559@%@4 S

i mage data. 1) 2. A nethod as claimed in claim1, wherein the

an Appl i Wet61gn608er vice Provider. 3. A nethod as clainmed in_claim1 and
claim2. wherein the transferring steps (d) and (e) occur PEFESCO808MWOr k
sel ected fromthe group consisting of | ocal area network, netropolitan
area network, w de area network. 4. A nethod as clainmed in claim3, wherein
t he w detapemelifid\as leldi pLnternet .. 5. A method as clained is any one of
claims 1 tmﬁu[%Qﬁgg]i:gﬁgng‘ig%il iﬁaﬁ‘g#ﬁ@m d: harein ithe eenver adniinistratisn
separate servers 6. thod a8 HPHEES pxisting mabile camputing envirbnnydigs ei n
the suppghi &} Al fthe data centre are on the sane server. 7. A
met hod asﬁ@?@‘é‘éﬁ%ﬁéﬁ% "?%/gg#ggn%?n%f’g?’ﬁ@ﬂ 1Q to 82, whareloithe sbwera@mhiistiatisse t he
confi gured nobrle cor‘w’%u JHBNAGRFHSH asooumauent to its recreation in
step (ej)q A dyaég'u g aesdclai med in any one of clains 1 to 6, wherein
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exi st iy, bl e | Lt | epvironnments. 13. A nethod as clained in any one

of cl a@nﬁﬂgﬁgﬁeiv ﬁ&%@ﬂe"%%lﬂa@m imager deita @ontaiida it Bnt dat a

centre manages user A 8‘3 .eiﬂ{‘“ﬂehﬁﬁﬁ@d as clainmed in any one of clains
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clainms 1,2, or 5 to 14, wherein the transference of steps (d) and (e) is

on a "hfeqj, : r ' . nmet hod- as clainmed in any .one of clains
| to %ﬁmrmﬁg%%ﬁgﬂz%& @é?@!’\/@?ﬁ imit is enforced by tiéeré:ﬁeéteaver for
use over several seSsiohns.maBe data 17. A nethod as clained in claim 16,
wher e2nAl ivethiiPas clidhedinf LAY SnlSEF Smims
o _ 1s 1 to 20
m’?ﬁe when the recreated mobile computing em?iron.

Whe!'ei_rx a tracking agent is
ment is installed on the user's

22. A method as claimed in any one of claims 1 i ‘
oo Sy Bhie of cia to 20, wherein authorization is s
the file recreated mobile computing environment prior to use by thn:?:g? N ‘solught by
23.A method as claimed in any one of clai
: vy h /o ms 1 to 22, wherein at le
), specified component s attached to the recreated mohilé computing env?,s;nfn":m‘fse"

24. A method as claimed in claim 23, wherein
, . th ;
includes a personal data directory. © &t least one user-specific component

25. A method as claimed in claim 24, wherein the personal data directofy is iﬁstalled on

any one of the group consisting of th i i
machine, the weepe eeons: g ‘ e suppiier's machine, the data centre, the user’s

26.A method as claimed in claim 24
computing environment masks off at
environment on the user's machine.

or claim 25, wherein the recreated - i
_ . wi the mobile
least one component in a native computing

27. A method as claimed in-any one of claims 1 to 26, wherein th

the mobile computing environment as |
i : a repl
computing environment. placement for

e supp!ie_r configures
a8 previous mobile



18. A method as clained in claim1l7, wherein the inmage data contains a

Jimt-aean how many users are incl uded inthe nultiple users 19. QAQQE ?od as
t

claimed in claim18, wherein the limt is set by the suppllerla

step (bWwQov7iesoet hod as clained in claim 19, wherein the linmt is enforced
by the recreated nobile conputing environment. 21. A net K&dSE000P83ned in
any one of claims 1 to 20, wherein a tpacking agent is notifi ed when t he
recreated nobile conmputing environnment is installed on the user's nmachine.

22. A r@&hbmmd:haldmﬁ,eunmagﬂ g %m% to 20, wherein authorization
0

is soughtntqbl n Emnﬁhmmenrqmmru@ use
by the user. le Ktmh&? 'i"?P"ﬁ'ﬁ B?RP%? qoting apd mainteAdncarher ei n

as cI a|

~at | eagdy. Aﬁﬁethﬁ@bscfé?ﬁ nt is attached to the recreated nobile
conput i NonétRs q(pnlﬁgn 8&%%8&? 1I Brivherein m%datatenlw\hﬁwam he at

)

| east OneerHBRMBREC |c to cﬂtﬁg thep secreatad medbﬁgP

A nethod as claimed in claim?24, wherein the personal data dire

i nstal §gh ﬁ'féth&ﬁé‘ %ltlé"au 2 p consisting of the supplier's nachi ne
i

t he dataeﬁ whereinypop ivationvthe 1A6bile’ iR
cl ai med |n a|m 4 or F'afPr“‘ f%m"an the recreated nobile COI’Y}@%[II’]Q

envi r onnent nasks off at | east one conponent in a native conputing
environnment on the user's machine. 27. A nethod. as clained in any one of
claims | to 26, wherein the supplier configures the nobile computing
environnment as a replacenent for a previous nobile conputing environnent.
5 AUG 2004 WO 01/ 71600 PGI/ S&0/00074 11 28. A nethod as clained in any one
of clains 1 to 27, wherein the user returns the nobile conputing

"‘j)envi ronnent to the supplier for troubl eshooting and mai ntenance. 29. A

method as clained in any one of claiml to 28, wherein the data centre
forwards a notice to the user's machine to deactivate the recreated nobile
conputing environnment. 30. A nethod as clainmed in claim?29, wherein upon
deactivation the nobile conputing environment is returned to the data
centre.



