WD 2005/ 048170 PCT/ US2004/ 032538 ALGORI THM FOR RFI D SECURI TY TECHNI CAL

FI ELD The invention relates to the use of radio frequency identification
systens favomanagenent of articles within a protected aP@EUSII4/0316I8e
specifically, to techniques for detecting unauthorized renoval of articles
froma protected area. BACKGROUND Radi o- Frequency ldentification (RFID)
technol ogy has becone w dely,y i \ﬂdﬁﬁlﬂ) WY ndustry, including
transportation, manufacturing, waste nmanagenent, ~postal tracking, airline
baggage reconciliation, and highway toll managenent. RFID systens are often
used to prevent unauthorized renoval of articles froma protected area,
such as a library or retail store._An RFID system often includes an
interrogation zone or corridor | oc LECHNIE AL Dexit of a protected area

for detection of RikBvtags rakka®hBsudoridn ﬁqh&ﬂy@&nﬁﬁgé@ﬁn@%ﬂnﬂﬁb?d- Each
tag usually includes information that uniquely identifies the article to

which it is Bipesidt ofprdcles yithin a protspte arca apdorore spegiiseihata tastomoes B a

vehicle, an a&iaa&hgﬁ{authmgh\@rgmiefmcl%iﬁﬁggidecéexm&t her tangible article.
Addi tional data as required by the particular application nmay al so be

provided for the article. To detect a tag, the RF reader outputs RF signals
through the antenna to create an electronagnetic field within the
interrogation corridor. The field a@ACGKGROUNDsS Within the corridor. In
turn, the tags produce a characteristic response. In particular, once

activated, the t xggioTshdiiydatRifdsiAqRAIPehESHERE bBEkOGidbly usdd i@wi ng t he
RFID reader tqQ receive, the identifying informatjon fromone or nore tags in
t he corri dor . vifyally geery gidutin: maludpg tapspartetione@anyagturing 1yasts magaggiels t i cl e has

npt been aut %&ia?@éikin@,%ﬁﬁ@hQggg’e%é‘dﬁbﬁigﬁéﬂ, BhEBghwHTEI BRI RBEhATREFISecUri ty
action, suchas sounding an audible alarm IocE| ng an exit gate, and the
| i ke. Mbst nedboasagpiteeesed i prevegt virathhezedaemp vl esarfiglessieem aprptecked area,

interrogatio ri n checked out depend upon first individually
detecting an u?g%hlﬁﬁéyﬁgﬁﬁggﬁﬁgag in the field, and then checking

det erm ni ng t he stAatREDGlstetheften incinlessandstsmoegatibe donsiot bortiler locatkdntearfthed t ags.
Some met hods ’exgt%lic a %%(o?ec eld%rea ifgrvd%lte\c/:t?ond gfLﬁ IHitQ,cgs rz]lgac%eg t%rtLéi %lil.IﬁQlléIS ebre pi’c?téctgd? ch

Each tag usuaily includes information that uniquely identifies the article to which it is

affixed. The article may be a book, a manufactured item, a vehicle, an antmal or

individual, or virtually any other tangible article. Additional data as required by the

particular application may also be provided for the article.

To detect a tag, the RF reader outputs RF signals through the antenna to create an
electromagnetic field withmn the interrogation corridor. The field activates tags within the
corridor. In turn, the tags produce a characteristic response. In particular, once activated,
the tags communicate using a pre-defined protocol, allowing the RFID reader to receive
the identifying information from one or more tags in the corridor. If the communication
indicates that removal of an article has not been authorized, the RFID system initiates
some appropriate security action, such as sounding an audible alarm, locking an exit gate,
and the like.

Most methods of determining whether articles present in the interrogation corridor
have been checked out depend upon first individually detecting and identifying each tag in
the field, and then checking determining the status of the articles associated with the

1dentified tags. Some methods, for example, involve determining a serial number for each
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| WO 2005/048170 PCT/ US2004/ 032538 tag, and then accessing a database to
determ ne the status of the article associated with the identified serial
nunber. QyB89posioe€hei ques require issuing commands to theciaemwbibizess t ags
once the serial nunber has been determ ned. This process can be

ti me-consum ng, especiall y if several tags exist in the field. For exanple,

in order to obtal a co rial, nunmber, one ta an,respond at
2 Dl 1 et A b BS feremins e ol of B Sele st GO 0UHES e
data recei veredtHitd bial hlﬁlﬁ[@drl OtheR6hriiqiiel RRliré Rchify SRfirhads BHED RlentiR S

obtai ned; To deal with this, sonme systens use an anti-collision process,

whi ch requi r@yewéﬁﬂ%g@mbﬁh@&%ﬁatemn%ﬁ different time slot wuntil all tags
are heard. This aggegdodal @% bk sinlddRsi; Iespeuau@{fs%gl te%@@)tzlgﬂh tRMRi€m because
patrons are in the interrogation corri for @ very short period of tine.

Al so, each pEaresampledn ofsier toabray agpmmigdte taglsmdbumber gl ond tag canggponed at o

determ ne e hec ut

| onger tha\mﬁ}g‘ {fmeoYee{th Q%eto%fegﬁ Oglﬁ%jastt')ll nket‘ﬁgag‘gl?lrl 0‘%%% 81“’§Eﬁw‘&%{?&?ﬂmg§ner al ,

t he i nventi omvalgl, ﬁichﬁzlthﬂ tag d%dahmﬁibemﬁrbeybbiadﬁmt Té deshiwith mhi, Rbh&Opysseyst em for
detecting radio- frechf |dent|f cation t gs. More s, ec'. icaI.I t he

i nvention reVS5@R&nU-FRIPT PEPCSSS % I%Hﬁ‘ﬂ‘}“(?l; e"s“g te T RRRP 12 SR hor i zed
removal of apdti gl @% arrecheara THiE @a&afdeﬂy fsambbdihMe ﬁm&lﬁ%nmg@efﬂbe&a&er
articles froma libra A series of antennas are set up to produce

i nt errogat i oPRIEBY #1F erbﬂlg IyigEgeln cerdor fose vew shom periadeof imst ddsoperch palEen RFI D
tags are att t ch stem
each tag inc?zﬁlg) Qartrﬁnégﬁﬁl gelﬂgﬁﬂisfﬁrgt%%ﬁﬁmﬁ;ﬁ%% (fgnt elq%%ﬂ%h%% gﬁéto whi ch
it is affixebbchnts chtcécedrsutumﬁmmmqhdmngea@am tile\mgtamatmn brendy initle certidor.
authorized to be renoved fromthe facility. To detect a tag, the RF reader
out puts RF signals through the antennas to create an el ectromagnetic field
wi thin the interrogati on corridor. An I%-'UMMNRY out puts RF power from a

single port to | e, ant ennas V|aa ter/co IS way
single RF reader Ff)%ntmmesﬂﬁm SRt bedimgelts wﬁ‘ﬁeﬁ@} AEmDL s y

i nterrogat eSfoBHét&dtiB':r SN FrEGHBAS idetificAtiof lt4ksa®dry @e@ﬁc&lﬁﬁﬂk%&nﬁ&f@laﬁe@e tags,
in turn, produce a Characteristic response. The RF reader receives the tag

i nfor mati on ipiea REitsprig! systamnwhieh detests prsuthiovieed 1pmeval ahertielhefi@r 2exi t contr ol
z ]}’SE ﬁg‘ gﬁ ?Lﬁ’o{é&éd WA Sl 5 TBN@!or Bfnef eI frduft b Bvtaby. AN SR bF fiffennkd ark €OV
set up to produce mterrogatlon corridors located near the exit of the protected area. RFID

tags are attached to the articles to be protected. In one example system, each tag includes
information that uniquely identifies the article to which it is affixed and status information
as to whether the article is authorized to be removed from the facility. To detect a tag, the
RF reader outputs RF signals through the antennas to create an electromagnetic field
within the interrogation corridor. An RF reader outputs RF power from a single port to
multiple antennas via a splitter/combiner. In this way; a single RF reader with only one
transmitter/receiver port simultansously interrogates multiple antenﬂas. The field
activates the tags, and the tags, in turn, produce a characteristic response. The RF reader
receives the tag information via the single transmitter/receiver port and the RF exit control
system determines whether removal of the article is authorized. If removal of the article is
not authorized, the exit control system initiates some appropriate security action, such as

sounding an audible alarm, locking an exit gate, etc.



not authorized, the exit control systeminitiates sonme appropriate security
action, such as sounding an audible alarm |ocking an exit gate, etc. 2 WD
2005/ 0481 A0 0RGIE(482004/ 032538 | n one enbodi nent of the ipayarténnszsas net hod
conprises selectively interrogating radio frequency identification tags in
an interrogation corridor such that only those tags having a sel ected val ue
in a specified neggry | ocat i on r&;pond,to th&@inter[ogatiqn; .Simul taneously
receiving a responB&n§ Fahqdiment gF the fyeptiy, ;methad orprses sty 4y EHTT8AM Mg s
havi ng the sejgetRdudal %nﬁﬁcaﬁ&?ta?@ﬁ%ﬁﬁt@r@ogﬁﬁ&%dﬁé&%@éﬂ s onBNHod@iggct i ng at
| east one radio frequency identification tag_having the selected value in
the specifi edhdfiiggrsylected #dlbe i sperifisdansrpery fooaien toenend &t thp H¥TIeAtiYk | east a
partial respo i i r ] CAMEd ses
interrogatingﬁﬁgg?%o%ﬁégh%ﬁg§ah#%%ﬁ??&?é&??ﬁ%q?gg§£?ﬁﬁ?ﬁﬁ%ﬁ?g?rogaSion
corridor to ikkvmgithyselacedonlve irothe sivoified magenhlasatioy; aed deiettenptag thasiahee i n a

speci fied nmenpry d aocation; .sinultanegus r.ecei vin res se from all of
the radio froqudey L RRrpfbdis LRBFIEHY o fidt vinEde s sRRRE et dor
detecting a edtionsn the nitérdpatibre@siidod it Bhait aghrtah@sEpecis kdcededenory | ocati on;

and detecting at |east one_ radio fr ency.identificatign_tag having the
sel ected val ue in PRROEFETbPFEYRIAMSHPD cprg ?EﬁﬂVﬁamﬁﬁﬂﬁﬂ@@WFﬁﬁétion

corridor if ajdemiflch®drRzdif af &l ffeBEhn cbﬁi@m_tih&fﬁf}eﬁﬂe%wmﬁose Fags having a
conput er -readabl e nedi um conpri ses instructions that cause a processor to
sel ectively i¥ssied yalie & ¢ wariged megoryriesptiprisimylipnecasly sepeivinge? tespoase from

I nterrogati on,fefd ﬁ{o fldfihel MRhe @Bk &E{%‘%héiﬁféﬁo 10008 or; ﬁlet%&fngfé val ue in
a specified nenory [ocat’on respond to“the 1 nterrogation; ’sinmul taneously
receive a respdise hroiusbhe bibdf thhepesified mehomydematioy, and detedting ealeasband ags
havi ng the sel ected value j.n the specifjed. ne lgcation;. and detect at

| east one rad?’mﬁ%@ﬁﬂﬁﬁgﬁnlﬁghg??ggﬁF?% efﬂamwg%%ﬁ@n épmygﬁéE?EHYva|ue in
t he speci fi ediotRivany the dgatdgation dbrtidie ifl adolfsiondaddieedcorri dor if at |east a

partial response is received.. I n anot her enpodi nent, a nethod cqnprj ses
detecting a col | i SPERCIBEEMOLAMERY ARMPLHTFASHRIe Mgt cRIRSISFS BETHS A that

identificati oghubfgrobddsdtio LeldcBVdlP StrioRhte Eld ﬁdﬂéﬁcyﬁ&%ﬁﬁgﬁf&ﬁ&%% igh an alarm
upon detecting the collision to 1ndicate that an unauthorized article is
present wit hi iterpgationrcerridegsich 8nt endy thosroipgs having a selected value ina specified

memory location respond to the interrogation; simultaneously receive a response from all

of the radio frequency identification tags having the selected value in the specified
memory location; and detect at least one radio frequency identification tag having the
selected value in the specified memory location in the interrogation corridor if at least a
partial response is received.

In another embodiment, a method comprises detecting a collision between

{ communications from radio frequency identification tags in an interrogation corridor; and
generating an alarm upon detecting the collision to indicate that an unauthorized article is
present within the interrogation corridor.

In another embodiment, a method comprises receiving a partial response from a
radio frequency identification tag in an interrogation corridor; and generating an alarm
upon receiving the partial response to indicate that an unauthorized article is present
within the interrogation corridor.

The details of one or more embodiments of the invention are set forth in the

accompanying drawings and the description below. Other features, objects, and



I n anot her enbodi nent, a nmethod conprises receiving a partial response from
a radio frequency identification tag in an interrogation corridor; and
gener at i nggoaod4@814®M upon receiving the partial responsectraszndiogsaise t hat an
unaut horized article is present wthin the interrogation corridor. The
details of one or nore enbodi nents of the invention are set forth in the
acconpanyi ng draw ngs, _and the d scriptio ow. Qther features, ects,

and 3 WO 2008/6RBEPOT BrerPIsteD b@@se%entgra%'h? deresptign aﬁiﬂéf%“ﬂ%gérﬂqd%% Il be
apparent fromet:k@ngescription and drawi ngs, and from the clains. BRIEF
DESCRI PTION OF THE DRAWNGS FIG 1 is a block diagramillustrating a radio
frequency identification (RFID) systemfor management of articl es traveling

into and out of a protect SCRIPTIBN 6F Bﬂfﬁb d ed bl ock di agram of
the RF exit control system g}: 31s agrap oW ng t edrlvefleld

signals for each system
FIG 4 is a bloc kﬂg}l tégsf%ﬁ%%}ﬁ&?@g‘f‘ﬂﬂm aérggggdc}%%{%&ﬁﬁldgﬁﬂﬁ nt(g{%%j(’jet ail .
FIG 5 is a fystm ﬁ)hmahagehieumﬂaatcleagawteﬂmg oieamsl dut obepmtectadlamﬁ the RF exit

control system 6 sho frame for r.co atl on between an
RF reader and RF lglpGaésaff‘P@ e‘f“l ‘ﬁlﬁ}ﬁg‘ %‘“ﬂ)‘?gﬁﬁl}%o i gory f?? FIG 8 shows a
flowchart of one ENhaGE ABiabh Gowgth £i0d RN @MRICDYCh Bﬂh&&mﬁﬁ@ﬁﬁmﬁee

determ ne presence of a checked-in tag in the interrogation corridor. FIG 9
shows an exaApFBafdFExdigaEe! s¥ehe presence of noise. FIG 10 shows anot her

enbodi ment of a neidhads geieélpaasgm%amﬁsﬁ%esrc@ﬁ@@rerhpfmﬂﬁtae{am ne presence of a
checked-in tag in the interrogation corridor. FIGS 11A and 11B show

al ternate enbodi nElft § ind flewiehasi ifnsitating the Ayarell opesitioaodhe R eygcprtreh  FI G 12
shows anot hegys@egpodl ment of a method enployed by the RF reader to

FIG. 6 shows the frame format for communication between an RF reader and RF
tags.

FIG. 7 shows two example tag signals.

FIG. 8 shows a flowchart of one embodiment of a method employed by the RF
reader to determine presence of a checked-in tag in the interrogation corridor.

FIG. 9 shows an example tag signal in the presence of noise.

FIG. 10 shows another embodiment of a method employed by the RF reader to
determine presence of a checked-in tag in the interrogation corridor.

FIGS. 11A and 11B show alternate embodments of the signal strength indicator
algorithm.

FIG. 12 shows another embodiment of a method employed by the RF reader to
determine presence of a checked-in tag in the interrogation corridor.

FIG. 13 shows another embodiment of a method employed by the RF reader to
determine presence of a checked-in tag in the interrogation corridor.

FIG. 14 shows embodiment of a method employed by the RF reader to determine

presence of a checked-in tag in the interrogation corridor.



determ ne presence of a checked-in tag in the interrogation corridor. FIG
13 shows anot her enbodi nent of a nethod enployed by the RF reader to

determ ne woemene®1®f a checked-in tag in the interrogatir@rienocddess Fl G
14 shows enbodi ment of a nethod enpl oyed by the RF reader to determ ne
presence of a checked-in tag in the interrogation corridor. 4 WO 2005/ 048170

PCT/ US2004/ 032538 DETAI LED DES T] QN techni ques are descri bed
herein for detecting Radio-Fr eq%@ﬁ@%ﬁ%&?bgln (RFID) tags. More
specifically, this descriptionis directed to tS%hnj gues. that utilize an RF
exit control syst dmeeRradedeiqughat drsrbeidyramipdeircugs Radiorlapaiensst om a

protected aregentiharidy Bgk. NER shireMe it hberftioh ReditbRA th Rl t he
renoval of articles nust be authorized, 'such as books in a library or itens

in a retail stherdilizEaeRE grit catrel $ystemie deteci ahdvthopizedivmavaiof anicREfiDmaag, whi ch
may uni quely ] ! t I i et af fii. aadi.bi.pa, for
pur poses of t rg%gtrre gér)eé%t {‘%e@é%e%t%ltl %8%1,% g{éﬂééﬁ&ﬁfgue;tg%e lglviﬂé&gg%feg’fb ns sa{ﬂgjt%gs

i nformati on i mdstbatutheriasthetibliess roekomallibodry dhiensrit b cdtal sterea intiontidedh thdhe

et ot ol FRGERREHLER 1 i b G XBab T e W o o

substantially ef

syst em det er naffie&d. ith ad&H@Y &r pafpobdief fietpraat:@ dEdeeiptidnl) the RFADIthd 413 dvatineeen
aut hori zed (e.g.,. a book has been roperl)ﬁ checked- out by a I_d']brar[i; patron
or staff menb¥fys aqnsingieatng ywhethsr emoyaliof the Jeictd authergged) TheREIHpg o

di agram i |1 usyhabd Bheddsdsimin HeSHHEN M hdt ARNES fsls@R AN iRpRbptibiy, 8¢ il 10-

1
Exit control system5 detects unauthorized renoval of "articles froma
protected arpgvent tapgerigay rfpoerdicogirol shigierp detsmminesdessmor ptof dhe, artidhefipm deect ed

area W ll be ass: iLorar I M -”’ila? to be
bé)oks or ot he?aazl'r%{ﬁ?ag Ib%ag1 atggmgée c(lﬁgé %géolgl:fjh? b E&%I%gggh&%ﬁ%moyybﬁ g}n ' P{Eﬁg‘e
descri bed wi t tr stafbpenbert mddets efftanmtprohBitkasdot.n t ags to prevent their

unaut hori zed reno rom.a.facilit i.t shal.l .be underst.ood t t he
present inventi onvﬁlbs{ ﬁoatrgl?ﬁkﬁ%%ﬂn iﬂﬁ’b‘f"ﬁﬂln% af d%%g%c{u,emé’r? eﬁ#&fm pje)chni ques
descri bed her giskemar(e Bitlcomteemdant detd@iotnaitherigdrbmodl af aréipipd fre@taipddiedted Whi ch

the RFID systemjis_used. For exanple, the ystem coul d al so be ysed to
check for ot h#F? ki FaPuessol thsdresentidssariion ﬁ’feﬂ’ﬁ‘it?‘é‘ﬁl fra HoLre as R PSRy from

the scope of {ilyer/hesRMtidAENHE A8umed to be books or other articles to be checked out,
Although the system will be described with respect to detecting checked-in tags to prevent
their unauthorized removal from a facility, it shall be understood that the present invention
is not limited in this respect, and that the techniques described herein are not dependent
upon the particular application in which the RFID system is used. For example, the
system could also be used to check for other kinds of status or type information without
departing from the scope of the present invention.

Exit control system 5 includes lattices 9A and 9B which define an interrogation
zomne or corridor located near the exit of protected area 7. The lattices 9A and 9B include
antennas for interrogating the RFID tapgs as they pass through the corridor to determine
whether removal of the itern to which the tag is attached is authorized. As described in
further detail below, exit control system 5 utilizes a single reader to drive multiple
antennas. To detect a tag, an RF reader outputs RF power through the antennas to create
an electromagnetic field within the interrogation corrtdor. The RF reader outputs RF
power from a single port to multiple antennas via a splitter/combiner. In this way, a single

RF reader with only one transmitter/receiver port simultaneously interrogates the corridor

5



Exit control system5 includes lattices 9A and 9B whi ch define an
interrogation zone or corridor located near the exit of protected area 7.
The | attiwesodfan@d 9B i ncl ude antennas for interrogat ipggdshésfokisky t ags as
t hey pass through the corridor to determ ne whether renoval of the itemto
which the tag is attached is authorized. As described in further detail

bel ow, exit control system5 utjlizes a single reader to drive nmultiple

ant ennas. TO'SH&IaYEPlsanienpas. JThefeld achyptes thepiangd thetags o RFAGUH? t he
antennas to &k8akestic¥pilsE CTRORP A kel Oind ¥ bRt §id ME Shpregat i on
corridor. The RF reader outputs RF power froma single port to nultiple
ant ennas Vi drasBisEeeaYyr pomndibe exif ¢pnral systordetegmispyiyhasher pmovabefdbe wit h onl y
one transmt ' [ j idor 5 WO
20051 043170 el BRS D0 Rl Ba o T e b LSk b G0 01 vat o5
t he tags andnitihies scmgsappiopridte saenrifyraotiems euch as sdvading e pidble alaredpdisgan The RF
r eader receie\}/{%sat he%ctag information via the single transmtter/receiver
port and the &8 Tont r ol system det ermi nes whet her renoval of the article
is authorized. | fins®hgonathe 0ferAlnRFHD $yiseinel O iayniaéluded Mdiber offsnialtata@aget contr ol

system initiates sone appropriate security acti such as so i ng an
audi bl e al arfias] Bewt apgﬁe%tegmﬁg}tore‘?me’cp& b ppeaghe 1%h 2 smee caﬁﬁ?‘gm RFI D

system 10 neygsiiblficndte 188 BdIRdr afths. " BI0R ihar® §18Fa28 Srea 2 8RRides g Widhghtidar Ot ect ed
area 7. For exanple, an open shelf 12A, a smart cart 12C,_a desktop reader

12E and ot hewepailey svhigigablesimeking phirhges thioaghonpa fagdityy da< libsyy settng fB¥gat i on
capability I ek J I il In a
library set }tlg}hlg?le‘f or h&%&%%‘{ﬂkg@ %@%ﬁﬂ%}od ﬁ%gﬁog{égggg%efl flei;Aa%%écr{?xf n while
en route to artd@el f 12A on a smart cart 12C. The RFID tags thensel ves may

t ake any nunber w,thout departing from .the sc¢ of the. present
hventton - Exanmpiidg i Betnemsttios g 3 e prASHer fotFs YOO Bt i i o
tagsI a\é?i I ?hhescbp@dﬂﬁtﬁés/jn@amamioﬁit Exdﬁﬁﬂlél I s,of M¥nmencially agrlable RREDEagst r ansponder s
avai |l abl e froom Tex l.nstrumen as, TX F ag . lypig

i ncl udes an ?@g}@ eRF tf‘%ftﬁ"i"&%}fe%g‘? ?W‘iﬂlﬂ?ﬁﬁ%ﬁa@{ﬂ% ‘gnl%g'{teﬁhiﬁt hat

recei ves RF @giodlers bv-MEbIS ASAURS: BitrnRAGKDARE EX S ARRFED @delypitdllyd manner

well known in the art. The backscattered RF energy provides a signal that
may be receidedesgn diegryeditcniy apeativglyiaenpected to an anienna that receives RF energy

from a source and backscatters RF energy in a manmer well known in the art. The

backscattered RF energy provides a signal that may be received by an interrogator within
RFID system 10 to obtain information about the RFID tag, and its associated article.

An article management system 14 provides a centralized database of the tag
information for each article in the facility. Article management system 14 may be
networked or otherwise coupled to one or more computers so that individuals, such as a
librarian, at various locations, can access data relative to those items. For example, a user
may request the location and status of a particular article, such as a book. Article
management system 14 may retrieve the article information from a database, and report to
the user the last location at which the article was located within one of the smart storage
areas. Optionally, the system can re-poll or otherwise re-acquire the current location of
the article to verify that the arficle is in the location indicated in the database.

FIG. 2 shows a more detailed block diagram of an example embodiment of the

RFID exit control system 5. As illustrated, exit control system 5 is configured for



RFI D system 10 to obtain information about the RFID tag, and its associ at ed
article. An article managenent system 14 provides a centralized dat abase of
the tag | morovehisamo for each article in the facility. ArpeguSotBiRgsTEN
system 14 may be networked or otherw se coupled to one or nore conputers so
that individuals, such as a |librarian, at various |locations, can access

data relative,to those jtens. .For ,.exanple, a r request.the_ | ocation
and status of TASPHFPE AR/ %{rre%?}w%cfa& %@Engﬁe%ogt%f@grg@eggﬁql %? e JUARAY
syst em 14 nay adceidingetsghd Bemajubd ds@ivedhasimnt i on from a dat abase, and report
to the user the last |ocation at which the,a%licle was .| ocated w thin one

of the smart st or afere RPabellycpticaprnl systent hinclides afswase4-SBa8Cor ot her wi se

re-acquire theofstiiveHefeREdibola® nan@écnnastg"’?p@ﬁ{dngd & frovidembiiyleitkoden articl e
is inthe location indicated in the database. FIG 2 shows a nore detail ed

bl ock di agr antes A exchifl- cEashipeiammadi C gfcludaean spopitedduperd@AtE dirougfist em 5.

As i |l ustratedy;£xl S 8,480 4 # Q5/ 048170
PCT/ US2004/ 032538 ﬁeiar“geﬁg‘rin%a?% f% e gfrr eciﬁ%’%gﬂ Hately o gor’r“]\qég%%qpbrt of RF

reader 20 t o/ AttbengmAIGi Dilevanystem ¥sas indedinglihngg antenndse A-8C land trees descri bed

herein. More sgpecificall Xi t nt r,0l.,syst e i ncl ude nt ennas 8A, 8B
hnd 8¢ (oot 1 BT Hont R BB IL R P SR R A PR BN v de
mul tipl e inteichgathOfumbee bEmtchA saind pARBle alta alimbéitof Rita@rdgAdada d0aed udes an

associ ated tuner 18A-C through ich the antennas are connected to RF
reader 20 andg‘iﬂeflﬁhﬁﬁfl%?’&/ﬂl?Beeg%ﬂﬁtﬁgﬁla%‘w- 14. Although FIG 2 shows system 10

as including threeganiRRBASsBM-RipeRRE Wit a frddfubidyQadlelo? heZ2fRESARA AN 408,
it shall be understood that exit control systemb5 can include any nunber of

arit ennas set srschuBviigieaaRSorHBeYithom dllawable fggtcnenvarienesof tdelidie ™ishiHon

t he needs of k. i EX ol t t SErML L frequency
range of the g?%c‘%srg%gdééltr‘%ﬁts ?1?( Sglﬁ’gg{taraE%Megﬁgk(%;ﬂé[?i@g%ﬁk‘n%f%‘? ,%g%r al | owabl e
f requency var frapeacief may be Wed Fr REWD apiicitions gt ¢he ingation smot sedimsitedi al |

Sl et 2, el b B Ak e Sl DS o BRIRLES, T
8 may be desi girmgthk oviteMat Gifer@aihcomdgnReli Thisingdyds adtanddgeh8d6i one F naten
strengths within the interrogation_carridors 4Q. This pay, be advant ageous
for one or nofsasons, ncluding improving the likelthood of detecting tags havingthe desired status,

e.g., tags that are checked-in in a library application. In one embodiment, the

electromagnetic fields created by the antennas 8 are used to power the RF tags in the

corridors 40. The amourt of energy induced in each RF tag is proportional to the strength

of the magnetic field passing through the tag loop. The antennas 8 therefore may produce

a field having a magnitude that exceeds a threshold magnitude for energizing an RF tag,

such as 115dBuA/m. In addition, the magnitude preferably meets or exceeds the threshold

magnitude throughout a substantial volume of the interrogation corridor. For example, the

field produced may have a magnitude that exceeds the threshold magnitude for 50%, 75%,

90%, 99%, or more of the volume of the interrogation corridor, thus increasing the

likelithood that unauthorized (i.€., tags that are still checked-in) RF tags in the corridor are

successfully detected.

The RF Reader 20 of exit control system 5 may also read/write data from/to the
RFID tags. RF reader 20 outputs RF power from one transmitter/receiver port 21 to

multiple antennas 8 via a splitter/combiner 42. In this way, one RF reader 20 with only

one transmitter/receiver port 21 can simultaneously use multiple antennas to interrogate



reasons, including inproving the Iikelihood of detecting tags having the
desired status, &e.g., tags that are checked-in in a library application. In
one enbodwEinbsnd® el ectromagnetic fields created by g aph@RRBRSs 8 are
used to power the RF tags in the corridors 40. The anount of energy induced
in each RF tag is proportional to the strength of the magnetic field

passi ng thrOﬁ?h the tag loop. The antennas 8 therefore may produc§ﬁ afield
havi ng a magRF tagse!nthe pmgdimen shoyvny i FEE 1o g S @%&Pﬂ%@mﬁﬁﬁméﬁ@W§ﬁ9 g an RF

tag, such agadel 20 BuAY At the byl i daGilys schille. TREI {oUdorh 646 Adikt4cheet S OF
exceeds the threshold nmagnitude throughout a substantial volune of the

i nterrogat i offTeRSF P @isFrostme agiRentpl caly hh eplitiey/eompipar 4 gedberhigneidve a
magni tude that exgeragehlsebbErRgl RN HeUdaDa)s i dodhn. 0% B99% or

nmore of the volume of the interrogation corridor,” thus increasing the
| i kel i hood t sritten/aombitten A2 amitransmitter/reteiyss poiidl. Fherestived signabislenalyded Py RF t ags

in the corrigdor are ccassfng!{; qile;te ted. The RF %a er %Tg of exi.t control
system5 nayglglsgsgel? Téoa% ST e h& %a? 81?%36%98'{ "em%ﬁﬁcﬁe RYLIFESPER )eirm 20
out puts RF pawetenbpgaitn@ogidbr4sm tter/receiver port 21 to nultiple antennas

8 via a splitter/conbiner 42. In this way, 0 RF reader 20 with only one
transmtter/ receil%cl%?m @P]tg Pflpot‘f"éﬁmsqaﬁlﬁ?r{t?ﬁﬁﬁ’&g%f Tﬁ%“[?r %Ieﬁ‘fbpﬁném% ennas to
interrogate f.MR:s3005NMY ST DnBCTHYSA0NAL 032238ly FBRIdABagibc bhigligyiaadi ment
shown in FIG 2, the splitter/conbiner 42 is external to RF reader 20 such
that the syst@fpniagtepractp|egt nopat abtiesreatlygmproves e defastonsemabiitupftherdnt  nunber
of interrogat] nas; ; i Mol : nged. RF
reader 20 reI(::de]ﬁ&gle aﬁr es pgrnészﬁe1 ?Iﬁ)sﬁe%g& JETOED{a a(ggia %ﬁ%@g%ﬁnﬁé@a&%ﬁ%&%‘

spl i tt er/ conlyheethe 4iteranslate matlgnge enaugh pededeeaoughdegetit fo dllow efbaeitved si gnal
is anal yzed lc)é{; iItlhe systemto determ ne whether a checked-in (e.g., not
checked out) alp%l%|e is present in an interrogation corridor 40. By

provi di ng RF powdBechize®dtiadenlEretuvesiatrbspbiise foaihe REOD taga thowwhtissame 8

recei ves RF power, and ngpe, of the antennas need_rel y. on el ect.romagnetic
Coupl 1 ng to BUHGHIRIAAL dH Ao G TOE R HE 31 G CUIA FROTBUES! t he

detection capg@hg bdck YhrBhgH thespibdcontb@iRf 4DintoShe REFeRletindRiiteeRlbivérgdR Where
el ectromagnetic coupling is inadequate, such as when the antennas are not

| ar ge enoughZbrindnip¥ay.dhbWerk tapgstahisreceiyed by aplempidAcqnd i weak signal for the

same tag 1s also received by antenna 8B, for example, the two weak signals from antennas

8A and 8B are combined at splitter/combiner 42. The combined signal is then input into
RF reader 20 through transmitter/receiver port 21. This greatly increases fhe likelihood
detecting even weak tag signals.

In an example embodiment, the exit control system 5 detects only whether at least
one checked-in tag is lpresent in the corridor. There are several situations in which
numerous tags could be present in the corridor. For example, one patron could be carrying
multiple articles through the comdor. Altematively, multiple patrons, each carrying at
least one article, could pass through the same or different corridors simultaneously.
Furthermore, because of the relatively short period of time it takes for a patron to pass
through the corridor, there typically is not enough time to receive and analyze individual
information for each and every tag that may be in the corridor. By combining the
individuval signals from each of the antennas in the system, the signal received by the RF
reader will indicate simply whether at least one checked-in tag is present in the corridor.

The present exit control system is thus designed such that even when numerous tags are



coupling. Because RF reader 20 receives a response fromthe RFID tags
through the sane splitter/conbiner 42, the return signal fromany RF tags
in the conwbhdgssageoconbi ned going back through the spl ptrastmonipsser 42
into the RF reader transmtter/receiver port 21. In this way, if a weak tag
signal is received by antenna 8A and a weak signal for the sane tag is aI so

recei ved by antenpa 8B etvvovve k, signals froma nnas

hnd 8B ar e’ colbiREA tacomiif SR oS SRR B iR fe ST AL &

i nput into REnfiledyerhe? QuinbibGi@Rs drk presdiit inl the édrﬁd:c&lau&mop@mﬁn&ﬂeofﬁimshagr eat ly
i ncreases the I|k l.i hood . detecting. even weak . .tag Si L.n exanple
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patron coul d e aalhes PFQPeflﬁﬂhF¢l?§ﬂé’uhr7fheéTle§§>d§ By Wi therstegmpaydls Imme
ALt ernat | vel vor. il d B 5085 . R0 UEALLY BeRhropl RASkaRBSURlIE! o, coul d

pass through the sanme or nt’ corridors sinul Furt hernore,
because of t hiercfrendtwethyrizzddr be pmomhfrm theifapalitly} are dksesbédan figtheadatoh to pass

through the c rr|d pi I rec |ve and

anal yze indi V? %Fﬁ Cﬂf@iﬁﬁ%hl];g A}eltg%%hgﬁdwe%nérlg&ts%% P]N in the
corridor. By mmahgpxﬂ@nwef chedkedilym fpado psdveitaher dﬂa@ﬂﬁbﬁﬁﬁhexﬁ&val hemant ennas in
the system the nal _received he RF . reader i ndi ate sinply

whet her at g%‘th éhﬂé%@&egewﬂd B’ﬁbﬁ"f’ ISP ANLEGRUIOR £ "Wi métB‘il M EFSSPCCTHE"IW esent
exi t control S¥ o RMAE Sydidi ol Sb RO S tBedk BE otBM &AM Rl bR pYIS tags are 8
WO 2005/ 048170 P 7U82004/ 032538 present in the corridor, if at |east one

of them has clh&sRaER Hithoubdaparting fiomsthe scans of the Prasear Wentignyy | arI y, when
nunerous tags are E@x‘bﬁeaﬁt?f%@nﬁag?c erfbrdegéh %gogal?fgﬁ chifaBr KEaf 40Bhem has

checked-in status, system al arm rarian or other designated
enpl oyee can resmem/ed}hexghaimmclmmof ebaﬁmntimthd'etepmtlmecm:lmh bitercdnpeds tﬁf’cl es

t wh I t bee h t.
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(i.e., one t hako hrasclinddd WiRENnHEMPRE bach@hﬁfbhedfmtocammm detect ipdtoh o e not

authorized to be renoved fromthe facility) are described in further detail
bel ow with reS{d¥¥ to FIGS. 7-14. Although the systemis described with

respect to In one embodiment, each antenna 8 nominally receives the same amount of RF

power from RF reader 20, but, as will be described in more detail below, is driven ninety
degrees out of phase with its neighboring antennas. The phase shift, by creating a rotating
field between antennas, enhances the ability of the system to detect tags regardless of the
orientation of the tag, In this manner, the exit control system 5 transrnits and receives
from one RF reader transmitter/receiver port 21 to multiple antennas Sviaa
splitter/combiner 42. Antennas & receive nominally the same amount of power from the
RT reader, but are driven 90° out of phase with each other.

In one embodiment in which a response is received for a checked-in tag, the RF
reader 20 communicates with the controller 14, which may enable alarms 12. In FIG. 2,
alarms 12 include visual alarms 12A and 12C and audible alarm 12B, although any
combination of visual, audible, or other method of communicating checked-in RF tag
presence may be used,

FIG. 3 1s a graph that shows the resulting phase shift of the RF drive signals 43A-C
for each anterma 8A-8C {FIG. 2), respectively. As shown in FIG. 3, the RF drive signal



detecting presence of checked-in tags to prevent their unauthorized renoval
froma facility, it shall be understood that the present invention is not
limted iwotkemo4sseepect. For exanple, the system coul draframs2de/oszsses t o
check for other kinds of status or type information w thout departing from
the scope of the present invention. Photocells 24A and 24B, one for each
interrogatio [ of a
patron in thdeng(r:tgfr %ﬂg%@% #85?(%§gtr0?gg%sg i eﬁ:gﬂnﬁée% Safi%gfor aﬁ%ﬁﬁand GC
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recei ves t heosdngficlibetveerthe RftennpQVEtusf egnalEds of €rdekntafon éfithe RR gk itl be
described in nore detajl, below is driven_ninety dcﬁrees out of phase with
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regardl ess of the orientation of the tag. In this manner, the exit control
system 5 tr aanéamhass Iaprp ambegdimeat; thefantprmasiaee @mmd@mgttﬁaammm lerreﬁﬂ@t:eu ver
port 21 to 1 e A&l &

receive nomrar‘%g\gljl y fhe sag{ePl ann‘%lﬁ%hgl Oﬁgeﬁtgén?%éﬁa%ﬁgwﬁﬁd?éra % ut are
driven 90 omhlfoqunlamqalwd:fctmeglegalmtohﬁG 2, lme0iPes, éﬁﬁ(add mwmch cmtmecﬁha

response is celv d - rea nj,cat es
W th the coreranr i ahaRe BTRlc ot R e rple e couS R Rl 75
i ncl ude vi sugl viataate ﬁ&s&%oﬁﬂ‘iﬂes]ag@pﬁﬂﬁnﬁélﬁl(ﬂv@eﬂihaﬁdﬁﬂeﬂsﬁg an&hﬁeh@ug&ht any

conbi nati on of visual,. audible, or other nmethod of communi cating checked-in
RF tag pres¥Rseassihiatliéed. FIG 3 is a graph that shows the resulting

phase shift of thgadefifer %bd&n&it%p%nﬁﬁcﬁi &cufu@rcoﬁﬁodep%w&m@eﬁﬁ\aﬁ&ﬂfl G 2),
respectively. As shown in drivé signal 9 WO 2005/ 048170

PCTI US2004/ 0%¥2638 adjus Blembﬂseeﬁhﬁ*@nme@w F%DS!J’@FS@GtImG? 3w suchhatihe reaulilpe dri ve
signal 43A f gnal 43C for antenna 8Cis 180
Wetasﬁffﬁ'?i%(ﬁp\até)igﬁase %:S@he p

out of phas ant enna ase shift allows the systemto
detect RF tags i Mhakkit omirehdysttinGribudpyrocdesatvony advantagesit OmegRE jeadat Witht ween t he

ant ennas. - Thlg, o1.<021 ch 298, Ofert 1% 19015 34 V@t DB Fmt e Bkl By

providing RF power to each antenna at a controlled amplitude and phase, magnetic

coupling is not relied upon to deliver power to the antennas and to control the relative
phase of each antenna. Also, because the interrogating fields are driven to produce a
rotating interrogatioﬁ field, coverage is increased in the interrogation corridor. In addition,
the system is scalable - namely, the number of interrogating antennas to be uiilized in any
particular system can be accommodated by changing only the RF splitter. Weak signals
from multiple antennas are combined to form an adequate signal, thus also increasing the
likelihood of detecting signals. Moreover, EM emissions are reduced by driving the
antenmas at a 90° phase shift, as the far fields for any antennas driven 180° apart will
cancel.

FIG. 4 is a block diagram that illustrates controller 14 in further detail. As
illustrated, in the embodiment depicted in Figure 2, controller 14 receives an input signal
45 from interconnect 16A that indicates a patron has been detected in corridors 40. In
addition, controller 14 receives an input signal 47 from RF reader 20 that indicates that the

RF reader has detected at least one signal within corridors 40In an embodiment, as

10



travels through the interrogation corridor, the likelihood of detection is

i ncreased. Various nethods can be used to achieve the 90 phase shift between
- nei ghbori myo mot/@smas. hi one enbodi nent, the antennas arreTam@EBEAS USi Ng
transmission lines that differ by''/a wavel ength between nei ghboring
antennas to achi eve the desired 90 phase shift. For exanple, referring
again to FIG o : i . -1 he A, SB
and SC to spl ?%%réérefi gﬁﬁb@ﬁgeta§§§[g %??%germpﬁ%ghn@%p gﬁ%w&ggﬁ B@%‘%&P%%S hs of
"/, wave tranéhi Weeninpht sigpsls 48 amppt wpicatatiet bah dpatwe and @vhsaked-gsi8g veeant enna

90 out of phase .as sho L. FlG.. 3. I n_another enbodi nent, conpensation
circuitry couﬁe(?gf)igt%%tfaéc}\?:g%fao eléﬁlgg%%sg ?I%W?‘ia 8A-C to adjust the phase shift
i nduced by transni K6 6tk d fiovehard 20\imhstitibstiating edchmplaiespariton®f cqimier 1ghi ft s

are 90 out of se as sho in FIG 3. The exit control system 5 thus
provi des seveégﬁﬁ’é‘ﬂw earyler I4psr Pﬁ‘sraecé’HB?“Wfoﬁp moRftoringfha ?%](‘ﬁg]?ﬁat/recei ve

port can be ugReEkddtn g kle2B8RdS oY fodaiphirdifro Biet iR kEriabt NAfiateBYn alkm@Vvi di ng
RF power to each antenna at a controlled anplitude and phase, magnetic

coupling is nenly #E bethapefrenagd deheoked-ngtfinas aregletented anareintsaogation cewidennt r ol
the relative rphas u%fler%%ﬁmﬁﬁ&lﬁfmémwﬂ i ts@glguﬁlﬁ%(fgﬁo'da{eﬁﬁﬁ@mﬂm&% fields

are driven to produce a rotating I nterroga coverage 1s increased
i n the interrdgakddein R¥ong {SAbor.a datrom (i} tsipoesent 10 ey cficstralors 40 Asaali0Bb lfeither
nanely, the nunb

b ; A ey
particul ar sySt%et rﬂ&%ﬁC%’ghg?é%:%%‘%&i:fgg%%ﬂ%?%%ntﬁ?rﬁg?gﬁ'lt"{lgglt’ ﬁegpﬁﬁb‘r}%ﬁni%ﬁ' er. \Weak

signal s fronpurpbseioptte it Gnossuar et bed atpatrbomih Aoheadequ RF tagsh gral
thus al so increasing the |ikelihgod of detectjng signals. Mreover, EM

emi ssi ons ar ecw%@gassm}ww thgs3r8e tRe fo%ﬁ’f?’é‘ﬁﬁa%’ﬂ%’g 02 Sg%f’“ﬁﬁé’é ECTRGPNGT ML ¢ he
far fields fogsany fhaas. driven 180 apart will cancel. FIG 4 is a block
diagramthat illustrates controller 14 in further detail. As_ illustrated,
in the enbodi ment @apiolerddd next defeguimes whethes theradhar sptenia, napiely ajther apattphput

ignal 45 fromi D8tesd i { ted
si gna "8 bzlﬂin @Hegi%g\ﬂf?ﬁ% }i8 ?%ﬁngfff%gﬁ ESutRNAA AL FheHEERe ﬂ&}sﬁ cLe

in corridors ition,” cont receives an iInput signa
from RF r eadehas2inedrmt (64 od bg atspectivily). I ke theRBotherapitron hiaba detledtia®RFdag | east
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of the loop. In the event that both a patron and a checked-in tag are present in the corridor
within the allotted time frame, controller 14 activates the alarm (68).

Various techniques by which the exit control system determines whether an
unauthorized tag is present in the corridor will now be described. In one embodiment, the
techniques described herein allow RF reader 20 to quickly determine whether any articles
that are not properly checked-out (in other words, articles that have checked-in status and

| are therefore not authorized to be removed from the facility) are in the interrogation
corridor. The techniques allow RF reader 20 to rapidly and accurately determine the
presence of articles with checked-in status in the corridor, and will minimizes the adverse
impact of tag collisions that may otherwise degrade the system performance.

As described above, quickly determining the presence of a tag with checked-in
status can be important because of the relatively short period of time in which each patron
1s in the interrogation corridor, and the fact that multiple patrons can be in the
interrogation corridor at the same time. The present techniques described below enable

this in several ways. First, RF reader 20 does not necessarily require receipt of a full tag
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described in further detail below, controller 14 continually nonitors input
signals 45 and 47. Wen input signals 45 and 47 indicate that both a patron
and a chex®ewsiomstrag have been detected, controller 14pChiUStmms/exssn al arm
FIG 5is a flowhart 50 further illustrating exenplary operation of
controller 14. As illustrated, controller 14 perforns a continuous | oop
nonitoring t . - | I f a patron
to enter thegggzgrdruﬁl %(%)151:0]; gaka |gn1§'lta|{ae %1:% lggog{rl} Otg?egﬁdm&ton%?q%%%ﬂgéﬁtﬂg{gg'pg Ton and a
checked- i n Rixamply, mrseme embodiments,rallaf the theskedgath gsan tleaorriddo may rebpong, at
controller 14 continual ly nonitors input signals 45. and .47, to0 term ne

whet her a c%%%%eamp%aﬂﬂﬁﬁeéa'o?d%ﬂw 'i??hngquﬁ%ﬁ?lg R AL I R eta%ﬁkl of
corridors 40he esrridiBespbid Bid apdrate €ifve st so theackC@f did bedNdividgallvalentiiedt r ol | er
14 starts a tiyrer. (56 or 58, respectively). The _puyrpose of the tiner is to
ensure preseRd&tdp g%"t W%Odﬁa?qt%#‘e%n%“??ﬂé%ﬁ‘@&-l?%ag&@qkyé% iy ﬁtaﬁ]étag&‘g&rei dor at

essential |y doR@ics a@tdriniR thd QhinLHARPhLE. Mk SnbbdanSREQREHed PEI0SOINE Ot her

time as may be ap_progi ate. Controller 14 next determ nes whether the other
criteria, nafaRFYHSEPRA

compete.rséigle copoyunisation fmeeR agtietirg: tag (62) is
present. If not, §1ﬂﬂ¥ﬂ . | ! ut (64
or 66, respectively .Mef?é g%d ﬂ‘?ﬁgﬁ’?&ggt aﬁ%)gfgp%%gglr?y%ﬂtggﬁ%%ﬁﬁ tag
wer e not pr ementges ethbaddedeitlah oot oraubrt framed ofanpedefinell Hondtr dht frmdtdfret ur ns

to the beginnin the |loop..In e event, t th a ton .and a
checked-in teé‘ﬁmg {’eﬁﬁpéﬁgﬂw‘g?ﬁ“ frgpme L@r‘? fetﬁgfn m Hl?tﬁ gﬁ‘? Ergmgﬁﬁémcglgestq Wt rane,
cont ro: ler 1df tagdel (SOFPR02L b]axﬁadaﬁd no4( @E&)icalkéﬂniﬁm_&r&geh(@m_ chayd whi ¢fifilé hﬁ exit
control system determ nes whether an, unauthorized . tag.i resent. in the
corridor wil qﬁ%gdb%es%é@r%@a?s o e SRR A STRHELY, FEHP Rt escr i bed

herei n al | owhRfhe SAECHFaOhdsBesitmihitte8 CARY M1 8xdiRlNSEmBéMePinlthe| €S  that
are not properly checked-out (in other words, articles that have checked-in

status and ®ewagenof epdioe ohthe famen 89 iddeRE d0Meetlecinthy datafin hamepnss M4 | i ty)
areintheinterr@g@' ’ [ : . Lyaue 20 to
rapi dly and accur at e?d;)/éjl gfe’id??ﬁc%éeégtﬁﬁéﬂi%}tgggﬁgg&% {Tg?%l%ng%{yg?&v(\;@%gag{%gsked-i n
status in t hef thodatd dtepyshedthravigh la pradaterminesalgdrishmd Gocsthe fiamp ddtanghitted,g
collisions that ma t her wi egrade the st erfor ce, As descri bed
Chove. out i teaBBt AT ERE OB SRR i RS B ARTRER S e Ao EE o1 Lo e
be i nport ant 1(aeeapseend thipgnittal af thy ERY Bhaited pof thelreodivdd die dods wdti ch each

atron is in the interrogat. corridor, and the fact that multiple patrons
2 an be in twgatch t%e CRC CO!l‘ta%led \%&in t%e frame gtself, an error occurred. P P

One aspect of the presently described techniques is directed to ensuring that only
tags that are not checked-out (i.e., still checked-in) respond when passing through the
interrogation corridor. This can be accomplished by making use of a feature called the
Application Family Identifier (AFI} byte. This feature is described in the ISO 15693
standard for RFID systems. The AFI byte is a piece of memory in the RFID tag that
contains one 8-bit value. The AFI is normally used to identify the type of article to which
the tag is attached, such as book, CD, videotape, etc. The value stored in the AFI location
can be changed through a defined series of commands described in the ISO 15693
standard. When the RF reader issues an AFI command it sends an AFI value. As defined
in the ISO 15693 standard, when the AFI value transmitted in a command is 0x00
(hexadecimal) then all tags in the interrogation field respond. When the RF reader
transmits any value other than 0x00, then only tags with a matching AF] value in memory

respond to the command.
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interrogation corridor at the sane tinme. The present techni ques descri bed
‘bel ow enable this in several ways. First, RF reader 20 does not necessarily
requi re raveias/oefi7a full tag 11 WD 2005/ 048170 PCT/ US20841/0325883253%r i al
nunber for each tag in the corridor in order to determne the status of the
tag. For exanple, in sonme enbodinents, all of the checked-in tags in the

corridor nmay requiﬂg_t&mg‘l&l%?e%gigﬁd fedrlR pselthe RENGfe Mséagtr?ate HignheGRBi.aues do

not necessarily require tag in_ the corri respond in a separate
time slot so arhde feraehmplggwheier the artadd has el dhgckedent | TheaFI fieldts flwotforei n sone
enbodi nent s, i r 0 Lndi @ Ldent i fy_each g in the
corridor to es'? (gésﬁaﬁ drl%gcgt}ﬁé Si?eg¥%d201§¥ﬁfﬁﬁ‘gﬁg 'ag}sh.gﬂ?ir)lgkég%re%g%raoéc/}fasn%%%{hgescri bed
bel ow, the tshalfigwirdSibgte i0dect & cdusighaed’ cheikadind vabrmiViienatlibeaiaf chetks 18 not

required. RF reader 20 and.the RF tags O ni cat si.ng. a, kno protocol in
whi ch each n%%E‘%f%é’riaga%%@ﬂgﬁc?“wttaﬁgﬁCWﬁ% Onntﬁ? g‘F h’%mfg@ Cg?ngﬁg\%’raedefi ned
format. The fdiffemit, ‘@hedRd-ofkaaRkte RFID transm ssion franme 100 i s shown in

FIG 6. The frame 100 includes a start _of franme (SOF) 102, a nessage 104,
cyclical redundandye &Faeader cresfonbes contpinngthe phackqdsin valnem theig dhFI gromony 2

| ndi cates t helobigh oG iPbakS GEATRY 0k I Btk Yot (EQcdB. ik GAbRE 1rkbat the
entire franme has been transmtted. Any non-fixed data is enbedded in the
message 104 pOF roadm reskiveherehpanserdd thedpgs IEREhel 8N e$ hagrepetly eheghitdacitn t he
message 104. S LAkegrl -l

cal cul ate CRCﬁE%]é,%chdP%e a[tr#?tg% t%z:? v{agg%ﬁgﬁg&gé%hgﬁ{sh’é%dg &tr%ggﬁggh%rk g%lg't erm ned
al gorithm Onatetinthefrradidyieand wanldmot degebnd. t he recei ver decodes CRC 106

using the received data to _determ ne whether the S e 104 s .properly
transmitted. If t %%Ptjé)ﬁg?‘ﬁg}&d’f?s%tﬁ? ug ‘%’*?I\ggﬁe ‘ggﬂ%?’t‘aﬁseas"h\ﬁ{\gied' mat ch t he
CRC cont ai nedinhdcRédottRextfshaByillns &tk deRfib&l I0patRBGHEBEN itthgo aspect of the
presently described techniques is directed to_ensuring that qQnly tags that

are not checkddugic bpek @rop. "$hg haok draparady therssrial aupberdndseh thsaLdibHs @ hr ough

the interrogahl@-£OF frheMm isBiusne8 3Uhb ShelGre MRk ARBL RolBcideg tdRe0f a
feature called the Application Famly Identifier (AFlI) byte. This feature

is described With thh#enS@ha 5§D Batrostivasiierreatly spvermibostbedong-ouriee tapk- Bt e is a
o e, o1 Tk Db A bl b ML el b T L 1
such as book, “chdkedrint @alap®/hep tie.systhe saca fivehstked-adtag im thh eorfifbr, thocpdtdnon
will alarm.
If instead the patron properly checks-out the item, the AF] byte is set to “checked-
out”. When the patron passes through the cormdor, the tag will not respond to the
system’s command because the system asks only checked-in tags to respond. The patron
can thus walk through the corridor and remove the article without alarm.
A second technique described herein is directed at verifying that the received tag
communication 18 actually a tag-produced response and not noise-produced. Namely, in
one emtbodiment, the system asks all tags in the interrogation field to respond at the same
time. Under normal circumstances this would only be done in a situation where one tag
was present in the field at a time. When two or more tags respond in the same timeslot it
creates a situation.called a “collision”. Normally when a collision occurs, no message 104
of the responding tags can be heard properly. In many systems, a process called anti-

collision is implemented and tags are commanded o respond in different timeslots until all
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can be changed through a defined series of conmmands described in the I SO
15693 standard. When the RF reader issues an AFT command it sends an API

val ue. Aswdebisnagh7oi n t he |1 SO 15693 st andard, when t he APr/usadow@3ssegnsm tted
in a conmmand is 0x00 (hexadecinmal) then all tags in the interrogation field
respond. Wen the RF reader transrn'ts any val ue other than 000, then only
tags with a matchjn val ue menor res ond to the conmand., 12 WO
20051048170 @@ﬂfbézgﬂﬁﬁoélﬁ?fﬁ‘éﬂ hifoTioees 1Eﬁ!:‘§§ BRULSS RS IME A el e t he AFI

byte to indi gak6) dpPSeatibi] msméhttagsepa@mma&beﬂumﬁmmoe, whether the article
has been checked-out. The AFT field is therefore used as a
checked- |n/checkéﬂﬁi‘é?étthsfeﬁlélﬂgu%ﬁ%ﬂb%ﬁ“b%l@g tags tpfaseanddpn thesppe tilfe on t he

shel f the ARl AL F%m% e&ulgleﬂsamﬁ%w Pk &4 that BRC kRflediad oxﬂkﬂ&keng@s
|'i brari an checks ou or a patron checks out at a self check

station the mﬁsenmarthrecorrgioch“élmgemqu»maﬁ naikes use ehthe facg thetthe O us one\mcee The
RP reader sc menory
ocat; on Triarigifioh 2 B3 Wl R EOGES ) S MER, TREROL R L e
to respond. it ﬁtslﬂ&ansﬁiﬁssfoﬁaeiﬁlbylt@smsyﬁﬁlu% toes«pmmami fR@gmdﬂdseoflacgssmmh}en t he
item was not hecked- 0 isis se a m t hat. was
properly che'i","%e[& %%ﬁ%?ﬁmﬂﬂdtﬁ%@u@ﬂée@% er‘?am?/géﬁ ﬁ‘ﬁs?lﬂfeWwAFl byt e
and woul d nogy ae&:mg%s@r eaREE vAldaRe Wat 8eddf @Mtk &EMAE GURnANy ST Ng t he
AFl byte as a checked- in/checked-out status byte will now be descrl bed. A
patron returﬁsﬂﬁfﬁ'fqgﬁ@ﬁﬁe%ﬂ an automatic book drop. The book drop reads the
serial nunber dﬂﬁe*ﬁ ShoWd&n 8 Afalmpd?é'&iecwkgaeg %Jaﬁ%ﬁﬂ faB's st Jh?ohﬁ@ﬂ%écﬁn&ﬁ& ur ned

to the shelf and then anot atron es to e itent The
new patron i sigl e dath y@%ﬂ@@niﬂthmmdh@ﬂamn@@ubmthh‘ee difetent dathim  pat ron

vl ks, thr 0ugl LIELIESAT GRLHAR ERIL] 8konihhlc Lind RKLGNL By 205 havi ng

the "checke gm se ag in the
corridor, t hﬁ)nﬂzymﬁéjmﬂla/ﬂphﬁer&bﬁlbﬁmr g(flng sk @aelRF Imdaathedntapm ﬂmemds;ageﬁeldks out

t he |tem t he AFI e et, t "check o] en the_patron es

through the 67 d’éfr ke %{gswer:“ﬂ&twﬁ@gboﬁﬁe% Seveg, Ades prioloR

because the %%gmeaﬁlﬁgwgﬁhyté‘ggeﬁkﬁﬁwlﬁaﬁ ags to respond. The patron
FIG. 8 is a flowchart 130 of the present technique for verifying presence of an

unchecked tag in an interrogation corridor using the AFI byte as a status byte and the SOF
as verification that an unchecked tag is in the field. First, the RF reader sends the AFI
command with the AFI value set to checked-in (134). Each tag with a matching checked-
in AFI byte responds, and the possible checked-in tag response is received (136). Next, to
verify that the response is an actual tag response and was not created by noise, the system
checks for the SOF (138). If a valid SOF was received, at least one checked-in tag is
present in the interrogation corridor (140) and the alarm is activated (142). The alarm is
activated for a predetermined duration. On the other hand, if a valid SOF is not received,
the systern assumes that noise caused the response, and that therefore there is nota
checked-in tag in the corridor (146). The loop then restarts by sending an A¥I command
(134).

In other embodiments techniques to ensure the validity of the SOF are used. In
particular, a received signal strength indicator is used to separate actual tag-produced

responses from noise-produced responses. FIG. 9 shows an example of tag signal frame in
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can thus wal k through the corridor and renove the article without alarm A
second techni que described herein is directed at verifying that the received
tag comMmuwiocAabi/em110s actual |y a tag-produced response amdTAIR2004/032538

noi se- produced. Nanely, in one enbodinent, the systemasks all tags in the
interrogation field to respond at the sane tine. Under normal circunstances
this would o e he
leid at a t1 nePRRER Ot e e A S E Rty G poll bl EOC ISt
creates a Si tﬂmrume&saltcﬂenﬂ anahyzed ¢S|®smb%db¢lbwmcave1rgfy awdid %OE:OI | i si on occurs,
no message 104 ofp e, LeSRANALD B RO%:E s RERAEA! S18r ARELIN: BN,
systens, a process ca anti- colTrsi n% efne ags areé
commanded to ﬂheistheDAG‘I byte i&m&écbzsar&xedha@mﬂﬁmbl&dwm Sthtuab)l’te éﬁi tW]S@B@sBﬁs@d&l?O

PCT/ US2004/ 03 s re |de ver rocess t |ca |y
consumes t oo @éﬁtﬂa °§9<F’lgna %‘rﬂdﬁm"ng‘ﬁ%ﬁ?‘@%{{aﬁ? lng Filq Ui AHC 5§Igﬁaalss
qui ckly throuafbngtheeo@ﬁiqﬁé @oAliddtast sau, mraethEQMemﬁm&i o5 kiiekk AETSk ask
all tags to respond in_the sanme tjne  slot know ng t. hat coII|S|ons Wil |

?

occur if mores Hahedlivd HEAk cKel-BroitciroE Ride popyiderdgmpasured (BB REIOTA t he
corri dor. Thi avabagJFen ARRKERHAET 81t bh%, Aekedk NS HIFr3 tletoRRfn] CE

of information that can stil be validly received even when collisions
occur. The SOheigspoitshés rgeive aml Hasienasirengiisiemeapyed A6%). ribs pystah nEKtt 0 a

R e o s

syst em val i datvéhs tiehaise dborl (eas)t Thizes bﬂamk ehhdugh teagipi of aa(SOFak hiy inditatidohtizat

Silgnal 110 antioB SRR afpel BRGR = 25 B gpih o peimgrodies S B ¢ 7
the same SOF, seﬁuéncélalf%dihff@zeﬁtﬁmbetda&ﬂhé fasspdnbees@m mgthfah@hﬁslmsSﬂe@ﬁs bot h
tags are responding at the same tine nbi ned

spl i tter/ combidsavate e Agcasatpt ‘ih?lﬁlgﬂall?ﬁ ﬂrug‘ﬁﬂ%?(”@h@eaﬁf%n Yﬂld{a‘}%ﬂ’l@r'é%%h&@]@dfl el d
recei ved b 0,3 praAHSY b a6 1@(36F OhlishiaP ol ABmCH7ghayRYer . does

not collide irrespective of how many tags are in the fie is a

fl owchart 1300th¢r hahd ipthe differentislohnrotgdequite (1 M rthd syFian apsu@seeﬂ@én@ﬁe cawted
unchecked tag@%éges sk Qﬁ@&gt‘}ﬂ@r[afo%%@gﬁsr ddRLads gl ‘iﬂc}ﬁ ”tﬂd&%ﬁ&)ﬁ‘ o%éat us

byte and the as veririca an. Unchecr ag I'S
First, the RFAstegadetartdnds the AFT
FIGS. 11A and 11B show two embodiments of the method for comparing the

possible received tag response with the noise floor (172 in FIG. 10). In FIG. 11A, method

172A first looks for a difference between the measured noise floor and the measured
stgnal strength, the signal strength measurement occurring during the time of the signal
response period, that is adequate to indicate that the received signal is authentic (202). If
the signal strength differential is adequate to indicate that the signal is authentic (204), the
RF reader indicates that an unchecked-out (i.e., checked-in) tag is present in the corridor
(208). If the signal strength differential is not adequate to indicate that the recetved signal
is authentic, the RF reader assumes that noise produced the response and that therefore no
checked-in tags are present in the corridor (206).

In FIG.11B, the method not only looks at the noise floor before the SOF, but also
after the end of the expected tag response. Checking the noise floor after the EOF is
received is one more verification that the response was really a tag-produced response and

not a noise-produced response. The method 1728 first looks for a differential between the
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command with the AFT val ue set to checked-in (134). Each tag with a matching
checked- in AFl byte responds, and the possible checked-in tag response is
recei ved wb36)s/04blgmt , to verify that the response i s aprcaaisemk/osBgs r esponse
and was not created by noise, the system checks for the SOF (138). If a
valid SOF was received, at |east one checked-in tag is present in the
interrogation.cavridor 40. i Vv d 4 larmis
activated for & poroéalg?sélfe]d rrll)gﬁfa%r {?f%rﬂd.tﬁ%}%]g?%é&rgﬂa @E@ h( 656£5§1I1?d SOF is
not recei vednot aﬂématsy@mémtaﬂmuﬂfemghhastauﬂmnse(zaays‘t&ackytthﬁ amasqammsmse-and t hat
therefore ther not a hec t he corridor . oop
then restart¥® g@f’eéé B?Iﬁ& I%F%g%ﬁ?rﬁlheﬁ ed("féaﬁs 2 Fﬁe%f‘tﬁ%lih d)c?f F%Efsﬂf

t echni ques t the diffeen@ialt ih edeqadte, cmzy tﬂésyt;ﬂaﬁa Iﬁﬂ:loaltsEfoﬂsaﬁ‘erehﬁal bptaetn thal ar, a
received signal strength indicat i S e actual tag-produced
responses fr 3B SLEbFR g&l?d’@bfe %IdB??%TE % @%ES)H]E) e"a‘ﬁ“@‘iﬁ‘ﬁﬁ?s@g‘%@ tag

si gnal framephg) Jmthvgta@&@la{amiszqdeqm UBR90 G328 Upnal Wt BRRRRALS 16 51O S

The tag signal 114 is shown on top of a noise floor 120. This noise floor
i s neasur ed BmnhRdhscosddas23ddscri bed beI owto verify a valid SOF. FIG 10

s aflowchart 170,000 delisfed BHNORIERATh Guay bl VBRI lind BLG. 8 i1

that the AFl byte 1s us as a c ecke st at us nd the
SOF is used bayingwdll thelapercsponddn the smhecitoe Jotgthalbmotumt oddnhlequmed tohbtetmm har t

Rt the abfetnd ol BeGed Blag B hen it ik SStiqehGT B ey GRS, 8 OFT

Then, the nomsemﬁﬂnaean tithe is hlue®l fidntl ebundS6BAS lalfcﬁﬂd Q&M)In padiasn, twhen amy tag

response. th AFI e set tg chec r.es t he
command, th e,cﬂfgb\éﬁ]guéagsgequ ghiepamp fmep e EE%WQP‘I V\%‘i‘eéﬁﬁﬁ‘%g f dlfﬁgdgﬁarged
(168). The SySHRMOENEEanss RRGlehalk of cbﬁiﬁm mﬁ #4k intb theRISEkeit e, ABocGh®d, the
response signal strength is co e noise floor 1722 This is

because alt h@ﬁ@ﬁt%eﬂb’ﬂﬂ(’kéfmgw%theé”h&k W&Hﬁféﬁﬁs&ﬁ negibgot behsagdyioj s i n t he
field, sincey %ﬁﬁ %Q{:l%étﬁer anl!ldf c}}}!:ﬁea-ﬁoms B &%u%n%é%b%%t@%%ﬂ&? an SOF

sequence. |f 't erenti a et ween the response si strength and the
noi se floor pgtiomelheimterogdionriidrat bosetiznver half vy Hadugh sheetraniveiseive. 0174) , the

ol (176)  Dniess Yool ROy ) S8 % BLSRT B P Il SRAE, °"

differenti al parSofnmtsemil amuhﬁreh(fhitglﬂm chdokedsinstigemed salymaasnibhas SO ferdhecr eat ed

system to detect its presence. Furthermore, the system is not compromised when multiple
tags respond at the same time. In fact, the system is designed so that this is the case.
Multiple tag responses occurring at the same time actually increase the likelihood that a
checked-in tag will be detected.

The signal strength indicator can be implemented using a variety of embodiments.
In one embodiment, the signal strength indicator is generated by a circuit, and provides an
indication of the strength of the received signal. This information is amplified and sent to
the controller (reference numeral 14 in FIG. 2). The controller 14 uses an analog-to-
digital converter to analyze the signal as described above with respect to FIGS. 11A and
11B.

FIG. 12 shows another embodiment of a method by which the RF reader may
determine whether a checked-in tag is present in the interrogation corridor. This process
(250) 1s used with the “Tag-it” type tags available from Texas Instruments as mentioned

above. There is a command in the Tag-it protocol where all tags in the interrogation field
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t he response and that therefore there is no checked-in tag in the corridor
(182). The loop is then restarted. FIGS. 11 A and 11 B show two enbodi nents
of the net NRI2G804dhpari ng the possible received tag respousmevazisst he

noi se floor (172 in FIG 10). In FIG 11A, method 172A first |ooks for a

di fference between the neasured noise floor and the neasured signal
strength, the ngt.h _peasu rin t he
si gnal respongeogg?rltlhg%e&tt St?redlsn%l eﬁﬁ%[q%m %w%&%ghlf%%&dta?gwrsé{é%n@éd

si gnal i s aut Henresent(i2@jque béts ofiditdocki of dath irsthe &gyt thedchdckroandtatad blosk.’adequat e

Lhat "an- uncheURCETBER(T g e EIRERMEn el ooy P satee kR Pl

(208). If thetagigghdle fild.ength differential is not adequate to indicate that
the received signal is authentic, er as unes that noi se produced
the response and tHfa*¥HR:&FHFE ﬂi‘ﬁfhe‘g‘h‘e’éﬁté ﬁ?dﬂi'gas pied opblaoks §ehiof he
corridor (206). | mgehéso11ll B, the nethod not only | ooks at the noise floor
before the SOF, but also after the end of the expected tag response.

Checki ng t he #néithedats warchegledrin bopkiEbtoi s received is one more verification
that the response gyagogogd! |y a tag-produced response and not a

noi se- produced response. The nethod 172B first | ooks for a differential

bet ween the 15 mmgﬁlrﬁd&&ﬁﬁfmummﬁ;&ﬁ@m&e ‘m@adszeaddr@sasdbma@ured prior

to the SOF and the .si 1 f.t fee i s ..not
adequate to i RAERAG FRGE B EF IR (ER0 ua i B Mk 5o Be syl Wi s s umes
a noi se- prodyeed tige sppnsethaRd r&d@ﬂ&ﬂl&:edeh&&hdﬂl)ﬂ:ih&iék&ﬂ;eﬂ Abdvag Thasrclpows ent
in the corridor

h | th
ot Tooks. f ot Gpe G efibiaa MGEISEHON FEPSPoa oot B CRRET HHE nor so.

fl oor neasur egheaitda®fut hivechENed ol ta%é"ﬁe Sreh@et Bk fradnt’ rﬁ@t@&ﬂﬂﬁcks(fg%lhmdn& ohhis
differential is also adequate the systemsignals that a checked-in

tag i s presete lastbit ofdhegepk- ﬁ@frsm(t‘@@i‘)f?k anhibe (Béhnidgiganing sdethprrd astene| GS. 10
and 11 may haé’l{%cl&‘a‘éﬁréa%ésﬁr@ Ffﬂﬂ@ﬁaten@é atiofl d”g?oﬁéﬂm&)lfbeﬂfe%l V\Fzﬁ%{%ﬂl@d in the

sane tinme slot, the a tinme reduired to de m ne er a
checked-i n t aghoivs therpessintiti¢sribat maryiontuerwiegalicieari ihdiedtes noscodlistpmi Was detaetéd,
reduced. The mninmum scan tine is reduced from around 60ns to around 20ns.

In addition, when all the checked-in tags respond at the sane tine, the
| 'i kel i hood of Atleh®kéd-ag baoksheck gdsOm- tlag No alarm
Checked-out status — clear
CRC —clear :
All checked-n books SOF — clear Alarm
Checked-out status — clear
CRC —clear
Both checked-out and SOF — clear Alarm
Checked-in books Checked-out status —
! collision on last bit
‘ CRC — collisions

In reference to FIG. 12, the RF reader sends the “read unaddressed block”
command (252). The possible tag response is received (254). The system checks for SOF
using the techniques described above with respect to FIG. 8, 10 and/or 11. If the SOF is
not detected (256), the reader continues checking (252). If an SOF was detected, the
system checks for a collision on the last bit of the checked-out status byte (258). Ifa
collision is detected {260) the reader next checks the CRC (262). If a collision is detected
in the CRC the system signals that at least one checked-in tag is in the corridor (264) and
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I's increased because the signals are conbi ned going back into the RF
receiver. Also, since the systemonly |ooks for the SO, the whole tag
transm ssyonooaeegi7not be heard to determ ne whet her orPGEHUSI004/933338
checked-in. This can occur when a tag noves into a weaker portion of the
interrogation field and | oses power half way through the transm ssion. In
this way, the.,syst n.r.eliably.al armeven if a s..enough power
to transmt acBé’}ré?S tg{%&%‘s(zggfi a S%lf]hr?ﬁ%?a.rgopﬁg “énc?,r&ﬁlher%c% ,g%?? %S%ugsggneed
only transm sbové.s SOF for the systemto detect its presence. Furthernore,
the systemis not_.conptom sed e ltiple ags nd at .the .same tine.
In fact, the systei Crf@“&”é’scf"@?féegh’g@’eﬁ%@w‘?’ﬂ?@w&%ﬁﬁ{ég@g@e&% FAPEPHPE t ag
responses OCwhdtlhidr i@ chéckbMoutBiiis il iFBet &cdldetletyin (208). €l s& thd@ader kigkckdopd that a
checked-in t%g]iiwi [, tge detected, The signal. stren%gh i.ndi cator can be

i npl ement ed #SEFRPS P Ve R @7 Lhers arermersplisions. thegrad of thsdrasia e coTREr si gnal
strength i ndi€ahdked i t48 ERFAROMD Yorfrofbr i ates 1B \WarRl @¥)I&%iA0 thelsHEBAL | on Of
the strength of the received signal. This information i's anplified and sent
to the cont shoiner roftwoef theclableshewmiboyd in FIG 2). The controller 14 uses
an anal og-to- di gi conver : g B | above

W th respect to F@%allﬁ&h&%ﬁ%ﬁ dz&%g%ﬂ%k@%ﬁt%ﬁ?ﬁid\}g@ gér?g?‘ ﬁéh% e%?r%%@?%ent of a
met hod by whstaths bihie nBFchedaddan, thmythe heokemnstibe chdokediaut, there heoicadieckeddmg i s

present in the interrogat.) ridor. This pbroc (250) i s.used with the
Pragetcr ol e R TR b e Rlomontt, 8 eBieREE R0, THEh i above.
There is a Cﬂﬂ?ﬁ&ﬁhﬁrdﬂbﬂcbﬁtﬁ&@b]}ekhm@iﬂm@ /Wnere ;ill tags in theCI -
interrogation fie 16 2005/ 048170 PCT/ Us20Q4/ 032538 _respond with the
data stored in arptg"erfep’rﬁ’\é\gﬁl’i%@?@yé‘i*@bﬁﬁée@t FLPITHRG PIPEREFH A CS‘FB‘F@%“ @gie time.

The present {heahdontiRiotNEOndb ke efubéiBingntk ¥ shbfn hAKIGAS3 R ficRBSEK- out

status block."” Theé command is then used to determ ne whet her at | east one

unchecked- oumay Sapist Reeleprim thag guusgontipuersdy injtes RE roader. ShansheRF smedene the
check-out st Ehﬁgg?%nﬁa%%n' (326 2Gh&SHE % s%HtBtg g%%é%ﬂ(r)ﬁlé%ﬁfgnﬂ'g tha? QERRRQLand the

data in a chec DOOK I's set to:
book has passed through the interrogation corridor. This algorithm shown in FIG. 13

ignores collisions and overpowered tags during the first sweep for tags. The algorithm
concentrates on reading as many tags as possible as quickly as possible.

The algorithm shown in FIG. 13 allows the current TI “Tag-it” and TI ISO 15693-
3 tags to be used in an exit control system without significant degradation of performance.
One conventional way to determine whether the TI-type tags are checked-inis to run a
SID (Simultaneous IDentification) Poll on all tags in the field and then read from the
specific block where the checked-in/checked-out code is kept. One potential problem with
this technique 1s that the SID Poll will continue until all collisions are resolved (when
multiple tags talk at the same time) and if one tag leaves the field during this algorithm,
then the process halts and no data is returned. This could very easily happen in a detection
environment where tags are constantly moving into and leaving the field - patrons walking
through the exit control system with books (which have tags).

The algorithm shown in FIG. 13 uses a modified SID poll (302) and tries to resolve
as many tags as possible as quickly as possible the first time through the algorithm (304
and 310). If a tag with a set checked-in code is found (312), the alarm is triggered (320).
If there 1s sti}ll time remaining (304) (the tags are still in the field), then the algorithm will

18



As tags nove through the interrogation field, the "read unaddressed bl ock"
command is sent by the RF reader. Every tag in the field wll respond at the
sane tine. WORMN§MSE1t0ags respond the RF reader will recei WETVERRIBOB23S

descri bed above. The check-out status block for each tag will be identical
except for the last bit and the CRCif both checked-out and checked-in tags

are present. JRgoPlaeRMe amahg)eozﬁa@&ska% pt)ﬁfbl@?bé)' BLQOS 801y id&shiast bit of
t he check-out status bl ock and the erm ne whet her at | east one

checked-in t agupaskesrEBaneil apg ignpres poftiiprsapless Gerefs aroyegh thoe t@ﬁm taem,tthe
foll owing tab - " "
fol lowing ta écpgﬁ P Wich AR aggebt?@g?e ﬁe@ﬁ mﬁ KIRAAEEUD e the%ﬂf incidaSa

i ndi cat es no I'Si on was e -out books cl ear
al ar m Checked- out Eteataltlshcs foy thia methoR@re-degdribad boddw. Ehelisbebt Difmind@tegl‘@@]:

clear Alarm and SOF
- clear Alar rﬁ%h Seg%e ei%ﬁéllgéo%ﬁ ci@ﬂﬁéﬁfdlg&ts %ﬁ&rm%oﬁtollal Si olﬁlson ﬁ%;%‘t bi t
CRC - collisitnadg6 hmeslen‘iﬁbeurgmthrm Fhe@ecohﬁ,seﬂdfﬁuﬁﬁers encheentlseein dsthé ember efid
unaddr essed b] ock' 252 The possible tag response is received
(254). The sy@g%ﬁlléﬂg‘gg@g%r S Usi ng the techni ques described above with
respect to Fl@rag 10bQosnd/ or 11. If the SOF is not detected (256), the
reader continues checking (252). If an SOF was detected, the system checks
for a collisipr,pn08 el ast bit of the checked-out status byte (258). If a
collision is detected (260) the reader next checks the CRC (262). If a

collision is seiactethe i cIeQ)? gssystem signals that at |east one
checked-in tag %% in the 1(1:orr|I or (‘% ) and 17 WD 2005/ 048170

PCT/ US2004/ 03 §§ ]q EI %gss r1 1@ 5@13%6 039Qi S i's the situation shown in
raw t hree of g%&li ( ace PT@Z EOHISIOI’I occurred in the
checked- out srA ance 6’%% et er m nes

Overall Chance:

l(f%]hsmns
No Collisions + 1/3 * One Collision + 0 * Two Collisions 87.89%

4 Tags: No Collisions (0123) 2730/4096 chance (66.65%)
One Collision (0012) 1260/4096 chance (30.76%)

Two Collisions (0001) 60/4096 chance (1.46%)

Double Collision (0011} 45/4096 chance (1.10%)

Three Collisions (0000) 1/4096 chance (0.02%)

Overall Chance:

No -+ 1/2 One + 1/4 Two + 0 Double + 0 Three 82.31%

5 Tags: No Collisions (01234) 32760/65536 (49.99%)
One Collision (00123) 27300/65536 (41.66%)

Two Collisions (00012) 2145/65536 (3.27%)

Three Collisions {00001) 1290/65536 (1.97%)

Four Collisions (00000) 1/65536 (0.00%)

Two / Two (00122) 1890/65536 (2.88%)

Two / Three (00111) 150/65536 (0.22%)

Overall Chance:

No +3/5 One + 2/5 Two + 1/5 Three + 1/5 2-2 77.26%

Tt shall be noted that with 3 tags, if there are no collisions, all tags will be verified.
If there is one collision, the colliding tags will not be read, but the one tag which does not
match will be read, and since this is one of the three possible tags, a factor of 1/3 is used to

multiply by the percentage chance of having one collision. This logic is continued

throughout the other 4 and 5 tag statistics. It shall also be understood that these
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whet her the checked-out status bit is set to checked-in (268). If so, the
reader checks for collisions in the CRC (270). If there are no collisions,
then all wbh Zobsmstrgs in the corridor are checked-in tag€T{U2ZW)/03438B t he
controller activates the alarm (266). This is the situation shown in row
two of the Table shown above. If no collision occurred in the checked-out

status bit (260) and the checked out atus bit ig not. checked-in, then the

books st bETEARRLS By TR B e g iR YT beR gL N SHRECSHB | ot

(274) and t hgase@xfimé S51OMSE6n bSthe AgE@nhit(He/6) . This is the situation shown

in row one of the Table shown a?ove.%%l(?er enbodi nents may_al so be used to
g chegyed-i ta

det er m ne pr esencendier smpplRRY ! % Aleqtion &y shayn it B9 d6r fdor . one

of these enbodiRmMlstelsSo § RS &nﬁt‘i&&é@ﬂ)@%@pﬂp%ﬁﬁéﬁed JBYertEPiHEd  an
algorithmthat runs continuously in the RF reader.” When the RF reader

i ndi cat es andattaeathtapg) rerdamsBagat jostralanstem dtselh duithninventioans wddintitgd ng t hat
a checked-i nin_tgg%yhas passed through the interrogation corridor. This

al gorithmshowm in"FIG 13 ignores collisions and overpowered tags during
the first sweep fHirsttaa§F polhe pafaoed ditie tags ictka intataEstiancaredud (35¢).as many

ol Love the. cPFRHES 7 efppd pihe BRSO st By eAbolfle® B8Rt hn o

exit control 15y $emnwetrirolved bifgRithd gy ikavd &igriagabiion obrriger Gennehce. One

conventional way to, determ ne whether the TI -typg taqﬁ are checked-inis to
run a S D (3PNt phiee EOF Bt IproE BEiyryCspBeT curdeIcP Il giRer bR detHEIRGdASd and
then read fromJehsge caaﬁgte&muebda%%tp\gﬁe&lﬁcwgpee@aﬁ&%@lww&m&%d-Out code is

kept. One potential problemwth is technique is that the SID Poll wll
cont i nue unt ilynagiidally deteinshadry the invenseyp ofiees Yameesrllested. ti pl e tags tal k at the

sanme tinme) and if By I I I . j tfen t he
process halts and‘augg‘?dégoﬁlgl éog%xga?ﬂ%‘ﬂg%glgﬁeﬁg%ég{}%e{/%%@cgg%ﬁfﬁ& gigf)%nﬂi n a
det ecti on etind podinivesi(t gahelesst bagdupiicae gl hathat yasaivdimeg m thiedniasidoligthe i ng t he

field - patrqns wal.kin hrough the exit contr system.w t h.books. (which
nave tagh . IREmirEh PO PO BaN e oo e pa FEuE® e MERGRALH PesRBo fTis( 302)

and tries towbeisdigeer tha athbuey qieddfer &R ppasak Bétdf ags.qui ckly as possible the

first tinme through the al%%rlithm(304 and 3 with_ a set

0). If t
checked-in code i409tRRIRESSPRISptesy Haulg|bg toyinfes %ta% r%@r@ale?t%mqmdqrfawp@r eis
still time rengi gﬂgf&ﬂt §o¥fMn dahutf? bt AQSIVEY. ertid d1dd winild irldGerithelidbasd HRFy. t he

algorithmw ||
The algorithm shown in FIG. 14 thus specifically focuses on collecting as many

tag ID’s as possible and does not check for security information until the above mentioned
time is expired. At that time, a query is made to the database to determine if all the
detected tags exist in the security database.

The advantages provided by the embodiment of FIG. 14 are related to the effects of
non-uniform fields, as well as the amount of time available for tag detection. This
algorithm provides a means of maximizing the number of tags to sample for security. This
algorithm is not affected as significantly by non-uniform fields because once the tag ID is
collected; the system no longer needs to communicate with the tag for security
information.

The following discussion is directed toward a method for use with the new
Electronic Product Code (EPC). The EPC is set to supplant the Universal Product Code
(UPC) in certain applications by using RFID for item identification. Within this new

specification is a “destroy” command that when executed renders the RFID tag destroyed
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WO 2005/ 048170 PCT/ US2004/ 032538 attenpt to resolve as many col lisions as
possi ble (308). Because it only issues the wunnasked SID poll and ignores
col I'i si onsWhPW&8481Here i s enough tine to resolve them tIHE/US2HRLEEPB2HN8t h

whi ch the algorithmcan identify unchecked-out tags in the field is

i ncreased. The statistics for this method are described bel ow The first set
of nunbers giyen of . | .east si an igits of
the SID code. “TH'S qmgl}?g gﬂriJOdt‘ﬂm(?'ge‘l'.s ?I mesﬁsth%s dgftf? Cf)ﬁ‘g}a’g? o élfﬁsjcegond
set of nurrbermdatecpm@ﬂld&@sama sosthdtlwenliniondese obthe desys c\mknadatvedncafaffeat t he
first pass. 100 g}og# Ta 100. 00% 2 Tags: 15/16 chance of reading
93. 75% 3 Tagspe fe19F (6%12) 210/ 256 chance (82.03% One Col lision
(011) 45/ 256 chancenddeftr&/muland r@abﬂslﬂmm thl Adnfurktid®b ThHanee dkedroy 9%
Overall Chance: No Collisions + 1/3 * C‘%Illsmn + 0 * Two_Col lisions
87.89% 4 TagSedenbPIoBs!PEFEAY 18(&9‘@239 2?@9/&2 B TeAmERE I REGBATBTGH. “éhféwesaﬂ i si on
(0012) 1260/ 4436o3NGfinkAd. i hswcI0nEAkal 81005, 0A0AL 0 ARLAY) fock

(1.46% Double ColI'ision (0011) 45/4096 chance (1. 0% ~ Threée Colli SI ons
(0000) 1/ 4096myblahecent(again 29the cldy.cand|if ﬂl@héﬁrﬂdéatcmeﬂrthﬁlcﬁlp®éeﬂmwﬂ4 Two + 0

o Col 11 51 on (001557507 BByt Pl Heg Br o CORUERBA e, 0000 o
(3.279%  Thr ekeyGuhshisad fonsll (36600 lochBOB] B5&86nE IvedWMbreak therkegohéyi @iubinis

(00208 1067 R LB LAY 5530 (21000 T e
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Overall Chance: No + 3/5 One + 2/5 Two + 1/5 Three + 1/5 2-2 77.26% 1t shall
be noted that wwth 3 tags, if there are no collisions, all tags will be
verified WORIOSHEH i s one col lision, the colliding tagsPGH/US20pH3258 read,
but the one tag which does not match will be read, and since this is one of
the three possible tags, a factor of 1/3 is used to nmultiply by the

per cent age chance of iAnq. gEeTg lision. This logic is continued

t hroughout the ot her a atistics. It shall al so be understood
that these 1DeM@yZ0AB/®48170 PCEl US2004/ 032538 percentages are only for the
first pass, and the other tags will be resolved on subsequent passes, tine
and | ocation of tTie damgSodean Mictdebtioy.redtatyiads epdsatilipsticoaiprduiging littked- i n
tag detection is Séﬁ)wn in FIG 14. The algorithmrefers to a database

cont ai ni ng t y*BSRIFPhr oper |y checked out items. This database that may
reside on the exityie fr@entSHERRhoWed, the HRO idbhiffichiivrasatie Qmp th 38 Bdofl i M ted
inthis way. First, an SIF poll is performed on the tags in the

i nt errogat i offfeBRHeR Y uinSgoygh amppgorthmyand fyrther glacetintohe destra MemEBT r ogat i on
fields (354) | I I ol ved
before the tgeﬁzﬁssaﬁé%vtgég{'he I n?lgjri%hggi%‘%a n&(s:%éf?oglg?an(d éltl;iﬁ@)ﬁ (.3 H‘I]"%gh &g{]rabnﬁﬁ%&g? tinme
bef ore a tagniabavesqudieyitnt erdiffigelt iosleciplarr Fooxawolet d ei t her be deternmined as
an average cal cul ated val ue based upon expected speed through the portal or
be dynam cally deter 'an d Bt e (i:nvent ory of tags being collected. An

addi ti onal p%l | of ta_%ﬂ%%a%%*be required after each collision is

resol ved. |f PHHYEYEY dodbn' ttget a | east one duplicate tag ID as that was
obtained in the igi t@f al._poll,, the detern nati an coul B)e f)hat new set of
tags has entered MhaEPTEr kEYHE FORmEDIAHE 20 APLOY GRsler-dot PregRetie he

dat abase quegdsubEodeRt8nidk By ic@d fromake s, thd PfoseiULRIbePRSHOD k&t @hehgy woul d
be to infer that the tag has left the corridor as soon as the .current

col i si on cafwediffisult gsypakdhe algprithmpihymaigaingng the gyretll puity gf B8k query.
The al gorithmshown in FIG 14 thus specifically focuses on collecting as

many tag | D Exgﬁp&ggﬁéix&’énﬁﬁ@d&%dmoaw C gﬁgj%for security information until
‘1 F

t he above nent time I's exp¢ At time, a query is nade to the
dat abase to determine if all thg0000000 00

11111111 FF
00000000 00
11111111 FE
00000000 00
11111111 FF
00000000 00
11111111 FE
00000000 00

88 bits organized into 11 blocks of 8 bits.

An example algorithm may, for example, select some memory, perform a function
(add, subtract, multiply with data or constants, etc.) and create an output destroy

command.

Destroy command 10001101 8D
(random for this example) 01111011 7B
00010110 16

Another EPC value with this algorithm run would create an entirely different

destroy command value.
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detected tags exist in the security database. The advantages provi ded by the
enbodi ment of FIG 14 are related to the effects of non-uniformfields, as
wel | as t h&ozeii#B8176f tine avail able for tag detection. Pairaszeds@erszg hm
provi des a nmeans of maxim zing the nunber of tags to sanple for security.
This algorithmis not affected as significantly by non-uniformfields
because once the tag IDis ¢ ect ed, the stem né) | on needs to

communi cate with Pﬁg""’f’é@“@ﬁoardl B4 Q%Fthl? ﬁ‘?‘%‘f%%‘f*@?? 159580 ‘ggF’leBtvﬁt%@S i scussi on
is directed tyau@dsudh R} he diffeddnt HESri Wl ould et BROW 1Hel 1Rkt ggaanEg;e@dylcat Code
(EPC). The EPC is set to supplant the Universal Product Code (UPC) in
certain appl iSBiRping sCUEY axamply, @ity Bbekss sqld opne séailer 1o contd hersoldytibat 886 s new
specificatio a Wigh RFI D tag
destroyed ZOQV%%ZOES%%%%S% wJSngggl g%l 538 s%ﬁ%&f%ﬂ}%ﬁ%ﬁ%ﬁﬁ%e met hod
creates a "keyeld & diffetehi desttestomapamslnedend which is difficult to detect as
wel | as secure so.that |ICIO s use of .t he tr Q nd. w not affect
per f or mance of thé’taﬁﬂslﬁ Odlme?SOf esutwenh coar‘rff‘grg‘?lt3 d(r%ge(cr]‘il &f's %aqgllﬂﬂﬁ t ag

nonf unct i onalembbdineets atdmﬂdﬁﬂtersegpe o@dﬂe’ollﬁrixﬁgﬂ:ﬁieis. command is given to the
chip and the nenory is progranmed. To execute the destroy command, the
password which was placed in the destroy nenory | ocation nust be sent again
to the chip, and if there is a match then the chip is destroyed. The present
met hod creates a secure "key" for the destruction of RFID tags. If one key
was used for all tags at all locations, if soneone were to break the key,
they could in theory destroy all RFID at that |ocation. For exanple: 21 WO
2005/ 048170 PCT/ US2004/ 32538 Tag A Tag B Tae C Destroy Code: G G G The
sane code in the destroy register yields a possibility of conprom sing all
tags in an installation. Wth the present nethod, however, the EPC:
identification code (up to 88 bits of
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information) is run through an algorithmand further placed into the destroy
menory register (24 bits). This would nake every destroy conmand uni que to
each tag, and would make a unique key that is difficult to decipher. For
exanple: Tag A Tag B Tag C Destroy Code: U WL An algorithm"key" is common
.to all tags and destroy codes, but because the destroy code cannot be read
fromthe tags, the presently described nethod nmakes it nmuch nore difficult
to break the algorithm thus maintalOLAIMS he overal |l security of the site.
Exanpl e EPC | dentification: 00000000 00 hex 11111111 FF 00000000 00
11111111 FF 00000000 OO 111111121 FF 00000000 OO0 11111111 FF 00000000 00
11111111 FF 00000000 OO 88 bits organized into 11 blocks of 8 bits, An
exanpl e aIgorithm.mqmmnthcgm@ﬁghgﬁ sel ect some nenory, performa function
(add, subtract, nultiply with"data or constants, etc.) and create an out put
destroy command.selstivelyyntcoogaing radio freq@ncsidentficativnrtagdsdn an fnterregatiop| e)
01111011 7B 0qg%01 0,16 Anagt her EPC val ue a%&h this algorithmrun would
create an erfPfRATFuth thebeplythosy tagshaying ¢ frlsriad Valie in  seecilisd memena8170

PCT/ US2004/ Q32478 respond to the interrogation;

simultaneously receiving a response from all of the radio frequency
identification tags having the selected value in the specified memory location;

detecting at Jeast one radio frequency identification tag having the selected
value in the specified memory location in the interrogation corridor if only a
valid partial response is received; and

indicating an alarm upon receiving only the valid partial response from at least

one of the radio frequency identification tags having the selected value.

2, The method of claim 1 wherein the step of selectively interropating further
comprises commanding the radio frequency identification tags having the selected
value in the specified memory location to respond to the interrogation at the samc

time.

3. The method of claim 1 wherein the step of selectively interrogating further
comprises sending an Application Family Identifier (AFI) command having an AFI
value set to the selected value such that only those tags having the selected value in an

AF1 memory location respond to the interrogation.

4, The method of claim 3 wherein radio frequency identification tags are attached
to articles in a protected facility, and wherein the AF] memory location is setto a

checked-in value.
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Between sites, '"a different algorithmcould be used to discern different
stores or vendors such that the different algorithmwould not allow the tags
to be destroyed. In a shipping security exanple, only articles sold to one
retailer to could be sold by that sanme retailer. Between two stores with
different algorithms, the identical EPC value would vyield a different
destroy command code. Various enbodi nents of the invention have been

descri bed. These Thednahddof clambéfirtent enprisnginidivating arealammn pdienfa patren
following clains. 23 CLAI M5 ]] A.met hod, conprising. sel ectivel

i nt errogat i RYSNAE; S 'FRE f hevig ¢ ffSﬂ‘;q)“&{f] en ﬁ‘éﬂﬁ“’i“ﬁ?%?"ﬂ‘gégqf‘g%

corridor Su%{;'entn&?tlo&ﬂwa&qgﬁ%hé&gcf-gm{lag a selected value in a specified
D tot

menory | ocation’respon 0 e Interrogation; sinultaneously receiving a
response fromall of the radio frequency identification tags having the
sel ected value in the specified nmenory location; detecting at |east one
radi o frequehcy ilhsrmethodefdleim t Bythencomprising thestepaf dgtevmining that ndrradio

ified | ti dn t i t,i i dor. i | lid
ar t1 al *r es gLy SOt Biing I e BE Ry Sl S8 ol RG08R meRialy Bremtioni y
the valid pag hfc@émriﬁ QHéﬁogétﬁH‘cﬁfrido?g?valﬂ%sﬁfnsé f3of ﬁ.“gbi%%r equency

identificatioh tags having the select value.” 2. The nethod of claim!|l
wherein the step of selectively interrogating further conprises comandi ng

the radio frequenthe méthod bf disiad | WhefcaDthe Radib F@qhdiRy $dngGtatbn @ &t€ i N the
specified nenory |location to respond to the interrogation at the sane tine.

3. The net hattachiedsb aiticlds within aiprotedied areapndiwherdin the spetified waloe indligatésng
further conprises, sending an lication Famly ldentifier (AFl) conmand
havi ng an Aghe@e&sﬂ&eea@g S&é"?‘ﬂﬁ’@’@lt&?@gﬁ%ﬁfﬁ%‘ Wrizﬁért only those tags
having the selected value in an AFT nmenory |ocation respond to the

interrogation. 4. The nethod of claim3 wherein radi o frequency
identificati&n tafe methodof deined futtheraomiprisig indicating amtabarireid af artidld t y, and

wherein the AFT nmemgry. |l ocatiqgn js set to a )
having a radioyﬁequency xgcnn!ﬂcat?on tag attached thereto having the selected value

in the specified memory location is detected.

9. The method of claim 1 wherein the step of detecting at least one radio
frequency identification tag coinprises analyzing the received response and

determining whether a valid start-of-frame (SOF) field was received.

10.  The method of claim 9 further comprising determining that no radio
frequency identification tags having the selected value in the specified memory

location are present in the interrogation corridor if a valid SOF is not received.

11.  The method of claim 9 further comprising:

measuring a noise floor in the interrogation corridor when no radio frequency
identification tags are present; and

comparing the received response with the noise flaor to validate that the
received possible response was produced by a checked-in radio frequency

identification tag.

25



checked-in value. 24 5. The nmethod of claim4 further conprising indicating
an alarmwhen a patron attenpts to renove an article having a radio
frequency identification tag with the AFl nenory |ocation set to a
checked-in value. 6. The nethod of claim| further conprising the step of
determning that no radio frequency identification tag having the sel ected
value in the specified nenory location is present in the interrogation
corridor if a valid response is not received 7. The nethod of claim1
wherein the radio frequepcy identification tags are, attached to articles
within a prdiect dreaneshod afelaindi &rther pRIMRYRieS ¢qreparing|theracaiyrd iSpense whet her
the articles .g,‘(ratlﬁroval fromtttpe Pr.ot.ect §§1ﬁarre i.s authorized. 8. The method of
claim7 furtfl Egﬂﬁﬁﬂg%ﬁ FIB %ﬁ’?‘f’ﬁa SPRPI i f an article havi ng a radio
frequency identification tag attached thereto having the selected value in
the specified nmenory location is detected. 9. The nethod of claim1 wherein
the step of IBet ecEhengethod bfelaim b2 éurthed camprisingjcemparingdbatdctivedipossible ag
conprises anal yzing, the recejved_response and term ni ng whether a valid
start - of fréfﬁi?"(‘@d%)tﬁf s f@@&‘éﬁ"&éﬂ?“"l _enqlwgt CHRABSDf claim 9 further
conprising determning that no radio frequency identification tags having
the selected value in the specified nenory |ocation are present in the

i nterrogati o, corTiedféthod oficliizh i1dl ip€ier comphding daedtisRpresehde of d@diget hod of
claim9 further conprising: neasuring a noise floor in the interrogation
corri dor Wnefrﬂqnenqyadmnﬁomqmasdywmgdgmsqlerqt%b\talwnttbcg@eaxf@dmem@mﬂqca@@m
conparing t?gﬁrﬂeceb}ved response with the noise floor to validate that the
recei ved po -k 5588\?513 Was produced by a checked-in radio frequency
identification tag. 25 12. The nmethod of claim 11 further conprising
conparing the received response wth the noise floor at the begi nning of

t he responsels.13. Theeethed bbdaibh 14 [faither temprising ndicating it glamy of pregencef t he

recei ved possiQh|e e . . . .
Pos: raaio frequency identification tag having the selected value in the specified memory

location is detected.

16.  The method of claim I further comprising creating a key for a destroy
command that when executed renders a radio frequency identification tag
nonfunctional, wherein the radio frequency identification tag is affixed to an article
and wherein the article has an associated Electronic Product Code, wherein creating
the key further comprises:

generating a key value based on an Electronic Product Code;

storing the key value in a destroy memory location;

issuing a destroy command and transmitting therewith an unlock value,

comparing the unlock value with the stored key value; and

executing the destroy command if the unlock value equals the stored key value.
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response with the noise floor after the expected end of the response. 14.
The nmethod of claim 11 further conprising detecting presence of a radio
frequency identification tag having the selected value in the specified
menory | ocation based on the conparison. 15. The method of claim 14 further
conprising indicating an alarm of presence of a radio frequency
identification tag having the selected value in the specified nenory

| ocation i s Wet echsdmpater-repdeblpmedium comptisingrirbtrireiansdo coveppratessyr t:eat i ng
a key for a destrqy. .co nd .t hat when. .execut.ed renders. a radi o fr.equency
dent | 1 cat I6/FORYRY IDERPEATC AR EPAUERRIAERTIGEHEN ot FASTTREARGR coridot
identificati i iy J ; G i incl € has an
associ at ed Iﬁgglclz%l?gﬁr@ tﬁé%&%’t}h anéglﬁ]s c%c’ééﬁﬁaﬁ:egﬁé%f%é&?ﬁgbﬁ@y ttolrnt her
conprises: gespndito tig: iatek@gatiani,ue based on an El ectroni ¢ Product Code;

storing the key value in a destroy rrermri( | ocatj on; [ssuing a destray
command and t r ansympltrerpusly secsiverdresponse lromallof theradicGegiepenidentifecatinn ock

value with the store - ' { command if the
unl ock val ueta%ﬁﬁuaavl%i,g {Eﬁé@%fté?&%ﬁ&g@ﬁ@g%@iﬁéﬁ@Eﬂgy\%ﬂﬂfgogin%ﬁ er -readabl e nedi um
conprising instrugdikQRslch@t opdvifo FreRiey fRphifiéaion tAEhALid thelsyledtbd fdlnogat e
radi o frequency identification tags in an interrogation corridor such that
only those tiaghe bpeeifieg memedydotation vathednterrogatopeorridos df atdenst a/partialat i on
respond to the interrogatjon; simultaneously receive a response fromall of

t he radi o fré8RRAEY ‘ieeéﬂﬁ -fication tags having the selected value in the
specified nenory |ocation; and detect at |east one radio frequency
identification tag having the selected value in the specified nmenory

| ocation in the i Thecsmpats eadably mediam offclaiin 17cfastherccopfprising insthetipmee i s
recei ved. 18. The conputer, readabl e nmediumof claim 17 furfher conprising

i nst ruct i onscauge a PEAssason i indicateparalarm if g aadie frequancy Identification kabavinghequency

i dentificati gpr;mtf%g Jaﬁ]\éiipgcé&gd‘ speci fied val ue is detected.

19.  The computer readable medium of claim 17 further comprising instructions to
cause a processor to command the radio frequency identification tags having the
selected value in the specified memory location to respond to the interrogation at the

same time.

20.  The computer readable medium of clairn 17 further comprising instructions to
cause a processor to determine that no radio frequency identification tag having the
selected value in the specified memory location is present in the interrogation corridor

is a valid response is not received.

21.  The computer readable medium of claim 17 wherein the radio frequency
jidentification tags are attached to articles within a protected area, and wherein the
specified value indicates whether the articles removal from the protected are is

authorized.
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19. The conputer readable nmediumof claim 17 further conprising instructions
to cause a processor to command the radi o frequency identification tags
having the selected value in the specified menory location to respond to
the interrogation at the sane tinme. 20. The conputer readabl e nedi um of
claim17 further conprising instructions to cause a processor to determ ne
that no radio frequency identification tag having the selected value in the
speci fi ed neRery Thecamporterireadablegredium of chimi2itforthagampsisingdnstiugtiens ths a

val id response is not recei .ec{. 21 Thg corrgfé er, read I‘%Hrredi um of claim 17
wher ei n t he PURR HPIPFEHERRIDdicsts an alapm ity gh Lahﬁgmérae' POFOMEFYt 0 articles
wthin a pr : , i id 4 el whet her
the articl egafﬂeifr%\ggﬁﬁ Fa?oan“? %‘%gvﬁg%g"t%eﬂ(%ﬁeﬂ q}éer ge?i&géé%ut %ggpddcﬂ%gqgéf he
conput er reddettion isdeteeted.of claim 21 further conprising instructions to
cause a processor to indicate an alarmif an article having a radio
frequency identification tag attached thereto having the selected value in

t he specified, menpr | ocat i on.i.s. detected. . e c ter. readabl.e nmedi um
of claim 19 %Urt mey%" ?rsr%d&b}eﬁgfcﬁﬁrgtquﬁ@nfl ? m@ffsc@%gp"g%dg%ﬁﬁg&?som
val i date t hegaQCehieReksbPEPMIER: thdecdial feggBdt er 1 eadabl e medi um of clai m 23
further conprising instructions to cause a processor to analyze the

recei ved response and determ ne whether a valid start- of-frame (SOF) field
was received, 28 : . L .

24, The computer readable medium of claim 23 further comprising instructions to

cause a processor to analyze the received response and determine whether a valid start-

of-frame (SOF) field was received.
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