METHOD FOR | NI TI ATI NG RE- ENUVMERATION OF A DEVICE Field of Invention 5 The
present invention relates generally to Universal Serial Bus (USB) devices,
and nore particularly to a nmethod of initiating device re-enuneration

wi t hout physical detachnment and reattachnent of a USB device in relation to
a host. 10 Background of the Invention Renovable Universal Serial Bus
(USB) data storage devices have gained popularity due to their |arge
capacities and shrinki ng physical sizes which allow 15 the devices to be
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unrestricted access to data stored therein. 20 At tinmes, users of storage
devices may need to nodify their storage requirenents. For exanple, users
may need Rigld®MinvéntGopartition into two partitions. Each tine a storage
device is repartitioned, a host to which the device is connected to, e.g.,
a personal conputer, is required to re-enumerate the device. Enuneration
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Background of the Invention

Removable Universal Serial Bus (USB) data storage devices have gained

popularity due to their large capacities and shrinking physical sizes which allow

15 the devices to be portable. Multiple partitions may be provided of which one or

more partitions may be secured to allow authenticated access to data stored in

the secured partitions, while other partitions remain unsecured to allow
unrestricted access to data stored therein.

20 At times, users of storage devices may need to modify their storage
requirements. For example, users may need to modify a partition into two
partitions. Each time a storage device is repartitioned, a host to which the device
is connected to, e.g., a personal computer, is required to re-enumerate the
device. Enumeration is automatic if the device is cold-plugged to the host.

25 However, if the device is repartitioned while remaining connected to the host, the
host is unable to automatically enumerate the device upon completion of
repartitioning. Manual intervention, e.g., physically detaching the device from the

host and re-attaching i, is required to initiate re-enumeration of the device.
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Summary of the Invention Enbodi ments of the invention allow a host to
initiate re-enuneration of a USB device follow ng an event requiring
device re-enuneration without the need 5 for manual intervention, i.e.,
physically detaching and re-attaching the device to the host. Al so, no
addi ti onal hardware support is needed. To this purpose, a sequence or
procedure enul ati ng detachnment and attachnment of a USB device to a host is
performed while the device renmains 10 attached or connected to the host

thr OughO‘S%rﬁHﬁr?%Wﬁ@?ﬁve% sequence involves a series of conmand

exchanges between the device and the host to enable an operating system
(OS) residing in the host perceive a device change which in turn causes
nce the _.device

the host OS te jnitiate enuneration of the device, Si
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to perceive a device change. Other features and benefits that characterize

enbod? mef@fsmgnualhigterveation, 1.6..Rhysicaly detaghing apd sarattachingother deMitentp t he
follown i 5iRb A hafd\W i he associ ated draw ngs.
Brief De??:ériﬁ%fﬁl cfﬂg%'?ﬁ)tsﬁ%alﬁ)ég@wmngs ?:rle@ﬂf%ﬁ iﬁ\tﬁ{setgé%@'es a system conprising a
host and a USB device. 25 FIG 2 illustrates a flow sequence according to

ol | owi ng dosd?i [id SRedHies crdileps: o BesBbu srupanaHerBApert At der
attachment of a USB device to a host is performed while the device remains
10  attached or connected o the host throughout the sequence. The sequence
involves a series of command exchanges between the device and the host to
enable an operating system (OS) residing in the host perceive a device change
which in turn causes the host OS to initiate enumeration of the device. Since the
device remains attached to the host throughout the sequence, the host OS is
15 manipulated to receive a plurality of preset device states in order for it to perceive

a device change.

Other features and benefits that characterize embodiments of the present
invention will be apparent upon reading the following detailed description and

20 review of the associated drawings.
Brief Description of the Drawings
FIG. 1 illustrates a system comprising a host and a USB device.
25

FIG. 2 illustrates a flow sequence according fo one embodiment of the

invention.
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to provide a thorough understanding of various embodi ments of the present

5 invention. It will be understood, however, to one skilled in the art,

t hat enbodi ments of the present invention may be practiced w thout some or
all of these specific details. In other instances, well known process
operations have not been described in detail in order not to unnecessarily
obscure pertinent aspects of enbodi nents being described. 10 FIG 1
illustrates a system 10 conprising a host 12, such as a personal conputer

or any ccmmuuéag)ég@ﬂfﬁﬁm which is coupled to a Universal Serial Bus (USB)
device 14. The host 12 includes an operating system (0OS) 16 and a software
application 18 stored in a non-volatile nenory of the host 12. A 15
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couple the device 14 to the host 12. Alternatively, a _ own) may
be provi daRFHERQEEG detailsdeln efben insiarrcash avalloknove precess| erarafions hgvesoupl e
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t he host aspect3®f emhadirneatsebaing dascribeat i on of a USB device 14 wit hout

nanu?b intervention, a sequence enulating detachment and re-attachment of
a device 14 in relation to a host 12 is perforned while the device 14

remai ns conne@l®d1tifusthRedassystdm 10 REMpAAIGNE PoBRY 2DSutA wekE BeRbnal
pr edet er rgor%%%teervoern;nwloﬁ%u%ﬁg ucjlcarv(iac;se,o\!r?ﬁ/iclzr??s coupled to a Universal Serial Bus
(USB) device 14. The host 12 includes an operating system (OS) 16 and a
software application 18 stored in a non-volatile memory of the host 12. A
15  Microsoft ® Windows® product may be used as the OS in embodiments of the
invention. However, it should be appreciated that other operating systems may
alternatively be used. The software application 18 is configured to interact with
the host OS 16 and with the device 14, such as to repartition the device 14. An
attachment point (port) 20 is provided at the host 12 to receive a cable 22 from
20  the device 14 to electrically couple the device 14 to the host 12. Alternatively, a
hub (not shown) may be provided between the device 14 and the port 20 to
electrically couple the device 14 to the host 12. The hub provides additional
attachment points through which other USB devices may be simultaneously
coupled to the host 12.

25 .
To initiate re-enumeration of a USB device 14 without manual intervention,
a sequence emulating detachment and re-attachment of a device 14 in relation fo
a host 12 is performed while the device 14 remains connected to the host 12.
The sequence may be invoked by a predetermined event which requires device
30  re-enumeration. The sequence involves a plurality of command exchanges
between the device 14 and the host OS 16 and/or an application 18 residing in
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30 re-enuneration. The sequence involves a plurality of conmmand exchanges
bet ween the device 14 and the host OS 16 and/or an application 18 residing
in 3 the host 12 to manipul ate the host OS 16 perceive a device change
even though the device 14 remains connected to the host 12 throughout the
sequence. In particular, the host OS 16 is mani pulated to perceive a first
state in which the device 14 appears disconnected fromthe host 12 and
subsequently to perceive a 5 second state in which the device 14 appears
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device 14 protecting or securing a partition, or vice versa). The
fol | owi n&n%‘@é@ti%t inaAccaAncesvitihstaaraibBldahayicige devices utilizing USB
mass storage class Bul k-Only transport specification based on Snal |
Computer SystemInterface (SCSI) conmand sets. However, it should be
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ot her to, repartitioning of the USB device (such as from one partition to two partitions,
and any other combinations of repartitioning) and modifying the security level of a
15 partition in the device 14 (e.g. protecting or securing a partition, or vice versa).
The following description applies to removable storage devices utilizing USB
mass storage class Bulk-Only transport specification based on Small Computer
System Interface (SCSI) command sets. However, it should be appreciated that
the following description also applies to USB devices utilizing Control Bulk
20 Interrupt (CBI) transport specification.

The sequence 200 may be invoked by a software application 18 residing

in the host 12 upon an occurrence of a predetermined event. The application 18
issues a first customized command in block 202 to configure the device 14 reject

25 all commands and requests, except for a predetermined command. In other
words, only the predetermined command may be accepted by the device 14.
Accordingly, receipt of a command other than the predetermined command by

the device 14 will cause a command failure. An example of a predetermined
command includes, but not limited to, REQUEST SENSE command according to

30 USB Mass Storage Class Specification and SCSI command set. The REQUEST
SENSE command is generally used to transfer sense data from the device 14 to
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words, only the predeterm ned command may be accepted by the device 14.
Accordingly, receipt of a command other than the predeterm ned command by
the device 14 will cause a command failure. An exanple of a predeterm ned
command includes, but not limted to, REQUEST SENSE command according to 30
USB Mass Storage C ass Specification and SCSI command set. The REQUEST
SENSE command is generally used to transfer sense data fromthe device 14
to 4 the host 12 in order to determ ne vvhether or not an error has
occurred r n I sense
data as S'é‘f’rﬁgsgzﬁgﬂc’wz‘%gtm e&ﬁﬁh I C the g@‘ﬁé’iﬁ’?ﬁ Sodcggﬁjsehdle@ceoﬂﬁtect ed
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pr edet er fiMediline dlot®nesend” nce the device 14 has been configured in bl ock
202 tg) reject all comrands except for the predeterm ned 10 conmand, any

ot her“command will result in a command failure. An exanple of a sui tabl e
command i s thghdkphlithlioh fAHeh §6lf6‘f§réd¢orﬁﬁ1%ﬁg f?lﬂjréto?@gfgod?sﬁf;%e frlB™
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in turn t I ec nce with 15
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to performan error
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SCSI command set, which is to request the device 14 report if it is ready. The
purpose of the second command in block 204 is to generate a command failure
which in turn causes the host OS 16 initiate an error check in accordance with
15 standard OS behavior. In response to the TEST UNIT READY command, the

device 14 returns a command failure to the application 18 in a block 206.

Receipt of a command failure causes the host OS 16 to perform an error

check by sending a REQUEST SENSE command to the device 14 in block 208.

20  Since the REQUEST SENSE command was configured for acceptance by the

device 14, the device 14 returns to the host OS 16 with sense data in accordance

with standard response required of the REQUEST SENSE command. The

sense data, which was earlier preset as being in the first state “Medium Not

Present,” is supplied to the host OS 16 in block 208. Accordingly, the host OS 16

25  now perceives or detects that no device is present even though the device 14
remains attached to the host 12.

Subsequently, the host OS 16 is manipulated to perceive that a device 14
has been re-connected in order to invoke enumeration. To this purpose, the
30  application 18 issues a third customized command in block 212 to configure the
device 14 reject all commands except for a predetermined command. The
5




device 14, the device 14 returns to the host OS 16 with sense data in
accordance wth standard response required of the REQUEST SENSE command.
The sense data, which was earlier preset as being in the first state
"Medium Not Present,” is supplied to the host OS 16 in bl ock 208.
Accordingly, the host OS 16 25 now perceives or detects that no device is
present even though the device 14 renmains attached to the host 12.
Subsequently, the host OS 16 is manipulated to perceive that a device 14

has been predetenmiaet ebrhmadtdir tHeo climymk pistitteehRlyl 880 J& thdiREQUHPSe, the
30 application 18 issues_a third custom zed command in block 212 to
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t he devi ie 14. The adjusted LUN value may be subsequently provided to the

host Os tEMNYRINRMBhBeeHRsegIently Reoviden tethe hast OF 49 during enumearatian. command
failure or failed response 10 fromthe device 14 to cause the host OS 16
initiate an error check. To this purpose, a fourth command, which is a

command ot her Thaaapplisatipn d@eagaini salidits cowoemiandréailupe drsfailed respdrse devi ce

14 i n, bl 4., This rth nd y.be the sane as the second conmand
in bldc kﬂééh,mee.d SVE‘?E‘&%’?%I@%S%%&%&O@%BH%,'n'h? Cnaly eﬁ@ra?ﬂ?‘:gt hiP tgl?i tabl e
commands puippsegaffourk dotnrhbed,fwhich s Bocaramanbbthéhthatemiegsredédteningdns a
command failure to the gg ljcation 18 in .a_ blo 216 since the device 14

. L . ck )
has beenC¥BMANG: MBHPEJ fnthe devico 14 ipplogk ¢4 This fourth command
may be the same as the second command in block 204, e.g. TEST UNIT READY

command, or may be any other suitable commands. In response to the fourth

15 command, the device 14 returns a command failure to the application 18 in a
block 216 since the device 14 has been earlier configured in block 212 to reject
all commands except for the predetermined command, e.g. REQUEST SENSE
command.

20 Receipt of the command failure triggers the host OS 16 to perform error
checking by issuing a REQUEST SENSE command to the device 14 in a block
218. In response to the REQUEST SENSE command, the device 14 returns or
supplies to the host OS 16, in a block 220, with sense data which has been
preset as being the second state in which the device 14 appears connected to

25 the host 12, e.g. “Not Ready to Ready Transition - Medium Changed".
Accordingly, the host OS 16 now detects or perceives a change in an attached
device 14 even though the same device 14 remains attached to the host 12
throughout the sequence 200.

30 Because the host OS 16 detects a device change, the host OS 16 initiates
an enumeration process in block 222 in accordance with standard OS behavior.
6




all commands except for the predeterm ned command, e.g. REQUEST SENSE
comand. 20 Receipt of the command failure triggers the host G5 16 to
performerror checking by issuing a REQUEST SENSE command to the device 14
in a block 218. In response to the REQUEST SENSE command, the device 14
returns or supplies to the host OS 16, in a block 220, with sense data
which has been preset as being the second state in which the device 14
appears connected to 25 the host 12, e.g. "Not Ready to Ready Transition -
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enuner ation process includes, inter alia, obtaining the nunber of
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ld b | d . Q ds capable of indicating.a device
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enbo%’gment s,of the .invention with suitable nodifications. In one aspect,

the REQUESPISENSE. ChitigNiFerlyelglionia @ osbanasba Used imantpodismenta ef the t o
provoke mveREBR B duitaBleembalf@atiosievi ce receiving the

n one aspect, the REQUEST SENSE command may be described as a

command configured to provoke a response from a target device receiving the

15 command, in which the response includes information on the target device, for

example, whether the target device is perceived as being connected to another
device.

Embodiments of the invention are particularly advantageous because re-
20 enumeration of a device 14 connected to a host 12 may be automatically initiated
without manual intervention. Therefore, the re-enumeration process is
transparent to a user and also appears seamless with an event, such as
repartitioning of the device. Further, embodiments of the invention do not require
additional hardware or circuitry in the devices which would otherwise incur
25  additional manufacturing costs. Embodiments of the invention may be applied to
a variety of storage devices utilizing a USB connection. Examples of such
devices include, but not limited to, flash drives (commonly termed as pen drives,
memory sticks or thumb drives), external hard drives and any other such drives
with specific applications setup. '
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15 command, in which the response includes information on the target

devi ce, for exanple, whether the target device is perceived as being
connected to another device. Enbodi nents of the invention are particularly
advant ageous because re- 20 enuneration of a device 14 connected to a host
12 may be automatically initiated w thout manual intervention. Therefore,
the re-enuneration process is transparent to a user and al so appears

seanli ess with an event, such as repartitioning of the device. Further,

embodi ment s of t ti1¢o bevemddretoodothap bitistambedinatd WilPbal agpriréNreethRte
circuitry Hﬂﬁfhe devi ces whi ch woul d ot herw se incur 25 additional
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art frominverstioheseing definéd b ¢hs pppéidezbélaiais. and practice of the present
invention. Furthernore, certain term nol ogy has been used for the purposes
of descriptive clarity, and not to limt the invention. The enbodi nents 5
and features described above shoul d be consi dered exenplary, with the

i nvention being defined by the appended clains. 10 15 20
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25 30 8 Cainms 1. A nethod of initiating enuneration, the nethod
conprising: while a device remains attached to a host: 5 manipulating a
host operating system (0OS) to retrieve a first preset state in which the
devi ce appears disconnected fromthe host; manipulating the host OGS to
retrieve a second preset state in which the device appears connected to
the host; and initiating enuneration of the device in response to the host
OS detecting 10 the second preset state. 2. The nethod of claim1, wherein
each of nppijpgl ating a host OS to retrieve a first preset state and
mani pul ating a host OS to retrieve a second preset state is by generating
a command failure. 15 3. The method of claim2, wherein each of

mani pul atin t . rieve.a .firs reset .state and mani pul ating a
host OS tJE)' ge@?%@e"“ﬁ&%@%%t“ﬁﬁ@z&o“sEha?t'BeEhPﬁrC[%‘?”S&%pri sing: configuring
the device to whilyaageoptremaiseatticheditoechasenmand; 20 defining a

corref?pondi ng one, O[a[;'t he first and the second preset states; and issuing a

conmard ot her MAARUEAIBYS RertapeRtingssimdRS) to retriaveairstoreset sfalgdnat e t he

command f\ghicHite ddvicEMPpaBE Gdcndctet ffor thifiesei n the predeterni ned
command is Ia REQJE‘g'(I:' réi?gg%ENSECcor]r?T%nate;\iﬂdm)@. The et hod of claim4, wherein

t he command otmanipuladingtthe hpsic@8tterreiriewd a second preset state in which the
device appears connected to the host; and
initiating enumeration of the device in response to the host OS detecting

10 the second preset state.

2. The method of claim 1, wherein each of manipulating a host OS to retrieve a
first preset state and manipulating a host OS to retrieve a second preset state is
by generating a command failure.

15
3. The method of claim 2, wherein each of manipulating a host OS to retrieve a
first preset state and manipulating a host OS to retrieve a second preset state
further comprising:
configuring the device to only accept a predetermined command;
20 defining a corresponding one of the first and the second preset states; and

iIssuing a command other than the predetermined command to the device

to generate the command failure.

4. The method of claim 3, wherein the predetermined command is a REQUEST
25 SENSE command.

5. The method of claim 4, wherein the command other than the predetermined
command is a TEST UNIT READY command.

30 6. The method of claim 3, wherein the predetermined command is a command
configured to indicate a connection state of the device in relation to the host.
| 9




command is a TEST UNIT READY command. 30 6. The nethod of claim 3, wherein
the predeterm ned conmand is a command j configured to indicate a
connection state of the device in relation to the host. 9 7. The met hod of
claim1l, wherein manipulating a host OSto retrieve a first preset state
is invoked by an application residing in the host in response to a
predeterm ned event. 5 8. The nmethod of claim7, wherein the predeterm ned
event is a repartitioning of the device or a nodification of a security

| evel of a partition in the device. 9. The nmethod of claim1, wherein the
device is a_Universal Serial Bus device. 10 10. A device, which when
connect ed-t dhg medtod pk clabnf 1.gihetin dnanipwaiing af hesit OSptaesattiewa at firstn whi ch

t he devi S:di t e tl second
proset sPLre At ieChBERATES A7 2pbRtdCrestie 1 the PU%e F iRt g T T at e
an enunempa¢detarroihetileyedevi ce, wherein the first and the second 15 preset
states are to be supplied following a plurality of command failures. 11.

%

The device of claim 10, wherein the device is configured to generate the

pl ural it 8. ofhs aTBIRGE of BlalrH 76 vHeYeiRahe prédutbhEinEg GvkAt RN Yo ifdHind of
predeterm ned comuand and to supply a command failure in response to

r ecei vi ndherdevrengha modifisatiasy oft maecurite lgyebeaka parditipadn dundevice. 12. The
device of claim 11, wherein the predeterm ned command is a REQUEST SENSE
command. 25 13. The device of claim 12, wherein the command other than the
pr edet er i nBe methndeolftclaisn 4, WRESEBirUNIeTddRERDS aOnivershl Skfial Bhe ddeicece of
cl ai rﬂ)ll’ wherein the predeterm ned command is a command

10. A device, which when connected to a host, is configured to supply a first

preset state in which the device appears disconnected from the host and

subsequently a second preset state in which the device appears connected to

the host to initiate an enumeration of the device, wherein the first and the second

15 preset states are to be supplied following a plurality of command failures.

11. The device of claim 10, wherein the device is configured to generate the
plurality of command failures by being configured to only accept a predetermined
command and to supply a command failure in response to receiving a command

20 other than the predetermined command.

12. The device of claim 11, wherein the predetermined command is a
REQUEST SENSE command.

25 13. The device of claim 12, wherein the command other than the predetermined
command is a TEST UNIT READY command.

14. The device of claim 11, wherein the predetermined command is a command
configured to indicate a connection state of the device in relation to the host.
30
195. The device of claim 10, wherein the device is a Universal Serial Bus device.
10




configured to indicate a connection state of the device in relation to the
host. 30 15. The device of claim 10, wherein the device is a Universal
Serial Bus device. 10 16. The device of claim 10, wherein the device is
configured by an application through a plurality of commands to supply the
first and the second preset states. 5 17. A systemconprising: a host; and
a Universal Serial Bus (USB) device, which when connected to the host is
configured to supply to a host operating system (0OS) with a first preset
state in which the device appears disconnected to the host and
subsequently a second 10 preset state in which the device appears connected
to the hd6t Thehdewre of ldaimod®, whereimifiepdeviceds configured dyean fappficatioin and t he

second p t in.r elo.a lwality.of co nd failures. 18.
The.syst Lioagn 8yt GRERENTS cr oy PedrBLdd 1 BB e Ag ¥hccept o
15 predeterm ned command and to supply a command failure in response to
recei ying_a . comand ot her than the predeterm ned conmand. 19. The system of
cl ai m 1817 wAeHSIFMORBRSISEMEt er ni ned conmand is a REQUEST SENSE conmand,
and the pl ura}ino¥t:@hgcommands are a TEST UNIT 20 READY command. 20. The

systemof claim19, furt her conprising: an application residing in the
host to initiatigrsanoenal Husoit/ ) dewcel avhicl whenl aoninegted todparhoist isoni ng of

the devjce: . cat ' I - Of j L in the
devi ce. écgﬁlg%e@ﬂgﬁbﬁfycta a ﬂBsP&p@raﬁﬁﬁ lé%tte}ﬂ’n (ngkﬂlltﬂ a ?irsqaﬂrgéét Hhte'
which the device appears disconnected to the host and subsequently a second
10 preset state in which the device appears connected to the host, wherein the host
is manipulated to retrieve the first and the second preset states in response to a

plurality of command failures.

18. The system of claim 17, wherein the device is configured to only accept a
15 predetermined command and to supply a command failure in response fo
receiving a command other than the predetermined command.

19. The system of claim 18, wherein the predetermined command is a
REQUEST SENSE command, and the plurality of commands are a TEST UNIT
20 READY command.

20. The system of claim 19, further comprising: an application residing in the
host to initiate an enumeration of the device following a repartitioning of the

device or a modification of a security level of a partition in the device.
25

30
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