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1. Field of Invention

The present invention relates generally to methods and apparatus for controlling
the access to computer resources by software running on a .computer. More
specifically, the present invention relates to methods and apparatus for controlling thé
access to system resources on a client computer by software downloaded to the ;:lient

computer from a server computer.

2. Background _

Prior to the rise of the personal computer, computer users were limited to
operating software that ran on large, mainframe computers using terminals that typically
included a keyboard for entering data and commands and a video display device (or
printer) for viewing output. Although mainframes provided very powerful computing
platforms, they suffered from serious drawbacks. In particular, mainframes were
expensive to install and operate and they required all users to be connected directly to
the mainframe through a terminal, which limited access to the mainframe for many
people. In addition, users had very limited control over their computing environments,
usually having to adapt their work styles and problems to suit the software and

administration of the mainframe computer.

Beginning in the late 1970’s personal computers began to overtake mainframes
as the dominant computing platform for both personal, business, and scientific uses.
For single users, personal computers often could provide the same computing speed as

the older mainframes that had to accommodate many processing jobs simultaneously.
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personal computer over the mainframe as computing power could be located at sites
where it was needed. No longer did users have to tailor their operations around large,

expensive, finicky mainframe computing centers.

10 As the computing power and data storage capacities of personal computers
exploded throughout the 1980s, the dominance of the personal computer seemed to be
assured. As the 1980s drew to a close, however, a new phenomenon began to emérge
which appears likely to overtake the personal computer revolution of the past two
decades. Today, ever increasing numbers of personal computers are linked to each

15 other through high speed data networks. The most popular network currently is the
| “Internet,” which is the network comprising various business, academic, and personal
computer sites across the globe. The popularity of the Internet, and, more particularly,
that aspect of the Internet referred to as the “World Wide Web,” has prompted many
organizations to form internal computer networks, which are often referred to as

20  “intranets.” This interest in network computing has been sparked by a combination of
high speed data networks and increasingly sophisticated network servers, routers and
other devices which allow many independent personal computers to communicate

efficiently.

25 The a}ttractiveness of the World Wide Web stems in part from its highly visual
character, the same factor that played a large role in the rise of the personal computer
and its dominance over the mainframe. Typically, the World Wide Web is organized
into various “web sites” which typically comprise a server that transmits data to a client

computer running a “browser.” The browser is software that provides a user with a
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over the globe. In addition users can also download new software, or software capable

of modifying programs already installed on the client computers.

10 These same features. available to users of the World Wide Web on the Internet
can also be provided to users of a local network through an “intranet”, a non—public.
computer network that includes clients and servers arranged analogously to the Internet.
This capability has received increasing attention from many organizations as
information useful to employees carrying out their assignments can be distributed

15 quickly throughout the network to personal computers within the organization. In
particular, many organizations are utilizing intranets to provide access to databases and
custom software programs for individuals in the organization using such intranets. For
example custom software applets created using the Java™ programming language
(available commercially from Sun Microsystems of Palo Alto, California), can be

20  operated in conjunction with software and data already installed on the remote computer
which is either external or internal to the intranet to provide users access to data and
software specific to their job tasks without the difficulties associated with disseminating
and maintaining many copies of special-purpose software as has been done
traditionally.

25

It is often desirable for software distributed through a secure intranet to have
full access to the system resources of the client computer; whereas software distributed
over less secure networks external to the intranet system generally are allowed little or

no access to system resources, such as file moving capabilities, as such software
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wth a software from accessing the same resource. Users are therefore left with a trade-off
between enabling all software (trusted or suspect) access all system resources or
limiting the access of all software in an effort to preserve the security of the client
system
10
Thus, it would be of great benefit to computer users, and especially computc£
users within organizations in which multiple computer users are connected through a
computer neiwork, to provide methods and systems for controlling resource access for
both information and software over the network so that the above-described problems

15  associated with highly decentralized computer networks can be mitigated. As will be

described here and below, the present invention meets these and other needs.

SUMMARY OF THE INVENTION

20 The present invention addresses the above-described difficulties in managing
software distribution across networked computers by providing, in one aspect, a
method, system, and software for controlling the access to server resources by selected
software applications on a first computer acting as a2 client computer that is in

communication with a second computer acting as a server computer on a computer

25 network.

In one aspect of the present invention, a method for controlling the degree of
access to operating system resources for a software program running on a computer.

The degree of access to the operating system resources is defined for the sofiware
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software progranms for individuals in the organization using such intranets.
For of a degree of system-level access that is available to the software program, and if it is

determined that the software program has permission to access system-level resources
10  associated with the computer that are within the degree of system-level access available

to the software, the program instruction is executed.

In another aspect of the present invention, a method for controlling the degree

of access to system resources for a software program running on a client computer that

'_ 15 is-running the operating system, where at least some of the operating system resources
reside on a server computer that is coupled with the client computer, is provided. The
degree of access to the operating system resources for the software program is defined,

and at least one file including instructions for executing the software program on the
client computer is loaded. The file is examined to determine the degree of system-level

20  access available to the software program when the software program is being executed
by the client computer. The software program is executed on the client computer, and a
program instruction associated with the software program is intercepted when the
software program is being executed on the client computer. A determination is made
regarding whether the program instruction includes an operation that is outside the

25  degree of system-level access available to the software program, and when it is
determined that the software program has permission to access system-level resources

that are within the degree of system-level access available to the software program, the

program instruction is executed.
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The invention, together with further advantages thereof, may best be
understood by reference to the following description taken in conjunction with the
accompanying drawings in which: |

Fig. la is a diagrammatic representation of a wide area computer network in

10  which both users and intranets are coupled by a computer network through the Internet.

Fig. 1b is a diagrammatic representation of a conventional intranet system.

Fig. 2a is a diagrammatic representation of a collection of class files in
accordance with an embodiment of the present invention.

Fig. 2b is a diagrammatic representation of an archive file data format in

. 15 accordance with an embodiment of the present invention.

Fig. 3a is a diagrammatic representation of a client-side directory structure in
accordance with an embodiment of the present invention.

Fig. 3b is a diagrammatic representation of the structure of a client-side
configuration file in accordance with an embodiment of the present invention.

20 Fig. 3c is a diagrammatic representation of the structure of a client-side access
file in accordance with an embodiment of the present invention.

Fig. 3d is a diagrammatic representation of the structure of a client-side group
specification file in accordance with an embodiment of the present invention.

Fig. 4 is a process flow diagram which illustrates a method of executing a

25  request to access a resource in accordance with an embodiment of the present invention.

Fig. 5 is a process flow diagram which illustrates the steps associated with
validating class files in accordance with an embodiment of the present invention.

Fig. 6 is a process flow diagram which illustrates the steps associated with

executing an applet in accordance with an embodiment of the present invention.



that install conputer viruses on the host conputer. Qher software
application my copy, alter, or delete critical data fromthe host
conput er and even forward that data to anot her conputer system
surreptitiously. Unfortunately, there is no viable nethod or 5 appar at us
to enable trusted software to access certain resources while restricting

ot her software from accessing the sane resource. Users are therefore
left with a trade-off bet ween enabling all software (trusted or
suspect) access all systemresources or limting the access of al
software in an effort to preserve the sefurity of the client system
10 Thus, it would be of gr€at benefit to conputer users, and
especi al |y conput Fig. 7 is a preeass flovt diagrapr yhichzdlostones the sigps cassoniated pith
conput er users_are connected through a conmput er network, to provide

met hods and SYHBSASCRSEY BARAZEHIN dchgrdance Jiithan eaphodiment gf the presentjgyqgtion.
i nformati on and sg;t%@re pver the network so_ that the apove-desgribed
problens 15  asd®i®dt 8 FARFAMMRAHGIPISAMALOROf 3 CPPRUCESTSR BrachUPMEFRE M an
be mtigated,, As mﬁLJ b%. descri bed here and bel ow, the present
i nvention mellePPHRBLEVENI Yt her needs. SUMVARY OF THE | NVENTI ON




20 The present invention addresses the above-descri bed
difficulties in managi ng software distribution across networked
conputers by providing, in one aspect, a nmet hod, system and
software for controlling the access to server resources by selected
software applications on a first conputer acting as a client conputer that
Is in communi cation with a secorf conputer acting as a server

conputer on DEPAREFHESERIPTIORIOPTEE DRAWING In one aspect of the
present invention, a nethod for COI’ItI’OﬁAI ng t%e degree of access to

operating systemresources for a software programrunning on a conputer.
The degree of access to the operating systemresources is defined for the
sof twar e Certain embodigneats) of ariethed dndaapparatoe fdri doatroliing theti avgess by
instructions for executing the software program is | oaded on the
conput er. ThéPPEiSelq SYHSA nies@casowilkihsr desarbedn belgwgmeking  refeyence o] dheel
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An illustration of one network in accordance with the present invention is

provided in Fig. 1a. Included in the network illustrated in Fig. 1a are intranets 102 and

104 and an individual external computer shown at 106. The structure of intranets 102

10 and 104 is described in greater detail below with respect to Fig. 1b. Both the intranets
and the user are connected to the computer network through a variety of compufer
gateways (“G/W*). In some embodiments, the computer network includes the Inte;met.
Referring to Fig. 1a more specifically, intranet 102 is coupled with intranet 104 and

user 106 through the Internet which is shown generally at 108. The connection

'. 15  between intranet 102 and the Internet 108 is provided first through a gateway 110
which is coupled with intranet 102 and a “backbone,” or high capacity dataline 112.

Data from a high capacity line 112 is routed through gateway 114 through the Internet

108 which data passes through a second gateway 116 and into high capacity dataline
shown at 118. As will be appreciated by those of skill in the computer network arts,

20  dataline 118 can be the same as dataline 112, or may represent a separate backbone to

which various other individuals, or users, and networks are coupled.

Data that travels from intranet 102 through the Internet 108 and over high speed

dataline 118 passes through gateway 120 to intranet 104 or through gateway 124 to

25  user 106. Thus, according to t_he illustrated embodiment, data can be passed among
user 106, intranet 104, and intranet 102. In particular, the data may travel through the
Internet 108 as just described, or may pass across backbone 118 between user 106 and
intranet 104. In some embodiments, intranet 104 and intranet 102 can be coupled

directly through network configurations known to those of skill in the art as
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The software programis executed on the client conputer, and a

provided in Fig. 1b at 50. A typical intranet 50 includes a server 60 which is coupled

10 with clients 62 and 64. In addition, server 60 can be coupled to other client computers

such as shown at 70, 72, and 74 through a router, hub or similar data transfer device

such as shown at node 68. In addition, remote clients (not shown) can be connectéd to

server 60 either through a direct line or through the use of telephone lines using, e.g., a

modem or similar device. In some cases, access to intranet 50 will be controlled to a

15 high degree by a “firewall” configuration which is illustrated by the box 75. The
establishment of communications from users external to the firewall, such as remote

client 78, can be achieved by traversing a gateway which allows access to the protected

server. Such a gateway is illustrated at 76.

20 .Typically, a server provides data and software that is accessible to the various
clients which are in communication with the server, either directly or through a device
such as a router. The construction, maintenance, and operation of the server, router,
and various client machines will be well known to those of skill in the art. In some
particular embodiments, server 60 will be configured to provide data that is compatible

25 with browser software such as that used to view data on the World Wide Web.
Specifically, the data provided by server 60 will be in the form of pages of data that can
be examined using typical browser software. In one embodiment, the server and
clients are configured to exchange not only data but computer software in the form of

“applets,” such as those written in the Java™ programming language available from
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software by performing various computational tasks which the browser software itself
is not configured to perform. Thus, users who download applets can provide the
browser software with additional functionalities that are not otherwise available to the
browser software. Such additional capabilities can include, e.g., custom interfaces to a

10  database.

In general, a client, as for example client 62, calls into server 60 using a ilser
agent, or a browser. User agents include, but are not limited to, HotJava™, available
from Sun Microsystems, Incorporated of Palo Alto, California, and Netscape, available

' 15 from Netscape Communications Corporation of Mountain View, California. In one
embodiment, the user agents generally includes a processing engine which executes the
applet code, and a security manager used in the determination of whether an applet has
access to certain system resources. Examples of such a security manager are provided
herein below.

20

According to one embodiment, a server, located either on the Internet or within
an intranet, provides class libraries which contain class files that define an applet. One
example of such a class library is a Java™ class library. Specifically, a server can
contain the class files that make up the applet, and the particular Web pages including

25 HTML code that references the applet.

According to one embodiment of the present invention, applets are instantiated
from class files that are downloaded from a source computer, or a server, to a client

machine. The class files may be grouped together into an archive file. Further, an
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a method of exXx
access pnvnlegcs than the same applet executing on a second client by virtue of the fact

that the permissions associated with the applet on each client may be different. This
10  resource access control therefore enables applets associated with secure machines, e.g.,
machines in the same intranet as the machine which contains the resources, to have
more access to resources 1than applets associated with unsecure machines, e..g.,

machines on the Internet.

'. 15 Fig. 2a is a diagrammatic representation of a collection of class files in
| accordance with an embodiment of the present invention. The format of the collection
of class data files, which is generally used on a server, is not arranged to accept
signatures. That is, each class file typically defines a class residing on a server. The

format is such that the collection includes any number of classes, as for example class

20 %17 202, class “2” 204, and class “N” 206. A class may be defined as a software
construct that defines data and methods, or sequences of statements that operate on the

data, which are specific to any applets that are subsequent-ly constructed from that class.

In other words, as previously stated, an applet may be constructed by instantiating a
previously defined class. It should be appreciated that a single class may be used to

25  construct many applets.

The execution of an applet usually entails requests, or commands, to access
system resources. While an applet may contain instructions to access many different

system resources, due to security concerns, an applet is either allowed access to all of



25 request to access a resource in accordance with an enbodi nent of the

present invention.
illustrates the steps associated with

accordance with an enbodi nent of the present invention.
6 is a process flow diagramwhich illustrates the steps associated with
executing an applet in accordance w t h-Er enbodi nent of the present

i nventi on.

Fig. 7 is a process flow diagram
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system, for example, is “trusted,” e.g., of known origin, while an equivalent applet
running externally to the intranet system is considered to be unsecure. As the applet
running within the intranet system and the equivalent applet running externally are
typically given the same access privileges to system resources, in order to maintain the

security of the intranet system, the applets are generally given no access privileges.

The ability to selectively control applets from accessing resources enables a user
within an intranet system to restrict access to resources on an individual applet basis.
Including a “signature,” or an identifier, with class files that are used to instantiaie an
applet is one method which serves to enable an intranet organization to selectively
control applets. Signing, or marking, class files such that it is possible to determine
where the class files originated enables an intranet system to determine the appropriate
access privileges associated with an applet instantiated from the class files. In addition,
signing class files further enables a determination to be made regarding whether a class
file has been tampered with. An archive file structure which permits a group of class

files to be digitally signed will be described below with respect to Fig. 2b.

By providing an archive file which can be digitally signed, it becomes possible
to enable an applet, either internal and external to an intranet system, that is constructed
from the class files associated with the archive file to access selected system resources
within the intranet system. Checking the digital signature of the archive file makes it
possible to determine whether a given applet has been tampered with, and which
computers have signed the applet.  As such, access privileges may be allocated based
upon whether the applet originated from a secure, or trusted, host or from an unsecure
host. In addition, in some embodiments, the allocation of access privileges enables

users to decide which hosts are to be trusted and which are not to be trusted.

Fig. 8 is a diagranmmatic representation of a



- 8- DETAI LED DESCRI PTI ON OF THE DRAW NGS Certain
enbodi nents of a nethod and apparatus for controlling the access by

applets to systemresources will be described bel ow maki ng reference to the
5 acconpanyi ng draw ngs. An illustration of one network

I n accordance with the present invention is provided in Fig. 1la.
Included in the network illustrated in Fig. la are intranets 102 and

104 and an individual external conputerjsshown at 106. The structure of
intranets 102 10 and 104 is described in greater detail below wth

respect to Fig. [Hig. Botih af Siagraminatid) @dpsesentation ofamd afchive e darar formaatninect ed to
the conputer network through a variety of conputer gateways ("G W).
In some enbagFerdances, with earc embotisrenh ef wihek presanit uibentione  [Int then described
Referring to Fig, la nore specifically, intrapet 102 is coupled w.th
it ranet  104#mheiment, the archiys forees ¢ hRAG e AR }91@5“- WATEBIYe: & 2SHbn
general | v at.,l .The, connecti.on, 1 e n.intrapef. 102 _and the
| nt er net %_108ﬁlf’gﬁ8 rl%?%d 2d }’F?Cﬁ”g flg?a}wrgg%wgmé\é\ft&ﬁ? a&% a{ 18 J[yp ma&% P%eﬁﬂ?ys
coupl ed Wi th, 443t banelo iy MNaRdinPEELRANE210 £id 181dBRmBAPRE 1dvis GRhdlete 112.

available to archive 210. In general, header signature 212 is a digital signature which

may be a part of a general header that contains other information which information

includes, but is not limited to, information corresponding to the size of the archive.

10 Archive 210 has any number of associated classes, as for example class “1” 202, class

“2” 204, and class “N” 206, from which applets and associated objects are instantiated.

Additionally, archive 210 may have associated data blocks, as for example data

block 214. Data block 214 may contain images, text, or any arbitrary data that is

' . 15  considered to be a part of archive 210. In one embodiment, data block 214 may contain
a text string that describes classes 202, 204, and 206 that are associated with archive

210. It should be appreciated that in other embodiments, archive 210 may not include a

data block.

20 Referring next to Fig. 3a, an embodiment of a client-side directory structure will
be described in accordance with the present invention. A user who makes a request to
access a resource through a client generally interfaces with a user directory 302. User
directory 302 has an associated browser directory 304 which contains information
relating to a browser, or a user agent. The browser may be any suitable browser, as

25  for example-the HotJava™ browser as mentioned above. Browser directory 304
includes a properties file 306 that is appropriate to the request made by the user.
Properties file 306 typically includes user preference items 308 which are generally

browser specifications that are provided by the user. These specifications may include,



Data froma high capacity line 112 is routed through gateway 114 through

the I nternet 108 whi ch data passes through a second gateway 116 and
into high capacity dataline shown at 118. As will be appreciated by
those of skill in the conputer network arts, 20 dataline 118 can be the
sane as dataline 112, or nmay represent a separate backbone to whi ch

various other individuals, or users, anttmetworks are coupl ed. -

Data that tr Rel! n 1 hr o LAt r high
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t hr ough gat ewsspcihitd with thebrowsdser 106. Thus, according to the illustrated
enbodi nent’; data can be passed anong user 106, intranet 104, and
intranet 102. In particular, the data may travel through the | nt er net
108 as just described, or may pass across backbone 118 between user 106 and
intranet 104. |n SEPReTtiEHERP(Melvither includes information tatiisireleyanhier the partiedar be
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data block 310, a configuration file name 312, and a group specification file name 314.
In one embodiment, images data block 310 includes data file names, i.e., strings,
which identify any images that are associated with the request. A configuration file
name 312 is a string that identifies a configuration file which is used to facilitate the
10 mapping of a requested resource to associated security descriptors. One example of a
configuration file will be described below with reference to Fig. 3b. Group
specification (“spec”) file name 314 is a string which identifies a group speciﬁca.tion

file, as will be described below with respect to Fig. 3c.

' 15 Fig. 3b is a diagrammatic representation of the structure of a configuration file
in accordance with an embodiment of the present invention. Configuration file 350 is
an example of a configuration file identified by configuration file narﬁe 312 as
mentioned above with respect to Fig. 3a. Configuration file 350 includes a table 352
which associates resources 354 on a server, i.e., a server which the client wishes to

20 access, with corresponding access file names 356. That is, table 352 associates an
entry in the resources “column” 354 with a corresponding entry in the access file names
“column” 356. Resources 354 are generally classifiers which identify various system
resources, as for example files, hosts, and socket numbers. Access file names 356
identify corresponding access files which contain security descriptors and other

25 information that is relevant to the control of access to system resources with which
access files are associated. The structure of an access file will be described in more
detail below with reference to Fig. 3c. It should be appreciated that due to the fact that
more than one resource 354 may share the same security descriptor, access file names

356 and, therefore, access files, may be associated with more than one resource 354.



"extranets". Extranets are network arrangenments in which a given network or
I ndividual is coupled with a renote network through a dedi cated data
connection. This connection may include data that is routed through
the Internet, as illustrated in Fig. 1 a, or may be a direct data
feed, such as through an ISDN or T-1 dataline. Various 5 configurations
In addition to nethods and naterials for establishing such configurations
will be apparent to those of skill in t¥e conputer network and

t el econmuni cations arts. One enbodi ment of an intranet,
such as il ustr at Refefringfriegt tol Figa8c, A2 sthictul®4f ah Sccess file WAl Béi diedived #i 9- 1b
at 50. A typical intranet 50 includes a server 60 which is coupled 10

wi th client sagordanes @ith an amboiiintntoof, the present iHRnian Kecesofije! 360 gepealier
client conpute such as shown at 70, 72, and 74 through a router,

S
hub or siml H’F{“&ﬁﬁ 3taple 304 pebichfssaciates principals 367 with perstissians 364.nFdecipds | n
addition,sre ' s.(hot shown) can be connected to . server 60
either tht ougﬁ2 lg)ag# g“@f’“?ﬂg%? Oﬁﬁ)‘%ﬁﬁé’ﬁg‘{’% ¥ a)SP}F ol¥a£9m eWaY|sj ng,
e.g., a : Inoa |5 evl.ce. S , ce to.intranet
50 will be Cg%ta?gﬁ,la{evé&{alo%g@, 1’?" qh%’%ﬁ"?’dédé'%‘e% P%“’““&E%%% | i“ﬁ%%‘%‘fvie ar ati on
which is il tjavdeingdahy “hiifcod®XmaP forlhQ principal 3§Z|5}tl?ap|i§ 2NgBRS. O some

conmuni cati ons fr_om users external to the firewall, such as renote
client 78, cembidiments)mineipals\362 cavalscberthe signpad ef\paticuihd Bthivls) Pofissioaess t o
the protected server. Such a gateway is illustrated at 76.

364 provide groupings of security descriptors. That is, permissions 364 are groupings
10 of security descriptors which designate the resources that principals 362, with which

permissions 364 are associated, have access.

Fig. 3d is a diagrammatic representation of a group specification (“spec”) file

format in accordance with an embodiment of the present invention. As mentioned

' 15 above, the group specification file name 314 of Fig. 3a identifies a group specificatioh
file, as for example group specification file 370. Group specification file 370 includes

a table 371 that associates group names 372 with any number of members 374. Group

names 372 are essentially identifiers that may be used to identify a group of member

374. By way of example, a group name, as for example group “1” 372a, may be

20  associated with any number of members, as for example member “1” 374a and member
“2” 374b. It should be appreciated that a member, as for example member “1” 374a,

may be associated with more than one group name 372.

Fig. 4 is a process flow diagram which illustrates a method of executing a

25  request to access a resource in accordance with an embodiment of the present invention.
The process begins at 402 and in a step 404, a call is made from a requesting client,

e.g., client 74 of Fig. 1b, to a server, e.g., server 60 of Fig. 1b, to initiate the
download of either at least one class file, as described above with respect to Fig. 2a, or

an archive file, as described above with respect to Fig. 2b. The request is received on



20 Typically, a server provides data and software that is
accessible to the various clients which are in communication with
the server, either directly or through a device such as a router.
The construction, maintenance, and operation of the server, router,

and various client machines will be wehf known to those of skill in the
art. In sone particul ar enbodi nents, server 60 will be configured to
provi de dat ahé Severii®res ﬁcm@atoi dd1Rnt cafi mad¥tirbugh & avE @pet Of 4. )\& bfowsset; las dor t hat
used to view data on t Wrld Wde Wb. Specifically, the data
provi ded by sxempler a dfotfavia™ heowser t dre af Netmcapé Navigator obrowsgra as lratviowsly

be exam ned using typ| cal browser software. In one enbodi nent, the server
and cneRtipned ar"l@edblﬁﬁti%‘?fe@e deweloading gk cithst 2bkps) aacleshiile *ofput er

software in t " such as thos itten i c}he Java

or ogr anmi ng gr &H&%ﬁ%@cﬁ%ﬂ TSRRORSG tlo(%ﬁ?quest to adcess B fesource and, hence, is a ¢
- 10- t€ mﬁyﬁéteﬁorg Oprg {l‘hﬁoa}me%ltl’lef %l'me%]e g’%ﬁ%ﬁﬁe as used

her ei n are so twa are configure passed froma
source computer, typlcally a server,

-In a step 406, either the archive file is loaded or the class files are loaded from
the server into memory associated with the requesting client. In general, class files are
loaded if the classes are not in an archive file, e.g., not digitally signed, and an archive

10 file is Joaded if the classes are digitally signed. It should be appreciated that the archive
file has associated class files. As such, loading the archive file involves loading class
files. After the class files are loaded into memory, a validation process is performeci on
the loaded files in a step 408. The validation process, which includes the process of
verifying whether the header signature associated with a loaded archive file is valid, in

" 15 the event that an archive file has been loaded, will be described below with reference to

Fig. 5.

After the validation process, in a step 410, the class files are converted into an

applet. That is, an applet is created in memory by instantiating the loaded class files,

20  which may or may not be a part of a JAR file. Once the applet is created, the applet file
is executed in a step 412. The steps associated with the execution of an applet will be

described below with respect to Fig. 6.

Fig. 5 is a process flow diagram which illustrates the steps associated with

25  validating class files, i.e., step 408 of Fig. 4, in accordance with an embodiment of the
present invention. The process begins at step 502, and in a step 504, a determination is.

made regarding whether an archive file or a class file has been loaded. If a class file

has been loaded, then process flow proceeds to a step 506 in which a standard class

verification is performed. A standard class verification typically includes a check of all



to a client machine and run in conjunction with software already installed
on the client. I n one enbodi nent, the software with which the appl et
runs is the above-described 5 browser software. Typically, applets
provi de additional functionalities to browser software by perform ng
various conputational tasks which the brgwser software itself I S not
configured to perform Thus, users who ddwnl oad appl ets can provide the
browser soft W@é&d‘éﬁa&@ﬁl@ﬁ‘ﬁh& 'tﬁé}éi*oré WIS del, G Drdel k> Bscéri whétRern@ythighRiM se
avai l able to the browser software. Such additi onal capab ities can
I ncl ude, e. g.class fHésOnay ni)ﬁipfcﬂmeé sécurigy. 10 somel @irbbdisents, a check is made to I n
general, a client, as for exanple client 62, calls into server 60 using a

user ay:emm,meofﬂdasmuuv.&s@ra vxm@émadg@nasfor exdnpiea Jayat™ wirteal mpachingi t ed
to, Hot Java[ err avai |l abl e m_Sun M crosystens, |Inc or at ed of
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Co i cat t Vi Lif
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executes the ess of@a{?ﬁh@ﬁ ofala sfﬁ&qs @orﬁ;ﬁ&bﬁ itts¥o manager used in the

determ nati on o? whet her an appl e access to certain system
resources. Exanples of such a securlty manager are provi ded herein
bel ow.

If the determination in step 504 is that an archive file has been loaded, then in a

step 508, the header of the archive file is validated, or authenticated. The validation of

10  the archive file generally involves an identification of the origin of the archive file based
upon the header signature. That is, a check is made to establish the origin of the header
signature and, therefore, the archive file. The validation may also include a checl; of
whether data associated with the archive file is intact. It should be appreciated that in

some embodiments, an archive file may not include a header signature. By way of

'. 15 example, an archive file within an intranet may not be signed. In a step 510, a
determination is made as to whether the header is valid. If the header is not valid, e.g.,

the content of the archive does not correspond with the signature, then in a step 514, an

error flag or the like is raised. In one embodiment, the error flag may result in an
exception being thrown. In another embodiment, the error flag may result in a message

20  being returned to the requesting client. After the error flag is raised, the process of

validating class files ends at 520.

If the header is found to be valid in step 510, process flow moves from step

510 to a step 512 which is the determination of whether any classes associated with the

25  archive ﬁie remain to be validated. If there is a class to be validated, then in a step 516,
a standard class verification is performed. As previously described in step 506, a
standard class verification includes a check of whether anything in a given class may
compromise the security of a virtual machine. By way of example, the security of a

virtual machine may be compromised if something in a given class can overwrite files



20 According to one enbodi ment, a server, |ocated either on
the Internet or within an intranet, provides class |libraries which
contain class files that define an applet. One exanpl e of such a
class library is a Java[err] class library. Specifically, a server can
contain the class files that nmake up tgg applet, and the particul ar Wb
pages including 25 HTM. code t hat erences the applet.
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instantiated fromclass files that are downl oaded froma source
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files is completed at 520.

Fig. 6 is a process flow diagram which illustrates the steps associated with

executing an applet in accordance with an embodiment of the present invention. That

10 s, step 412 of Fig. 4 will be described. The process begins at 602, and, in a step 604,
a determination is made as to whether the applet contains an instruction to execute an
operation. The operation may generally be a call to access a system-level resource. If

the applet does not contain an instruction to execute an operation, then the process of
executing the applet ends at 616. If the applet does contain an instruction to execute an

15 operation, then process flow proceeds to a step 606 in which it is determined whether
the operation to be executed is a protected, e.g., secured, operation. That is, a
determination is made regarding whether the operation is an operation to which access

is controlled. If it is determined that the operation is not protected, then the operation is
executed in a step 608, and process flow returns to step 604, which is the determination

20  of whether there is an instruction to execute another operation.

If it is determined in step 606 that the operation in the instruction to execute is
protected, then process flow moves to a step 610 in which the applet security manager
is called. The process of calling the security manager will be described in more detail

25  below with reference to Fig. 7. The applet security manager typically controls the
operations which are accessible to given applets. In one embodiment, the applet
security manager is a Java™ applet security manager. In a step 612, it is determined
whether the operation is allowed. In other words, step 612 is the determination of

whether the applet has access to the operation which is to be executed. If the operation



accessible to the machi ne on which the applet is executing. The use of
signatures 5 enabl es the access to systemresources of the client
machi ne by the applet to be controlled, e.g., by reference to the
security status of the server fromwhere the appl et originated. By
way of exanple, an applet executing on one client may have different
access privileges than the sane appl e+182xecuting on a second client by

virtue of th . the permn.ssio associat with the applet on
each client ﬁn?ygﬁéd’éﬁl?nf%? se%?é.m}i‘t'ﬁ esxec%egi n s?%@@%r creonéétg%ggg’cp({ﬂ?eﬁ%fm{"ﬁgr efore
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the sane intranet as the machi ne which contains the resources, to have
nore access execteaaotherespetabiom appl et s associ ated with unsecure nachi nes,
e.g., machi nes on the Internet. 15 Fig. 2ais a

di agrammatic representation of a collection of class files in

accordance with ap enbodi nent of the present invention. The format of the
col | ect i oﬁ Tishe determination i sisn 2 is tptithe prestigris@pkalioyed,dban agerar ser ver
I S not arran?e%n&Q(ﬁpcept That is, each.class file

typically defines a EPrg's‘ghiF}égﬁmdt?en%{pgeirﬁ"%t tueé g}s{ baying g, gxeepton is thraypin step g oy
ot e o R WIS IS, pBR B 2,
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statenents that. operate on the
function. In other embodiments, the step of throwing an exception may involve
10 transmitting an error message which may be displayed by a user agent that is associated
with the requesting client. In still other embodiments, the error handling may cause an
interaction with the user to occur in the form of asking whether the user approves; the
performance of the operation by the applet. In such embodiments, access files can
possibly be updated to permanently record the response provided by the user.
15
Referring next to Fig. 7, the process of calling a security manager, i.e., step
610 of Fig. 6, will be described. It should be appreciated that a user agent generally
has only one associated security manager. The process of calling a security manager
begins at 702 and in a step 704, the operation which is being called by the épplet is
20  identified. Although the operation may be any one of a number of operations, the
operation is generally a read operation or a write operation. From step 704, process
flow proceeds to a step 706 in which the name of the resource associated with the
operation is identified. In some embodiments, the name of the resource is passed into
the call to the security manager and, hence, is readily identified. However, when the

25 name of the resource is not passed into the call, the properties file, as previously

described with respect to Fig. 3a, may be used to identify the associated resource.

Once the associated resource is identified in step 706, the name of the access file

which corresponds to the resource is identified using the configuration file, which was
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After the permissions are obtained, the call to the security manager is completed at 712.

Fig. 8 illustrates a typical computer system in accordance with the present
invention. The computer system 830 includes any number of processors 832 (also
referred to as central processing units, or CPUs) that is coupled to memory devices
including primary storage devices 834 (typically a read only memory, or ROM) and
primary storage devices 836 (typically a random access memory, or RAM). As is v'vell
known in the art, ROM 834 acts to transfer data and instructions uni-directionally to the
CPU and RAM 836 is used typically to transfer data and instructions in a bi-directional
manner. Both primary storage devices 834, 836 may include any suitable computer-
readable media as described above. A mass memory device 838 is also coupled bi-
directionally to CPU 832 and provides additional data storage capacity. The mass
memory device 838 may be used to store programs, data and the like and is typically a
secondary storage medium such as a hard disk that is slower than primary storage
devices 834, 836. Mass memory storage device 838 may take the form of a magnetic
or paper tape reader or some other well-known device. It will be appreciated that the
information retained within the mass memory device 838, may, in appropriate cases, be
incorporated in standard fashion as part of RAM 836 as virtual memory. A specific

mass storage device such as a CD-ROM 834 may also pass data uni-directionally to the

CPU.

CPU 832 is also coupled to one or more input/output devices 840 that may
include, but are not limited to, devices such as video monitors, track balls, mice,
keyboards, microphones, touch-sensitive displays, transducer card readers, magnetic

or paper tape readers, tablets, styluses, voice or handwriting recognizers, or other well-

5



running within the intranet system and the equival ent appl et running
externally are typically given the sane access privileges to system
resources, in order to maintain the security of the intranet system
the applets are generally given no access privil eges. 10 The
ability to selectively control applets from accessing resources enables a
user within an intranet systemto2kestrict access to resources on an
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with the archive file to access sel ected systemresources
that the above described hardware and software elements, as well as networking

10 devices, are of standard design and construction.

The computer-implemented methods described herein can be implemented usiné
techniques and apparatus that are well-known in the computer science arts for executing
computer program instructions on computer systems. As used herein, the term

.15 “computer system” is defined to include a processing device (such as a central
processing unit, CPU) for processing data and instructions that is coupled with one or
more data storage devices for exchanging data and instructions with the processing
unit, including, but not limited to, RAM, ROM, CD-ROM, hard disks, énd the like.
The data storage devices can be dedicated, i.e., coupled directly with the processing

20 unit, or remote, i.e., coupled with the processing unit over a computer network. It
should be appreciated that remote data storage devices coupled to a processing unit over
a computer network can be capable of sending program instructions to a processing unit '
for execution on a particular workstation. In addition, the processing device can be
coupled with one or more additional processing devices, either through the same '

25 physical structure (e.g., a parallel processor), or over a computer network (e.g., a
distributed processor.). The use of such remotely coupled data storage devices and
processors will be familiar to those of skill in the computer science arts (see, e.g.,
Ralston 1993). The term “computer network” as used herein is defined to include a set

of communications channels interconnecting a set of computer systems that can



within the intranet system Checking the digital signature of the archive
file makes it 25 possi ble to determ ne whet her a given appl et has been
tanpered with, and which conput ers have signed the applet. As such
access privileges may be all ocated based upon whet her the appl et
originated froma secure, or trusted, host or from an unsecure host .
In addition, in sone enbodi nents, the allocation of access privileges

enabl es users to decide which ho ﬁs are to be trusted and which are
not to be trusted.

- 13- Fig. 2b is a diagrammatic representation of an archive
file data format in accordance with an enbodi ment of the present

i nventi on. commumpjgatd aydraapiedther. The eompynittications chan@elaﬁmnvl@d¢ trengmissien g
Javalerr] archive (JAR) format., Archive, or archive file, 210 includes

a header si@fER FPeh 25 bylhnetriimited: e tiste Railr ‘élrpﬁa?oawsal cgblecapicpl §ibes, by
a user agen erif he .validit hive 210 and to dete e
Cevel s of - ctsie YRks, o gt groad e e SHRPAT GRS a0 PorUgtbtied
signature 2&\/2er'1§rgg %uhgl’ a?elag 'aeé%\?ervt\@ns ltn]undreds or thousands of miles, WAN),
5 orlocal area networks (e.g., over several feet to hundreds of feet, LAN). Furthermore,
various local-area and wide-area networks can be combined to form aggregate networks
of computer systems. One example of such a confederation of computer networks is

the “Internet”.

10 Although only a few embodiments of the present invention have been
described, it should be understood that the present invention may be embodied in many
other specific forms without departing from the spirit or the scope of the present
invention. By way of example, although only one configuration of an archive file data
structure which may be signed has been described, it should be appreciated that the

15  archive file data structure may be widely varied within the scope of the present
invention. Further, steps involved with a method of executing a request to access
system resources may be reordered. Steps may also be removed or added without
departing from the spirit or the scope of the present invention. Therefore the described
embodiments should be taken as illustrative and not restrictive, and the invention

20 should be defined by the following claims and their full scope of equivalents.



may be a part of a general header that contains other information which

I nformation I ncludes, but is not limted to, information
corresponding to the size of the archive. 10 Archive 210 has any nunber
of associated classes, as for exanple class "1" 202, class.. _"2" 204,
and class "N' 206, fron1mh|ch appl ets and aSSOCIated ObJECtS are T e
I nstanti at ed. Addi ti onal-by,. archive 210 ey 34 %§sociated
data bl ocks, as for exanple data bl ock 214. Data bl eplaced
contai n i mMg@STHEGLAIMS: any arbitrary data that is 15 i be
a part of archive 210. In one enbodi nent, data block 214

a text string that describes classes 202, 204, and 206 that are associ ated
wi th archive 210. It should be appreciated that in other

enmbodi ment s, 1ar chAveethed forgpninalling the ldegree of access to optmatinglsysiem resourceg for
Referring next to Flt%w 3a, an enbodi nent of a client-side director
structure will a softWigs PIREFRINTHIHENG 9N 3 eI YHEC FQrppRterds BB sai

i nvention. A user who,nakes a Ss a resource through a

client generally Pmreﬁ%ﬁyégewwﬂaﬁ?é@mmsw%m >, User
G ect ory 02 has 3 e aBRehSLad SRS Eke LS PR LSRR
be any suitable bEaﬁ%Sﬁwa@%rogram,
(b) examining at least one file associated with said software program to
determine the degree of sys‘tem-level access available to said software program
when said software program is being executed by said computer;
(©) executing said software program on sa_id computer;
(d) intercepting a program instruction associated with said software
program when said software program is being executed on said computer;
(® determining if said program instruction includes an operation that is
outside said degree of system-level access available to said software program;
and
® executing said program instruction when it is determined that said
software program has permission to access system-level resources associated
with said computer that are within the degree of system-level access available to

said software program.

2. A method as recited in claim 1 wherein said step of determining if said program
instruction includes an operation that is outside said degree of system-level
access available to said software program comprises validating an identifier

associated with said software program.

3. A method as recited in any one of the preceding claims whetein said step of

executing said program instruction comprises determining if said system-level

T



25 for exanple the HotJava[err] browser as nentioned above. Browser
directory 304 i ncl udes a properties file 306 that i's approprlate to

t he request nade by the user. Properties file 3ﬁ@§1%phéi8§ee | ncI udes
user preference items 308 which are generally cedi ons
that are provided by the user. These specifications maym ,m ﬁiT

- 14- but are not limted to, datarelatlngto bro

behavi oral properties associ ated2dirth the browser.

Properties file 306 further includes information that is reéevant to, the
particular 5 reseuoessheingsatecssgd inhwid programBpsticion pregrlfge systegp-fevel

I nformati on can include an i mges data bl ock 310, a configuration
file nane 312, affdC¥Cgt-oup specification file name 314. I n one
enbodi ment, inmages data bl ock 310 includes data file nanmes, i.e., strings,
which identify any inmages that are associated wth the request. A

configuratign file n ' Vgo}fepgl s
confi gur ati %’n fi tl\emv\ﬁll1 feg%%@gﬁgh?%ﬂpfﬁ{e&%é (ﬂﬁ}ns fr‘r%%g?%igw%r a
request ed resourﬁﬁ)gtrﬁnggﬁlgﬁgétagqpﬁgguri ty descriptors. One exanple of a

5. A method as recited in claim 4 wherein said applet is a Java applet.

6. A method as recited in one of claims 4 and 5 wherein said applet is associated
with a header, said header being arranged to include an identifier, said identifier

being arranged to identify said an origin of said file.

7. A method as recited in claim 6 further including the step of validating said
identifier to determine if said computer has permission to access said system-

level resources.

8. A method as recited in one of claims 4-7 wherein said computer is a client
computer and said applet is downloaded to said client computer from a server

computer.

9. A method as recited in claim 8 wherein:
(a) said step of examining includes determining the degree of system-level
access to said server that is available to said applet when said applet is being
executed by said client computer as defined by said:defining a degree of access
to said system-level resources associated with said server computer for said
applet;
(b) said step of determining includes determining if said program instruction

to access system-level resources associated with sa1d server computcr includes



configuration file will be described below wth reference.to Fig. 3b.

G oup specification ("spec") file name 314 is a string which ST
identifies a group specification file, as will be dedhik sk 0

with respect to Fig. 3c. 15 Fig. 3b is a diagra '%apﬁéenweplaced
representation of the structure of a configuration file m"ﬂ"‘”rmumul
accordance with an enbodi nent of the present invention. Confi

350 is an exanple of a configurat?n file identified by

configuration file name 312 as menti oned above with respect to Fig.
3a. Configuration &nbperaten thatdh aulside said dégree @gstem-level agdescdvailaio ti sids
resources 354 on a server, i.e., a server which the client wishes to 20
access, with corre8pRlflpnf access file nanes 356. That is, table 352

associ ates an entry in the resources "colum"” 354 with a

correspondi ng entr )i n A8 sigpOf sxecutinginglydesexecuting said PEPgIAR INSIYEHOOs our ces
354 are generally classifier ich identify various system -
resources, as for éﬁ%fyém‘feé’\é\{]reTﬂ?W§ ,assaﬂafyeé Wdﬁ?é@%ﬂ%&?‘%‘@%ﬁ%‘&?‘ 11 e

356 : t h £ : . 1

Gescr i prors and ot APzt 65K K RRICHROARERRR o pecfir e e RO Tl o
t t W ' . fd ' d.

The structur e of anaseeay il b S Comyer bathiERRn'te sl & JSA3 AT

bel ow with refer e”%@cés@afdiﬁb]e@&said%}) ] oul d be appreciated that due to the

fact that nore than one res ce 354 may share the sane security
descriptor, access file nanes

10. A method for controlling the degree of access to operating system resources for
a software program running on a client computer which client computer is ‘
running said operating system, wherein at least some of said operating system
resources reside on a server computer that is coupled with said client computer
through a computer network, the method comprising the steps of:

(a) defining said degree of access to said operating system resources for
said software program;

(b) loading at least one file including instructions for executing said
software program on said client computer;

(e examining said at least one file to determine the degree of system-level
access available to said software program when said software program is being
executed by said client computer as defined by said step of defining said degree
of access;

(d) executing said software program on said client computer;

(¢e) _intercepting a program instruction associated with said software
program when said software program is being executed on said client computerﬁ
® determining if said program instruction includes an operation that is
outside said degree of system-level access available to said software program;

and

s



356 and, therefore, access files, may be associated with nore than one

resource 354. This Sheet Has Been Replgced
Referring next to Fig. 3c, the structure of an access file IHI“HHIIIL ﬂ
described in accordance with an enbodi nent of the p n
Access file 360 generally I ncl udeg-a table 361 which associ ates

principals 362 with perm ssions 364. Principals, 5 362 may be indivi dual
hosts or groups @ hodesutinggaidprogssm mskwabion when iisdegesminedthat said be an

i ndi vidual host, i_.e., a server, which is a principal 362. _Alternatively,
"java. com' and "SOTVAEGPROSIELhas BRTRISSIQNP Agge S‘S@z‘e{) psowrcestht A, | n sone

enbodi nents, pripeinals.362 can. also be the signers.pf rticular archives.
W“%?l“' e i°§8ysé"'r“8 Bf'lr%&%es%?"a?%‘ge °%a§/‘f)s8f‘%‘° B That is,

Per m ssi ons curi escrip
perm ssions 364 are groupings 10 of security descriptors which designate
the resources that principals 362, with which perm ssions 364 are

associ at ed, 1 haveAafi@tR6das recited in claim 10 wherein said step of determining if said
program instruction includes an operation that is outside said degree of system-
level access available to said software program comprises validating an

identifier associated with said software program.

12. A method as recited in one of claims 10 and 11 wherein said step of executing
said program instruction comprises determining if said system-level resources
being accessed by said program instruction are protected system-level

resources.

13. A method as recited in one of claim 10-12 further including the steps of:
establishing a data transfer communication link between said client
computer and said server computer across said computer network; and
transmitting said at least one file from said server computer to said client

computer across said computer network.

14. A method for processing a request from a client to access a system resource
associated with a first server, the method comprising the steps of:
(a) calling a second server to initiate a download of files that are relevant to
said request;
(b)  loading said relevant files from said second server, said relevant files
including an archive file, said archive file including at least one class file and a

header, said header including an identifier arranged to indicate the origin of said

archive file;

TR



Fig. 3d is a diagrammatic representation of a group specification ("spec")
file format in accordance with an enbodi nent of the-present—— "~ 7"7"
i nvention. As nentioned 15 above, the group specification file nane 3i14
of Fig. 3a identifies a group specification file, d%ispheet aced
group specification file 370. Goup specification file 370} g '_ H
a table 371 that associates group nanmes_372 with any nunber 4
G oup nanes 372 are essentiall y"?7d’entifiers that may be used to
identify a group of nenber 374. By way of exanple, a group nane, as
for exanpl e grougd) 1" c3@datingsayd dlass fil@into asapplet;andd wi t h any nunber of
menbers, as for exanple nmenber"1" 374a and nmenber "2" 374b. It
shoul d be appr eci(e} ed exbeatting said applet, said applet includipg at lpashprg Instuctiong g,
may be associated with nore than one group nane 372. ) Fig. 4
is a process fl owhtireinessenting said pppletenablessaidclignt tagecess saisk systam Fgowce 25
regquest to access a resource .in accordance with an enbodi nent of the
present inventi orpssociated with gaid Srst S@I¥Er- hegi ns at 402 and in a step 404, a
call is made froma requesting client, e.g., client 74 of Fig. 1b,
to a server, e.g., server 60 of Fig. 1b, to initiate the downl oad of
elther at | eact oNGeflitt iroksinl3 iR s PEHe PR At 4 InerehRaRIndpo ] 0- 22
I"e,* as AR AFThE ARV W =

or ~anTarchive Tl respect to 2b. The
request is recei \gflafithe said archive file includes the sub-steps of:

(a) authenticating said header;
(b) determining whether said header is valid; and
© performing a class verification on said class when it is determined that

said header is valid.

16. A method for processing a request as recited in one of claims 14 and 15 wherein
said step of executing said applet includes the sub-steps of:
(a) determining whether said instruction is an instruction to execute a
protected operation;
(b) executing said operation when it is determined that said instruction is not
an instruction to execute a protected operation; and
(© determining whether said operation is allowed when it is determined that

said instruction is an instruction to execute a protected operation.

17. A computer system for controlling the degree of access to operating system
resources comprising:
a first computer coupled with at least one memory-device which holds
therein at least one file including instructions for executing a software program,
said software program running on said first computer, said first computer

running said operating system, said first computer being configured to:

Ry



-16- the server in response to a client call nade through a user

agent, i. e., a browser, as for exanpl e a Hot Javal-err}--browser or

Net scape Navi gat or browser as previously menti oned. The i n| tiat | on of
t he downl oadi ng of either at |east one class file or 'HmsSheetHaS

occurs in response to a request to access a resource a F\ caII
to 5 execute an applet. In one preferred enbodinent, ileis
a JAR file. In a step 4 ,eitherthearC|vef|Ie|s

| oaded or the class files are Ioaded fF n the server into nmenory

d h th I l fi
foaded 11t he cl(@ssedeiine st oetie afacspesii yﬂ?SS%r%‘migescya%rsnsrﬁsqurmsﬁ $id
d, d h d [
ol oned. Tt shour B s Rm anplead i oRRUED phihe taME A RGBS O (2 1Y
associ ated cl assprz)éljaﬁl{lstﬁﬁttlﬁ“ﬁ% c&@g% %a;mft@ra&hl ve file invol ves | oadi ng
C

cl ass fil er t ass es are | odded into nenory, a

validation procegs i SloR@Li@hiBht Bfe file lncludlﬁ@ﬁs&mﬁsﬂf& tkatihgsAd St ep 408.
The val i dation process, which includes the process of verifying

V\:hr,‘t ger t he head@ftmgmgmo@@@ﬁmb@ﬁpﬁwﬁ h a | oaded archive file is
e o (© examine said at least one file to determine the degree of system-level
access available to said software program when said software program is being
executed by said first computer;
(@ execute said software program on said first computer;
() intercept a program instruction associated with said software program
when said software program is being executed on said first computer;
® determine if said program instruction includes an operation that is
outside said degree of system-level access available to said software program;
and
(2 execute said program instruction when it is determined that said
software program has permission to access system-level resources associated

with said first computer that are within the degree of system-level access

available to said software program.

18. A computer system according to claim 17 wherein said first computer is
arranged to determine if said system-level resources being accessed by said

program instruction are protected system-level resources.

19. A computer-readable medium comprising computer-readable program code
devices configured to cause a computer to perform the actions of:
(@) defining said degree of access to said operating system resources for

T

said software program;



15 the event that an archive file has been | oaded, will be descri bed
below with reference to Fig. 5. After the
val i dation process, in a step 410, the class files are converted into an
applet. That is, an applet is created in nmenory by instantiating the | oaded
class files, 20 which may or may not be a part of a JARfile. Once the
applet is created, the applet file IS executed in a step 412. The
steps associated with the execution of an applet will be descri bed
bel ow with respect to Fig. 6. —29- Fig. 5is a process flow
diagramwhich illustrates the steps associated with 25 val i dati ng cl ass
files, i.e., step 408 of Fig. 4, in accordance with an enbodi nent of the
present inventiey. EREmBINEAISasPSEH ME adkbeitled WitARid RRatdprogmtna8 504, a
determ nation is made regardi ng whether an archive file or a class
file has been |deeaiaihe thé degred afsgstémilével access avhidsbldwaaid softdact, program process
fl ow proceeds to a step 506 in which a standard cl ass verification
is perfornmed. Avlensaddsoftwateamregnanris being exerntetdybyisaidl doynputer] udes a check of
al |

© executing said software program on said computer;

(d)  intercepting a program instruction associated with said software

program when said software program is being executed on said computer;

© determining if said program instruction includes an operation that is
outside said degree of system-level access available to said software program;
and

® executing said program instruction when it is determined that said
software program has permission to access system-level resources associated

with said computer that are within the degree of system-level access available to

oy g

This Sheet Has Been Replaced




-17- | oaded class files and, therefore, classes, in order to ascertain

whet her anything in the class files may conprom se security. In sone
enbodi ments, a check is nmade to determne if the security of a
virtual machine, as for exanple a Java virtual nachine, can_be
conprom sed. Standard cl ass verification nethods e Known
to 5 those of ordinary skill in the art. Once t 1k %ﬁ o &éﬁ%ﬁé? 1
verification is perfornmed, the process of valLida files
Is conpl eted at 520. | f_phe determination in step 504 is
that an archive file has been | oaded, then in a step 508, the header

of the archive file is validated, or authenticated. The validation of 10
the archive file generally i nvol ves an identification of the origin of the

archive fi!e VREHOD AND APRRATUSTOICEURTRUIIIRG SGFTWRRE Accrss fheck |
nmade to establish the origin o rsﬁaﬁg@g signhature and, therefore,
the archive file. The validatio %Eﬁde a check of whet her
data associated with the archive fil,g ¢ act. It should be appreciated
that in sone enbodi nents, an arc Ive file may not include a header
signatuse. By wayetibds, %§stem§xﬁm3§o?twa?é‘f&rlﬁﬂélﬁﬁg hnd Spe%tidg' Jeleafed] Softwanet may
not be signed. In a step 51 determnation is nade as to whet her

the header apglicatibaghn 4 éhelnh@bxﬂﬁﬁdﬁﬁ tiSin"@imndi¢ation &vith a server computer on a
computer network are described. In one aspect of the present invention, a method for
controlling the degree of access to operating system resources for a software program
running on a computer that is running said operating system is provided. The degree

10 of access to the operating system resources is defined for the software program, and at
least one file including instructions for executing the software program is loaded on the
computer from the server computer. The file is examined to determine the degree of
system-level access available to the software program when the software program is
being executed by the computer. The software program is executed, and a program

15 instruction associated with the software program is intercepted when the software is
being executed on the computer. A determination is then made to determine if the
program instruction includes an operation that is outside of a degree of system-level
access that is available to the software program, and if it is determined that the software
program has permission to access system-level resources associated with the computer

20  that are within the degree of system-level access available to the software, the program

instruction is executed.

This Sheet Has Been Replaced
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the content of the archive does not correspond with the signature, then in
a step 514, an error flag or the like is raised. In one enbodi nent,
the error flag may result in an exception being thrown. |n another
enbodi ment, the error flag may result in a message 20 being returned to
the requesting client. After the erro&lidag is raised, the process of
validating class files ends at 520. = i1=========~- Iﬁ-the header-+s-found
to be valid in step 510, process f|OMlnDVGS fromstep. 510 to alstep
512 which is the deternmination of whether any classes psseciated—w-th | he
25 archive file remain tq be valrdddd, If tpefé20s g class to be |!
val i dat ed, tth in a step 5 a dta | ass| verification ijs

performed. As| previjgs!y de Sirgafaf e cl gsjs
verification jncludes a che gi ven cl ass nﬁyn

a
conprom se the security of of exanple, the
e

security of a virtual nyg d i f sonething ih a
gi ven class can ove}w(jte files :
106 ) ; 104 '
N 4 :
: _________________________ 118 )
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; 108 :
E Internet E
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or
conpl eted on

cl asses which are to be
steps 512 and 516 until

nore classes remain to be vali dat ed,

menory on the virtua
t he given cl ass,
which a determination is nmade

After the standard class verification is
process control returns to step 512 in
regardi ng whet her there are any nore
val i dat ed. Process control | oops between
a determ nation%@l made in step 512 that 5

at Pch poi nt the process of

machi ne.

no

val i dati ng cl ass

a process flow di agram
executing an applet in
i nvention. That 10 i
begi ns at 602, @nd, in
whet her the applet cont

files is conpleted at 520. Fig. is
Wi ch il lustrates the steps associated with
pccordance wi th an enbodi nent of the present
5, «step 412 of Fig. 4 wll be described. The pr
h Btep 604, a determnation is made as t

hiMs an instruction to execute an operati

ess

n.

| f

The operation y gener

t he appl et 0t
t he process =
contain an i(rjétﬁ
proceeds t o {ausIH
operation t IXec|
a determinati ¢

+ 1 d
A

b 6

6

n.

¢ont-Ai

3

i whi ch
it efb |

o

elbhy be a call to access a system| evel resourcej
n an instruction to execute an operation, the

uting the applet ends at 616. If the applet d

an 15 oper ati on, e4hen process fl ow

it is determ ned whet t he

ot ected, e.g., secure operation. That

es
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executed in a step 608, and proéess flowreturns to step 604, which is the
determ nation 20 of whether there is an instruction to execute anot her

operati on. If it is determned in step 606 that the
operation in the instruction to execute is protected, then process
flow noves to a step 610 in which the applet security nmanager IS
call ed. The process of calling the secl8/a0oy nmanager will be described in
nore detail 25 below with reference to Fig. 7. The applet security
manager typically controls tdgo operati gns which are accessible to
given appiets. In one embodi nent, Nt hE€LASS dt security manager is a
Java appl et security manager. In step—6+2—+'t is determ ned

whet her the operation is allowed. In other words, step 612 is the

determ nati on of whet her the applet has access to the operation
which is to be executed. If the operatioh
-19- is allowed, then 204 r&(’iog is executed in step 608. From
step 608, process control rlet drid §ézstep 604 which is the
determ nation of whether there is anm instruction to execut e anot her
operation.

206~ cLassN

Fig. 2a

210\

SEANDAFETTJRE_ 212
214 — DATA
BLOGK
202~ QLASS1
204~ crass>2
206~]" cLassN

Fig. 2b



5

al |l owed, then an error
executing the applet ends at 616.
sone enbodi nent s,

t hr ow functi on.

I n ot her enbodigpgy

ts,

If the determnation in step 612 is that the operation is not
condition occurs,
havi ng an exception is thrown in step

whi ch can be inpl enented by

614, and the process of
It should be appreciated that
the step of throw ng an exception may involve calling a
the step of throw ng an

in

exception may involve 10 transmtting an error nessage which may be
di spl ayed by a user agent that is agsoeRated with the requesting
client. In still other embodinents| pipgEroRy faRdgsng may cause an
interaction with the user to occur bU-Athe—+erm of aski ng whet her the user
approves the performance of the operation by the applet. In such
enbodi nents, access files can possibly-pe updated to permanently
record the response provided by the BROWSERS Ref erri ng next
to Fig. 7, the process of calling a sﬁqyynpmvwiﬁaqu4 i.e., step 610
of Fig. 6, will be described. It shettd—pe—appteciated that a user agent
general ly has only one associ ated|security nmanager. The process of
calling a se:ULLLy_nanagfr eg-hrstat—F02 and in a step 704, the
oper ati on whi@ROWPIGRE(G| cal | ed by [tRROBBRT#ES|Es 20 identified. Al though
t he operati ofFIcEYNARIENY [one of a ruFhEer of op«h‘t:j}@ﬁs, t he
operation i stgenergtHy—a read operatropor g ite operation. From step
704, process 314
USER
PREFERENCE IMAGES Epitviiaingy ENQEI
ITEMS .
310
308
Fig. 3a
CONFIGURATION
FILE 350
v _—352
ACCESS
RESOURCE 1| ri e NAME 1]\ 355
54 ACCESS
3 |RESOURCE 2 FILE NAME 2
ACCESS
RESOURCE 3| ) £ NAME 1

Fig. 3b



flow proceeds to a step 706 in which the nane of the resource associ ated

with the operation is identified. In sone enbodi nents, the nane of
the resource is passed into the call to the security manager and,
hence, is readily identified. However, when the 25 name of the resource
is not passed into the call, the properties file, as previously

described with respect to Flg 3a, nayé@& used to identify the associated
resource. Once the ass Oted resource is identified in
step 706, the name of the access whi ch corresponds to the
resource is identified using the conf| urationi{file, which was

- 20- described earlier with SStHILEi ? hat is associ at ed
with the applet. Perm ssions correspondi ng q e applet are then

obtained fromthe access file in a step}710. It shoul d be appreciated
that in sone enbodi nents, the appropri aye accessl§r136ﬁay be a
representation of the actual jccess fi1lg 1 n nmenor The access file, as
descri bed above 5 with respesiNaipAlE dPEBMISS@%éth es individual hosts
or groups with a set of pernigsions 1 364

362~

PRINCIPAL N PERMISSIONS

Fig. 3c
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After the perm ssions are obtained, the call to the security manager is
conpleted at 712. Fig. 8 illustrates a typical conputer
systemin accordance with the present i nvention. The conputer system
830 includes any nunber of processors 832 (also 10 referred to as central
processing units, or CPUs) that is coupled to nmenory devices

i ncluding primary storage devices 834 (typically a read only nenory, or

ROM and primary storage devices 836 (typically a random access
menory, or RAM. As is well known6/30 t he art, ROM 834 acts to
transfer data and instructions uni-directionally to the CPU and RAM

836 is used typically to transfer data and instructions in a bi-directional
15 manner . BOtQp@Fi mary storage devices 834, 836 may include any suitable
a

conput er - daQIe medi a as descri bed above. A mass nenory device
838 is al so coupl ed bi- directionally to CPU 832 and provi des
additional data storage capacity. The menory device 838 nay be
used to store prograns, data and the(E%?%%iEﬁ\LgatypicalIy a
secondary storage nedium such as a ha i t haOPs sl ower than primary
storage 20 devi ces 834, 836. Mass nenbry storage device 838 nmay take the
formof a magnetic or paper—tape ¥Yeader or sone other well-known
device. It will be appreciated t hSALKSERVER TO pf or mation retained within
the mass nmenory device 838, nmay, | INITApPEopri ate ¢ases, be
DOWNLOAD 404
y
LOAD ARCHIVE
FILE OR CLASS
FILESFROM [ 405
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A4
PERFORM L\\
VALIDATION 408
Y
CONVERT CLASS
FILES TO APPLET
OR SET OF 410
CLASSES
v
EXECUTE
APPLET ™~ 412
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incorporated in standard fashion as part of RAM 836 as virtual nenory. A

specific mass storage device such as a CD-ROM 834 nmay al so pass data
uni-directionally to the 25 CPU. CPU 832 is al so coupl ed
to one or nore input/output devices 840 that may i ncl ude, but are

not limted to, devices such as video nonitors, track balls, mce,
keyboards, m crophones, touch-sensitive displays, transducer card readers,

magneti c or paper tape readers, gﬁﬁjets, styl uses, voice or
handwriti ng recogni zers, or other well - )

-21- known i nput devices such as, of course, other conputers. Finally,
CPU 832 optionally may be coupled to a conputer or tel econmunications
network, e.g., I nternet network or an intranet network, using a
net wor k connecti on ast shown generally at 812. Wth such a network
connection, it is contenpl ated at~the CPU 5 m ght receive information
fromthe network, or m ght »- mation to the network in the
course of perform ng the above—deser| bed50&x hod steps. The above-

504
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LFILE
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descri bed devices and materials will be famliar to those of skill in the
conput er har dware and software arts. Further, it should be
appreciated by those skilled in the art that the above descri bed

har dwar e and software el enents, as well as networking 10 devi ces, are of
standard desi gn and construction. The conputer-inpl enent ed
nmet hods descri bed herein can be inplenmented using t echni ques and
apparatus that are well-known in the c8fffuter science arts for executing
conput er programinstructions on conputer systens. As used herein, the term
15 "conputer system is defined to include a processing device (such as a
central processing unit, CPU) for processing data4d&d i nstructions
that is coupled with one or nore data storage vi ces for exchangi ng
data and instructions with the processing uni t, including, but not
limted to, RAM ROM CD-ROM hard disks, and the Ilike. The dat a
storage devices can be-dedicated, i.e., coupled directly wth the
processing 20 uni - pte, i.e., coupled with the processing unit
over a conputer netwo 602 shoul d be appreciated that renote data
storage devices coupled |to a processing unit over a conputer network
can be capabl e of sendi g programinstructions to a processing unit

for execution on a par | ar %Qﬁﬁstation. In addition, the processing

devi ce can be

THROW .
EXCEPTION

PROTECTED
OPERATION?

CALL SECURITY OPERATION
| MANAGER ALLOWED?

\610

EXECUTE )
OPERATION  |[°




coupled with one or nore additional processing devices, either through the
sane 25 physi cal structure (e.g., a parallel processor), or over a
conputer network (e.g., a di stributed processor.). The use of such
remotely coupl ed data storage devices and processors wll be
famliar to those of skill in the conputer science arts (see, e.g.,

Ral ston 1993). The term "conputer network"” as used herein is defined to

i ncl ude a set of conmuni cations channel s interconnecting a set of
conput er systens that can 9/10

-22- communi cate wth each other. The communi cati ons channels can

i ncl ude transm ssion nmedi a such as, but not limted to, twisted pair
W res, coaxial geaple, optical fibers, satellite links, or digital

m crowave radi o. THB\conputer systens can be distributed over | arge,
or "wide," areas (e.g., over tens, hundreds, or thousands of mles, WAN),
5 or local area networks (e.g., O¥€r S ral feet to hundreds of feet,
LAN). Furthernore, various | d¢cQITARTe d gde- area networks can be
conbined to form aggregate networks /0 _
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CONFIGURATION

FILE

h 4
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END
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« of conputer systems. One exanple of such a confederation of conputer
networks is the "Internet". 10 Al t hough only a few
enbodi ments of the present invention have been described, it should
be understood that the present invention may be enbodi ed i n many

ot her specific fornms wi thout departing fromthe spirit or the scope of the
pr esent i nvention. By way of exanple, although only one configuration
of an archive file data structure which nmay be signed has been
described, it should be appreciated theyighe 15 archive file data
structure may be widely varied wthin the scope of the present

invention. Further, steps involved with a nethod of executing a request to

access system resources may be reordered. Steps may al so be renoved
or added w t hout departing fromthe spirit or the scope of the
present invention. Therefore the described enbodi nents shoul d be

taken as ill ?Qative and not restrictive, and the invention 20 shoul d
be defi ned b3§ following clains and their full scope of equival ents.

840
/,
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/ 832
{' 834
//‘838
<> Primary
Secondary  |q—p PROCESSOR 836
Storage
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I /812

Network
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237 IN THE CLAI MVs: 1. A nmethod for controlling the degree of access to

operating systemresources for a software programrunning on a first
conputer, wherein said first conmputer is running said operati ng
system the nethod conprising: exam ning at |east one file
associated wth said software programto determ ne the degree of

system | evel access available to said software program when said software
programis being executed by said first conputer, wherein the software

Execut i ng. sai AEGHORIND AFERRAHEL POk ERHRLL nRIBLEORARE!ACERSS TO
I ntercepting a program i nstruc?ﬁ%ﬁ@ | Qﬁ%&sw th sai d sof tware program

whi |l e said software programis being executed | -E\ AT
conput er; determ ni ng when sai d progranpl } ‘gi e gdes
an operagion that is outside sai d degree of sy|stlem|evel access

avai |l abl e to said software program and exeQul MAg 98d
programinstruction when it is determ ned that said sjfltware @r agr am
has perm ssion to access _systemlevel resources that are WThim Sai d degree
of SPHCEFRQUSD QETEEINYEATION  to said sof tware proaram.. 2.1 A

net hod as r?ci tegieidqoflirln?é:inxol further including defining said degree of
access to said opera’fi ng systemresources for said software program

3. A nethod agh¢ geidnflvinfiof telitd¥ gdnelIg 16 ntthe @ M HpparitGs B Bntfclirty Pr o0gr am
instruction I ncl udes an operation that is outside said degree of

syst em li@Vveltheasaeess i canpuiey eséicesabyl software nmoipwen & pomputern | Moteudes
validating an identifier associated with said software program 4, A
met hod as r epdcifically.riheaprpsephinvertion ndateste geathods ard appasatusties eanfrolingdht i ng sai d
program access to system resources on a client computer by software downloaded to the client

computer from a server computer.

15 2. Background
Prior to the rise of the personal computer, computer users were limited to
operating software that ran on large, mainframe computers using terminals that typically
included a keyboard for entering data and commands and a video display device (or
printer) for viewing output. Although mainframes provided very powerful computing
20  platforms, they suffered from serious drawbacks. In particular, mainframes were
expensive to install and operate and they required all users to be connected directly to
the mainframe through a terminal, which limited access to the mainframe for many
people. In addition, users had very limited control over their computing environments,
usually having to adapt their work styles and problems to suit the software and

25  administration of the mainframe computer.

Beginning in the late 1970’s personal computers began to overtake mainframes
as the dominant computing platform for both personal, business, and scientific uses.
For single users, personal computers often could provide the same computing speed as

30  the older mainframes that had to accommodate many processing jobs simultaneously.
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“instruction includes determning when said systeml| evel—resources_bei ng

accessed by said programinstruction are prote '@@dﬁmgm'lwhr
resour ces. _ £ S.

A method as recited in any ote oE,Lhe Preceding cl ai saj d

sof tware program conplli 568 A RPN 1 he&-gtﬁ'mé’e 1%98cilt4d in
claim5 wherein said appl et l;&»ﬁ«&__aﬂb_-ﬁi:g 7. A._aeLh.Q.d_*S__ edi tied

in one of claimse 5 and 6 wherein said applet is assocliated with a
header, sai d header being arranged toaénclude an i dentrft+efr—sai-d

I dentifier being arranged to identify an origin of said file. 8.
A nethod as recited in claim7 further including validating said identifier
to deternm ne mhen said first conputer has perm ssion to access said

t I I ot 5-8
wherei n sai FIECE SORHITS Pﬁkﬁwsé%gggﬂ%ﬁgs ARE ﬁsa. ﬁggﬁl ct is

downl oaded to said client corrp er corrputer A net hod
as recited in claim9 wherein:

ABSTRACT
5 Methods, systems, and software for installing and operating selected software
applications on a client computer that is in communication with a server computer on a
computer network are described. In one aspect of the preseht invention, a method for
controlling the degree of access to operating s,"ystem resources for a software program
running on a computer that is running said operating system is provided. The degree
10 of access to the operating system resources is defined for the software program, and at
least one file including instructions for executing the software program is loaded on the
computer from the server computer. The file is examined to determine the degree of
system-level access available to the software program when the software program is
being executed by the computer. The software program is executed, and a program
15  instruction associated with the software program is intercepted when the software is
being executed on the computer. A determination is then made to determine if the
program instruction includes an operation that is outside of a degree of system-level
access that is available to the software program, and if it is determined that the software
program has permission to access system-level resources associated with the computer
20  that are within the degree of system-level access available to the software, the program

instruction is executed. - S

(Fig. 4)

heet Has Been Replaced

RITITH
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exam ning said at |east one file includes determning the degree of
'system | evel access to said server that is availpaby @ 0 fal W aomh et
Lﬁ%ﬁ%ﬂé?-‘-, gs;_ﬁ[

when said applet is being executed by sai d client
defined by said defining a degree of access to said systfem| evel
resources associated with said server conputer for saildjap@lBJAN 2302
det erm ni ng when the programinstruction includes said ¢gperation thatfip
out si de sai d degree of system| epel access avail abl e tTo Thesoft hare
program i ncl udes det ermi ni ng when said prograntinstrugtion to ackess
systemh@\ﬁiEcﬁg@MrSges associ ated Wi th said server conputer includes
an operation that 1s outside said degree of system | evel access
avai l able to said applet; and executing said program

oyt om Revel A Bulliaio st GRtiplitg B8’ deebt OE ARt 10 ittt iR, dbtemrasurdé 1ET %
determ ned  software phodrarf ﬁﬁﬂliﬁ%@ﬁ 8 ir S mBEIeRiviEk AR s4if fRQGOSPul 3 Rihing el

resources associated Wth sai _server conputer that "are within the
degree of syspuntingsystensfemsthad gompisieg:t o sai d appl et.

25 11. A nethod_as. recited | Lalm.10 .i ' | .

file including pr g’éﬂ"‘?ﬂ%‘n% attleagt (%n%stﬁ? géstglk ! {r%g @%@%%@g%@ﬁggﬁ%ggﬂﬁces
associ at ed Wde#res af Gystemvievel R3S lavhildble to said softfwans prdgram owlen shidtsofteoratet
one file including programinstructigns to access systeml evel )
resour ces as PSR dy heing, exeentedse spid Bwtsomphter, whersiy thes gofipeare gagrameis t o

said first : hd conput er networ K. 12. A net hod
as recited iﬁo%ﬁugfﬁ]ﬁﬁﬁﬁgélg%ﬁfegéﬁngg%% sonme of said operating system
resour ces exsuting said softedre pebgramputsexd fostgphepditen t h said first

conput er through [of0) ter . hetwork. . . o
P g ?nterc%&g a program mstructvlsgn associated with said sofiware program while

said software program is being executed on said first computer;

determining when said program instruction includes an operation that is outside
said degree of system-level access available to said software program; and

executing said program instruction when it is determined that said software
program has permission to access system-level resources that are within said degree of

system-level access available to said software program.

2. A method as recited in claim 1 further including defining said degree of access to said

operating system resources for said software program.

3. A method as recited in claim 1 wherein determining when said program instruction
includes an operation that is outside said degree of system-level access available to said

software program includes validating an identifier associated with said sofiware program.
4. A method as recited in any one of the preceding claims wherein executing said program

instruction includes determining when said system-level resources being accessed by said

program instruction are protected system-level resources.

L



‘one file including I nstructions for executing s
on said first conputer. 14. A nmethod as recited in

- 13. A nethod as recited in claim 12 further includi pBEPbAGERG &t SHEES!
i
0

wherein said software program conprises an appl et

ST T Ware—progr
he of in 1D-
At

as recited in claim 14 wherein said applet is a Java applets

Am
13
od

appl et being arranged to i nclude a header, said} header being
arranged to include an identifier, 24 said identifier berngarranged
identify said first conputer. 16. A nmethod as recited in claim15

to

furthes inchudimgqyairidizh i dny 8hé of ﬁﬁrﬁrkéédﬁfé $19intieBérBinRid software Phcytaraai d

first conputer has perm ssion to access sai

system | evel resources

r esi di ng oncomprises agappletser ver conput er. 17. A nmethod as recited in

claim 12 further conprising:
initiate a download of files fromsaid third conputer to

conput gr;

10.

calling a third conputer to

A method as recited in claim 5 wherein said applet is a Java applet.

A method as recited in one of claims 5 and 6 wherein said applet is associated with a
header, said header being arranged to include an identifier, said identifier being arranged

to identify an origin of said file.

A method as recited in claim 7 further including validating said identifier to determine

when said first computer has permission to access said system-level resources.

A method as recited in one of claims 5-8 wherein said first computer is a client computer

and said applet is downloaded to said client computer from a server computer.

A method as recited in claim 9 wherein:

examining said at least one file includes determining the degree of system-level
access to said server that is available to said applet when said applet is being executed by
said client computer as defined by said defining a degree of access to said system-level
resources associated with said server computer for said applet;

determining when the program instruction includes said operation that is outside
said ‘degree of system-level access available to the software program includes
determining when said program instruction to access system-level resources associated
with said server computer includes an operation that is outside said degree of system-
level access available to said applet; and

executing said program instruction includes executing said program instruction to
access system-level resources associated with said server computer when it is determined
that said applet has permission to access system-level resources associated with said

server computer that are within the degree of system-level access available to said applet.

O

said first



. 26 | oadi ng relevant files fromsal Eﬁc
rel evant files including an ; archive file, ' -;
i ncluding at | east one class file and a header, sal drheader ‘
including an identifier arranged to indicate the oni %I n‘lq‘tdéﬁlﬁu%rq;hl\ve
file; val idating said archive file; |

converting said class file into an applet; and ! executlng
sai d appl et, said applet including at d3seast one insftruction wherers
executing said applet enables said client to access said systemresource
associ Bl.ed Withéthod as recifediifl didimS10 eRIGHENE loading at 18ast ond M ikedeliA® brogram
processing a request as recited in claim17 erein said step of executing
sai d appl et1n§’6‘|‘ﬁ§1|°F1§é% access system-level respurass misseiciagedwithhesid setver computerbyon

excouti ng. <o prinne daATel of ERERUEE prop iRERERIS aseess myrmerd ot

an i resdurcest dssotidted amhcsai&s@om compiter! fropesad iséiver edifiputer to said first
det erm ni ng whet her said ogerat ion is allowed when it is determ ned that

sai d CQIRUEET ACESE SRl SOMPULEHAtOrL | on to execute a protected operation.
19. A method for processing a request as recited in claim 18 further
conprising calling a security manager when it is determ ned that

sai d i b&t r ubtmeshod as renitedhist ¢laiot 1 whetein atxleasttsema of said opeatiag @gdter rogparaesi on.

20. A met hod for proce SI are S I ctedln claim 19 further
conpri si ng: T¥51¢e on a“secon trefncﬂﬁﬁﬁnggtf ﬁé‘ﬁ I Fogputes: thigpehsa oy

executing tieweskeration when it is determ ned that sai d operation is
al | oned; and signaling an error when it is determ ned that
said operation is not allowed.

13. A method as recited in claim 12 further including loading at least one file including

instructions for executing said software program on said first computer.

14. A method as recited in one of claims 10-13 wherein said sofiware program comprises an

applet.

15. A method as recited in claim 14 wherein said épplet is a Java applet, said Java applet
being arranged to include a header, said header being arranged to include an identifier,

said identifier being arranged to identify said first computer.

16. A method as recited in claim 15 further including validating said identifier to determine
when said first computer has permission to access said system-level resources residing on

said server computer.

17. A method as recited in claim 12 further comprising:

calling a third computer to initiate a download of files from said third computer to

said first computer;

* C L M $ *



.21, A nmethod for processing a request as reciteq

S ThA 20 et ei n
calling a security manager conpri ses: R!;i’L,ﬁ&,i_, iy
27 obtai ning.a nane of said systemirégsource, _
using said name of said systemresource to obtainja nam\p‘gN%g?cFe s file
whi ch corresponds to said systemresource; at%ud ' _ _
obt ai ni ng perm ssions corresponding to said appl et f"rmn*s.a*r-d—acceks file.
22. A method for processing a requests as reciteg in claim2l whergin said
archive fileis a Java archive file. 23. A nmethod tor processing

a request as recida@fhgiBlefhiti filts’Fomh@idedeBoriPédnplAdd sAd ¢8evat HldsSincluding an
i ncl udes a data bl ock which contains information associated with said Java

archive fi | achivefile, saidrarehivigfileinclyding at feast ansrelass| file ragd tahlecadery said hehder

to o : . r.ces,. O | S ng:. . a
? ngts Scomu?@!@%& @éﬁ\h\ﬁpﬁﬁgﬁ&#gg@% eeﬂlﬁgﬁlgp’;m{cfm a&@“&ﬁﬁk’h hol ds therein
at | east woal&lating eaitl afdhir@ifilg | nstructions for executing a software

rogram said software ) programrunning on said first conputer, said
Pi rst conputer rERIERpEsaidrlessdilaintoan applet; andsyst em said first conputer

bei ng confi gur edetdduting said applet, said applet including at least one instruction, wherein
executing said applet enables said client to access said system resource associated with

said first computer.

18. A method for processing a request as recited in claim 17 wherein said step of executing
said applet comprises:
determining whether said instruction is an instruction to execute a protected
operation;
executing said operation when it is determined that said instruction is not an
instruction to execute a protected operation; and
determining whether said operation is allowed when it is determined that said

instruction is an instruction to execute a protected operation.

19. A method for processing a request as recited in claim 18 further comprising calling a
security manager when it is determined that said instruction is an instruction to execute a

protected operation.

20. A method for processing a request as recited in claim 19 further comprising;
determining whether said operation is allowed;
executing the operation when it is determined that said operation is allowed; and

signaling an error when it is determined that said operation is not allowed.

21. A method for processing a request as recited in claim 20, wherein calling a security

manager comprises:

*



‘defl ne sai d degree of access to sai d operating syst epr-8souLces. _f:r)r sa. d

sof tware program | oad said at |[EEStAOHENE

| east one file including instructions for "*exe*cu’t-rﬁg E
software programon said first computer; 11JA? gm nse sai d
at least one file to determ ne the degree of system] elelit: N 23l _
access available to said software program when said pobiware_p BS

bei ng executed by said fayrst conputer;
execute said software programon said first conputer?$
i ntercept a progbidthingtnateldfQaidasRemIradoastel t h said sof tware program
when said software programis bei hg execut ed on said first conputer;
det er ni ne when SHIng 8¢ f saéd gystenh casounee kaidbiginennampe phian m:ces?ﬁte which
gtrjgzlrgren sgln%ngg&rnggtoogaldsg% e?ﬂesgurge agcess avai l abl e to said softwar 28
execute said pr atffingpeiniisdbnsdrishindidg tb Said@ppletfroRtaidRiessdild sof tware
program has perm ssion to access system| evel resources associated with
said first conputer that are within the degree of

syst eml eveA Gr&E y m,
Aycorrprﬁgfer%&éystem g’é (fkagégrg éﬁé&?ﬁlt%g}gmﬁngélw élhg?lde%‘%]ﬁ'?éﬁ %2
arranged tdavaarchive\ﬁ& idate an identifier associated with said softyvare_
program 26. A conputer system according to claim 24 wherein said first
conputer is arranged to

23. A method for processing a request as recited in claim 22 wherein said Java archive file

includes a data block which contains information associated with said Java archive file.

24. A computer system for controlling the degree of access to operating system resources
comprising:

a first computer coupled with at least one memory device which holds therein at
least one file including instructions for executing a software program, said software
program running on said first computer, said first computer running said operating
system, said first computer being configured to:

define said degree of access to said operating system resources for said
software program;

load said at least one file, said at least one file including instructions for
executing said software program on said first computer; |

examine said at least one file to determine the degree of system-level
access available to said software program when said software program is being
executed by said first computer;

execute said software program on said first computer;

intercept a program instruction associated with said software program
when said software program is being executed on said first computer;

determine when said program instruction includes an operation that is

outside said degree of system-level access available to said software program; and

LTI



determne if said system|level resources being acgq

€S3¢ ,—.\9; o) R \{MI’ am
“instruction are protected systeml evel resd. EBACu AERTL SHEA L onput er
system according to one of ¢lains 24-26 wherein sg soft war € pro r am

[
conprises an appl et. 28. A conput er system acdoridi n!g.l Cie r
wherein said applet is a Java appl et. 29. A ccrrputer* yst é rdi ng
to claim 28 wherein said applet is associated wth a—header— sai d
header being arranged to include an idgntifier, sdid identi fier bei ng
arranged to identify a creator of said identitTrer. 30. A
conput er system accor 6‘%’511[12@ v SPRY

ar ?gnged tg vegdl saldcc}l ent ?l?Meb?lO?o ?E%n%iéﬁéﬁf‘? sal dga?& ?ngare
conput er has perpriog@'lmhastwnarselenm saresh system-leveiysstoamels associatedswottit sad first 31.

-1 eadab dj i 5 ter- bl e code
Geviobs - o o, LA s AT, e Bt ek SEBRS Y oprebh valabl fo said

conput er - i npl enegyfRchraplostms Of : defining a degree of
system | evel access to operating systemresources for said sof tware
pr ogr am 29

25. A computer system according to claim 24 wherein said first computer is arranged to

validate an identifier associated with said software program.

26. A computer system according to claim 24 wherein said first computer is arranged to
determine if said system-level resources being accessed by said program instruction are

protected system-level resources.

27. A computer system according to one of claims 24-26 wherein said software program

comprises an applet.
28. A computer system according to claim 27 wherein said applet is a Java applet.

29. A computer system according to claim 28 wherein said applet is associated with a header,
said header being arranged to include an identifier, said identifier being arranged to

identify a creator of said identifier.

30. A computer system according to claim 29 wherein said first computer is arranged to
verify said identifier to determine if said first computer has permission to access said

system-level resources.

31. A computer-readable medium comprising computer-readable program code devices
configured to cause a computer to perform the computer-implemented actions of:

defining a degree of system-level access to operating system resources for said

software program,;
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exam ning at |east one file to determne the degrelé{E?LA@}ﬁﬁﬁﬁ !S@ﬁ?'é?iﬁ.fhaccess

avail able to said software program when sai d sof t iarfg—progranrts—beiing
executed by said conputer, said at |east ondg ffil eggﬁl Hgg,ggs bcitat ed
with said software program wherein said at |I dasttibiBNrg4ie Jigcludes
instructions for executing said software program gn tsai.d cofput er;

executing said software program on said conputer; §
a programinstruction associated wi thsaid softwa
software programis bei ng executed on said conputer;

determ ning if {RdfinR{gOaf aehst Rk ISt {00 Beteifint B ddprétPOf albtem-Tebalt adcess
outsi de said degree of systemlevel access available to said software.
progran amwailable to said softwareyregrani whenssaidisoftwaye aragram is being execited byisid s

Gystom 1 overpuiehpided b Cieis b R OHA A IS bRk, PGSR 1

t he degr ee apfledsy Dhe nfilk Eichdar eRaactiomi foabdxeciitihgs sdid soBfwarve progragomsaid 32.
A conput er readabl e medi um conpri si ng conput er -r eadabl e program code

devi ces compul§Bcording to claim31 further including conputer-readabl e
program code dey] . fl tQ: val e an identifier associated
wth said softW\aéir“gc‘agP%S%Igﬁﬁ&&%gwéﬁlﬁ%gggngu%gdﬁ?ééhdabI e nmedi um conpri si ng
conput er - r eadablistepeptirgampesptanm dastiuction associatedawithrsdidngpftware Ipadgrai Iwhdmer ei n

sai d conput er.-readabl e code, devi ces are configured to execute said
progr am i n§gif§e B‘P?pé?ga@rlﬁgﬁ‘ﬁgﬁx?%‘t%&“eﬁaw‘dq ®n said systeml evel

resour ces bei ng q@ffRReitiid3bgraf AddtHoh 1AIGNAtIBpoRiRRFALE GhAMKe said

systenm| evel resour ces. _conput er readabl e nedi um
conpr i si ng degrep of systenedavebicsessraveilabie ool wfivaraprograny and one of clains

31- 33 wherei id soft : t 5 .. A t
Feadabl o medi um RGeSy PEBTIN BRFAORRABRE i yPanrioed Ga s RIS
clai m 34 wWheshml HadipdmiBbRto hécess shaterl-Rivel reBRRb&@! associated with said computer

that are within the degree of system-level access available to said software program.

I ntefcepting
i sai d

32. A computer readable medium comprising computer-readable program code devices
according to claim 31 further including computer-readable program code devices

configured to validate an identifier associated with said software program.

33. A computer readable medium comprising computer-readable program code devices
according to claim 31 wherein said computer-readable code devices are configured to
execute said program instruction are arranged to determine when said system-level
resources being accessed by said program instruction are protected system-level

IesouUrces.

34. A computer readable medium comprising computer-readable program code according to

one of claims 31-33 wherein said software program comprises an applet.

35. A computer readable medium comprising computer-readable program code according to

claim 34 wherein said applet is a Java™ applet.
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30 36. A conput er readabl e nmedi um conpri si ng Cé(y SLAGEMEIR A5, {program
code according to - claim34 wherein said agpllet is associatiedq with a
header, said header being arranged to i ncljude gm1U§gn%daf;i ir i said
identifier being arranged to identify a creator df [said Iden |'f‘izr,
and sai d conputer-readabl e program code devi ces gr e ctontigured-té ;#erform
the action of validating said identifier tjo_determne if saitd appl et

has pernission to access said system30 | evel resources. “

36. A computer readable medium comprising computer-readable program code according to
claim 34 wherein said applet is associated with a header, said header being arranged to
include an identifier, said identifier being arranged to identify a creator of said identifier,
and said computer-readable program code devices are configured to perform the action of
validating said identifier to determine if said applet has permission to access said sysfem—

level resources.
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METHOD AND APPARATUS FOR CONTROLLING SOFTWARE ACCESS TO
SYSTEM RESOURCES

ABSTRACT

Methods, systems, and software for installing and operating selected software
applications on a client computer that is in communication with a server computer on a computer
network are described. In one aspect of the present invention, a method for controlling the degree
of access to 6perating system resources for a software program running on a computer that is
running said operating system is provided. The degree of access to the operating system
resources is defined for the software program, and at least one file including instructions for
executing the software program is loaded on the computer from the server computer. The file is
examined to determine the degree of system-level access available to the software program when
the software program is being executed by the computer. The software program is executed, and
a program instruction associated with the software program is intercepted when the software is
being executed on the computer. A determination is then made to determine if the program
instruction includes an operation that is outside of a degree of system-level access that is
available to the software program, and if it is determined that the sofiware program has
permission to access system-level resources associated with the computer that are within the
degree of system-level access available to the software, the program instruction is executed.

(Fig. 4)



