1 MOBILE | P REA STRATI ON PROCESS FOR ALWAYS- ON DEVI CE The application
relates to the provision of IP (Internet Protocol) connectivity for

wirel ess devices, and in particular to registering wireless devices on a
MP5 (Mbile IP) network. MP (Mbile IP) is a protocol that was
originally proposed by the I ETF (Internet Engineering Task Force) and is
described in "RFC 2002 - IP Mbility Support”. In a MP 10 network, a HA
(home agent) typically assigns a static hbnme |P address to each associ at ed

nobil e device. As a nobile device roanms in the MP network, it registers
with a FA (fYPEFHR TR EECISTRATIMN PROGEEESFQR GOMAY S0k -REVIgEdr ess). The HA
is informed of the nobile device's COA through the 15 registration

procedure. The FA mai ntraensppl dididiond refatde cheRe bR Addrgsset pp COA for a
certain Iengtg of tine called a registration lifetine. A tunnel is :
establ i shed betieeH'Thé TORRSahY TeerbbY ey devi vérehadt ideyiche HRd o send
packets to the pobiileidevicerdyidRanagohitheskAsetNasefRre wipe nobile 20

device is reagg bl e Vf' its home I P address. As long as the nobile device
UPoriE (i

re-regi st ers PEGVSt ation lifetinme expires, a PPP (point to

poi nt protocol) connectivity. is mintained. In a SIP (Sinple |IP) network,
nobi | e devices are 25 assigned geographically dependent |IP addresses
dynami cally by a visited PDSN (Packet Data Serving Nodes). As the nobile
device roams it will bgrasgigned aphew j endent |.F address
for a duration that may nofﬂ] be knowﬂ togae%g[rhéj%%g%??‘!eﬁge\%%%e??ﬁwa&rlgvi des a
nunber of advAiRaFes BVefhe JFETE pipsempte BR)nsecmasekabbrog) and

communi cat i oni sides e A0 I rdeyiose USiMgioht$: PONsgeegraphi gal Iy (dependent
hone | P 10 network, a HA (home agent} typically assigns a static home
IP address to each associated mobile device. As a mobile
device roams in the MIP network, it registers with a FA
{foreign agent), which provides a COA {care-of-address). The
HA is informed of the mobile device’s COA through the
15 registration procedure. The FA maintains a binding of the
home IP address to COA for a certain length of time called a
registration lifetime. A tunnel is established between the
HA and the mobile device enabling the HA to send packets to
the mobile device by means of the FA; thérefore, the mobile
20 device is reachable via its home IP address. As long as the
mobile device re-registers before the registration lifetime
expires, a PPP (point to point protocol) connectivity .is

maintained.

In a SIP (Simple IP) network, mobil; devices are
25 assigned geographically dependent IP addresses dynamically
by a visited PDSN (Packet Data Serving Nodes). As the mobile
device roams it will be assigned a new geographically
dependent IP address for a duration that may not be known to
the mobile device. MIP provides a number of advantages over
30 SIP (Simple IP) such as enabling communication with the

mopile device using its non-geographically dependent home IP



2 address. The elimnation of the need to know the nobile device's
current geographical point of attachnment greatly enhances roam ng
capabilities and enables different application servers to reach the nobile
device via its known 5 hone | P address regardless of its current point of
attachnment to the MP network. Also, MPyenables nultiple user profiles
with different user |ID/password etc. A nobile device that is configured as

(Obi e | Paceiiby . MakeeRsQHILEL BaUIbRE 0L LRTLEL oLl on [Ssugs in 2 10

network - both in home inroamn
properly, ﬂhemcefsnayrkead geodraphmtednpbmntd@Eaa@Q@@gﬁé@@ngéggﬁytlng in
a poor user Berlence in case of an "always-on" nobile device. O

ot her hand®"7BrGEE FOREENPePRrpahitéhprs BYRd Reahbbel didéereatio re 15
register vappliber MR Q@N@fg €80 HﬁetHQ"‘ﬁl%g%eSe%ce v?“"mk Kopn . °

reduced battery life of the nobil evi ce congestion 8t “te
net wor k3 Ab?ﬁ%nﬁ?e@d@p©$$ca@gendlhae afl ons aubramet epinsep¥er to
aut henti cat g, . ik, Elg ﬁg%lect accounilng 20 information for Mbbile
| Pv4 serV|ces F ender ed” PBUHGHE - i 4187 scHbRe@npR1PE MRIEERIKOUN et

al ., Dianetser Mobifeled Wf‘tlﬁp@ifﬁéﬁéﬁﬁ,ué&efﬂ?% aEBQLRgeELRg Task Force
vol . 20, August 2004. Conbined with the Inter ealn1capab|I|ty of the
base protocol, this application allows nobile nodes to 25 receive service
from foreign servicd pigvikRrdev IFaneet lSk@mmﬁngugedeesagﬁsbwﬂblz@e used

by the forgign ho{e, . aaent n nformtion t
Di anet er sg%CeﬁggrProtdtol Eﬁéﬁ%@%%ﬁiégt?ﬁﬁléﬁ%%E&??ahﬁﬁg?ﬁn%n36 routing
of | Pl&at agtatesk o sk etmddmse iamd him |1d@iigd. al® such situations

are not handled properly, then it may lead to disruption in
data connectivity resulting in a poor user experience in
case of an “always-on” mobile device. On the other hand,
brute force retry attempts by the mobile device to re-

15 register with the MIP network can cause unwarranted MIP
network access, a reduced battery life of the mobile device,

and congestion of the MIP network.

A Diameter application that allows a Diameter

gerver to authenticate, authorize and collect accounting

20 information for Mobile IPv4 services rendered to a mobile
node is disclosed in Pat R. Calhoun et al., Diameter Mobile
Ipv4 Application, Internet Engineering Task Force vol. 20,
August 2004. Combined with the Inter-Realm capability of
the base protocol, this application allows mobile nodes to

25 receive service from foreign service providers. Diameter
Accounting messages will be used by the foreign and home
agents to transfer usage information to the Diameter

servers.

Protocol enhancements that allow trangparent
30 routing of IP datagrams to mobile nodes in the Internet are
disclosed in Ed. C. Perkins, IP Mobility Support for Ipv4,

Internet Engineering Task Force, August 2002. Each mobile



disclosed in Ed. C. Perkins, IP Mbility Support for |pv4, Internet

Engi neeri ng Task Force, August 2002. Each nobile 2a node is al ways
identified by its hone address, regardless of its current point of
attachnment to the Internet. Wiile situated away fromits hone, a nobile
node is also associated with a care-of 2address, which provides 5
informati on about its current point of attachnment to the Internet. The

protocol prexdaless faiwaegi sdeft N ddexeaf €5 of o ad it agent .
The home agent sends datagrams desti n%d for the %ﬁ?%%who gs?ggggaﬁ, a
tunnel to the Cardidietadifigss ofafatdrachmént nge atthé heneadnef . t hehi uanel

each 10 daiiagi-aad (VA o the ile npde, NMbbility managenent
Techni ques For .we%ﬁéﬁgﬂﬁitleﬁgdo%’otao%q@%ﬁ%e‘&c’ |+¥ n24P& Mobile Network
are di sclhESe¢Lay ednivtiet Bt atees pat eSS, 3P @02 rd GegMODI ity
rranage?eng.n%%pr%ctt.of t he invention, several unique 15 rmbl?ity managemnent
control mBssages arée G&UTed HorrurgEnth PSS orivi atet acmens tobihéty

managenentntefeki-Qns TiHR ggrrmig_j td systemwi th respect to the
mobi [ e user . stations an network ngﬁggeq#ﬁf&% ety l%y&E%n‘b?]F%‘e?f(i) a
Locat i on ?Jﬁﬁéf‘ésl\/ﬁﬁégé bowk) agenit). a Thed dicen Gt rdBndd Mssagsnd LCM ;
(1) & RegrorrairantReLshEcTelRee Sk Hhdmagionrat o R yoamsae.
One or npke@dpésst hesétaresaag@'&iageagsggei Bnlghe ¢ Ethl%asc%rfé'ls,tzgergct}g. perform

, mobi

nmobi Iinéy (itira{\%%errent functigns such as | ocation nmanagenen | e access
and in:calf-#obifity hREgereAverefbthotbe tmebrilralmdand circuits for

updating provisioning data of a nobile term nal are disclosed by

International Publigabi o0 W012004L049064 R8N Koy Use In an

Internet Protocol-Based Multimedia Mobile Network are
disclosed by United States patent US 6,735,202. 1In a
mobility management aspect of the invention, sgeveral unigque
15 mobility management control messages are defined for use in
performing various mobility management functions in the
communications system with respect to the mobile uger
stations and network nodes. These messages may comprise:
(i) a Location Update Message (LUM); (ii) a Location Confirm
20 Message (LCM); (iii) a Location Query Message (LQOM); (vi) a
Location Reply Message (LRM) ; (v) a Registration Message
(RM) ; and (vi) a Registration Reply Message. One or more of
these messages are usged in the IP-based system to perform
mobility management functions such as location management,

25 mobile access and in-call mobility management.

Methods, terminals and circuits for updating
provigioning data of a mobile terminal are disclosed by
International Publication WO 2004/049664. A network
initiated subsequent provisioning message requesting that

3¢ the mobile terminal initiate a session to update the
provisioning data of the mobile terminal is received and it
is determined if the mobile terminal is executing a

foreground data application utilizing a current registered



initiated subsequent provisioning nessage requesting that 30 the nobile
termnal initiate a session to update the provisioning data of the nobile
termnal is received and it is determned if the nobile termnal is
executing a foreground data application utilizing a current registered 2b
Internet Protocol (IP) session. An IP session is selectively initiated to
update the provisioning data.:of the . | e term nal based on the
deterninat&o%eofeghﬁth%r tEe bile termnal is executing a foreground
data appl i CAFFER®S GEPIPZPhg (APéuPRERECRegi ARedBdSEPS4E8sleN. Sinmary
Accordi ng kelepeibeeadiaspesteqst 8 apRLESALLAN i 2thod
w rel ess device (105) conprising: agtohgtﬁgglp§8g?¥é%§§9 gg%%%ﬂgfo%ﬁ%()
est abl i sh BoRiLel tssminaprbeeedl oseskeodetthrinktebass fpwbeaiel: eperati ng
using -stapjif.add ing; for each error category of a plurality of error
categorieg&bﬁﬁgg %giﬁﬁ?%lt6Se§F§BPF§ﬂ9tﬁegRF? Feeed gpéeobPlicssieon due to
an errob iutibhakiggrarceaiegor ¥Yeqi SXELEEI AP aukomphically at |east one
respective error 15 category specific step (204, 205,206). In sone
enbodi ment the wireless protocol is MP (nobile Internet Protocol). 3
I'n some enbUH#EAts, the method conprises: a) initialising for MP (Mbile
Internet Protocol) registration (200); b) sending a MP registration
request (201); wher gldof@indledeast ons, of rrop categories, the at
| east one 5 respective errorgbategory sﬁ%%i?%éggfépe%aoggggg?ﬁggyn
conpri ses QU attoned i ald ywivektep @viead(nhey ecompbosiay:| east one
of the er ra(?fto%%;[tei Oa{llle}}s’at}theempa{-:[hl}gea 2'[0(?,n2e01) to egtablish a wireless
10 protocol session, the wireless protocol operating using
static addressing; for each error category of a pluraiity of
error categories, upon failure to establish the wireless
protoceol session due to an erxrror in that error category,
executing automatically at least one respective error

15 category specific step (204,205,206).

In some embodiments, the wireless protocol is MIP

(mocbile Internet Protocol).



respective error category specific step conprises returning automatically
to step b). 10 In sone enbodi nents, the nethod conprises: for at |east one
of the error categories, returning to step a) for sonme conditions and to
step b) for other conditions (417,515,505). In sonme enbodi nents, for at

| east one of the error 15 categories, the at |east one respective error
category specific step conprises returning automatically to step a) after
a first backoff time (408,415,506,518); and wherein for at |east one of
the error categories, the at |east one respective error category specific
step conprises returning S20°atikAfiTmeasrs ythe nettdpdoFomptioresa second

backof . {1 me (406} &0Ming| Rogomer cRpdn EeRh Sorddde pRbULALIT V- Ofi LLLOL o
cat egori es conp bﬁeljo registrati on response (3of), out-'of - "Sync errors
9

(302), provisi6ni r F6PS 303 Fa i@ 9t ebpdir iy regBenet (WK ;ewhorsif 304) .

|n some embodifRents Ldse oméhorl diur Lhes, COMUJoRess CRLIIN g al Least two
codes defining an error category of

gr oups of des,, each group of RRP cod
sai d pIura5$r§g§?a%?ﬁ8rerﬁgféﬁﬁﬁ9§§¥ FeeeiVicngtan KP4 ctde 206) r esponse to a

failed 30 regrstpatdean ratteimy andoagt ecain RY the, efy or . cat, usi ng
the RRP code ¢203). ,4__In some enbodi ment s,ry initi gﬁ)i s)ir nganf orﬁ%?%’yn
registration is perfofRedUpdtt éxXfi BYToF SRUPEPriegi sthratitoreabt fatd me and

when the wireresseatévicer nowesitegoayNepe MR e BEEYOLM 3 Jld 20%rnin
enbodi nent s, éﬁﬂ&dé@ib%i?? gor M P  registration is perforned en the
wirel ess device 1s © step b).

10 In some embodiments, the method comprises: for at
least one of the error categories, returning to step a) for
some conditions and to step b) for other conditions
(417,515,505).

In some embodiments, for at least one of the error

15 categories, the at least one respective error category

specific step comprises returning automatically to step a)

after a first backoff time (408,415,506,518); and wherein

for at least one of the error categories, the at least one

respective error category specific step comprises returning
20 automatically to step b) after a second backoff time

(406, 5086) .

In some embodiments, the plurality of error
categories comprise no registration response (301), out-of-
sync errors (302), provisioning errors (303), and temporary

25 network errors (304).

In some embodiments, the method further comprises:
defining at least two groups of RRP codes, each group of RRP
codes defining an error category of said plurality of error
categories; receiving an RRP code in response to a failed

30 registration attempt and determining the error category

using the RRP code (203).



powered on and when the wireless device swtches to a new user profile. In
sone enbodi nents, the nethod further conprises: 10 defining at |east two
user profiles (703) on the wireless device one of which is an active user
profile at a given tinme;, wherein for at |east one error category, the
respective at |east one error category specific is defined differently for
each of the at least two user profiles 15 (702). In sonme enbodi nents, each
user profile is a NAI (network access idéntifier) profile. In sone

enbodi nents, the nethod further conprises: maintaining a retry history for
each user profile, thefetppe @bdsiigenty, conpriadiingnanfddestiri fi cation of
netvorks that xBayernali ol hauesk 1893t (8L Win:3QdoEOL 2, Least one o ror
category, executing the at |east one respective error ~category specific
step as a function™®F & Re"her rihenivdrot§ss |dporenenbodiarentsy AOP No

regi stration nesponse, 25 the at |east one error category specific step
conprises re- sending a registration request; for out-of-sync errors the

at | east oge error catg orﬁgspecific step (414,514) conprise: a) requesting
a challengé if a current CH&F IBRGEIPPREIMKAGWA2LHF5RT L YEPstal e, and then

re-sendi ng a B&y¥syiastpat i onpar@quast; widn headiusiding ftiiaejstamp if there
and then re- sending the

5 is aregis tion identification msmatch, ¢ |

regi stration ééﬁ%ﬁggt?nf%?ét%ﬂﬁ&th?yw+ﬁﬁ%ﬁﬁ5kdeéﬁ?%r%ﬁ%qﬂ§e§ttPe@sQeWJne error
category specifsx rsbéple (415, 515) conprise: a) sending the registration
request wth 5 a lifetine of zero if a prior MP session exists; b) freeing

up resources used in tﬂ@:ﬁ%&@@ﬂ&o&fﬁéﬁ%@,skﬁg %£¥%gglgﬂr%%gr comprises:
10 defining at least two user profiles (703) on the wireless
device one of which is an active user profile at a given
time; wherein for at least one error categoery, the
respective at least one error categoﬁy specific i1s defined

differently for each of the at least two user profiles
15 (702).

In some embodiments, each user profile is a NAI

{network access identifier) profile.

In some embodiments, the method further comprises:
maintaining a retry history for each user profile, the retry
20 history comprising an identification of networks that have
not allowed registration; and for at least one error
category, executing the at least one respective error

category specific step as a function of the retry history.

In some embodiments, for no regilstration response,
25 the at least one error category specific step comprises re-~
sending a registration request; for cut-cf-sync errors the
at least one error category specific step (414,514)
comprise: a) requesting a challenge if a current challenge
is unknown, missing, or stale, and then re-sending a

30 registration request; or b) adjusting a time stamp if there



device with the network, and then re-attenpting to register the wreless
device; and for provisioning errors the at |east one error category
specific step (416,516) conprise: 10 a) sending the registration request
with alifetine of zero if a prior MP session exists; b) freeing up
resources used in the attenpt to regisLe,r the wireless device with the
network; c¢) adding the network to a |ist of networks not allow ng packet
data access, then waiting to acquire a 1% network not found on the |ist,
and then retrying the method of registering the wireless device. In sone
enbodi ments, the éfddrteat Byoridestsfioationmisyaccer raord teovicst oni ng -

OO oL RN, Wk 81 Aot £aGLE LS IACd o8 L8P RRELbYE oroUP of

RRP codes 20 I n anot her enbodi nent, a w rel ess rovi ded that"
adapted to i npiefenithgnat ofeastie onet hoter mmmzexdemstm anot her

enbodi ment, a(cEUter cspacdall. eagggéﬂéﬂn&"gcgf n%g?g"@}%ﬁ%ﬁé%ﬁﬂ&@?'ﬁ h

|nstruct|os stored thereon is prowd for “execution o w rel ess
devi ce so as 1 difRPEBAeRE e Of &herint HUds sasstommaristed BbofeeeirRri ef

Descri ption ofp theoRkamk ngsPraf ent eéjtt?éi‘ﬁ%&d'tge%%é"ééﬁ haw, be. fleseri bed
W th referené:etothe att ached dravmr%?s in Fig. 1 1s a schemtic
of an exanpl €M KBbR | ee meFvasknot 'CF:I“-‘@1 ro- %%t%lnﬁf‘ql@\ﬁv tharegigftexr met hod

of registeringme aigebibe damices gRdard R r%%tl\é@eklﬂgp eax%%d@f?&eaé/\‘ th an 5
enbodi ment of eth aggl ication; Fig. 3 is a plurali | ow charts
providing examsie r%’Froc%tcéﬁS??r%p&qq%fécaéii?%né‘“l% 5&@&01?@991@@% th

10 a) sending the registration request with a lifetime of zero
if a prior MIP session exists; b) freeing up resources used
in the attempt to register the wireless device with the
network; ¢) adding the network to a list of networks not
allowing packet data access, then waiting to acguire a

15 network not found on the list, and then retrying the method

of registering the wireless device.

In some embodiments, the error categories of ocut-
of-sync error, provisioning error, temporary network error

are each defined by a respective group of RRP codes.

20 In another embodiment, a wireless device is
provided that is adapted to implement one of the methods

summarized above.

In another embodiment, a computer readable medium
having computer executable instructions stored thereon is
25 provided for execution on a wireless device soc as to

implement one of the methods as summarized above.
Brief Description of the Drawings

Preferred embodiments will now be described with

reference to the attached drawings in which:



an enbodi ment of the application; Fig. 4 is a flow chart of a method of
initially 10 registering a nobile device on a MP network in accordance

wi th an enbodi nent of the application; Fig. 5is a flow chart of a method
of re- registering a nobile device on a MP network in accordance wth an
enbodi nent of the application; 15 Fig. 6 is a chart providing exanple RRP
(registration reply) code categories in accordance with an enbodi nent of
the application; and Fig. 7 is a block difagram of an exanpl e nobile
device. 20 Detailed Description Referring nowto Fig. 1, a schematic of an
exanple MP (Mobile I'B}9nekvisrR 3ooeratishoiinan TeeanylRe HEPWONdDLG0 has a
HA (honme agentp) HRiwsepupl ed with a home network 102, and a FA (foreign
agent) 103 coupled with a foreign network 25 104. The hone agent 101 is

coupled with the for el%v\%a%e 103 thr ou%h one or nore networks 106.
Al though it is not 'Phe e g tachl areatihog of Fewkigrinet wor ks

104 is typi calkichipeesentice each #hor eidghort Wor kedd4dihavi pgr@n, associ at ed

FA 103 (no e dev ce 105 is drawmn 7 near the foreign
net wor k 1054 e{ers}%}[/mé)“rn%rgtr eostte)r{fthet ﬁ%? %25 /visiting the foreign network 104. A

plurality of nmobile devices is typically present (not shown). In
operation, the nobil e Hevi Seis0sd pisesltivg bP tbowadtkessesrow dioe | P

addr ess and & 1 £ CAr 801 P session .establishnment .involves
agent di scoverz){%% regi st rata?g%g%? %Fetcﬁl}dlﬁAa ’1?5| ﬁlga{:ﬁ%r%i%e g Q
tunnel ling &8t aBPpdhirarit ofetearrilieatddonfl and the FA 103. The hone IP

Fig., 4 is a flow chart of a method of initially
10 registering a mobile device on a MIP network in accordance

with an embodiment of the application;

Fig. 5 is a flow chart of a method of re-
registering a mobile device on a MIP network in accordance

with an embodiment of the application;

15 Fig. 6 is a chart providing example RRP
(registration reply) code categories in accordance with an

embodiment of the application; and

Fig. 7 is a block diagram of an example mobile

device,
20 Detailed Description

Referring now to Fig. 1, a schematic of an example
MIP (Mobile IP) network 100 is shown. The MIP network 100
has a HA (home agent) 101 coupled with a home network 102,
and a FA (foreign agent) 103 coupled with a foreign network
25 104. The home agent 101 is coupled with the foreign agent
103 through one or more networks 106. Although it is not
shown in the drawing, a plurality of foreign networks 104 is
typically present, each foreign network 104 having an

associated FA 103 (not shown). A mobile device 105 is drawn



address is typically static once it is provisioned and is 10 managed by the
HA 101. The COA is maintained by the FA 103 and represents the point of
attachment to the foreign network 104. The COA dynam cally changes as the
nobil e device 105 roans anong different foreign networks 104. The FA 103
notifies the home agent 101 of the COA so that the 15 nobile device 105 is
reachable with its hone |IP address by neans of tunnelling. As part of the
agent discovery process, the FA 103 sends an | CMP (Internet Control

Message Protoco“) AANI%?%Ent adverti sement nessage) to the nobile device
105. The AAM K% J0Ca IRFPI Gy difttvaaliel 04 semdmt reptesshortlatd imaysal so

conprise a PFAlchaldgenge extans 98 cw¥hi C l&sﬂygﬁgrgfftaQ§¥e%£Eggtion. The
M P agent advert,j senent extension includes one or nore o
regi stration TTFe5°nes SRR YuPaRPeYt ofnofteghare) . sets supported by the FA
103 (e.g. reverse tunnelling 25 support by the FA 103). After the nobile
devi ce 105 receives the dpﬁﬂutﬁahLOBh@ngﬁ1gh@e5fm40§xp%gggik&%gﬁ it sends
The Rév is a

a MP R ( istration request ssage) to the FA 103.
RRQ (r eg::{s%vlr a{ﬁﬁ%lr?%%g%Ue%ijmaeng%CB?ﬁg??% FHe2hbrd (Preqwdr e§dreaw) 1 P address

of the HA 101{Ifa seequested BQAshaadt aird1ReEDEG0f Dalaneters related to
typically during

aut henti cati ong;Th ET%@A . | sg. contain indications, .
initial provié?on?%g, Hgﬁxﬁﬁgehg%éi U24aP eb8e it -afriPtudue Bsiaiof 8 the
HA are not asfitghédsiment Afldterenntihé ala aothendiead iran. o3t henEA,LQ3 thor war ds

dovi ce 105, | S aurhent | CaPaT" SicteReRuATyS. the TR 001 oaBnes sodAmm
(regi stratd oferagpdnae Hiendigsage) Tie tdoa nehhd enidavicaebdOBhyimn tihe FA 103
i ndi cati ng Wﬂ@tbgﬁrégeﬂy§:t%ggﬁéiﬁéugfjgtkgc%%g%?%%f%ké %gréﬂ§1FA 103 or
network 104. The COA dynamically changes as the mobile
device 105 roams among different foreign networks 104. The
FA 103 notifies the home agent 101 of the COA so that the
15 mobile device 105 is reachable with its home IP address by

means of tunnelling.

As part of the agent discovery process, the FA 103
sends an ICMP (Internet Control Message Protocol) AAM (agent
advertisement message) to the mobile device 105, Tﬁe AAM has

20 a MIP agent advertisement extension and may also comprise a
FA challenge extension, which is used  for authentication.
The MIP agent advertisement extension includes one or more
COAs, a registration lifetime, and a plurality of feature
sets supported by the FA 103 (e.g. reverse tunnelling

25 support by the Fa 103) . After the mobile device 105 receives
the information about the FA 103 capability, it sends a MIP
RROM (registration request message) to the FA 103. The RROM
is a RRQ (registration request) and contains the home IP
address, an IP address of the HA 101, a requested COA, and a

30 number of parameters related to authentication. The RROM may
also contain indications, typically during initial

provisioning, that the home IP address and an IF address of



the HA 101 decide not to accept the registration request, then the reason
why is indicated by a RRP (registration reply) code contained in the RRPM
10 I n some enbodi nents, a CDMA (Code-Division Miltiple Access) technol ogy
is used as the wireless network connected to the MP network 100. However,
t he enpl oynent of other technologies is possible and is within the scope
of this application. 15 Automatic Retry Method Turning nowto Fig. 2, a
flow chart of a method of registering the nobile device 105 on the MP
network 100 in accordance with an enbodi ment of the application is shown.
The nobile dE\th@eHﬂ-%'aoeleOéé@ldd@dt vaki Sﬁfﬁeﬁn&n&tlﬂ %ht%@atzeatibn, '
preparation fo isterin t.he M P network )5 t he nglle
devi ce 105 at tt'Eé‘ ‘g 1% F@ﬁ%@’f%sr t\;ﬁltehlf‘ﬁ%mq\ﬁllgnnéf’mm% oG V4t ERYRED01. A
successful reghstietiark i186. tofiCahkymasknoweedgedion mmtﬁaﬂﬂmatddf

registration is suc sful at_ st 202, then_t he net hod ends. , it
|sg|25 posIS| bl Iéufﬁ%ﬁsf‘@gﬁsﬁ%?l% 1&/& PERES thREMe 5794 S TR ﬁ%?/p rﬁ? |

indi cated Iy meseiyd)ngoathephdbimessagect i catibnghe Wrsuocesatiutating

registration o not receiving any re ness f i stration
is unsuccessfuf‘ Q%/erstogpnﬁ Zlfegltsl% t¥ﬁﬂ ﬁ%t%&eéﬁ?‘ggbaﬁfs%get ﬁ‘lq @rg)r at step
203. The 30 absentre 10fl detid naressagecapid mmegisnfataomepbgum,sage

i ndi cating un Cees sful registration_ are b ert categories
for unsucoessEiF' ras SEFAETOY 3° PRAGEFETIEY & Bhr sty 5r cbft or
cat egori es i srpokgi loele Ebgtaited liusthatksPM\ cat egori es repr esented by

steps 204, 205, and 206. In each of steps 204, 205, and 206, actions are
perfornediphat are speehfignd QukRAKERLL, a cOMA (Code-Division

Multiple Access) technology is used as the wireless network
connected to the MIP network 100. However, the employment of
other technologies is possible and is within the scope of

this application.

15 Automatic Retry Method

Turning now to Fig. 2, a flow chart of a method of
registering the mobile device 105 on the MIP network 100 in
accordance with an embodiment of the application is shown.
The mobile device 105 performs initialisations at step 200

20 in preparation for registering with the MIP network 100.
Next, the mobile device 105 attempts to register with the
MIP network 100 at step 201. A successful registration is
typically acknowledged in some manner. If registration is
successful at step 202, then the method ends. However, it is

25 possible that registration will be unsuccessful, which may
be indicated by receiving a reply message indicating
unsuccessful registration or by not recelving any reply
message at all. If registration is unsuccessful at step 202,
then the method categorises the error at step 2Z03. The

30 absence of a reply message and receipt of a reply message
indicating unsuccessful registration are poth examples of

error categories for unsuccessful registration.



5 category. These actions are preferably executed automatically w thout
any input froma user. After conpleting these actions, the nethod
continues. The particulars of how the nmethod continues are application
specific. For exanple, for sonme error categories, the nethod 10 m ght
continue by returning to A neaning initialisation is perforned. For other
error categories, the method mght continue by returning to Bneaning a new
registration attenpt is made without re-Pnitialising. Mre generally, the
met hod m ght continue to A for sone conditions and continue 15 to B for
other conditions. |n soffe %Médai nentlurRditutof eagor opkeegriors dategory the

nmet hod conti nyes syl e et 79 ;A @6 deQr Naga{%}iegngeﬁg@gnteerdr gy, category
t he net hod conti nue? by returning B. In some enbodi nents, a first backoff
time is 20 i npitERENt8Y FHor 8¢ 6396 nilig ce6h B frideass 8 bn R Yackstf 206me i s

i npl ement ed befcatens eity HetGotRed tidte a368COP0L Dackebf chd idE-Jei ng | onger
than the figst gackoff time. In a particular exanple, one error category
of the metHod GPE®90BY 1 M SCo2bbitHe 245s BReEe i langXpedpohse what soever to

the 25 M P regusbratia gt weoRbut BHyS iABLAOL-&ONL LBUES Aty with the
first backoff timf ei ng i npl enented between each M P registration

attenpt. |f a“SFB-Tortd guréd AT ofPearttEtrd &ORERPESS h been

experienced fpartheslpar bifcHbart®y MRtho6 &Y Nest B 4148 iMmthed conti nues
at A after the ggcgnd :’%0 backoff time. In another particul ar exangl e, one
error category ot 1he "8t RBE & atféd FHBREIGE- §FRRIF s thEnBEEER®d by

recei ved é0romighdesinthen syctetanneéhboto DG@EMSngt hei triinedrishurys to A
22;3{t¥§h;tn?ﬁ%@ﬁ%ﬁﬁ%gn?o%ootgg?%g&%rtEQE%@&QEEYeEBe%Qgﬁﬁxfgﬁgﬁ%n
continue by returning to B meaning a new registration
attempt is made without re-initialising. More generally, the
method might continue to A for some conditions and continue
15 to B for other conditions. In some embodiments, for at least
one error category the method continues by returning A and

for at least one other error category the method continues

by returning B.

In some embodiments, a first backoff time is

20  implemented before returning to B and a second backoff time
is implemented before returning to A, the second backoff
time being longer than the first backoff time. In a
particular example, one error category of the method is
defined to be the absence of any respcnse whatscever to the

25 MIP registration attempt. This method continues at B, with
the first backoff time being implemented between each MIP
registration attempt. If a pre~configured number of failed
attempts have been experienced for this particular error
category, then the method continues at A after the second

30 Dbackoff time. In another particular example, one error
category of the method relates to cut-of-sync errors
indicated by received error codes. When such an error

occurs, the method returns to A after waiting the second



may return to B after the first backoff tinme. Error Category Specific
Actions Turning now to Fig. 3, another overall retry 5 nethod is
illustrated in the formof a plurality of flow charts providi ng exanple
error category specific actions in accordance with an enbodi ment of the
application. In operation, the nobile device 105 sends a RRQMin order to
register wwth the MP network 100. If the nobile device 105 10 receives a
RRPM i ndicating that registration is suctessful, then the nobile device
105 is registered for duration of the registration lifetime. At step 301,
actions are e&@@mfe?d titfre . nlmowmmonsﬁada\haima\mr cbBdi€icRisyedhdyndthedmobi | e

devi ce 105. SHc d.3 di ca t her_exanple 15 error
cat egory speC| c agl't%lnol‘gé):‘;}3 (’ifr%'(:"tr 9 25k &)agﬁgggrﬁl M%xecut ed when a RRPM
is received indicating an out - of - sync error. At step 303, actions are

execut ed whenEEEXe&34R4RY Spacddaryvaetiardi cating a tenporary network error.

At step 304, actions are executed when a response is received indicating

20 a provisioning erromurrhihgoml%weeboﬂig‘m@t, ahB%h@f r&fex%ﬁﬁeggfﬁ’ specific
actions of ste 301, 302, 303, and 304 are all inplenented. 1n anot her

enmbodi nent > & 3F ShteJFAFedspRCTHS EoaBt PEng R¥umldpy 3D1EkByet her with

at | east one cm‘art%t epsv 3ihg 3Q3mpadte 304 aLeeLOP| edmntied . 25:faHd her
details of these rror category specific actions are provided

|l e
later with tHe cé’rgiaBEE F 4D 40 ﬁﬁﬁocﬁ’rrbent‘s OfU§8? WR¥iqa¢dopn Edne
embodi nent s gech tiohj | ehdentieee 1@&7&&‘3 SWPPeEhEs 8 pRiak ht ¥r&fr user
profiles. examgl e ‘Er):ttlr?' tll!nsehl I’Ofkl |1%OI s_a NAl (network access
|dent|f|er) ﬁﬁl WOxr If the mobile device 105
10 recelves a RRPM indicating that registration is successful,
then the mobile device 105 is registered for duration of the
registration lifetime. At step 301, actions are executed if

ne response whatsoever is received by the mobile device 105.

Steps 302, 303, and 304 indicate other example

15 error category specific actions. At step 302, actions are
executed when a RRPM is received indicating an out-of-sync
error. At step 303, actions are executed when a response is
received indicating a temporary network error. At step 304,
actions are executed when a response is received indicating

20 a provisioning error. In one embodiment, the error category
specific actions of steps 301, 302, 303, and 304 are all
implemented. In another embodiment, the error category
specific actions of steps 301 together with at least one of

steps 302, 303, and 304 are implemented.

25 Further details of these example error category
specific actions are provided later with the aid of Fig. 4

and Fig. 5.

User Profiles

In some embodiments, each mobile device 105

30 supports a plurality of user profiles. An example of a user



profile conprising a userl D, a password, and a shared secret. The nobile
devi ce 105 can switch between several NAl profiles, but preferably only
one NAI profile is active at a 5 given tinme. In sonme enbodi nents, a retry
history is maintained for each NAl profile. The retry history contains,
for exanple, a list of networks that do not allow a MP session to be
establ i shed. For exanple, if the nobile device 105 10 with an active NAI
profile "x" is not able to establish a MP session, then the nobile device
105 wil | record on the list that the network does not allow the NAl
profile "x" t@®roésiabld shNAIMPt3essi encesd Jaiqmﬁ.tfnéul ,areei\sb@ql nprofile is re-

provi sioned, them;all gf legjs_n%?s Cle%&xgl Irgg%glswgé tor 5 er.ased.

Exanpl es of re-provisionin o Sr ovi si oni ng
attenpts, or HECWBEK-Ths moaw@ dqomm 3Dbneay samterrpbstmmh s@sek M AIAL

(I nternet ove g!ggl@é M ut! ment s retry method executed by
the nobil e de\Eljlrce i gtagf%%(%bg g iE(h%n aéqﬁ&vgrﬂﬁjri%olspra&‘%ﬂ’% &ndi or the
retry hi stéryga%@cfwaneed with the NAI profile. Different retry nethods can

be configured for each profile. Then, when a gi ven RRP code is received,

the retry nmethod that 1inssexeciitedihsnthe one for [ de
and the acti v??gr ofile_and/or ret rg h?stor tr9 ﬁ%%gnoa%fg%R}étg%Bﬁt %gd for

Initial RegistPatTod FatnPhgtlow Toerrgtry, hlétPFTEV\F@Th‘éﬁltnSof farnet hod of

initially regesamsidg st hessobi |r@:td@¥k§etr¥e&5 RNabhe, ME, Nekworks 09, in
accordance w f:h an enbﬁgl ment of the application is shown. Initial
registration 8 Per¥GeRLESRSF 3606r B8R R edifalbhp shokal FPPRiegdssi b9 f or t he

mobi | e devbcewifls.an latovdenat @ramhné abn i3l WaySaole &f alsp1ihe yobile
device 12 , ‘

MIP session, then the mobile device 105 will record on the
list that the network does not allow the NAI profile “x” to
establish a MIP session. If a particular NAI profile is re-
provisioned, then all of its associated retry history is

15 erased. Examples of re~provisioning include explicit user-
initiated provisioning attempts, or network-initiated

provisioning attempts such as IOTA (Internet over the airj}.

In some embodiments, the retry method executed by
the mobile device 105 is a function of the active NAI
20 profile and/or the retry history associated with the NAI
profile. Different retry methods can be configured for each
profile. Then, when a given RRP code is received, the retry
method that is executed is the one for the received RRP code

and the active profile and/or retry history.

25 Automatic Retry Method for Initial Registration

Turning now to Fig. 4, a flow chart of a method of
initially registering the mobile device 105 on the MIP
network 100 in accordance with an embodiment of the
application is shown. Initial registration is performed in

30 order to establish a PPP session for the mobile device 105.

In order to maintain “always-on” status, the mobile device



105 preferably triggers initial registration automatically for exanple
whenever it is powered on or switches to another NAl profile. The nethod
begins at step 401 when the MP session set-up is initiated. At step 402,
the nmobile device 5 105 is informed of the FA 103 capability by receiving
the AAMfromthe FA 103. Using this information, the nobile device 105
requests registration by sending the RRQMto the FA 103 at step 403. At
step 404, the nobile device 105 attenptst4o receive the RRPM fromthe FA
103. If the RRPMis 10 not received, then the nobile device 105 wll |
determne whetePrefertly ttripoet irré-ts'eﬁadrwesmmbyam@ruﬁcamg

whet her or notfex BR¥h AR E L MBO UL %%%ep&§QnL%ﬁcgggtcﬂgs t h%nn?%é

RROM ti meout has not been reached, then th ile re-send
the RRQV aft er'’d PFRELIR e MSthed dresina0st strp Wobi WeemleviccMIP05 sets a

RRQM retry backss@bfi &dumBy, @dlmltascefdormts% g%e' rghg%{o%rﬁet st@%

devi ce 105 re-sends the at step 4 the naxi nmum
ti meout has’ be@n FEatMerF steph 03, 10Remapdui L itubbl erefmiivdecl0Beset s a

failure code amMstem%% and189. m&%%egﬁléolﬁoeﬁa%%n A&hﬁStm%BﬁQB the
nobi | e dEVICEd105 nﬁcr preparations to retry MP initi regi stration
from the begi“fifi (g ﬁgﬁq&eFF?mr%lséyFatﬂr% blsiendidevike REOS toeblits down

the PPP stack Fwi ms s GRepenub Nate FR9SaAgL, ithe QM tfilRE 1R resources,
sets a MP retr ck off timer, 25 and waits for the MP retry back-off

tinmer to expi r§¥ SR BY FECR B rdts FRBHCKERH fthe #Br 1hds Kk pheeBRPI

initial nrégi sbtatéon vies, rEhazﬁttefaJ&z@Bméi dopRingobagk 1 etle@pifAll. If the
nobi | e devi ce I%V\F‘?hrecel ve% Fe RRPM in ste 404, then the nobil e device
105 det er m ne& WHEThe? SPEndt P UHe TRRESRD ddec BRENi Pe di9 b HiRB L RRPM

i ndi cat es thawhdtier jaui tival areghishraRRoN & SieeCassfi Medtrestpa400: 1f the

M P the maximum RRQM timeocut has not been reached, then the
mobile device 105 will re-send the RRQOM after a time delay.

15 At step 406, the mobile device 105 sets a RRQM retry back-
off timer and waits for it to expire before the mobile
device 105 re-sends the RRQOM at step 403. However, if the
maximum RRQM timeout has been reached at step 405, then the
mobile device 105 sets a failure code at step 407 and

20 proceeds to step 408. At step 408, the mobile device 105
makes preparations to retry MIP initial registration from
the beginning after a time delay. The mobile device 105
tears down the PPP stack with a LCP terminate message in
order to free up resources, sets a MIP retry back-off timer,

25 and waits for the MIP retry back-off timer to expire. Once
the MIP retry back-off timer has expired, MIP initial

registration is re-attempted by looping back to step 401.

If the mobile device 105 receives the RRPM in step
404, then the mobile device 105 determines whether or not
30 the RRP code contained in the RRPM indicates that MIP
initial registration is successful at step 408. If the MIP
session is successfully established, then the method ends at

step 410 and the mobile device 105 is registered for



session is successfully established, then the nethod ends at step 410 and
the nobile device 105 is registered for 13 duration given by the
registration lifetime. The nobile device 105 stores the registration
lifetime, which is used to trigger re-registration. If the MP initia
registration is not successful, then the nobile device 105 executes a 5
course of action based on the received RRP code starting at step 411. |f
t he nmobil e device 105 determ nes fromthé3RRP code that there is an
out-of-sync issue at step 411, then the out-of-sync issue is addressed at
step 414. Thedppdtie 0 vdevbretHdTedéteratines 1MHet es . orhanaibbile has
experienced t . QUt+of - issue too ny_ times, by determnin et her or
not a max out?§¥§§€ﬁ%ﬂzgﬁé?g? éérﬁgéﬁtga%‘%H&g%ﬁFl%?eﬁﬁﬂfy.lsl Sthe max
out - of - sync céanteygdeas rrorehbsiraioeedet] tHwemIprt hei vodi heqdeviseitD5 wil |

re-send the RROM at st herw se,. the nobi devi ce 105 nmakes
preparations to refry C%igﬁlé??%i’l ]t?ggg’ (raaIPﬁ?Dolr%ef ESF{%?ﬁei@%gﬁ’ﬁ?ﬁFﬁ‘asa?t er atime
del ay. At Ost pudds ofi et hpbibasedevncehd O dedars BRIMCddie sPRPcsh@cike with

the LCP term paie jm@ssage, sets the MP retry back-off tiner, and waits
for the MP retry back-off timer to expire. 20 Once the MP retry back-of f
timer has expired, MP_initial registrationis re-attenpted by | ooping
back to step 401. |f thef®eiwwhide davirr -168- dpherntrmame frohehhe RRHDbI | e

devi ce 105 detedarimes 8hess ey 4k2owhether, o ;0Qhethe sé%'BPazEg?etﬂéH“ cates a
tenporary network erraor. If there is a Q% tenporary network error, then

the nobil e deWfTEHOSTRAKRS PridiFarat fiRe a6 etr ytemi4lidal Thegner¥e i on from

the begi boi ngeafdeenoa dét@rdeledy wabtsdeRA48c Wi gl hascak tgady heen

di scussed. N .
out~of-sync issue too many times by determining whether or

not a max out-of-sync counter has been exceeded at step 417.
If the max out-of-sync counter has not been exceeded then
the mobile device 105 will re-send the RROM at step 403,

15 Otherwise, the mobile device 105 makes preparations to retry
‘initial registration from the beginning after a time delay.
At step 415, the mobile device 105 tears down the PPP stack
with the LCP terminate message, sets the MIP retry back-off
timer, and waits for the MIP retry back-off timer to expire.

20 Once the MIP retry back-off timer has expired, MIP initial
registration is re-attempted by looping back to step 401.

If there is not an out-of-sync issue, then the
mobile device 105 determines at step 412 whether or noﬁ the
RRP code indicates a temporary network error. If there is a

25 temporary network error, then the mobile device 105 makes
preparations to retry initial registration from the
beginning after a time delay at step 415, which has already

been discussed,

If there is not a temporary network error, then
30 the mobile device 105 determines at step 413 whether or not
the RRP code indicates a provisioning error. If there is a

provisioning error, then the mobile device 105 makes



If there is not a tenporary network error, then 30 the nobile device 105
determ nes at step 413 whether or not the RRP code indicates a
provisioning error. If there is a provisioning error, then the nobile
device 105 nmakes 14 preparations to retry initial registration fromthe
begi nning. At step 416, the nobile device 105 tears down the PPP stack
with the LCP term nate nessage, records on a |list the network that does
not allow access, and waits until a 5 new4network not found on the list is
acquired. Once step 416 is conpleted, MP initial registration is
re-attenpted BRFEPPEBPIMY Backetby sirdria0lred istsmigoenbosti et s, t he

code is analy ind@ad n i f e S errqr._c ories . than.is 10

i mpl ement ed i%ﬁgfe sﬁ%1%%2%§gba%§£4%§? $h29%%teg'Cfs§6§%é§§§IgOY%'%ﬁ%nd or
add error cat &égor PE3CK NErtd@ §BRek@ Iprminabe reasporet hodhwperat eslast a

function of thecrpeeiyed RBP acaeoPLelsl abldcedt Nenh olLyaLDOd 1S
performed automatically wi thout input froma user. It 15 %% "6 " 135
under st ood t h&FYFRGEVA K §08 Epied fone thabods et awhizl eed nimeeoaseDt 4idt

enbodi ments aine possidie, BpecidiGdetal! s.of. preterred er gories
are.di scussed_later with the ai&‘ gf Fi%. %.Tfﬁio%gt%%qﬁéfﬁgEﬁét %d for

Re- Regi st r at i 6ROBEITHATN§OndWR dO%8i-g. 5, a flow chart of a method of
re-registering the nobile device 105 on the MP network 100 in accordance

with an enbodi ment of tlhesappldrcatiingnts, Showrp t8ad hiss :6a36se4he nobile
ssion with as assigned hone | P address

devi ce 105 ha§g§§n§¥5§tﬁ?9erPaPssg _ _hc _
(X.y.z.w). The mobi F&TEeYT e SEO5 Ut Ot ICAPPGTRS rtégiPstars its hone | P
address (*0y. Fm)engrited i ftwpsexpily atidramf 4tBe The method is

scalable to amend or add error categories. More generally,

the retry method operates as a function of the received RRP

code. Preferably, the retry method is performed

automatically without input from a user. It is to be

15 understood that Fig. 4 is a specific embodiment while
numerous other embodiments are possible. Specific details of
preferred error categories are discussed later with the aid

of Fig. 6,

Automatic Retry Method for Re-Registration

20 Turning now to Fig. 5, a flow chart of a method of
re-registering the mobile device 105 on the MIP network 100
in accordance with an embodiment of the application is
shown. In this case, the mobile device 105 has an existing
PPP session with as assigned home IP address (x.y.z.w). The

25 mobile device 105 automatically re-registers its home IP
address (x.y.z.w) prior to the expiration of the
registration lifetime starting at step 500. At step 503, the
mobile device 105 requests re-registration of its home IP
address ({x.y.z.w) by sending the RROM. In a typical

30 scenario, an RRP code is received at step 504 and indicates

at step 508 that the MIP re-registration is successful and



registration lifetinme starting at step 500. At step 503, the nobile device
105 requests re-registration of its honme IP address (x.y.z.w by sending
the RRQM In a typical 30 scenario, an RRP code is received at step 504 and
indicates at step 509 that the MP re-registration is successful and 15
the nobile device 105 is re-registered at step 510 for another
registration lifetime. Steps 501 through 507 and steps 509 through 513 in
Fig.5 are substantially identical to steps 401 through 407 5 and steps 409
t hrough 413, respectively. Therefore, details of these steps are not

di scussed her &heOrREE18tdg5s acell 8f el t are-trhgisedrad ret hodpod1d e xnobi | e

device 105 in denev¥epiqgidatcithat; an; code indicating successful MP
re-registration isn't grecei véd. ithe rlg'ltgrl?y nmet hod of nobile device 105 is

10 preferably different for re-registration than initial registration. If
the nobile device 105 eX{5&ri elé et HYhMER 7 RROM S teoae b0 wieriahabls nin f or

the RRPM t herriigt 5Snakessukiapel 1t 1PNSiehe: L1 s MR ke LSt hakl gg,at step
501 after ]55 del Bg seessilon exoi sttspl%p?)élﬁgénrt&teoﬁl?hgggz ep 508,

a ti rrﬁ qg}y If a M .
then at step 508 PhEPToB &hgevsh & 1805 reepriet wie IRRIIhebreleond t Heaalls eti me

of zero in ordeér thess ergdpakees the Mi@cu§§é§ir%rbe.TB‘é‘hé‘Pbé:ﬂe%sdg\éHQ»?e 1&%5 t hen

tears down the, PPP stack w.th a LCP term nate nessage 1norder to free up

h
resour ces, ZO%F}SSE?%W P hGHet Phiudreéde 13095 60D, incihe Eyenk Fhatet ry
back-of f ti methaaneh ERFt soieriddieaMiRgr eb&de a0l - At h Ld TR keapxpire. Once
the MP retry.ggpg-roefge.ti gerThas expired, MP re-registrationis
re-attenpted by | oopi g Back % "y MsHod At @pbébapietiqey 196eps 501 and
502, the ABbi becBlendlde 25£105crat fatrepe 583y MWddatsenddn RRMigent ai ni ng t he

reset home  ,ogistration.

If the mobile device 105 experiences the max RROM
timeout when waiting for the RRPM, then it makes
preparations to retry MIP re-registration at step 501 after

15 a time delay. If a MIP session exists upon entering step
508, then at step 508 the mobile device 105 sends an RRQ
code with a lifetime of zero in order to terminate the MIP
session. The mobile device 105 then tears down the PPP stack
with a LCP terminate message in order to free up resources,

20 resets its home IP address to 0.0.0.0, sets the MIP retry
back-off timer, and waits for the MIP retry back-off timer
to expire. Once the MIP retry back-off timer has expired,
MIP re-registration is re-attempted by looping back to step
501. After completing steps 501 and 502, the mobile device

25 105 at step 503 will send an RROM containing the reset home
1P address of 0.0.0.0 so that the HA 101 understands that

the mocbile device 105 has lost its heme IP address,

If the received RRP code indicates an out-of-sync
issue at step 511, then the out-of-sync issue is handled at
30 step 514. Once the out-of-sync issue has been addressed, the

mobile device 105 resends the RRQM in order to retry home IP



| P address of 0.0.0.0 so that the HA 101 understands that the nobile
device 105 has lost its hone |P address. |If the received RRP code indicates
an out-of-sync issue at step 511, then the out-of-sync issue is handl ed at
30 step 514. Once the out-of-sync issue has been addressed, the nobile
device 105 resends the RRQMin order to retry hone IP 16 address (x. Y
Z.W) re-registration by |ooping back to step 503. If the received RRP code
indicates a tenporary network error at st&p 512, then the nobile device
105 5 determ nes whether or not re-registration should be retried from
step 501 or 503ddyesst e . wobie rdevégiesth@5 idat ey Micoesngt hatx the stegi st'ration
l'i fetime has ngjs been exceeded at step 515, then it will re-send the

RRQM at step 503 after a tinme delay given by the re-registration back-off
However, 10 if the registration lifetinme has been exceeded, then the

timer.

nobi | e devi ce 105 nakes!hridisaratsbirsd &RPstepe 5iIBliceteet s ytererregi strati on
at step 501. 'HtwdRhi terdewitCerdO>per kREAS, , AGIHORS L0, SIER 318 that are
o h @q&oggg %l"ldéeet 210?'3 of step 508

substanti aldg y i q-entical to the actions in step
have al r eady GEBNHT SEITSE8Y, Ttk Fe-6rT51temt3 08 aheultbtbedirstussed her e.

After step 518roh Prée-3080bst bad] o icdel faid 1ML DYos | QAR Dack to
step 501. If ttplgtrecei ved RRP code indicates a provisioning error, then
the nobile device 105 TRIRESTPIEPardfrohEe dtasmes boen swgaagedettystep

re-registrati odsattisdred t56111 | fe-&eMuP:BESSAON £XLELS PPN RALELI PG, Step
sends an RRQ code with a lifetime of zero

516, then the npbil e.voclaevhce 105 . . .
in order to term natetRE M EeLerdptr A mbBrrkec e viimert08orhesr t ear s
down the PPP $fathe wieigh sthetiCP 1t €eni Aatie STeea08x cE&&, S hen the
mobile device 105 makes preparations at step 518 to retry
re-registration at step 501. The mobile device 105 performs
actions in step 518 that are substantially identical to the
actions in step 508. As details of step 508 have already
15 been discussed, details of step 518 are not discussed here.
After step 518, MIP re-registration is re-attempted by

looping back to step 501.

If the received RRP code indicates a provisioning
errcr, then the mobile device 105 makes preparations at step
20 516 to retry re-registration at step 501. If a MIP session
exists upon entering step 516, then the mobile device 105
sends an RRQ code with a lifetime of zero in order to
terminate the MIP session. The mobile device 105 then tears
down the PPP stack with the LCP terminate message, records
25 on a list the network that does not allow access, and waits
until a new network not found on the list is acquired. Next,
MIP re-registration is re-attempted by looping back to step

501

In some embodiments, the RRP code is analysed
30 against a different set of error categories than is
implemented in steps 511, 512 and 513. The method is

scalable to amend or add error categories. More generally,



25 on a list the network that does not allow access, and waits until a new
network not found on the list is acquired. Next, MP re-registration is
re-attenpted by | ooping back to step 501 In sone enbodi nents, the RRP code
is anal ysed 30 against a different set of error categories than is

i npl emented in steps 511, 512 and 513. The nethod is scalable to anend or
add error categories. Mdrre generally, 17 the retry nmethod operates as a
function of the received RRP code. Preféf’ably, the retry method is
performed automatically wi thout input froma user. It is to be understood
that Fig. 5 i%ha ngmy1me¢hedb@mﬁnaﬂus whi & ef induirrr oAstiod hercegBadrrRENt'S are
possi bl e. Spe il ferred cate ories are di scussed
with the aid g%&éFlg ﬁ% El C 1%%$é90¥|me%¥hrn|n gWJW% Fig. 6, a chart
provi di ng exaﬁEF@maﬂxraidUOWlUmmagompe$ froraccorséancet W4 rtaabeenbodi nent  of
the applicat Pref erahly, each rrar, cat egt i.sed by RRP
code into thrgga%gfgggfﬁggt %g éfgﬁyaos G yﬁc ?% ?? ﬁporary

net wor k er for sungrelprodhesi embodjresseesre gbﬂsa@aelsa@emmfxﬂ JRBRi todes
according to es.d e [ thods .of F| g and Fig.
4. 1If the net%g§§%rﬁﬁ$%gggg éaé (%%egaggﬁégfgg'gggonéh go% accordi ng
to RRP codesFighefr it nlght also i ncl ude an additi onal category denoti ng
that an RRP code is not received. Each category of Fig. 6 contains at |east
one RRP 20 cpdesr earlaghaving a rel ated description-and an originator. The
| ANA (I nternet Assignment Nunbers Authority) provide the nost up to date
RRP codes at '

Turning now to Fig. 6, a chart providing example
10 error categories in accordance with an embodiment of the
application is shown. Preferably, each error is categorised
by RRP code into three categories: temporary out-of-sync
issues, temporary network errors, and provisioning issues.
Categorisation of RRP codes according to these categories is
15 seen in the methods of Fig. 3 and Fig. 4. If the method of
Fig. 2 were to categorise error at step 203 according to RRP
codes, then it might also include an additional category

denoting that an RRP code is not received.

Each category of Fig.r6‘contains at least one RRP
20 code, each having a related description and an originator.
The IANA (Internet Assignment Numbers Authority) provide the
most up to date RRP codes at

http://www.iana.org/assignments/mobileip~numbers.

It is to be understood that Fig. 6 is a very
25 specific preferred embodiment for categorising RRP codes and
that other embodiments are possible. Furthermore, the
listing of RRP codes by the IANA is evolving and it is
certainly possible that RRP codes will be amended, added, or
removed. Therefore, it is to be understood that different
30 embodiments of categorising RRP codes are possible

especially as the IANA evolves the listing of RRP codes.



http://ww. i ana. or g/ assi gnnent s/ nobi | ei p-nunbers. It is to be understood
that Fig. 6 is a very 25 specific preferred enbodi nent for categorising RRP
codes and that other enbodiments are possible. Furthernore, the |listing

of RRP codes by the IANA is evolving and it is certainly possible that RRP
codes wi |l be anended, added, or renoved. Therefore, it is to be understood
that different 30 enbodi nents of categorising RRP codes are possible
especially as the I ANA evol ves the Iistih% of RRP codes. 18 Mobile Device

Turni ng nom1tﬁ5#3ﬁ¥ Dgvigéblock di agram of an exanple nobile device 105 is
shown. The i 105 has functionality inplementing a plurality of
automatic NIP 5 retry nmethods 702 coupled to a processor 701 and at | east
one NAI profile 703. ITﬂrnﬁﬂgamb@ntothﬁ;autoaabhgcﬁﬂ&1ggyé&y0@e;gods 702
utilise the preeessohodOk and; NA ofile 703 in order  to inplenent any of
t he net hods describedohereianﬁ?e%Qééﬁif,of@'tﬂ%ﬁéﬂ%ﬁ#ﬁtﬁéVhF¢>1%&ry

met hods 702 CBi¥pfPEEt Eerednisut émpl ereadabige ampi M NaV 30 160BRLL &1 @%ecut abl e
t he mohil e device 105 to

instructi oNS re3trQr et r_jnstructin
i npl ement anirofgthetﬁgfio 2 gg%%%? éﬁ)ﬁepﬁgﬁ?s$ﬁfgﬁ&tﬁéﬂ aerdsoditment , t he

automatic M PFel'fy BttHd@s 7¢82 conprise any 15 appropriate combination of
har dware, software, or firmvare that produces any of the nethods described

herein. The enbodi mentm desesi bsd hﬁk@ggtgg%gg;gﬁgfﬁg ﬁggmﬁgﬁ%%$ﬁgggorekéy
on . re

methods for registering the nobile device 1l
general |y, other*20 BbEdrAenty atd possibI eomnfd leeliaBeit ocomeommti c retry

et hods for Aegisteri ngytbe Rbidardeyi 68:d05QNALNEL. prereraply,
10 the automatic MIP retry methods 702 comprise a computer
readable medium having computer executable instructions
stored thereon for instructing the mobile device 105 to
implement any of the methods described herein. In another
embodiment, the automatic MIP retry methods 702 comprise any
15 appropriate combination of hardware, software, or firmware

that produces any of the methods described herein.

The embodiments described herein have focussed on

automatic retry methods for registering the mobile device
105 on the MIP network 100. More generally, other

20 embodiments are possible and relate to automatic retry
methods for registering the mobile device 105 on other
networks such as networks having a wireless protocol that
deal with addressing for mobility using non-geographically
dependant addressing. In such a network, the initial

25 address may be geographically dependent, for example as
assigned by a home agent, but as the mobile device 105 moves
to new networks, the same address is maintained where

possible.

Numerous modifications and variations of the
30 present application are possible in light of the above

teachings. It is therefore to be understood that within the



net wor ks such as networks having a wirel ess protocol that deal with
addressing for nobility using non-geographically dependant addressing. In
such a network, the initial 25 address may be geographically dependent, for
exanpl e as assigned by a honme agent, but as the nobile device 105 noves

to new networks, the sane address is maintai ned where possible. Nunerous
nodi fi cations and variations of the 30 present application are possible in
i ght of the above teachings. It is thet®fore to be understood that wthin
the 19 scope of the a pended clains, the application may be practiced

ot herwi se t ha?tt&¢ &3 Fl‘%%ﬂ’quﬂed*e%ﬁpb%d ther epplla@tzcﬁl_&lawsbel A nmet hod of
autonatlcalIypfﬁdﬁﬂa@aleghégh S I pr ot oG ssionin a
wirel ess device, the wirel es%%t %H%?ogsocoqe\@olfgrcaﬁ% éeuSsF egt g‘f’f%ln
addressing; conprising: a) initialising for wireless protocol registration;
b) sending a wireless protocol registration request; and c) for each error
category of a plurality of error 10 cat.egories, upon failure to establi.sh
the wirel ess protocol session due to an error in that error category,
executing automatically at |east one respective error category specific
step; wherein for at |east one of the error categories, the 15 at | east
one respective error category specific step conprises returning
automatically to step a); and wherein for at |east one of the error
categories, the at |east one respective error category specific step



conprises returning automatically to step b). 20 2. The nethod of claim1,
wherein the wireless protocol is MP nobile Internet Protocol. 3. The

met hod of claim1 or claim2 conprising: 25 for at |east one of the error
categories, returning to step a) for some conditions and to step b) for
other conditions. 4. The nethod of any one of clains 1 to 3 wherein for at
30 | east one of the error categories, tde at | east one respective error
category specific step conprises returning automatically to step a) after
a first backdtf:tine;, and 21 wherein for at |east one of the error
categories, the at |east one respective error category specific step
conprises returning automatically to step b) after a second backoff tine.
5 5. The method ofnambong of @i ibedy 19 4eibiere] iy the egty»;@igﬁyaof error
categories conprise any of: no registration response, out-of-sync errors,
provi si onWagelespopsotandlt spporany imetworik edreser sievi®es. thwe wistdhobof any
one ofg cl ai 1 to 5 further conprising: defining at |east. two groups of
RRP cclestTBRERCYr SRE b SRR I8Hes 6rnig AT ey CALagOTY T sal d
plurality of 1%)ermaricatiedard eS;r necei M4y bR Togegi s respense to a

failed registration attenpt and determning the error category using the
RRP code. b) sending a wireless protoceol registration reduest;

and
c) for each error category of a plurality of error
10  categories, upon failure to establish the wireless protocol
session due to an error in that error caiegory, executing
automatically at least one respective error category
specific step:;
wherein for at least one of the error categories, the
15 at least one respective error category specific step
comprises returning automatically to step a); and
wherein for at least one of the error categories, the
at least one respective error category specific step

comprises returning automatically to step b).

20
2. The method of claim 1, wherein the wireless protocol
is MIP mobile Internet Protocol.
3. The method c¢f claim 1 or claim 2 comprising:

25 for at least one of the error categories, returning

to step a) for some conditions and to step b) for other

conditions.,

4. The method of any one of claims 1 to 3 wherein for at
30 least one of the error categories, the at least one
respective error category specific step comprises returning

automatically to step a) after a first backoff time; and



20 7. The nethod of claim2 or any one of clainms 3 to 6 when dependent on
claim2 wherein initialising for MP registration is perfornmed upon expiry
of a MP registration |ifetime and when the wirel ess device noves to a new
MP network. 25 8. The nethod of claim2 or any one of clainms 3 to 6 when
dependent on claim2 wherein initialising for MP registration is
performed when the wireless device is Zzpowered on and when the w rel ess
device switches to a new 30 user profile. 9. The nethod of any one of

claims 1 to 8 fuiderin caiprdsi nkisRondeli nimg atrdeasticdyoruser vrefiles
on the wireless device one of which is an active user profile at a given

time; wheP&i ASRBE QRS E&SPEGE Ver PEIr Catedeopr t ket fiisastters one
[ espect VR RELOL.EALEdaLY 1 ABeallLA.3LRR IS delined, i Ilarentd x. Jor, pach of

the at |east two user profilies. hod o i m9 wherein each user
profil e ibaakoNAl t(metwork access identifier) profile. 10 11. The net hod
any o of clains 1 to 10 further conprising: maintaining a retry history
for each user profile, the retry history conprising an identification of

networks 515 thatchave el & lowedJedistdation; 1 and £ afhatedeastcone error
category, executing the at |east one respective error category specific
step as aPlRaatitvBnosf erherr epkgghicdesr gyomprise any of: no

registration response, out-of-sync errors, provisioning

errors, and temporary network errors.
10
6. The method of any one of claims 1 to 5 further
comprising:
defining at least two groups of RRP codes, each group
of RRP codes defining an error category of said plurality of
15  error categories;
receiving an RRP code in response to a failed
registration attempt and determining the error category

using the RRP code.

20 7. The method of c¢laim 2 or any one of claims 3 to 6
when dependent on claim 2 wherein initialising for MIP
registration is performed upon expiry of a MIP registration
lifetime and when the wireless device moves to a new MIP
network.

25
8. The method of claim 2 or any one of claims 3 to 6
when dependent on claim 2 wherein initialising for MIP
registration is performed when the wireless device is
powered on and when the wireless device switches to a new

30 user profile.

9. The method of any one of claims 1 to 8 further

comprising:



20 12. The method of claim5 when dependent on claim2 or any of clains 6
to 11 when dependant on claim5 being dependent on claim2 wherein: for no
regi stration response, the at | east one error category specific step
conprises re-sending a registration 25 request; for out-of-sync errors the
at | east one error category specific step conprise: a) requesting a
challenge if a current challenge is urtknown, mssing, or stale, and then
re-sending a 30 registration request; or b) adjusting a tinme stanp if there
is a registratioerigent idi caddon msnateh, papdi tbencre-gengdi pg1the

regi stration request; 23 for tenporary network errors the at |east one
error cafl&yory pecifi ¥hdClp iconmpr iasdlvg) useaidiniy filhe radgiastdidtson request
with a litetine of zero if a prior MP session exists; 5 b) freeing up
resources used in the attenpt to register the wireless device with the
networ k, and themamiratfcen®@i ngedot reg séerot heawegeresstideveiceieantd for

provisioning errors _the at | east one error category specjfic step
ponpr?%e:oT% 5?85§ﬁaﬁﬁﬁ ?ﬁ&OFe§@§F95FWpﬁpF %HQQw%fI qéﬁﬂ%&a of zero
if a priogiWFPreassiofcexXksts; o) thie@icnd 4R e3RURLRS Ysedind he attenpt
to register the wireless device with the network; c¢) adding the network to
a list of networks not 15 allow ng packet data access, then waiting to

acquire ajgnetwaile note found on the di5t. and 1hep (eliyipg:-1he pethod
NAI (network access identifier) profile.
10
11. The method any one of claims 1 to 10 further
comprising:
maintaining a retry history for each user profile,
the retry history comprising an identification of networks
15 that have not allowed registration; and
for at least one error category, executing the at
least one respective error category specific step as a

function of the retry history.

20 12. The method of claim 5 when dependent on claim 2 or
any of claims 6 to 11 when dependant on claim 5 being
dependent on claim 2 wherein:

for no registration response, the at least one error
category specific step comprises re-sending a registration

25 request;

for out-of-sync errors the at least one error
category specific step comprise:
a) requesting a challenge if a current challenge is
unknown, missing, or stale, and then re-sending a
30 registration request; or
b) adjusting a time stamp if there is a registration
identification mismatch, and then re-sending the

registration reguest;



of registering the wireless device. 13. The nethod of claim5 when
dependent on claim?2 or 20 any of clains 6 to 11 when dependant on claim5
bei ng dependent on claim 2, wherein the error categories of out- of-sync
error, provisioning error, tenporary network error are each defined by a
respective group of RRP codes. 25 14. A wirel ess device adapted to

i npl emrent the nmethod of any one of cladms 1 to 13. 15. A conputer readable
medi um havi ng conput er executable code neans stored thereon for execution

on a wirel ess defdererdihSOr@sndOvd APl eFEHEst hige MBEh0da6f apy enecef clains
1 to13. category specific step comprise:
a) sending the registration reguest with a lifetime
of zero if a prior MIP session exists;

5 b) freeing up resources used in the attempt to
register the wireless device with the network, and then re-
attempting to register the wireless device; and

for provisioning errors the at least one error
category specific step comprise:
10 a) sending the registration request with a lifetime
of zerc if a prior MIP session exists;
b) freeing up resources used in the attempt to
register the wireless device with the network;
¢} adding the network to a list of networks not
15  allowing packet data access, then waiting to acquire a

network not found on the list, and then retrying the method

of registering the wireless device.

13. The method of claim 5 when dependent on claim 2 or
20 any of claims 6 to 11 when dependant on claim 5 being

dependent on claim 2, wherein the error categories of out-

of-sync error, provisioning error, temporary network error

are each defined by a respective group of RRP codes.

25 14. A wireless device adapted to implement the method of

any one of claims 1 to 13.

15. A computer readable medium having computer executable
code means stored thereon for execution on a wireless device

30 so as to implement the method of any one of claims 1 to 13.



