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Enbodi nents of the invention relate to the field of bridge network; and
nmore specifically, to the transitioning a bridging network froma 802. 1ad
bridging network to a Virtual Private Local Area Network Service (VPLS)
bridgi ng network or a 802. 1ah Provi der Backbone Bridging (PBB) bridging
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specifically, to the transitioning a bridging network from a 802.lad bridging network to
a Virtual Private Local Area Network Service (VPLS) bridging network or a 802.1ah
Provider Backbone Bridging (PBB) bridging network.
20
BACKGROUND
A provider bridging network provides bridging access for customers to network
services, such as Internet access, voice services, digital television, etc. One method of
provider bridging is performed by a provider bridging network that communicates
25 packets with customer end stations using a bridging protocol such as IEEE 802.1D,
IEEE 802.lad and/or IEEE 802.1Q Virtual Local Area Network (VLAN) tagging. A
provider bridging network is composed of provider bridging edge nodes that
communicate packets with customer edge bridging nodes and provider core bridging
nodes that communicate packets between provider edge bridging nodes. Bridging
30  nodes using these protocols share Media Access Control (MAC) addresses with all
other bridging nodes in the provider network by broadcasting address resolution

packets and unicast packets with unknown destination addresses.



Al ternatively, a provider bridging network can communi cate packets using
VPLS (Request for Conmment (RFC) 4761 and 4762) and/or PBB (I EEE 802. 1ah).
These protocol s provide bridging services by establishing point to point
bridgi ng 10 connections w thin the provihder's bridging network. However, to
use VPLS and/or PBB, the entire network needs to be upgraded at once, which
can be expensive in terns of capital and operating expenditures. SUMVARY
15A met hod and apparatus that operates two bridging protocols in a hybrid
bri dgi ng node .i Howeses ilisepfoblemewish dhistappreacl is that beggussr thats prgtosels e s in
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first port and second unicast packets on the plurality of other ports, where these unicast

packets contain destination MAC addresses that are unknown to the hybrid node.
The method limits with the hybrid node the number of MAC addresses that the
first node stores in its MAC address table by broadcasting the first unicast packets out
30 the plurality of other ports and broadcasting the second unicast packets out those of the
plurality of other ports on which they were not received. In addition, the method

broadcasts the third unicast packets out the first port, where each of the third unicast



20 coupled to a plurality of other nodes in the upgraded bridging
sub-networ k. The | egacy bridge instance, coupled to the first port,
operates the | egacy bridging protocol and the upgraded bridge instance,
coupled to the plurality of other ports,3.operates the upgraded bridging
protocol. The MAC rel ay conmponent relays first unicast packets received on
the first port 25 to the second bridge instance, which broadcasts them out

the plurality of other porfs. The first. unicast p ets caontai n destination
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The hybrid node operates the legacy and upgraded bridging protocols and is
composed of a first port, a plurality of other ports, a legacy bridge instance, an
upgraded bridge instance, and a MAC relay component. The first port is coupled to a
first node in the legacy bridging sub-network and the plurality of other ports are

20  coupled to a plurality of other nodes in the upgraded bridging sub-network. The legacy
bridge instance, coupled to the first port, operates the legacy bridging protocol and the
upgraded bridge instance, coupled to the plurality of other ports, operates the upgraded
bridging protocol.

The MAC relay component relays first unicast packets received on the first port

25  to the second bridge instance, which broadcasts them out the plurality of other ports.
The first unicast packets contain destination MAC addresses that are unknown to the
hybrid node. In addition, the MAC component inhibits relays to the legacy bridge
instance second unicast packets received on the plurality of other ports. The second
unicast packets contain destination MAC addresses that are unknown to the hybrid

30 node and each of the second unicast packets are broadcast out the plurality of other
ports that did not received that second unicast packet. Furthermore, the MAC

component relays to the legacy bridge instance third unicast packets received on the



| egacy bridge instance, an upgraded bridge instance, and a MAC rel ay
conponent. The first port is to receive first unicast packets fromthe
first node and the plurality of other nodes is to receive second and third
uni cast packets froma plurality of othgr nodes. The first, second, and
third uni cast packets contain destination MAC addresses that are 20 unknown
to the network el enment. The | egacy bridge instance is to operate the |egacy
bridging protocol, and to broadcast out the first port any of the third
uniccast papkehlitytdfathearpertselThedbird anichss nackeie ponspingdssiaationsyld{c addresses:
upgraded brjdge instance is ate the i dgl,

broadcast &Rat 3 ﬂ@é?Fﬁ?hﬁ¥&%Wﬁ§Fmg5?agg%%§?%FPP%%g#?@ggﬁﬁﬁgﬁgéﬁmggckets
that are relaypioh MALGHRES A6k dthelsdcogd uffthapacketanth ddditiomy asldasdithe he 25

second uni cast packets out those of the_ pluraljty of othet mé %Ig whi ch
they were nhird neivestvpagkety veasmeceived at adisng byewhich dts; destipg fAGAETSS

uni cast _packe to 1he upgraded brjdgeal 1CE, ; ki (sGast
packet 55t o WHHS Hep RS RRAGE TROPYE e VEDARGER, of B, Qodndfuiclel Prctblsrd
bridge i nsttﬁ@eﬁrésE@ncﬁﬁg: aadlindnibe aad stafiek elese cdupledddi anieaf, the alimalisy of leghe80
third unicast packets was received at a tinme by which its destination MAC
addr ess woglodshave been | earned responsive to the broadcast of the second.

uni cast packets ﬂlfanother embodiment, a network element operates the legacy and upgrade
bridging protocols. The network element is adapted to allow for an incremental

10 transition of nodes in said network from the legacy bridging protocol to the upgraded
bridging protocol. The legacy bridging protocol shares MAC addresses of end stations
amongst all nodes and end stations directly coupled to each other with the legacy
bridging protocol. Nodes operating the legacy bridging protocol store the shared end
station MAC addresses in a MAC address table.

15 " The network element is composed of a first port, a plurality of other ports, a
legacy bridge instance, an upgraded bridge instance, and a MAC relay component. The
first port is to receive first unicast packets from the first node and the plurality of other
nodes is to receive second and third unicast packets from a plurality of other nodes.
The first, second, and third unicast packets contain destination MAC addresses that are

90  unknown to the network element. The legacy bridge instance is to operate the legacy
bridging protocol, and to broadcast out the first port any of the third unicast packets that
are relayed to the legacy bridging instance. The upgraded bridge instance is operate the
upgraded bridging protocol, to broadcast out the plurality of other ports any of the first
unicast packets that are relayed to the upgraded bridging instance, and to broadcast the

25  second unicast packets out those of the plurality of other ports on which they were not
r-eceived.

The MAC relay component is to relay the first unicast packets to the upgraded
bridge instance, relay the third unicast packets to the legacy bridge instance, and inhibit
relay to the legacy bridge instance the second unicast packets. In addition, each of the

30  third unicast packets was received at a time by which its destination MAC address

would have been learned responsive to the broadcast of the second unicast packets if



-5- the corresponding destination end station were coupled to one of the
plurality of other ports. It is an object to obviate at |east sone of the
above di sadvant ages and provide an inproved bridgi ng node for networking.

BRI EF DESCRI PTI ON OF THE DRAW NGS < The invention may best be
understood by referring to the follow ng description and acconpanyi ng
drawi ngs that are used to illustrate enbodi nents of the invention. In the
drawi ngs: 10Figure 1 (prior art) illustrates a provider bridging network;

Figure 2 i ldusirfespanling destinatibrpemivstetion weiedwiupkgd rieone ok thenplurality efvgthebr t he
transition of the provider network from bridging protocols used in Figure |
to VPLS an@#PB$ PBB bri dgi ng services according to one enbodi nent of the

i nvention; Fi guigis3ini chi@h 1§56 RIeA edst S¥me B BicaaBolve disatvamighi nad peeddy ed
packets 15 accordll ng t0 one enbodi ment of the invention; Figure 4 is an
exenpl ary fahdmprived bredgihg nodhfornetwerki®igeng pr ocess according to one

enbodi nent. of the invention; Figure S5 illustrates tiners that are
used to’control which sets of ports a unicast packet w th unknown MAC

addr esses HEELPRSICREPTIOMCOFATHE DRAWINGSbodi nent of 20 the invention;

Figure 6 i S an exenplary flow di agram of the tjmer T-restrict-ynknown-bcast
g' "~ The r'rn?ventizn may best bg understood by referrlrang to tfxe %ol{omng 'Eiescnptlon

and accompanying drawings that are used to illustrate embodiments of the invention.
In the drawings:
10 Figure 1 (prior art) illustrates a provider bridging network;

Figure 2 illustrates a hybrid provider bridging network that allows for the
transition of the provider network from bridging protocols used in Figure I to VPLS
and/or PBB bridging services according to one embodiment of the invention;

Figure 3 is an exemplary flow diagram for forwarding received packets

15  according to one embodiment of the invention;

Figure 4 is an exemplary flow diagram for the forwarding process according to
one embodiment of the invention;

Figure 5 illustrates timers that are used to control which sets of ports a unicast
packet with unknown MAC addresses are broadcast according to one embodiment of

20  the invention;

Figure 6 is an exemplary flow diagram of the timer T-restrict-unknown-bcast
expiring according to one embodiment of the invention; '

Figure 7 is an exemplary flow diagram of the timer T-long-age expiring
according to one embodiment of the invention; and

25 Figure 8 is a block diagram illustrating an exemplary hybrid network element
that that allows for the transition of the provider network from bridging protocols used

in Figure 2 and VPLS and/or PBB according to one embodiment of the system.

DETAILED DESCRIPTION
30 In the following description, numerous specific details such as network element,

LAN, VPLS, PBB, sub-network, bridging, provider bridging, packet, MAC, address

resolution protocol, broadcasting, means to specify operands, resource and network



expiring according to one enbodi nent of the invention; Figure 7 is an
exenpl ary flow diagram of the tiner T-1ong-age expiring according to one
enbodi ment of the invention; and 25Figure 8 is a block diagramillustrating
an exenplary hybrid network el enent thatg_that allows for the transition of
the provider network from bridging protocols used in Figure 2 and VPLS

and/ or PBB according to one enbodi nent of the system DETAILED DESCRI PTI ON
30l n the follow ng description, numerous specific details such as network
el enent ,  Lpatitioping/shpie - soplemeniabipRs, Uypesgi #fl  prervelaéanshios d fngsysisae ket
MAC, addre ut | . : ' : | f nds,
resource. apimpait phe gkt BisRiBhing BhEAGART thittes ARSI BRALr o pARIETCT,
i nterrel at honsid pRreighs uadesmnding wfetespresend ihegitionpait wtillobs mgpientategy at i on
choices are set forth in_order to provide a npre thqrough. understandi ng of
t he- pr esenhoVevREnDPY @re skillegi i the @rtthat Be; ‘é‘f’%‘%ﬁonh’é‘%\(i’érf,’rg ean%it%%tlsr@a in
the artst hg}Secﬁbe dbAYE Nt InOBhBR Yndaéhcl ,a&ﬁlw%u-%ﬁm}lgat%ur‘ebel eir&R&CALd Full -
details. In other instances, control structures, gate level circuits and
ful | sof t wesfewam ststructiorosequenpes hewsndtdeen slmwibinadetaihiovondérmoti &t ebiscuterthor der

not to obscure.the_jinvention. Thase of ordi.nary skill.in.the art.. wi.th the
i ncl uded dé‘g’&Pﬁl%-?B‘WF ohprdinsg sl the, sﬁ%‘F‘bﬁ’éﬁ?aﬂ‘ifﬁ‘rd&B?r?Pﬂ°é‘smﬂlc‘ﬁ e ty
Wi thout ungyig, i ﬁ’éﬁ%ntﬁ%ﬁﬁgﬁﬂmthﬁdﬁé& AfehfatigAt i on to "one
enbodi nent , " "Igﬁﬁgﬁéggg{b&r;ente, ! ('z'@n 10 exanple errb(ggi ment ,1" etc., indicate

t hat the enbodi Refarerdes dn ithe dperifjcation| todona qpabadimentar "aneembediment.t (an ur e,

or ch cteristic, ,but every enbadi nment y npt..necessartly inclu t he
parti cif ar SXRRIG _reé',lbolsét“PEfgt _u%/tg',’ %&cﬁtﬁatﬂﬁtcf%r ‘?’Eﬁ?‘%‘.‘“"ﬁﬁ%% QFCY ‘%%Ycﬁ“’g‘%re &es
are not negggisalal | fafuld, €5irhidttre! Cort RBamBREsEILbGE ety dmbddiGént WREN ndt
particular feature, structure, or characteristic is described in connection

with an 15necessadilyrinelude; the ipsrtiylasifeatare, stiugtuge; of shagpetpristics nMorenyar. stigle of

one skilled,in the art to effec eat u 2 , a eristic
i n connect P](’)WS% £y B?Eél?ceg?ﬁgléﬁir%rge%#@ﬁ%e@%e{a%& %%oy &l@(%onﬁi c?‘{;ﬁﬂ;&ﬁé@%{fli ed.
I'n the fol haicilir destard, Pithefuréner WhatatRristidds t dusambedc v poandctidndwith an

"connected," along wth their derjvatives, may be used. It shaould be
under stoodembadiment gbist submittesh that it is within the knowledge of one skilled in the art to

effect such feature, structure, or characteristic in connection with other embodiments
- whether or not explicitly described.
In the following description and claims, the terms "coupled" and "connected,"
along with their derivatives, may be used. It should be understood that these terms are
20 not intended as synonyms for each other. "Coupled" is used to indicate that two or
more elements, which mayor may not be in direct physical or electrical contact with
each other, co-operate or interact with each other. "Connected" is used to indicate the
establishment of communication between two or more elements that are coupled with
each other.
25 The operations of the flow diagram will be described with reference to the
- exemplary embodiment of Figures 2-8. However, it should be understood that the
operations of flow diagrams can be performed by embodiments of the invention other
than those discussed with reference to Figures 3-4 and 6-7, and the embodiments
discussed with reference to Figure 2 and 8 can perform operations different than those
30 discussed with reference to the flow diagrams.
The techniques shown in the figures can be implemented using code and data

stored and executed on one or more electronic devices (e.g., a computer end station, a



20 not intended as synonyns for each other. "Coupled” is used to indicate
that two or nore elenents, which mayor may not be in direct physical or

el ectrical contact with each other, co-operate or interact with each other.
"Connected" is used to indicate the establishnment of conmunication between
two or nore el ements that are coupled w’th each other. 25The operations of
the flow diagramw || be described with reference to the exenplary
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30 network in order to communicates packets with those nodes
addition, the hybrid bridging node operates VPLS and/or PBB protocols on ports that

. Ca d
are coupled with nodes of the upgraded sub-network. The hybrid bridging node
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20 fronts, search services, etc.), private webpages (e.g., username/password accessed
webpages providing email services, efc.), access to content (video, audio, etc.),
corporate networks over VPN, other services (telephone, etc.), etc. Typically,
subscriber computer end stations are coupled (e.g., through customer premise
equipment coupled to an access network (wired or wirelessly)) to edge network

25  elements, which are coupled (e.g., through one or more core network elements to other

edge network elements) to the server computer end stations. '

Some network elements support the configuration of multiple contexts. As used

herein, each context includes one or more instances of a virtual network element (e.g., a
virtual router, a virtual bridge). Each context typically shares system resources (e.g.,

30 memory, processing cycles, etc.) with other contexts configured on the network
element, yet is independently administrable. For example, in the case of multiple

virtual routers, each of the virtual routers may share system resources but is separate
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set of one or more subscriber circuits),

etc.), etc.) and a context's interface over which

20  network protocols (e.g., routing protocols, bridging protocols) are configured for that

context. Subscriber data flows on the physical entity when some higher-layer protocol
interface is configured and associated with that physical entity. By way of a summary
example, subscriber computer end stations may be coupled (e.g., through an access
network) through a multiple services edge network element (supporting multiple
25  contexts (e.g., multiple virtual routers), interfaces, and AAA processing) coupled to

core network elements coupled to server computer stations of service/content providers.

Further, AAA processing is performed to identify the subscriber record for a subscriber
which identifies one or more contexts in the network element to which that subscriber's
traffic should be bound, and includes a set of attributes (e.g., subscriber name,
authentication information, access control information, rate-limiting

30 password,

information, policing information, etc.) used during processing of that subscriber's

traffic.



traffic should be bound, and includes a set of attributes (e.g., subscriber
nanme, 30 password, authentication information, access control information,
rate-limting information, policing information, etc.) used during
processing of that subscriber's traffic_,-10- Figure 1 (prior art)
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For exappl epri§s 109A-C using thdse heidgmpkrotol6l8: BAcHrkriosn in the art, bridges using
these protocols maintain MAC address forwarding tables. Each of the PB bridges can
build these tables using by receiving address resolution packets and unknown MAC
addresses. Furthermore, PB bridges build these tables by examination of source MAC
addresses in received packets.

20 The problem with this approach is that because the building of the bridge tables
relies on packets broadcast, each of the PB bridges 104A-C and 106A-B see all of the
addresses of the end stations coupled to customer networks 110A-E. As more end
stations are added to each of the customer network 110A-E, the tables for each of the
PB bridges 104A-C and 106A-B grow and can meet the maximum MAC address table

25  size of these bridges. For example, each of customer networks 110A-E can be
composed several to tens of thousands (or more) end stations, which can lead to very
large MAC address tables.

To overcome these problems, a provider can upgrade each of the PB bridges
104A-C and 106A-B to have larger MAC address tables or the provider can change

30 every bridge in PB network 102 to support VPLS and/or PBB. However, both of these
potential upgré.des can be expensive in terms of capital and operating expenditures. For

example, customer networks 110D-E maybe the ones that have large numbers of end



conposed several to tens of thousands (or nore) end stations, which can

|l ead to very |large MAC address tables. To overcone these problens, a

provi der can upgrade each of the PB bridges 104A-C and 106A-B to have

| arger MAC address tables or the prOVId? can change 30 every bridge in PB
network 102 to support VPLS and/or PBB. Hbmever, both of these potenti al
upgrades can be expensive in terns of capital and operating expenditures.
For exanple, customer networks 110D-E maybe the ones that have |arge
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n-one e I ment, the PB network can ?radecj in
a step- hybrid bridging PB network that includes a mixture of legacy bridging no es opefating

one of 80l.ad, 802.ID, and/or VLAN bridging protocols and upgraded bridging nodes
running VPLS and/or PBB.

10 For example and in one embodiment, the PB network can be upgraded in a step-
by-step fashion. In this embodiment, the PB network upgrade can be accomplished in a
simple and cost efficient way. The PB network upgrade can start small and grow
gradually with preferably gradually increasing benefits. Thus, PBB and/or VPLS can
be introduced step-by-step: upgrading heavily loaded bridges and/or bridges interfaces

15  and leaving the least critical network parts for later upgrades.

Figure 2 illustrates a hybrid PB network 202 that allows for the transition of the
provider network from bridging protocols used in Figure 1 to VPLS and/or PBB
according to one embodiment of the invention. As illustrated in Figure 2, PB network
202 is divided into two different sub-networks, a legacy bridging sub-network 218 and

20  an upgraded sub-network 220. In one embodiment, nodes in the legacy bridging sub-
network 218 operate using a legacy bridging protocol whereas nodes operating in the
upgraded sub-network 220 operate one of the upgraded bridging protocols. In one
embodiment, legacy sub-network 218 is composed of legacy bridging nodes that
communicate packets using one of the legacy bridging protocols. In one embodiment,

. 25  alegacy bridging protocol is a bridging protocol that shares MAC address information
with other bridging nodes in the PB network 202. For example and in one
embodiment, a legacy bridging protocol is 802.lad bridging, 802.ID bridging, 802.1Q
VLAN, etc. Furthermore, legacy bridging nodes do not operate one of the upgraded
bridging protocols described below.

30 In Figure 2, legacy sub-network 218 is composed of customer networks 110A-
C, customer edge bridges 108A-C, PB edge bridge 204A, and PB core bridge 206A.

Customer networks 110A-C couple to legacy sub-network 218 via customer edge



by-step fashion. In this enbodinent, the PB network upgrade can be
acconplished in a sinple and cost efficient way. The PB network upgrade can
start small and grow gradually with preferably gradually increasing
benefits. Thus, PBB and/or VPLS can be i troduced step-by-step: upgrading
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I s conposed of custoner. networks 1]10A- .
0  used herein, a P-old portV}(s) a port tiiat connects (or directly couples) devices operating

in the legacy sub-network 218. For example and in one embodiment, P-old port 214AB
connects PB edge bridge 204A to customer edge bridges 108A-B, respectively. As
described above, PB edge bridge 204A communicate packets with customer edge
bridges 108A-B using a legacy bridging protocol. As another example, P-old port
15 214C connects PB edge bridge with PB core bridge 206A. Because PB edge bridge
204A and PB core bridge 206A are part of legacy sub-network 218, PB edge bridge
204A and PB core bridge 206A communicate packets using a legacy bridging protocol.
Upgraded sub-network 220 is composed of upgraded bridging nodes that
communicate packets using one of the upgraded bridging protocols. In one
20 embodiment, an upgraded bridging protocol is a bridging protocol that does not
necessarily share MAC address information with other nodes in the PB network. For
example and in one embodiment, an upgraded bridging protocol is VPLS, PBB, multi-
protocol label switching, generic routing encapsulation tunnels, etc. For example and
in one embodiment, VPLS is a virtual private network technology that does not
25  necessarily share MAC address information with all other bridging nodes not operating
VPLS. As another example and in another embodiment, bridging nodes operating PBB
do not share MAC address as a PBB bridging edge node aggregates customer traffic
and sends it to another PBB bridging node.
In Figure 2, upgraded sub-network 220 is composed of customer networks
30 110D-E, customer edge bridges 108D-E, and PB core bridges 206B-C. Furthermore,
PB edge bridge 204B couples customer edge bridge 108C and 108D to legacy sub-
network 218 and upgraded sub-network 220, respectively. PB edge bridges 204C-D
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In one embodiment, legacy bridging nodes broadcast all address request,

20 address announcement, and unicast packets with unknown destination addresses. In

one embodiment, address request and address announcement packets are ARP

gratuitous and non-gratuitous request packets, respectively. As used hereinafter, an

ARP request packet is a non-gratuitous ARP request packet and an ARP announcement

packet is a gratuitous ARP request packet.

25 In one embodiment, the hybrid node selectively broadcasts certain unicast

packets between legacy sub-network 218 and upgraded sub-network 220. In particular,

the hybrid bridging node may broadcast unicast packets with unknown destination

MAC addresses received on a P-new port out other P-new ports, but not out P-old

ports. In one embodiment, the hybrid node broadcasts out the P-old ports unicast

30  packets with unknown destination MAC address received on the P-old ports (except for

the port that received that unicast packet). In another embodiment, the hybrid node

selectively broadcasts unicast packets with unknown destination MAC address out P-



coupl e custoner edge bridge 108E to | egacy sub-network 218 and upgraded
subnet work 220, respectively. In one enbodi nent, PB edge bridges 204B-D are
exanpl es of a hybrid bridging node that couple | egacy sub-network 218 and
upgr aded subnetwork 220. Hybrid bridgi ng nodes are described further bel ow.
In addition, PB core bridge 206B coupl & 4-pg edge bridge 204B and PB edge
bri dges 204C-D. As nmentioned above, coupling the two sub-networks is a
hybrid bridgi ng node. In one enbodi nent, the hybrid bridgi ngbélﬂo_deF.can
operate both a le 1 INOiBAke fadietigbomgsipg 0 fucther ddsaribesd 19 Figures
~enbodi nment ,ne‘fvrpgrtgy rl}%?%??ggi ng nodegi ncl udes P-old and P-new ports. As
descri bed ab@de-6belBwol d port is a port that connects (or 10 directly
coupl es) devices operating i.n the.le siRe tnvak Kordddtastk rout ahe Pasdw  a
P-new port is a%&@@ﬁ&f’%@f}ﬂﬂ%’t Ehet%}eaviﬁgg%l %per ating in the upgraded
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stores in these nodes' MAC addresgs tabl.es, | nerpIhodJEEnt €-difsRart s
~ can coupl e with mopksdingndelefe fagolp gé?réngaﬁﬁff‘i’ﬁse?@gt gTrr@r networt%.1 I'n one
enbodi nent , I%grna%)( bridgi ng nodes broadcast all address request, 20 address
announcerrenﬁ“,’t Wi cast packets with unknown dest égr%#t 0 a]?dgd‘i esgtf@: .In
one enbgdi nent, Rdgkeaabsdimeatts Eytridabridging nadm Uk e%ﬁ’c e RRP
grat ui tous and non-gratuitous request cket 8, 116 d gl\YLAﬁScdllﬁlﬂﬁ]ent
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bet ween | egREAC Stehynebmponent IB)8asdeetixghadelays pacielt frees, e 1“?40 ;%%‘%%céjl ar,
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VPLS/PBB component 212 is coupled to P-new ports 216C-D and communicates

packets with nodes and end stations in upgraded sub-network 220. In one embodiment,
VPLS/PBB component 212 operates one or more of the upgraded bridging protocols.

20 To support the partitioning of a hybrid bridge node with the P-old and P-new
~ ports, a database is added to each hybrid bridging node, the ARP request database 224.
The ARP request database is a database that is used to track ARP requests received on
P-new ports and to determine whether to broadcast an ARP request out the P-new ports,

P-old ports, or both the P-new and P-old ports. In one embodiment, the ARP request

95  database is for IP addresses whose MAC address that are not known to a particular host

(e.g. as indicated in an ARP request). |

In one embodiment, each entry in the filtering database 222 is composed of

MAC address, ageing timer, etc. as is known in the art. Furthermore, each entry in the
filtering database 222 is augmented to include additional fields for a pending-delete
30 flag and two timers: T-restrict-unknown-bcast and T-long-age. In one embodiment, T-
restrict- unknown-bcast timer is 500 milliseconds and T-long-age is 2 hours. In one

embodiment, the pending delete flag represents whether a known MAC has expired due



the port that received that unicast packet). In another enbodi nent, the
hybri d node sel ectively broadcasts unicast packets with unknown desti nation
MAC address out P- -14- new ports and/or P-old ports. Unicast packets
processing is further described in Figures 3 and 4-6 bel ow. In another
embodi ment, the hybrid bridgi ng node bréadcasts out the P-new ports unicast
packets with known destination MAC addresses that have expired. In one
enbodi ment, the known destination MAC address expires due to an agei ng

timer expiring or, this NAG addr - ©A§t s @Ran@e PO bnd erabodiangnt, thesst at us
changed fr6%6&%?%@?"5?ﬁﬁplfagl%glogijélﬁ\r%&ﬁlnﬁ@%ne?elrir%%di r@ggﬁh xpired MAC -
addr esses i S @AiEste Wild for ggmaninglydlehet enticg g fikkering a?%t abase 222.

Thi s enmbodi nent 1's discussed further below. | Sihasihodi FeRdwlya
hybri d bri dgi ng Inooks emb@ﬁmb%ﬁs%h%‘ag”é‘ B 4 ﬂi%)ﬂ:tjeﬁlslgcorrposed of a I\/Ag:
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" VPLS/ PBB coﬁ??gﬁ‘%ﬁtge ?ﬁ%@nﬁwﬁ ek o

: . at abase 224, and filteri r}g dat abg%& ﬁgszto MAC
rel ?y cgm%ﬁixﬁﬁﬁcﬁebmp{lv% yea mkaps stpﬁ@‘kel’kol‘):;fzwew ﬁlﬂg 150 {ﬁ g‘lz ng
i nstancés. S- conponen Qis = of thaPddtEbasedlas been
conmuni cat el adsled de ftha Gltexmn qﬁ%ﬁg@%ﬁﬁﬁéﬁg nts’%él{ﬁl onszﬁjnhggacq@;uigégﬁ%&r k
218. I n one enbadi ,@}g_tﬁg{ arked beadifig-dpleteatsdaco leastdec €
| egacy bri d@ﬁcﬁﬁe@r‘g%g%%?g. VPL%%I%B co%Eonent Zdé]'%&i 3{10?“%&8&.&8&% Qggmports
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ports and to det grm’ ne %St het[nuteg broadcast an ARP request out the P-new
ports, P-ol gapdarddsechpn iy FOMEP. new and P-ol d_ports. In o:}g?enbodi nt
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entry is deleted. The operation of these timers and handling of unknown MAC unicast

packets is further described in Figures 5-7 below.
Figure 3 is an exemplary flow diagram of a method 300 for forwarding received

packets according to one embodiment of the invention. In one embodiment, @C

20  relay component 208 of PB edge bridge 204C executes method 300 to process recen-red
packets. In Figure 3, at block 302, method 300 receives a packet from a filtering
process 302. In one embodiment, filtering process 302 is an 802.1ad filtering process as
known in the art. At block 304, method 300 determines if the received packet was a
packet broadcast ARP request packet or an ARP reply packet. If the received packet is

25  not a packet broadcast ARP request or an ARP reply, method 300 forwards the packet
at block 314. The forwarding process of block 314 is further described in Figure 9,
below. :

If method 300 determines the received packet was a packet broadcast ARP
request or ARP reply, method 300 determines if the packet broadcast is an ARP request

30 at block 306. If the packet is an ARP request, method 300 handles the ARP request at
| block 310. In one embodiment, method 300 tracks unanswered ARP requests using the

ARP request database. In another embodiment, method 300 broadcasts ARP



filtering database 222 is augnented to include additional fields for a
pendi ng-delete 30 flag and two tinmers: T-restrict-unknown-bcast and
T-1ong-age. In one enbodiment, T- restrict- unknown-bcast tinmer is 500
mlliseconds and T-long-age is 2 hours. In one enbodinent, the pending
delete flag represents whether a known -M&C has expired due -15- to an
ageing tinmer expiration or port blocking status change. In one enbodi nent,
these new fields are added for dynamcally learnt entries in filte;kgg

dat abase 222. | i mhens e padkey bioadedse i npt an

dat abase 22%“‘?‘&“??8\?&@19‘8?@5?26, tﬁgﬁp‘lt ES pendi nq(—ﬁdgl ete for t?ﬂgp? A
set to fal $guuedtendihctrs80 Feremsines if the rapmveshacksk wadgash 1sr2y aéﬁe are not .
started. In one entry, whe new entr t 3 gohrivatdsethe ng

dat abase 22)20%30&-hé¥ H’&x?%gﬁﬁaéﬁofgé % ﬁ%{]gga %bg%elﬁdﬁh%qm

has been accessed, then

an entry that PROHrRrd eesaof block 314 émButherdeseribad NiHEWE| et ed
and the ne\ﬁag%%ibllggﬁgg‘ged. I n onggelﬁngodi ment, during the |earning process
of the 8§02.41BeR®04 standard (section 7.8), if an entry'is found in the

filtering database 222 .10 w th { LR NSic9d Jaheles thRSARP ueplytan dlockhe
flag i s narked a&t‘?ea‘fe%"é“’%%Bac;(ﬂlSﬁ%rrersqgt@g’oci ated with that entry. is

c ag;:el led. Jhhe R(/@gg@gg}@, le68 Bbe deletestaneen®y2in 1 2RF4roguest databasesbat 1?‘J‘&nb

. cont i nues. en the ageling tinmer of an en ' I r: abase
222 expi r esthe shae alestinatios MAL afidress sgd 6&? SQUyEe i‘fy%ﬁ‘i‘gsp%%h%d@ éfg’;&gdéa%
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the tiner e corresponding entry is de|et The
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further described in Figures 5-7 bel ow. Figure,3pi SARicaNiY the ARP
di agr am of datatetsto By30Biching ﬂ’éﬁkﬁaﬂ“eﬁ@u?se?:gﬁ\?e%ﬁ%a%&lg&sﬂgcc;re diln.g to _one
enbodi nent of t i aventio &%Iﬁjﬂa | &Rflks, ko B00 edrar etermmpo ydrieh 208
of PB edge Wﬁ%?a%‘g éengec!:kllﬁdeng met ﬁod g%o to process received ed. In one

of the received ARP requests have been answered and which are unanswered. In o

embodiment, if that entry is found, method 300 deletes that entry and cancels any

15  running timers associated with that entry, freeing the memory for this entry. Execution
proceeds to block 314.
Figure 4 is an exemplary flow diagram of method 300 for the forwarding
process according to one embodiment of the invention. In particular, Figure 4
represents a further description of block 314. In one embodiment, Figure 4 modifies
720  the unknown MAC flooding behavior of section 17.11 of the 802.1D bridging standard.
In one embodiment, under an unmodified section 17.11 of the 802.1D bridging
standard, a packet with unknown MAC is broadcast out all ports. In one embodiment,
when an active topology change is detected that changes the status of a P-new port
from nonblocking to blocking, instead of deleting entries for the MAC addresses that
25  were learnt on that P-new port as in the 802.ID standard (section 17.11), method 300
marks the pending delete flag for those MAC addresses and starts the timer T—lopg-age
is started.
At block 402, method 300 determines if the destination address of the received
unicast packet is unknown. In one embodiment, this occurs if the port that the MAC
30  was previous learnt on had its status change from non-blocking to blocking. In one
embodiment, this change of status can occur as a result of using a protocol to detect

active topology changes in the network. For example and in one embodiment, an active



packets. In Figure 3, at block 302, nethod [
_ _ , , 300 receives
gbgti;hn?irgocgss 302. In one enbodinent, filtering procgsgagggtigrgg]a
detérnines i?riﬂg process as known in the art. At block 304, method 300
determnes 11 | rEcelved packet was a packet broadcast ARP request packet
P o gry paZREt. If the receivedlpacket is 25 not a packet broadcast
AR Tequest an reply, nmethod 300 forwards the packet at bl ock 314

rdi ng process of block 314 is further described in Figure 9

_bel ow. |If nethod 300 det ' -
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If the packet was not received on a P-old port (e.g., received on a P-new port),
method 300 determines if the timer T-restrict-unknown-bcast is running for this packet
at block 406. If this timer is running, execution proceeds to block 410. If this timer is
10  not running, method 300 starts this timer (T—restrict—unknown—bcast) for this packet at
block 408. In one embodiment, method 300 starts this timer in the entry of the filtering
database corresponding to the received packet. Execution proceeds to block 410.
At block 410, method 300 sets a flag for this packet that indicates that the P-old
~ ports are ineligible for transmission of this packet. In one embodiment, method 300
15  will broadcast this packet out the P-new ports and not the P-old ports. Execution
proceeds to block 416, where method 300 processes packets using 802.1D packet
processing as described in section 7.7 of that standard using the available ports (e.g., P-
- new).
If the unicast destination MAC address of the received packet is known, method
20 300 determines if the pending delete flag is set for this packet at block 412. In one
embodiment, the pending delete flag is used to mark entries in the filtering database
that could be deleted if the filtering database becomes full. In another embodiment, the
pending delete flag is used to mark entries for MAC addresses that have expired due to
an ageing timer expiring or because an eniry corresponds to MAC address that was
95  learnt on a port with a status change to blocking due to an active topology change (see,
¢.g., Figure 6 below). If the pending delete flag is set, method 300 sets a flag for this
packet that indicates that the P-old ports as ineligible for transmission of this packet. In
one embodiment, method 300 will broadcast this packet out the P-new ports and not the
P-old ports. Execution proceeds to block 416, where method 300 processes packets
30 using 802.1D packet processing as described in section 7.7 of that standard using the

available ports (e.g., P-new).
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When a packet with an unknown MAC address is received on one of the P-new

ports, the T-restrict-unknown-bcast timer is started for this packet (504). In one
15 embodiment, between time when this timer is started (504) and the time this timer
expires (506), a unicast packet with an unknown MAC address that has a destination
MAC that matches the entry associated with this timer is broadcast out the P-new ports
(510). Afier the T-restrict-unknown-bcast timer has expired (506), in one embodiment,
retransmifted unicast packets with the corresponding destination MAC address are
70 broadcast out the P-old ports (512). In this embodiment, the T-restrict-unknown-beast
represents a criteria as to whether this unicast packet is broadcast out the P-new ports,
the P-old ports, or both. Inan alternate embodiment, retransmitted unicast packets with
the corresponding destination MAC address are broadcast out the P-old ports (512). In
one embodiment and in response to timer T-long-age expiring for this destination MAC
25  address (516), the corresponding entry in filtering database is deleted (514).
Figure 6 is an exemplary flow diagram of rﬁethod 600 for the actions of timer
T-long-age according to one embodiment of the invention. In Figure 6, at block 602,
method 600 detects that an ageing timer expires or an active topology change. In one
embodiment, the.ageing timer that expires corresponds to a MAC address of a unicast
30  packet. Inanother embodiment, the active topology change is detected using a protocol

that detects such topology changes. For example, and in one embodiment, an active

topology change protocol is spanning tree protocol.



30 was previous learnt on had its status change from non-bl ocking to
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exanpl e and in one enbodinent, an active -17- topology change is detected
usi ng the spanning tree prot ocol (e.g.1%s defined in the 802. 1D st andard)
or one of the variants known in the art. If the destination MAC address of
uni cast is unknown, nethod 300 determ nes if this packet was re;el ved on a
P-ol d port at bl £ inceaaite dg@and atals cha Tgong-agaret hod
- 300 processes t ht ?gl( gq@ét&ughltoﬁ%og%g&%%%?kegﬁ procegm ng .as .descri. belgrl
section 7. fink. thahe shbodifiedt and in rebfonsti&o P agens timer pepiripg £ /B

~P-old port (e.g., received a P-new ﬁ)th
timer 'FI)' r e&&AC@ddcm%anO%éﬁgﬁe%h"r H?ﬂﬁo E%lete%%sz@ggs a? rdglbggﬁerldfog Ief

~this timer 'S UNNiAg G ENRC MR ﬁépﬁﬁaﬁsyﬂﬁtbampommatpm@wmcus 10
not runni n 39%88 staérll%tésl t?n s tinmer (T-restrjct- un kno Bgatﬁét}l jor '

- this pasketadafesblmoaﬁsembudmt end OeARAES (e ?ﬁiﬂ’eé%’ LFIEEPHTEPT ner
in the ent of the fil]terin at a £ AIEMAC ediesses

- packet . tSP%‘)ﬁ ?)Péf@lé%gelia% fg\goaﬂ@%ﬁgct%ﬁeﬁﬁg%g’ég&ggsoﬂo, met hod 300

sets a flaqF%ﬂ{?lH%i) MF&&tﬂa’ﬂﬁﬁd jtosthfus changehablackingP- ol d ports are

i neligible ransm ssfon of this packet 300
15 wi | br oadcastightei Gispacxemplary floye tmﬁﬁ?% ﬁ@bﬂw@ B—ol g orts.

Execution proceeds to bI PrIpgagees/, adiets 7851 ng
802. 1D pack@fﬁ)lrﬂ}go%fé’ggqi% %Qn%leeg“é’r"}ﬁ/ Jﬁldrﬁgggﬁ%ﬁeg of g?eat Hb(mglard usi ng

the avgij abl; chgé? 7bE dét%c@ that Fimdreongldgetelipiremi Abbipcbgg‘lallﬂgbi’% 88 ess
of the Trecelv packet is knovvn mgt &)d 20 300 determnes if the pending
del ete flagcomspmtdlﬁgﬁntltyrﬁr tahese 412. In one enbodinent, the

pendi ng del ete fhg fetﬁés? ctko H%Mé‘ t&ét egqu)laﬂylhmdn@twaﬂadamemt hat
n

coul d be del et ed e at a ase econes ggi (r}ot her, d
embodi ment , s4apERtRmsdt plovidel agtwak oo brdsing pRotsls P INGHEWRG an

addresses t ave expired due to a | 8 hReRMaee an
entry correyﬁhsmdem%ﬂi*%&Eo?ff?a?maﬁgm?% féﬁ%ﬁs'?%ﬁ iad %rt vmth a status

beron 151 B ouer i D SRErpOUEN 888, QoiDess et oe. gl Por o i s

ag Is set, nmethod 300 tﬁt ﬁ. ﬁ for
packet that eanQﬂlﬁ@hﬁ%ohﬂﬂﬁlertchﬂisI%OéAdB wontrel the prasessing ¢f the % ngads o

of this packet. In one enbodjnent, netho I tihd Barse RAGASEL
out the P-n802pdVtin Héﬁﬁﬁlaﬁﬁo?ml’ggnpnﬁk ﬁoﬁ%ﬂ{eggg@xeégﬁ{&bﬁ%@g?ggég%s to bl ock

416, where 0 3 tpalime 0 AiohogrBORILD pdstePDISS ng

as descri be qeﬂgﬁ{i&o%@&?}é%f? that st andar d using the ayailable RRG?

(e.g., P- ne‘f{}icket with unknown MAC addresses, tracking addréss resolution request ets,
20  etc.). Line cards 802A-N process and forward traffic according to the policies received

| B. In one embodiment, line cards 802A-N switch unicast

It should be understood that the

from controller cards 804A-
and ARP packets as described in Figures 2-8.
architecture of the network element 800 illustrated in Figure 8 is exemplary, and
different combinations of cards may be used in other embodiments of the invention.

25 While the flow diagrams in the ﬁgures show a particular order of operations

performed by certain embodiments of the invention, it should be understood that such

‘order is exemplary (e.g., alternative embodiments may perform the operations in a
different order, combine certain operations, overlap certain operations, efc.)

While the invention has been described in terms of several embodiments, those

30 skilled in the art will recognize that the invention is not limited to the embodiments

described, can be practiced with modification and alteration within the spirit and scope

of the appended claims. For example, and in one embodiment, packets with unknown



- 18- If the pending delete flag is not set for this packet at bl ock
412, execution proceeds to block 416, where nethod 300 processes packets
usi ng 802. 1D packet processing as described in section 7.7 of that standard
using the avail able ports (e.g. Pnew angh P-old). Figure 5 illustrates
timers that are used to control which séts of ports a unicast packets with
unknown destinati on MAC addresses are broadcast according to one enbodi nent
of the invention. In Figure 5, at tine T @néSOZL a topol ogy change occurs
that changMA€ hddrssses ars ft restrieted:te Wopackets bpdekiyngs eopaskeiong

(o0 act 1B reGPEOMATR! pabgyt SoAhE AR, I8 B W PO S0

I n one enbpgicar of limitihg, esponse to the topology change, the tiner T-Iong-age
is started (502) for sone or all MAC addresses |learnt on this port.

Wien a packet with an unknown MAC address is received.-on one of the P-new
ports, the T-restrict-unknown-bcast tinmer is started for this packet (504).
In one 15 enbodi nent, between tine when this timer is started (504) and the
time this timer expires (506), a unicast packet w th an unknown NMAC address
that has a destination MAC that matches the entry associated with this
timer is broadcast out the P-new ports (510). After the
T-restrict-unknovvn-bcast tiner has expired (506), in one enbodi nent,
retransmtted uni cast packets with the correspondi ng destinati on MAC
address are 20 broadcast out the P-old ports (512). In this enbodi nent, the
T-restrict-unl nown-bcast represents a criteria as to whether this unicast
packet is broadcast out the P-new ports, the P-old ports, or both. In an
alternate enbodi ment, retransm tted uni cast packets with the correspondi ng
destinati on MAC address are broadcast out the P-old ports (512). In one
enbodi nent and in response to tiner T-long-age expiring for this
destinati on MAC 25address (516), the corresponding entry in filtering

dat abase is deleted (514). Figure 6 is an exenplary flow di agram of
met hod 600 for the actions of timer T-1ong-age according to one enbodi nent
of the invention. In Figure 6, at block 602, nethod 600 detects that an
ageing timer expires or an active topol ogy change. In one enbodi nent, the
ageing timer that expires corresponds to a MAC address of a unicast



30 packet. I n another enbodinent, the active topol ogy change is detected
using a protocol that detects such topol ogy changes. For exanple, and in
one enbodi nent, an active topol ogy change protocol is spanning tree
protocol. -19- At bl ock 604, method 600 sets the pending-delete flag
and starts the T-long-age tinmer. In one enbodi nent and in response to an
ageing tinmer expiring for a particul ab{MAC address, nethod 600 sets the
pendi ng-del ete and starts the T-long-age tinmer for an entry in the
filtering?ﬂﬁi gase for an entry that corresponds to that particular MAC
address. T'n another enbodi nent and in response to an active topol ogy
change, nethod 600 sets the pending-delete flag and starts the T-1ong-age
timer for all MAC addresses |learnt on the P-new port that had its status
change to blockiqg. Fi gure is an exenplary, fl ow di agram of pethod 700 of

the timerl-T-1 ofde B@@)@dﬂﬁbﬁé@oé%emféﬁi 1gshaklrecendrifdgiagprotacolsder #mvent i on.
e>r<] pi Irggr ‘%RtZreB—f%gtCaE{r%%n me’% %og dggg dg?%tg {ea(sﬂglhgf(;)% gresgpon%%l%g e?f‘;g} goo@goﬁ]g? he

filteri ngsedaridalradging protocokivdierein 8aid sodestare chupikidag readrstatibnss iwhateimihean

exenpl ary_hybrid network el ement. 800 that t i.tions the, provider network
rom br 1 Mg Biokicel shou NirtieAstrs CPrilPRCLAdTaEs OFRE S8 of ng © 0
one embodim®ipkt Af nddes iSRS RAork And ba&Btichs dRREHPLADEedls BAPomaURiHES to |ine
cards 802A-N-and controller cards 804A-B. Wiile in one enbodi nent, . .

cont r ol | ethe izst dsidging prdoednthe ethddecoprisasthestepfoff he traffic by |ine cards
802A-N, in alternate enbodi nents, controller cards 804A-B performthe sane
and/ or di f f er esperdtimgahe Hrss bfidgihg ptatam] bn eduisiast ofimeof nadelosplurdgpbiit i on
packets and/ or uni cast cket w th unknown C addresses, tracking address
resol uti on request M@w@%&%&wg?’)@hﬁﬁﬁé@ﬁ%gﬂQémwrsrceeﬁe‘ztoaw f orwar d

traffic according t& héie Akl GlchRinkRERKPHiAEATLRAS Ghd 6t (FALAENBO4A B I

one enbodi ment, l|ine cards 80ZA-N switch unica ARP packets as
described in Fi gur eeridgig protocghoul d be understood that the architecture of

t he network el enent O illustrated in Figure 8.is enpl ar d different
conbi nat + ons. GTEPadnassont BIA8HE Protdiohal H fspd sthiteeoBr AickeofBient i on o5
Wil e the flow di agslassity 6F po ofkigihy®sidsieayw @ particul ar order of
operations performed by certain enbodi nents of the invention, it should be

under st ood t hafiespansive & trepiving sefieshptisasy ppaketon ong efdhefirst 9et ofppdsithebnt s nay
performthe operati i?xglt%dééﬁa &sgb%t%%r%:q %J#%srs that ?srqﬂl%ﬁgwﬁ% Eh%'bhgzgrﬁlﬁzfggt | ons,

overlap certain operatl ons, € i nven n- has %ribed in

terms of several enosdoastiticsthe fikQ3Rica8 patdidt baothe Bedoné serdf pottk;] recogni ze
that the invention is not |[imted to the enbodi nents described, can be
practiced wi t HFERRSUSIVE (xtsCaivIngscsPRbynieash packet on ong ofdhe prcpnd s 9firedbpe of

the appended cl ai My, FQkuGEA WsBnatRAMAT L1FesS HRRN IRAbwn RAEHSyBridd t D

unknown
node, broadcasting the second unicast packet out those of the second set

of ports on which the second unicast packet was not received and not
broadcasting the second unicast packet out the first set of ports; and
responsive to receiving a third unicast packet on one of the second set of ports
that includes a destination MAC address that is unknown to the hybrid
node and is a same destination MAC address as included in the second
unicast packet, broadcasting the third unicast packet out the first set of

ports.



-20- MAC addresses are not restricted to | P packets and can be other types
of packet known in the art (Ethernet, ATM etc.). The description is thus
to be regarded as illustrative instead of limting. -21 - CLAIMS 1.A
method in a hybrid node operating first and second bridgi ng protocols for
an increnental transitioning of nodes in a network fromthe first bridging
protocol to the second bridging protoggl, wherein said nodes are coupled to
end stations, wherein the first bridging protocol shares Media Access

Control (JAC) f. end stations anongst all nodes in the network
and end stati oﬁ%%?@é@?f@a%gg’pl ed to each other with the first bridging

protocol, the t ho nprisin he ste of . oper.ating,the first bridging
protocol on a nﬁffrglpqtgé er&f’s_p8ﬂ§9%£° rr?ﬁ?l%‘ngfstheaseﬁ? gpp{ﬁ,p%}kebgqaftglg(ﬁ t he
hybrid node, wher eifint@r fie'debtirkeibn MACQUHHRsPIBIUEOYR] RE séBn@RRicRS MO €
nodes operating the first bridging protocol and not the second bridging

prot ocol ; operati ngracke; awktond bridgi ng protocol on a second set of one or

nore of the pl Jt f ports, of. the hybrid.nqde; re nsive to receiving
2t ret uni castisbls BlraRBldsS: fiokor RO S il R M A Edin Gee.
destinati on MAC addviasSaddaéss ek%inmg,knom to the hybrid node, broadcasting

the first unicast packet out the second set of ports; responsive to

recei ving, a second uni cast. packet on one of the second set of ports that

i ncl udes & desthsastngd ohplain hwhersinthg thindamigastpRagket s recaived gty iime Ry de,

or oadcastyhigh i 8eRERRIMAT 68dibssRAGE hafHloch MR TdYs o BEICAMNNAGIOT POTES
on whi ch the second uni cast paciet was not received and not broadcast i ng

t he secoritle sevond shicps pleltet dithe tdreesponding amet stationpwas wupkddo besplihsi ve to
receiving a tQi rd.unj cast packet on one of the second set of ports that

i ncl udes “§° FRERGTBn MAC address that is unknown to the hybrid node and
is a sane destination MAC address as included in the second uni cast packet,

broadcast4.ng thg héthod ob @b s] wh@Eiahe Akt bHf8ng bfctdcot 80 1 PBfidging, - 22 -
2. The nethod of claim1, wherein further responsive to receiving the
second urfind4dbe sqserdbridging protoaelisoneiofdiirtial Privats Iehsak AreatNatworlyereider ess

I ncl uded (1S and By g8 BaclRGE tPrBRN

5. The method of claim 1, further comprising the steps:

receiving a fourth unicast packet on one of the second set of ports, the fourth
unicast packet including a destination MAC address that is known to the
hybrid node;

accessing a filtering database that stores expirations of known MAC addresses
to determine whether the destination MAC address of the fourth unicast
packet is expired,

responsive to determining that the destination MAC address of the fourth
unicast packet is expired, broadcasting the fourth unicast packet out
those of the second set of ports on which the fourth unicast packet was

not received.

6. The method of claim 5, wherein expirations of known MAC addresses are based

on an ageing time period of the first bridging protocol.

7. The method of claim 5, wherein expirations of known MAC addresses are based

on a known MAC address being learnt on one of the second set of ports whose status



wherein the third unicast packet is received after the tiner for the
destination MAC address expiring. 3. The nethod of claiml1l, wherein the
third unicast packet is received at a tinme by which its destination MAC
address woul d have been |l earned as a result of broadcasting the second

uni cast packet if the corresponding end station was coupled to one of the
second set of ports. 4. The method of,claim1l, wherein the first bridging
protocol is 802.1Q bridging, and the Second bridgi ng protocol is one of

Virtual Rrivate Local Area Network .Service (VPLS) .an rovider . Bridge
Backbone TepEarect B5Mac GRANBR NSk 1 ot A ARTREIRYE Gl <P eps:
recei vi nghandedH thdmdtwbikast packet on one of the second set of ports, the
fourth uni cast packet including a destination MAC address that is known to
the hybrid node; accessing a filtering database that stores expirations of
known™ MAG- addrfsansrates, GRNBHH%e whet her the destinati on MAC address of the
fourth uni cast packet is expired; responsive to determning that the

desti nati on Mahybddmeds thet istdeafigared thoparate adirstpuisiging pretoegdsind agecond

oroadeast 11 the ottt 85 BB o BRRRBR OGEBIRLT Lh P

on which the fourth et hod of

claimb5, wherein expifeaMddilBAedeskQohrol A lIdess@&sofane statlomtardhgsn agei ng
time period of the first bridging protocol. 7. The nethod of claimb5,
wher ei n expi r at i ondllgfodrpignihe Rt orls dhelvhsid node cpmPERNEN a known MAC address

ool g Lear . o o0 ik 45 AREH PP AR S r g
t opol ogy change in the nmére@moles that operate the first bridging protocol and not the
second bridging protocol;
a second set of two or more ports that are to be coupled with a set of two
or more nodes that operate the second bridging protocol; and
a MAC relay component to perform the following:

cause first unicast packets received on the first set of ports to be
broadcast out the second set of ports, wherein the first
unicast packets each include a destination MAC address
that is unknown to the hybrid node,

cause second unicast packets received on one of the second set of
ports to be broadcast out those of the second set of ports
on which the second unicast packets were not received,
wherein the second unicast packets each include a
destination MAC address that is unknown to the hybrid
node,

inhibit the second unicast packets from being broadcast out the
first set of ports,

cause third unicast packets received on the second set of ports to
be broadcast out the first set of ports, wherein the third
unicast packets each include a destination MAC address
that is unknown to the hybrid node and is the same

destination MAC address as one of the second unicast



8. An apparatus, conprising: a hybrid node that is configured to operate a
first bridging protocol and a second bridging protocol in a network,
wherein the first bridging protocol shares Media Access Control (MAC)
addresses of end stations anpongst all nodes in the network, the hybrid node
conprising: a first set of one or nore ports that are to be coupled with a
set of one or nore nodes that operateyjhe first bridging protocol and not

t he second bridging protocol; a seconé set of two or nore ports that are to

be coupled with a set of two gr re.nedes thai. operate the second bridging
protocol; and a MAC rel ay corﬂ%lﬁ%%tan?g&ﬁ]aei’?gﬁgﬁfuf‘ﬁgm%ﬁtt%%eﬁ .egaaﬁ'i}se first
uni cast packets received on tra&i‘féd_rﬁerggts.egﬁndmﬁdastﬁ&kagaﬁr@@aﬁgast out the
second set of ports, wherein the first unicast packets each include a

destinati on MAC address that is unknown to the hybrid node, cause second
uni cast packetherappaiatis @f slging §e whereimibe MG Helay epmpenesbistfurthes the pr oadcast

out thos .set of ports on which the second uni cast packets
wer e not %reggg%\?%déﬁgﬁg%éi n the second uni cast packets each include a
destination MAC address._that s unknown fo,th bri inhi kit the
second uni castmﬁ%sg%%egtofr?cg}ﬂtt Btu“‘*hcg‘ QE? easﬁgéé%(} &nég%spe{%cgegi ﬁ%ﬁﬁ%gtm% l%(f)rorts,
cause third uni castthpaekiahison R ¥dileRindihdedsie cign decdall uaicaaticetiamdbe
broadcast out the first set of ports, wherein the third unicast packets

each incl ude avhfseinieach ofdhe third uniepstrackets ig repeivethadis e Wget feetheybri d node
and is the sane desi.|/nat: . t nd uni cast - 24
- packets, and Mer%%%ﬁgwsga%%@?@é%ggagk%ﬂe&gg ﬁéar' ecei ved after

t he second uni cast packets are received. 9. The apparatus of claim 8,
wher ei n tlde MAerappaptus @f plame 8 wherefruedchef tHedhijpéd nhioashpadiets iskéeeivedg: i n

For e disatimian Bhche SaieBee MACRIGREE YHRHae LBRIRm AR atker  and

broadcasting the second unicast packet having the same destination MAC address if an

end station corresponding to that destination MAC address was coupled to one of the

second set of ports.

11.  The apparatus of claim 8, wherein the first bridging protocol is 8§02.1Q
bridging, and the second bridging protocol is one of Virtual Private Local Area
Network Service (VPLS) and Provider Bridge Backbone (PBB).

12.  The apparatus of claim 8, wherein the hybrid node further comprises:

a filtering database to store expirations of known MAC addresses; and
wherein the MAC relay component is further to perform the following:
detect for which of known destination MAC addresses contained in
fourth unicast packets received on the second set of ports are
expired according to the filtering database, and
cause those of the fourth unicast packets containing the expired known
destination MAC addresses to be broadcasted out those of the
second set of ports that did not receive those of the fourth unicast

packets.

13.  The apparatus of claim 12, wherein expirations of known MAC addresses are

based on an ageing time period of the first bridging protocol.



wherein each of the third unicast packets is received after the tiner for
the destination MAC address in that unicast packet has expired. 10. The
apparatus of claim8, wherein each of the third unicast packets is received
at atime by which its destination MAC address woul d have been | earned as a
result of broadcasting the second uni cast packet having the sane
destination MAC address if an end statdgan corresponding to that destination
MAC address was coupled to one of the second set of ports. 11. The
appar at us19f clhgj ks [ dd B8R0t i Q

bri dgi ng, 1ﬁg'nd Fﬁg%slgé%%@{)§?l g?%é"%ﬁ’?%’é@f@gg one o I@:}\S% %déﬁesggslza\féte Local
Ar ea Net wbased Semkinown(WRICS)deass béing ldade ronBmie e éheBacdtdoseeof eB8)whosdé 2. The
apparatus of c¢lai,m 8 erein.the hyhrid.node further conprises: a

filteri ngStagtlﬁg‘B%%l?“g%ﬁ P8 n‘&l}%‘fqﬁ‘% %&%&ﬂg RIEMInRHie NE@S@EYG and wherein
the MAC r gipBlogyRERERERthd ferfoikt her to performthe fol I owing: detect for

whi ch of known destinati on MAC addresses contained in fourth unicast
packets received on the second set of ports are expired according to the
filteringl¥at abaseparaig, eompsisinghose of the fourth unicast packets

contai ning the expired known destinati on MAC addresses to be broadcasted
out those of t hé&rsbodgidgseb-netwopbthasincheles aphirality of rodisywhérhinsaclodbf t he
fourth uni cast packegts. . 13.. The aratys of claim 12, wherein expirations
of known MAC addr esﬁ’gémg?semﬁ]é%g’éft ﬁlﬁggﬂg é‘é@ﬁ&’oﬁ? PRNIGRRICHES B?"?‘F‘Fié“f B st

bri dgi ng protocol . the fR§ bridghth subiRtviRRACA R a Frdiviidgih gf&@&ﬁ'aﬁd _
expirations of known MAC addresses are based on a known MEC addr ess bei ng

| earnt on one of t heotaaseend byidging protacok whisteie thetnadesintthe ficsh bridgidg f r om

non-bl ocking to blogking in response to.a detected.active topol ogy change
in the network. 15%’&@3 %(aaf'rg\f’glép?e@(?ne&disgai(aHB?’ Vglef?l?gqe%rﬁlbrb‘f)gﬁbg sub- net wor k
that includes a pl up@tddoysintesMedia AcsbeRnfroP@ACYhddie&edOEi@E ehdd the first

bri dgi ng sub-network communi cates packets within the first bridging
sub- net wor k accor di fatiens amnengstadl nodegigndendtasione direethyccoupled 4o saabond

bri dgi ng protocol, i J first bridging sub-network are
YES Gl tﬁer}ﬁ'lstgﬁ}?%(iné é}P{SOF:Sb

coupled to end stations, where ridging protocol shares Mdia

Access Contr ol a ¢¢ddf] beidging sstesetofork that othdes apluedlity affpais whdrbinnadles and
end stations directly. coupled to ealbc&ﬂm%{her with the first, bridq?(i ng
protocol ; a second BFfhagPdRs 18 s 5569 B bty orkcommElicate packgtsof  nodes,

wher ei n each of theyhpgage L& : e Moo 5 ommuni cat e
packets within the ggcqndebrioggisﬁggggE&n%%&%@?gﬁ%fbﬁ%@%&f e second
bridgi ng protocol, bodgingprogicoel,tahé whetkas themotibeindbe ssrdndbtidgihg gutsubnet wor k

i nclude nodes to which end stations are.coupled, and a hybrid node coupl ed
to the first and seﬁ%‘f’fﬂ%?@&? Hﬁ&astsﬁ?)w “t}\/ﬁ?rldksga%f’ﬁs G A packet s
bet ween those Dhjtsig MdleTdlipled toPk!fitst M E@INA biagin%EbndrREeoPer at es the
first and second bridging protocols, the hybrid node conprising:
communicate packets between those bridging sub-networks, wherein the
hybrid node operates the first and second bridging protocols, the hybrid
node comprising:
a first set of one or more ports coupled to a first set of one or more nodes
in the first bridging sub-network,
a first bridge instance, coupled to the first set of ports, that operates the
first bridging protocol,
a second set of two or more ports coupled to a second set of two or more
nodes in the second bridging sub-network,

a second bridge instance, coupled to the second set of ports, that

operates the second bridging protocol, and



a first set of one or nore ports coupled to a first set of one or nore
nodes in the first bridging sub-network, a first bridge instance, coupled
to the first set of ports, that operates the first bridging protocol, a
second set of two or nore ports coupled to a second set of two or nore
nodes in the second bridging sub-network, a second bridge instance, coupled
to the second set of ports, that opergges the second bridging protocol, and
- 26 - a MAC relay conponent, coupled to the first and second bri dgi ng

instances, to limt nunber of NMAC addresse hat the first set of nodes
store in their NAC_aa%e%ge %% _pé{ne%'@?u@?%tf)ﬁ]ie ﬁﬁ&t’,ﬂ!f‘feﬁeﬁ?dc Ment is to
performthe follow ng: rigstaceb, tb Simitih GRfbePHOUACaddeaseMast th fidMsetof t he
first set of ports to the second bridge instance which is configured to

br oadcast them out the sdedes sere inthegdVIAL addkess sable, herain hotMARK] cast
ackets each contain a i i .1 s unknown to the
: Y SRR G ARG A6k

hybrid node, inhibit relay e I nstance second uni cast

packets received on the shgdirst uhidasiqfackes teivethen ehaof the fieaceist pors cast
packets contain destination MAC addresses that are unknown to_ the hybrid
node and each of the second uRitkessco ngippeeyhighiscontigied those of t he

second set of ports that did lﬂ-%dc%?c(%ﬁ%ﬂ%u“ﬂe%e&ﬂﬁ%&t%fgﬁi[’tﬁ,e\i}lféréﬁ{ i rd

uni cast packets received on the second set of ports Irst bridge
i nstance to be broadcast out filskeurficasspackets ea¢h qmtdis a destaratomMAE t hird

uni cast packets each include a destination MAC address that is unknown to

the hybrid node and is the s rﬁ%ﬁﬁﬁ&"&ﬂ?}%%ﬁcdﬁ‘aﬁaég‘o‘?% one of the

second uni cast packets, aR®iWBIRYRLR IRkt Hridbe iMbiARE beddAd bhicastPatkeAch

received after the second unicast packets are received. 16.The ap(Earat us of
e

claim 15, wherein the MAC relmsgei thesecaond setofipedts, wherginthoseson
cast ckets,

following: in response to recei.pt. of . each of fhe sec i
starting a tinmer for the destlfnﬁ‘%sf %%kﬁfﬁﬁogal&r(teggnq%ﬂ‘?gM‘gg:f‘%flﬁes'?eﬁa‘ilﬁ)aqs econd
uni cast packet; and wherein egeln@fov® théhyttidideast epacdahesdesnd ecei ved
after the tiner for the _

unicast packets are broadcast out those of the second set

of ports that did not receive that packet, and

relay third unicast packets received on the second set of ports to

the first bridge instance to be broadcast out the first set of

ports, wherein the third unicast packets each include a

destination MAC address that is unknown to the hybrid

node and is the same destination MAC address as one of

the second unicast packets, and wherein the third unicast

packets are each received after the second unicast packets

are received.

16.  The apparatus of claim 15, wherein the MAC relay component is further to

perform the following:

in response to receipt of each of the second unicast packets, starting a timer for
the destination MAC address included in that second unicast packet; and
wherein each of the third unicast packets is received after the timer for the

destination MAC address in that unicast packet has expired.



destination MAC address in that unicast packet has expired. - 27 - 17.
The apparatus of claim 15, wherein each of the third unicast packets is
received at a tinme by which its destinati on MAC address woul d have been

| earned as a result of broadcasting the second unicast packet having the
same destination MAC address if an end station corresponding to that
destination MAC address was coupl ed tgsqone of the second set of ports. 18.
The apparatus of claim 15, wherein the hybrid node further conprises: a

i i exni LAl f ddresses: wher ei
the NAC Pt oy TR raflad iR, DRMAN SR or N W RERIGR S ece B 107"

whi ch of &naime beshichdtsidestiddiion addCeddrss wonlddianedednedred id teghlcapt
packets received on the second set of ports are expired according to the
filteringraadeastingthe s97anq unisast preks haYing Hhe s derhiatipl MAC Fddress id an

cont ai ni the: | J -']ﬁMqMAgh I casted
out thosgg1 gf%wg)%gg%%%g&?g?@g%?%%épﬁ gﬁ(% at di cfﬁ %%t@??gﬁﬂ%gtfﬁ%{%ﬂo t he
fourth undecaistsepafpamtss. 19. The apparatus of claim 18, wherein expirations
of known MAC addresses are based on an ageing tinme period of the first

bri dgi ng otagcol . 20. The.apparatus of claim 18 erein. expirations of
known MA dd?@@%@?a@g@ %ﬁgaélap@nw eﬁ?ﬁb&éﬁhyjﬂﬁ‘fkﬁﬁqlﬁ@g IFOMMYISPEar nt on one of
t he second set {5 por(is whose status has changed from non-bl ocking to

bl ocki ng in re%g g qatabgseiterstore sypigationy ot knnya MAC addipsses;iandt he net wor k.

wherein the MAC relay component is further to perform the following:
detect for which of known destination MAC addresses contained in
fourth unicast packets received on the second set of ports are
expired according to the filtering database, and
cause those of the fourth unicast packets containing the expired known
destination MAC addresses to be broadcasted out those of the
second set of ports that did not receive those of the fourth unicast

packets.

19.  The apparatus of claim 18, wherein expirations of known MAC addresses are

based on an ageing time period of the first bridging protocol.

20.  The apparatus of claim 18, wherein expirations of known MAC addresses are
based on a known MAC address being learnt on one of the second set of ports whose
status has changed from non-blocking to blocking in response to a detected active

topology change in the network.



