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WD 2004/ 079514 PCT/ US2004/ 005501 Title: FEEDBACK LOOP
FOR SPAM PREVENTI ON TECHNI CAL FI ELD 5 This invention

wo somelested to systens and net hods for identifpenygsmotnssol

Iegitimate (e.g., good mail) and undesired

parti cularly

ﬁii?q‘?@éﬁd‘ (PP%%E%%RP cor ondence for
spam preventi on. BACKGROUND OF THE | NVENTI ON 10 The
advent of gl obal communigatANsL HEMPr ks such as the

Internet has presented commercial opportunities for
r eachilihg iwegtionusivéted of sypomenand aletlnds fomdeifying both legitimate

kb RSB e P BRULL AL AL el BB Gllbry o

BRSNS i PElectt e/l @bﬁ@@oﬁmeﬁv@obpaﬂl\ﬁwdnﬁeﬁe nts and
pronotions (al so denoted as "spanm') to network users.

15 The Radicati Goup, Inc., a consulting and narket
research firm estimates that as of August 2002, two
billion junk e- nBACK@R@h@HBCH?H&EdNN%E]]@May - this
nunbe ct to triple every two years.

| ndi vtfala afteeni Rl @ﬁ?l. CPFE%“I{I%“@“S nﬁt&éﬂﬁe%lgﬁés the Internet has

?Fé‘é@ﬁt@@?&hnﬁﬂﬁ’eﬁ Qirﬁ)g&)tuﬂﬁ@s e Fé%@nﬂg yhil %ﬁﬁf&%fsrlﬁ #tentlal customers.
a by j unk

nconveni enced oftenti nes f ended
mgagmsnesé&gmg;cahd ppuneklagyreidckrons moi(“‘emaddors bmicd)ming

becone 20 threat t.o0 trustmorth 0

By B 5 1A RS SR P e g apuergseitents and
SPGB Mhls@ledoidd /s pfin”)3Y¥ HEORK U?érbOd‘)' ogi es. One

proven filtering technique is based upon a machine

| ear nitig RRAREAEBup, 1 H@CQM@ igﬁg 2Rl E}%ﬁ}ﬁét LiRhSh 35! GinkfRes that
an inconmi ng nessage a a at the MESSAge IS
psiokAugust 2003 vap pilbac junkfeemt\lll n&ssagyspare abﬂxty:aeh day - thlS number is

extracted .25 fromtwo cl asse e ages
eEpegted tp di’ﬁée SNRTYABA Ytk ?@gﬁaﬁégﬁ elgﬁ’d’s ke 8b HISHG-

éb{/érﬁﬁlehtsag%ﬂﬂleé)eaﬁje 15&0911%&'01‘@&1@&@1 iRERBREdeRtah 8 Bkt Ntimes
etween the two cl asses. Si nce many nessage features

affende@ll tat jook tmessages. efs sych, mnk evnaitls mmdondooasel becomdia major
nd/ bod of the nessage), such types of
‘Jl‘tzP!tﬁma‘nwé)“géﬁ 9"3"eferred to as "content-based
fllters 30 Sone junk/spam filters are adaptive
whi ch A §ey ‘ﬁ%%%f‘rﬂtlhizﬁd tnAvarhjPRk ¢gia FmP yaeat ahfitering
@;&&ﬁs/mgmagﬁ)g s! ¥ P}w&a YARES: A&BHiqRe fd hds&d u%cl?ita‘i mfiiine

adapt to th speci needs. Furthernore,
leemis g agpreecln{mwtimue lesmargdiliess asign thankiepang message a

i | filt t b
PraPhany el freaeis Eona ik So hif bSicn: RatuS Ry srjracted
%ﬁ%&]@%@§éﬂeﬁgﬁéﬁgggéésqg§5913{11{ Ad¥endnSBRe ﬁfe‘séé%es) anda

filter can be tailored dynamcally to nméet a user's
hearning filltgr is applied to discriminate probabilistically between the two classes. -

‘Since many message features are related to content (e.g., words and phrases in the

subject and/or body of the message), such types of filters are commonly referred to as

“content-based filters”.

Some junk/spam filters are adaptive, which is important in that multilingual
users and users who speak rare languages need a filter that can adapt to their specific
needs. Furthermore, not all users agree on what is and is not, junk/spam. Accordingly,

by employing a filter that can be trained implicitly (e.g., via observing user behavior)
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message identification needs. One approach for
filtering adaptation is to request a user(s) to | abel

woessiages4as 5 junk and non junk. Unfortunat elpygr/usoamh/ooss501

manual |y i ntensive training techniques are
undesirable to many users due to the conplexity
assoc“gted with such training let alone the ampunt of

time r'OfEEPEANEilsF 63ebe flarer dyparsizally £¢ ajesfi aigper ' particular
| training techniques are often
?ﬁ@sﬁ%@@entﬁ?&hoﬁﬁ@éﬁ% Of 18

y i ndiv users. For exanple subscri ptions

to f r&?e 5@:}]5&0?}%01‘ hﬁél’?ﬂ agth %)g?lpﬁ tfg%e ! e@se% ut}ﬁb messages as

users and arein

Mahk andSorRjun&s WrforthRgdly, lsﬁE’i fafiwdlly lh&:nbﬂv@ @ﬂﬁﬁﬁhg techniques are
indefinitely fromthe user's mail box. Another

aensigsiraple ojharey userslusitp geioprmderdty associaiedimhsych training let alone
[ t er(
Dl " el 4ol R e ARG Hlepgmanu

tiheningeschag@ed arelgicn Gawied b 1ndr|@dl&allersersu Foh gk Py, subscriptions to
nmessage cues of this sort Introduces _statistical

bﬁr%?slaélhpathétStarf‘eOﬁtErnaﬁorﬂqﬁfgn phoH bydisers @B thyspgye .momeptﬂse}abeled as
r [

gk A ASARESL RSB8P RISIES e wors mahos

tAmthermglapmheﬁll&rItmmn@hpprbzahe!; 83 angloa$splciedaininganes. For

eX|st gllter an the user(s) sonetimes overrides

rHagele, by gHFrEn D W’ {HOTRPYATES 3 MEfage,(the geprogeh assumes the
§

o EECRUE RO, AP PRI oY IR e cuB 08 injrodces
i staplsticaltbiasaesto @@ twliting pylesuchulting apfitoaolildver bespeaive
than the techni ques discussed prior thereto, it is
stFYef i ci ent as conpared to the subject invention
descri bed and cl ai ned bel ow. SUWMVARY OF THE | NVENTI ON
The f ottHbRqsRer gPR9ash i ta uilizanll ¥5eed) smmdpytraninghwhere initial
Pt aﬂe%em%ﬁados i Qing TIRE B4 8 uger‘{gs%ﬁleﬁﬂlgsg%ra@&' ' e

sone as nventi on
aamgxmems v axphcw ' (atg lah‘asarmbeﬂtm@ﬂ’ md:thod)s-ﬁ’(wéxample

& ended to id tlﬂ% ¥/crgt|c el epents of the

SHES RS SPEh SgURh el JRLIUBK T 1BdioRBRliGses-
'Aﬁho%%h %u&“ﬁrpﬁiﬁodcﬁ is bateP HER G (B ATRUEANGARL Rlor Hdfeto, it is
invention in a sinplified formas a prelude & the
mvitlalefidientis eoahpdessicipiting $ubject naenticn guseslemtaad clamed beldd.
The subject invention provides for a feedback | oop
system and method that facilitates classifying itens

in connection with @ﬁﬁﬂ %{eventlon The i nventi on
makes uses of a ma 8l ‘%QFHEH%HXXEPQQGWJaS appl i ed

o oA R TR St UL AT
| mgvitle mbasc an@brﬁalwihg Of)mnw&ﬁ&ats Eﬁﬁb WB2@044.0Tbis @dhmmary is not
{q%gqgi{tﬁ%rﬁ)%@&gglékevbpéthg grgvgleﬁ ltt 18 rgoef rl]netE:I?éC% tcs) %enﬂ?y key/critical
elements of the invention or to delineate the scope of the invention. Its sole purpose is
to present some concepts of the invention in a simplified form as a prelude to the more
detailed description that is presented later.
The subject invention provides for a feedback loop system and method that
facilitates classifying items in connection with spam prevention. The invention makes

uses of a machine-learning approach as applied to spam filters, and in particular,

randomly samples incoming email messages so that examples of both legitimate and
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i ndi vidual s serve as spamfighters and participate in
categori zing respective replications (which

woptisonedihy can be slightly nodified) of the saoplus3004505501

General |y, nessages selected for polling are nodified
in various aspects to appear as polling nessages. A
uni qupin@spantmaif art lobtainedeo pemnate setb Atraaingofya. oFreaalected
i ncom ng nessage sel ected. for. poll.i n%yl s. made su

ingiy W%rsga@eﬂgjlters g]bqapﬁ.rt]FllpétﬁtlléF g4 IiEéRfé!fflV%rephCathI’lS
, r age content)

e B 0 B e e0e. and

agai nGen¢rally,snessaggs seibctéd)fcmponmgtdnemodlﬁeciue vas@saspect{o

et STl %FS%Qﬁyae hignisut RIS OGN AR SRRy efan
BREMilARELE Pbﬂhﬁ hssﬁlhcﬁbgchh R kSme RRATYd. Abgagd

nessages ar conS| or polling and if sel ect ed,
fipbterspvill r@&ivedhaasanmmsagﬁc@rgil ingenms of m&ageucoatem mwwe once

of e ex filter nk f0

Getnedan o) s bofie piestgh ol nSpuae 18 <ol gnique aspect
QP%rSQISJ@CtSIMIEh k¢ 8l Se§APesbfe 661%%6%11 Y pollid Eulﬂélﬁdhﬁg those
spam filters in accordance with the feedback techni que
twﬂncﬂﬁews bbqrelabelﬁdmsemaﬂolw exdgiingdfiltess.| Spanilabgled messages are

Rl oG Po e dne e Aot P e i b hiGeShe v

tprdRaaknd @ftﬁ@@ﬂgﬁlﬂg 58 e.2l, BB junk OREE, dbbétepob l'ing
any suitable nunber of users to obtain feedback on

their Unlhk@ adIgnEaRAl SPAanUEess, MOFeACIRfceypampiéiters can be created by
irg}nélzﬁ $P ﬁfer? hnc%c o}d%sér(re: \ggfgtléege%(&taklb %cgllﬁtqﬁ@e]&t tlﬂg rsulﬂect invention

k& o 18%h €0 ARtihgsh bém'keﬂ'@drdd mBotid gosi, thevébyanitigating biased and
negative_ cl assi %I cations of incomng enmail are desired
inpcaieicgteEnE mine &@ﬁbwlﬁ Pecomphishes 4t lepst winar hyepqllingay
s&ﬂab‘i’e ‘tgeef USerQ @ﬂ@ed’bg{lg&{jﬁglrflﬁ&nﬂng§§15ﬁ m@rs, identified
respective ¢l aSSI lons a er

laf bunivEighiers, msasiaeamdu waititny oﬁazﬂh:thm|a|sekcmnsd0n¢manmssages is
noved tQ a database to, facjlitate training

lth?fé%“mﬁén%lé%%‘a’é il ALt PAYIGYE SR SHET Lhsa e RO of
g% 1%%1 ?f%%egr t% xﬁfti%Ql%rlfﬂp efl?rﬁh%ﬁhg ehed £ spam mail that is
ms ssa ? ch

or selected ™ mail ansact | on
ignod (H:J@snolsspampmmmdmﬂ fqrsa users eThe\mmengver dﬁssrfmtmmlamgiwnh any
hi st or i es,. msssa

ch .
|0&L5r11“? «plineaé{opélﬁsqq (él:ra?fé aqsgctécgiq{e géqqrgg lt %idatabase to

TR3B8@R8railiRS afégs?)ampﬁw&@ TheC@iAHABS an PR EESTRBRACHO Birebdmpile
sumari es, atistical data related to any of the

abésere propgénefaselesied mesfage(shioniselgctadmailitgnsapsion), dich

L\‘Sﬁ{’g‘ﬁl g%ﬁ‘&%‘%ﬁ?? ’ %i“?%%@ ’t[‘lg W'ggr?ﬁa%ﬁ/%gﬁi Sﬁéésﬁ%% §gee ploperties such

%@)ﬁﬁﬁ;‘u@[ﬂeﬁﬁﬁta@fom NaIbeRy desipnd @i datlh sdlected @8ésafg message
i nproved spamfilters that are trained to reco%nl ze

staspificatiags { Anchenessags qOnteRHSEHAAT¢aPY Stafirdctlflafasfated tg any of the
A3t APLL R0 DELNEER ATy FaBiBEWam ARSIl HiadlB learning

In accor nce w tion

lostelins {d. . badvesl Heowork®iSuppert Wet®r Mdhinks @’WMehﬂialyesmn Behef
software_ prograns. Furthernore, _the new s

NaiwaBS HECNr Resdling IhPPRRer felaeratf@bafe.t‘f%ef@dl}e ge0gyize both
U0l RER S ARY SRR SnPhurfeR 86 §RARLIIdFsktween them. Once a new

spam filter has been trained in accordance with the invention, it can be distributed to
mail servers and client email software programs. Furthermore, the new spam filter can
be trained with respect to a specific user(s) to improve performance of a personalized

3
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3 WO 2004/ 079514 PCT/ US2004/ 005501 filter(s). As new
training data sets are built, the spamfilter can

wondevogesiiurt her training via machi ne | ear ni ngPCw/US2004/005501

optim ze its performance and accuracy. User feedback

by way of nessage classification can also be utilized

to genpieafsy Ak bW thainSRaMséts hicslt Aah@BhnP Alt&MNdadlundergo further
controls, to test spamfilter perfornance and/or to

i tepaming pig Topehine léﬁnr@igw@tqp@mlzmem@ma@q@e%ﬂ ag¢ura¢pe User feedback

invent | oV
IR PO BAG SRRy Bl PEuRlogt BEherd it forspam fiers
t@ahpatcatie Somnsls,ab tdy s;kdﬁ@ﬂﬂeﬂ@mkﬁlaﬁces&nd/mmasm$ Yy spam
Cross-validation involves training a filter from which
tHEBIHION] ng results of 10 sone users are excl uded.
That i [ I u
from a&%out{x)é}eatsﬁéclt %)? l[’he 1I?vetnrﬁ§11 B?o%drég fglga ?1% hod%ggetggtl

usietustwairthly vees khmag}h c@&wghiaame&cmlqﬁemmr bmkslbezk e8sult test

to detect_ those who generally are not in agreenent

vipessagene frossrialideion lﬁgolw%%mng arfflisiioRe wRick| theipelling results of

':Iéﬁﬁ{esus@fs %Iecmeﬁd Tht i htﬂ? Fﬁ]tgxg]sttﬁﬁleh @ﬁ)@ll r{gjhr{aﬁﬁts from a subset
I's arison essentia m nes

fofaigers h@ntava:arge,rtgx ssubsee bf mud wilhave Wal miugﬁ e0¢n Wit some

nessages belonglng to the_excluded users.

t
dptsEeFeiordchet hosh VAR geRsTally, fre o} AR IRERY @’éthéh‘?igt ke polling
4R rfroI He®elu E\Q(? Bsdr{ e RBIPhRA 14 gﬁ?é sttrlgg?]%gehl?ﬂ{er.u?ﬁi'é

can e|t er I scarded or narke
iamﬁgmummsenﬁally db@cﬂnmeq tiewcbaudess frapeladt mﬂnag subset would have

data fromdi fferent ers eac

deS| excl udi
e Fikeneen iondng rlbex ute et e abaG gt between an

c&%ﬁﬂ&@ﬁsew%te%%na tlﬁ@ﬁﬁégﬁo% A m@p&mng R&uftd hbﬁhhmer can
the user vote strongly di sagree. These Ressages can

fdﬂé)glgleeddlﬁ@rdedeortrh@kecéfmmualonmnmI Tlaim tcbnigneparabe repeated as
i nspectiqn.. a native to.cross- validation, a
R bkt R s PR B o Vo 1 v |

user s. Mikhket 88 indiAHES rARGALRE calBSSBYA&tedtbRbucHia8 adh&8age on
wth the filter can be di scarded. Another alternative

twhigh dediltey and &@tqselthtﬁ vtmrxgéssdll_amem Fleesg imessagss can be ﬂagged for
rg?f%ﬁla g]? ml)lth \Aﬁ\%lﬂ‘l %Qﬁor L{'ﬁ %llsll)ﬂgfl)el%tlgr% kgg glt %téveqo CT OSS-

nmessage e resu nown. CCUI‘

Na&ﬂsﬁ(fnl 6 &illteOan(1® GainediSiedll YOdubstatdlgNgbuskisl [Tk user votes and/or
action) of the nessa%e by the user verifies the user's
REFS GRS it s S¥ith (el G 7R SiE e Anoier aliesoeetia cross-

%‘ﬁﬁatﬁanh %J lhfo%ﬂ I%Ell?t {eﬁtofﬁéstﬁl?eisnﬁ Wﬂlc@atpgano %ﬂedrské(f)to vote on

renove t user fromfuture potling
asmpeshgadf) winee thrwentli whnpwov Adasaife@ﬂasenﬁeaiom@ &nsenvote

R Btion ot BSfesses 0y Boep g eé%é@%%rf%mstwonhmess and

RIGHARS wHRIRE to RAMNVE IR REPS %ﬁ%ﬁ&t gﬁs g“& d whether to
target, or honeypot, is an emal ddres the

segmméﬂke@&tﬁm&ﬁ@nnapﬁhngn be detern1ned and aII ot her

mai | < a?lgth(e:ro elgs%lec of?he invention provides for creating known spam targets
(e.g., honeypots) to identify incoming mail as spam and/or to track specific merchant
email address processing. A known spam target, or honeypot, is an email address
where the set of legitimate mail can be determined and all other mail can be considered
spam. For instance, the email address can be disclosed on a website in a restrictive
manner not likely to be found by people. Hence, any mail sent to this address can be

considered spam. Alternatively, the email address may have only been disclosed to a
4
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Spam For instance, the email address can be discl osed
on a website in a restrictive manner not likely to be

woOawah7is14 peopl e. Hence, any mail sent to thi spaudise®s/ 005501

can be 35 considered spam Alternatively, the emi
address may have only been disclosed to a 4 WO

2004h A0 $obd whE/ 1EBR MY R85 Xk pedBl td i ecdiv@MN TRMnail received

legitimate mail is expected to be received. Thus, mail
rieQia theagerchpg 48 legitimaie atpdinbutiadl qtheyimaihgeeivedhedn salfaly be

. I [ ej.v f el e_cponsidered Spam
LR e R, o SRR By Bt PR S S e Bt wers)
(c2n Ge .integiated)intoShe fRIBLKI 186G BINE ut PécaudesT the amRAskal increase
|.oop system but because of the substantial increase

i 1R SBHA flassifisaiion; wish heneyppis susl daipsbewd bs dewnaegighted, as will be
, i ght. i 1] be i hed inf
ROl AL o g by SRR OIS

pol | i ngnathaukpet ofthetiaintias pesidesffot diardnivneiy heRages which are
ﬁkOVigeS for quarantininﬂ nessages ich are deened

FERFE AnFPrisin HEeT By thevsedhaekibnapieystemprdy hefter Biphmpssages
fird b fo%gﬁumég&%d oigt?mgflﬁtelag g?gggg dRBHaz b ABlied. This

period of time instead o el ng
dimaepérfddesin bElsetsin atlvaree parthe thessape ban Iselield ondideedipenf a

of the ssage can. be hel d unti] receipt of a
d%feé?lfﬁ é@“ﬁ%ﬁﬂfgﬁ"’qb’r@sﬁb‘& JimilastQ) the messags. £18- 5o ke same IP

HRARAY6r whh Gimild c@MehIe same | P address or with
simlar content. To the acconplishnment of the

f or egoionidre apcbmm@ishinentt @fitbs foregitgaml relatadsdndatdevi@in illbstrative
aspects. pof.the.inventio e descri bed hereip i )
RSt BHITVERCT 78 QPeTIPGRARS 1 CORRSHPP SHdRer el wing

aREG RGN Ahd MeNBBexcHBERIMSPTRES Bp&td LEIFALIVE, however, of but a
however, of but a few of the various ways 1 n which

tfaw of thenearippe waps intviaich thegninciphesmfythdimventpinoypegbeemployed and

the present jnvention js.intended to inclu all such
ARG S b Y R Ihiehd % T P e Grpefit Fue caniifches.
el adveshgs@sd abvélTeachry @ tHeQRvdhiivn RRGY¥BORE B?ﬂ%ﬁéﬁt from the
fromthe 20 follow ng detail ed descripfion of e

ifpling datailpd AessoREeriet Ba inendempvher e¢nsidenidtih conjnction with the
%@angs BRI EF DESCRI PTION OF THE DRAWNGS Fig. 1A is

a bl'ock diagram of a feedback |oop training systemin
accordance 25 with an aspect of the present

invention. Fig. 113 is a flow diagram of an exenpl ary

f eedback | oop BR#PDESCRPTESN O THECORAGAMGESW th an
aspect_of the present invention. Fig. 2is a flow

di agr dig-0fA e tednginarein ofe feedbacih knopfteagning systess imadcordance
Q,J,iﬁlseﬁ{dgashg&tolf Yo S el éntio%. create spamfilters in

accordance w an asb’ec of the present 30
| nventHi@nB is a flow diagram of an exemplary feedback loop training process in

accordance with an aspect of the present invention.

Fig. 2 is a flow diagram of an exemplary method that facilitates mail
classification by users to create spam filters in accordance with an aspect of the present
invention.

Fig. 3 is a flow diagram of an exemplary method that facilitates cross-validation
of users participating in the method of Fig. 2 in accordance with an aspect of the

present invention.
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Fig. 3 is a flow diagram of an exenplary nethod that
facilitates cross-validation of users participating

wonoddveostet hod of Fig. 2 in accordance w th anraspmedo4/005501

of the present invention. 5 WO 2004/079514

PCT/ US2004/ 005501 Fig. 4 is a flow diagram of an
exenpFigl ¥ isveflodiddan of ac exémpiteysneboe flini f‘dciigamdn é¢thiemining
users are untrustworthy in ccord nce with a

t .
Whetheai QSR HRTYAYRIRRY BrfcCoraRRge Witk & ssopetc, B BigreRingention.
an exﬁggk ANy ﬂ@@tdk‘%qar}) Rty EaGhpibtyah&sos ot Pdcﬂgaé?@ﬂ:}ﬁng spam

and det’erm ning spamorigi nators in accordance wth an
asipdedrmofing kparp oagmators imeendridence wilh gn apectofdhdpmosdat invention.

di agr f a client-based feedback. | oo r chi ecture

7 OGBS b Bk Rt obS pedt Saren pelbas BoRrereicn

%&Mﬁﬁhé@%th Bh 9speft b5thd pRis&itkneindgham of a server-based
| oop system having one or nore users that

gener Bige7 iy ablock diagenaof mseawdrad@ph@dmc:khomya@pehavmg one or
th t 10 t i a.. bl ock
OGBS B R 2ie ToaE 6D arcopiueh Pidare pb i bresdh

Syetigyn wherein the systemincludes an internal server

with its own database to pull training data stored on

ext er Fig 8 isseblodatimesesf ¢ proa ergeaigaden etrherdwsqisﬁééback loop
t he ent inve ustrate

A e R AT T AR TR b R A

@ininghRitd JIveAh@Rterl @ser Htabases i$ @ch:@l’@hbé:whh g kspect of the

di agram of an exenplary comuni cati on environnment in

Bleet ieBBOMI t h t he present invention. 20 DETAI LED

e ) T N TR BB e

fhekeveneber ence nunerals are used to refer to like
el ements throughout. In the follow ng description,

for phitgpdQ s whemgtis losk disgran, ghwt W@I&%@PW&%@PQM s
vgro%ﬁ}ent ratcboﬂd QR theij eskft iVANHe a thorough

erstan the present i1 nvention. It may be
evi dent, hovvever that the present invention may be
practi ced without these specific details. In other
i nstances, well-known structures and devi ces are shown

in block d ap SR BHPESCRIFTAON O Tf}?EDlJVENtI?ON

descri bing the present invention. As used in this .
_appl i The pmﬂentumntlem reenove despobeshwith safereneryiottbprilragnegs, wherein

F dgd to refer.to copput er - rel tedrée”tin%ef lowin
S e Dl % Sl G TRG pEP BUBRBERE b e following
description, for purposes of explanation, numerous specific details are set forth in order
to provide a thorough understanding of the present invention. It may be evident,
however, that the present invention may be practiced without these specific details. In
other instances, well-known structures and devices are shown in block diagram form in
order to facilitate describing the present invention.

As used in this application, the terms “component” and “system’ are intended to
refer to a computer-related entity, either hardware, a combination of hardware and
software, software, or software in execution. For example, a component may be, but is
not limited to being, a process running on a processor, a processor, an object, an
executable, a thread of execution, a program, and/or a computer. By way of
illustration, both an application running on a server and the server can be a component.
One or more components may reside within a process and/or thread of execution and a

6
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software, software, or software in execution. For
exanpl e, a conponent may be, but is not limted to

woedng)79s4pr ocess running on a processor, a precCEAS04/005501

an object, an executable, a thread of execution, a
program and/or a conputer. By way of illustration,
leotipoadhtappl beclatalizad bhdAe bEmPMeRarskBsBEriBRMEd bBSyes £ EWEbr more
can be a conponent. 35 One or nore components may
CeBIPHE™Hi t hi n a process and/or thread of execution and
a 6 / k ent
be | oca eﬁgggcgég%rﬁlgmc %pltét gér%gét{ﬁ 3% é ? gﬁggg%eénes lior
bethwizges inMpnaectionreith garputingminiig elatatﬁchlj 86¢hihd Nemtd Ofam

ﬁn |nc§éponﬂte various jnference schenes and/or 5

ERREqAESSEhIEBMnRE (98h TTHCE e FrédeaBermgally i the Repcasstd
e

RO TR B I M A R P Ot B Bhrom a set of
observaaswas ngptafed via oenisrahdfor dag. Ihfatense odn bemplygddEididentify

envi r.annent, and/.or user froma s bservations as
SR PEoUEs EOEHSS ohRel etit & PraPAP i fEHlaD Bee starcs, for
RARLPME A He OnfeABRE b;fnybe ﬂoﬁzﬁﬁﬁétfo‘ CihGPRL G Eoﬁgu@ﬁ&]l ?f‘a pobability
can generate a probability distribution over es,
ﬁc&trlbll@newan*ﬁthtes offin¢erestbesedrnner camidomtipn ob dith lané tvents.

utalon of ability djistribution
IRBHenss sadSo PR bothesemBoBHT I combpsins highbriaus ovents
ddinRa SEbF V& §nd/orI Jﬁ@rﬁﬂﬁ%ﬁ?&c@ﬁsﬁl% & @F cbRtruction of new
techni ques enpl oyed for conposing higher-level events

evenis ar actongfrogvaset of abrded edenta andocstoredfesemniatn, whether or not
su in th nst.ruction new nts or actions

T e S A e e R

daina fronh Gﬁ&@lf seQéraN@feniind s )(@EYss are correlated in

cl ose tenporal proximty, and whether the events and

data Icighebe iﬂEﬁf?@ﬁ‘éd drat glthanghitheipenmessagedatmployed exensively

ia hou h th termness
'tﬁroh %ﬁgpqtug tfgb p Eé&ﬁgonvgeq%ﬂ tén?rﬁltrs 613) 1m1 tcheéle é]&(f {;niagg)ter .qu %ut can

bel chitdbdy mlapsed”totmdludﬁ él&drdhﬂ: mé@agmg iy ﬁn}‘Tﬁjrin tR&Tcafi Be distributed
but can  be suitably adapted to 1 nclude electronic

RESTLAYi SHERIE camiruniatien ﬁrahlt%oaweb Eorpwmnle, soatgranging\applications
ARY FRiih @ SneRoTBHeffeh Q\Qo% % g&g‘qlfé fe B ﬁferz?c)ﬂ@g@f]eﬁ ‘programs,

conf erenci ng applications
amdlfmstwnmsstaghwngmm) @in aﬂm:nmlnemlpﬂ feltf(rmgg)eneﬁts disclosed herein,

|nteract|v§ chat r% rams, .. and i nstant nessa

SREg PRNEY L it sinsly qleguonyally wgerﬁmrts@rmﬁgnmb%w gessages as

digstesad @ﬁé%‘a@es an@/ P G e HONRNY R dloBrdh &Q%E lQ%losm message or
electronlcally I'nterspersed into nornaF at

ali of Umbgvexbﬁang@rtm@s applécating/ ofiltérmeeld t&adreamedao automatlcally
messag nessa or 25 all of the
R REQ g ¢ Pret B Sy SRR S T en Sriapluas e s Jonk
B dodesirdik écﬁltéﬁﬂ g@gm&mﬁﬁleicyals fprbrh&lioR a6t 4@ REmERSS age
content (text and images) in order to capture and tag

as | UmkihelshB; eb’ﬂggéitfoﬁbtlh@ téiﬂf“trgafneﬁ@ r8fers ©UTRALLHESF an

pronoti ons, or advertisenents)
incoming message or item. The term “user’ > refers to a recipient who has chosen, either

passively or actively, to participate in the feedback loop systems and processes as

described herein.

Referring now to Fig. 1A, there is illustrated a general block diagram of a
feedback training system 10 in accordance with an aspect of the present invention. A

message receipt component 12 receives and delivers incoming messages (denoted as
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In the subject invention, the term"recipient" refers
to an addressee of an incom ng nessage or item The

woeanmwioemer” refers to a recipient who has cho®emus2004/005501

either 30 passively or actively, to participate in

the feedback | oop systens and processes as described

fikf) @b ihterdtieedipigtsnawThe nkdsgage kseipttepohsntichh Utudeta€Rast one
?, general block diagramof a feedback training system
1OCF A0 at sciaiemaey WithmaH TBRSSRASICETIPY I0EPeRe fe.£., junk mail filter)
[ . : C .
UONAOLRE Doy PSRASRMERELIL.SOIBER, 1 hoSG Rl
200upd 0t 5 24n PETHISR0 G4th ORS00 16| pdedssesithd eBskages (IM) and

reci.pients 14. The nmessage recejpt conmponent can
P errd adsechiahe merpges (MR the ibendes FREARICHp d
rany . _ ook 4
(117 er s Pg o b REUBloK TR0 OE e SpbiEednverk iy PRlibe component 13
fecetyes aHpé e inddreingescsatpes (BE it identifmyplenesectiZe infended
connect i gQn ith the filter é6 tgrocesseg t he nessages
Frpien 4 g1 poiine camponeis seacS aisuerel of the Halendedgegpients 14

t h & Ella B : . . of
(LIt S WA GERBIEN Aty RSBy cano
@o RgShaspanBor moe sprim,fer edampdd. Theeclassifomiing retesd afesmation

nd .i ifj t he respective intende , “
A R D kRS eSS ot stamggophere
9btih B fbiMRIARE WeCGls RbERE 8f the rdPebthRl R &6 sfoPePRr BREWse such
fighters 20) to classity a subset of the incom ng
a8 by adeasibpdleenpanena@d. | I pprtiylas pheferdbadkt cosygpmentfdremploys
exampl e. The .classifjcation-re]ated jnforpati.on
TR Seprbia® EhiRGE] faedy P R e R i@ ucpyorks or any
s dehidk Ve Bing (s 9dtem 23itabl 85 @ndplymatR bifhdthé BItREN B VeRiodSwhich
wel | as copies of the respective M are sftored for

ke us¢ieleths yerng axonmatian e waipaoR/os dmpe the flter 16r{and/or build
i r. ok nent.. 24 empl oys, 15
DEGGHS i S PR R TPARGRI. S SRS s o

SidvininBaesizadard rovesded tgbugnthe neGChirfiged ARENIF)Bss spam and
syst %rg suitable for enploynent with the subject o
e IRt HRgte Wfseases (Asrated ab D aphdelivsiadig thepinded fesipients 14.

had B the of il ( or. -huil d.

:1[2{/]\%’ ftlﬁ’e% %’yes?e?lg;l ?%ﬁl%fﬁt‘é?iehg 6%%1?1%0%1'1(?Ilg(éfns})??]yal%ﬁgﬂ% %aalgmﬂllgao?ln}lproved

fpam ﬁkamgjyeléiliﬁm%fewgmtk eansated by ispsuém ]Ei‘gll‘mgrslmﬁ SS@clétSfe&ﬂﬁck
roces t.hr ou t.he ne traine ilter 16, less

giﬂfﬁ’i %ﬁge é‘d?lﬁ%ﬂlqunté@? pmé“-i% foresdciyang highly dyaamigschapmg for

% . i t Nt i ni i

R OSSR RREGRL S, B o o

thecsubleet inventivinrege discusspd aled. spam filters by

utilizj .f eedback. erated. spam fighters 20, Such

f eed pREfTng B%‘éft% Efgg iﬁe{@{ﬁb‘f &%tf?%a&f{ﬂ? %[@W@&n& dpw
diakst M 100 th dUngBéiondyiREPatn ﬁgmﬁigeanﬁ%amfy@édeﬁﬁ&gnﬁacé&%%ce with
detection system Various details regarding nore

greasibicat inyerpics: In prepagtivhef sudfpreprioritn eritdining grapess, users are
9&1@&&? tcbelge slf)glngivf'ghters (e.g., from a master set comprising all email users) — the
selection can be based on a random sampling, or level of trust, or any suitable selection
scheme/criteria in accordance with the subject invention. For example, the selected
subset of users can include all users, a randomly selected set of users, those who have

opted in as spam fighters, or those who have not opted out, and/or any combination

thereof, and/or based in part upon their demographic location and related information.
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Referring now to Fig. 113, there is illustrated a
feedback loop training flow diagram 100 in connection

woibda/sgam fi ghting and spam preventi on i n acceCuase®4/005501

with the subject invention. In preparation of and/or
prior to the training process, users are selected to

be spanitdrhgivtedy, shd mager, sef 6DeMmal %8s @lecs@l fr6:@TRA bs liffted to
all . emai|l users) - the 30 selection can be based on a
rREHEH e l?}hﬁfgn Brkq b are grpeppiys for SHAMARYS WUubudt e subject

o ) L : _
SERFELA My SSNEERA GELIAL LA BSERLIBRCE YL P e o
afompsise snlygrayingalsede Aalidt ousedtsmestabrRrigddudiyig $ie) ©eik8dnd

set of use e who have opted in as spam

s, .tho (
fRIGPREgsOL tfi‘? Sl USFRD CifavBamdte gt ledn ShRn beawerted any

conbi nghLP8L frfcgﬁﬁr?g)gtream rﬁ%ss% 962 anregé%d %@8&§§H§6%ch

denogr aphic location and relat®ed | nfornmatidn.
200444879 Siet kB Cagdius2 @0kt 008bGHhm Adlitersral 04/ elf\he tebipient is on the

ter set of emmil users. selected fromcan be |imted
g??{ﬁg‘iﬂ ‘?ra MFS¥Aes I%Amné@@&rf%_a?&gng-t Nl é%%‘éﬁ’@tl%lsrfﬁ%de whether
$B3ABERSmERaSLRY Bbllink NP L& entibiN %P&h Ffhrers HéSnvehtion does

subset of users seleCted to participate in the spam
friog Heletegng audsshges (¢ gnframyendhatlegshyfterpl LiseorsingAndil Stconsidered

abl e incl ydi h d i
3o pefing cFhas matlé gt eforinios aWpeed iy Ieie (e
R@ak! @R-§hm) VB fARlitaRe f@maﬂgngc'ﬁﬂ AR sﬁﬁéi%a&f%ﬁeesé&%s bvailable

received, a recipient of each nessage is chec

dgarsespollingi st of all spamfighters at 104. |If the
| i st h

recipignt is on.the the e ssage is

cons! dbr bR essige Kissor hol PR e SPIyesaylec
whebipes with someseh@ih Fﬂ)bﬁﬁiﬂiﬁ}aﬁﬁmft@hteﬂﬁ&d dffta. Uhdth& approach
conventional spamfilters, the invention does not

deyadyes ushig despgapbic inforgation pavpll ameiber nserfresigientattribntes and
i AcoR il ' Lling. That is,
Fhip 8009 Rk BESNSAL S S B LDy 1

lwadktipign(. eOther altpaive dlgotithpas}ist fok bd:léctfn%ﬁhésjsi%&.e $lowever,
opt ai ni ng .an unbi ased sanpl e _of ness%?és avai |l abl e

filagre gagbe Jppitatiogs on theAwufies R BISESABEY SChRSEARgE USREI08 PEY WA Per

¢ - ' :
(O8LpSRNE) 080 s BTRLOY S e A S8 ABSRIERMAL. Withon
Andt lmeits,cyspaoach couldwotakesn arsbmg, sladugméfibnCof spam messages, and

i nfa ion as well as other user/recipient attributes
s EHb e SstEer o S5 GbS gtk iy e poneer inraptie
Aailif@84tabAe RALintRRR1Y MbelddSRELERE] P ent. O her

al ternative algorithns” exist for Selecting messages.
Howev éromedormsef spamefjltdymgl hothblatreferred emas tlecknuntblists afay not be

ssagesysel ect ed, per user or er user. per ti .
SERRRE" BRRkROle DRERRoe R BPmatR SR any mtidEam gl of
e MeaPotEioY AF) HedEssedV Thaekore, BCRIdcHBh bBmeSas B DE chosen
could create an account, send it mllions of Spam
s thgesst ofgpgd! which is not from a black hole list.-

A unique aspect of the invention is that messages selected for polling, which are
marked as spam by filters currently in place, are not deleted or moved to a junk mail
folder. Instead, they are placed in a usual inbox or mailbox where all other messages
are received for polling consideration. However, if there are two copies of the
message, and the message is considered as spam by the filter, then one copy is
delivered to the spam folder or otherwise treated according to set parameters (e. g.,

deleted, specially marked, or moved to junk folder).
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classify all such nessages as good: this would allow
the spamer to corrupt the training database with

wonoeaworesatl y | abel ed nmessages. 25 Sone forns oPCTABR04/005501

filtering, notably referred to as black hole |ists may
not be skippable. Black hole lists prevent a server

f r om wWaegiathédgagerly sdredtbd, fitr i foravakdesitto Glhe udePhRT Ma@tked in some

Protocol (1P) addresses. Therefore, the selection of
specishyay tainicsls thadsisr pollingmesagss dn nertiGuir thastlered message
thof e

b Y bRl ch AN BUENIRC R B

@odificatbmiatkdd, s aspamlibjitetlitd,tletasing whd pmnhg meﬁlsagd: ac®separate
are not del et ed or noved to a }Jaunk mai | fol der.

fokierchangipg dip droen’ odeession the gukjecidine; aidor %rng@asppﬁéklcon or
&hafc Cf%x‘ thA &I '}Fe%%?fﬁr% I?&E%e £G4 oYlﬂng%Q gé’ 0 th@gsetrhghe

onsi der at | on. meve ere i es O
selksdgeessagetc anhdsotessagesul asedowinbindeotdr msssapawhish wbeld

filter, then one, c [ del i vered he spam f ol der
RPVIGE HiSESEns TP dhg it gk B dp Ngtetos @ééor ﬁiﬁs fetbe Facapsulated

| . .
Bl TR CRMELAs BRI o RO Bhn BEMAG, bit 104k the
mesagﬁga Spemsaidenicaa ) vouetthe sefoEaay ntﬁdpam, ﬁoh exampzle and
mar k in.so eC| wa t0| |cat i'S
Tl 1 T T 2531&03% e eSSy, S0 yina the qnus
ﬁ@é@aghebéf@l‘é' sfeh@ﬂ R¥oBy 6?%3)%1511 bdshgAbiiR &P TIBRE @ﬁe invention
106.  Exanpl es o message fication include, but

iacmphayed Wik tespect v cHepternaih g)ftvmge (! dppnepdrte ssaajbseirverh the user
from address or the

lggﬁf%rg%%a% ?%@Ogg’?glt%fmﬁ% Egﬁ ‘ég{%eb@i“é?fl ‘icon or special

col or MoRsttverveht gbliiskeRickdaye EEcomRES aBGuaFord aRAVbiif@buttons as
messatglg to the user. The selected message can al so be

Wik apdalseleeldd waskiga atiadicd dheretes Jag @ollinginetssagsidad also comprise a
&rlﬁﬁ(érg%f tl{%ssteie#?e rﬁgs% suE:H g? H{%es J%&t lpn%wfrt I% al Iifﬁg,odéte sent

cl assi capsu mess

AndsdriTeesived SndC e e ok udleasaithd @asfew ks Wtﬁe&@ﬁt Qnother approach
links: one to vote the nessage as spam and one to

ipyelyes sradingdhamessige Halh t%é@ﬂnglmtﬂ@%@ﬁw@ VOrHE hsa&pmh@e—
R pRen BTk GUERL Syt Rl 80 s SROR PR B oting

mesagd) buttonst (oe linksyy incllisgn btuhaotl linzieaat iopTspain® aedphayseam™

wth respect to.client e software (as qpposed to a
RHitons S0} R YP O Hig Llﬁ%rehnter%?e Pmaélrheaewe%rﬁtesén%m pollne

hssh S| PR, f Rep IRl \@aliibt BOBing Mass %%Bntaidg%bu{%i* ih&tfuctions

message can contain instructi ORs and Vol ng buttons as
angll suitalgle tvhieng bitemis e Pthergsaijficaion s olag de tnbegsedry, indlading possibly

BT B T Rt e D R fhfn ofstructions

@daess) date sent and/or received, and the text or

at least the first fewllnes of the text. Another
appr oAr¢ther button such as a “solicited commercial email” button can also be

provided, depending on the type of information that is desired. The message can also
include a button/link to opt-out of future polling. The instructions are localized to the
user’s preferred language and can be embedded into the polling message.

Furthermore, messages selected for polling can be scanned for viruses by the
message modification component 106 or by some other suitable virus scanning
component (not shown). If a virus is found, the virus can either be stripped away or the
message can be discarded. It should be appreciated that virus stripping can occur at any
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20 i nvol ves sending the nessage with the voting

instructions and voting buttons pre- pended thereto.
woOnoq@veaesisce, when a user opens and/ or downl oaBeTASCPP05501

of the polling nessage, buttons (or Iinks) including,

but not limted to, "spant and "not spanf buttons can

pepntu tensysteen LB indlndigg hee tHermessapede sélsaed PRI ﬂglﬁ%efore the
i nt o th qE)qc%I Li n nessage. Thus, it is possible
e5ERdYBIPdsg %ﬁ%gﬁﬁé contains a set of instructions 25
and SUF&H%% ¥RhiF F:Qg@ﬁ’&f ﬁ’i@‘?nes%g?/ &l m@?s‘%l: H&?\{ﬁfﬁﬁngmpor}ént 108

be necessar I nC I Ng pOSsSI

mwgls diwuo:blllmgmles&age anthe (edri fohvatingl djﬁb%db&kt(bl% pBNing
|nstru01|ons gr butt ons.) . Anot her button such as a _
‘E%ﬁS?%?r PG SOOHmMBRE ARY USSHBIqPertiss pesoRiatesihenewdh)is assigned a unique

Ragirde QD%QQQ?EQJ, P&ta&ﬂtat).h? EYJBET égfanélla{ oL rﬂ?ilohggtlcgrp c%rreisgondmg

desired. The neSsage can a

tih@lti@mlfd: Slrb(nltted Up& msﬂageﬁtofahme stopol 12 G@g C‘Eh&zﬂ database), where
struct s are |localized.tq the user's preferred

t %Bﬁ%ﬁ ﬁﬁnﬁﬁﬂwB@SéﬁﬁeﬂH%ﬁgﬁﬂq8DFWe pol | i ng message.

FU r t hextDdRabalERS Y §<§ec‘i§d ﬁl@&%%esfﬁ'éﬂme ld ﬁf%ncag%e kept for later

scanned for viruses by the ssage wod

dohpErense. 1 eadditidsy tf@aiambew@n parfotm lﬁequmcwlmamrmi Agmed

en no s.is found, the virus
ST ks B2 lnad ARAReuak e 1ot PRinyoh Ul abibat amount
dif ggandies bélle%&@tﬂr&nk@l@e
str%QQQng%an occur at aﬁgpw?ghg%ﬁg%%hﬁ%?§%§%§ﬂmlmer:m
2

fegdbmbisysieni HI0 ménitdiea pesemagel DBjt df maiserds mgil as well

user %Hlﬁmﬁgg%%&ﬁ? it S% Ct eqrfpé) ot Ilﬁ’&tgﬁg ng{agélil}l%lﬁ egpecially

ti@onas SAGE:, usersws S@@@edjﬁmeeﬁI Wal MR ARES tindi@&ing Both low usage
deI [ vers the polling messaﬁ)gvto the user for voting.

SRS 104 exarpbllel 3 oy usaee yspydypicalbrreecivestand sends a
%ﬂl gne ﬁ)%x;er@()m 6 Cc‘o%%a? c%;j ! he é\ggtﬁhser SFhus the system

a unig rer

100 actmita)s. thd hﬁsda@e 16190tﬁj’mqfr@cfes§ toebd d&t@ﬁﬂ;ﬂﬁﬂ tB8selected message is
t her eto _are submtted to a nessage

di
SPBPERR S OBF BREPI RISy En@mberccmqsaagea scabad 8y therbrsr end no
hitRe HRB' MALRASS Ifeb&?%ct%ﬂl ]yj ‘%ﬁfﬁ b%rtﬁ ?plélcﬁfgrgﬁ]% A dhe system can

stored. 10 At” a da ase | eve
avlill cmbb%evfeoy l(p;mclommg massagrﬁs ths éptsarhpred l(@%.e considréd fg polling),
r use.

H gdltl datab? Z@f perform
PR IEh AP R AP Ich Jea FAI SRRtk BT BYTFentagsatimit
i tds atipihg H%@Jprd)ﬁ)rﬁ@ﬂat@ﬁh&ﬂn O RiesSROPLEA 100 Gt dher as
romt

an anount data is being collect
spmprad (9 arhigh ua@geslpemaﬁd eldo yitigdies areely.anhoying a user.
ors a

art th fee ack n
Be rc Ie n agfrée‘i“ef‘ﬁe?asgf & G4 é?ﬁyd% elH?@C I tIlor Hgssages wich have
Beataipledisr the dystem oD iferadoBik s tof hBe! forREP LSRN Irhe

data. This is especially inportant where users are
dapbase gnlly thesn mpssagssand deralizessthers related todesmgetiot bselow

H&38& aphic properties and creates polling messages to request the user(s) to vote and
classify the message(s). However, the spam filter may not be modified or trained
immediately after receipt of every new incoming classification. Rather, offline training
allows a trainer to continually look at the data received into the database 112 on a
scheduled, ongoing, or daily basis. That is, the trainer starts from a prescribed starting

point or at a set amount of time in the past and looks at all the data from that point
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and hi gh usage users. For exanple, a | ow usage user
typically receives and sends a significantly | ower

woabawoe9sak mail as conpared to a high usage useCT/Ubboes/005501

the system 100 nonitors the nessage sel ecti on process
to be certain that the sel ected nessage is 20

dpprant |tasmalaltlye fiher. dlor evdmple pthy plestiitBAaime pe®B&RIRS rom
recel &j the user and no nore than 1 nessage
FB%@} @AYz hours by the user. 'Accordingly, the

syst enTHé%w QH flﬂerQ% b@tra %8 k gx%ng&‘ﬁ @aﬁg?ﬁﬁégggg the

to be sanple consi ere "y
rrmseagehaassmc&mmﬂnﬁawdsn t}feafat@xampllzagy wheof macnieetaarning

RO | B e a0t SR nyGe ot ines 63 MidlgeMachine
qa&&@%&%@@ﬁ%ﬁﬁ@' bb@ e&a gﬁtlg of g@&?d’?uﬁ ?\Pd (se%ﬂﬁjt@ie flrosm so that

mtigates over | annoy| ng use ent
tthféf earearatko dhatuagmsfebelweemthams Hven tavhaiagebasefon hldtkameg known

anpl ed by .the.s m 100 for oII| but t hat
40P RS PPy teden S Fovie exadpkb 2seostimhd seriBgahey can

m@@g&&han&b ha%bidéﬂauy bath E&dPhbie to respective

user's denggrap ic properties and creates polling

mess adesordnglndissmpptiantus bayeshoth posivreaminttgaave examples of

S However, the s mfllter
bRl SRR TAERS) ot iRt S et sindhci g amounts
of betepYmRAWIdgieanicHGail biaf 9k fles &l hﬁltﬁ'%e b 1tf d éﬁ{%m based
training allows a trainer to continually |ook at

@abyory ginlgiay. alhmeiltram thesademaing 12y be fdter@bhsduhgm a large
?nﬂﬂl%kln(gf’ m@{akgél ﬁ clgaléﬂ 1nTtha%81€n({on%1Pne gl]ts{) glr@go tz o mounts of

rescrlbe star

@bod inad i$ iinfidanpalitadaitibnl eRksofdn Mhlte hidgkdabiRhfds W Rgetting that
that point 35 11 WD 2004/ 079514 PCT/ US2004/ 005501

Fl&yvba‘?’%l sigped ¥R fi5e matjnghist. Fer ingteasspdarge hegitimate prowder
@ﬁ&ﬁé&&h@ﬁ@wﬁmﬁ%@ﬁf R%ufa?l s lgdsfc{ ?ﬁngm fa rlilgahf %E&‘g\% s forget

AM  The new spa ral ne

s ity Hﬂylveinghqdzmmgld dma;ﬂalﬁmimg@m(ghﬁé‘sé imdsCatle @91Spam. Without
e database 112 b

intained in %/ of
ﬁ% 4l ZIqSEUseF “ﬁ@hzet ‘SE‘H ISquaikisdeg l(ﬂét.egf.n,aﬂ Aewp Bis site can otherwise
BELIRLES, support vector machines (SVMs)). Machine
| earni ng techni ques require both exanples of good mail
and sfo?amlc\@ filtenit b6 €andya distribhiatl ontaheyigciap bhdiabn atdistribution

[ Sti n éﬂ bet ween.t hem. Even techni ?ased on )
bafedl! Bl TRt E mpe s C R gy (18P fofhe email or
RRYiage s@¥avbesdiOfduliceshi@ichts, &Part J}ﬁtatets@ﬁiér Cafiﬁﬁ/o]- % MRKSntral

sure they do not accidentally catch good
Antalases W{)P@Wlduﬂl ¢<zm1i>amm§r tMereotes, thafeedbatkisypiesi t00/fnetitths on an

e I ns
ORI ORI Sodtes SR snesie RE%ered eh LB for plfigecan
sotloundrsacthiell dkaituitidh dMedall réR@fiet ibyahesy¥Rin 1@0‘(3)515 @%esult®@aining
mailing ljsts. If one built a syStem'based
data sets €mployed to train new spam filters are kept current with respect to adaptive
spammers. When new filters are built, polling data can be discarded or down wei ighted
(e.g., discounted) based on how long ago it was obtained.

The system 100 can be implemented when mail is received at a server such as a
gateway server, email server, and/or message server. For instance, when mail comes
into an email server, the server looks up the properties of the intended recipients to
determine whether the recipients have opted in to the system 100. If their properties

indicate as such, the recipients’ mail is potentially available for polling. Client-only
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only on conplaints, all mail fromthese domains may be
filtered resulting in a large 15 nunber of m stakes.

wolens®79kmowi ng that the dormain al so sends out PCE&AS2004/005501

anmounts of good mail is inportant. In addition, users
often make m stakes such as forgetting that they have
sar@n@dtum adm) eausft r Ber exanipile) glibnteimailoftwaRstantagke e polling

it rovider such as the New York Tines
r‘%@ﬁ joRs ?‘% {@an Q@lﬂ‘fqrﬁ%eteén%‘?@er 10 3 egptiak datgbase or use the
f I
IS S ST g, 1y i

tthesge dmtbed deresn, gl Ia]ZthtIm&t arthitestunes for this $y8@nt 10MEEst and such
ot her se be bl ocked. The new

il
fg? eIf foé?enﬂi étegé?l f Hﬁ“gﬂ;"r Hoped B‘ﬁ Pé?wseB‘n‘QB‘FW@nb asis by a
di St r ke noGABHeN N theldl 1@195&1%?6?1 aol% 'dﬁl'g FFQ basic feedback

i nternet service providers (ISP),
ﬁ@%ﬁ%ﬁf@éesé @P0 en eccordancandtitiriode a$peetnrm the ptescmu tuwentlon awhile, for

e /o tot e cent at abases of
PRERS S A Rlisin A cBlan EBbidopei shats a9 deshped as a
k@@esfdml@tsl RRStoMR u%ﬂers%ﬂ%hﬁ‘g ﬁ}@&ht%dﬁl‘)’éi'i‘hé %en?ﬂimht?&l is not
of nmessages consi dered and u? lized tor Ing ca
flignifeghbyzthe arden af acts, 98 B¢Ib©ti¢t® magyf lneatracbrkiamceoalth/éft pgsehthiavention,
a ul t a ata sets 0]
DY ol renr/Badts RPN doneb S h oftE &b FoR FAThOYS na

rde&prbeﬂ hél@lrﬁdaﬂfeka{lﬁplesﬂhamﬁed iWiRDare oM hhddr&hisd Qr{dea reciate
bui |l t, ﬁ)ol ling data can be di scarded or down wei ght epé)

Bt panegho Oé?g’cf@uhi @@yn%lagbdoedﬁpmmtet«b%ga sayjos of intarslated states
SRRy Ty SXELER IO, el L ATHRA SIS BHL e

plememvaemethamdbgy innessgceSOItY e préRht inR&ItRIACE,
when [{?} cones _into an enail server, the server
b Pt

| ooks HESHTeems dgtiomayl gaming igtocred heing rereifiedby o
6A8nf @uéﬂjﬁtallgﬁre} A& he GWHérFI%Iﬁ 3 ?\)ég PREEL LD tl%eosetﬁve?

sys?em 100. If elr properties I caté as's
udmtlfles:plppatnbs bf ineintled secgmm:ntd (dermnm/‘ahém@ tBe fr¢nded recipients

E %@ gl i ent.-onl é}ﬁ ﬁ2 004/ 079514
&G RIESBBSTY GBt58 ¢ 25 Spaphil ghie Joerolling G s {Thugghe process 200
ﬁﬁﬁiﬁ@'aﬁlseﬂ%ﬂoﬁmy ﬁﬂ@'\&bheﬁpﬁ tcéﬁ@f)éamﬁgﬂ mtﬁfﬂ%é)l%k idd¥ has opted

deci si ons or a S|ng e user and |ver t
81 oribe fetedb%ckcsefﬁttsmabr chasabaskst of usesewhh daavcqutéd g If the user is

nto rove th or mance
ABPARIEN | P R R BB Y 50 REenadleret da poling
hﬂC@ the feédback &fstedh pRbd é/c%oﬁ'b@rrﬂefe@ﬁﬁﬂiﬁgﬁlhfcﬁrméslgége e selected
system 100 exi st and such are contenplated to a]'r

mrm@ilw&(ﬁ&%o Péheswisehide prassent00 minens to@02 uRet atrleashgne
h | | ust d.a f f
DR % fenrrah BRER? ekl BSR4 BB

fipeegspect of the present invention. While, for
purposes of sinplicity of explanation, the methodol ogy
i s shOWFashe, albaepsasesrra sonsi e@e%@fflpéﬁln@fmﬁ@dlsg thase imessages

wlc%w&?@te%qgr ABaMRPEEG R 6 LRy RS R3E er (c.0.

I nvent i on
personalized filter, Brightmail filter). Therefore, no messages are deleted, discarded, or

sent to junk folders before they are considered for polling.

Each message or mail item received by the server has a set of properties
corresponding to the mail transaction. The server compiles these properties and sends
them along with the polling message to a central database. Examples of the properties
include the recipient list (e.g., as listed in “To:”, “cc:”, and/or “bce:” fields), verdict of
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l[imted by the order of acts, as sone acts may, in
accordance with the present invention, occur in

wdaizbd4arent orders and/or concurrently w th ot hecTast@®4/005501

fromthat shown and described herein. For exanple,

those skilled in the art wll understand and

%Rﬂh%ﬁﬂ;ﬁ&ﬁ mgaélhn@r (Ve RASPhR Gitref RidhGied ;nemgé hy/&lavh) Derdict of
represe ted as a seri@s of interrelated startes 15 or
euethtseptamahspas filterde.gt Brightinabiiken), avdneenviaformaton & 4.,

illustrated acts be required to i ment

TGRS 105V tra Lot e TRy R TS P BRI Fripe o). The
TRAinRRERsse AbrIRToRRnt dshwdlRhd the emirégohdih u@&ﬁe@é\fﬁﬁgare each
received by a conponent such as a server at 202. en

redignedra inigiee identifier. Jbe identifiercangdsovhgrseni wdhe dtplease and
prgspert [ grs gif i.nt en%ﬁa reci pients to determ ne whet her
SHR*CAReUNRdated @ BF&lsts 20 have previously opted in as
spam fAghtuens h@sadee)séib@ed fir pdQhs. (e BN Wsigirdald theB§a@6 65 Shere M

200 utilizes a user property field where it can be
iihan gueasdgwhier Han or Reual Exons) enmodisisd dpinsiraty te theusenghat the

f eedback .system or caonsul l.i St,:.0f 3
(BRRR K SR RS B AR R o o
2a65.i Eorxapld) tHewlligedbaske ayshaniamd dfigmabarBsage to be voted
selected for polling at 206, the feedback system

toakas n Aéta¢hopet and a selrahinsHeti Qi cohove s uien Hieanessage. The set of

Sel . . i n ¢ .’ S (13 kR
P RELE Eb el B8l g Gyl it g, BB Bucbhd o epam
rwttop] fenexahplan Wheaahe gr ciicks agene of detterohned 21 8) tbelasify the
user (e.g., .spam fighter). In practice, _ all messages
AReSSpEsrisi 296 Sk 5P| e Heetiihdirgrds g & HikemresuEggdgcator (URL)
SO Bol ] SORLENERIPY B CRIASIRAI e Byris submitting
fTHig mfornBitiog s pastdd dnidltheaspocidthe reebot m, the cened daigesse dorethat
dele%id, discard%gaegr sent to junk folders before

PN MEseaghsm fet¥d®or pol Iing. Each nessage or nai

| tem rgopiav&d By biRer SAAME TinfAdurfeShe pREcRMOPEE ofiginal
corresponding to the mail transaction. The server
onessageemntdptisraljyrlwpielivered tathd usem didust the psaalresegyegithehmessage
the polling.nmessage.to a.central dat se... Ex | es of
e BT 1B ET R PR SEb o ks PRRERE TPLLE BBy s

l'i st edai dmeli@ier timeSE new spddfifer isReited dnidatasad, at ¥20 Baset at least
of 13 WD 2004/079514 PCT/ US2004/ 005501 a currently |
dmproyedn bdrifesdbaek. gOnceiheneye spam [ilter hashepr rrepied and trained, the

TRSSR L2 AP P PP e SRR R

e.gr, user info
(Biedt seruts € elianemadliasesmare] and oellikeqne222).r Tepising ynddistributing a
nmessages pol | ed, usage data,...). The 5 pollin

rRess el dated/sprmifilier samaBgeing agdvifia| ThuaﬁsthﬁpéoceSSQZOO continues at

%4“9}?&02{]9&.\{1 gt{éﬁ’?rﬂ;fl @ﬁ&hﬁg %ss%e? is%gavecf.‘swih &y Rlters are built,

uni que Identirfier. e |1 dentl er can also pbe sent to

tdigerdhatai dsseamind or Sonos eqighied basedalahed lag ageabkgdwere obtained.

The feedback system 100 and process 200 rely on the feedback of its

participating users. Unfortunately, some users cannot be trusted or are simply lazy and
fail to provide consistent and accurate classifications. The central database 112 (Fig.
1a) maintains histories of user classifications. Thus, the feedback system 100 can track
the number of contradictions, the number of times the user changed his/her mind,

responses of the user to known good mail or known spam, as well as the number or

frequency of user replies to polling messages.
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At 214, the message(s) selected for polling (e.qg.,
original nessagel M where M is an integer greater

woheony/ogsiequal to one) is nodified to indicatepCo/ushe4/005501

user that the 10 nessagel-Mis a polling nessagepl-pM
and then is delivered to the user for polling (at

216) . Witth @y aiP bethetd i btgedRpRIRIbe thrtsHoldd8 sty for
ori gi nal rressage to be voted on as an attachment an

avesepsesof hestysiars srsedbackenstand 1 Q@ ean prokaenerassevegel validation
nc L wo ut tan

0 AELs Basseh OB WG AARLOG 4 lR8o Ahs JERSH O I DRBCh i o

exossyplRlativh aretlidde3 006 ilhlrael $n Big. 01g acdorddhee RithtaaBher aspect of
at 218) to classify the 15 nessage as good mail or

éﬁéﬁ?wﬁ JBVEIN- i s directed to a uniformresource

| ocat t per. .

2% T G SRS 02N S AP i

ihlomiri gmzm mhlas pollmg pesaite andurdpdchiee ass tefoahatbn. @dext dt must be
n the%fegtB dat%@ﬁse for that original nessagel M

qieéergﬁa whetheg crosspvaliflatign iy desitpdia fes g spisahlenymbes of users at 304.

€ 1Rk, O
800 RSEET A0S ALBER 0 AN o
datg el 306s Tﬂalelsnésslagia”rom viteomsers valnicle arerbenrtgsteﬂed 1] dxaluded from the

inip.i dj fied f At
vilple” HonEReaPlnable Sl frinedrnebopedie el fipdled piddata
@endéd a@ﬁé%%‘fﬂt&ﬁ Qﬁérebyb ExRfihg MR 10985¢ &ﬂee&:gg’?(fég?tﬁd i the

Once the new spamfilter has been create
10t testdd user) velzieh bm%pqmdsy@ thei dapresibati géd/b o the tiéstedarsar. |

serve /.or be. di stri.buted to. 25 ent erv
clien

SO AP TE s Tl B eleBiag T Sivteditgy Sl
@entdhShow kY 908 uers RBWdHave PIRHRH tBORMH ubdr& méSa@R. If the
ongm ngdact ivity. Thus, the process 200 conti nues <at

lsagrﬁ@mﬁ@s b@mmfheu%(i’«oﬁitmanﬂéb@ é@%stesteﬂ user data exceeds a

rs are bu dat a
,g,ggcgggg e R0 e s FlschsBE S ucaions vl S Aikagspected
aie. obfeaiatiecly or Thaddieat] Rac heSugéLiin MR Re At 1Y R8RS or
200 rely on the feedback of its 30 parti ci pating
Y BIEvortlyr users mdios hese paheulasusess (‘@arhweicllyéed frowtfegrepolling,

ﬁ{d?or%hapbé(st hgtﬁ)ﬂ PReq f ﬁb!&/e\%ﬁ% i%l?e fl&ga€' it e%@et:ef%gqhen the

accurate cl assitications e cen ase
rbceys retlha) torBOGt i prsctice, Sth@bﬂoeaSVajfdaﬁSﬁ‘ ttechnique 300 can be utilized
L§55|f|%@ |ons Thus, the feed ack system 100 can

Ry SiRBleehpldpst e sreludmedifieicat usereashgaesaary ¢¢ determine
atﬂdrfﬁé\mfali}?th'éstﬁlrstv@?ﬁ‘lﬂ%ggoﬂhé lvEl?ﬂ /OhQicaiibf ARQNSes of the

user to known good spam as well as the
nunbep socronaﬁippmaciummyessﬁsanfxelehtyemldlre]saﬁllﬁxypnd]hdasgrammg a filter
nme F%ﬁes. 1ﬁ.mD 2004/ 07 PCT/US2004€005501 When

‘?j 2 Bypered dL 2 sghpey éR thegdesiing 0 s friyggpe data, using the

filtdre ghgy t@chn@(%ueﬁh RESWn hOestEEEHinih3e I £ fnebdX : %@é@ iR Mdel B the

f eedback s em 100 can i nvoke one or sev
tgaaningathp @nhter shovkhhiaya dearmed itigsidng etgaghe ielaHtevlﬂfrlteh Bhwixtclassﬁy

t% n%s?a%r 'iﬁecs%%at:rwéjyst%t B us Gl Hg%ﬂvgve? RBé 9?ter mia3§ continue to make
a mistake on it by labeling it as spam when the user labeled it is as not spam or vice
versa. In order for a filter to disagree with its training data, the message has to strongly
disagree with other messages. Otherwise, the trained filter would almost certainly have
found some way to classify it correctly. Thus, the message can be discarded as having -

an vnreliable label. Either this technique or cross validation may be used: cross-
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5 cross-validation nmethod 300 as illustrated in Fig. 3
i n accordance with another aspect of the present

wonvewurdssam. The cross-validation techni que begPas/usk004/005501

302 with a central database receiving incom ng data

such as polling results and respective user

Validatiora¢anoyield Nenet misthkeslis classfical@ine lass naublph edmersely test-on-
Cross- vaI idation |s desired to test a suitable nunber
ainigg ding ngtweﬁ@zt-‘smk?? pereirelighdy-gesi red, then, a new spam
filt :
dat aelg?t'hglaé (e@ﬂ Qaﬁkﬁigneg)ﬁzcﬂggrtogél?%l%%ﬁ{_)l‘i’gcﬁ}s]@ué Qﬁ@mag Be applied
t@nﬁdlbﬁﬁuagmegagesdvhaemmn inddeidudlnsen’s ¢lessificaipmonmtinEof a

exanpl e, I ter |stra|n 90% f the
o1 P55 ok ST BB e e dOUpOA e BRI Gy
BHEGhHGN g l:%ﬁﬂé&hrﬁ 6sQhn bb %séﬂﬁb%&ﬁﬁﬂﬁét@ﬁ’mﬁ Jmélabm&rs
tested user) corresponds to the data subnitted

by t him atdéstoadowenstewfmtross @8lidation 29044 fast oretrainggrteshniques,

a| nst mai n %te ed ser da

HEE et e b Pl RS, e T it G B PadSasss oow 314 o

S4EOA HRRIch f g t@@ndaﬁfmﬁn&fs d ly, it should
F’?s?é?“egﬁ"@%t zhéggﬁgﬁﬁtohef SO% filter and ttr?wtg i%)arate 3, it shou
beeapeetiatedthatibeth apriveds can bpnidlizediabthe samediniio| thaf &t
P b onl BB B o R e LB c FRBHEL i cross
VRRISAESST bR SiaR esulls I @t&HER WhRUISOE t@@lscard
untrustworthy users and/ or these (Fartl cul ar users can
be exBelgting 1avoin Figt hutherpdi llnsigted afanshagramiof apaegess 400 to
\éa)q( ggteeg[hg' el lﬂtg%f PEQ%YS%%:neAcho{dg ur&éﬁ?ﬁ@%&g&@qf?ﬁé invention. The

pioa&sk 4oe reft R 8342y ﬁid\xdﬂthi)gl 3 et 020 6 &n300 resa td3emessage(s)
utilized wth any suitable set of test users,
@xzemtaa .swcawsrlesmém@a 3k pserys Fopexamplpy? (e messagerpaebe injected
LilSt
G HRAhE M aalrtha 00 EDLOBEE sOlhal A databace roceives the
499683 ressir Othaelisd yhegmoceased 0(adznl meumtﬁaﬂ kndbes resudi méss%e is

lter. .on al] data gathered in a given period, and
Sonichy b SR MEon e 58 HHOTE At RO GuphEl PETseER. The
J&i &ﬁﬁ@%&@é@n}%éed‘ﬁqﬁ@ kAW RSEnOA-4on aiine gser&’{vo@es do not agree

age was I ncluded 1n the training, the fil
stnk%l theh theér dueranhmﬂ/mtfgtwmnctﬁ@ paet gassifidasonsecanipediand-inspected

i | ter should cl ass t.h ane _way that. ...
tone STLIC B St i Yoonty D SR ay e AT g figoinio
Ale@aliv @V ak&r efrdrt obYurh@ke Ipbmldsglﬁaal&@ anh wheRcdude:d or
user labeled it is as not spamor vice versa. In
rmmr:df bimallyfthe pears ean fi roagvekirgin fature pollingi Howgveratfheir

g%gara%if%%e& hlaesé \}Jl?h ﬁ] 0 %}exsa'gg %ﬁgg § enV\fhE %sc?% Qaﬁ{ be cons1dered

erw se,

ﬁﬁgtmnﬁj( ¥t 4y erhefpmbds SO0ROWAY att41 2ab a?sgs B3fty defermine what type of
correctly., Thus, the nessage can be di scarded as
walidatign teghnigre il deatsedslor Hisaicxt g1ouR &f SYUSRER USEENN| que or

g 682/8 é}gk%{g W?@éb&ﬁ%‘z ?8?3&% Qser r@ﬁab]fﬁty\f\pactlve learning. With

active learning techniques, messages are not picked at random. Instead, the feedback

system can estimate how useful the message will be to the system. For instance, if the
filter returns a probability of spam, one can preferentially select the messages which are
most uncertainly classified by the current filter for polling, i.e., those whose probability
of spam is closest to 50%. Another way to select messages is to determine how
common the message is. The more common the message, then the more useful it is to
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validation can yield nore mstakes in classifications
| ess reliably; conversely test-on- training finds

wobawewo7vdist akes nore reliably. Both the PCT/US2004/005501

test-on-training and the cross-validation technique

300 may be applied 5 to individual nessages wherein

?‘gﬂl' R de%é’ésa%é%%e RsChReA bbtLRE HHRY afY leﬁﬁédnﬁ}ﬂoﬁ)f Aftive learning
ssage | s exc by general agreenent (e.

fcah bewinplpyed by maing tha gontwengedyvels af @mstnwatfiltﬁed yusmg &bty common

techni s can be used to ident
s biTe fo%es s Rl wseieSRbe gl parlidslee rels ppigssettings
Rlchataht @1, 3NIAnfitiBiRde).OThdrE @t Yy &ﬁ@ﬁﬁ&hqy RarmninYRch@fues,
use the "Known-resul ts® technique to verify user
tsnclsawrembyregmn(lft@ﬁ ey l@lmvntto those skillgd imthe apy| af maaghine learning,

t ecEF CE of eF grslb o d 4 are denonstrated

gﬁP%P Bese ephrignss cgn PEESShnr eci at ed that bot h

appr OFedIQFing ABWS Fid .19, tielslisalludtiag: dsafidy Hidgtam dh@procsss 500 for

i nf ormati on from known- good and known-spam nessages
daeprperadegibinegpotdeedback oxadditian todser fepdbaek inse spagm filter training

t ! al (?)h‘@a%lcé (\evgt lc%n% %ﬁ)ecg 8% &: ﬂ‘gctle'llr?\lée%ﬂpﬁ ugl{oﬁ a)%p%t dﬁgg Caralq ‘addresses

db M ka@mr@mmuﬁp& §eﬂdm§5hém kinda! Eoi éb@ln’fpléied rieWy created
of user voti ng) i n accordance with one aspect of

iaelrddenss mmp de keplausgie andoliscdesed enkyrtgseigatad &!éjl‘é}ﬁléﬁi\h(at 502).
IMIVE t

PRy o e TR SN LSRR ol .
aaing ieon a whits hatiessagrinneiteligpdfageesstaadail link)o Hdreypots are

i ncom ngl mai | and _then hand cl assified so that the
Patiialy yseludin distionray aliackaRY spaBmes. AcHigdeRgry attagkygone in

t
BAEER Soiie s MR Ahy Rtk 8P WA BT RERRR! A addresscs
\A'maehcumnhﬂyensmne ftC&B palmesﬁa@ds in d ietionvay iongintikas tdchmiques in

ar red.to the known results 404, | he .
eS8 Th3aR0 iriases. agruemadechioBa Roadinct b pobdhay it not
Gt e %%tstegteﬁnl‘ijdlgfduQ@%t 5@%?%%'05%18@&&1 %309)9 An emaﬂ
hand-i nspected for a suitable period of tine 08)
wadtielss cm@sqjlmmgmdrlai itk asgipstteneyghantd Thed, iaap Bllllaﬂ y@celved from

b el Py o5 sl R LS oDt ol 5is® allas apicered spam.

Fflfé:%bbm,ﬁlieh BarlBEIr SinERRcdRRIihEHPMET] 25. I RISk dovEH IR Bpdct Afdrchant is
However, if their votl'r;Fg results do agree with the

td@mﬂnﬂmﬂégg@l preesherdse dipaesettheuses’s irfopantianelegorid ﬂe@étrtb@l email

dH?etsgﬁg) Eﬁ‘}éd e?atrtled'sl 0Fh1§l\g%tlpe r%é dfé%) h%} g{{ Egcr%%ﬁerél}aa ts and a list

| an Be gen@ kel @ whittusagxhatghditmfeimasioa pa@m beskstsbutéd to spammers.
fourth approach cﬁ?not shown) to assess user reliability
i Ehesg Flie\)'éSt RaW HAgIquey %gettmg el geat 1ohangypRYs Which can safely be

Icﬁ;é%] alg%ll §]§‘%r%.n¥i§eég%g%kﬁ{e?e 410 ()tH%i‘ Qllf‘&gatﬁ;e \{1 ‘#ﬁ gét emall]c sePt to

system can esti nate use
tHacymssthgecanishfel pee tansideeedspatem For i nstance, if
the filter returns a probhabilit

ne can
pr ef erRGfERSGIopeRALE ago8 ﬁ%‘érg%ﬁé?a%‘i"g t%ﬁ”g’le Spyage of legitimate
Uﬂﬂ&l? th&ddth ¥rofr! }ﬁﬁ%&ﬁdt?é’axp% bl %A Hath it dnthef&dback loop
I'ing, i.e., those whose probability of spamis
cslysisms(ﬂ?lg d) Bﬂ%m Anwetshamn filzys. tMag élogcdifferns smyeeesios difterent
c?asmf@atmns%an be weighed differently. For example, if there are 10 honeypots and
10 users who are polled on 10% of their mail, about 10 times as much spam is to be
expected from the honeypots as from polling. Therefore, the legitimate mail from

polling can be weighted at 10 or 11 times as much as the spam in order to make up for
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35 common the nessage is. The nore comon the nessage,
then the nore useful it is to 16 WO 2004/079514

wWOCHI498¢004/ 005501 poll. Uni que nessages are Pe$AIS2004/005501

useful because they are | ess commopn. Active | earning

can be enployed by using the confidence |evels of

Qs hifféindel | AlRESativeFi, REndYPBt ERMBIbe JeRRIIVEI 0Pk Wdighted. For
message are, and using existing filter's confidence
|eggmipls, afouit 58%gdtatuspgs 1Rilgs g evand ebapt 50% of it is spam. The

T e R

tHa9360%Hflsp@f, dnd AN iB¥sisabledpadtijie 10GA TR IoREr to BAiE VAl the

of these techniques can be used. Referring nowto Fig. .
gorrepigpos &f sppngad gapdenag in thyyombisedsysiem, dhodiaperry data is

500 for. . i rati i 1] . )
e BhepsRER2RY A BOLIGIRHR 4 A RARRIEAS PN a1
aseidance W th one aspect of the subject invention.

Honeypots are email addresses to which it is known who .
shoul dOher swFies RESRARFAPSHAIICIudegisers wdipmre notingladpd as participants

: ' e ] [ vat »
h 3R BaogER Ry A FD ARS8 Al o P aferBSRpam osion
rayilatls » deugissiol al$ edilptdodepaott ypdmthat hagresder it dirbwigh thaYidter.
not. seen b%/ peopl e (e. g. putting it on a white . )
bHEK§B GHHPS rPrpRebWIt) g'é%aaf&%n&@e fgedhack lqopprgtem. Again, this

r. .
R B e B RS S o P g UMl AR can be biased
wdrivntrustwepthynreyartaus @speetsaiRe-weighting shouldaalgrebandorizan reflect the

ddresses, perhaps all_addresses in a dictignary or "
%ﬁﬁégﬁ‘tr"&fﬁ ‘B‘éﬁf‘?t 5 'rfd%erF‘ilsasu °Eh ﬁoaﬁ%fmn%ﬁy &enﬁéaim‘as‘sljam
tiggldpi ques in order to find valid addresses. Any
email sent to a honeypot (at 504) or any email not
f r om tlhedfliégian sethecpen filtedi aquiweaitive fidier S@d)e dreated and employed by

[ t208). An il 20 add . al
0B Bl o S s St e IR S PR BT 5 Enie
rRG eI Wadail ffired NorBRABPRN A1l Fron® A pbAtAEshIBE cbréMint is almost
(at” 510) but all other mail is considered spam The

spaAYS gdoderd sramnms exploith dhe weleBr bl minigkingtanzspact of the good
Nnt%er:r%ﬁvnet‘ rmailtiqul %aslss%gl eCAnc%q’ﬁér%Q%%ﬂelsﬁ Ithﬁ? gltre%égﬂmgl%g i(ntéef:)nél?c')’ggﬂa;{ tricks

or otnerw se ose e use

| thasdedbivk s§@inlby s2adihgSmhlltatndubisiad gpad triaflSia FiPSaddddss. The
be repeated with other suspect nerchants and a list 25

daehaek inondpaimelg alassify HHs w@iéraé, gpethnafnwhen atispeh e tha spammer

SglLRnB\5h O B0 4 IPRABLS.  These are | ust 2

fewt es of getting emall sent to honeypots
whi ch Tian, thalelryntie: filearmstides ephr@dmn positivp feetinedebeing received

there _are other alternative ways to get enmail .sent. to
HE R AT (82 B §Y Bem coer de PR Hﬂeiaalﬁ@f. Btogifakdata.
hﬂﬂ?%ﬁ&ﬁhl@%ﬁsﬁn %9pd SRPRIGR d ftheSRBIL B ndheh 8, TguliaBtines it until

source of legitimate mai |, the data from'honeypots

caffident poHiyeswlisl axei dbitainkt efbreaimodieg foedetivarcdr thakphe mail as spam.

S ST ) O 0 DM ORI T LS St s 20 e
address, for which it is not known or certain whether the mail is spam or not spam and
such will not be known for a while. Quarantining can be performed in a number of
ways, including provisionally marking the mail as spam and moving it to a spam folder
or by not delivering it to the user or storing it somewhere where it will not be seen.
Quarantining can be done for messages that are near the spam filter threshold: it can be

assumed that additional information from polling will help make a correct decision.
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classifications can be weighed differently. For
exanple, if there are 10 honeypots and 10 users who

wanev4poddied on 10% of their mail, about 10 ti MPETAS2004/005501

much spamis to be expected fromthe honeypots as
frompolling. Therefore, the legitimate mail from 35

p@hdraminiegeantdsote dteatheatmady stmilddmédsaRs RS rodbivBd:asfew of the
the S am [ ;;%)or der to.make up 17 WO 2004/ 079514

e e pollingswih fh@efrﬁ%@h?ék logp; et irgtedined filter can be
hge@V@%e@a§@1a§ thépr%%aggélvely down wei ghted. For

exanpl e, about ser's mail is good mail and
about Iﬁ@%imrbmtm buiddisp ﬁltersTiﬂne feesthaek Moop wystemas d@fibédherein can
ots. Therefore, it |ooks |like the

t he hon
ﬁ’&rﬂé B toeviglpiatey! aéfweélp at 15, parametepy ofjthe pran Hlers san be
Nehed A4SfeedQV0Fdr @xé}ﬁﬂl@ra hReItJE %‘aﬂleWug I?hlton | ne(g{ él?tcotflast night.

rati os of spam and good inth
tm’réerhmde;gybmtal@aiaw that Codnﬁmnmh@ hzttebhsbyo @Sémiinel elfrdjleates of the

Soan T Pt emb iihe B caeisR o BB the Freblpop can be

Syede deleBnie FalkdFbMIRM RIS aRAThic§ bpfh@tsﬁam jfﬂtbf NF&N&ample,
f eedback | oop system For instance, there m

TREW votspaan bpiakeroand t@v aanaﬂamtlné)etmn airbughszepcseritml fxzale]t to

or de. i t throu
TRl PR e SRETRA R 0 5 TBE bR A e pecd o one
faga @Pﬁﬁkzd (8O BiltsY SHi€Mrenf\Paiathetdr @btﬁn%ss&lﬂlff@reﬁf al3Hdins can be
shoul d be down wei ghted or weighted differentl'y since

irpangigly peapmeenllydried by puidding eveval ifittetsaedchione asipg atdifferent

B R S TR B SPA H5, B. ve

tresulte pa bé Etgnpated hﬁse'le%epﬁlﬂest&&-o‘{aﬁﬁm filt@ak Qfeters N
addition to the spamfilter, quarantine filter can

be cr ededacdbaek 19‘?9 Icay bel ubyzedtfﬁébw%%ar&@qp@&ﬂ@n@@tsaﬁm
Eﬁﬁregéé"é‘ ?H&ﬁlPﬁF bt LRG!S (iR E?esal%gs 9(%65) angnl ﬁaoiﬂraé#vnxg s h as good,

negati ve nal eatures or exanpl e,
o putedrat asti 90 perd; bentThese Rdtoomtbe2Bed fovapsmdiiegding A other

spa r exploit th system by mi m cki ng an aspect of
R R R TN TC  7
'b%ﬂHﬂx%ta BIA&-FRANNES aa@,teggeg mﬁ%meptt% ggégﬁtn%c% {;ﬁﬂf ¢Edha ‘éack

system by sendi ng snall anounts o via an
aokir emsilsoltieaused eeildtramlatel thepcdosats f spanmtms Fof yxantyls, if a

TRipicpRR s8R AR TS Rt Mg o e PS8 D Atomatisally

thbafiedasiailarReiffalgakt®ful FAohfafSarpe AArEdpoHliBe f&oéla}geveﬁnount of
feature is bei ng received in nuch greater quantities

tShaim, thh doBpiy eemaibpipyister can bmawttmaticadly sotfiedi st or i cal
dat a. Thy% % %%Hﬁ]%& &h aerchci}Iecf%%ssthntc%ﬁ I]?{S% IliIJ? CI o eérileélﬁ%heefeedback

nmessage an quar ant
pedp syi’steﬁm Ofe @feﬁa;@m ardmedctarf 9 kevedpasiNg vhg HReQlebotfed in Fig.

Q/'r errtlla]rﬂI](e ge?eectlgg Iplroc(r:algc’s I?a%ggr]nn g when the mail reaches the email server. An
alternate architecture is client based, as is described in Fig. 6. In a client-based
feedback loop, polling information can be utilized to improve the performance of a
personalized filter, or, in the exemplary implementation illustrated here, the
information can be sent to a shared repository as training data for a shared filter (e.g.
corporate wide, or global.) It should be appreciated that the following architectures
described below are merely exemplary and can include additional components and

features not depicted therein.

19



10

15

20

25

30

35

The quarantine filter can also be enpl oyed when nail
is received froma new | P 30 address, for which it is

woabodkngsamm or certain whether the mail is spanmPor/usedo4/005501

spam and such will not be known for a while.

Quarantining can be perfornmed in a nunber of ways,

I ncl udRdterrig@oinsiodrigl 6, yher@lskilngratdiean@icmphsy sp@ialaNétk diagram
novi ng it to a sp am f ol der or by not delivering it to

tHa egc&acls}owtt%cﬂim@eum a sBertviiResdaralEactire + Aiekwork§00peprovided
%8‘?{&111 E%}t{?;% o‘f%%!ﬁ?wda}%geﬁcfn? onl B RBR cgleh&%toza%& and 606

near  t he spam er thres

t(hiad dewtsted aOOBIENT, GLIBENTenN. CLIENTQkheregN W 4d integkbgreater or
make a correct decision. 18 WD 2004/079514

g 68?09)4/7565‘53@101’1((935%ﬁtgil?hah@méﬁlﬁn’&?%@l BEWEBNE GiNbsich as the
TRi¥he | dial WAW?&%@%% Ne?w&?? qlAG &L?ﬁal (XE& 1QLewh 82@6 pr any other

messages can sent for pol I'i ng e fee
Irmomrka‘ndfl gimatioret nathisgdrtfcular @nplearniaon LmeSMTE (Slmple Mail

et D SR e A B o B ol o hrovice s
ci@ﬁ&‘ées @@Q L'AEN 810 AARmalSeMbt Bl?@ﬂar&tﬁleﬁyé’i}s E& oh *El%rﬁ‘ﬁﬁﬁ 610

I's, paranmeters of the spamf|
tmueta”dcasto ﬁ@egimivayF@S texantpblend prddebs mcommgtandlon%d)mgmmaﬂ of

t hrough m.dnjght of |ast night ni ght,

b S ShEantoe: St Sisteinge o0 S s freribcidibgped on the
rLam%lgfto hdt@ss P& fhe |rﬁeﬁfseﬁ§cé%%8\@lﬂ&ﬁth%{%ohhe users'
classifications. Further, the feedback | oop can be 10

enpl oyl dignd @02 invilydss fgbuteal posiessiveuEn (CRIA @i thatteestrols client

eotiitan TR LB BRI Gl IEGER. A6 QN6 Lprecutes

fihdthefioAgin cdBhkiBh RBtht f6vitileSRy RO Sic dnkr ate @athCh
rates. This infornmation can then be used to tune and

cﬂ_ﬁtheﬁflg/éeqdhéch funeteons depdribed énltelr@éﬁmﬂ@rmstetmpn@mcmde but are
ql'o]; gmr[%(q&%gﬂle[g d{coapdggletglgzgﬁogg tl‘1a nelég e%(li ”ﬁ%fyﬂ%‘f %68%&05(%00})

dnétﬁ@roedsgy de@cﬁlﬁﬁdtdbbge QF leabtgay iok amof tHe BbtcAtRestth& can be used in
| onest fal se positive and catch rates. Thus, the

ceEhinasiop sherewith fnraddisesinpclicat apd mesrazaalection, mjhnmmessage
fng 2 Eéatf&gr &k I'e?%ﬁron é] nt Fe%qgiﬁf}karldocqgssﬁ%gugf V&Ld da 151% %g\rzvel ghing

i ng and populating Tist
abd dhatiarfeono md]i‘n'ib.ls sturads mtledmg\t\lw&eddmsk dbc@ﬁsyswﬁmslm’m filter
alwa s vot eg ood, .or_voted at ﬁgst 90% good,
P08 &N 1Rg) QARG RS, FEFRUSP QA SR %laﬁ,.ews apfpmatic

%Hﬁﬁat%ﬁ HRYImmER ot ﬁ@ﬁe%tlv@{)ﬁgsza'islggfx}ah rpr@\ggér S?ﬁﬁer interface

voted at |east 90% spam coul d 'di ng
1§16 dkprowidedtd @tcﬂmate adadmessesod witnthCEY Gld and chipit dperatmg
can al so eusdtotermorhae

f |
SRty spOE b EE AR crd Pl i@p A ik efiring Yol on b

msgag@yl ar user of an | SP appears to be sendi ng spam
the I'SP can be automatically notified. Simlarly, if
a par tA suUnRingoyehent magsgeges getrle@plcfm@n Isheesecor 6@2 can g@selected for

%%ﬁﬂl:%a : ca%? y noe?%%tci)r Od %as,sages are seiecte E/il odified for pglhng if

the intended recipient (client) has previously agreed to participate. A message modifier
622 modifies the message to become a polling message. For example, the message(s)
can be modified to include voting instructions and voting buttons and/or links
according to the message modification descriptions provided hereinabove. Voting
buttons and/or links are implemented by modifying the user interface 616 of the client

email software. In addition, the message modifier 622 can remove any viruses in the
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There are a nunber of architectures that can be used
to inplenent the feedback |oop system One exenplary

wanahireature i s served based, as will be descpCbas2000/005501

Fig. 7, with the selection process happeni ng when the

mai | reaches the email server. An alternate

ancﬁslsilgee ¢palling bsd odi-pollinh asediges defse dregard bgthed or Fbvinloaded for
. Elent gg%ed 30 feedback | oop, polling

Vﬁ?%‘ln utilized to inprove the performance

of a I I

ol er%éﬁ’t"i?f?‘?ﬁhfeﬁﬁaé? 1 i Logr Bl e sPon AR TR 602 soos cach

beessageton p oaces hathesdmeepssiges specadlytmaked ﬁsgpcdhngmﬁamages and

hared fil.t . g. t , bal |t
IR0 Be ety b Setea i HESTRG iplemsuigTeihE AFr 6 i wam
qr(??hﬁﬁ Qﬁ«%t%h M yAE sHRRE ﬁie)fs gé‘sem&@%e?é}ﬁi ofi& th@ﬁ&ﬁggﬁ? message

ditronal conponents and features not depi ct
tandtled otherlio thap R iRIMOFA s AT TRCTAUS200A 10660 in several ways. For
Referri ere.is. illustrated an .
s oS ol tetesSasal bar et e et Amad g in a polled

s8R e Giste | E\l@rrﬁﬂu'v@l?t the @ﬁ@rﬁ 600 Chh S8R 4 RiditfdrAPiRhKe i in the E-
600 is provided to facilitate comunication of e-Tmall

tMaihpriverrday dHtermtivalys éle@lhﬁretrﬁ()@ 080 3hovg Bk, usanehchOdessAge twice,
(O%Icggs éjrelnrot id as CLI ENT, & Ely'l'éf CLI ENTN, where N
iCUCE A § AP SR Mehasat e e Bylaied {9y . The net wor k

can bepoltigy ebdls 62618aH BE 6t it® the TIWMBN & af EHRN t@h‘@ﬁ'ta@z?se 630 which
the internet, or a WAN (Wde Area Network

(e ba ronti sued\st sigre ipta feom apg/clisoh er fromemmr&an one client, depending

i on
G 9l gl R B4l 8 TP, g e
®08 sion¢sepdieemetsagéshpollia vauks S0Rell 0s Mie¥dpdeiveMIiRniléker
services to a LAN 610. An emmil|l server 612 operatively

dnioppaleRn- dirlatnd COMBPIBIE cap be sPpked to analywe yah évieymapg such as

f
5SS oA S AU RO DG o
and oﬂﬁﬁ chere satisticsdiVaypidstieh technliques chibe ehPlolyed paiciesiarl@when the
the mai] services.provided_ thereon. The client,
6% ﬂlﬁaf (o8 fhesclignic g Metpng is ﬁf GREUQ- PSRN ganpse from anahzing the
GARIEPb Scdnba &R ons! e AARE §F&a‘1|1%ée‘tﬁr8g@ls'6%hg @fmber of messages

conprise multiple processors executes
ipoBed fartai panscular userresers oritemiativelyy aliddiiog teahyiqods dahde

dat th / f eedback f
AR S Ch o B0 "R G R i gl atabase

a€be BRAPIdyedid AdcHife le%ﬁﬁngﬁ@&ﬁﬂ@ﬁs'@ﬁ% H&ﬁlitﬂ@?hé lli‘ﬁﬁlng of a new
execute at | east the basic feedback | oop nethodol ogy

aad/er ilppr@vehspaa filigr. | east any or all of the appr oaches
ombi-nation t e

h
adiar o RG TR AR ST oS Usbitpo Hpreinabore o

Besagal trab diffliee athidhns fp@i@@@h&&i fthé phticGlal Ent(s). In addition to
rellablllty and classification validation,.reweig

ng
athaiaassbeen gascmbipd.ianalled sigseags sebbardi2g gan insexfessdesen the CPU
l692Rn G YR R RralSRRDaLd é3tOesruch that aspects of the polled message may be

removed for a variety of reasons such as data aggregation, data compression, etc. The
polled message scrubber 628 can flush out extraneous portions of the polled message as
well as any undesired user information associated therewith.

Referring now to Fig. 7, there is illustrated an exemplary server-based feedback
loop system 700 that facilitates multi-user logins and that obtains polling data in
accordance with the feedback loop techniques of the present invention. A network 702
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optim zation and tuning, quarantine filters, creation
of spamlists, and automatic notification of spanmers

woQod4ve9si4r especti ve | SPs and emmi |l provi ders. PATAS2004/005501

interface 25 616 is provided to facilitate
conmuni cation with the CPU 614 and client operating

SY pioRiaed us facilivate coRfnilidatioh of 6-aihil ©dtaad dfim bl @CHBRSusers 704
the email and vote on polling mnessages, A sanpling of

dﬁlsédﬁnmw 78415 V&Re dOdor. orADIRISER e f oy Whare . igrenijmteger
S0 P g TP SRS B n p

t(m@N)rshelm detheligeinet, @nh WAN @vidy ArasNprveorkRUAN (baakacka

to participate. A nessage nodifier 622 nodifies the
Miyage @r&w&wequbppmf@lrmdgéhls paiticalan iplemertggon, an
TP Sl MR AP RCICED chfhula] ST HPhiRfhces to the network
areas grovidd SMiliPsermssage LNl {2.cAh ieonildeser 7 pt bpistively

pr ow ded her ei nabove. Voti n‘% buttons and/or |inks are

W%amtw #GS thile lgéfgwav Hﬁ%.ﬁq %%roé 5 processe
%&d&@hgéﬁ%gg@ ﬁ%%atﬂv@{tﬁeus!epsﬂﬁl ition, the message

renove any viruses in the 20 WO
2004/ (Ie5y4e RN 0IAdYd AOBplllogmenpayBty upbthat ngerand message

Pl Treraze e ??Sl%g%%ﬂgﬁ?sg‘;&% isng (120122, 724) takes

GpﬂRJqupégcﬁtd'lfP&enttd%@r ﬂﬁﬁ@lbg@i‘nté 18 s$Ham 7f009 h‘th'uE‘ 9h&t i€fbvided a
02 sees each 5 nessage only once, with song nessages

specintfage 120 ttmdpxaserm)a lqgngscmsaag)eﬂ of dwcboo{tﬂp poatiessoof the
ti but t t t
tpiirblie BouhaRR B oF iR S BT Azs By LeEPigGiebetore

RS §RIT4 ki SR essMEbEN: n@H@)%nh@rrieE@%E‘@ Fls, WRES AGest udrd04,
the other is the polling nessage hi s can be

i (WpERarelmcses Goraceesy drcamcsaages., thedirst userstOdnbags inthéhe System via a

R b
BB etiteh2® RA FrEARs o sk Chithhelol Rty 3T Ao o Biffgome and
Clakb&drd 6 O2CPBITIORER@ RN tiRtitiéss Mt mARSSRGH oW the hﬁar Becess, via a
Mai | server 612. Alternatively, the client 602 can

ShevAgerrenyBRHCa narpRHeHing de-gwp &l clisnbdo aslyzn firsk wgr inbox
gg@%g% and once in nodified form Polling results
can e sent to the CPU 614 and then to a dat abase

630 WhWibn ircamiiemaid iy teggivebr the stcasapedaivar 714 mme(ynaee randomly
client or fromnpre than one client, depending 15

t%“?@cg’éﬂé@i patling hichdaeaRs thabat leass ong plthe nfeé&gsatsktagged Tor polling.
af}?éhhfeﬁ&éd%@ <Hi®) GﬁtﬂEE e@altséslagfseaé%k%& A ©eRMnlile\Fhether

nmessages, 1 ng resul t'S as wefl as the respective
ainiyemb of ﬁmrrempmhtsnsmlso enesiReitat s;xﬂm:ﬁgtpmgemtls Reatipiyg properties

| oyed t ze such infor such as
d@ 15¢ Eb‘%&lﬂ lancga@g,qa;ntmgg? ﬁ’lel}glgs[sage serverc}14 or on any

tJtHétc%fprérﬁ%?ﬁle(s‘%/sﬁm 70058 rapﬁﬁ%bhﬁ’t@t ioMee @32 eterrAMEd which of the
other client statistics. I dation techni ques can be

anfshdgdorgcipiants arelaksolspamifightetsae copy of their respective mail as well as any
other information regarding the mail transaction can be sent to a central database 734
for storage. Messages tagged for polling are modified by the message modifier 718 in
any number of ways described hereinabove. Messages selected for polling may also be
specific to the user 704. For example, the user 704 can indicate that only certain types
of messages are available for polling. Since this can result in a biased sampling of data,
such data can be re-weighted with respect to other client data to mitigate building

disproportionate training data sets.
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20 reliability of the client's voting is in question.
Suspi cion can arise fromanal yzing the nunber of

woaniqeagiiet i ons, the nunber of changed m nds, asou/usSh®4/005501

nunber of nmessages polled for a particular user or
users; alternatively, validation techniques can be

enpl oygds §@nn@gef Yheusling HBssages daalhlse tarpmfmmed atdhisaime or at
stored in the central database | oyed .

can
mmtherenmfebfrfﬁrqige pelélﬁaur%ﬁé%ee%io‘tf@ ﬂn Oétoeelfqalévy the user

S R i S Gty
d@ﬁv@fddh@dhéh%ﬁ@cﬁa@mee stisboxebtvaiah anmdeltqt@d 75 INHOXt €32, INBOX,

whi ch | d h
Aot GYBDS T atvhedhescen HSBer et POy Iodi Ristes g golling
S C r bg{ch g)?)ﬁgl%tqg%§s§é§ei%glgﬁgs RBtNesRe B8N §E’Mton§ b g]lﬁk‘éj which

cen such that aspects of
mbxh edentEbbRgR UsBy cbieerd6s informatidn faating Wwdhd mlyng)fnessage and the

reasons such as data [egation, SSi on
I IS T SRR S o
%ﬁ,{%ﬂﬁgﬁ{g‘opgﬁﬁgﬁ&%@f the polled nessage as well as

esired user Informati on associ ated therew th.
Ref er Me&mgeqwlltresuﬂ%ls gdenpredtds éﬂES&éGiEl ROk r B0 MEYSAGE POLL,

FAE TP SRREHGRRER ) SEIhacnde PREPRYBLEPR St e
gﬁ%ﬁflbéﬁlOﬁ%@ g (f)@flﬁi@'?ﬁ&sz‘lgetd? 1bhgsdcagstbmetewidopser properues) are

techni ques present invention. A network 702 21
thm/c@ﬁ@ﬁmm@sre/ WM@ammblnterﬁ@eﬁAQWGbﬁLﬁé\l 712. The

P B TR BT bRy AS 008 B e
?%ectlve wRed t&—@ﬁﬁ?'tg RAdhinyafendNetBnigiesi tobefié or ogtiraat amew

or equal to one). The network 702 can be_a gl obal
eodhonipravédspanciilie 425 Homegr, $eramivasy aplor ssewitydeasogs,

S G L IEE b N O ot

'}gEﬁPd t8 mlﬁlrk;eﬁirhl(l{htabaﬁb 7M]de7r?8ﬁ@h gerldpited By ﬁlesfsEn(s) 704 via ;i)(ollmg
rot oco gat eway server interfaces taq e networ .
7oR alsp bp pegiegricEMPsERYiFRL Rt Bhus. g [Awamiﬁvldkﬁ tp ransmit the
1{ ver. 714 operatively disposed on the LAN 712
erraces to the gateway 710 to control and process
10 i NCKHEinew 1 painedi bgmi fitiersTRi dan ofient eedistsibnisd TQathemyeavers (not
system 700 praqvi des ility,s

chandesrelolrotss sotbefe frat 3o R gluHE L AN 712 0n
gbﬁlgtb'aﬁg F:ﬁ; as WiEh TRSW 20€r RAVhildHle, CTtBE: by/shécifil 2équest or

l'ace for each different user that l ogs into
td'mablﬁzycﬁiaheyn FoGexaikiplrs thet freavest spgmﬁplcw icaie e autoppatieally pushed out to

interf 6th esent.s cree f
B8 opAo R B Aok Sl R EE R Jop o8l st
S¥e @ﬂ@rat@& ASuTIERWeE §shm FiReBNGlagedablseBS@QC, iafeshatisiepreviously
profile before the user 704 can access his or her

i oteainedhapdiessagersd tTiain a filiencap by diseardpgdeqr digppynted depending on
the age of the data.

Consider now an alternate scenario wherein an organization devoted to spam
fighting makes available a filter shared by many different filter-using organizations. In
one aspect of the invention, the filter provider is also a very large provider of email
services (e.g. paid and/or free email accounts). Rather than relying exclusively on
email from its own organization, the filter provider chooses to also use some data from
some of the filter-using organizations, so as to better capture the range of good mail and
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(USER,) chooses to access the nessages, the first user
7041 logs into the systemvia a |ogin screen 728 by

wenv@warsgg4access information typically in the Pormsed4m05501

username and password. A CPU 730 processes the access

information to allow the user access, via a 20 nessage

%%E' UL CREHRK 300 dys@id Ateb&itd, he?elﬁ%'olve 64d 858 be &M@ployed in
nly a first user i'nbox [|ocation 732. Wen incom ng

sl 2 aress.a@gmxzr@@n@lrscmeelmshqg@ a seIveRer Chient- b&Sﬁ@yrcmt@cture We

t£ d f h t
stk B PR oSl B st Al e By Hopp e
bittee&l etk Q6h P bRALZEN ok thé hiRitdrRQY 6L aARaS@UAR] @llehe components
| ooked at to determ ne whether 25 any one of the
resgdipg armns of ﬁmeaias@claatu@sfidgqﬁ apiad oswmaflp@qnqxr?gna}s efn general, the
glg)% = %g%?]%iaﬁ%lg 8¥]S | e?nclud?:g Ia%?%ui &]aQabsagé: %ibé]‘%? [}fé%lie?@r&f?&r

e nessage server
o hefal; QERPAEHI: rof litdied &y, H®ial A0d age appoRnéBige sefee

it is determ ned which of the _intended reC|p|1st are
éﬁrXé@’n@lb a5 gase maickame ppidsr Witka ope P@gbﬁéf‘cmfivéde fempapies. In
pﬁ%ﬁasgttpg nl%erngflg il dbt%z&r EIOBS(S ?tg I %&ga 1'3?6%%%66%%&1& from

I'on can be sen dat ase /

9 owatcRk@gRrs. Massadeg b agg 9@eétarf thmi;dbjemgnazeﬁtmm tthafnn@data sets
by the msssa%‘9 nodi fier 718 in _any nu ? {) vw?
arydrci gsaeraldbasedmopiormyiien sigesd Weindintesrpl dglabasg| (8 dree e

I/ﬁks%gglgg gn %qﬂﬁﬁfnfa i1 Gr M Qﬁgé’ﬁ &5 wéll4s iff8fmSAArRired o one or

eue canlnlcatet t “only certain types
MRS6 agemabdaataned dsadliged otthphd i‘CISpEg:UVSBHCHlai mrssers,alfnformatlon

resul t |nab|ase anpling of data, . data can be
mmsn@ﬁpgahe\,ﬁ)qtq{n Blggftestcgn gff ﬁ%rpmélmcg t%g{ednttebna Server via a

Stftle Of -1
LIRS AT S RRBRTIS ST A\ idin

secaniyuay  Oftinidtely golalfrony theessapaslatabnasea Icsmbbetﬂp@dft@ tracnew
.S t| or at any..ot her nme,before.t [ling.
Sharb ers andins P Siva eur e e TR SakFuRe's. ofhin the
Bt R& oM RARAR Qs iRl ORRR tHEDHickd 8 chailkehiee
appropriate nanner, they are 5 delivered to the

r es pedihievdata fewn 'ose Privoxee thh xhmat datehases ShauldsngIngson least one

&Egﬂg@gglg%g%g &J%Ha’xag n?.%ullggqx sﬁ? at%bnwgsreg ol]tfPSXatft‘)ﬁ%rgfertles and

RIoBELE SBitistRAC Mt PP iseg Eﬁﬁgﬁzﬁﬁ of iigeed ord@Savieyuge dor 1h €ompany. The
voting buttons or lin which _when sel ected by the

l)@élflg sigtistinabdasa facHftee ﬁﬁwrlawmgeweaﬁblhgv efghe H]éorwtllop ggnerated by
sage pQl
{e%ﬁectlgg g%&l agn%saa% élngs %ﬁ%ﬁ ngg li’%—p IS% %}%%ﬁ%%l?%tteg aﬂﬂlg, t]}_18 data
\fﬁirh Bfe &UEbMt@ﬁalldamlesds lieonepanies Veastrge-wpapbted eswkighted

CLAEN S LA o e
rSEHLS LGt %s%éﬁ fol BeliablIfRy §ﬁift§§&/bﬁﬂmé§s Bing PRl Pidation

nessage or assocl ated therewi th, user pr operties),
aechniques as described with hereinabove.

For company security, privacy and confidentiality, the information or data
communicated across the Internet from each company to the e-mail server, for example,
can be scrubbed, abbreviated, and/or condensed from its original form. The original
form can be maintained on the respective external database and/or otherwise treated
according to each company’s preferences. Thus, the e-mail server or any other internal

mail server receives only pertinent information necessary to generate training data such
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sent to the central database 734 via a network
interface 740 on the LAN 712. The 15 central dat abase

w@2dosmassist ore pol ling and user information (7ROT/UB204/005501

724) fromthe respective users to apply to machi ne

| earni ng techni ques to build or optimze a new and/or
iagBpAN efssifiedichs, | seder GbhairiowRieehamé WonRht y¥Rrayssagd/clissified as
secur%miy reasons, confidential information can be

seaBval 189 k1 i pped out of the information before it

o A ST O L BHTER raion

Hecdbg e ©Gaine800 whereshahtestal dahbﬂatsérveﬂ'ahidan dxessal mail server can
bandwidth is used to transm.t the |information. The

cemunigasg #kexs fangerdajabase REIMALPN pHENauORK; te {3Gaedhe

t
SRS PN TSk P b R Ay S mprove
apamifgersndlizasystem ddhcladeswd daafasaommtefrhiltrﬁafssé§ server 802 (e.g.,

avai | abJ e, either by s uest . or

%%%%?4 With pi leastgpe mﬁwé an5 AR %fﬂ@sqat@a%ﬁﬁemr@@? Dy to the
kﬁ%tlﬁé‘t)f)ﬁ@tcl"d‘s@lolr an%§B§9 Qith, the exttRAM ARG/ s9P JHBHR: internal e-mail
aval | abl e for downl oa |ng via a website. As new

tservien BOvfredpetctivelg tnsainiainethgie nematagdbases. Hhad id, thea@nallsmmr 804 is

filters der dat orrmtl rev ous
Stk R rORiErtee 80 Batsn e o BR AsgW Sphm filter
&8 C 1hE0HQ ihelx3GaMNRERL S Q@P%rh@éd%%t&f‘wnh g e%ﬁqa@ﬁat%‘b%e 810
data. 30 Consider now an alternate scenario wherein an
ovigelntanehd enpldgedoodtiin of lsgshane figvgpdm filtemkisasavedl asabe epam

L shared b di f nt f| ter
JpishnbS achaR ety S eciskl "B & ! el Do Ry g imtormation
fstdré@bn EHe@xtedAl databades1 0aaM BE Yitiliddd® thiPMe dB4m PiteLBB8 located
services (e.g. paid and/or free email accounts).

Ratthe p-MAIYE! yi ng exclusively on email fromits own
or gani ' d t us
sone dg@g@p% 1&1{ gg)ré\hhédetro fg{ ﬁ%ﬁltef gqngrﬁ@r? 8&?0% fqm% BAHCE and
dfrcga hezateren 8-m&Dseager 804 had be¢ op@ptheerhilenésa@eseﬁzfers 802. The
good mail and 23 WD 2004/ 079514 PCT/ US2004/ 005501
%Wal PHYCH HSOBROREN S5 B cg%t%&qné@tlgg@léystg@d)perates in a similar
|

IR BNE oS L b a0 REdBI, U5 Syihn GYE T upro). For example
a¢hé¢ ewrtsapa saderdOZhexttentludataba¥es 10mdd filoal8l1 2 t:hnebé ldchted on aLAN

vi der,. .who, aggregates data from OWn users
RS O RO RIER £ BRrduie GO U AR e BihG IpRa Screen 818

"als R o e bRk 9p prdld &ﬁh@&ﬁnﬁﬁ&x‘ o) Pzﬁm%‘%?ﬁ@xﬁe&t a required, to
residing at one of the participating usi ng
engagd ancshamaed wser proide beforenthg gparfsdlcan adgess his or her incoming
Cross- or gani zati onal systemincludes a nmail database
JB¥4%Sat the filter provider (internal), such as,
but nah thik 8&dbdsed syIinTBInk R Mbr® AR rOldchBiEe aﬂﬁ%l%@@() USER
servers rgéext ernal ) such as those which may re
V&Zfzhvﬁim 4peamipg entp Hefi sysgomat thosammiime in erdert@ makegise of the

%‘?%blé %ﬂ'sé‘rtevlencgé‘ f‘inf QE%&, %ngg‘% Est B8 B0 B0 SlBE&o access the
messages, the first user 820 logs into the system via a login screen 818 by entering

access information typically in the form of a username and password. A CPU 826
processes the access information to allow the user access to only a first user inbox
location 828 via a message communication application (e.g., a mail client).

When incoming mail is received on the message server 802, messages are
randomly or specifically targeted for polling. Before messages can be selected for
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its own custonmers. According to this aspect of the
subj ect invention, training data sets may be
wgenewoatsad based on information stored on an i RCEMUSA004/005501

dat abase (e.g., free e- mail/nmessaging on a Hotmail or
MSN server) as well as information stored on one or

AL g,%f Bhdakd datAbas 68 sRpINCERE eiksWkhatehOmparaas hispem-
xtérnal servers. Information 15 mmintai ned on the,

Bytiter mat listao dbesese vdethse a8 ARLIA] areeipienss isHdsq hiestgraled

Sy prhetst: SRS e ekl PRE RSyl con e maaines
%1? ARMMAYES seHel BORIRLD a8 1@, bF Sty ethexdodipdaknt of the system 800
atabases can be utilized to train new Spamfilters

anap/poopriatpr One ibjsi detdrminesyelich pf thedrtendsde@pients are also spam

ternal e.g., Wthi . j

SEu8tr Teatesifiefpreraisrt hb o ERREE Kol iGRR s ket s
fenIs ARE oBkr HBGhalibn PBRaigXiEes AR maiRtralasten cidielsdnt to the
i nclude at | east one of polling nessages, polling
deglhdse §10cl assi fi cations), user
i nforpmtion/propert.i . ' tati.std e :
ooy B POSRST b BRI AL b2 n
FRRMB&NBE. wahk @escrdeil RerefitadbVes tingrhctidat aurfiqud idettification (ID) can be
determ nigcgl reliability of the information geazf?]lra ed
BpigneAd0 paskineblin g messann AhFacs sRam\iiahferandigriy g 'H?é;‘mg result
bi fy e . . :
AT B A S APPSR Sp LS QOBARY oy ping
04n Yeiphoaty chdiséf ermany by sfecifin tonke wspartiveussi(s) (§20082%kand
ext ernal dat abases. Myreover, the external. entities
E&4). T esanla, 8,05 T ingicain haf P chBrip YIS S meSsages are
%%ifﬁglesfg%&ﬁﬁégéb', ARE428Bs sehEEBR AHESe 85thEesSHPARSI DMt fenerated

er el nabove. reconpany security, privacy and o
conf sidanpeafic messapbeisirafaighitd onl/ardigateie@@ mitigate obtaining a
connunic%ted %3ross the Internet fromeach conpany to
prsedsapneE A9 for exanple, can be scrubbed,

abbr ew};alqdanfidbhe HOMAS MSRchdet 040 Al SbOpdrirARl af GigWime or at
The original formcan be maintained on the respective

exy ethealimgdrfirate polldipmessagriswosalaadedardior epeaest By Hyg user.
:ancg Ch}gg%ggeasi vgpger eIfngaﬂ.gilg ?rig\,e\-;[igﬁrsoprigt%%lﬁh&altlllneysa% d&8tvered to

ecei ves on

RIS fekprefibe L QY TRiHoREs WEBSSEHshoted (FENBTHN B8, MBOXG 832, and
data such 35 24 WD 2004/ 079514 PCT/ US2004/ 005501 . as
INBOG 3%k mheredhenean besencaed fadrbing, Todaeilifatghgpolling process,
content. of ne LEi the Li
REHL PP fing ebRE BRERE 13 {ofelvcithe 1B oy’ Mfich Win
a¥RbRH & Yheli®Rs Teagrs ifaimaival relaing eeibaoking ynsdseaped@a the

where an internal database server and an g}géer nal mail
setlingreath Thedrmhaiicagh ROIHRY MRS AgfebeRPdiigd Lo ncorporate the

I‘{&E?é %H&é)l%rbrgiin?s fhepgiWwork to facilitate the generation
0 arning data sets used in machine | earning

t echniMeugagd golbresilts (depoted adMESSAGE POLL; 836, MESSAGE POLL,
838, and MESSAGE POLLy 840.), which include any information resulting from the
classification (e.g., polling message or ID associated therewith, user properties), are
sent to the database 810 via a network interface 842 located on the LAN 815. The
database 810 stores polling and user information from the respective users for later use

in machine learning techniques which are employed to build and/or optimize a new

and/or improved spam filter(s) 812, 808.
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spam filters. The system 800 i ncludes at |east one
external nessage server 802 (e.g., associated with at

woeeasiHo7ome conpany) and an internal database seCcvaIS2004/005501

804. Due to the 10 nature of the cross-organization

system the external server 802 and the internal

e- mai | For§RIvey redSéhs! @eRREHIpURY) daJ Bt & diib B&i i

dat abase?HTﬁ%t is, the e{ﬂrlgai* sg?\t/aer 8oﬁﬁpgﬂﬁequrmauon

dsdeisending iWietiollah message and/otusea beform @0 tb kaherdaroval &mabase
t he

in. fil .. Li kew
e 2 Sy 0L o s
datoabasevitit fecadtiticld th@Batlisase (R R 0} 5@%&%&%%‘3?{% thereby

one new spamfilter 812 as well as the Spa
gasludiedeedback padegiimgicwpaih Arghecipptaach eoentyeprovide a partial

i.nf t.i d h
ST oL itGmal gt b Beld AL BRSP oSy Eer End B encer's P
syéress.i AhetheBproenad, @6k seldiddBes8agBB] Juch 8§ MBke mAEENs good by

814 is provided to facilitate conmmuni cation of
iR 13t gipuidobemarked aphad hethedilier,malvies- vessal tosplieitly ask for

Q4 i . I assage servers 802.. The
306 RREIRRA o ERL R SRR 1 BRGT Uy SH RE 2pproached OF o

coubinatiog a}mfacﬁtfmnatess,yaﬁmanmgomwcg ®f bohfrledtifllih@Fmation for the
manner as does a_server-based feedback | oop system

(pér.t]é:.ll?atlpg ﬁ_len;t,s Wé’]dﬁ ,cgljt_mqagy pg:)yécﬂ\ipg data tg preinrths spagefilter(s) (808
280MeR1B02, external database 810 and filter 812 can

be | ocated on a LAN 815. In addition, there is

pr ovi désgr walidetion scitearet andh B1BosehitcriHea Heftimbave €8 dlso be

SCr e‘%{} 81 as é40art‘¥§)ﬁi‘ t he boot-up process of the

EBRHECh i Fadpeapany s ayrdlias o eagh user Wégmith@ﬁqmp@y,z?or example, the
QRGeS MAIIGRPGRLEGHEEY | [ Enibhs WSS

can ,acc‘esls hi sglor Shg’re [ ncoo%{)%wlﬁngggégggmweﬁ \%%rglﬁ}):e
slapsibieatias efia syweamsents)aroexduted frse fittel Wen@E e d'haSilter is trained

8 UsS 822, USERN 824) can |og into the
??55 éhrﬁ %at?a ‘frﬂlgﬁ SHEIRE USH(Yy %ﬁ? )‘f@weﬁé&t@r e r@grs thigagh the
meaddeadiremht bx 8o 36%s) th GG i RATS
user g82({ ?USER?%;ZCehOQSIZSS) tt gegggg%g gtg,. hltewggﬂn}gdgé g%géi}ed the
msesagey- sk thesrymizy of Hisggreemenss exeedys theeshviddevel) then the suspect

i i nf tion typjcall
FERBPT G aOa Slb S D PR e Sed s (aepAd 159 e
prtacsesselsy tdee(s peBaRSmAlYy Fpbasd b tk]@ﬁf\’alterég% eSfl" by the

ccess to only a first user inbox |ocation
ﬁ%@lgaé@ QH@BYT%‘?H d¥herrisea s users)i asn beeemgoveddromifitture polling.
clien | 24 il s received he ssage
ser ve?kgeaégjgeﬁr]r%\g gg\g] 'sg’garne@ el?giarr LRAGHAPESY 8&%)5 Wg@a}epgng

vaige tgebcisarf toinventipn iBelhdese rRgRAGEE 2C ahe REMPBIES I BHicludes a
for 25 V\De‘% 04/ 079514 PCT/ US2004/ 005501 polling, the
PIRESHFEF e pf Sysien gremosy R1¢.and arsysemens 248 The system bus 918
l06leinQ Joh R list to determ ne
Ry ehcRuE R oL IE but inflinloB', B MG Bieffoay gt o e
Rpeesshigginitifg. e procRestngidn® 14pcanierany @s varelisGahil e

I;,Hcr; i nf%rnptlon can be n;?i nt ai ned )
rocessors. Dual microprocessors and other multiprocessor architectures also can be

employed as the processing unit 914.

The system bus 918 can be any of several types of bus structure(s) including the
memory bus or memory controller, a peripheral bus or external bus, and/or a local bus
using any variety of available bus architectures including, but not limited to, 11-bit bus,
Industrial Standard Architecture (ISA), Micro-Channel Architecture (MSA), Exten‘ded

ISA (EISA), Intelligent Drive Electronics (IDE), VESA Local Bus (VLB), Peripheral
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5 on the nessage server 802, database 810, or on any
ot her conponent of the system 800 as appropriate.

wOne®/a79s514s det ermi ned whi ch of the intended recrmiseni®05501

are also spam fighters, the nessage(s) are sel ected
for polling and a copy of polling nmessage(s) as well

Tondiheft MercdndbE(PET), DRiveeyal 8érdl st USBY; eAdIK&in'ced Graphics Port
transacti on can be sent to the database 810.

VesTaAgeassanal Eempater Memsay Gapdligraatisal Asegisspn zbus (PCMCIA),
ThS 3805 @8%&{3%%%%9 fn[%rf%@é( (s@syyper of ways described

her ei nabove a‘unique identification (I1D)

can beTheagste@gnaemby Qaathlp@ésl Vol EBREREGE 920 S Ea& oRPid Mnemory
hter, and/or to each polling result and stored in

ohe." afe hevie gy OuPASSYBieB\(FIRS)onisning Hischasisegutings ¢o transfer
S0 6P LR w08, B RGO ORED B TR O

849d inkamvelkdrhemoty#22UFERy a B aDillustnationd hgditi lirﬂﬁ&ition

onI¥ certain tsﬁgs of nmessages are available fo
68{’ QlAg e meergory §§%§)§§1d§éﬁ%d M5 eHArE (RN progeammable ROM

Hec[%a%%’ g% Rfdl\qr(EFR@'M)S @Fearfcaﬁy gl‘b?xt HfIROM

|s re-wel ght scountedto mtigate al ni ng
4EEBROM) os Haghl mcngoxyf ‘dﬂhiﬂiﬁ minary 9§Oamnl1udfg rafdohha&ccess memory
i erforned this t| or

I I I
ﬁA'l\'%ﬂg% oSSRl © %f%dfl@n He IHOVRY Hﬁl%@@@@l@n ot
Mtl%ﬁdﬁﬂwﬁdi&ﬂa@@ﬁmgmb%rﬁq@ §ua§a%rsync19eﬁ&stm\4 (SRAM),

messages have been nodifi'ed i n the appropriate manner,
tdbregmnzrléAhlb(DR/éP\@dswohronh@ PB4 ($PRAMIs dpifley data rate SDRAM

SRR FRBANG 8aintof SRR FSpRAE s iy DR PR M. and

Hareb@Rirhbisat &M (BRRAM)I Ng process, each polling
nmessage i ncludes two or nore voting buttons or I|inks,

V\hl ch C\}Qm:pptgg)1@@15@@{1@11}dWemﬁgablg/gpnreg‘@w@lplg,t\@g},atﬂe/nonvolatlle
{g?tsto agj ! edfjlér 12, §e§ us{} tegqjgﬁexpagjmqeaxéﬁ %@) %ggl C ?ﬁsk storage

@Q4 mﬂﬂlhdds elﬁhtﬁ@ndnl’lﬁﬂfdﬂ(lb adeeqdeh ke ¥ @hdgnerdEikk @ASe, Aloppy disk drive,
i nks, therein. Message gol | results (denoted as

NESSIRE, Beydrive g4ip dri pove.Alas g@moam GaNESIAEEOTY stick. In
fgahln%ln 8&‘191{ %;81@%’? @QE Ip(fllctdlqg s%?z}é/ge' nqécﬁcrl E%ta}a?ay of ﬁ]uéotnlllﬁgatlon with

romthe aSSI I ca
lobhea sooadeat@lia trivhrdavd, bht nat Smltqdrtommptlesl) dlslaahevesseulh a§ e

he d k f |
SAPPHS kRO Ede vt CIE RO srorGbls e fon R D
H‘éd?ﬁtabléfd%wé‘%bhﬁﬁ\?\f DR B8 &gﬁﬁ%}gaﬁﬁ V%a@ﬁm Qfivd n@@b-%om
| C are e oye

use in machine |earning techniques
tTo fcilitae amm/ecmorocpﬁthﬂﬂmk s@ragewlevansl94 to ttrp sysveaal bep@ls, a

5. t‘{efrgi%%( 812 808ble nter e?ce\fg)ty%g)c%ﬁ/y%zg such as interface 926.

It is to be appreciated that Fig 9 describes software that acts as an intermediary
between users and the basic computer resources described in suitable operating
environment 910. Such software includes an operating system 928. Operating system
928, which can be stored on disk storage 924, acts to control and allocate resources of
the computer system 912. System applications 930 take advantage of the management
of resources by operating system 928 through program modules 932 and program data
934 stored either in system memory 916 or on disk storage 924. It is to be appreciated
that the present invention can be implemented with various operating systems or
combinations of operating systems.
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For privacy reasons, each conpany may want to strip
out key information before sending the polled nessage

weandimrouger i nformation to either its own dat 20BA82004/005501

810 and/or to the e-nmail database 806 over the GCN
814, for exanple. One approach is 5 to only provide

f eedbaciset enttReofntzaldaseinfédtiandhtonth8ddhmaer SRamough input
messages, therebpy excludin feedback on legitinate

deyire(s)9ist Heputspicendip msluds, BHage r&rtéwlﬁé t ap@ﬁltlﬁl%a device such
bse
BHEOEh o Q. T ORp LS RS TBAGOR, o R e ac

SRPNi@AEiBh,isBanre T\ @inectad, drgﬁﬂa:gﬁﬁra ﬂl.g(rﬂal vdided teos@a, web camera,
mar ked as good by the user, that woul d be narked

padithsylikend hesq Q“érOth?érmRHt@é‘“\?%% epnegt o dedipesssing gl {P14 through
}l%r?f}tgnyﬁﬁ@l@% PR Bﬁég@ﬁ%& SHidERe BH%Z@BQH{C%C for

Any of ese appr es or a nati on
thanglef a feaial port,al esallehpott i gimgpt.iand @yundfersal serial bus (USB).
confidenti al |nfornat|?n for the articipati

n

QUK I8 ViGFE) B EBRPRGAT e FMHAYRT AgPULas | tfiF%F?{S}?ﬁé Thus,
I

T e D
betpbbirdppidtied ftom techmpop iy tasn webht deyice®40avtus edapter 942
wi thin the conpany. For exanple, the. users.can .

e WA 175 S ec e SpBrpbst I5upf R Homitors, speaters,

hd Pﬂhﬁ%&eﬁndﬁ éeétﬁ‘érrb O;hﬁ deﬁ'cébs@ﬂr(f ﬂhﬁ@%ﬁﬁ?@sﬁé&aﬂacﬁﬂﬁe@@ CThe output
u

(s) are excluded fromfilter training. The I ter
iadapitera o2 dnclugsi, by wapiof ditstrafioroand e lingiragion, wgem@@rspgyld cards

d fi
TEE oA T Peits 1 Eondet B bE e MG P dSies 940 aud fhs gyptpm bus

wad! ¢ dBvE belresithatefhdriiRvidls ARBGAGSEmSs lof déVieespotiae both input
of di sagreenents exceeds a threshold |evel, then the

s0d peiput C&P@blﬂJGIS}% stch as seTBPIdEPBRUIEHES) Ot wor t hy. Fut ur e
messa on&pa St 15'0%1?‘6 tse 1];1 ra%'&&/%}ﬁgd grl;\%ngo;ﬂz& ﬁstnb%lroglcal

user (s e “Ifanua I nspec

ROARRE6Hs BYonk ke mcﬂ@feaﬂilﬂé eompdnéﬂ;r sidhl atseemot@rcbmpmes(e) 944. The
the user(s) can be renmoved from future polling

rRePEierioRpuissth) P4+ Fangbe TpersnabKIRPIER ¢ SeoF PORMERE nSEPIK PC, 2
fv%r}(étgig 1 [I%HH %c%gﬁog?és'eg%ﬁgﬂﬁﬁgcat ult§ e?tl%\tfg@oﬂ &T{u eshﬁlgon network

S’a computer conp i nc
piode esd thedikanardd t9fidallyainspgit e mame m:)aly oBthé ,elemmitsai&sgfﬁtedm:l ative

bus 918. The sten1bus 918 co es s stem
itﬁepmavﬁ%@9lﬂou§0rﬁ8qusm vt Oanﬁ% ﬁ@%
Lifudifdfed WHIP k s)99]444 R%t@ﬁ&ﬁﬁ@téﬂ(i)@4‘4rié Iog%ﬂy

can be any o varlo S ava| abl e processors.
rionn@pIdioEeBIPUET ammvma mtvoilpintareses 848 amctlhﬁn ebysulcraélsr

al so can .be 30 enp ed as t roce

Sareg i Cominagbuntoedion S0 NESEREIH AR ohe Phipmpasses
ol diEROR etttk ddicAGs tdal- aﬁﬁ'ﬁ@f%rf@y@mm ARIWId¥-area networks
controller, a peripheral bus or external bus, and/or a

| FEAN).bLAN taslinetpgiesyindnde Eibgr Bistabned Betadntsgigce (FDDI), Copper

a%]g{l]'lbuf ﬁ&%%% ffft%{ achgpgg ﬁﬁ\?mg&l&[ﬁéﬁt mdgefg Té.gsn l%llng%EE 1102.5

Mn@ftke BloaWaIN AcEkdlbgesd hecide Maare dotllieniekddo, point-to-point links,
circuit switching networks like Integrated Services Digital Networks (ISDN) and
variations thereon, packet switching networks, and Digital Subscriber Lines (DSL).

Communication connection(s) 950 refers to the hardware/software employed to
connect the network interface 948 to the bus 918. While communication connection
950 is shown for illustrative clarity inside computer 912, it can also be external to
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35 I SA (EISA), Intelligent Drive Electronics (IDE),
VESA Local Bus (VLB), Peripheral 27 WO 2004/079514

WwOCHI4d32004/ 005501 Conponent I nterconnect (PCPLT/US2004/005501

Uni versal Serial Bus (USB), Advanced G aphics Port

(AGP), Personal Conputer Menory Card International

Rsonfilr o1 0N Tk $aldRENA diware 886 s SRk Qﬁg&kﬁ o BESLRIS
Interface (SCSI). 5 The s;stemssr?{ef?mrryc 916 ‘lbﬁct:?% se?Work
vigleafatd @4Gvimatndgs, do0examuplarp purplosatsi dndy, ietenray an@@2erndiN€chnologies

A5 fir RO R he PRSI Y e e S, EAhushodems and DSL
Whbdunts, (SBNGEapREiseinddiBernstéligas during start-up, is

stored _in nonvolatile nmenory 922. By way of
i || ustifigt 1Qis a sghrinaiistblogkdiagremonf,a santple/cimaiting eneirordent 1000

. ' d.only . , bl
T T
eliest(9)i10a0] Thetk&aih €0 R dn e BERREAY an@br gdffﬁ'ﬂﬁg{ DfhYeads,

Vol atil e nmenory 920 includes random access ne
(PRQOFSCsynrenting dgviges) e he syrem d 800 elspambudes oBy omapreaderver(s)
[ L.on. | {1 i.an Mis available in
L e A
RAMetDRAMMpuSiyG dbvioa) U ThORAMEs SOBAMIn halRk Phieadiab Peldlns
SDR@M 15. (DDR SDRAM), enhanced SDRAM ( ESDRAM),

SR AP HICDSRAGMPELBRANE, Pressat ingentint fRembnpleRANe possible
CBRBAM cariEh R £h a%%i%%t’all(ﬁe ah?glsgrqgls 03q may ‘Peein tb% Fﬁﬂ}’t %fra data

renovabl e/ nonr enpva volatI'I"é/'nonvo

pudreagdaptatiiode tFingmit@ditetwighitabes mdre toyaePh®csise&K The system

Slt()ﬁ(ir) argng[%M. Di sk.storage 924 includes, but is not

IPHT § 2 CHRuRKatpR KAmswepy K thaigiagibe ¢mpleyedftd Saspjtate

dbmbnlidavBns Bdwt b H& ' ' hv :

LS-100 drive, f|§£ﬁ‘eﬁ2%§§ lgg%m%’%%ﬁe”@égyﬁ%pu dpe cfigpi(s) 1010

mmi&iﬂl}( ctdirskt_eé t@Dl;?@;a“ 188e ctiant daﬁa:ttd?:ﬁs)ﬂ()@? aoecaest sgl_lployed to

arately or in c .na wi t.h  other storage nedia

SRR nforgioB lacahisr B Phigitsh P01 Sifmitspls @asorupn 180 ace operably

sufltcRY t8 oné BNPBRL seflies HaRAMrH8Y | RV,

tecofdabl gndri ve (S(%D R EEl)ri vé) ) Y%%ﬁ)t&]g\%al tak?fné)@lfw%smm

(bormanonrlpead Jo de serveisgioBl versatile di sk ROM drive

S

ise 0D@AIREE N6 poRCIBle! 6 BN AMBE @ Vi BhEAFS 1L Sorh¥iRk

such as int eprf ace 926. It .iVs@t o be appr ecilat@%%g#ﬁ)%gems or
efpogolpgics fppaypewss phdeseribingthepesens snvantiombet oredifarginary

M

‘ [ CeC uter. resources .
e I P B0 1Dy Db b p AP CuRbine B FRcine Pomaatignrpt he
pektniamention hredessible. pecdingly thy fiesnt FRBntiSPRiAkhMd to
S Etem 0 %gaq whi ch can be stored on disk storage .
@‘)2(‘ race il sughpliegiiions megificationscmdeyapisensribas albwvithirhibe spirit and

' ' Q.take vy -

%a dvap ﬁtf ggea%ggctﬁﬁvg%n%%agéeﬁn%ﬁ{%%? R ek R HaP B 1Bk S nciudes is
used in either the detailed description or the claims, such term is intended to be

inclusive in a manner similar to the term “comprising” as “comprising” is interpreted

when employed as a transitional word in a claim.
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of resources by operating system 928 through program

nmodul es 932 and program data 934 stored either in
weysis@mmirenory 916 or on di sk storage 924. |t PeTUS230D8/005501

appreciated that the present invention can be

i npl enented with various operating systens or 35

conbi nations of operating systens. 28 WO 2004/ 079514

PCT/ US2004/ 005501 A user enters commands or

informati on into the conput t hrough i nput
devi ce(s) 936. I|nput devi cegiéglél%'

i ncl ude, but are not
limted to, a pointing device such as a nouse,

t r ack o¥pat is glpippsdsis: t ouch pad, keyboard, nicrophone,
joystick, game pad, 5 satellite dish, scanner, TV

tuner lear d,A eysgine giat fagitisates clefsgyin itempp HeePnaggHon 4Vithseem
canmera, C%prg) tsil'ﬂ .like. These and ot her input devices
JBRFBEP P ETPRE St ocessi ng unit 914 through the system
bus 918 vi a donipehémackeat parives) s@dBthelirnes f ace port (s)
938 include, for exanple,.a serial port aral |l el
port, a gar?ecoﬁ‘?ﬂof‘?“té]ilﬂﬁl%nﬁﬁ?s\/‘&egg?é @E’PFQFS Qgﬁ@e iiq)gpynd tags a
QbR bf R AR (S be BAIRAUER sREoMfentst@reaBRding RE a Glbset of
ports as input devi ce(s) 936. Thus, 10 for exanple, a
usBipjsotstthataye bowswamtfichpnsvsads apdput to the conputer
912 and to u ' Lon. fr e

Co an out put PEES ebBlBle e 3R LT B GRTPHHRE o theopam
pfightértkedladsiFicalidnist thapellddigimst ferenplow thomeorowtipuin connection
devices. 940 |i ke nonitors, . speakers and printers

aWBh GaiBinget SPat iR 2L PORUAING AGPERABL  equi re speci al
adapters. The out put adapters 942 include, by way of
illTustration and not limtation, video and _sound cards
15 tha2. pr oViedwystammigirimds whensineibe items Benmds it {gag one of:
out put . device 9 system bus 918. It should
béeﬁg}nécdmﬁgfim% %%‘?H%(Se%?‘%és and/ or systens of devices
provi de both input and output capabilities such as

renote_co ter(s) 944. ter 912 can operate in a
net wor %-edn.gﬁi‘ﬁ o/ W%Pe?ft‘:ladl’gicﬁ Qni}f’g’i?& tgﬁfomg%'}?ﬁé@?f rgﬁ?,v%sc? set of the

ONELO]s D08 bEAPLR CRMRH L SssagehehefSnll @&t @mail software.
conputer(s) 944. The 20 renote conputer(s) 944 can be

a personal computer, a server, a router, a network PC,

a workgtati ] C ' :
peer d%’vi ceﬂc?)erSyg%eﬁegcg%%ﬁﬁl%%tﬁnmﬁrgég&ﬁo e{egﬁgsf% F]gélued comprises
| bk ef thamems ygied@lll y i ncl udes many or all of the

el ements described relative to conputer 912. For

pur poses of brevity, only a nenory storage device 946

I's il kustraheedswnt & NARDL v HeRPEk 8iliss) of3ddpicl8Tofprises all
conputer(s) 944 is logically 25 connected to conputer
ot@ipi¢nivbugh a network interface 948 and then

physically connected via conmruni cati on connecti on

950. Network interface 948 enconpasses communi cation

net wor ks suthe astenoodlaiar b avhestimtelssbset #iNcipisdts are randomly
wi de-area networks (WAN). LAN technol ogi es incl ude
FPHeY®Di stributed Data Interface (FDDI), Copper

7. The system of claim 1, wherein the subset of recipients comprises paying

users of the system.
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Distributed Data Interface (CDDI), Ethernet/|EEE

1102. 3, Token Ring/I|EEE 1102.5 30 and the Iike. WAN
woeacsdwiopzagi es i nclude, but are not |imted to, PCT/US2004/005501

poi nt-to-point links, circuit switching networks Iike

Integrated Services Digital Networks (ISDN) and

vari ations thereon, packet sw tching networks, and

Di gital Subscriber Lines (DSL). Communi cation

connecti on( 950 refers 1o.the hardware/ software
ol oy Bt o eSB! TR hrehTr ARELR PR R g gt woma
burdifBy bdiitted apyosHsiiGad fponimgnection 35 950 is
shown for illustrative clarity inside conmputer 912, it
can al so be external to 29 WD 2004/ 079514
PCT/ USQ004/ I safqt o
necessary 1 ar Sommee Rl B b PR U ine
i holiwdesat ltot osxelitd follpwmgr poses only, internal and
external technol ogi ..such as,. nmodens including
regul ar te|éﬁH@h@qﬂ§§H@”WBﬁ5ﬁ§?PE%EF& nodens and DSL 5
modens, | SDNnagdet &dTife itéhivhelichampeetsce p&rdsme farpd; 4l i s
a schematic bl ock diagram of a sanple conputing
envi r onment a pobebilify ‘?ﬂ%agﬁﬁ‘i‘&:ﬁ‘ iR copFespRRiing IMAHIOVEISean
interact. The system 1000 i ncludes one or nore
client(s) 1010. The client(s) 1010 can be hardware
and/ or 18.0f t Wae eysfam gf ¢lainht,edatssin thertagged sless acoraplihssipged a
devj ces). The s em 1000,.al so i ncl udes one.qr nore
SOF i 12)he BhiaS TP STEPSuF ey Oib 358 Afkkas Simi0 Contents of he
ha4gdw@iiemand/ or software (e.g., threads, processes,
computi ng devices). The servers 1030 can house threads
to perform transformations by enploying the present
i nvent i;on, . ' : j j :
ot veel a. clest nRpaantl 3uRT Ehitbng A CHHBLEAL fpadifes an
f dem tagged foiaplipaokdéntidiylapps @ dofliog iemt r ansni t t ed
between two or nore conputer processes. The system 15
1000 includes a conmmuni cation framework 1050 that can
be enplioyed1he s§sgh bi é1aine11, caRTBIMNiNeahddMe 18oh WeaPridek 8t least one
client(s) 1010 and the server(s) 1030. The client(s)
101 e falewisger abl y connected to one or nore client
data store( ¢ » e enployed to store
infornationﬁkg%gﬁgagﬂ?ié£gﬁ?gnt(s) 1010. Simlarly,
t he server ( 8)md&bi3@ swbecoper ably connected to one or
nore server dah§¥§tote ) 1040 that can be enployed to
store 20 i nfEPHIE'SH: Mcal to the servers 1030. Wat
has been deaghbilfigdoRh®taddnfiicatitsas@pampigaennf the
present invention. It is, of course, not possible to
descri be every concei vabl e conbi nati on of conponents
or nmetjRodoliggises. ) Of IR PRSARr GGl Rdn E8fprises the tagged
present 1 nvention, but one of ordinary skill 1n the
antemmasyanratiadygmnte t hat many further conbinati ons and
pernmutati ons of the 25 present invention are possible.
Accordingly, the present invention is intended to

14.  The system of claim 11, wherein the modified item comprises a summary

of the tagged item, the summary comprising at least one of a subject, a date, text of the

message, and a first few lines of the text.
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enbrace all such alterations, nodifications, and

variations that fall within the spirit and scope of
woheosappamded cl ai ns. Furthernore, to the exterCTiUS2004/005501

the term"includes"” is wused in either the detailed

description or the clains, such termis intended to be

inclusive in a manner simlar to the term"conprising"

as "conprising i's interpreted 30 when enployed as a

transitjon wor d ZO 95

PCT/ u§25004/a’8t9§5§ﬁm Ogﬁ%“ﬂ/é? %%K?’“Q‘% ‘i? Tndomprises yoting
Sy shREbhNAd efn?%'njz bt ati@st t@do&&ﬁﬂné}ﬁhfﬂ@sl dn@ ﬂﬁfﬁk$ Whlch correspond to at
connection w spam prevention, rTPrl sin

cloasp bre respedtiae clraes@epfﬂé@lsa” agilifateyfl a&SH“ ?féﬂfsthe &em by the user.
conponent that identifies intended recipients of the
itens, and tags a subset of the itens to be polled,

t he sutset THe syttemmfechim é§mhm‘éinghet mtmgsbtuttem copfespond to

reC|p|ents t hat _are known s use a

e SRBH G ROk R Pg BT (eSO S Pt PRy i pser
t ArdratiSP AMiink 18 HeQEleSte € V@R Hutieal the Pes@éctﬁvb QsdpQdnkdekk item’s
itenms, and enploys the information in connection wth

t wrafus Myasaigopditheterd issent 40 d dpfabase Aristyage- spam list. 2.

The systemof claim1l, wherein the itens conprise at

| east one of: electronic mail (email) and nessages.

3. Thel®syst Eim Whtenl cﬁicm’n’h 15y\hh¢reflnnh¢ htdez{st)tmo‘vmimg butierts comprise a
receives a set_of th

pfiay
Ly e e BB Brst Byt bR incigar it REarte Say fiasecond

4y otiR&ue% s BN RbnE Y GHidbhitonMiRicatife tdpamsubset of itens
to b€ polled conprises all of the itens received. 5.

The systemof claim1, wherein the subset of

r eC! pi ié“ TRIRLL ﬁ’lhosf cﬂll 15r@ﬁ ne[ﬂe §ot1 %{bu?tgﬁs &X%@l%&&ed by

claim whet el set o recl s are rando
Sﬁkﬂﬂ?@gtmdofﬁhaemysten1of claim1, mherein t he subset
of recipients conprises paying users of the system
31 WD 2004/ 079514 PCT/ US2004/ 005501 8. The system of

cl a: m 19, WhepredRiedt of SABL1 SawhseRahe ObtinRRSRBAES e iMplemented by
wou
modifying a user interface of client email software.

20. The system of claim 1, farther comprising a central database that stores
information and data relating to user properties, item content and properties associated
with tagged items, user classification and voting statistical data, frequency analysis data
of polling per user and of polling per user per time period, spam lists, legitimate mail

lists, and black hole lists.

21. The system of claim 1, wherein items tagged for polling that are marked as

spam by an existing filter are delivered to the user’s inbox and considered for polling.
22.  The system of claim 1, wherein items tagged for polling are scanned for

viruses such that one of the following occurs:

detected viruses are stripped out and the items are polled; and
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ordinarily be filtered are considered for polling. 9.

The system of claim1l, wherein the subset of itens
woOaggadefior polling is limted to at |east onecofustdve/osso1

followi ng: a nunber of the itens sel ected per user; a

nunber of the itens sel ected per user per tinme period;

and a probability of tagging an item corresponding to

a known user. 10. The systen1of claim1, wherein the

tagged itens ar each Si uni que I D, the

uni que | D dBfFFiE ﬂﬂﬁwﬁg @%gﬁy one of the tagged item

and contents of the tagged item 11. The system of

claim1, further conprising a conponent that nDdIfIFS )

an i t28m t Adgewsteof glgim i ﬁlgstmlz}ltfr‘dd@mSﬁ fpr¢ thap gng spam-fighting
pQl \

rﬁ?&]p?ng d_\c%ﬁllé%r% f%eébac}hfgoenz X%c:heq&n%e fsa{])‘;los%gm i cenﬁ/ﬂ\? f&thbast BBeratively
fiplelfavddngith aaclmdmba@d wheretmdongduin @srsof thafeﬁdmck issgmoved for
subject line; a polling icon; and a polling color for

i RIBAEY 15230851 on as a polling item 13. The system of
claim1l, wherein the nodified item conprises the

tagged itemas an attachment. 14. The system of claim

11, whkk ei Alhetssstamdf tlaing 231@%1’@@@@%@@% fagdpapkcpmpgpes one of
the .t ed item the summary conprising at |east one
$e§ﬂ§gﬁj%ct a date, text of the nessage, and a

first few |ldnhespaafitdnie tHeesbly exARdMO]12NDA4O N8H,4nd

PCT/ US2004/ 005501 1 The system of cl ai 1, . wherein.

the rodi fi e@aPiEmsaBipTd '\onf]P‘i’i‘ﬁml %E‘teral']glq;g%esgr?& fegitimate
ajiypone of at least two votlng buttons and |inks which
correspond to at |east two respective classes of

itenms facilitate classification of the itemby the

user. . e I '

buttoh%ﬁcorresﬁ%% (ﬂke&PgSﬁ%@%ﬁggmﬁﬁﬁEghgﬁtﬂgmﬁﬂﬁh&gvmmmnon
agympsonentQhattiéses wei rerig}nhtytetndmmSu\A&rmmes&:t ed by the user,
information relating to the selected voting button,

the respective user, and the items wunique ID

assi gnggl t hegealy Qteinsof%ﬁﬁ‘ﬁl H50whedmt A ake chedifidition agalaton

17. The systen1of claim15, wherein the at |east two
vmmmglebfus pionest eompfid eessavalifatiot eqhBique gneh kN Tespié test message
voting button indicating "legitimate mail" and a

L ek Rlighe

27.  The system of claim 25, wherein the user classification validation

component can be applied to one or more suspected users.

28.  The system of claim 1, wherein the feedback component receives
information relating to user feedback, honeypot feedback, and optionally, user recipient

feedback of received items.
29. A server employing the system of claim 1.

30.  An e-mail architecture employing the system of claim 1.
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voting button, the second voting button indicating

"spanf. 18. The system of claim 15, wherein the voting
woOubdsarissiar e i npl enented by nodi fying text of pCinas2004/005501

item 19. The system of claim 15, wherein the voting

buttons are inplenmented by nodifying a user interface

of client email software. 20. The system of claim1,

further conprising a central database that stores

informati on and data re| ati 0 | erties, item

cont entl-and® ﬁ?‘BB@Fﬁfe%‘%ﬁ%&?B‘g&E%@?ﬂmg éﬁftggrﬁﬁ%ﬁlel CPEWQ“emS of
glassification and voting statistical data,

frequency analysis data of polling per user and of

pol I i ng per user per time period, spamlists,

legitippte ] ﬁqu

syst emof c}ipa ethof thitfg(?]ét%{r%gl ?Lsﬁﬁ gésg%é ﬁéonngﬁmnmﬂl spam

Ventiog compK€fg:as span1by an existing f||ter ar e
elivered to the user's inbox and consi dered for
pol 1 i ng. 22¢ecetias ayetd oPeEre m 1, wherein itens

tagged for pgldrlig iMERied taARBHs bPthe ntkidgseS such that
one of the ?9} gﬂ?ﬁg ogcuégﬁ détec?ed é%ruses are

stri pped outgginga siiset aféhesmazsaggsdd bepollegnthe sgizeygh messages

RSP ¢ 93 SUREOLE e el BL RO GF by lgoers:

across nor eretdiding pifernsftidmrélagiy tonke ueodsphsyfistioh of pelting
f eedback from each conpany is sent to a centra
dﬁ@ﬁ@&@%a%beratively interfaced with each conpany,

wherein songy, 8&55% iffortBor BeERREKoh Hith @RRYRa §f filter and
privacy reaso 24. The system of claim 23, erein

tpmmﬁﬂngam@mhésdback conprises one of the follow ng:

only spamitens, thereby excluding legitimte itens;

and spamitens and sender nane, donmain nane and IP

addr ess3.of Tegmtiho@bEClaint 8ByvheRSn atllbast symtsemfoﬁessdgas that would
1, further congrls ng a user claSS|f|cat|o éﬂ ﬁ
Cornbe s preares sy hematBrPE Padplg A reedback foop System.
trustworthi ness. 26. The system of claim25, wherein

the user classification validation conmponent is at

| east dhe oThamethod of claim datwherein alk| hwpquw Iﬁﬁ%agﬁs RifovRdled by

Rl SO e IR e

of an individual user.

35. The method of claim 32, wherein all messages received are considered for

polling to mitigate bias of data.

36. The method of claim 32, wherein the subset of messages to be polled

comprises all messages.

37.  The method of claim 32, wherein the subset of recipients comprises all

recipients.
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conmponent can be applied to one or nore suspected

users. 28. The systemof claim 11, wherein the feedback
woaeupesiy receives information relating to uPem/US2004/005501

f eedback, honeypot feedback, and optionally, user

reci pient feedback of received itens. 29. A server

enpl oying the systemof claim1. 30. An e-nmai

architecture enploying the systen1of claimi1. 34 WO

2004/ 079514 PCT/US 004/.0 31, A t |
medi urShavi g &t claim %i:rﬁ the, Wg?{gﬁ?%c(?%?r{tggi ?1 r%?e known

]srg)al%?ﬁ 0hﬁn€ﬁ§é?§3i§ dEQ%mE@By laildha’eﬁ?leﬁt! @?ﬁkﬁ]ﬁg%]eﬁﬁmageﬂle

connection with spam ™ prevention conprising:
rfeewingng a set of the messages; identifying intended

recipients m(t, ]pnotlol @?%ﬁdbatcgggitlﬂ}:g?a%eétlétﬁcqfitaféftratixhﬁo a new

nmessages t P8 e su nessages
qghmﬁﬂﬁ@ndlng to a subset of the recipients that are

known spam fighting. users; %‘§¥ g% |nforna% A .
rel ating t P¥Hhely f“%“é‘?ﬁ@ﬂ BROPOT PR PG OPHng v
nessages; gndingTHl QYdiNhdl&sidefseriRE bRIVided by QAR pating
with training a spamfilter and populating a spam

| inggsage3@rvermmdnet hod of claim 32, wherein at |east a

b f hat d
e rocel varoiyLan chilree RH iy QBN mRRacd iR

| oop system . 34. The nethod of claim 32, wherein
all incom ng nmessages are_handl ed by

clie
s of t wat® subltf methed sledumgds Whgreat e guiss OfSBFrS 2%‘5“8‘} {o participate
etﬁé Heﬁsogggcﬂf]ﬁ% RIEIREES at @hdgp | ndi vidual user. 35.

aim 32, wherein all nessages received
are considered for polling to nmtigate bias of data.

36. Th m9t POd og?f 9 dplzr@msgz Mﬁﬁeﬁﬁ{hﬁlsa&gt S‘Hgé%tselgé}.ed LPhpearticipate

nessag Conpri ses nessa

gt e %e@iag@ F@ll]ﬁg 2, selebred &om 4l hﬁlymghselts txhérebye giaRing it reore

conprises all recip |ent% %} 2994/079514
PEXERSYO (9 SO sppnmers to subvert the spam Tilter training

41, The method of claim 32, wherein the subset of messages tagged for

polling are selected at random.

42,  The method of claim 32, wherein the subset of messages tagged for

polling is limited by one or more polling limits.

43.  The method of claim 32, wherein the one or more polling limits comprise

a per user limit and a per user per time period limit to mitigate bias of data.

44, The method of claim 32, further comprising modifying tagged messages to

mark and identify them as polling messages.

45. The method of claim 44, wherein modifying the tagged messages

comprises performing at least one of the following:
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38. The nethod of claim 32, wherein the subset of

reci pients which are known spamfighting users is
woevewardsied by each recipient perform ng at | erer/usp@®4/005501

of the following: opting in to provide feedback on

messages to facilitate training a new spamfilter;

passively opting in to provide feedback on nessages by

not opting out; paying for email and nessage services

provided by a.participatin [essa e d X
openi ng an “%Fgl tlil%\ff’cg@%ﬁ{ne\slﬁg% of! 563%? ?e'SS‘i flroﬁ B&ﬁgg giggEecs
server. 39.nmoieidRhdoEoa addréds®f 82 tagdee meissagthe subset

of users selecfed to participate in the nessage

pol | i ng i s newslifyirzabie stibiech Hao ol thageah@esidthod of claim
32, wherein {he pt%HE%%OHO(gn {-ﬁép &%F&ﬁk%ﬁ%@g iliéhtify it as a ol]mg

participate nessage Ing are selected f
al | payéssggep@rr s, thereby making it nore expensive
for some spamers to subvert the spamfilter trainin
47 The: molhGd Sgm Pl S S R st gp i hessage.
nmessages tagged for polling are selected at random
42. The nethod of claim 32, wherein the subset of
messagis t dggenkthastof gim F2a yherein thepelas BIPSHSe CRPPigss an

[in o
Hacbieh st Boskasigies SHE RS Bl AEbstcloBh Sucting the
| hgai bn vl tavqper user per tinme period linit to nmitigate
bi as of data. 44. The nmethod of claim 32, further
conprising nodi fying tagged messages to mark and
i dentif tRARASHEPHM difieh 4B FFBLE Sompingldl feaREMNOGDHAL buttons to
claim44, wherein nodifying the tagged nessages
fanmnatcsdsssnfemgcﬁlnmmn@agﬁ as spatang fet HAMt he f ol | owi ng: 36
WD 2004/ 079514 PCT/ US2004/ 005501 novi ng the tagged
nmessage to a separate folder for polling nessages;
modi f yzisng tTe métheddf (&ﬁidTAGBSvh@fent the vba@mmomssa'gm, which when
nodi fy the subje sa
CSIRPLBS Piehg Aol gtk Rt b AL SRS T e o spam
' htésan? Bl spARSIBRARE fe@ﬂlﬁacld%b]ﬁiﬁrlﬁnyi’ﬂf&kﬂfﬁtlﬁﬂl*éththo the
d he tagged nmessage as a pol | ing nmessage.
Tkaéeqmeltdmdlfloamm, ﬁxemsezthemﬁ@enaqdwélwe%mme:@%%ta@ée of the

nPrageS §id @tents of the message.

49, The method of claim 47, further comprising a third voting button to opt

out of future polling.

50.  The method of claim 47, wherein the voting buttons are incorporated into
the polling message by modifying text of the message before sending the polling message

to the respective user.

51.  The method of claim 47, wherein the voting buttons are implemented by

modifying a user interface of client email software.
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attachnment of the nessage as originally received and a

set of instructions instructing the wuser on howto
woev@/079544 The met hod of cl aim 46, further conpCrAaiSP@4/005501

at least two voting buttons to facilitate classifying

the nessage as spam and not Spam 48. The nethod of

claim47, wherein the voting buttons are |inks, which

when selected by the user, create feedback that is

loyed i i on i i nj filt L
s peal atTegranpar ! wikg b Salg B predhiporated nto
iﬁ@ggﬁﬁ%hgﬁg@gjating to the selected classification,

t he

user, the nmessage, and a unique |ID assigned to one
of the nessage and contents of the nessage. 49. The

met hod..of ai . I S E i '

put ton*Fo op Meifd ol e SRR ForabRAEs e KA messages
ofor @iraéedbéidre g i downiheadedfor polliogt t ons ar e

i ncorporated into the polling message by nodifying

text of the message before sending the polling nmessage

to thesf espegd h¥Bod §€E1ainP 33, (R BB hp@dn Ofenfdvaigthé Viruses from
wherein the voting buttons are inplenmented by

i yacred neeseages. i nterface of client email software.

37 WD 2004/ 079514 PCT/ US2004/ 005501 52. The met hod of
claim47, wherein the voting buttons are incorporated

into §He pohd inBGodessages3, ¥herclinmgpel hedagds infeaednwdR a virus
further conprising scanning the tagged nessages for
viedeardséf ore they are downl oaded for polling. 54.

The nmethod of claim53, further conprising renoving

the viruses from any infected nessages. 55. The
met hod5@f cThé me®had ofibleineit ferslery comppyss g semmarefttegmessage,

oyl S R PARE e 108, FENIRGCRler Ak messaee

S WAEBEY, daRIYhE irebdage O tegeistd, ane a Gif st fievs libgsaxfttext ifoen the message.
nmessage sender, date the nessage was sent, date the
nmessage was received, and a first few lines of text

fromthe meggagemoa bf cIAE3NELIRG cOfphsiak Makig af doby BEEach tagged
conprising making a copy of each tagged nessage as
omiegsagahd grigindbi reedvesi svibh thabthe respeqiivg pesss rageiva g dirsy copy of the

SRR AANSOR o R TREBEIE RS 2508 Ao

polling. 58. The method of claim 32, wherein the

r i ndi vi T
tagged SQFSS%gee %eﬁlo olf c]%%n\ql I3g,l'lv\(?}llelré/in the tagged messages are individually

assigned a unique ID corresponding to at least one the tagged message and contents of

the tagged message.

59. The method of claim 58, wherein the tagged message and its associated ID
are stored in a database in connection with training a spam filter and populating a spam

fist.

60.  The method of claim 32, wherein a feedback component receives the
information relating to the user’s classification of the polling message, the feedback

component comprising a central database.
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assigned a unique ID corresponding to at |east one the

tagged nessage and contents of the tagged nessage.
wb2004khesret hod of claim58, wherein the tagge#CcTrRSI@dN05501

and its associated ID .are stored in a database in

connection with training a spamfilter and popul ati ng

a spam list. 60. The nethod of claim 32, wherein a

f eedback conponent receives the information relating

to the user's classification of the polling nessage,

the feedback conponent conprising a central database.

38 WO Z004/1E Yntto 6 W20 4hEemaRd dattase pieidee itToshadibn in

cl ai m 60, wherein the database provides information in

comnetion evithwiaiting p apash filjer:and papyIpting espaghkist gdwaqhm?gleammg

3§§ﬁ9n1llst via a machine-learning technique.” 62. The

PHEH of ¢l ai m 32, wherein the spamfilter is trained
usi ng nmessages classified as spam and not span1to

{n htel 8?@?, glg’l(:jl hsﬁégéla%gg cllzg%; 3 T%yger%ﬂlzmthg] ag’agl%n ? ﬁ%rg]; Im%]%ti usmg Inessaoes

f&?stsnﬁﬁ 2§ PN Artl A sPHrS b inRithieNastdT@ollingidagchn@P#sBlassification of

ter to one or nore servers, the distribution
othe priing gneasagotat i cal |y and/or by request by at | east
one of an email nessage and a posting on a website for
downl oadi ng. 64. The nethod of claim®60, wherein
i dent i §3yi NOTHeSAEBoAORLIAimAD, Agtheessagesng disribpddd theataingd spam
di stributed across one or nore nmail. servers and one or
nRer (@ PR MEiRPIYerss BF g W ISD CFPTHRE G 4 Gsh apdlpichy Tequest by

by ]Ealg?oxgadf lan S6faH %&se@@ dngh E@ﬁing%ﬁml' Websfé ForIO@nR8ing.
return central” database for storage in

connecti on mnth training a spamfilter and populating

a spa i st., 65..,T h
i nfor %‘{ ion ]? sm?tg ng g% %nr%&“glﬁre% ?a%“f?%ﬁ ré seﬁ?ﬁ% jiessages
t fie peRiRL iddisEiated a&esmﬂetoh G’ldfmmlaﬂ saveenad andorahoertient email
emai | software for privyac sons, h that. o
mftwaé%swh thas detg generiisd Bulte T SRET g gt %P&%‘h%’g‘é”éfet ge
irhid l%taecv\lhlrrﬁ' BAlaBSkelBestSRBM Nl dohh&%ion &Gth tldMdn gﬁ%ﬁtﬁhﬂﬁ%r and

alm 65 erein the portron of data sent to th
cpqhﬂﬂhgadamaQQSe conpri ses at | east one of the
follow ng: information relating to spam nessages;
domai n nanes enbedded in |legitinmate nessages; and |IP
addr ess®s eminesd®dd bfclhiagb4,iwhatein keysiafgeation is removed from any

data that is sent to the central database by the mail servers and client email software for
privacy reasons, such that only a portion of the data is sent to the central database to

facilitate training the spam filter.

66. The method of claim 65, wherein the portion of data sent to the central
database comprises at least one of the following:
information relating to spam messages;
domain names embedded %n legitimate messages; and

IP addresses embedded in legitimate messages.
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39 WD 2004/ 079514 PCT/ US2004/ 005501 67. The met hod of

claim64, wherein the data generated by the mai
woeeaepmarssiand t he data generated by the client egwmius2004/005501

software are aggregated into statistical data,

respectively, corresponding to polling results and

pol ling nmessages, thus mtigating bandw dth required

to transmt the data to the central database. 68. The

T ool at TR oA el hAPpl e RRT b B servrs

| @ ik gt loesdined U?Slellﬁlbﬂgmdﬂtsafth}aﬁa@de agprel®edd into statistical data,
cl assification feedback_ and o&tlonally, dat a gener at ed
biespastivaly, GapicePoaduiLtp BAKNE Sty pollingamessages thypmiigating
FOfRE RY BRh fo thE 861 tP 8RtbpAeN- user
p%@&ﬁ? ca |o?1§d %ggﬁgc{, and active | earning
technlques 69. The nethod of claim 68, mhereln dat a

genera t he. one ces |

pr opor % ‘on gf kg wetpd g aglgbng%twﬂeﬁ k%m{n tg %ﬁamd 2\ t% an(?p opulating
geRepah &6t 0 pelfbitnedIURLRiRRNEhrHIAL adchMQUésQJsIrnglathSlﬁﬁed on user
classification data to facilitate obtaining

uplBssificagion EgAbackigd optienatly, datepgentiated hyrane @F HPff‘chdéli‘tlﬂ“al sources,
6 [
afhe SHESE oft RAREY B ASRARRE Qe o 1RO 5 R ion
+ k feedibackhamdi s ti seledinigg wﬂmmdeegl timte nessages,
thereby facilitating i medi ate identification of
spamers, verification of suspect merchants who
di stripgit & PHChehYDSEERDEES,iWHetdifBith @Bndre® PRIEBNS or more
and inmmedi ate classification of spam nmessages W t hout
wadur¢asds feoveighied ptqpagsmﬁﬁelya\t“ﬂbwspento thry &y Pt AdJe gejferated by the
c [
h(ls)cﬁirgg a7nQI re]‘ﬁﬁ@e(% the hg}‘f— eraﬁ%ééag‘é Iggt?:t%l; ea'gﬁsat%’é%ttgﬁg'; gan untb1ased
Ieasmngnﬁﬂmmt on a nunber of honeypots in use
relative to a nunber of other sources including user
classification feedback. 72. The nmethod of claim70,

wher ei no dat ahgeeebabeeiably 68, Vehehan By RYH6ts icBrrespbh® @ ediatichddresses
inreal time into a central database, where

i dfselopastip Griestastivei INETS UG Brat itdy lsnoaynFwhoyisseiingthem legitimate
PQlekda g«gs Hereh W@Qﬁ(ﬁhﬁ fo FhROsiSE %e%qf];é?fon o?tsﬁimrﬂecr? \)eﬂflcatlon of

connectron 7 i ng a spam ter and popul ating
a s&pammardtant%ﬂimtﬁ()@%m&gﬁbmﬂﬁﬁﬁhm@ﬁﬂh/ t0BpBMhers/ad

h f 67. whe t h
s érP‘é‘E t O%Oﬂégtbo&qrpggaq‘l é‘rgrSSﬁtlg%s wltt]éouﬁ angmgggr s c]assnﬁcaﬂon

techni ques that sel ect nessages based on the|r

estimated value to | earning new or updated filters.
74. Thélmet RBemsthod ohrlam30.rwhersia inferasion geprgated by the honeypots

is down weighted selectively depending at least in part on a number of honeypots in use

relative to a number of other sources including user classification feedback.

72. The method of claim 70, wherein data generated by the honeypots is
integrated in real time into a central database, where information relating to user
classifications and polling messages are also stored for later use in connection with

training a spam filter and populating a spam list.
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nmoni toring incom ng nessages for their respective one

or nore positive features; determning a frequency of
wpasiga7ya4f eat ures recei ved; determ ni ng whet heCcTase00a/005501

nore positive features received exceeds a threshold

frequency based at |east in part upon historical data,;

and quarantini ng suspi ci ous nessages, which correspond

to the one or nore positive features that exceed the

threshgld frequepcy, .until_further classificatjon.data__.
o Cavat aon B° Petatogr R 7 e e s Ebe 43h8 cuve
Al S REEchni ques 1 tdtBhil Ot (B4t seleati iRsfdewbayeeion thdh€estimated value to
feature used is informati on about the sender
c daepHipg newy oavpdaieddiltesne of the sender's | P address and
domai n. 76. The nethod of claim 74, wherein
guar anti ni ng suspi ci ous nessages is perforned by at
| east @#he ofThe¢ methiodlof oinng2 &uother conprising: onal | y
| abel ing the suagicious nessa%esfagls an1%pd noviﬂ% .
them to a SIPRHPTY GEYMINGICEYRHY G EITVEIRT b Yo more positive
SWsRirgd;0us nessages to the user(s) until further
classification data is available; and storing the
suspi ci ous ASERHEE 3 fFeqgercy|of epsitv feguEssecsived: t he
user ( .S) ; 778et€&%nmg%ﬁ%ep};ne%rqhgﬂe?.gsiti(/éjfeé&%s recelj]ved exceeds a
conprising determfing talse positive an catch rates
ofthredheldsraquehdy based dtdedstinipaittvpbe hspirical dagt; moch of t he
spamfilter, wherein determnin fﬁl eﬂgosit've and
catch rat s RBABITRELRSPERN ReRgsenen B ERTrRPPL (o (1€ Pior more
a pbiidlidfel@irétaha efed thdBrebicd RefendRtumtibRirthe CARRITICAIidt0data is
a first set of polling results; 41 2004/ 079514
PEv#ilg8r00 4£B0BRe WheticngsPIcipup fessagescdnoPaet of pol | i ng
nmessages using user feedback to yield a second set of
polling results; running the second set of polling
messagés. t hffoegleitodef tlaan,fid¢ dvhspambt if¢aee psedds imfamatign about the
t he second.set of polli resuljts to the trai ned spam
£ PRGBSOt & Trast Qs ST 1B 2968 P1eMaMY cat ch
rates of the filter to thereby evaluate and tune
filter paraneters according to optimal filter
performance. 78. The nethod of claim 77, wherein nore
t han ong sp ' el ek | j ' :
par amet o o o meiieR of find At dherGR G ra b Sl hitages i
daedosmtd, bysas ddast driea thelfelldwaing ectposi ti ve and catch
g? }12? of ea%?ov?s’?@n’é’ufy Ilellbteﬁrgg tlhg’ sgs%fg?gursen(ljestsggeg 12:18 ép%%sgnd%]o%ing them
to a spam folder;
delaying delivery of the suspicious messages to the user(s) until further
classification data is available; and

storing the suspicious messages in a folder not visible to the user(s).

77.  The method of claim 32, further comprising determining false positive and
catch rates of the spam filter to facilitate optimization of the spam filter, wherein
determining false positive and catch rates comprises:

training the spam filter using a training data set, the training data set

comprising a first set of polling results;
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spam filter to determ ne optimal paraneters for spam
filtering. 79. The nmethod of claim 32, further

woanpwaresimg buil di ng an i nproved spam filter BRETAF2004/005501
addi tional sets of incom ng nessages, subsets of which
are subjected to polling to yield new information in
connection with training the inproved spamfilter,
wherei n previously obtained information is re-weighted
Ce ! eS8 Pl S5 8B p U Rctinc o i

CdtBhi SdtEpeIRE ARy the information to build a
legitimate sender list. 81. The method of claim8

wherein t hemnégllgtﬂi‘%s&?@]dsséﬁ@%?(’]ll"i‘gs‘f’e%sé%?ﬁrﬂl"%&h @ﬁ;@ramsﬁ gpam filter;

of I'P addre g b LS 1 hﬁttraﬂfeﬁ jspam filter

substantially cla s|f| ed as sopurces of good

aoaso}tsjtiortgtem]ra fples pesithagad oatcmmebe ithads th‘emd ea@uate and tune

g The nme wherein the spam

P Aeeodfueddaarong arira AP Bl oRsTe ) ot of

addresses fromwhomno mail woul d be accepted. 83. The

nmet hod of claim 32, further conprising enpl oyi fg]

|nfor nd8i onThomethad pf Flak &/ CEIHIAEITH 8 0% g 15 built, each

/ T, h

e N e P O B pyr e 108 suc

s fantierfalahpositévelrnil ngiclarmtdsSP eachdspaont foltertiy eamblayed to at least one other

notifying the ISP of the s The nmet hod of

Cran s oD oBUmBITLTTT GRRPPPY S g dora n

responsi bl e for sending spam and automatically

notifying at |east one of the domain's enmil provider

and t hé9dondhamsthodpf ¢gpim B fasbsnepmgrisiog buridiae astmppsgved spam
0 ' W1ih ale ubRSkA
oL g S 1 O Pty SkyiP b 2 suERBd 0
ofpolimiglto sierdvrmsmfcemambn meourrcson amith tralimwtheemmowed spam filter,
sof t ware ndIStI‘IbIIn st_one

o PeHah pisviogly Rhing Bpimgpion icier 1 Eaes Bl ht EGEtRf{ fon now
NQrigf dpoROwidtiaiidie spam filter and spam list are

avai | abl e for downl oadi ng; automatically pushing the
spam filter and spamlist out to mail servers, enuil

server goand gl befod %Fé‘lbim §@ffhf’ﬁﬁ€r%om?ﬂ§iing@&?ﬁ;ylnn\‘% the information to

pushing the spamfilter and spam |

sdpilérdegiten®e kendselister s, and client enmmnil software.

87. A cross-validation nethod that facilitates

verifying reliability and trustworthiness of user

cl assi Ricat mapmedRAPRF tiain G0, wherein the legitimate sender list comprises any

one of IP addresses, domain names, and URLSs that are substantially classified as sources

of good mail according to a percentage of messages classified as good.

82.  The method of claim 32, wherein the spam lists are used to generate a

black hole list of addresses from whom no mail would be accepted.

83.  The method of claim 32, further comprising employing the information to

facilitate terminating accounts of spammers.
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excl udi ng one or nore suspected user's classifications

fromdata enployed to train the spamfilter; training
woheosgpesuf il ter using all other avail abl e usePCT/US2004/005501

classifications; and running the suspected user's

pol i ng messages through the trained spam filter to

determ ne how it woul d have classified t he nessages

conpar ed to the suspected wuser's classifications 88.

The mséé{' fe o‘%ét??lcg f8(f]%1m %tfu gl I r(1:)sdI iz f&glbtﬁe Jing e tSP BLNher who is

amng a ISPQmG|a@ﬁ>ﬁ1af1bzﬂﬂiﬂdﬂllﬁﬁn@ﬂﬁ\lBHeﬂtHa)spMﬁm[@ who ar e
deternmined to be untrustworthy until the users are
determned to be trustworthy; discarding existing

cl assi §4 cat AETCYR

WO ZOO% O79@WEW %%%4%55501%'9% S?ﬁésﬁd\?\gr in%;aqg)gga;’n

r exporisibde foh eendmgrspsmv\mrd dwomaaly hotdiang at leass opepf thagomain’s
0 faci | s verif. |ng reliability

a?faanP‘i?é[l‘{%b #ﬂﬁ dgains fégé)& “PALEY gl cations for

training a spamfilter via a feedback | oop system

conprising: identi f%/l ng a subset of spamfighti ng
users % suBhrewethod ef daimpddigien gompidsipg digibatingadeagbane of the

G5Ers, dhSBT Srvef, and client email
"SNP TAu8 IS b 49 RS BAARBRL, ASELSCEAl w otem
chafesdrt,i vaatréin ﬂlSO‘fbutlhg canpriss anipast on¢ efshe frdosanss

mat ches the known classification to ascertajn the.

el i abi | i t yPOHNg AEOHGRgn of et st it thg gpangfilier and spam
”ﬁ§t@@a@flal§]la%ﬁﬂo&%loamgr ein the subset of

spam fighting users entified as suspect users

conpri ses atytomaigaly pashingrthe spasp Fber apfl spampligh g to mail servers,
WBRET L A0S IERSRYR] SorfhdiEShgTESSAge that is  known

east one o spamand good nmail and that is '
i nj ect ed i nmanallytpusidang tie spam didear ngl spaillisbgutttdranail servers, email

f eedback .| qop system and delivered to the suspect
uSEYYS, 9 C?er'ﬁé’“@tsﬂggargf claim 89, wherein the message

recei ved by the suspected wusers for polling is
hand-cl assified by a systemadm nistrator_to train the

spam f 8Vt er Airess- Vabd@@ﬂﬁ@é}@o%ql“&tsfé‘?lma%f‘étv%ﬁl%d elighiliyiapg

d of cl 89,
r B R o SR ion P uEAEC Fe Totl ow ng

act s: excluding one or more suspected user’s classifications from data
employed to train the spam filter;
training the spam filter using all other available user classifications; and
running the suspected user’s polling messages through the trained spam
filter to determine how it would have classified the messages compared to the suspected

user’s classifications.

88.  The method of claim 87, further comprising performing at least one of the
following:
discounting existing and future classifications provided by users who are
determined to be untrustworthy until the users are determined to be trustworthy;

discarding existing classifications provided by users determined to be

43



di scounting existing and future classifications

provi ded by users who are determned to be
wonvsuedsert hy until the users are determ ned POThES2004/005501

trustworthy; discarding existing classifications

provi ded by users determned to be untrustworthy; and

renmovi ng the untrustworthy users from future polling.

44 WD 2004/ 079514 PCT/ US2004/ 005501 94. A

ut er-readabl e nmedi um havi ng stored thereon the

fEﬁ W HYY: @8hput er execut abl e conponents: a conponent

that recei vigmoRing@he @ftrisBaERgasirs frodPRALE EMing.hat

i dentifies intended reci pients of the nessages, and

tags a subset of the nessages to be polled, the

subset gof @%&Wth&%&lﬁﬁ&gr\‘/gfl gtl‘ehéblﬁ&bc\ﬁgiirugtfworthmess in user

reC|p|ents that are known spam'fighting users;

nelassifipatiomdiof irgiatngarsperfijeneiota feédbacinivdp ysten t:mapn sing:

Lo user o - aRETEYEadbERko ORNY EORRE o MO BT

i nformat i onpo@aptg die of tordiRestagds avinglaaesivhir€sattit® the@bspect
the pol |l ed nmessages, and enploys the information in

cosenelor potingiad training a spamfilter and popul ating
a Spam i st detggﬁm %Xlé&]gmhg Q@%eét@&{lgelrst %fﬂgsc’flgg.tﬁﬁ%lftﬁél d?lg Or more

nmessages i n connection wt am prevention
C aspiheshgey maden hefkoownetssificaignao setrtgh theveliapkiyaddss; users’
means_for identifying intended recipients of the
ONfyeans for tagging a subset of the messages
to be polled, the subset of nessages corresponding to

a subset of the recipients that are known spam
fi ghti Ag usEhsmethag ahelaig 9. veéeasiy thegubset of sPam-iaghting users

r %e% hgdgas B néje@@usléissecro@rlgésaﬁ)lsdsgfscat' on of the polling ‘

ying the information in
connectlon with training a spam filter and popul ating
a Spam9I st The4 r5nethod of claim 89, wherein the message is a test message that is
known to be at least one of spam and good mail and that is injected into a stream of

incoming mail by the feedback loop system and delivered to the suspect users.

92. The method of claim 89, wherein the message received by the suspected
users for polling is hand-classified by a system administrator to train the spam filter with

a correct classification to identify untrustworthy users.

93. The method of claim 89, further comprising at least one of the following
acts:
discounting existing and future classifications provided by users who are
determined to be untrustworthy until the users are determined to be trustworthy;
discarding existing classifications provided by users determined to be
untrustworthy; and

removing the untrustworthy users from future polling.
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94. A computer-readable medium having stored thereon the following
computer executable components:

a component that receives a set of messages;

a component that identifies intended recipients of the messages, and tags a
subset of the messages to be polled, the subset of messages corresponding to a subset of
recipients that are known spam fighting users; A

a message modification component that modifies the tagged messages to
identify them as polling messages to users; and

a feedback component that receives information relating to the user’s
classification of the polled messages, and employs the information in connection with

training a spam filter and populating a spam list.

95. A system that facilitates classifying messages in connection with spam

prevention comprising:

means for receiving a set of the messages;

means for identifying intended recipients of the messages;

means for tagging a subset of the messages to be polled, the subset of
messages corresponding to a subset of the recipients that are known spam fighting users;

means for receiving information relating to the user’s classification of the
polling messages; and |

means for employing the information in connection with training a spam

filter and populating a spam list.
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