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1 DESCRI PT1 ONINFORVATI ON STORAGE MEDIUM 5
Techni cal Field The present invention relates to an

informati on storage nmediumcalled an | C eard

including a built-in 1C (Integrated Crcuit
having a CPU, an ROM an RAM an EEP_R(]\/[ ~an M mﬁmuml’l’”m
10 Background Art An IC (Integrated Circuit)

been used for not only a credit Icard, a comrut at!P6n*
ticket, account settlenent of other business
transactions but also used in various fields as an ID
card, e.g., an enploye® EDSL® ¢ard,P & rmerder ship card,

or a health insurance card. That is because the |IC
card includes an I C having a CPU,_an R]EJ\/I ?_n RAM an
EEP and others to realize various functions as
corrpRngled with a conveMt YT [OHagHeRAEE CHFBT EIMd
counterfeiting the 1C card is 20 difficult, which
greatly inproves security. ISOI1EC 7816-1 part 1, 2

di scl oses a structure of _an.,lC card,, For exanple, the

| C card stores inportant Tleﬁfh&lr?ﬁ‘?i %ﬁegt?rr:h ?s {Jer sonal

i nformati T, e Lty i_nmpar t.ant, .
1 o et Ofte T0rBESHE e LOBGULEY ;LS TRRILEN - corpion
aut hestd £add ORedM &R ££5PEGt ahO1caR, LG gﬁg?ugﬁgétéspHilt—in

request ed. However, a CPU may erroneously oper
sonme IQ (Integrated Circuit) chip having a CPU, an ROM, an
RAM, an EEPROM, and others.
Background Art

An IC (Integrated Circuit) card has been used for
not only a credit card, a commutation ticket, account
settlement of other business transactions bﬁt also used
in various fields as an ID card, e.g., an émployee ID
card, a membership card, or a health insurance card.
That is because the IC card includes an IC having a
CPU, an ROM, an RAM, an EEPROM, and others to realize
various functions as compared with a conventional
magnetic card and counterfeiting the IC card is
difficult, which greatly improves security.

ISO/IEC 7816-1 part 1, 2 discloses a structure of
an IC card. For example, the IC card stores important
information such as personal information. To assure
security, the important information stored in the IC
card is encrypted, and authentication with respect to

an IC card user is requested.

However, a CPU may erroneously operate in some
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cases when noise is applied to a power or a clock
supplied to the IC card or light is applied to an IC
chip itself, and a countermeasure agai nst a fraudul ent
transaction that intentionally provokes such an 5
erroneous operation is desired. To realize this, a
nmeasure of nmounting a filter that elimnates an

i nfl uence of noise on an LS| itsélf is taken. However,
this neasure al one cannot sufficiently avoid an
erroneous operation of the CPU. 10 Further, JP-A
2005-FFBI TKOKAT ) ST L8 38BE18Y FechnBrEgy 6F & clock

t el
Qo TSl A0 8% ODGOUD OF aagfh?2a58p32ﬁ§§3%&11§ﬁ% Yoyge 1c
l.nvent
%6 ot oneoue, BRAAL Q0unDLIRLASKER, BhatBYE" S Shaplulent
or a @%4&&@ sipp! arﬁgeﬂlyﬁbﬂmp gegngw QSB{CE the

card or a light is applied to a ci

ChlQeﬁtdﬂﬁﬁﬁﬁ“bé%ré@?oﬁrﬁélH@P§reénd &Baggghggg thlS, a
processi ng or output nmay be possibly perforne

20 abovesexpl @i nesheomvens i onatetechnel egymahares an
cannot sufficiently avoid-an erroneous operation of

t he Gﬁd*uéhnarmﬁrmmsseMMEnaanLatgotsémn1@E dekesti ngowever,
an erroneous operation is caught on, fraudul ence is
accepiiee mﬁﬁﬂqr¢sahmn©b$@@m00fsuﬁélpmesemy Bragédt kan

to provide an information storage nmedi um superior in
avoi I BTU T reRRitA ehee, 08 the CPU.

Further, JP-A 2005-285133 (KOKAI) discloses a
technology of detecting an erroneous operation to
appropriately continue or stop processing in accordance
with a type of the erroneous operation.

Disclosure of Invention

As explained above, when noise is applied to a
power or a clock to be supplied during an operation of
the card or a light is applied to a circuit in the IC
chip, a command of the CPU jumps, and fraudulent
processing or output may be possibly performed. The
above-explained conventional teéhnology alone cannot
sufficiently avoid.an erroneous operation of the CPU.
Furthermore, when an algorithm of detecting an
erroneous operation is caught on, fraudulence is
accepted.

It is an object of the present invention to
provide an information storage medium superior in

avoidance of fraudulence.
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An i nformation storage nmedi um according to the present
invention is an information storage nmedium fornmed of

a card nmai n body having a nodul e enbedded therein,
wherei n the nodul e conpri ses: conmuni cating 5 neans

for receiving a command from an external device;

storing neans for storing a data processing routine
including a plurality of check p@ints; and data
processi ng neans for executing processing

corresponding to the command in accordance with the
dat a proce’si hgfebmppubhnetostgeri ngdaupl Brabirtynaf to the
check flags having the same value that varies in
accorfeit®e i thverRelof theanpinfakineyioh sheckgpomatisum
included in the data_ processing routine, and

conf i TPERRF vt i i $TF kR aboPF oBa¥snaga basedlenernhedded
pIurq%%gﬁ of stored check 15 flags. An information

stora
q%}oa[rpgtf'cgp storage medi um fo(rarrgd of a card main
re

an i
body

unf eSO i hS t BOEHES  BPRREAESF hvERFNBALFgting

aving A nodul e enbedded™ ERer ef AN WhefBEFATRAE device;

ay ng & no edaed th f fie
Mt B s A e P L A S TR e N O
stor iirigsla.lcpi'rk{{ al iy 0L1 faf a, £ PLREERSHHY,f QUL L Ngs each

i ncl udi ng at

east one check point; and data

Pr oC essd dis e Sud Hi s EXEEUL k88t PROCESSEDYs | i
corresponding to the conmand in acgoﬁdancesb%gmf?ﬁr?ﬁgondlng
pl ur &a thheofcatatangrocessthgdi Qe | mesh ShOTHAEa processing
respective check flags having values that vary in
accorfaifdenan tstusinofa theur@spegt b veciebeekf pagHt Bading the

same value that varies in accordance with use of the

plurality of check points included in the data
processing routine, and confirming validity of data
processing based on the plurality of stored check
flags.

An information storage medium according to the
present invention is an information storage medium
formed of a card main body having a module embedded
therein, wherein the module comprises: communicating
means for receiving a command from an external device;
storing means for stpring a plﬁrality.of data
processing routines each including at least one check
point; and data processing means for executing
processing corresponding to the command in accordance
with the plurality of data précessing routines, storing
respective check flags having values that vary in

accordance with use of the respective check points
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i ncluded the respective data processing routines, and
confirmng validity of data processing based on the
respective stored check flags. An information storage
medi um according to the 5 present invention is an
informati on storage nmedium formed of a card main body
having a nodul e erbedded therein, wherein the nodule
conpri ses: communicating means fér receiving a

conmand from an external device; storing neans for
storing a sub-routine including at 10 | east one pheck

poi nt 1RAHY @S daf e r basPAEtLHEl dditag pttheessibar autitiees, and
and including at |east one check point; and data
proce%%?ﬁbr%%%%sv?%%déiécafiﬁ@téapéosﬁé@é@glﬁgsed on the

corresponding to the co nd i.n accordance with the
P O p el ra TRRg

sub- rout h&9Sst ori ng respective

LS check LhAombaxige, o venyblal ahnge n acegrmee,

with use o respective ¢

t he _fggéﬂ%”iﬁﬁbﬁggoﬁhfsnghniﬁ?gkgﬁ%%ﬁgnggggggk{gEQQum

validity of data processing base

stor ecbiahackof | 208ar d0ndiin| BEAYMRLI, 0N SLOR AR TPAIUM g o

according to the present invention an I nform

st or agesneth Unvhé s MRde 0é Roaand HBﬁBrQQQX:h€¥ERQn§cating
nmodul e enbedded therein, wherein the nodul e

conprmisEss Tomeienting anmeamnsahar fregebMi Bdtadrnal device;

conmand from an external device; 25 storing neans for

st or i sigP Bl atree Prockssi Yor duyi aesubrebuding kaepuding at

processi ng; and data processing neans for executing

dat a Prates¥ingtork espbndi Agdt 8 mhénSroutine including the
sub-routine and including at least one check point; and
data processing means for executing data processing
corresponding to the command in accordance with the
sub-routine and the main routine, storing respective
check flags having values that change in accordance
with use of the respective check points included in the
sub-routine and the main routine, and confirming
validity of data processing based on the respective
stored check flags.

An information storage medium according to the
present invention is an information storage medium
formed of a card main body having a module embedded
therein, wherein the module comprises: communicating
means for receiving a command from an external device;’
storing means for storing a data processing routine

including loop processing; and data processing means

for executing data processing corresponding to the
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conmand i n accordance with the data processing

routine, storing a value of the nunber of tines of

| oop processing that varies along a predeterm ned

rule in accordance with the nunber of times of | oop
processing 5 included in the data processing, and
confirmng validity of the data processing based on

the value of the nunber of tines of |oop processing.

An i nformation storage medi umaccording to the

present invention is an information storage nmedium 10

f or re@CBraBdcapdagarndbodg Watinghe redel @redesdded routine,
therein, wherein the nodul e conprises: conmunicating
meansSFOF 1REc@i VRhYCaClommBnaUNPEM 8f &ifesnall device;
storing neans for, storing a data processing routine .
incIu%?ﬂﬁef%bﬁgpﬁaégsgﬁﬁg?saﬁ o84t & BF8@§§§Fﬁdnﬁ€a§ﬁle in
15 fo ing data,_processing correspondi to the ,
conna%%ggﬁggéggggéﬁéetmftHu SrdﬁgatﬁpgéeggiﬁgOp processing
routi ri c ving a_val ue t.hat.
changggc%%éégcgggagﬁcgga%tEkﬁggg% ng’cﬁggkéﬁgfﬁfmlng

i ncl uded; §pc i her kRQDdQEQCS%b@Qsiﬂgdb%l%%fd' LA B¥e value of
validity of data 20 processing based on the stored
Chethﬁéa@umﬂﬁriBEOEﬂﬁbboﬁfsng?gﬁrgﬁgbgqhaqcord'ng to

the present invention is an information storage

medi um foAnmednébraacacd BRbRrabedyedhavi B¢ IY €o the
enbedded therein, wherein the nodul e conprises:
conmupieaenngi2Bentans fer aneceifvirngtaoaosnendghbr agdanm
external device; storing neans for storing a

sub- rborne@ ¢A ehearfiomernobpdiayering subedolki rebended

an internmediate | ayer 6 _ . '
therein, wheréin the module comprises: communicating

means for receiving a command from an external device;
storing means for storing a data processing routine
including loop processing, and data processing means
for executing data processing corresponding to the
command in accordance with the data processing routine,
storing a check flag having a value that changes in
accordance with use of a check point included in the
loop processing, and confirming validity of data
processing based on the stored check flag.

An information storage medium according to the
present invention is an information storage medium
Iformed of a card main body having a module embedded
therein, wherein the module comprises: communicating
means for receiving a command from an external device;
storing means for storing a sub-routine in the

lowermost layer, a sub-routine in an intermediate layer
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including the sub-routine in the | owernost |ayer, and
a min routine including the sub-routine in the
internedi ate | ayer; and data processing neans for
executing data processing corresponding to the conmand
5 in accordance with the main routine, the sub-routine
in the internediate |ayer, and the sub-routine in the
| ower most | ayer, storing a check §1ag having a val ue

t hat changes based on a call for the sub-routine in
the |owernmpst |ayer, and confirmng validity of the
dat a 1DCpHEEBSSIRE BaSedoBhk ifke it dhed lohvegknddtag.ayar, and a
informati on storage nmedi um according to the present

i nventfOR FSUEANENF-BFAHERBA §P§r§@@1ﬁi¥ﬁ?ﬂe ﬁé?ﬁ@@ of
' dy havi dul e enbedded . t herein,
R L e L SR
f LMLE n _external device;
L or| SRELUL A R ACRaTRR L LT B BB el chpeonmand

and a;j gakBchHeHEhRE L,AChudhRoLbhe RIAEALILY (@l SYB routine in
routi nes; and data processing neans for éxecuting data

processéngneekhespandi Ngyte,t e ComEmRd R RAGGALAaNCE o
20 with the main routine and the sub-routines, storing

a plusatrhysof laheek thagsnbBaui peeval yasqt hal i6RANIG 21 ue
based on respective calls for the plurality of sub-
rout i nest ahdngenf beakedgounaki diatly @brt heedai®-routine in the
processing based on the plurality of stored check 25
fl agslo®prmpsbeseyept i endotodfawmngy FeGiditiysof the data
draw ng showi ng a general view of an 7

processing based on the stored check flag.

An information storage medium according to the

present invention is an information storage medium
formed of a card main body having a module embedded
therein, wherein the module comprises: communicating
means for receiving a command from an external device;
storing means for storing a plurality of sub-routines
and a main routine including the plurality of sub-
routines; and data processing means for executing data
processing corresponding to the command in accordance
with the main routine and the sub-routines, storing a
plurality of check flags having values that change
based on respective calls for the plurality of sub-
routines, and confirming validity of the data
processing based on the plurality of stored check
flags.

Brief Description of Drawings

FIG. 1 is a drawing showing a general view of an



i nformati on storage nedi um according to an enbodi nent;

FIG 2 is a view show ng an outline structure of an

IC chip; FIG 3 is a flowhart for explaining an

exanpl e of 5 check point processing; FIG 4 is a
flowchart for explaining an exanple of check point
processing during loop processing; and FIG 5 is a
flomchart for explaining an exanpl e of check point
processing in a sub-routine in a nested 12n8t :Tgctd_ure.t

Best Mbde for . Carrying Qut the Invention enbodi ment
accorﬂ?gar{("atﬁﬂﬁ §¥8§ AE MRFE GFCatidinndw Fe embodiment;
expl ai ned ei naf.ter wi.th reference to the

acgonpanyi Egﬁdrgwlﬁgg VIS'FIGC % ) @i Y sHoWw fighre of
a gengrak-vigw. of an information storage nedi um

according to this enbodi ment. As shown in FIG 1, an

i nformati opgt ora i i .f f. a card nein
ot or TRt 08181 06248 MBS AP A JP anore o

5(a nogdnkek. ?QQnEI Grodekgidgui ew showi ng an outline
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structure o the 1C chip I. As shown in FIG 2, the

I C chip 1 rigcl udes a ERUwEhaat RAM 4x AR iROMP.arfexample of
EEPROM 6, an 1/0O 7, a coprocessor 8, and a data bus

9. Theh®W Boshor psovassauy kiurd$ gofl oppograd (s rdat and
25 processing routine, a sub-routine, a- main routine)
of the |ICFéard> FheaCPUo¥ cdweduties tedxg hwdmiious d ndsample of
or programs stored in the ROM 5, and checks whet her
t he gchéck point processing in a sub-routine in a nested
structure.
Best Mode for Carrying Out the Invention

An embodiment according to the present invention
will now be explained hereinafter with reference to the
accompanying drawings.

FIG. 1 is a drawing showing a general view of an
information storage medium according to this
embodiment. As shown in FIG. 1, an information storage
medium is formed of a card main body 2, and the card
main body includes an IC chip 1 (a module).

FIG. 2 is a view showing an outline structure of
the IC chip 1. As shown in FIG. 2, the IC chip 1
includes a CPU 3, an RAM 4, an ROM 5, an EEPROM 6, an
I/0 7, a coprocessor 8, and a data bus 9.

The ROM 5 stores various kinds of programs (a data
processing routine, a sub-routine, a main routine) of

the IC card. The CPU 3 executes the various kinds or

programs stored in the ROM 5, and checks whether the
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vari ous kinds of prograns have been correctly

executed. An operation check perfornmed by the CPU 3

will be explained later in detail. The RAM 4 and the

EEPROM 6 store data required when executing the

various kinds of 5 progranms by the CPU 3. The I/O0 7

receives a comand from an external device, e.g., an

IC card reader/witer, and outp@ts a processing

result as a response. The data bus 9 is a bus that is

used to .transfer data between Lhe CPU 3, the RAM 4,
Fy@)bgegn&ogﬁgctly executed.

ol or Tt o G 28 SR TR G R AP e RRoPRRC e P Jaiddebe

i nformati‘on such as ~per

securdtya fhey iQP@ftﬁgtdEQEQEUEt%RQ shAred.in the EggROM 6

card is encrypted, and authenticatron w th respect

an | Gdor&ad sk dsesqh sregaygshedx - EQyey rtg@hggrnghﬁekinds of
is applied to a power or a clock supplfied to the IC

card progtems By ghiiei spappli edntoran hCrehepviktsSal fommand
the CPU may erroneously operate in sonme cases.

Ther ef orre, ant hex 4 & cat ddactoedi aggt p &hi $c28aeabodi ment
confirms whether original processing is correctly
exeCLﬁQﬁﬁ%WWﬂﬁiﬁ#rél@@@ﬂ@@dpotsthepfﬁkbésing result as a
fraudul ently ski pped due to a di sturbance) on a

sof t e ¥ Y1 3. e estahpl eusa®check posnthas psousdddto

at each position in a data processing routine, a check

25 f19g %fes%%%i*h%t‘f%efehghéh%w poi Bhej BANt 4y efihe ROM 5,

(ne PG AAa 4 checkad u 413 faL posessi g fos

The IC card stores important information such as
personal information. To assure security, the
important information stored in the IC card is
encrypted, and authentication with respect to an IC
card user is requested. However, when noise is applied
to a power or a clock supplied to the IC card or when
light is applied to an IC chip itself, the CPU may
erronecusly operate in some cases.

Therefore, the IC card according to this
embodiment confirms whether original processing is
correctly executed (whether a command of the CPU is
fraudulently skipped due to a disturbance) on a
software side. For example, a check point is provided
at each position in a data processing routine, a check
flag corresponding to the check point is stored, the
check flag is checked during data processing (as

needed) or at the end of data processing, proper



execution of the original processing is confirmed, and
then a processing result is output. Moreover,
exercising an ingenuity with respect to an arrangenent
of the check points or a value (data) indicative of 5
each check flag enables further securing reliability
of data processing. Specific eééﬁfles w |l now be
expl ai ned hereinafter. 1. The 5in the IC card
stores a data 10 processing routine including a

luralit f check  points, the I/O 7 receives a
gonnaﬁéeﬁﬁgﬁpgno x TN QT T HA o LT fRF $ e Py @enfirmed, and

execu dat r ssin correspondi ng to the conmmand

from Itﬁéne;%t grr%ézl%% el\ﬁgcgfeslu%tacjcsgrodédtr&%t Wi ]EPFP‘T%V%I a
rocessi : [ . .y the . CPU 3 confirns

ahethéﬁb?%égggpaggréc §§¥Hégﬁgnﬁgké%%ﬁggf%rF%uﬁﬂn?ﬁﬁﬁﬂgement

with thetgei ghlalk %%rlrn%cst Oqataa Vﬂr%e%% r%]'_ ive of

That is, the CPU 3 stores a check ftlag ose value

Svari esath apeekdaneg Wnkb RO ASH sdala By
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Sl ity of
(in accordance with checking at a check 20 p0|nt§, Y
confi desawhebthessangal ue of this check flag nmatches
with an expected value during or at the end of the
data proce$seeg.fiane @uipets val lpr oues Hagetesidied
under conditions where these value match with each
ot her epsipgdieirenal Iy, the fol | owi ng operation
further secures reliability of the data processing.

1-1. The check Tp6i ROY in ithéheat e pravcessianed (e data

processing routine including a plurality of check
points, the I/O 7 receives a command from an external
device, and the CPU 3 executes data processing
corresponding to the command from the external device
in accordance with the data processing routine. Here,
the CPU 3 confirms whether the data processing is
executed in accordance with the original correct data
processing routine. That is, the CPU 3 stores a check
flag whose value varies in accordance with progress of
data processing (in accordance with checking at a check
point), confirms whether a value of this check flag
matches with an expected value during or at the end of
the data processing, and outputs a processing result
under conditions where these value match with each
other.

Additionally; the following operation further
secures reliability of the data processing.

1-1. The check points in the data processing



10

15

20

routine are dispersed and arranged at a plurality of
poi nts rather than one point. A plurality of check
flags having the sane val ue which vary in accordance
with checking at the plurality of check points are 5
stored, and validity of the data processing is
confirmed based on the plurality of stored check
flags. That is, whether the plu} ity of check flags
have the sanme value is checked (mrroring). 1-2. Each

heck int i vided in accordance 10 with _
or 0CaS8I i B AT SnTARF - THE ABfasprOtess| A§ or BRHFRBItY of

Each fl havi I .t hat ' Ln
oM i feh IR S LR Eﬁggéahlgmcpadgaeck
[ t ' ' [ st.ore an
vl | e e PO SR MR e RSt PR yaaf bagsq orRnce

eaChwﬁiﬁ“éHéEk§ﬁ§C§tf$@Q-piagalg@9055p8hggﬁ BE®nts are

provided in each of a sub- routine®and a main routine

| ncl udidiged hearsdibv 4 UG 0@. o f ThRer 85PECHENECBERK fLags
whose values vary in accordance with checking at the

r es pewsdri fviernedre cha pod ndis 20e | prhvdedtiynoeashodbdt BBeck flags.
routines are stored, and validity of the data _

procd¥sitngid s worthenedchbasedrahityhefr espert fve€gs have the
stored check flags. 1-4. The check flags are increased

or dedEasEluhyls nehepeed i figiorodesgement i ng

val ues-of the check 25 flags in accordance with

checki ng at™1he ehekkcporht 8oinAd1iBePrevabeHi ty efcphdance

ta processing is finall confirned based on a total
Sg|uéﬂﬁglﬁﬁ§) %éhgcﬁoqménﬁi of the data processing

routine. Each check flag having a value that varies in
accordance with checking at each check point included
in each data processing routine is stored, and validity
of the data processing is confirmed based on each
stored check flag.

1-3. Check points are provided in each of a sub-
routine and a main routine including the sub-routine.
The respective check flags whose values vary in
accordance with checking at the respective check points
included in each of the routines are stored, and
validity of the data processing is confirmed based on
the respective stored check flags.

1-4. The check flags are increased or decreased
by incrementing or decrementing values of the check
flags in accordance with checkiﬁg at the check points,
and believability of the data processing is finally

confirmed based on a total value of the values of the



check flags. Alternatively, check flags that are
updated by a value of a nultiple other than 1 in
accordance with checking at the check points are
stored. For exanple, check flags that are updated by 5
not only a nultiple but also a general nunerica
sequence may be stored. 1-5. Alternatively, check
flags that are updated by a ran@%n1y sel ected fixed
val ue (a prepared value from ehg.k_a tablehln ek
advance) jn_accordance with 10 _checking at the chec
point%h%?k §?69§d. ﬁfé?rﬁﬁFéWﬁévaéh§F%cﬁé@QSfW@@§ are

h d b t ly a_static random numnber
but ai2g bBdaples o *1HSaghar CiEndon RGRSS: i
flucty ' he, .data_processi ng advances in
acggr%gﬁgéd§¥§%ygaggﬁfh88§%nglgtgﬁ ecﬁ§8§%p89ﬁp§sa@§e

storedeoded. ThecheckoflLagsnare ypdated ip accordance ; o
ﬁe aIP t'h heck

wi th checking at the check points an €°C

5 fl agsn@f eo€Opf & riede ab1£hguend)af EhSeHéEQlSB?ﬁ%ggE%%'
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Alternatively, the check flags are confirne
accorskageen ek thagheeksbgrat .t he check points and then

the check flags are updated. 2. The ROM5 of the IC

card store$-a.dakatepnecéssilyy covtknelbgel wdiarg dr@ORpdated
processing, the /O 7 receives a conmand fromthe

ext erial @ deyip@enlangeltet o8 CPked8 exéuat és gabtaared value
processi ng corresponding to the command fromthe _

ext era@PMde%i e i d BRRebPdancedwpbhel hen datardance with

sing. routine. Further, the CPU 3 increnents 12
proe%?hecglng at the check points are stored.

1-6. Alternatively, check flags that are updated
by not only a static random number but also a value of
a dynamic random number that fluctuates every time the
data processing advances in accordance with checking at
the check points are stored.

1-7. The check flags are updated in accordance
with checking at the check points and all the check
flags are confirmed at the end of the data processing.
Alternatively, the check flags are confirmed in
accordance with checking at the check points and then
the check flags are updated.

2. The ROM 5 of the IC card stores a data
processing routine including loop processing, the I/0 7
receives a command from the external device, and the
CPU 3 executes data processing corresponding to the
command from the external device in accordance with the

data processing routine. Further, the CPU 3 increments
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or decrenents a count value of the | oop processing in
accordance with execution of the | oop processing.
Additionally, the follow ng operation further secures
reliability of the data processing. 5 2-1. A loop
processing count value that varies in conpliance wth
predeterm ned rules is stored tolzconflrn1vaI|Q|ty of
the data processi ng based on the “| oop processing
count value rather than sinply increnenting or

d - | i 10 value in .

R e HE
' foti t he | oo .

sccordansH D ey UIDERe 0Ll LIES 01 e o0n - oo

are held ﬁ@d?tl@@g@ig?nghéekgﬁﬁb@gn%:%&%&%&Eon fug;her

numeri cal sequence 15 every tinme re es storl ng

| oop fr@cessi g captival ye that dE%aUBg%(:%%ls_@/lﬁt.he
sel ected nunerical sequence in accordance wth the

nunber of 2+nes Aheooboppopeeeessi BGun2- FalAPItW=al iakies in
of variables are held as a 20 table, and selecting a

di f f era@ml heardabl etleverydet aeminedl ragssster ishgrad eep
processi ng count value that is updated by the

sel ec@®H Fprogkedsivnof nthecdrtanpeocesthngheasenben the
of tinmes of the | oop processing. 2-4. A function of

2-1 Or°%R PIRIIMERY ofQURBE va2buporhtRer ahdn2simpile
provided with respect. to the condition of 2-3. 3. The

ROM 5" B FHE ¢t SEoF@8eat§agatts Loop processing count

value in accordance with execution of the loop
processing (in accordance with the number of times of
the loop processing).

2-2. A plurality of numerical sequences are held
as a table, and selecting different numerical sequence
every time realizes storing a loop processing count
value that is updated by the selected numerical
sequence in accordance with the number of times the
loop processing.

2-3. A plurality of variables are held as a
table, and selecting a different variable every time
realizes storing a loop processing count value that is
updated by the selected a progression in accordance
with the number of times of the loop processing.

2-4. A function of 2-1 or 2-2 or functions of
both 2-1 and 2-2 are provided with respect to the
condition of 2-3.

3. The ROM 5 of the IC card stores a data
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processing routine, the 1/0 7 receives a command from
an external device, and the CPU 3 executes data
processi ng corresponding to a cormand fromthe
external device in accordance with the data
processing routine. 5 Here, the CPU 3 uses a

hi erarchi cal sub-routine call to confirm whet her the
processing up to the sub-routine 1Pn the I ower nost

| ayer has been properly executed in the uppernost

ortion where the call is -1. A check fl ag
ahoséjva ues%%?IE%uBh%%d BRe I/@O cdFFefgfsaa command from

t d,
vl Gy iretiat (8L P8 TRRY KB ERbS s, iR hoa8ed=on
thlSe&%%%%éiﬁ@ c&Pfe ﬁéﬂglﬁﬁe@o §ug05%g% n%rapa%ge external

| onernost | ayer, a sub-routi I'n an er me

|ayeﬁdéﬁ&&é“ﬂﬁﬂh&&%§d§ﬁ@er@yghnghbndggg &?o%gggﬁﬂgsgoutlne

| ayer, and a main routine including this sub- rou

in theiotermedieg e3 |l ayes argideli-pRecaa %G%CEouHﬁ@ call to
whose val ue varies based on a call for the sub-

rout igmnfiirn hehd over nois¢ payeesksngt apedo and ¥abi@bh¥ine in
of the data processing is confirned based on this
checkh0ldWegno st 2layeplhaal bégnopropeekyf kagsuwbasen the
val ues vary based on respective calls for a plurality

of sUHRPYBIRTha Bt wWrede Bhe validitymeflet he data
processin |s conflrned based on the plurality of 25

stored chetk! f| fysChakat 139 wheeReadlr vabiesubrmes on a
are call.ed. can be checked (called sub-routines and

non- Cal’ %fsnﬁ)7%&”??%%9%%n1%et?%eﬁ?W?F@aft igyer is

stored, and validity of the data processing is
confirmed based on this check flag. For example, a
sub-routine in the lowermost layer, a sub-routine in an
intermediate layer including this sub-routine in the
lowermost layer, and a main routine including this sub-
routine in the intermediate layer are defined, a check
flag whose value varies based on a call for the sub-
routine in the lowermost layer is stored, and validity
of the data processing is confirmed based on this check
flag.

3-2. A plurality of check flags whose values vary
based on respective calls for a plurality of sub-
routines are stored, and validity of the data
processing is confirmed based on the plurality of
stored check flags. That is, whether all sub—reutines
are called can be checked (cailed sub-routines and non-

called sub-routines can be identified).
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3-3. Values of the check flags are di spersed and
stored at a plurality of positions (mrroring). That
is, the plurality of check flags having the sane val ue
that varies based on a call for one sub-routine are 5
stored, and validity of the data processing is
confirmed based on the stored ch?%k flags having the
same val ue. 3-4. The check flags are separated in
accordance w th each sub-routine call group to be

used, and 10.stor,age positions are changed. 3-5, The

check flagé ?hatbgggeﬁpggtg Sy CV&E@@ %ﬁaﬁfrﬂﬂﬁﬁiﬁ%ﬁd and
ot her 1 [ ' A..ge | _.nunerical. sequence
mﬁthoi%ggggnagrgs??ngé tgoggr%ﬁﬁﬁ?ﬁgﬁe FHERS i  That

t he CD@,thlfxlaaE&l'BQYiL@? ¥al ues A5 fli(%%@t %%\H%gsgg% e%aénre value

i ncrement or decrenent in accordan wth

a subcKoutvaeiagepstenedn 3-€allhecschesk flagsdhdthe are
are updated by a randomy selected fixed value (a

val uespoepar edntinyaledgty aft ablee dam aagvaRe)s iy is
accordance with a call for 20 a sub-routine are

st or edon Bi fmedheashecknf L hgs sthatdactedpdaied sbharing the
dynam c random nunmber val ue which fluctuates every

time S3HR ¥atdeis processed rather than a static

random nupber in accordance with a call for a
sub-rout i né~8al | Th95chpeksfdrad. a3 sepre adissc ki It |agpprdance

f a stack pointer or a
P s R T SRS LR Rt L A

storage positions are changed.

3-5. The check flags that are updated by a value
of a multiple other than 1 (which is a general
numerical sequence without being restricted to a
multiple) rather than the check flags having values
updated by simple increment or decrement in accordance
with a call for a sub—-routine are stored.

3-6. The check flags that are updated by a
randomly selected fixed value (a value prepared in,
e.g., a table in advance) in accordance with a call for
a sub-routine are stored.

3-7. The check flags that are updated by a
dynamic random number value thch fluctuates every time
the card is processed rather than a static random
number in accordance with a call for a sub-routine call
are stored.

3-8. The check flags that are updated by a value

of a stack pointer or a part of this value in
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accordance with a call for a sub-routine are stored.

An operational exanple of the check flags will now be
expl ai ned hereinafter with reference to flowharts
depicted in FIGS. 3 to S. 5 As shown in FIG 3, check
poi nt processing is inserted into an inportant part

in an original processing flow of the card. A check

flag of one byte assured in thelRAM 4 is updated

(e.g., incremented or decrenented) at a check point

#1 (101) and a check 10 point #2 (102) in a main

r out i FECOLFRGE seltihha @ﬁéékfoﬁlagséb-ﬁnethEeaagsam@ded.
inthe RAM4 is ugdated e.g., . incremented or
decrenente%? areh Eﬁ@@ﬁlpéﬁﬁﬂpﬁﬁ cfoshe ghe¢ck dHegle will now
p0|n a_l ast check point

6 tl {
#LAST %& P%% ?%ehﬁﬁ?hngggnggﬂFﬁ refeyspge & Fﬁ@wcharts
Checkdééf%k%? c&ngtégﬁd The va!ue of the pheck flag

mat ches wth an exp ecteé value if the original

prOCESSIngAgoyﬁgwhSleﬁﬁ and the ya B?nt &r%%% CQ%%le
flag does not match with the exp &cte heé

0r|ghﬁ%eﬁﬂéweﬁﬁtﬁgaﬁOyﬁ§0k§aﬂgtﬁgsgdlnzgnvg§9gangﬁe
val ues do not nmatch with each ot an error

r et urmested's PiPCEBSH NGE byh&hea ERY 3ni 8ne&kOpREE- oHebRe byte
the check flag may be dispersed and stored at a

pluradssyread posiheoRsM Thas usdatbe pkugali tycebme’dbed or

check flags may be set in the RAM 4 or may be

si nulderestyedt oxedai oheckf poent #ENOLDES, aadga, cBeck

register, the EEPROM 6, and others. Further, the check

16 point #2 (102) in a main routine. Likewise, the check
flag of one byte assured in the RAM 4 is updated (e.qg.,
incremented or decremented) at a check point #3 (105)
and a check point #4 (106) in a sub-routine.

At a last check point #LAST (104) in the main
routine, a value of the check flag is confirmed. The
value of the check flag matches with an expected value
if the original processing route is used, and the value
of the check flag does not match with the expected
value if the original processing route is not used.
When these values do not match with each other, an
error is returned or processing by the CPU 3 is
stopped.

Here, the check flag may be dispersed and stored
at a plurality of positidns. That 1is, the plurality of
check flags may be set in the RAM 4 or may be

simultaneously stored in different memories, e.g., a

register, the EEPROM 6, and others. Further, the check
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poi nt processing nmay be divided into a plurality of
parts (in accordance with, e.g., each nodule) to store
the respective check flags in different regions.
Furthernore, the value of the check flag may be 5

i ncreased or decreased by using a value of any

multiple rather than sinply increnenting or
decrenenting the value of the check flag. Moreover,

as expl ai ned above, although the check flag is

checked at the |ast check point #LAST (104), the
checP ¥4y BFF H&° CHedkay Rt fheldedr e-pecti Rbushbéky of

poi nts #1 (101). #2 (102), #3 (103), and #4 (104). In
this&%ﬁﬁﬁi %ﬁlé¥5§ﬁéﬁp IY&E%S Sr qui?%ﬂha@oﬁﬁ%ﬁg to store

chec%h%ogggyé%ﬁidgﬁé%§%¥“¥féCgeFkigﬁfﬁéggngfpg%apg§-

perf or ne provi ding a given dete

¥?|U%dﬁ%ﬂ@%ﬁ&ﬂ@”‘ﬂﬁ%”@éﬁd& Sh .nggégﬁ %§a§g§g§ be

ag. Additional'ly, this irregular ue may

changed reachd idre due s f ndom nunbe _
wi t hout being fi xed.cﬁiﬁ\j’ﬁy%&%%a?é%%hﬁg%i ’ﬁ}lltlple

(203)raithie rardranged Mgl  hiehd 200 P DEESSH n@ecﬁaﬁ‘(éﬁf’?ngf the
the check 20 flag is updated (e.g., increnented or

decr eaBmed) itheactwrdantieady t Mdheovempess ofxpi a8 Qf above,
| oop processing (in accordance with checking at the
checRlpbiomop. thA tdrawlt iflely,ia ol aecdfat heheheskt check
point is increased/decreased by using a value of a

nul t PErE 28 Iiatthel @han The Baxek ohtahimappes athenked at the
whet her a val ue of the check point is a set nultigl?103)

i s chESREFTHVE (HETodPBriotessi M to conf | kel #
mhetggh %Qe(%%h%? 1&n this case, an expected value is

required at each check point, but more secure checking
can be performed by providing a given determined
irregular value rather than regularly changing the
check flag. Additionally, this irregular value may be
changed each time by using a value of a random number
without being fixed.

As shown in FIG. 4, a check point (203) is
arranged in the loop processing. A value of the check
flag is updated (e.g., incremented or decremented) in
accordance with the number of times of loop processing
(in accordance with checking at the check point) .
Alternatively, a value of the check point is
increased/decreased by using a value of a multiple
rather than 1. Based on this operation, whether a
value of the check point is a set multiple is checked

in the loop processing to confirmed whether the value
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of the check point is correct. Further, changing an
i ncrenment/ decrenent val ue every tine the | oop
processing is executed is also effective. Furthernore,
providing the plurality of variables of the 5
i ncrenment / decrenent val ue rather than providing one
vari abl e of the increnment/decrenent val ue enabl es
securely avoiding falsification 6f the number of tines
of | oop. The above-expl ai ned net hods can be conbi ned
mnth t Iurallty of variables. 10 As shown in FIG
5, { lg G tRA"R hai ROTFEGL ne FPATHRE  uSpénmdsy an

3 b- ti i nternedi ate
IZiE? é%%%sént%’ %f%na%ﬁgr%ﬁﬁﬁ%eeﬁﬁr&ﬂ@?ﬁsm&wﬁogpopayer
d heck ag.i s st re
Fﬁoglég%ggﬁ%§$ % éki g% ? ag?ﬁgeéés ?&MFIHG Pﬁ%hermore'

the |oMeFImStg I@y@rpmaﬁltghsgayee;lgbiﬁsg?f ﬁgrm ng

sub-routine in the 1 owernos

to t hihdedied O Oeehén £ N2 1 URPELARSL kﬁgﬁr Q@blélng one
check point Bin the main routine 1in the uppernost

| ayer)a r taiel «l eslf Cﬂﬁ@dlrﬁ)@@@xkeﬁta@_ebivel%@nﬁheﬁﬁﬁg E@ables
confirmwhet her the sub-routine in the | owernost

| ayersesial ¥ etvoidiiirey Nl yefycacheakopotAkSnafnBer of times
respectively provided to the plurality of

sub- routliqmss.  dfie \albeies-exple heedheekhbHagsaar Be combined
changed when the plurality of 25 sub-routines are
respetiivelie cut el 10 1@k Yeriphlag. to the main

routine in the uppernost |ayer, a value of the check

flag is cHECKIPYD tonfiFm Whethel St BESupgHuEhag a main

routine in the uppermost layer (301 to 303), a sub-

routine in an intermediate layer (304), and a sub-
routine in the lowermost layer (305) are present. A
dedicated check flag is stored in accordance with a
call for the sub-routine in the lowermost layer (at a
check point A in the sub-routine in the lowermost
layer). After returning to the main routine in the
uppermost layer (at a check point B in the main routine
in the uppermost layer), the dedicated check flag is
checked to confirm whether the sub-routine in the
lowermost layer is called.

Alternatively, check points are respectively
provided to the plurality of sub-routines, and values
of the check flags are changed when the plurality of
sub-routines are respectively called. After returning

“to the main routiné in the uppermost layer, a value of

the check flag is checked to confirm whether this value



10

15

20

25

mat ches wth an expected val ue. Mireover, the check
flag may be stored at a plurality of positions rather
than one position. Additionally, different check flags
may be separately prepared in accordance with each of
5 such continuous sub-routine call groups. Further,
this check flag nay be changed to any other regul ar
val ue rather than being i ncr easedl/ decr eased by

i ncrenent/decrenment. Alternatively, an irregular val ue

rather_ than a regul ar value may be used. Wether the
10 pritessThgihad #RatKRECERE iHBdUFe | HOrReVESwethsstcheck

I b hecked by usin val.ue of a stack
poi ntered JIREIOT hAFCTRE SheEkPEPAGLITHi SfeRpSaiteRs rather

. : .‘ : he | C
wil | %&?%tghéuﬂqug%gg h&&s&%%&%g&1M%2gg%%8%%§§i%&eF% flags

card i ch holds data therern, exec

. - he H a )
SR b e T R R

Pr ocesstmgcSeelhobuat s @8Ch-RP AL £A18 gPLAEESS! BY QW this
in order to confirmwhether the 20 procCessing has been

executtest k nf beg atgance whafgbhetoPhAPebtRERCeSTUNEr value
flow to obtain a result satisfying a demand fromthe

out siwkclaend thaam nge and uhct reasell/debasgseg Byval ue of
a check flag that is used to confirmvalidity of the
pr ocegsi rRNE N olde qremhest chedkt2Bnpointlpy oeassirmggular value
section and confirmng a final result of the check
flag Gathde €N ot THeubrbcEdsiiagmes beonsedm vihedhey the
[ the check flag is_19
of trE}é¥é§§?§%r§%s reached the %odule in the lowermost
layer may be checked by using a value of a stack

pointer rather than the check flag.

This embodiment will now be summarized
hereinafter.

(1) In the IC card which holds data therein,
executes processing in accordance with a command from
the outside, and outputs a result, the IC card having a
check point processing section at each point in a
processing flow in order to confirm whether the
processing has been executed in accordance with the
proper processing flow to obtain a result satisfying a
demand from the outside and having a function of
changing a value of a check flag that is used to
confirm validity of the processing flow in this check
point processing section and confirming a final result
of the check flag at the end of the processing to

confirm validity of the processing, the check flag is
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di spersed and stored at a plurality of positions
(mrroring). (2) In the IC card which holds data
therein, executes processing in accordance with a
command from 5 the outside, and outputs a result, the
I C card having a check point processing section at
each point in a processing flow jin order to confirm
whet her the processing has beenl &xecuted in
accordance with the proper processing flowto obtain
aresult satisfying a 10 demand fromthe outside and
havi %"?Eﬁ&‘fi%‘hdo?toﬁﬁ%n@itn@ Blyapbetyf 04 eRedk ingg
that js, used to confirmvalidity of the processing
flow M4 5 &eck point processing section and

firm finpal t f. t h fl t the .
confm v P gl ol the eheck B0 o une
procQﬁ&kﬂ%egtE%éé@égig&ain g@gg¥d£k§g$¥§E% a command from

i ndividual ly provided ih accordance w pr ocessi ng

cont etHs dwtdde | hala psQvbdt 892 0pesyeheck bl ag Eﬁrhh%aving a
entire processing of the card, and the check flags

are sitored poird fheceats1egi o8sti8A £8) chBnt Beih€ Gard

whi ch hol ds data therein, executes processing in
accormanmess sind Al conmndrfieontot benduksi daestagd the
outputs a result, the IC card having a check point

pr oc 651 GRF Slatd | lows dpeemchxpoihedi hnaacppodessingifthowhe

in order to confirmwhether the 25 processing has been

exec &P RGBT Hahee WM oW thecbpropepr pesuvéssisagisfying a
flomx%éhobta'n a result satisfying a demand fromthe

out si %ﬁ%3%%VFnbh% ?uhttfenade Deving a function of

changing a value of a check flag that is used to
confirm validity of the processing flow in this check
point processing section and confirming a final result
of the check flag at the end of the processing to
confirm validity of the processing, the individual
check flags are individually provided in accordance
with processing contents rather than providing one
check flag in the entire processing of the card, and
the check flags are stored in different regions.

(3) In the IC card which holds data therein,
executes processing in accordance with a command from
the outside, and outputs a result, the IC card having a
check point processing section at each point in a
processing flow in order to confirm whether the
processing has been executed in accordance with the
proper processing flow to obtain a result satisfying a

demand from the outside and having a function of
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changing a value of a check flag that is used to
confirmvalidity of the processing flowin this check
poi nt processing section and confirmng a final result
of the check flag at the end of the processing to 5
confirmvalidity of the processing, not only increnent
or decrenent but also a nultiple §ther than 1 (which
is not restricted to a nultiple2 nd it may be a
general nunerical sequence) is used as an

[ nt/ decrenen change) val ye of the check f] ag.
10" (BETHIERE FCTRARE A EhChGr s q40a hgr g Used 15

execqgq§f9£gcgggE§gF%39%C§grdance w th a_conmmand fr.om

t he odf5|de3 an rs ?eEﬁPF?SFHQgIé&8§r&nh$@FﬁgCheCK
a Cq§9fn90¢?&c85Q$§§ZEQQF§88t58? %%n%%%ﬁég%{%;f}%aﬂ result

processi ng ow I n order 0 confirmwhée

proce§§i@Seh@§e9§e@l§§e89t@qeiEn@cg?rQﬂ%Cngcggﬁggﬁgtg

proper processing flow to obtain a result “satis

denﬁﬂﬂmﬁfﬂﬂmth@lQ@lﬁ&dgfaﬂﬁeh?Ybﬁgs@iﬁ%DCEano%ﬁy increment
.changing a value of a check flag that is used to

confiom datieméyt obut helpoosessilngpfllkowtihert Rhsncheqknich is
20 poi nt processing section and confirmng a fina

resulnot ofesheichedktbl agmaf ttiibéeenddof tt haypbeceassicngral

to confirmvalidity of the processing, a fixed val ue

(a ValRrbeepaseduencee, §s, uaetabkeann iadvanea) /tdeatrement
is randomy selected in advance and held in the card

i s 25(¢RTWAL dRlPAcPEnBRe/ ABEFEMEARI( change) val ue of

lag. (5) In_the IC card which holds data
:RZreFEeC;iE)agIn(t%e IC card which holds data therein,

executes processing in accordance with a command from
the outside, and outputs a result, the IC card having a
check point processing section at each point in a
processing flow in order to confirm whether the
processing has been executed in accordance with the
proper processing flow to obtain a result satisfying a
demand from the outside and having a function of

. changing a value of a check flag that is used to
confirm validity of the processing flow in this check
point processing section and confirming a final result
of the check flag at the end of the processing to
confirm validity of the processing, a fixed value (a
value prepared in, e.g., a table in advance) that is
randomly selected in advance and held in the card is
used as an increment/decrement (change) value of the
check flag.

(5) In the IC card which holds data therein,
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executes processing in accordance with a command from

the outside, and outputs a result, the IC card having

a check point processing section at each point in a
processing flowin order to confirmwhether the 5
processi ng has been executed in accordance wth the

proper processing flow to obtain result satisfying a
demand fromthe outside and havi%g a function of

changing a value of a check flag that is used to
confirmvalidity of the processing flowin this check

10 poTHiC Brocdibonge ShaT  of ARACCBANFPNTAGhast FREMend from
resul 0 e.check flag at the end.of the processing .
o e T VS F i 157 of PR 5r catarng; bhe BEUEE Mving
I ncr engnt ﬁg&g ) le of . the check fla

IS fluct%ggg{ e e%3é§?%£9§hg¥§%§§gsgrngag Pﬁén$aﬁ% a

is 15 execsd £dy £Bdw! InthegLe Eeréo%&gm mle@ﬁtegatatﬂe

therein, executes processing in accordance w

comusbde oM nd hea SUb Séklee xandr eHt PHt §cBor8sHEE, Wlil® the
| C card having a check point processing section at

each poipdr i prac20s pigcessingof bowain ardesule earfiiskRPing a

whet her the processing has been executed in

accordramred Wi tdm t hiee  puiopede paodessirhggf hotuhetabhaior

a result satisfying a demand from the outside and

havi a3 dunetd orebie ehamgrhgch fakgetbéataisheskdf ltag

that is used to 25 confirmvalidity of the processing

f1 ow GHEHTS Ehetditporht e orE’SPRGIBECEL O ARdthis check
inal, result . of the check flag at the

confirm af . .
end (ﬁojtrﬁ.g %J]:%%eess%%rh% $oc9bon and confirming a final .result

of the check flag at the end of the processing to
confirm validity of the processing, an
increment/decrement (change) value of the check flag is
fluctuated every time the processing of the card is
executed.

(6) In the IC card which holds data therein,
executes processing in accordance with a command from
the outside, and outputs a result, the IC card having a
check point processing section at each point in a
processing flow in order to confirm whether the
processing has been executed in accordance with the
proper processing flow to obtain a result satisfying a
demand from the outside and having a function of
changing a value of a check flag that is used to
confirm validity of the processing flow in this check
point processing section and confirming a final result

of the check flag at the end of the processing to
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confirmvalidity of the processing, not only a val ue

of the check flag is changed in the check point

processing section but also a value of the check flag

is confirmed, and error processing is executed as 5
required. (7) In the I1C card which holds data therein,
executes processing in accordance with a conmand from

the outside, and outputs a resul £2 not only

i ncrement/decrenent but also a valuedof a nU|}IP|F 10
other than 1 ich is not restricted to a nultiple

and 3%9?bﬁma %@hé?BV HGHEPPCQFO§§&§éﬁ§e)np§h&§@d;gsVHlue of
an i e t{decrenment value for counting the nunber _
of t?ﬁ%sggchog%a%r68e§§?ﬁ869hép FgerEaﬁF#e@OH@throceSSlng
erfo ok epetiti r ing. 15 (8) In the I

gard aﬁ?gﬁoﬁoﬁgg %%%g ?hgggﬁﬁ,ogeié u%ggéﬁrgg@§zﬁﬁg in
accor L4 h 0 e _ouytside,

it pu o o e VR e Pharearrrar oo soery i nd by

sel ectéqp@i on@. froma plurality of nunerical sequences
held in the card in advance rather 20 than a val ue

that is the7sanEnetBéyIti&Erﬁswﬂi%ﬂ_ﬁ%l@% data therein,

i ncrenent/ decrenment value for counting the nunber of

ti nesexdéclivop processing ihatctsruafuer @dthoapech@aMd from
repetitive processing. (9) In the IC card which holds

dat a thRreihsi@s, exedudespptoecessenglin accobdagce

with a command from the outside, and outputs a

r esul tNCELTRF e ¢yemEnt vart ables fovalue of a multiple

i ncrenent/decrenent for counting the 23
other than 1 (which 1is notgrestricted to a multiple and

may be a general numerical sequence) is used as an

increment/decrement value for counting the number of
times of loop processing that is required to performed
repetitive processing.

(8) In the IC card which holds data therein,
executes processing in accordance with a command from
the outside, and outputs a result, a value that differs
every time by selecting one from a plurality of
numerical sequences held in the card in advance rather
than a value that is the same every time is used as an
increment/decrement value for counting the number of
times of loop processing that is required to perform
repetitive processing.

(9) In the IC card which holds data therein,
exXecutes processing in accordance with a command from
the outside, and outputs a result, a plurality of

variables for increment/decrement for counting the
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nunber of tinmes of |oop processing that is required to
performrepetitive processing are provided, and a
predet erm ned nunber of tinmes is satisfied by all the
variables to termnate the | oop processing. 5 (10) In
the 1C card which holds data therein, executes

processing in accordance with a mmand from the

outsi de, and outputs a result, t check poi nt

processing section that changes the check flag

equ q) to conflrn1vg #dlt of the nunber of tines

68%5% s Ofo tpjr’B?/? dBY +A°PhB* PEBRSprEceSsfng St Raguiged to

reqU| ggé forn1repet|t|ve rocessin

whet ;Ft%ﬁ%ces%r%§GF§l %r?B?nBEgVéa gheand a

nfi
Cor st g ol (e 150 oLy, conl 1ee Dy ol
| 00p I OGESS NG o 1L5e£rgrﬂ-1)1atl,@ the 1Gpep EQCEVQE 8h0| ds

data therein, executes processing Pn"accor e wth
a command fI@ﬂ1 thec Ryt stdearangdnuhPHbLS 38 H@%HlkheEQQn,
check point processing section that changes the check

fl ag dxeatutiess puseck$oi c@nin racebetecet hetsUb- E6RbAG from
in the 20 | owernost layer is called is provided in

‘t hi s Sih-outguitdene amd ovdeput® gonésubtwhehbetheck point

processing is perfornmed up to the sub-routine in the

| onerssieIsayes Seftfon espeetchanygde phecebsihgflag required
section where a sub- routine call has a nested

st rudUrenNdnd &/ § kit F oo b the eenpernPAgtameal 0é dpops is

t he check g. in the processing in the uppernost
Iayepﬁqyk4%£fﬁé&: %§g9rP¥%%e$€?%%thﬁhléﬁ KeAYsred to

data th%%rm ré%%tltlve processing, and whether the loop
processing is performed for the correct number of times
is finally confirmed by using a value of the check flag
held in the card after the loop processing.

(11) In the IC card which holds data therein,
executes processing in accordance with a command from
the outside, and outputs a result, the check point
processing section that changes the check flag that is
used to confirm whether the sub-routine in.the
lowermost layer is called is provided in this sub-
routine in order to confirm whether processing is
performed up to the sub-routine in the lowermost layer
with respect to the processing section where a sub-
routine call has a nested structure, and a function of
confirming a value of the check flag in the processing
in the uppermost layer is provided.

(12) In the IC card which holds data therein,



executes processing in accordance with a comand from

the outside, and outputs a result, the check point
processing section that changes the check flag that is

used to confirmwhether each sub-routine is called is

5 provided in the sub-routine in each hierarchica

layer in order to confirmwheth % processing is

properly perforned up to the sub-Toutine in the

| owernost |ayer wth respect to the proceSS|gg

section where a _sub- routine call has a neste

struc ﬁ?%?ggﬁdpgofﬁﬁéﬁpgnlET?ﬁFQﬁﬁﬁqqqﬁW&F§1#lT?Wmand from
val ue check _fl.ag in the processing in the

upper ﬁgét &nglg%lgi, s aégo%iuagbl.ts( 3)" 97+ theh’%t? ﬁ%ﬁerf]; I point

expl aj ER: (L1 (12 | ue of .t he .chec ags. . .
ispst%?gge%ﬁlé&p%ﬁggﬁ&%ykgﬁﬁ'§¥%Vl%f;ﬁ%ﬁt?Qﬁﬁstﬁ}ag that is

per fonsed £60ELAG rhOwhidhelN 4 |§56¥¥§L§%&l?é“%hifed is
(11) or (12), different check ags are provided in

5 accorgaseedatit hn tﬁép@GbL¥%uQH%&aﬁgmé%%hfﬁggf#%ﬁﬂ#§§§ layer

groups, and the check flags are stored in a p a

of -diffeseatr sborageipasihica®sr 20ddsily tihe diGper1y
card explained in (11) or (12), not only

i ncr epent o deedenentobuheabsb-acutitiepliar afther oddaibde layer
(which is not restricted to a nultiple and my be a

gener'at thuhesPeal seqtbAceydcesssed as@non where a sub-

i ncrenment/decrement value for a value of the check 25
flag.T¢46)"F nCEhe NeScar Beskgdaistadatmyerl)arst § Bncaion of

, . o
1o fixed yvalue (a valggngﬁeegﬁed in, e.g., atablein
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20

25

contirming a ue of the’ check flag in the

processing in the uppermost layer is provided.

(13) In the IC card explained in (11) or (12), a
value of the check flags is stored in a plurality of
storage positions to perform mirroring.

(14) 1In the IC_card explained in (11) or (12),
different check flags are provided in accordance with
respective hierarchical sub-routine groups, and the
check flags are stored in a plurality of different
‘storage positions.

(15) In the IC card explained in (11) or (12),
not only increment/decrement but also a multiple other
than 1 (which is not restricted to a multiple and may
be a general numerical sequence) is used as an
increment/decrement value for a value of the check
flag.

(16) In the IC card explained in (11) or (12), a

fixed value (a value prepared 1in, e.g., a table in
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advance) that is randomy selected in advance and held

in the card is used as an increnent/decrenment (change)
value for a value of the check flag. (17) In the IC

card explained in (11) or (12), an 5

i ncrenment/ decrenent (change) value for a value of the

check flag is fluctuated every tinme the processing of

the card is executed. (18) In thé>IC card explained in

(11), a value of a stack pointer or a part of this

value is utilized as 10 an increnent/decrenent _
(chan@d@Y2DaPluethaE aSvarndosrly tsied eshieck il aglvande &rsd held
to be.noted that the present invention is not
restr%%tgaetSaFﬂelFoPgﬁeiﬁ& Efb JACHSAES to(i§¢ CCinese  (change)

nodi fj Ln.many ways W thout departi fromthe scope

15 ofbsg%eiﬁ35n¥igﬁy8ﬁ 8% gﬁﬁo %@ﬁ§ §ﬁ% e..Fur}her,

the respecthye [ ts._may he .appropr.iately

conbi ned g%zycaﬁwggeﬁg é:s?rldgrﬁed‘:palfl&?ggilﬁ e(?l]dnoor (12}, an

ConbiDﬁgreﬁéﬁgﬁgécgéﬂegeigghgb@%ﬂi%glh%i%o%a%eValue of the

Furthernore, t or ego ment's incl ude

i nventhOOR ONayalk0ds$,u20uatagesyeand tYaki Qug processing of
i nventions can be extracted based “on appropriate

combi tra¢ | onsdof saepbynaktty of disclosed constituent

el ements. For exanple, even if several constituent

el ements afé8el i fnahedIfr amral lexpaenstid uent(1ahementilve of
di scl osed in the enbodi nents, a 25 structure from

whi ché t hleaebnseintent cel enpatrs arfethéki nedaked scan e zed as
extracted as the invention when the problem explained

in t N sERETORCN P @BFERMEDthdCcBENged 261lue for a value of

the check flag.

It is to be noted that the present invention is
not restricted to the foregoing embodiments and can be
modified in many ways without departing from the scope
of the invention on an embodying stage. Further, the
respective embodiments may be appropriately combined
and carried out as long as possible, and combined
effects can be obtained in this case. Furthermore, the
foregoing embodiments include inventions on various
stages, and various inventions can be extracted based
on appropriate combinations of a plurality of disclosed
constituent elements. For example, even if several
constituent elements are eliminated from all
constituent elements disclosed in the embodiments, a
structure from which the constituent elements are
eliminated can be extracted as the invention when the

problem explained in the section “Problem to be Solved



by the Invention" can be solved and the effect .
explained in the section "Effect of the Invention" can
be obtained. Industrial Applicability 5 According to
the present invention, the information storage nmedi um
superior in avoi dance of fraudul ence can be provided.
27 CLAI MS 1 An information storage nedi um
formed of a card main body haviﬁé a nodul e enbedded
t herein, wherein the nodul e conprises: 5 conmunicating
means, for receiving a comuand from an externa
devi cBY §P8r'ﬂéeﬁﬁgﬁ§ f 6RNsO6r iSPd Ve ddars prscefiany
routine_includin lurality of check points; and =
dat a %?8c%%§?%glﬁegﬁg P& LeBc uttithg Shr Sdeddieng Migntion” can
corregponding,Lq the command in accordance with the
data processing routine, storing a plurality of check
flags having the sane I : hat ! L n.accordance
with use of the pIuraf¥?§ygf£%2eéé8%%§%Fgﬂﬁﬁgluded in

5the data ppreeesshfg keuthRe p Rt conifdnng validity
of 15 data processing based on the plurality of stored
checkinfbagstidn ABokBAter akiom %bg@@g%rﬁa@ki WRSifRE of
of a card nmain body having a nodul e enbedded therein,
wher ef natdel endel easobpr psesid2d.comruni cati ng neans
for receiving a conmand from
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an external device; storing means for storing a _
plurality of data processing routines each including
at | east one check point; and 25 data processing
nmeans for executing processing corresponding to the
command in accordance with the plurality of data.
processing routines, storing 28 2r7espect|ve check
flags having values that vary in“‘accordance with use
of the respective check points |ncludeg t he i vmi ng
respective data processing routines, an confirmn
vaIPdity of datapprocessing(%dééﬁ-%ﬁﬂt%e 5 respective

stored chegk flLag .. The information storage nedium
accor di ng ?é %ﬁaﬁ?ﬁ IMRtePSi i HONE 96 SIS Hgheidgned of a card

store S LOUL L LN Lhng | eas ne check
pointﬁzﬁa gg%%iﬂg?gﬁgiﬁe%hggl?ngﬁbgﬁﬁﬁ &S out i ne

and incl udingrat nl east m%@ﬁlecg%ﬁllrﬁrﬁ%ie%t:' and the data
processi ng neans executes data processing

correspondt@@mbﬁitheiﬁ@ﬂﬁaaﬂsi@o@c%%@@¥V%%dM§'E&HM%n from
sub-routine and the main routine, stores respective 1

checkar | &gse hawl ndevataes that change in accordance
with use of the respective check points included in
t he Sub-r@g@rhegamdanhefuaie;b@dhgne,d@ﬁ@.@&@bd@ﬁing
validity of the data processing based on the . .
respetRive st bretudéheck pPlugsliz® 4f Theciknborimati;ornd
st or age nggiun1according to _ '
ata processing means for executing processing
corresponding to the command in accordance with the
data processing routine, storing a plurality of check
flags having the same value that varies in accordance
with use of the plurality of check points included in
the data processing routine, and confirming validity of
data processing based on the plurality of stored check
flags.
2. An information storage medium formed of a card
main body having a module embedded therein,
wherein the module comprises:
communicating means for receiving a command from
an external device;
storing means for storing a plurality of data
processing routines each including at least one check
point; and
data processing means for executing processing

corresponding to the command in accordance with the

plurality of data processing routines, storing
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claim 2, wherein the data processing neans stores the
check flags that is updated by a value of a nmultiple
other than 1 in accordance with use of the check
point. 25 S. The informati on storage nedi um accordi ng
to claim2, wherein the data processi ng neans stores
the check 29 flag that is updatg by a previously
hel d random value in accordance with use of the check
poi nt . 6 The i nformati on storage nedi um according to
claim ata Brocessing nean% stores

&g

The CHesmSeTTEs HRst e 8, e 6y °regl ah=varas? in
that &Q@Qﬂ§§ncga§€ghoﬂséthn#ﬁE e%fF%tge C &gﬁ% gqhn*s

processing In accor dance W USG

7. ThﬁnéP&@é&HEBQ”réégééE?vEEQEHH’%QQQr@%Q% %ou{qnes, and

claim2, wherein the data processi hg neans axeclite

errorcorﬂ)fpﬁrﬁﬁﬁdgnﬁamgﬂt?OBE' AALAgpYBledistivig Ofba@,%‘aa on the
processing is inpossible. 8. The |nfornat|on storage

medi une ae€ot tvagst OredScekakme2agwherein the storing
nmeans stores the data processing routine including

| oop proces3si nfheandfbhrataba procese MgdiR@&NSccording to
executes data processing corresponding to the conmand
in accbrdanee with the 20 data processing routine,
stores a check flag havi ng a
wherein the storing means stores a sub-routine
including at least one check point and a main routine
including the sub-routine and including at least one
check point, and
the data processing means executes data proceséing
corresponding to the command in accordance with the
sub-routine and the main routine, stores respective
check flags having values that change in accordance
with use of the respective check points included in the
sub-routine and the main routine, and confirms validity
of the data processing based on the respective stored
check flags.
4. The information storage medium according to
claim 2,
wherein the data processing means stores the check
flags that is updated by a value of a multiple other
than 1 in accordance with use of the check point.
5. The information storage medium according to

claim 2,

wherein the data processing means stores the check
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val ue that changes in accordance with use of a check
poi nt included in the | oop processing, and confirns
validity of data processing based on the stored check
flag. 25 9. The information storage nedi um accordi ng
to claim2, wherein the storing neans stores a
sub-routine in 30 the | owernost | ayer, a sub-routine
in an internediate |ayer includ?ﬁg the subroutine in
the | owernost layer, and a main routine including the

b- ti in th i.nt diate | ayer, and 5 the data
or cebL g HBAns “eRBRGFES g’lté mégﬁw el Fandort vaiue
' he. [ ccordance w't e
ot n DR B8ab et L R I A E e Bt o o

layer, and6t.heTf1Eb'iﬁ?%tr!n%etiio'}1 t{leorla?q\fgtrn{gg Lo aa}’@fdrdidng to

stores a check tlag having a val ue anges” base
10 oncas¢al b, for the sub-routine in the | owernost
| ayer, and confirns validity of data processing based

on the  stonedecheekef baga Hock® iy HdMBid WL SEOL 398 check
medi um according to claim?2, 15 wherein the storing

meansts49resaa pbunphatydoby subeeukimes lard thd®idhanges
routine including the plurality of sub-routines, and
t he datac@roueskéngumbens ox edutess odatda tpr residxwing in
corresponding to the command in accordance with the 20
mai n ReTPrARNaAdvihe sEB- Pduttibreshestompesna .pl ural ity
7. The information storage medium according to
claim 2,
wherein the data processing means executes error
processing when confirming validity of data processing
is impossible. |
8. The information storage medium according to
claim 2,
wherein the storing means stores the data
processing routine including loop processing, and
the data processing means executes data processing
corresponding to the command in accordance with the
data processing routine, stores a check flag having a
value that changes in accordance with use of a check
point included in the loop processing, and confirms
validity of data processing based on the stored check
flag.
9. The information storage medium according to

claim 2,

wherein the storing means stores a sub-routine in
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of check f1ags having values that change based on
respective calls for the plurality of sub-routines,
and confirnms validity of the data processing based on
the plurality of stored check flags. 25 11. The

i nformati on storage nedi um according to claim 10,
wherein the data processing neans stores a 31
plurality of check flags having Ae sanme val ue that
changes based on a call for one sub-routine, and

fi | idi f dat [ based on the .
Stor el Bk TaYE NaYERG Bhe Eame ATato. 15 A2, i firemediate
| nf or mRLLen; SLOLAYRMRY

eumu%ccording.to
wherei n”t a pr cessi f

| ai 10,
g_§€§ﬁ§n§s§f@ﬁ§% !4Q§ﬁ%9ﬁt layer,
check,fhags,in,aceqe g@g%n%hhgﬁg Se%%t%é dﬁ%#éﬁ%%%gkp%he

groups, and stores t eck ags a

storagﬁtggﬁgggggg.lg§er$nahgfornation st orage nedi um
formed of a card main body having a nodul e stored

t herein, ﬂh@r@hﬁatb@o&@@@ﬁ%gcQ@B&ES%%edH¥E§”Hé%§iﬂﬁ%cessing
nmeans for receiving a conmand from 15 an externa

devi ceors¢opongingans tae sbAmbAg andala RPHRERESWIGh the
routine including |oop processing; and data processing
nmeansmébr exetunengtiat aubprocessiendncahkespardinRgitd
the command in accordance 20 with the data processing
routiheyest ored Bheabub-oputhee in the lowermost layer,

stores a check flag having a value that changes based
on a call for the sub-routine in the lowermost layer,

and confirms validity of data processing based on the

stored check flag.

10. The information storage medium according to
claim 2,

wherein the storing means stores a plurality of
sub-routines and a main routine including the plurality
of sub-routines, and

the data processing means executes data processing
corresponding to the command in accordance with the
main routine and the sub—routine;, stores a plurality
of check flags having values that change based on
respective calls for the plurality of sub-routines, and
confirms validity of the data processing based on the
plurality of stored check flags.

11. The informatiocn storage medium according to
claim 10,

wherein the data processing means stores a



nunber of tinmes of |oop processing that varies along a
predeterm ned rule in accordance with the nunber of
times of | oop processing included in the data
processing, and confirns validity of the data 25
processing based on the value of the nunmber of tines
of | oop processing. 14. The inf%Enat|on st orage

medi um according to 32 claim 13°“wherein the data
processi ng neans stores the value of the nunber of

[ f | rocessing that is updated by a val ue

falf ngsPrEFff’g?gngﬁeF%?ﬁ ﬁfiaigﬁ BHaydeer crahﬁ:_el_shamq alhe that
nb .mes_of | oop processing. 15. e

ingf of{:r%%;l %gs 87 55e Ohedi ﬁﬁﬁj{c Grdi t%lb-cqoaitlmr@a, a:cnd

wh j a Ssi:n ans stores a value o

the ninber ot R R R Ry e g the

updat by¥dach rie S e ¢l d o a
orural |0y of “proul GUeFy hald uteri oS i doRees i n

5accordan061mithThaeiﬂ%6Qﬁ%tQ%ntEE%%é§élﬁ%ﬁ%%ﬂnaccording to
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processing. 16. The information storage .
accordiagnt 0, cl ai m 13, 15 wherein the data processing
nmeans stores a value of the nunber of times of | oop
processi ngwhhaeinsthapdatedphyca ssdniaklea rseleatiemh s
froma plurality of previously held variables in
accor@enter ot hchheknbhbes iof atcnesaotel @dph respective
procegégf¥%utine groups, and stores the check flags at
different storage positions.
13. An information storage medium formed of a
card main body having a module stored therein,
wherein the module comprises:
communicating means for receiving a command from
an external device;
storing means for storing a data processing
routine including loop processing; and
data processing means for executing data
processing corresponding to the command in accordance
with the data processing routine, stores a value of the
number of times of loop processing that varies along a
predetermined rule in accordance with the number of
times of loop processing included in the data
processing, and confirms validity of the data
processing based on the value of the number of times of

loop processing.

14. The information storage medium according to
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claim 13,

wherein the data processing means stores the value
of the number of times of loop processing that is
updated by a value of a multiple other than 1 in
accordance with the number of times of loop processing.

15. The information storage medium according to
claim 13,

wherein the data processing means stores a value
of the number of times of loop processing that is
updated by a numerical sequence selected from a
plurality of previously held numerical sequences in
accordance with the number of times of loop processing.

16. The information storage medium according to
claim 13,

wherein the data processing means stores a value
of the number of times of loop processing that is
updated by a variable selected from a plurality of
previously held variables in accordance with the number

of times of loop processing.



