Specification TITLE OF THE | NVENTI ON COVPUTER CONTROL
METHOD AND COMPUTER CONTRCL SYSTEM USI NG EXTERNALLY
CONNECTED DEVI CE TECHNI CAL FI ELD [0001] The present
invention relates to a conputer control nethod, and a
conputer control systemfor controlling an operation
of a conputer based on an authentication result due

to biological information, such as a fingerprint or
the like, using an exteefFdifiFatdifect ed device, such
as a USB nenory. BACKGROUND ART [ 0002] Wen a

conputer is used f n t It ant

information in a 6%%%§§¢%%5H$ I$§§%£P$ is wdely
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order to prevenhxghﬁ Rk Bt i-ennd e |ike due

to an unauthorized operation of the conp&?er by a
third party. As the nbost common procedure, there is

TwctCaused @ pr ocedure, in which a password is set
[tg ﬁtconputer user, and the operating authority is
8 it ed only to a user whose personal identification

has beae prauideent ioat@tti@suréiagesr ed & ndmpuér control
uff| i.ent

but di ffi to .
BRI Y sehekten n ot e, e SRt Ror 2ol 1ing an
opprpaticoncfue danmusswededeak age cartHam idadeion Assalt due
tBeEHbiog?th.oﬂﬁf&l:m+P{&ﬁ e i g 'assgcﬂﬁi?la% ixrﬂtg%zp'ilhgt like,

has been i ncreasin enpl oyed in rece
UgaTHe AR §§Fﬁ6ﬁaﬁfé§n§0\ﬁ'ﬁ?ﬁ teidgRer 1sgf edych] @@0@] Uﬁﬁ memory .

rarderotmppamriror m t he aut henti cati on using the

@i@%?gical i nformati on, biological information of a

98¢ who has gi ven use authority is registered into a
ConquhenSbd&dmpuEEWaﬂgeusaﬂdfb&dmaﬁayﬁmdﬂﬁCwﬂaimpﬁrtant

:LE@@gmfaEgghalHac{ a%té(ug%rth llt](Ody E:yf.%ese ]g}'dlg"ﬁ' dalto get

conpar e I N usli n conputer,
CPRt 8k Aagi (ﬂvtthfattlthastbeé:ma egompet:ed iim advdace tico prevent

ihfolheteby delgrsdne mwhether 10N N0k, ROt of it h&rg%@{ﬁorlzed

mat ched with. each other, so that it is verif
ORRERREPIFE fbe FPBRPUERF hka third party. As the most common

procedure, there is widely used a procedure, in which a password
is set to a computer user, and the operating authority is
granted only to a user whose personal identification has been
authenticated resulting from a match of passwords, but it is
difficult to sufficiently eliminate a risk of permitting the
unauthorized operation due to password leakage or the like.
As a result, biological information, such as a fingerprint,
has Dbeen increasingly employed in recent vyears as
authentication means with higher safety.

[0003]

In order to perform the authentication wusing the
biological information, biological information of a user who
has given use authority is registered into a computer side in
advance, and bioclogical information read from a part of a user's
body by a sensor is compared, in using the computer, with the

biological information that has been registered in advance to



an aut horized operator. In this case, when the user
having the use authority is fixed for every conputer,
what is necessary is just to register the biologica
information into a conputer mainfranme in advance,
whereas it is a closed network, such as an
i ntra-conpany LAN, what is necessary is just to

i ster the, biological inforﬁg§|on of  t he user
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[0005]

[Patent Document 1]

Japanese Unexamined Patent Publication (Kokai} No.
2005-128741 ‘
DISCLOSURE OF THE INVENTICN
PROBLEM TO BE SOLVED BY THE INVENTION
[0006]

According to the invention described in Patent Document
1, it is configured in such a way that by storing fingerprint
information of the user having the operating authority in the
USB memory, and providing the USB memory with a verification
mechanism for the fingerprint, when the computer is operated,
the USB memory is connected to the computer, and if the personal
identification is authenticated, software possible for the

computer operation is sent, so that only a user having the




As descri bed above, according to the invention
described in Patent Docunent 1, the USB nenory is
delivered for every wuser who is given the operating
authority of the conputer, so that it is possible to
manage in such a way that only the user having the
authority can use the conputer. According to this

i pvention, while the operating authority is granted
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[0009] 7

In the invention described in the Patent Document 1,
however, since the authority is set to every user, it cannot
deal with a case where the authority is set in combination with
a plurality of users like this case. Additionally, although
it can deal with the computer start-up or the control of the
network connection, it cannct deal with a setup per application
such that the word processor software can be used but the
accounting software cannot be used like this case, a setup per
file such that another certain file can be accessed but a
certain file cannot be accessed, and even a setup per operation

such that data can be read from a certain file but cannot be




The present invention is made to solve such a problem
and ains at providing a conputer control nethod and a
computer control systemfor controlling an operation
of a conputer based on an authentication result due
to biological information, such as a fingerprint or
the like, using an externally connected device, such
as a USB nenpry or the like, and in particular, a
WEb%E?thEBﬁf-PoI nmet hod and a conmputer control system
[boro]allowing for a setup of an authenticati on
autho,f ty in conbination wth turalgg
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, en a rmne application program
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information stored in the externally connected device, when

Hserpfoblem,

starting the computer to 1logon, when a predetermined
application program product is started, and when an agent
program product detects a predetermined operation, it is
verified whether or not a result of the Dbilological
authentication satisfies the authentication condition stored
in the externally connected device, so that an execution of
logon upon starting the computer, an operation of the
application program product, and other predetermined
operations are controlled.
[0012]

Incidentally, while it is required that the
above-mentioned biological information and authentication

condition are stored in the externally connected device in the



to conpare the biological information, and a
processing unit are provided in either of the
conmputer and the externally connected device, but it
is not limted thereto. In other words, for the
sensor for reading the biological information, either
of the sensors provided in the conputer (or the other
ext ernal, devi ce connected to_the co ute0¥ and
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an authentication condition for the user to cause the

ceprpgter 4oV exRcatd e prddoret i oper ¥td &T ?ﬂ‘éparlson
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cbhh&bﬂ&ﬁld&vdtethe plurallty of users stored in the
naIIy connect ed devi ce, and bi ol ogi ca
natlon read fromthe plurality of users, the
conpuﬁerflrsadaﬁ@epﬁe ofutthentireaendn 1w 19nntar speye the
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aut hentication condition for gg %
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conput er,
condition for the user to cause the computer to execute a

predetermined operation, the method including the steps of the
computer receiving a logon request to the computer, the
computer specifying a comparison result between the bioclogical
information of the plurality of users stored in the externally
connected device, and biological information read from the
plurality of users, the computer reading the authentication
condition stored in the externally connected device to specify
an authentication condition for logging on to the computer
among the authentication conditions, and the computer
determining whether or not the comparison result matches with

the authentication condition for logging on to the computer,




conmput er does not execute a |ogon processing to the

conputer. [0014] It can also be characterized in that

the externally connected device stores a password set

to each of the plurality of users, and the conparison

result specified at the step of specifying the

conparison result includes a conparison result

bet ween the password of, each of the plurality of users
whegedn WhAD ﬁéteeﬁpéxpﬁawncgrﬁ%@ttedicaf&.rt%t fffy with the

apenewet dakAput teddi by ofachr ofogditnglatt ald theotompatser, the
along with the arison .result of the biol ica
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[AB&&iding to the first aspect of the present
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receiving the password matches with the password specified to
the user, the computer executes the logon processing to the
- computer.

[0016]

According to the first aspect of the present invention,
the biological information, such as fingerprints, of the
plurality of users and the authentication condition for
logging on to the computer are stored in the externally
connected devices, such as a USB memory, thus making it possible
to control, upon starting the computer to logon, the use
authority of the computer according not only to use authority
per user but also to a combination of the authentication results
of the plurality of users. In the first aspect of the present

invention, logon may be permitted at the timing of having



aut hentication is perfornmed after the password

aut hentication for verifying that the password

i nputted by the user inputted has natched with the
password stored in the externally connected device to
verify that these authentication results satisfy the
aut hentication condition, |logon my be permtted.
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2RERERLPT:iRE 17 Per iE2RRAEhr F R pHLRBED i cat don
foryve chiy fieg ertiage d hienpahavondeinp et ¢ dduon tpreogessi ygputted

hh8 tn%ﬂ:cﬁ%ﬁ’“b?"th '1§%e%é%%{éts%rdt he: GPARULE] $her &SxddiEnally

conparison resu |~ the authentication condition
ceepEcErdmietcexierityify thesnEbees yavhertigagion results

SQEEQE&'QTJ@ %?@h@rﬁﬁ%ﬁ%i@ﬁle@ogﬁi::ﬂ@?,cwd _ Q(fa{yhﬁé%émjﬁtted.
e a 1 C | ON rogram oau sSt.ore I N, e

AL DS EAREI VP L Vs Bhf GBI, o EReRt i B AgnE B GHEEE after
vebl ayhagt heaauthentresalliton fc aid thiml®etcdo dlchentication

LiLcation r.ogr.am product f edet er @i

-4PBEEb. Pl RSHEATLALOAS IO LE WLUELE TLORH nay ve

peatchesdwi t h t he authentication condition set to the
[@BPY} cation program product, the application program
product causes the conputer to execute a norma
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computer to execute a processing for imposing a predetermined
limitation to the application program product.

[0018]

Furthermore, the first aspect of the present invention
may characterized in that when the logon processing to the
computer is executed, the computer stores the comparison
result, and the authentication condition read from the
externally connected device in a predetermined storage area

of the computer, and when an agent program product stored in



predeterm ned storage area, for an operation including
at |east one of witing or reading a specific file,
and witing or reading a specific application, the
request of which is received by the conmputer, and
then if the conparison result matches with the
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PB?d@BﬁFWéP?ﬂné1mb§aEéﬁﬁe§P|ﬁ&eaﬁpé%ﬁéﬂﬁﬁlly connect ed

[devbfe capable of storing biological information to a
wherei n _t he

Conp an oper tl n Of t ut er
oS! a R P L0, (DB o IRAT o0l MR el the
blologmaalonluﬁarmmUﬂaﬂ|tqpeﬁ1fmﬁds ugerd fdpgon and the

a@HE%ﬁPEE&E‘% xgé‘lél‘c?n (}'@HESEeda%g sk ng&:‘{eﬁg%kﬁl%éﬁ hrea

con 1 ONn user cause
Oéx@@t@ww%ﬁet@m%@@p&m Acaaianmepesyr anprestikieermined

£ihe, nekhefei nekudi RYuh@aktieRs 1&f Jdds P U SIrespectively
rece|V|ng a star{ of an appllcatlon program pr oduct

CQRBFERH FR OCRFEA LA UPErthe R U REBINSPARR TR on after
opeApai hgotheeswvhputhet weeid dthdd gragicamd rnit{ad e ot ions

S8ubeFhal 190 CORnbE L Bat GE0F CBRS air 161 olf £Hf 6 & condition
fonframmett toing ¢he dpenathenpisitdlel aytbénuseasionheondition.
[gggpyter

- A second aspect of the present invention is a computer
control method of controlling, by connecting an externally
connected device capable of storing biological information to
a computer, an operation of the computer, wherein the
externally connected device stores at least bioleogical
information of a plurality of users used for authentication
on the computer, and an authentication condition for the user
to cause the computer to execute a predetermined application
program product, the method including the steps of the computer
receiving a start of an application program product stored in
the computer, the computer specifying a comparison result

between the biological information of the plurality of users



readi ng the authentication condition stored in the
externally connected device to specify an

aut hentication condition set to the application
program product anong the authentication conditions,
and the conputer determ ni ng whether or not the
conparison result matches with the authentication

condi.ti,on _set to th pplication_ pr.ogram product, .
STREFSI D (£ X R | RoROTRS G EAnEECHES Wit theplogical
iafivheationat readcomndmt the pleirafld tihefappdregt itdre computer
rOLASEATHAL QR NS GOIPULER; €XBEULES o 8 AOLARl e ernal 1y

processi ng regarding the application program product,
coheeetadi devhee conpepesbhy ras AUt ket ¢rot Lomtedndi thon set

tdNene a%ﬁ‘fmé@%ﬁ %ﬁ@%%h#%&@é driod e PRI G b at ion

program- product, ut er executes a processing
CPRALF HPBS NA the SRR IR e iRt ng Whetli¢e or not the

c&RPh+ Cabh ORe HE DY dh PROSUFL th {10 %]t AGHOr <H b dd®ition

sec%hd aégect f. the present |nvent|§n, tQ@l . f th

SBF oI"Gyi AP iFRVIIRRT G DEOATEE fPTYRYPTi nte G thet t the

cphpiial by DEswubersaacide & hei it e ta e o caonidhr iashdition
r b Ling. : ' f.t appkication o)

s SRt Piedf LR T Ag il Brddi e DBLE BBl B Widthces

a gevingdspreceds rd triegayss narehe @pp ttiaes imgkprggiram product,

wROSSLH! § £l R HONLSMRbar VOSR Resli BUIRIIM MG ARBEHCHHILAN the

program product 1s_started on the conmputer, a range
agfhepe et hght rebf iat 866 progltd®m prealéfation program
pESEat €] NEhé OcBpubBlyeitsouddEhar pibcReis iwsefJWtingldiing a

a .conbi natian of the a th%%yicat#on esults of the a
PLFAT ST T T oF U%’el‘r%}?l%%ﬁ] R #HP acaﬁbsetpla?%m product.
[(@po2BENnt invention to solve the problens is a conputer

contr f | ' , :

oxt er R T 0o S O U hld Bpel of HREBEL O, Envent son,
thg obdgileqlicieds otmerdationa coigiut @, Hmassamititeh ef the

pliies 1 COPPWErusdhET Qnd t Hke XL BRI 1% AARRLCLEEHAURYLAC for
stores at |east hiological information of a pluralit

Loty stll?sé’H’eFéFlOQngé'rﬁ‘? @mldﬁa&ﬁ%ereaﬁﬁm@??d%é are

s tadrédit 1ve Nt he adktorn LN | ddrdmie & 0£d tdhev Used , touclause e UsB
conputer_to execute a ,: er m ned

et HOUSF noR ORI G ¢ b6 SPERELBRC nE® compuTe: When a
predeiermined rappiebtabicmnooperamn i product udts refattdédayt the
computer, a range of operating the application program product
according to not only use authority per user but alsc a
combination of the authentication results of the plurality of
users.

[0022]

A third aspect of the present invention to solve the
problems is a computer control method of controlling, by
connecting an externally connected device capable of storing
biological information to a computer, an operation of the
computer, wherein the externally connected device stores at
least biological information of a plurality of users used for
authentication on the computer, and an authentication

condition for the user to cause the computer to execute a




one of witing or reading a specific file, and witing

or reading a specific application, the conputer

speci fying a conparison result between the biol ogica

information of the plurality of users stored in the

external |y connected device, and biologica

infornation read fromthe plurality of users, the
onput er ;readi ng the authenticati on condltlon store

PFﬁdeFﬁéméQ?@r%W%ﬁ EIhnébeRe et d I KL Fhg %‘FPS of the

ceiptiestireaid 0N nCaNdidudt s€tart @péh&t@@ﬁrﬁi(im_ﬂ@ﬁg least
t he _aut hent.i cation conditions

“d&t & WPﬂlﬁd”\ﬁhé%e?eao ot d tﬁBéc&E 8n F‘éléul“(rltmg or
raaﬂﬂ:hg_savmaﬂedﬂfacamﬂmlm:ajaimmn _thedlcbn@utesetspemztﬂw_,ang a
CORBEPLRR. UROIE Bebbol oo RO AL 00,8 T SHURLEDSE of che
pbpepiityrpt m@r&:@h@mﬂérM@Xtétamé@eafnﬂérlffacobn@@égéi Frvice,

aﬁ&%l{@'lé@léﬁﬁ OPESAhd Ofon MR &iridnd fthbhﬁlﬁQHﬁ!%EySQE' users,
result does not _match with the  authenticatijon

t’a%n%lP‘flP%eE&e%%lflﬁet%%eﬁ‘%tfh%‘htl%"el%n%%@%%tl%&e%‘iﬁ%%d in
the pé;@tﬁ@ﬁﬁallgy fagnridmosd fed gy edekpeat B¢danh lamti:raérmn:at ion

t 0023 di to t th
Rat hooBr dint CPnVeiR | GHEPSE B b BB chrel MBn Rty ori e on
ceudhtaensungﬂﬁprcnmgute?‘;d&teqmlnzngtymethesemxrandt the
c&ﬁéﬁﬁyggﬁn£é§§itqaaggﬂgétﬁf?%ffﬁe Ad%ﬂéﬂfﬁkigl n C%Pdltlon

eterm néd operation in er are ore
S?'ﬁé%%h@r%lf@/t’e@hn@&’twldbvfc@%e GQ‘I@IW%@O@ psgult matches

wiBADfNe altfWSniPkLPloht cHQSSE DS é@tcﬂﬁtiﬂé oﬂ@%ﬁki&@ the
redet er m ned geratlon such as reading, wijting t he.

TPRteHEXaRINS S qobrmarleaaeg?@alpa TS tbe C&iﬁratlon
w]m@:eeﬂhl a¢ tthe agenbapiogn atespleduiescoicespandhngith the

t he cogp ter et her. or not . 10 exsgeut
LSt LR bl RERTE R Pon BRI TR T oS, e
emet:lh‘oestaypg@peagengbﬁoraulrmar@ﬁbpnadeb«armineﬁel1m1tatlon

@u{ﬂgngégggtggnresults of the plurality of users.
he present invention, corresponding to the

hter control nmethods in accordance with the first
thr ow&béf@lﬁ@lﬂ& th@Sprety, a@@b@lcﬁota@ @E@Qéﬁteﬁnaém@lon

b Lo Crads. AT HER UGFHG S CRTRFREPFYIEe, of the
ptonakited cdeviiserandrichetbenputtérentication condition for
limiting the predetermined operation in the computer are
stored in the externally connected devices, such as a USB memory,
thus making it possible to control, when the predetermined
operation, such as reading, writing the file, or the 1like is
requested to the computer by operating the agent program
product corresponding thereto on the computer, whether or not
to execute the predetermined operation according to not only
use authority per user but also a combination of the
authentication results of the plurality of users.
[0024]

The present invention, corresponding to the computer
control methods in accordance with the first through the third

aspects, canalsobe specifiedas a control system for executing
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[0025] Nanely, the conputer control system
corresponding to the first aspect of the present
invention is a conmputer control systemincluding an
externally connected device capable of storing

bi ol ogi cal information, and a conputer connecting the
external l'y connected device, the externaIIy connected

devi c ncl udi ng.aut henti cati on i.nf tion.stora

e HeinS 1 PO COBE BT nBe o s €At ol G T Aok PR a1 1y
cofinacpedr dkvyiyeohndsehe cuspdtiar aut henti cati on on

[551 j:orrput er, and an authentication condition for the

user to cause the conputer to execute a predeterm ned
oper afdml vt decopmppreer iaeeltudilngyEbgorcammpmsinding to the

fiegelé{gg@ceeaflstﬁ@f{ %H'%&EP&? é%ﬂt{?&ﬁ Gt *teontrol

bl ol ogl ca ormat 1 on speC| yl ng means

Sié%*é%mfWﬁbuamfaoﬁﬁa?%eﬁnﬁéém coperESs B 'eH ccaﬂpable of

st@%ﬂﬁ@mﬂﬁdﬂbgﬁcaﬂ.ﬁhg@%ﬁbkEanfaHéQ%%oﬁb@&%@‘bﬁnh@@tlng'the
extern connec evi ce an |1 O
Ry PR e ] Gt o e RESraRL Jxognnected device

imwlhéhhg c atitbentdrdittiicon Specsthyt hon neakns aiger meams nfor a

S| '% cgﬁh n@t%tézgfg%ég %H'o%%g‘i%ql Hﬁg Bgﬁég E?ﬂednfeygﬁxggﬁle{)p gkll}lsers
ugeadiar anthentiogying @n themwrhteut@rrp@mir anrordertiel cation

c@NENbAH Cabi-OR heoRdid ans, ANtk QﬁéeEHinﬁﬁEIeQnt%E%@c%cute a

for determ ning whether or not the npari son result
Pretehesmined CtH?é"%ﬂt%an@aﬂ?ﬁPmu‘é%&fﬁWl%iog Bgdgiggrest
r@dﬁbi*ﬁlﬁ@%mtﬂbefred@ﬁﬁh@ arbegoh e @PaticSeRe computer,

b iult d es vvlthtPe authentlcajl_lon £
LTt eah R, S LT HEY L BRpnce tod pgpeci fying a
C@@mimndoeessubt exettwt en a bi@]g@guq:&bcesmf@ugnamcbme of a

9@%?% éEofé‘ A $9 beEE%QEFL?“&&%‘?e& {ir@évice

au en%| catl on orrra Ion storage  neans O
a@t@mgw%m@aww deastycmstheppbevipnt dt¥erf tupers,

2 826dn 01 c 4 HEoR! Hbﬁhﬂ:&[oﬁf slﬂ)%%flsfyﬁ\{@d md £es ceapa@eee&ng the
result specified by the biol o%| cal” informati on

AURREF '@l%aﬁ’%‘“ﬁh‘&}%e%t%r% ngpfér‘%%r?’fté?sﬁﬂat“ﬁétci%’é}?c*‘:ed

dé-hice pas Sy fof aﬁaﬁbtﬁfentﬂealﬁh@habbhﬁl6ﬁ_oﬂsﬁ¢’>ﬁ Bd@g By on
té)nthe caut entlcatlonlrhfor t1on stora

uter, .am L icgt E?n%? agd and
a passwor 1 ?]ﬂ%ut &d ab%/ eargfh BN ﬁPH al f)? of
defserminat ooy wigdns héorcodpeersbningsutetdiert her not the

cdiy9d POLSA! 4 S OF MY Hes with the authentication condition
for logging on to the computer, wherein when the comparison
result does not match with the authentication condition for
logging on to the computer, the computer does not execute a
logon processing to the computer.

[0026]

It can also be characterized in that the authentication
information storage means of the externally connected device
stores a password set to each of the plurality of users, and
the comparison result specified by the biclogical information
specifying means includes a comparison result between the
password of each of the plurality of users stored in the

authentication information storage means, and a password
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[0027] It can also be characterized in that the

conputer includes password request neans for

requesting, when the conparison result matches with

the authentication condition for logging on to the

conmputer, an input of a password to the wuser who has

made the | ogon request, password receiving neans for
,receiving the password inputted by the user, and .
1pResherdPY deReRnPhatPen PhEgAd ifter detsiShshi R Ukt the
cOhp&ioi sbherepasswerdeet phesoyt thlt harpamatane .

[ﬁgﬁztfied to the user, which is stored in the

ter or the externally connected device, wherein

i f thet passwarlkas ebei vdthinctdrel passwar chaEcechengomputer
. n ) S 151 . 1 he ,
e o e oA RBS , oo oL decCLh0F, W che
cemppuiepn regopg|matchey wlth Wee didrhantekdateipn et ion
F&RE SO &n tihehHdesnaut BNt Laldant ig¥ ar PREERBrd to the

hol di ng_ neans for storihg and hol ding, when the |ogon
U b Nag Eﬂadﬁh"eh%&rﬁﬂﬂ%Feiqé‘eséxeeaﬁgiﬁprfih‘éecelvm means
fep r%ea:;é i&ﬂimg;] &S pasawldlrtihenputheﬂg'b;g atHeoNsegONahd ifiEsword

read fromthe extern onnect e evi.ce .in a
A5 EHB U7 ht Had S Bl g e OFf edSbr T THEL BEmpiter S ang T nEot the
Pappiorcdmadehesogt emtireodais wet drsgek d inf tdrb t odtputieer, which
ST 1y EA8 Sobie 00 SRR Epha Ty e AT ea device,
whepeiral f obhpr BgFENPTEr segeLl VEAo Mt diep madetand rereiving
m&40E 288t 8he3 wibH thenphbslbed &pERAiSeN Pt Hd user, the

matches with the authentication condition set to t

h
COIRRY T a1 FERCPE B8 B pl BETE: PYPRESIPRNI E%t bR COPBYCER:

(popeluct causes the conputer to execute a nornal

processin ereas i f .the conparison_r S
mat cﬁft Wlmg ¥ }/\Imesc’aﬂSJ ﬁen("tlllacraaf‘fcto‘?r:lplc%%%i f |no(ra}:‘cl-isgertt ? ggt h“reb(?I¥pUlter
iapbldeattidmhegricmtammpiodocnatibe applizanicempfoyrsmring

aph OHY¢H: HUSGRehN@ nel Ul r?épfé’c@é&fﬂ%;eté RheCeSiter is

for 1 nposing a predeterni ne Imtatton to the

SXPPPFRAt | dHSr BgMRATPEBAUCESSEDO29RNY FRS @Awdigntication
cOHA BLERT kread ifrdathéhexeemPulier, corikctidt! §888ce in a
aut henti cation | nformation storagg means for storin

PLRERETHRL IS onS bPER8SEsi AYSPo Plie E8fpulEr O edvec , the

apkication program product stored in the computer obtains,
upon starting the application program product, the
authentication condition set to the application program
product from the predetermined storage area, and then if the
comparison result matches with the authentication condition
set to the application program product, the application
program product causes the computer to execute a normal
processing, whereas if the comparison result does not match
with the authentication condition set to the application
program product, the application program product causes the
computer to execute a processing for imposing a predetermined
limitation to the application program product.

[0029]

It may also be characterized in that the computer
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conparison result, and the authentication condition

read from the externally connected device in a
predeterm ned storage area of the conputer, and when

the agent program product is started, an agent

program product stored in the conputer obtains the

aut hentication condition set to the operation from

.th redeterm ned sforage area, for _an o eratioQ ,
PR LPHER e CHen | Eort - Sha GO RIS bP T RES TSRy S for storing,
wipacthic 1bgba pandewsingngo ahd eatipifter speatecuted, the

EBRRLEEPh 1Y, e BBl T el of FEREE A rom
thheeaueheaﬂ.ﬂyanponec@adl ldle(mcgetlnt ca thedpmatimg stherage
a?@&n&FPEH@f%QﬁE’QPCtaﬁé“éﬁ‘ént E%ré&vﬁﬁeﬁ%&u?t is

normal processing regarding t e op ration reas
SFﬁ§t@@WpéFI§ﬁ@n¢e§HPEr§Ee§ﬁﬂﬂuQﬁH%ﬁP¥@@hlﬂhéhe computer

oBHLNRBRHIGAL18Re6ORBLEII BN S6hdit Poh R tOpEIaid @@erhb@on from
ggen rogram product causes the conputer .to exe g
t ’Eﬁ:‘g% B SHFFENGEESpr Eﬂ?étae’} PPREAL AR Péﬁng at

léast h@n@p:ef a»tr:aﬂmgf QQS&]ea'Hﬁ@LgCaﬁBpéeﬁ_fd:anﬁ_mé systiemiting
0 ding to, e sec pect of sent

oF ERRILIN o R-EAac: BPUCONA 0y SOR ™ S oy pich ie

regetvad| by tbennenpetededaruk léatplaealogrr@iarstam ngsult matches

whiR! ek cale h i PIoBEL 9 13 caﬂélelﬁﬁwgﬁeﬁogg@%gséfwd@ﬁ the

external Iy connected device e extern nnect ed’
agent der o9 M A Hu CRERLISC BRE FFPTRH R FreRT Gﬁe§%?a@ grormal

pﬁ”@@@§siﬁ§ ﬁagaﬁﬁ@irh@&kﬁt ob@@étlbhmwﬂ%%s 11 ehEBEd@Farison

pl t t hent t
g
tosére dperatseni hecagpnt errdgraxpeotiaca caprmtethemm@mter
té‘pp%ic& ton QV;&{%%%@ Cleofhey r&? Eﬁgcel | NELU NG i ned

Ion st f €Cel Vi ng neans ving a
1smat@tb©nah0abbﬁl@Hﬁréhlpnogran1product stored in the
[69gpyter, Dbiological information specifying neans for

specifying a conparison result between biol ogica

i nf or HRE IGHEBI-&F CRPGERL FYSBEM FHE RAENT 7 hge second

a syt et nof |thhe @ireciad iaevngd on agdabtehpgtéal control system

ti d th al i f :
b RAREP CBR ) SRCBHI 1Y oo RBEeT 191 O Hesrr 5 s P 10
bibkogicdl amfbendttanionandnditiormpmitoeed ¢dontdeting the

ef¥l in%yc&%@%&?qievdl%@ CF’Ehteoerctggﬂldel?nconnected device
aut ntication condition Set e
including authentication information storage means for a

storing at least biclogical information of a plurality of users
used for authentication on the computer, and an authentication
condition for the user to cause the computer to execute a
predetermined application program product, the computer
including application start receiving means for receiving a
start of an application program product stored in the computer,
bioclogical information specifying means for specifying a
comparison result between bioclogical information of a
plurality of users stored in the externally connected device,
and biological information read from the plurality of users,

authentication condition specifying means for reading the
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appl i cation program product anong the authentication

condi tions, and authentication condition determ nation

nmeans for the conputer to determ ne whether or not

the conparison result matches with the authentication

condition set to the application program product,

wherein if the conparison result matches with the

aut henti cati on condition set to. the ag licat]on
apEBgRAATBESBUCEONERE 1EBNPEPERTeXBCHR RS gt‘ﬁ%??rgfy connected
dpireees TNk regnfdi BE Ehempricalicn eongl adopr gdtictto the
V\,hir.ei n, if the co ariso& result does gloet ”amﬁé:ﬁ‘ ﬁ{‘ﬂgation
2PREIGAF AR | BHAIFA™ c FERPLTIONh sBFCPY t FdSappt it eAT! on
cpndgraonpr, oauid tau ttHen tciorgiut@r comddtutoesdatprodcessiing means

g , or ed = A : .

£ FhEoe SRR LS SLELENIRE whBLhEE AT n i g compaTteon

respiEomasybeenvibhr eBpondt hgnt bcaheonhfpadifipBceebfto the

abP€iRLESBAl oI HYELh IIBA A GREREL BN i £AUHd ebnP¥stiedn result
conBr|S|ng an externally connected device, K capabl e of th
maEgREAg WhEBI ofleal 2RREBRRAERBACIanE8CRILbABHL eFEt TO €

appNnesting phegramt proalby , censesbegudeyi erectihes a normal
external ly conn&ct ed.devi ci. i gcl udi.n l;ial_,lt h(;::ntdiu %ti‘gﬂerein
PERFEPHATIOE 307 HYe THEafkPr oF 25 OBt Ty af east
ibitHeogbophrii sbormesiln dok sangt madlchtwi of theergthemlegcation
caut.henti cat | ts -
cLAFHSSPHNS 68 LA AR SO Bt it sng conpucer
eEeAPHESra ¥ ASESRING 40rplepes BRgisnpycdsteaTiosd L HBitation

tSORRHt 8bph Reh¥diohd pRRehaAl YrodiRGUest receiving means
or recelving a request of "an operation including at
[Q3dd one of witing or reading a specific file, and

wr ift [ 'mgepdﬁompﬂdéﬁfgcc_&h'smris‘}'rs{t@mddx&aa_tsipmmdjhigolt@gthal third
informati on specifying neans far, sp
aégﬁﬁgr ?%oﬁhe ré%?ﬁ?lytbeqwse %Jb?%lldc’g%cg%hpm:fg)?ng?lngﬁo%f S%SFem
cphprabkiing ah eseesnasipreshierté® deitigrnakippbdenpéctedring
b‘_%S‘ibgﬁcaﬁnd fiH'fBEﬁalt%h, | ohar mati 0Bmbeadyf reshhBering the
plurality of users, authentication <condition )
eXpEETAYLNGCABRAS L £Or A¢EherR ng- h &XEGIREALYc SPRBRCted device

16endithgn Siiact idat ien exheprably ceonnestage decane tior a
<EBShD, oML DB SELL 1 SN 380 LELLPL o users
ugetihimt atahieon icendidn on the &émpdeter, mmdtnoauneensication
IR Bl e AL 8" Rt U COMAISOTS SBkbiuce o
predetermined operation, the computer including operation
request receiving means for receiving a request of an operation
including at least one of writing or reading a specific file,
and writing or reading a specific application, biological
information specifying means for specifying a comparison
result between biological information of a plurality of users
stored in the externally connected device, and biological
information read from the plurality of users, authentication
condition specifying means for reading the authentication
condition stored in the externally connected device to specify
an authentication condition set to the operation among the

authentication conditions, and authentication condition
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set for the operation, wherein if the conparison
result matches wth the authentication condition set
to the operation, the conputer executes a nornal
processi ng regarding the operation, wherein if the
conparison result does not match with the
authentication condition set to the operation, the

computer executes a processing for inposing a
dpFEdRLBRAIRB] TEAE atith IE&ERENGPEr at RORNCEFFECTIEE the

CEHEaer:MENT k@hdultoﬁaz%:hé@c?ﬁdhnghé Oammexﬁtf@@ﬂion condition
0l.0 ca | N1.0Or SucC

seP i bRR i O parBid OF thekaRdlyfon result matches

wathhehei gathent toadibnonopditappl seat tontbe operation, the

cé&gﬁtéﬁ%éﬂ@@s E'Hc?rrﬁa[‘l E?h%?%‘i% fé’c@é‘?\/\i{r‘?& t9eVS Lﬁ@ratlon

en” exec
whepedtetidr nﬁlﬁ%dcomperaﬁpnn rmhdtcdi@ﬁﬁ enot medgibngvith the

aQEE@ﬁ%EcEB@%ﬁ auhAeRt beakbeNtoCoRdi bhOPStisnVeEhéi @tgmput er
that a setup of an authentjcation _authority jn

e&@ﬁﬂfﬂﬁaﬁ S TR e LprutapeEing R Egéfl@tegwan&d sepgpation
tof tha apkhakiby .per application and operation can be

Leved. 0 I anpl e, when a plurality of
Eggg??sggrghgiié&?gﬁggﬁxand operate a conputer in a
[db3pat ched conpany, the authority can be set

accor giagehong CUIDI NAtd onpaLothe disspaArGhed, statis ogical

and oper atronTcontents, %er pri nt
ipApsMARLPEn %mchtaﬁefpanafeaprwtéfO%ﬁap yragityrel Msggs, and

aﬁréumaﬁﬁ@a@ﬂohr@@n@ﬁ@m@%mwmda%@ﬁ Benbpeaheion are
gersona dentification, .and while resence of

ﬁéSEEFﬁQnWE‘ataﬁbﬁx&Frﬂ‘f‘é@pEPQFSFtPfis‘#YlC s S G%g USB
memokgachmng taed Wké | NGnal nﬂhﬁﬁl efxécmmmglga predetermined

z f K
oﬁgﬁ:%ggoggﬁr}silcﬁ%éauqc ter\r/\g{ng?;g %?etlbwefeen %ﬁgggnﬁﬁ%&ﬁgféatlon
canghgivhe dsspaxtheed, sstraftfk@talaesartgp péq@mr&;@tmmwcatlon

astAbLip i‘ECQHHBEHQt_SLBBt W@Eﬁ he %Dﬁrél!f%t Qra(EEP2, and a
S TOR CARRYI NG OUT

critical 1 nformation. THE
SERVENPEORT POGBOT ity Plflér anpdfit@t,i%@%sqp%ﬂei%rcan be
a6BREEVEAY out the present invention will be described
[5839?tail usi ng the drawi ngs. Note
For example, when a plurality of staffs are dispatched

and operate a computer in a dispatched company, the authority
can be set according to a combination of the dispatched staffs,
and operation contents, such that fingerprint information of
the plurality of staffs, or the like are registered into one
USB memory to authenticate personal identification, and while
only a presence of the authentication of the operator itself
is wverified in reading and writing a normal file using
word-processing software or the like, authentications of not
only the operator itself but also a manager among the dispatched
staffs are also required upon starting accounting software or
the like to access critical information.
BEST MODES FOR CARRYING OUT THE INVENTION

[0034]

- 15 -



herei n that enbodi nents descri bed bel ow are nerely
exanples for carrying out the present invention, and
t he enbodi nents, such as a sensor for reading

bi ol ogi cal information, a configuration of a
processing unit for performng an arithnetic
processing of a biological authentication, and a
timng for verifying whether or_not a result of t

bi ol JFFEEI Nt heritli% RN IR 59T SATAHY I ¥t F%%?P%‘?rsent

11@18%13%]1@:3&:3131 Betdesidxrﬂﬂaﬂlh@%ﬂmﬁ @biﬁ?\ntm@ @xamnhgs‘l Note
Iou ar e | r or res tive
PERL Pt Pramtot 1 hEnes e iR A A By i Teme ) b 1es
f «ml AT gy im® rpait erhec pmesehtsyatreuth.nnacanddahne empaodiments,
%@ﬁ RILSENtg o | SYENELQN féa&#&’ ed.a1 - 41 ' §n§oPJn8EFPn a

I a ran1|IIustrat|ng a con urati o an externa
C%ﬁh@@mal@@w@é ANPEOCE P Midal U by r%@rstr@ﬁ@rmmg an

aBi ohREt cal pi-BEOEgBLE0PE Of RS ddKEal IdJuH&eFid&cion, and a
47\Rgl)erate t he cogguter control systemin accardance

19 theF b’ﬁé’éé noOYRRESH. °¢P§°t g ﬁ%s%ltbpécﬁhﬁu@g?]aﬁﬁ ical
authest £ adt bgnas&0DE £ QU adh olutiiedt: COAPLLRIc@di £t Dbn is not

stemin ccordance wth_ th resent invention. Fig.
LT L e o R e AP exanpl o of -t he
[@@3BEntication condition stored in the externally

Connefgiﬁj deyi ¢§,idudrhe scogput ealggpawl IféyStleéEﬂébtlvely

accor e wth the present I nvent

lﬁl@@?ﬁﬁmg@tﬁl&tsqﬁgf&@%ﬁptéléﬂ aﬁbaéf-ﬁ@ﬁtiﬁca‘wo‘ﬂuch a

chRsUtdr fte:lrphm ”%g@‘t)éni nihhe CEele CQALHO! tﬁ&Stﬁésent
I n accor ance the present | nve

TR LS SRR ot Pigt ot i ecb ot R iy am Iyt ing

aanoaﬁtb&matyonveﬁifanaémnﬁrnaany(ﬂgﬁﬁgpt&dtdethee, and a

CEPPHA PLrdf AL SIS SPOLL o1 Sl SR 30 9L 106 e
in |dugsty &0 ﬂgeaapeotc@%s:dntmwefrocogmrbdr gyagemt e accordance
wﬁt’:‘ltih‘%lh' ! YpMeEaht Calh@mddysd he gogputer jupen giacki Mhiagram

pli‘cation in the conputer control systemin
ﬂa%lé%wa%b%gvﬁ tqpnﬁlrgél%reﬂééhtoﬁ ﬁveﬁmpeﬁerppant{@lu gygtem in
acﬁé@ﬁa&ﬂa@étwithUtsméapr@gena phosessohl owfpr anagerdiagram

R R L
imorthe oéxsyshablyncannectdadcdewitk time thresemputer control
s&é‘y&ntiﬁnaccéggg’g(]:e with the present invention. Fig. 7 is
a diagram illustrating an example of an authentication result
held on memcry in the computer control system in accordance
with the present invention. Fig. 8 1is a flow chart
illustrating a process flow for performing an authority
verification upon logging on to the computer in the computer
control system in accordance with the present invention. Fig.
9 is a flow chart illustrating a process flow for performing
the authority verification by the computer upon starting an
application in the computer control system in accordance with
the present invention. Fig. 10 is a flow chart illustrating
a process flow for an agent residing in the computer to perform

the authority verification of each operation in the computer

- 16 -




Using Fig. 1 through Fig. 3 there will be described
enbodi nents, in which a use authority of the conputer

is controlled by perform ng the biologica

aut hentication in an external conmputer (In these
exanpl es, the biological authentication is perforned

using fingerprint information.) by way of applying

the conputer control systemusing an externall ,
CeBRhett BUSHEDi &R PﬁCQEééFﬂﬁnUétﬁﬁFﬁetﬁéeﬁﬁé§eﬁp ention.
[omyention. Fig. 1 illustrates an enbodi ment in which

fingerprint_infor i on of the use whi ch.Ls .
egt oind Fheo L ReEen B | L ket BauAL s described
erb@imaht y, cdanedtieth deviise, aufilgprizyi [édlisthat eomgputer is

: o . £ Cori - r : ; .
cGERPIL TR ) B SRR ool Bt TRELOROE LGy 50 an
exegigabr edohpuberhe (donphese asgampdgenprithte biological

ahPhOF PBEL PNCRT 1 & NG HBSIME AWM 184 1 HgdPrint information.)
authentication is then witten into the external

. y ,
bRoMA¥Ctd BERI¥ANTathsri GOTRBULEY| GONt&Cds Spstem using an

eRPOPEh TEPt chbnvbtel Getgeephinntcicairdaimid oitdf tHdgresent
. user_required.for ntication is.dirtect

he .aut he Ly . ,
HFFREERT | 1t BiPhe Bxcoiii% onnad AT REUIgENs in which
fiegpectivel inf¢OR87]on mwiFthe dsert vislgupposedishared into

t%fgspa C%faf”dié M2 &gi%{l k@&@éﬁ%ﬁ}?%r&@é&d dAevice,

( ied to an extern usiness establishnent. _
Figr mihaliXussiaisaasal bad eabedhlishkessn edhb®ii shgRrprint

iMBbEha gl SRabeheset hiest afdisi dili spaheh %@g&%@bredAinto the
termnal Y used for business is installe

[ . r in the .
CeLpERaht 18uirAiescrstabPShimft SCIRMSTH t"’H’lé?{ ﬁé?‘—’r%rprmt
iﬂf@rﬁésg@hﬁi‘fedkge @Tﬁe&pﬁé?ﬁiﬂéétﬂdﬁﬁthé@utl‘m idatiion is then

Su ose at | Ol Qdl ca aut hent | t4i 0 S eqg t
P REERR clnkER il CRRPL IR PUReRR A e sd SRR #g.
iplesietat et rad eappliioenitonn priogriamipgedpetint information of

T qg@éffﬂé&ﬁmﬁ%ﬂ@é ';t% of.chhaciBOageh a8d3iREctly written

‘registere the dispatch source iIs
ipkgi sheredternaliHeCPBRAFREE IRV1GRd Wﬁéﬁe&ﬁéﬁﬁﬂﬁhing
[ébsee, A B, and C, the fingerprint information of

three_is_witten in the externall onnected deyi ce
and i 1%i E28r odghtttt o' ¥ hEUBHEFH s Shakt db| TERABRE (i tWO
régisherdd spatidts Bestd Qatreodi spat ¢lied bosamesgsernal business

e&%]@?ké%ﬁ%ﬁgt ]1\7 tg%miﬁg?.diXSp an%%%gtil%%t !391'?’ ai tbl.ilSSiIIESS
SUppose at the éxternally ‘connecte evice I's
esbabkiskdend wihkch atifnatiches &h¢ shaffs (dispatch source).

A terminal Y used for business is installed in the external
business establishment to which the staffs are dispatched
(dispatch destination), and it is supposed that biological
authentication is requested in order to log on to the terminal
Y to operate a predetermined application program product.
Fingerprint information of the manager and the registered
staffs of the dispatch source is registered into the terminal
X, and when dispatching three, A, B, and C, the fingerprint
information of three is written in the externally connected
device, and it is brought to the business establishment which

is the dispatch destination. In the business establishment
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bi ol ogi cal authentication of each of the manager and
staffs is verified and then the termnal Y is
operated by them [0038] Wien witing the fingerprint
information in the externally connected device at the
termnal X, the authentication condition for |ogon
and starting the application at the termnal Yis

e stered into the externall ected devi ce

of G AT Thh s e & RO BROSSMI bher crally
c@mﬁ@eﬂédcahwdﬁecomﬂl¢®@MQct@érEOISﬂﬁfttémmﬁmmﬂlYlOmnd the

such t ha ogon. 1 9 he te ern1tte f.0o
b SR8} 08} vt tfal it SERERL L TnbTifids £ o srates
igauréehfiedt and then thentesmgnaht§dlsSDaeramgdth@ them.
{g%ggptern1ned application program product requires,

en the reg|stered staffs B and C operate it, for a
condihem thattHeA oty thHegsamringut HeMigweiter in the

ei:th@fﬁ@ilplﬂ cahpectBg bigagical zaut feat i eakin@hal0f ¥,he the
ranted’. As_for such _conditian,

have bee
2SR R bhOP oo Poni i Pt & The. 1e9TR nafns | BadianEe che
appylbatloﬁadt ahelte&mmjbﬂ_setlatamyeryegegtetedtmmto the

RURERELRY e R vy, BEYR b e rmipay -
aW@mm}hbemfeehA aBthangicasiendicopdtitiod .t thelre is set a
OS] PESS s&?& %@JdtShE%&bnoéotE}?e dSRALEN @%E'ﬁ@fﬁ?@ted for

t he external conneCted device in which t

aIbY&foﬁFégfsl%f Br nit? nihddhEen t W‘P%%ﬁc"ﬂ% wm%wtm
fds@ ﬁl’lft&n tigy Graak e¥. asﬁlaea@hgqf;hé &&@d@féﬁnme@d appllcatlon
ected o the biolo Epentl %lon €L .nd c
PROTE SR TR he SRS G NS APPS SheCaHsBraF6F B an
opeagiiag ithe fongex prc'tastudltnia:m nethan aiott heoroper attoe , self
0 ri i
2B Do 20T ST put 1 SOTRRE E?%l%ﬁfc%%rn%@{%%%catmn
of nflee Managex h“all’lah’@s bgesngragtsddr edhs of ox Hep@pycondition,

a Qﬁfﬂﬁﬂﬂéﬂ"%éﬁl@%é@'lrﬁiﬂ heat ‘t@%h'lﬁ@.lakelﬁeél&!réﬁge may be
t hese sensor "and program product m rovid

regyr At treMa¥xPer e 13- ééfﬁr’r‘éfcfféalaég”%éo BYt?i%eratlng the
téﬁﬁmm}al xYaéObralﬂgr tpher abmbdawit¢enc @fnetiee theneirte to be

tern1 - 18 [0040] Upon executing a |ogon
?EF%E %% fron1a dedi cat ed screen
[0039]

When the three A, B, and C are dispatched to the business
establishment of the dispatch destination, the externally
connected device in which the biclogical information has been
written is connected to the terminal ¥, and each of the staffs
is subjected to the biological authentication. In order to
perform the authentication, while a sensor for reading the
fingerprint information of the operator, and a pregram product
for comparing the fingerprint information that has been read
with the fingerprint information that has been registered to
thereby perform the biological authentication are required,
these sensor and program product may be provided in any of the
externally connected device and the terminal ¥ (or a peripheral

device connected to the terminal Y).
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at the termnal Y, if a connection of the externally
connected device is detected, the three of A B, and
C whose fingerprint information is stored in the
externally connected device is subjected to the

bi ol ogi cal authentication. According to the previous
exanpl e, since self biological authentication should
ﬁust be perforned for the authentication condition

Il ogon, for exanple, when the staff Bis going to

| o9 oftpoih fé@cecﬁﬁtl&{g’fhﬂmgcﬁkﬁl o@‘eﬂaﬂtg@ih Wrbdn dacande et foreen
reference to.a re%?ﬁ e bi 0 i ca
e

o e adrRdaY o} peceRbprt EoRiR | FELeTfRgfy connected
destvacei g deve cageal i caki t)}mrqaemgﬁ am By _cam¢tc whoeh Bingerprint
ié\%gyﬁgk%ﬁh? bLp {;9@&% eHLh éfﬁm &Smg St SBGGR ce is

as e au?he Icatl on con tlon aut henti catl on
subiartedfta hbe hmhggnmhasum%ﬂ@@twl al dFading ke the

padL ek é::?&trhﬁb resvlce s@frthie l%tg?!f da1BaudfdntheatWhanshould

personal i1dentifications of bot of them have been
jvekie earierned; Hyr the %\%lll?la%%%ﬁlmqowtw HPPPetPIon.
£6904kanfore exanphe, tihd ktalfs camflsgtgceﬂlgnts;ucho@ way the

Lpat dedi USB
SERPEPRRRF ) Shomh AR “add | RE T S BRER T b7 TIRR (A §i FEPult
ofi tigerkpio i ¢asl mlmhﬂi’sdlcr&tlcblh@ﬂﬁﬁerremrfﬁ Band\fl@anwhlle,

wﬁéﬁgr %gﬁﬁ%%{héOapﬁg%s@&'o%atﬁ%fan g&gaﬁetl WAch also

nory, nagenent ‘us I ol ogi cal
ramlﬁéﬁﬁli'el?ﬁ e 1logn asd 9@F¥1@¥1ﬁésa§9«@ﬁ v &fe ln@n@s?rh%als the

aMth§ntaeat@bﬁvwéﬁfal\Mltdaa a mcaaahéﬂwéat@aﬁl &@sﬁhllt of the
veri erprlnt é al so. pe conf # 1t
mﬁﬁaQGEhAéL%?fﬁﬁte £o %%%&%33 he-ANESFBELER gon resu
ofritve dec i Bh and ahdrhwRbhcpettddnal ndere WSk aremry pof both
he, bi al ogi cal aut hent.i cati erfor ; Ve,
cErEn Sk S I L SR BB o1 e

petmuheeﬂernlnal Y The fingerprint information witten
5? menory is preferably erasable or rewitable,
é he USB nenory is preferably prOV|ded W th

suf f i EpErexamptagel Eabacid wad 1dugd tife Shchc8s¥pKgthat as

ugw be dpalilcaddd hyB OREmbSE FERDIhL it eI ¢ h€onnected
er of staffs_ to .be d'%§9t°hﬁﬂ isS increased or

AR Q1T e JR B ACPEREEg "o aF PERVFgea i

the® uUsBchemsed, ahf8042program product for authentication is
stored in a part of the memory, management using the biological
authentication can be performed even when the terminal Y is
not provided with a mechanism of reading or verifying the
fingerprint. It may also be configured in such a way that as
providing a dedicated chip provided with an arithmetic unit
in the USB memory, the bioclogical authentication is performed
only by the USE memory without using a main memory and a CPU
of the terminal Y. The fingerprint information written in the
memory is preferably erasable or rewritable, and the USB memory
is preferably provided with sufficient storage capacity so
that the processing may be dealt with by one USBE memory even
when the number of staffs to be dispatched is increased or the

number of patterns of the authentication condition is
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Note herein that as for the registration of the
fingerprint information at the term nal X when the
fingerprint information has not been set in the

externally connected device, new fingerprint

information may be registered without any limtation

in particular, or a certain condition nmay be set as

one of the authentication conditions. Meanwhile, when
IpfitePPRderprint information of some staffs is set in
{oba2gxternal |y connected device, it |s preferable to
PrevebrLney L 000l ALY Ll RSB Ol T LAY 1on of che
illegally ranged 16 be“Use an a ce

favohepriiogt i @nfcm'r@ttiic@n gy e sdtenmpinmlchahge Wrem the

fqgggkkeaggf 1h2e el shenred HA9H] et | 1 ¥ HBéPPernally
an a a

ition of new fingerprint 1nformtion,
CRRBEERSINNERVARE unitiite dOME IR tar el THeR ez Lo dney be

r@gls@@@éut W;Qtﬂhéﬁ@taﬂ)hq1*&1I1Q|a<tg.lo@ﬁhn6};§&zh@m1hpéﬂfl &t af céftain

one r anong the ose fin rin
CPRAL S By ol SShoBh OPE A EoreaUrBopL) FHF LhP LR ipions
Meanwhhak , celneb e lap Eiagedprtimes énfopaaatbnnsf Gamebetaffs is

?E:?Ht ﬁﬂe éQQé"? ﬁY\g&l SOEtht%d e{flt? sang fésgﬁgfe%aiafe to

e di'spa manager an fsTare
prevehs Bits ogmaerpamnhemnfcmmmcm fh@mt éxemngalllflmally

chgﬁ?gﬁs@@tb%huggét | 4 150BerthiniAiriRoset idbchW@ tion may
staff anong_three dispatched staffs, of A,

d
bp, Sefh F EAF RARSN Fedi SF18EIoR & AP TogARteRed fingerbrint

1ﬁfagma|a&bﬁt AAfoiMRid DIt itd'iﬁwoﬁeﬂaﬁlﬂﬁérﬁﬁﬁéﬂt information,
WLSSI ster into the term

F&er & e&hﬁﬂ%ﬂ%ﬂ%%ﬁ% %ﬁngﬁ%loH%mFFFn88 pP%ﬁ at all, on
cbni¢tfrehi thabnt i anih Fogt e benftirared @tt tdre oft etnileaabt one

t |
éF 'émbﬁg‘r’]\‘f% 1?%:#‘9 gﬂ&%eniﬁ%ﬁ%"ijpr&trﬁoQﬂ%gﬁ:ﬁ%{v\g%w ﬁﬁve been
ragﬁé‘aayedbfe%werrégﬁnﬁdea@d thh & eamimendt Feathoaresaded, ophese

ob8ratsengetaly bet B&c@R@EAti On on the termnal X and
|s MW|tten in the externally connected device. [0044]

fPé Fig. 3is also the sanme as Fig. 1 in that the
d| spathEd H'ﬁagﬂageisaﬂda shakf 8s ey submcﬂﬁ:t thetdEspatched
biologlca ut hent i cat | e fermna

nahgudtl oang, dda s A ohe' CBbIEcEhal hEgl S Rio18gical

afithgerpriabtonndorote temmisadeytireithe dispatch destination,
it is supposed that two staffs of D and E among three dispatched
staffs of A, D, and E are new registration staffs, and the
fingerprint information thereof has not been registered into
the terminal X. 1In this case, registration operations of the
new fingerprint information on D and E are performed at the
terminal X, it is written in the externally connected device
along with the fingerprint information of A which has already
been registered. The authentication condition is also set by
the operation on the terminal X, and is written in the
externally connected device.
[0044]

While Fig. 3 is also the same as Fig. 1 in that the

dispatched manager and staffs are subjected to the bioclogical
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regi stered nor nmanaged at the termnal X but the
fingerprint information of the manager and the staffs
to be dispatched is registered at every dispatch. In
this case, what is necessary is just to directly
wite the fingerprint information in the USB nenory
usi ng, for exanple, the sensor for identifying
fingerprints provided in the USB nenory, which_ has

SBEBARE dESERPBERI: (41 RETBREAD € 101 ChRedRPRFFEhest ination,

iexter papbysean ﬁh@tteﬁihedQ\ilr@%rﬁrﬁﬁ‘ltdaﬁiﬂ:lﬂmétlailﬁ01s Mmeither
s cas t he authe tlca i on ondi8$ E s, witten in

r?%SE?F%grfé‘PW“ PEAChE T EE 4 hgetngerprint
1ﬁéoﬂmaahoﬁ(af0ﬂﬁ5hm&®g@&sandbeueuﬁua@ﬁéﬁup b fihepagbhed is

<t Epghtit BSRSUL Lty connest e deudge LT dRlssary
1au11h@t1tuceainmtdcyndmut@ntaﬁefnegegpe;ﬁe@ infgzwdtipprin the

ubBem@hbRentiLald Onedy @52@@!1@9 ERe REsseR! AdYenidd¥ fying

So that'in a case where a plurality of managers and
fingerprapgs drpHdatediro téﬁqevS%u&emsréf estabFh shfgntbeen

d@@drlb@& opetrt éxahb@ec@fmiﬁeegrleﬂrlbﬁ% Skﬁéﬂhé!ﬂly connected

destinatjon, it one 0SSi not on
AFRE toe WRITESEY (et aTpares Fan tindwiif ication
cbadédion aspwesenee ah.the leixdleagiaddly curtrieartted alesoige by

oggga@gga £$o %EM&QH | Ly set the use authority

ccor € Co |nat|on of the plurality of
ﬁﬁﬁébers and staffs to be dispatched, or according to

the Oﬂ@d%téé%flk%?ﬁh%@h% Fﬂfy tlhﬁhQQGEHtl@{g booéﬁ]a é%ttgerﬁ‘ally
illustrates a conf |%urat|on of_ t he ext er na

CeBRfcteePelfe e WhdCchheOk é?%&héﬂlef BF@%@F%%&W@OJE%UOH
b’@tOéZD@cb Gile iaRftfdRdii @it in daddiidéen arer degikeeepar dkeused

I d ith the.
B e AT OO Y STRORTLE LY SoopRal wverEion, so
thatninah d@séowheregasmbmrmbltheoblmﬁmg@;x@ and staffs are
al B%QEHE& 00, a&éhéP%@Qi#?é‘é | £8L 40 & dﬁ@@ﬁttéﬂ&zﬁa@ay Réperate

necte to an externa connect e evi ce
thersumutensputbe @qcsm%c idas figatsian f ¢t precnepRergible

ndg, oﬁmﬁ} BC aHPUidd, aar ROMi ¢, o REM l.%mp’tﬂ@D to an
USB port 15. The DD 14 stores a,

l%ébegP%5I|9ﬁ%W%ntPBn & egPEEFSRFEn drlogr 4Afpr JutRtogical
aldlefiti ceonbnolbithg 1eeath dndividually set the use authority

according to the combination of the plurality of managers and
staffs to be dispatched, or according to the operation contents
of the computer. |
[0046]

Fig. 4 illustrates a configuration of the externally
connected device, and the terminal for registering the
biclegical information or the like in order to operate the
computer control system in accordance with the present
invention. It is configured so that a terminal 10 for
registering the biological information and the authentication
condition may be connected to an externally connected device
20. A personal computer or the like is used for the terminal
10, and includes a CPU 11, a RAM 12, a ROM 13, a HDD 14, and
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wite of the biological information, and the

bi ol ogi cal information, such as the fingerprint
informati on of a user having the use authority of the
conputer is stored in a biological information
storage section 142 in attaching identification
information thereto. The authentication condition

S age section_ 143 ores the authenticat.io , )

2 B BEsE a e L BhE hEE, dflo SR St MR IGREA, information
regtstredidor proheaoperaiduart of4 Batbr obohheotdipygt erend and
47 n der. t ut rm cessi .
ok BT e OB B e RoRRACELE! MY PRECSR Mo
ipfounaticnl sutbred thet fengBbprdntandiforimation of a user

h&@pﬁgcweowl{]gggeﬂb;@&e Us tN&T BHpuRRS G PregsABH in a

products_ for raware control, such as an 1 nput

biohegbral ai HRPIAt kdht B6Prage tfRCTiRe, A chnardttaching
i@él@%ﬁﬂi&@t%@ﬁ méﬁﬁna@i@xlshﬂiél@:o.am_'!‘ﬂﬂ@ GRi4Hehtication
ecforns the arithneti,c processin i | & operating, .
BER B P o srehien” DT T RSk | he | B At ion
cpndtiucon dwve tthattid dojprooeissa hgputlest Yok fon eaphired for
pli ' i Sc€ ted. 0 menory or the
t??k%b§€£gg§% grégég §gt5%%a?§bpﬁgg§§écted devi ce 20,
[9®#¢h includes a nenory 21, a biological information

conpafh SHHSLHd Ukeddnt N A-UAN OHGMa dHUIHAL by the
readi ng sensor 23. At |east, a biaglogical " informtion
b%?%?%b%a%ed@?QﬁF@ﬂH}%ﬁui9%9%%&Fﬁéﬁﬁ¥baPFSHra@ohB¥?@Bﬁt 141

s1sv\<,tra]ﬁéc§t:gﬁqh &erbsa ialcmm aazl ahafbﬂﬁéﬁ%iﬁc&éﬁﬁoﬂ%ﬁmﬁg’raﬁﬂ.,prd@ct,
i ch the biological information and.the
VAR FERTEAS o GO Gt CRe =T AT EnEOREF R naPuch a8
anCimpet wontenl , Fan ¢heputbi odwgred) onfureratilon, which are
s@éfé&%r?f'&'he‘ ROAT L 100 %%%@5%&0”5}1@%%@'&119 hCALy forms the
I nformation readl ng sensor ey "be directly “witten
AY htimet bf FIrefSH INhVBE AratRAT 3% UragbeskRl ilgnag BIwoRk area
oﬂ@hé%ﬁﬂlf@b@i@ﬁoﬁkgg§aw FEo@u_f:*&rJCts!oO'Eh%Q OHRC Wi dd¥s ing
arithnetic proceSS|ng_for, he,blologlcah
TR HERT i £3F i R Br APREICRF kB $SuEBATELFY he bi ol ogi cal
[6od®Y mati on conpari son section 22. The biol ogi ca
i nfor IL.on_readjng_sensor. .23 is_provid = .22 !
oo PR BEk S e e ol cor TRaFey agE; ShE sl rhe 1Ly
cotizefiedaelepriiae 2i0nf whirahi e lades is neowkiygll eda s alegical
it ArhLafon comparison section 22, and a Dbiological
information reading sensor 23. At least a bioclogical
information storage section 211 and an authentication
condition storage section 212 are included in the memory 21,
in which the biological information and the authentication
condition obtained from the terminal 10 are written. For the
biological information, biological information read from the
biological information reading sensor 23 may be directly
written in the biclogical information storage section 211. A
dedicated chip provided with a function to execute the
arithmetic processing for the biclogical authentication or the
like is used for the bioclogical information comparison section

22. The biclogical information reading sensor 23 is provided
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bi ol ogi cal information may be conpared with the

bi ol ogical information stored in the biol ogica

i nformati on storage section 211 in the biol ogica

i nformati on conpari son section 22 to thereby perform
t he bi ol ogi cal authentication. [0049] The biol ogica
information or the like is witten in the externally

connected device 20 by connectjng, the externa
wib n%c’% BACHEIR R 2R ‘f%%rl‘EIéBi‘ﬁ%Jr?a]isl%'%o’t"ﬁ%t%%?m FAFD as
th8.f ifyerpiioltogh€aimhnl onnednd i ssd e Bpused sborthd#@ 2he read
b?%?oﬁ:‘cﬁcg?e kLol 09' cal {nlﬁlg/f %%%tﬁ)ltmo%r(gdawu:[%r%ﬁ]%a\gﬁ)%] ogical

s&“autRort r,miha
infenmnationt |snmmeﬁ omattll'mn biologgislr amfsarrr@aahma&cmrage

E’?&Qﬁeflfol‘}?’thtehﬁﬁ‘étl% 1844 ?ﬁfeﬁbgﬁlohdg&h %Q&ﬁo@ection

ornation ura g ers |sp
ZﬁhéoekhéFﬁBV B@§ﬁﬁé§sté§t bRiloFdeRl patigadifpagdon.
[a@@gg t hese, the blologlcal i nfornmation correspondlng

to t ecified dentlflcatlon information is re
' Osnolie PhT o ki 18 PoEmatibn e the LIRS 15 robien 4 the
edewingl 29 M@ﬂnéh’éeﬂl&@evb@ét20.5bdeSt6hI®e(ctteim@l&Iye externally
d. devi ¢ each i ved bIO|O
C§§$%§%§ dev:'ice ? ﬁet% grgBa?O]f%flor ttT}(I)nt %gle
bé@b@ﬁbﬁalllllafonlgaw@h t beordeat i $échidoon 142 orﬂ@@rm the

bixleisgbsaflihwﬁaatmﬁrbf '?fu%létrh%%?@ LR %éh chority of

password is requested together on Iogon to
tl&%rﬁﬁl‘ﬂ@%t%‘? tife Atiteehing Q@s@\ﬂ?ﬁ ¢bifFa Ea@ﬂd%lﬁﬁoﬂéatlon of

re€geeraensi fieah i 0N drnbaiTRlvicen cam, Eﬁe&b@bedahﬂ Wwien the

nr or, tlon Stora SeCtl tO en b
1 Qe O EaL 1 R D AR R R e ER oy S o qﬁr@ﬁ&gté( dhembers
dPdpaochéied the exdt@ronai bhsihesbla:dmagﬂczaﬂhmemtonim;»mfled

%ﬁ&éaéhgk LD G G %{1 <21 Egﬁ%&&%‘&flo%%&%%@ggﬁhgﬂnﬁ to the

operailon conte computer oper
speel Ell%‘éatdﬁntééSPﬂhaPnonﬂlermalttIP@n iisn Itelﬁ@'l egsmeniively,

af@eaegd devige %Qtei‘ﬁhify%éﬂﬂé@té&‘%iel%h@é)@océha the USB
informati on. While such authentication condition

PREt edfed HSPQ( Hexbperat by 6Pnagetederdfnigte 180 tsﬁ@res each
reeatiréd awiglegisdar edfophattibe authenbi6dbg08al information

- GETEAS LA 298 39 A0 A AR B BL TS [t ion.
Notpelihdhial tdpdr amibem tpenaubnhehtngatibe wétbca gihssword is
r@#ﬁ@@@é&%é&h&%éﬂ Q.rbgio% St%“thgocgmﬁuter or the like, a
password corresponding to each identification information may
be stored in the biclogical information storage section 142
to then be stored in the biological information storage section
211 or the like along with the biclogical information.
[0050]

The authentication condition corresponding to the
operation contents of the computer operated in the dispatch
destination is written in the externally connected device 20
while writing the biological information. While such
authentication condition is selected by the operator of the
terminal 10, the condition registered into the authentication

condition storage section 143 in advance may be selected, or
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external ly connected device 20 via the USB port 15.
The externally connected device 20 stores the
received authentication condition in the

aut hentication condition storage section 212. [0051]
For witing the biological information, not the

bi ol ogi cal infornation stored in the termnal 10, but

bi_ol I t d t he, bi.ol ogi cal,
bR GPREREOR™ AR SeheB? 5aom e R I Sy upon
wrnttihg.bi Thegiedactadhaothaht bnastionagmdiaciemi s24dnt to the
gkégnkﬂlglh e J‘O&@yﬁe 2Hp%a‘“’fﬂ[ﬁé ”Qséhgg t 15. The

orna 1 ONn e external conn
ea‘éernélm |§cm:rmtércﬂded devihe USR poﬁton.@SOf tthleae received

aﬁ@ﬁghefi‘l:aégona%ﬁci@:i&?nﬁhf ioad | Q0ehBHLeHRBELEOR condition

attached whe the read biological information is
SEPBRER ?ﬁth@nb?époglcal i nformati on storage section
[8d&11s sent fron1the terninal 10 by the operation of

an adpini strator he ticatjon, condition a
Ehe: PEREWOTHES oY (L (i Ty Tenbs pfaraat i [ ey the
bsobogdcah tihdoaubhdion cetdmd comdtheonestdnage 10, but the
' 1 t t
béé%{:??gag %n%%%éngig.&% \?}e C%Og%o'ﬁ_ﬂ%f Orjtargf rmation
raﬁdwgnpeésgﬁr fzﬁemau't b@ntdlcmqtdry s IJGh tshe)rleﬂeplcmlcal
:LﬁhSrﬁéE§Bﬂa§ﬁdr§§)@%ﬁ%xg9‘i'lce EPso ﬁ?ﬁ’:‘ﬂ'ﬂs‘ ehse, SHShever,

as a condition for starting_a specifi appl i cati on
uBPBgr“H?ﬁtﬁrr%ﬁquPean}al%l%%h‘aﬂ| dﬁ’-ﬁ%mar et ngthe externally
cénfdaeal Gieveceontr okl ednby @I HY AWBPRFOALtcE the

8L SR eSh o, SOl oL A BN AR, 02011880
thende4d opjiotondedl onrsforma hieon negbersrédrimhom thieological
lﬁf'BPﬁQ#wﬁté%éaﬁ%or ncgv?i%ﬁ 2% s%B?CEEEbﬁdtHé'E‘&];MA‘ﬁal 10

dentification i Ion 10Or specityin each
bp, the smeBLiT053] #n oEMénincrasori-n Fheastiiiielcation

céﬁélﬂyéﬁeﬁhﬂcaiﬂé) aSeRgt4i @’én‘ts t&%m'tl'f@ Eg%mﬁiﬁﬁlfphﬁb are
STRPLETLE [R5msnt ¢ bt oo GHpde el c L EHGAOR nEONGiLoIGE: csorage
saut bentd icabhan: len ihibhegpasiwor floamé beoh istairnaore section 211,
respectively.

[0052]

Fig. 6 illustrates an example of the authentication
condition stored in the externally connected device 20.
Conditions, such as a condition for starting a specific
application program product and a condition for reading a
document file controlled by an agent program product, are
specified other than the condition of 1logging on to the computer.
As contents of the authentication condition, conditions on the
members for whom the authentications are required are
specified using the identification information for specifying
each of A, B, C, and D.

[0053]
In other words, in a case where the authentication

condition is set like the example shown in Fig. 6, when any
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have respectively verified the personal identification
becones a condition to permt the staff to |og on. For
starting the application program product X, if the

bi ol ogi cal authentication and the password

aut henti cation have verified the persona
identifications for A, B, and C, it can be started,

but even when the_authentication has verified persona

OPgenf i Eat ConOF o 13,198 LOahREL OB (tA}d E@MPEGET, that the

bsbavyinglt kert pRlicaticon pmageam @fmmrdf awfhédeication
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de rt is reggir t
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the ﬁélesormphaahealf ieHkRenl £64+ in0ns aRGd be 1Ea§§1\ﬂ%dstarted
authentlcatlon of “personal _identifications. for B a

bat (e BYARE CEfRfio SiiNeHelcRE PR s hdser ¥eaifaed tp%sonal
1d§ﬁd1fa&aalﬁh0ﬂﬁr By Kt tanfAoccase sfahaaftﬁedl t o starting the

ess s the nagqé F ect.ed i 1
PREEFREIEG! P ERbERRn: 1T Spor dfer atPBng Bfo1Saica
auéhdnngcaamdnmmmdltnp1nasawmnﬂnauthénteca$nn@ hhee verified
t%ﬁeﬁ&?&?ﬁ%’d&tlﬁf&l Sﬁlkhfoi"Akelttggﬁ%e started, but

tions are nDnltore enf program

ipr @aei@@f E9d BuaH rfat tedi ﬁ@am hta asndist ireuiginstithasy the

1168168868a0f BRI @XELH | ORaQf txf@rppfé&tl @R |ﬂ>ersona1
descri bed above,

18P TEat S EPRt BROoLS The Tenasets it st iSarko the
bEmlegﬂaia[Lya@'@hﬂéne'ci edt tlen i axed 2heapasthertiesntnahti6ation of

| i
preRaial {0e e e et O S A O R, g iy che
Sb@ﬁﬁéafem@ﬁd@@ul@e 20 imuslsidchasra winepf machmpiletaedase where
1¥_V' ighﬁ@@@ésafyn?&Poﬁ Phothe Qﬁ@lﬁ&ﬁgé’ér%r@é‘té%é@%d to

busi ness estab Ilshnent or the like of the
t]a?s%é%ﬁ%@%ﬂ—lﬁ’é?h%ﬂt@\FFFlBE des%?JFb%e’Er%W@n%%f rpading

ahQ0%%]itHirg 6hél |ddﬁdnﬁ=.trﬁ§ aicenfidinat i:ﬁ@ Afotdrocessing
C ut er - 5 .contr 0| stem I . accordance

SGPERRE PRVERSI DRES! nheRY R TRRELRE (BT [ TonbrPBe ey the

aglehngpufbgrlainolpoc@drElt and when matching with a condition

specified to each of them, an execution of the operation will

be permitted.

[0054]

Ag described above, after the biclogical information or
the like is written in the externally connected device 20 at
the terminal 10, the staffs move to the business establishment
or the like of the dispatch destination having the externally
connected device 20 in which writing is completed, with them.
A method of the biological authentication in the business
establishment or the like of the dispatch destination will be
described using Fig. 5.

[0055]

Fig. 5 illustrates a configuration of the computer
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aut henti cati on by connecting the externally connected
device. A termnal 30, such as a personal conputer or

the like is installed in the business establishnment

or the like of the dispatch destination, the

di spatched staff connects the externally connected

devi ce 20 brought to the termnal 30. The termnal 30
|ncludes a CPU 31, a RAM 32, a ROM 33, a HDD 34, and
cgngggt p%YFtSG 1&m%?%°¥ﬂ@ﬂ?£mwaﬁhsF%@e@r%%e%bp+m%%$Fb%nf in
whiegr afhepr edutt-o341 iand gy Rge¥d Pragiam pméiucmc?oﬂaglcal

0P34 BRBIbIS s RlsR) BRI BLGETR e evice.
Aptedatieadi 3&d pudesss ng pyrébealapphptaerompridgy aike is
iRbedukaddh Snd e adel MAUATHNARIG, P LR GE the

vari ous basic programp
dhgpanahe AR I®ILiduch the aﬂlﬁnﬁtl@h@@ntf?rtcﬂff anfomtemt}ts the

eﬁ@@kﬁahl%/ Anrddte dd &avﬂe’el f@b%bagﬁt;oa&Ghbrtéﬁ%r&i\/baB The

are star simlar t he case t he term nal

CERBLRALI %Oob%‘F]a‘t“il‘ﬁ@ @r@w :?QW ézvmﬁkRQP’Ieé%fatWéD 34,

affipl USBijodt PS5 pgh_PePt 06 UDD, 34 BE ore@Oith ép@ll@;l’c@ﬁ:&s}&l peogram
ar i t.hoet

IS .exec d by the CP erform
pEBRRE P hE S G o GRE PR RR A AT Sagin@Brogs Provided
wieki e 20thentonaedbad indormat ibar witwalag@0 seidid on 343.
ngg?glcal aut hentication of the staff who uses the
term nal 30 will be requested at the timng of |ogon
to thENtRF@EERalO JTXert e ohrkedeke IMEned tRFPRE$§ing by the

?ﬁﬂ]ﬂ@ét@gnci%’d@@ar@%rdaﬂcte).‘s@ﬁpéﬁd tHE @.g‘é%%epfﬁgfﬁmt@?oduct

our d D, are dispatched
3¢ o%@ﬁ‘iﬂn it &R v i SRS 1G5 RaSiEUPrearhPEpducts for
haeduest ethntansl Weerht deyan ihbeattdentrel pgircalitput control,

di hi ol
ok TRLLON A0 SE0008 Bk ea 15, LICLPALERk gunsar
t@h*éhltl ®k@se byt rigspeveimihyl shecidyd ighibhe operating the RAM

3bdgnt bf i gatd Uyed rkt@rfrﬁé' 9 1§Hstaleﬁ g)%a%%e l;ﬁQﬁﬁﬁ:

it 1s verified whether
TeEF+ 2P P 1S B Y ok @a'feqqﬁ%# r]PM téstﬁ C??o?écp‘iﬂﬁf@ﬁélng the

abi ohngt cal pt-okesgBhiyon storage section 211, and then

[égg PI spatched staffs are verified whether or not to

- regi stered personal identifications. For a
corrpaﬂlnsnmrtlrrﬁ ekhernbildlyogbnakcitaficdewt ¢@r 0 tibeconnected to

tﬁéiﬁéwﬁﬁﬁglpg&Feéﬁgrghéfbgical authentication of the staff
who uses the terminal 30 will be requested at the timing of
logon to the terminal 30 and connecting the externally
connected device 20. For example, in a case where the four
staffs, A, B, C, and D, are dispatched, the biological
authentications of the four staffs are requested, and when they
make the bioclogical information reading sensor 23 read the
biclogical information, such as the fingerprint information
or the like, by respectively specifying the identification
information, such as employee codes, it is verified whether
or not to match with the corresponding bioclogical information
stored in the biclogical information storage section 211, and

then the dispatched staffs are verified whether or not to be
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performed in the biological information conparison
section 22, but it is not limted to such a
configuration, and it may be configured so that, for
exanpl e, the program product for conparison
processi ng may be stored in the HDD 34 of the

term nal 30 to thereby performthe arithnetic
groce55| the term nal 30. Mreogver, other

gt PphhiErdl ed*é?ﬁ’%”e]s %ﬁlcféd?a%ocr}? a LORSHEABRLISAN R the
bﬁ)bﬂmgtﬂedll n inferh@iiom| 3fhe andrathmenser fpodegadimg is
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SBHROFORE “Ladlit conteglehofe’ Tr At ingo Way be usea
inpterdaok ohhenbsq&hglaaﬂhenﬁpcman:@nnr gsakingaypealssy 23.
[b§skyde the result based on the password

aut hent| cation. [0059] Additionally, together with the
speci e atgBhlofoft fbe pushpntératpenppekrégregr in this way

1@ugt1@ﬂéa0ﬁﬁl@n\udf?@a@yi@%nﬁé@caf%z%re&mﬂlﬁ%@W 32 or the
e g_4a_ predetger ne operatl on, I S, rea, rom

MR o e D R T B8 P Ao S Il it T (e, Stored
1nxﬁermthgntnoaetbndrrf@nmlmz atorhgetsesat il 330, irmadile

ti l. t,
40 o2y RETESRRL' o5y ald) PofRehe b BB i g o
psqmmlfh%pepmmwh@th@heor amthérhe mnmalnfmm iration

1§t GFAGEr REET iFRR 343ch0f ot hend eisnals 38y NciBe fid®10gical
formor the |like. Wen performng the predeterm ned

SWHAPAEF GRC APN (el } SIPRAR S50 NN 'R at fBrthe form
sitowdi ihomhies dxefmpredotorignd 7.f thee aHEbembteahi @h such
2y ST B EBORTRERET: B Yrb o0 dTGaH § PeHee SHbe RS on the
pzosdbtd omithenditaenont the authentication result
[6espfies the

Additionally, together with the specification of the
result of the biclogical authentication, the authentication
condition in executing a predetermined operation is read from
the authentication condition storage section 212 of the
externally connected device 20 at the terminal 30, and the
authentication condition will also be stored similarly in the
virtualized memory area in the RAM 32 or the HDD 34, or the
authentication information storage section 343, of the
terminal 30 in a file form or the like. When performing the
predetermined operation at the terminal 30, such
authentication condition is referred to, and 1f the

authentication is required, the authentication result is
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aut henti cation condition, the execution of the
operation will be permtted. [0060] For exanple, when
a condition that the application program product 341
requires the biological authentication is set, a
staff for whom the biological authentication is
required is specified with reference to the

Ethentlcatlon condition stored.in.the RAM 32, a
rebspFeddio phethied syined togRhbhtY &S ﬁﬁerﬁlﬁﬂecondltlon
aﬁ@eCtheﬁd staf £hes wenriHened csittilon r efesndnce dartdi®ies the

tlc tiaon r uIt stqQred in t 006
< PRROER LA AR O  Hof SGekRauErgn 9 trie qpEagsiog i1l
b8 peamnthgdthe application Y, since it is a condition
[B ? t he bi ol ogi cal authentication of A and the
Iological authentication and the password
aut hef®¥ c exPEaR 16 BhRIV eabasmdijedor Baat bised applieation

p%éf‘&ﬁtpﬁcﬁm@@ BQQngé&hQBestﬂ?e balal%@ﬁtdaqaaueﬂehe&ubt&on is
are refer Since it is, recorded that

S?Ee ab?B‘F‘BEu | W]aﬂ‘i!‘r'fehrﬁ Pé%%?ﬂh%aﬁaax}ét%ﬂc%?‘? reFePrired
1@0$}be@ifid§@ witherd fepshen fe@sthé ssuthhest 1@gubst esbndition

or a uthenti.c t| on, t hen i
spakehordl Tl chrfl I cachitht Ror TRk gk | b i qogical
aw:henbecapeoat eftbr vvthhmﬂpdq:rﬁzteay snafAI ties naeiridipgd with
réffeicénbé gdsfidied jdh CMJ}{E%M%%%%%H PHet AN 32.

re-execute the authentication other than th
f%%éibtor s personal identification is required, the

bi ol omC@leaé&m;ﬁiégaéh@@nOin Ay | & Dearenyi red agad ncase
n addition to the password _ aut entication o
of T ot r2s BERTAEReTPgy YA SIS G tlﬁean‘éﬂ%‘géFl?B that
ther idiologl edleclautthan ttifve tdper abér As Brd sehé mioldgical
C [ t
aﬁ%%ntiggg%LQ%%e ﬁatc,sl}QQg %Zﬁlag{l'ltlécﬁgfﬁé{l r{]%eB Hsve been
p@rf)@mgedal bagedenthcatthen efuthantdgsttien bigsnsdjitcigpn, the

a@HEQﬁE‘ib&é‘ibﬁnréé‘glweo?aﬁ%% adiet %%'r‘?c@d‘ eB Ofgfnce it

have been perfornmed based on the - 28 authentication
1gon8FPFERT e tadtenPie b bRt edUEhENSL CALIRBS Bt been

véel ei @G drObot A dht Be GAfierf iNGR: idn k8500t sl X OEdasnidsted
for the password authentication, and then if the passwords
match with each other, the application Y will be operated
without limitation. Alternatively, if it is defined in the
authentication condition that to re-execute the
authentication other than the operator's personal
identification is reguired, the biological authentication of
A will be required again in addition to the password
authentication of B, so that it becomes possible for A who is
the manager to verify and check that the operator is B itself
on the spot.
[0062]

Meanwhile, in a case of C starting the application Y,
since it is a condition that the biclogical authentication of
A, and the biological authentication and the password

authentication of € have been performed based on the
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the authentication result of Cthat the biol ogical

aut henti cation has been perforned, the application Y

will be stopped, or some operations thereof will be
limted. Alternatively, a nessage of requesting Cto
performthe biological authentication may be

di spl ayed. In a case of D st arti ng the application Y,
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condition, the authentication results of A a B are

a¥ LPBRPEHCE BYOSPREENT| 5 $XE&u5eGed Tt Hete (FRM bZI-%I odiiten the

pﬁ@ﬁheetmmédmslm@tb@@todws1fn9e,d sfieh Rotdh Qpdshe of the
uthen i on r s requested - .2 f.or the
aBebheRt £oL PU L Rl ded), RoneRdHer St 1n 25RES, 6P Wi the

bml@glwal h segtterotihert idhe igpda¢gudfedhesdosprentitdl ewith

r@f@?@ﬁée to the authentication condition stored in the RAM

32, and a result of the biclogical authentication for the

specified manager or staff is verified with reference to the
authentication result stored in the RAM 32,
[0064]

In the examples shown in Fig. 6 and Fig. 7, in a case
of B executing the update of the document file, since it is
a condition that the biclogical authentication of A, and the
bioclogical authentication and the password authentication of
B have been performed based on the authentication condition,
the authentication results of A and B are referred to. Since
it is recorded that the biological authentications have been

verified for both of the authentication results, B is requested
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valid. Alternatively, if it is defined in the

aut hentication condition that to re-execute the

aut henti cati on other than the operator's personal
identification is required, the biologica

aut hentication of Ais requested again in addition to
the password aut hentication of B, and if the password

f t?gntlcatlon of B.and .t he blolﬁglcal |nfo tion of
RraF8c PaFerrLd aphbenbdspd iom+ RE Gt the passwords
mbechmest lv @&laicth oAha@ Wnemplaaebeemﬂttﬂse tda:eumﬂ:t €10k BbdeEomes

AR b gl 3, LG8 T T TROBEE S{URLAL Lo
C@Réémongﬂt&te t@pld%\t%xextutehehsaaretbenuureatlbnlcja;hel_s,itnaa the
obérhﬁo? Eonq:%]éf%ﬁhaflhat ik ﬁtl_?'f L9l 63! aigheg‘te'q%&ye%n the

, 0gl Ca aut entlcatlon an
bfa@é@%ﬁal e lent i eat 1 om Of AGpaRIURSF D EgRdEE addition

tbasee %d%r@uéﬂﬁﬂéhﬁﬂééﬁﬂoﬁ()%' tH ONand&hef the password

hetlctlon resul t Care,r ferredto In
a?ﬁfiéngaga 19PnRL Ptat@ EB?A‘PJe%ﬁ?%faathﬂat Ofpgtion of A are
ver of bgidc ahauphantki @ﬂtﬂlﬁtdh&ﬁmbﬁenfmaé frecrae f ealilie Also
e f th date ocess .of t
Wit M OLLERLLORHERGRe8lo Cenb Mo eRRECP00 1 8lodH Formea
1tlh@rre@lﬁnﬂrltsllbelarnt@e‘dhatAdieecnabedealyQVa mebsayehofe, in

al S4ESLE NG &é@u@ﬁt%ottmttﬁd @é%@ 19@' s {tﬁé@ﬁn?&# gf‘lle

may be di spl ayed, InC|denta
S&C%p]ébulﬁyﬁn@w%tl%tqmﬁ &gt béﬁl@gﬁﬁﬁtll yathpatigation of

aauthient it | @1 onlesuldal V\Iﬁultﬁenﬁ:ﬂéa@l@ho%.ﬁé' the CFa.ssword
authetlctlon o% edglc estaffS|s

;
2 RERCThORTI of &% oPEREPERT STBREEE] o the
avebemticatibe dAMIN2 o, ttﬂne authentication redwlt@mtdfoA and

ct%h&g ?8%2@8&' on 343, eﬁlta-h 5dd K 5 ef'?EC{é %f%% ?8?{%9&ed that

_aut enti cati on con fon i's 0 arned rom
thet héptlicgdcedn awdmntiort stor hge dwsri apepfiormedn for the

avt REAE 18at D6n aRIGALIFOR, JHLOpARL RIOEMA s 2% LAE document
e the biological

LS. BOLaM pLoduCl W e L ehieBrolosl el e
qu:@messm@lwyaban@@sat@é ned deqmﬂgng fiog pBeform the
b Pha L aBEhORR! vRE ol nex. PRarTBRTESRE i on. - 30
[§@&BB] Using a fl ow chart shown in Fig. 8, there wll

beé  rncidentally, for the method of specifying the
authentication condition and the authentication result, while
the biological authentication of each of the staffs is
performed in advance upon logon or the like to thereby store
the result in the RAM 12 or the authentication information
storage section 343 or the like as described so far, the
authentication condition is obtained from the authentication
condition storage section 212 upon starting the application
program product and the agent program product which regquire
the bioclogical authentication, respectively, so that the
comparison processing may be performed by requesting for the
biclogical authentication of the manager and the staff

required based on the authentication condition.
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descri bed a process flow for performng the authority
verification upon logging on to the conputer in the
conmputer control systemin accordance with the
present invention. As a premse, it is supposed that
a plurality of managers and dispatched staffs bring
the externally connected device, in which the

aut henti cati on condition defining the biologica
[PAPEI mat i on of each of them and the conputer operation

IS stgEedy tofi&? BHa-ReSha abh! %ﬁ?nts orthgge 1481 pe

of the dIS atch destination to set thi's externally
dggrrébedd @e\ﬁle%c%st Hel oWt ot ePepfevmdeg | kheheauthority

véﬁSEﬁleatﬁlaﬁtﬁ bhSho@Hin® r(ﬁiﬁhﬁa |t|thié90091 ukBe tht@ﬁécdﬂomputer
1 O n e .external connect ed

BEbFeL FYERFR %és CHIRIGYEHD LRFOPREEFSN ofVERGion. As
apbuemhséy at denasgepesadd t$isaf fs planth ey of managers and
d@géggghbﬁagk fgoﬂglﬁﬁgoghgte§¢§rﬁédﬁ O(f:o}ul?gc e% ?ev e, in

ern]ne Opera n are store g connec %%

W @ﬁbutbﬁ agftienitd cadvien gfondid iconplafsming tihaddicohbgical
1050 hat iBndadicah @ fﬁgﬁ%rﬁfﬁﬁg@oh?u@e%%% £4 POnd s stored,

operation screen onput er e conput er

CQefbE @éls\m@@ﬁere%amdtsmw ¥ eERAl llgtk@om%d&f@j dispatch
dsgumatusﬁdtaoéeth@hﬁ@e&ed&teﬁnra\mry Idahnéc&&pmi@ﬁ i® the

ort.qr .the b eration o
CPERRE" | PRev 869) TR o CHARIRTSR HebGRbbt RTFYE OF Che Like
ofonhectitdpateti desktsneonnect ed thereto appropriately,

{55 frifies whet her or not the biological information
and he authentication condition have been registered
(S04)When jthe seyeernad hed autectdtbydpuieebeign which the

bi@!lb@l 85 80n fd¥enft QA PgirCahe i‘)‘ihl}%ﬂtl't‘%ﬁéf HhnAYHE §.ﬁlin='9:af fs

be executed as follows. [0068] “In order to verif
a%etm? oﬁ‘u%‘?n%l%%%%erc%%%%%%‘ﬁ 3% t%%ed.%wcr@% the
pstaéternspbll, dheroppsmt ard sstegeastes fonnddted to the

' | f he biolo
S R A R R T MELEE
ad@@ﬁb@ate@ubhgas $©Ee©mo¢©giraplay¢@rmmtacnperﬂmhwm;screen
Mt h I nggt
|s tal rﬁ_\éﬂ (SO(bS) trﬁl% g%ﬁﬁh%k ¥ek? E % %Hegfi&%‘r not

obt ai ned
t]ilﬁieéfrt@dftﬂadrw §O%}Bﬁ‘§‘é¢@dﬂwlt¢ﬁ tred HBIthy Eaﬁsent invention

14 it @D dL@het 8580pbht Wt RheeNti®tNablythe operation of
an 0S8 or the like (803), and then if the externally connected
device is connected thereto appropriately, it verifies whether
or not the biclogical information and the authentication
condition have been registered (S04). If it is determined that
they have been registered, the biclogical authentication
processing will be executed as follows.

[0068]

In order to verify whether or not a computer operator
is the dispatched staff itself, the operator is regquested for
the biological information to be read, the biological
information read from a biological information reading device,
such as the biological information reading sensor provided

with the externally connected device, is obtained (805). The
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connected device (S06) , and then if they match with
each other, it is verified that the operator is the
staff itself (the personal identification is
verified). [0069] After the personal identification is
verified in this way, it is subsequently verified
whet her or not to match with the authentication
gond|t|on f,0 on red| |ster d intg the exter

Q ally
CRiBE oabh ey P R0 D T 8 | CaTBEd with che
btohdgticah t hatokoganons mmgﬁgﬂaﬂédn/nnﬂQ/(ﬁhﬁ externally

c8ﬂ§%§{:8[ﬂ’dé‘{)' cie!mt%%%ﬁs %Cﬁ Q#e% | Ca ?é%lhencn%each other,

con I'on é aut
it sigl yeriddeid dhat thili operator uhethhatst@ffﬂ huecself (the

pOPSEALON i abAe 1 Bl hegbnal ;aykhenrtbggtion of the
manager will be perforned in order to verify that the

[30fRENti cation condition is satisfied (or if the
bi ol Olgf@@i‘ tla@t;b@fgcb@aallﬂﬂle@ilfh@aﬁwﬁgﬁé '\P@ﬁlﬂié@aﬂﬁl this

been, ca th aut henti catjon result w
S e SUbE S o br S e LGy aG T gt g0 Batch with
thﬂtaenhenahcan1onndbhd¢mlohsﬂmn|rdgdnjragunﬁﬁnuﬂchnto the

d f
o p2pha 2 PERh oL L0805l BBy P Srof TRRIAEUETLT ¥y i o
C@lh@l@p@natbataﬂa@gpne 1pap§mldtt§pieém |0@dyt @rtehu@erator, it

mOPERAE Oy i M Athd S afc@fRd iidh dike exbanzliby, COBGEthé the
device. along with the biological information match

a%?%“%h%ﬁ%?ﬁe?f t@@o@‘?nagﬁrt hey2 hir aedmitiekadnadeheion to
théeHaago ﬂﬁ@@:@f&&lal’tgar i sh@mcbm@ﬂcaﬁ&@t\hj@ﬂtqda&aon of the

t hent I . bi ol I
wit 9Eht T oRcartE THR Ao | BPREn CondiTidy FBaR che
afrioemt heaexter pahdlyt tonnest sat defieé (dorif hehe biclogical

2h g0t bet LN LA hbAByep! 24 100N LGNS BT Beca, cne

out the f € 1ogs o
a%?%eﬁ%é@@ﬁé@noﬁe§U1teWbéiab? ebbpagedarea, such as a
[ OB Y of the conputer, or the |ike, the processing
wi | e leted. [0071] InC|dentaI when t he
ext er o R i et Sheqigu i qepdition
1@0m¢tﬂgﬂ1e&henpﬁ%EMhﬁkihh@uhlQb@gbﬂafor 18%on is displayed
r yaut hent i cat i on_condi Li on
(0 PR MRS o O Ty CBRRGHPEd adwEEsuien he
CQmput@gubYstmﬁ operator and the password specified to this
operator, which is stored in the externally connected device
along with the biclogical information match with each other
(s09). If they match with each other, the logon processing
is continued, and while the authentication result of the
biological authentication and the authentication condition
read from the externally connected device (for the
authentication condition, all the conditions may be read out
when the first staff or the like logs on.) are recorded on a
temporary storade area, such as a memory of the computer, or
the like, the processing will be completed.
[(0071]
Incidentally, when the externally connected device is

not connected to the computer, when neither the biclogical
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bi ol ogi cal authentications do not match with each

ot her, when the authentication condition is not
satisfied even although the biological authentication
has been perfornmed, and when the conparison results
of the passwords do not match with each other, the

| ogon processing is continued in any cases, and the
,grocess wWill return to the display of the injtia

tarearéany B&Sn ther dythenty qafdas it ighetlerreghetered
iﬁtbeﬂfh@re}MdMyS@@hn@&te@eﬂéﬁiﬂbmgwﬂéh &fHedkresults of the

t h |t
o R B Tae T Lo B trBet RRCER D wrck SabRE " when
tbheheautheytbeapéphocorditand is mst nedatisfi¢@deven although
t??rﬂl& {cal Q%}%len@%%%‘i%h 1—5&:5‘ Foa CQPQE‘Sr Al O0fGhen the

ow, after performng the aut enflcatlon
CPBPYELFPY nefatl tshef tha heasvends s tohaeticdnwigh each other,

tﬁau&gfdr@grotzagsllﬁg% %%%%L@a :LM"HrEhchBSsp%&ﬂ\@h@ process
is dis ed, but before verif

t t
wi D Hesti £ LBP Ehap Doy R the driiot adoe i Fared 1pgeh Sdkeen.

masswmed asiskent | hatveoarnayche pﬁl-femf rrmob@@@tlh@r wuth as
bi. ol oglcal aut hent.ication n this case |CPOr the

p?ﬁgor‘B 6P og %ale%ﬁ?l’her%roé:aetssolﬁ‘%ndOtrhersgélgﬁﬁﬁﬁ‘g

cgmphenspnareanlts wpenfbhaedomp@n1auslye$slh3td¢|mmtemﬁtch
wif‘hpé]glEhCchﬁEr 8 er*i%%ef&at Gt J]%a%Ptlhﬁﬁzted in

treate suc that the persona
PaHeREVLRAEati on is authenticated for this staff or the
[b@k@] [ 0073] USlng a flow chart shown in Fig. 9, there

Il be d bed fl f f
AUt hdPTESOVSEr 11 EREI ST St L ae R 1ENe SEBPF 2t fpming
thy tHelchogpiter | muthen tciorgiter cmmirobesyfyen1tnat the
=BEAORAPNGE1 Mt BOb BT POROEY! <acBURALAN e Al Adieen on

remse
Whu@lhéﬁha vaspyerdespit ofs rh@@sﬁedgi%ailsplayed but before

v@f‘i Pfi‘ﬁg Cald Gih RS BrdHRORLEAEAP i LIt i BR COMRUL £bns, the

aut hentication condition read fromthe
P%%%\é@ﬁ% PYtRBRREERB4ONYBRYC Be( PR TouTséhiiasatihay with the

bwndgiwn utHenh@iRpld Gt on 1 88isProgs@m WAt of S the
LJERYSES) B St LS AT 5 STROLALE S0 208 R cton 10
performed previously is not limited in particular, and when
both match with each other, it will be treated such that the
personal identification is authenticated for this staff or the
like.

[0073]

Using a flow chart shown in Fig. 9, there will be
described a process flow for performing the authority
verification upon starting the application by the computer in
the computer control system in accordance with the present
invention. Incidentally, as a premise here, it 1s supposed
that the authentication result of the biological
authentication performed upon logon to the computer and the
authentication condition read from the externally connected

device (The authentication condition on the application
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[0074] When the conputer receives a start of the
application program product (S11), it is verified
whet her or not the authentication result of the

bi ol ogi cal authentication, and the authentication
condition are stored in a predetermi ned storage area,
such as the nenory of the conputer (S12). If these

pi eces of information are not stored, .the application
PHAFF aMERABLRT b%lwlé%&fé%t eare@nttmre@ hE RbLERBRTRENFigPragde

aresyl ucBndst hematbhenbifCaheoompdictd @ &he \eénkd.i ed
[éﬁigi [0075] If these pieces of information are
d, it is determ ned whether or not the
aut hetﬂlhématt]il@ncmregwtersmd:sives atdmaautdthieappmiication

no er I
oE B0 PRCLEC Y)Y FRoHA B ke SLLASH 88 nov one
a@bhqnt:n@ﬁtngnsmsgite@f tlh% laqsfpl%mabrﬁtpt?l@m‘@matlon and

tREOSHEhehBic8XEH! BENnHAtH RS BT ARET atd o ﬁl%fféteﬂrf\lned
the authentication condition is not satisfie

SEQERYUEI BREBf EHERDRSI BBPC‘Q?mo’éM’t ﬁgnFFEa‘F‘P'BHuFEF (812)- It
tb‘@ées}_ﬁj{e@@stdﬂﬂ :Erlllfchﬁﬁﬁtﬁ@lﬁl@f\ecrﬁlﬂﬂ_ | idtored s tHeqmslathtion
t rocess ni a ne . .
wSHER B o PEoRre et ertt bt 1St pRbYERE ABReresul
ahéreha &habenaschbiohheocppécabnoareherrsdtiesf (iSig) -t he
@g%? nti cation condition is not verified, there nmay be

performed anot her processing, such as perform ng an .
errorIf pldesssi R§eRRF| © Bt dpporgatAerappre cAtigred, 1t 1is

aet @ﬁlﬁ aAkanAter oQ‘pﬁEJ ating aht&?le@lﬁﬁldact@tdnoﬁe BLoEIsHRisfies
]Iﬁ)ro uct in a state where redetermn wlmtatlo

p
TSR T G 1 FPPQltc}PF?erE?ﬁaﬁlo t 0BBELPRGNY the
afap];l@@tﬂahl pr@geraal Ip}g:ddctw thon} . anyf lthel taitilenstication

e fl in F| pr em se t
cLRTELAeST LOM R0 | D1E) ped 3 BEGTSRRT lihcr 1
elcrhféut.:@ﬂpm the royrmaile opeirReE, 1oa1n69141)e amﬂwehﬁ-la}amantlcatlon

céﬁéi‘%ioﬁc\gé l‘aﬂotns%?sﬁgﬁr Y a8 eﬁe'&%t'ﬂclﬁe d§ Hl-?é G Stbgical

'ogon to thé conputer is

, |
a‘b’é]i*%’ilf-%%%It%«\Pflhfctlhéaﬁéﬁmnsa’é%wnwa&rquh@mké10“ is
réd€esbEQl 0gEca) , aubhant kgat | prodRsbe wartfor et f10or a  new

a&gﬁgngicépfon result is verified (S15}.
[0078]

Note herein that, as for the operation when satisfying
the authentication condition is not verified, there may be
performed another processing, such as performing an error
processing while stopping the application program product,
operating the application program product in a state where a
predetermined limitation is imposed, or the like, other than
the processing for normally operating it without any
limitations.

[0077]

The flow shown in Fig. 9 is premised that the biological
authentication is performed upon logon to the computer, or the
like, and the authentication result stored in the memory or

the like is referred to, but while logon to the computer is
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staffs when the predeterm ned application program
product which requests for the biol ogica
authentication is started. 1In this case, the sane
processi ng as the conparison of the biologica

aut henti cation and the authentication condition (S03
t hrough S07) described in Fig. 8 will be executed upon

startlna t he_ application program product. [0078] Using
PErPE b Eh YT Ps Adfn a8 |y PABSWeR r eNRPE| Ofe the like,” the

bﬁ@$©ghb§d auphegessathow mar de FeeHorRE didW éaﬂ:ﬁ hef the
ut e erformthe authority . verification

SEERS o hben B e Tt CEn it orbblAERbH o8y StidATl Product

whmchrrqumsm@tﬁbﬁImhepbéséoglcaﬂventhent1bhtu9nptenrs£ﬂted

!LQ EQQ% E!hg' lsg}:nt g)fr % %g&‘% a%f ‘ﬁ*eg co%\pa{].rison of the

entlca fonresu
bagm@m:a&;aau@hepéﬂf:@tn@d apeh tlf@gcautﬂ‘tﬁrttne:mmut@ndltlon

(aps tt;lli'ﬁouéHt 8654 | &@éb?i‘bé‘&nghtﬂ??@ reagh {1 oM tdecuted upon
ext er nal Iﬁgconnected device (The authentication

sERRELRF oR n2BPpiERELOPNPEEE T 2BpBrREMEE -t hat i s
[comgT ol | ed by the agent program product is included )

are ored in orary_storage ar.ea, th
oo U B0 t Re £6Hb A oy SERER | LBe F {0075 - ThESkGoRL1L be
desogilasd @ pdocesisst hoprigr am pyeductedioiingrim theicgnputer
n, Al t .
o Pt R O R St AR B2 o2 B Ton i che
C@@E@F¢rc cantrol wehisited ahd raeehrprofe awipdci the present

11@@@1‘11:9.@1‘1' Orklpr@rﬁf@mjpé&gl&?éreﬁ{ afﬂahf‘,g &ﬁi@ﬁntéaﬁft?é rcase
I's started after nEuter start-up

he Tike)
OF o&}ﬁ (s%zl) tl'éendaPéQF&éécf”‘ﬁlPﬁe ’é%?r‘b Ferf tBhﬁDr’HJtQ)]roglcal
adaiénoi cibeohi fer porhde mmmogc[rﬂtﬁ%O]:h\é\h@dsmpheeﬂg efhd the

o R e L O SR Sh s R S kit g ponnected

deegeest{ Tife thetbpatat:aomomhl otndeglon esnt he predetermined

oﬁé‘fé‘@ﬂgh Cald Og Icto ﬂ%%/ ‘éﬁ%t Q? P réljﬁ]eproduct is

aut henti cat1 on resu e hio 0og enticatl on
ingbpded- ) r@ltqqétﬁfr@depé rafritﬁ@@ogﬁefbfagéoaaﬁa al@ﬁﬁeh sash pg the

m&REPY Yo Of t h€compdber COFPHLEN 19ket he | i ke, and the
[@gtgentlcatlon condition are applicable to the

htion detected by the agent program
The agent program product is a program product for

monitoring the operation executed by the application program
‘product or the like (such as writing and reading a specific
file, writing and reading of a specific application program
product, starting a screen saver, or the like), is startedafter
computer start-up or logon {(821), and resides in the computer
to monitor data or the like on the memory.

[0080]

When the agent program product monitors the
above-mentioned predetermined operation and detects an
execution request of the operation which requires the
authentication, it determines whether or not the
authentication result of the biological authentication stored

in the predetermined storage area, such as the memory of the
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product (S22). If it is determned to be applicable,
the execution of this normal operation is permtted
(S23), whereas if it is determned not to be
applicable, a certain limtation wll be inposed to
t he execution of this operation by the agent program
product (S24). The limtation content is not limted
particular, and it may be to stop the execution of

C?‘H@“‘?Eq%sf—@@ dpErat r'=1&5‘ﬁ1 te Ra\FHsERIEaieaR (cabition are
appECuib0a ubdehe aapélﬂachidrﬁnd@lfeétﬂ@@sb?g tfniemaig’ﬁrltortsrogram

t 08 Th [ f _t.h
ohPafel ol FEALA opdr 4 61 B CREMLGR CopPBgARR IRGRIG ©
ekxeket fbnoficohi emmsnainbpkereftdoa is pmunm@dszsb agﬂhereas
1Jf‘IQLrt lgdaé:@éftﬂgnég tt tE% gg%{}:&ﬂ é%dlté1f { eggP%agﬁolgfn?lrgatlon

'S not nee ed an
Wvbl |bfei émppﬁad te ﬁéleemewagonsafs shispraspe) by the agent

o FOG-LA AR t @%ﬂgenﬁ‘h@rpﬂ'ﬁ@@&t%ﬂ%téﬂﬂ |1sb§ot limited
| et'ed InC|dentaII is not limt
l%aﬁ??EﬁFHia%l é‘ﬂdprl&gr"zﬁﬁ PDdbet SF@HaﬁE@ ?FF@Cé‘ﬁdOF’I Kf the
ré@ﬂesﬁ@lﬁfbﬁé@’@g@dﬂt dﬁwyamptadpétmltomé]eﬂ@@tim uhder
t hat

2 LT OROET o Gh Mo ERp: bhi EaBipR: R upsREragof st ion-

[¢®@1] computer, or the like, and the authentication

resuldnshonad o)l Bl fRe TERIY On 118y 'dagefaet%cfneiogrﬁﬁg qgent

to, but ogon to e conputer I's perm:t
Pif‘h%r%rwdltfa"sé&gﬁj thABUEOBEINVAE Whkel diwye d st BR§ an end

fP@@efokhQth@bQthakﬁaﬂfEHE'ﬁEﬁi@@r”By the @@@Hﬂ“ﬁ%ﬁgram
managers and staffs at the.tim

P’f‘iﬁ‘iu%be?rﬁ %&F&#ﬁr BYcTobRi S ehtEd it ﬁst‘ﬁ?’él%la%é that

tHleh Endsﬂhag pr.soeessum oNassz hat mﬁlltbﬁlbn@b?g:lk&ahgent program
ticati he .conpar.i

(% gﬁtl cgilkg% %o F%‘ri} ( Cfsﬁ‘o OJle’SO]ﬁ lqsesl%:ch bleldmtecz1

in rpazﬂglmslam [wh ifggh @t@gmagdpurpdmlcs:t mpteggst hhe agéntlag for

@é@gycﬁrog¥g EFR EggﬁE%PTICN OF THE DRAW NGS
0083] FIg. 11s a dlagran1lllustrat|ng a first

i ment, to which a conmputer control systemin
accorans e th ey Eesantin -Fi3P. idvend 110 gifemised that

tQ§%%g?d. Héﬁ autheﬁ%lcéggégnfg 5%%%%%%%%9u%oﬁe588gn to the
computer, or the like, and the authentication result stored
in the memory or the like is referred to, but while logon to
the computer is permitted with the normal password input or
the 1like also in this case, the biclogical authentication may
be performed for each of the managers and staffs at the timing
of the agent program product being started. In this case, the
same processing as that of the biological authentication and
the comparison of the authentication condition (S03 through
507) described in Fig. 8 will be executed upon starting the
agent program product.
BRIEF DESCRIPTION OF THE DRAWINGS
[0083]

Fig. 1 is a diagram illustrating a first embodiment, to

which a computer control system in accordance with the present
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to which the conputer control systemin accordance
Wth the present invention is applied; Fig. 3is a
diagramillustrating a second enbodi nent, to which
the conputer control systemin accordance with the
present invention is applied; Fig. 4 is a block
diagramillustrating a configuration of an externally
connect ed, devi c nd a termnal for registering

LBV bGP Rat =i APBEA&RTon or the ©ike in order to
oper aE'Egt he topuiiegrcontiolusysdteing a &m@mmrmﬂamﬂjtment

tépﬁ gtcéﬁﬁﬁﬁéfo 0n¥}g1 é%%éeﬂ'P$Q£¥er Con Ylth the

uratl on a Co
psgse@m mvant;a;DUamaeampﬂhetihe present invention; Fig.

6 is @idiagrami 44 féﬂ'fﬁﬂ&ﬁhfﬁ%ﬁﬂ%ﬁhcgeégﬁa embodiment,

aut hentication condition stored in the externally
te orlnkel cbhe geenpet ek ?%%t%%%p%Y%Fe%oH@r%ﬁcgﬁéﬁQQﬁ|Wﬂth the

pggg@ﬁaaﬂﬁffﬂtibntmg appesent |nvePt|on FI% 71is a

|agr millustra an. exa an . aut ent| tion
o G a4 12 S B SRR LB Plip CPan o S b g e on
of n aac c extdanaa 1\it hcbhﬁeptedencﬂevmrent izony Bi gteBmisad for

ré%? E #tb%fééﬁéghngn@o%%%% ro‘@ﬂeorllk%e O o

ver cation’in’lo R
OI@@W&)’G@ ekhe nC@hDu‘é@ﬁ'p apétr@énﬁy@ltegygtnemqqer&@émejaﬁctéﬁ the

p¥eibnt henvehessAt invention; Fig. 9 is a flow chart
|IIustrat|ng a process flowfor performng the

aut hofi9y X Bi RAPFENbJITAR thbhptitertipdr C'ﬁ"é\frjtﬁq@tlon

ofina apfhpEed + Ofloniré hesEoreit £ LOrdrdinSy Sk ithe present
accordance with the present invention; and Fig. 10 is

VeGP hart illustrating a process flow for an agent
resi diing. i 6 tilkse xcodpageamt d lpestoanitige aut Avainpye of the

aé(@ﬁéﬁt‘r‘@ét?&noéo &5918199%?&4:%& 19 dhe %Haeﬁb)ﬁ%ﬂr%cted

sys em 1In accor ance W e present I nvent i
AERPEANAT |thNS COMPUEFTERSNIORONURERAES in0a8aprdyncggvith the

preE&hhainvddt (6Y,

Fig. 7 is a diagram illustrating an example of an
authentication result held on memory in the computer control
system in accordance with the present invention;

Fig. 8 is a flow chart illustrating a process flow for
performing an authority verification in logging on to the
computer in the computer control system in accordance with the
present invention;

Fig. 9 ig a flow chart illustrating a process flow for
performing the authority verification by the computer upon
starting an application in the computer control system in
accordance with the present invention; and

Fig. 10 is a flow chart illustrating a process flow for
an agent residing in the computer to perform the authority
verification of each operation in the computer control system
in accordance with the present invention.

EXPLANATIONS CF LETTERS OR NUMERALS
[0084]
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12 RAM 13 ROM 14 HDD 141 Biol ogical information

regi stration program product 142 Bi ol ogi cal

i nformati on storage section 143 Authentication
condition storage section 15 USB port 20 Externally
connected device 21 Menory 211 Biological information
storage section 212 Authentication condition storage
sectio 22 Bi o] ogical information comparison section
23 Biof ot ¢ @ hf or mati on readi ng sensor 30 Ter ni nal
31 CP 32PIRAM 33 ROM 34 HDD 341 Application program
pr oduﬁ RﬁﬁlZ Agent program product 343 Aut hentication
i nformation storage section 35 USB port - 38 CLAIMS
[1] Axdgiter control method of controlling, by
connegf ifgp an external ly connected device capabl e of
stori nqg bi ol ogical information to a conputer,

oper at$ bR16LOPRES Lchupetad b 19 &ediik iR ion EFﬁSFPS‘? product
coin?daﬂ@y?gﬁcéIl Oiﬁlﬁo?ﬁatiﬁﬁsétbi‘@é@%é@{: ion

i nfor i.on .0 ural i users, _used

it he] SRR oE b e LR e SR et REREF €3t i on
condi1g arsH grotthe user to cause the conputer to

exec r r t he computer
controcf3 %e’i%%gﬂég ‘E@F’ﬁg?%‘g@ h@ég?g%s of : the conputer
receidd nfgeodvgon request to the conputer; the

compuer $ReGhd ¥4 ﬂlf’@ﬁ@@ﬁiéﬂ%ﬁ@ﬁéﬂ L betvesgp the
bi olg%lcal Informati on of the pluraliiy of users

st or g3 MuHeEn LGl Hal | ORGhRESE Bt BT eSEaRHON
bi ol agi @loldd DFdmBtiwfoFrfafion comparison section

23 Biological information reading sensor

30 Terminal

31 CPU

32 RAM

33 ROM

34 HDD

341 Application program product

342 Agent program product

343 Authentication information storage section
35 USB port
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fromthe plurality of users; the conputer reading the
aut hentication condition stored in the externally
connected device to specify an authentication
condition for logging on to the conputer anong the
aut henti cation conditions; and the conputer

determ ning whether or not the conparison result

mat ches with the authentication condition for | ogging
on to the computer, wher eftr n the conparison result
does not match with the authentication condition for

| oggi tq the. conp r qnput.er
execu g} a oﬁgnpbl}:%g::es%ilm%r?o F‘het% & E)Sft e‘?gﬁfﬁ?ﬂrﬁng’
cg@m@@témgoamnaxﬂennaﬂkxiqmnnmqﬂeﬁgdﬁ@l@baﬂhpablewmérﬁnqung

bi@fogﬁﬁgini‘hgéﬂrfn EE‘S %Végrgﬁgﬂ@fesaﬁ BReIWRr &Sl the

ura |ty and the” conpari son
C@%B%??rsp%%$¥¢é@ Bee 1ot e Rpl bY %ﬁﬁﬁ#??@%gﬁEY%ﬁﬁ stores at

l@@ﬂ@@ilc&ﬁfglr&iﬂ!ﬂlhﬂd'iﬁaﬂ%ﬁl @fcgzrﬁvlamépity esulibekat Weea for

ssword of each of the urality of users stored
e R e s Earncet Bty cend g RSt &t ion
compitied byreatle uﬁéﬂiﬁbrﬂamséltyeotomgatsr albomxecute a

p¥£¢gtépﬁlﬁggpa%F%$%t1%%”t the39 ?8%P£Q§ b' E%Qbﬁw .method

or mation corfputer con netho accordi ng
cempriaing 1thef greberofonprising the steps of, when the

COMpartS ikt rofRLGhGE Ui 1dydh %e@ﬂié}&”i:bcﬁltlé Wbmputer;

condition for logging on to the conputer,

conputie? CP@W@@ | fgegAtvapata ﬂonﬁjaﬁsdssﬁbﬁ-’&sp&tt Rgtween the
bUSEHg NEQ1 fi&ﬁfdfﬁﬁiﬁ:ichﬁ glfogl@@ }_ﬂegatsasltty b&!&l@@f@lﬁt@red in the

recel v t he SS I nput t the u
E%%%%ﬁfﬂgo%w%% i o g o S8he gttt ion read
frat chies pithalheypassusedsspeci fied to the user, which

5 S LET il e, COUBLSl, Otpbhe, e oAl Y460 s on

devi ce, wher assmor receive the step
sepred edsi Viltg) ensepasdhor dcorteteed wdeN icke assperdfy an

a§@@§hﬁi@§tiéh.é$ﬁﬁi€¥ﬂn1&ﬁ£16§?@ﬂ§eénQ%ﬁ%ﬁbeéoﬁﬁﬁter'among
| ogon processing to the  co

the "authentication condltlons

the computer determining whether or not the comparison
result matches with the authentication conditioen for logging
on te the computer,

wherein when the comparison result does not match with
the authentication condition for logging on to the computer,
the computer does not execute a logon processing to the
computer.

[2] The computer control method according to claim 1,
wherein

the externally connected device stores a password set
to each of the plurality of users, and

the comparison result specified at the step of specifying
the comparison result includes a comparison result between the
password of each of the plurality of users stored in the
externally connected device, and a password inputted by each

of the plurality of users, along with the comparison result
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[4] The conputer control nethod according to clains 1

to 3, wherein when the | ogon processing to the

conmputer is executed, the conputer stores the

conparison result, and the authentication condition

read fromthe externally connected device in a

predeterm ned storage area of the conputer, and when

%he apg[i ati.on pto%ran1€toduct stored in the
oL ohPit BFOT8ILFE Mt dBFOFRETARRI i cati on program product

obt ai N3] The adiend cadnorol onethdédnasetrdonghes claim 1,

a Lcation progra product fromthe_.predeterm ned
b o aPRE e AT B P TR R o Eonar S et hRTEHeo UL e
matchesheithutheduthenohcaohdnt condseionofohelogging on to
tﬂ@pggﬁgﬁggglprogran1 product, the application program

product causes the conputer to execute a nornal

pr oceShe NgPTRRER B FEERe S hENg oWparfRR ?EsUIRaYDERTROEC the

uB8+Chny hist hedeavhbBenbheat ragueerdi tion set to the
appl i cation progr r odu

am c%jthe %ﬁﬁLcmion ro% am
pr oduthe ERN® eS Conptit e F e RARKERLE & R YT 6EE¥ | f’?&user'
for itipestogpateredeterminedg whetthati @r tmt lthe password
' i,Qn, proaram product., [ 5] .Th ter .[.0
mBERhEE A0 BL BANROEE Ly £l 88 L EQE IR S fAR R corea
inheheogonpptectessi het extreneddpurennestededevsde. t he

COMPULRL, S1QT Gk 50 %{siesgg&dreééu: 1ivé@dthehe step of

aut hentication conditio fromthe externally = .
reephetred NRISfsErons Baprbget Bi ki idie pegeyge dapBacsfied to

th8euEOAPUL RE , cafifuMEE Ne RECRGLB! £ & ODSGEH PE LEliEE s YT €6l the
in the conputer 1s started, the agent program product
COBYarRE-the authentication condition set to the
oper af4 brThe criiher gar ectert ter ol nestistdragmordira forcknims 1

c9Pgratjop.including at |east one of witing or
reating a specific file, and witing or reading a
speci¥hen tdpplliagsn process insgtiesthef compeherslis executed,

tﬁ@ceE&%BuEErth%ﬂaygéﬂEHheWm@éﬁ%&riéphherﬁgﬁﬂ%ﬂiS%&d the
result natches with the authentication conditjon set

appheRblgReiaRi Adt hetRgERRd PFolrEhs diddticia baysgnected
déhece oMpUs efréde EXLRULEd as NOTaBE a PEQCEBStNY FagAitkNg and

Lg? ﬁ@@%ﬁt&ﬁgh%ﬁﬁ?fﬁé&igntB%o%ggga%f%ghéfsgkérg e%n the
computer is started, the application program product obtains
the authentication condition set to the application program
product from the predetermined storage area, )

wherein if the comparison result matches with the
authentication condition set to the application program
product, the application program product causes the computer
to execute a normal processing,

wherein if the comparison result does not match with the
authentication condition set to the application program
product, the application program product causes the computer
to execute a processing for imposing a predetermined
limitation to the application program product.

[5] The computer control method according to claims 1

to 3, wherein
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aut hentication condition set to the operation, the
agent program product causes the conputer to execute
a processing for inposing a predetermned limtation
to the operation. [6] A conputer control nethod of
controlling, by connecting an externally connected
devi ce capable of storing biological information to a

comput er, an aqperation of the conButer, wherejn the
ext er FRFT - ROMAIe BTREFSE TG GPebRGt COTRYEET 18 executed,
thé ol egmpakernf aromatdon e a pbupalitsynof resels ,usethd the

ol by PRS0 B0 e PP ne Moty mectea
deonpeat Bn 4 pexd@eueeninegr edetagei aeeh appl tvat¢omputer, and
Prograi prod %gfentt Egog?gﬂ:’]ﬁ?édueg U Qe JrBEN ‘Bﬂre]z coamput er is

conpri si ng t ste e conpute( receil vi .
skapFedeft it agepiti REPEHANMLYHEH OPpteduct tBe crddhgnt 1grt1on

cERAPEL &R ; sdthe oL PHRWSE r SPESH Fotidap tﬁeogﬁ@aétéﬁﬂiﬁsatgﬂorage
between the biologgical informatio

n of the plurality.
apFa u5eF 28t BPEHAFA Phéncék‘flépﬁalaity 1@5@%&:@5 Ci)fe\?f]?égllng or
r@@dih@ohggpeaﬁfﬁaf@&matgandr@&dtibggmﬁjreaﬂﬂﬂgﬂdtspeﬁific

users..the ut er reading .the.aufhenticatio
REEiferiaS, SRR SRSt Bl iR b eR B B sromputer

to spewefgimn ifauthenticopadsaondesiibh seitales hwith the
aaut%ﬁfﬁ&éefoﬂr QP iorft lse F ggtjﬁ%hego 9r-iP€on, the agent

entication conditions; an ut er
PHRTERNi PLOGlURTet PRESES SbE tPRIRGHPAS tOoreXe@aRt 2 normal

pRBEEbEEnY LBghbaiAyt RSt bpakhenoondi tion set to the

appl i cation pr.ogram product, wherein_i e conpari so
ERUITISEE IR S BREETRAT LE AT dRENt RBRS BN TRLAR ¥ALH the
atphéheil appionacookiipriegr asrt produdis dbhergoipni ethe agent

n C i [ di .
pESEFHh r St (AL ST (B A S i dlee 2 pracessing
fersuhpodors acpradetarninadt hamigathent keathenoperation.

condi {4 on ssetohButhe apphi £31 1 GRUNRY' 8P L6REHSI11H8E by

conput er executes a processing for inposing a ,
CorReet LR He EATSHENEHL b F oS hpPpriLest FORBEBgraftoring

b P& DegiLEal [ ThidrRaiRuhe oc Nt dShplBshpdanf opertitabhnl RYE the
cBouFEPT S B TR R, SOett o P SRR o
loper dddmafcahdnformation of a plurality of users used for
authentication on the computer, and an authentication
condition for the user to cause the computer to execute a
predetermined application program product, the computer
control method comprising the steps of:

the computer receiving a start of an application program
product stored in the computer;

the computer specifying a comparison result between the
biclogical information of the plurality of users stored in the
externally connected device, and bioclogical information read
from the plurality of users;

the computer reading the authentication condition
stored in the externally connected device to specify an

authentication condition set to the application program
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conmputer, wherein the externally connected device
stores at |east biological information of a plurality
of users used for authentication on the conputer, and
an aut hentication condition for the user to cause the
conputer to execute a predeterm ned operation, the
conputer control nethod conprising the steps of: the
nput er rece|V|ng a reg yest ,of an %geratlon
u f

P’F‘H@‘F‘Eﬂalﬁ‘ﬁo%ﬁ FB&stUbRENBE CRF L PInGOBALF&HPIg 2R

specifhe ddnptenmidbgrintinige whetd@imgranspeché icomparison
ut er ecCl f#!n a CO arl son

=GRRLF Pt T HE B o TR ST o et to cthe

applicktignoprageas prodedtin the externally connected

dev' %b' 1¢l ogj cal. olrrgja%%td OPeLGR JaLmégwew1th the

pl ural i users; the cConputer rea
2wtk eRht fhi Pon worlitivh Sstored ithe héPEJd-@@ﬁéPPy program

pEOANEE! athd @ity sRachitesAl ndphie f%ﬂ‘&?é 4OMng regarding
condltlon set to the op eratlon anong t

CRRt Rt +Eat 1R EBﬂaFFWoﬁgo d458-t he conput er
det erméurétgi \Alffethercd)ﬁpatwisdﬂl&e@ﬁmmaﬁbegmotr esitlch with the

c es th t he authentica |on C d|t| t

SRFAF TRt Lo Bt i Phe SBhnokly | S0 280 Ehsi BpFroaran
pwdeCthethe d@mpaueheaxecateenacpmmcaa@nnﬁﬁfqn)ﬂmnpsing a
P@&é@éfﬁfme%fﬁ&ﬂﬁ’yf&ﬁ toe%%%uagﬁlgca EHH' PEQESR WM huct .

regardi ng the operation, wherel arison
resul t7dods ABVPHEEEN Wlitthr%emeemqsﬂenpﬁcawaﬁrollmg, by

cSOnskt i85 é@teﬁt%rtrﬁﬂ 10,pe:bame@%eot a@v@@@@a)[@ablzw@ﬁ WteSring
roces 05|ng

t d
o e RE S per A POHAC BT ACoompv ey tohe 1B SpEFeion of the
ccmm@tem n@h@neﬁxtﬂn@aéxwermhmodcammm@ei@apmlsatmﬁes at

| r.nat | n
LA AN U001 SRR BT AR S0 g yoed tor
amthleerem@ahmw eonnelt edcfavieer i ncAndesn authentlcatlon

cE DeNbh CabEOR N QISP PN SLLE aQEe”Eéﬁ}éuf:@E %oSte%écnxQ:e a

at . | east biological information of urality of
PIREF e IBEYEH or OPEHARRN catihsh oﬁommt%np&fv@ftm&nd mgfhod

canbPesihgathenst €p8deEiton for the user to cause the
cOmPYLEr L0, £XGT € 2c Rl st o MR OReT 8E Oy cperation

including at least one of writing or readlng a specific file,
and writing or reading a specific application;

the computer specifying a comparison result between the
biological information of the plurality of users stored in the
externally connected device, and bioclogical information read
from the plurality of users;

the computer reading the authentication condition
stored in the externally connected device to specify an
authentication condition set to the operation among the
authentication conditions; and

the computer determining whether or not the comparison
result matches with the authentication condition set to the
operation,

wherein if the comparison result matches with the
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the conputer conprising | ogon request receiving neans
for receiving a logon request to the conputer,

bi ol ogi cal information specifying nmeans for specifying
a conparison result between biological information of
a plurality of users stored in the externally
connected device, and biological information read
fromthe glurallt of users, authentication condition

AUHRENF PG AR aRED Fl?Eaﬁ?EgtOtWEFgﬁR?ﬁﬁﬁ%%%, computer
exeadtéso0n sbomead pﬁotbesengemagékﬁlngonhecb@érAewbme

to spec cif hentication condltl n _for n
to the co%‘put er%fz}ﬁo%omlf% UL R ullg'agiagﬁ I%:(%)tn %tq;%lh giell che
aamueueieanlnatcondHEanB ot UQtEh¢n¢p¢xﬁW¢mmhe&hawcquUter

k8 tggqpﬁ&k%%%51%§“k5rmﬁh&%§§ﬁ¥%5%ré5§téfﬁ Q&iffﬁiégkion

condrtron ing on't mput er erein
t@m%hetﬁﬁeééﬁﬁﬁﬁlson result does not match with the

aut hepgj @@tdd?r@n&@'idlcbln(&&ofloéybﬁﬂgﬂ BEMPPikOnkhen externally

CGRBREEST Y 658 hEPBRBHB L Br LTS G SR bRt ion,

asy sé esvapabedi agnhacelagntle eWhéEﬁaﬂly 43nnekreed device,

aut hentication . nformtio t or age 0
ot o FELh O Lhd SLEELOM £ AR IEANR Nedie  includes
aetlbdnbicat henpiofarimpy ioh Wersmgearmeans ﬁ@npansﬂﬂrlng at

1é§§H'Slélﬂfgciééf%ﬁlbrtrﬁeclk&lrpb‘i%fﬁ‘luréﬁ@}fH?ﬁt L8Brs used for

speci fyi ng. means 1 ncludes a conparison result _between
akl‘hléelﬁﬁsg%%anofm@ac%h%f FTPEOBERF al |39 ofalys it R keption

cbﬂdibﬁoﬁutbenﬁ:b%atds@} i1y oFAméd OPhEt BOAPALBRARD cibite a
g %smor |ngutted by each of the plurality of users,
PHF Ae

Ao Trined; AB®E3p8FF son result of the biol ogi ca
i nf ortied | comp i€} ddweproapuger contr ol system

accor g, t 0 t ENC n
compar i PefiRrt decrid nE TR L3 SHFRIgERET & ogon
re@nesti on toe fogpilhgren to the conputer, password

request o IBRNSa f om A SGNESTIN R 1IRAWg REaRsPRSS WM&k fying
to the user who has nade the | pgon reqguest,
a comparison result between bidlogical information of a
plurality of users stored in the externally connected device,
and biological information read from the plurality of users,
authentication condition specifying means for reading
the authentication condition stored in the externally
connected device to specify an authentication condition for
logging on to the computer among the authentication conditions,
and _
determination means for determining whether or not the
comparison result matches with the authentication condition
for logging on to the computer,
wherein when the comparison result does not match with
the authentication condition for logging on to the computer,
the computer does not execute a logon processing to the
computer.
[9] The computer control system according to claim 8,

wherein
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password receiving neans for receiving the password

i nputted by the user, and password determ nati on neans
for determ ning whether or not the password matches
with the password specified to the wuser, which is
stored in the conmputer or the externally connected
devi ce, wherein if the password received by the
password receiving neans nmatches with the password

speciti®dtbheRElIGELON ARELBRFICS HIAHeseARS of the
e:k@@maplpmmagté@ dhel omphels o pakstbedcesput &reach of

contro stem.accordin éo any one of clains 8 to
tq%:p%% £¥Eyt% %%ﬁﬁﬁtegn ncl udes aut henticati on

i nf ortrhed | complaalidiong reanst f epetidiiew &yd tioe dibiglogical
J.H\P&pm% 330410%@@01% S‘Tﬂe%&é 0 rﬁgﬁdcﬁ;é)é"p%t %E)mb%rison result

execu son resu
b%wmtﬁhﬁaﬁa@mm@dpﬁ ench eald tfl'qeomlpﬁétlé%ufe@ﬁaw&yrs stored

11§ ORApRCt sqtﬁswtg%amoﬁ P RESHRL P B SiFage ﬁire%ﬁsOf and a
the conputer, and an application pro% am pr oduct
t

PRF S LU SRy RAsHh OfHihg RAUTARER Y PE USSHIS cal PR With
£ 1 Ogibiapa P1 OciCte 81 6t 8F t EHe bmelogutzhen&ngat:manlon

dit] to th duct ,
¢ pom i 7 stmpltess BB Ry SRp BRR 8- BiRE 6 rc1qim &,
t he cdmparogorceesihneluwadinghes with the authentication
condifn Sehet 0 é&ﬁ%gppg&gat Q0L P9 ATk BEAJUCh hNe che

application progra roduct causes the conputer
a@&@@%@@th@wﬁpn@@é@mw apaghngr &m 9 the computer

Jéﬁ%“déagﬁﬁicﬁoke&ﬁégﬂ1WbtEntbﬁput of a password
authentlca ion condition set_to ggllcatlon

Loridif arseprRctias (rrd %pbb?céPFBH ﬁ?g Shy pr oduct

causgmddwordnpeteivihg exenst €a processing the password
edetern1ne limtation to the

léﬁ)??%@??%n ﬁ?dﬁ?%ﬁ1p?%§uct. [12] The conputer control

syst emsooordidegeroiany iomemeghs dler det@rindnifg whether or

nﬂ@%l@éﬂ%é%&%ﬂﬁg@éhéﬁ%f@?%@ WS I Mecified to the

I nfor Ion storage neans for storing, when the | ogon
URbce¥BiRY tid t REOTEBNPM eFhe s coppEtedd, 0% hehe externally
cSPareSalev £S48l t, and the authentlcatlon condi tion

read f%%@fgm ?fteﬁgmﬂ séﬁgkfca%%elved by the password
receiving means matches with the password specified to the user,
the computer executes the logon processing to the computer.

[11] The computer control system according to any one
of claims 8 to 10, wherein

the computer includes authentication information
holding means for storing and holding, when the logon
processing to the computer is executed, the comparison result,
and the authentication condition read from the externally
connected device in a predetermined storage area of the
computer, and

an application program product stored in the computer
obtains, when the application program product is started, the
authentication condition set to the application program

product, from the predetermined storage area,
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device in a predeterm ned storage area of the
conputer, an agent program product stored in the
comput er obtains, when the agent program product is
started, the authentication condition set to the
operation fromthe predeternm ned storage area, for an
operation including at |east one of witing or

readi n S eQ|f|c file, and witin r readi.ng a .
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authentication condition set to the operation, the agent
program product causes the computer to execute a normal
processing regarding the operation,
wherein if the comparison result does not match with the
authentication condition set to the operation, the agent
program product causes the computer to execute a processing
for imposing a predetermined limitation to the operation.
[13] A computer control system comprising an externally
connected device capable of storing biclogical information,
and a computer connecting the externally connected device,
the externally connected device including
authentication information storage means for a storing at

least biological information of a plurality of users used for
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wherein if the comparison result does not match with the
authentication condition set to the application program
product, the computer executes a processing for imposing a
predetermined limitation to the application program product.

[14] A computer control system comprising an externally
connected device capable of storing biclogical information,
and a computer connecting the externally connected device,

the externally connected device including
authentication information storage means for a storing at
least biological information of a plurality of users used for
authentication on the computer, and an authentication
condition for the user to cause the computer to execute a

predetermined operation,
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t he authentication condition set to the operation,
wherein if the conparison result matches with the
aut hentication condition set to the operation, the
conputer executes a normal processing regarding the
operation, wherein if the conparison result does not
match with the authentication condition set to the
operation, the conputer  executes a processing for

i nposty COPreRY et AT RGP nitation to the operation

- 47 operation request receiving means for receiving a
request of an operation including at least one of writing or
reading a specific file, and writing or reading a specific
application,

biological information specifying means for specifying
a comparison result between blological information of a
plurality of users stored in the externally connected device,
and biological information read from the plurality of users,

authentication condition specifying means for reading
the authentication condition stored in the externally
connected device to specify an authentication condition set
to the operation among the authentication conditions, and

authentication condition determination means for
determining whether or not the comparison result matches with
the authentication condition set to the operation,

wherein if the comparison result matches with the
authentication condition set to the operation, the computer
executes a normal processing regarding the operation,

wherein 1f the comparison result does not match with the
authentication condition set to the operation, the computer
executes a processing for imposing a predetermined limitation

to the operation.



