A nmethod and systemfor the prevention of unauthorized transactions using
paynent instrunments, in which a validation agent registers paynent

i nstruments and receives transacti on wi ndow requests regardi ng a paynent

i nstrument. The transacti on w ndow requests conprising criteria data and
payment instrunent data, the criteria datgincluding a date and/or tinme of
a proposed transaction using the paynent instrunent, and are stored in a
dat abase. \Wen the validation agent receives a request to authorise a
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instrument, and if all such criteria data are net for at Ieast one stored
transacti on wi ndow request, the validation agent authorises the
transaction, otherw se the validation agent rejects the transaction.

Abstract

5 A method and system for the prevention of unauthorized transactions using
payment instruments, in which a validation agent registers payment instruments
and receives transaction window requests regarding a payment instrument. The
transaction window requests comprising criteria data and payment instrument
data, the criteria data including a date and/or time of a proposed transaction using

10 the payment instrument, and are stored in a database. When the validation agent
receives a request to authorise a transaction, comprising transaction data, using
the payment instrument, the validation agent compares whether the transaction
data satisfies the criteria data of stored transaction window requests for that
payment instrument, and if all such criteria data are met for at least one stored

15 transaction window request, the validation agent authorises the transaction,
othenlvise.the validation agent rejects the transaction.



