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BOTNET DOMAIN NAME FAMILY DETECTING METHOD, APPARATUS, DEVICE, 

AND STORAGE MEDIUM 

[0001] This application claims priority to Chinese Patent Application No. 201811584694.2, 

titled “BOTNET DOMAIN NAME FAMILY DETECTING METHOD, APPARATUS, 5 

DEVICE, AND STORAGE MEDIUM”, filed on December 24, 2018 with the Chine National 

Intellectual Property Administration (CNIPA), which are incorporated herein by reference in 

their entireties. 

TECHNICAL FIELD 10 

[0002] The present disclosure generally relates to the technical field of information security, 

and particularly, to a method, device, and apparatus for detecting a domain name family of a 

botnet, and a storage medium. 

BACKGROUND 15 

[0003] A botnet poses a serious threat to network security. A criminal uses the botnet to 

launch distributed denial of service (DDoS) attacks, conduct malicious mining, steal 

information, and send spam, which seriously endanger interests of countries, enterprises, 

organizations, and individuals. It is very significant to quickly and accurately identify botnet 

communications and block them in time. A large number of botnets send command and control 20 

(C&C) information to communicate with a bot host based on a domain name system (DNS) 

protocol. 

[0004] A mainstream method for detecting a domain name family of a botnet mainly includes 

detection based on a grammatical feature and detection based on virus traffic. 

[0005] The detection of the domain name family of the botnet based on the grammatical 25 

feature considers that domain names belonging to the same botnet family have similarity in 

grammatical features. The domain names of the same botnet family are often generated using 
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the same domain generation algorithm (DGA). A large number of random domain names with 

similar grammatical features are generated to escape blacklist detection. Domain names 

generated by different DGA algorithms may be distinguished by extracting features in the 

domain name such as proportion of consonants in a domain name, the longest meaningful 

length, and n-gram (distribution of n consecutive words in a text or language), thereby 5 

discovering domain names belonging to the same botnet family. Recently, recurrent neural 

network (RNN) is also being used in the detection of the DGA domain names. DGA domain 

names belonging to the same botnet family are found by learning characteristics of character 

sequences formed by the domain names through RNN. However, not all botnet families use 

only the DGA algorithm to generate C&C domain names. Once the C&C domain names of the 10 

same family do not have obvious similarity in grammatical features, this detection algorithm of 

the domain name family of the botnet cannot achieve good performance. 

[0006] The detection of the domain name family of the botnet based on virus traffic clusters 

and detects C&C domain names by family through family information of malicious files. 

Whether two domain names belong to the same botnet family may be analyzed by analyzing 15 

domain names accessed by malicious files belonging to the same virus family. Although this 

method does not simply rely on the grammatical features of the domain names, it is restricted 

by the number of virus samples. In addition, a virus interferes with this method by accessing 

some legitimate domain names, leading to certain false positives. Some studies show that active 

time of a large number of C&C domains are several weeks or even several months earlier than 20 

the time when a corresponding virus sample is obtained, which results in a certain lag in the 

method based on virus traffic, and it is impossible to detect and eliminate the threat in the first 

time. 

SUMMARY 25 

[0007] An object of the present disclosure is to provide a method, device, and apparatus for 

detecting a domain name family of a botnet, and a computer-readable storage medium, to solve 

problems of single detection dimension, excessive reliance on virus sample collection, and poor 

real-time detection in conventional detection of the domain name family of the botnet. 
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[0008] To solve the above technical problems, a method for detecting a domain name family 

of a botnet is provided in the present disclosure, including: 

[0009] obtaining suspicious domain names; 

[0010] building a domain name space-time correlation graph based on correlations between 

the suspicious domain names in different dimensions, wherein in the domain name space-time 5 

correlation graph, each suspicious domain name is taken as a node, an edge is formed between 

two domain names having at least one correlation, and the correlation between the two domain 

names is taken as an attribute value of the edge; and 

[0011] determining domain names that are closely correlated in the domain name space-time 

correlation graph according to a determination index of a compactness of each node in graph 10 

computing, and taking a set of the corresponding domain names as the domain name family of 

the botnet. 

[0012] In an embodiment, the determining domain names that are closely correlated in the 

domain name space-time correlation graph according to the determination index of the 

compactness of each node in graph computing includes: 15 

[0013] determining domain names that are closely correlated in the domain name space-time 

correlation graph according to sparseness and average clustering degree. 

[0014] In an embodiment, determining domain names that are closely correlated in the 

domain name space-time correlation graph according to the determination index of the 

compactness of each node in graph computing includes: 20 

[0015] removing an abnormal subgraph and an abnormal node in the domain name 

space-time correlation graph to determine domain names that are closely correlated in the 

domain name space-time correlation graph. 

[0016] In an embodiment, removing the abnormal subgraph and the abnormal node in the 

domain name space-time correlation graph includes: 25 

[0017] decomposing the domain name space-time correlation graph into subgraphs composed 

of a plurality of connected components according to connectivity, and removing an abnormal 
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subgraph that does not meet a preset first connectivity index; 

[0018] dividing remaining subgraphs after removing the abnormal subgraph by using a 

community discovery algorithm to obtain communities composed of the plurality of connected 

components, and removing an abnormal community that does not meet a preset second 

connectivity index; and 5 

[0019] measuring degree of importance of each node in remaining communities after 

removing the abnormal community by using a web page ranking algorithm, and removing a 

potential abnormal node with low degree of importance. 

[0020] In an embodiment, the correlations in different dimensions includes any combination 

of the following characteristics: 10 

[0021] similarity in grammatical features of the domain names, similarity in correlations 

between the domain names and a virus, similarity in IP addresses resolved from the domain 

names, and similarity in access traffics of the domain names. 

[0022] In an embodiment, after taking the set of the corresponding domain names as the 

domain name family of the botnet, the method further includes: 15 

[0023] analyzing a family characteristic of the domain name family of the botnet, and 

performing security detection on an application scenario based on the analyzed family 

characteristic. 

[0024] In an embodiment, after taking the set of the corresponding domain names as the 

domain name family of the botnet, the method further includes: 20 

[0025] determining whether a new domain name belongs to the domain name family of the 

botnet by determining correlation between the new domain name and a known domain name, to 

monitor variant and expansion of the domain name family of the botnet. 

[0026] A device for detecting a domain name family of a botnet is further provided in the 

present disclosure, including: 25 

[0027] a domain name obtaining module configured to obtain suspicious domain names; 

[0028] a correlation graph building module configured to build a domain name space-time 
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correlation graph based on correlations between the suspicious domain names in different 

dimensions, wherein in the domain name space-time correlation graph, each suspicious domain 

name is taken as a node, an edge is formed between two domain names having at least one 

correlation, and the correlation between the two domain names is taken as an attribute value of 

the edge; and 5 

[0029] a detection module configured to determine domain names that are closely correlated 

in the domain name space-time correlation graph according to a determination index of a 

compactness of each node in graph computing, and take a set of the corresponding domain 

names as the domain name family of the botnet. 

[0030] In an embodiment, the detection module is configured to: determine domain names 10 

that are closely correlated in the domain name space-time correlation graph according to 

sparseness and average clustering degree. 

[0031] In an embodiment, the detection module is configured to: remove an abnormal 

subgraph and an abnormal node in the domain name space-time correlation graph to determine 

domain names that are closely correlated in the domain name space-time correlation graph. 15 

[0032] In an embodiment, the detection module is configured to: decompose the domain 

name space-time correlation graph into subgraphs composed of a plurality of connected 

components according to connectivity, and remove an abnormal subgraph that does not meet a 

preset first connectivity index; divide remaining subgraphs after removing the abnormal 

subgraph by using a community discovery algorithm to obtain communities composed of the 20 

plurality of connected components, and remove an abnormal community that does not meet a 

preset second connectivity index; and measure degree of importance of each node in remaining 

communities after removing the abnormal community by using a web page ranking algorithm, 

and remove a potential abnormal node with low degree of importance. 

[0033] In an embodiment, the correlations in different dimensions includes any combination 25 

of the following characteristics: 

[0034] similarity in grammatical features of the domain names, similarity in correlations 

between the domain names and a virus, similarity in IP addresses resolved from the domain 
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names, and similarity in access traffics of the domain names. 

[0035] In an embodiment, the device further includes: 

[0036] a security detection module configured to analyze, after taking the set of the 

corresponding domain names as the domain name family of the botnet, a family characteristic 

of the domain name family of the botnet, and perform security detection on an application 5 

scenario based on the analyzed family characteristic. 

[0037] In an embodiment, the device further includes: 

[0038] a monitoring module configured to determine, after taking the set of the corresponding 

domain names as the domain name family of the botnet, whether a new domain name belongs 

to the domain name family of the botnet by determining correlation between the new domain 10 

name and a known domain name, to monitor variant and expansion of the domain name family 

of the botnet. 

[0039] An apparatus for detecting a domain name family of a botnet is further provided in the 

present disclosure, including: 

[0040] a memory configured to store a computer program; and 15 

[0041] a processor configured to execute the computer program to implement steps of any 

one of the above methods for detecting the domain name family of the botnet. 

[0042] A computer-readable storage medium is further provided in the present disclosure, the 

computer-readable storage medium stores a computer program that, when executed by a 

processor, implements steps of any one of the above methods for detecting the domain name 20 

family of the botnet. 

[0043] The method for detecting the domain name family of the botnet obtains suspicious 

domain names; builds a domain name space-time correlation graph based on correlations 

between suspicious domain names in different dimensions, where in the domain name 

space-time correlation graph, each suspicious domain name is taken as a node, an edge is 25 

formed between two domain names having at least one correlation, and the correlation between 

the two domain names is taken as an attribute value of the edge; and determines domain names 
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that are closely correlated in the domain name space-time correlation graph according to a 

determination index of a compactness of each node in graph computing, and takes a set of the 

corresponding domain names as the domain name family of the botnet. Compared with the 

family detection method based on grammatical features that only cares about a certain level of 

correlation, the present disclosure may uniformly express the correlations between different 5 

dimensions and between domain names in a form of the correlation graph, thus having a 

stronger detection capability. Furthermore, the detection of the present disclosure does not 

depend on virus traffic and can detect the botnet domain name family more quickly and process 

it in time, thereby reducing various losses caused and having wider applicability. In addition, 

the device, apparatus and computer-readable storage medium for detecting the domain name 10 

family of the botnet with the above technical advantages are further provided in the present 

disclosure. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0044] In order to more clearly explain the embodiments of the present invention or the 15 

technical solutions in the prior art, the drawings used in the description of the embodiments or 

the prior art will be briefly introduced below. Obviously, the drawings in the following 

description are merely some embodiments of the present disclosure. For those of ordinary skill 

in the art, other drawings can be obtained according to the provided drawings without paying 

creative labor. 20 

[0045] Figure 1 is a flow chart of a specific implementation of a method for detecting a 

domain name family of a botnet according to the present disclosure; 

[0046] Figure 2 is a flow chart of a process of removing an abnormal subgraph and an 

abnormal node in a domain name space-time correlation graph in the present disclosure; and 

[0047] Figure 3 is a structural block diagram of a device for detecting a domain name family 25 

of a botnet according to an embodiment of the present disclosure. 
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DETAILED DESCRIPTION 

[0048] For those skilled in the art to better understand technical solutions of the present 

application, the present application will be further described in detail in conjunction with 

drawings and embodiments hereinafter. It is obvious that the described embodiments are only a 

part of the embodiments according to the present application, rather than all of the 5 

embodiments. All the other embodiments obtained by those skilled in the art based on the 

embodiments in the present application without any creative work belong to the scope of 

protection of the present application. 

[0049] A flow chart of a specific implementation of a method for detecting a domain name 

family of a botnet according to the present disclosure is illustrated in Figure 1. The method 10 

includes steps S101 to S103. 

[0050] In step S101, suspicious domain names are obtained. 

[0051] A suspicious domain name refers to a domain name that has been excluded from a 

legitimate name that is obviously normal and has at least one abnormal behavior detected, for 

example, a grammatical characteristic of the domain name is particularly like a DGA domain 15 

name, or active time of the domain name is always concentrated in early morning. Whitelisting 

technology may be used to exclude the domain name that is obviously normal, such as adding 

domain names with higher Alexa rankings to the whitelist, and considering that these 

higher-ranked domain names are unlikely to be C&C domain names of the botnet. 

[0052] In step S102, a domain name space-time correlation graph is built based on 20 

correlations between the suspicious domain names in different dimensions, where in the domain 

name space-time correlation graph, each suspicious domain name is taken as a node, an edge is 

formed between two domain names having at least one correlation, and the correlation between 

the two domain names is taken as an attribute value of the edge. 

[0053] These suspicious domain names may be analyzed after obtained in step S101, to 25 

obtain the correlations of the suspicious domain names in different dimensions. As a specific 

implementation mode, the correlation between domain names may be expressed in a form of a 

triple, such as (domain name 1, domain name 2, a correlation index). The correlation index in 
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the triple includes a dimension of the correlation and similarity measure of the two domain 

names in this dimension. For different correlation dimensions, different targeted measure 

indexes may be set to measure similarity of two domain names in this dimension. Two domain 

names may have similarities in multiple feature dimensions, which means that in the triplet the 

correlation index may be represented by an array. 5 

[0054] The correlation between the different dimensions includes any combination of the 

following features: similarity in grammatical features of the domain names, similarity in 

correlation between the domain names and virus, similarity in IP addresses resolved from the 

domain names, and similarity in access traffics of the domain names. Of course, the correlation 

is not limited to the above categories. As many and as comprehensive dimensions as possible 10 

may be selected to analyze the correlation of the domain names, including all aspects of domain 

name behavior. If a correlation in a new dimension is found, feature analysis of this dimension 

may be added to the analysis, which has a strong expansibility. 

[0055] In this embodiment, a graph database may be used to build and store the space-time 

correlation graph based on the triple, and subsequent expansion of the space-time correlation 15 

graph with advancement of time may also be conveniently operated based on the graph 

database. The domain name space-time correlation graph depicts correlations of the domain 

names in time and space. A spatial correlation refers to correlations in various dimensions. A 

temporal correlation refers to the relationship of domain names over time. Domain names that 

were not originally correlated may become correlated in certain dimensions as time progresses 20 

and certain security incidents occur. 

[0056] In the built domain name space-time correlation graph, each suspicious domain name 

is taken as the node, and the edge is formed between two domain names having at least one 

correlation, and the correlation between the two domain names is taken as an attribute value of 

the edge. An edge may have multiple attributes, and each attribute corresponds to correlation of 25 

a dimension, which may include time when the domain name is detected as suspicious, or 

whether the domain name can be resolved successfully to get the IP address. For example, if 

domain name 1 and domain name 2 are correlated, then in the domain name space-time 

correlation graph, the domain name 1 and the domain name 2 are connected by an edge. In 
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other words, only domains that are correlated in at least one dimension have a connected edge. 

Take the correlation between domain names, such as (correlation dimension A, the degree of 

similarity corresponding to correlation dimension A; correlation dimension B, the degree of 

similarity corresponding to correlation dimension B; correlation dimension C, the degree of 

similarity corresponding to correlation dimension C...) as the attribute of the edge. 5 

[0057] In step S103, domain names that are closely correlated in the domain name space-time 

correlation graph are determined according to a determination index of a compactness of each 

node in graph computing, and a set of the corresponding domain names are taken as the domain 

name family of the botnet. 

[0058] Connectivity, that is, the compactness of each node, may have multiple metrics, and 10 

different metrics have better performance in different scenarios. Sparsity and average clustering 

degree are two relatively suitable indexes to measure the connectivity of subgraphs. Sparsity is 

defined as a ratio of the number of edges in the graph to the number of fully connected graph 

edges formed by nodes in the graph. The average clustering degree is defined as an average of a 

ratio of the number of triangles around the node to the number of potential triangles. The 15 

sparsity index may accurately measure the compactness of the graph when the number of nodes 

is small, and the average clustering degree may accurately measure the compactness of the 

graph when the number of nodes is large. Therefore, the combination of sparsity and average 

clustering degree may more accurately measure the compactness or connectivity of the graph. 

As a specific implementation mode, the present disclosure may determine and obtain domain 20 

names that are closely correlated in the domain name space-time correlation graph based on the 

sparsity and the average clustering degree. 

[0059] The method for detecting the domain name family of the botnet obtains suspicious 

domain names; builds a domain name space-time correlation graph based on correlations 

between suspicious domain names in different dimensions, where in the domain name 25 

space-time correlation graph, each suspicious domain name is taken as a node, an edge is 

formed between two domain names having at least one correlation, and the correlation between 

the two domain names is taken as an attribute value of the edge; and determines domain names 

that are closely correlated in the domain name space-time correlation graph according to a 
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determination index of a compactness of each node in graph computing, and takes a set of the 

corresponding domain names as the domain name family of the botnet. Compared with the 

family detection method based on grammatical features that only cares about a certain level of 

correlation, the present disclosure may uniformly express the correlations between different 

dimensions and between domain names in a form of the correlation graph, thus having a 5 

stronger detection capability. Furthermore, the detection of the present disclosure does not 

depend on virus traffic, and can detect the botnet family more quickly and process it in time, 

thereby reducing various losses caused, and having wider applicability. 

[0060] The present disclosure may comprehensively consider the similarity between domain 

names in each dimension, build the domain name space-time correlation graph, exclude 10 

abnormal subgraphs in the graph based on the graph computing, and exclude abnormal nodes in 

the normal subgraphs, leaving only the closest correlated domain names to constitute the botnet 

family. Finally, the present disclosure takes the botnet family or a compact subgraph as a unit, 

and further analyzes the botnet family from the dimensions such as virus traffic, the grammar 

characteristics of the domain names, to eliminate possible false positives. 15 

[0061] In an embodiment of the present disclosure, determining the domain names that are 

closely correlated in the domain name space-time correlation graph according to the 

determination index of the compactness of each node in the graph computing may specific be: 

removing an abnormal subgraph and an abnormal node in the domain name space-time 

correlation graph to determine the domain names that are closely correlated in the domain name 20 

space-time correlation graph. Referring to Figure 2, a process of removing the abnormal 

subgraph and the abnormal node in the domain name space-time correlation graph in the 

present disclosure may specifically include steps S201-S203. 

[0062] In step S201, the domain name space-time correlation graph is decomposed into 

subgraphs composed of a plurality of connected components according to connectivity, and an 25 

abnormal subgraph that does not meet a preset first connectivity index is removed. 

[0063] The preset first connectivity index may be that the number of nodes in a subgraph is 

greater than a preset threshold and the connectivity is strong. When the number of nodes in the 

subgraph is too small, it means that too little information is collected for the botnet domain 
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name of the family, so it is difficult to accurately analyze the correlation between the domain 

names of the family, so the subgraphs with fewer nodes are discarded, and wait for further 

analysis after collecting enough information. In this way, the subgraphs with a sufficient 

number of nodes and strong connectivity may be further analyzed, and the remaining subgraphs 

may be discarded. 5 

[0064] It should be pointed out that the connectivity in this step not only includes a specific 

metric, but also includes the compactness metrics of multiple graphs. 

[0065] In this step, since the initial space-time correlation graph contains all botnet families 

that need to be analyzed, nature of dealing with massive graph-structured storage in performing 

the connected component discovery requires a large amount of memory and computing power, 10 

so distributed processing is required. When calculating the connectivity of the subgraphs 

formed by connected components, one or more metrics may be selected according to 

requirements, and the subgraphs that are not closely connected are excluded. 

[0066] In step S202, remaining subgraphs after removing the abnormal subgraph are divided 

by using a community discovery algorithm to obtain communities composed of a plurality of 15 

connected components, and an abnormal community that does not meet a preset second 

connectivity index is removed. 

[0067] A community refers to a group structure with close internal connections and sparse 

external. The community discovery algorithm may discover such group structure by measuring 

the correlation between nodes. The community discovery algorithm is used to divide a subgraph 20 

composed of components with strong connectivity into several communities with more strong 

connectivity, and discard communities with less connectivity. The subgraph obtained by the 

community discovery algorithm has a stronger compactness, so the possibility of belonging to 

the same botnet family is greater, and the possibility of false positives is smaller. 

[0068] It should be pointed out that the second connectivity index in the present disclosure 25 

should be more stringent than the first connectivity index in terms of connectivity indexes, 

because the compactness of the subgraph formed by the communities is stronger than the 

connectivity of the subgraph formed by the connected components where the community is 



- 13 - 

located. 

[0069] When selecting the community discovery algorithm in this step, it is necessary to 

comprehensively consider accuracy and time complexity of the algorithm. Some algorithms 

with good community division performance often require a lot of computing resources and 

consume a lot of computing time. While some heuristic algorithms may quickly discover 5 

communities, but a result of the division need to be further considered. Therefore, in actual 

deployment, the accuracy and time complexity need to be weighed according to actual needs. 

[0070] In step S203, degree of importance of each node in remaining communities after 

removing the abnormal community is measured by using a web page ranking algorithm, and a 

potential abnormal node with low degree of importance is removed. 10 

[0071] The web page ranking algorithm is originally used to measure importance of a 

particular web page relative to other web pages in a search engine index. In a graph, the web 

page ranking algorithm may measure importance degree of a node in entire graph based on 

degree of correlation between the node and other nodes. For a community with sufficiently 

strong connectivity, the web page ranking algorithm is used to measure importance of each 15 

node in the community, eliminate the potential abnormal point with lower importance, and 

further improve the compactness and connectivity of the community. 

[0072] A graph is inputted in the webpage ranking algorithm and a measure of the importance 

of each node in the graph is outputted. A sum of webpage rank values of all nodes is 1. 

Intuitively, if a node is correlated with more other nodes, its importance in the graph is stronger. 20 

Sorting the nodes in the graph by their page rank values reveals nodes that are less important 

and less relevant to other nodes in the graph. By deleting these nodes from the graph, the nodes 

in the graph may be guaranteed to have strong connectivity with each other. A method of 

detecting an abnormal point based on the page rank value may include a variety of statistical 

methods. By analyzing distribution of the page rank values of the nodes in the graph, the nodes 25 

whose page rank values are clearly lower than the average level may be found, and then these 

nodes may be deleted from the graph. 

[0073] The domain names belonging to the same community have been filtered many times 
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before, and the reserved nodes have a strong correlation and strong cohesion. Therefore, these 

nodes are considered to belong to the same botnet family. So far, clustering of nodes of the 

same botnet family is completed. 

[0074] On the basis of any of the foregoing embodiments, after taking the set of the 

corresponding domain names as the domain name family of the botnet, the method for detecting 5 

the domain name family of the botnet provided in the present disclosure further includes: 

[0075] analyzing a family characteristic of the domain name family of the botnet, and 

performing security detection on an application scenario based on the analyzed family 

characteristic. 

[0076] A main characteristic of each family is mainly determined by the attribute value of the 10 

edge in the community composed of the domain names of the family. The attribute value of the 

edge includes one or more of the similarity in the grammatical features of the domain names, 

the similarity in the correlation between the domain names and the virus, the IP address 

resolved from the domain names, and the similarity in access traffics of the domain names. By 

analyzing the attribute values of the edge, a reason why the domain names of the family are 15 

clustered together can be understood, so as to understand the main characteristic of the domain 

names in the botnet family. 

[0077] The obtained black domain name may be deployed in a variety of security detection 

application scenarios, including but not limited to adding a database of black domain names, 

and performing reputation scores of domain names. The domain names clustered in the same 20 

botnet family usually contain both known C&C domain names and newly discovered domain 

names. By evaluating a degree of correlation between newly discovered domain names and the 

known C&C domain names, a confidence coefficient that these newly discovered domain 

names are malicious may be given, that is, a reputation of the domain name may be determined. 

[0078] Further, the present disclosure may also include: determining whether a new domain 25 

name belongs to the domain name family of the botnet by determining correlation between the 

new domain name and a known domain name, to monitor variant and expansion of the domain 

name family of the botnet. 
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[0079] As collection of information of the domain name becomes more and more complete, 

more information of the domain name and correlation information of the domain name about a 

botnet family may be obtained, and the domain name space-time correlation graph of this 

family may become more and more complete. Many domain name family that was not 

continuously analyzed originally because the number of nodes in the graph was not enough or 5 

the connectivity was not close enough may no longer be filtered out with the collection of 

information, resulting in more detection results. Subgraphs originally considered to belong to 

two botnet families may be found to belong to the same botnet family due to continuous 

improvement of information collection. 

[0080] In order to escape detection, a hacker uses a new domain name to communicate. Since 10 

correlations of the new domain name and the known domain names may be evaluated in 

multiple dimensions, and a data structure of the graph may be used to express the correlations, 

it is easy to determine whether the new domain name belongs to a previously detected botnet 

family based on the space-time correlation graph of the botnet family, to observe the evolution 

and expansion of the family. In addition, due to instantaneity of the method for detecting the 15 

domain name family of the botnet based on graph computing, the newly added C&C domain 

name of a certain botnet family may be detected in time. 

[0081] The present disclosure analyzes the similarity between domain names in each 

dimension, uniformly expresses the similarity of different dimensions with the data structure of 

the graph, and forms the domain name space-time correlation graph. The graph computing 20 

algorithm is executed on the space-time correlation graph, several subgraphs with strong 

cohesion and weak outreach are found after connected components discovery, community 

discovery, and abnormal point detection based on web page ranking. Each subgraph 

corresponds to a domain name family of botnet. The present disclosure does not rely on only a 

characteristic of a certain dimension to cluster and detect C&C domain names belonging to the 25 

same botnet family, but comprehensively considers the similarity correlation between the 

domain names in various dimensions, therefore the domain names belonging to the same botnet 

family may be more comprehensively analyzed and has stronger scalability. A feature of the 

newly added dimension may also be easily added to the detection method proposed in the 
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present disclosure. The detection method proposed in the present disclosure has strong real-time 

performance, and it is not necessary to obtain a malicious file sample corresponding to the C&C 

domain name before analyzing the botnet family to which it belongs. 

[0082] Further, the present disclosure may analyze different properties of different types of 

C&C domain names based on the family and further apply the family analysis result to other 5 

security detection scenarios. In addition, the present disclosure may also track the evolution and 

expansion of the domain name family of the botnet, and discover new C&C domain name in the 

family in time. 

[0083] A device for detecting a domain name family of a botnet provided in the embodiments 

of the present disclosure is introduced below. The device for detecting the domain name family 10 

of the botnet described below and the method for detecting the domain name family of the 

botnet described above may be referred to each other. 

[0084] Figure 3 is a structural block diagram of the device for detecting the domain name 

family of the botnet according to an embodiment of the present disclosure. Referring to Figure 

3, the device for detecting the domain name family of the botnet may include: a domain name 15 

obtaining module 100, a correlation graph building module 200, and a detection module 300. 

[0085] The domain name obtaining module 100 is configured to obtain suspicious domain 

names. 

[0086] The correlation graph building module 200 is configured to build a domain name 

space-time correlation graph based on correlations between the suspicious domain names in 20 

different dimensions, where in the domain name space-time correlation graph, each suspicious 

domain name is taken as a node, an edge is formed between two domain names having at least 

one correlation, and the correlation between the two domain names is taken as an attribute value 

of the edge. 

[0087] The detection module 300 is configured to determine domain names that are closely 25 

correlated in the domain name space-time correlation graph according to a determination index 

of a compactness of each node in graph computing, and take a set of the corresponding domain 

names as the domain name family of the botnet. 
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[0088] The detection module 300 is specifically configured to determine domain names that 

are closely correlated in the domain name space-time correlation graph according to sparseness 

and average clustering degree. 

[0089] As a specific implementation manner, the detection module 300 is specifically 

configured to remove an abnormal subgraph and an abnormal node in the domain name 5 

space-time correlation graph to determine domain names that are closely correlated in the 

domain name space-time correlation graph. 

[0090] The correlations in different dimensions includes any combination of the following 

characteristics: 

[0091] similarity in grammatical features of the domain names, similarity in correlations 10 

between the domain names and a virus, similarity in IP addresses resolved from the domain 

names, and similarity in access traffics of the domain names. 

[0092] On the basis of any of the foregoing embodiments, the device for detecting the domain 

name family of the botnet provided in the present disclosure may further include a security 

detection module. 15 

[0093] The security detection module is configured to analyze, after taking the set of the 

corresponding domain names as the domain name family of the botnet, a family characteristic 

of the domain name family of the botnet, and perform security detection on an application 

scenario based on the analyzed family characteristic. 

[0094] In addition, on the basis of any of the foregoing embodiments, the device for detecting 20 

the domain name family of the botnet provided in the present disclosure may further include a 

monitoring module. 

[0095] The monitoring module is configured to determine, after taking the set of the 

corresponding domain names as the domain name family of the botnet, whether a new domain 

name belongs to the domain name family of the botnet by determining correlation between the 25 

new domain name and a known domain name, to monitor variant and expansion of the domain 

name family of the botnet. 

[0096] The device for detecting the domain name family of the botnet of this embodiment is 
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used to implement the aforementioned method for detecting the domain name family of the 

botnet. Therefore, the specific implementation mode of the device for detecting the domain 

name family of the botnet may be seen in the aforementioned implementation mode of the 

method for detecting the domain name family of the botnet. For example, the domain name 

obtaining module 100, the correlation graph building module 200, and the detection module 5 

300 are respectively used to implement steps S101, S102, and S103 in the above method for 

detecting the domain name family of the botnet. Therefore, the specific implementation mode 

may refer to the corresponding description of each part of the embodiments, and will not be 

repeated here. 

[0097] In another aspect, an apparatus for detecting a domain name family of a botnet is 10 

further provided in the present disclosure, including a memory and a processor. 

[0098] The memory is configured to store a computer program. 

[0099] The processor is configured to execute the program to implement the steps of any of 

the foregoing methods for detecting the domain name family of the botnet. 

[0100] In another aspect, a computer-readable storage medium is further provided in the 15 

present application, the computer-readable storage medium stores a computer program that, 

when executed by a processor, implements the steps of any of the foregoing methods for 

detecting the domain name family of the botnet. 

[0101] To sum up, the present disclosure analyzes the similarity between domain names in 

each dimension, uniformly expresses the similarity of different dimensions with the data 20 

structure of the graph, and forms the domain name space-time correlation graph. The graph 

computing algorithm is executed on the space-time correlation graph, several subgraphs with 

strong cohesion and weak outreach are found after connected component discovery, community 

discovery, and abnormal point detection based on web page ranking. Each subgraph 

corresponds to a domain name family of botnet. The present disclosure does not rely on only a 25 

characteristic of a certain dimension to cluster and detect C&C domain names belonging to the 

same botnet family, but comprehensively considers the similarity correlation between the 

domain names in various dimensions, therefore the domain name may be more 
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comprehensively analyzed and has stronger scalability. A feature of the newly added dimension 

may also be easily added to the detection method proposed in the present disclosure. The 

detection method proposed in the present disclosure has strong real-time performance, and it is 

not necessary to obtain a malicious file sample corresponding to the C&C domain name before 

analyzing the botnet family to which it belongs. 5 

[0102] The above embodiments in this specification are described in a progressive manner. 

Each of the embodiments is mainly focused on describing its differences from other 

embodiments, and references may be made among these embodiments with respect to the same 

or similar portions among these embodiments. Since device embodiments are similar to method 

embodiments, the description thereof is relatively simple, and reference may be made to the 10 

description of the method embodiments for relevant parts. 

[0103] Persons skilled in the art may further realize that, in combination with the 

embodiments herein, units and algorithm, steps of each example described can be implemented 

with electronic hardware, computer software, or the combination thereof. In order to clearly 

describe the interchangeability between the hardware and the software, compositions and steps 15 

of each example have been generally described according to functions in the foregoing 

descriptions. Whether the functions are executed in a mode of hardware or software depends on 

particular applications and design constraint conditions of the technical solutions. Persons 

skilled in the art can use different methods to implement the described functions for each 

particular application, but it should not be considered that the implementation goes beyond the 20 

scope of the embodiments of the present disclosure. 

[0104] In combination with the embodiments herein, steps of the method or algorithm 

described may be directly implemented using hardware, a software module executed by a 

processor, or the combination thereof. The software module may be placed in a random access 

memory (RAM), a memory, a read-only memory (ROM), an electrically programmable ROM 25 

(EPROM), an electrically erasable programmable ROM (EEPROM), a register, a hard disk, a 

removable magnetic disk, a CD-ROM, or any storage medium of other forms well-known in the 

technical field. 

[0105] The method, device, and apparatus for detecting the domain name family of the botnet 
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and the computer-readable storage medium provided in the present disclosure are described in 

detail above. Specific examples are used in the description to describe principles and 

implementations of the present disclosure. The description of the above examples is only used 

to help understand the method and core ideas of the present disclosure. It should be pointed out 

that for those of ordinary skill in the art, without departing from the principles of the present 5 

disclosure, several improvements and modifications can be made to the present disclosure, and 

these improvements and modifications also fall within the protection scope of the claims of the 

present disclosure. 
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CLAIMS 

1. A method for detecting a domain name family of a botnet, comprising:

obtaining suspicious domain names; 

building a domain name space-time correlation graph based on correlations between the 5 

suspicious domain names in different dimensions, wherein in the domain name space-time 

correlation graph, each suspicious domain name is taken as a node, an edge is formed between 

two domain names having at least one correlation, and the correlation between the two domain 

names is taken as an attribute value of the edge; and 

determining domain names that are closely correlated in the domain name space-time 10 

correlation graph according to a determination index of a compactness of each node in graph 

computing, and taking a set of the corresponding domain names as the domain name family of 

the botnet. 

2. The method for detecting the domain name family of the botnet according to claim 1,

wherein determining the domain names that are closely correlated in the domain name 15 

space-time correlation graph according to the determination index of the compactness of each 

node in graph computing comprises: 

determining the domain names that are closely correlated in the domain name space-time 

correlation graph according to sparseness and average clustering degree. 

3. The method for detecting the domain name family of the botnet according to claim 1,20 

wherein determining the domain names that are closely correlated in the domain name 

space-time correlation graph according to the determination index of the compactness of each 

node in graph computing comprises: 

removing an abnormal subgraph and an abnormal node in the domain name space-time 

correlation graph, and determining the domain names that are closely correlated in the domain 25 

name space-time correlation graph. 

4. The method for detecting the domain name family of the botnet according to claim 3,
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wherein removing the abnormal subgraph and the abnormal node in the domain name 

space-time correlation graph comprises: 

decomposing the domain name space-time correlation graph into subgraphs composed of a 

plurality of connected components according to connectivity, and removing an abnormal 

subgraph that does not meet a preset first connectivity index; 5 

dividing remaining subgraphs after removing the abnormal subgraph by using a 

community discovery algorithm to obtain communities composed of a plurality of connected 

components, and removing an abnormal community that does not meet a preset second 

connectivity index; and 

measuring degree of importance of each node in remaining communities after removing 10 

the abnormal community by using a web page ranking algorithm, and removing a potential 

abnormal node with low degree of importance. 

5. The method for detecting the domain name family of the botnet according to claim 1,

wherein the correlations in different dimensions comprises any combination of the following 

characteristics: 15 

similarity in grammatical features of the domain names, similarity in correlations between 

the domain names and a virus, similarity in IP addresses resolved from the domain names, and 

similarity in access traffics of the domain names. 

6. The method for detecting the domain name family of the botnet according to any one of

claims 1 to 5, wherein after taking the set of the corresponding domain names as the domain 20 

name family of the botnet, the method further comprises: 

analyzing a family characteristic of the domain name family of the botnet, and performing 

security detection on an application scenario based on the analyzed family characteristic. 

7. The method for detecting the domain name family of the botnet according to claim 6,

wherein after taking the set of the corresponding domain names as the domain name family of 25 

the botnet, the method further comprises: 

determining whether a new domain name belongs to the domain name family of the botnet 
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by determining correlation between the new domain name and a known domain name, to 

monitor variant and expansion of the domain name family of the botnet. 

8. The method for detecting the domain name family of the botnet according to claim 1,

wherein building the domain name space-time correlation graph based on correlations between 

the suspicious domain names in different dimensions comprises: 5 

expressing the correlation between the suspicious domain names in different dimensions in 

a form of a triple, wherein a correlation index in the triple includes a dimension of the 

correlation and similarity measure of two domain names in the dimension; and 

building the domain name space-time correlation graph based on the triple by using a 

graph database. 10 

9. The method for detecting the domain name family of the botnet according to claim 4,

wherein the second connectivity index is more stringent than the first connectivity index in 

terms of connectivity indexes. 

10. A device for detecting a domain name family of a botnet, comprising:

a domain name obtaining module configured to obtain suspicious domain names; 15 

a correlation graph building module configured to build a domain name space-time 

correlation graph based on correlations between the suspicious domain names in different 

dimensions, wherein in the domain name space-time correlation graph, each suspicious domain 

name is taken as a node, an edge is formed between two domain names having at least one 

correlation, and the correlation between the two domain names is taken as an attribute value of 20 

the edge; and 

a detection module configured to determine domain names that are closely correlated in 

the domain name space-time correlation graph according to a determination index of a 

compactness of each node in graph computing, and take a set of the corresponding domain 

names as the domain name family of the botnet. 25 

11. The device for detecting the domain name family of the botnet according to claim 10,

wherein the detection module is configured to: 
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determine the domain names that are closely correlated in the domain name space-time 

correlation graph according to sparseness and average clustering degree. 

12. The device for detecting the domain name family of the botnet according to claim 10,

wherein the detection module is configured to: 

remove an abnormal subgraph and an abnormal node in the domain name space-time 5 

correlation graph to determine the domain names that are closely correlated in the domain name 

space-time correlation graph. 

13. The device for detecting the domain name family of the botnet according to claim 12,

wherein the detection module is configured to: 

decompose the domain name space-time correlation graph into subgraphs composed of a 10 

plurality of connected components according to connectivity, and remove an abnormal 

subgraph that does not meet a preset first connectivity index; 

divide remaining subgraphs after removing the abnormal subgraph by using a community 

discovery algorithm to obtain communities composed of a plurality of connected components, 

and remove an abnormal community that does not meet a preset second connectivity index; and 15 

measure degree of importance of each node in remaining communities after removing the 

abnormal community by using a web page ranking algorithm, and remove a potential abnormal 

node with low degree of importance. 

14. The device for detecting the domain name family of the botnet according to claim 10,

wherein the correlations in different dimensions comprises any combination of the following 20 

characteristics: 

similarity in grammatical features of the domain names, similarity in correlations between 

the domain names and a virus, similarity in IP addresses resolved from the domain names, and 

similarity in access traffics of the domain names. 

15. The device for detecting the domain name family of the botnet according to any one of25 

claims 10 to 14, wherein the device further comprises: 

a security detection module configured to analyze, after taking the set of the corresponding 
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domain names as the domain name family of the botnet, a family characteristic of the domain 

name family of the botnet, and perform security detection on an application scenario based on 

the analyzed family characteristic. 

16. The device for detecting the domain name family of the botnet according to claim 15,

wherein the device further comprises: 5 

a monitoring module configured to determine, after taking the set of the corresponding 

domain names as the domain name family of the botnet, whether a new domain name belongs 

to the domain name family of the botnet by determining correlation between the new domain 

name and a known domain name, to monitor variant and expansion of the domain name family 

of the botnet. 10 

17. The device for detecting the domain name family of the botnet according to claim 10,

wherein the correlation graph building module is configured to: 

express the correlation between the suspicious domain names in different dimensions in a 

form of a triple, wherein a correlation index in the triple includes a dimension of the correlation 

and similarity measure of two domain names in the dimension; and 15 

build the domain name space-time correlation graph based on the triple by using a graph 

database. 

18. The device for detecting the domain name family of the botnet according to claim 13,

wherein the second connectivity index is more stringent than the first connectivity index in 

terms of connectivity indexes. 20 

19. An apparatus for detecting a domain name family of a botnet, comprising:

a memory configured to store a computer program; and 

a processor configured to execute the computer program to implement steps of the method 

for detecting the domain name family of the botnet according to any one of claims 1 to 9. 

20. A computer-readable storage medium, wherein the computer-readable storage medium25 

stores a computer program that, when executed by a processor, implements steps of the method 

for detecting the domain name family of the botnet according to any one of claims 1 to 9. 
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