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Two-Dimensional Barcode Generating Method, Verification Method, 
Server and Two-Dimensional Barcode 

 

Technical Field 

 The present invention relates to the field of two-dimensional barcode, 5 
and particularly to a two-dimensional barcode generating method, a two-

dimensional barcode verification method, a two-dimensional barcode 

verification server, and a two-dimensional barcode. 

 

Background Art 10 

 A two-dimensional barcode is also referred to as a QR code, in which 

QR is abbreviated from Quick Response, and is an encoding mode that has 

been highly popular on mobile devices in recent years. A two-dimensional 

barcode can store more information than a traditional barcode, and can 

represent more types of data. 15 

 A two-dimensional barcode records information of data and symbol in a 

black-and-white pattern using a particular geometry according to a certain rule 

on a plane (in two-dimensional direction). The two-dimensional barcode 

denotes literal and numerical information by using several geometries 

corresponding to a binary system and by ingeniously using, in terms of coding, 20 
the concept of “0” and “1” bit streams that constitute the foundation of the 

internal logic of a computer, and realizes automatic information processing by 

automatic identification via an image input device or a photoelectric scanning 

device. 

 As shown in FIG. 1, a traditional two-dimensional barcode sample is 25 
shown. As can be seen from the figure, the two-dimensional barcode consists 

of a large number of black or white modules. An intelligent device can 

determine the information carried by the two-dimensional barcode by 

identification of the positions and colors of all the modules. 
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Disclosure of the present invention 

 An object of the present invention is to provide a two-dimensional 

barcode generating method, a two-dimensional barcode verification method, a 

two-dimensional barcode verification server, and a two-dimensional barcode. 

 According to a first aspect, an embodiment of the present invention 5 
provides a two-dimensional barcode including at least one encryption module; 

 the encryption module includes an encryption area and a first 

identification area; the encryption area records therein an encryption identifier 

for verifying the authenticity of the two-dimensional barcode, and the first 

identification area records therein a first recognition identifier for presenting 10 
information carried by the two-dimensional barcode. 

 In connection with the first aspect, the present invention provides a first 

possible embodiment of the first aspect, in which the two-dimensional barcode 

further includes at least one noise module that includes a noise area and a 

second identification area; the noise area records therein a noise identifier for 15 
interfering with the verification of the authenticity of the two-dimensional 

barcode, and the second identification area records therein a second 

recognition identifier for presenting information carried by the two-dimensional 

barcode. 

 In connection with the first aspect, the present invention provides a 20 
second possible embodiment of the first aspect, in which the degree of 

similarity between the encryption identifier and the noise identifier is lower than 

a preset threshold; the degree of similarity between the encryption identifier 

and the noise identifier is calculated by one or more of the following 

information: a degree of similarity in shapes between the encryption identifier 25 
and the noise identifier, a degree of similarity in positions between the 

encryption identifier and the noise identifier, a degree of similarity in areas 

between the encryption identifier and the noise identifier, and a degree of 

similarity in colors between the encryption identifier and the noise identifier. 
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 In connection with the first aspect, the present invention provides a third 

possible embodiment of the first aspect, in which the two-dimensional barcode 

includes a plurality of the encryption modules, and/or the two-dimensional 

barcode includes a plurality of the noise modules. 

 According to a second aspect, an embodiment of the present invention 5 
further provides a two-dimensional barcode verification method, including: 

 acquiring an image of a two-dimensional barcode to be verified; 

 extracting an image feature in a designated area of the two-dimensional 

barcode image; an encryption module includes an encryption area and a first 

identification area; the encryption area records therein an encryption identifier 10 
for verifying the authenticity of the two-dimensional barcode, and the first 

identification area records therein a first recognition identifier for presenting 

information carried by the two-dimensional barcode; and 

 determining, according to the image feature, whether the two-

dimensional barcode image passes the verification. 15 

 In connection with the second aspect, the present invention provides a 

first possible embodiment of the second aspect, in which the two-dimensional 

barcode image is acquired by photographing/scanning a two-dimensional 

barcode on an object. 

 In connection with the second aspect, the present invention provides a 20 
second possible embodiment of the second aspect, in which the step of 

extracting an image feature in a designated area of the two-dimensional 

barcode image includes: 

 extracting, if there are a plurality of encryption modules in the two-

dimensional barcode image, image features of a plurality of predetermined 25 
positions so as to acquire a plurality of image features; 

 the step of determining, according to the image feature, whether the 

two-dimensional barcode image passes the verification includes: 
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 determining whether the accuracy of at least one image feature 

exceeds a preset threshold, wherein if the accuracy of at least one image 

feature exceeds the preset threshold, it indicates that the two-dimensional 

barcode image verification is passed. 

 In connection with the second aspect, the present invention provides a 5 
third possible embodiment of the second aspect, in which the step of extracting 

an image feature in a designated area of the two-dimensional barcode image 

includes: 

 extracting, if there are a plurality of encryption modules in the two-

dimensional barcode image, image features of a plurality of predetermined 10 
positions so as to acquire a plurality of image features; 

 the step of determining, according to the image feature, whether the 

two-dimensional barcode image passes the verification includes: 

 determining whether the mean value of the accuracies of all the image 

features exceeds a preset threshold, wherein if the mean value of the 15 
accuracies of all the image features exceeds the preset threshold, it indicates 

that the two-dimensional barcode recognition is passed. 

 In connection with the second aspect, the present invention provides a 

fourth possible embodiment of the second aspect, in which the step of 

extracting an image feature in a designated area of the two-dimensional 20 
barcode image includes: 

 extracting, if there are a plurality of encryption modules in the two-

dimensional barcode image, image features of a plurality of predetermined 

positions so as to acquire a plurality of image features; 

 the step of determining, according to the image feature, whether the 25 
two-dimensional barcode image passes the verification includes: 

 determining whether the accuracy of at least one image feature 

exceeds a preset threshold; and determining whether the mean value of the 

accuracies of all the image features exceeds the preset threshold, wherein if 
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the accuracy of at least one image feature exceeds the preset threshold and 

the mean value of the accuracies of all the image features exceeds the preset 

threshold, it indicates that the two-dimensional barcode recognition is passed. 

 In connection with the second aspect, the present invention provides a 

fifth possible embodiment of the second aspect, in which the step of extracting 5 
an image feature in a designated area of the two-dimensional barcode image 

includes: 

 extracting, if there are a plurality of encryption modules in the two-

dimensional barcode image, image features of a plurality of predetermined 

positions so as to acquire a plurality of image features; 10 

 the step of determining, according to the image feature, whether the 

two-dimensional barcode image passes the verification includes: 

 determining whether the accuracy of at least one image feature 

exceeds a first threshold; and determining whether there is an image feature 

that has an accuracy lower than a second threshold, wherein if the accuracy 15 
of at least one image feature exceeds the first threshold and none of the image 

features has an accuracy lower than the second threshold, it indicates that the 

two-dimensional barcode recognition is passed. 

 In connection with the second aspect, the present invention provides a 

sixth possible embodiment of the second aspect, in which the accuracies of 20 
the image features are determined by a step of: 

 determining the accuracy of the image features according to the degree 

of similarity between the image feature and reference feature; the degree of 

similarity including one or more of the following: a degree of similarity in 

shapes, a degree of similarity in sizes, a degree of similarity in positions and a 25 
degree of similarity in colors. 

 According to a third aspect, an embodiment of the present invention 

further provides a two-dimensional barcode verification server, where the 

server is configured to execute a corresponding operation according to the 

method of the second aspect. 30 
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 According to a fourth aspect, an embodiment of the present invention 

further provides a two-dimensional barcode generating method, including: 

 generating an encryption module; where the encryption module 

includes an encryption area and a first identification area; the encryption area 

records therein an encryption identifier for verifying the authenticity of a two-5 
dimensional barcode, and the first identification area records therein a first 

recognition identifier for presenting information carried by the two-dimensional 

barcode; and 

 generating a two-dimensional barcode; where the two-dimensional 

barcode includes at least one encryption module. 10 

 In connection with the fourth aspect, the present invention provides a 

first possible embodiment of the fourth aspect, in which the method further 

includes: 

 generating a noise module; where the two-dimensional barcode 

includes at least one noise module that includes a noise area and a second 15 
identification area; the noise area records therein a noise identifier for 

interfering with the verification of the authenticity of the two-dimensional 

barcode; and the second identification area records therein a second 

recognition identifier for presenting information carried by the two-dimensional 

barcode; the two-dimensional barcode further includes at least one noise 20 
module. 

 In connection with the fourth aspect, the present invention provides a 

second possible embodiment of the fourth aspect, in which the degree of 

similarity between the encryption identifier and the noise identifier is lower than 

a preset threshold; the degree of similarity between the encryption identifier 25 
and the noise identifier is calculated by one or more of the following 

information: a degree of similarity in shapes between the encryption identifier 

and the noise identifier, a degree of similarity in positions between the 

encryption identifier and the noise identifier, a degree of similarity in areas 
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between the encryption identifier and the noise identifier, and a degree of 

similarity in colors between the encryption identifier and the noise identifier. 

 In connection with the fourth aspect, the present invention provides a 

third possible embodiment of the fourth aspect. In which the method further 

includes: adjusting the shape and/or the area of the encryption identifier and 5 
the noise identifier according to a printing area of the two-dimensional barcode; 

where a target area ratio is negatively correlated with the printing area of the 

two-dimensional barcode; the target area ratio is a ratio of the area of the 

encryption identifier/noise identifier to the printing area of the two-dimensional 

barcode. 10 

 In the two-dimensional barcode as provided by the embodiments of the 

present invention, a generic module in an existing two-dimensional barcode 

has been replaced with an encryption module, wherein the encryption module 

includes an encryption area and a first identification area. The encryption area 

records therein an encryption identifier for verifying the authenticity of the two-15 
dimensional barcode, and the first identification area records therein a first 

recognition identifier for presenting information carried by the two-dimensional 

barcode. As a result, when the two-dimensional barcode is in use, the first 

recognition identifier can transmit information of the modules in the existing 

generic two-dimensional barcode, and the encryption area is used for 20 
recognizing the two-dimensional barcode. Since the encryption module has 

the same size to that of a generic module in the related art, the encryption 

identifier would be even smaller. Therefore, a counterfeiter cannot accurately 

obtain the features of the encryption identifier by means of photographing, 

which thereby ensures that the encryption identifier cannot be easily 25 
counterfeited, and improves the safety during the verification of the two-

dimensional barcode. 

 In order to make it easier to understand the objects, features and 

advantages of the present invention, detailed description is made below in 

connection with preferred embodiments with a reference to the accompanying 30 
drawings. 
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Brief Description of Drawings 

 In order to more clearly illustrate the technical solutions of the 

embodiments of the present invention, brief description is made below on the 

drawings required to be used in the embodiments. It should be understood that 

the following drawings only illustrate part of the embodiments of the present 5 
invention and shall not be construed as a limitation to the scope. For a person 

of ordinary skills in the art, other related drawings may be obtained from these 

drawings without making inventive effort. 

 FIG. 1 is a schematic diagram of a generic two-dimensional barcode in 

the related art; 10 

 FIG. 2 is a schematic diagram directed to conversion of a generic 

module in a generic two-dimensional barcode into an encryption module in a 

two-dimensional barcode as provided by the present application; 

 FIG. 3 shows three other forms of the encryption module as shown in 

FIG. 2; 15 

 FIG. 4 is a schematic diagram of comparison between a traditional two-

dimensional barcode (the left two graphs in FIG. 4) and the two-dimensional 

barcode as provided by the present solution (the right two graphs in FIG. 4); 

 FIG. 5 shows an encryption module that was obtained by subjecting the 

encryption module (the graph at the lower right corner of FIG. 4) in FIG. 4 to 20 
the encryption processing; 

 FIG. 6 is a schematic diagram of a noise module in the absence of a 

noise and a noise module in the presence of a noise; 

 FIG. 7 is a schematic diagram of an alternative embodiment of FIG. 6, 

and is directed to a noise module in the absence of noise and a noise module 25 
in the presence of noise; 

 FIG. 8 shows a two-dimensional barcode verification method provided 

in an embodiment of the description of the present application; 
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 FIG. 9 is a basic flowchar of a two-dimensional barcode generating 

method provided in an embodiment of the description of the present 

application; and 

 FIG. 10 is an optimization flowchart of a two-dimensional barcode 

generating method provided in an embodiment of the description of the present 5 
application. 

 

Detailed Description of Embodiments 

 The technical solutions in the embodiments of the present invention are 

clearly and completely described below with reference to the drawings in the 10 
embodiments of the present invention. Apparently, the described 

embodiments are merely part, but not all, of the embodiments of the present 

invention. The components in the embodiments of the present invention 

described and illustrated in the drawings herein may be generally arranged 

and designed in a variety of different configurations. Accordingly, the following 15 
detailed description on the embodiments provided in the drawings is not 

intended to limit the scope of the claimed invention, but merely represents 

selected embodiments of the present invention. Based on the embodiments of 

the present invention, any other embodiments obtained by a person skilled in 

the art without making inventive efforts shall be covered by the scope of 20 
protection of the present invention. 

 In recent years, the utilization rate of two-dimensional barcodes is 

greatly increased. For example, a WeChat two-dimensional barcode is used 

for adding friends, or making payments through a two-dimensional barcode. 

 A generic two-dimensional barcode is composed of a large number of 25 
modules that are usually black or white, so as to transmit information through 

the black and white modules arranged according to a preset rule. These black 

and white modules are the smallest units for two-dimensional barcode 

information transmission in the related art. Some merchants in the related art 

use the two-dimensional barcodes to verify the authenticity of the products. 30 
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 For example, a two-dimensional barcode can be carried on a 

commodity, and a user can send a verification request to a server by scanning 

the two-dimensional barcode, and then the authenticity of the commodity will 

be verified by the server. 

 Some counterfeiters will photograph the two-dimensional barcodes, and 5 
put the two-dimensional barcodes on the counterfeits to pretend to be the 

genuine ones. 

 However, the inventor of the present application has found that this 

method is not ideal in practice. Accordingly, the inventor of the present 

application provides a two-dimensional barcode, and a two-dimensional 10 
barcode generating method and verification method. The two-dimensional 

barcode will be firstly described below. The two-dimensional barcode includes 

at least one encryption module: 

 the encryption module including an encryption area and a first 

identification area. The encryption area records therein an encryption identifier 15 
for verifying the authenticity of the two-dimensional barcode, and the first 

identification area records therein a first recognition identifier for presenting 

information carried by the two-dimensional barcode. 

 Specifically, in the two-dimensional barcode provided by the present 

application, the main difference lies in that a generic module has been replaced 20 
in situ with an encryption module (while the generic module is a pure-black or 

pure-white module, the encryption module is a module obtained by further 

dividing the generic module into smaller parts) so that the two-dimensional 

barcode can be verified through the encryption module. Moreover, the 

encryption module not only serves the function of encryption (mainly exerted 25 
by the encryption identifier), but also serves the function of information 

transmission (mainly exerted by the first recognition identifier) a generic 

module serves in the related art. 

 FIG. 2 is a schematic diagram directed to conversion of a module in a 

generic two-dimensional barcode (referring to the left graph in FIG. 2, in which 30 
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part of a two-dimensional barcode in the related art is shown, and it can be 

seen that the two-dimensional barcode in the related art is composed of black 

modules and white modules that are arranged in an array) into an encryption 

module (referring to the right graph in FIG. 2, in which a specified encryption 

module in the two-dimensional barcode provided by the present application is 5 
shown) in the two-dimensional barcode provided by the present application. 

 As shown in FIG. 2, the left graph in FIG. 2 is only part of a traditional 

two-dimensional barcode, and any black or white square in the left graph is a 

generic module. Generally speaking, generic modules are either black or 

white. However, in certain embodiment, the generic modules can also be 10 
colored or in other forms. In FIG. 2, the two graphs connected by the left arrow 

demonstrate that a black generic module is taken out from the traditional two-

dimensional barcode. In FIG. 2, the two graphs connected by the right arrow 

show the process of converting the white generic module into an encryption 

module in the present application (the encryption module is composed of a 4*4 15 
matrix). In FIG. 2, the rightmost diagram shows the amplified encryption 

module (the amplification of the encryption module serves a purpose of 

obtaining a better view of the encryption module; actually, the size of the 

encryption module is the same as that of a module in the traditional 

technology). 20 

 Referring to the rightmost graph (the schematic diagram of the 

encryption module) in FIG. 2, it can be seen that the rightmost diagram in FIG. 

2 is also composed of black and white squares. In a certain embodiment, in 

the encryption module shown in FIG. 2, the area formed by four squares in the 

center is used as the first identification area, and the area formed by the 25 
squares surrounding the first identification area is used as the encryption area 

(of course, the position, the shape and the color of the encryption identifier and 

the first recognition identifier can be adjusted; for example, the encryption 

identifier can be round, triangular, etc., and the first identification area can also 

be adjusted in a similar manner accordingly). As can be seen, the color of the 30 
first identification area is the same as the color of a generic module. This is 



12 
 

 

because the function of the first recognition identifier is to transmit information 

of the previously existing generic module, and only when the color of the first 

identification area is the same as the color of the generic module, can it be 

ensured that the encryption module can effectively transmit the information of 

the generic module (the position and the shape of the first recognition identifier 5 
can, to some degree, be flexibly adjusted). It is even more flexible to set the 

position, shape and color of the encryption identifier, which can be specified 

according to the specific needs of the user. For example, in the embodiment 

shown in FIG. 2, five out of all twelve squares are set as black color, and the 

remaining seven squares are set as white color. In this way, at the time of 10 
scanning the two-dimensional barcode, the encryption identifier can also be 

scanned together with the first recognition identifier. As a result, if the shape, 

position and color of the encryption identifier meet the preset requirements, it 

indicates that the two-dimensional barcode is genuine. 

 In practical use, a counterfeiter usually acquires an image of a two-15 
dimensional barcode by photographing the two-dimensional barcode. 

However, in the two-dimensional barcode provided by the present application, 

at least a generic module was replaced with an encryption module, and the 

encryption module is composed of an encryption area and a first identification 

area that have a smaller area. Thus, due to the camera resolution, the camera 20 
of the counterfeiter normally cannot clearly capture the details of the encryption 

identifier in the encryption module (the inadequate resolution of the camera 

will cause certain deformation of the encryption identifier). As a result, in the 

printout of the captured picture of the two-dimensional barcode from the 

counterfeiter, the encryption identifier in the printed (in the printing process, 25 
the encryption identifier is usually deformed to a certain extent) two-

dimensional barcode will be deformed. Or in other words, the encryption 

identifier printed out by the original drawing (the drawing owned by the 

manufacturer of genuine products) is not completely the same to the 

encryption identifier printed out from a picture (the picture the counterfeiter 30 
obtained by photographing the two-dimensional barcode printed on the 
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genuine products) of the two-dimensional barcode photographed. As a result, 

due to the difference between the two-dimensional barcode on the genuine 

product and the two-dimensional barcode on the counterfeit product, the 

encryption identifier of the two-dimensional barcode made by the counterfeiter 

cannot pass the verification, thereby achieving the object of distinguishing 5 
between the genuine product and the counterfeit product. 

 FIG. 3 shows three other forms of the encryption module shown in FIG. 

2 (the rightmost graph in FIG. 2). In the left graph in FIG. 3, the area at the 

upper right corner is the first identification area (which has been painted black), 

and the rest of the area is the encryption area (any triangle in the encryption 10 
area can be painted black or pained by any other color according to the 

setting). In the middle graph in FIG. 3, the central circular area is the first 

identification area (which has been painted black), and the rest of area is the 

encryption area (the squares or incomplete squares in the encryption area can 

be painted black or pained by any other color according to the setting). In the 15 
right graph of FIG. 3, the area at the upper right corner is the first identification 

area (which has been painted black), and the rest of area is the encryption 

area (any enclosed area in the encryption area can be painted black or pained 

by any other color according to the setting). The specific embodiments of the 

three encryption modules shown in FIG. 3 are merely examples, and the 20 
shape, the position and the color of a specific encryption area can be adjusted 

arbitrarily according to needs. Similarly, the shape, the position and the color 

of the first identification area can be adjusted arbitrarily according to the needs. 

 In order to improve safety, it is possible to further provide a noise 

module in addition to the encryption module. Specifically, the two-dimensional 25 
barcode provided by the present application further includes at least one noise 

module that includes a noise area and a second identification area. The noise 

area records therein a noise identifier for interfering with the verification of the 

authenticity of the two-dimensional barcode, and the second identification area 

records therein a second recognition identifier for presenting information 30 
carried by the two-dimensional barcode. The degree of similarity between the 
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encryption identifier and the noise identifier is lower than a preset threshold. 

The degree of similarity between the encryption identifier and the noise 

identifier is calculated by one or more of the following information: a degree of 

similarity in shapes between the encryption identifier and the noise identifier, 

a degree of similarity in positions between the encryption identifier and the 5 
noise identifier, a degree of similarity in areas between the encryption identifier 

and the noise identifier, and a degree of similarity in colors between the 

encryption identifier and the noise identifier. 

 Similar to the encryption module, the specific description of the noise 

module can be referred to the preceding description on the encryption module. 10 
In the two-dimensional barcode of the present embodiment, a generic module 

has also been replaced in situ with a noise module, such that the precision of 

verification is improved through the noise module. Moreover, the noise module 

not only serves the function of improving verification precision (mainly exerted 

by the noise identifier), but also serves the function of information transmission 15 
(mainly exerted by the second recognition identifier) exerted by a generic 

module in the related art. 

 It should be noted that the degree of similarity between the encryption 

identifier and the noise identifier is lower than the preset threshold. This is to 

ensure the accuracy of verification. If the encryption identifier and the noise 20 
identifier are too similar, there is not much point for the presence of the noise 

identifier. Specifically, the degree of similarity in shapes between the 

encryption identifier and the noise identifier can be obtained by: overlapping 

the encryption identifier and the noise identifier to obtain an overlapping area 

(generally referred to as the maximum value of the overlapping area) and then 25 
calculating the degree of similarity in shapes according to the overlapping 

area, the area of the encryption identifier and the area of the noise identifier. 

When there are a plurality of encryption identifiers and a plurality of noise 

identifiers, it is possible to first establish a correlation between each of the 

encryption identifiers and each of the noise identifiers (generally, one 30 
encryption identifier corresponds uniquely to one noise identifier, and one 
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noise identifier corresponds uniquely to one encryption identifier), and then 

calculate the degree of similarity in shapes between the encryption identifier 

and the noise identifier in each correlation, and finally add up the degrees of 

similarity in shapes in all of the correlations to obtain the final degree of 

similarity in shapes between the encryption identifiers and the noise identifiers. 5 

 The degree of similarity in positions between the encryption identifier 

and the noise identifier is calculated according to the distance between the 

encryption identifier and the noise identifier. When there are a plurality of 

encryption identifiers and a plurality of noise identifiers, it is possible to first 

establish a correlation between each of the encryption identifiers and each of 10 
the noise identifiers (generally, one encryption identifier corresponds uniquely 

to one noise identifier, and one noise identifier corresponds uniquely to one 

encryption identifier), then calculate the distance between the encryption 

identifier and the noise identifier in each correlation and add up the calculated 

distances to obtain the distances between the encryption identifiers and the 15 
noise identifiers, and finally calculate the degree of similarity in positions 

between the encryption identifiers and the noise identifiers according to the 

sum or the mean value of the distances. 

 The degree of similarity in areas between the encryption identifier and 

the noise identifier can be obtained just by direct comparison of areas. For 20 
example, first calculating the difference between the encryption identifier and 

the noise identifier, and then calculating the ratio of the difference to the area 

of the encryption identifier and/or the area of the noise identifier, and finally 

determining the degree of similarity in area according to the ratio. There are a 

number of specific methods for calculating the degree of similarity in area, 25 
which, however, are not described in an exhaustive manner herein. 

 The degree of similarity in colors between the encryption identifier and 

the noise identifier is calculated based on the color difference between the 

encryption identifier and the noise identifier, and/or the brightness of the 

encryption identifier and the noise identifier. Similar to the calculation methods 30 
of the preceding two elements, when there are a plurality of encryption 
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identifiers and a plurality of noise identifiers, it is possible to first establish a 

correlation between each of the encryption identifier and each of the noise 

identifiers, then calculate the color difference between the encryption identifier 

and the noise identifier in each correlation, and finally calculate the degree of 

similarity in colors between the encryption identifier and the noise identifier 5 
according to the sum or the mean value of the color differences in the 

correlations. 

 In practical use, the noise module does not need to be recognized. 

Thus, at the time of verifying the authenticity, it is possible to only recognize 

the area where the encryption module is located, and not to recognize the 10 
noise module. As the counterfeiter cannot distinguish the encryption module 

from the noise module, the coexistence of the noise module and the encryption 

module in a single two-dimensional barcode will greatly improve the difficulty 

in counterfeiting against the counterfeiter. 

 It should be noted that the noise area can only occupy part of the noise 15 
module (the ratio of the area of the noise area to the overall area of the noise 

module can be adjusted according to the needs). The encryption area can only 

occupy part of the encryption module (the ratio of the area of the encryption 

area to the overall area of the encryption module can be adjusted according to 

the needs). 20 

 Preferably, in order to further improve the safety of the two-dimensional 

barcode, it is preferable that multiple encryption modules are provided. In this 

way, after the encryption modules are recognized, it is possible to first 

recognize the area corresponding to each of the encryption modules and 

calculate the accuracy of each recognition result (the degree of similarity 25 
between the identification result and the reference), and then determine, 

according to the accuracy of each recognition result, whether the two-

dimensional barcode recognition is passed. 

 FIG. 4 is a schematic diagram for comparison between a traditional two-

dimensional barcode (the left two graphs in FIG. 4) and the two-dimensional 30 
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barcode (the right two graphs in FIG. 4) provided by the present embodiment. 

In FIG. 4, the left two graphs showed an enlarged view of a module in a 

traditional two-dimensional barcode (in FIG. 4, the graph at the upper left 

corner is an overall view of the traditional two-dimensional barcode, and the 

graph at the lower left corner is an enlarged view of a generic module of the 5 
traditional two-dimensional barcode). As can be seen, in the traditional two-

dimensional barcode, one module only has one color (e.g., black or white). For 

the two-dimensional barcode in the present embodiment (the right two graphs 

in FIG. 4), the overall structure is substantially the same as that of a traditional 

two-dimensional barcode, but most of the modules have been improved, i.e., 10 
the generic module in the traditional two-dimensional barcode (the graph at 

the lower left corner in FIG. 4) is replaced with an encryption module in the 

present embodiment (the graph at the lower left corner in FIG. 4). As can be 

seen, the encryption module (the graph at the lower right corner in FIG. 4) is 

divided into two parts, the central four black squares of the encryption module 15 
are the first recognition identifiers (the area where the four black squares are 

located is the first identification area; however, the first identification area does 

not have to be filled fully with the first recognition identifiers, that is, the first 

identification area is not necessarily wholly black, and it is only required that 

the first identification area is mostly black to allow for essential verification). 20 
The area other than the four black squares is the encryption area. It can be 

seen that the encryption area is also divided into a plurality of squares, and at 

present stage, no encryption has been performed in the encryption area (the 

encryption area is white). The encryption module in the embodiment of the 

present application has the same size and shape as a generic module of a 25 
two-dimensional barcode in a traditional embodiment. Thus, in the two-

dimensional barcode of the present application, no adjustment was made to 

the overall architecture of the two-dimensional barcode, and only one or more 

modules have been changed. As for the specific form of the noise module, it 

can be referred to the encryption module, and no redundant description will be 30 
made herein. 
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 FIG. 5 shows an encryption module obtained by subjecting the 

encryption module in FIG. 4 (the graph at the lower right corner of FIG. 4) to 

an encryption processing. As can be seen, in the encryption module that has 

undergone the encryption processing, the encryption area is divided into black 

squares and white squares according to a certain rule, the black squares are 5 
filled with a digit of 1, and the white squares are filled with a digit of 0. These 

black squares and white squares serve the function of encryption (these black 

squares and white squares formed the encryption identifiers). 

 Similarly, FIG. 6 is a schematic diagram showing a noise module in the 

absence of a noise and a noise module in the presence of a noise. The left 10 
graph in FIG. 6 shows a noise module in the absence of a noise, in which the 

central four black squares are the second recognition identifiers. The area 

where the four black squares are located is the second identification area. The 

area other than the four black squares is the noise area. It can be seen that 

the noise area is also divided into a plurality of squares, but at the current 15 
stage, no noise addition process has been performed in the noise area (the 

noise area is white). The right graph of FIG. 6 shows a noise module obtained 

by adding noise to the noise module in the left graph of FIG. 6. The central four 

black squares remain unchanged. The noise area, like the encryption area, is 

composed of black squares and white squares, and these black squares and 20 
white squares serve the function of noise (these black squares and white 

squares formed the noise identifiers). 

 FIG. 7 is a schematic diagram of an alternative embodiment of a noise 

module in the absence of a noise and a noise module in the presence of a 

noise shown in FIG. 6. The left graph of FIG. 7 is a schematic diagram showing 25 
a noise module in the absence of a noise, in which the central four black circles 

are the second recognition identifiers. The area where the four black circles 

are located is the second identification area (the area defined by the square 

surrounding the four black circles is the second identification area). The area 

other than the second identification area is the noise area. It can be seen that 30 
only white circles are present in the noise area, and no noise addition process 
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has been performed. The right graph of FIG. 7 is a schematic diagram showing 

a noise module obtained by adding a noise to the noise module in the left graph 

of FIG. 7. The central four black circles remain unchanged. In the noise area, 

like in the encryption area, the noise identifiers are generated by setting the 

circles black. These black circles and white circles in the noise area serve the 5 
noise function (these black circles and white circles form the noise identifiers). 

The difference between the noise identifiers shown in FIG. 6 and FIG. 7 lies in 

that the noise identifiers shown in FIG. 6 are square and the noise identifiers 

shown in FIG. 7 are circular. Of course, the noise identifier can also be other 

shapes. 10 

 It should be noted that the size (area) of the encryption identifier and 

the noise identifier in the two-dimensional barcode of the present application 

is related to the size of the overall printed two-dimensional barcode. Or in other 

words, the target area ratio is negatively correlated to the printing area of the 

two-dimensional barcode, wherein the target area ratio is a ratio of the area of 15 
the encryption identifier/noise identifier to the printing area of the two-

dimensional barcode. That is, the larger is the area of the printed two-

dimensional barcode, the smaller is the ratio of the area of the encryption 

identifier to the printing area of the two-dimensional barcode, and the smaller 

is the ratio of the area of the noise identifier to the printing area of the two-20 
dimensional barcode. This mainly serves to ensure that the actual printing area 

of the encryption identifier and the noise identifier is small enough to make it 

impossible for a camera to capture the encryption identifier and the noise 

identifier with an accuracy sufficient for the counterfeiter to counterfeit 

accurately. 25 

 In connection with the two-dimensional barcode disclosed above, the 

present application further provides a two-dimensional barcode verification 

method. As shown in FIG. 8, the method includes the steps of: 

 S801, acquiring an image of a two-dimensional barcode to be verified; 
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 S802, extracting an image feature in a designated area of the two-

dimensional barcode image; an encryption module includes an encryption area 

and a first identification area; the encryption area records therein an encryption 

identifier for verifying the authenticity of the two-dimensional barcode, and the 

first identification area records therein a first recognition identifier for 5 
presenting information carried by the two-dimensional barcode; and 

 S803, determining, according to the image feature, whether the two-

dimensional barcode image passes the verification. 

Here, the image feature refers to a result of recognition of the encryption 

area, e.g., the distribution of the black squares and the white squares, and the 10 
shape, the size, the position and the color of the black area. Namely, the image 

feature includes one or more of the following: shape, size, position and color. 

 It should be noted that, in S802, at the time of extracting the image 

feature of the encryption area in the encryption module, the position of the 

designated area should be known in advance. Since the two-dimensional 15 
barcode is generated in a predetermined manner, the mechanism for 

verification definitely knows where the encryption module is located. 

Therefore, the image features of the area where the encryption module is 

located can be simply extracted. 

 Specifically, the two-dimensional barcode image in step 801 is obtained 20 
by the following method: 

 photographing/scanning the two-dimensional barcode on an object to 

obtain a two-dimensional barcode image. Specifically, the two-dimensional 

barcode on an object is the two-dimensional barcode of the present 

application. Reference can be made to the description above for the specific 25 
features of the two-dimensional barcode. 

 Further, when there are a plurality of encryption modules (the 

verification mechanism which executes this method knows in advance whether 

there are a plurality of encryption modules, and knows where each encryption 

module is located), the image features at each predetermined position (the 30 
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position where the encryption module should be located) can be acquired. In 

this case, there are three methods for recognition. 

 1.  Step S802 can be realized as follows: 

 extracting, if there are a plurality of encryption modules in the two-

dimensional barcode image (the verification mechanism knows in advance 5 
whether there are a plurality of encryption modules, and knows where each 

encryption module is located), image features of a plurality of predetermined 

positions (the positions where the encryption modules should be located), so 

as to acquire a plurality of image features; 

 Step S803 can be realized as follows: 10 

 determining whether the accuracy of at least one image feature 

exceeds a preset threshold, wherein if the accuracy of at least one image 

feature exceeds the preset threshold, it indicates that the two-dimensional 

barcode image verification is passed; otherwise the two-dimensional barcode 

recognition is not passed. 15 

 2.  Step S803 can also be performed as follows: 

extracting, if there are a plurality of encryption modules in the two-

dimensional barcode image (the verification mechanism knows in advance 

whether there are a plurality of encryption modules, and knows where each 

encryption module is located), image features of a plurality of predetermined 20 
positions (the positions where the encryption modules should be located), so 

as to acquire a plurality of image features; 

 determining whether the mean value of the accuracies of all the image 

features exceeds a preset threshold, wherein if the mean value of the 

accuracies of all the image features exceeds the preset threshold, it indicates 25 
that the two-dimensional barcode recognition is passed; otherwise the two-

dimensional barcode recognition is not passed. 

  

 



22 
 

 

 3.  Step S803 can also be performed as follows: 

 extracting, if there are a plurality of encryption modules in the two-

dimensional barcode image (the verification mechanism knows in advance 

whether there are a plurality of encryption modules, and knows where each 

encryption module is located), image features of a plurality of predetermined 5 
positions (the positions where the encryption modules should be located), so 

as to acquire a plurality of image features; 

 determining whether the accuracy of at least one image feature 

exceeds the preset threshold; and determining whether the mean value of the 

accuracies of all the image features exceeds the preset threshold; 10 

 wherein if the accuracy of at least one image feature exceeds the preset 

threshold and the mean value of the accuracies of all the image features 

exceeds the preset threshold, it indicates that the two-dimensional barcode 

recognition is passed; otherwise the two-dimensional barcode recognition is 

not passed. 15 

 The three methods above can be flexibly selected according to different 

use conditions. In general, the third one has the highest success rate in 

preventing counterfeiting, followed by the second one, and the first one has 

the lowest success rate in preventing counterfeiting. 

 In order to improve the accuracy in the determination step of the first 20 
method, the determination step of the first method can further be carried out 

as follows: 

 determining whether the accuracy of at least one image feature 

exceeds a first threshold; and determining whether there is an image feature 

that has an accuracy lower than a second threshold; 25 

 wherein if the accuracy of at least one image feature exceeds the first 

threshold and none of the image features has an accuracy lower than the 

second threshold, it indicates that the two-dimensional barcode recognition is 

passed; otherwise the two-dimensional barcode recognition is not passed. 
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 Specifically, the accuracy of the image features in the encryption area 

can be calculated as follows: 

 determining the accuracy of the image features according to the degree 

of similarity between the image features and the reference features (the actual 

features in the encryption area of the encryption module that the verification 5 
mechanism obtains in advance). 

 Namely, the reference features also include one or more of the 

following: shape, size, position and color. By means of weighted calculation, it 

is possible to determine the degree of similarity between the image features of 

the encryption area and the reference features, so as to determine the 10 
accuracy (the degree of similarity can be directly used as the accuracy). For 

example, one or more of the following four calculations can be performed: 

 calculating the degree of similarity in shapes between the image 

features and reference features; 

 calculating the degree of similarity in sizes between the image features 15 
and reference features; 

 calculating the degree of similarity in positions between the image 

features and reference features; and 

 calculating the degree of similarity in colors between the image features 

and the reference features. 20 

 The degree of similarity is then calculated by one or more of the 

calculated degree of similarity in shapes, degree of similarity in sizes, degree 

of similarity in positions and degree of similarity in colors. 

 Specifically, in the two-dimensional barcode verification method, the 

specific structure of the two-dimensional barcode can be referred to the two-25 
dimensional barcode of the preceding embodiments, and will not be further 

described herein. 

 The verification method above is usually executed by a server. 

Therefore, the present application further provides a server for two-
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dimensional barcode verification, wherein the server is used for executing the 

above two-dimension barcode verification method. 

 Correspondingly, the present application further provides a method of 

generating a two-dimensional barcode. As shown in FIG. 9, the method 

includes the steps of: 5 

 step S901, generating an encryption module, wherein the encryption 

module includes an encryption area and a first identification area; the 

encryption area records therein an encryption identifier for verifying the 

authenticity of a two-dimensional barcode, and the first identification area 

records therein a first recognition identifier for presenting information carried 10 
by the two-dimensional barcode; and 

 step S902, generating a two-dimensional barcode, wherein the two-

dimensional barcode includes at least one encryption module. 

 Preferably, as shown in FIG. 10, on the basis of the solution shown in 

FIG. 9, the present soluiton further includes: 15 

 step S903, generating a noise module; wherein the two-dimensional 

barcode includes at least one noise module; the noise module includes a noise 

area and a second identification area; the noise area records therein a noise 

identifier for interfering with the verification of the authenticity of the two-

dimensional barcode, and the second identification area records therein a 20 
second recognition identifier for presenting information carried by the two-

dimensional barcode; the degree of similarity between the encryption identifier 

and the noise identifier is lower than a preset threshold; the degree of similarity 

between the encryption identifier and the noise identifier is calculated by one 

or more of the following information: a degree of similarity in shapes between 25 
the encryption identifier and the noise identifier, a degree of similarity in 

positions between the encryption identifier and the noise identifier, a degree of 

similarity in areas between the encryption identifier and the noise identifier, 

and a degree of similarity in colors between the encryption identifier and the 
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noise identifier. In this case, the two-dimensional barcode includes at least one 

noise module. 

 The order for carrying out step 901 and step 902 is interchangeable, 

and they can be carried out simultaneously or sequentially. 

 As defined in the foregoing description, in order to ensure the quality of 5 
the two-dimensional barcode (not easily counterfeited), the size of the 

encryption identifier and the noise identifier should be controlled. Specifically, 

the method of generating two-dimensional barcode further includes: adjusting 

the shape and/or the area of the encryption identifier and the noise identifier 

according to the printing area of the two-dimensional barcode. Specifically, the 10 
target area ratio is negatively correlated to the printing area of the two-

dimensional barcode, wherein the target area ratio is a ratio of the area of the 

encryption identifier/noise identifier to the printing area of the two-dimensional 

barcode. 

 Specifically, in the method of generating a two-dimensional barcode, 15 
the specific structure of the two-dimensional barcode can be referred to the 

two-dimensional barcode of the preceding embodiment, and will not be further 

described herein. 

 A person skilled in the art could clearly understand that, for the sake of 

convenience and conciseness of description, the specific working process of 20 
the system, device and unit described above can be referred to the 

corresponding process in the method embodiments, and will not be further 

described herein. 

 The unit described as a separate component may or may not be 

physically separated. The component displayed as a unit may or may not be a 25 
physical unit, that is, it may be located at one place, or may be distributed to 

multiple network units. Part or all of the units can be selected to achieve the 

objects of the respective embodiments according to actual needs. 
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 In addition, the functional units in each embodiment of the present 

invention can be integrated into one processing unit, or they can be physically 

separate units, or two or more units can be integrated into one unit. 

 When the functions are implemented in the form of software functional 

units and sold or used as independent products, the functions can be stored 5 
in a computer readable storage medium. Based on such understanding, the 

gist of the present embodiment, the part of the embodiment of the present 

invention that makes contributions to the prior art, or part of the embodiment 

of the present invention can be present in the form of a software product. The 

computer software product is stored in a storage medium, including a plurality 10 
of instructions for enabling a computer device (which can be a personal 

computer, a server, a network device or the like) to execute all or part of the 

steps of the methods in the embodiments of the present invention. The 

aforementioned storage medium includes various mediums capable of storing 

program codes, such as a USB flash disk, a mobile hard disk, a read-only 15 
memory (ROM), a random access memory (RAM), a magnetic disk, or an 

optical disk. 

 The above descriptions are only embodiments of the present invention, 

but the scope of protection of the present invention is not limited thereto. The 

modifications or substitutions that would readily be conceived by a person 20 
skilled in the art within the technical scope of the present invention shall be 

covered by the scope of protection of the present invention. Therefore, the 

scope of the present invention shall be determined by the scope of the 

appended claims. 

25 
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Claims: 

1. A two-dimensional barcode comprising:  

a plurality of generic modules for representing information carried by the 

two-dimensional barcode; and 

at least one encryption module, wherein the encryption module 5 
comprises an encryption area and a first identification area, the encryption 

area records an encryption identifier for verifying authenticity of the two-

dimensional barcode, and the first identification area records a first recognition 

identifier for indicating the information carried by the two-dimensional barcode; 

further comprising at least one noise module, wherein the noise module 10 
comprises a noise area and a second identification area; the noise area 

records a noise identifier for interfering with the verification of the authenticity 

of the two-dimensional barcode, and the second identification area records a 

second recognition identifier for indicating information carried by the two-

dimensional barcode; 15 

wherein a degree of similarity between the encryption identifier and the 

noise identifier is lower than a preset threshold, the degree of similarity 

between the encryption identifier and the noise identifier is calculated based 

on one or more of the following information: a degree of shape similarity 

between the encryption identifier and the noise identifier; a degree of position 20 
similarity between the encryption identifier and the noise identifier; a degree of 

area similarity between the encryption identifier and the noise identifier; and a 

degree of color similarity between the encryption identifier and the noise 

identifier. 

 25 

2. The two-dimensional barcode according to claim 1, comprising a 

plurality of the encryption modules, and/or a plurality of the noise modules. 

 

3. A two-dimensional barcode verification method, comprising: 
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 acquiring an image of a two-dimensional barcode to be verified, wherein 

the image comprises a plurality of generic modules; 

 extracting, from the two-dimensional barcode image, an image feature 

of a designated area, wherein an encryption module comprises an encryption 

area and a first identification area; the encryption area records an encryption 5 
identifier for verifying authenticity of the two-dimensional barcode, and the first 

identification area records a first recognition identifier for indicating information 

carried by the two-dimensional barcode; and 

 determining, according to the image feature, whether the two-

dimensional barcode image is verified; 10 

wherein the step of extracting from the two-dimensional barcode image 

an image feature of a designated area comprises: 

extracting, if there are a plurality of the encryption modules in the two-

dimensional barcode image, image features of a plurality of predetermined 

positions so as to acquire a plurality of image features; and 15 

the step of determining, according to the image feature, whether the 

two-dimensional barcode image is verified comprises: 

determining whether an accuracy of at least one of the image features 

is greater than a preset threshold, wherein if the accuracy of at least one of the 

image features is greater than the preset threshold, the two-dimensional 20 
barcode image is verified. 

 

4. The method according to claim 3, wherein the two-dimensional barcode 

image is acquired by photographing or scanning the two-dimensional barcode 

provided on an object. 25 
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5. The method according to claim 3, wherein the step of extracting from 

the two-dimensional barcode image an image feature of a designated area 

comprises: 

 extracting, if there are a plurality of the encryption modules in the two-

dimensional barcode image, image features of a plurality of predetermined 5 
positions so as to acquire a plurality of image features; and 

 the step of determining according to the image feature whether the two-

dimensional barcode image is verified comprises: 

 determining whether a mean value of accuracies of all the image 

features is greater than a preset threshold, wherein if the mean value of the 10 
accuracies of all the image features is greater than the preset threshold, the 

two-dimensional barcode is recognized. 

 

6. The method according to claim 3, wherein the step of extracting from 

the two-dimensional barcode image an image feature of a designated area 15 
comprises: 

 extracting, if there are a plurality of the encryption modules in the two-

dimensional barcode image, image features of a plurality of predetermined 

positions so as to acquire a plurality of image features; and 

 the step of determining according to the image feature whether the two-20 
dimensional barcode image is verified comprises: 

 determining whether an accuracy of at least one of the image features 

is greater than a preset threshold; and determining whether a mean value of 

the accuracies of all the image features is greater than the preset threshold, 

wherein if the accuracy of at least one of the image features is greater than the 25 
preset threshold and the mean value of the accuracies of all the image features 

is greater than the preset threshold, the two-dimensional barcode is 

recognized. 
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7. The method according to claim 3, wherein the step of extracting from 

the two-dimensional barcode image an image feature of a designated area 

comprises: 

 extracting, if there are a plurality of the encryption modules in the two-

dimensional barcode image, image features of a plurality of predetermined 5 
positions so as to acquire a plurality of image features; and 

 the step of determining according to the image feature whether the two-

dimensional barcode image passes the verification comprises: 

 determining whether an accuracy of at least one of the image features 

is greater than a first threshold; and determining whether there is an image 10 
feature having an accuracy lower than a second threshold, wherein if the 

accuracy of at least one of the image features is greater than the first threshold 

and none of the image features has an accuracy lower than the second 

threshold, the two-dimensional barcode is recognized. 

 15 

8. The method according to claim 3, wherein an accuracy of the image 

features is determined by a step of: 

 determining the accuracy of the image feature according to a degree of 

similarity between the image feature and a reference feature, wherein the 

degree of similarity comprises one or more of the following: a degree of shape 20 
similarity, a degree of size similarity, a degree of position similarity and a 

degree of color similarity. 

 

9. A two-dimensional barcode verification server, wherein the server is 

configured to execute a corresponding operation according to the method of 25 
any of claims 3-8. 

 

10. A method of generating a two-dimensional barcode, comprising: 
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 generating a plurality of generic modules and an encryption module, 

wherein the plurality of generic modules represent information carried by the 

two-dimensional barcode, and wherein the encryption module comprises an 

encryption area and a first identification area, the encryption records an 

encryption identifier for verifying authenticity of a two-dimensional barcode, 5 
and the first identification area records a first recognition identifier for indicating 

the information carried by the two-dimensional barcode; and 

 generating a two-dimensional barcode, wherein the two-dimensional 

barcode comprises at least one encryption module; 

generating a noise module, wherein the two-dimensional barcode 10 
comprises at least one noise module, the noise module comprises a noise area 

and a second identification area, the noise area records a noise identifier for 

interfering with verification of the authenticity of the two-dimensional barcode, 

and the second identification area records a second recognition identifier for 

indicating information carried by the two-dimensional barcode; and the two-15 
dimensional barcode further comprises at least one noise module; 

wherein a degree of similarity between the encryption identifier and the 

noise identifier is lower than a preset threshold, the degree of similarity 

between the encryption identifier and the noise identifier is calculated based 

on one or more of following information: a degree of shape similarity between 20 
the encryption identifier and the noise identifier; a degree of position similarity 

between the encryption identifier and the noise identifier; a degree of area 

similarity between the encryption identifier and the noise identifier; and a 

degree of color similarity between the encryption identifier and the noise 

identifier. 25 

 

11. The method according to claim 10, further comprising: adjusting the 

shape and/or the area of the encryption identifier and the noise identifier 

according to a printing area of the two-dimensional barcode, wherein a target 

area ratio is negatively correlated with the printing area of the two-dimensional 30 
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barcode, and the target area ratio is a ratio of the area of the encryption 

identifier/noise identifier to the printing area of the two-dimensional barcode. 

 

 


