BACKGROUND ARCHITECTURE METHOD AND SYSTEM FOR AGGREGATION
PAYMENT, COMPUTER DEVICE, AND STORAGE MEDIUM

TECHNICAL FIELD

[0001] The present disclosure relates to the technical field of computer application, and in particular,
relates to a backend architecture method and system for aggregate payment, a computer device, and a

storage medium.

BACKGROUND

[0002] With the rapid development of the Internet of things and the Mobile Internet, the electronic
payment industry has also been developing rapidly in recent years. Domestically, banks, UnionPay and
other clearinghouses, third-party payment companies, and the like provide different types of mobile
payment services implemented with different technologies. Moreover, due to the objective demand, the
electronic payment technology has been applied in various fields. However, under this context, no unified
standard and interface are provided for services from various parties, such that it is difficult to achieve
compatibility between various payment tools and platforms. Globally, each country has its own channel
providers and access control rules. For merchants with global businesses, the access cost and access
efficiency are also greatly affected.

[0003] Only a few third-party payment channels are used in China. Generally, more than 90% of
domestic online payment transactions can be covered by accessing WeChat or Alipay for merchants.
Therefore, when accessing payment channels, most merchants are directly connected to third-party
channels. However, payment processes over various payment channels (such as WeChat and Alipay)
differ in detail, such that a plurality of sets of payment processes generally need to be supported at the
backend. The domestic Internet industry is on the way to going abroad. There are many different payment
channels with different processes overseas. If merchants directly connect to third-party payment channels
using the conventional method, the merchants need to handle the complex task of maintaining the plurality

of sets of payment processes.
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[0004] The present disclosure provides a backend architecture method and system for aggregate
payment, a computer device, and a storage medium, to solve at least one of the aforementioned technical
defects. The present disclosure can achieve high isolation, low node coupling, fast access, and high
practicability and flexibility in a third-party payment process.

[0005] To achieve the above objective, the present disclosure provides a backend architecture method
for aggregate payment. The method includes: acquiring transaction information from a client, wherein the
transaction information includes location information of the client; assigning, based on the location
information, the transaction information to a transaction node that has jurisdiction over the location
information, wherein the transaction node is a transaction center within a specified region in a distributed
transaction system; matching, according to the transaction node, a channel gateway in a channel docking
layer that pre-establishes a connection relationship with the transaction node, and sending a transaction
request in the transaction information to a transaction object over a selected channel gateway such that the
transaction object processes the transaction request; and acquiring a processing result from the transaction
object, and transmitting information of the processing result to the client.

[0006] According to another aspect, the present disclosure provides a backend architecture system for
aggregate payment. The system includes: an access frontend, configured to acquire transaction
information from a client, wherein the transaction information includes location information of the client;
a relay server, configured to assign, based on the location information, the transaction information to a
transaction node that has jurisdiction over the location information, wherein the transaction node is a
transaction center within a specified region in a distributed transaction system; and a transaction node,
configured to match, according to the transaction node, a channel gateway in a channel docking layer that
pre-establishes a connection relationship with the transaction node, send a transaction request in the
transaction information to a transaction object over a selected channel gateway such that the transaction
object processes the transaction request, acquire a processing result from the transaction object, and
transmit information of the processing result to the client.

[0007] According to another aspect, the present disclosure provides a computer device. The computer
device includes a memory and a processor. The memory stores at least one computer-readable instruction.
The processor, when executing at least one computer-readable instruction, is caused to perform the
backend architecture method for aggregate payment as described above.

[0008] According to another aspect, the present disclosure provides a storage medium storing at least

one computer-readable instruction. The least one computer-readable instruction, when executed by one or



more processors, causes the one or more processors to perform the backend architecture method for
aggregate payment as described above.

[0009] The present disclosure achieves the following beneficial effects.

[0010] Based on the location information of the client in the transaction information, distributed
processing is performed, such that data processing for payment is faster. Moreover, transaction centers
deployed in a distributed fashion are independent of each other and use unified communication interfaces
to connect with transaction objects, which shield differences in details of the payment processes of
different channels, and provide a universal and unified payment access process for the clients. Therefore,
to use all payment channels supported by the payment architecture, a merchant on the client side only
needs to maintain one set of processes for interacting with the aggregate payment architecture, thus
achieving strong data isolation, low node coupling, strong anti-attack capability, and low service coupling
between clients. The aggregate payment architecture is more suitable for distributed deployment, and has
high system availability and strong disaster tolerance. The unified scheduling interface makes the system

highly expandable and reduces impact of functional iteration on online services.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] The foregoing and/or additional aspects of the present disclosure and advantages of the present
disclosure can become apparent and readily understandable from the following descriptions of the
embodiments with reference to the accompanying drawings.

[0012] FIG. 1 is a flowchart of a backend architecture method for aggregate payment according to the
present disclosure;

[0013] FIG. 2 is a flowchart of a method for authenticating transaction information according to the
present disclosure;

[0014] FIG. 3 is a flowchart of a method for assigning transaction information to a transaction node
according to the present disclosure;

[0015] FIG. 4 is a flowchart of a transaction requesting method of a transaction node according to the
present disclosure;

[0016] FIG. 5 is a flowchart of a retry method of an asynchronous task queue according to the present
disclosure;

[0017] FIG. 6 is an overall flowchart of aggregate payment according to the present disclosure;

[0018] FIG. 7 is a schematic diagram of a multilayer structure of aggregate payment according to the
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present disclosure;

[0019] FIG. 8 is a flowchart of receiving information by modules of aggregate payment according to the
present disclosure; and

[0020] FIG. 9 is a block diagram of a basic structure of a computer device according to the present

disclosure.

DETAILED DESCRIPTION

[0021] Specifically, referring to FIG. 1, a backend architecture method for aggregate payment is
provided in the present disclosure. Aggregate payment is relative to third-party payment. Unlike third-
party payment, aggregate payment does not lie between merchants and banks, but serves as a channel
between merchants and third-party payers. Aggregate payment does not involve settlement or transfer of
funds, but merely performs the control of information flows and data flows in the payment link, and
aggregates payment methods provided by different third-party payment institutions, to provide merchants
with a unified interface for payment and settlement. Aggregate payment reduces the access difficulty and
cost for merchants, improves the speed and efficiency of operation, and achieves better flexibility and
convenience.

[0022] In the present disclosure, the backend architecture method for aggregate payment includes the
following processes:

[0023] In S1000, transaction information from a client is acquired, wherein the transaction information
includes location information of the client.

[0024] The client is actually a merchant terminal. There are a plurality of clients, and the clients are
capable of sending request instructions at the same time for analysis. A request instruction is a related data
message that records identity information of a client and request content. The data message is a field
combination in an agreed format to facilitate information interaction. In order to distinguish different
clients, the data message includes merchant number information that characterizes the identity of the client
and service number information that characterizes a service type of the request, and thus the identity
information of the client sending the request and the request content can be confirmed.

[0025] The transaction information is related information that is sent by the client and that the client
requests to be processed by a third party. The transaction information includes location information of the
client.

[0026] In another embodiment, the transaction information further includes location information of a
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transaction object to which the transaction information is directed. In the present disclosure, the
transaction object is a third party information requested by the transaction client to perform transaction
processing, and the location information of the transaction object herein refers to location information of
the third party. It may be understood that the third party is a payment platform. There are many payment
platforms, such as famous banks, WeChat, Alipay and other financial platforms. These third-party
platforms have corresponding server location information. The location information includes nationality
and a specific region. By acquiring the location information of the transaction object, server location
information of the transaction object can be acquired.

[0027] In S2000, the transaction information is assigned, based on the location information, to a
transaction node that has jurisdiction over the location information, wherein the transaction node is a
transaction center within a specified region in a distributed transaction system.

[0028] The transaction node is a core processing layer performing service processing. Creation of
service orders and service processing logics are achieved at the core processing layer. In one embodiment,
when the location information is the location information of the client, the transaction node is a transaction
center within a specified region in the distributed transaction system. Since the clients may be distributed
in various locations around the world, for quick responses to payment requests, a transaction node may be
configured in any place around the world. Based on the acquired location information of the client, a
transaction node having jurisdiction over the location information is selected for processing.

[0029] In another embodiment, the location information is the location information of the transaction
object to which the transaction information is directed, i.e., the location information of the third-party
transaction platform. The third-party transaction platform may be deployed at various locations around
the world, and the aggregate payment clients of the present disclosure may also be distributed around the
world. Therefore, in order to achieve rapid response to the payment request, a plurality of transaction
nodes can be configured based on regional locations of the third-party transaction platform. The
transaction nodes are independent and isolated from each other. When one of the transaction nodes is
abnormal, normal service processing of other transaction nodes is not affected. Further, each transaction
node has its own jurisdiction. A new request instruction can be assigned to a transaction node having
corresponding jurisdiction for processing, by identifying location information of a transaction object and
a service type that correspond to the new request instruction. However, in order to further improve the
disaster tolerance of service processing, whether the corresponding transaction node is in an available

state when the request instruction is assigned to the corresponding transaction node is determined. When



the transaction node is determined to be in an unavailable state, the request instruction is assigned to
another available transaction node to ensure the normal processing of the request instruction of the
transaction information.

[0030] In S3000, a channel gateway is matched, according to the transaction node, in a channel docking
layer that pre-establishes a connection relationship with the transaction node, and a transaction request in
the transaction information is sent to a transaction object over the selected channel gateway such that the
transaction object processes the transaction request.

[0031] Once the transaction information is assigned to the transaction node, a channel gateway is
matched, according to information of the transaction node, in a channel docking layer that has established
a connection relationship with the transaction node. A plurality of different channel gateways are stored
in the channel docking layer, and different channel gateways are connected to and communicate with
different third-party transaction objects.

[0032] The channel gateways are connected to and communicate with transaction nodes by scheduling
interfaces. In the present disclosure, the channel gateways can achieve the logic for interacting with the
third-party transaction objects, and interaction details between different channels are shielded from an
upstream node. In the present disclosure, the scheduling interfaces of the channel gateways are unified, to
maintain a consistent transaction process that does not change due to changes of channel objects. Further,
each channel in the channel gateway layer is logically independent and does not manipulate order data.
Changes in one channel have little impact on other channels and the main process, such that fast access
and iteration can be achieved. The unified scheduling interface also facilitate access to a new channel. The
new channel can be accessed by simply building a corresponding channel gateway node. Specific
differences and details of the interaction with a third-party transaction object are concealed in the channel
gateway.

[0033] In the service process of payment, the channel gateways are application interfaces connecting to
different third-party payment platforms. Different third-party payment platforms require different channel
gateways, thus forming a channel gateway connection library, i.e., the channel docking layer. By
identifying transaction objects in request instructions, different channel gateways can be matched from
the channel gateway connection library for service processing.

[0034] In an embodiment, each channel gateway interacts with a third-party channel using a unified
scheduling interface, interaction details between different channels are shielded from an upstream node,

and the connection of each channel forms an independent sub-module. Therefore, when relevant service



processing needs to be performed, a corresponding interface can be called directly. When a new channel
is accessed, it is only necessary to build a channel gateway node that provides a standard and unified
interface. Specific differences and details of docking with the third party are concealed in the channel
gateway. In this way, an upper core service layer can call a unified interface and maintain a consistent
transaction process that does not change with changes in channels; and further, each channel in the channel
gateway is logically independent and does not manipulate order data. Changes in one channel have little
impact on other channels and the main process, thereby achieving rapid access and iteration.

[0035] In S4000, a processing result from the transaction object is acquired, and information of the
processing result is transmitted to the client.

[0036] In the present disclosure, when the transaction request in the transaction information is sent to
the corresponding transaction object such that the transaction object processes the transaction request by
calling the corresponding communication interface, the transaction result returned by the transaction
object is acquired, and information of the transaction result is sent back to the client.

[0037] In the present disclosure, the data reception and assignment in processes S1000 and S2000 are
performed in a service access layer. The service access layer includes an access frontend and a relay server.
The access frontend receives the transaction information from the client, converts the transaction
information into a protocol format recognizable by the backend, and completes tasks such as identity
verification, authorization control, and traffic isolation. Afterwards, the relay server performs load
balancing and task assignment, and sends, based on a distribution policy, the request information in the
transaction information to a specified transaction node for processing. Transaction information monitoring
and result information collection are performed by a payment node by calling a communication interface,
wherein the payment node belongs to the core service layer. The channel gateways and the unified
scheduling interfaces belong to the channel docking layer. The core service layer mainly includes a
payment center, payment notification and asynchronous retry, payment monitoring, and the like. The
payment center completes the management and recording of payment orders, and calls services of the
channel gateways in the next layer. The asynchronous retry is responsible for the replay of asynchronous
tasks to ensure the completion of orders. The payment monitoring is responsible for the monitoring and
statistics of payment orders. The payment notification is responsible for asynchronous notification to the
client in response to the order being completed. The channel docking layer is mainly responsible for
connection with services provided by the third-party objects. The connection of each channel forms an

independent sub-module, which facilitates channel management and rapid iteration.



[0038] In the present disclosure, distributed processing is performed based on the location information
of the transaction object in the transaction information, such that data processing for payment is faster.
Moreover, transaction centers deployed in a distributed fashion are independent of each other and use
unified communication interfaces to connect with transaction objects, to shield differences in details of
the payment processes in different channels. Therefore, a universal and unified payment access process is
provided for the clients. To use all payment channels supported by the payment architecture, a merchant
on the client side only needs to maintain one set of processes for interacting with the aggregate payment
architecture, thus achieving strong data isolation, low node coupling, strong anti-attack capability, and
low service coupling between clients. The aggregate payment architecture is more suitable for distributed
deployment, and has high system availability and strong disaster tolerance. The unified scheduling
interface makes the system highly expandable and reduces the impact of the functional iteration on online
services.

[0039] In an embodiment, referring to FIG. 2, in response to acquiring transaction information from a
client and before assigning, based on the location information, the transaction information to a transaction
node that has jurisdiction over the location information, the method further includes the following
processes.

[0040] In S1100, verification information of the transaction information is verified, wherein the
verification information is set using an encryption communication protocol.

[0041] In the present disclosure, the transaction information initiated by the client is provided with
verification information using an encryption communication protocol, to ensure that the communication
is not tampered with by a third party. In response to receiving the transaction information, the access
frontend verifies the verification information. During data interaction, the client and the access frontend
adopt a uniform information verification method, such as encrypting data using a public key and a private
key. In response to receiving the data, the access frontend decrypts the data on the basis of the rule
predetermined by the client and the access frontend, thereby ensuring that the data is not easily tampered
with in the process of data interaction between the client and the access frontend, and making data
transmission more secure.

[0042] Further, as the forefront of service reception, the access frontend can further perform digital
signature verification on message data of the received transaction information to ensure that the message
of the request is from an authorized merchant and is not tampered with or forged. Then, only the

transaction information passing the signature verification can be forwarded subsequently. Upon detecting



that the acquired transaction data is tampered with or the acquired transaction data is in other abnormal
conditions, the access frontend does not perform subsequent processing, and transmits the detected result
information to the client to indicate that the currently transmitted data is not secure.

[0043] In S1200, identity information of the client sending the transaction information and a service
type are acquired by parsing the transaction information that is successfully verified.

[0044] When the signature of the transaction data is verified by the access frontend, data of the current
transaction information is considered to be secure. Therefore, the transaction information can be parsed
to obtain the identity information of the client sending the transaction information as well as the service
type. In this embodiment, the identity information of the client can be extracted from an IP address at
which the transaction information is sent and from related fields in the header of a data frame in the
information, while the service type can be acquired from a text data frame characterizing content among
the transmitted data frame.

[0045] In S1300, matching is performed in an identity authority list based on the parsed identity
information and the service type for authentication.

[0046] When the identity information of the client and the service type are parsed out, the client is
authenticated based on the information. In the present disclosure, the authentication is mainly for
identifying whether the client has the related authority to perform the related requested service. Therefore,
in the present disclosure, an identity authority list is also stored in the access frontend. The identity
authority list lists identity information and corresponding authority of one or more service types of all
qualified clients. The identity information and the service type are one-by-one corresponded in the identity
authority list, and therefore whether the client has the authority to initiate a data processing request of the
service type is determined.

[0047] Further, when it is determined that the client does not have the relevant authority by
authentication, exception information indicating authentication failure is sent to the client as a reminder.
For example, in an embodiment, by parsing the transaction information from a client A, it is known that
the service types that client A intends to process include service types B and C. In the identity authority
list, the service types that can be processed by the client A include the service type C, excluding the service
type B. Therefore, requests related to the service type C can be processed subsequently. For the service
type B, exception information is sent to the client A to indicate that the client has no authority to process
the service type B.

[0048] Further, a rule for determining whether the authentication succeeds or not can also be preset by



the access frontend. For example, as described in the above embodiment, the client A has authority for
one of the service type B and the service type C, but has no authority for the other service types. In this
case, two rules can be set. One is that as long as any one of the service types meets the authority
requirement, subsequent operations for the service are allowed to be performed. The other is that as long
as the request of any one of the service types does not meet the authority requirement, none of the requests
in the transaction information is responded to, and exception information is sent to the client such that the
client can modify the transaction information. The specific rule may be set according to the actual situation.
[0049] In S1400, the transaction information passing the authentication is assigned to the transaction
node.

[0050] When the transaction information passes the authentication using a predetermined rule, the relay
server can assign the transaction information to the corresponding transaction node based on the identified
location information.

[0051] In response to receiving the transaction information, the relay server provides a forwarding
service for the transaction information, wherein a forwarding rule may be determined by analyzing the
specific content of the transaction information, thereby ensuring that a same payment request message can
be processed at a same node.

[0052] Further, in an embodiment, referring to FIG. 3, the process of assigning, based on the location
information, the transaction information to the transaction node that has jurisdiction over the location
information includes the following sub-processes.

[0053] In S2100, an assignment rule is matched in an assignment list based on a service type of the
transaction information, such that requests for a same service type from a same client are processed by a
same transaction node.

[0054] The assignment list is a mapping table between relevant information and corresponding
assignment rules, wherein the relevant information includes identity information of clients sending the
transaction information, and service types, and the like. The relay server assigns the transaction
information based on the identified service type and location information of the transaction object.
[0055] The transaction object is a third-party payment platform that is identified based on the transaction
information and needs to perform service processing, such as a bank end, a WeChat end, or an Alipay end.
In an embodiment, the location information is location information of the client. Thus, when the service
type is acquired, the transaction information is assigned to a transaction node with jurisdiction based on

the location information of the client, such that the transaction information can be processed.
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[0056] In another embodiment, the location information is location information of the service type of
the transaction. For example, location information of the WeChat end and Alipay end disclosed above is
China since WeChat and Alipay are both domestic payment platforms in China. Some of the bank ends
may be in foreign countries. For example, Standard Chartered Bank, Citibank, and the like are foreign
payment platforms. Transaction nodes are deployed based on server locations of these payment platforms.
For example, transaction information, of which payment objects are the five largest domestic banks:
Industrial and Commercial Bank of China, Agricultural Bank of China, Bank of China, China
Construction Bank, and Bank of Communications, is set to be processed by a transaction node A.
Transaction information corresponding to other domestic banks is set to be processed by a transaction
node B. Transaction information corresponding to foreign banks is set to be processed by a transaction
node C. Transaction information corresponding to non-bank third-party payment platforms, such as
WeChat and Alipayi, is set to be processed by a transaction node D. Thus, when the transaction object and
the corresponding location information is parsed out from the transaction information sent by the client,
the transaction information can be assigned based on the location information.

[0057] Further, the above classification is not completely limited. Since the transaction nodes are
independent of each other, in order to ensure the normal processing of each piece of transaction
information, the transaction information is assigned to nodes based on the transaction objects. In response
to a problem occurring in one of the transaction nodes, the transaction information that should be
processed by the problematic transaction node can be transferred to other transaction node according to a
rule, such that the transaction information can be processed in time. The other transaction node to which
the transaction information is transferred according to the rule herein may be a transaction node that
processes the same type of transaction information as the original transaction node, or a transaction node
configured with the same and available channel gateway.

[0058] Further, by identifying the service type and the identity information of the client, whether a
plurality of pieces of transaction information belong to a same service is determined. In response to
determining that the plurality of pieces of transaction information belong to the same service, all
transaction information belonging to the same service is grouped into one transaction node for transaction
processing.

[0059] Further, the relay server routes the transaction information to the corresponding transaction node
by hashing (HASH). Hashing can transform an arbitrary-length input into a fixed-length output by using

a hashing algorithm, wherein a value of the output is a hash value. In the present disclosure, hashing refers
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to routing the data message of the transaction information to the corresponding transaction node based on
a specific hashing algorithm or rule. In this way, the security of the data during the matching process is
ensured.

[0060] In S2200, information of a usage state of a mapped transaction node is acquired according to the
assignment rule.

[0061] When a corresponding transaction node is matched by process S2100, the transaction information
is not directly assigned to the transaction node. Instead, the information of the usage state of the transaction
node is acquired first. The information of the usage state is a current traffic ratio and operation parameters
of the transaction node. By acquiring the traffic ratio, whether traffic ratio of the current transaction node
exceeds arating value is determined. When the traffic ratio exceeds the rating value, the current transaction
node is oversaturated, which may affect the speed of transaction data processing. By identifying the
operation parameters, whether the current transaction node is running normally and is available or not is
determined. When the operation parameters are abnormal, the current transaction node is not available
and the transaction data needs to be transferred.

[0062] In S2300, whether the usage state of the transaction node meets a first predetermined condition
is determined.

[0063] The first predetermined condition is a standard reference condition set based on the usage state
information. For example, when the detected usage state is the traffic ratio of the transaction node, the
first predetermined condition is set as that the traffic ratio of the transaction node is not higher than 85%.
When the detected traffic ratio of the current transaction node is 80%, the usage state of the current
transaction node meets the first predetermined condition. Otherwise, it is defined that the current
transaction node does not meet the preset condition.

[0064] The description above is only one example of the usage state and the first predetermined
condition in the present disclosure, and the usage state may be determined in other fashions in the present
disclosure.

[0065] In S2400, the transaction information is assigned to the transaction node in response to the usage
state of the transaction node meeting the first predetermined condition.

[0066] When it is determined that the transaction node meets the first preset condition, the transaction
information is assigned to the corresponding transaction node based on the identified location information.
[0067] In S2500, the assignment rule is re-matched to re-determine the transaction node in response to

the usage state of the transaction node not meeting the first predetermined condition.
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[0068] When it is determined that the current usage state of the transaction node does not meet the first
predetermined condition, the matching assignment rule is re-matched. The re-match of the assignment
rule herein is performed in the same fashion as transferring the transaction information to other transaction
node according to a rule in process S2100. The re-matched transaction node may be a transaction node
that processes the same type of transaction information as the original transaction node, or a transaction
node configured with the same and available channel gateway.

[0069] The way of identifying the usage state is in fact a traffic cutting method, which is implemented
by the relay server. Since all types of transaction information messages are routed through the relay server
to the corresponding nodes for processing, the configuration of a forwarding rule can be modified at the
relay server to achieve traffic cutting of services.

[0070] In response to receiving the transmitted transaction information, the transaction center processes
the transaction information. In an embodiment, referring to FIG. 4, the method for processing the
transaction request by the transaction object includes following sub-processes.

[0071] In S3100, a unique order number is created based on the transaction request.

[0072] In response to acquiring the transaction information, the transaction center needs to advise a
unique order number for the transaction information, to facilitate data processing and data monitoring.
Since the identity information of the client, the service type, and the location information of the service
object is identified in the foregoing service access layer, an order number can be generated based on the
information and the service type according to a rule. Since the client with the same identity information
may request the same service object to process a plurality of requests of a same service type, for
differentiation, each transaction request in the transaction information may be matched with a unique order
number according to a rule to facilitate data traceback.

[0073] In an embodiment, unique order numbers may be automatically generated based on a timeline.
For example, starting with 0001, order numbers of transaction requests of transaction information received
subsequently are 0002, 0003, and the like in order. Transaction information received at the same time may
be randomly sequenced and order numbers may be sequenced for differentiation.

[0074] In another embodiment, the order number can be generated by embedding the identity
information of the client, the service type and the transaction object information. For example, the order
number is composed of the initials or ID that characterizes the identity information of the client, a serial
number of the service type, a serial number of the transaction object, and a sequence number that is set

based on the timeline. Orders with same client identity information, same service type, and same
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transaction object information can be distinguished according to the order number, thereby facilitating
data query and traceback.

[0075] Further, in order to ensure the security of the order number, a randomly generated check code
can be embedded into the order number to improve the security of the order.

[0076] Further, when the order is generated, the order number and the relevant data parsed out from
the transaction information are stored in a database for retrieval at any time.

[0077] In S3200, the transaction request corresponding to the order number is processed in the
transaction object by calling a communication interface.

[0078] A plurality of channel gateways are deployed in the transaction node. The scheduling interface
between the transaction nodes and channel gateways is unified. Different channel gateways are docked to
processing servers of different transaction objects. The channel gateway and the scheduling interface form
a communication interface. When the order number is generated for the transaction information, a
processing procedure of the corresponding transaction information can be acquired by monitoring the
order number. The transaction center sends, through the communication interface, the transaction request
in the transaction information to the server of the transaction object such that the transaction object
processes the transaction request, and at the same time receives process information, such as a time point
at which the transaction information is sent to the server of the transaction object, a process state of the
transaction processing, a final result state, a total time spent, and the like.

[0079] In S3300, processing data of the transaction request is written into an asynchronous task queue
for buffering.

[0080] In an embodiment, the transaction center writes the relevant processing data of the transaction
acquired from the communication interface into the asynchronous task queue for buffering. A plurality of
different work nodes are configured in a queue in the asynchronous task queue according to the processes
of data processing. In response to receiving relevant data of each step, the information data is stored to a
corresponding node, and therefore the current process and state of the processing can be determined.
[0081] In S3400, a retry is performed in response to an exception of a task in the asynchronous task
queue during processing.

[0082] In an embodiment, when an exception occurs in any link in the asynchronous queue, the
asynchronous task queue automatically sends information to the transaction node to prompt the transaction
node to retry the link. Referring to FIG. 5, the process of retry includes the following sub-processes.

[0083] In S3410, a retry count is acquired.
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[0084] In an embodiment, in order to save time and control the speed of processing, a maximum count
value is set, which is called a second threshold. Therefore, when entering a retry, each time a sequential
retry operation is performed, the current count is recorded and compared with the second threshold.
[0085] When the exception is resolved by a retry or retries within the second threshold, subsequent tasks
in the asynchronous task queue is sequentially executed.

[0086] In S3420, the asynchronous task queue is deleted in response to the retry count reaching a second
threshold, and exception information is fed back to the client.

[0087] When the retry count reaches the second threshold and the exception is still not resolved,
information is sent to the transaction node such that the transaction node does not send any more retry
tasks to request retries. At the same time, the asynchronous task queue is deleted, and the exception
information is fed back to the client. The feedback information is also stored in the database.

[0088] In S3500, the buffered asynchronous task is deleted upon completion of all the tasks in the
asynchronous task queue.

[0089] When the data exception is resolved upon a retry or retries, other tasks in the asynchronous task
queue are performed until all tasks are completed. Upon completion of all the tasks in the asynchronous
task queue, the current transaction information is completely processed. Then, the buffered asynchronous
task queue is deleted, to release the data space.

[0090] The foregoing method of the present disclosure forms an aggregate payment system. In a
complete payment transaction request, as shown in FIG. 6, the client sends transaction information with a
payment request to the aggregate payment system; the aggregate payment system communicates with a
third-party transaction object through a communication interface; the third-party transaction object returns
ordering data to the aggregate payment system; the aggregate payment system extracts a payment link
based on the ordering data and sends the payment link to the client. The client accesses the payment link
to complete payment. In response to acquiring a payment result, the third-party transaction object returns
the callback payment result to the aggregate payment system. The aggregate payment system generates a
payment result notification according to its own rule, and returns the notification to the client to indicate
the payment result.

[0091] In an embodiment, as shown in FIG. 7, the aggregate payment system includes a service access
layer, a core service layer, and a channel docking layer. The service access layer includes an access
frontend and a relay server. The core service layer includes a transaction node. The transaction node

includes a database for storing data, an asynchronous module for buffering an asynchronous task queue
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and performing retries, a payment notifying module for sending relevant data acquired in the transaction
node to the client, and a payment monitoring module for monitoring data processing of the entire
transaction node. The transaction node is connected, through a unified scheduling interface, to each
channel gateway in the channel docking layer, so as to connect to different transaction payment platforms
for transaction processing according to different third-party transaction objects.

[0092] Specifically, the backend architecture system for aggregate payment in the present disclosure
includes following functions and module relationships:

[0093] an access frontend, configured to acquire transaction information from a client, wherein the
transaction information includes location information of a transaction object to which the transaction
information is directed;

[0094] a relay server, configured to assign, based on the location information, the transaction
information to a transaction node that has jurisdiction over the location information, wherein the
transaction node is a transaction center within a specified region in a distributed transaction system; and
[0095] a transaction node, configured to send, based on a communication interface pre-established
between the transaction node and the transaction object, a transaction request in the transaction
information to the transaction object such that the transaction object processes the transaction request,
acquire a processing result from the transaction object, and transmit information of the processing result
to the client.

[0096] Optionally, the access frontend further includes:

[0097] a verifying module, configured to verify verification information of the transaction information,
wherein the verification information is set using an encryption communication protocol;

[0098] a data parsing module, configured to acquire identity information of the client sending the
transaction information and a service type by parsing the transaction information that is successfully
verified;

[0099] an authenticating module, configured to match in an identity authority list based on the parsed
identity information and the service type for authentication; and assign the transaction node to the
transaction information that passing the authentication.

[00100] Optionally, the access frontend further includes:

[00101] a traffic recognizing module, configured to acquire a traffic value of transaction information
passing the authentication in a first predetermined time period; and

[00102] a selecting module, configured to allow assignment of transaction information of which the

16



traffic value is less than or equal to a first predetermined threshold.

[00103] Optionally, the relay server includes:

[00104] an assignment rule matching module, configured to match, based on a service type of the
transaction information, an assignment rule in an assignment list, such that requests for a same service
type from a same client are processed by a same transaction node;

[00105] a state acquiring module, configured to acquire, according to the assignment rule, information of
a usage state of a mapped transaction node;

[00106] a determining module, configured to determine whether the usage state of the transaction node
meets a first predetermined condition; and

[00107] an assigning module, configured to assign the transaction information to the transaction node in
response to the usage state of the transaction node meeting the first predetermined condition.

[00108] Optionally, the relay server further includes a re-matching module, configured to re-match the
assignment rule to re-determine the transaction node in response to the usage state of the transaction node
not meeting the first predetermined condition.

[00109] Optionally, the transaction node includes:

[00110] an order generating module, configured to create a unique order number based on the transaction
request;

[00111] an calling module, configured to process, in the transaction object, the transaction request
corresponding to the order number by calling a communication interface;

[00112] an asynchronous module, configured to write processing data of the transaction request into an
asynchronous task queue for buffering; and perform a retry in response to an exception of a task in the
asynchronous task queue during processing; and

[00113] a first deleting module, configured to delete the buffered asynchronous task queue in response to
all tasks in the asynchronous task queue being completed.

[00114] Optionally, the transaction node further includes:

[00115] a retry counting module, configured to acquire a retry count; and

[00116] a second deleting module, configured to delete the asynchronous task queue in response to the
retry count reaching a second threshold, and feed back exception information to the client.

[00117] In an embodiment, as shown in FIG. 8, the specific working processes of the modules disclosed
above are as follows: the client sends transaction information; the access frontend receives the transaction

information, and sends the transaction information to the relay server upon authentication and traffic
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control; the relay server assigns the transaction information to a corresponding transaction node according
to an assignment rule; in response to receiving the related transaction information, the transaction node
creates an order number, and stores the related data in a database; at the same time, the transaction node
calls a communication interface of a related channel gateway according to relevant information about the
transaction object analyzed above; the channel gateway communicates with the third-party transaction
object; the transaction object returns ordering data; the channel gateway receives the ordering data and
transmits the ordering data to the transaction node; the transaction node extracts a payment link from the
ordering data and sends the payment link to the client; the client accesses the payment link to perform a
transaction payment directly; in response to determining that the transaction succeeds, the transaction
object sends an order callback notification to the access frontend; when the access frontend authenticates
relevant data, the relay server assigns, according to an assignment rule, the relevant data to the original
transaction node; and the transaction node identifies the validity of the callback notification, and in
response to the callback notification being identified as valid, the transaction node instructs the payment
notifying module to generate a payment result notification, and constructs a data message to directly return
the payment result notification to the corresponding client, to indicate the payment result.

[00118] FIG. 9 shows a block diagram of a basic structure of a computer device according to an
embodiment of the present disclosure.

[00119] The computer device includes a processor, a non-transitory storage medium, a memory, and a
network interface, wherein the processor, the non-transitory storage medium, the memory, and the network
interface are connected via a system bus. The non-transitory storage medium of the computer device stores
an operating system, a database, and at least one computer-readable instruction. The database stores a
control information sequence. The at least one computer-readable instruction, when executed by the
processor, cause the processor to perform a backend architecture method for aggregate payment. The
processor of the computer device is configured to provide computing and control capabilities, to support
running of the entire computer device. The memory of the computer device may store at least one
computer-readable instruction. The at least one computer-readable instruction, when executed by the
processor, cause the processor to perform a backend architecture method for aggregate payment. The
network interface of the computer device is configured to connect and communicate with a terminal.
[00120] The computer device receives status information of a prompt behavior from an associated client,
i.e., whether the associated terminal turns on the prompt function and whether the user turns off the prompt

task. By verifying whether the above task conditions are achieved, the computer device sends a
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corresponding predetermined instruction to the associated terminal such that the associated terminal can
perform a corresponding operation according to the predetermined instruction, thereby achieving effective
supervision over the associated terminal. At the same time, when the status of the prompt information is
different from a predetermined status instruction, the server side controls the associated terminal to
continuously ring, to prevent the prompt task of the associated terminal from being automatically
terminated after being executed for a period of time.

[00121] The present disclosure further provides a storage medium storing at least one computer-readable
instruction. The at least one computer-readable instruction, when executed by one or more processors,
causes the one or more processors to perform the backend architecture method for aggregate payment

described in any of the foregoing embodiments.
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CLAIMS

What is claimed is:

1. A backend architecture method for aggregate payment, comprising:

acquiring transaction information from a client, wherein the transaction information comprises
location information of the client;

assigning, based on the location information, the transaction information to a transaction node that
has jurisdiction over the location information, wherein the transaction node is a transaction center within
a specified region in a distributed transaction system;

matching, according to the transaction node, a channel gateway in a channel docking layer that pre-
establishes a connection relationship with the transaction node, and sending a transaction request in the
transaction information to a transaction object over a selected channel gateway such that the transaction
object processes the transaction request; and

acquiring a processing result from the transaction object, and transmitting information of the

processing result to the client.

2. The method according to claim 1, wherein before assigning, based on the location information, the
transaction information to the transaction node that has jurisdiction over the location information, the
method further comprises:

verifying verification information of the transaction information, wherein the verification
information is set using an encryption communication protocol;

acquiring identity information of the client sending the transaction information and a service type by
parsing the transaction information that is successfully verified;

matching in an identity authority list based on the parsed identity information and the service type
for authentication; and

assigning the transaction node to the transaction information passing the authentication.

3. The method according to claim 2, wherein before the process of assigning the transaction node to
the transaction information that passing the authentication, the method further comprises:

acquiring a traffic value of transaction information passing the authentication in a first predetermined
time period; and

allowing assignment of transaction information of which the traffic value is less than or equal to a
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first predetermined threshold.

4. The method according to claim 2, wherein assigning, based on the location information, the
transaction information to the transaction node that has jurisdiction over the location information
comprises:

matching, based on the service type of the transaction information, an assignment rule in an
assignment list, such that requests for a same service type from a same client are processed by a same
transaction node;

acquiring, according to the assignment rule, information of a usage state of a mapped transaction
node;

determining whether the usage state of the transaction node meets a first predetermined condition;
and

assigning the transaction information to the transaction node in response to the usage state of the

transaction node meeting the first predetermined condition.

5. The method according to claim 4, wherein in response to the usage state of the transaction node
not meeting the first predetermined condition, the assignment rule is re-matched to re-determine the

transaction node.

6. The method according to claim 1, wherein processing the transaction request by the transaction
object comprises:

creating a unique order number based on the transaction request;

processing, in the transaction object, the transaction request corresponding to the order number by
calling a communication interface;

writing processing data of the transaction request into an asynchronous task queue for buffering;

performing a retry in response to an exception of a task in the asynchronous task queue during
processing; and

deleting the buffered asynchronous task queue in response to all tasks in the asynchronous task queue

being completed.

7. The method according to claim 6, further comprising:
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acquiring a retry count; and
deleting the asynchronous task queue in response to the retry count reaching a second threshold, and

feeding back exception information to the client.

8. A backend architecture system for aggregate payment, comprising:

an access frontend, configured to acquire transaction information from a client, wherein the
transaction information comprises location information of the client;

a relay server, configured to assign, based on the location information, the transaction information to
a transaction node that has jurisdiction over the location information, wherein the transaction node is a
transaction center within a specified region in a distributed transaction system; and

a transaction node, configured to match, according to the transaction node, a channel gateway in a
channel docking layer that pre-establishes a connection relationship with the transaction node, send a
transaction request in the transaction information to a transaction object over a selected channel gateway
such that the transaction object processes the transaction request, acquire a processing result from the

transaction object, and transmit information of the processing result to the client.

9. A computer device, comprising a memory and a processor, wherein the memory stores at least one
computer-readable instruction, wherein the at least one computer-readable instruction, when executed by
the processor, causes the processor to perform the backend architecture method for aggregate payment as

defined in any one of claims 1 to 7.

10. A storage medium storing at least one computer-readable instruction, wherein the at least one
computer-readable instruction, when executed by one or more processors, causes the one or more
processors to perform the backend architecture method for aggregate payment as defined in any one of

claims 1 to 7.
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