SERVICE UNIT SWITCHING METHOD, SYSTEM, AND DEVICE

This application claims priority to Chinese Application No. 201910614678.1, filed on
9 July 2019 and entitled “Service Unit Switching Method, System, and Device,” which is

incorporated herein by reference in its entirety.

Technical Field
The present application relates to the field of Internet technology, and in particular,

to service unit switching methods, systems, and devices.

Background

Multiple service clusters of SLB (Server Load Balance) products are distributed over
multiple countries around the world, multiple regions in each country, and multiple
computer rooms in each region. These clusters form a complex and huge service network.
Each cluster is a service unit of such network. In order to ensure the stability of the entire
service network, service dispatching and service disaster tolerance capabilities of a system
are extremely critical.

At present, in existing technologies, DNS (domain name system) domain name
resolution is usually used to switch and map to a different VIP (Virtual IP Address, virtual
service address) to implement disaster tolerance switching and capacity dispatching of a
service system.

However, switching a DNS domain name resolution is affected by a DNS cache,
making it unable to take effect in real time, which in turn affects the stability of the entire

service network to a certain extent.

Summary
In view of the aforementioned problems, the present application is proposed to
provide a method, a system, and a device for switching a service unit to solve the
aforementioned problems or at least partially solves the aforementioned problems.
Therefore, in an embodiment of the present application, a service unit switching

method is provided. The method includes:



determining a target service unit; and

triggering the target service unit to publish first routing information according to
configuration information of a first service unit for a first load balancing task, so as to
replace the first service unit to provide a traffic distribution service for the first load
balancing task.

In an embodiment of the present application, a service unit switching method is
provided. The method includes:

obtaining configuration information of a first service unit for a first load balancing
task; and

publishing first routing information according to the configuration information, so as
to replace the first service unit to provide a traffic distribution service for the first load
balancing task.

In another embodiment of the present application, a service unit switching system is
provided. The system includes:

a first service unit, a target service unit, and a first management and control unit that
is respectively connected to the first service unit and the target service unit;

the first management and control unit configured to determine a target service unit;
trigger the target service unit to publish first routing information according to configuration
information of the first service unit for a first load balancing task; and

the target service unit configured to publish the first routing information according
to the configuration information upon being triggered by the first management and control
unit, to replace the first service unit to provide a traffic distribution service for the first load
balancing task .

In another embodiment of the present application, a service unit switching system is
provided. The system includes:

a first service unit, a target service unit, a first management and control unit
connected to the first service unit, and a target management and control unit connected to
the target service unit;

the first management and control unit configured to obtain configuration
information of the first service unit for a first load balancing task; and send the configuration

information to the target management and control unit;



the target management and control unit configured to forward the configuration
information to the target service unit; and trigger the target service unit to publish first
routing information according to the configuration information; and

the target service unit is configured to publish the first routing information according
to the configuration information upon being triggered by the target management and
control unit, to replace the first service unit to provide a traffic distribution service for the
first load balancing task.

In another embodiment of the present application, an electronic device is provided.
The device includes:

a memory and a processor, wherein:

the memory is configured to store a program;

the processor is coupled with the memory, and is configured to execute the program
stored in the memory for:

determining a target service unit; and

triggering the target service unit to publish first routing information according to
configuration information of a first service unit for a first load balancing task, so as to
replace the first service unit to provide a traffic distribution service for the first load
balancing task.

In another embodiment of the present application, an electronic device is provided.
The device includes: a memory and a processor, wherein:

the memory is configured to store a program;

the processor is coupled with the memory, and is configured to execute the program
stored in the memory for:

obtaining configuration information of a first service unit for a first load balancing
task; and

publishing first routing information according to the configuration information, so as
to replace the first service unit to provide a traffic distribution service for the first load
balancing task.

In an embodiment of the present application, a service unit switching method is
provided. The method includes:

determining a target service unit; and



triggering the target service unit to publish first routing information according to
configuration information of a first service unit for a first task, so as to replace the first
service unit to provide a traffic distribution service for the first task.

In another embodiment of the present application, an electronic device is provided.
The device includes: a memory and a processor, wherein:

the memory is used to store a program;

the processor is coupled with the memory, and is configured to execute the program
stored in the memory for:

determining a target service unit; and

triggering the target service unit to publish first routing information according to
configuration information of a first service unit for a first task, so as to replace the first
service unit to provide a traffic distribution service for the first task.

In an embodiment of the present application, a service unit switching method is
provided. The method includes:

obtaining configuration information of a first service unit for a first task; and

publishing first routing information according to the configuration information, to
replace the first service unit to provide services for the first task.

In another embodiment of the present application, an electronic device is provided.
The device includes: a memory and a processor, wherein:

the memory is used to store a program;

the processor is coupled with the memory, and is configured to execute the program
stored in the memory for:

obtaining configuration information of a first service unit for a first task; and

publishing first routing information according to the configuration information, to
replace the first service unit to provide services for the first task.

In the technical solutions provided by the embodiments of the present application, a
first service unit first provides a traffic distribution service for a first load balancing task.
When the entire service network needs to perform disaster tolerance switching and capacity
dispatching, a target service unit publishes first routing information according to
configuration information of the first service unit for the first load balancing task, and the
traffic related to the first load balancing task can then be diverted to the target service unit.

As such, the target service unit replaces the first service unit to provide the traffic
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distribution service for the first load balancing task. As can be seen, when the entire service
network needs to perform disaster tolerance switching and capacity dispatching, the
methods provided in the embodiments of the present application can ensure the real-time
performance of traffic switching related to the first load balancing task, and avoid the
problem of relatively poor real-time performance of traffic switching caused by the

influence of DNS caching in the existing technologies.

Brief Description of the Drawings

In order to more clearly describe the technical solutions in the embodiments of the
present application or the existing technologies, drawings that need to be used in the
description of the embodiments or the existing technologies will be briefly introduced
hereinafter. Apparently, the drawings in the following description represent some
embodiments of the present application. For one of ordinary skill in the art, other drawings
can be obtained based on these drawings without making any creative effort.

FIG. 1 is a structural block diagram of a service unit switching system provided by an
embodiment of the present application.

FIG. 2 is a structural block diagram of a service unit switching system provided by
another embodiment of the present application.

FIG. 3 is a schematic flowchart of a service unit switching method provided by
another embodiment of the present application.

FIG. 4 is a schematic flowchart of a service unit switching method provided by an
embodiment of the present application.

FIG. 5 is a signaling diagram provided by an embodiment of the present application.

FIG. 6 is a structural block diagram of a service unit switching system provided by
another embodiment of the present application.

FIG. 7 is a structural block diagram of a service unit switching apparatus provided by
an embodiment of the present application.

FIG. 8 is a structural block diagram of a service unit switching apparatus provided by
another embodiment of the present application.

FIG. 9 is a structural block diagram of an electronic device provided by another

embodiment of the present application.



FIG. 10 is a network architecture diagram provided by another embodiment of the
present application.

FIG. 11 is a schematic flowchart of a service unit switching method provided by
another embodiment of the present application.

FIG. 12 is a schematic flowchart of a service unit switching method provided by an

embodiment of the present application.

Detailed Description

In the existing technologies, for a service system that provides services through a
domain name, a same domain name can be mapped to different VIPs through the DNS
domain name resolution, so as to implement disaster tolerance switching and capacity
dispatching of the service system.

For example, for a service domain name www.A.com, a DNS server is configured to
map the domain name to VIP-A of Hangzhou Computer Room A by default, and at the same
time, set VIP-B of Hangzhou Computer Room B and VIP-C of Beijing Computer Room C as
mapping backups. When a failure occurs in VIP-A, the DNS server will set www.A.com to be
mapped to VIP-B to achieve traffic disaster tolerance switching.

In the current DNS domain name resolution system, a DNS caching mechanism is
usually adopted. Specifically, after a client accesses a certain domain name normally, a DNS
server will cache a VIP obtained by resolving the domain name. When the client accesses
the domain name again, the client will directly extract and display a local DNS cache without
requesting the DNS server to perform the domain name resolution again, which can speed
up the resolution of the URL. However, the local DNS cache on the client will become invalid
only when the predefined cache duration is reached. After invalidation, the client will
request the DNS server to perform the domain name resolution again when the client
accesses the domain name again. In other words, even if a configuration of domain name
mapping in the DNS server is changed in the existing technologies, the real-time switching of
service traffic cannot be realized. The switching of service traffic can only be completed
when the local DNS cache on the client becomes invalid.

In addition, an established connection cannot be switched. This is because the
established connection is based on TCP/IP protocol. A source address (that is, an IP address

of an access requester), a source port (that is, a port of the access requester), and a
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destination address (that is, a virtual service address), and a target port (that is, the virtual
service port) corresponding to the connection are fixed and cannot be changed. In the
existing technologies, a virtual service address corresponding to a domain name is changed
when the DNS domain name mapping is switched, but a target address of an established
connection cannot be changed. This causes the established connection no longer to be
usable, and so a normal switching cannot be implemented for the established connection,
having a situation where the traffic of the established connection is damaged.

In order to enable one skilled in the art to better understand the solutions of the
present application, the technical solutions in the embodiments of the present application
will be described clearly and completely in conjunction hereinafter with the accompanying
drawings in the embodiments of the present application. Apparently, the described
embodiments represent only a part and not all of the embodiments of the present
application. Based on the embodiments in the present application, all other embodiments
obtained by one skilled in the art without making any creative effort shall fall within the
scope of protection of the present application.

In addition, some processes described in the specification, claims, and the above-
mentioned drawings of the present application include multiple operations appearing in a
specific order. These operations may be performed in the order that is not appeared in this
article or in parallel. The serial numbers of operations, such as 101, 102, etc., are only used
to distinguish different operations, and the serial numbers themselves do not represent any
order of execution. In addition, these processes may include more or fewer operations, and
these operations may be executed sequentially or concurrently. It should be noted that the
descriptions such as “first” and “second”, etc., in this article are used to distinguish different
information, devices, modules, etc., and do not represent an order, and do not limit “first”
and “second” are different types.

FIG. 1 shows a structural block diagram of a service unit switching system provided
by an embodiment of the present application. As shown in FIG. 1, the system includes: a first
service unit 100, a target service unit 200, and a first management and control unit 300
individually connected to the first service unit 100 and the target service unit 200, wherein:

the first management and control unit 300 is configured to determine the target

service unit 200; trigger the target service unit 200 to publish first routing information



according to configuration information of the first service unit 100 for a first load balancing
task;

the target service unit 200 is configured to publish the first routing information
according to the configuration information upon being triggered by the first management
and control unit 300, to replace the first service unit 100 to provide a traffic distribution
service for the first load balancing task.

In this embodiment, the first management and control unit 300 can control the first
service unit 100 and the target service unit 200 by sending control instructions to the first
service unit 100 and the target service unit 200.

In the technical solutions provided by the embodiments of the present application, a
first service unit first provides a traffic distribution service for a first load balancing task.
When the entire service network needs to perform disaster tolerance switching and capacity
dispatching, a target service unit publishes first routing information according to
configuration information of the first service unit for the first load balancing task, and the
traffic related to the first load balancing task can then be diverted to the target service unit,
so that the target service unit replaces the first service unit to provide the traffic distribution
service for the first load balancing task. As can be seen, when the entire service network
needs to perform disaster tolerance switching and capacity dispatching, the method
provided in the embodiments of the present application can ensure the real-time
performance of traffic switching related to the first load balancing task, and avoid the
problem of relatively poor real-time performance of traffic switching caused by the
influence of DNS caching in the existing technologies.

Details of workflows of and signaling interactions between various components of
the service unit switching system provided by the embodiments of the present application,
such as the first service unit, the target service unit, and the first management and control

unit, will be further described in the following embodiments.

FIG. 2 shows a structural block diagram of a service unit switching system provided
by another embodiment of the present application. As shown in FIG. 2, the system includes:
a first service unit 100, a target service unit 200, a first management and control unit 300
connected to the first service unit 100, and a target management and control unit 400

connected to the target service unit 200.



The first management and control unit 300 is configured to obtain configuration
information of the first service unit 100 for a first load balancing task; send the configuration
information to the target management and control unit 400.

The target management and control unit 400 is configured to forward the
configuration information to the target service unit 200, and trigger the target service unit
200 to publish first routing information according to the configuration information.

The target service unit 200 is configured to publish the first routing information
according to the configuration information upon being triggered by the target management
and control unit 400, to replace the first service unit 100 to provide a traffic distribution
service for the first load balancing task.

In this embodiment, the first service unit 100 and the target service unit 200 are
controlled separately by the first management and control unit 300 and the target
management and control unit 400.

In the technical solutions provided by the embodiments of the present application, a
first service unit first provides a traffic distribution service for a first load balancing task.
When the entire service network needs to perform disaster tolerance switching and capacity
dispatching, a target service unit publishes first routing information according to
configuration information of the first service unit for the first load balancing task, and the
traffic related to the first load balancing task can then be diverted to the target service unit,
so that the target service unit replaces the first service unit to provide the traffic distribution
service for the first load balancing task. As can be seen, when the entire service network
needs to perform disaster tolerance switching and capacity dispatching, the method
provided in the embodiments of the present application can ensure the real-time
performance of traffic switching related to the first load balancing task, and avoid the
problem of relatively poor real-time performance of traffic switching caused by the
influence of DNS caching in the existing technologies.

Furthermore, as shown in FIG. 6, the above system further includes: a global
dispatching unit 10 separately connected to a plurality of management and control units,
and the plurality of management and control units include the first management and
control unit 300 and the target management and control unit 400.

The global dispatching unit 10 is configured to send information to be migrated to

the first management and control unit 300, so that the first management and control unit
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300 determines the first service unit 100 and the first load balancing task and the target
service unit 200 based on the information to be migrated.

The information to be migrated is determined by the global dispatching unit 10
according to operating conditions of multiple service units, and the multiple service units
include the first service unit 100 and the target service unit 200.

The information to be migrated includes a virtual service address configured by the
first service unit for the first load balancing task and a service address of the target service
unit 200.

Details of workflows of and signaling interactions between various components of
the service unit switching system provided by the embodiments of the present application,
such as the first service unit, the target service unit, and the first management and control
unit, the target management and control unit, and the global dispatching unit will be further
described in the following embodiments.

FIG. 3 shows a schematic flowchart of a communication method provided by an
embodiment of the present application. An execution subject of this method may be the
first management and control unit 300 of the service unit switching system in FIG. 1, and
may also be the first management and control unit 300 or the target management and
control unit 400 in FIG. 2. As shown in FIG. 1, the method includes:

101: Determine a target service unit.

102: Trigger the target service unit to publish first routing information according to
configuration information of a first service unit for a first load balancing task, to replace the
first service unit to provide a traffic distribution service for the first load balancing task.

In 101 above, multiple service units may exist in the entire load balancing network,
and the target service unit can be determined from other service units except the first
service unit from among the multiple service units. For example, a service unit is randomly
selected, or a service unit which current total flow is lower than a flow threshold is selected
as the target service unit.

The target service unit may be a second service node or a cluster composed of
multiple second service nodes. It should be noted that each second service node in the
cluster can provide the same traffic distribution service function for the first load balancing

task, wherein the second service node can be understood as a real server.
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In 102 above, the configuration information of the first service unit for the first load
balancing task may include: a virtual service address VIP configured by the first service unit
for the first load balancing task. The first load balancing task refers to a task of distributing
service traffic for the virtual service address to multiple back-end servers corresponding to
the virtual service address for processing. The traffic distribution service refers to
distributing service traffic for the virtual service address to multiple back-end servers
corresponding to the virtual service address. The back-end servers refer to real servers used
to process service requests for the virtual service address to obtain final processing results.

In a plausible solution, triggering the target service unit to publish the first routing
information according to the configuration information of the first service unit for the first
load balancing task in 102 above specifically includes:

1021: Trigger the target service unit to publish the first routing information
according to the virtual service address, to cause a service request for the virtual service
address to be addressed to the target service unit.

The target service unit publishes the first routing information according to the virtual
service address, i.e., publishes the first routing information for the virtual service address.

The first routing information corresponds to the virtual service address, and the first
routing information can enable service requests for the virtual service address to be
addressed to the target service unit, so that the target service unit can take over the first
service unit to provide the traffic distribution service for the first load balancing task.

In practical applications, the aforementioned virtual service address corresponds to a
first domain name. When a client device needs to access the first domain name, the client
device first requests a DNS server to resolve the first domain name. The DNS server resolves
the first domain name into the virtual service address, and a corresponding relationship
between the first domain name and the virtual service address is returned to the client
device for DNS caching. At the same time, the client device will send a service request for
the virtual service address, and the service request can be addressed to a target service unit
through first routing information issued by the target service unit. Subsequently, if the client
device still wants to continue to access the first domain name, the client device will resend
the service request for the above virtual service address according to the DNS caching
information. In this embodiment, after the target service unit takes over the first service

unit to provide a first load balancing task to provide a traffic distribution service, since the
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target service unit also publishes the first routing information for the above virtual service
address, the client device continues to send a service request for the aforementioned virtual
service address according to the DNS cache content, and the service request can be
addressed to the target service unit.

In practical applications, the target service unit can locally complete configuration of
the first load balancing task according to the configuration information of the first service
unit for the first load balancing task, that is, the configuration information of the target
service unit for the first load balancing task is consistent with the configuration information
of the first service unit for the first load balancing task. In other words, the virtual service
address configured by the target service unit for the first load balancing task is the same as
the virtual service address configured by the first service unit for the first load balancing
task.

Generally, the configuration information may also include: one or more of virtual
service port(s), dispatching algorithm(s), service addresses of multiple back-end servers
corresponding to the virtual service address, ports of the multiple back-end server, and
health detection configuration information of the back-end servers. The target service unit
may perform health detection on the multiple back-end servers according to the health
detection configuration information. The target service unit can also distribute the service
traffic related to the first load balancing task to the multiple back-end servers corresponding
to the virtual service address according to a dispatching algorithm. Specifically, service
requests for the virtual service address are distributed to the multiple back-end servers
corresponding to the virtual service address according to the dispatching algorithm.

The first service unit may be a first service node, or a cluster composed of multiple
first service nodes. It should be noted that each first service node in the cluster can provide
the same traffic distribution service function for the first load balancing task, wherein a first
service node can be understood as a real server.

In this embodiment, the first load balancing task is transferred from the first service
unit to the target service unit without changing the virtual service address corresponding to
the first load balancing task. In this way, even if there is a DNS cache on the client, it does
not affect the real-time switching of service traffic.

In practical applications, before the target service unit publishes the first routing

information, the first service unit has already published second routing information for the
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virtual service address. In order to ensure that the service requests for the virtual service
address are addressed to the target service unit instead of the first service unit, the
following two methods can be used for implementations:

First Method: Triggering the target service unit to publish the first routing
information according to the virtual service address in 1021 above can be specifically
implemented by using the following steps:

S11: Obtain second routing information that the first service unit has published for
the virtual service address.

S12: Send the second routing information to the target service unit to trigger the
target service unit to publish the first routing information having a priority higher than that
of the second routing information according to the virtual service address and the second
routing information.

Specifically, the priority of the first routing information needs to be higher than that
of the second routing information that the first service unit has published for the virtual
service address.

In an example, the above-mentioned first routing information may be BGP (Border
Gateway Protocol) routing information, and an as-path attribute in the first routing
information can be set (for example, setting a second as-path attribute in the first routing
information to be shorter than that of a first as-path attribute in the second routing
information) to realize that the priority of the first routing information is higher than the
priority of the second routing information.

In another example, the first routing information includes network segment
information about the virtual service address, and a degree of granularity of the network
segment information in the first routing information is finer than a degree of granularity of
the network segment information in the second routing information. For example, the
network segment information in the second routing information is 1.1.1.0/24, and the
network segment information in the first routing information is 1.1.1.0/25 and 1.1.1.128/25,
wherein the larger the number after the symbol “/” in the network segment, the finer the
degree of granularity and the higher the priority of the routing information.

All the second service nodes in the target service unit publish first routing
information of the same priority, to implement load balancing of the service traffic through

ECMP (Equal-Cost Multipath Routing) among the second service nodes.
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In practical applications, other methods may also be used to implement that the
priority of the first routing information is higher than the priority of the second routing
information, which is not specifically limited in the embodiments of the present application.

The target service unit publishes the first routing information, which can be
understood as the target service unit sending the first routing information to a network
device of a previous level.

Second Method: Trigger the first service unit to withdraw the second routing
information before the target service unit publishes the first routing information.

In the second method, the problem of the losses or omissions of related service
request packets is likely to occur during the period of time after the second routing
information is withdrawn and before the first routing information is published. Therefore, in
practical applications, the first method can be used. In the first method, the second routing
information does not need to be revoked or can be revoked after the first route information
is published. This can realize seamless switching and avoid the problems such as losses or
omissions of service request packets, etc. In the technical solutions provided by the
embodiments of the present application, a first service unit first provides a traffic
distribution service for a first load balancing task. When the entire service network needs to
perform disaster tolerance switching and capacity dispatching, a target service unit
publishes first routing information according to configuration information of the first service
unit for the first load balancing task, and the traffic related to the first load balancing task
can then be diverted to the target service unit, so that the target service unit replaces the
first service unit to provide the traffic distribution service for the first load balancing task. As
can be seen, when the entire service network needs to perform disaster tolerance switching
and capacity dispatching, the method provided in the embodiments of the present
application can ensure the real-time performance of traffic switching related to the first
load balancing task, and avoid the problem of relatively poor real-time performance of
traffic switching caused by the influence of DNS caching in the existing technologies.

As the first service unit has already provided the traffic distribution service related to
the first load balancing task before the target service unit takes over the first service unit to
provide the traffic distribution service related to the first load balancing task, some
connections have been established through the first service unit. Source addresses (i.e.,

access requester IP addresses), source ports (i.e., access request ports), target address (i.e.,
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the virtual service address), target ports (i.e., virtual service ports) and other attributes
corresponding to these connections have no change before and after the target service unit
takes over the first service unit in the foregoing embodiments. Therefore, these established
connections can be used normally.

These established connections can be understood as connections that the access
requesters (for example, user clients) have established with the back-end servers through
the first service unit. Generally, an access requester needs to continuously send multiple
access requests for a functional requirement (for example: a computing requirement).
These multiple access requests ought to be sent to the same back-end server, and the same
back-end server performs related processing to ensure the completion of this functional
requirement. If these multiple access requests are sent to different back-end servers, the
functional requirement will not be fulfilled. In order to ensure the successful handover of
those established connections, it is necessary to send session information about the first
load balancing task that is recorded on the first service unit to the target service unit. As
such, the target service unit can make reference thereto when distributing service requests
related to an established connection, to distribute the service requests related to the
established connection to the correct back-end server to avoid damage to the bandwidth
resources of the established connection. Specifically, the above method may further
include:

103: Send a session sending instruction to the first service unit to trigger the first
service unit to send recorded session information about the first load balancing task to the
target service unit, to allow the target service unit to make reference thereto when
distributing service requests related to established connections.

The session information includes connection information of the established
connections the established connections are established through the first service unit. The
session sending instruction may specifically be a session synchronization instruction to
trigger the first service unit to synchronize the session information to the target service unit.

In an example, connection information of an established connection may include: an
access requester IP address, an access requester port, a virtual service address, a virtual
service port, a back-end server IP address, a the back-end server service port related to the

established connection, etc.
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In this way, when the target service unit subsequently receives an access request, if
an access requester IP address included in the access request is located in the session
information, the access request is distributed to a back-end server corresponding to a back-
end server IP address that is recorded and corresponds to the access requester IP address in
the session information. In this way, a service request related to the established connection
can be distributed to a correct back-end server to avoid damage to the bandwidth resources
of the established connection.

In specific implementation, in the architecture of the service unit switching system as
shown in FIG. 1, after completing related configuration of the first load balancing task, the
target service unit can send configuration completion information to the first management
and control unit. After receiving the configuration completion information the, first
management and control unit sends a session sending instruction to the first service unit.

In the architecture of the service unit switching system as shown in FIG. 2, after
completing related configuration of the first load balancing task, the target service unit
sends configuration completion information to the target management and control unit.
The target management and control unit forwards the configuration completion information
to the first management and control unit. After receiving the configuration completion
information, the first management and control unit sends a session sending instruction to
the first service unit.

When the target service unit is a cluster composed of a plurality of second service
nodes, sending the session sending instruction to the first service unit to trigger the first
service unit to send the recorded session information about the first load balancing task to
the target service unit in 103 above specifically includes: sending the session sending
instruction to the first service unit to trigger the first service unit to send the recorded
session information about the first load balancing task to a target service node of the
plurality of second service nodes, and allowing the target service node to synchronize the
session information with the other second service nodes of the plurality of second service
nodes.

Generally, the first service unit and the target service unit are not in the same
multicast domain, and need to perform sending by unicasting. The plurality of second
service nodes in the target service unit are located in the same multicast domain, and so can

be synchronized by multicasting. Specifically, the first service unit may send the recorded
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session information about the first load balancing task to the target service node of the
plurality of second service nodes through a three-layer unicast network. The target service
node may synchronize the session information to other second service nodes of the plurality
of second service nodes through a three-layer multicast network.

Furthermore, triggering the target service unit to publish the first routing
information according to the configuration information of the first service unit for the first
load balancing task in 102above can be specifically implemented by using the following
steps:

S21: Obtain configuration information of the first service unit for the first load
balancing task.

S22. Send the configuration information to the target service unit, so that the target
service unit completes configuration according to the configuration information, and
publishes the first routing information according to the configuration information.

In this embodiment, there is no need to repeatedly configure load balancing tasks on
multiple service units for the same domain name in advance, which can avoid technical
issues in the existing technologies such as, requiring to repeatedly configure load balancing
tasks in multiple different computer rooms using multiple different VIPs for the same
domain name in advance, occupying configuration spaces, and wasting resources, etc.

When the structure of the service unit switching system is as shown in FIG. 1, the
first management and control unit can directly send the configuration information to the
target service unit.

When the structure of the service unit switching system is as shown in FIG, 2,
sending the configuration information to the target service unit in S22 above specifically
includes: sending the configuration information to the target management and control unit
corresponding to the target service unit, so that the target management and control unit
forwards the configuration information to the target service unit.

What needs to be added is that when the target service unit is a cluster composed of
a plurality of second service nodes, the first management control unit or the target
management control unit needs to send the configuration information to each of the
plurality of second service nodes.

In practical applications, switching between service units can be triggered manually.

For example, when noticing that a service unit is overloaded, a staff member can send a
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switching instruction to a management and control unit corresponding to the service unit to
enable another service unit to take over such service unit to provide traffic distribution
services for a load balancing task on that service unit. In an automated application scenario,
it is possible to determine whether a switching operation needs to be performed according
to operating conditions of all service units in the entire load balancing network. Specifically,
the above method may further include:

104: Determine the first service unit, the first load balancing task, and the target
service unit according to information to be migrated.

The information to be migrated is determined according to detected operating
conditions of multiple service units. The multiple service units include the first service unit
and the target service unit. The information to be migrated includes a virtual service address
configured by the first service unit for the first load balancing task and a service address of
the target service unit (that is, an IP address of the target service unit).

The first management and control unit can determine the first service unit
configured with the virtual service address and the first load balancing task according to the
virtual service address in the information to be migrated, and the target service unit can be
determined according to the service address in the information to be migrated.

The information to be migrated may be detected by the first management and
control unit itself, or determined by the global dispatching unit according to the detected
operating conditions of the multiple service units. Specifically, the above method may
further include:

105: Receive the information to be migrated that is determined by the global
dispatching unit according to the detected operating conditions of the multiple service
units.

The operating conditions include: a total traffic that is currently undertaken, a total
success rate of connections, and/or abnormal alarm information.

For example, the global dispatching unit may determine a service unit whose total
traffic currently undertaken exceeds a preset threshold as the first service unit; and
determine a load balancing task with the largest traffic proportion on the first service unit as
the first load balancing task. A service unit whose total traffic currently undertaken is lower
than the preset threshold is determined as the target service unit. For another example, the

global dispatching unit may determine a service unit whose current total success rate of
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connections is lower than a first preset success rate as the first service unit, and determine a
load balancing task with the lowest success rate of connections on the first service unit as
the first load balancing task. A service unit whose current total traffic is lower than a preset
threshold and whose total success rate of connections is higher than a second preset
success rate is determined as the target service unit. For another example, the global
dispatching unit may determine a service unit that issued abnormal alarm information as
the first service unit.

The global dispatching unit may use the virtual service address configured by the first
service unit for the first load balancing task and the service address of the target service unit
that are determined as the information to be migrated.

After the target service unit takes over the first service unit to provide the traffic
distribution service for the first load balancing task, the first service unit can revoke the
second routing information that has been published thereby for the first load balancing task.
Specifically, the above method may further include:

106: Trigger the first service unit to cancel the second routing information that has
been published for the first load balancing task after receiving a publishing notification of
the first routing information.

The above-mentioned virtual service address may be included in the publishing
notification.

When the execution subject of the above method is the first management and
control unit in FIG. 1, the first management and control unit sends a route cancellation
instruction to the first service unit after receiving the publishing notification sent by the
target service unit to trigger the first service unit to revoke the second routing information
that it has published for the first load balancing task.

When the execution subject of the above method is the first management and
control unit in FIG. 2, the first management and control unit sends a route cancellation
instruction to the first service unit to trigger the first service unit to revoke the second
routing information that it has published for the first load balancing task, after receiving the
published notice forwarded by the target management and control unit.

When the execution subject of the above method is the target management and
control unit in FIG. 2, the target management and control unit forwards the publishing

notification to the first management and control unit after receiving the publishing
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notification sent by the target service unit, so that the first management control unit, after
receiving the publishing notification, triggers the first service unit to revoke the second
routing information that it has published for the first load balancing task.

In addition, considering that the number of configurations that can be carried by
each service unit is limited, in order not to affect configurations of the first service unit for
other new load balancing tasks, the first service unit can be triggered to delete the
configuration related to the first load balancing task. Specifically, the above method may
further include:

107: Trigger the first service unit to delete the configuration related to the first load
balancing task after receiving the publishing notification related to the first route
information.

When the execution subject of the above method is the first management and
control unit in FIG. 1, the first management and control unit sends a configuration deletion
instruction to the first service unit after receiving the publishing notification sent by the
target service unit to trigger the first service unit to revoke the second routing information
that it has published for the first load balancing task.

When the execution subject of the above method is the first management and
control unit in FIG. 2, after receiving the publishing notification forwarded by the target
management and control unit, the first management and control unit sends a configuration
deletion instruction to the first service unit to trigger the first service unit to delete the
configuration related to the first load balancing task.

When the execution subject of the above method is the target management and
control unit in FIG. 2, after receiving the publishing notification sent by the target service
unit, the target management and control unit forwards the publishing notification to the
first management and control unit, so that the first management and control unit, after
receiving the publishing notification, triggers the first service unit to delete the configuration
related to the first load balancing task.

Furthermore, the above method may also include:

108: Receive detection information that is detected by the target service unit for the
first load balancing task.

109: Determine whether the target service unit satisfies a takeover condition

according to the detection information.
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110: Perform the step of triggering the target service unit to publish the first routing
information according to the configuration information of the first service unit for the first
load balancing task when the target service unit satisfies the takeover condition.

When the execution subject of the above method is the first management and
control unit in FIG. 1, the first management and control unit may directly receive the
detection information sent by the target service unit. The first management and control unit
may send a route publishing instruction to the target service unit to trigger the target
service unit to publish the first route information according to the configuration
information.

When the execution subject of the above method is the target management and
control unit in FIG. 2, the target management and control unit can directly receive the
detection information sent by the target service unit. The target management and control
unit may send a route publishing instruction to the target service unit to trigger the target
service unit to publish the first route information according to the configuration
information.

In this embodiment, determining whether the target service unit satisfies the
takeover condition based on the detection information can ensure that the target service
unit can provide the traffic distribution service normally after taking over the first service
unit and ensure the effectiveness of switching.

It should be noted that health detection results of multiple back-end servers by
different service units are likely to be different. The reason for such difference may be due
to whether a detection interface of a back-end server in a service unit is normal. If a
problem with a detection interface exists, a detection result of a target service unit shows
that a health status of a back-end server is abnormal. In this way, the target service unit will
automatically ignore the back-end server in an abnormal status when subsequent traffic
distribution is performed. Once the number of back-end servers automatically ignored is
large, this will lead to: the load balancing network becoming difficult to provide reliable load
balancing services for the first load balancing task based on the target service unit, after the
target service unit takes over the first service unit.

The detection information may include: first health status information obtained by
the target service unit through detection of multiple back-end servers, wherein the multiple

back-end servers are used to process service requests related to the first load balancing
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task. The service requests related to the first load balancing task are also service requests
directed to the virtual service address configured by the first service unit for the first load
balancing task. As described in the foregoing embodiments, the configuration information
includes: health detection configuration information of back-end server(s), to enable the
target service unit to detect health status of the multiple back-end servers according to the
health detection configuration information.

In a plausible solution, determining whether the target service unit satisfies the
takeover condition according to the detection information in 109 above specifically includes:

1091: Determine whether the target service unit satisfies the takeover condition
according to first health status information.

In an example, if the first health status information shows that health statuses of
more than a preset number of back-end servers among the multiple back-end servers are
normal, a determination can be made that the target service unit satisfies the takeover
condition. For example, there are 10 back-end servers, and the preset number is 8.

In another example, second health status information obtained by the first service
unit by detecting the multiple back-end servers is obtained. A determination is made that
the target service unit satisfies the takeover condition when a difference between the first
health status detection information and the second health status detection information
satisfies a first preset condition.

As described in the foregoing embodiments, the configuration information includes:
the health detection configuration information of the back-end server(s), to enable the first
service unit to detect health statuses of multiple end servers related to the first load
balancing task according to the health detection configuration information.

For example, the first health status detection information shows that n back-end
servers among multiple back-end servers are normal, and the second health status
detection information shows that m back-end servers are normal among the multiple back-
end servers. When an absolute value of a difference between m and n is smaller than a
preset difference, a determination is made that the difference between the first health state
detection information and the second health state detection information satisfies the first

preset condition.
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In this way, for the first load balancing task, the load balancing network based on the
target service unit can provide the same and reliable load balancing service as that based on
the first service unit.

Furthermore, the target service unit is a cluster composed of a plurality of second
service nodes; the detection information further includes: an amount of synchronization of
session information between the plurality of second service nodes related to the first load
balancing task. The session information is recorded by the first service unit when providing
the traffic distribution service for the first load balancing task. Determining whether the
target service unit satisfies the takeover condition according to the first health status
information in 1091 above specifically includes:

S31: Determine whether the target service unit satisfies the takeover condition
according to the first health status information and the amount of synchronization.

The amount of synchronization of session information can be understood as an
amount of synchronization of established connections. For example, if the total number of
established connections is 1000, and the number of established connections that have been
synchronized is 900, the amount of synchronization is 900.

Determining whether the target service unit satisfies the takeover condition
according to the first health status information and the amount of synchronization in S31
above can be specifically implemented by using the following steps:

a. Obtain second health status information obtained by the first service unit through
detection of the multiple back-end servers.

b. Determine whether a difference between first health state detection information
and the second health state detection information satisfies a first preset condition.

c. Determine a proportion of an amount of synchronization of session information in
a total amount of session information.

d. Determine that the target service unit satisfies the takeover condition when the
difference satisfies the first preset condition and the proportion is greater than a preset
proportion.

The preset proportion can be set to 95%, which is not specifically limited in the
embodiments of the present application.

Details of implementations of the foregoing steps a and b, reference can be made to

corresponding content in the foregoing embodiments, and details thereof are not described
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herein again. The proportion being greater than the preset proportion ensures that most of
the traffic of the established connections can be switched normally.

In summary, dynamic switching of traffic between two service units is achieved by
publishing higher priority routes, and synchronization of load balancing of session
information is achieved between load balancing networks through a solution of a three-
layer unicast network and a three-layer multicast network.. This solution solves two
shortcomings of the DNS domain name switching solutions in the existing technologies.
First, the real-time performance of traffic switching can be guaranteed. After a first route of
a target service unit is published, the core network will automatically learn a new routing
path and perform switching through a routing protocol. Second, in this solution, since a
virtual service address VIP does not change when switching, and all session information is
synchronized through a three-layer network, normal forwarding of established connections
is ensured, and new connections will not be affected in any way, thus achieving a migration
of service traffic of a load balancing system in a computer room without perception and
disruption.

FIG. 4 shows a schematic flowchart of a service unit switching method provided by
another embodiment of the present application. An execution subject of the method
provided in the embodiments of the present application may be the target service unit in
the foregoing embodiments. The method includes:

501: Obtain configuration information of a first service unit for a first load balancing
task.

502: Publish first routing information according to the configuration information, to
replace the first service unit to provide a traffic distribution service for the first load
balancing task.

Based on the architecture of the service unit switching system as shown in FIG. 1, the
first management and control unit can obtain configuration information of the first service
unit for the first load balancing task from a local storage or from the first service unit, and
send the configuration information to the target service unit.

Based on the architecture of the service unit switching system as shown in FIG. 2, the
first management and control unit can obtain configuration information of the first service

unit for the first load balancing task from a local storage or from the first service unit, and
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send the configuration information to the target management and control unit, the target
management and control unit sends the configuration information to the target service unit.

For details of implementation processes of the foregoing 501 and 502, reference can
be made to corresponding content in the foregoing embodiments, and the details thereof
are not described herein again.

In the technical solutions provided by the embodiments of the present application, a
first service unit first provides a traffic distribution service for a first load balancing task.
When the entire service network needs to perform disaster tolerance switching and capacity
dispatching, a target service unit publishes first routing information according to
configuration information of the first service unit for the first load balancing task, and the
traffic related to the first load balancing task can then be diverted to the target service unit,
so that the target service unit replaces the first service unit to provide the traffic distribution
service for the first load balancing task. As can be seen, when the entire service network
needs to perform disaster tolerance switching and capacity dispatching, the method
provided in the embodiments of the present application can ensure the real-time
performance of traffic switching related to the first load balancing task, and avoid the
problem of relatively poor real-time performance of traffic switching caused by the
influence of DNS caching in the existing technologies.

Furthermore, publishing the first routing information according to the configuration
information in 502 above can be specifically implemented by using the following steps:

5021: Obtain second routing information that has been published by the first service
unit for the first load balancing task.

5022: Publish the first routing information with a higher priority than the second
routing information according to the configuration information and the second routing
information.

Based on the architecture of the service unit switching system as shown in FIG. 1, the
target service unit can obtain the second routing information from the first management
and control unit.

Based on the architecture of the service unit switching system as shown in FIG. 2, the
first management and control unit can send the second routing information to the target
management and control unit, and the target management and control unit forwards the

second routing information to the target service unit.
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For details of implementations of the foregoing steps 5021 and 5022, reference may
be made to corresponding content in the foregoing embodiments, and the details thereof
are not described herein again.

Furthermore, the above method may also include:

503: Receive session information about the first load balancing task from the first
service unit.

504: Synchronize the session information to other second service nodes in a cluster.

Each second service node in the cluster is used to provide a traffic distribution
service for the first load balancing task.

In this embodiment, the target service unit is a cluster composed of multiple second
service nodes, and the execution subject of the above method is a second service node in
the multiple second service nodes.

In addition, it should be noted that in the foregoing embodiments, the first service
unit may also be a cluster composed of a plurality of first service nodes. The plurality of first
service nodes use a session synchronization method, and each service node stores session
information related to the first load balancing task. A first service node among the plurality
of first service nodes may send session information related to the first load balancing task to
a target service node among the multiple second service nodes. The target service node
synchronizes the session information to other second service nodes among the multiple
second service nodes. For example, the target service node can synchronize the session
information to other second service nodes of the multiple second service nodes through a
three-layer multicast network.

Furthermore, the above method may also include:

505: Send detection information for the first load balancing task to a target
management and control unit, so that the target management and control unit determines
whether a takeover condition is satisfied according to the detection information.

506: Execute the step of publishing the first routing information according to the
configuration information after receiving a takeover instruction sent by the target
management and control unit upon determining that the takeover condition is satisfied.

Details of implementations of the foregoing steps 505 and 506, reference may be
made to corresponding content in the foregoing embodiments, and the details thereof are

not described herein again.
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It needs to be explained herein that the content of each step in the method provided
in the embodiments of the application that is not described in detail can be referred to
corresponding content in the foregoing embodiments, and will not be repeated herein. In
addition, the method provided in the embodiments of the present application may also
include other steps or all the steps in the foregoing embodiments, in addition to the
foregoing steps. For details, reference can be made to corresponding content of the
foregoing embodiments, which will not be repeated herein.

The technical solutions provided by the embodiments of the present application will
be introduced below in conjunction with a signaling diagram shown in FIG. 5 based on the
architecture of the service unit switching system as shown in FIG. 2.

601: A first management and control unit sends configuration information of a first
service unit for a first load balancing task to a target management and control unit.

602: The target management and control unit delivers the configuration information
to all physical servers (that is, second service nodes) in a target service unit.

603: The first management and control unit sends a session sending instruction
related to the first load balancing task to the first service unit.

604: The first service unit sends session information about the first load balancing
task to the target service unit through a three-layer unicast network.

605: The target service unit performs session synchronization through a three-layer
multicast network within a cluster.

A target service unit is composed of multiple physical servers (that is, second service
nodes). Through session synchronization, each physical server has full connection
information about the first load balancing task, that is, full connection information of
corresponding VIP about the first load balancing task.

606: The target service unit returns health check status and the number of
synchronization connections (that is, an amount of synchronization) related to migration of
the first load balancing task to the target management and control unit.

607: The target management and control unit determines whether a takeover
condition is met, and sends a route publishing instruction to the target service unit when
the condition is met.

608: The target service unit directs traffic to the service nodes by publishing BGP

routing information with a higher priority than the first service unit.
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All physical servers in the target service unit publish the same BGP routing
information, so that the traffic is load balanced through ECMP equal-cost routing among the
service nodes.

609: The first management and control unit sends a route cancellation instruction
related to the first load balancing task to the first service unit.

610: The first service unit cancels BGP routing information related to the first load
balancing task.

611: The first management and control unit sends a configuration deletion
instruction related to the first load balancing task to the first service unit.

612: The first service unit deletes configuration related to the first load balancing
task.

In this embodiment, a target service unit replaces a first service unit to provide
services, and through synchronized connection information, an established connection is
ensured to be correctly converted when passing through the load balancing system, and the
traffic is sent to a correct back-end server.

FIG. 10 shows a network architecture diagram provided by an embodiment of the
present application. A switching method provided by the embodiments of the present
application will be described in detail below in conjunction with FIG. 10:

At the beginning, a first load balancing device 1202 (that is, the above-mentioned
first service unit) publishes second routing information to the Internet for a VIP. A client
device 1201 sends a resolution request for a domain name to a DNS server 1210. The DNS
server 1210 resolves the domain name to obtain the VIP, and returns the VIP to the client
device 1201 for DNS caching. The client device 1201 sends a service request carrying the VIP
to the Internet according to a DNS cache. Since the first load balancing device 1202
currently publishes the second routing information to the Internet for the VIP, the service
request can be addressed to the first load balancing device 1202. The first load balancing
device 1202 distributes the service request to one of a first back-end server 1208, a second
back-end server 1207, and a third back-end server 1206 according to a dispatching
algorithm to process the service request.

A first management and control device 1204 (that is, the above-mentioned first
management and control unit) can report operations of the first load balancing device 1202

to a global dispatching device 1209 (that is, the above-mentioned global dispatching unit),
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and the target management and control device 1205 (that is, the above-mentioned target
management and control unit) can report an operating status of a second load balancing
device 1203 (that is, the above-mentioned target service unit) to the global dispatching
device 1209 (that is, the above-mentioned global dispatching unit). The global dispatching
device 1209 can determine whether switching between the first load balancing device and
the second load balancing device is needed based on information reported by the first
management and control device 1204 and the target management and control device 1205.
If needed, the global dispatching device 1209 may notify the first management and control
device 1204, so that the first management and control device 1204 sends configuration
information of the first load balancing device 1202 for the VIP to the target management
and control device 1205. The target management and control device 1205 sends the
configuration information to the second load balancing device 1203. The second load
balancing device 1203 performs configuration according to the configuration information,
and publishes first routing information to the Internet for the VIP, and a priority of the first
routing information is higher than that of the second routing information.

When the Internet subsequently receives a service request carrying the VIP from the
client device 1201 again, the service request is addressed to the second load balancing
device 1203. The second load balancing device 1203 distributes the service request to one
of the first back-end server 1208, the second back-end server 1207, and the third back-end
server 1206 for processing the service request.

As can be seen, in the embodiments of the present application, a DNS server is not
required to perform domain name resolution switching, thus providing a switching service
for the client device without perception.

FIG. 11 shows a schematic flowchart of a service unit switching method provided by
another embodiment of the present application. As shown in FIG. 11, the method includes:

1301: Determine a target service unit.

1302: Trigger the target service unit to publish first routing information according to
configuration information of a first service unit for a first task, to replace the first service
unit to provide services for the first task.

In 1301 above, in the entire service network, multiple service units may exist, and

the target service unit can be determined from other service units that are different from
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the first service unit from among the multiple service units. For example, a service unit with
a small load is selected as the target service unit.

In 1302 above, the first task may be a forwarding task or a load balancing task. When
the first task is a load balancing task, the configuration information of the first service unit
for the first task may include: a virtual service address VIP configured by the first service unit
for the first task. The first task refers to a task of distributing service traffic for the virtual
service address to multiple back-end servers corresponding to the virtual service address for
processing. A traffic distribution service refers to a distribution of service traffic for the
virtual service address to multiple back-end servers corresponding to the virtual service
address. The back-end server refers to a real server used to process a service request for the
virtual service address to obtain a final processing result.

When the first task is a forwarding task, the configuration information of the first
service unit for the first task may include: a first IP address (Internet Protocol Address)
configured by the first service unit for the first task. The first task refers to forwarding the
service traffic accessing the first IP address to a processing server whose IP address is the
first IP address for processing.

The target service unit may publish the first routing information according to the first
IP address in the configuration information, to cause the service request for the first IP
address to be addressed to the target service unit, so that the target service unit forwards
the service request to a processing server whose IP address is the first IP address for
processing.

When the first task is a load balancing task, details of implementations can be
referenced to corresponding content in the foregoing embodiments, which will not be
repeated herein.

In this embodiment, the first task is transferred from the first service unit to the
target service unit without changing a destination IP address corresponding to the first task.
In this way, even if there is a DNS cache on the client, it does not affect the real-time
switching of service traffic.

For the content that is not detailed in the process of switching service unit for the
first task in this embodiment, reference can be made to the process of switching service unit

for the first load balancing task in the foregoing embodiments, which is not repeated herein.
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FIG. 12 shows a schematic flowchart of a service unit switching method provided by
another embodiment of the present application. As shown in FIG. 12, the method includes:

1401: Obtain configuration information of a first service unit for a first task.

1402: Publish first routing information according to the configuration information, to
replace the first service unit to provide services for the first task.

In 1401 above, the configuration information for the first task can be obtained from
the first service unit, for example: sending an acquisition request to the first service unit;
and receiving the configuration information for the first task from the first service unit.

In 1402 above, the configuration information may include a first IP address
configured by the first service unit for the first task. Specifically, the first routing information
may be published for the first IP address, so that the service request for the first IP address
is addressed locally.

An execution subject of the method provided in the embodiments of the present
application may be the target service unit in the foregoing embodiments.

For details of implementation processes of the foregoing 1401 and 1402, reference
can be made to corresponding content in the foregoing embodiments, and the details
thereof are not described herein again.

In this embodiment, the first task is transferred from the first service unit to the
target service unit without changing a destination IP address corresponding to the first task.
In this way, even if there is a DNS cache on the client, it does not affect the real-time
switching of service traffic.

For the content that is not detailed in the process of switching service unit for the
first task in this embodiment, reference can be made to the process of switching service unit
for the first load balancing task in the foregoing embodiments, which is not repeated herein.

FIG. 7 shows a structural block diagram of a service unit switching apparatus
provided by an embodiment of the present application. As shown in FIG. 7, the apparatus
includes: a first determination module 801 and a first triggering module 802, wherein:

the first determination module 801 is configured to determine a target service unit;
and

the first triggering module 802 is configured to trigger the target service unit to

publish first routing information according to configuration information of the first service
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unit for the first load balancing task, to replace the first service unit to provide a traffic
distribution service for the first load balancing task.

Furthermore, the configuration information includes: a virtual service address
configured by the first service unit for the first load balancing task;

The first triggering module 802 is specifically configured to trigger the target service
unit to publish the first routing information according to the virtual service address, so that
a service request for the virtual service address is addressed to the target service unit.

Furthermore, the first triggering module 802 is specifically configured to obtain
second routing information that the first service unit has published for the virtual service
address,

the second routing information is sent to the target service unit to trigger the target
service unit to publish the first routing information with a higher priority than that of the
second routing information according to the virtual service address and the second routing
information.

Furthermore, the first triggering module 802 is also configured to:

send a session sending instruction to the first service unit to trigger the first service
unit to send recorded session information about the first load balancing task to the target
service unit to enable the target service unit to make reference thereto when distributing
service requests related to established connections, wherein

the session information includes connection information of the established
connections.

Furthermore, the target service unit is a cluster composed of multiple second service
nodes;

the first triggering module 802 is specifically configured to:

send a session sending instruction to the first service unit to trigger the first service
unit to send recorded session information about the first load balancing task to a target
service node among the multiple second service nodes, the target service node
synchronizing the session information with other second service nodes among the multiple
second service nodes.

Furthermore, the first triggering module 802 is specifically configured to obtain the
configuration information of the first service unit for the first load balancing task; send the

configuration information to the target service unit, to enable the target service unit to
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complete configuration based on the configuration information, and publish the first routing
information according to the configuration information.

Furthermore, the first triggering module 802 is specifically configured to send the
configuration information to a target management and control unit corresponding to the
target service unit, to cause the target management and control unit to forward the
configuration information to the target service unit.

Furthermore, the apparatus further includes:

a first determination module configured to determine the first service unit, the first
load balancing task, and the target service unit according to information to be migrated,

the information to be migrated being determined according to detected operating
conditions of multiple service units, and the multiple service units including the first service
unit and the target service unit;

the information to be migrated including a virtual service address configured by the
first service unit for the first load balancing task and a service address of the target service
unit.

Furthermore, the apparatus further includes:

a first receiving module configured to receive the information to be migrated that is
sent and determined by a global dispatching unit according to the detected operating
conditions of the multiple service units.

Furthermore, the operating conditions include: a total traffic currently undertaken, a
total success rate of connections, and/or abnormal alarm information.

Furthermore, the apparatus further includes:

a second receiving module configured to trigger the first service unit to cancel the
second routing information that has been published for the first load balancing task after
receiving a publishing notification about the first routing information.

Furthermore, the apparatus further includes:

a third receiving module configured to trigger the first service unit to delete
configuration related to the first load balancing task after receiving the publishing
notification related to the first routing information.

In the technical solutions provided by the embodiments of the present application, a
first service unit is currently performing a first load balancing task. When the entire service

network needs to perform disaster tolerance switching and capacity dispatching,
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configuration information of the first service unit for the first load balancing task is sent to a
target service unit. The target service unit performs related configuration according to the
configuration information, and publishes a first route related to the first load balancing task
to divert traffic related to the first load balancing task to the target service unit. As such, the
target service unit replaces the first service unit to provide a traffic distribution service
related to the first load balancing task. As can be seen, when the entire service network
needs to perform disaster tolerance switching and capacity dispatching, the methods
provided in the embodiment of this application can effectively improve the real-time
performance of traffic switching, and avoid the problem of relatively poor real-time
performance of traffic switching caused by the influence of DNS cache in the existing
technologies.

It should be noted here that the service unit switching apparatuses provided in the
above embodiments can implement the technical solutions described in the above method
embodiments, and the principles of specific implementations of the above modules or units
can be referred to corresponding content in the above method embodiments, which are not
repeated herein.

Furthermore, the apparatus further includes:

a fourth receiving module configured to receive detection information detected by
the target service unit for the first load balancing task;

a first judgment module configured to determination whether the target service unit
satisfies a takeover condition according to the detection information;

a first execution module configured to execute the step of triggering the target
service unit to publish the first routing information according to the configuration
information of the first service unit for the first load balancing task when the target service
unit satisfies the takeover condition.

Furthermore, the detection information includes: first health status information
obtained by detection of multiple back-end servers of the target service unit, wherein the
multiple back-end servers are used to process service requests related to the first load
balancing task; and

the first judgment module is specifically configured to:

determine whether the target service unit satisfies the takeover condition according

to the first health status information.
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Furthermore, the target service unit is a cluster composed of multiple second service
nodes;

The detection information further includes: an amount of synchronization of session
information related to the first load balancing task among the multiple second service
nodes.

The first judgment module is specifically configured to:

determine whether the target service unit satisfies the takeover condition according
to the first health status information and the amount of synchronization,

the session information being recorded by the first service unit when providing the
traffic distribution service for executing the first load balancing task.

Furthermore, the first judgment module is specifically configured to:

obtain second health status information that is obtained by the first service unit by
detecting the multiple back-end servers;

determine whether a difference between the first health state detection information
and the second health state detection information satisfies a first preset condition;

determine a proportion of the amount of synchronization in a total amount of
session information; and

determine that the target service unit satisfies the takeover condition when the
difference satisfies the first preset condition and the proportion is greater than a preset
proportion.

In the technical solutions provided by the embodiments of the present application, a
first service unit is currently providing a traffic distribution service for a first load balancing
task. When the entire service network needs to perform disaster tolerance switching and
capacity dispatching, a target service unit publishes first routing information according to
configuration information of the first service unit for the first load balancing task, and the
traffic related to the first load balancing task can then be diverted to the target service unit.
The target service unit replaces the first service unit to provide the traffic distribution
service for the first load balancing task. As can be seen, when the entire service network
needs to perform disaster tolerance switching and capacity dispatching, the methods
provided in the embodiments of the present application can ensure the real-time

performance of traffic switching related to the first load balancing task, and avoid the
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problem of relatively poor real-time performance of traffic switching caused by the
influence of DNS caching in the existing technologies.

It should be noted here that the service unit switching apparatuses provided in the
above embodiments can implement the technical solutions described in the above method
embodiments, and the principles of specific implementations of the above modules or units
can be referred to corresponding content in the above method embodiments, which are not
repeated herein.

FIG. 8 shows a structural block diagram of a service unit switching apparatus
provided by another embodiment of the present application. As shown in FIG. 8, the
apparatus includes: a fifth acquisition module 1001 and a first publishing module 1002,
wherein:

the fifth acquisition module 1001 is configured to receive configuration information
of a first service unit for a first load balancing task; and

the first publishing module 1002 is configured to publish first routing information
according to the configuration information, to replace the first service unit to provide a
traffic distribution service for the first load balancing task.

Further, the first publishing module 1002 is specifically configured to:

obtain second routing information that the first service unit has published for the
first load balancing task; and

publish the first routing information with a higher priority than the second routing
information according to the configuration information and the second routing information.

Further, the apparatus further includes:

a sixth receiving module configured to receive session information about the first
load balancing task sent by the first service unit;

a first synchronization module configured to synchronize the session information
with other second service nodes in a cluster,

each second service node in the cluster being configured to provide traffic
distribution services for the first load balancing task.

Furthermore, the apparatus further includes:

a third sending module configured to send detection information detected for the

first load balancing task to a target management and control unit, to enable the target
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management and control unit to determine whether a takeover condition is satisfied
according to the detection information;

a seventh receiving module configured to perform the step of publishing the first
routing information according to the configuration information after receiving a takeover
instruction from the target management and control unit when the takeover condition is
determined to be satisfied.

In the technical solutions provided by the embodiments of the present application,
the first service unit is currently providing a traffic distribution service for a first load
balancing task. When the entire service network needs to perform disaster tolerance
switching and capacity dispatching, a target service unit publishes first routing information
according to configuration information of the first service unit for the first load balancing
task, and the traffic related to the first load balancing task can then be diverted to the target
service unit. The target service unit replaces the first service unit to provide the traffic
distribution service for the first load balancing task. As can be seen, when the entire service
network needs to perform disaster tolerance switching and capacity dispatching, the
methods provided in the embodiments of the present application can ensure the real-time
performance of traffic switching related to the first load balancing task, and avoid the
problem of relatively poor real-time performance of traffic switching caused by the
influence of DNS caching in the existing technologies.

It should be noted here that the service unit switching apparatuses provided in the
above embodiments can implement the technical solutions described in the above method
embodiments, and the principles of specific implementations of the above modules or units
can be referred to corresponding content in the above method embodiments, which are not
repeated herein.

FIG. 7 shows a structural block diagram of a service unit switching apparatus
provided by an embodiment of the present application. As shown in FIG. 7, the apparatus
includes: a first determination module 801 and a first triggering module 802, wherein:

the first determination module 801 configured to determine a target service unit;

the first triggering module 802 configured to trigger the target service unit to publish
first routing information according to configuration information of a first service unit for a

first task, to replace the first service unit to provide services for the first task.
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In this embodiment, the first task is transferred from the first service unit to the
target service unit without changing a destination IP address corresponding to the first task.
In this way, even if there is a DNS cache on the client, it does not affect the real-time
switching of service traffic.

It should be noted here that the service unit switching apparatuses provided in the
above embodiments can implement the technical solutions described in the above method
embodiments, and the principles of specific implementations of the above modules or units
can be referred to corresponding content in the above method embodiments, which are not
repeated herein.

FIG. 8 shows a structural block diagram of a service unit switching apparatus
provided by another embodiment of the present application. As shown in FIG. 8, the
apparatus includes: a fifth acquisition module 1001 and a first publishing module 1002,
wherein:

the fifth acquisition module 1001 configured to receive configuration information of
a first service unit for a first task;

the first publishing module 1002 configured to publish first routing information
according to the configuration information, to replace the first service unit to provide
services for the first task.

In this embodiment, the first task is transferred from the first service unit to the
target service unit without changing a destination IP address corresponding to the first task.
In this way, even if there is a DNS cache on the client, it does not affect the real-time
switching of service traffic.

It should be noted here that the service unit switching apparatuses provided in the
above embodiments can implement the technical solutions described in the above method
embodiments, and the principles of specific implementations of the above modules or units
can be referred to corresponding content in the above method embodiments, which are not
repeated herein.

FIG. 9 shows a schematic structural diagram of an electronic device provided by an
embodiment of the present application. As shown in the figure, the electronic device
includes a memory 1101 and a processor 1102. The memory 1101 may be configured to
store other various data to support operations on the electronic device. Examples of such

data include instructions for any application or method operating on the electronic device.
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The memory 1101 can be implemented by any type of volatile or non-volatile storage device
or a combination thereof, such as static random access memory (SRAM), electrically
erasable programmable read-only memory (EEPROM), erasable and programmable read-
only memory (EPROM), programmable read-only memory (PROM), read-only memory
(ROM), magnetic memory, flash memory, magnetic disk, or optical disk.

The memory 1101 is used to store a program;

The processor 1102 is coupled with the memory 1101, and is configured to execute
the program stored in the memory 1101 to implement the service unit switching methods
provided in the foregoing method embodiments.

Further, as shown in FIG. 9, the electronic device further includes other components,
such as a communication component 1103, a display 1104, a power supply component
1105, an audio component 1106, etc. FIG. 9 only schematically shows part of the
components, which does not mean that the electronic device only includes those
components shown in FIG. 9.

Correspondingly, the embodiments of the present application also provide a
computer-readable storage medium storing a computer program. The computer program
can realize the steps or functions of the service unit switching methods provided by the
foregoing method embodiments when the computer program is executed by a computer.

The apparatus embodiments described above are merely illustrative. Units that are
described as separate components may or may not be physically separated, and
components displayed as units may or may not be physical units, i.e., may be located in a
single place, or may be distributed over multiple network units. Some or all of the modules
can be selected according to actual needs to achieve the objectives of the solutions of the
embodiments. One of ordinary skill in the art can understand and implement thereof
without making any creative effort.

Through the description of the above implementations, one skilled in the art can
clearly understand that each implementation can be implemented by software plus a
necessary general hardware platform, and apparently can also be implemented by
hardware. Based on such understanding, the essence of the above technical solutions or the
parts that contribute to the existing technologies can be embodied in a form of a software
product. Such computer software product can be stored in a computer-readable storage

medium, such as ROM/RAM, a magnetic disk, an optical disk, etc., and include a number of
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instructions to make a computer device (which may be a personal computer, a server, or a
network device, etc.) to execute the method described in each embodiment or some parts
of the embodiment.

Finally, it should be noted that the above embodiments are only used to illustrate
the technical solutions of the application, and do not have any limitations thereon. Although
the application has been described in detail with reference to the foregoing embodiments,
one of ordinary skill in the art should understand that the technical solutions recorded in the
foregoing embodiments can be modified, or some of the technical features can be
equivalently replaced. These modifications or replacements do not cause the essence of the
corresponding technical solutions to deviate from the spirit and scope of the technical

solutions of the embodiments of the present application.
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Claims
1. A service unit switching method comprising:
determining a target service unit; and
triggering the target service unit to publish first routing information according to
configuration information of a first service unit for a first load balancing task, to replace the

first service unit to provide a traffic distribution service for the first load balancing task.

2. The method according to claim 1, wherein the configuration information
includes a virtual service address configured by the first service unit for the first load
balancing task, and

triggering the target service unit to publish the first routing information according to
the configuration information of the first service unit for the first load balancing task
includes:

triggering the target service unit to publish the first routing information according to
the virtual service address, to enable a service request for the virtual service address to be

addressed to the target service unit.

3. The method according to claim 2, wherein triggering the target service unit to
publish the first routing information according to the virtual service address comprises:

obtaining second routing information published by the first service unit for the
virtual service address; and

sending the second routing information to the target service unit to trigger the
target service unit to publish the first routing information with a higher priority than the
second routing information according to the virtual service address and the second routing

information.

4, The method according to any one of claims 1 to 3, further comprising:

sending a session sending instruction to the first service unit to trigger the first
service unit to send recorded session information about the first load balancing task to the
target service unit to allow the target service unit to reference with when distributing
service requests related to established connections, wherein the recorded session

information includes connection information of the established connections.
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5. The method according to claim 4, wherein the target service unit comprises a
cluster composed of a plurality of second service nodes;

sending the session sending instruction to the first service unit to trigger the first
service unit to send the recorded session information about the first load balancing task to
the target service unit includes:

sending a session sending instruction to the first service unit to trigger the first
service unit to send the recorded session information about the first load balancing task to a
target service node among the plurality of second service nodes, the target service node
synchronizing the recorded session information with other second service nodes among the

plurality of second service nodes.

6. The method according to any one of claims 1 to 3, wherein triggering the
target service unit to publish the first routing information according to the configuration
information of the first service unit for the first load balancing task comprises:

obtaining the configuration information of the first service unit for the first load
balancing task; and

sending the configuration information to the target service unit, to enable the target
service unit to complete configuration according to the configuration information, and

publishes the first routing information according to the configuration information.

7. The method according to claim 6, wherein sending the configuration
information to the target service unit comprises:

sending the configuration information to a target management and control unit
corresponding to the target service unit, to allow the target management and control unit to

forward the configuration information to the target service unit.

8. The method according to any one of claims 1 to 3, further comprising:

determining the first service unit, the first load balancing task, and the target service
unit according to information to be migrated, wherein:

the information to be migrated is determined according to detected operating
conditions of multiple service units, the multiple service units including the first service unit

and the target service unit; and
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the information to be migrated includes a virtual service address configured by the
first service unit for the first load balancing task and a service address of the target service

unit.

9. The method according to claim 8, further comprising:
receiving the information to be migrated that is sent by a global dispatching unit and

determined according to the detected operating conditions of the multiple service units.

10. The method according to any one of claims 1 to 3, further comprising:
triggering the first service unit to cancel the second routing information that has
been published for the first load balancing task after receiving a publishing notification

about the first routing information.

11. The method according to any one of claims 1 to 3, further comprising:
triggering the first service unit to delete configuration related to the first load

balancing task after receiving a publishing notification about the first routing information.

12. The method according to any one of claims 1 to 3, further comprising:

receiving detection information detected by the target service unit for the first load
balancing task;

determining whether the target service unit satisfies a takeover condition according
to the detection information; and

performing the step of triggering the target service unit to publish the first routing
information according to the configuration information of the first service unit for the first

load balancing task when the target service unit satisfies the takeover condition.

13. The method according to claim 12, wherein the detection information
includes: first health status information obtained by the target service unit by detecting
multiple back-end servers, wherein the multiple back-end servers are used to process
service requests related to the first load balancing task; and

determining whether the target service unit satisfies the takeover condition

according to the detection information includes:
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determining whether the target service unit satisfies the takeover condition

according to the first health status information.

14. The method according to claim 13, wherein:

the target service unit is a cluster composed of a plurality of second service nodes;

the detection information further includes: an amount of synchronization of session
information related to the first load balancing task among the plurality of second service
nodes; and

determining whether the target service unit satisfies the takeover condition
according to the first health status information includes:

determining whether the target service unit satisfies the takeover condition
according to the first health status information and the amount of synchronization, the
session information being recorded by the first service unit when providing the traffic

distribution service for the first load balancing task.

15. The method according to claim 14, wherein determining whether the target
service unit satisfies the takeover condition according to the first health status information
and the amount of synchronization comprises:

obtaining second health status information obtained by the first service unit by
detecting of the multiple back-end servers;

determining whether a difference between the first health state detection
information and the second health state detection information satisfies a first preset
condition;

determining a proportion of the amount of synchronization in a total amount of
session information; and

determining that the target service unit satisfies the takeover condition when the
difference satisfies the first preset condition and the proportion is greater than a preset

proportion.

16. A service unit switching method comprising:
obtaining configuration information of a first service unit for a first load balancing

task; and
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publishing first routing information according to configuration information, to
replace the first service unit to provide a traffic distribution service for the first load

balancing task.

17. The method according to claim 16, wherein publishing the first routing
information according to the configuration information comprises:

obtaining second routing information that the first service unit has published for the
first load balancing task; and

publishing the first routing information with a higher priority than the second routing

information according to the configuration information and the second routing information.

18. The method according to claim 16 or 17, further comprising:

receiving session information about the first load balancing task sent by the first
service unit; and

synchronizing the session information with other second service nodes in a cluster,
each second service node in the cluster being used to provide traffic distribution services for

the first load balancing task.

19. The method according to claim 18, further comprising:

sending detection information detected for the first load balancing task to a target
management and control unit, to enable the target management and control unit to
determine whether a takeover condition is satisfied according to the detection information;
and

the step of publishing the first routing information according to the configuration
information after receiving a takeover instruction sent by the target management and

control unit upon determining that the takeover condition is satisfied performing.

20. A service unit switching system comprising: a first service unit, a target
service unit, and a first management and control unit respectively connected to the first
service unit and the target service unit, wherein:

the first management and control unit is configured to determine the target service

unit, and trigger the target service unit to publish first routing information according to
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configuration information of the first service unit for a first load balancing task;

the target service unit is configured to publish the first routing information according
to the configuration information upon being triggered by the first management and control
unit, so as to replace the first service unit to provide a traffic distribution service for the first

load balancing task.

21. A service unit switching system comprising: a first service unit, a target
service unit, a first management and control unit connected to the first service unit, and a
target management and control unit connected to the target service unit, wherein:

the first management and control unit is configured to obtain configuration
information of the first service unit for a first load balancing task, and send the configuration
information to the target management and control unit;

the target management and control unit is configured to forward the configuration
information to the target service unit, and trigger the target service unit to publish first
routing information according to the configuration information; and

the target service unit is configured to publish the first routing information according
to the configuration information upon being triggered by the target management and
control unit, so as to replace the first service unit to provide a traffic distribution service for

the first load balancing task.

22. The system according to claim 21, further comprising: a global dispatching
unit respectively connected to a plurality of management and control units; the plurality of
management and control units including the first management and control unit and the
target management and control unit, wherein:

the global dispatching unit is configured to send information to be migrated to the
first management and control unit, to enable the first management and control unit to
determine the first service unit and the first load balancing task, and the target load unit
according to the information to be migrated;

the information to be migrated is determined by the global dispatching unit
according to operating conditions of multiple service units, the multiple service units
including the first service unit and the target service unit; and

the information to be migrated includes a virtual service address configured by the
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first service unit for the first load balancing task and a service address of the target service

unit.

23. An electronic device comprising: a memory and a processor, wherein:
the memory is used to store a program;

the processor is coupled with the memory, and is configured to execute the program

stored in the memory for:

determining a target service unit; and

triggering the target service unit to publish first routing information
according to configuration information of a first service unit for a first load balancing
task, so as to replace the first service unit to provide a traffic distribution service for

the first load balancing task.

24, An electronic device comprising: a memory and a processor, wherein:
the memory is used to store a program;

the processor is coupled with the memory, and is configured to execute the program

stored in the memory for:

obtaining configuration information of a first service unit for a first load
balancing task; and

publishing first routing information according to the configuration
information, so as to replace the first service unit to provide a traffic distribution

service for the first load balancing task.

25. A service unit switching method comprising:
determining a target service unit; and

triggering a target service unit to publish first routing information according to

configuration information of a first service unit for a first task, so as to replace the first

service unit to provide services for the first task.

26. An electronic device comprising: a memory and a processor, wherein:
the memory is used to store a program;

the processor is coupled with the memory, and is configured to execute the program
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stored in the memory for:
determining a target service unit; and
triggering a target service unit to publish first routing information according
to configuration information of a first service unit for a first task, so as to replace the

first service unit to provide services for the first task.

27. A service unit switching method comprising:
obtaining configuration information of a first service unit for a first task; and
publishing first routing information according to the configuration information, so as

to replace the first service unit to provide services for the first task.

28. An electronic device comprising: a memory and a processor, wherein:
the memory is used to store a program;
the processor is coupled with the memory, and is configured to execute the program
stored in the memory for:
obtaining configuration information of a first service unit for a first task; and
publishing first routing information according to the configuration

information, so as to replace the first service unit to provide services for the first task.
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