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CLAIMS

What is claimed is:

1. A node in a network, comprising:

a meter configured to measure consumption of a resource comprising electricity, gas
or water, and configured to generate encrypted data representing consumption of the
resource and to record the encrypted data in a memory device located externally to a
microcontroller unit;

a first cache, located within the microcontroller unit, and configured to store a block
of the encrypted data obtained from the memory device;

a decryption engine, located within the microcontroller unit, and configured to obtain
the block of the encrypted data from the first cache and to decrypt the block of the
encrypted data, thereby producing a block of decrypted data;

a second cache, located within the microcontroller unit, and configured to receive the
block of decrypted data from the decryption engine;

an address alignment module configured to receive input from a program counter
within the microcontroller unit and to calculate an offset pointer to a particular word in the
block of decrypted data within the second cache;

an address generator configured to receive input from the address alignment module
and to indicate a block of memory in the memory device to be loaded into the first cache;
and

an application having program statements configured for operation on the
microcontroller unit, the program statements being stored on the external memory in
encrypted form and being executed in decrypted form in an order indicated by the offset

pointer.
2. The node of claim 1, wherein the address alignment module calculates the offset
pointer to the particular word based on a mapping of an address in the memory device

external to the microcontroller unit to a register in the second cache.

3. A node, comprising;:

a microcontroller;
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a memory device located external to the microcontroller and comprising encrypted
data and encrypted software program statements; and
a meter configured to measure consumption of a resource comprising electricity, gas
or water, and configured to generate the encrypted data, wherein the encrypted data
represents consumption of the resource;
wherein the microcontroller comprises:
a first cache configured to store N words of encrypted data obtained from a
memory device external to the processing device;
a decryption engine configured to obtain the N words of encrypted data from the
first cache and to decrypt the N words;
a second cache, configured to receive the N words of decrypted data from the
decryption engine; and
an address alignment and generator module, configured to:
receive input from a program counter and to calculate an offset pointer to a
particular word of the N words of decrypted data within the second cache; and
indicate N words of encrypted data in the memory device external to the

processing device to be loaded into the first cache.

4. The node of claim 3, wherein the address alignment and generator module
translates the input from the program counter, which indicates a word from a particular

location in external memory, into an offset to a register in the second cache.

5. The node of claim 3, wherein the address alignment and generator module is
additionally configured to:

increment the offset pointer in response to input from the program counter, wherein
the offset pointer points to a decrypted word of data for transmission to the instruction

register.

6. The node of claim 3, wherein:
calculating the offset pointer includes translating an address, the address originally
indicating a location in the memory device external to the processing device, to indicate

a register in the second cache; and
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indicating N words of encrypted data in the memory device includes mapping an
address obtained from the program counter to indicate a block of memory in the external

memory device.

7. The node of claim 3, wherein:

the address alignment and generator module signals the decryption engine to overwrite
the second cache with newly decrypted data; and

the offset pointer is reset when decrypted data from the decryption engine overwrites

the second cache.

8. The node of claim 3, wherein address alignment and generator module is
additionally configured to:
adapt address buses of different widths; and

notify the first cache when it is time to read the data bus.

9. The node of claim 3, additionally comprising;:
a first clock configured to send a signal to the decryption engine; and
a second clock configured to send a signal to the instruction register and the program

counter.

10. The node of claim 3, wherein:
the first cache contains one block of encrypted data;
the decryption engine contains one block of data in the process of decryption; and

the second cache contains one block of decrypted data.

11. A method in a processor of executing encrypted code from an external memory,
comprising:

receiving, from a meter, encrypted meter data representing consumption of a resource
comprising electricity, gas or water;

recording the encrypted meter data in a memory device located externally to a
microcontroller unit;

fetching a first block of encrypted program statements from the external memory;

storing the fetched block of encrypted program statements in a first cache memory;
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decrypting one or more encrypted program statements obtained from the first cache
memory;

storing the decrypted program statements in a second cache memory;

receiving an address from a program counter, the address indicating a next statement
from among the stored decrypted program statements to be executed by a microcontroller;

accessing the encrypted meter data by execution of statements indicated by the
program counter;

calculating an offset to a decrypted program statement in the second cache memory,
the calculating comprising incrementing an offset pointer;

calculating an address of a second block of program statements in the external
memory based at least in part on an address of the first block of program statements; and

fetching the second block of encrypted program statements from the external memory
to provide executable statements for execution after a last decrypted program statement in

the second cache memory.

12. The method of claim 11, wherein fetching the block of encrypted program
statements from the external memory is in response to completing the decrypting of a

previous block of encrypted program statements.

13. The method of claim 11, wherein decrypting the program statements comprises
decrypting the program statements using a decryption engine configured in hardware for

AES decryption.

14. The method of claim 13, wherein decrypting the program statements comprises
receiving a clock signal at the decryption engine that is faster than a clock signal

provided to the program counter.
15. The method of claim 11, additionally comprising calculating an offset to a word
in the second cache memory, the offset based on the address received from the program

counter.

16. The method of claim 11, additionally comprising calculating an address in the

external memory associated with the address received from the program counter, wherein

22



10

15

20

25

30

the calculating comprises determining a block of data in the external memory that follows

a block of data in the external memory that was most recently fetched.

17. The method of claim 11, wherein fetching the block of encrypted program
statements and decrypting the program statements obtained from the first cache memory

are performed simultaneously.

18. The method of claim 11, additionally comprising:

fetching the second block of encrypted program statements from the external memory
after the offset pointer has pointed to each register in the second cache memory; and

resetting the offset pointer to point at a first register in response to an increment of the

offset pointer when the offset pointer is pointing to the last register.

19. A method of executing encrypted code from an external memory, comprising:

fetching a block of encrypted data from the external memory;

storing the fetched block of encrypted data in a first cache memory;

decrypting data obtained from the first cache memory, wherein decrypting the data
comprises decrypting the data using a decryption engine configured in hardware for AES
decryption, and wherein decrypting the data comprises receiving a clock signal at the
decryption engine that is faster than a clock signal provided to a program counter;

storing the decrypted data in a second cache memory;

receiving an address from the program counter, the address indicating a next statement
to be executed by a micro-controller;

calculating an offset to a word in the second cache memory, the offset based on the
address received from the program counter;

providing the word indicated by the offset to an instruction register;

calculating an address in the external memory associated with the address received
from the program counter; and

fetching a second block of encrypted data from the external memory, the second block

of encrypted data being associated with the calculated address.
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CLAIMS

What 1s claimed is:

1. Anode in a network, comprising:

a meter configured to generate encrypted data representing colls_p-f'i/;[)ti011
of a resource and to record the encrypted data in a memory (Ie};frrf:a located
externally to a microcontroller unit; ) |

a first cache, located within the microcontroller Llllj!,./'ﬁ/]-.l(l configured to
store a block of encrypted data obtained from the mcnw;y'faevice;

/

a decryption engine, located within the /}1’?1(:1‘0001111‘0}Icr unit, and
configured to obtain the block of encrypted da}}ﬁf‘fro1n the first cache and to
decrypt the block of encrypted data, therelg,y"ﬁi)roducing a block of decrypted
data;

a second cache, located withn’_p"ﬁle microcontroller unit, and configured
to receive the block of decwpted__.,dﬁ;a from the decryption engine;

an address alignmcn1/_1-"'/;nodule configured to receive input from a

/
program counter within;_.ﬂ:{c microcontroller unit and to calculate an offset
pointer to a pal'tiCLllz-l}'.f"i;ff)t-(l in the block of decrypted data within the second
cache; ’

an adc}l}-{i;s generator configured to receive input from the address
alignment_,ﬁbduIe and to indicate a block of memory in the memory device to

be loaglé'd into the first cache; and

an application having program statements configured for operation on

/the microcontroller unit, the program statements being stored on the external

memory in encrypted form and being executed in decrypted form in an order

indicated by the offset pointer.
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2. The node of claim 1, wherein the address alignment module
calculates the offset pointer to the particular word based on a mapping of an
address in the memory device external to the microcontroller unit to a register

in the second cache.

3. A processing device, comprising:
a first cache configured to store N words of encrypted da_tf[’fobtained
from a memory device external to the processing device;
a decryption engine configured to obtain the N wordg_,(ﬂ% encrypted data
10 from the first cache and to decrypt the N words; ;
a second cache, configured to receive the N_I_w;)rds of decrypted data
from the decryption engine; x
an address alignment and generator moghﬂc, configured to:
receive input from a progra1u"éounter and to calculate an offset
15 pointer to a particular word of t];e"'i\l words of decrypted data within the
second cache; and ;
indicate N wnl'dg,.-""gf encrypted data in the memory device

external to the proces_s.i'ﬁ g device to be loaded into the first cache.

20 4.  The procgssing device of claim 3, wherein the address alignment
and generator module translates the input from the program counter, which
indicates a wq[r('ll from a particular location in external memory, into an offset to

a register in'the second cache.
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5. The processing device of claim 3, wherein the address alignment
and generator module is additionally configured to:

increment the offset pointer in response to input from the pl'Oj_;gE‘I'lll.:'l
counter, wherein the offset pointer points to a decrypted word of le'[l for

S transmission to the instruction register.

6.  The processing device of claim 3, wherein: y
calculating the offset pointer includes translating ;1'lly'i:ddress, the address
originally indicating a location in the memory device g;)ﬁli_mal to the processing
10 device, to indicate a register in the second cache; :11}(1“.3
y;
indicating N words of encrypted data __i,ﬁf the memory device includes

mapping an address obtained from the progl’mn counter to indicate a block of

memory in the external memory device._,--"'

/

15 7. The processing dcvi_gx:{)f claim 3, wherein:
the address a.lignmen__:,t-"':z.ind generator module signals the decryption
engine to overwrite the sc_pt')/;ui cache with newly decrypted data; and
the offset pOil]_,térl; is reset when decrypted data from the decryption

engine overwrites thie second cache.

20
8. __."I""..ilw processing device of claim 3, wherein address alignment and
generalog"hlodule is additionally configured to:
__...-f-"'r;ddapt address buses of different widths; and
, . notify the first cache when it is time to read the data bus.
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9.  The processing device of claim 3, additionally comprising:
a clock configured to send a signal to the decryption engine; and
a second clock to send a signal to the instruction register and the

program counter.

10. The processing device of claim 3, wherein:

the first cache contains one block of encrypted data;

the decryption engine contains one block of data il_n"""the process of
decryption; and

/

10 the second cache contains one block of decrypted"data.

11. A method of executing encrypted uﬁde from an external memory,
comprising: :
fetching a block of encrypted datq___,.f':%_m the external memory;
15 storing the fetched block of en__gf";pted data in a first cache memory;
decrypting data obtained ﬂmn the first cache memory;
storing the decrypted dgtﬁxin a second cache memory;
receiving an addre&;s’%rom a program counter, the address indicating a
next statement to be ex_er(':{lled by a microcontroller;
20 calculating a{__l.z"/(.)ffset to a word in the second cache memory, the offset
based on the ﬂdglréss received from the program counter;
p:‘uvi[___j-'f'i;g the word indicated by the offset to an instruction register;
c:l_](illlluting an address in the external memory associated with the
addregs I'.received from the program counter; and
25 /' fetching a second block of encrypted data, the second block being

/associated with the calculated address.
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12. The method of claim 11, wherein fetching the block of encrypted
data from the external memory is in response to:
completing the decrypting of the data; and

incrementing the offset to the last word in the second cache.

13.  The method of claim 11, wherein decrypting the data cg_m’% prises:
decrypting the data using a decryption engine cnnfigmj_e’a in hardware
for AES decryption.
/
14.  The method of claim 13, wherein decrygt'fhg the data comprises:

receiving a clock signal at the decryptign'ﬂ engine that is faster than a

clock signal provided to the program countcy,-""

15.  The method of claim 1 1',/ Af»;f;herein calculating the offset to the word
in the second cache memory conu}'i{scs:

incrementing an OH'SE!E_:ﬁ;)thCI‘ to indicate the word contained within the
second cache, wherein l}i_;;éxl.incrementing is based on action by the program

counter.

16. Thé method of claim 11, wherein calculating the address m the
external mémory associated with the address received from the program
countey/comprises:

determining a block of data in the external memory that follows a block

,0f data in the external memory that was most recently fetched.

P
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17. The method of claim 11, wherein:
fetching the block of encrypted data, decrypting the data obtained from
the first cache memory and providing the word indicated by the offset are

performed simultaneously.

18. The method of claim 11, wherein:
calculating the offset to the word in the second cache lnen_'_mﬁ";/ comprises
incrementing an offset pointer by one register; and '-
calculating the address in the external memory {;upﬂ;rises calculating an
10 address of a block of data in the external memory _L-fiél. includes the address

received from the program counter.

19. The method of claim 11, wl}e'i:ein fetching the second block of
encrypted data comprises: -
15 fetching the second block ;;f’t;:r an offset pointer has pointed to a last

word in the second cache.

20. The metho'(_j-’gf claim 11, wherein fetching the second block of
encrypted data com[__)__rf;es:
20 fetching “1(. second block after an offset pointer has pointed to each
register im 1.]1_0- second cache; and
msetﬁng the offset pointer to point at a first register in response to an
incret_m:..nt of the offset pointer when the offset point is pomting to the last
1‘Qgilétel‘.
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