wo 2015/013522 A1 [N 0O 0 0O

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(10) International Publication Number

WO 2015/013522 Al

29 January 2015 (29.01.2015) WIPO I PCT

(51) International Patent Classification: (74) Agents: DAVE, Urmil V. et al.; Kilpatrick Townsend &
G060 20/40 (2012.01) HO04L 9/32 (2006.01) Stockton LLP, Two Embarcadero Center, 8th Floor, San
HO4W 12/06 (2009.01) Francisco, California 94111 (US).

(21) International Application Number: (81) Designated States (uniess otherwise indicated, for every

PCT/US2014/048038 kind of national protection available). AE, AG, AL, AM,

. . AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,

(22) International Filing Date: BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
24 July 2014 (24.07.2014) DO, DZ. EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,

(25) Filing Language: English HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,

(26) Publication Language: English MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,

(30) Priority Data: OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
61/858,087 24 July 2013 (24.07.2013) Us SC, 8D, SE, 8G, SK, SL. SM, ST, 8V, SY, TH, TJ, T™,
61/863,863 8 August 2013 (08.08.2013) US IN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM,
61/935036 3 February 2014 (03.02.2014) Us ZW.

(71) Applicant: VISA INTERNATIONAL SERVICE ASSO- (84) Designated States (unless otherwise indicated, fO}" every
CIATION [US/US]; P.O. Box 8999, San Francisco, Cali- kind of regional protection available): ARIPO (BW, GH,
fornia 94128 (US). GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,

UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,

(72) Inventors: DILL, Matthew; 1860 Quail Court, St. Helena, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
California 94571  (US). LAXMINARAYANAN, EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
Prasanna; 3059 Enfield Street, San Ramon, California MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
94582 (US). POWELL, Glenn; 47830 Maya Street, Fre- TR), OAPI (BF, BJ, CF, CG, CL, CM, GA, GN, GQ, GW,
mont, California 94539 (US). SHEETS, John, F.; 915 KM, ML, MR, NE, SN, TD, TG).

Elizabeth Street, San Francisco, California 94114 (US). Published:

with international search report (Art. 21(3))

(54) Title: SYSTEMS AND METHODS FOR COMMUNICATING RISK USING TOKEN ASSURANCE DATA

ry

4, PAYMENT PROCESSING

/4 NETWORK 0B0
[

LA
LOEPDE 4
" APPROVE [DECLINE
ca4 O I0E(
TR0
'EXC DATE
+ TOKEN ASSURANCE LEVEL

FIG. 4A

+ APPROVE / DECLINE

<

+ APPROVE / DECLINE

M0
TOKEN TOKENVAULT/ | [TOKEN PROCESSING | [PAYMENT PROCESSING ISSUER
REQUESTOR REGISTRY SERVER COMPUTER | | NETWORK COMPUTER COMPUTER
2000 2028 160 170
L T T T
TOKENREQUEST | 1A 11, CV2 CHECK |
“PAN 402 I paN i i
+EXP.DATE I EfP DATE !
“EUCADDRESS PR B AL
+POSTAL CODE h |+ APPROVE /DECLINE
JTOKENREQUESTORID 1! i
! /25 2 AVSCRECK (CONDITIONAL) N !
PN T P
! EYP DATE ! VEXP DATE
1 +ELLL ADDRESS i +FULL ADDRESS
UWPOSTALCODE 2D POSTALCODE - 2C
v I+ APPROVE /DECLINE + APPROVE  DECLINE
i 3A 3. ZERO DOLLAR AUTHORZATION | 3B R
I PAN | PN
1ol DATE ! +EXP. DATE
! /0! COMDCNIOR 50
i i
] ]
1 1
] ]

Bt R S e

(57) Abstract: Systems and methods for communicating risk using token assurance data are provided. A network token system
provides a platform that can be leveraged by external entities (e.g., third party wallets, e-commerce merchants, payment enablers /
payment service providers, etc.) or internal payment processing network systems that have the need to use the tokens to facilitate
payment transactions. An authorization request message can include a token assurance level code that is indicative of a token assur-
ance level associated with a generated token. External or internal entities may use the token assurance level to evaluate risk associ -
ated with a payment transaction that uses the token.



