10

15

WD 2005/ 111922 PCT/ AU2005/ 000070 -1 PHARMACEUTI CAL
PRODUCT TRACKI NG FIELD OF THE | NVENTI ON The present

wo mosniivon broadly relates to a nmethod and appECEAU005/000070
for the protection of products and security docunents
usi ng machi ne readabl e tags dLsposed on or in a
surface of the product or security docunent. 5

nave been 111 e By PRGERBR S TERRERINGS) O

the present application: HYN HYS The di scl osures of

Flﬁmgemlmﬂirm appl i cations are incorpor at ed herein
ref erence. i catiqns, have

R

Top PR Gy PTERE  § P AR A ST oL gyt pd secury
dodygers g mackine ceagubletegt disposed On grar & wpe ptthagoedag pt secwityi dogument.

nunber, once assi gned. CROSS- REFERENCES Vari ous

met hods stens and apparatus relating to the present
Q- H%W%#%#EAH% osed in the fol |l owing US
The folip@nghpplgatippiavcizen ersbyalrdipglicam sigdltapedudy wvish the presdntlapplication:

the applicant or assigpag of the ppgggent invention.

The 15 di sclosures of all of these US co-pending

applications and granted patents are incorporated
Thé@iscdRisitesty these 06 pendih@dpplioativh@are Mcordated hereit Oy B&4n&S The above
PGl s d i o ARG nogg e [ o s o
°°11€GP°]!9§%3APB'§P"“PGP9‘H@T 9uce aSS‘EEﬁd949 294 10/ 727,181 10/

727,162 10/ 727,163 10/ 727,245 10/ 727,204 10/ 727, 233

10/ 727,280 10/ 727,157 10/ 727,178 10/ 727,210 10/ 727, 257
CROYSREFERENCES/ 727, 251 10/ 727,159 10/ 727, 180
Vagigls %%&0&57%“%9! %EZ p]m%gls ;e%u? tz tl?e S&Q{nz&ﬁoééédxéc%‘?dﬂ tl'ﬂ:@é-llowmg Us

10/ 727, 198 10/ 727 158 10/ % 10/ 754, 938 %0/ 727, 227
co-fmdhpg?ppj}@(tjortf@pcbgameflﬁtentiﬁ le @14t & app 1<iaet/<§ gﬁlggezz) the present invention. The
disd1oduss 41 AIBB tht @/ 18beb-péling 1Pp | BEnSD3 gbtBitknts @ idc0pB5dd bd&n by cross-
refh 854, 510 10/ 854, 496 10/ 854, 497 10/ 854, 495 10/ 854, 498

10/ 854,511 10/854,512 10/854,525 10/ 854, 526

6,750 854, kg4 38V 8pECOO® 10/ 87500 10{@Bd 5515 10¢/86416066,805419

4, / 854 10/ 8 4 10/ 489 1 490
A RS R9mat0) SoidR 10/ B0dyd9e 10LARAH09 105ARAH P rnmussn
10/1?@7@54 BP72718) 854/ B2A6210/ SBN2EX3 10/®B424614 100/8340451910/727,233
10Hb7Té%86Uﬁ)/t9/1§5754 14)9197 13/ 85440701.21h0/ 8572508y 10/ 87298  10/727,251

od8hrse, BRATIR 758t 101 T AR ORGP Sheg 107

10/727,1928, 9727168 7218/75"8513610/ TRE5T8B 101072820725 100/72286B4210/934,720

10/139456?8 85438 720R/9¢8ks 10/ yifeBa 4579 10485 33@3189 101854504 10/854,509
, 204 10/ 773, 198 10/ 773,199 10/ 773 10/ 7

10/%‘&5;‘?3 U844 7798389710/ 7PE5AEE 10/975P% &396 169/3/57@“&8610/854512
108,523 3, P45 779838516 10/ 07&34,9B2 100/84307.97 10/854,515  10/854,506
10/%8 52?'7}2 %8%54%% ;;@/8%%‘719410/ 7170%539879 1040735343038 1%/354%9219410/854 491
1085458, 918385957, 8(45%, 6501088955% 150057 428°/§5§§‘4 10/854,519
PLO®I6HES, 101854400 4010/824,2110/ 8MoRs62H 101BB,5624  10/854,518  10/854,517

10} OLBES, 97Re 85/ 51753826500, PERRY/ Lidnk R O 3380  romsses

10/728 970  10/728, 784 10/728,783 10/728,925 10/728,842 10/728,803  10/728,780
10/728,779  10/773,189  10/773,204 10/773,198 10/773,199 10/773,190  10/773,201
10/773,191  10/773,183 10/773,195 10/773,196 10/773,186 10/773,200  10/773,185
10/773,192  10/773,197  10/773,203 10/773,187 10/773,202 10/773,188  10/773,194
10/773,193  10/773,184 6,746,105 6,623,101 6,406,129 6,505,916 6,457,809

6,550,895 6,457,812 6,428,133 09/575,141 10/407,212 10/815,625 10/815,624

10/815,628  09/517,539  6566,858 09/112,762 6,331,946 6,246,970 6,442,525



WD 2005/ 111922 PCT/ AU2005/ 000070 -2 09/517, 384
09/ 505, 951 6, 374, 354 09/517, 608 09/ 505, 147 6, 757, 832

W@ 283411090 6, 745,3 31 09/517, 541 10/ 203, 559 18¢RAB2®4000070
10/ 203, 564 10/ 636, 263 10/ 63, 6283 10/ 866, 608
10/ 902, 889 10/ 902, 883 10/ 940, 653 10/ 942, 858 10/ 409, 876
10/ 409, 848 10/ 409, 845 09/ 57'52'197 09/ 575, 195

o 1S 08,8 0 SHR 5 B B e

6,70973608, @707,509/ 39303182 09/197283,3406 610820856474 NW@QQNUS 10/63,6233

10/@&/6@3 5, %)89329@/ 5716/9(1283@36 6811;/9%553 6, /A2 489 6, 60420 10/409,848

/ /
7 s e SHER0s. 7ot 00, (ISR 06, RRTSHRY osmsss
09/6, BT 5, 19225,6657 25,9869 00/ BDS9BA3 0NWBTE1T95 088BEM 598)9/608,970

0938 893, dfkas P 69318644 09/ AdhlaoBRaiD o4 15394 Q73186 6,681,045
09/ 607, 843709/ 693, 690 09/ 607, 605 09/ 608,178 09/ 609

660819809, 253480/ 689/69349° 09/BERHZ2 06758 181 G5 091575 145
09/6@1,6622, 4.914,580/ 7316896 10/ 20695212 6, WI3.081 100295,1823 6,720,985

09/%%3%1 @éﬁé %%; %%/6@7%6 ) Ofo%xe??@_?lol ézbg %?%5%069?% 8909 09/721,894

09/6Q54839 1, ¢¥EP3.4%) 2 PPI6BHES 10/ 208 7B 10992@2 SB18 107992357 09/609,149
09/608029, 38/576,18114,00/782, 64 644, 194/21,896609104183,58, 6516 BikD61 10/291,523

R SR G e

102905781 WRPLIY) 2092856110/ J0ROBFB 1010291.5825 18)/29981%58610/1291,576
6,82048391, 823 618/ 2%leal B4 10/62@)33,65.53 1064%%9 511 10/291,555  10/291,510

R E3L B 1Y 2o 010! CRopes 10(6RT5883 10088350 0091 0
10291,831, PED1,5% 884288821 10/ 9A3LP5 10VIA386938 10291822  10/291,524
10/&91/ 843, 87401 30/ 9438175510/ Obbo0dA 10{HPek3 5242 104/8644894310/685,455

ORBIH SRR SURHPAL 7 RS 8 AR oL A ASES oo 2

10/803/878 2 UB)/NMPAISE 3 US/IMRETH 84 US 0/9MRSVE8 5 UB)/NMPAAAE 6 US 1 A D8 US10/944,043

1oblf’9°éb§8uﬁ)/&9/s5775 1hdgs $19/ 5751’0;"9551%9/ 6QPa%3ds OINBRY75844 NPAl176US
457, 883 09/ 693, 593 10/ 743 NPBQO OQUS 09/ 928, 055

NP@@F%"? NBA178EY, JHA I 1B 09/@‘%“71 B‘é% 0YP47Ugg NPAIBIUS  NPAIS4US
NFO9SHR5, mlseugsmmqmm/ 579 AIBUS, 7688373993 1009016,1329 09/609,232

0,1 /9 0/ 9
°9é ”%8 g%séQ 50%03 514 81(3221]6&3‘8%};i glgg%@g{%él\lgg?%%%ﬁ 09/927,684

09928, 983 %9}7&#3'1\/010@(9%7 ¥9549. @@é’“%PNO@Z*EﬁS%g/ 5789/i7é?5° 6,789,191
10000{129 , 99(6906,15’)91 19843, ©8439, 00383 650760Nmi(91009/ 57BPROBUS 6,644,642

s RI5e” TRPORL | EddR, O D O Zibatih 00l SBytRDs  6se0oms

NRYOPAISD 9%5251857/ 17517288% 10/ 20P1884 1069977024 6,760,119 09/575,198
09491 291, bskR2 18 2%1826547 10/ 6530027 1066595026 10/8&3}he 2426,831,682

6B o B R 30 Ib o5, 799457005 SR Rppcibig e 10291724

103 0 USR535 1 US/6RRI06 2 USI 01659.689, 020783034593, 3¢/484,885  10/884,883
101981, 55159 é(g 94&(2) 04 g%ﬁ%%%gg@%&@%g /6?:1?’1?03?[257667261*9637743 10/965,933
W@@?@’%z mmg@; é%‘gpééﬁa 79‘%‘2"%33}’509/ @%93%78 6. @é‘“ggé 09/575,174
6,82063901, 823,888 763,82.87010/ 2947387 10/ £.988,98D3 6, ¥9722995 6,788,293
09494 2af4, 837 560/ 783789 09/693,514 6,792,165 09/722,088 6,795,593

10/291,823 6,768,821 10/291,366 10/291,503 6,797,895 10/274,817  10/782,894
10/782,895  10/778,056  10/778,058 10/778,060 10/778,059 10/778,063  10/778,062
10/778,061  10/778,057  10/846,895 10/917,,468 10/917,467 10/917,466  10/917,465
10/917,356  10/948,169  10/948,253 10/948,157 10/917,436 10/943,856  10/919,379

10/943,843  10/943,878  10/943,849 NPS086US 09/575,154 09/575,129 6,830,196



10

15

10/ 782,895 10/ 778, 056 10/778,058 10/ 778,060 10/778, 059
10/ 778,063 10/ 778,062 10/778,061 10/778, 057
wa o84 619895 10/ 917468 10/ 917,467 10/ 917, 466 18¢'DAU02006600070
10/ 917, 356 10/ 948, 169 10/ 948, 253 10/ 948, 157 10/ 917, 436
10/ 943, 856 10/919, 379 10/943, 843 10/ 943, 878

10/ 943, 849 NPSB6US 09/ 575, 154 09/ 575, 129 6 830, 196 WO

003 Eis 1t s AMERES) 0000 SRR{SIS® wympie, | grsomsn

10291788 78166,949/ 21766345 6, 76W9/2947156, 76362994@ 10/ 2@?191?@05 10/409,864
1036Y,3391, frfo A8y 29D/8668%410/ 45864 136831358 10/853,782  10/893,372

oy s §0:380 005 o/ Qe e, Ve, NFiod PAurrossus

NPT (049893, WBEDSOWST 0 ARVBONPE 04 71089AIPE04 SNBVOGYPT 04 ONBW004US  10/492,154
NPWRORARD Ukp/ 90 1 U/6864692, Loy NEWOB14m 1 DI04 URpwo13us  10/919,261

it S5 PoBIon 18] 039 bsh 10 PRIGRD OoPbs Tag 0957so

109,85, 182104/ 571922153809/ S4B6.3F0 091@2P537771 09Y/2T54816110/291,714

10/3.»91/5%91 7012@1!;91/ 29113/25@3410/ 21%9537% 6, {04 887 104827 100291,545
291,544 10/ 291, 541

714 10/
10/%2)‘,55291 5%47%5/ 291f79$37§‘010/ DOPAQen8 1 ONBYHIYS 37 16Pd$6 54510/428,823
107,391, 58 5,621/ 9110/835&@ 210/ 9bB,1 3610 101(&1663'68 NRX04,688S  10/815,640
1081898, 16puARA280R 7360410/ S99 1036821 10 BLBS 1 20m1s0
, 630710/ 8 637 10/ 8 638 10/ 815, 640
10/§b5/68‘15 BY8 5.3y 81@/86%@‘10/ sli)é“%ﬁ% 101966618 1HY/H154%39 0/815.646
10805,6815, 6036 5,480 8119/8651415 10/ B18D5,634 1(/€3633632 10/815,619  10/815,616

oblie: BRshd) o0 888010) oPBRGE 10/ HEeRIS (HIBgsgemse

1080y.@15, B1Y5.68 819/363€2 10/@18556224 10/ 815, 636

10/ 815, 649 10/815, 609 10/815, 627 10/ 815, 626 10/ 815, 610
Sorpe) ppliegtign as pesnglisied 2§°°f€f/"8‘TBe’%é‘?selﬁ'ﬁ'é’fsepge%w%rf’@p“ca""“ number are
knappl i cati on has been listed by docket nunbers, these

will be replace when application nunber are known.
BW@@N&D PHARMACEUTI CAL COUNTERFEI TI NG 5 The

har maceutical industry is large, and it has conti nued
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perspective esignin el r national policies.
intepppesyith cnegrpsfey Pybligderith g s Efgétly ance gl obal industry
interests with concerns for public health and safety.
In this ebvirosmeantiére 9 A AR to iinpreveaedusty af theyhamiaceutioaisugplyechain through:
security of the pharmaceutical supply chain through:
15 d Globd! trade sgdwlation gudugh Insrational Fragh AgresmentndTADNnal
Trade m{e&%ﬁ@ﬂ&ﬁ) éxlpMe through patent activity, and

e  Concerns for public health and safety.

Global trade is regulated through ITAs and involves many public agencies pursuing multiple goals that relate

to public health, industry and trade regulation, and security policies. The World Trade Organization (WTO) is
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Protection of R&D expenditure through patent activity,
and Concerns for public health and safety. d obal
wo ea@da119%2 r egul at ed t hrough |1 TAs and i nvol ves PEIXU2005/000070
publ i c agencies pursuing nmultiple goals that relate
to public health, industry angd trade regul ati on, and
security policies. The Wrld Trade Organi zati on (WO
there?ore Jg?t oPehcﬁl tlilél 1a%}2 érlgapn%{léze{gzrg\g% éo%)e%%gn of spec!t]ilg éngerrrgesér’] tto tﬂegaﬁatlrmaceutical
mdsmm fic inter est to the pharnmaceuti cal i ndustry. The

foll ow ng Agreenents highlight sone of the WO s key
Thé foﬂ@lﬁng RGLHmeRETEHIiBht REWY df i M@ Citel Grade R@uivédentt REW influencing the way the

tical 1ndystry is organized. 5 Agreenent on
ph%“ilcé‘g’c%f“%ﬁp?"sc’rﬁanﬁﬂ#e rules of origin are the criteria

needed to determ ne the national origin of a product,

. Agreerdent dreRplea pieOrigéne Ehegales,of pugimye the griseriggreqdad,to letermipg the @ttiopa) origin of a

produdt,fafd tﬁé’}ftaredie&%b'm&@ta Bdods MBS wbgaest 16l gipreral UR@imidforyt hdiukes depending
cr| teria needed to

on g'&r grr‘gllﬂ ﬁ% 22 a"f tﬁ%%i“trr]% geegerdé%l &YW 11 receive
npStW]Ia?\(n?Er?eq V@@Jc{s%l Itege%hgﬁ ri‘z;vorgﬁ neﬁgﬁe&egﬁn%m a)l' ferentlal treatment,

treat enent nmeasures an nstrunents

of éwml@plamenp@ww agmplema@tsaﬁ FomeRIGiP Poligy ehak fsaati-gimping duties and
10 %ﬁégagga{egmggeasur es, Trade statistics, Labeling

and |cket| ng requirements, and Procedures for

gOv rHREHEST ocur enent . Agreenent on Inport Licensing

P¥ odebllingsd tidkedngagniesrmantndn i nport |icensing

Pl oq,g&g([uggfo;%g%% roc]nﬁe{nglgver nments to publish

sufficren ormatt or traders to know how and why

countries sho ptro
SOFURT SO ST RO B APES ' B ReH i ALF Seehyae wrante. I
alsp d@ode e sounPieeshbilpmeftthe WED ebdn iy uAgdleemntnporﬂlheasmg procedures, or
chglggéxgggép%ggdu;epat apply to governnents which use

pres hi pment inspections include: 20

Non-di scrim nati on, Transparency,. Protection oL )

Presiippen Lrpcat frieamrEsThe eRlgtingg tﬁ?in*‘vpp‘y AT NG which use preshipment
inspeetigadmondbl e del ay, The use of specific guidelines

for conducting price verification, and 25 Avoiding

confNopdlisgrimgfiatipmt er est by t he i nspecti on agenci es.

Agr e@;ﬁgﬂyen&n Trade- Rel ated Aspects of Intellectual

Propert ghts, .Including Trade in Counterfeit Goods:

The Péﬁ é@‘r?éﬁ‘i“ﬁ?eé%ﬁ‘fﬂniség‘f‘i"ﬂ%i‘f’nw dely varying standards

I8 tmldmgoﬁr&@dnhmade&ad enforcenment of intellectual

pr 0 L t% o{: 9chtIc guld%ll-m%s for ccaxllﬁa&ln%?rlcr veﬁlté' gatlartléga‘xﬁdla lngf \rMa{fEWOF k

|nt mamgmalctspfmd@stbnthcmsm‘tten ﬁgnmesgoods has been a

growi ng source of tension in international econom
Agrgmenp prafrederRelatet fepegth ef\/welaptes! St wgivsRighis Ingluding rede iy CP'éwrfe't Goods:
The bagrtdiRntWedgnized igewiaély Sdrgihditoidtdsain dhel @grediiad afdyenforcement of intellectual

prorpg ”hgh%m’rﬂé Tc'ack g%N a multilateral framework of principles, rules and disciplines dealing with

 Aghddfent 1oh ERHEP L@Ergmg [ @hles: IThe \g@ééﬂ@ntd&ﬁ frﬁﬂop BifePY procedures requires

international trade in counterfeit goods has been a growing source of tension in international economic

relations.

The above WTO provisions are just a few of the wide range of statutory and regulatory requirements now
governing the international and domestic trade behaviour of the pharmaceutical industry. They also highlight

the impending regulatory and statutory pressures likely to mandate the use of unique item identification.
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governing the international and donestic trade

behavi our of the pharnmaceutical industry. They al so
woembhighr the i npending regul atory and st at uR@I/xU2005/000070

pressures likely to nandate the use of unique item

identification. WO 2005/111922 PCT/ AU2005/ 000070 -5

An additional area that has &a Mays been of particular

pcern t he | nternat | unt er f.e
An £ étroineil arS?]t?)at%ils A’l&sf@rs be en %’? cuﬁa(r: (I;Oél(éeé’n tﬂq‘]le g{}%m tlo a Antrt%ounte{feltmg Coalition
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to RBESHRAh aB(h{a?e@yt iver Be RiPAlch dBBleldbr 21 ‘gas‘f’ afo8kats, tl'@l)(@@ s concerns with

t he he| awar eness of .t he r
resli)eﬂtc&pgbh ggF%Ssa%\\gtnﬁk %avg é)ﬂlé étlcreflsaﬁ) %%? e%mﬁt)é%d% tﬁorgllt]eafe it drugs account
for senfpercynt pfi adlkpharinaoe@icas layd @fmseela%e@ntalmmlurwﬂeets twith 60% having no
actf;'Q lﬂ'@eﬁ%ﬁt? bl alld&ﬁﬁgﬁroﬁ&ﬁ&u&tco&teﬁ@ﬁ O/EJ] caqq{sg &ks ﬂéh Qsl éO% in developing

pharmaceuti cal s, of these 16% contain the wong
coynfyigs edi ent s, wi t h 60@6havrng no active ingredients at
all. That proportion of counterfeit drugs can rise to

In gigitibn g hsigsthGRonarputheliedustyi a3 g means thrhisd fewls, thepoguldhl ¢xiistrior terrorists to

use tge %’IH}QIOL Iaﬁthp Q%%ﬁ% hg‘élms of’] Qttééri et eﬂaﬁnp"l)e Wﬂ?mé Eounterfeit product
rais he potential exists for terroris

coni e DR S BT B SIERS 0TI g el s grmmized crime
ancaﬁexﬁ-(ﬁﬁtka,cmﬁ@ﬁn X e biEintelectadl ipmpértyghrowt MTraderhagk tisgse @atudtg counterfeiting,
and]'&e ﬁQJAI f%hﬂhé&eg cgg?oq gs){blﬁ h@ilt%h&‘ §a‘fe Iil’?océéﬁi Lr@ qm%t @écﬁt% fund more violent

Congr ess recogni ze e |ncreaS|n rol e of organi zed
ot @b 7 KB pflyxypof feprotish gragriatiops o criminal and counterfeiting
and thdr€ks h@cimpdd evidemRpRshiggest MitGinighxistr ademar k m suse and :
drug counterfeiting, and the threat that these pose

It sgcgﬁdf aSsﬁ%L l’loctedhl%%,l LH? th@l@% a ?%lﬁ'tcz}{lt O\P Fle&)cb%ﬁg& s@l%%tyggttc% 403 %gles raised by

nore Vi ol ent Ivitres have been
thet egh ki FiRgngthea brandl |pppkectign. ¢ Briy siPPRnob PesaiRie A8t the RRarmappigical industry to
eﬁ'&ﬁ{'dlﬂ Ahalessal Gbf €@ Werlutty fard $rhtfdgorotétﬂd1 doh@fre rdissd WansuBsdPptidg an automated
0suggest t hat nks.exist. 15 | | d. .

umgl]le 1gemb1%ent1{'1<{atlod] If%e reses to 1rﬁpa?ve tdﬁu authgnérc%%%iaai Itof llgecazalr%ﬁg aglvely monitor the
ph)@\?érﬂoargf@eﬁs\m@ntsmrqthﬁycuﬁmer ns and issues raised by

the need to strengthen brand protection. It is sinply
In Riew op Qr‘ééiihj@d ®r fhe ﬁ)thhﬁetﬂrbﬁﬁﬂHﬁﬁ@U& s ieElditbSinﬂ)brd’nd) protection concerns, it
beco]rcneste ggc%syagfn%c%)ﬁ% eer[ ns ar%o tlon 8f %pweﬁ‘ghegg%lgo)f{lea% keﬁ ca]%bllmes required to
1mm91\te@mztl kefficiengyiapdite ptOGeetrth seipivt aheip, @attraﬁrrnw@e e@eroritft authentication.

i mprove drug authentication, and to be able to
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Twe dipndingratal gople ofbroprarmessutise! ’P@Wﬁ%?fé!“é@?‘é 4nd ppplic spfgy. Toeaghieve these
goamr}alarel Uﬁlie@$tzfte@qthle rFsh tagd mdmmnaveatavegladté tef i&lﬂt@ir}e MGdyugh laws and
admmlatra ive %derst e51 aQoe r?tgﬁ ?xe ¥ntegrl%ﬁ ﬂﬁués t Eé%rbéa(ilfhe é)ﬂarmaceﬁahcg supply chain.
Impligityireth Ianglsalregadmentr@ws tepyiement ifyy drul @uthantigatien and the abibity to do track and
wralef aCk and trace, and product authentication

sol utions, there are also conplexities that need to be
Traﬁﬁ gnd nt;gce %{'mszté fouV\I% lon or nﬁerﬁ%ﬁ 8atgr9tasats tly%é glvmg maaufacnﬁrs distributors and
pharmfcées ¢ sysffmlcaenp@o éeteqheeeontrglcr:aweertenn&, Arag diMirieng argtnathereﬂmg

the FDA and individual states regulate the industry
Thé hﬁr&w@th) Ioa%ckam tracd A#abliitfel BISd inktQiucds (ﬂ&l‘cSncﬁﬁ?olf g pedieréeOFlorida recently

alﬁtﬁl naF onal d"] non Fy 1ng(r)ciuf;1¥g ﬁ]eélslatl\gsblrl gregt%ig{s}loy edf%e% f?r each drusg sold in the

Stateheltra)dzh th‘F Qt“rh&‘t 1oy ket pesome taenenttertherr is ¢ YTy autheneipity] aeaterit?n the risk of
and the ability to do track and trace. 30 Track and
trace fornms the foundation for inproved patient safety
by giving manufacturers, distributors and pharnmacies
a system c nethod to detect and contro
counterfeiting, drug diversions and m shandling. The
|ntroduct|on of track and trace capabllltles al so

S " T o T 1
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State. Although this bill has not yet becone law, its
intention is to verify authenticity and reduce the

WO 2@E/10022A0 2005/ 111922 PCT/ AU2005/ 000070 -6 PCT/AU2005/000070
counterfeit itenms entering the supply chain.
Specifically, the bill calls for the foll ow ng
pedi gree information to accoqf’fpany each drug through

cou%g{:ﬁitii%eﬁlg Ienté)'{n§ tgg %up?ﬁr E‘Ealélfv, S%ele I(Q..aglﬁ’t tgei%:‘lg ?agls % lﬁoélo%? gc%%’;ee ?nformation
to agenmipany|each drv raigh alBtegs efés suppliderimand addr ess of al |

parties to each prior transaction, starting with the

mandf aBrgpae; and 10 The date of each previous

transagdshign. Ot her countries have al so noved forward

wi th pedigree regulations. Mst notably the Italian

gov&r ntERMeT S5 t h i nanci al support from the European

Uni en, Nnbﬂ@ﬁn"cdmmeﬁforce the track and trace of

pharmageutical s with the Bollini Law in 2000. This

| aw® requrres the Use of a speci al sticker containing a

ser i*al Bysinpss eramg reald gadinesgcef  allbfpartigs| topeach jnaigr Whnstetipp, tstagting with the

suppl ymshkdyer, id@wever, this has created great

difficulty for manufacturers and 15 distributors. As a

resdl tmetdﬁté°tfeﬁ‘fhlpr‘ivﬁ’ﬂﬂt@Pféﬁ'P%ltl on of the | aw will not
Ot tera 5 & tplfsahave %t xjﬁéved] zﬁvov%%eka%%g?%sla@ons 0s I%Qalﬁlg%e Italian government,

and recor
with ﬁeamplvlu SP@OIF ﬁ@n e ﬁuraweamuwebesean tpanfererithe %‘h a}d tifecsts Phermaegticals with

thelBdahi LAen d&BD] Tk Wf%quufeg aaaﬁge enﬁspea‘lal tivRer daftdbimSEserial number and a trace
of g‘ﬁ I%%Jlﬁetsu\%l?nn tgfe guepBlé c(ﬂam ever 2 ql(a:sllz\fr?anrt] % u%tﬁ@giﬁﬁcu%h}{)r mamffacturers and

determ ne
disfributors.ofs agwmshecmlamgn@slemﬁm aftholaw withneiftake plagei untl JameR004 because of a

lackl bﬁgdﬁh@d@ 'tcprﬁndl@thé fadkkof Sebdrlihg 2% bu%hiSind BE serig Quibeks. Aﬁl%dltlonal problem is
[als rocesses sed to duce
i P, TS50 PGB OFHI SRR P ABPEL P g bae B sl not e

bednbteminednce of specific attributes. Each nedicine used
by the patient has a specific | ot nunber and

Altﬁ&)@h fh@El‘l)@@dl f&llﬁt)ﬁgogcﬁs%% t@&gﬁdﬂ?mﬁﬂﬁ&tﬁh@ @hd dlmtldjlr A6hkisll exists for

all lraé\h%%?naks det?lef Ber ggolc%slﬁggsleﬁf 0 é)rogacre éleeaflglﬁged %c}s l1"5 t?'pre of link demonstrates
inhedfithree bf syeifie saritwfes. tHach ndiding iisad byuth¢ patiert dasya spejfie el gurpigr and expiration

datte Iaﬁntgiu(ﬁl dlet %ntgf‘nert ﬂ% mﬂyg%g@gﬂ ' entiBAHICHRR a@-ggﬁl&]ﬁr temperature for a
envi ronment al_ conditjions of transport and stora

SpoTHIE Ut ol P4 TS FSH P Bl S TREY GEPEASe Pfoa 98 o s manutacuring
pmped argrtieenvifongeanl indigons bisrahspoig endrteradpe Thaé are Alf phaniget! iawrivades that form
the! 65]%? for all pharmaceutical product itens in the

g y chain becones conplex. To sinplify product

dat a managenent, two addjtional concepts are requir
OrgeRicise théuk’ége b °£\’§@F’éa§‘8fial Wvs fonal! phatmpcqutsrbprrdugiiteass “‘EﬁB"t Sypply chain
bedofbe¢onipRCID sirsplifhgoduttsdan myanagbménk ewe addiitohal dardcepts drd reipgred. These are

I £nt of item aggregation or

cat %ﬁ%ﬁh%dgﬁw‘y@% ewi ng data within a supply chain as

a series_of parent-child relationship track and
Datainfierdtanse s Shpgistory,of dhejpprens datgr dt i e bogist! F%‘P‘et“r?é 1§ %gtgfflg%?“"b?r assembly.
Byauiewliigedaia véthinha QUppiy gitrin 43 of ©fien dﬁtp&bnt—tchlahlsfaﬂcrns}fl}rsomacb aficctidce becomes
postsfglecmhrLCQnsn%{h@ R4 ro?%%}noeﬁ% cﬁé 1n|f$rﬂ§|ﬁgt trgﬁsfér 'frgtﬁ p'gaﬁf’% child.

together to re e nu readi ngs at crltlca

gm nts w.thin the suEpI y chal n, and thus_ naki nq
Dagagggregaondging lipkgsr diks & Apectherig edyes g @pmies pf TPagingsa §E%FF“é’°m‘S within
thed 5upply chaib,h@mdt thesamaking thandptive adfk infondatibiah diks neetel for large-scale drug
autileglﬁusalnﬂ Snd tl'ac grﬂtnadce?g)glreq&?iweqp dé@@gg%rega‘?itm RER %bttﬂogiblet lﬂ@ identifiers for

lers
each product on the pallet would need to be read, resulting in a number of additional reads, especially when

dealing with pallet level shipments.
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35 each product on the pallet would need to be read,
resulting in a nunber of additional reads, especially
wobms/11derl ing with pallet |evel shipnents. WPCT/AU2005/000070
2005/ 111922 PCT/ AU2005/ 000070 -7 To overcone the
probl ens associated with the generatlon of a huge
anount of product data, there'is considerable
Tonvgrggn%sél&B d)bler(l%andmateg w1[h tltlepen%C 1(91g tI hﬁ Urllm\éue ! S?pﬁouc ﬁata there is

ar C
consjderptleintersst iy espanding ¢rseptlaylpz eapmyeﬁaa%rmuquowmﬁj) rgpW in use for barcodes. In

No#® AfheiGbata pkdabcy %rtﬁﬁdallypﬂé}ﬂﬂ&i byGolthg(ltLﬂRlQ):ssal Prsdudt GOCEL{U@@)eand in Europe

and i RN i ok At ot EXNE BT e st s groduet codes
in %e form pfeeprind AP bir Cadep"l’heﬂinefmdbﬁvungb@@(:) aﬁd@AMeﬁ@ram administer the

Up@q%ef;earwaes as fublellof @0 fh-EANG 1961 TH& Iﬁﬂ?iuggéﬁ tiRg.er the

UPC and rel ated codes as subsets of digit

i AR B PP A 4 BRI o morms 5 TP PiedhepEfpie Produs code
(ERGrgo B@p bristre Bbrermtitilisn beswn SeHIBRC @4 darrent FiRGpest TheITpAuto-ID Center has

de@%é&rﬁst&gﬂp @Jr ak§6lﬂltt}§{ec9§£é’\ﬁ€&hc£ B8e Eﬁ%) a&gp]%ﬂfheﬁt Internet-based Object
T Auto-1D Cent evel oped

ractices.
aE‘t“ﬁﬁ&%(’rc%I qr\@ a"é‘ aQPGOdB?ttMaéT“B CEeuTEe Zpl\ﬁr o%’lf& e E%%I’é > %)“ is used to look
up, 0t @IS, \matchingproduat isformetienxaseed i@BMeCThe IHPCNanyista@f an 8-bit header, a 28-
bit %@}e(wcﬁg gng\zls.% H?tnsgrla"l1 Ilg{l&g l;‘\%odgﬁ 'Ek@socal'r %Q gﬁ’c@&ﬁ n( BM‘y) phy51cal forms, and

Once an EPC 1s scanned, it IS used t
°a‘f‘Ff’e°"€N$a“gﬁ‘éft“Eﬁfaﬁ"§ ‘ber%‘iﬂ‘tﬂﬂ Conist Fiorgst *i‘d(‘j??até H’E Bﬁ’é@fs ?fn'SIFWBW cost passive
RFIhagsfb g BPGH foitisdividuabittm8dehtificatvg@ader, a 28- bit obj ect
class, and a 36-bit serial nunber. Although EPCs can
Thp rﬁ)@ﬂ&ﬁ? ﬁgto 19} scﬂtﬁfgy 13 Wtﬁé eﬁ)ﬁtty tf) Qge% EP@ r:lga poq“r@err Fo l@oq u9 Yiformétion about a

I nterfaces, Center strong g,
dned s gpnsained dn piepale dgtabagst T*trsﬁl’ﬁgacrs 8 a%%stemp%éq Ypelly ifghe ftpm has been
legiting@lyt obtaided. Myis BRCRt 4sQrstrongdieteirahtl ok frhdd&mnard'epﬁihtsfaloﬁ@ﬁle Qipply chain. If

ancil'gh P:h gus%&@rec%cl.lde@tt%r ég}t&n IorD f ﬁlgrje 'i'étal sgspec eld gl%klerg wﬁtﬁ' fhe contents, then there

is g Wfs&fentdtn]( trinfaenstien tg validate groqquta({etafle‘s It pepents; iVega] renﬁnsaprotects customers in

thel 6 o melidaB oI ins rdduRinEREm éM:‘ddSct ase BoPRikEE stueint mhHeBl k¢ pb&ible to track

cus\t/cﬁ relrsf %d crlstgnn%eedlé)r&lmtp %t rpnegt be use t Ittga&r%n%/ Perso aln(i1 ?e%iﬁltin in medical
g at | many

ron deterre t for
prqblymmhyelmrm erytreliand reerdning fundtigisiyvill bef far monerelighlen a cust oner
decides to return an item or if there is a suspected
Thp rt@bt erm hvedestalrey 60 Iafdﬁﬁh'bt&ed ENNE fatdbhre fvBich FeSord t&&hﬁ&c&mm of the item
anc%J 1rts ee\\/'oel}l] %hlsrt]ﬁ];r? ! troc%g]dts Bh?or%lv the P ate %écagsb g;e }/)(ﬁgrlr:‘n?ME seévGrs lﬂcated at each
noga\of the supply igkeadti, erall Seqyredmblembasrﬁce@mntlmp?gm sompinp togefeyésle thg peimary handling
strlQ:fure{TﬂnS hekhs. Tra"l:ﬁgg bt hlgﬁ&kl@\%l didits pzﬂgsﬁdnbd I sﬂlﬁbu{grc&ﬁﬂﬁny dlspatch/order number
ust oner s nrze

an g/anfpﬁlg rw%ﬁgheﬁgqp am 3 dm;%ligli &e?qc ers éns He% %‘\' t%gﬁlt entry ang €xit points can be
usqdrto ltarrtically frack miogenyenicand update dispaichrlegy ag@k poings ifi the ceriptyrybain. Either the
Intt%ét l)r cﬁ@cafte% Qorﬁ%[e?neﬁv&drlts%m ovrdyﬁﬁ cbrﬁxﬁmc%trogl?g(ss erves as a
key into a distributed PM. dat abase which records the
aracteristic em and its ev hlS
g BB SORTEMC 1 e PhE e P b Bt R e devetopment
hagigaiaken pRivk dening\the past begerat yeafs.-ad nembsh of A&ndprode @pablenad producing key

infRAMHRBY cShidhddts tR&t tﬁ@ﬁ)b’&ﬁc rEdﬁh&ﬁeﬂ@BftP@&%a&Qﬁ@&HﬁHu%}t 1on
conbine to provide the primry hand |ng structure and

T gh |
TR OB APRaI Ry oA By Tk RrDer iia's PR Ave1D
mﬁagmptgr)e alsq se[r\heasgbmtpmsdat@h dorfutyrg apglrpﬂtlprmof impR¥teameketp ¢he health care industry.
Fot Bértlﬁl: | 4@ an @IeﬁorﬂerP?d}&t Erea@é@%&tc%ﬁorﬁﬁr’ngs @roéngikémqua&uég‘@o treat small

used.to ay tomatjc novene t an

i st s %ﬁe %%ﬁgcrrf[essrwtr%f‘e SIEpPIIpeT K [ manufacured i sman
Ei ther the Internet or dedi cated conputer networks
can provide the comunication links. 30 The hardware
conmponents for an Auto-ID solution are technol ogically
feasible wth significant devel opnent having taken
place durlng the past several years. A nunber of

o o o o o - . S
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infrastructure al so serves as the foundation for

future applications of inportance to the health care
wo pagiwy2 35 For exanple, the Human Genone Pr@j/aU2005/000070

creates greater opportunities for engineering drugs to

treat small groups of |nd|V|duaIs that suffer from

specific illnesses. These d@%lgner drugs' wll be
o T L G0 S0, 2005 3922 BCTLAR00R 00700 o
thoesands pf)mmnologly dgisfldod the aimdnasawiral supply cloim. Dellkvers obthesa newedyugs to the
rxg.lrt %l’ [B @%eopte%f%'s@@gq%ll&fge mbt%e%mﬂl)é?ﬁ}fal Wst‘éﬂ?‘na& 1'1(9 ngfe Iaﬁectively.

a

rmaceuti cal supp y chain. Del |very of these new

dru s .to the rou ents a.
HORHAF iR PRI Pl OAJF FERPRFOE P 8] MOy BE SRRy gpmaton for
estimatadlé willied indiitdual paymaceutialuewe sqld in Ihie $nited\Statea pstlyedr rlbye, @xee the capacity
of ﬁ@%@m%@“&ﬁ:&&?com?ﬁ& nLt@éllﬁs oéverhmq ItHe A&ta %gfe%m ad mherltance concepts are

I nfornation he 5 esti mated bill1Taon individ
usenAp Agditiomaljcamplexity dyyhatsthe é\usor{Dtan@% |“t°lé‘8 hayeaio e rnaért"ed in terms of
infyt@ation ajrnelnausaﬁcﬁlmng hay deffoati stpply obdin panger$ rotegsurect highrlevel of reliability

for%@ﬂ%rgeagns %\E&El ﬁ%oﬂ%lgrrf; If a Sl\/g?ensuw Hlal:nl'}:ﬁrtﬂ:@hf’a not properly handle

e atlo Reritance concepts are _use
i T Rsﬁaeeswabp [sko g9 ha WOl Faise ﬁe"“mfflbg‘iettjoab EP%%‘&WD approach also
ass\bﬂd&l ladfeRa\eatitleOwittn the prarmadeued] supplj ébifBanGkhievie Afc@tira@t 1eveof cooperation
. [ ny different supply chain
msu ﬁm%rml %%%%gﬁﬁggggﬁgahylevel of religgiYity for
gmw gree and drug authentlcatlon i nformation. a
A tgitheg Higficaltygp o yereomaishah diF thier D aprIcab tssysied &étrq“fr%awavfécﬂms carriers,
whblEhiofs iEd piafinacio€ Rlive e @8cetkirg htrdS4©widgamputing) aitilitwddltead and process EPC
raise co rfeit al so
mformatlon 11(.: is gler]pﬁreerugrre] hstacl'{? §etthlevees a{M ﬂ'llg F}a%abﬁ“%&ﬂl o é]?fr?rrgﬂc‘:egﬁtg cal
suppl chaln can achi eve a common Ievel of cooperation
Thisn it Gulstyrtbat iy RbprmaceptivploipdraDi Wil PRIPLSIFIRRE B Feplutippary approach to the
stakddidisktdh oflinfqhé e 1H¢ﬁt1ﬁdatldh\t@hﬂ‘oﬂﬁjﬁthto‘ag}bhaﬁe nha@fachlding arld[Supply chains. It is
also E{E’eﬁyo%%tha raag’%‘j’\zo@echn ogltes ‘F\J}vx I(lfgé Eog?eﬁgl es&l%!] uuqtg rzi?i%l to introduce incremental
1mm@\@@gxgsap %wa andayrely ghnin eéféﬁ?m}’t ing ability to read and
process EPC 15 information. It is therefore
Cuéikig ao rﬁdid §pds Of 19EthdIEIR otttk alkdfiave@RMdll dfuhifue\prdduct @eE Wkntification,

wdquyysna . Thus, it is likely that the
PR RCeltY 'cal industry will continue to adopt an

ey oLyt b onaLy. appipach to the standardi sation of
uni ugh%?en1$%enffflcatlon technol ogy throughout the

ntindedie Fraaverry [dendficaiopfeyREWdi ns. 1t is also likely

range of t chnolo ies will nee
A S Bt PP B PR ROSI o ARG PERehfge dlons o
dinensige C Tirei nyfoem dCoglel sohingeil candii Buropéah | Artide) Npmb@ g GHANE ftéryational have

staﬁmlz@aaa ﬂngfe ¥PRSoaRback & uﬂm QehRsnf ik RF daRQagalily AR B %Mﬁmg EPC.
hods unlque pro uct |ten1|dent|f|cat|on such

as EPCs, . nanme bar codes
2P BTy FUBFTCRES B S0 PO o4 DT S s Sates, the Food
andBiug adeinsodtien FDA) bds nandadheis hse @n alhugsmatduactal gads eangfpaured within its
Jurfslﬂ&iéh toadqufg pk&ﬁc@ﬁnepfl‘h%@ad@ ertv‘ﬂ@ theg §ccgdtﬁ€eni§ @Ry are inexpensive

e Uniform Code Council and European Articl

o ppfferi ng (EAN) | nternational have standardlzed a

range of 2D barcodes, all with a significantly |arger
Thelmbindicdpaegd of 2D Iqmmaltbheodgs(ii; thétitheg arlEPBn dFfrub pt reaglalhe to label damage and a

du&@[lﬁlg g@égh@ i€ nd2Q W Q%ln%guﬁf? gddltr&n ttct‘| @nsgb @b@tlcal barcodes are unsightly and
pharmaceutical industry the United States, &

thelﬁ&sf'd detrimentabyte é“eAEFﬁ‘faﬁ‘i“%Pf é*te. Hﬁduetpox&ls RERLIeRpls FAPEGEh &y fhe case of
phai&edidalg Iwhich lparerailg @set sma B Ipadyapirgs burawquifac telatiedy Varge fbaracode which can
y product lines. The nain
m&%@%ﬁ%ggé% fﬁékﬁgn%ﬁmégﬁg%%%ptance is that they are
i nexpensive 30 to produce. The mai n di sadvant age of
2D optical barcodes is that they are often difficult
to read due to | abel danage and a direct
I|ne of - S|ght |s needed for scanning. In addition to

" "~ O~ _a "
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therefore detrinental to the packagi ng of the product.

This problemis exacerbated in the case of
w@b@smeoeut i cal s, which generally use snmall|l paP&BEgUZYS/000070

but require a relatively |arge bar-code which can 35

t herefore obscure a substantial part of the packaging.

V\D 2005/ 111922 PCT/ AU2005/ 000070 -9 An RFIDtag is a

Fl% 1os ﬁg%}hnerog%thgtri]r&:o r sra%es Se f{lgect(r:%nﬁérletlc or e{ecotrols'ltatlc coué)llnglg to uniquely

lden@femqbfeyt Tawnabi three plﬂts ateneg, %atns:emr Mrr@emp@nrt S:

antenna, transceiver, and transponder. In the case of
In BB @Jsérm%nlaééﬂtllcﬁls Rﬁljgaés%ﬁldp ﬁﬂh{de%dh&fﬂ it6Hh! RleRitOMUe Encbded? iRl the form of

an Eﬁgnﬁlﬁ @ a‘%r?gclg Onal ilfje %g' ecogmzés !1116 ar%y ryvz%n% €s ol}] m%og m%n%curate and reliable
unigfe ifemtidentifigation gbclalebgbr @he@thdd ¢de¢nﬁaa¢§ll@lud§ un| que item

identification technology. The expected advant ages

i hc|Ryeeaticallpeligpinats ipvgntpry loss anfivptgtodfs dusvesrBkage’t oss and

vv: | tlﬁpmefpsodddmenmmsp%an hfak&gi®ing of gaéd@pr g}/e p ; oductivity

recei ving o 0 . .Signific

BRI e oF Bt o SERE Rryor Hamekp i peauiee

p# 0 Pueyids arf efficianelgsib for :’;aflsfymg:feg'ulaeldy requirBinantsj de an

et f Ilgéreggltassgx%ﬁée%éghgq eﬁtaatcééacy Iapcgthgrg‘fgrlé lréﬁ{l%r e number of customer complaints,

requi renents ncrease ’assurance of shi pnent

acc@rhcy, and therefore reduce the number of custoner

CONHr@kdot fot and@ihtatidniay irdRin@cabtlinand expiration date

tracking capability. RFID tracking could be automated
RAID thdking coulpboOseontatee to hdlie gupirdvy tlefintedniey pihthe phmoeaatuticah bupply chain. By
ldeﬁﬁtgﬁé xndq{qaé, rédicts hlctﬁ&tubgly LA, @oma,ws Gkl qlqluﬂgne» Bontrol over

al n, onpani es can nmaintain a nuch
legt‘tlng‘F?tSE'Pm?f‘&n%“FéFS“Eﬁ\i‘@f theyyage pot fiiackahet Boleh T PEeyers pigducts from falling
int S Hinds dflRaintetfkiRys, Wiioecotild Hildfd dr altdt €hd denps, aidahedrdistriblite sherd &Nunsuspecting

t | t
ph%rrongcvﬁet% regu% Qus{%gllélr% Fsor tﬁx? l;naioﬁ d&%mp Jtu{l] pgarLlQ %utnglnc%ﬁlggli s, such as Johnson &

e for al ter
Jobgse anp &EH Idhlquum@w pie Py GXrivTng dhserossitigy op Wn&%gésgs on all drug
shipiiéhtscust oners. For this reason, many naj or

phar maceuti cal conpani es, such as Johnson & Johnson

and Hi | 1
Thﬁre are a xie%utlatory uljrgrin%l?sr%%n%thf QJOEUOIH %M}I%PQ%RI[OHOEQSS tﬁpe FDA ;[>la s a lead role
in ZIDOWF’H’ér ® f@n«u@ afl s&yldp@g P ey yech@éﬂgy radpRsiag §nfb| A Wtwgy tepeouraging the

1mﬂ@fﬁtah&1rbf Qhys E%qumeﬁtﬁ&hﬂgslcﬁﬁgioﬁ Srugs-ﬂi}SugE e s@p@y:ﬁalrﬂto le@@@ compliance and
Irov

pattlegcsf%%gl 6 mg &llt}g Phagr%aceutlaa compam?s agc&'I ]'engl ors (% antl couﬁlel¥v 1t s?]curlty systems, the

encou
FD Anigntifiee techaplogies thﬂt arg\ehjesto pmteet@tehleimmy@a@urét ‘GT‘@S énrqaqe tq cgytomers and brand

pr(siécu&s Al U0 Boet h& sﬁémplwmcmaainaog,@ aeerhwrt@ re@m td taemaamﬁed threats, it

tient ceut

d"&sosﬂeﬁﬁgﬁ% ?“%Wdf%%'ﬁo%aﬁg\/\gf°lﬁ’§ﬁg?'°%"8 Sﬁﬁ‘é PPga 1 Pa§’8’é‘ﬂ]¥ F‘tdih“""“g materials.
The Wsdlibeme, Ditthimitio-Managaientt Assocagon @EMYO Ihagilwgedoaendagd that pharmaceutical
mAARhRurdr® afd bR Glerst RE pﬂomyﬁgrﬁlﬁerﬁgﬁbzﬁétby\é%ﬂ QhSthdt rﬁFﬁ?‘a@s at item level

to custoners and brand 25 protection. Although it does
shoyltbe deplypd Ry 208t ch t echnol ogi es are able to respond to

the identified threats, it does specify the security
Refapty, thedD At Hag published]a tm)pd@e;i migptfoted tb oriBari@dplabdiRequirements for Human

Dr%ﬁ%ﬂlg& h ﬁ&)q FQN PF:‘SHOEEG Rm@t( ﬁlrMQthS 2003{@% &ﬁi@ll,tzl;}pﬂqﬁzrements Jor Human
stribution I\/ana%errent Associ ation

D AL e R R S AP B BFor e e i rcuir
phwvhedeaiall commnigs® i@EnoE wach diugeantl idbsager sing hincalse®ddsyThE @E, to include lot
@Q@q aLch@;perE)L Qa&e@gr% < uh(ie?@)rlsﬁé’rgtlon §m9éhdthp%elgﬁnglo@3ﬁ§gg unique item

30 Recently, the A has published a proposed
ldqnﬁqiceﬂqnéfeé}owéamﬁ 6°“é!§ered8¥5'|‘5 ‘U?Rﬂ é!kva@é FOMREIHNSi 3 @NRIFEY thetsyare no suitable
sololibiBu#vailableg Products and Bl ood FDA Proposed Rule (14

March, 2003). Bar Code Label Requirenments for Human

Drug Products and Bl ood, Federal Register (Vol. 68,

No. 50) pp. 12499-12534. The proposed rule will require
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phar maceuti cal conpanies to identify each drug, and

dosage using |inear barcodes. The need to include |ot
woemwberioand expiration dates are still under PCT/AU2005/000070

consi deration. Although the benefits of using unique

item 35 identification are njﬁlbeing consi dered, this

is not likely for sone tine at present there are no

oA Bt b S, BB SRR RAB . e e s s
disfdgmegesiat ek BFID tags amditabl derlsentephgrmpeeaticalipraducts or RFI D
use, there are also sone disadvantages that nake RFID

Fir qg@D WS LR B pfodfice Sﬂlg%uri%h@b%?ﬁrkﬂdcﬁ@hn lﬂle Q4B bund 30-50 cents. While

RFI S, ar.e duce
thrscc8§ f:an&F srg?lg(&ﬁtg'q%igrceg ﬁnc‘ﬁglg%pr]y gucg?n ales:sadd gbie ECée lf'@ceelw l1een achieved,
it it dnlikelyctba the cosh willefals befpwi § ¢egta par IRFIDY ®gl ingledforerenbleitgrh There are also some
addrrrogﬁ W5l Qbkiafdl it B i 1Eh8D %ee@%@erasgegw SoeliRen
achieved, 5 it is unIrker that the cost will fall
bel ow 5 cents seeable
T A AR S S T ST R
canj intbréeger witth erthtdrgecﬁﬁdri)aIt@gts serivudy jperpidizg ithe geliability laetbietegritgof the RFID

sysémf H"tﬁer})ﬁa[rm%ﬁklﬂ %Iﬁhén? rﬁJﬂ?;adlB&%u&ﬁa@éﬁlg&@ us@ﬁ in¥6th @le Sentent and containers
['1qui ds and ot her ectrona%netrc frequenc

of o i &vereB, TS PP PR IP PRUREN DS pesty A I o o gonds s
that theyasi@rcovest pasj RIIP aagciéades, tnhidng dobl-@idbdkitiansfegsmabre time-consuming. These
res{n@& ggtrvflltd%o %fg ta ggjepat the }{cﬁﬁt %male (pO§)hﬁnspdh)§£ W&kh 91@&1 unsuitable for
RAust try, ﬁy radi opaque materials are used 1 n bot
lmﬂ%ﬁ@%®ﬂ@§ﬁ?tand containers 10 of goods. To overcone
this problemfor RFID systens, it is necessary to
A t8ipd didadvanage\oif BBID tags 0dreenOdustgo figvasyo If, fohahmplé) @ yerpmullylk cancer patient

corféSlQ&’ tﬁ%’rrelg? 15, ?Tagéed %}p@mg ?Lgphgtg ﬁfgf‘cﬁﬁlon rfﬁéﬁ 'n'?ﬁlgr{{’ Qé:]!ﬁ)sstrtﬁ’e ﬁip&lg%rson to illegally

transrters I me-consu restrictions
useyfj eqnniag deyicg megﬁctalee epgsrAf (18 Geientiby rfﬁe"w FHD g -wdhpu the knowledge of
the(oR/@) KnoWgSheaJoﬁX&ﬁs Weﬁoﬂiﬁk@&héﬁnhﬁﬂﬁdﬁ Stadl tilpb&ls fiwever, the risk can be

recheﬁ g)g enss’&:rl%% ﬁla o%pe a%”E rPuIls ane t}) Qlcursgm?rj ac‘c%%y% %fg}gl tmﬁ vﬁﬁ'!e Qetwork is then

rns custoner
dyqa@pcp‘lﬂyrpéfplpnj/aqd |s¢cured FPOETteChRErSORA tnforr&agloré o] Aresiggt ég}gghigqlsrcoﬂg:pglone using
vnﬁ:ﬁ@%eﬁﬁﬁ?&%lﬂﬁeco‘ﬁﬂlym&bﬁe@ﬁ]@ §&dhrpd foPranadifpeid becurliy @hfent information

erson to illegally wuse a scanning
fd‘%&f?@ésf?rghg' ltg%af“?'ﬁ%e nature of the contents by reading

an RFID tag without the know edge of the owner.
Cobgrbveivn hese esadvarrgenmenn thah ittis yéikebomateyD tage ilorven Regonecsuitable for all

: phaifn&&htlcilhﬁ tH3RPGGe itdiRVENEH such a1l bhl§ kvt BB abhle to BeedbpioRd abyin alternative

ool R et b G oA ol S NS oS00 Ry GUBHOTT

ifonover t
dynami cally altered and secured to protect persona
SURMEBEPRRNG BAEKEGROUNP oduct detail.s. This coul d be done
using 20 virtual custoner records that conply with
ThENBpARE ﬁ@fa&tcadi@aibﬁis%tsfoﬁﬁ deiEPRGArNUingdTaags Eadirtagtgcodétils @R location in the
pla&}{EFcé Ct: a&/scé Fncocf Q mdceoéjs ngrg \gf\tc/})aan}:age%t tgigs an i (?e%!li p?ﬁﬁe reéyn ctos‘tgﬂlmg the tag.
Thigm¢gidedPyis urrm@ appmiz Bl tregipss. v fhe Nerme smfébtheresm tvaistlly cprgsponds to the

emaé theanTarer@geau&rraeaLucms ohd\@dcapLihkdt 6f pape2™s, and as such
only ever be able to be deployed as an

% acrerclza mlrgr\%ede]srgner S d uc%gélcal%sr?tdon ﬁ%f \? gvh 91159 g’i%ﬁ%,nqr? %é%ﬂ{@e acquisition of an
entSURm@Egmmm@ Bmm@mmwméthmél? pfz’af@ereearr goR@wing JyitagyAcquisition of
theq.ﬂgliﬁsblﬁE&raﬂt@es@cdﬂ@iﬁSﬁofﬂhe&ﬁ@{ tvkldﬁnheﬁgorﬂlfpoﬁrﬂgﬁmthﬁaﬁd’keﬁlag as well as other

tag- é;ﬂec?g]g d gta f’]% gllé% ﬁ?} tiéerr]er}%e nlll]otwsgr serpsmﬁ tde\{lceEto acqénre greglon CID and a tag
positibe rdumrrgraeprelaﬂocelhreemcegr with acoedﬂdavrﬁpeng gtquengtaaghck” Qrigpson @ coded surface
with§gLOn I D is unique anong all regions. In the Netpage
systemthe region typically corresponds to the entire
extent of the tagged surface, such as one side of a
sheet of paper. 30 The surface coding is designed so
that an acquisition field of viewlarge enough to
guar ant ee acqursrtron of an entrre tag IS Iarge

ey L T o a1 1~ . r a1
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the tag itself guarantees acquisition of the tag's

t wo- di nensi onal position within the region, as well as
w@edeni19tag- speci fic data. The surface codi ng PCTEABL®ER00070

all ows a sensing device to acquire a region ID and a

tag position during a purely local interaction with a

coded surface, e.g. during alltelick" or tap on a coded

surface 35 with a pen, WD 2005/11192
Theysq PINGPERS S BER DS is dasgrivps) iv mpeedefsfl inythe éﬂ@”@%ﬁ??%‘&@meﬂ‘ applications,
USSHdI/BLH,64% (ddeksCriumbe dHY GO0 MR, eentiiet] &Dbtaihing Prloduct Adsisenve’hfjed on 2" April

20(9‘0 Qn%knﬁléﬁg b(?r%% %@I—N%ﬁﬁg?&l ]QP’I?OOI é‘f %lt aggsgr &é%er Dev1ce for Printed

I ni ng Product
P’°A‘§§W§‘t“§??<‘:‘é“ Cqdp filsdionoy ARy %Q%. | 2004 and USSN
10/ 815, 609 (docket nunmber HYTOO US), entitled " Laser
CrEaasreny Dexcrenbor Printed Product Identification
Cod" filed on 2nd April 2004. 5 CRYPTOGRAPHY
C%@Sﬂw tngtQ& 9&51@@%0&11%1&%@ ih Qor <QhfFik trarﬁi@ rdﬁ'd b l(u}ﬂ%ntlcate parties
I 'nfor

tion, both 1n storage and in transit, an?
to 3 FEETPT TAEE a5 PP iclases RicPraTogBiNs A CtifeoRTead 1 e el gperahy and
putilic&&s@yptogiaptyr ypt ogr aphy in wi despread use: secret-key
cryptography and public-key cryptography. Secret-key
Se&‘e!txw @gpatﬂﬁ{y a@!) ?&enre@‘t@ b @Qm‘éﬁ:’ic Qﬁrpémt I;SESCthe same key to encrypt and

crypt ogr aphy, uses_the sane key to encrypt and
deqept p Ji5tsacs: Tf&@ﬁ@%wmh*womﬁémgégwwfh P aféa%%%taﬁaé'e‘y exchange the
seclEEgages nust first arrange to securely exchange the

secret key. Public-key cryptography, also referred to

Pu@ﬁ-k@)$ szph)g afsd %EHQ(QLaaQIQéﬂfmnH§€ %ryE) aﬁn? CJsé/sp(M) Qﬂ:r}lf)ﬁéﬁskeys The two

are mat hemat’ical |y ‘rel at ed |n such

keysipey mafhgpma %é‘é"éﬁdéﬁé\‘%ﬂ ¥ 1 Y msErEeeKRFYRIEh 8| Y c i dan only be
dedﬂﬁfeﬂ)ﬂﬂﬁ@lﬂe othdr R€y. Dhof AHekeeeyski@hen fubBshed, whilhaﬁeotl’tﬂe)sskeptS)nvate They are
refgrres % bZl? A d)rl%?é grets%alvglg{)ﬁme gl!lb%c Ee%gstr 1|15€Jat5 ¥r§:b§t an;r E@%age intended
forrﬂ@élp@ertof \he prjvate ey Opsa SR PIeR esyngi the nyblisckey, @ Metiege Y °“%Yﬁ’§ decrypted using
the BRISSARS. THE %Ciﬁﬁies daf beclirfl@ eXv@ingd@messdged WighofitIfirsy Bdvehg k@ Yxchange a secret
ke)bor"!'r)ynsblreq}‘l;c% t ed\{a e}e{l stecrﬁlee Esgrllolrn(rm:alva%{he llgldnipcﬁ_sf]ﬁﬂ)%vz%qcaigey to generate the
meGWUW@ﬁwbaﬂ'securely exchange nmessages mnthout first

havi ng to exchange a secret key. To ensure that the

Puﬂfci-k\éﬁtrﬁptdfg%h)i &n $€Gddd &, crdate d cﬁgltBDdigii&href 10 Fhe thbi@er RO thel @riva@fkey creates a

(baler;, B’lr (Ig\éarlrtﬁﬁs&ee%d [.(hen glenetg fho %as&l uF]“)]/g ﬁrllvlat% kgyg Ith\ér?‘%na/oxﬁecxn verify that the

enqyptHddiathadonstifuggp e | rﬂsnaturef of H’G hh@Frdé thegfrivate, &eypyithy rgpect K‘E?‘at particular

me§sra§ea§1%§l dy d&ﬂ@%ﬁ th@&hry@t@d Easmﬁr%ag@p@ﬂdkeﬁv r&ﬁcﬂv&lﬂ&fg)’d% Kash against the
ﬁ t he ate key, can

metss.[a‘%et ta]ﬁeslglr{%hg EQ‘B‘FE‘B’B ro étﬁm&ssfﬁ;%tt etnulfe rec1 1%1}/ Oﬂﬁe messa e can yer}/fy both that
thegfiessagrgs gpobinkend bt ithhenopheenvatersd lnamnsiti t h r es pect t 0 t hat
particular message, sinply by decrypting the

Se&&%)y &h 8do RASEY t Siehtda HidRal Bkl bl BYs tﬁ@&isaﬁ@ﬁﬂaée}ﬁhdﬂ gighafi® verification
I f the signature is

_nggﬁgﬁaggﬂT%%¥ﬁ@mﬁggggﬂggwgﬁ &% the recipient of the -

message can verify both that 25 the nessage is _
Togredkel ipptdic-Aeyderymestapiyt Worksthaip hasige &p agtay de digribyte pyblie§¢yp which prevents

1m§$s%ﬁa%5n 4 1an@HnaﬂJ' &ﬁ\e Dﬁ'xgl&ﬁﬂcateg arﬁirceﬁﬁ@teaiuﬂibrgiei al certificate authority is a

Lé?tF]r(% ]lia%c%e/ IwBﬁh atﬁl‘gﬂtlcgtF E %!%0%%3% {w%%ﬁa c keisa ei/ peﬁs:or?s ())/r other entity’s
identity t The cgtifepte buthogty, verliges tha kdentjiyiby qxemin@y identipyndogeypents latg., and then creates

an(Y\Qéng a d;grt'?ﬁ L&tftae an@imtﬂ‘% it 1Mt‘>fty 14Qai] 'a§ci ﬂubm&ﬁ prelviety Iwﬁo K‘@}é&he certificate
whi ch preve s _.nor nmal

0 [
auith fj‘“é‘éer‘{"i bl 8 B Y S SRER Y G R e Ebaine, They just
ha@ae verifyi than the catifickto hds indedd been sigh@ by the séréfebatt muthrodtypwirose/public key is well-
lm§M{Ch authenticates the associ ation between a public
y and a person's or other entity's identity. The
certificate authority verifies the identity by
exam ning identity docunents etc., and then creates
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and signs a digital certificate containing the

identity details and public key. Anyone who trusts the
weansifivzat e authority can use the public keyP@mAUR®5/000070

certificate with a high degree of certainty that it is

genui ne. They just have to igri fy that the

certificate has indeed been"sfgned by the certificate

t horit whose publ i

To SRS Sprry s B PGtk e o ey Tble 50 ey Hles ey tenihs an
ordgr@fimagnile rsse col p fawthquenng bitsicerpated yvitls # fepythoagired hhsy |

publ i c- key cryptography utilises key |l engths an order
Scl@gler@g)iﬁ tzébdﬁygjt ' SecbndSEditidn, &MY Wik P B SBRA 94) bisvieRARALIRE discussion

bits. Schreier B. (Applied

°f"@fp3f’ﬁia it %ﬂ'}‘}“eSSecond Edition, John Wley & Sons 1996)

dlscu55|on of cryptographic
sufA queIs%.EkER@B Y OF THE INVENTION In a first
broad formthe invention provides a transaction

terminal. fo erformn transactions
i VR O PP AT § RSBl HABLIET R ctieons eaing 0o
phdoedceigica prodiot, ane glhrpdceuticgh prothmatiieing adsepisted gvrthl p@}mgle ¢javing disposed thereon

or M}Sﬁ @(QQd dagirmcthj?!ﬁl%%'n{ﬁnls‘ep gﬁ:@deq QLtQPAML Wshih RGHed dﬂé‘%&ﬁ)ﬁ b&hg indicative of
coded dat aargort I ons, each coded Bﬁ por.t i on

an AT PR Gpeesti] Rt e s QA e for cxposing
at Jedsoaliecbdedtdate portiam sixedsbrofor $eesing thaht leastcdnel@dkpogpd caded data portion; and, a

pro(:é@gﬁ' %rl g&erﬁﬁ%Wgcﬁsurgo e &K R:Qs%'oﬂg S&Qeda(todéde@a%dt p% Qc&gtﬁgi identity; and,
dat a gortl on; "a sensor for sensing the at | east one

BitrnEageRy uping the 564 198N and, a  processor for:
det erm ning, using the at | east one sensed coded data
Oppi@aily, &R progesse NS the iidbetity id perforamnal Jeast pee 6foauthentipation@f the pharmaceutical
pro‘&l&c@n%gl%@dl Ot die 'trgrgacru&? (ﬁ@ﬂtﬁﬁaQOd QP %SE&IIOH @Lllso Qﬁi lu}ﬂolatlﬁé1 of tracking

roc uses the identit perform at | 'east one
mf%ﬂ‘}t‘tﬁ’é Friatipgle ths Rhasmaceyigal grodie ceut ical product;
approval of the transaction; determ nation of
Optidnalfys &e thiatsactide® tedrhina jis atriehst Qmpdatai g redistdry @gdoiling machbie; a supermarket
chelé)l)fup E%fﬂ'}eﬁi@c&ﬁﬁér Qt&a'cﬂ%g to a(%o$1m6r Blg@fhnacem i cal pr oduct .

transaction termnal is at | east one

a cash regi ster; a vendi ng nachln? 5 3? % |
Opew&m B fdentlty 1§ J0TRIFL dpas dnpaptdiomat {east pRs #F A seriy &@ﬁa pharmaceutica
profiys tag [entiQpdf ithe PRdrinyceuticd] erodwte at ERGY an glerftigrofithel pakagingcemd, an ilentity of a

| east one of. a serial nunber of the
reg%ﬁgﬁtﬂé%ga%&ca product; an identity of the
har maceuti cal product; an EPC, an jdentity of the
Oppaeikagrdiy: drg i, TR Gy st gart gige F'él@ru{fn tggsigpfe being a digital
siglMEKEg gyt pacif the iehtlty, andcwideth thkadracesar datapmingssusing the at least one sensed
codeE] %& ?&ch}ﬁe qgasta(}ne Iseg?e%tmgpﬂql.[rs g&f chhses Ia&% &{1 ’ofttlnﬂephannaceutlcal product

Dein nature o | east part
“51@)3‘ q Sﬁ’éfe‘? idenfityiapdthe ﬁﬂf@“ \S\ﬁé?“é‘?dﬁ‘gﬂﬁge Process o r
det erm nes, usi ng the at | east one sensed coded data
Oppié@kally, e proaissof %a&tateﬁ) hﬂlcsmgl g@dlat $dag) partially éndjpative of hasesed identity and the
at %hﬁ Qr?ensteﬁsg@gl é gﬂ%%%({léaﬁﬁét dabt 8 quc%hputé*ss&sﬁ% the computer

sensed one sensed
syssefndﬁgg UF@“%‘&I‘? the nglc@g ?a&f%dptyrmlrtehlémg the indicating data, the sensed identity and
ththEla&f &Ie%&lsédn;ﬁﬂnﬁa% pag amdﬁﬁlﬂleﬁttcatk 8ﬁ$hanﬁ:&élttlk:ﬂ Iployluct using the sensed identity
gar;tsed identity and the at |east
part; and, transfers the

anci tpe at ?easg one en(s)ed S r%aa?urg’

|nd|cat|ng data to a conputer system the conputer
Optgrative theRbiprgeerEcaloRspriet ig atteentiqaied iPhdh teast PregPf il iogessor and a computer
systhal @hicH: ﬂ&ermhiSd isghgtieQensdiddennty,iangy; daérmined, ngSi@R&Rd identity and the key,
a dlcatgrﬁl%eh t51 en f C a{l}?rlp%%s tl\ee ﬂzeﬁasrtrggegslﬁ slgcgg?nq{m%l %%%dq}aegdle{r%ﬁlﬁl‘eﬁ signature to
thergby\aydhgnticafe te Phagmaceie! Prh@“at | east one sensed signature

part. 30 Optionally, the pharnmaceutical product is

aut henticated by at |east one of the processor and a

conmputer system which: determ nes, using the sensed

identity, a key; determnes, using the sensed identity

and t he key,
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a determ ned signature; and, conpares the at |east one
sensed signature part and the determ ned signature to

wa besetip22aut hent i cat e the pharnaceuti cal produRdT/AVD05/000070
2005/ 111922 PCT/ AU2005/ 000070 - 13 Optionally, the
entire signature i s encoded V\'%thi naplurality of
coded data portions, the pro Ssor deternines, froma

lurality of sensed on a.sensed .
OB el Serd " P AURLNE] A i SRR e ocosor deemines,
fromuat theslity ofateell dvgedadatal periots, ©peased fsighdtuge, pndm@s@opharr@n@tiaﬂ product is
autﬁe‘ﬁﬂﬁté& ﬁ§ atqyﬁtto%grbf t\ﬁ\@ﬂ)rggéssoﬂ ﬁtd%rcmnﬂﬁé sys%%t QficK: I?l@ter%ﬁr{éss %gng the sensed

dentity, a key; deterni nes, sensed
ldegtmg AXEY: F%"’QH‘&S b Heesnsedst s ‘H%‘&h aodéﬁf*i"w ;1degtifg and, compares the
determimpdidesitytahdthe Snsléidertityitndbetetiyciathdntitaye tizerptlartnheutalpsodakt.
identity to thereby authenticate the pharnmaceutica

Op{?d'nglwJ ﬁ‘lt: codgpadtéjtﬂél!dey a plgxglﬁy thgﬁ)ﬁlts Q@Jhaxayjoﬁ}%ﬁ&gx%sth@posmon of a plurality of

urality of | ayouts, each | ayout
ﬁrsgagtbfelf BFEde thg “BPttPf . 4nd aRiuralipy °ff“1°?“§’tsy“§§?|ﬂ5‘8fl‘ %é‘HE"S‘oﬂaﬁ gf thgagnature.
identity, and a plurality of second synbols defining
Optidnallyeths tranwnctn tofninalhm:]Ldésglwgmum@cation@ﬂtein’(ﬁqadomylunicdﬁ@g with a database, the

datLl‘fa@ns%@ﬁé 'dQQ rJlaﬁ}tB énth@ Eb'hartnﬁk@txtfég e;§od§ct Cﬂlaﬁﬂﬁ%‘ & %a‘stodﬁe S)y Shu@ftication data,
for caonmuni catin a dat abase

inclugligg ?tﬁastad%awa%? ﬁb f‘ﬁ‘é‘%QF ﬂata@tﬁ *?et?aa dﬁtﬂdaatm of at least part of
thei identityd irmging tdath,eths traching doth .beiagitah &adt ipa@bllyoindicktivea pf G#3king information
mciu 3&& Hqéaagyné%f Anet@vﬁgr o‘?thg gly éﬁi&h ﬁnrogtgt Wletclf" n‘@re%llagsgaitohjsrﬁrformed using

he” si gnat ure bei ng I tal nature of | east

the;pa?rwacevtwaltpﬁ@uqt cPelmanf the rpaac"ve?Cﬁlgj‘c Keductipd at‘?ca*t%c’ﬁ g sensing device.

proda:t aateb&lb ﬁ@dl&t ddtaeﬁﬁg atpaagttpmahllyyndldadvecbapnomm idforniakiaCikéliniing at least one

of: a roguc}t1 cost Qnatle Itrl1 nt Qgs 91td ntlﬁg‘sg:n o%g 1&Lﬁﬁe@%a9m%e d%fe batch number;
R ar rabeat i cal gl d % ohe or nobre transactions

PFOquf Wq@édfeuyrqﬁlgﬁ distputs hla?ch*ﬁfcseml’t“f’fc Bfue SPUHHY;dRgredignts; storage conditions;

dlsi)(ﬁﬁlat)ddﬁﬁnsogenil rﬁ&n&h&f(ﬁ@@@t&teﬁw s BAHE lcondRibb, forcuse; instructions for use;

tion.o product dat a, t he
%n%¥mg§?%p%é amafgﬁmagg(%yﬁflally i ndi cative of
product information including at | east one 15 of.
Oppionalip the trangaetion termiyiak ipcdydles 4 dikplay for Higplaying atjeast onp gie Feeylts Pfeﬁ“‘hentlca“o“
traékihg MSHREtioh dad t frddu@ inform@idulf act ure date; batch nunber;
product manuf acturer; product distributor; product
u er naredi en torage
orBR: I bsged SRTBBHENY el BRI el ©7 00
expiry date effects si de-effects; conditions for
Opg@r@l-ly the sedeg, éqtq @ﬁgntqsdoqn t}&FSserface B§iRgas le@sé onpe ot aﬁté?vmble ink; and, an infrared-
abdofpli@rifmat i on; contra-indications; and, dosage.
Optionally, the transaction t er m nal includes a
| e Qlsvtehbimbrb el
Opgt)nt%ﬁ,ént chéigd dag i ;%\g%h ngstegl 1alJﬁ g&ﬁcﬁ] egtr rrta Isto rt]e cI % A l3rcr:nat10n
i nformati on, tlonaII the coded data is
Optesdy tharedsd }nﬁl e pumbg) (g c?dad date RPN & YGS i 3t least some of the coded data

pofpitsieBddad ityeasttoheofcoﬁefﬁord&ttﬁb r‘e@eqﬁvd vdeidaarpottig agidasifioh @@ the respective
[ I e
00&5 flzgfg?oé%)n og @§ %)urrfg%r a?&e of% %X ha% }QJ:RFOnA I2-1”§|ﬁna én?fﬂ Cfe of a signature; an
'deP@Y ﬁfrad\EP%dp%tu‘Bstt %f mdfcaqeq 19“8‘615 ri‘é‘i‘ d‘e‘?ﬁﬁt Pt P dé“ia Shigsthe em“e data object
beifglEmBsited £ Rdabice by Adl@sIIPdficaidd datdpoftiohs onal | y, the coded
i ncl udes a nunber of coded data portions, and wherein

OpPSnaLﬁ the 'tiat? 90?& igtfh]ld'cpa? lef gr% %ﬁtgm?) bR rIr'ttérQe!t] Maff B%g@gnsz(knm) data; text

ocat | on o espective co

datpamfaeéﬁa aad"p@féﬁ Yifeorflatafapplisesiop daig sentactdata; ipfgpreagiony usiness card data; and,
dirf® da@N on the surface; a size of the coded data

portions; a signature part; a size of a signature; an

identity of a signature part; units of indicated

| ocations; and, at |east part of a data object, the

entire data object being encoded at |east once by a

plurality of coded data portions. 30 Optionally, the

data object includes at | east one of. Miltipurpose

Internet Mail Extensions (M ME) data; text data;

i mage dat a; audlo data V|deo data appllcatlon data

e N T o o o,
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-14 Optionally, the coded data includes at | east one

of : redundant data; data allowi ng error correction;
woe®dq1182d onon data; and, Cyclic Redundancy CheCKA(LRE)00070

data. Optionally, the digital signature includes at

| east one of. a random nunbermassom ated with the

identity; a keyed hash of at'least the identity; a
OpB?)%l\yg{hgacS%9 %atgﬁﬁludegaggFt he (Igid %(rill}nlgz%nn &Rar %dt o(\javmuS I%ralgcorrectlon Reed-
Solpmtyl dap; dneyﬂyclellﬂshedant)e&teclﬂﬂﬁdlmEd by encr ypt| ng at

| east the identity; cipher text produced by encrypting

Opﬁ&nal e tdlgﬁtm %1gheﬁ|1§9 Hciiﬂes Qﬂﬁlasa ofedH: d@fﬂld’&lemﬁBer a8dd€lated with the identity; a
uce

ke)@(é B@fsg 0%\15 eélstdlge 1&eémt§ %BcinJeQa%bgf(ﬂt eas’tvat téty r‘éwgucedj using a private key, and
ver{fjgble eiral ol oprrespdnding pubbiciket aiphes-tsxt arodepad) yxdencmipting e0padetheidentity; cipher-

tex%rg&c@tbyl eﬁﬁkmg QQertat){@HEntlﬂaéﬁh anrfdmtl angbeF %@tcipﬁnﬁ@éxt produced using a
ere n is at t he I'ayout

P“Y"}/Fd%a'? VQ“W"F&J%?&%"B%TSP@G‘BH {’%‘Eﬁ/s rotated 1/n
revolutions apart 10 about a centre of rotation, at
Opligralist then@dsiudstal myoutzed mcicomdang wigt alt leash onenldyogabaving #-fold rotational

yxﬁjt?%ﬂ?@ \Llﬁ@tbn 1|g lcltSlEa‘str}g'U ' tﬁ’é"l@ﬁ)ult 1H@|Idm%l-}hden{1@y QlUIlayf)JtMa{%@@}ﬂ revolutions apart
ot her sub-

aboarar%?htgeé)&r%aﬁo B antik lam wdzl&ma e “&‘Fé“ﬁgéﬁ%ﬁ‘f“ GFHREUIRys that sub-
laybut froth éach othatsubdmabt. symretry, where n is at | east two,
the layout encoding orientation-indicating data

Opﬁ&hqw It}§| dd8eddatCl Léﬁ%@d Qlf acc@&hnéen&ﬁg &l lezﬁy Bﬁe' moﬁt hzﬂmgfn-fGld rotational
where in i S one o each encogde

SY‘B‘%?“PigW‘HIes"t i piensteyo-die 1W°1t§"?°8Eéf"i‘edﬁg°“db%iﬁmgada@é?ﬂ‘f‘l¥’é‘“%f’ sequence of
an linddgext rnultipdd m 9F Angibiols, Wiferet A ds dna)bombre,setacihent:d’dad sythdcldeling gistributed at »
loc%tn)ﬁs a%XHQ Ql:n @%ro&%g s m&t@%f fhe la951ft QJEE &.Lt' dga)‘ﬁmg the E)n)ﬁ;ols at each of the »
ayo Gces n Tepreséntations of
ongﬂtqn@rﬁtogfqe deﬁrglilt PEpdecss 1 lr@reaea[agons a5thp OF(’élBP%)Slé(HTag]eg datp, each representation
cofiiIg laﬁlffé@nta:ydlcfsfliﬁr(ﬂ‘ fite @¢@htion-imgfehting dexh aﬁd‘ﬂﬁ:mg indicative of the degree of
| l,gn-indicating data and being indicative of
mt%r?n gﬁ}.g}% Y88 of rotation of the | ayout. Optionally, the
transaction termnal includes a printer for printing
Optigpally, AheitErgiartign terpialpinglides 2 PHRIFMET PBHting theopagkaging, ﬁ‘renli’rw&r being for:
detvmﬁintgl visiblle thfofaBdn t6 Be providbe of the packithg OdetetniifingaClaGly AGociated with the
rmoni n Y,
pharﬁacFlﬁlﬁ% gro? t: Fneragx% cﬁcjhed datgésﬁ%ﬁgetai?kﬁlgtygﬁogg) d&:t'(]‘% the packa%]mgg by printing the
CO(ieﬁéat*i T e N’F‘?‘e mé%@atwpr inting the packaging by printing
the coded data and the visible information.
opﬁnfan}orﬂlal dramsacﬁdﬁeeﬁrﬁranﬁmdripeﬂormem_mmmh df uNéwisY a e ft® iiBact with the
pharﬁug:lg%g dro uct ﬁ]e meﬁfgﬁ%&l?ﬂ'r&? ﬁra cgrg) uh P%‘Eﬂérﬁc Fcel %lﬂld}cg}%g data from a sensing
dewnﬁbmee%mgs%lfeehﬂng rEREpivd tageringl Picht forgy daatt%tgwretmndwatmg data at least

paxﬁﬁfﬂﬁﬂldihﬁtwe 3bthél ﬁh’ritl@edet&'xhﬁm§ QlEth !ﬂ@mdﬁéﬂn@ 8atd) 81636} one action; and, performing
onsive tao

theI %:8 C%focﬁtged dvattha % fs)halprga 1catl 2grqtdu tlge aglon mcsqt in p ?e]@sq tOﬁee of: prov.ldmg
inforehetivmite ¢ jusegtetpdating frackige mi«smmgntrﬂemg mfdthe aharrnfg‘»etdlaatl &rodugt; performing a
trahsB@SH reﬁﬁﬁg t@%'p%mac@lﬁgal pRAG; Qﬁtﬂénﬂ&tmé R piAfkab@fcal product; and, receiving
a}ﬁi 41 wi th the pharnmaceutical product, the action
feed “Ht | east one of: providing i nformation to a
user; updat| ng tracking infornmation relating to the
Opp'haﬂ)nﬂle eentsictier temyinatifiycher pefernfs @rmpeihad) fon authentipating dhej phprmaceutical product,
eacth:bé%ﬁ ld4te p(gr@onttiaﬁg ﬂﬂﬁé’r%ﬁ%'o@ ﬁllyiﬁ%ﬁa e tsignad b&'&td &idtal fBature of at
rrpceu

e g BEEK P e s et e byl At s wrin the method
includesnin i adnsifigidetvioe senpieg 4t terstrenegodrd tdhopbﬂﬁan and, geteeating, oangi thegpensed coded
dat'él D& i) RERGE bhd H@Latit RAUE fdentitP ARd) ROH st ARL FenREHE hrBNin a processor:
bei ng further indicative of a signature, the signature

being a digital signature of at |east part of the

identity and being encoded within a plurality of coded

data portions, wherein the nethod includes: in a

sensi ng device: sensing at |east one coded data

portlon and generatlng, u3|ng the sensed coded 35

I T - . I T -, . Y
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- 15 determning, fromthe indicating data: a

determ ned identity; and, at |east one determ ned
wG@e@satwer part; authenticating the phar maceur@Tai2005/000070

product using the determ ned identity and the at | east

one determ ned signature par Optionally, the

transaction terninal further !pérforms a nethod for
det%'glsjlggn teI ncﬁtiatu{]%ﬁdaggg rﬁg?rglﬁlgé Hjé]’?lt){ r%cf) 8}" feast one de%rmmed signature part;
autbanticatiiguthe phatﬂmelslpag mevdest @sikgethn determitiedy identity sndglh‘a@tulpeet ofe determined
sighturd @St part of the identity, wherein the nethod

includes, in a conputer system receiving indicating

om a senS| devi e th nsi.ng. devi.ce, bei ng.
OrfeoE Pty EBTe] HCre o o chibel P BB P IR Ep s tea produc
each qotied ditd pogiod Ating farther indigative puignating) theysignatdie being adigitf signathre of at least

par{ gﬁtﬂé idt:ﬁﬁt)pfwhct.rgiﬁ ﬂﬁhﬂm%ﬂaés Clﬁla c@ﬁa&dét' %'stenﬁpééeivnﬁgi fadicating data from a
nature%)art determnin om t he

senaug& %ch% tl'a & étpgﬁleﬁléabelmé éﬁPqnflgF to ‘sjﬁqang Qé(fhe F(édg% ?ataotﬂ éenex%te indicating data at
leagl eamatlmmﬁmdmsiog nigtidentty péitht phagmecévsicrdl prodict; g, thh eignatue part; determining,
from fﬁia%datgaé de@fnﬁnqau Qc{entif? 'amg attla?t oﬂ@&%ﬁhé&%%xét&@ f)qrt' Ltﬁ.’hentlcatmg the

e | east one determ ned ge?at ure part.
phawecnisﬁaé proguct ysig the defomined ‘id?fi‘ﬁtytaé"r‘i’ﬁ # dgpst P’t?rdFtﬁ‘Ei‘“eﬁ: STty Fa et
a nethod of determ ning a possible duplication of
Opjpmallyreicetshiacih pmnauidtthep potoagi ngethwhef dtamining anmtsidzdduplication of
phalnqgcleti'l!gﬁ grodﬁcppana%BEmﬁﬂ%fn tﬁé’ﬁ&l‘ﬁ)&ncfu% % Vle ' uiep gvstgﬂt r'e&glmg indicating

ma sensi ng device, the SenS| ng evi ce deg
datp oW SieRsing dpvices bip S9nPipe dvic heine TS EPaRFiva 4 %fniu&g ﬁéi’fe‘f‘%? ata to generate
indictthg Catal indjcadat 6f thédemiry; | déermiing, M@mi e mdiching data, a determined identity;

acc:(éj gtnﬁr 5 thn %gter];nqn%m Jem;??'g ItrQ&in% %Ltla Q&%atlg%{oathe %ﬂ%t&[n%‘e Ei'g(%ct the tracking

accessl ned |
datt Peirgdt Isest ppaiiely indicaiive pigha lecatln@f PR abavarcedied! eAuch At lﬂétﬁmmmgs using
thetla&kirgldag ki tRCpharthadeatich@ioagkt Ata pbssitis ugliadtd. i al | y i ndi cati ve
of the location of the pharnaceutical product; and,
Opgj ?]na y;ramgeu I %181?1 Isélrn?lgaé lij%!ﬂgrl p§‘rf‘§'%‘i5(gsq%f}‘g‘?&aﬂcf‘ﬁ*‘it% {1:1 ?harmaceutical product, the
methpt inglpding, ip,2 cpmeltetr PR Tateed e ltdeqamgrflaia ﬁP{!iratSFiéi"g peice.ghagnsing device
beiflg Feoh t@fsentlﬁgaeﬂqndﬂg)dtdmtaprb aediRGahdidatnd daprifdltatite, ofttitCidentity of the

pro uctt t‘{em an(g] gu%gag?nrg tlti]e recelvemhllczgm §%§ Erackmg dgta at leastn;%rtlally indicative of

I ndi cat’i g da ensi ng
trad@&ilrtf@‘matm being r esponS| ve to sensing of t he coded

data to generate indicating data indicative of the
optisham), itﬁé] trétfsactibHe tefiiifdll UGithet tp&ﬂ‘irmﬁ. Cmethtld dért pro@cing! phatgackitiéal product
packaé%(;:r{eglr \Y/Felrem t.lﬂe etﬁlgdl ul?c%dd a1t;naa Cf)m%u i S)hspegn ge?ermmm% a lcs)eﬁlaa‘lsgumber associated with

I cative or na
the(qmrmmmtiwlwrodm@eterm aging thgpetiad m'mltna lan fdentityi eqnerngidnef eingnghe identity, a

mgﬁ‘attﬁ@tcmgg QdnerficA e Gdd@(gdeﬁhﬁfn Q&&lﬂl aite b8t tincluding a number of coded

s G B o P SBPE A CRRpat At AP L TREH: he senanre
beig$a tigitnl phmureadf @Uledsteart of thoddsatity; graries minfinecef, arghawparniaesutical product

paaggﬁigatt 1634 BR coded Batd, RN fedsone HE MR i@kt Gnd, W kdnigh rbfer.
ent i ty a signature; causing generation of coded

t.he i n
R e G e i s e of e B el produc, the
mefhod tn'plochng moodinpger tsysem thesiningt ipdicatmecatadiom| agansing dewice, thyf sensing device
belhé]teesp%h@g% bthéing df I?l% c%c'leg gk W &nerzgge inﬁgatﬁg dicDitidabe pamal]y indicative of the
gnat ure of at art %L the | entlé%{,b caui ng .
ldeﬁtllty rﬂe}eﬁ@n% usueﬁ,]thf IC?}HI idﬁﬁ @ {r(?n& aldls SR, 842 as&aig egal Hb f:rlterlon or
dispdnsihgethsphagaemsti@boieticttat,aausng the pliarthazaital producttb bt fispensed if the at least
(mégegtﬁtgmﬂagd the serial nunber. 30 Optionally, the
transaction terminal further perforns a nmethod of

di spensi ng the pharmaceutical product, the nethod

including, in a conputer system receiving indicating

data froma sensing device, the sensing device being

responsi ve to sensing of the coded data to generate

indicating data at least partially indicative of the

identity, deternining, u3|ng the |nd|cat|ng data and
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-16 Optionally, the transaction termnal further

i ncl udes a sensing device for use with the
w@b@smeoeut i cal product, the sensing device ipch/at200§000070

a housing adapted to be held by a user in use; a

radi ati on source for exposing at |east one coded data

portion; a sensor for sensiﬁg fhe at |east one exposed
onfgh 8 R B e R 0 B g o
thes@wisgdbvicelipeitditgya hdusingadgeaiontt Helddad ufeomrvsda tadigtion source for exposing at
leaét de%ae'd ha Rﬁtﬂ)\ﬂ] acgglﬁorafoﬁgﬂsﬂg ﬁl@ atf lpdgt ohé éx%sbcﬂng&%&K 9&{1&gand a processor

assocl at ed p arnaceut i cal ro uct print
for Jespripgineosing &@t%te?ﬁ Pie §ess cade @2 POHQTy Frensct ﬁie‘ttb‘/ b‘é a'second broad form
the[iveiion] Bidvieds atpFisterfaiCitmting pgckagied @soakatad wh apharnthesutical product, the printer
u
:%e ntg ?%e?t;lﬁgg (\:/\é\‘glte E-tf%gt%g)g ultb:olre gﬁgﬁﬁi[ednl éaad% &teﬁmmlg% eldentlty associated
with ghe @harrreputien! gdust AR ety ering ﬂuateampdtetqc'éﬁqgata @gleding a number
of &edadtada;tlals,maﬂt do@9a dBxe bétonl baGly Gaicitiveofa least the Rlaity dffie pharmaceutical

oG bt By s ""gyﬁ%&“ Ve LA Ao R 1 1O
visible |nfornat|on_ 0 Optionally, each coded data .
Oppiespily, eash pasleq drgh Rogtion isaindidativerof pidlgnst pap 4F ¢ sigatuze, U giangfuR keing a digital
mgﬁdﬂﬁe @aﬂﬁ@t pHERf Beideding akll viHeferl the (Bin@N détethmeDthe Gfnalu@pMl, generates the

cmpg L.of hhe identity, and wherein the printer:
SRR DS e S|gnature and, generates the coded

data usi ng the signature. Cptlonally, printer
Opfignelly gienier inglugesc ¢ pesure) 43ta Stee Gptes apdhRprocesRy Which gensates the signature using
datdbtbredlin @A @éreS the signature using data stored in

the data store. 15 Optionally, the printer encodes the

L anat L Ehi .

Op?ona{ly gne grmge Qr{cslciegthwfntnpe sréﬁeﬁurp Lviﬁﬁr@ll #lﬂr){l ég I)f ec?c%? ﬁ%&é Isjo%oﬂs

Iayout the | ayout belng at | east one of. a coded dat a
Oppgykl)sufhe PiHe: deierpins 2 1yeptnge layrt eingiay lsasp prerofi @ pisdidptp 8‘%0“‘ the layout
belﬁé mfﬁ&ﬁibe ¢F ‘ﬂﬂ @kitida bbeaftDdolidd@nta Péttidntod tlﬁ@ﬁ‘dk@tgnzgtd, aadoclymest description, the

ceri. tlon Halol ;
documat%'{%es rlap\tllcem (;a g lcatlve of tilb osxttg‘[o.mﬂ%}egﬁg atid ﬁ%?%g%&, and, prints,
usipgthg h@upetdqéﬁgtlerﬂj ,the smiaf,i dagrangythe visible, slf%gaﬂphe | ayout , at
| east one of the coded data and the visible ,
Optistalby, R tpriftex. maﬁhea)tdnﬁﬁlﬁlchty)n sysied for édrin@hicating withl @ Slatdbase, the database
stoﬁrgg[ nrlelgt%tgl[ﬂ}%gph ?cegtrpal ep?&du OMg Crﬂebs@ gneV\Aft J&thg‘ltlmﬁlon data, including at

ase ta rel at
leaggtackeyressasiatesl tith a piensties the mgwevqmnﬁg digital|sigpasyre pfrfb legst part of the identity;
traé]dﬂg"d@tﬁl ttlieQﬁ&ldn%rdlatﬁl B84y, at leﬂ;ﬁﬂ)abtﬁllﬁ@dlaftwe df@racking &hfckﬁ&hon including at least one
of: gis 3)%%?)¥ ﬁte 5&4:[{1%;}1%0;[ fpg)rd*lctt loggj grt rtng]rg trsI ]E}glr{su regonae lfsglg z?he pharmaceutical
prctduca,cﬁtdpqagondnétha pharmaseutical piodusy adb@ épctsen afthasengingzisyice; and product data,

the%fdbét Ahth Ueldgrbg 1e§saf)drt\éﬂy Qﬁwitfﬁ@@ﬂﬁrcﬂlﬁct |1d?<|f1rﬂﬁt[mttdc&ﬂmg RQdabt@hd ' a product
| east ar

ceut
cosFt),raomtll&rtt 1de8t}. ier; c51I.u5f;}1013e‘é1'u ef’azﬂls e\{t@?r lgﬁglﬁ epl,?l’gl datg1 Latchtrﬁgber product
mapifaaturacreedutalisirib@®r; prodett sippliea 1dsn@gaunmnmg¢dumhe storage condltlons disposal

coRARATREER U G2 ex tlécéffect@ Bide-cfRcts; Q6o Yolfse:t MQruSRASoNEe; links to
devi ce; .and, pr data, the product dat'a being at

oduc
mﬁ%ﬁg?mﬁﬁ?t?ﬂV?Vmﬁﬂﬂﬁéﬁgﬁ@ﬁg%f product i nformation
including at | east one of: a product cost; a patient
Opticlalhy, the penter, aleassene of: dmiates 4t least somgef therarTelptie tot thef fharmaceutical product;
anmwaf@%y{o@eddﬁtta ﬁsmg@fe&‘shsoﬂlle‘ BRRY data 9{19&4 folthe phBMEE R PFoRct.

product dlstrl but or; product supp |er i ssue country,

ORI B B TS R e TP G R o i
praglgatcin tdemmzsofftlorphweceuttcats’tqdupctan EPG af glentipsed the|ppgirkaingt and, a8 @entity of a
mé&;tme&ngggrnatlon contra-indi cations; and, dosage
Optionally, the printer, at |east one of. updates at

Ieast sone of the data relating to the pharnmaceutica

product; and, generates the coded data using at | east

some of the data relating to the pharmaceutica

product . Cptlonally, the |dent|ty |s forned at Ieast

r oy o o - Y "




10

15

20

25

30

-17 Optionally, packaging includes at |east one of. a

blister pack; a bottle; a bottle |id; a |abel; a box;
wa@ows/1a1921 eafl et. Optionally, the printer: recertway2105000070

packagi ng; scans the packaging to determ ne

information indicative of at _|east one of. a source

of the pharmaceutical pr oduct] a pharnmaceuti cal

onf i L it S Bt Bt SR PR 5Phsp o .

leafit.oduct ; and, generates using the determ ned
information, at |east part of the coded data.

Op@lgllyo{ﬂ@l)rlnifer x%d@ﬁesctﬁ)éjﬁg(agﬂé @cahssthé ;ﬁ@ha@i io\ﬁ@terﬁfmeanformation indicative of at

lea$ é’gé? Iéltrf urce %tr fe}%g%]agglﬂ Pro S S%arglatgzgtﬁgllslﬁ-g u&t tgqegfgxe z?cgentity of the
phaathdcesal fporduatedndy the @il mmberf Of&he pramsceuticab profluct; tahd generates using the

detérﬁllﬁl@d inFOYman@rt af ]?a@t%gm Mk cogligpat ure part; a position of
the sensing device relative to the packaglng, and

f the s nsl ng rel
P BT 50 GHE ARSI of oIRGB AP TTEIeR PRL® S Ui of gt et one
codedh Vataspomoe, tya sensing da/ncd@dowwntmqtemﬁmlprmfat feast ong b the addaidty; at least one
gﬁaﬁﬁ@pahsa @Elﬂ(ﬂ\to? g)e %sﬁmw%l&t@g fo th’esﬂaagglﬁ’é arldeﬁ&remgﬁl 6f R sensing device
an invisible ink; and, an infrared- absorptive ink.
re‘mﬁoé}ﬁamkggmgt he coded data is provided substantially
coi ncident with visible human-readabl e information. 15
Op@pialiypthebddyd datahiesubstadigadly inmisible thes uasridedidpen. of coded dat a
portions, and wherein at |east sone of the coded data
Op@&ﬁﬁ)} e eodell G488 pAtted GARL sudRE uiife a'fllelaQG&I dfOR iRfisitlidi8k; and, an infrared-
respect ive coded data portion; a position of the
abspRUYfd%t i ve coded data portion on the surface; a size
of the coded data portions; a signature part; a size
Optidnaldy, the gndlad datads premided jublesantially goindident vgthyisitednangeadsble information.
units of indicated |ocations; and, at |east part of a

Oplgéhtal@% abk&sed mcltnh:@a ﬁlﬂﬁdelr & o6l aatap;m—t%ﬁst andhﬁx'eﬂaﬂ a@ﬁ&%ﬁ@ ofithe coded data
eas

PO ST 17 PR b PR e A PR Taen g e epecive
codetl Hata gaetiop os the bunfaeer 1a @ize dfhlic| codext Hanmirtions a SikAalEe) pariza sige of a signature; an

1dehtﬁ§1(5f a s%ﬂe{t@e pdrttmgofqlnﬁﬁc@ted @éﬁqbn‘g aQ@‘taﬁeast\ﬁmq (G2 ﬂ@toﬁ}ect the entire data object
ication dat ont act glata i nformati on; busi ness

be‘%&&“&%ﬁ%@“ awabyaﬂ?rf‘l@é‘?fd?%‘? 8RRt i onal |y, the coded

data includes at | east one of. redundant data; data
Optidriaityiha datesbjet indaley @ teast one; of: RddtipurpSe [ lwerpm Mdd Extensiamsd MIME) data; text
datgfﬁl)éeQatB%g&f@g@an GMeoqaﬁ%pl(chg)iatg Qbrffact d%é @Hag&alﬂuéﬂnesstdaﬁ data; and,

signature i ncl udes at | east one of. a random

d“?fﬁﬂ%ﬁufa associated with the identity; a keyed hash of

at least the identity; a keyed hash of at |east the
Optichaly; ithe\cogrd gldta Gethdessat tegst aneefi xedundank _ézyq; datm dllowgy drifoy edjeetion; Reed-
Soﬂéﬁbﬁ&taaanﬁ%y%ﬁsl&gﬁhqh@ﬁc&%k@ &ey; cipher-text produced

by encryptl ng at | east the i dent ity; ci pher- t ext

oo Rl S50 £ PSSR Ao i o i

keyed hasho€atkient, thealddmtltyea kéyedilnsie of s lleagy the ideotity @d@rdlsing a private key, and

vertaBIk hgingkaeaeneséam %me Ay ¥phel -8 prRGRE bﬁalkgpttng aﬁegsang@d,my cipher-
i n accordance wi |"'east one | ayout

Vi n
e BTy e PG i AR an erfrLpoduced i 3
privaskeyitand vedfiabitiusigg axorrebpontling mlbliskelp- | ayout s r ot at ed 1/ n

revol utions apart about a centre of rotation,

Op ﬁ@ﬁ’)’: tﬂ%nt&)di&'@%é @yaQrHrtghd ﬂlcllcggdagga wigh Qtt l'e;gn oﬁeng}o‘ﬁlaﬂdv ﬁ n-fold rotational
ha 1St n

qui S hat sub- y rome
Sy‘ﬁ‘f‘?’i’é’r wheff: ¥ 2365t Yoaes ?WS‘P?ETT@Z“Z‘ ﬂﬁt'ff‘ ﬂgr?dd%? @ﬁfﬁ
abdbiBa et of Aradtiby, at ledsnembHéaglout antladingsrotatiandmiipethgidata that distinguishes that sub-
layg&@%dgggﬁﬂ%g@w@{ | east one | ayout having n-fold

rotati ona

G revolutions apart
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symetry, where n is at |east two, the | ayout encoding

orientation-indicating data conprising a sequence of
wamosmtieger multiple mof n synbols, where m i BCOAB2005/000070

nore, each encoded synbol being distributed at n

| ocati ons about a centre of gt ational symmetry of the

| ayout such that decodi ng t fié Synbol s at each of the n

Op?()élﬁl{ye geltd Of ! he I g fOéC!?.[l gt \91g1nateleaal (():ngi tlayout l(llaa]tné n-fold rotational
S}’m'ﬂl w}eprnels gﬂ‘tasittW‘D ﬂhe IUQWFQOQIPS'IQ leata@nnfm@@@mdatey@mremg a sequence of

an §1 o drt mu(ﬂfpletrlr?%f Pg}lnﬁ)glg aLHle}n ksnadd Gla!BJ)I‘Q g:a&%&)démgmbﬁb@igg distributed at »
i cative of ree o

locttiﬁlsi aaﬁtg”a'cgptre Pngtatﬁ)P? etry Hgﬁh% E%%Jt %ICI'I. tﬁlg ﬁlgcgétfxg t(l}ﬁ S)Xn%uls at each of the n
ori¢nerions vé the flayput pexdicer miepgschtaions aftthe oniestatiaptisdidating daw, ¢aklerepresentation
mmgﬁékh@@khc Bﬁ%‘ﬂ% orlgrnﬁloﬁ ﬁl@i@i?tﬂghété) %dttﬁrngnnﬁlﬁlatwe of the degree of
I'ncl udi n a'radi ation source for exposing at | east
r°‘%5ﬁ'é°féléfd@’6“t 10 data portion; a sensor for sensing the
at | east one exposed coded data portion; and, a
Oppenaliye B Iprifiterr inclddes er mianshatign  terminalg far hgrfatminge a@actone relating to the
phzﬁrﬁ ?ﬁgal %f?)glﬁ:g ﬂlg%JaIangm tErlnﬁ)rﬁl maucﬁr%n§ﬁﬁliaﬁoq @Mdetféf exp%ﬂﬁ% at least one coded

ormng the transaction using the sensed . id 3/
datQ?Pﬁ“e‘haﬂ feysor {feepive dteett 'fas ?fﬁe‘?‘P?i%’r FYPchreaih POFESTH GBf: G Processor for:
determliningl Ogngathel A€ feast Ond Behen a:@dledV\datal'pot'ti'O&, Phasadeidatity] a@ll performing the
o] oo IV (ot P N T 'J‘?Jeﬁl%d including, in a conputer system

recel vi ﬁg Indicating data froma sensing device, the

15 sensing device being responsive to sensing of the
Optieyalbel thyrigtet Briprs perfospe? MREPL oft URY N8 &tuser 42 intezagk pith the Pharm"‘ceu“cal
proaad, tthearhétbbdlxﬁbdldm@,tm ¥ @omyfutet Ky@temohetrivitg)indicedgedars fromng sensing device, the
senlélm% ?Lg'lcté I%g in ogs%/te t(p gengr?gt & theasodé %lsatto %ﬂi%ra%("iﬁdl(g{lhg cﬁgda't least partially

action assocl ate
mdma«e naﬁé@u | de}srrwnﬁe fusing fhe indicting latp it [legtliopg 2cHen; |apd performing the
actQ»H st&ﬁated Wit Ve (ﬂh:ﬁﬁacbtfﬁff:ﬂ bﬂi&tct €d actiof 1na1utﬂf5@d’t Jeadt pigbalf:l pid¥iding information

to a user ? 1nI gz];c I m?‘&forr%a ion rela‘?htnI nog% t ohe;[rrblaece %&c@ O‘; ffﬁr%lmg a transaction
Saue OFMmng & transactt on
rel:phaﬁomh@ elm'ma@gxpca'b prodhgt rutheatiqariegrthe E}afnpaﬁegltlgah groduct and, receiving feedback
froRi@rR&ceut i cal product; and, receiving feedback 20
fromthe user. Opti onal | Y, t he printer further
Ope?]na{lyﬁéhg é)r ?r:}:: her pperfo ors ta%lélélgcg ﬁ)‘f- au(f‘hair:lt Qt% él%e é)h llltg:lg]l pboduct geach coded
datﬁ pertigpebeing fyrther indicarize ¢ffa signagirg ﬁlaﬁlaliaélfe tehga élg@qh amwae oy filqgg) part of the

.deﬁani' lafgH Be@tg e‘ﬁhﬂ&ﬁ&i‘&fuﬁa OluraBly JrRewRl dﬁt@ﬁ)t)m&fs Wkeeein lhg @fRthbd Yacludes: in a

L e e
inditetirigcletr indisariye nfy thet iddnttasand,othe atdeadicie elataturqrart; ingrprocasiel; determmmg,
frogl(:}cﬁ@fuﬂ(gahﬁkq}ata%sdeﬁgmﬁeh CdeRBN 96 a0 QGtaHe Mﬁn&@fghé&@ part2 althentlcatmg the

i ndicatin ata indicative
phafpacegigpro 3%“5%&1%3?%%%'&?%@ af‘%ttﬂaatﬂff% Bie e S
determining, fromthe indicating data: a determ ned
Optictetiy, itte yprinterrfartherapterfhrena g methnd fod auttentivating dhesrhgrmadeuticel foeduet; each coded
dat@ H&rﬁ&m&fng ﬁl}thep EhaicdiRe oﬁ@%ﬁﬁﬁ@ B bibfafthre HRInQ H Wigkal USafhek df BiGeast part of the

determ ned | ent|t t he at '| east .one determ ned
1de§ ltéﬁ‘gllerﬁllnéheﬂgfhf) incl P Iubancgplpxl}er sysfea: Elceflﬂlfgelpdl(faﬂ Jﬁ@lfrom a sensing device,
thepat‘sfng device deingredpodive orseming lofth¢ coderd dargo tdnerate indicating data at least partially
We%cﬁyqdeﬁtﬁ’}l oPh® g%acelﬁ@zﬁ tﬂ)rogﬁ)g'egld ﬂ@ts@nag&r drto'aetgﬁﬁnﬂ% from the

urther 1ndicative of a signature, the Sign %ure bei ng
mdé"a'dﬂgg‘i‘afaala dpegpimaduiisgtivgy andy of Jeagong, dptprmigped igpatugg) part authenticating the
pharfildaiiticil produwdhesingithe détkrmine@idéntigy andbé a1dka@s pnel datedni0 sipnatugy part.
system receiving indicating data froma sensing

Opqgn\éil)‘[: ®he pr&ll!glefuﬁhoep %érﬁ)gnsdae}ﬁlatﬁ(% (Q %Et@rgmr{u?gspgdgﬁll;lé/ @up‘il@dtlon of the packaging,
sensi ng he coded generate 1 ndicatjng dat

Whﬁ’t“*l"l"@a’gt‘h"ﬂd?‘t‘}dﬁﬁ’ 2 cq"wwrc%(ftfrvere%fvmgt"riiécat"@e%ta.fw %fmi%devwe the
pharmaceuti cal product; and, the signature part;
determning, fromthe indi cati ng data: a determ ned
identity; and, at |east one determ ned signhature part;
aut henticating the pharmaceutical product using the
determ ned |dent|ty and the at Ieast ~one determ ned

. ~r~ o~ 1 "
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sensi ng devi ce being responsive to sensing of the
coded data to generate indicating data indicative of

wao bws/1ident ity; determining, fromthe indicatimgr/aazms/000070
a determ ned identity; accessing, using the determ ned
identity, tracking data rel aéli)ng to the pharnmaceuti cal
product the tracking data b hg at Ieast parti ally

cal l)Ve Of oline J ocatl c%nhe code de genera e 1cat1n ta indicative of the
AR g5t "iF

Se“ﬁﬂ’go 6T PRTESPOURE & PHIENY ) Fackl
identie deﬁmpth@g, fmmelbe |lrsia>htu1grd3t4uetdeqe@mad p@s@v,baweessjw Ium‘athe determined

1de1tg%I 'ngaé}l gl &‘dta feRngPlo! the Sl{amﬁdéé‘utlm Iproklck, ftﬂer chkﬁg ﬂﬁﬁ el of least partially
rackKin

he har ceutic roduct
ncHGF GHPRHoh o5 RGO B <L JBisth . /ST OT R < REE fprking da. i e
phatiadcentif4l priodhat is eprssibigduibosiece, t he sensing devi ce being
responsive to sensing of the coded data to generate

Ophcﬁgl aﬁ el ]Qﬂtefj Alrifler &%ﬁétd ¥EndA oft fiRkihg @Qtﬂhﬁrﬂla&ﬁtlcﬁlhﬁoduct the method

item and, datin usi_ng the receiv
inc R Ot PO HEm A N AR T 26 Gt gprsing device being
respangivecta énviag off thd codlekdatago geherate iirfdativg tdate imdic@yt phthaldenfity of the product
1te1£ hiﬁ?( Fﬁf)&amxge ﬁsufglﬂaé Jgge'fve@ ﬁl'alfcegﬂlgﬁatéi trmg qgca QtfleaQtr;Q.QHl@}J 1Hﬂca¥1tbeof tracking
agi ng, wherein the nethod includes, in a conputer
mf%’?%‘toém determining a serial nunber associated with a
phar maceuti cal product; generating, using the serial
Optidnatyethe prénter fuekken pérfoyns agmtkeﬂ aft provigging b packagitg whal@mthe tnythodancludes, in
a c&%&x[k@&ﬂt‘éﬁ de&mggseggqﬁﬁl% hs@&lagitl v&tﬂg‘ﬁﬁjarrgﬁh@lcal Pl% g g&r@ﬁtmg using

nti't t he coded atalnCU|nganU er o
the Jeioh MR PRI o B nE SR %t‘%f"%raﬁgaﬁ“‘%”éﬂ%@?‘ﬁﬁ‘o? Aficoded data
usmgjﬂhéltldehtyty, thd chded tiatd @alsdingdamtmiaf of beled daya pdrtiong, eatthepded data portion

enc%?xg%n tﬁé Hengl %dnaq 1eBst g ftﬁ%ls Atlgg]%g{g%@é beﬁl% ald%ﬁéglg%é of at least part

usi n rrnting o

of thhidenie éwﬁmg:@rmmqﬁd»aéte pgamealm grodugt PaF‘@&‘é% a%‘%ﬂ%‘e“"&bﬁ’é?f data, and at
leaSlBhetof: BOdentily; ankdaRskridmenbef . the identity; and, the

serial nunber. Optionally, the printer furt her

or s d |
Opp ona tl}e pI'l? er e(r) e d(IrmI nix?:ﬁlg(? op &sﬁeﬁs‘ﬁgﬂﬁé‘ ﬁﬁ&agérﬁw:sag oduct the method
re@uw ﬂ@npium wetsm rﬁ@walatlraiwﬁ%rﬁafa fowfsertge deNisece Set“ﬂ%g device being

res§dﬂ§l$d B Genﬁiﬁg/d)f(ilfé B@ld Aga todBneFa®SiRdMAGIgVRta taDleSEPARIaMOindiEatite the identity;
detﬁmu}lngalfsrnﬁ t Iic%gln I%z\gltgel gng ffgo?q(%ld%?eéls% ?gasgl atq%ast 099 6¢'r1tter10n for dispensing the
pharmicagical h@dlich didg ew:rnrgghecrémala@malfpr@mt EP bd Id§¥?9??§ Pfr'fg at least one criterion is
satd@dgabase, at least one criterion for dispensing the

phar maceuti cal product; and causi ng t he
Opgthn%ﬁ IT%% elglrt}telr%lﬁ‘lhfngnc?u%esta se?smé gewc&)?r Nk w1 hf'iwaceufaca n{% d%c%,t the sensing
de\flqsrm!cwémg i atohsingadapted sebrdiclidy daser e,neus¢ @rractps'en wmh fog m@osmg at least one

cod%ﬁ‘ @&E@&ﬁéﬁt h@é‘xLor Q(FrQQ‘Hﬁ& thetah Ras$ Sﬁbsdxﬁged &5eddcﬁté|;féﬁlon and, a processor for

detalglénmgauslxrgd?ea I]essﬁ oge %Ps&:’g a@gcf gaéwgg)ﬁ ﬁa senSf:d f&e/nél A l11(1) ﬁ thlrdri)road form the
invewide provides a npthpd ofahowing Sleers'o)mtefagtrm@@mbmgceuthd pepdudt, glzpopharmaceutical

prog{il:‘? bgﬁ%pagégge&wiqgﬂclg?ﬁéhagﬂﬁ tidsRed 1R 0PhddEiP ERSS @, t Mast some of the
determ nin sed coded data

St S
cods It B HORASHUIT R AR REYIS: FR TP DR F HOF. g TGP DRGm: receving
indicanitg it drompr sonsing elgvia, e bdnonk &hicabdingwespepsiae wssersing ®f the coded data to
eﬂe tqucﬁéaﬁngvﬂa&tat l@asp&ﬁ[an?fﬁ@i%lk@ﬁ‘lth&ﬁéﬁgﬂs}c&etenﬁlmﬁ% using the indicating data, at

armaceut | cal pro uct bein assocl at ed
leagsazeek%fg% @'ldh%fwﬁgngcrbesaﬁa@eaeﬁ%lﬂ%dr @Hﬁhfolrha?%ﬁ"%ﬁahwada&‘eﬁe action including
at W@t ée oﬁlprolvﬂﬁg infemaien 6f a dséreupd@ing oelkilg dheidramatioe iraleging to the pharmaceutical
producqil p%xg r}n}{@ achfans%tloll ?e?a%rlg " ﬁ%éehﬁ’ml ﬁrm%ctnﬁﬁ}p,ﬁ’tgatmg the_ pharmaceutical

ter system recelving 1ndicating
pr"éeﬂ’fém? r%mr%sfgﬁh@kﬁ@n&léwe&e t he sensing device being
responsi ve to sensing of the coded data to generate
indicating data at least partially indicative of the
identity; determ ning, using the indicating data, at
| east one action; and, perform ng the action
associated with the pharmaceutical product, the action
including at |east one of prow d| ng. |nforrrat| on to a

N a

har t cal
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-20 Optionally, the identity is formed at least in

part fromat |east one of. a coded data portion
WO eieatiiwyz an identity of the pharmaceuti cal prDAUZI05/000070

an EPC, an identity of the packagi ng; and, an identity

of a region of the packagi ng the regi on being

associated with a respective gctl on. Optionally, the
Opgcgnflﬁr}ggxf Higr%}tyuigg)ggetd apleas P%oi{%uatt Ezrisaz e é)% ac?degI ga gyﬁ}grrl] {dgrgi’ty; an identity
of the pharmacpiitiay ,pradudt;ray EPI¢e arg| @entityi mthmackaghe aadstanGeentity of a region of the
padididgORAledi¥n beinB Bss6cRtR Vit Rlegpettive hdpigh.cat i ve of a

pI urallty of reference p0| nts, the indi catlng dat a

art| |nd|ct|v of .at | eas
OpB(fna tlbeoglltg oﬁ)clg %@ T c ete rrélrngigi usmgt Ect)le tulllde icating data, a

dqumlhlagndwgleterammg usn@ﬂeﬂemptlmf, thte mosenm ng device
relative to the packagi ng, and wherein the nethod

Oph&ﬁil)l" Gh@ %odeﬂ Qath RandQiR W 8 'i)luraﬁbﬁ)tf %ﬁren@@ﬁdﬁftmlﬁ | uﬂﬁbatldgﬁllatﬁ Geing at least

i.cat dat a, .at ast e
B DG de R, o PP R, B g SR e e pgekaeing: and
motvéveentad thie oensiag davisastativerio tha packdging cald wherein the egthed ingledes fn the computer

systehp g&én%fnﬂig NQhe PAS inldic e ARG at d@agtetgn@" IR @0dePERYiRd B sition and determined
coded data inclu nunber,

mo%%elato % lp%lr@ﬂlgng ta%&qtforbﬁ ¥ udgalrtaba rO{l RS HEE R athe fdetergglecgj position and
detenmdlied mbvewent. of at | east part of a signature, the
signature being a digital signature of at |east part

Opggnaﬁ)h fhe beHBDdaka! ﬁ(oludm%ﬁbem of doﬁkd dht8 PRHRS Bach Qo€ H‘a?d podiof? being indicative
|'east. one coded

%glort jon, the se§3| ng{t ce

of st Pa 8 SigP?&F%éIﬁsﬁEf“tﬁ"a 23 (el et gHFAS P P@{e identity, wherein, in
respamell t0 atnisivug oftdt leadt oheeagdd daagosipig tatsensivg Pevick gerants widgatipg data at least
paxfa!ﬂ@ mm%f Eﬂ%Mg §i?] ahﬁ Jaﬂednﬁ: le?éﬂl B mesd ﬁmldes in the computer system:

etermning, fromthe jndicatin ata a det erm ned
deteristing fgm g6 dndigpting Jajaa d@‘ﬁ@“‘lf@t‘déi“rgw @t epstyprgdeipraningd pignature part; and,
autBdh€catingatht pRdhacedical pgodtidi @sifd) ek [ABtereitet Gdehtitp kmdtie tat 18t G determined
Sighﬂ'ﬁe term ned identity and the at |east one
ete ned signature part. Optionally, the entire
Si gnat ure is encaoded within a plurality of coded data
Opgigiety: iisntihtienamesrieriiodehuitiipt hlarahfy 2600%@8@3%10“5.% yhseein the method
incRGES inNfe SbMRCERYicS BABINEAE namb ahefdedbatCitivpds athaeby determine the entire
%%r fions to thereby determne the entire signature.
g%o I'onal Iy, the coded data includes a plurality of
| ayouts, each |ayout defining the positign of a
OPEP%PM*FFW"SFW‘ fFlpdet 2 slrpily I°§lalé‘¥1‘E§0?$'F*h'§y°t“h‘?:¢ﬁP‘B@’eﬁf pesifion gffplurality of
fird syadbbilk &dcbding tifideaeg ifdla ytalwdfecdes symbdiefiling a8 R&st padar the signature.
of the signature. Optionally, the infornmation

Opltlg‘l%h %nf@ﬁna 10%@§c‘iudg§rh? lerft or]leebf parlggﬂgttco& Oa%atlenﬁld%?éreyhser identifier; an

entifier; user identifier; owner identiflier;
oOWRH nideE By fnénw%tue dagea thalh HevRsEr Pf%%ﬂ‘éf&lf“%h Uregfugt digggibutor; product
sumbl'lﬁﬂ 4k cOn®Y;ringreticats; sprapel daiditiomst) Pisdos® lcopnditidmt | GerialOhliidbery expiry date;
eﬂlect eldelffgcq} %dndl‘% Br%rfg}glge m Pr cltigdsqg}%Fe qin]g’sqg ﬁ@tberq {l—?ﬂit&olnoégﬁtra -indications;
dat e, = effects:
an‘bé?ﬁdgetl ons for use | nstructions for use; links to
further information; contra-indications; and, dosage.
Optaity i fieybackt dudee adbaaalie dMa ind@soradf tHeedfsdts @@ phdrmad@iftical product;

marke{:iin&(i’g‘ Elbaglp glg Stloglpli%laﬁrrg tc? t%% ;ﬁmg\%lcetu[}%l ]Q’Du%ct,tn&ﬁ eaHJvJe%% customertsurveys

questions relatin

the pharnaceutlcal product and, ansmers to custoner
Opgena\})é% track%tnilfmqlqnys mglf?gvet qf&blﬁqsh@le iOR S HERt eyrey of the pharmaceutical
prddmﬁl,l ot biv enoref trakactiéa Sierfarmed abing e piatidcaitital asuact; af location of the
phann B'EQ" g)%&c?%d Qt%ham {@%&Em £08. 0r more transactions

usi n arnmaceuti cal product; a |ocation

of the pharnaceutlcal product; and, a |location of the

sensi ng device. WD 2005/111922 PCT/AUZOOS/OOOO?O -21

Optionally, the coded data is substantially invisible

to an unai ded human.
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Optionally, the coded data is printed on the surface
using at | east one of: an invisible ink; and, an
wo pdosareel2 absorptive ink. Optionally, the codedr/dat@ms/000070
is provided substantially coincident with visible
human-readabl e i nformation. 5 Optionally, the coded
|ncIudes a number of coded data portions, and wherein
| east of the coded data ti ons encode at
Op “élélg't th%f'f’ée ta 'Saf‘"i’sgﬁtéﬁ"i’ B‘H‘S‘glf t"taﬂénaﬂ‘gg[ﬁ‘g'@f‘i ve coded data
portion; a pOSition of the respective coded data
Opfiaelty, the caied tidteis primtédamehe srfare pengodt leady enecafgimdnifdhicaink; and, an infrared-
absBPfidelif1s; @ signature part; a size of a signature; an
identity of a Signature part; units of indicated
tions; 9 ect
oppfy b b efies BTy Riseten S Bisdph et igrmason
plurality of coded data portions. 10 Optionally, the
Optiantlly, thb jcaled intindsh & amperaf cpdeg data portions And wiigtein aplgeshigme of the coded data
porkibts @hdd&d at Mait londet £ 108drioN e tfld\'{'esh‘ge)twéj@d% data&¥%ktion; @%ﬂmon of the respective
C“k% e data; ,audj o dat a; applicati L on

RT3 4 S oo e 470 cog5] G R onE S PP e g o d sigatre; a
idegkity efaitsignapureipartaunitOpftindirated losatiorntsivad, @depettbad aff adata ntybqut@gntgq data object
belhfé\%decpﬂ Ra@brce B}eéjﬂﬂ}g{ﬁyéf SRk Bata ﬂ,ﬂfoﬁg all om ng error

correction Reed- Sol onon data; and, Cyclic Redundancy

orpaR b T oo R PR s
dateyi ifndpe tite aidiedita; vigso data; dpplicatibn dats lnorect duta; infoprsation; Hwsiness card data; and,

dirkcb@dalat Y; @ keyed hash of at least the identity
produced using a private key, and verifiable using a

Opg?o{ié r)§ %I ) ta| g;lgefscalt :ffzgy oaee?.r? feﬁigpd}mglﬁ%ﬁ girptg%#%wg en¥)r correction; Reed-
Sopmmddataezdld,b@ycmﬂbdgtpmimghealt (CReadta. t he identity and a
random nunber; and, cipher-text produced using a

opa&iamah@ cisgﬁixi Zgﬂnde\i&iuaésiaani@ oﬁbséfnﬂraﬁd&pﬁlﬁgépégﬁght%wuh the identity; a
|

efo o O e PRI AFOFLESY S U M AAINSY R k. and
venif(hbl&hSu(gEﬂdorre@Wm’gmu@hp keyh eipter-taxti psodaded by erstyptingt ledashibe identity; cipher-
tex ﬁ‘r}é&i.idéd Lk)n&ltry;ging gt l@as{ fﬂ@ EHeﬁtﬁ)allndSa%dloﬂ%gMﬂe?‘ ;{‘n@tcﬂ%S‘rQexlt {)rladuced using a

revol uti'ons”apart about_ a centre of rotation,
P“W@ﬁ§¥aUH@"@@B“Pﬂ%%ﬁ?f$ﬂ@W%BWW§ Yot at i on- |nd|cat|ng

data that distinguishes that sub- |ayout from each
OpGiriaky, t&u@déctiyam,lts ar@ekd dnadebnjancd vgh enldast onkalagoui Baving n-fold rotational

syr@rﬁgu@n\gl%ge ;11 {3 a@l@&p{v&gaﬂ&ﬁyc}m Inaud%g rl ﬁéhﬁgal gﬂﬁaybﬁygﬁtedhﬁz\%\ﬁﬂtlons apart
rotationa ymret r ere n i's at | east

abe%cemierfé g dt leaé‘r%?)ﬂ‘i"rl@mﬁ ificiéiifitl%fp i indiarneae g et thatsu-
layo@ fippin iesch dgerautsiagiuence of an integer nultiple mof n
synbol s, where mis one or nore, each encoded synbol

Oplagiap}g tl@ &)ﬁgd @e{rtlratngdarréﬁge ! h&&%b@@ﬁh thgﬁﬁ ofte faﬁ{iﬁ ing'm%fn fold rotational

rotational s e layout such that’ decodin
SYRIARY s \ieEroT i ableasieiehelpyoptracqqing grigniaHensipdicating ¢a CPRRising a sequence of
an limdgerurhul{ilod WE @ SymbolsePhiedsS @ id @iei0d merepdaclt éeoded symbol being distributed at n

' £ BLER S tHe Qhbol h of th
B P B O A S R o s s
origjtqtigit oA the drroptrirduses ﬂﬁ@red%faaonan& the éi‘?ii@“t‘i"h'dii‘&a&t’g ¢a&, gfch representation
coh@ﬁmﬂ@@lﬁf&ﬁénﬁéychc&ﬂlﬁ &TtiRd dridfatdh-idditaring alya hd beiatihdidadidel of the degree of
Hﬁthod i ncludes the use of a transaction term na

rot tlon o 1
61 ?orning transactions relating to the

pharnaceutical product, the transaction term na
O]y ffe fegthod inplgs heivePf SSTaPsRion iSFmiak f6 Sfrfogmiag rngagiiqns relating to the
phﬁfﬂﬁ:eﬁﬂﬂ @ebdudtl te@rafsadtion @inaR inSledifg b rddRfionSeR& fagxpdaldg fitleast one coded

5 56050, L b8 T 965 o o

determ ning, using the at |east one sensed coded data
portion, a sensed identity; and, perform ng the
transaction using the sensed identity. Optionally, the
met hod includes the use of a printer for printing the
packagi ng, the printer being for:
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determ ning visible information to be provided on the

packagi ng; determ ning an identity associated with the
wh2@harezreut i cal product; generating coded daPEr/Aav200§000070

the identity, the coded data including a nunber of

coded data portions, each cogzd data portion being

indicative of at least the i"déntity of the

det a?mbt}gr!?ﬁstlelrugfqtlactaa{]g gggeggctn%egtcgg]eg d&g ;ﬁnr‘llton ng S%lfeg ige%g k;a g'{d,n 9erforming the
transprtior ysmg the sense@identnal |y, the nethod is further used

for authenticating the pharmaceutical product, each
Opﬁ&lﬁ‘l?)d l@%@hd@%(tldd@snthe R&d Hia E)llﬂtetr prinffl $hatphdk@ipf tRUprinter being for:

natu nat ur e .bei n
cerguie ol Ratr® B Ry an b PosEaefie e Hanihe pgefapd with he
phamndelical ppden @@d@dﬁg\mdeh idata esing|thg nct;ht;ty,yhe@ﬁde@ dataigcleflinga number of coded
datQ 96416119 Rigoh YRS LA &rﬁdﬂ%elg%ﬁm%vé Gl MAeSe idkdhntdtehe %%éc@tglcal product;

devi ce: sensjn Qne c ortion;
andy TP W@kag‘ﬂ%g infingdhescadrd gt "H‘g g‘é d‘s'glﬁt"g ‘BE}I"P ion,
i ndicating data indicative of. the identity; and t he
Opti¢nallye ths metherkis Sirthen ated fe aphenticatingriheephgymedsaticalproduct, each coded data portion

beﬂfgﬁgeﬂnﬁkzﬂﬂe of at feé%nflﬂa}ttd?a &1&1‘3&&%& ﬂ@latd@tbﬁng @dlgﬁt s@én&hl@ %?iat least part of
|

east one_determ ned si gnature
the eSS Heiag F‘ﬁ@def’ frighin ﬁﬁ‘él’f"H‘%i@E e Pmlwu@%feﬁlét%@eﬂ?ﬁ Jpcfudes: i the
sendh@g éavite:Reding &t&e’attlohycoaﬂlcﬁatb hetiat, addegesdrating aisickethe sensed eqlled data portion,

in uslg-ng%%tg rn%lcptﬁrg t)f th%ﬁde% ag(patlhé M leagth)ﬁe g@'ﬁqu)aﬂts f rdc@s@&r determining,

or aut henticating har maceut i cal ro
fromaherindicatiefiodan dsteprired |1<t*}h“fy B%‘} ﬁtdeaftl?f’t ‘I‘f&f’mf“h‘dtge%t‘tff eaét ghfhenticating the
phéinade @A propdt dising the det&rimihadidetitiey, and feat g idtdeterdnineé siggtuee part.
digital signature of at least part of the identity,

Op‘t%]’l%lrl)e lth@ mteﬁlgd m&qseld [P(g aﬁ{ge%§cat1ﬂgrthe%h%%{iﬁc@lrpr&i}fétegm coded data portion

|nd aln fromth esenS|n%
bew&mgeé ﬁ@%@e erét/le%fépaﬁ@f ﬁggqa@gep%gw%mtba"%% %lfahsg%tr"ewﬁ@ least part of
theGi@A 6, Wited thOm@mdencaide, inndbapidr @tetlateeeivadg ihdi@agiig data from the sensing

de‘p ﬁ,r tthe Qens dewgl t?e%%lr ﬁon?wet t'd%eamgg E\‘tthet %de%fda{a tEoegenerate indicating data at least

rhaceut 1 ca e signature part;
par@eltyeaadmamew@ theflﬁfdﬁ‘iyz@fht Rlsrmasentieak ProgHGE angs Re signagiea Rftydetsapining, from
thel 1dﬁ&tlhé Yata: anﬁt‘emﬂﬁed |1&ﬂt&§' daad et dﬁﬁit ShdTHdndingd GiatirdlpRrt;Pathkrticating the
P B G BTy BN CRUSape P tdelrmliR) Bhebifor
signature part. Cptlonally, the nmet hod is further
Optjenally, fthsr mefeod &y friher rigedafop dasesmising achepsibilecdppligtirnoff pharmaceutical product
pa&h‘g‘iﬂﬁﬁ@éﬂ kHe hettoll Gidlddds, in Q%Kl@@érrhgstemﬂﬁ&éleﬂn@ 1rfdhﬁm§‘ﬂﬁt|§] @3dm a sensing

dev ce t!he nsni devnce&})em Ferzp %Itlseré toss)ér?s‘tng the c %ed dat (9 nera e mg‘l atln data indicative
d5t a° From e 'Senst g " dev g Jev bel

of ﬂresqsmms |dvtemr@gs@wsthn gld@#tms ﬁ@a edete'dlmdchtdamtyoacg@m Hiing the determined

1de|nﬂ9“ %ﬁlh@gatéjiﬁaﬂng pdin %Edrﬁ(@elglt@al q;odtldﬁethé G’ﬁ‘dﬁﬁlgtdﬁa being at least partially
cat.l ng

iR o 15 oo o6 S e e ALt o PR ol e pgine da, i the
pharmameitical grodert @ a peskiblt duptjcateo t he phar maceut i cal product
the tracking data being at |least partially indicative

Opgfmatl)h &hel RARY |1sof’ﬂrt}Qf us%@ for RBRM %Eﬂnﬁ‘&htlcﬂrMU&tthe ABRbd including, in a

det erm ni n trac
CO'BP-}’éef ﬁgg@@ufe?eévgrg lb %}ﬂfc ta epsggsg‘gﬁf\géedﬁﬁ Fen%?ﬁ %avnce being responsive to

sm@pgwbmahmyddmhe>aaﬂhodmmstMMth@mmwseﬂmﬁdhmwyaﬁmpm@dmﬁnmn and,
updalﬂﬁg mrtm&%%d' ifcdatin2 a9 Walking RS at TR RFally HHAlcMAE Gﬂrac]&n& ifformation.

conputer system Treceiving |nd|cat|ng data fromthe

sen v t he sensin d Vi ce onsi ve
OrZHY G TP et APt TR TR SETAIG: HRE e method
includebl @ai icomapusf system: detemining y sefial tnhwbep agsokiptdd wnthemhaameutlcal product;
geﬁé&qr?g hﬂ%’thetééianlgmﬁ)g}eanrl@eﬁﬁy o8l rabiftd b6 ke Rl ta Bigndnlrd ChilsiAg generation

data at |east partially indicative of tracking

information. Optionally, the nethod is further used

for produci ng pharmaceutical product packaging,

wherein the method includes, in a conputer system

determining a serial nunber aSSOC|ated with a

phar maceut i cal product 35 generatlng, usi ng the

a0 a4 .
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data, and at |east one of. the identity; and, the

serial nunber. 5 Optionally, the nmethod is further
wased1fiee2 di spensi ng t he pharmaceuti cal produckGT/AtIZ005/000070

met hod including, in a conputer system receiving

i ndi cating data fromthe senééng devi ce, the sensing

deV|ce bei ng responsive to hsing of the coded data

of ¢co %r at tﬁe eq} EI Qig 9 ? mclu aen%:% er %fa ded Ja! orti s, each coded data
? é]ﬁt PlENG et U G5 143, e

pommdfme(dmgﬁg idatity aaqh @t lﬁasbwmaf dlpsqgmq, ﬁhg Saeﬂﬂabbm a digital signature of at
leadt BABSS HRNGenfty] Ea%gdlgofﬁmfu%r of, Cin SIRGPASnAGutlc N Prod i BAcRESER Ut e kome coded

r odu usl ceutical product to be
datgla%dpaéﬁg%‘a'e"g ﬂleH iy ”ﬁ%%fﬂgaﬁ‘ Em1 terion is 10
satisfied. Optionally, the sensing device is for use
Optignalty, thi encthérbis fretbe ysed daldispangin th¢ phatmizecuticahmrpdugt. de piethed including, in a
corh;ﬂlﬁeL Hgt’exﬁgreceﬂ'mg m%ﬁtllr@gia@ %ﬂtﬂ?ecgeﬁsﬁng Q@wd@ Ethél sebéfngadebi&eﬁemlg Responsive to

iation sour ¢ osin

serSpd A b PP B b P PRBHE PR e St geermining
usiny) e eingiogex dgo dat frdat @ djspntingodgtabasadat Basprooe eetsin fopdispensing  the
phﬁﬁ&c@t[tml B#oﬁ\gt aﬁ&séa@&lgttﬁ%h%acehtﬁﬁ%tod%f% be ngﬁﬁsd.d fad %deag@il@cmerlon is

portion, a sensed identity. In another broad formthe
satisfifdent i on provides a nethod 15 of allowing a user to

interact with a pharmaceutical product, the
Oppiémaliyyee sersing ddvicp ioliuce wititwghaseaaticalt reetiugti thi sensing device including: a

hm@ﬂg K&Q&J‘Q bp ﬂéfd B}& lgér%pl%t?ean(ﬂJﬁgl{ ﬁ%e foF ex'b&ﬁ& Qi lE‘aschig 86ded data portion; a
a, at |east sone of the coded data bei ng{hn |c ative

sengqr for sensipgike ft legst opgyesAesed §pdec 4@ PREEPTH AR # EFeEral g ety Using th a
lea§ @fikSseded dddadidate porﬁcanssenngd idéntitye &isdnotb@ hwadfornt theinganti@chrovides a method

of g%g%g g usglet'(-) ‘ﬁ]‘idp%{‘\blﬁx% pﬁ%h&&lcgl:}%dﬁ’& %%ﬂ nglﬁgal gﬁ;ﬁ@a betmI% associated with

tin east I ndi catl ve
pagkapingiYige dispprgd thereqnegy §F@F‘r¢P‘i‘f~d dptp @t FafERoRaeS th‘gweleadt d&tatbs%mdwaﬂve of
at [émlutdeﬁm)s et ithod tiftGidiag nip laltsed’smg visti@ Mgy 1¢agspma sf the coded data;
dete émrtga{lsmﬁddlecs%{wegl godt2 (9 flg u%%wat%é dgtgt% %%s%%l!ﬁagg ’de:%t#vg %t Ehlg eI‘dentlty, and,
traresfperma@teu@natagéae Fogp CORIPUART SY§tem; ﬁ@cmatﬁrrfaﬁmbq"@afsponswe to the indicating

datR f&%@&mmﬂg“%m@%hﬁﬁaﬁr@@ﬁth{ i 189t At adtl&ﬂSﬁd pEBrniilg the action associated with
prov

theI ;ﬂl?rglra%t{c?l d)ﬁodru 1 gaacH&n {ncluc%l?%ealflp a%tl roxrlre; !)gtg ﬁrtowclillg m[°o aglon Foga user; updating
tragkangf ioformation zelating s ghet whaymasgepticgt pqqguct, opetforming a transaction relating to the
hQJﬁéJel!iHaQ ShétilcE BbtheRfic@tHAGHe: phﬁrhiﬁclaﬁf&ﬁl'pﬁﬁﬁdt RAgH, tebdiving feedback from the user. In

lﬂébrﬂ CF%Ut Ith?Fallnéé%iz‘l?on? ?rﬁslgers gaggletp%q, aHt ngﬁ{)xggn?g:)p H‘maceu’acﬁ product, the
phqmmwutdﬂsorcalumlhg)dssﬁmteda\mhhmltagmathawg disppied thepeor 9t thergin coded data

mcmaﬁgu(ﬁtlmbet' B?coﬁgﬂ J&Hﬂfomaﬁ‘se Uich Q&ied Qa&@ﬁdﬂ% b@ﬁé ﬂglcatlve of an identity of the
assocj ated w th packa havi n

.di's
IR GIoH PR Bl T FA RS RIS e, o ot et part of
thefi@dntity @fdsheing adaded oddioh adﬂuraltypﬁ‘rcbded [dat ortigns,i whelieibaltel oathod fincludes: in a
serﬁ'ﬂ%heqﬁzgtséntsﬁ{%?fleagtr&ﬁe coggaad'a%&ﬁﬂ'\te ldrﬁlaéenagtgg qlgng @ gen&ti coded data portion,

nat ure sl gnat ure bei ng

1“"&1""(})‘1gtdatfa indjcgfiyg o rtee i g?““‘é(t anflg the pt ‘Ef‘é‘r‘t“e &jgnatupqpart; &Ib"n‘lrf’cteifm determining,

froftRk ibBdatiy daACOE@eilddtidehtity;and) btléaat dné Yetenhingiothpature pirgauthenticating the

L
generating, using the sensed coded data portion,

Orfipnalix éheifwgwoa WIS g e Arecgero POEPRE WG A e ity frf’ﬁé’ secure data

stogdl, thk €6t d@dNQors htgﬁh’gtaure&t frarsécret key; genpratthgesBgthe determined identity and the

ke)g gat %%?eq%té?ll ggatar’e dnd nt}o‘nggmk %' & .tlme GQE ined Slgﬁt urﬁgrtnaﬁg the generated

e st “one tern1n sl ghature part
S%&ﬁWh@ﬁﬁF%hﬂﬂﬁ@wﬁh@eNBﬁ@WWﬁ@@HWWEaI product using the
deternmined identity and the at | east one determn ned
Optibr@IA thid Beturp adtd store fa¥disiad etdahmentoRef e plocdsor.ncl udes, in
the processor: obtaining, using the identity, a key
froma secure data store, the secure data store
storing at |east one secret key; generating, using the
determined identity and the 35 key, a generated
signature; and, conparlng the at Ieast one detern1ned

R o o, .y
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portions; and, generating, using the sensed coded data
portions, indicating data indicative of the signature;

WO posaipencessor: determning, fromthe indi cap@Tgu2005/000070
data, a determ ned signature; determ ning, using the
identity, a key; generating, using the determ ned
signature and the key a geﬁgﬁated identity; and,

orfRE P e BB ST SHRRE bIRCbb B HARSTAR o
porfignsichod ene @i mltheyensqdhedenmthmnqnn eﬂdmi@g dath indigdtize of the signature; in

a pBEQ&?%&%mn%bﬁ@h e rﬁﬂlcﬁtrﬁg a8 Y% dbtbHied sibRG déi@ltnﬁmgu@lﬁg the identity, a
u5|nggthe [ obtalnlq? the ke

ntit
e SHROETEISE O GPEInEE RS TR UPL Y, Py gy ant, comparing the
detgmivaditlenty amagene&iedldentwtd’tberéb@ eahentid@tthe phdroaceutical product.
Optionally, the nethod includes in the at | east one of

Opﬁdﬁ@llﬁﬁ@&htﬂ&i IRRMEC R tRHbclBE: BlRmE IR REy frdded ]%Eamiaﬂi sktge me Fhe identity;
ficient in a sensi nﬁ devi

S
B ERet ® FPEBSErR T AdSrai e REfe ST ge Rnedfrom he focal
datsgmsed coded data portion, indicating data indicative
of the identity; and, the at |east one signature part;

Ophd?lalﬂ/ L RERRISRYiudes ifl Bk ﬁrléybtréhm the sé‘n@iﬂé §eRe dnd e GRLIsE@ determining when
a determ ned identit | east

a one
sufﬁc&n&n ﬁ]S(ﬁlélag %qvlgﬁ 5?("&'}1%“ A5t Pne coc(ifa gﬂ%m%\aﬁn rganefaﬂlég using the sensed coded
datph(anmiamdacmmg:dﬂta ipdicadvectf: the idagity; e, dist 2t tenst n@cignagr part yin a processor:

det%ganghﬁ nfiltthe 1§(ﬁéango(ﬁ§1 g%&t%me@ ﬁgntlt)&agcp %{1 1dhs® oMe‘Eennnlé signature part;
|ona? dentity I1s forned a east in

a“‘?‘?“ﬁﬁﬁ“&t th? é‘?ﬁ'?acﬂ‘ﬁ‘éal @roducy “E'Eﬁj@ﬁl dﬁ%ft“é[‘e‘b &F'Eti% And; he At 'F”tSS/"“e determined

sigefurd @ant ity of the pharmaceutical product; an EPC, an
identity of the packaging; and, an identity of a

Op{l(ﬁlgﬁll}p Qe Qignt Ffonpe%%%(l@&{ 199&1 m& Qgs@!)rle%f a%&h@d &%dp%gloxq ﬁt:d%ty an identity

I nC uralit youts, each yout _defi ni.ng
of {o S B TSR tRGy 41 rdf“v%?f the W‘g«"tz'néy%cﬂngdeéw G FRgion of the
padkdipingi dentity, and a plurality of second synbols

defining at |east part of the signature. 20

Opg‘&%l_i[lf\ﬁﬁl"éllcl)@éd thehﬁclE%g QBIFrath Q{“ Qﬁﬁ ea&ﬂa}ontedeﬁﬁl%tﬁéﬁogﬁion of a plurality of

ni cat ocal atabase he .d
FrsS pEP P greo 1 4B B PR KBS inegh efLrgt ofte signature.
including at | east one of authentication data,
Optishally dhe frigthad inéleias tin the preggssorasddainiaitiag with § lvca dgabgse atheidagbase storing

datg R?atu‘?’é %ﬂﬁl&&” ttﬁ:gll ]:chiu& 1931\.9 Egtl Jeast (fgpﬁ{ éﬁfh@ntlngtloﬁaatzl ﬁl@lﬁ(ﬁmg at least a key

entlt trac tracki ng
assafa'«tte& B8 ignagre. fhe &g%amffahewg afhsvgflﬁwséf ?t\kést Bt ofthgddepti{y; tracking data,
thelulaék@fgm&h béiy, at Rask peliialg indikative 6f3tackiiganfarinaton iI@WABE at 1€6t ohd\&: an owner
of 91 %%gc%gkhlgqar‘!)duar ﬁlgu&tmorre ng%é%{mn Fr?or%%lgl%,c?ctﬁel %gnaceutlcal product; a
locpt@e af qhgpha@pacquﬁ@l Em@em@ey[opa@g] ofpl?ed;em@g devigg, dproglct data, the product data

belhgﬂaéaht%ﬁﬂfy 15&1@t1€e&ﬂ$foﬁ@;t tnson lrﬁfudlﬁiglﬁtleaﬁ&i\aof t B@duct cost; a patient
1degt}f% %ser ﬁ?n§ﬁer %n ov%er 1dexrt§i ar magu%%cfulr datey batcr:]'nd z%)terI \ér%duct manufacturer;

or fma ‘east
propuc@d@@rbut@roglpducas%dter eﬁpe cqu@}e'nmgfep@pts gorgg:eqondltlons disposal conditions;

sedaﬂﬁfﬂbhrt Eﬁﬁry da8 e@mse@lde seat;i dohdifons RS aRdkrMiiBnsUBL @k; links to further
t nmanufacturer; product

“‘fﬂf"gtfoﬁ CBEHadP‘{'daB‘g‘&&ﬂéch“g‘ﬁppl ier; issue country;
i ngredi ents; storage condltlons di sposal conditions;
Optienallyz the mgmpclude@@p}aynmte@st ongfof: e@glg of aythgticgiion; dragking 1nformat10n and,
prod@nkthaigs for use; instructions for use; links to
further 30 information; contra-indications; and,
Op?j 10N, 12\9 packagljngfmc?u%es %X ’1 gt Igg (r)‘¥e L ?ﬁger c%au?ogtﬁa 9 tb?tge E«y Iar]g)elaa box; and, a
leafledf or mat i on; and, product i nformati on. Cptlonally,
packagi ng i ncludes at |east one of. a blister pack; a
bottle; a bottle lid; a | abel; a box; and, a Ileaflet.
WO 2005/ 111922 PCT/ AU2005/ 000070 -25 Optionally, the
coded data is substantially invisible to an unai ded
human. Optionally, the coded data is printed on the
surface using at |east one of: an invisible ink; and,
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absorptive ink. Optionally, the coded data is provided

substantially coincident with visible human-readabl e
wo ofoenmm@ei on. 5 Optionally, the coded i ncl udesper/auziosnooo7o

of coded data portions, and wherein at |east sone of

the coded data portions encgge at | east one of: a

| ocati on of the respective cdéded data portion; a
OpPonallflya he code daals su ? t?aﬁlqnw\s/l leaocaggu?gdeggﬁ al gg;tl gn on the

gnature part a size of a signature; an identity of

Opaonsibg facedee défsza&s printgsgntthe yrface HeiRecah doas] onexrfatn inyidble igkgnd, an infrared-
absdfptite@mst part of a data object, the entire data object

bei ng encoded at | east once by a pI urality of coded

Q

ool BEFob R 3 AP b B i ne?wﬁ?"?&éx%dﬁbﬁéﬁféﬁiw°n

(M ME) data; text data; inmage data; audio data; vide
Opieqelly, the 5esked mgludes mmemberof cpdsh sz Rortipnt. and Whereiraplsast some of the coded data
porfibiss eA@8S at Gast @ndlatt AlocAititlof thdﬂﬂexpeﬁmeédﬁedjc&taq;onmtal posiadnl of the respective
cods B AT o6} Rllh? Y67 R'eodc T pls L e PRI o signatures
ideptity af a sggpgiure WCW‘tEOfR@@ﬂtﬂ@]a%WS@@@M“GW}’f aflata gbject,ahe entire data object
beifPdnk st heist otcB By Dhighilepof cSde@Bed poFtnd. NCl udes at | east

one of. a random nunber associated with the identity;
Op§?naif }ﬂegata i";\) etchmcludgs at#ea{% %ne Otl‘fl'oﬁu é)(lj.llgr)gsfjeg}lt%rhet ﬂdag r%){tgrg olr?s Ig//IE) data; text
datgyrinage datp; afidiey Bt vides datgs @th@'iﬂqneistpdﬁmqﬁ gatqa mﬁqrm@wméysmess card data; and,
dir€dtdy\@ka: t €xt produced by encrypting at |east the

identity; ci pher- text pr oduced by encrypting at | east

ent |

Opglonaldy Op detdydata mcluges a??ea% oneko regun’d%if?laga d%ta eEe\{lﬁguerror correctlon Reed-

Veri
SObGPW@@p@ﬁdFYﬂ‘g: &?lelld@ey Rleegk (CBG)@?t ionally, the coded

data is arranged in accordance with at |east one
Ophaunwt:heiwg\malrh@nmu& MclddsQk Rbst GRAIS: a BYdGFEAUMber A40EiEEI Wit e identity; a
keye‘él has é)ls z(i)td aV\Pthe e[i%gd a%7 n Pales}\nr/] gﬁl aﬁ?ela%%hse 1denat§pp¥oduq0d u%mg a private key, and
verofehlp mengcﬁf corr@ﬁp@ndlne Rublig key} eiphsr-texpeoduqgth bY enpopingiahledsuidi¢ idgntity; cipher-
texf %éﬁcécﬂﬁf én&%btﬁ@faﬂ l@ﬁt fﬂ@id@m&}hﬁﬁ adf’arﬁit)ﬂn RYMbes; 8, difhétiex® Pldduced using a

ayou &Ja {nbg % b@% . Opti onal | y, the

p”Eaéok&f R “éP%aa‘iﬁ’a%SB‘“i e it ]feaance with at |east one

| ayout having n-fold rotational 25 symretry, where n
Optienally, theegpded dajpois arramged &y epgerdanerc i pfgleast one layout having »-fold rotational

sy@lﬂéﬂe}n?l@t‘d P13l 1@51{ %tthaﬁydda&aumrmaéna&am GlibAaySREIHARA e/nqévolutlons apart
an e
ab%? %entre og 606&18?1 gt(}fé?gtd)n%{ﬂ?gag?ut Blgl?./lﬂgg ra até(inrl?cgcmug dlatgfhatn({] stmgulshes that sub-

layow damiesh stheriygulayaat. cent re of rotati onal symetry of the
| ayout such that decoding the synbols at each of the n

opRbda@ it Laas ddd 1st£€ngE@Wb&orMn&dU@€& I8ast eﬁU BFRNhAg0PBId rotational
of the orientation- d| cati

SR SR L PR 0 e oA TP T BP LT PR fee <gpprspe g peavenc of
an firezeromilégntd atof @mymboli wleerd mds ehatonmamedeabie¢naegied malibelatieing distributed at »

locgtﬁong ah)%thQg{u% of lgfatlonngyrﬁﬂEt@tdf 91@ la9$ut EJ&@ thlatadé&)‘dfng the symbols at each of the »
tional l t he t hod incl ude

Opt
oS ER L YOt GRS TPEFeTBLT G B QeSO s cxch epresemation
com@lsiag ianijffeteot ¢ybi@ sh;ﬁhzfrthmematloo-aidlcpmeaﬂamtapd being indicative of the degree of
rothiloR 08 RAALJ@N termnal including: a radiation source for

exposi ng at | east one coded data port | on a sensor

Op&%{al(l)is g{%sﬁlegngﬁ ¥nglgdeg}h8 ldlgegc% % rtrg?sgcglgrz( &B? ?ag T@lgétransacnons relating to the
phdrfadcewical P81 AR OrABsactio? Grnged @rinding: A gudiatimi smgcetfh@xlmsmg gaeit one coded
dat? rbgrtlgl?nasge%og %iesgnsﬂgttﬁe E&Oiéis{ Bfd: exBosed Reed dhidl %Grttlbr{ Yand, aanﬁlrocessor for:
performng the transaction using the sensed identit
Optionally, the nethod includes the use of a pri nter
for printing the packaging, the printer being for:
determining visible information to be provided on the
packagi ng; determ ning an identity associated with the




10

15

20

25

30

35

5 pharmaceuti cal product; generating coded data using

the identity, the coded data including a nunber of
w@omsdi®atl a porti ons, each coded data portion BPEI/AY2005/000070

indicative of at least the identity of the

pharmaceutical product; and, printing the packaging

by printing the coded data aﬁé the visible

i nf or mati on. tlonal th thodlsfurthe used .
ety PO e s OP AR FPRIE KRR S S G, P Byrformin the
tranpactiokusing the bemsed idettiod i ncl udi ng, in a conputer system

receiving indicating data fromthe sensing device, the

Opi&ER, M3 HENd GciuddOmP &ENEGF & sﬁnﬁé?%ﬂ yrﬁmlagaths %a&bga@g &fe grifi@r being for:

coded enerate | at| a at. |ea
de Y o e byl A o s e o iy socied wih
phamgacagicdl p@duch genetirigregded ditaysing tthelideady, therveded ddta ioglydingpaypmber of coded

dath JJI(QIE rﬂiéﬂgoc;eh] ﬁat?]%rt'ioq rl])elﬂg,s ﬁ&&itl@é &qt l\éﬁst the 1dt=rlﬁ%/ of the pharmaceutical product;
armaceut | cal product, the action |Including at |east

and, printipg the W&%%ngﬁ%ﬁl&rcﬁ%ﬂi Aaspand ghe xisigle ormpfigiat i ng

tracking information relating to the pharnaceuti cal
Oppienaltit Ote ; meghed fisofurthen gsed forradiogiag b jugen ta lemtti with & phatnhaesutical product, the
meﬁ’lb%ﬂ?cﬁt%uﬂl la Q@rhpu@l: %Utﬁ trecei@fﬁ% ﬂ@fé&th&@&d ftth tBJk%nsmg df(vwfe the sensmg device

phar maceuti cal product recei ving feedba
beippesnqrsie to seRsiRgRths faderl iata {ogsnarale REIERINE d%wﬁﬁ% rparaélé(dndmve of the
idehtly; dererinivéngt us_mgthe rgictting dqﬁk] ar leaaioodel doticrg hndppeeforiidits, thevebition @$sociated with
thetdn%mga%stna rﬁw%gs@& inhlndu?g A UMUhLLe: 5 xaﬁlﬁﬁfoma@.sﬁ ¥ mer updating

catin si ng devic e sensin

tragking | ipferniagieT gelat%éq)&ﬁswwafeamg’e ﬁ@fltﬁg RSFformipg ab&éfé?f“%f‘afe&“mg to the
phdracg@iog hatt; hitkbnGatingtig plahacedicallpidsd; aftfiretdivilg fyedback from the user.

indicative of. the identity of the pharnmaceuti cal
Opei Qﬁ&“% me%ﬁi i ﬁgeg @(9‘ %&tl&ﬁﬁé tge gﬁhﬁa[cmtlwl Bl%duct rwﬁ)lgpem the method

e ‘T ndi catl ng determ ne é%

includgssin adﬁ@p%ﬁbé}em W%ﬂ@i ipicating datafigm; the sqpping ‘t“fec‘a? Feﬁgng device being
resb&ihﬁvep(b SdnEIRE & Ultel coRl d$t£ Guketatelifdidagngt dag at 1243t ]ﬁﬂiﬁWlﬁdlﬁﬁd& of: the identity
of he Ip{;' gﬁ%t{t]gaq %rorilfc? t% the S}%e%ltﬁg gaerf, gg?rj m n§ %g%acgtmg %ata: a determined
ldedtér eangj ah floggy ope minm dengtyys| naEazturheﬁlcesmg ﬁwwhme@urtcpldmduct using the
detBrrRHdY RibntiyRAE HAG143d ondMeRFBhEA siph@rd@fthod i ncludes, in a

conputer systen1 receiving indicating data froma
t he sensi ng. devi ce. esponsi ve
Op 1ona Syéns T]e(%ih her usediefgr geaetngmin% a eoF]meb?eaé 903.{10 (Q Farmaceutlcal product
paqitealrm, wh@«rl@ﬁ’p Wéwd @Tclwquem|adc@mwtqrwstmtr@mm mdgatmg ﬂ@mfrom a sensing

dediddEend ﬂ@il@@“ld&@)elﬂé\k@onsﬂ/e @ﬁeﬂfn@of‘tﬁ@jc&d@iﬁﬁk e génerzﬁ@iﬁﬁ&iﬁﬁglﬁta indicative

of b!-g Edgﬁt}n geet?rgl%{ngr obrhtg? H]él&%la% ? gata:atd%? da %Cl’ltl g%cc?s?m& ksmﬁ the determined
idegitity, atraplangn dptantelaliega ot thp aharmagputipal prqqleht,ctat Mmefda@ feeing at least partially
mdllcQt‘;v@to'f B I&Etlotl Q@ﬂ@tﬁmﬁfﬁﬂpﬁﬁhct %@dﬂéigmmﬂig dusmg the tracking data, if the
determ ni 5‘19 usin % E‘@f tracking data, if the
ph%ﬂ%ffﬁ’ﬁ%@ <tisp PeselgdHplicalss a possi bl e dupli cate.
Optionally, the nethod is further used for tracking
Optidmellyp ke mrethoe ist furthat uspd tod tracking theepharmadagiali praghaydhagethadringduding, in a
corfteP Sls@h: éyeﬁﬁr%%dmraﬁrfgedat\élfﬂ& therk‘éhs‘r‘rf'gtdleﬂ& fatasidg Rod lnaﬁlg responswe to

sens devi ce si ng .device, es

sensipe §‘éﬁg| ‘YST“‘ %%“%?ﬁ‘aé‘ ‘“H'&g 4% dﬁ%‘l’f&r"éfhg ‘{thH‘F 8§§‘F ﬁ’é’d““ item; and,

updi&nt@uﬂmgdleaatwadendmﬁtulgldeta itrdeking idaty atddast pdreallp inddaiive ofittaeking information.
and, updating, using the received indicating data,

OpEl&ﬁﬂBk R cheflad @ fidher! USRS ]ﬂﬂﬁ&ﬂgadhlaﬂﬁaéemtﬂ%dhé( achgmg wherein the method

racki ng i nformati n

inchi3 et PR PO PRG ST HAEBTIA iob plamaceutcl produc
gerpatkeagsing the setabnueber, dntidenting tgbredting, wsirlg tidddentity, i signagoaypaitsieg generation
of So¥isd &I usﬁ;Igr@ Ffiy, 0 cBied &t AbudMOR Ebé%?%é@&aﬁ%o%ﬁsheaal coded data

pharmaceutical product; generating, using the serial

nunber, an identity; generatlng, using the identity, a

signature; causing generation 35 of coded data using

the identity, the coded data including a nunber of

coded data portions, each coded data WO 2005/111922

PCT/AUZOOS/OOOO?O -27 portlon encodlng the |dent|ty,

o a1

oy
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5 conmputer system receiving indicating data fromthe

sensi ng devi ce, the sensing device being responsive to
waensiing2nf the coded data to generate indi catPEAUAt08/000070

at least partially indicative of the identity;

determ ning, using the indi atlng data and froma

di spensi ng dat abase, at |east™'one criterion for
poglﬂn Qn%adsmlgﬁ%cléelﬂlf tly P aaE eUt I %1 ﬁgar 09 Ltlhe si Sa%%g b?mgta%d?' él{g?mgnature of at
leaptepars pf thgnidentivyi pwmzmmﬁeg ofsatthegﬂlmceutlod r@s’eltt rrkhaing: attlqqe some coded

daf SRSt NGt R\ GiRe ilightify Odnd WskQeritd dubhbérhe phar maceut i cal
product the sensing device including: a housing

Y user j.n
Op?gnaﬁ)& 8?10(2 1)% ﬁbrtgernuée% af T (115861‘151 g th gharmaaeugcaq goclluct the {nethod mcludmg, ina
computes gystefnpreceivingsindiggtingvatafiom| tefamsmﬁniewextbe seedna:@d'edbmvaﬁponswe to

selﬁﬁlﬁ bt tQJ]cotd@QQﬁa t@geﬂ&ﬁig ﬁl&&gﬁlg flégef at b8 ﬁz[r{'ﬂll? hrfdgatwbl Sf tﬂQldEdﬁ@ determining,
o PR s FO0PPht GFOMA"S GRAENA (R0 SRt ORor o dpensing the
phgmecgitge produarend, cadsing the phanmedeativili peiingt tecpe dispensed ifthe@tiedstak criterion is
satRfQduct , the pharmaceutical product being associ at ed

wi th packagi ng 15 havi ng di sposed thereon or therein

Opglgr%ﬁq ggg&%mé %vléclélq%)g?tl?e %%rrgeﬁér?{aﬁeg%g a?rf"g‘gtt Fs)%l'g]lir:lg 9ev1cb including: a
housitgrataptey todk helthby piserrimasesurtdigiah sqpreo thu exposing @t ladst ¢ne axied data portion; a

ser@@r br s?rfsmg the 'atgga@tt dﬂE @xposteﬁ' @odedsdagi%;n‘dﬁ %mp@ B&ssﬁr £t @étetnﬁ#nmg using the at
gnat ure of

BB PO HE PGS S BB LA By P o e PP Rgfes 2 method
fori z{lldieﬂﬂ:iting]g plamacefitica pradug cthe plmgnademnad: @rodich beipeassiiciagd with packaging
haqgél dl%nseﬁ’ ﬁtellg&l 5r§§epéﬁp§dd¥ded Ia%c‘ﬁﬁ[ﬁg Ia ngl‘;@; of J&@ed &Q%@ﬁiloxgaéa@h coded data

% erate 1 ndicatin | east partla

portﬁm ting ndigatiyy of anpjdentity @ﬁfhie tppaﬂa?cettﬁe PRAYLSH ﬁ%ﬁcediaftcp&tt 0b @ signature, the
sighérarel il a gl sighdi@re 6f £ eadt parteof Phalideptity) @heaeinthainfedpd intlodes, in a computer
sy%tet}ne récg\(ljﬂﬁggigdiclgg?g ﬂatﬂ%m enqgg gervm: %Qertsiqg Eletvlcg % ﬁqggons@é té) sensing of the

a1 i neq ature part; aut

cofeelafp o epreets ird <stne Jsiootl e naglpwgm@rw@ved@ff & iy of the pharmaceutical
prédd@tnil, e si@ﬁlﬁu& 15& dﬁermlhlﬁgiﬁbm(ﬂféendﬁi@&@ Idf6h: ﬁeléterﬁilr@m @llbridiEye and, at least one
dege’n;/arlr{n% n,llgOnJE]u er Tﬁuﬁlbnrtllcatm {SEE Hlpag?aﬁeult’}%fe{)rgsurcrti’ ursllé]%i the gger{mnte Hgn?cy and the at
ledgteope detegeln@rsmqﬂngpaﬁu& ng t he det erm ned | dent ity and

the key, a generated signature; and, conparing the at
OptieR{, tiRNRthod hekl@hs,ah e B@Abukt giaarh:WeRmii@hd, usdkptthd Jﬂs&rmmed identity, a key;
ge eaélgr %Em:gldjt{l f%e%ﬁ%‘ﬁe% i Cfnttl 0ok etr keeg,ya agl%llliletralt] %Q{%La?u% %n(l comparmg the at least one
desmgwdtﬂamaequ ot errﬂdhﬁc%@rmdtsmwgo me@haaluthﬁfylcw th?:ld’d@dced%ﬂah’mdw-

portions, the sensing device being responsive to

Op'il@lﬂiﬂjf rtlﬁ eﬁtlrpélgﬂaﬁ}el if dhcsbd Qﬂﬂﬁﬂplﬁ&ttﬁof&@deﬁ |d£t£1§orﬁdﬁs grnReakiag Gevice being

a lNnal c t ive of
resg?]ndlve oesrenes ﬁ tphurah%q d Idartltz(l: Po ns to %ener%t?] mglcatl n% g%}a mlcflce%’ve of the entire

sigogtere.and wldeenrethﬂmﬁhngwlud@a inghe W@uwndﬁteratqetn@mdm gsingghe indicating data, a
defdBtiRM mgﬂﬁQe Sdeﬂﬂﬂﬁlhg elsméjﬁ)te Qb it e gdentHﬁ' dgkyl E&erate using the determined

sng?l%tng?ﬁtl}fgay, éeengrltaﬁiéfrﬁlfye rgyc(?m?aﬁ%t%f(‘g nh‘gedd%eﬁ%F gxld tlae generated identity to
tharebg pithentjcate d gharrgagenpical produse det erm ned i dentity and the
generated identity to thereby authenticate the

Oﬁhﬁflﬂ%%‘hb@ﬁhu&g Q‘QH@&mp@tsy&ﬁahdté‘mmﬁlE Qsﬂ?ﬁlb@e@emmed identity, tracking

Gl GO R Rere ST e TR oL B S5, s e
traghaingt dat@al if the phantiaceatidalpeododt istalpessibbdatlicasn of t he

phar maceuti cal product; and, determ ning, using the

tracking data, if the pharmaceutical product is a

possi bl e duplicate. WD 2005/111922 PCT/ AU2005/ 000070

-28 Optionally, the nethod includes, in the conputer

system and in response to a successful

aut hentication: authorising a transaction relating to

t he pharnmaceuti cal product; and, updating tracking

data reI at| ng to the phar maceutl cal product t he

N oy -y e Y
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data relating the pharmaceutical product, including at

| east one of. authentication data, including at |east
w@2doey119z2ssoci ated with a signature, the signar@r/avu2005/000070

being a digital signature of at least part of the

identity; tracking data, Est racki ng data bei ng at

| east partlally |nd|cat|ve 0 tracklng |nfornat|on
Op b?ﬁlgllyn’g‘& n%{.hoé qcﬁig 312 & comguter sastgrrhvﬂar%ge in 1 res ﬁrésg C(% a Slhcgessful authentication:
authyisingn Frandactier nqgtmghe the pharmecewsioal iprodict;and chpdating tackige data relating to the
phdng&aitxba@rbr&fuctt e PRABLTAKE Weink 2k 1REOFAGALY iRIAGiiveBof the location of the
hIocatl 3% the sensing device; and, product data, the
pharpaGetied PofiiSt a bei ng at | east partially indicative of

product information including at | east one of. a
Oppqn@ldj'utb@ methastincluges, ip dteicemptuter shetern.i cinmynicating ygéhya database, the database storing
dath Qﬁﬁﬁg‘ thel ;ﬁﬁnna@[ﬂncglvmrxct |nq:ﬁﬁfng Et' 1&§t onm%fh@fﬁkéﬁ)ﬁdﬁdah@udmg at least a key

roduct turer; gr odu

s g P SR b P e 8" B P e et cking da,
theitragking date bdiig; at Basopaatiptly ndicativé oforacking diferpetdalincludog atil¢ast omsof: an owner

of #e', hﬂnac@ﬁ{ﬂg%oduﬁxmer&f n%et @ansa%lfl(fng ?)Erﬁmnél' Qﬁng QIflef }ﬁﬁltnﬁceutlcal product; a
condi t1ons for use: Instructions nks

or in
ockiF Pt PG TR MBS Sorh PaUmAAHE STBH G oAb R gas e produt
datQDémg)naéahtypartih]ll}emdiﬁmm& provinét Uskergnatiannindlduigng 0 ltepsmtomer of: a product cost; a
patﬁx dlglmﬁerc au ﬁgep g%'ﬁ%r dlan?’ QW faéntlﬁi lnﬁﬂlﬁ'& en%atg batch num| é;er product

resu aut henti'cation; trac Ing I n ormatlon
mablff@alﬁpé,tprqdﬁft élrsﬁiaftproﬁrodl%s(up;&ﬁrarspl.y COYNHE ipgeslippist 9tora%e condmons disposal
corfdﬁibﬂi‘ﬁﬁd:rlﬂﬁlurhl&a&kplﬂyl’da@&ﬂécts‘ kiddRfatts; lc@dBibnsdrais@f instr@ctiosdadise; links to
Qrtion i Y. dentity of the
ﬁr y (r)météolﬂlt RS 'gg&ualuca?d %QsaéeEPC an identity of t he
packa ng; and, an identity of a region of the
Opfj%lpyagﬁe wtho@p]lu@ﬁq,dp |t}3§ COMPHET Y5 BIs Caysifethe Aisnlaygf at gast one of: results of

autfdntidafidn; tryck@f if@atioh Sand, Gaiict infyr@ationdef i ni ng t he
position of a plurality of first synbols encoding the

OpEQSW {hg }ﬁem%ngfog‘?eg ﬁléa@!slim g%taﬂ)o[rjnraz &P o?)én {1§atzfjpg)gié)[1: ld F]y an identity
of F‘ﬁ @P%@S““ail producit angfife; @ idenitgofi the packagiggiand, aﬁnbﬂﬂ‘t‘tl‘/é’ aéegm of the
padketlidgl € i d; a |label; a box; and, a leaflet. 25

Optionally, the coded data is subst antially invisible

Op'él(?na thg diegj?ﬂ HHE@? aglgaﬁtg ‘Bf‘é}o'uéé Eﬂgyoﬁpﬂﬁﬁnéjf% gositlﬁn of a plurality of

e sur i ng at Teast one 0
ﬁrSit rrmbglﬁ erroeding e, idegiify andiplyrplity efiseeend sypatydsfininget iefﬁkpart of the signature.
Optionally, the coded data is provided substantially
OptiGialG ipateapiing ihcludesvdt $daddlose bt mrBIster pallpdhbetle; Abolerhd;iadsbel; a box; and, a
tionally, the coded includes a nunber of coded data
portions, and wherein at |east sone of the coded data
30 portions encode at |east one of. a location of the
Optignaliye the pased datdewbstrataly sieible ¢ 0 uapidsa BYaNo N of t he
respective coded data portion on the surface; a size
Optidnallyh) éhe ¢ adde datal@ tpeintgioant theoameface Aasigg 4y east wnecofpanribvisitde ivk;zed, an infrared-
abs%%n@elﬁi gnature; an identity of a signature part;
I'ts of indicated |locations; and, at |east part of a
data object, the entire data object ei ng encod t
Opfigngldy the, fﬂfiéd 9547 isProyidse shpfinalycoipgy %@Wlﬁatsz?‘e&am reﬁ?gble v%mam"
2005/ 111922 PCT/ AU2005/ 000070 -29 Optionally, the
Optlatally, dbc@led inclndeh &l chesberadf codedidata m@nn aind Wigtetni aplgasp@ae of the coded data
pOlltlms %ﬁ&@é at h@ét ong&‘t §B§dt19ﬁ]§f tﬁ%%@nvg%@d datae;%;tlon ql%ﬁtlon of the respective

gg data; audj o data;_ vide I'i cat’i on dat &
°°‘%96F\*t 2ROFtiog gF e sirfagen 2 ¥at S1ah: °°‘i‘i6§?t?1'é°§'§’"%§rs‘§“a&’é‘i%?“ 47 of @ signature; an
idedliity eftatsighaturalpdrtaunitQpftindira@ad logatiortsjwed, @deksihad af adatanbjkadesntat data object
| all owi ng error
b€ ARk el bnce EERMBARE OBl e R, D Oyl ¢
Redundancy Check (CRC) data. Opti onaIIy, the digital
signature includes at | east one of a random nunber
associated with the identity; a keyed hash of at
| east the identity; a keyed hash of at |east the
identity produced using a private key, and
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verifiable using a correspondi ng public key;

ci pher-text produced by encrypting at |east the
WO d@stiimy? ci pher- text produced by encrypti ngPEr/AU2@SN00070

the identity and a random nunber; and, cipher-text

produced using a 10 private key, and verifiable using

a correspondi ng public key. 'egfionally the coded data
OpLg'naﬁJ [hg Qg? Sjt}]éapl dgs? t %%sgﬁr% ow Dﬁm%ﬁx& e%&%}tet Bﬁ‘? EJ(tng}th(MIME) data; text
datp;dmage dgtmudlq dpga; ylée)pdietp app\l@ptlgg pzﬁ:g cqaptqctot@m m@g_lpatlon busmess card data; and,
dir&tbpy dadyout s rotated 1/n revolutions apart about a

centre of rotation, at |east one sub- Iayout i ncl udi ng

OpFlona a/ ocllela %Ieﬁ(a: ?t iugttg ag "l%gs?o (‘?}I regun?ant ? UI §tfl gﬁov&nrrgl errors ?(}?rectlon Reed-

Sobmdedﬁtad@tiéwlsﬁ Faﬁwéwgse@he?lﬂc&@}:@rad ance with at | east one
| ayout having n-fold rotational synmetry, where nis
Opﬁ&nailye &ﬁtdngﬁtﬂl&;gniﬂﬁe uicﬁyc@ Wt lesyn 61Qddfﬁgrandom number associated w1th the identity; a

keyed lhasptofgl gtllga tflﬁ ?en?s't | E(%'ecf ﬁ sh ofC A @Tt thse’aI 1\5/13%’51 Fc’ogtgcgc? usm a prlvate key, and

verrﬁ&\ale usuzsa?cqqrresn@dtﬂe dubdig hﬂbotlp*tseteﬁ @mdtmet 2 mweg at lefﬁt the ldentlty, cipher-
text Yo@icddoBySen@l atledsEE [dBntiBf antl Qtraddbid Mathbes YA RIpht-t&Xf proéiRed using a

ecodi t he synbols at each of the n
pnwﬁxgﬁf%'$8ﬂ%eggm?ﬁgnﬁgv§ﬁ 'ﬁﬁ%ﬁ%bes n representations
of the orientation-indicating data, each _ .
Optignglie shengodedi datp B Grransp ini ascardpanes Witlf pteleasheneclpyoli bavinljffpld rotational

syx%entyhﬁlem ieat iedsi 100 thmyoaatmmgdaaanan ﬂxbb@btﬂgrotated 1/n revolutions apart
i cati.ve .of

ab%q ?egtﬁeadf r%tftloxl ﬁt éeaﬁé){-en%é-?apl%ug ,nuladér(lé r?)t%tlo?t-arédg cato I'dgta {halydlsyngulshes that sub-
laypyt fmm awh pber sttelpypuhal for perform ng transactions
relating to the pharmaceutical product, the

Optibraihs it éo@&i taar maﬁalged nlclacudaaa%. with ataréasabﬁeouayoapwvag A0l rotational
coded ata

A
SRS S i R e et e el beiH BaRgmoie o eauence of
an jirgagtri rowitipleam @f » aymhobecelsson if @ or @6reckattesnpided sygpbolibsing distributed at »

lochts at)utla%aat op.laenam%qe@%@l a@ 1856tk SucP Bhd deQRing fhe amsedt each of the n

i dentit erform ng ransaction usi
°”§"é%‘f8’éc? ¥*B é‘P(PH“ pifl%“‘@bt” |“’t5’F?é‘1 a9°n5 t’fw&) © REEREY-T ‘E?f“t?d%’g f*ﬁ‘% representation .
corgBingh diffeppnt eyti@rshifiosf thgr driettatiog-iridivating alatk augd being itdivative of the degree of
mtgyoh B 1ad@l N for: determning visible information to

e provi'ded on the packagi ng; deterntnlng an identity

associated wth the pharnmaceutical .

OpYBY: JFmriot BBl st ‘1§§|“ﬁ'§a°t“ﬁ‘é‘et“d‘éah . PV‘,L‘j’“’t%“"é‘E?&t@ds relating to the
phat@icautical prodtt, g t@nsadidemigd inclodiee a &BlaMtsatrquortekmsg at least one coded
dalf q;ste,o&oadseqsod %rasemgtmeost Bl B ap&tt& @tdecy %atpfpo,fatn aﬁciisat processor for:

dentity of e pharmaceuti cal _product
detﬁ‘?’t“ﬁ‘tgr MEjre Fl‘é ab}f&%i 287 AgsHyeofd; deta ?Pé“q‘hé S?f‘é"de‘de"d'é(t andy peyforming the
traish@iovastig e @enkedfidantrat i on. Optionally, the nethod is
further used for allowing a user to interact with a

OpGQéﬁﬁ%eﬁl&ho%hclMéP glg QJtse 01t p%rmtgef{)p?%tth ﬁ'nle %ékggng 'tﬂ’é }ﬁ‘mtcr being for:

Ut er system receiving | ndi ca data 1
%@%ﬁ&t@lb&e@w@@mw th ke %féﬁ%eri [t the @rkeeing; @F‘Hbm% es'ﬁfah% .a%cmed with the
phir@acs@iad ipfogucq fgeretaingrodba datal esing teGdety) @ifeabded Idﬂdindﬁtﬁngmglumber of coded
datg gdr?ongteaéh%g&h d%gdrtlo%lblex}{% {Hgigdtlgéa&fl a¥ fRa dsptche ng’ﬁl ?ﬁmacteéttcal product;

nining, usl I cat1ng data, a
and, prirjtipgthe @aﬁ'aigmga@f%mtwoteﬁ dataand ﬂtﬁftls‘a%ftf@r“a‘t%d with WO
2005/ 111922 PCT/ AU2005/ 000070 -30 the pharmaceutica
Oppénaiy) eite, meioe isafntthed msed @l dllohving) a ater ke M&tactowieh Dpharmaceutical product, the
meB]r ?tﬂtﬂd&gm e uEEPwsthH rECQwﬁ Hlﬁ%&m Ha‘?éj@&nt Asendid; %Q%&e”@e sensing device
ormatTon relati'ng t % Faceut cal F
betp%feﬂ@psmeﬁ(g segsing of theseded dpta lt(bgeaqratﬁ gxdlf:asmg Hata at least partlally indicative of the
idepditia raBeva @it Gl tha irdctatig dats) 4 IBeeydne Gcfibr; Bigl, pefdrming the action associated with
phar maceuti cal product; and, receiving feedback from
the user. Optionally, the nethod is further used for
aut henti cati ng the pharnmaceutical product, wherein the
method 5 includes: in the sensing device: sensing at
Ieast one coded data portlon and generatlng, usi ng

o o o I T - . I
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part; authenticating the pharnmaceutical product using

the determ ned identity and the at | east one
walzwennored signature part. 10 Optional ly, theCcTeUos000070

is further used for determ ni ng a possible duplication

of pharmaceuti cal product :Bkagi ng, wherein the

nmet hod i ncludes, in a conput systent recei vi ng
thei)prlltgrlmgcaég lcnlgprgda cl;tgtge %cﬁgrlt %cl%tf nSAtrl] st one o Fro¥1ﬂ1tggr] %608 :zp %ra ?oga user; updating
tratl@ggrefwmaapre rqlamlelg écathen@mwathah dtoéla‘t i Reeformiy 3 Iﬁrensactlon relatmg to the

phérﬁ&@ﬁdcil )Srodﬁﬂaﬁﬁemld%u&ghe ﬂt%ﬁ@eﬁt[&ﬂ pl‘d’dﬁ’dt Gad, te@é}vnﬁ’g&%@bac@ﬁom the user.
determ ned identity; accessing, using the det erm ned

t|ty trac ti.n tothe eut i cal
OpB?ngp e’nhe, tt.hhd 1st15:th E eél tf(a fttﬁenglcatm th}rr(t:}acetﬁlczﬁl gro uc alvrherelilghe method
incjudeff mathq spesingfdeyigpe Sdnmttll@ﬁ opé chnbd%mwdt geneadting, using the sensed

codRll QS Gbriiond Rdicatfl £ 4RE THdANE of: Ut Rentit)I@nd, ras kd 19& stets@nataré part; ina

t he har. naceut | cal uct
ProeE RTINS, PHR R PSS P ¢ AFPREEY GRR: P ok g ined sienstur
part; hethghicetivgtbephimeedutiqal metiygtusing the daveminedidintiv laudithng leajt pnedetermined
sigh@FPpHer system receiving indicating data fromthe

sensing device, the senS|ng devi ce bei ng responS|ve to

f t ded to, t ta,

RPN A TR FEET ot S5 BPIAE HcPo B G tB e et Pl poduc
pak@gingp dbdreim ghe meghion dnclubis, In@c@mpwet sysiahi: geceiving ird@btang data from a sensing

de\tlgeaﬁgéeﬁ’ﬁlg(é@&l@ bih }eﬁfa&‘ive ﬁ?s'eﬁsh@ lo}‘ Me bdan cﬁﬁttd %eﬁergg indicating data indicative
track |n%i}|n orma t|on

t

of thg pdepicy gﬁ‘&”‘fgo‘?mbthf) H‘ﬂ‘&?“ﬁ% d‘ﬁEh éFﬁé’E‘@'ﬁ‘t dgngify; Eﬁ‘?féi'% ising the determined
idepiitg, kgegking datavteried © thé@hamedchoidal pradodt,utle sracking datadeinput &ast partially
ind? %%ﬂhe%&%% 'EHe ar@nac%.‘ftfcél od n}agr R %sﬁg ¥ dhalcifl data, if the

phar maceut I cal r ner at |ng, usin seria
lmﬁ@ﬁﬁ@PmPQW“FH@H%PW9dW@§ﬁ%rat|ng using the identity, a

signature; causing generation of coded data using the
Optictan, itl"teynetﬂohlﬁs fotiee ahedl & radking Ithﬁcﬁhﬁrgtacautitallrﬂﬁt&lnct,odte sebleidincluding, in a
conq & S)R%rnt tege[&gng it G k?neg oqg%mqﬁet ?é?s%a cg\gget thQ gengpgc&wcﬁgeh{gn%ponsive to

entity ast part of the signature
ser§tn§ Rhthe Iced% &1t fj’ %entﬁt@ i“’tdtit“mé idgfm dndisptive of g"ﬁt‘dent‘% &5 the prpdyct item; and,
up@iking, Bengitidesttividyindicamig St GrafXinig dhth AtQealfpartialy iddl@tive of tracking information.
phar maceuti cal product packagi ng: at |east sonme coded
t
Opgfgrtraﬁyalt}%%th is ﬁ.ﬁ'&g} ulségﬁ Jducnﬁ%}ﬁaﬁnqgeﬁﬁcéfﬁfodugggﬁk 1@ wherean the method
incfuges, @ sﬁewgteh @S%ﬁedmwwa@eiﬁthl diEmbepy pEsapied withe Phaet*%etswal product;

gerleﬂtﬁhg,l (KifgGhe sbrial @mberDdidEh @Y, gSr)éEah@Thsnfg&l(é&dle\tlhtﬂg sighdilir€; adausthg generation
of co%ec? daﬁa u%n% hf 1der§§)b‘?her2:9deg %Vté ?lil(% té%h nu%lgg' C?f ¢ {icpc?a\{a op%ﬁtopseéarcllgcoded data

sensi ng
porglelh etcm therjgintin InA.cpt et aa"aftf thegsipgaturp et sigaptprg beipgh gita] sygnature of at

1ea§tfpart bhd id@nty| Emmg@trﬂﬁg‘@mm@a phBlabtgtidalnRodufi GhdkadingN @ least some coded

data an at?easgone ?nt}t den1 %tller;%agnum%base at least one .
criterion hS| n A Har maceuti cal product ;

and, causin the pharmaceutlcal product to be
Opaprebveﬁeewhp is ffipyderzpsed| fergdispenging the phapreacpugipp! preduct ghe imsthpdeigcluding, in

cmmtdr SRRM! &celﬁdganmn@ d2@ ﬁtelvthé:@ndnfg deQke, the CenWhd HevichIBeing responsive to
se aslmg g{{tﬁ %’gSI ﬁta to nerqe g&lf:atm% aglrﬂ tng'tlzggénéigc?twle ﬁlp thw %entlgf determining,
using dhieainflieating dm @ed fﬁmn e Xipoping dettbatee asfeaprrae cdeeh fatdispensing the
thﬂﬁJethﬂ roBuchhd? Qs liilelhdriaddGtich A0 B R QAREAR it it least one criterion is

Sﬁ%f or sensing the at | east one exposed coded data

ion; and, a processor for determ ning, using the

at Ieast one sensed coded data portion, a sensed
Optighalty; itheysensing demirgtihfor uigrvgtidhef phammagdytical produnt the senging gdvige including: a
hoﬂmgﬁﬁfﬁﬁjto bt Bé1d B RENE bse At rhdiioRsdRRE LN BGESitsiaCiRdst i QSHd& data portion; a

t he armaceutical product being associated with

packaglng havi ng di sposed thereon or therein coded

data including a nunber of coded data portions, each

coded data 5 portion being indicative of an identity

of the pharmaceutical product and at |east part of a

S|gnature the S|gnature belng a dlgltal signature of

oy . o "
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data at |least partially indicative of. the identity;
and, at |east one signature part; and, transferring
WO b@siinderating data to a conputer system t hBCT/AU2005/000070
conmput er system being responsive to the indicating
data to: determ ne, from 10 the i ndicating data: a
deterntned identity; and, at 3feast one det erni ned
nat ure_ part; authen te the arnmaceutic . .
s G OF RAFebAB° rOTEE AL PTEHE P » BT PHEr iy peing the
leagp g seketdaodidided paiiquratusedidpnt In anptha beaddotm thbmerationfpoyvides a method

for antﬂerhl&\(ﬁé]g 'p%n‘ﬂ:&gl\{dl qﬁﬁu@ tﬁ@}gﬂm&ﬁtlca‘j %@t{cm&}tgwsoamed with packaging
possi bl e duplication of pharnaceuti cal

havprg(ﬂ{sg@quq@ereqnwé ﬂﬁ&&‘kcg@‘idﬁj@ta H’g{}lfilﬁ%a a?x%lﬁrogfé;adefi ﬁlétfx 8%0n&,reach coded data
poxtlhetse@gnndiaadeobfdﬁﬁcantim of tel plmgn@euncmrtpeducoﬁndm dbed petabfa signature, the
siggat%{ l!ée%gsa dlg?t’ﬁ)lcs!}ne&&g gfjat (iie?;t? &'t é 19@1&@%]@931& tﬂgfn&fiudl 1}{c$ud9$f in a sensing

_ t an identit e pharnmaceutical product
devigioPenEne h 76 PIF cofRd AR PPTEEN: EFETRRgeusingthe senseduifplisdafa portion, indicating
dat® ytsaae iprtidlip Grlichtive Gf: the dierifyt; hrdgat et enefsipttirapageang it ferring the indicating
data ?ova (%%Buterrlystte];]né ﬁ]@ %!ggepglteg %géerg %etE%J‘e nsw% %(P&Q hl\{ﬁmé fata t 8 determme from

erate In I cat
the| lnqutpa@m flajee agdeterrpjped iRty pqdy at lggst éqeneieferrﬁ@ed S tpﬁré authentlcate the

phalrﬂﬂ:b&i@il lpll%gucd@tn@ the Aetlined mnﬂﬁjdnd Heftcadt Yie daemRRs tlgtgture_ part. In a sixth
brof'zc? lro the veah(r%{lrer;er{)v e:é]gg thoc{:l (ggeter t ré)%%:smerb%hc%ora g{ p%lar%té%e%al product
paqktgntge&s paCbaamguha\tutgydlsppaqqu thergen qréhemin oHesl datgdneluidipg 2 grmbeh ef coded data

po@&ﬁrm&)lﬂw dﬁ@lpoﬂﬁrpg:ld@tmdtm sof Et%a&ramld%htﬁﬂof th’eslbhﬁxﬁlaiebﬁ’cal product, and
trackl n ar maceut.i cal

wh 881& él?ebrfx%h gd?f?uid%satnea coagtltfros‘){gfrh Jecetvw% Qd}cgt&% I%ﬁta %‘8 m, a sensmg device, the
senlsmgi deyixt ibvimg @fpotrsivaad i pemgng offther opdgd data t6 gqsnet@tagrkdlcgtﬁngaiata mdlcatlve of the
W&Eem%m§ Xﬂ‘oﬂtt th@ gnqum%r 55@10 Q Lgefeﬁxﬂtled Qﬁéﬂﬁwc Ecﬁess@gn d]smg the determined

wherein the net hod i ncludes, t
1deatg¥ etfaﬁ]f"ilﬁ iilaéa fe]}atuegn@ thi) Hm&l@ﬁﬂl Ip&ogpct ptg%g%glng dgta ﬁ)emg at least partially

indtbeatple i of i @ocarion @ e Pharhiveutiesd i psdditatcangh h detevmipdpit using khe tracking data, if the
phé%ﬁx&gﬁ{ﬁ&l?md@fshi}&%lk Mupiibaft€ Method includes, in the

conputer system determning, using the i ndi catl ng

data, a current 25 |ocation of the har nmac g cal
Oppiorali e sk St iy Mg o rrne o gih @ cFaghygf @ number of existing
phédrimaedtical gprodadts) randa tvhein tl&ndqthoddsﬂtaesmuntha gomﬂm&r system, determining if the
phzgﬁ%mﬁ H)Elﬁc? letﬂﬁlgawtme o?thpgusﬂnm%agh&al(yﬁcﬁu@ ate if

e cur ent ocatl on Is inconsistent wth

tracking information. Optionally, the nethod |ncluddsf
Opfippaliy, dhe dpsthg tngludasy 18 e*@rﬁomarét é¥stﬁ“h AFgminiret e di§ripdipns data, a current
lochtiyd aff ith@npharsatentioangbditte bdmpanivigt the tumentt Ip@ddai thighe tracking information; and,

' l;
detlermlr%’gr[ﬁet dﬂhg%a&ﬁtlﬁgporﬁu?tgﬁh I '{;’ @%?%gﬁal\%}? tlg%cqiarig? ‘ogzgltgl?ls rSlgélt‘mswtent with
thed'faCkéPge‘?f@j‘ﬁ’a‘t"lﬂre the signature being a digital

signature of at least part of the identity, wherein
Optiblly, e ineeéhibd mgludkatia the Soratuter @ash, degerminiag If yheicokinC Rtativreis inconsistent

t, and wherein the

e e i R BB e det er i i ng,

fromthe indicating, K data, at |east ogne determ ned
Opgiprgiha £asP Godsh izt Poatr?a is indigaHr i PSSt 1Y of EiTRREY e ciRRThgine 2 digital
sigpdteel o letks pﬂgofttlhedenﬁkg,tvﬂtéiﬂnnﬁdndtdenfg datayis @ eglst phreallytindicative of at least

r Q

on%:)%%%kru%grg g?og Ol%%e%ﬂ dneerg%lgdd%ﬂlp%nlg aQ?/rBJuter welg cgé(’n‘tltﬂtﬂgg %gm the indicating
date.nt| lepgle@ne defsrrpipRd PEARGLRIF ¥\ pushepticating tihtn Ptaegaﬁewsaé Pfagucy using the
deBtiii2@ fiskti) andtht hr@qattionddeieAiined sighthdiopaltsSi Ng a transacti on

relating to the pharnaceutical product; and, updating

the tracking data relating to the pharnmaceuti cal

product. Optionally, the nethod includes, in the

conmput er system comruni cating with a database, the

dat abase storing 5 data relating the pharnmaceuti cal

product, including at |east one of. authentication

data, including at |least a key associated with a

signature, the signature being a digital signature of

at Ieast part of the |dent|ty, trackl ng data t he

I T oy -y e Y
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| ocati on of the pharnmaceutical product; and, a

| ocati on of the sensing device; and, product data, the
w@emducw210 data being at | east partially indiBet/avz008000070

product information including at | east one of: a

product cost; a patient i denél fier; a user

identifier; an owner identi fP rmnuf acture date;
Opmnglfh nurrg]%cri 1%35%3135}1%@%&%#&?&;%] rgﬁ{]gl 1@%3%? ?{,a successful authentication:
authangingdirasacion rddtiog @gie pbamatetticd peoductiasd) oiating tiearackirtzidan sfating to the

phglﬁgcg‘ﬁ,lcalggmgr expiry date; effects; side-effects;
conditions for use; instructions for use; links to

. |nfor tio contra-indi cations; .and, .dos . .
Origaly i BT e s DA BBELN I D SOHEth B sbse soring
datg setutigthe phmcpentg:altdm@uqm ighldiay atddastate dfomthtnticatien dita, inelgding ag least a key

assPfiatea@h D SPLah AL ggnam}erb@ﬁga mgnat S50k i @east m}me @Jemy Ghking data,
I nformation. Optional entity Por med

the|tré%ll<§1g dfitﬁ b%af le?sf. Eﬁlﬂagjf mg éaélget of (Srﬁcéqnéfmforgnateaa d(ghldla%iitéeast one of: an owner
of e rphardicentd@ndrodust; or@ror ing@ntrankagtiond perfogedplsmp nieCighatniaceatical product; a

locag)g gyt% ha@?ﬁceﬁ? (;l pr@cﬂctl 91? rlltlﬁ&at\a{on%ff th% Q&Sl%&@g 'annig pr@tﬁgt dlatg Nhe product

agi ng. 20 Opt'l onal
datbama@lwgf Haﬁ‘é‘%’dg%a“éﬂ of| Regdugt i ?Fé‘a%‘" mféudmguaéieéﬁt opraefk P@duct cost; a
patleadt tdelﬁl.ﬁen';l zbﬂiet |1dbnhfie€i arﬁ obv&belhentlﬂerb(ﬂ?ﬁnufﬁ:ﬂﬁh date; badf h@iber; product
m %&tlc ona rod¥¢ %utgr p%elj u% %Q rHl t¥ Istgr\éé dopdlt?ons disposal
0 an una Ralt
corgrqom @ﬁalgﬁmlpeh@xw,dpta@ qﬁspdpgeffaqts pg)gglpnsd‘wéxsqafmsﬁaqﬁ]ons for use; links to

furlhBXh fSrhralidh; dohitke-ind@if€lons;2Rd, ldgtkdear ed- absorptive ink. 25
Optionally, the coded data is provi ded subst antially
Opﬁfo) CI den ho}{\'I %nﬁll?ldes in t b cgm;b ngysts?{‘ng@agﬁ %t%e dis a?'r q%! faasp or{e of: results of
autp@map@hsrackawf«m@we,uand avrodp@aréqrm@mne of the coded dat a
portions encode at |east one of: a location of the
Opti@SINE tht idéRinCio ehafleddaibat ifd Pt oMb lest fRDF: bic&ad @ita ol identity; an identity
of {hfe P, %rcr:lgclel\llu(eﬁal d)rogacg aang%trtl?larg (r:c:iggtlltygo Stl eg t ha m u:Jfaf? elden o%é?egion of the
pagsfiging. si gnature; an identity of a si gnat ure part
units of indicated |ocations; and, at |east part of a
Optlétaily, @hk&s, indfags £ Rhit e 6k alisebpekia Bkiebebhitle BNQASKRE a box; and, a
leafls | east once by a plurality of coded data portions.
tionally, the data object includes at |east one of:
Mul ti purpose Internet Mail Extensions (M ME) data;
Optienally. the saded dafarigsyestagtipdly invisiblg o graided himageo dat a;
application data; contact data; infornmation; business
Optiéially, €hatcaded andlis pristed @akiecOdifacel adigp, at VW3t 3000 ahlidvikd®e ink; and, an infrared-
absE))Cjcl;/eA 2005/ 000070 -33 Optionally, the coded data
'Ncludes at |east one of. redundant data; dat a
allowing error correction; Reed- Sol onpbn data
Optigratly, he F{élawaamw%@eﬁanv@beesm%d&t“amhoﬁtbieélhla?nrrﬁadatvwefomatwn
digital signature includes at |east one of. a random
Optiehaide fhe actsd titladee 6l numbetof icbued datbegottiohsy andawhele\aeldashasila obrhe coded data
poﬁ%;)fxs eﬁ(,%ﬁé attlgﬁ é)héjgfn; ioI:aYnon & t*ﬁfe%s%gctlbcaa)laedocfata%tt)lalol? Q%sxﬁdﬂ%f the respective

entit uced usi ngf rivate
coqed 3ty P%Pé“ the paigoen 2 £iat ¢ é’?ﬁ%qﬁﬂl F‘ﬁfgp"ﬁt?ﬁ? Pé‘g‘P@é’\}e part; a size of a signature; an
1de6ﬂ1tj2)|5\&r sighdtuet p@tt’ anitsicradichyd 10dadsny;ihd, Ageasttpatt efaSdata bbject, the entire data object
G encrypting at | east
be'P %"“”"8‘5 é(g O&eg plur%ﬁéyn Sgﬁgﬁﬁa%%ogxn and ci pher -t ext
pr oduced u5|ng private key, and verlflable usi n
OPEW]%% 6%?%‘ iBthttes & lepsbgne °Q9¥‘1"%?H@P%e§mer{‘% Mail Eyfengiopsd ) data; text
dath; smagre dangedo ddifh; sceaapalRatidh tdta; adntdcRR] infafifatiba ybasibess card data; and,
duc@ (?1% n-fold rotational symetry, where n is at
Teas the | ayout including n identical
sub- Iayouts rotated 1 In revolutions apart 10 about a
centre of rotation, at |east one sub-l|ayout including
rotation-indicating data that distinguishes that sub-
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| ayout from each other sub-layout. Optionally, the
coded data is arranged in accordance with at |east one
wo 2006at19bmvi ng n-fold rotational symetry, WhBIEAN2G05/000070
at | east two, the layout encoding
orientation-indicating data g nprising a sequence of
an i nteger nultiple i n of n' ihbols wher e in is one

Opﬁloa&l&o h8 ﬁ%de g@%ﬁfnclg eg gﬂ{e?ss on(_gfof "8‘?"8%%" %aléﬁStdgta blv wtmlg en8r coFF,'c?on Reed-
Solpragnciate; ad Clyclic RadundhacydihedkCRE)alagy mbol s at each of the n
orientations of the |ayout produces n representations

Op@nattyn e Qlhtd Qfgﬁlﬂh@ ﬁltlh&@‘ |alCl@aIsi 3%} o‘flaat BadoRafuiber assocnated w1th the identity; a

keylecﬁ Easlb Pﬁe aé&at }%gﬂen 1%8%3 {g‘egﬁ Iﬁagw % ‘,ﬁ kaséﬁ]é e%tgtﬂtgég)ddﬁgd %gg a \Pélvate key, and
verifiibl¢ isngaegrepondiig pubtic ketyi dnhereéxt produckdipporntrypti@lp i lepstathd igentity; cipher-

text &%u%ﬁ?%ﬁcrﬁﬁﬁé wdes: tﬁchﬁenlﬁ%ean@fa réhdbh ANRARE Lah® leﬁ&iéﬂ P8duced using a
for ormnrqtransactlons rel ating to the

pr“ﬁl’?&f’)f’r@?f’é’ﬁrft?aelﬁ sing AR dipRtiGkisact i on t er ni naI
i ncluding: a radiation source for exposing at | east
Optimallyc ¢ eddedddataais pomigedoin; aceprdaneswith fitdpassensslayegt hamiag atfold rotational

ynlm%§tw}f31ré¢1 2 AS[CTe Qﬁéq@y@utqguthﬁmg Qrilidndi suBMFoutsProfle® €8 $Olitions apart
for! determnin the at | east one

se
Sbach ST RGP, oH4eod apecity ?%'ﬁflv%ﬂgﬂ oo ndsaiing 8?‘?@?@'5%1% that sub-
laybut &br8 axch btber subdlayogr. t he sensed identity. Optionally, the
met hod includes the use of a printer for printing the

Op@cﬁglkya%er&dedt (ﬁ% 9 rahﬁltggf mbﬁb(ﬁ]&néeo@lth at215asfj§1{eelﬁ)mltnﬁamﬂg n-fold rotational
visible information to be I‘OVI packagi

’r‘}‘Heﬁl”rfg atd'f?StltH% ﬁtte l:tyyutég Sleg gilé@ﬁﬂ%hl?({ﬁ atl%edata corgpnsgg a sequence of
an [hifegérmadiplel /i 0Bk syprbold diete g &rope at morg, c@dckechdelhtymbel being distributed at »
locgtngs Agglﬁgtcén'iry of rLtQt?on&] ggﬁlge %{" @w (;19&& ngﬁ e d@coeﬂmg Eyn@t)ls at each of the n

ortions, dat a portion bel n
origniagions f p»géayelft pg{luqe%égetprefeﬁtéthna ahthe Ps}en@flontlppgcatmg data, each representation
corfipitiginga @fdtehtCtlic Bhiliche Giie; orie@Alidn-indicating idig atdnieinp drclicaryie g the degree of
) g the coded data and the visible
mt%%?gflrrdﬁg%ylogn Optionally, the nethod is further used
for allowing a user to interact with a pharnaceuti cal
Opbqné]&yu&)@ methpfgmclg@s et od 2 ranstctien tﬁlémnqi for aer@mtfaégctlons relating to the
phaifsb@ioal pfo&l&&ltﬂéln’ﬁlgadn&dﬂexﬁ‘zﬁial Rgudikat Arafliamsbuie@ f&er®hifgat least one coded
datgl gy\({l!tlgne a Ee?s%{ Eoer nsgﬂs@g é lgagt orgeéxﬁgec{ @oSdQcP Ia:gé %311& and, a_processor for:

é? er at ati ng data
detatnm@astmgpféf i depst ypng mﬂﬁeéeﬁow agsf portwe’ |S?1léq€lt iflgn{jty; and, Performmg the

trafd@i6 W¥inBtHd Gensed Sde@y.t he i ndi cating data, at |east one

action; and, perf orm ng the action associated with
Opflonal S}p hh rg%?o élud@svthgl iy Proir%‘tér}:gf{nagrgnlti?%thle rbgzl,kkl&lgn %eagrinter being for:
deterpdidnei ijﬂe ltlfpla@quﬁg b4 wwieﬁra! the packagings detsgninipe %nh@m“y associated with the

hﬁhﬁzﬁm Qiﬂéﬁlﬁcﬁ @éneﬁﬁx%d:ld&ﬁ datP@ink @e MdeR@y, Bhelcb@B ARLTHEIQ g a number of coded
datg mrﬁ(@lﬁ € cén f)de?] U‘?? %Ol'tld[r)l benrl%ng&calfllve octa } ]eps{ t%e }éer{tlty of tha pharmaceutical product;

and; ermanlgiclfaeegmammfgﬁl@wpdeﬁ datajand the vmemmm 1922
PCT/ AU2005/ 000070 -34 Optionally, the nethod is

Opfl&hﬁﬁ &He iR 1§‘ ﬁ&heﬂUieb @dttallewihd BUsek Iﬂﬁmﬁl:h&rmCzepﬂahﬁadutlcal product, the
me l'i eaaC mp er ysten‘%i afgc@lvtgo{ " a%ﬂg da?aetlro he sen51 %ewce the sensing device
ﬂ pdudiie, 8 2 gpmeyEer s fg g The

east a Si g
being rgspatsiMedo fsafirecpf ahedtp@mdena tOSgegqm mﬁleatm dfm atll@a%mﬁbfrwdlcatwe of the

1de9tfty dtetgﬁuﬂu%elmng thé uﬁ[&%n@ R4tk Gt I@ardt(‘dﬂg &doﬁ/\ﬂartdhﬂ)eﬂfoﬁlrfgl thbra@dldntaysomated with

the; pHar{nﬁcgutlcgléji%diuﬁ,gtgagc‘\}t)rb@éluaé\%naé ogri of grgglgm%ﬁlémn%la gn a user; updating
trackinl ainfoowatipro relating) db tlgephermtwmgl predich g)etfbrennsemsrerdacwd egdpting to the
phzﬁlﬁic@ut@eg 'bltoth:P autl%nﬁ&lmg%tphﬂﬂacgﬁtcﬁ p}oﬁﬁjc‘t GARd, ?e\*f&vn%f feedt)zmﬁfrom the user.
dentity; and, the at |east one si gnature part; in a

pr ocessor: det ermning, fromthe indicating data: a

determ ned identity; and, at |east one determ ned

signature part; authenticating the pharnaceuti cal

product using the determi ned identity and the at | east

one det erm ned SI gnature part. QOti onal ly, the et hod

e g, T I
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devi ce, the sensing device being responsive to sensing

of the coded data to generate indicating data at | east
w@2005i1a9ky i ndi cative of. the identity of the PCT/AU2005/000070

phar maceuti cal product; and, the signature part;

determning, from the |nd|c ting data: a determ ned

identity; and, at |east one- &fer ni ned signature part

aut henti cat har maceuti ca .
onfisp B Tt o b By S B o PG et s cta porion
beigg fyrilzet indicatipaoftat ledstpa@of ¢ Bgnatuteythe signetunydeitgaidigital figpatulgef at least part of

the Li'&% mrbeﬁ% éﬁgdeﬁ] g/ltﬁln & plﬂllaﬁ'tp OP&8d dafa %l)m&f‘s qq{éﬁh thet rh&hod includes: in the
net hod i ncl udi n ut er Séstent e|V|

sensipg|fexist: ;SIS ot ppesedidifas SUHGy Y sfETee usiper e segied ?%’@d data portion,
inditeting ci@a neicaye pie SiEodgiitypant,othe stdenst angsigrfatutelyart,c ockeplocddoradetermining,
franQheQﬁtn:%{u%t taI mte%eld ncgntgﬁtaﬁd 5tr]glktcbﬁé tjleYeﬁmQJd stgnzﬁurb gﬁndﬂ{e)ftlcatmg the

uct 1tem usi ng
PR OSURREA T AGTBEns e o Spmineg sgnatrepar
partially indicative of tracking information.
Opfipialhyo thavimetiiod it Agharise ¢l antienficatinghigrpharpeuticalrprquipachachi cndpd data portion
veif? ﬁﬁﬁ@ﬁﬁl&tﬂvgé’fl at QgspﬁjdHQ)E a Q&Qﬁ@%@ggnam %Etﬁé leélgﬁmmgﬁlm least part of

I ncludes, in onput er SStem determ.nin
thed ity Whﬁ’fﬁﬁ‘ﬂéﬁ'm d‘tc?ugfs a3 a\fVP’PWteé Y5t R Teeebvdnsindicafing data from the sensing
devyideOtiél &hsing dgeiteeemi ird3ponsittStb Rehsibg el thadotall data wngraerate dodicating data at least

paﬁtlg@%dlcta%le o %qge@lhtk r&gth? Hlialéngrg%ﬁlg:??ﬂogl%{lgﬂdt e Elgna degp%ﬁt &é[eﬁmmng from

ausi ng generati a using t
thet mcaeregd@@ adetarmiingd [idserityignd, ah irAth ape drterpipietisnantepart auhenticating the
phdd@fickhtiod) prod@ashhg @R daetmethad dentiFQhd thOA 16231 6:ktaGhided Signature part.
identity; and, at |east part of the signature, the

Op?ﬁlgng? a‘thlé th%? Ly gs cgkos' %Lckﬁlk %%L%gcfelgrcalﬁﬁ‘odﬁétetﬁesﬁqetf‘?(glrthcludmg in a

y, causlin
COTPIVERF %@@ulteq:eevg}g 175}1(@Mta ggllgg‘gqepﬁg}g da‘flcq B9 sensinggenics bringdesponsive to
sendiag dAtha coc@dﬂ datiito geaant mﬁfdﬁm@fdata tildRativel @Nthe tlc}éntltjil flthe tphﬂuct item; and,

up? gmg, 1asm§nhl'elz recelved nﬁica mércl‘lata n¥dk1n Iaqa artﬁ:easq I‘pandadlg {ndIC?tH’e gfr tra?ﬂrg dnformatlon

en3|n Pacedt | cal
|nclud|ng conput er system rece|V|ng i ndi cating
Optierely fhe @mh%@ ﬁg@ﬁstswgforcpévimc@ pherppacedlisplgrdyct deckipeing. ts@reﬁgthe method
inch@&P &Ny bdbﬁ)ufeﬂ sys@fN Sdtd’rhgmﬂé al 3l GOHRE adladidedt ﬁltlgﬁ Iﬂ%ﬂﬁc&tlcal product;
ger,elalgrltﬁ, llstm)grgl% 6er aLI}urrﬁ%tl;]ri an 1 entlt{r%eanre;a u%%,]tés\(nlg Ijt]hn Idcé:eg ??' a 51gndaatfre causglg generation
of faderhdlate uding fhe frsiting ﬂtﬁa@@b é@@mclactmgl agrumber 9fieoded ¢ataeq0m9’ms, ¢agl coded data
poltibrs BR§Hg Ik itidhty 3a ke &amedftﬁecs@hanﬂs dUGphaturd Belng £LAEI Highature of at

o B B LS S SRR g o e o
datg.@ndat fegst de\of: cthe identifypand, ieaenial tumberhe phar maceut i cal
product, the sensing device including: a housing

opBsiaM, 8 nfefod g ﬁhﬁgrdlsmoﬂlsye%@tﬁg the plk!u?r&ceu@cdi ﬁd&tﬁi tHe Fhethod including, in a
east one coded

source for Qs
coB BT SO ARG e 1o i ST B g 56 S St B Sponsive o
serppiog bf tamcodaiidia tageperoe indisating flaty at thest eartidlly indigative of theyiderttity; determining,

us@é t}§5mhl@ﬁ§% dRH G@nd %ﬁleg d%chlﬁgg qg&tﬁsepg{ ie'aé? "bne Qnﬁﬁ&sﬁg dlspensmg the
identjt n anot her broad formthe inventi

PhaBRGHIGE TN b T S RSB GTHIE o Sreeset 1 s G aririon i
satpfi@lr maceut i cal product packagi ng, the packagi ng havi ng
di sposed WD 2005/111922 PCT/ AU2005/ 000070 -35 thereon

Op95nafl)h %{‘e%brﬂmg QM iRk Asel i th@ﬁh&%a@eummgd’ucto fhe Qé?:@'nﬁgl ddat @nc]udmg a
tlons eac coded data portion bein i ndi cat1 ve

hotgine pdzBie to 6 BN YR B 4 HUABh PTG CCEPPRE 5P5oR £ree St portos
ser@srdorwkreingthe at lkest ane tpoeld caded dackepsrtion; andaa p@eEssonfpr datkevining,: using the at
]ea§t%nes§e&g%&hedl d%é%&rtlc?ho y&ns@fi ldElnl%’ (flpglgfﬁer@%@fonf# &k ﬁlrvgﬂtlm ﬁg\ndes a method

usin e sensed coded data, indicating data at |east

of B%errp}nglgp)posfswgl quplicatipg OSPha%eufl%Hrﬁhtcypaclgﬁlag the packaging having disposed
transferring the indicating data to a conputer system
the 5 conputer system being responsive to the
indicating data for: determ ning, fromthe indicating
data, a determ ned identity; accessing, using the
deterntned |dent|ty, tracklng data relatlng to the

. - I T
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10 associ ated with packagi ng havi ng di sposed t hereon

or therein coded data including a nunber of coded data
wEsiomE, each coded data portion being indi cetT/XB2008/000070

an identity of the pharnmaceutical product, the nethod

including, in a conputer systg receiving i ndi cating

data froma sensing device € sensi ng device belng

res si.ve sensj of the ed data. to n
e ROPCHTThGB8 05 PR Gt PYERGP THE PHARITS B Spish e porion beng
mdpnt(yd At least tneldqntlarmﬁ;he pipchesceuticp) prg@qcmg)dt“ﬂperem e ariethed]includes, in a sensing

de\}ldgddeﬁ‘s %g, a{]lgasgﬁh'@ of the &fakd k. %ﬁnﬁ& uklﬁg'iﬁé seR&@h bddd hd(a, indicating data at
i ndi cat’j ve of trackln 15|n formation. tlona

at
leagt parllygdicagye pihie Hﬂaewn@ ot Telon GHICHHG SR o compue ysem, e
comp@t c@temnigpingakspodive té mdi ieditalivedad fort deke@rpiging, Ofiven Ok . indinating data, a
detlargl%@d lidteMmp cc%%ﬁﬁ Su%ﬂg 'tﬂggiegr%l\{ﬁe‘d qdenl"i’cp t}amtd %ayrelgtfng% the pharmaceutical

patient; "an i current _owner o
Proﬁwa fhedacking |da¢a\>emgm ‘Sﬁtitf‘f“a“)blﬁ‘écad}‘e B docttion plAGABREsutical product; and,
detRr@infing) Whg tHd FrhdRihg e ifilikahirme@utichlpaddudd tsadmsibxe daplico€ ah a Renth broad
f. t.he
fon% the lﬁ]ventlo ov1g£%%%gn c‘&?)fltxa&rl gqlﬂﬁ%nnaecglggal 8%3 cg %%%ha%lae@xfnc&l El%duct being
assp@atqdn’d ana‘tkiasm f@flmaﬁlsnoaedéltereﬁraﬁrtth%@rm gpded diranddg atﬂh@ber of coded data
poﬁbx@ ns'dihucfoeedbﬁ!a @)Qrtlan Eizln@hﬁ(ﬂ]atlvesdf gNRkdktyeof @fe pﬁirmlacﬁ&ﬁ:ﬁl pﬁkﬂﬁdt the method
mcﬁldln% tm % 5(} pu{e y%; brrl nr elvmtg Fr{/d‘é:la]tg Idgt? Iﬁlgrglglgsn%m ﬁ%wce tée SG{ISlrllg device being
respraive, to aﬂ@nm@hquect data toreeniretd indiseting flatg indjcptiva o Berjsigtidr of the product
iterRYsRl, A Uatife LK theBGhed fiRMIng DR, irAdking Ahth BeasRftlly @dicative of tracking
erast one determ ned signature part; and,
inforBEPBnt i cati ng the pharmaceutical product using the
determ ned identity and the at |east one determ ned
Opti¢ngihvaatUeast opefithe ﬂzg(if@nfbl@n@nlasd thg indicatieg datachre ipdidativgeg at lqagi one of: an
ideht o CRETRISIR deBYeS Eremnn@nq aipRtieh€ SPAGSE df Q creRUSMBST ftlié'pha.rmaceutlcal
ut hentication: auth orls“pgga transactiaon. relatin

Prodies - B aPTmECEUEInEsTOnh REEREY SRR ey "‘i"?\‘b]"aﬂ e a&%f"i"i‘&m of the
phataicayticADptod@n ad, ylocatipreof ghatsénsiag @wrgﬂat ure i s encoded
within a plurality of coded data portions and wherein

optitHalyS ¥t 88fked wpﬁo&dﬁ% hdiQti ISl 184t ﬁiﬁ\bk sag&aﬁm the Wik @Eird Ring a digital
sense. a. hunb s .to.the

cod
SERETRTH KB PREPT SRt OGP Aot F APy late of at e
onq1ednhroE par ehdadiesein thawnéthnd ichidgsLin @ commpaet eystem cdstvrmining &bm thy indicating

dat\c,M étheagt g’@t &Qﬂ'ﬁﬁed stléﬂ@turg ﬁtbﬁﬁe atﬁﬁeﬁtﬁc‘aﬁ}% théj @ﬁa@mz[c@ltl@g] |pﬂﬂuct using the
he pharmaceuti cal product, jncluding at | east one .

det&‘ﬂ‘t“ﬁ% Kenigns BRaidezetane qeﬁE‘i‘”Efd PP 'east a key

associated with a signature, the signature being a
Opdonglilyt, Hle rsdtig dricindes, of tha tonipetarstystprar and aif retoaseitel @ rybdcesyful authentication:
autﬂ&lgmg pﬁaglgééf?(;n relgﬂ% fb thetdﬂ%nweﬁ’tféh’i‘ﬁodﬁi@taﬁd p&i’aﬂﬂ% t}@ttraékgé%sta

partrally |nd|ca ive of product information including

st _one duct cos
el P P Satisds e GRRPTT &porady Doet SATRer g pberen the sysem
inchilesuficasehsingalededt @nfigomtl cisensg ry@mber 36 cquied dhtrcportions to thereby determine the
entfBOQYEARL Urer; product distributor; product supplier;
I ssue country; ingredients; storage conditions; WO

2005/ 111922 P AU2005/ 000070 - 36 sal .
ORE T I GRGS Rl THIABRNS S ) HLE W yeptese, h database soring
datg rethgngthd gheteceuti@imaoduétonduding at lepsteone ofngithentcitiop Axa, ingluding at least a key

assUéﬁed wi h'a@%ﬁat&r@ t}feléfghz{ﬁﬁé béuﬁfa(afgﬂﬁtsfg%ue of at least part of the 1dent1ty and, product
contra-indications; and dosage

ally
datgefpeRspriuptfiate peiag at lpat Raﬁ'é“yc’di‘fffdt"'e? Pé‘i?ﬁ‘t‘ é‘}fﬁ’““&%?ﬂé‘?cﬁﬂ‘"ﬁ fig/east one of: a
pradics pbsg ya mflenaﬁdehte'ﬂsta weradenfifier;r 2 SunntrSidepfifier; manufacture date; batch number;
[ C
Pl iR, Rl s Pl BT R <@ LRz gormee condiions
plurality of layouts, each | ayout defining the
position of a plurality of first synbols encoding the
identity, and a plurality of second synbols defining
at | east part of the signature. Optionally, the
identity is formed at least in part fromat |east one
of : a coded data portlon |dent|ty, an |dent|ty of the

I . o P~ - o "
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10 Optionally, packaging includes at |east one of. a

blister pack; a bottle; a bottle |id; a |abel; a box;
wars/1a921 eaf l et. Optionally, the coded data iBCT/AU2005/000070

substantially invisible to an unai ded human.

Optionally, the coded data is printed on the surface

using at | east one of: an i NP si bl e ink; and an

i nfrared- absorptive ink. 15 Optiqnal %
disppsal gonlitions; 53 AWRbeE GHRY AfiEs |eg?°FSy5“l“'(ﬁffﬁ‘i5*’1 a%*ﬂlfl %fwsex/.'%srfbﬂ“&ns for use;
linka tonfauther i@fachedtibre conmré-odicaiohspand, dofpd. i onal | y, t he coded

i ncludes a nunmber of coded data portions, and wherein

Opf?(;nallyeﬁ@ 1}ne§19d'rﬁlclgées tlp the Q&%@r Q@&ﬂ caQ&fg th@ﬂ?pla? o€ Qtdigasladne of: results of

one of; a location of the respective coded data

authsaficatiogh racking HEMAQR; apd Product F’g’gb"é‘e'f ive coded data

portion on the surface; a size of the coded 'data
Opﬁnmiltyi, thasodedrdatd lgﬂnaksux gurglity vf layeuts,iezed lgybutaleSingribet nosidon ¢fra plurality of
ﬁrs} %Q&lé $n¥od91fg tifd 13%(9\? Ly p(ieurz@i%r de sec&”d's}n?oo@fdeﬁnﬁg a@l@a‘é% of the signature.

ocat 1 ons; ' east part of a data object,

entire data obj ect 20 bei ng encoded t once, .
Onfimilbaih EoPere oa: s BPBOREDRS: Bt F el T porflﬂ%lda%fy an identiy
of Bbjpeehackuticd] pebdact;ah HPCast idomiey aifthe Mekabing an@s ddehtity ef mesgion of the
pad r& Extensions (M ME) data; text data; inage data;

audio data; video data; appllcatlon dat a; contact
data i nformation; business card data; an
Opiipplly; pRefieing ngfudsy at fefitt opeoRfatiPipist BRoforfctolilied 905‘86 ll‘deéi‘ﬁ’eloﬁé“ and, a
leaftdt.. redundant data; data allow ng error correction;

Reed- 25 Sol onpbn data; and, Cyclic Redundancy Check

‘ Op{l%) thg el dafld s'u&ﬂlﬁtllallly anlE]D]@ to%hh Giaidh mdlaginat ur e i ncl udes

I"east one of. a ran on1nunber aSSOC|ated with the
Ldentlty, of at t the entity.: :
P8 1 it i SRS o S L BRI G St an nfara-
abspupiiveaike key, and verifiable using a correspondi ng
publ i c key; cipher-text produced by encrypting at

Op 1&1@1@1 tht Bfded BB révded ﬁlb%ﬁzﬂl’y cbifXdent it I R HurMM-readable information.
encryptlng at l'east the |dent|ty and a random nunber ;

an [ rodu n rivate ke
Opg(glgli'lyf } 8E ]G(él}l%éa g rrg)sr d% 6&2% at ;g)étlorb g{c)i v@\erﬁm at lez‘%' Xlé ofatpe coded data
porAQ6 Bhchdel D 2@“ PET¢ALRCHTS @OWV@GCtIV@@d&ﬁaiad’nlaM y pogitipa of the respective

cocﬁ@ ﬁla%jpopﬁﬁ @n fh§ s@i’é&ag gi8dori 'tH'étc&ﬁ@ B AR 8s; Wslgrnm?etpa}t eaa.@zE op‘ﬁ@gnature an
at i onal

1deglttty ?fé’légfaﬂlj‘ lf“ﬁ%()fl réii}:atg({ lo?aﬂgxls ljiac? ﬁtaé/aﬁ piaxa%i%/,?tdiat& _]ect the entlre data object
beisg dpedded/n ichs onrcer)ai maality of coded dtarfoitioms apart about a
centre of rotation, at |east one sub-layout including

Op{rlé?ltal"ﬁI i @até Woﬁﬂ&ﬁd@&t fhad Bne oh %ultﬁ)’u@gée m&he‘é bﬁ@ Eitg}ﬁlt)nss(N@ME) data; text

| ayout from ot her sub-
o QR S0 Gy P BT A S GO o PR At dus and
dirdcaypyodata. havi ng n-fold rotational symmetry, where n is
at | east two, the layout encoding

Op@&n‘a@qt}@tcb&ﬁ dht@ dﬂcﬁx@és'ap Qas‘?i @ﬁeaofcl‘amﬁﬁdng Hd?eg dfta SRAHRNESr Qrection; Reed-
where mis one or

S°‘ﬁﬁ?’bdataea£8 nyélf?&?G‘E’d‘m%%di <CB§Y‘% distributed at n
| ocati ons about a centre of rotational symetry of the
Optiemgiyl the Sligithl sighattre delvdadiashgast bre ofyasedom rimbaasshcivéd vithethe identity; a

keyQH h&RLALIQRShOfentit)Sa kQYPRL B £ Qh‘s@% 1&ntﬁtﬁ BroBRENEsBle aQiSate key, and
of the orientatjon-indi cat

verptiapp Beneft SQEPBINTE PG g‘i’hﬁ’gtg’ﬁ pH’F‘I“‘F%PYeeﬁ‘E”YE?% P sty fgnity; cipher-
texOproduael yrdngpitiag atoleasi theliderityl ang adtatiem aurobeh @ndy gipher-text produced using a
pn{/a'a%qéef/": %d %ﬁﬁa@fe ug nga gﬁ&f)&lﬁmgéubh{ 1&9 ation of the layout.

Optional Iy, the nethod 1 ncludes” the use of a

transacti on tern1na| for perform ng transactions

relating to the pharmaceutical product, the

transaction termnal including: a radiation source for

exposing at | east one coded data portion; a sensor

for sensing the at | east one exposed coded data

portion; and, a processor for:
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15 determning, using the at |east one sensed coded
data portion, a sensed identity; and, performng the
WO ea@sdaoi on usi ng the sensed identity. Opti onetT/xp2ad05@00070
met hod i ncludes the use of a printer for printing the
packagi ng, the printer being determ ning visible
information to be provided on the packaging
Opg ngil(l:eeﬁ) ; Caa?a {6 ?agrgr%lcc{ %E?S{eai‘méet }Vlﬁhd atV\feadsp 8ne l%¥out havmﬁ n-fold rotational
Syrtllh@m wlesret 7t is @t le%tSh@OctbquIPUdlatlailngnt:lF‘@drah grbdaypuinetared dfr revolutlons apart

ab&x@ggthre?& rSiAibR a1QEohONE1ay SR MBS ABE i Fahdcal}plduta 88t dBhdiBhes that sub-
|catb8§Fof at | east the identity of the

l“ﬁﬁ PRREEAGTFEH ®9Poduct :  and, printing the packaging
by printing the coded data and the visible
Optiprfathy, rieet ¢odevl. da@pisi aranged Yo, accdrdangrpwitiodt lesst pugr laynat haying ch-fold rotational
sythiRbtry2lvheRM 13t @astttae rthet l%oh%&fdﬁig bridhatibh-idieiRY Jxaccerrrsﬁsngla sequence of
product , the E i ncl udrn%{ in
g 1l

a Co er S
an SR AR Q6 GAToRG "R s PO P e QriGY Pt gne Cfibued at 1
logéms by actentric obrotatiwhlsgmmey 6 the layent tush Qmetnischgg 6 synkbels at each of the n

orlgr%tllgr% (ﬁ‘l %Qa}kﬁt pgcﬁG@eE ﬁtr'&we'sgﬁgh&@fof ﬁ‘lg ogé?ﬁaﬂor@rhdl!:agﬁgsgata each representation
partial|ly i'ndicative of the dentjty eterm

coRRsig 2P haFieaifRy foqripiaigp HOSHE A SHL eGP e desre of
rotpueoh brhetayogt. t he action associated with the
pharmaceutical product, the action including at |east

Opggrﬁ]l ft11e nR:'EhQX ﬁngllu&g tHe 'ﬁgeq;f %raﬁs%oﬁ Qmﬁnélj%? Eerfomgﬁén%ttons relating to the
trac information relating é&arnaceutrcm

Php?’&fdt&ft’ff‘ pmﬁléclt 5 IRpsAGion fefmingh g‘ﬁlﬁql?go A rald@p SPYRS TPrFxpagine at least one coded
dalphﬂi‘tmae senéot dbr isd@ubd at laast hienéxipesad icorigd tdie portion; and, a processor for:

. ol Vi f
det@ﬂrﬁ{ IE?; khg?)a Ileg{‘t] gciq%] %nsedatgger?e éaﬁa %thde Jgrfs‘ﬁ!d*a@rﬁls f g.\gcp g;larformmg the
tm&%ﬁﬁ@ﬁ?@@&ﬁ?ﬂ@‘*ﬁ@ypharnaceut|caI product, each coded
data portion 30 being further indicative of at |east
Oppiafatly, Gfie metBddgiciidds ehe usdref sipgmert for eriieg g packdgiog, ttlsl printer being for:
deteinfil] rb% 19{] rn"f‘a‘tlorl tg %g’ éro @erdton acﬁc%%& fe uuh&lé’ analggtlgeaks&gated with the
enco In a |ty of t1on
Phwneqeercd prqetect rseten%g Gosiedl dre Bsing therideptife, thesce?rérdﬁg ingfedjpeczgnumber of coded
data @BEibi3 Cadit colled Asth p@tich veing Rdicaliaé of 4 Rhsk the Mient@y6f,the pharmaceutical product;
e n Lion,
onf SRSl Pt Y P00 5 SRBRYPRATRER 30 e
at | east one S|gnature part; in a processor
Orgienrally. fthenetlpd is fupthamuped dfor; FlaVIBG £ juprg o] igfespct Wit plappaceigiep! product, the
métide Bkludiyg, martdmpl@etr sﬂseﬂstaceomg indRitBE BatiRdn G GRAAgHEcPAE tensing device

being tres;g)g%wectg Fsen51 (‘toc:i)’e? cganggi?%a %I 'tnldr%%!ng B{t? gtl'{gatst pliﬁlal@gmdlcatlve of the

ermne
ideg Bty cdetgimnring. gqrrgrq}mrrpﬂacetm‘ggptg, at s ang @asipr; pndy Ee}_rformmg the action associated with
the} M&Z&Qﬁﬁr@&&%@ actr013 &cl@ﬁg Qﬂé&kt'o}ie oft b@vrﬁiﬁé B mhtfon to a user; updating
traff)lilfr{%g Ggopnalgrzrggﬂatrg% d% %nt Ia(c:% 1iap %rodu e| ngrrn*ln%(r:%e l’clrtansacet]ilon relating to the
pharmadent@alipyoduatifauthgnti¢atizpghe qbampcegtfcal@rcgip@,r@a@ gaeeiving ﬂq@back from the user.
signature being a digital signature of at |east part
Oﬁﬁfmall} R meth8d s ifilrifer u%@&r@htﬂenfr&ﬁn Jh&%a&eﬂﬁdal&d&ﬁct dah dded data portion

begr% ﬁ%ﬁ% 3{(110&%\'% Iofgag]easg ﬁ%el g%{grgt]f:ge %Cat tup gogm%a Q’Igléali s%n élrevoé at least part of
thet idenirasd repg eficoded evithio d @liratitytoficaded @@merﬂatsewm fbamrthrgl includes: in the

sergﬁg @evﬁ:@ sl:rﬁﬁé bt 1QustRAL Eddd dad pbﬂﬁgd Qi géﬁ@r?tﬁl% usan fhe {séﬁ%@tcbde?f data portion,
e Sl gn

mdbcg}u{g data értdg:fngc? %F ntél %?an:tr Iﬁmg H-ré a lﬁ;m %15151|gwéwed A0 %prgcessor. determining,
frofhetheeinditaniegidaiagedeteimhiyed idenidty; and, af lewmtsine detvemidet signatin @dt; authenticating the
ph%%@t‘c':ﬂ ?od@c@[rsﬁng ﬂél&t@rﬁﬁhtea ﬁla{tlgnagd Ih@ﬁ leabt Bﬁef M%%'s@%e part.

product using the determned identity and the at | east

one determ ned signature part. Optionally, the method

is further used for determ ning a possible duplication

of pharnmaceutical product packagi ng, wherein the

nmet hod i ncludes, in a conputer system receiving

i ndicating data froma sensing 10 device, the sensing

devrce berng responsrve to sensrng of the coded dat a

. - . I T -, . o "
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15 Optionally, the nmethod is further used for
produci ng pharmaceuti cal product packagi ng, wherein

wa tesmewiod i ncl udes, in a conputer system  PCT/AU2005/000070
determining a serial nunber associated with a
phar maceuti cal product; gen%ati ng, using the serial
nunber, an identity; generatfi using the identity, a

i ti f de
onR b ik B LS RS B e s oo
beinpoftghepioditativane at lesaiglart oblegiatdras the signesnre borg asdigitaldigngjure hgat least part of

the 1&% IWh¥rein %Qmet}ﬁﬁ chﬁé’e?tm .Q&ﬁpu@f’ stJaﬁ ééeg/ﬂ@tuwfcgtmgtd% from the sensing
Sl nature beln |ta gg%ture

of
devgfa,rtlle sa?smlgl,ﬁléw?ed)éﬂg fels mvéa &3 rﬂ?erff’ﬁieﬂ éiatgfo geBeﬁateE ngcatmg data at least
parfilig imigaie bf: d&lideptitp dﬁttut pheackartidahgrodugtt arldcths $igreonrEpat;cld@shining, from
the q@cﬁcﬁt ng‘iietérﬁﬁlg& Jdglﬂt?y q;ld aI l%gst 'or%e&khﬁl)(ed s"i’gggfure tplél’? authantlcatmg the

seriar t1 onal t he od further use
phafrggcevipad bfeﬁ*gi Ysige thﬁ ée“ﬁﬁHFdrfﬂ?f‘Eﬁtaﬁ‘dc‘%? a b‘rl%ns éfte”"t'ﬁ%“%'flﬁ@éf‘

including, in a conputer system receiving indicating
Optimhly, fhe omatothés Mekes ius*eg fdedbteommng hgosbhsduplipatibe \Jf pbaripgeutigal product
pac&%ﬁ@o%e\(rﬁthg Ghethaf G)%l'u(lﬂ-:g 19 ctnlﬂﬁute(f Q%?e% gé@&@n legaﬁﬂ%e 20 ﬁom a sensing

cating data at | east Indicative o
devicgeft FS{Pe deree BFing TRPARYIVE s Aght e F"cgéT"F"t‘Fg‘“‘B%i‘E"éF data indicative
of @& derftityd Bot@miiling [T Gdickih DS & detdininkdiasitity Daveessiig, tstnigiti@nietermined

r ensi
ldeI(l:t]g}llJ St%!ﬁk%%t %’?‘a QE 1r¥|g ntgcﬂéﬁ W&g%ﬁo Foﬂ'llct ptﬂe E&Exﬁ% éi%g %glgg ati east partially
indicpfiye aft P @a@ton Shthe pharmaspytion) product; saa«! 4 éﬁtqr@amgwm 8¥i dipeljpg data, if the
phdiR e B flof\@t i6l£MIs6Re duplifar Use W th the pharmaceuti cal
product the sensing device including: a housing
Opf’a onalp ﬁ“lg fntgtgocg )?( ﬁxgtgclarglseta%?r%roégczl{g p:};%'élyc%%ié rogl?cg g&kdggl? wherem the method
mcgéess@n?s eAmpRtery Syétefﬁ s‘%‘?@ml{lﬁé azerial agmmher gyjeciaged pﬁ%‘e‘tjp*tﬁﬁ'@éﬂ“‘cal product;
geridaling, ROE tHe @Jhal rﬂﬁhﬂer ad idehde @&ﬁﬁﬁngf Wing dﬁtidéﬁtm @ kiBigturd &htﬁ@g generation

of coged cf uls.lgga :E, ldentl ﬁne co{éj d'{% ql(ljdind atrﬁlmge? I;)} cog d da{% por%ons each coded data
n-an road formt Avent i on des

poraom@tdd@a theo«ﬂenw,aiek|ahgasapmmmw¢, @aISIgmtl@@jbmrtg a Ctlmfel signature of at

1easn Rat m&a&m@atwaﬁg&ﬁmﬁg Q8 AEHAGIREIGFbAMA: bitkipaig KA Wall Gome coded
or. therein coded data

t her ean
datp, ﬁ%‘i"ugf’sﬁ gpﬁlﬂfﬁ'geéftybaf’gqﬁd"é’&“a‘ 4 portions, each coded
dat a portl on being indicative of an i dentity of the
Opfitvaliyithe egthpdsia Further yshd dor, dispdneingiibe phatinacayti¢alipipdvgt, the pethod including, in a
Q?By@lgmdl‘é‘éélvﬁ@ mcﬁ%ﬂr@&ﬁﬁ'ﬁ@ﬂ 1R seﬁsﬁx@%ﬁwe%otﬁgseﬁﬁcmgt RGcLRER Fesponsive to

TS e R T A ———
usingd @t indigatingadeds abd dowf @ dispanging Haabased ptc st roge deterdont for alispensing the
phaﬁ:lgmtzﬁ f)roél)é? Elr%n&augl he%mpl%e@tfcal p§§ﬂ§ctt folbe Gi@ﬂeﬂ@d fréR Bﬂga%ﬂ oMEcriterion is
to the indicating data to update, using the received
satisfifdi cating data, the tracking data. WO 2005/111922
PCT/ AU2005/ 000070 -39 In an eighth broad formthe
Optigmalgyn thie Gensipg devicd essfop usgptith glat mhﬁmp¢eg@hgbﬁrp@ct the sensing device including: a
hol¥Ag 5&1&@@%& fd byt REUCTse RAGHABH e fo\XB s Bt 1343@0“%@@% portion; a

I ncl udes, In a conputer system determ nin
sngl 7o 8 1 1 TPLED SO PRl &IPSl e, using hea
leag @meserdéd doded dets pargont henss@idergity. ruambber broadiforni Qiemt/antlgq provides a method
of gﬁﬂgé Qtpha[?rgacel%él rﬂ)ﬂ)dh&] ethé gﬁ\%akéuﬂaal gdu;%ﬂ i tak%&atedc\%%s;')a émg having

enerati on of dat a usi ng t Ity t he code
dlsaoafdathfirwa Rl C%f’eﬁ G%QF'“‘B‘Pg CHERE % C?f'ﬁ‘i aatapm“t% fch cded fata portion
belﬁg)dl&ldatldabﬁanplﬂfntltymﬁ tiendadiadctgtichlngoductett infetipd @olddingatin a sensing device:
sen §ttle tas xtne git thé Qo%ledS ?agan %Etf”nﬁnn tltlﬁlF ‘Ql.’ﬂegsgégcf'l{oged J%t%' fﬂgica@ing data at least

nature o entity;

Paré‘dUSIPdeg"‘iﬁ rogﬂle idspfity fand, Gansfering ﬁﬁé‘?“r‘Fﬁ%tﬂP‘P &3 CQFIPHIER gtem, the computer
sysRBIVEAG lei@nsivdlto the ABitatindat 16 ashad, Wiag e redeivedd aidichtig 8ita, @d@racking data.

of. the identity; and, the serial nunber. 2. A nethod

according to claiml1l, wherein the identity is forned

at least in part fromat |east one of. a serial nunber

of the pharmaceutical product; an identity of the

phar maceuti cal product; ~an EPC an |dent|ty of the

A~ o I L o a1
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determ ning a description, the description describing

a layout of the visible information; recordi ng an
w@as®eaimei on between the identity and the | ayoRtT/AEZ®S/000070

causing printing of the packaging using the [ayout. 15

Optionally, the description i é i ndi cative of at |east

one action associated with tH “phar maceuti cal product,

the acti.on includi.n eas neg of .. providin .
n f"h?‘%‘?‘h&f’?“ fnﬁ"‘% e v '9Pf°“ﬁfa §t"|]eh’ QPE%{S‘EPF‘Hg PhaPaSPEY Piguct packaging,
wherein gth¢ mgthpd irtchudes, pharcomtentsysteal: deterdring 2 sodal frombdr ragsogiated with a
ph&rﬁ?e@t?tﬁﬂtﬁr&[?ctr&h@;dn@ Qisin® tie h&iaP hﬁﬁﬂéﬁ‘&f? li’ciehtﬁﬁlgeﬂef IGling the identity, a

aut henti.catin e ar maceut . cal
Sigpatyres; Q?Fﬁ’f@ gf”ée %flgoqleﬁgm isne t{{FSlgerntlty(ﬁ gf‘f’a ncl H\é a number of coded

dataportiod, cachabded data portionteheding tip idemity; 8y ttdemst p@mnmm sigratuienigje signature
bel\% % Ialéf’{)al gl@ﬁaﬁp@cﬁ%t lesshﬁartdcﬁttlét?@eﬁﬁty St:agglﬁmmtn%]oofd&ttﬁe pharmaceutical product

har maceuti cal product udi n
paqké%@t atdeﬁg S?JT“" °°3ﬁ9tdﬁté’ri’t’1‘ et O ‘bfafhé ideptins japty e gerat nur"e%rst 2. A method
acaardio@ Yo clﬁlﬁspﬂhe&tnehk ithdntith) iscfordied)a &bt inepart frive aleagtrvme off £serial number of the
t . o

phgﬁl{ié&g{lcﬁ dl?:'t g@t(clerﬁiag(g %gﬁ&&&m:@gl Pg)g%? %?] a:dréf?i netllwr})g thg tpackagmg, and,
anl“’é‘&@t°f}98qgt°flafq’%lpai’lﬁﬁ%ﬁ‘&3at ive of tracking information

including at |east one of: an owner of the
Optibalyyae @ldthoCiadludpy, edoditg the@htre €gnatiite véthinfaglusittolf aidsd data portions.

performed using the pharnmaceutical product; a

Opltlgrﬁﬁ}t 'tl%nmalf)odt @&ud% QLB %g it \‘15‘1"@4 mMQUE trelatlﬂg go thét pharmacguﬁlcal product;

|'ocat’i on of sensi ng devi ce; f)ro uct data
deigimiitect dzssnrzﬂ'a% a‘h‘béfisﬁﬁ’t‘%i’t dgihive aplam al fhg visthley EErmayign: gcording an
asso¢iidhl Bdiwdem the fdemityi aad the Rgdut] chd) Gusiig prigdgtof thepackukzing @sing the layout.
product cost; a patient identifier; a user

Op'anEFSL ltlIe dgsgl’lptlglpls ngtfve 'of‘jaef‘ ﬂ:gét %ﬁeeagtlon %Mt&%]ﬁ{ rtl% p‘HQ'anceutlcal product, the

uct manuf act ur er; pro uct
actign éqc}uplﬁglftéqast Opfr %@%@dwuﬁb‘?’?@’rﬂ 10 3 WSeN;) %pdetglg rtrfuiky}.g information relating to the
pharfagieaidhliddsct; ;&tf&maga tfaﬂsadioh reififig toGthsShasateuti@Dprodutt AlSnticating the

phg%gcgalcalg%gpc ahd ?e)éé?vngﬁyfeeq n? Ihg fise S si de-effects;

condi tl use; ruc I ons use; links to

further infor rrat ion; contra-indi cat | ons; and, dosage
Opgienatiy 1 SI5HPd Yeluden @ hAORBHET PYEM RIBEUNiFang With A diapst B database storing
dat@ yeldti@gthe pHattatdutigl @bdubteiadiding @iMeashe bthautt@fication @ita tirichding 4 least a key
asstag%qed \g élll%nlgga%%ery 'ihe%%%atlgg l‘%glg g%li’g tq‘;il’1 E}gnétu% ot gtrlggttpgrg ofttm:elde%ﬁtg qgckmg data,
theﬁf@g@%@ beinga |]ea§3 paRly gndlc@g p@f@glqunfoqrqq@onmqql@g at least one of: an owner
of lﬂﬁcﬂhbhﬂﬁ&utldaﬂprb(’ﬂﬁ CRNRULEE tr&iéﬁ:tlﬁmpelﬂ"(ﬁ‘ﬁl&i wmrggtha‘ blﬁm\a%eutlcal product; a

scan espo canni %
locatlon o ﬁhaerace ica Fl;g?uc%ansd al cago é% the nfln%iiev cé, an(% groduct c%ata the product

A hdicat T ve
data bglggj ptclgasb]parttahje mﬁiqq;wmf;ygniuptclaﬂompmQ;‘dmglpdmgaat \lg@st one of: a product cost; a

pa&qp et 22 uE’engﬁe%UReQO 2 Q)QQQ7Qentrﬁélo rﬁhhﬂﬁ(ﬁ@& Q!dl‘é* ‘Bﬁl:h number; product

uct identity. of the eut i

ey prodi R SEoPrek ol ete SGHRD pREFETET e fopdtgns disposa
complito edrial nambkr; eXpityi doteadflests; sidheffectgdomitat far use insiietpat fox/ee; links to
fur@Ier @foma%aédn&aamaataus&f £08BGE. POi nts such that sensing

of | east one coded data portion, by a sensing
Op?iﬁr\éllx g&,wethtog mclgfles,l in é tcgrg?r?éerr] g)tg‘lcegxf &%gttné P%Je%ggc{me og%e %até relating to the
phpoadetticgrprofuctt brd, gaprgtinggthad eoded daty edirgt dteastt some tof the data relating to the
phiRAGKEARMBHau@Nd, nmovenent of the sensing device

relative to the packaging. Optionally, the i dentlty |s

Opglgx{ag)?gg th8§ uicfﬂ%eﬁ’tlf] ﬁvrcgrg;;y{e? ranyé%{nl rltege?vg’%fﬁgo?rﬁaesocgnmng sys(t)em In response to
scqphing sfalceadtkagizg infornptiocindicatine EERCgastzome piclespuice 9f tief pharppaceutical product; a
packagi ng; and, an identity of a region of the
packagi ng. 10 Optionally, packaging includes at |east
one of: a blister pack; a bottle; a bottle lid; a
| abel ; a box; and, a leaflet. Optionally, the coded
data is substantially invisible to an unai ded human.
Optionally, the coded data is printed on the surface
using at |east one of. an invisible ink; and, an
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absorptive ink. 15 Optionally, the coded data is

provi ded substantially coincident with visible
whvaniwendabl e i nformation. Optionally, the poOau2005000070

i ncl udes a nunber of coded data portions, and wherein

at | east sonme of the coded da a portions encode at

| east one of: a location of the respective coded data

orti.on; sitjon of t respectiyve d at a.

; : ! 1orodu}; Sial number of th

o BRI B ool e P PRl o SRR ro RS B B mumr of e

phaymaceytionh grodugt; gridgnat ure part; a size of a signature; an
identity of a signature part; units of indicated

Op{id?@l_@t, ke (rdeded aﬁiﬁg is iﬁ’cﬁcaizi\gaﬁ ta pRadiity &frgf&érdabﬁntﬁ) Rjcke eat, seﬁsthg of at least one
ire data objec ej cO east once a

cobFpisrieh ek 2T FERGNRG o LB of FTeclly B tns one
sigugbjreematt; 4 nositionché the sensingedgyice rejpfive tf the gtHaging andpmavement pighefensing device
reld¥Rd b tephRiHONS (M ME) data; text data; inmage data;

audi o data; video data; application data; contact
Opgogl%@)., tha;i%rﬁié'%fo}'@eq ;a% lgaétsl}é gez d)mc g[egst ?n%g) : Ell a(gdg(g % a g)lgiérg Cdlc:ngl%an identity
of tht pharmefewtidal rprodukst an; EPGa em idaitinooli thyypaskaging; andrap ddeptity @f a region of the
pa - 25 Sol onon data; and, Cyclic Redundancy Check

( ) data. Optionally, the digital signature includes
oraht Bl TR, U Bui R B b v
leaRgyed hash of at least the identity produced using a

private key, and verifiable using a corresponding
OpRéHalty, the KRYd datilif¥IBantia@ Invidible eea askidy hemar ypt i ng at

| east the identity; cipher- text produced by

nc tin t least, t i dent .t n r-andom. nu. [ . i
o B SR80 B AN Bt BT il B8 R SRS, g e

abspwtiyefilkabl e usi ng a correspondi ng public key.
Optionally, the coded data is arranged in accordance

OpWbrially, &t cdded&ta iREvide@yt®iintikiB\cbingdeRt WithlvEible®luain-redaale information.
symetry, where n is at |east two, the |ayout

[ in i .cal : .
f the coded d

on ¢ 0y DTl 01 ol SR ORIl B e s o
portignp epdodq 3t legst ©ahofr & logdtion gfithy qegyﬂc’tivgfodpdec&gatpoﬁiﬁ@ a position of the respective
codetl Batd Foyifed bn 1hB Glrfdélt AGiz¢ erttiticb @A datNFbrGoas; la Bigna€lid fartf 1@k of a signature; an
.distinguishes that..sub-. |ayout from each.ofher. . .
ocR B 98B B e S and PR e By g e b
beingenopdgdiat deast guice by aplurhlgneficodse datd peytisnt  havi ng n-fol d

rotational symmetry, where nis at |least two, the
Optichd My the QAL Sflichigcled £ MHasd bheQt-NuiMGHuddei Hitemed Madl EQEHIPHI (MINE) data; text
o AR R T B, Rl s o
diretitost databut ed at n | ocati ons about a centre of

rotati onal symetry of the |ayout such that decoding
OptiJS}ﬁll)S,YI'l'étt@hea dah iRAAK MDliead: RE: oF: yeﬁﬁrﬂdﬁﬁ?ﬂi;hi@lﬁ&ll(ﬁﬁngt dM@r correction; Reed-

ayout pr.aduc n .represe ns of the

SO%?’?{"e%%aa‘fpnfi’o s lilcﬁgffl%ng%nfﬁ%he a({(]:ia{,es éeag?c h representation

conprising a different cyclic shift of the ' ) o
Optipriathya thet digpl- signefive ancludey atiteesh oreref beandy Budpreaatorigted wigh the identity; a
keyell BasH @G EtQ&stQhe idérbityah k&Bd Bsh b 1dad MiRUbentit) Grodiived @sitdlal pfivate key, and
verlgtglsle gs‘e?rgglp agc?)rrhlesncgnldifllg gl?]oélég%r ((lf;lP] gr-}%fétlpg({d:l:lc%gg‘ Q}? cgn%t I tglg a{ lgars{%g] %Lntity; cipher-
texp radussiclyuniroriing pirleaiUibe identineand ragransiom tnivoberitagd. reiphegftext produced using a
privatQleyl Ghd\@rifiddlefudifld Ador@PordRE piblc keI €xposing at | east

one coded data portion; a sensor for sensing the at

|.east one .e sed coded dat ortion: nd,, a ocessor .
ORpgP: BeaI R ST My e "I'bdsFebHE BRyClng 2l romona

syrofagtey, Wesret A o mt least wentheldydutingledingy identich] subdaypusy 1etategd) 142 eyolutions apart
transaction using the sensed identity. 15 Optionally,
the nmethod includes the use of a printer for printing
t he packagi ng, the printer being for: determning
visible information to be provided on the packagi ng;
determining an identity associated with the
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phar maceuti cal product; generating coded data using

the identity, the coded data including a nunber of
wazdediiozhat a portions, each coded data porti onP@EATZNOS/000070

indicative of at least the identity of the

phar maceuti cal product; and, printing the packagi ng

by printing the coded data afté-the visible

i nf or mat i on. Optional | the method is further us
abqub cenfre obFotatig at "’d‘%‘@l‘e Wby 'avw¥ Brludine rofpton mdicing Fﬁﬁ@e&tsmggtshes that sub-
layput @rohtd @4ch othéreub-lagiithod i ncl udi ng, in a conputer system

receiving indicating data fromthe sensing device, the

Opﬁﬁ'lgﬁ’)] rt'l% gﬁéﬁ' &8 is %Lu{égd [neép&méev\%tht 2 lgagtnédenlgyogtf hatvﬁg n-fold rotational

ata to generate indicating data_ at |'east
SYTRBEFTH iy F AP ey eRReding psHanyjncicaine g epmsiging 2 seauence of
an ifSdgerCmilldipde » ek GyttioROwitket A is @t of V&S tcadin@caded syool teing distributed at »
locgtﬁ)g &6 &paqg\trg eroé&&akd%gmrﬂéﬁ%ﬂhgt ?(Q]t Wcﬁ Mat dgogﬁmg the synTbols at each of the n

armaceut 1 ca he action inclu
orlmtpéorgfof tlﬁ raygyt @rqe}gce; ﬁfe@feppmathgﬁ of e aneﬂ?%?n'mqﬁ?ﬂ‘& qaﬁtg ea215 representatlon
corhp’raﬁg la lIgfetehfl YEIRBhIRAIT theQdridttatidf}inklidatink) @ati Bl b¥MEG Gndicatd\ad| of the degree of
eronoHﬁﬂa erformng a transaction relating to the
h St cal product; authenticating the
pharnaceutlcal roduct; and, receiving feedback from
Optlmllsu%methomtlwgha* juse, of £ FrenseetieThigiRInas fof pRrioMRIRe RSEgtionpelating to the
phatida@iodlipfodiict, @ taiiectiphRimiRCBtidigah rapibd saice f@@LJdsifHA @dst one coded
dat(a%i 3{ ?iong foar f;flnsg)p fcﬁ gst%!llj?lg tﬁeu %tt lga%tr oﬂe ”%h&?& IBc}{igd gata %(B{L]J)ne %ﬁ(f a processor for:
detsmgnm yvieg Bf aateast @a% ﬁengﬁd rqodqéf datat pogtiondie ﬁtnﬁqdyld%vﬁbr prsh pejforming the
tralesggﬁgldgsq]gmetsaggd i@&ny.ural ity of coded data port i ons,
wherein the nmethod includes: in the 30 sensing deV|ce
Opé(énﬁlz};, g tholdﬁlagl Lhdeso & eugeggng g%netlér axg I oglb gc?(?%m(ﬁ,] ’the printer being for:
detpmmlrtgatalhi@n@maaon tnd¢ praided en te packdging] Qﬁemitlitlg/an idantly agsppdated with the
phﬁln;ideﬁﬁ§tpro@ﬁb@ eSileBfiR dddea dR@dsing tHendeﬂtltP &8 Q4ta including a number of coded
determn

in
dof BRI 9 e S e BT OF B €S PRy prouct
andy ptiftiegthe paekaging byt ivimtingpieacodrd deaand galvisiple drderationsi ng the
determined identity and the at | east one determn ned

Opﬁblﬁﬂ)attﬂérrﬁ‘etm rid fun@tubeﬁ el Jllbfwmg hesehed AR \Slthf de)HahﬁEeuH&E roduct, the

or. aut henticatin mgceut | ¢

e G BE i  SEPA D BAR G FOPE R PO A g g genig dvic
belhga:snonspsarto sepfingaof Shegnaded date to geheats mglneamgj daga géqaptg)alaally indicative of the
idemg%i d'ét@xlm f?& We@nd%fatln%‘ﬂatli @At dﬂ@ﬁ&lolpgndvprfgm tﬂela@%%ssomated with

/ AU2005/ 000070 t he |ient|t%, ? d
t enlglfrﬁlaﬁutlmﬁlc;rr%gsthe Fc[tllothg B‘?ﬂﬁﬂt st §9es PVt 15%51 zﬁlﬁn to a user; updating
tratkivgi @fvtrhanion dkddtiag fte o phamassetial pgducd epeifaaingt h rasatien mgating to the
phgﬁ}{éeﬁtﬁal ?ﬁ)‘d&g aﬁtﬁe%@&ﬂ'?gl tl‘/e%h&rﬁac%ﬁ[&ﬁ'p%guc@ cI, Pei vi bddRE8m the user.

to generate indicating data at Ieast partially

i.ndj cative of: the ident har maceut i cal
Opﬁ?ra% gtf, ’meglﬂqjl’s fu(rthg uqu élllttlﬁﬂéca }Ee. p?l [mlrﬂrcﬁi@ct e‘a?hd:ﬁgiied data portion
belhgl farthen thdicatve pitpt Bast part ofia dgtaerenmﬂa@anude»nmg 4 Yigitahsighatugztof at least part of
the 1ﬁe§§t§1 w\ﬁmg gﬁc@&eﬁ‘vﬂﬁg a%iugiﬁt@toygo@ecpcﬁ{atpom@rﬂt »Q%H:ﬁd tﬁ@ﬁlétﬂﬂ includes: in the

armaceut i cal product using the determ ne
serisg AtVice: yerawél e OB CoHAEE PEFEN B EFTTHEAER Yhsenise goded data portion,
indixatirg. datQiﬁdicﬁIﬁ/a bf: ythe itidneitynat,h ol at Igast ane sipr@turelmed inf aoprocessor: determining,

froglqhe dll:lmaglll cgtaaa &%ﬁt‘?ﬂtéﬂ V\ﬁntqy %d thga'st%ge ﬁeft gg Hé’hr f@ﬁlﬁy Hrf: Qtlthentlcatmg the

erein I nc

phe'wﬁmcé rproéyét%the Feeretr\?ﬁi Hamtma‘t feett H% oRgAetarmrineg ﬁlfs'amre part.
sensing device, the sensing device being responsive

OptiGhaBg i18 inethodiks filrthe ussd de dutblatiatiigohgpbmrenatiial paaing ah¢hrvgded data portion

t (¢

el Bl RE b Pl ol Rt Hepali o BT DA era B o st pr of
using the determ ned 10 identity, tracking data
relating to the pharmaceutical product, the tracking
data being at |east partially indicative of the
| ocati on of the pharnmaceutical product; and,
deterntnlng, u3|ng the tracklng data |f the

. S -
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Optionally, the nethod is further used for dispensing
t he pharnmaceutical product, the nethod including, in a
wa@eoupatiee2 syst em receiving indicating data freomr/abnz05/000070
sensing device, the sensing device being responsive to
sensing of the coded data to generate i ndi cating data
at | east parti al l'y indi cativé%of the identity

termnin the indicating data .a
thed$ §%H§’Frﬁ6qﬁ glgg {39@5,( inja é&l‘g}tuteb Is,]yéte%lE.}Hecfeévltr]gdﬂ].frI cFltér}g data from the sensing
devidesthesssinggletiteebeing reaponviceao bansiag ofpheoxidedtdata amgenergaindicatige data at least
partlgll? uﬁ'ﬂ:@t{mﬁ %tétndeﬁﬁ& O%QMacJugcabﬁ-oﬂfcts RfaNHE Q%ﬂa{uretﬂaﬁ cﬁtermmmg, from

[east one criterion is satisfied. Optiona
thegipdicafingylafe g idetermingd fdgptity; apd. g fepst P%de&%wwa%eat“e P “authenticating the
phapmaeliticd] protleeusiag ths dagmihed/id@etyiandthe i leag bnedleteriningd sigrgyture part.

adapted to be held by a user in use; a radiation

Opﬁ&gﬁ)}: ﬁlefrf?elthoﬁ )fsofﬁﬁh&] ng(éat f01J @e@eﬂunﬂg G p%%%%ddugﬁtraf?onp&rphirﬁlﬁbeutﬂal product
sensor for sensi ngj the at | east one Iﬁé)ose coded

pa‘ﬂfé&“ﬁ Besren ta; methd, incly eﬁr%éé@%‘@f‘er fSHYeny Sty tﬁdﬁﬁmg dep ﬁ'@m a sensing
devidepth@densing dlice beéirs BPMBHE teoserding ofkad Gd@iviat itcgeperde iDdicrBRTIata indicative

of thg ‘tadn&t% eterJnPtingl Mbmp Ea‘ﬁﬂg {205 H%térﬁ%ed ¥ E,t chﬁ J;E; Qs\{deflaeSdetennmed

spensi ng ar maceut | cal
ldepﬁartf?ﬁl%@u@ﬁ‘acﬁilat“rﬁr tsdbftphaséﬁcwcaégwe%a%aaﬁﬂns H‘a‘ﬁé’é‘R&@i Hgst partially
indivative 3@ the %c&@ﬂ&ﬁdle tphlﬁﬁ&&ﬂlgﬂ rprddlki)m?,rzﬁd ndﬁégﬂﬁdlg daing theafackmg data, if the
ata being indicative of at
ph?“naceltmﬁ H%Elgg ?P‘t%blggugﬁ‘%ﬁe phar macgut i cal product, the
met hod i ncl udi ng, conput er system receivVving
Optippdllye & insgiod atfa%ﬁ el g)r serkeéHse|Phgmeréwcel@rodtl%éhfseﬁqurf@cludmg, in a
cord}&%k g@tellaeﬂe&gmrgeﬁmm@ MR filof tﬁﬁirdﬁsﬁr{ggleﬁcfe thb engndedicdiBding responsive to

sensm%i gie ﬁl)el‘ adteg d?ta [j k%r%r%y gnfhc%ltng dat fndlcgtfl g'tof Blgrlc;en@t% loy {hﬁ groduct item; and,

mnin
updagie, @sa@ |th<vgeceimdandmengfdate ma@sms dgpe gttt latndlsetee of tragling information.
| east one criterion for dispensing the pharmaceuti cal
Othsrﬁnw &E meﬁastdl,s ﬁﬁ@&&bdagortdmeenah@maﬂmmat pP&uaE the inethed Quding, in a
COI&U?GP e SIEﬁIlI recelvmﬁ 1nd1(:tatniged: %t%togﬁgeesg?sgr{g;rwéeo{ﬁe ISe%Sll?ﬁ?éeVé? t)e%% responswe to
senging efithg qt?tlfe'rt’dfe tb geesitpindipatingdata 4 gash hartiatiy éndigetive af the identity; determining,
usiRg %Uﬁ&watlﬂg" data 3Rd \mﬁr a?'dﬁpetnhﬁg ARivAQ af Nad WHe Sritedidh tdb thpensmg the
at a

ph%?lg(;p ﬁlczs ré)ﬁ%/ tag;im st% r rl‘?ﬁl'gl:a{}?f&ﬁl &rorgl %%esﬂ)ensed E}‘%\e a?least one criterion is
satiphedlr maceut i cal product; conparing the identity data to
the at |east one criterion; and, W 2005/111922

OpP QE{I}A% Q@rﬁ{ng QAREGs for 4s3 vdﬁtt&f ﬁﬁhrﬂia%tl&hﬁ‘ocﬁlt:t {he @&Em@ Bvice including: a

hOl]lSHlal qeﬂ)tagglbe 8@(? lfeyhaZuast%r élfs‘r%s‘e a 1‘a4l%18$ ]Q)grélh o? ?xiyl)s (%fat lteaﬁ% on¢ coded data portion; a
serisortfeyryeheidls the el Igstent exp@od taderbdatayportioh ends e noPesyr feddtarmining, using the at

leakt%ﬁé HElePcoBeddiBt ﬁmﬁ&pﬁ %nﬁze@ fdertin? Ih ngﬁl Bead féﬁﬁlﬁlb tnyenQéH Plovides a method
wherein the i.ncludes determ n

o P oy RSP G PR oA B YR g i pghasi having
dispdsed thah ooth@eic tadtdedatapat ldag sonmechif d@icodee dayf being ildeative ofan &ast an identity
of 91% ghaﬁﬁlacéurﬁte& Brgﬁgt th'e %thr)@ﬁlc]gdn%pﬁqscblﬂ&tetr Q}gtem recelvmg indicating data from a

rmaceut1 cal product; an intended date
s freise |”}?§e”ﬁ‘ﬁ%deﬁﬁ%ﬂ’%"éd§8‘l“?‘<‘f“a‘|° st e, codh aata fgygencrate indicating data at
leabtiphras g @dichtive af thediflentify Odetechhisipg nSngrtige 1hd1®tnw1hﬂa ARt d dispénsing database,
at B{spoqg %Eteglogl;o't d@ﬂlgérnltglx}be Xgm?g@ﬁggrog @Jt %r&da ?%L&pll%trﬁ% : h%}f]rﬁggea?cﬁfpmduct to be
dispengrd dfaltej af/least ¢9¢ craf“or' éai?}tSﬁ"ﬂar t of a signature, the
signature being a digital signature of at |east part
Optibnally) e ialedat dnt riterivh @&risdidativei ofian ih@nded spipiamef the pimemseurical product, and
whglfem "t)hte nleﬁt"f)lc? {nclgﬂ? mct%jc% nﬂé}ts%te%o thén{ﬁﬂmg qd@ﬁltﬁfdﬁ%ﬁ”ﬂ\g%‘ﬂnqgemlty of an

8aia at | east partia
mqgwplemsm t@rph%rtnaqeeegltpr%‘hfé cempaHag f)f Wenyydpta toaﬁ*Fd“ {7prEeng criferion; and,
the nmethod includes, in the conmputer system
determning, fromt he i ndi cating data, a determ ned
identity and at | east one determ ned signhature part;
aut henti cating the pharmaceutical product using the
determ ned |dent|ty and the at Ieast ~one determ ned
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i ncludes, in the sensing device, sensing a nunber of

coded data portions to thereby determ ne the entire
wargsatieee. Optionally, the nethod includes, iFCT/RB2005/000070

conmput er system comrunicating with a database, the

dat abase storing data relating the pharnmaceuti cal

pr oduct , | ncI uding at |east” 6ﬂe of : authenticati on

data, .in in Q associ ate a N
derT i PR o7 fignat e B e i G BERlefl it ne e enicy
of the intergladtecipientt of the identity; tracking data, the

tracking data being at least partially indicative of

Opttlcfnﬁf-}k{h@ Qenknﬂ%I @ervﬁ@tlﬂcﬁﬂes arlfé{a%%enﬁr Abrink @l@siﬂenﬁt@@a@fananvherem the method
ﬁ E Cf: roduct one or nore
inc S e 6 S SR R

he phar maceut i cal
product; a |ocation of the phar maceuti cal product;
Optanelly, the [apleast pwsnerieion heindieativsi of gt Wesy ioeseof: amigtendsd dithg der dispensing the
phﬂﬁ&cé’bﬂcaﬁ PdRt: Q&let@ﬁded lad 6 dRBénSidle B¢ pHa®sdutidPyrbdud! dnY, an intended location
cat | ve roduct information including at |east

f°r8ﬁ1§“‘°6?gthe ?5?‘8?3@5?1 PEYEY: a 25 patient identifier: a
user identifier; an owner identifier; manufacture
Optiantlly; thbaldei‘damjmbléfrs a npmigee] ofcpded datnpeitions, eack podedydagacbgieipn being indicative
of zﬁ“le%stt Bdnm{'t: Qknati, B Hgﬁm@«ﬂ%ﬁéh&%ﬁal é1§§iﬂ% o@@tqfﬁgtrp)(rt of the 1dent1ty wherein, in
redi ents; Icétor age cond cond;j

BB S et TSGR Py QAP BT PSS G B P PURE i t fas
partiig didicaton of aitoemstwseslgnamtplamwhd wingeirf the methat indlydek & thtocomputer system:
detgrh’ﬁnuéeﬁ'odl rﬁfeoiﬁmtlﬁgo@ata Q%{eﬁlﬁneh n&éhﬁ@tah@ﬁsleas@m defé&ﬁ?egesignature part;

Opt 1 onal | he neth i ncl udes,
authspdqaiy the; a}efgraﬁ@maﬁl é’Eﬂd‘a“;‘/ wte B Spimupd es’ﬁ?é%imd e e o gdetermined
sigiirepattvad idispatingxhe phtrmackiicalgpradndt Orrespbrisou a seexdsful putiaitiction.
information. Optionally, the identity is forned at

Op 1&1@1%1 thE @ntﬁ)easrl%nattlfe an@gdecl @iﬂﬁﬁ ﬁﬂ'@ht?f)f coé’edcagtg ﬁgﬂgﬁt&ﬁi wherem the method

ortion 1d an i1dentit har maceuti cal
iyt e SayTEEisgee SHSIPRIE AT °fo<r°d%dh<@ta¢)3measgﬁ° rikfrey dgfermipyg the entire
sighafl@nt ity of a region of the packaging. WO 2005/111922
PCT/ AU2005/ 000070 -44 Optionally, packagi ng incl udes
Opﬁ(gnal )ﬁf"ﬂé fnetg&qnc‘ﬂfdes f# tlQlcbxﬁﬁu?eF syQt@rﬁ l%omﬁurpcgaﬁ with a%atmget Jh@database storing

box; and, tiona
datp. ps{ting tbfdihﬁ"ﬁa%emé‘ﬂlﬁ%‘ldﬁﬁ’t‘?%d}“ﬁ af IWI"g‘T ?ﬂ qythericatign ﬁaﬁaa?;‘&léﬂ“g at least a key
assbdidteaRwith Ghiglhaﬁmthle yignatuRtebeing 6l gightatl éignatute Df Pridas padofdir idetwiy; tracking data,
the%gkﬁn%?&g Pegtln&rlzg E,Qstt Jétga?gl[:nfilggge %{(ﬂ’ac% ﬂf&%ﬁtﬁdn%aﬁxd% glétgeoa%%% of: an owner
of ghatpharmaceyficg\Areflieh: QST LA frapsaciong BFHRETettine Ve Phepeegulie product;
lochlibﬁaﬂthé’ pagabduBcal FroduELTRIA) Dlbcation(3d thie @eﬁ‘lﬁhé devicd; laml, Cprokinet data, the product

data %elvgezqq%ast Spalq ﬁbfldltcahlve 8f8pg§dglct d?f%)l%lag(glrlh ll?dr}% at %qu g@&r glpn)duct cost; a

patfepia lentifigre 2ofuser ddqnifieat poewedr eﬁeﬁ?resrweéw% deted Baichq pyngper;  product

ma@tﬂichﬁ'&rbrocﬁct F?lﬁlﬁribﬁtblopro&fct EuB}ﬂlef %&@Q&In’try Qngr&ﬁl:d@d stdﬁﬁeacondltlons disposal
e Ssur

cor@glro%sr genal(r)nr}lgber ex nua/tdat ?f’ect I’ ts1§e ezfgcts condm]pnscfor use; m{%‘ruglons for use; links to
further mfdemlqntsbn@ﬁ‘-m@cagprgmd lsipsegepart units of i nd| cat ed

| ocations; and, at |east part of a data object, the
Opﬁ&ﬁl]}f %edﬂéﬂﬂ)d(ﬂ%llﬁ&t in E@lc&gpu&ﬂ@ﬁ;d:ﬁld catbind @8y W@eab)/ona of: results of

tg C on r(?dlolctmfo atio Optionally, the data
au %"%‘8?“ &‘I‘nﬁ %\f 1% asﬂ 6he"of Rl ti pur pose I nternet

l\/hll Ext ensi ons (M ME) data; text data; inmage data; o
Optiendibyothel iseniity iy fogrerd atilaasein Pty a Kest eng of atc%fi,ed gatrRogiep identity; an identity
of €@ tpAarmhdaltR4l 'PRSdL@Nan HICS b QISRinCaTthe ptRkaRing; 26, an i@Hntit® GF @lrdpion of the

gata 15 Optionally, the coded data includes at | east
PaSH"%0f . redundant data; data allowing error

correction; Reed- Sol onon data; and, Cyclic Redundancy

Check (CRC) data. Optionally, the digital signature

i ncludes at |east one of: a random nunber associ at ed

Wth the identity; a
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keyed hash of at least the identity; a keyed hash of

at least the identity produced using a private key,
waos/1vieel f i abl e usi ng a correspondi ng publ i c KelyAU2005/000070

ci pher-text produced by encrypting at |east the

identity; cipher 20 text proggced by encrypting at

| east the identity and a random nunber; and,

onfoRYE i LB RS L0 Dt Ly s o .
leaf@bt i onal | y, the coded data I's arranged in accordance
with at | east one | ayout having n-fold rotational

OpSHANELE Yoded AR S ubtahifallPinvikis1d folan iNdted hulk@in| ayout
|nclud|ng n |dent|cal sub Iayouts rotated 1/n

revol yti o apart. centr rotati.on
d-
OpPOélgl tH) 2 < edn (z ﬂ Z’P rmte[jltonI nc u age usgtn a? % 1t r)r(1)¢nofI arr]l dnvns’ible r}ﬂ( and, an infrare
absdmtiee itkhat di stl ngui shes that sub- 25 | ayout from each

ot her sub-layout. Optionally, the coded data is

OpAdrh B Ebdbd daRGLREViRNGESstamidIl caihcidetdsth vRBR hlid3naetddabiainfomgtion.
n-fold rotational symetry, where n is at |east two,

Op%lonall %X %{it d %Qcc%g 5 rrtltg‘-bgrrdf ]ge:(pdtef’f:l Elaltaopr!){tlogsd lcm%%hlelrég F@és?som}g of the coded data

PO@W‘GGHOQC at\}rlqe roee «1 @ca@weofdhe TRAPPCALYe @dehda@rpetﬁleee P§§}‘i’ﬁﬁé’lf the respective

cocté@ Heﬂegpo@hoﬁ bk ihD blfrt@@ atizdof teQERH UANSortRAY ld%lgﬁmﬁﬁﬁ&f ﬁrz@f)f a signature; an
1de{1tﬁ%o Sa;ﬂ%gagtfr%p tunéts of ndlc]atec{ lﬁcatlons,:'y)agcllj téitr llgag(r:ﬁ a{)P agd%tg §?c? e e&ne data object
beihgagnonged 3y tearti orse by aplyraity @ seded datd portionsof  t he
orientation-indicating data, each representation
Opf &I, the 'diizgotﬁecdlhcfhfdgsr £ Rhst 696G |M?ult§:li]j'pf>§e Ifémdt MRl Extensrons (]ICVIIME) data; text
or.i entatiop at a ndi c e .0
oo BTG oA G0 Se IR BP0 A cRBLTe ol orsard s ne
dirf@TY datd2005/ 000070 -45 Optionally, the nmethod incl udes
the use of a transaction termnal for performng

Optl&ﬁﬂys el do@¥d Yath BlcRitidsNY 16hP oh6F: reBBRINIBAL Ulath GAdwikY @H Edmection; Reed-

solf g0 A aet SR R "Gt portrons

sensor for sensing the at | east one exposed coded data
Optienally, the; digitricsignaturp ins bides sib feast ore; of: derpdanniuribergessogiaphpith e identity; a

key@ll hhsB @8 ht I&E‘tahesﬁaﬁi@da ﬁ@f@@ﬁ’asld oft ldﬁﬁ rtﬁeI i@dhtity rod@As Bfhg a pr1vate key, and

nti.t r saction
veigBRR aipe drsRePirg e eyt Kb el RO Ap RO sl i Riy: citer-
text grodwgéd iy qoerypling at It the idemity ang at rralon arembﬁg;r angy, ciph¢rdext produced using a

prlparté 12}, 6ha REFDS ufifd 3 corpdn@EhublicikyVi si bl e information to
be provi ded on t he packaging; determni ng an identity
associ ate har ma eutl ca
OrGRHBY i T o Hanest (e RGO He AR g Pl Laspa o roon!
syattey, Wireed nuid ianigesatwathdleyoubihcledingedidentical albplfo'pttt otaed 1aedqlutions apart

ab&@ggeqtréj(ﬁ;(ﬁ]atlglp ot léa%npﬁbmgodt Hx@]h&é‘)g ﬂoM@onq;dlcﬁﬁ |d§t§§1tat Jr&h@gulshes that sub-
i dent i % of the pharmaceutical product; fo and

layﬁt“frﬁt"r °?’Ffé“‘b'é¥9ktag| ng by printing the coded data and
the visible information. Optionally, the nethod is
Optiomathhahe edaldddtois aahigedvimercardansewith at lemt encalbyouvhaving gn-fold rotational

syrprnérry”@ﬁe% is GAtkastHw® dhtCibyout etl@odmg%EQQQOd-lﬂ&;LaHﬁ’g dath coﬂnﬁhsﬁlg a sequence of
mput er system recejvin cating data

on R RGUOY L6 SEHG. SEFRT Pt e SRt SEPONEPg divibud at
lockifons ghogti arventre fof foladongicgedetgyaif the tlayoxg ewek that decading the aymbrly at each of the n
orlgﬁ'}tl@nsq}f tlleq%gut ;p&lﬁ(tek ﬂlrép}/eséngtgéng %% th¥ %rl&tatlsmﬁdrca:tlﬁ]éaﬁgté Lath representation

termning, usin I ndi cati ng data ea
COFRISng d'f&rrat CYps'éCr%h%'r?ﬁtt‘rgOfteﬁel°a¢'1di°6tﬁ‘gad§'§ 389 bainedndigatvy 0?5*‘6 degree of
rothtio@ ofthealayvarceut i cal product, the action including at
| east one of. providing information to a user;
updating tracking information relating to the
phar maceuti cal product; perform ng a transaction
relating to the pharnmaceutical product;
aut henti cati ng the pharnmaceutical product; and,
receiving feedback fromthe user. Optionally, the
nethod 'S further used for authentlcatlng the

. I T
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sensi ng device: sensing at |east one coded data

portion; and, generating, using the sensed coded data
w@osiomn?2 indicating data indicative of: the PUBEAU200§/P00070

and, the at |east one signhature part; in a processor:

determining, fromthe |nd|cgé|ng data: a determ ned

identity; and, at |east one ferm ned signature part;

Opgng%l l,e?rfhg h\%@t 1a§\;]<{e %e ug. ;ral;rr%n%aecg{ml ﬁ%%léns F{op %eldt%%nel%geulja&sgﬁgas relating to the
phasthagergical pedyst the tra@&uqqottemmnhintlydmgc hradiption seyeke ifos efngsingrs feast one coded

dathl $Etorl; OF sefddt RS NEdsmatenst lEQ@o&@FH&F%&d gad piond ud a processor for:
each coded datg? ortlon urt her |ngégat|v

s il B B e PO, T gh AT B g Perfoming e
traigacgjort @ing e gpmeetd idemitpf  at Ieast part of the identity,
wherein the nethod includes, in a conputer system

Opfl(ﬁlgl@}} Yﬂenlgetllloethcl‘wﬂlt:d {E' ugeagiaa Bqutm fglhﬁ'mﬁﬁgnﬁlla rﬂ)@ckag(i%vk}ﬁeprmter being for:
t he 'sensin evi ce bei n lve 0 sensin

t he
det&ralm v&&;ﬂedgfpralab%% Peal?r%w eﬁ an ﬁmgpz?c ma,a tgm)‘ﬂmq ag %{ltlty assocrated with the
phapagctutiad] pyoduch) geremting\ceded tata tsing thed@nﬁty,tﬂye coded tidtaeincluding a number of coded
datp B&ﬁ&ﬁ@%@éﬁ%b&‘e@ Idatpf;@t%lﬂ%tzmg ﬂﬁ‘igatwé mt l%ésglﬂ@fdblﬁ@ o@gﬁ%harmaceutlcal product;

det er mi ni ng the indicating data: "a erm ned
and, prEYPg ‘Pifpadﬁ‘ﬁ'dg byd%”“W@é‘éet”?fﬁ datad & Ms‘ﬁ]é PREMEIRAL ur e part :
aut henticating the pharmaceutical product using the
Opd@hﬂ?}r the maxthoil dkefutthetr ysed it dlbveingab ubee &sintemrtevitiet phamarsetical product, the
meﬁllocg a%d'i'x{g mQQ&Lputer %Lrh qg@iv‘ng md{cgﬁgd 854 ﬁ'm{jthé s%nsinlé, rdg\h% I'the sensing device

use or determni'ng a possible plication
beipg repreBRNe iR peasine 95 thsdraded datp SogeRgs @dw%ﬁ%ﬂ%ﬁ % liaﬁé’mﬂﬂlynbddcaﬂve of the
idehtitg;|detet@tining] Wing the Grfbting ats WSibAMne GoBGre bndi peeforimivgdi tieaebfion gssociated with
the p%gr%aieut?cni] ep@(%d?iant%é B%on 91 ¥dlr9gnat IJ’dQ ne @fngljt ﬂ&inéjﬁ%hﬁa%op ﬁ)' zpl%er updating

0 sensi ng o e coded a to generate
wagkin le@fmaﬁgl ERtiag ith decRipmpesuBel grodych eperfermg ¢ yansaction relating to the
ph&@ictizal PioB@s; akitheiidatilyahd pAgtneaiticAgrodadt;and, fcdl@igreddbadie lom the user.
identity; accessing, using the determined identity,

Op%l%naﬁ:){, %kﬁig‘d £ ﬁir% ed ch a&tgena{lﬁrggpeq{h%g& ?}?&{%@ reg(ﬁil%gded data portion

artia
beipg{yner m@we Pf@weas\m@;fm ggatyrgthe ﬂ%tu{er‘?alp%%\ igi{pbsiggptugeippat least part of
thel 1&!&&9 laﬂfbeﬁig efcB@d PIRER BRRAUTYI0€ &ddeddafaGoibrs, wHeedin the method includes: in the

sensnrr%%?ersrflrap% 25(& ng% atqeastrcl)ge coldet‘d Ja a%grlﬁonn gndrd %e}ng'atla& uISl}‘l%t%% sensed coded data portion,

rn@@mngcsinralmdyatwp hfe tmsrtimnh ¢n§ fhelat 1h?é?°n9§1é@wfecﬂa“{ rnaw:n@cnfgor determining,
frobniRe 19&?@f1ﬁ§iﬁﬁu‘4 deféﬁlxmdarl&ﬂt‘d?tand hiheastoat h%nlhém%igﬂﬂlhrﬁ&n hfhefXicating the

R TS g b

5 sensing of the coded data to generate |nd|cat|ng
Optiertally, ke dfiethod is usthesfused ties aptbiatieating thegfhamriaeeutisplgdedt, epgheraged data portion
beﬁ@ﬂlﬁhéﬂ RREVO BF at 1St Pt off E‘@ig{faﬁ?eeihé/ ﬁgxatufédklﬁgli Hifih Sahise of at least part of

thetlfleget'R1 %reMF ol}]ﬁ%{dlubcﬂsd %&Eﬁgﬁ%vtem hecelv m§t %dlcgtmgsdata from the sensing
deficer th eansingsdedicd eping pespaisivs wgensing pitheceoded detalto generefel éndicating data at least
a:%%ﬁﬁda{?&, of: mﬁ&h@ ot he pﬁ@d&d&gﬁical bl‘d@tlc’e' QRS the lenaﬂlreCﬁﬁpdéteﬁﬁmmg, from

system determ a. ser nber. _associ.at ed
thep'ﬁ%l?al‘f’éé’c%"d"’c i2 é‘&ﬁemb‘% g‘EfETW a"&e"ﬁ é"n“%it"f“‘n grermerd yee s P§‘é T ?“H‘F”“"a““g the
pharmado@ical peoduct abdgtthietdgtermiped @ergityl andjthe arddasi gnetdaterniigd pignatuye, pag,.
signature; causing generation 10 of coded data using

Opmﬂﬁll)L R od is m@er%aﬁf@r g@érﬁmlng G ddé@dnd@d@ll&mrph%aceuncal product

coded dat.a ortl each code ortion en
pasigiing, QBT 5 P e B oTBT BT (HEVLE (MR 49 (R o sensig
deed:eguhateusirg checeﬂgmgreshogsntead sesing R&the codedofatagd gendrsamdicating data indicative
of ﬁ'lh 1Jemﬁy 'dggrmdn{g}/fron?ﬁﬁy §de3ng ﬁét@taldag'mmed 1d9{111tyt Q:@essmg usm the determined

armaceut i cal product packaging: at |easf sone d
1dea%&' atrac}g% datg rolating- o the, @h%lpacelttﬁ% Hr?ﬂié‘ﬁ’t ﬁh? yackgﬁ diatatbﬁlég at least partially
serial nunber. Optionally, the sensing device is for
use wWith the pharmaceutical product, the sensing
device including: a 15 housing adapted to be held by
a user in use; a radiation source for exposing at
Ieast one coded data portlon ‘a sensor for sen3|ng

o o, oy o o o

o o o I T o,
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20 of the pharnmaceutical product, the nethod

including, in a sensing device: sensing at |east sone
w@booshelosended data; determ ning, using the semsSEAU2005/000070

coded data, indicating data at |east partially

i ndicative of the identity; and, transferring the

indi cating data to a conpute*dsystem the conputer

system bei ng responsive to the indicating data for
‘"dd‘é't“’é rofthsi l?f@‘mn (P8 5 g’h"t"ﬂ@e‘i‘tﬁﬂ PRt rf’dd’d degminfg Ysig fhedr ac““‘g data, if the
phatinsde@ e iproguctla b addsible duptidatel east one criterion for

di spensi ng the pharnmaceuti cal product; and, causing

op*u!;}suy mnﬁ%@ Wt el uBd B WGdkink %ekbﬁmdsénen}eduafmé B@th(ﬂl: ipcluding, in a

one criterion Is are satisfie I.n an
com%aysmr Teraiing pdisping: de@ fropr bR sepping daviete he pemgjnaidayice Reinggpsponsive to
seridlg ofthk Rodad @it kgea@att indidhting daal itdicative [PE the pdeatityrac ehe tprodedt item; and,
d
up(ﬁj’a‘i@ gss al%q%cg?%dgﬁd?cgﬁﬂgt% tg ?ré%ntg@zgg%géggarﬁgly %}éktﬁg ofn txéackmg information.
nunber of coded data portions, each coded data portion
Ongievafhyy the mgthed isifirergiped for nrogusing Rhyrmageuticaleprodet Rckaging, Wiegeip) the method
inqudelirch corifi@r $8RAI BgerdiRing Gesetid Gl Agoci@edOitisa PBarmaceutical product;

ger%gaﬁp ! gsq ttlQe sQr?al Mbg' R){deﬁﬁlty}g[eraku%é % éhegdegtg%' & a‘rﬂré chusmg generation

or exposin ortro
of s@ﬂs éﬂta ysing the ddemtityy ghetcmsd gata ingluding aofwebewﬁ erdedidataRopiops. cach coded data

pofligh alcwgtthaaent@ndd aaleaaf PEET AR sighatiire, ARt sipnivird bélfp a digitanggnature of at
leatstg)e PE tPe Sen cyusm¥ Prm m% ?]fc onql?d hgrarhtagleaew rcl)d%a I?Cﬁ% Lﬁ.“i% gﬁe%g some coded
da@m‘rm}rlna%i ane; Ocﬁnthtsy@tlerﬂnénléf Swh‘»elruelbﬁ t he pr o cessor:

generates indicating data at |east partially
Oﬂtl&ﬁilﬁ kel s\éﬁm@fde\tldéas ﬁ)ﬁﬂéie«dthi tRephaintayeuti@Nphodutt, &8 SEnging dévite including: a

ho%s)lln§ { g%e% Pogoe‘ﬁ% g‘ 2 Bern USE; atracP qufl Eo%rrce fof 8 8t gs & a¥ E%st ofg & QTR 8 &ta portion; a

el ng r esponsi ve '1iaiC e
sensen fproensing the atciedsiome Expeded gpdpfbdaMOQg@ Bhd; 2 p@g@sor for determining, using the at
leaE)tQ-lll-é M@%é&%%@m a QZse@tdeﬂtlﬁaf’ut ar@ii& bﬁfad fth (e vértiad préVides a method

har mace tlcal uct

of Qs At i) B ateu bR Bein frsdrifed ity packaging having
dispoved therpmicat fhergin ofded datec kilsags sormef af themoded dats esinaiidivefive of 4t Frest an identity

of @Q @ﬁﬂfﬂ&@lﬂ%&l Sl%hucF 'i}{a Ghidhba m%n{goﬂanl sleﬁémg tiaﬁ’ceps%ﬁﬁg %tsl@d'st $RE 8f the coded
sense den

da'ﬁlﬂeﬁglﬂjfl{‘% usingdhe Sa}seﬂ%loﬁ%ed d%ﬁ éﬂdl‘fﬁtglé l(hit? gie]ast 'B?rgzglei éxtdlcatlve of the identity; and,
trapqigin@\vize indidatiighieta ta adesaotrisprem, tiet@npuiensybténo beigf responsive to the indicating

da{ar ﬁé?&%inﬂ@ lgﬁF %’Iel 1§d1ca§1&ddatal£9&j ﬁ'Brh dils‘BEnsmé d&tquagskét rlgist one criterion for

ormat I oR refating t he pharmaceuti cal Pro
dlwlreﬁaphaym%uﬁel PR ‘i‘“f‘gFa‘i'Sglg i pragERescy ameye orlfe Blmsed ifthe at least
ont triddtioAls ale@@isfiedone of . a serial nunber of the
pharmaceutical product; an identity of the

In Qp?eﬁtq%?o%hjwrrﬁ Werqgh' %Fovndémi sErP ﬁg d@\ncel fglelﬂg k)vm{ a (Bfnarrtun:gutlca] product, the

packagl n an 1 d region of the
phﬁ'guquatgzpln@oduwe}né ﬁgﬂm{ni}ed ﬂ%%kaégg é’aﬁ?ﬁ dlfp@ﬁtd tgereon or therein coded data
indludchig @aiuimbe@ o todad dataeBiond)asch caded aats p(gﬂ@thfbi‘ng indicht®ve of an identity of the
ph%ng{l%c r;%‘?%JBS' g rs]et%flg%/gévkg dncmg Q{q tgd; té)?}e lleﬁ%ta user in use; a
ragigion poyicp €5 eXPOERgRY leH @“ea‘tOd?de‘&§tP°'é‘ﬂ‘e a§@'ﬁ"§é€f Se'éfﬁ‘éé‘t? 2} lgfsh one exposed
coﬂlﬂ&faﬂa@ﬂmorﬁtand Q3 Bdcestun Gor SRIBGRIINGS ughpathe! htSleddBbrie ;seB@&ILDA&E data portion, a
ek ur.nentication of the pharmaceutical product using

?ne Cefsed identity and the at | east one sensed

signature part. Optionally, the pharmaceutical product
Ontignay, t thee prnsirga foaige fpludes 4 eoFgRuNigian éYSt%@’dp‘f’llﬁ’tees@?) IPTOqFfEPr: generates
m@caﬁ&n&t&tﬂneast%ﬁiﬁl@nhdlwbﬁbf thél &hed NieAas; anUStIrdﬂg’erE (77 mdlcatmg data to a

-q

ensed identit eter.m nes. .usin ensed
comaueeﬁ ts¥s{em o C?nlp ter sKstemelyeinf ées%onave to Igcn Hnrc]lgatmé iga ng)tpalr%erm an acalon including

conpares the at Ieast one sensed signature part and
the determ ned signature to thereby authenticate the
phar maceuti cal product. Optionally, the entire
signature is encoded within a plurality of coded data
portions, the processor determnes, froma plurality
of sensed coded data portlons a sensed S|gnature and

. g, o
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20 identity, a key; determ nes, using the sensed

signature and the key, a determned identity; and,
w@eparws2 t he deternmined identity and the senB@AU2005/000070

identity to thereby authenticate the pharnmaceuti cal

product. Optionally, the coded data includes a

plurality of | ayouts each I’ éyout defining the

osi ti nof a r al first s encoding the. .
o icing oF by oG il et APV RSP BES TR, fy imatin of
trargidctiorataeils; pely updaing bffveckdiggnfernation relatifp toiti@phdringceutiod piodigst- ng
i ncludes at | east one of. a blister pack; a bottle; a

Op@&ﬁltyl &he i)rgoess@r Labede; seﬂse@Q&ntltﬁr}Q peﬁorm2§ k8A5AEE: authentication of the
tlon? he sensj ng device inclu

Bg%glilcb ﬁp]gg,vgl[ %frﬂlef Fns&c&mﬁ}ﬁfre%{? (ﬁld)%\mal{S?.ftlgl details; and, updating of
tracrkag aiﬁmman,on teluging td éhe plzasewitabpriotigt. dat a rel ati ng t he
pharmaceuti cal product, including at |east one of:

Opﬁdﬁﬁl@emg ﬁd@ﬁ;t}‘ QRorlad R1east |1rﬂ9111 Lﬁ@}nrhgleﬁt orle%@%tselﬁl Kﬁ%er of the pharmaceutical
ocj at ed nat ]Ehe sjgnature b

prodlllc{J ap antlg" oé H’ﬁP{‘}F@aCS‘FI aépro Fr'gilaxt ideptity H)g ?cgaéw% alng, .an identity of a
regton aftkd packagieg. a, t he tracki ng data being at | east
partially indicative of tracking information 30

Oph(glglh)“ dida® ah pbrB&Sits uQﬂ%tl\@fof a2 RaPWRELE Pliglahf, the 51gnature being a digital
armaceuti cal pro uct; one nore transact
el it

% Qﬂah]ﬁza legloﬁ@e 1c{eﬁ@l m,davy}ﬁﬁ qrgcgﬁsor debegﬁlees usglg ?he at least one sensed
coded dad paptivnodt I¢akreong keasedaigaanire paat cquses dutmelntlcaacnd;f tlg pharmaceutical product
us$gQﬁeas%$s9dldQIuytaﬂﬁh§§ Rad BQ s sfefature 0duct data, the

product data being at |east partiall y i ndi cat | ve of
roduct information includin
OPE o e PbgEpceutical predugip 2 ﬂd’éﬁ’fg eﬁé P ‘e%§‘ ﬁ%ee‘%f t'i“’d%ﬁ“te?s? Bfi ;2 computer
sys&em, ehiche detdnd@est bsing dre sens@inidehtite takee dadatmies, bsitecle sensqibdentity and the key,
a thErQﬁH‘é&: Elgﬂlﬁlﬂ:u tnﬂc@o%ﬁ'gs thddt (PeQH Ghe sglllséd &énQMIe%n ax{artﬁ%%&;mmed signature to

I er; 1ssue country; i1ngredients; storage
thegeby AR tSHehe BETTASOERIRdSS PCT/ ALROOS/ 000070 - 48
di sposal conditions; serial nunber; expiry date;
Op6dnhiyG the entigd sthpataxt isecctoeed vatbinclipturatitysf £@ed dagepprtions, the processor determines,
frolnnasg%hlir&l&)} bfgs@r?'se(]c Hded! e po p glohsmé%engéa sﬁérlgt{ug Ghd Iwﬂérgﬁ Pﬁa&-rhaeartlca] product is

con I cati ons; dosage tiona
autheatietef §y gdeAsicme Phief Hrdi‘é’é,“%\ apg %ﬁl‘“ﬁy‘erfsé?‘e"d |“§‘ﬁ¥ aﬁ‘/‘ﬁe’f’i’d"eért““ng the sensed
1deht&ﬁ&tke}(3 Id&ermfn.es nethd $nsed sighidtultend the Bdyl Odetermibédaddatitigand, compares the
det T n%E E%u 4 9&95% RIE o1 SlhexlegI Q{h%&té’tﬂe h?rm%mlcgﬂﬁtldlué{
the co I'S substanti aI InVISI eto

unai ded human Option , coded data is _print
OpHiefalivh e sored daizingludeny plaiahtv @8§¥°“E§nfé‘°*blﬁy°él‘ndef‘ﬂ% & msemr ?ﬁe plurality of
first§yehbolagncodirighigrid@dtity, absOplhlity € séchkd syfdld defirdihg ay least fa& of the signature.

coded data is provided substantially coincident with

t ,

O P el o G S B PRI R0 5 PO 8 JHAE  bov and o
leaflfler ei n at | east sonme of t he coded data 10 portions

encode at |east one of: a |location of the respective
Opti@dig td at@ing GlE\tldeOﬁt;ludas P esiniundamion fsystemefor esimenicating with datdtabase, the
datgﬁgeastgﬂétdlatg rI]eleiﬂ S)h%”eée%gl pr{’ildu\s,tI ﬁ@lu?gg Lﬂ@aspaféeo‘i‘ Qﬁﬁeﬁlcatlon data,

1 ONn Sl ze O a Sli nat ur e,
m°P“é’é$1t‘t| leagt adfey ass‘scrageﬁ a‘t“hlaé‘gf??éﬁ *heawpelge BRing; arf’eﬁ“ela%%ure of al least part of
thel ﬂﬁﬂfyl @iking alad, thatratkégSdatapiing abfleagt akly Dbic@iet of trivRing information

mc?qu% LiGe 9%519 . S&E oé G}%i Hagmgcnlﬁggggdl&) oLee(ﬂﬁ'l?olreot%seaﬁp)}{s rformed using

theoﬂb?reeqeutrcdmrqﬂaesa Iggatipneef dhe P&ﬁ@a@w'calmdwtwﬁ p?dg"é“anﬂf e ﬁ@emg device.

prdm hatzf-lﬂé @fbﬂdlc@ﬂ’lﬁa ek M:_l}asld;ﬁftﬁl;ly ih@eative of 5rodla:t AforhdiBPMcluding at least one
of:a 8?]0?%% fos {Jatler% |aaeFt1%r a%gerl ent1b1Er ziarp cPwne geg{r f(i) I’r] dr(\jatnaltxta cture %?te batch number;
prodingt menudactprer] praguct ngbmwabﬂowct Suhélelt; @d@domangrmiad @fgraggt conditions;

| east one of redundant data; data allow ng error

correction; Reed- Solonon data; and, Cyclic Redundancy

Check (CRC) data. Optionally, the digital signature

includes at |east one of. a random nunber associ at ed

with the identity, a 20 keyed hash of at Ieast t he

oy
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verifiable using a correspondi ng public key;
ci pher-text produced by encrypting at |east the

WO 2ieptiiwyz ci pher- text produced by encrypti ngPE/AUZEASD00070
the identity and a random nunber; and, cipher-text
produced using a private key and verifiable using a
correspondi ng public key. O ?Onally t he coded data

ot AR S e SRERRSRRE Dy BEab AR g LR hepoton or v
linkse@futthet informating corerg-ndtcationss hndddosege.n i dent i cal
sub-layouts rotated 1/n revol utions apart about a

Opﬁcﬁlgﬁ}r %egtansﬁlgtdé\née%lud@t hlﬁ@&%tforoﬁﬁ)l al RAPHe df: n@Juh@jl)fﬂ:i‘ithentlcatlon
rotation-indicatjng data that dis mgwshesthat sub-

“a‘fké{‘ﬁb‘lf‘thtPBrﬁ“‘édﬁ‘i‘Fuﬁtﬂf‘gWa@&b | ayout. Optionally, the
coded data is arranged in accordance with at |east one
Optlieyiipithe baied dag iysubsghtiblly ovisible oreaunaidey homenr y, where n i s
at | east two, the layout encoding
Opéra BN iR bRA ddNHiphiRtd MdhLkaitRe GO icadt B F MO RK;Qhd, an infrared-
30 .an integer nultiple mof n synbols, where mis one
bGPUYFIMe, each encoded symbol being distributed at n
| ocati ons about a centre of rotational symetry of the
Optigngliyithe sadedhdatahisprovitisd evtistangjally lseingdentyothyisipte homarkreasifiblg infornpation.
orientations of the |ayout produces n representations

Opﬁiﬁnaibh ﬂle Q&de@ ﬁElﬂdeh QHunhb@1ddf Cédedl BGa halods, aﬂaﬂﬁrem at least some of the coded data
tion 922 PCT/ A

po%lg P(io gea%‘ oa? %’? % E)éag {)n %T;L}%el res(?ec%lﬁe otde $ 1on a p051t10n 0%%_1@: respective
codgd despoation omthe polfacea b isiagofdiztcaded ddfa brationg) alsmhtm:martwesmfof a signature; an

1de¥1tlﬂ§ Oiqle.» 88 Phrt; uit®braldicBd BatibdGink, 314 part thtdaﬁrd%ledt Yhe ehtfte data object
rmnal for per formng

transacti on

be‘t‘fl” %?ﬁ%dé ‘ttECBﬁg“cF@f%\’tlﬁ"ﬂljy ‘Ef6°‘{e§gatapﬁ?5‘rof‘r§aceut ical product,

the transaction term nal including: a radiation source
Orfigrlly o dgi sigectinclidesa feast p of didigputbasedntproat Mad ixterion§(MIME) data; text
data; %&g& rdatfi Qﬁdlc?' @Jt‘as bl@& Jattaedpﬁtcatloﬁ @a?t& c&it‘é:ét &%&PQ&%’%&Q qﬁgné;@&aﬁi data; and,

ortion; and, a processor for: determning, using the

dirggfory a5t one sensed coded data portion, a sensed

identity; and, performng the transaction usi ng the
Opsiemathe the dodkdrvkate tinclud@pik leash ahd of; refwidab dypd; aldta tabloveingperion tarection; Reed-

sJo%n e &h'@ln&@%ﬁ&k{%eéﬁﬁﬁ@i ated with the
p armaceutical product pri nt er being for:

ng V|S|ble|nforrato vided on the . .
onf ol Jie g e ARG B i § oM o B P deni: o
keyteth basp lofi ptrienstett idertity; pk@ddmash oftpe teast altel igeytity pebduked| ading a private key, and
veMﬁbl@ gsﬁ&ﬁcoh@sﬁ&hh& %ﬂubllg l?% &ﬁgﬁgxtq)ﬁ;déceh Wédé@btﬂ@, aﬁleﬁyﬂp ﬁ@ntlty cipher-

of coded each coded dat a porti on be g

tex Hra?hl?%fl( l?)\,%‘“%]f““gflt IFaéta@f ldflﬁ‘& ?“Sérff“}df’? nBIfl e H;l@d c1pher-text pro uced using a
pdtfa«emmrlﬁztbalumpga)azbtresbc;ndagmmbhpkeynt| ng the packagi ng by
printing the coded data and the visible information.

Op%h)o ril"ﬂ:l io\ﬁed E&elssﬁg&‘ecﬂ% Q@Mh&@e ttvﬁh titufeﬁsh Ghe Hﬁﬁfj ththg n-fold rotational
perform a net hod of user. to_ interact

wi t
SY’P'H%TY BheE his el g th?)‘?’(j’dh‘et‘“d"tgﬁ“e'd‘ﬁ’ﬂtahﬂ’a 3Rt REFeAd” rFVﬁ‘“‘“’“S apart
abaut TEAPLIS edtatisly, 8t Ieasion¢ @B-dyait ingludingothintimijratigtdata thaiistihdu@hes that sub-
laydn ﬁ%ﬁ@&h@ﬁie@?ykﬁﬁa the sensing device being responsive

to sensing o e coded data to generate indi cati ng

ta at Ieast artlally i ndi catjve of the ident

OPH%PP@F Menfore dalfs s fgranent 'm Frareaats WY aalest ot ‘a¥°é‘a§‘t““§rfbf°‘d rotational
symetmyowhereanrsl ,at legstawvh,alienthyogr ehdvging otidn@tiongisdi@ongadaactomprising a sequence of

M?% rpxhlﬁﬁﬂi@ﬁ %PL 'sﬁ@dolsp\;’ﬁpeurg tlS’ ont: Qnemgl‘étéagpen'c&i% %bglgoeﬁ& distributed at n

st one providing i nformation t

ocatwhﬁolﬁg Cfr}traef(roﬁ@onlalwmtoif the layeut sych H)@t @d{nﬁ gle symbols at each of the n
orighAbi¥RE EHdtlayoar| prqic@s U @dpresenfaiidnk Of tiit Btientation-iadicding dat) each representation

relating to the pharnaceutical product; authenticating

t he pharmaceutical product; 20 and, receivVving

feedback fromthe user. Optionally, the sensing device

is further used to performa nethod for authenticating

t he pharnmaceutical product, each coded data portion

being further indicative of at |east part of a

ey Y
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wherein the nmethod includes: in the sensing device:

sensing at | east one coded data portion; and,
w@ensnaeng, 25 using the sensed coded data popr¢T/an2005/000070

i ndi cating data indicative of the identity; and, the

at | east one signature part; in a processor:

determ ning, fromthe |nd|caﬁ9ng data: a determ ned

i dentit one. determ i gnat ure
consopE = ST O PG PSS PACRUE P A drca g of g desree of
rotitioeofdigtlgowi ned i dentity and the at | east one

determ ned signature part. Optionally, the sensing

Op%\ﬁ'ly:?s do§plédl't5 tahﬁﬁsaét'i%@ thrrhifal QﬁrlfeQ&rMn@ U%B(Rl@lq, rfethfng to the pharmaceutical
armaceuyti cal

ut henticatin

ProgkRIcls TOEEP b BT e BT PRI ES HEPRRPE desiont gel e poron
senpa@Ifdr saibingiths atduast toukr @postd@delidgi aértione arded prgpesior foli drtermaining, using the at
leaﬁloqp Hnlth Q:o&fi d@t‘é ptn%@r?‘ta RAL 1d91rt1t)1' Iﬂﬁi 'pgrﬁymnlné Yhe tr\mg&i%ﬁ Wsing the sensed

he nethod includes, in a conputer system receiving

‘deP'r‘%Il cating data fromthe sensing device, the sensing

devi ce bei ng responsive to sensing of the coded data
Optignallyg &snwnmddeto iangiinterafor priptidg pakaging lagaddtedpeitht theaptiaymaceutical product, the

pnfttg}ddeﬁgwr Vc@tegﬁmm%ngblé gl?d?ﬁnét&)ﬁ( tootfe ﬁ&%s@%{hmﬁékg Cd%{ermmmg an identity

pr oduct ghature part; determ nrg}g
asspginied; v e b4 Rigd! ROV GEPITASRLE] SN feyAentith dhe C%ﬂed data including
a fuRBes tof ostled dzfﬁt ﬁd‘rlliﬂnf] esch3bdedli dgra gbive bghay hdicativit éfeanleag attei Im@nty of the
bl ROFSIRE S iy ARG i 08 I EI08L i ot
part. V\D 2005/ 111922 PCT/ AU2005/ 000070 _ -50
Opeza% thaispryine digvéee defighen ysofl &, PR & metfieg pfeiov iRy uiepte interact with the
ph@ﬁﬁcfetﬂfcmpﬁ)dﬂ&tﬂiodletﬁﬁd flgtidiiginna ﬁcgn;ﬁtepgs@mb}eeendhgprhdlcaaﬁg dam from the
sen?m% %eggg m&%.g%he%é be%%qgg&ltswé) g&ﬁ%&ghe cX\Aw [izﬁé tg g&r@r%te indicating data at

ter system recelv
leaptpgtialiyt inieptiveiaf e fdewsiy: RS HHRp A dicaing ohia. 98 ogy action; and,
perft@Ming %eb@hdhgasﬁcﬁﬁ@d) RGth iR pharnBiedutdan groﬂlfct tﬂheacﬁﬁdﬁdudﬂ%ta’i least one of:
prc}wgingtem El(a'tettol an gs'lerc al}ﬁhat g'aac hlrgtd Iimﬁ{;‘ tn rYeFtl to Cfpeeghamlaceutical product;
perfleming mtlnreactlprd@htmgt tg thes)h@ree%tyrlrrgoduusqurbgmweg the Pharmicpigigal product;

and, 8% ihd fledbdck Bk ilBgselat a rel ating to the pharnaceuti cal
product the tracking data being at | east parti ally

tive. of the ation of .the naceut |
Optlonaiéy ?l}e sensma de\aceet 1se ﬁll.,rnt%enrl urs]eg , to lferfonn a rF%lgodt (r)ra%x tlce%a% {he pharmaceutical

prqdﬁct teheh cpm:é detmpasiianibeing fushen éndisative sf % leph gt &f |aélg@rtrp¢ ithe sigeature being a

dlg@tslgﬁﬂrﬂ& Bﬁ’at 1hdd Qarﬁ&ﬂl&l B&n&j@ifd Eeﬁ]gleﬁcofiédlr\bl{hﬁlra ;Ll\ﬁﬁﬁiy &fQoded data portions,
tr.ac har mace

w rle18 (ﬂltf d?ethoil Wélug]eﬁ‘é? ﬁns aﬂnfl% ev1a? r%ensmgf eaast é)rcl)e I’ch))u%d data ortlrfn and, generating,
usingbesenied gpdpcidiagartipm rdiating ddta mmaavesrénélp ngnt@emdc ehe atlhaet one signature

part,Cia lpl%&sgﬁ “ét&%lﬂlﬂ%%&ﬁhpﬂdléaﬁm&sé d’e?errﬁlged&f‘eﬂtﬁy ;TAgM, Qtfleagttbﬁe determined
coded data to erate indj

SIS P ALY RSN MBI G SRS FHG 1S gt leat one
deteindned ggr@iueapdrt.i Ndi cati ng data, tracking data at | east
partially indicative of tracking information.

Op%llp R dedbing taBRceSie RBthG hischey |p€1@orﬂnsd hdtidaher ath%rQﬁlatan the pharmaceutical

forma net ar maceut
prjict A 9 ST PR ﬂ?}gﬂﬂewr‘riaé’éﬁ o %Sl%ra@enfgaflgrm being a
digityisigeare oot eastpartiofihe dlesity, whdreimtherimethodoisdwies, aitagdmputdr ystem: receiving
mdtémrgtaem rﬁlaarmaeug Gk, rer;’srr@tdew&eaaﬁg akdoRGve &/ &h!ﬁ% Jr R coded data to

serial numbe an | dentit erating, usin
geretrerrﬂtltayng diach Ak Py "t%%"e r?& ﬂ@fe'ﬁeer' e B pwmesuéﬂ product; and, the
sighdiira pai§ idexgrmiinivg, frote el ibdicatiighdataC @ detekmitad ddenting land)iangas one determined
srgﬂé‘d\ﬂ‘? Fe{lo'th ereﬂ}fgl(l)bclll%h theqﬁr a g{] c:df ;Qaﬁict u@rgé: H.e gaﬁ'ﬁrgtseétjﬁgrglp and ]ghe at least one
derweérlgﬁefemmé the Si gnature being a digital

signature of at least part of the identity; causing

printing of, on the pharnmaceutical product packaging:

at | east sone coded data, and at |east one of. the

identity; and, the serial nunmber. 20 Optionally, the

sensr ng devr ce |s further used to perform a net hod of

.
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the identity; determ ning, using the indicating data
and from a di spensi ng dat abase, at |east one criterion
w0 205/1ti9gpensi ng t he pharnmaceuti cal product; arc/AU2005/000070
causi ng the pharnaceutical product to be dispensed if
the at |east 25 one criterigﬁ is satisfied. In an
el eventh broad formthe pr esenf invention provides a
Op 1%18151% gvg genm\f{%dewcg sq”g‘thter ursgcp tjo ecrt'o‘fm a rrnéatél%ci (r)]f Je!e]rmmlng ah po(gmble duplication of
phaymaceftical atodesh paclsagmsstheremh!@ me@qdl asluddsdi ngormuter gystem: receiving indicating

datp ﬁhrh iyl s%ﬁémh RElie ahd %ﬁsmgﬁevxce&ﬁmk Qe%fSUnblt'eyto Qénsﬁl%] ef tﬁ@bo@@d data to generate
| eas ne s a nat u
B R T Y T

acce®ing rusing) iha gletermndried detting tracking fdpte aelatiogtortegphewraceutical product, the tracking

datgi ﬁéu?gr ﬂe&?%aﬂ? G\hfc{ttlyle ogﬁet 1602 nTbs Y phaHﬁ'dcaﬂch BI%dl%p and, determining, using
determned 1dentity, and from a database, at | east one

the tragking datg if ﬂi‘eéth%lt“?‘i?lj“cf‘lé’r‘\%“rt isepessible 8¥plicdng,  conparing t he
received verification request to the at |east one
Opdeniallye thie eensingateeiicecia ugthan gset toeperdiinm @ otethbdoflracking thefphagmadedtical product, the

methb@ m@thdlhge @St com&ﬂ& sfsfetnt %Eél% 1hc§ca§:%td|at§ fﬁ"oﬁq ser@ﬂ% H&/ﬂt@l theysensmg device
|"east one criterion relates to a li.m

belp%gfg{on%\ﬁéo éqnsm%ofnthe.[ﬂ)ée @fa tp éeg{at;éﬁdl@gﬂgl qa aclgqleaBYe of the identity of the

pradef) ita@staid, updatigy, esingf the eebed ddicarieg Hdid, oaking dats ejerstgiagially indicative of
~—d1mng of received verification requests. WO

w383 Pcr AUp00s 000070 51 Optional Iy the

limt is defined in respect of at | east one of th

Opfignatht itheysersing dpceqip ffusther: ustdh‘@ PerfoIm 4t gthed of m@ducgiggq%ﬁna“re%ma‘ product

padkiga@eRdrein e method ihdaibs, DI cOMPYE SYsteBOdReEBining A ekrialt fumber associated with

the ?hr%%cteutlcgﬁ)ndggﬁ ?ééeh atlh ﬁs&r%thg riAl lc'iun%re Frp {dgmgn?élerh&éausﬁlk fife identity, a

SigaieEe; (FeHsi8g eenaratigneof el fatasing ;ﬂeﬂfé’«mlty’ d]?t @flsdi date fgluding p fgmber of coded

dath P&idHe, rebéhl chﬁlldﬁtﬂ p(b'rﬁdillLbﬁ&)ng the deR{ihe Sid, atJeaktipart OF the signature, the signature

bemgz(zlj Idl%fftl tI 51 nature of%t Easpb - of 91 dcpentl V! Qall'lxsshgprmg Celf o%qhe rth'armaceutlcal product

on req
packeging ?ﬁleﬁtt prane cg@ﬂ ﬁg}a prhi@t 19@? gng pe zttteulfhwﬁr @vefb @s ﬁeﬂaln’ambqﬁe
request history, a request nunber; and, causing the
Opﬁ&jaﬂa‘} the sénGinP&viETs iflfr‘ih&dlseidfto ﬁel?tﬁmf zetqalﬁﬁtof ﬂlhﬂ&ﬂ&i‘g tlfiQ)ﬁﬁ*mﬁk@ﬁtlcal product,

the. me%l-lno% ne utamF ﬁ'otralr,]cgr% u err] gylﬁsp 91 recelvu%g mé%) Enrlgg@a% h’(}{n h se%m Eleh/%g the sensing

I NC
devjieerbeing tesponsvg tq f@@ﬁa@:@f the eﬂéetbstatartggentrﬁemﬁleaéf%@ta ahle@ﬁt ?ﬂ“jﬂ“y indicative of

thel@en@?t deﬁﬂﬁhlhg’ ugxﬁg&hé' iﬂ&lgﬁﬁé dahl:caﬁ@ b1l a dSpehdichl da@bdse/ @t 104st ¢nb @riterion for
ea.verijrtl C

dlsww%ﬁ%ﬁ‘avna{:%gcaf%-&{hl\étsindhcfuﬁné yaplllagnagesug%ag ro? cfdto be thPenchHf the at least
on¢ gitanibn s yatigiedt he obj ect; the signature; the signature
fragment; a verification request source; and, the

In IR 6Hh bréAAtrdrARR! predent iﬂ%nmtphﬁﬂesi afkHaal Sﬁwerniyfﬂg tihédject, wherein the method

T BT RGeSO T T RGO 0° 1Ce o  Jesppel indciv
of: @hjdewtity efititb obleet; A leadt exessigname fragmgntatheisignativre pgingmdigital Hgnature of at least
palfRf th@lﬁéllnty}’de‘tehr%nh‘lg fubihg ﬂi@t’érlﬂ&n&ﬁg&h@§ ta det%mﬁﬁed hRARY: determmmg using the

parti al i ndi cative of an ident t he signatur
etF‘imé‘{ff‘rédr‘??‘Yty aeﬁff%ﬁ&f“ﬁ?set ﬁéeaéik?f“'e&’t‘eri"é ’eg%‘%t?u Vét‘@," Fiofi 't“’l‘i1 gpmparing the
recgivedl \@oficatiarequept hi thypad deaw otiereired om) aglr catsing 1thei ohjeo el baived Bdddf the at least
ond Q&dridfis MisRa. Nunber of coded data portions, each coded

data portion being indicative of at |east the identity

and a signature fragnment, and wherein, spanse. ”
ORI 15 e U TONE 8Bt B BRh AL A verfetion
requesw] <rate gbaeived esficatidvaequestsi dnil giatingofireredgd esificatidOrequests.

Optionally the verification request is at |east

partially indicative of an identity of the signature

fragnent, the fragnent identity being based on at

| east one of. a nunber encoded within the at |east one

sensed coded data portion; and, a position of the at

| east one sensed coded data portion on the surface.

Optionally the method includes, in the conputer

syst em onI y conparing the received verification

o,
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the at |least one criterion after a failed

verification. 25 Optionally the nethod includes, in a
wa@eopatve2 system receiving a verification reqeerAp2005000070

request being at |east partially indicative of an

identity of the object; a co Egtenation of a signature

fragnment, the signature frag Ent being adigita

e. of east of the identjty . .
onfffioht LRyt % Gtk By LE G Ol o 4 PR s we
signaageieaginent;z veeficetionrirqqedt soetemanidt the obbett er mi ni ng,  USi ng the

concatenation, the signature fragnent; and, verifying

Opuﬂﬁllﬁpé 186 is prSpor@ndl e sie bk bRt ka@REI ty and the
signature fragnent. WO 2005/111922 PCT/AUZOOS/OOOO?O

Opég/ngitly%e me eot% énrcﬁdgﬁr uﬁ threrggmga?lgr sy%l%m l“(lic :S I i‘ usm %‘regerﬂf %{og request a request
hisfopy indicaign of & mimigr Ofi srienglstyrrecedet serification] rfiqerent fndya a?rtfspondmg limit;

dettzrtﬂﬁmﬁetym FheGBrTRAtfh Fr’&qluetii ﬁ?ﬁk WdqGest lﬁ:?(m?’ Q{rédﬂ&t {lmfrh and, cta)lusmg the object
nature 10 e concatenatj.on to er epy
to g f%ﬂleé?iaesgmﬂiisﬁrre&t%°et%tﬁe BTGRETE B8 agnent . 1

anot her broad formthe present invention provides .
Optigdiithel methodf ingludgl, dxsbesempeer systen, andqin Sespdngecte 2 verfifisatiop ahgiest, updating
thed@fudst hiory.NCl udi ng a nunmber of coded data porti ons,

each coded dat a portion encodi ng: an identity; and, a
Opa?raﬁgt hg re%uest Hl Story Js | 19J] Elve 0 fheé é@?lgg t nrg‘ctgifvetf\ﬁxé{s clagrg ﬁﬁu%st._

and a randonisignature In another broad formthe
Opgeralie e reanesehistpiyris pysepiated et Bid dépnihatod e arbiceli §ipsisaitrerihe signature
fra@fient; A vékifidahioh AGRst séun®; MOARGbPAt a i ncl uding a nunber of

coded data portions each coded data portion being at

Opfionag)%T%)Q ar ?ua 1¥de|s r}rg I{h% ?:érlnlyuteﬁgystegg I"I]eé 4 Igntg%gl;fect 9}1 adgll%g?:%tglﬁ the object

usigg Geidentiryeof B otaqct 4nésbspt lesstrope signatpiqdragmetatat i ty; 10 and, a
position of the coded data on the surface. Optionally

opaaally Godatcatiat raqupdis ki 168 parbial Blindic@@& lof Madehiitibf the signature fragment.
indicative of a data portion identity the data

Op}aonat € Obj%cﬂl% Q%!)ctia)(ed%t'h qg&r‘ﬂi@é Idggosﬁiatﬁe!?eog gldﬁg‘etg @do@d data]c including a

ortion | el n Icative
nu[npﬂg omqutdpt@ppmonagqcﬁ ended daip ppﬁlen l@‘egi(gémhcatatp af gt leasg|the isidglé’dﬂ“d a signature
fra@rﬂen@ fand ﬂhetreli}ﬁ inSbpSRER skiSing Of a0 lchad Ylbodedtdad pbrilyt) bikenkif deGice generates
ve pf for each data portion identity, the
%7 the corresponding coded data portion. 15
Cptionally the signature is generated using RSA
Opsipratly fhe VesHficatioBRIVER I SexRplipiedonivy pEanfeaily Egse signature fragment, the
fra@ﬁﬁmlerﬁlt)ﬂfemk bRedunasRat ode rdf/ @Rlrh2Pendbdel witiihb et 1606 ¢ sehed coded data
pomn 81,1]({ a p(ieélliileﬂ(r:f%e ftoieast one sense gga?d’] &é{aﬁagmgngo%%eﬁgrﬁ CC. : 2C| u dl ng
Hyper | abel encodi ng; 20 Figure 2 is an exanple of a
Opsigratlefie method ingluslesa intthegmipter 5y ¥ehe oy praprrifigehe Terstyerhysrificatign request to
theddt B Ehe Lriteriohlafid b Giiléll vebficdtidnUr t her exanpl e of system for
interacting with the prerlabel docunent of Figure 1,

Op't_.ior%H)? %e glethoas mgudfesl rinsg colméarqpsysgenp ?1@9 V&I%Eé{%ﬁq I‘&pfest the Ij]eguest being at

k@%’g“‘SHW%WUYe@fo’ 'qEPthJ pfetheqobject-p @‘U‘F*ée“@‘onlog aél@“ﬂﬁﬁfﬂ“@mﬂhe signature
fra@rﬂerﬂf)di@ya cﬁ’éqltaltsigﬁatﬁ'y 61@ least ﬁdnt of’ @lﬁhdeﬁtlt@fanfh Eibidoth ii_gnatﬁt’é determining, using

theu\ﬁﬁ{'l cation chgle fa%ﬁtcr?n)l(n% Jgr%ty |geter){nm srnigtthe%gr%gtgnap gll, lhe sr%lll?ure fragment;

ure

ang, henfrlaggthesqbregtoxﬁlus @e @rerrmngiurleetlmawttenlgew ?aamett set;
Figure 9. is an exanple of tag types within a tag
group for the tag structure of Figure 4; Figure 10.
is an exanple of continuous tiling of the tag groups
of Figure 9; WD 2005/111922 PCT/ AU2005/ 000070

the v(%ni!ictatron I
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-53 Figure 11. is an exanple of the
orientation-indicating cyclic position codeword R for

wa testag2yroup of Figure 4; Figure 12. is an BXEAPL®5/000070
of a |local codeword A for the tag group of Figure 4;
Figure 13. is an exanple of g£stributed codewor ds B,
C, D and E, for the tag grouap“of Figure 4; 5 Figure

14. i ayout of conplete ta roup; . .. i
ol S8 E AR i B e B G P P LRy e ke
gengratingp usifg fhe getereningd identgyiamd e key, 2 generaigdasipiatrepfcorgparing the generated

mgﬁhﬁ'eets H@Edn\{ﬁengtﬁ)q tcgﬁépé’w 1d‘e19ffy ﬁnla Quthet gca§ttl{e Q@ﬁdﬂfrcefrz%fnerl% lgure
4; Figure 17. is a Second exanple a tag structure

a third exa st.ruct.u
i sapfiEbed G &Rl PP TR deafﬁf%fad R 6 g th coded daa
inchndioled numbergficodediBtaipgrtiams, eachangst datofortidy pepdizghai 1detnalgsand a fragment of a

srgﬁgxpé {hg ggxﬁﬁreﬂ;eﬂ% gﬁlgﬁﬁﬁéﬂéﬂuﬁ%k at 'le'éls@ Fﬂrt of El% ity 4nd aI rahdéHhl signature.
exanpl e arnaceutlcal di stribution process

exanpl e of Sca at Ret ai
In qnﬂtgeé rbg)&(f E %fge preslg?tgru?rglo?%;ow?eé Aﬁ %%Q%Fﬂsgosﬂfm 85’11}1 B ﬁuéface the coded data
incBdiaghm humgher oftceded dita paticie teadh|cpded m&a partipn bein@ 4 leaptpartiplly indicative of: an
1de§t?f>a %La@t ﬁ:’a%mg u d sﬁk‘ﬁaé@ qmligﬂgurle Bén%r aatﬁénlalg%ngﬁg @f aJt fast part of the identity;

I'gure 25. i s an exanpl e net page Pen Scanni ng
anq ﬁ?‘@\“%‘{flﬂ’tﬁﬁ%ded datq @ulreém%e | s an exanpl e of .net page Pen
Scanning interaction details; Figure 27. is an
Optonaliypdaeh wfedalatalppreior @ bielkast ;aglakbl adisatid e{grdamporkergidengty2@¢ data portion
idehtRy %g%&ﬁmj)r%a& coddd hettaeﬂsh’op i d@éﬁorg&nq%ﬁ%gx% ihdi e f t%gposmon
I's an exanple of a pharnaceutlcal I D cl ass dlagram
Fi gure exa
OPIBY Enieit ‘SUPEG AL Poh TP HEES tIRG I (P Gt fndicaive o, for
each Sat@aportex &iepitg the position QxheotresBmdingcadef daflaporoony cl ass
diagram Figure 32. is an exanple of scanner class
opﬁrnslgrmgna@e& Efraid usiteRSALnGYAOR! € of an object 1D hot
['ist” di agram 2005/111922° PCT/ AU2005/ 000070 -54
BRIEDDESCRTION ORTHEBRMWENGS a valid | D range cl ass
diagram Figure 35. is an exanple of Public Key List
class diagram Figure 36. is an exanple of a Trusted
An% QN ke bt iGVeRiion vt AGW B Hescribad With Gefedehce ﬂoSheQE’coﬁ&Sﬁlmﬂé Erawings, in
aggrng and Tracki ng Cbject Managenment; 5 Figure
is an exanple of a Hyperl abel supernarket

Flgf._u'e (fskacr)) lé%mﬁ o4’ goﬁunge)%%mél dlngwéﬂﬁgng%dg{g davglals gl [ ;gl ster;
.scanner. DETAI LED DESCR[PTLCN OF THE DRAW NGS The

Figngs 2 e @xagplefoht wsterd 1 itFractingnitd ths Hyperlabedoqumentqf Bigure 1;
tiling of tags. Each tag encodes its own |ocation in

Figul@ is alfOrthpt &xareple agsent fagntarh@iog eitchdl@periabéel deummprit DLRIgue ;
wi th adjacent tags, an identifier of the region

Figﬁl% Qt 1@5 ﬁJs&garﬁJﬂeeof b @g structure;

Figure 5. is an example of a symbol unit cell for the tag structure of Figure 4;

Figure 6. is an example of an array of the symbol unit cells of Figure 5;

Figure 7. is an example of symbol bit ordering in the unit cells of Figure 5;

Figure 8. is an example of the tag structure of Figure 4 with every bit set;

Figure 9. is an example of tag types within a tag group for the tag structure of Figure 4;

Figure 10. is an example of continuous tiling of the tag groups of Figure 9;



In the Netpage system the region typically

corresponds to the entire extent of the tagged
wawosacw?2 such as one side of a sheet of papePCT/AU2005/000070

Hyperl abel is the adaptation of the Netpage tags for

use in uni que iten1identificaéion for a wde variety

of applications, including'é Curity docunent

_protection, object tracki.ng, armaceut | cal, security, .
Fils RIS S e QI Ui Y PB GRS oy e tat roup of Figur
4; | abel s, web-browsing fromprinted surfaces, paper

based email, and many others. Using Menjet TM digital
Fighfel19tid £ xdnBfRPPIQD0 WM £ Ror the 1 BRuSHRighfels; Of a nunber

%ﬂ pendiﬁgﬁus pat ent applicat%%ﬁ§§in§ﬁﬁdlng USSN

.10/.4Q7, 212 per | abel t e i.nted over _ . ,
Fiiy & neraplegt Uil Pt o End e e Bttt
docunent, bank note, or pharmaceutical packagi ng,
Figyssilfhds dnrekammieeadla fayom) of cempleteBge gseupnt i ng the 20 tags in
i nfrared-absorptive ink on any substrate which is
FiguRe15.8¢ RAxdulel £ Edy Rord Foh Bhe Bag @fonp d¥fFigae@d wavel engt hs,
and hence the tags are invisible to the human eye but
.are_easi | ense a_solid- e ] or with
re S SRl Sl Gl el RO ARERREL ol
information to be encoded over a |large portion of the
Figyst1@ ivprsecopd reple ofefiagtBUCfit h no visi bl e effect on the
original note text or graphics thereon. A scanning
Fiduet98Jis third dxmfyde of s @gsctuezan read the tags on any part
of the surface to perforns associ ated actions, such as
VAl ' - Wale T4 note or item An
Flgﬁ%&%%ﬁgk%gplgg%ﬁltg{gﬁ%%{eﬁ%oa%g%g%’coded docunent, is
.shown in Figure 1. In this exanple, the hyperlabe
Figyts 2 irep £x2ppih 81 operlaBy! tags appited &0 apherpacsutisphifie g ysi ng
vi sible ink, and coded data 3 formed from hyperl abe
Figuge@$ isn exaihiple ofhopbermegzttichligsiribak®s p@ress; nt er act i ve el enent
6 defined by a zone 7 which corresponds to the spatia
Fighre28N{ anQhkampte o@@cfaﬁr@@ﬁ@ﬂgéiﬁgntgrﬁéﬁm; c 8. In use, the tags
encode tag data including an ID. By sensing at | east
.one_tag, an eterm ning and interpreting the
F'géf?gad%% ei“ﬁ‘pf?s"?g)é‘ﬂ'gnsc%{lﬁlﬁﬁ B’E?"l“é‘inge lgst em this allows
the associated actions to be perforned. WO
FigaG(3/id ankegaplerCPfNgSom8ihgDBGTdn detgl; | n one exanple, a
tag map is used to define a | ayout of the tags on the
Fidhpe28 /it aedmplhaf heifapd Peh 8&afindiRtetadienst D encoded wi t hin
the tag data. The ID can al so be used to reference a

.docunment descr.i pti ' . | the individua

Flgeufegﬁ'el% se"ao“fp?eﬁ%léeq‘%%‘éeg%ﬁ‘ %@% lg‘géﬁ{?%%?@s’and in particular
~describes the type and spatial extent (zone) of

Figuppt2drig@exapepleaf éﬁﬁmlsbsl tag s diagrami byt ton or text field.
Thus, in this exanple, the elenent 6 has a zone 7

Fightel 28 1is &n egOiipleas p endD dlass didgeanspat i al extent of a
correspondi ng graphic 8. This allows a conputer system

Figé% 2'9'“ ﬁlreﬁgnﬁ)t]e of hﬂl_r'aﬁ'ﬁa@&ﬁi&a@ﬁ)scléé@ &&;ratnhe hyper | abel

cunment. I'n position indicating techniques, the ID

.encoded within the tag data of each tag all ows_the
Figute200t's PrEamnicgh abfoiect ]H%“tpélﬂ" BVH“CESﬁ‘B T\ PR UB S HRE e nt
to be determned fromthe tag map. The position can
Figuleei. iban ewaupde of an Ot Bramning dlisdnetldyediagrdve sensed tag i s
positioned in a zone of an interactive el enent from

Fiéuﬂ%2ﬂ9&%§ﬂleof§c@nn@xec$é§fcii%fah@n- I n object indicating

techni ques, the ID encoded within the tag data all ows

.the _presenc f the in.a region of the docunent
Figy e BT D F IR A BB heap (the rel ati ve

position of the tag within the region may also be
indicated). In this case, the docunent description can
be used to determ ne whether the region corresponds
to the zone of an interactive el enent.
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15 An exanple of this process will now be descri bed
wth reference to Figures 2 and 3 which show how a
waensiing2revi ce in the formof a netpage or hyper/Aabws/000070
pen 101, which interacts with the coded data on a
printed hyperl abel docunent %, such as a security
docunent, | abel, product pac éging or the like. The
r| abel 1 ense 1ad. usi ng an area inage
gsm)eéﬁgésrangxaglpc?e Vat%ll? ggeéafS%' the nyperl abel pen 101
uses the sensed coded data to generate interaction
Figyes 35 ivghiexampied! PyblinKey Lt eleps ¢giamy short-range radi o 1ink
9toa 20 relay 44, which nay formpart of a computer
Fighfe 36Vfis da efdniplttofs TS Auliastichted ciays Ggradhs t he i nteraction
data, via a network 19, to a document server 10, which
t cription, and
PR Gl TRERE DR T TR RR
ci rcunst ances, the docunent server sends a
Figues 38 453 GHPH QT HrEXRerepe! sprsrmaarket aekpitcat i on server 13,
whi ch can then performa corresponding action. In an
FignteB3@rinamtekanplefib odh iegisier, t he PC, Web term nal, netpage
printer or relay device may comuni cate 25 directly
felab. id RCRImpRiof k RABR VAR §G@fed On software, including a
ocal or renpote Wb server. Relatedly, output is not
limted to being printed by the netpage printer. It
can al so be displayed on the PC or Wb term nal, and
DHTWILER DESORIPTHRN OB THEAPRAWINGS een- based rat her than
paper - based, or a mixture of the two. Typically

ThONEE Lt ahgée cBERL ddRSksSr b @&keﬁﬁﬁﬁr tmg &F 1. P8G5t n@désG8 own location in the
server whi ch associ at es

Plapgy @Fﬁhrt‘tgr a@? encpdss- é'acanrn?'ﬂ'éwr*bagﬁéeet ﬁﬂ%a“H%‘é'ltLF %Ht}‘éﬁ regi @y fontgiping the tag.
In fhe Dottt BGtein/xbe 8 gorstypicallg eoriegpends chethi dnfire @xtena sf tixatrdgeddurfichauch as one
. [ ion data, this allows users to be
smggaS&&ﬁﬁgﬁkﬁallomrng transactions or the like to be
rmed. Hyperl| abel docunents are generated X ) )
Hyﬁglﬂ)e'l@ t}‘;:Jﬁ,]adF]:[tjxtrgré P(/ta?. N@tgarg% fags @r 1r| WIQRE iR lqegtlﬁcatlo for a wide variety of
apilicaioss @cludiog tecurinhdocurskdC proedtion, Dbjest aacking, phiiiv@cadd@Usymity, supermarket
aut%rﬁgt\()ﬁ I ttl,rgcthg g EJR Bﬁe?s @velsj@' Jﬁnﬁon{j %'s&lfdc&n{)a%gdoageb %Hall and many
S an ssocl at ' on between t docunen
°ﬂ6@scr|pt|on and the I D, to allow subsequent retrieval
of the docunment description using the ID. WO
Usih@ OB & ™ igitaP GrindtifkJ2& 6 g9 QORich is-thb subjea dfd mgnbehefpendiagd US patent
ap%rgatggslqﬁ{;ﬁ*ngv}}st&@elgog?’/egl?% q{yg@ﬁbe‘fvtag! arp Sruge%%ggr sQr%thaﬁ¥ P Lrfre surface,

ocunent 1S prin
sughypiteF Ui c et bagk N 9r phwngtl%lﬁckﬁeﬁeuswémeﬁélﬁblﬁk dfyprinting the
tagh Mintr&€fl-AbBuptivERR fon taRQsubSrate SYhick SLinfr@€l-dfective Dhd hear-ifrared wavelengths,

encelrthe tg ta% mv‘?srbléAB thléI Ig% e%g bu? Iar% %n# ?ensea- D}ea IOIIIE §t£te Ellragéjsensor with an

aprrewate &leri Wlsmﬂowmenwadablee@earﬁgwrbaeeode&n\@r alargewrtlcnef the note or

otl@lesru&&@ Glithd vikib%el ebedt iof the Qflgma5 ndtdRxttoR Graghits Berebr) f«\&ﬁd‘nﬁrdg laser or image
senrsr%rccra% rea 4{) ﬁ]lg tags ((?Pe ny tpﬁrg OF tﬁeiluga(g?io gerg;Ia Csragss)corgted( ac?onrs eSélCh ag evalrdatmg each
individualngieatitem. The pattern i s represented on the coded

surface in such a way as to allow it to be acquired by
AndéRarfifid 6fGadh a Hypeplghen gncadgs @amend iCkhbwn jFigiufeQU 1R tiskeyangpile, the hyperlabel
dogu% At%éﬂs?é stg&a%mc %s Pprﬁlteﬁ %M \{gﬂ@qu( !m%%&?:ﬁ ﬁ&b §r ll%ﬁﬁeﬁ g'om h¥perlabel tags 4.
ThP F‘@“‘Q?&‘F ingludss wgntpractiye ﬂeareﬁfcﬁﬁsﬁrﬁé bh@aﬁ’f‘e [ W‘F‘?hafP’é‘HP‘?“ﬁ%O thg gpatial extent of
a cbﬂesﬁd’r\&iné‘bfﬂﬂé[diiabﬁﬁse Shehes B’r\cb&b&agr RglikRdhy IDahiyyensmg at least one tag, and
deter?r[u{r%sagg gléprettm% {he en %&é(&l {Irrgn{ng an ??arOE)rﬁalt]etslP'srte?n 1S aﬁ%s’ thel atss%mted actions to
be payforresdponds t o the uni que item1D. For clarrty in the

following discussion we refer to itens and item|IDs

(or sinply IDs), with the understanding that the item

ID corresponds to the region ID. The surface coding

is designed so that an acquisition field of view |large

enough to guarantee acqursrtlon of an 15 entlre tag

ey L T o a1 I~ . r
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the tag itself guarantees acquisition of the tag's

t wo- di nensi onal position within the region, as well as
wmedeen1192mg- speci fic data. The surface codi ng RGEABL005/@00070

all ows a sensing device to acquire a region ID and a

tag position during a purel %5' ocal interaction with a

coded surface e.g. durlng a click" or tap on a coded

In %rte reﬁagtpﬁer tag glg;hls ng po deﬁne a laﬁlaut o‘tethe ?agsgoen tﬁ) f L {abe]? frioec%enE gaged on the ID

en@é@wmbé& tag dmh. REE [IEEXoneiop B umi@ SIPR@E'P@REHFF@EHC@MH whighydsscribes the

mdﬁvﬂﬁal%‘eﬁ’n@rﬁl flafrt}% h%erlﬁbep&@{m&tt ﬁldtuﬁ;gtmcﬁﬁ‘cdascﬂﬂes tHa@ypt Qrk']rspatlal extent (zone)
circies IS

of B Flemire i DYSh i P e | Dy AT P o a zone 7 which
conpdspopdscta lthe| spaviall extefiat la cerepsonding gaphor8. Tkip plésve @tcgmiguter system to interpret

int@YHRR with A HypeR®H aSmBR! represents four bits of
|nforrrat|on 25 Figure 5 shows the structure of a

In P éﬁlfnégglﬁa(t%g %e%glqueg,lntﬁeel gur déﬁa [hgqut da?ato% eacg tag\é\ﬂ%wesh}(e exacs position of
thegpg erbtbemperiapyl dpeyinent Thke mgmuﬁdcﬁtomstpg@g gp- | Ehesmemnfqa@a then be used to
deBhideNehelhat BEEdnEM Sagk BIPRYEHARUE o Fné ofl AF WEBRMtive didmeRt@Fonfithe document
noni nal value of 143m based on 9 dots pr inted at a
deSPRYOK of 1600 dots per inch. However, it is allowed to
vary by 10% according to the capabi I ities of the
In phiset ipdicatizeigchpiguesrierdDeacoietiovithimithecpgdatazdiors thapresere effbrias in a region
of B dRLh@y 1o Bk dd?dnﬂﬁecﬂfﬂrrﬁﬁﬁﬁlg mépY KD RlaGive pbEiGonlBAME QG Githin the region may also

RS0 0 LR Bt 8 180 RSB g R o comson

to hiqveong pfde fnferagtivefelemend bits within a synbol. Bit zero is

the least significant within a synbol; bit three is
Art d&em;rmsﬁ thiS ipghads$ wilBuibby. beNRécHbd Vath réfbrerice @F Higlires @ arid3 which show how a
sensm et:vl c\éfm 61% fcgnl;]leof 91 ﬁlﬁ% %]; l&ﬁ)gr}agisl nﬂ;?(fls %ﬂ@lﬁ lnteraI'E ith the coded data on a
prmtﬁdjhyeqta@é dqsqunhb SYsh P PRGAity gprument.tiabel. pradyel pa@ﬁglmgrpéthe ke,

synbol in the tag diagrans. In general, the
The hypexitbé tper0101 ednsea h tag 83jr¥a6 higa Wageh;bmoramqb étdcis cagldats. B Gyperidbel pen 101

MR §stfah dQﬁQ%ﬁoﬁ £ radio link

use(gfthetsgﬁﬁle g?tﬂ%’ % ggorPlea'{e%Jge%tlo da vglglﬂ nsg ﬁg‘ntgees Er@ radio 9toa
relgyeds whichopay fren Rag@f 2 exmpyted ﬁé’r ARG GBY: Thegselay ﬁfaiiSttht‘o*Pteiaﬁ@“ data, via a
netfwofki 1836 B Iﬁ@hﬂnﬁlﬂ sedler H), ﬁMém@és tlhel’IDttd’]ﬂ:cdSs’iﬂhé @dctiment de€eripliiina4n@ interpret the
mtechttlon n[g agF @m%y{lltgun sﬁanc?’e% ttl%{% ? lljllr"ngnto J’v§r g&suyg%euéogdlg) lﬁ%ssage to an
apl?/ll&&"%fef‘fet 13w whichepn ten Pe@"ﬁ@\%meﬁﬂ?éd‘%mﬂ pattern of a

tag with every bit set. Note that, in practice, every
In lah taltedfative dnsbgdimeny, theper Whie tesigitial, nétpamq:rmmhobr fieBy Kdevide maaly | cpmmunicate
dlr(d‘étlgf Q’Hil %hl ¥ rgrnot 85’19:%09 @Aﬁv&g}e deﬁrg a(Pcrcal %5116912)@ Wet'&\%}’ ﬁElatedly, output is

vary in size % accord
rwt ln@teé &H&wg lplrutt?dévy ﬂt?fne'ﬂ’?ﬂé PERSTi 1 éan&1§@ ae Wlwdow&fepq ?fe cb' terminal, and
furfhait ibteradlion inbascet-basel raleRihiegapey-bakd, 61d miktuisiof the @ononi nal

di aneter of (17/9)s. However, it is allowed to vary in

Tyﬁnk:ﬁ@ }Qﬁ/erlat;l:pg/gnatgg'g F%is@xgwttlpatr&%tr&ﬁﬁ)@g}wr'1t1| GRictPissdc ks the user with an
devi cé used uce attern he t ag {Jatte

idegfifiep fiergd tnc}hvawﬂwh@&r&r’fé PRy RIPrETIEGE SRV Ot e of the
interagpiabdatal this @4owe fisetshebeddeuiified alksen) ttaosactjponoml the dikd thbe performed.
pattern. Any deviation fromthe nomnal scale is

H}&)&ﬁ@gl d6GmbAis &b %eﬁeﬁﬁd @?thawr{goanab' &Wera &51@f 1D Bich is transferred to the
neratl O{b b{ Siti | On sa[{)pd ﬁ?\grrtt)gl shown | E d
N L R e e

associfiioh betwersithet docarentadigsdniatimtand therlBf joxallow ryabseguent mgnicival of the document

deéHEtfohﬁsmg'ﬁé%G?wp Tags are arranged into tag groups.
Each tag group contains four tags arranged in a

square. Each tag therefore
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20 has one of four possible tag types according to its

| ocation within the tag group square. The tag types
waems/1imbel | ed 00, 10, 01 and 11, as shown i n PCTJAUZ008/000070

Each tag in the tag group is rotated as shown in the

figure, i.e. tag type 00 is rotated O degrees, tag

type 10 is rotated 90 degreéé: tag type 11 is rotated

180 degrees, and tag pe 01 is rotated 270 degree
TheDj¢;then upes te pracate %ng‘% aw'a Gpdesgiibed ip agpgetaiyb ‘“11%” aefme the document is
pril@@irty itha lygpedabel printargp 0 O fusibgifySpagel deecriptidniamthgragmapnt ees. t he

any set 25 of four adjacent tags contains one tag of

Eac%qg'lls fréﬁggente%;l Elbg-tt%‘;'rrll @\L‘hl ML]WO N@ld%&éngm? Cﬁk -Fl}smn(@g}ﬁement is a

cont al ns 24-ary cyclic positio
tar%eb a‘ gﬁ%sra&o% 1ag fp be ématﬁjén Hblgna%fé)éa g{dedasHVacEyfan llgw ]thé @Frspectlve distortion of
the @36 belihferred OThe @gdbralitkind S el@fient i@ mbadgiot Bachl @h@sdai dneodbdtie value of a bit by
ntation of the tag. Synbols which are part
ns@%EMﬁgng%%ﬁ position codeword have a prefix of
and are nunbered 0 to 3 in order of |ncrea3|n%: . .
Thes paiin fis ErFemted SAGhoeRdes) 10 3% susket MAUDY B § (7 b 2cagigd by an optical
imakihe s@ietl and ip@stictilbrdiy as optewiGystbm With(dharrdiybalt redpdr3$ in thdote@-infrared. The
L. i ST ) l.ues, even
role B P Bt e LM e kG Ly RIS BLHET . Vil les.
rlnq decodi ng, any unused synbol val ue should, if
In fhe Havperlahg! sypiem theregignehpically erepudls iy e surfgee i FRUEEPrPgygt item, or to a
secit@ lladaimkent] yhdhe re@ian \I\BIcglhetspdntii toeth¢ QfiiqysaitenefDN FoC elardy Mxgthe following
diSSlrSSql(ﬁluﬁg Tetdr "J}B qt% tmthaﬁem {'R rr% C}I s)c’ w1Ihhtﬁe %Xdéﬁ&hd hiCRe item ID
osen to as evenly spaced on the hypercube as
1§§§§$6¢@°”$°W%@ m ni mum di stance of the cyclic
position code is 4, hence its error-correcting
ThE Qffae kcddinglisdesigied soytﬁdt)ﬁﬂ acuisition @eld pf \eﬁlelﬁr(QEerﬂﬁghukpgtin@nt&nEquisition of an
entgg % L’L laefée e%%l%h t(1 %i%ﬁ?oelc u141t n opﬁe 35} gf?‘t onotf %Btre tJéDA&]UISltlon of

ure orlentatlo |ca

thedigchSFlf:g‘ﬁ@%‘Fqs |a‘€§lHIS’€dd‘e’\Ak§rt®E § @@W“F‘]ﬁ’otﬂ'@l}t‘@mﬂe feg“LWLe“ as other
tagWE) ﬁh%urfaﬂ@ cdd@g Ahekefore ﬁl[btvvalarhSnsQ@ Ge\fi@ﬁ'maﬁﬁlﬁe a region ID and a tag
postltﬁ)n %imné a pl\.‘/r\'glé ?ocz_;ﬂ brgerac?on w1Eh é]e% ?r?acel D %nz‘:?nla%tr Iealcﬁ u(I)’]rlta l’cl)g atcc())ded surface
withagen. 7) Reed- Sol onpn code. The tag therefore encodes

up to 28 bits of information unique to the tag. The
A Widy@nk otdiffdrdieiag @Gahre Lo BaMI¢dland Sonsd vRMplds WilFrioG e Besdribed.

DI STRI BUTED CODEWORDS The tag al so contains fragnents

of four codewords which are distributed across the

F,RS% l@,,%q.ggg; in atag 15 group and which are
to enco ormati on conmon to a set of

Fngnint éh%QHeSstxtu@f% of E@&ttle@quge\ﬁ%%ft& Ol bRck Af1efs % thrged The tag, and the
Reed- Sol onpn code. %‘};Gb‘hur ad ac nt tags

ovetrﬂ sy i3 Teup £l Rigtonglsea TRYSFEHl t s of
i nformati on common to a set of contiguous tags. The
Eathgpqaustregiin réphegenfs@uyymtob apl eatheyrstmtiepeseds fourdiits ofrinfroaga.
across the four adjacent tags in a tag group, is shown

FiguR? 5F§h%rtﬁ‘e strdeturd bea s(}’ffngﬁrlt &ntaind ouf RAkbrodb@Gachi Jf whide repf&nts the value of
3is t e order of the four tags in

r
°n%?'bl1)'|‘tépr95.e"°e e)ﬁféﬁ?’é"(ﬁf shows the | ayout of a conplete
tag group. REED- SOLOVON ENCODI NG LOCAL CODEWORD The
Thi geaddocwpekingds ebe¢ifiedehy dlepdrarkmetst nigronghoutileis decermienp At hap g nominal value of

14&313 basZc) orR,?@éi's prite@ 0N 1&9‘21?1603"3&5 Eé?qr?ch HRAE St §§1lowdéltcﬁvaxy by £10%
seven S%"ﬁ redundancy bits (i.

ac‘é’fd%’gé%lth%‘dl’ag)"“‘?sﬁf@%l ‘°?:t‘f6 RR/(BFOG“CC F“Fgat@?‘r or - det ect i ng 25
capacity is six symbols. Its error-correcting capacity
Figus 6tshave@n sryayioOhise adjacent symbols. The macrodot spacing is uniform both within and between

symbols.
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As shown in Figure 15, codeword coordi nates are
i ndexed in coefficient order, and the data bit
we@easnirg2 follows the codeword bit ordering. ACEAUZ®E/000070
is a 24-ary (15, 7) Reed-Sol onon code with two
redundancy coordi nates renoved. The renoved
coordlnates are the nost S|gﬁlflcant r edundancy

r 5/111922 P /AU2005/ 00070_ -59-
Fisitd SR P QR SUNG SBPPInPY AL BTGRP AR » i mbol b
thrde)is B¢ lx@st s:gmﬂb&r)( Nofe thal thé ocledke idralgtive Inethd @ieht@tion nfthe symbol. The orientation
of 9%51@&% %&P&Mﬂp{ﬁb rt]a%l is md&gg té)thégér}%)ltatlon(oaéihe(lggl( St the symbol in the tag
(x D CODEVWORDS

d‘aélia@f P B‘H‘F'é'd “’G d’&@\f%‘?'ﬂ gf %\lr Sé”“B‘Hi: Wity 2 patiqulr scepant of the tagshave the same
orlérﬂa)lorRe@ldistSIB wolimbabartod ©f theldymbel Oel: diReod @ céhdre dﬂhe&ag bits
(i.e. eleven synbols) and 16 redundancy bits (i.

Oniﬁhg ma%%gapilééart' ofth€ Qﬁllgse Ttgt%g\é}@zr gmbdlgﬁh@ﬂ'aﬁé?ﬁ "qu';qﬁa% M‘l&e of a symbol is

capacity Is four sy ts error-correcting
useéé‘b'élf |d?°35‘mF‘§ o ARze 9%‘% Sﬁugdateébed%iﬁ‘l“ﬂ ofcajeg Eig\’fét&etéf w4y @f illustration, shows
thel atxda? @@rioNa @@ et dvery dintet. Olod @fat, ingrudtide e@ergl Bit &f albdgtcan never be set.
ordering follows the codeword bit 10 ordering. The
A xﬁ&go%oth?%) ANk V‘?&lla%&lﬂnM %mBQtLryo@ g@){] ﬁl)wé%gr It ﬂ%ll&»&g% vary in size by
codewor e. The code has the OW ng gener at or
1976 PSPPEIRE wahe captisies pf thy deyiceusgdiq prpqugerthopattern. ( x+ad) TAG
COCRDI NATE SPACE 15 The tag coordi nate space has two
A efttogaimlly aresr Wit dﬁanwfwl of/(17/8)5. 1o vey, &l i alloWB@ vary in size by
+16% acc?rgs%{o t}}éeca ’ébl??‘ e(s) Iofnt{leD C%\dlget usée ecpugeu t?l? %gte Egglnn; hgoes
not speC|fy the Iocatlon of the tag coordi nate space
The fag gitlarngnallaweskip varg il seale byaupdge d10%sagedrdinacto the gapabihitges of the device used to

prcﬁﬁdeqm @aHErQ r‘AIQ']c detu@t%ntﬂ%gl t‘ﬁ@ Q&th’n WLk ® P&Gfﬁed\’\ﬂn ttltk 15§ SRE L allow accurate
he surface, his information is

gm&ﬁﬂ?“@&?ﬁ@ﬁ“@ﬁ@%lflc. For exanple, if the tagged
surface is a sheet of paper, then the application
Eaghtsymbpl ghowm inghep strimeur¢ ia fjiguoAthe atuhiquegaiple Eachriapel casigns ah dlfhabetic prefix
andFhdhic ffkset and orientation, and these can be used
to nornmalise any digital ink subsequently captured in
conjunction with the surface. The position encoded in
a tal% is defined in units of tags. By convention, the
T ion is taken to be the position of the centre of

Ta%%%ak%%%@ (G007 28 B b R e s e

hasyme (oo RoREDlertap pes| acepedingrie 4ts fosasion withjp thattagomoupisguagss The tag types are
labelrda e0lded1 bndl 10 1€ stowh fndGgred0di Ng. Tabl e 2 defines how
these fields map

Each tag in the tag group is rotated as shown in the figure, i.e. tag type 00 is rotated 0 degrees, tag type 10 is
rotated 90 degrees, tag type 11 is rotated 180 degrees, and tag type 01 is rotated 270 degrees.

Figure 10 shows how tag groups are repeated in a continuous tiling of tags. The tiling guarantees the any set

of four adjacent tags contains one tag of each type.

ORIENTATION-INDICATING CYCLIC POSITION CODE

The tag contains a 2*-ary (4, 1) cyclic position codeword which can be decoded at any of the four possible
orientations of the tag to determine the actual orientation of the tag. Symbols which are part of the cyclic

position codeword have a prefix of “R” and are numbered 0 to 3 in order of increasing significance.
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to codewords. 5 Table 1. Field definitions field width

description (bits) per tag coordinate 9 or 13 The
waea@sgnee x coordinate of the tag allows maxiPCMU2005/000070

coordi nate val ues of approximtely 0.9m and 14m

respectively. coordinate 9 or_13 The unsigned y

coordi nate of the tag alloms fmaxi mum coor di nat e

val ues of appr oxi 0.9m .an ectiv
ThepepasRp SXEp I GHED. N bt s e Byl even oven o
fou¢-bihgymble! hmsBixeen whsifdha@luesaDaring décedieg) mmntsbcbsymacg valjiesshould, if detected, be
tred?éa% ﬁ],aeLa!sMe 50 Haﬂﬁﬁe ﬁlpﬁobagfhﬁrg)?n)@l we%htz‘tﬁt eg'Er &a&‘e@nstcﬁgl)n erasures rather than

surround ag Intersects an active
SY‘%PPbeémﬁéP"a*Y‘P\’OéWh fre F‘l°§f§ toyberap eygnly spased g7 HRYPRIFRLE pidessiple.

data fragnent is present (see next field). b" I
Thé mitlinmatdessindelo€thpeyebeposigonabdeds 4) atrae #sreargrrmontcting dapariyeis ehgyambol in the

preben@ TR ol Rl s%b%r; it tn@prwm@@ Be (RF ortrbife efasm@snd y

coord| nate fi el It I's absent then t
s 13. data fra rrent 0 or 8 fra ment__of an

Th%‘ﬁ’fﬁ’é‘cﬂﬁg‘a orggfationdpdicating °y°“ﬁ &psiton gAY 5 Sown & Fighes i on)

encodi ng format 8 The format of the encoding. O0: the

present encoding Oher values are reserved. egion
LofAialgeEORBl ags control ling the interpretation of region

data. O0: region IDis an EPC 1: region has signature
The tag @gqllg gOTkRINS opsq9ENEigie Godgyerd WACh Bess/tq gneerp nformation unique to the tag. The

cod%’@&ﬁ%@%ﬁdw&ozmw 15T ReedsobRsade dat ag itereforgénddded & to 28 bits of
t}|t§ fre reserved and nust be zero. ag size ID
P8 U5 Y B tag size. 0: the present tag size the

nom nal t ag size is
The layout of the local codeword is shown in Figure 12.

DISTRIBUTED CODEWORDS

The tag also contains fragments of four codewords which are distributed across the four adjacent tags in a tag
group and which are used to encode information common to a set of contiguous tags. Each codeword is of a
2*-ary (15, 11) Reed-Solomon code. Any four adjacent tags therefore together encode up to 176 bits of

information common to a set of contiguous tags.

The layout of the four complete codewords, distributed across the four adjacent tags in a tag group, is shown

in Figure 13. The order of the four tags in the tag group in Figure 13 is the order of the four tags in Figure 9.

Figure 14 shows the layout of a complete tag group.

REED-SOLOMON ENCODING
LocAL CODEWORD
The local codeword is encoded using a punctured 2*-ary (13, 7) Reed-Solomon code. The code encodes 28

data bits (i.e. seven symbols) and 24 redundancy bits (i.e. six symbols) in each codeword. Its error-detecting

capacity is six symbols. Its error-correcting capacity is three symbols.

As shown in Figure 15, codeword coordinates are indexed in coefficient order, and the data bit ordering

follows the codeword bit ordering.

The code is a 2*-ary (15, 7) Reed-Solomon code with two redundancy coordinates removed. The removed

coordinates are the most significant redundancy coordinates.
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and y w dth (w) coordinatess3f the tag. 'gh-order x
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active area fl ag data fragment flag 1 all WO
oS0 $44832 ETAALPEOERONTS. 53 a8 FIE08. I AT v
ordd@ng24 CRC 16 all 13:40 hi gh-order coordinate 3:0

The code has the same primitive polynominal as the local codeword code.

The code has the following generator polynominal:
(EQ3)

g(x) = (x+ o) (x+o)...(x+ o)

TAG COORDINATE SPACE

The tag coordinate space has two orthogonal axes labelled x and y respectively. When the positive x axis

points to the right then the positive y axis points down.

The surface coding does not specify the location of the tag coordinate space origin on a particular tagged
surface, nor the orientation of the tag coordinate space with respect to the surface. This information is
application-specific. For example, if the tagged surface is a sheet of paper, then the application which prints
the tags onto the paper may record the actual offset and orientation, and these can be used to normalise any

digital ink subsequently captured in conjunction with the surface.

The position encoded in a tag is defined in units of tags. By convention, the position is taken to be the position

of the centre of the target closest to the origin.
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contact information which m ght appear on a business

card. ENCODI NG AND PRI NTI NG CONSI DERATI ONS 15 The
w@eiostiiiBeni ne Controller (PEC) (which is the sej/at2008000070
a nunber of pending US patent applications,
i ncluding: 09/575,108; 10/727,162; 09/575, 110;
09/ 607, 985; 6, 398, 332; 6, 394, §73 6, 622, 923) supports
the encoding of two fixed (per-page) QA ary (15,7)
B Reed- Si®Bmon cod@stsing ©rmsid four8 vari ablfd (per tlag)

24- ary F57)ReRn g oo togewords, gt t frough ot her
nunberq of codevo ?tgfls an be uspkd for different

schenmes23:16Fur t hgagmizedd PEC suports t heallr enderijng of
tags vi runit cell whose Iay@UL—L
const art*{per 2CC%%ge) but whog® vari atie codewor d

data nEpNATY frmé S e CeRt t O thegggrext. HEC does
not al I{fow unit s to overlpp in the directijon of

page ngvenent . ﬁw‘ﬂﬁr(‘t’ cel| conpatible With PEC

C contarTss.g@ ST Nt g L@R 9T oUp CORgT StT g @ four [t ags.
The tad group cgntains a single A codgeword unijque to

t he t ag@eHwd(3p-2b)Litigh-@er k catdiaef pur ti mesaliwi thin fthe tag
gr oup, tand f our lynigue B—codelnrds- be
encoded? < FQ; "t i fyeh-gifer pegerdinate; support d variapl e

codeworgissg THe VREDIOUP al so g5 contaimg e gnt| fi xed

C and D codewords. One of thesg can be|encoded Jusi ng
Dt he rem:hi ng onegiof IDPEC s vap#abl e cqodéwords, | two

ere-—can ha ancAaddad 1i1ci nn Pl:f'" E—WO -F ad caodaow rdS

T TTTC

E and t ha*¥&nai ni nrjg‘f’ﬂpe can bel%ncoded [And

pre-rendered fnto the Tag rornat Structure (1FS)

supplied to PEC. PEC inposes a limt of 32 unique bit
EWH‘P%@% per TFS row. The contents of the unit ceII

ect. this al.so_i npose

15 PR i s T e R QSshRGREn e PHRE® cne S embedded
data €Bhp dat is eiroded lin multiple @tigorts gagt’ Watk frhgyrenty, and msephicatsd dn thagyeface coding
asﬁr imed 3§ WipDer of variable coordinate bits in the A
eword is nndest maki ng encoding via a Iookup

bI t t abl d f t dewo
T g%rfgifdg’%%““ﬁ%ﬂ T Y g PRE Bt P SR e conaining

theRg®elld8lawrorbe sdlident ®© r@yest berentireciata.dik scanring sys@ahureriggmblys the data from

retﬁ@%@ﬁd%ﬁ%% atdQe C@Q&Q@ ik uiepwrten @Jﬁidléﬂ eﬁtﬁﬁbeeoeenwgneved without error.
2005/ 111922 PCT/ AU2005/ 000070 -65- | MAG NG Al

AR P AT LB (DA st g PEL Ot 01 Dl Jérrtlr goded in e da

frapragntshvdis cantiglioasngrdup of 25ftag3 Grdaged in & 565, sqfax A 1dz-b2lphds Asa bléck whose integer

coérh baqe/vrsrrge fo05% c@rrgu,att{ grvar dal\L;J SR e&ﬁtbrr%ré het Aarg i$ Yrdn@&einto tags with
I ng and-t he i G ven macr odot spaci ng

m“éefaf‘%@‘i‘r?rd‘f‘ﬁ? within ipaeasing y @ﬁ'iﬂ‘l“?‘éd field of view of 5.7mm

- Table 4 gives pitch ranges achievable for the present

A Garwrffa@melt eaybemgssfng frod i bloekrvéhaite as axnijpd dr¢agnap dstpeSent. O WeMat, thg missing data

RS Table 4 Pitch
fra aerlr1t iés ac ﬁ?‘g@%gf%ﬁéf%?’ aS.&Ir)ﬂé%'e Bg%d%lg%(e coding f or
dlfferent sarrpllng rates, nput ed using Opti

Da%éf‘ﬂ‘%eﬁlzedbchﬁ@ o3 S‘\B?r?IE‘Ff mnsl‘sé’ﬁﬁ)%ﬁcﬁ °°“t|‘ﬁélﬁ‘i5(§6‘d’tf b]df"]is @fjanged in a

rectan@le. db¢ Sze omheyupe'rglockds ataedie each Blocknp bllbblbbetoﬂgs_l-?@/superb]ock whose integer

coifgigﬁ{ ﬁttheo Bock’s &%Qdm t%gﬁiedsﬁ}nﬁlgr u&rbﬁ%k ?izel%ith% %%@IL §uperblock the data is

TP 9 rate pirtch range
arranged into blocks with i mcreasmg x coordinate w1th1n mcreasmg y coordinate.

The superblock is replicated in the surface coding as many times as it will fit, including partially along the

edges of the surface coding.
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527 to +36 3 1O to +18 10 For the surface coding
above, the decodi ng sequence is as follows: | ocat e

wao 2anget192nf conplete tag infer perspective treCBEAD2ZO0T/000070
fromtargets sanpl e cyclic position code decode
cyclic position code 15 determne orientation from
cyclic position code sanpl 6%ind decode | ocal

Reed- Sol onpn_code ermne ta | oc on
™ ARt Bg™ PURIEE Y GTHED PTEh PG PYAYETaion Rore precis sie
infghmiton,dwpore extensiveeriondeittioo andfar oamett@ydata.y | ocat i on and
3D transform 20 deterni ne active area status of nib
| ocation with reference to active area map generate

| ocal fedabadiEmPeddsd ¥APRFY active area status

det efie Ne t ggwidmpel sanpl e di saesdriptibied Reed- Sol ojron
codewords (nodul o W ndow align ce to

nent . with referen

datg ype t ype)  |decode|The rerof Betaain e swetlstonon codefwr ds
WO 2005/ 111922 PCTALRGRBO00070 -66- verify tag
group data CRC on| decode error flag bad region
sanpl e det@grmne BrESd AYrSAR e deej ect unknavvn
encodi ng determ m:elvm\&'gl on flags 5 determ ne rggion
I D encode riegi on 5@ Xy | ocation, nib actiye
area status |in di g/ ’iva“ﬁslfre Bbute digital ink bhsed

sudéﬂ%l&l@ﬂ;hﬂ?ln TTags ReGhOMah bf HERFARIY, ineBdks N0t occUf at
the sane ratle as ppsition decoding and decoding pbf a

supeybeisictit car] bed avmldisdtqffhetwgbbd@@mp@- is found to

ha :dent:ca! t+o—ah r\|rnr\ ]_O If

ah KROWR—geet—cotdenstt—

dati’he hi gh- or de r68 FE‘T Fégw dth is non-zero, thep
CREPECI al car g nyst [ReCREN ek btk dRUNJari es bet ween|t ags

where the |gwordel x or y coordinate waps, otherw se
tot‘t“,iodeword error%OOmay be introduced. If vvrappi ng is
It w1TI Pﬁ agf)remated’l Lfiat ané/rf%rmb f;mbedc% rzrtz%( mz%rbe)(lgﬁo c)lu%mg or exa&ﬁlgﬁext,lir%age, audio,
wde<o¢araeslpima diodust infogation; eppticationolatdi qeptact data husipess eaij dptny and directory data.

bef ore codeword decoding. In the absence of genuine

synmbol errors in the high-order coordinate, this wll
REB‘PTé@@MTU?‘F?e | nadvert ent introduction of codeword
If tgeb Fﬁgéo&hgi_ S&Eal}u‘ﬁ E RNA I\églgr-xr ?%s A?FR]ﬁleeP egle 51g{1a§1re f‘lekYVcI:omtams d 51%]1ature with a
makiggmstidth of 3fr bis. Bwamlgmlrms itypicaliych ramigm I@mbqrmsematqdhfethtﬂ@@gregwn ID in a

secte Qh’tﬁba&h@MghﬁurE {sGALhIS g%ne?&?erd uBiRe £ ﬁm ARRFh prbctdd, stidhs b @@intum process,
shown i n_Fi ?‘1650816{38 ., in which the tags are not

orgyo‘{lséfﬁ‘é%iraf‘c@fnﬁ‘fsf@‘é‘n 't her. Figure 17 shows an

arrangenent that utilises a six-fold
In an online environment the signature can be validated, in conjunction with the region ID, by querying a

server with access to the secure database.

If the “region has embedded data” and “embedded data is signature” flags in the region flags are set then the
surface coding contains a 160-bit cryptographic signature of the region ID. The signature is encoded in a one-

block superblock.

In an online environment any number of signature fragments can be used, in conjunction with the region ID
and optionally the random signature, to validate the signature by querying a server with knowledge of the full

signature or the corresponding private key.

In an offline (or online) environment the entire signature can be recovered by reading multiple tags, and can

then be validated using the corresponding public signature key.

Signature verification is discussed in more detail below.
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co&@grdg qﬂé%% ga% ggnc§£8 H!u% ﬁv@hvﬁlgkjl?lesr smgs%%gah%\ggable]cgde%}dF Grhe tag group also

rrvate or secret e practica
Coﬁtﬁ’é,sl qight fixed \Cozpd dhepsrwerds e@nerad thegeridd A gchq?ﬁpﬂlrgeth? f?mamlnagne of PEC’s
vari#Ble cbd@Gards, hﬁgmgf 64 Py encodadlﬁsiirig@lﬁbardvcyﬁ)leﬁ cddev@ordiseahg tHe ré@haining five can
be encgdeld ?xﬁjil,pée-r%n?@re 1) tlbeol"a n(_bnrpegcﬁ'u &@%%%ﬁ ft(? gEeé ges ecur e
ID—derlveq Si nature in a ta% To support a secure
PECimpRsgsiaigt of P prique P addygesecien TFheor e Hhg connigtof thp yaiteell respect this limit.
PECRLRE ie0deSa Mrhit 3684 &l i Vadthl 6fheTIFSORS cotittnds bfth€unit agisrespéct this limit.
each fragnent can be verified in isolation against 15

Nottehﬁzﬁ lfgr)’a TLIQ(%IQIJIE Ea%e gigealthe Q‘ltlm?]ep BP%! lJ]g)Ol%Hl%t? gP{j‘!" tA g&eword is modest,

I'ncrea si ng eV|ce
majsiph F'@?‘é’éﬁ vidh @olgle leu ttastat&ﬁ que@n%PfM ﬁ?déw‘trﬁf‘i‘@t’?qkllp tabe may also be
poéiBlel N&e thitQifitel d Feed-8d1dmoh @64 lis'ky @matid) ©nlp thg Rediinidiiny dad fe€ds to appear in the
lmﬁﬁ q)fron1 the length of a fragnent, since a forger
rnmﬁ predi ct which fragnent a user will randonly

choose to verify. A trusted authenticator can always

perform fragnent verification since they have access

to the key and/or the full stored signature, so

fragment verification is always possible when online

access to a trusted authenticator 20 is avail able.
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Fragnment verification requires that we prevent brute
force attacks on individual fragnents, otherw se a

wo eoogar192zan deternine the entire signature byPCT/AU2005/000070
attacki ng each fragnent in turn. A brute force attack
can be prevented by throttling the authenticator on a
per-1D basis. However, if frdghents are short, then

. extrenﬁ)throt ling is required. As an alternative to
MAGRNP PER™ N%B%W@ﬂ?icator, t he authenticator can

o AR5 o iy R PR Bl o s v o065

Le.a given fragnent nunber. Even if the limt is nade
quite small, it is unlikely that a normal user w |
exhaust it for a@k(@r2Egnent, since there will be
many fragnents avail able and the actual fragnment

G R B B Bl RGP )l P o

of IaF 1 tistgiveyrarkquired fichieof siew ef Ofmn.he fragment, i.e. the
smaller the fragnent the smaller the limt. Thus the
TaQXPELds %ﬁ’&l@qn@és abHAS IS BF thé’\ﬁb’sknq snb_ﬁces&ﬂiﬁg\‘aﬁ&ifféréh‘( ?e‘?ripﬁrfgtrat@sf, assuming an
rottling and enforcing

._fragnment e, 30 Both t

M3eP & ??éﬂfe"ggéipf’“ﬁ]&'ati on limits inply serialisation of
requests to the authenticator. Enforcing fragnent
verificatigpgl imts further requires the authenticator
to maintain a per-fragnent count of satisfied

Pgaf tanpes atﬂiagmg 6t pe&stift .surbach lcotling foP ﬂiftﬁreﬁi iaﬁfpling_(?ﬁlhlbs,adoﬁl@uted

e Rprevente oncat.enatin e. fragment. Wi -

o, BRIV EL ey B, ORRETHEAMA 2 ohulBy HaBUGE Mo bofh, i
distageeat 9man, pikrio-B@V is¢patagine = bhmpimagg sopsartize Tl 28 pigels

2PCT/AU2005/OOOO ] to Fragnent verification may be
made nore secur %y'requiring the verification of a
Mo nunber—gf—fragments—sinuitaneousty—Fragnemnt
2\ber i fication regéftedéfragnment identification.
Fragnents nmay bd explicitly nunbered or nmay nore
seconom cal |y be [identigfi ed by the two-di nensiona
coordinate of their tag, nodulo the repetition of the
S| .cont | i]ing of tags. The
ForthE B Mg oL BP0 Ra AR BE s, 08 0 s %% Ut her
vul nerability. ldeally it should be at least a few
* Hespieiresgrs ofisprRlete By t he Net page surface coding scheme it
o iiferPErspaitive trkfolnefssn targ@s over come this the 1D nmay be
. ed... For.. S to be effective the paddi ng nust be
g%%ﬁﬁ%ﬁgP&Fpggﬁft must vary fromone ID to the next.
* |deredd dglicppritioperdeli ng i s sinply a random nunber, and
o [etSrnide BB Fmsya[ pbsitioh BRie aut hent i cat i on dat abase
i ndexed . b D, o1 e 1 adding is determnistically
* gs%mrfgeragl?%eaydfe#%%Rte??éstopﬂo? ﬁogﬁ‘polr is worthless. Ofline
* dererménatagaatigcatipnof secret - key signatures requires the

o U8 30fagdratsforts &6 ofdnfel taRBsaut hent i cati on devi ce. The
' ' unber of pending

chi p. ich is the subj.ect a
- Qe B st e e SRl g8 1o 703;
* @9t aigQarea3@ug aib718cAtionDGth Tef@enétp acty@ ArgalrBap2 2 3)
o RERMiEeI&S! tLeBaciPRSda®n hibetstisth sddevi ce, al t hough of
limted capacity. The QA chip can be progranmed to
VEIFTNG 138 59 gnat ur e using a secret key securely held in
o isgngpld disrébutadiReed-Solnmenxogewotdn(nadilg windenaignragnt, withveteeance th tag type)

. !d@cohé%ﬂﬁtte? &h-shifm&HBRAkas PEr - | D padding, and it is
i npractical even to support nore than a very few

secret keys. Furthernore, a QA chip programmed in this
manner i s susceptible to a chosen-nessage attack.
These constraints limt the applicability of a

QA- chi p-based trusted offline authentication device
to niche applications. In general, despite the clained

o - L Y R | Y
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likely to limt the applicability of such devices to
ni che applications. By contrast, offline
wa@edosanmezrat i on of public-key signatures (i.e.PCT/AU2005/000070
generated using the corresponding private Kkeys) is
hi ghly practical. An offline authentication device
utilising public keys can tritally hold any nunber
public keys, and may be designed to retrieve
. éﬂﬂ¥?$8ﬂﬁmmﬁéﬁpic keys on denand, via a transient
o ondecoie e2& flePiand &@foh Onsamplaen it encounters an | D for

. dn ASnie pondi ng public
%Q&%gf%%% % é Eﬁ%?usteg§8§(ﬁ%ne aut hentication is
¢ Pﬁ%@ﬂ?“ﬁ@nﬂéﬁattractlve to nost creators of secure
o Wét@HEe regiona® t hey are able to retain exclusive
t.hei r|v F&i A
?coaed\%oﬁﬁé mbx {oc mngc 15% %1 tl%ktglﬁ&of a public-key
squgrﬁimtalﬂrd(bﬁgdt’flfazloﬂ?és entire si gnat ure nust be

uired fromthe caodin viol atin esire
Re%ﬂ&ﬂ?&ﬁfo 98 PSR PROEEAE ¥ Y ST 2 PRSP RIS @q&eca?ln%?féwdex”d can be
avaided ifespateddm @ foudd todbel idamica grean@fready-krdowmgood wédaeertli cat i on
of a public-key signature is that access to the ID

If tl?@ﬂgi E48er c§or<ﬂpate| Widd & noh %&U'tﬁeﬁ quc§i QfeSmdeser iieh leBbuQcian&srb%tween tags
ggature usi ng the ubllc si.gnat ure kegdggnerat
whﬁs

R o5 Ao FARICT G OB AR 16 Ut repping is
detbpdi fepmo the dow-Ardérox gey coadinanotiet tlcentginhvalinteag gitsodr dllhene bits), then the
corte hdel{iéwlﬁ% &EE(? &@Q&'ﬁe%qn bec'adjdstg(pgerf&g c&il%dr@ gecQJu]ié inntﬁe absence of genuine

atlon, since 'S not |gnored

SY"@R?P qIIRE e highsordgy F??é"rﬁ‘taFec‘B‘E i"’Berre"e'}& H‘F“%"ie‘i‘?“blﬂmlﬁtfl“‘ﬁ?1°f codeword errors.

entire distributed signature is not particularly

onerous. Any randomor |inear sw pe of a 35 hand-held
ALSERRSTIVIJTAGARR OGERENTOSS a coded surface allows it to

qui ckly acquire all of the fragnents of the WO
It v ) BSApAredi 9QhaPORN RGP GO RO BY@s and9g sfuefwras aan ke utilfisd

sensing device can easily be programed to signal the
FoM&%plm&Waé Qronibasﬁoxﬂﬁﬂuilguﬁcb &n el lea&ﬁtwn@fthe tﬁg' SOUPEIRbEn @ IFikure 16, in

whg??s %aéggrl ter(q%ta rtel?tleve gcl Ta&t (Iftl%? ha |.Fe F?asﬂgwsneg arr?ansgeenirleﬁtc tﬂaﬁ utilises a six-fold

ragnents o
rotgtioggh sstmuetry atBhﬁt nhyskaneI@l with ehely fliznaand nlaiye oRresonting p zesRPEste sybol. Figure

18 %lwy a RELi&D4r! @Heaégtlh QRich Hatak RnexMh®n iﬂ&ea{s@&sdata'cm&@/a)& @dding additional
a S|r%nature 5 Note that a public-key

bm??@ﬁg?ﬂiﬁgﬂﬁﬁsTﬁ?ﬁﬁW &nticated online via any of its
fragnents in the sane way as any signature, whether

Thejesa of tatse ditarmtiviopd srugyresy infFlpdingcassoeiptpdagncdding corfiderations, dst dsggribed shown

in Q&l& H@ﬁl 1@*% %E}{ding A1 aﬁﬂﬁdén&%ﬁﬁﬁe%tﬁe willi@edSd BORIAN a@cl@[humber here for

addi_n or
ity GRR Rl et bt Precrtyed M PH RS | ot on
dat abase. The | atter approach obviates the need to
SEcURINEDISCISSIPD paddi ng. Note al so that signature-based
aut henti cation may be used in place of fragnent-based

AsQbARA Eﬂocﬁﬁﬂﬂﬁﬂtlcﬁt\/@ Relieslda Mfﬁﬂg @9&&@@0@6&@5@&@ data and a sngnature of that
t I‘ﬂﬁéﬁ?d a#]t he 1c Cat gﬁ%‘{glﬁ’ ava aRe eateaE]e %ru%wgrfhmess o? 51gnature -based

are Wor
wmmghmmof t he fore90|ng dlSCUSSIOﬂ. Tabl e 5 Sunmary of

wor kabl e si gnature schenmes encodi ng acqui sition
ThS it ab ug Qni@fé' and) €heRfold ﬂ)rﬁﬁdes ia rbailﬁgﬁ afsligﬁzmlrE al@%nlﬂle nRethaititaléh access is
ass?xﬁ%gl §g eC sgénla?%'g a? %lrn]'lg{)]'%!é g Iaa%:l m numgeor Iasr?%ctlalfled w1tﬂgge étlgrg ?Ig w an authentication
datSaspreatesnitde tb ¢ho truedersiine apheatiatyr. Jhorandompuipber gy m@nﬂﬂt@r@ any suitable
meiBE ls&h aKRY 8 detdPhiné@d Bseli®Yranabrd) WdoHih@, rQR a stochastic physical process. A keyed

hash or encrypted hash may be preferable to a random number since it requires no additional space in the
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short to be secure Distributed fragnment(s) andom ok

inpractical secret key ok inpractical' private key
wo@koosnrpwazti cal full andom ok inpractical secP@r/Akznn5/000070

ok inpractical' rivate key ok ok SECURI TY

SPECI FI CATI ON 15 Figure 19 shows an exanple item

si gnature object nodel. An i"®mhas an ID (X) and

ot her details (not shown). It optionall has a secret
authqniigatin faiabapezjlowqver, %l'fag‘l?mo‘tﬁ"i‘tﬁﬁ gi thgsamp, igaetyasg By ef! sispagye is more secure
thas thg Ikeytedi Bignatufdneinc i lid o€ suse@ytibt tg eyt maecs r&lomldﬂy tahsiorter random signature

' d/or records the WO
cm%%&EQ%T%%S% é%%ﬁ%ﬁﬁ%%%%%dg? -70 padding (P) used in
conjunction with the 1D to generate the signpature.
In {hey Eil“f‘ Cask @9 SERAYYF Aty a@u% since thgmexs RIgpensa Bt 1he Itp .“?/ &t @e database
indicatys qoaenticifyiKHoveyer, tHBe i@ gigfire limis ad® g0 & fargiaglitamsthiiha adundly sighted.
or nore ranges of itemIDs. Typically issuers of

To %1%%1&{ fo;gxry qp&éﬂ%ﬁ@t{]&$ r%ﬁ‘%@ﬁ'@d fﬁaﬁxg E’igdafu?é rﬁusy\ﬂe l'clrgel'glbljgh §)emaﬁe exhaustive

range dentify a range of docunents. or
seafch we repp%ﬁfdl SEERYOLKi %Imetah%enf e éwawbﬂer Ifithesigniiee lstgﬁ'e’?éed using a key
ratighe thari lasdotnly, fhenierialzt niustsqe Ot lave ehddgh focprevﬁmthb forger frome deducing the key
ﬁOBrkn%CW%Ltmre %alge @F&e@ fa ékli gé}%d lﬁ@tal'e%ns 2 e& @e%ur , Whether generated

roduct performe I ne or i ne %y

““@Eﬁ%ﬁﬁ@‘ﬁﬁ%k%ﬁg data encoded within the tag, and

perform ng the authentication using a nunber of
Whillk fitf iedyetit pravé@hanihguis admldj'/ Bgur® Rantidne sigmabuicuidtal 8¢ (or local tag group),
palf]%@aﬁyl beé&%thtoptﬁe Peﬁﬂc‘c‘g(?l% }00)‘69 lnXx% Spaw, 1101l thd'& atB% 1t may be impractical to

and r| vate Key encr
include; p sestire \}@1d§nve E}G’aWHENqH CATYRENt BASHED ! IP@BE‘%“VGE‘Y"G’ can instead
dlsﬁngUBﬁs SiahelbpnfIRE adrdss maAngetags. g‘@ﬁﬁ fradn@n{2idibd erifddiin/isdlion against

theslbgg %i)/ah Iecy}tl)sxp rtrmé a§ thl'fx)catlon tfi)cB? mirgélsmgqhe ser(s%né c# %Sce field of view is

i ndexe
achyigyeftl iThrpequrtyy of rfetsugnaevecap rsﬁllb@nee fsdnythe fulllength o the pignagye rpier than from
the(lefkth ol@ﬁ‘&h@ﬁteslrﬁé Qﬂ‘)?geﬂcfaﬁw( i WhRR EhgvfRht alGer Wil danSomBNHoose to verify.

r
BT Mk e o it slebon s e s e ey andior
ﬁJl(%]ﬂ@/ signataye, 99 éagmnjdpmfgat(op)s)alwazmosmm ohlipe (o<yss forp trybted authenticator
is dvaiblgr oups encode signature (S) across multiple tags
|n repeated fashlon Chline'fragnent based

flcatl
Frag g PP OLIRSH e Py S e gL R oy gorse o oreer

carf degrmipeathye entire sxgnature by attacking each fragment in turn. A brute force attack can be prevented

by throttling the authenticator on a per-ID basis. However, if fragments are short, then exireme throttling is
required. As an alternative to throttling the authenticator, the authenticator can instead enforce a limit on the
number of verification requests it is willing to respond to for a given fragment number. Even if the limit is
made quite small, it is unlikely that a normal user will exhaust it for a given fragment, since there will be
many fragments available and the actual fragment chosen by the user can vary. Even a limit of one can be
practical. More generally, the limit should be proportional to the size of the fragment, i.e. the smaller the
fragment the smaller the limit. Thus the experience of the user would be somewhat invariant of fragment size.
Both throttling and enforcing fragment verification limits imply serialisation of requests to the authenticator.
Enforcing fragment verification limits further requires the authenticator to maintain a per-fragment count of

satisfied verification requests.

A brute force attack can also be prevented by concatenating the fragment with a random signature encoded in
the tag. While the random signature can be thought of as protecting the fragment, the fragment can also be

thought of as simply increasing the length of the random signature and hence increasing its security.
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25 generate fragnment nunber (i) fromposition (X, y);
1 E--F[(x,y),] look up trusted authenticator by ID
w@ 205/ 11wansnit 1D (X), fragnent (Si) and fragneert/AU2005/000070
nunber (i) to trusted authenticator Online
fragnent - based aut hentication (trusted authenticator):
receive ID (X), fragnent (Sirf8and fragment number (i)
fromuser 30 retrieve signature (S) from database by
Fragmynt yrifieasipn may g mageaere Sy Y dpaiing g nsafcaton s @ pygigrum number of
frag‘nfeatgﬁmmtam(oml;) wi th correspondi ng fragnment of signature

(Si) report aut hentication result to user WO
Fraérggﬁée]’lﬁga%gxﬁr dJ ﬁQ%QerFJeQQQQIZQ Fraj Zlg'nts rg tJe eﬂﬁlmtly numbered, or may more
nat ur e- based aut hentication (Cuser acquite | D

CCOP?"B?NIY &gy ddeptificd by dhe fwpdimspiqnpl; oprdingts; of {hyir tagn goduoythe Fapptition of the
sigitatudadi BitaSortihhous filin@ BT thdg gener ate fragnment nunbers

(i) frompositions (x, y);: i -FL(x,y),]
Théiﬁzl‘fﬁgdngh%th of" Lﬂe%—ltgelf 1r§roclucgsearllﬁl{h@nt ﬁln@aﬁﬂ?tl%ﬁy 1( sﬁ))ulé lgeqameisp:«) few hundred

n retrieve public signature key (K) %
bits( Ieythe Npgags ytface Fwtsme@e %6443 %g!,esbff BPYe&ww&g}“S(ﬂpe)I (R 3 be padded. For
thlsﬁbbéﬂdflﬁctivahé Padjlingundst paaddabnngl ¢ P'mhst varXfrbm Bhe-IDRKihS)ext. Ideally the padding

is 51m 'EP ando bere gndl rg)us( é)en M\é {tcneddlﬁ %eyagﬁugl%&%_@?l &e?tgblls&Au_i:c_lIQx&c{I by ID. If the

entrcation resu to user
padBmsEchetmngE@l%Egmw o PUbe ideverleer | D generate

secret (Z) store secret (Z) in database indexed by ID
Off{in€) authdvication 61059&&11(@' sﬁg)()mxﬂﬂdqlﬁesaheeﬁse ()fZa) trusted @ffline fugt@ntication device. The

QAgcm”Pvﬁnchl thel b é?%?%tnu%é 4 Auhdend Leak 'a&ﬂ iy e'in)crudmg 09/112,763;
iR B iipe & RO AL gl

09/|1 Bok2; d’ﬁ/ 1m}§x @4 l%ﬂtl h%%klﬁé%fo Brovidss ﬂre@aﬂ@for f%ﬁ%l% qlﬂbough of limited -
caphefty. BB DASED c@ibe ﬁ)Z;ErainﬁhecI fo Ué‘rtfjaﬁjm gufuRfthd Latr@ key se¥ukdly21d in its internal

secret -based Lcat | trusted Aai nticat.o
mepl%%/ eIlnvlg icgar(x ;iwloweve L 1es errngrtac 1(:%40 %u})%)rrﬁ pﬁr- erpagd?n z}nﬁat 1S m)practlcal even to

suppercmert thry very tsmseieet bdyadartsymora QR)chip prossraimedin rtlestrem@ds susceptible
to 8 @hdsElmdsdage attil Mh&E ChRiraikte)imit the applicability of a QA-chip-based trusted offline

authentication device to niche applications.

In general, despite the claimed security of any particular trusted offline authentication device, creators of
secure items are likely to be reluctant to entrust their secret signature keys to such devices, and this is again

likely to limit the applicability of such devices to niche applications.

By contrast, offline authentication of public-key signatures (i.e. generated using the corresponding private
keys) is highly practical. An offline authentication device utilising public keys can trivially hold any number
of public keys, and may be designed to retrieve additional public keys on demand, via a transient online
connection, when it encounters an ID for which it knows it has no corresponding public signature key.
Untrusted offline authentication is likely to be attractive to most creators of secure items, since they are able

to retain exclusive control of their private signature keys.

A disadvantage of offline authentication of a public-key signature is that the entire signature must be acquired
from the coding, violating our desire to support authentication with a minimal field of view. A corresponding
advantage of offline authentication of a public-key signature is that access to the ID padding is no longer
required, since decryption of the signature using the public signature key generates both the ID and its
padding, and the padding can then be ignored. A forger can not take advantage of the fact that the padding is

ignored during offline authentication, since the padding is not ignored during online authentication.

Acquisition of an entire distributed signature is not particularly onerous. Any random or linear swipe of a

hand-held sensing device across a coded surface allows it to quickly acquire all of the fragments of the
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25 report authentication result to user As discussed

earlier, secret-based authentication nay be used in
wa@emsanoei on with fragnent-based authenti catiBEI/AU2005/000070

CRYPTOGRAPHI C ALGORI THVS When t he publ i c-key signature

Is authenticated offline, the user's authentication

device typically does not 38%have access to the

S BRI L B OB SR R g s it st

fragrivafsahdlrae calepdated pthdnhicatign. gngmlmngglasteocaalalsmwsilyl’mquire all of the fragments of
the%ggr@t B&R kin@ofARVikes Gna Q)e fn@d tnl %rfoﬂn bilifentication when the tags
gnature wiith WO 2005 PCT/AU 005/ 000070 -72
mdt%‘é“\eﬂe%i’ﬁ‘ifd’f?%%{‘a‘f“%m t he t ags This precludes the use
of algorithnms which don't performthe signature
Noteghat # pubkit-key3igaatepmigybeduthentiqatedl niging hie aryi of iafragments i tehsaraesway as any
srg{uﬁﬁe Shhahd %Elﬁlragi gina(ﬁrlly §' 3 5 Wefet gﬁte'ntahm drlline- authenticator may generate

Dep artment of Conmerce/ Nati onal nstitute of Standards
the A O A1, PSR P R I PR oh RS (edegenie expcity in te
authdnBGtidiBhataBse. 2He 13t@napproychd0\@des tHe néBA0 omethy/ it padding. S

described in: Rivest, RL., A Shamr, and L. Adl eman,
NOtA]Mah Qignafu%bagata@&laﬂtl&gorgn@ lsee\lsedsln Qﬁ@g b f?a%m@dﬂ-gased auth(e:rll\';icatlon even

Publ i c- Key pt osystens",  Communi cations of the Al
W"tfb‘i’““ma‘:ceﬁd" ?““Sé%‘tﬂtfa‘n‘“ﬁtml‘@afgﬂabbp 120-126 Rivest, R L.,
A. Shamir, and L. M Adl eman, "Cryptographic
Tabie frpravides astinmrasy of yhiclesignato seherhdsed workalkle 8.lighPaf thaforegoing discussion.
4,405, 829, issued 20 Septenber 1983 10 RSA
Labor atorl es PKCS #1 v2.0: RSA Encryption Standard,
Cct ober 12 'féégmﬁsw%wmdegg"at"gwt%% publ i c- key
digital signature al gor| t hm t hat decrypts t he
tore—RSA NI o e—Tbas] forTtheANSHX9. 31
n%}ﬁ $i 6nﬁtsﬁ$d}é stgs 2éur+ Terlocl:lg?te Naf i oﬁ)g'\égt amdar ds
|nstagt ut @, Treustagsxo | 3 genenadion | ppthentiggtions) aythentieation Usi ng
LoE@VEr Si DIy PUDI 1 C K@Moky YPT O@kapny T or mﬂecnaman( i al
Services|Industry |(rDSA), Septenber 8 tore er8[D If|no
paddi ng ijs used, then any public-key signature
al gorithm can be used. 15 In the hyperlﬂ@ibmatl(slurface
codi ng s¢henme the IHB+s—96b f esg i's

padded t¢ 160 bits Sf)cfeitg?y to é%nhtﬁre tog é’des'rilbheeto paddi ng
is ideallly generat¢d using a Shqrt}byeaealmwmswms@ss,
Such as rocrocce [ 1 [ W] AL ot 1 11

quant um pres by—aisti-H i ng
randommesgs from ra% GBS kY ent f‘%&“ﬁ"ﬁé. er| B., Applied

phy, Seco d Edition SthﬁhheSWUIrqw & Sons|1996.

hvynarl ah crrfacalendil nn crlharnm + ha random

hypertabel—surfacercodi-rgsechere—the—
ag’éﬁ“@ecre{i’ndo’rs 36 liaoFts Iong grPpgel o s
aI Iy genengh&¥e,USi Nka (T Uy TapeoalPr O¢ess.
SECURI TY | TAGE NG AND_TRACKI Currency| checks amd
ot her ronetary docypresitksy can (ke tagged iinpracsieaer { o

daot FaX yronons o~ -~ rfr ¢t .oy
et €t ;EFU \,u\,y coprterfetiH || oulu €6t

) do
| aunder i ragom

AL o

also id

activitifes."The Hyper! abel {m raCtldaicurr ency
can pbe validated, qgewetkgyacked,kthr ough iaﬁractnw nonet ary
system HHyperl abel tagged products sucl as
phar mace(t i cal S carﬂmb*éelteaggewkal I ovvi ng °?<t ens to e
VClI I dCll CU Clllu l f AUVRATU T T Uuyinr t IIC UI Dll I Uull UTl Cllld
SECERIISPECHY®TIOM A nunber of exanpl es of the concepts of
Hyper | abel security tagging and tracking referring
Fl%&fl@ls}folw@ﬁléxé(mﬁl@xtenk%@gﬂ&u:@%&ﬁm&ﬁﬁ pharnaceuti cal s,
wever Hyperl abel tagging can equally be used to

Anslteercr:lthas an)fD t(z%%nde‘ cﬂlger Eetaals %(not shown). It optionally has a secret signature (Z). It also optionally

has a public-key signature. The public-key signature records the signature (S) explicitly, and/or records the
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ot her products, for exanple, traveller's checks,

demand deposits, passports, chemcals etc. 30
wopeniael tagging, with the Netpage system mRIOXUZI®S000070

a mechani smfor securely validating and tracking

obj ects. Hyperlabel tags on the surface of an object

un| quely identify the obj ect 79Each Hyper | abel tag

ontains _infornation |ncI udi ng t he  obj ec ni que.

pactipe Bt ‘Iﬁ‘e°°i‘15’§“‘§‘ vt o aners dhegjgsate |P"F‘é°d§%a‘gnm as an
assexiptekl patdic-privald®e B 5K, L) THQR:y PG4 AW@@SM@O@E Or mere rABges of item IDs.

Hyperl abel tag al so contains a signature fragnent

Ty;yfah)c qu&@ Of Q&ml‘}stﬁ@lmleﬁ}s %tphﬁﬁwe&%@sl?wﬁlmhﬁ mrﬁgé of 1Ds to 1dent1fy a range of

scanni ng | asér  or sensor cC rea| rg
docgﬁgptsp%fh(s h]aaf FP]f-PéVlftgﬁl}l%H]FlelBr \iwa él'ﬁ{l Psre?'neiehigta 6? %eefrate espectlve IDs for each
iterw, @t dodahiedt tb bemakgdect, and al | ow tracki ng of the

obj ect. PHARMACEUTI CAL TAGE NG 5 An exanpl e of the

Auﬁlgrﬁ’it:a%% mﬁb p?(fducﬂ %ﬂﬁ@ﬂ%@ H&foﬁl?eld%nlme loJ' ofﬁg%)bs%nsg@%rtégbﬁtq encoded within
th reference to the specif rot

thecteﬁ, 384, Bg}'fongl% H’neaaéxthﬁglﬁa}{m?] af%gsa naxp e{etlt WolhzilmsBlé depending on the
sinefiqar eci at ed that the techniques rray be applied to any
security document. Hyperlabel tags can be printed over
Exz];nr B?es Efthd Jr&:es%é%rurv@lg& Wl ndhi& delaraRs 915{;111: %lprlm EHcRyBtion Rspectively.
'y ona snalle area of the packagi ng. A Hyperl abel
armaceut i cal contains the itenmis product ID and
AU%@@FATé?NW%%‘fPUBaB KEY g Bfuel y i dentify an
- individual item The product ID identifies the itenms
Sethjaer BhvageDr ug Code (NDC) nunber. The NDC nunber is
al l ocated and adni ni stered by the FDA (U. S. Food and
Drug Adni" nisgeRgPriEprivassisgtugey PR tr ug-rel ated itens
and i denti kioR%ey fag (P Lphldexéd yNO raagenuf act ur er .
Alternatively the tag may contain another product ID
Sewgpeke]D:such as the European International Article
Nurmbering (EAN) code, or EPC etc. In this exanple,
each hexagéemsrel) pedhaddl currency tag is around 2.5
mm acr oss, rearrhdepr[vﬁtem@:&fu&tleﬁ(mbwmr(mty 15 of data in
the form of 0 = )
of a tag "i e eraéescf"m gure 8'%? efnc ?Fca%’q)p%ng ﬁ’a‘é‘flﬁﬁg&%;ﬂsm private key (L
shown in FiSgufeX2). The tag may al so incl ude:
Al'i gnment,
i mage above Fe%ina%p@ %lgbggngeh (&2 %gé/%g.‘o}% pEJ&ﬁng )
phar maceut |eaca¢elpé@lnéktawwéed to anot her commer CI al
Hyper | abel encd@ sithatimly 35 kdr@bmbitifle@gs ifvrepeatell Eghidnal
position code, specifying where the tag is along the
Onpreediegryiniibpsed afthengeatipro@ier)posi ti on code, specifying where
the tag is across the packaging A cryptographic
si gnatureé 2@uirolD (@bfFet®esson and correction bits 25 Each
tag is uni Ebtﬁlre &b.a&n (k,$); adifsigidtire frag@Snt@MEFont t6g ble. grl nted
on any pac cunent. nqQ two vali t ags
will ever K& ‘Eaﬂqra an "um%{églgom OSQIP%(xd@Si gned to be
easi |y read @]l ow cost scanners that can be built
into a vari et of l'i dation vi ces. The
phar macedt (‘€4 ?‘B‘eeﬁtﬁheﬁt&a‘f’féﬁd"g@ a scanner and used to
| ook up detransig IDLX)tfragmént Ehriugl fragmennumtber (i) artdhstedaufhientigator
date. Alternatively the ot nunber and expiry date may
Onfige fragingbaseslputhentieaen headsetbedtitiodal tag to allow 30
off-line retrie f this information scanner.
The phar rimcttits 410 Py hand beperiauat (L decs

details =+ retrieve signature (S) from database by ID (X) (or re-generate signature)

compare received fragment (7;) with corresponding fragment of signature (S;)

 report authentication result to user
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such as dosage and adm ni stration information, drug

i nteractions, precautions, contraindications, product
wowreosiings2 recall information, place of nmanuf aBtT/AB2005/000070

etc. Hyperl abel currency tags can be read by any

Hyper | abel scanner. These scanners can be incorporated

into a variety of devices tdlfacilitate

aut hentication and tracking, as will be described in
Offfiesrsignafere-R3spd YBPFRIONEPeDN05/ 111922 PCT/ AU2005/ 000070

- 74- TRACKI NG Far. t he rpose of tracking and item

val i dat i on *fHE! ﬁ‘ft%%r er, or other central

aut hori ty, ammirqposiiions (xay); addsignbtars dragoients Kt fromges t he

| ocat i on.aRgeste FbitenfumBld ()i o PRsitidaaGh)t | me a

pharmaceutical itemis scanned its location is

recor ded.” “Tht&Wibcati on information can be 5

collected in a central database allow ng anal ysis and

i denti fi catd 6485,0flS,abnor mal product novenents and

detection of counterf i%ogg{}a%rraceuti cals. This allows

t he creati é?Pe‘BFSﬁ’i‘aﬂ‘l’i‘f%% HRR it el | | gence about

crim nal -acduievé puplicsngattnd Reyr(€pdy-Ibixe det ection of the

| ocation of stolen or counterfeit pharmceuticals at . N
many. | OCAL FERE: GEPHP (DHETS ubiey ke AT 10 Gpaf o O o padding
di stributi afiP Fm(Bxanple, in the case of

sophi sticated forgerjes where bel dot patterns
are exact | y"iR¥<4 F?dlc@t(@d’f'&’tdﬁc@f%g‘\f&g * be multiple
copi es of eopart tuthentfcatiogedulpphasenaceuti cal itens (at a
mnimum the original and the forgery). If nmultiple

AUTTERRTHICA B BASHRAHEERETNEX ]ICNMUBRs appears in different
pl aces at the sane tine, all but one of the

Setapypr MAceut i cal itens nmust be a forgery. Al can then
be treated as suspect. Thus, when a transaction is
per f or med igengwtestcreg(Phar maceuti cal itens, the general

process i.s @% stk {HWetatabasindek QA @SLHON 1S agreed 15
currency is (}éroIV|&%g reltgg)ln_tﬂé tto the transaction the
phar macedt i*8gfe P& gorg H28&PRY an appropri ate

On 1neens§c!rert]-gasgae z}{l{h%rﬁ'}catltop se?)?nSI ng device sense at |east one
ag and generates predeterm ned data the

pr edet er ni qgﬁirg@(%ﬁén&%sansferred to a central
gover nnment dat abase n this regard, the follow ng

2

pr edet er rii r‘i‘%"é‘"ﬂsﬁfrﬁt(gég%{a%ﬁmti cally sent fromthe

scanner s *t dookhptreen twtighticaigoygPnment  currency dat abase:

The uni que . AgRth hekd £Q& 216 rXRaLIRGG4E cal item

The nature of pharrmaceutical item validity data 25
OnkiltSe@&bhsad authditoion Qluskd@metiasder  The tine and date

of the scan The physical |ocation of the scanner at

the tine -t heesclr(X)ms sdeak@n frohoser f i xed scanners this

S autorratréngeve?eglgt&pd: T BRbdsEb %g%ners t he physi cal

eter

| ocation is m,nedo using a tracker) The

net wor k [*ocCgtRaE rfivadneses Zanfidrecsd@ The i dentity of

t he per son répak antigntiogfrardsaiblo @set r ansact i ons Thus,

Hyper | abel technol ogy makes it possible to build
Asddiscatseds egrliero ivdcet-brsqdlg autheaticaiiont mey bofused lin spraynatips ewith dapment-based
authdn8f®ioPr oduced, and it allows themto be tracked

through to distribution and use by the consuner. The

dat a
CRYPTOGRAPHIC ALGORITHMS

When the public-key signature is authenticated offline, the user’s authentication device typically does not
have access to the padding used when the signature was originally generated. The signature verification step

must therefore decrypt the signature to allow the authentication device to compare the ID in the signature with
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coll ected can be used to build up fl ow maps based on

the validation data received, and its presence w ||
w@opnowere a powerful tool for |aw enforcementCT/AU2005/000070

agenci es to conbat pharnmaceutical item counterfeiting.

WO 2005/ 111922 PCT/ AU2005/ 000070 -75 There are also a

| arge nunber of transactions 2nvol ved - several

hundred mlljon per day. These are wt .the | ,
the IR patied frgm She e inPregier e st Pl ﬂ%ﬁ"&ﬁ“st‘{‘l’éﬁ}i‘s@&f pgfprm the signature
verfficQDL S&p g RySiht@EBhe kHonaawe rsucht B3ethéyasiatdabigital Cignaterecilgorithm U.S.
De%é(tﬁl%rﬁ 'J} &%ﬂna@a@/}sﬂaf%kl%&ﬁ&&%@ St% ygﬁtﬁﬁh&@éyl lyl 1|ta@ @@ﬁaﬂﬁ@éﬁndard (DSS),

usi ng new generati on database systens t Rat perform

Flﬁsrlé‘ﬁ%’&& @%%20891 senmi conductor menory, instead of disk

drives. These transactions can then be continually 5
RSateficeypii@ds descritledsilc as a background " backup' task. Such

systens are likely to be sufficiently mature by the

t ¢ mRivestRak., & Shdpireant dliglembm 4 Yethod foePlkigining Rigkal Bignagyes ardrRublic-Key

C0%%E&sleinﬁec&nh%lcﬁttbﬁ%f%|AC1JP %ﬁzlvrll@b lrGorfal0io 4 pp. AA9-126

wel | "as baSICtI‘aCIM val i atlonfunctlons t he
dut RpgeR Ly Shaminag L oelertlfw Crmtqgaaﬁwmgmmf%ﬁ&fem and method”,
featLLEr eaent 4,40380%; &bied 20 Bptemban 0983wl phar maceutical item

o RELLPRES W I Rek BRBYSEllhard BeroflD P 1980V1 ST 0N

armaceutrca eman orecast’s t’a m ni ng

RSfA%viﬁgseassuItJBﬁtpuﬁQlﬂe’\ﬁd@ﬁl Héﬁgreta%o&% @al de@@ﬂs ﬁE géﬁﬁﬂ%t RSA provides the

counterfeit rk has fio
bo B e AN X0 L ite) FHIAES THPEAE POt SR oy G LS ANST X0.31-
1998a iDiditali Sighatuges Usingl Reersibief Publia Keyo Aryptagrerdly ifek thd Fmatcial Bgyices Industry
' | f u
(rD%%()j %pplti%'ﬁ)[ar 8, B?Q QF rlo p§<§dl.r%es§}éed2%%nra28%%ﬁ%l}e% 51%1?«189%‘}3%32%{11 cQ?l)e. sed.
The central server al so naintains an ob ect ffﬁoﬁg&ém%ﬂor to being

In the EYparapelsytaps eke SRRl &° Wﬁ%‘ﬁ@h’?? ERadge

sighddj ect is scanned, its tinmestanped |location is
recorded. If knovvn the details of the object owner

Thgﬁ%dﬁé %‘%Qﬁy ée%&QtEcgﬁ‘s%g tmlysrahcﬂ:tn(:);frtr).@gsI Skh ﬂaayqugﬁmk 'Bl%ws [14,15], or by
arti cul ar e case ransact| ons.
dlsgwpgereedo h%ﬂmgn%nﬂeaﬁﬁcﬁﬁ% B Aisa CHppERY, Eeé?f@c'"idmm fohn Wiley

& $dnb 896l  product novenents, for exanple, the illegal
i mport of a pharmaceutical. It can also be used to

In %%th%habelzs%f?cp Qwu@che% t@%ﬁbﬁ' ur) lof gédﬁ; 1@%%%& ?r less. It is also
be indicative of product counterfeiting. |f

‘deéWgG’Eﬁ”éeét“S‘P%a‘RWorﬂﬁﬁio‘PBmﬁeés stolen it can be inmediately
added to an object ID hotlist on the central server.

SECURIBY Th@GINGND TeAG@Ut@Mat i cal |y distributed to (or
becones accessible to) all on-line scanners, and wl |

Cuh‘%é ;19&6&: ag@gﬁé# ndoRet) Jiocﬁ}f)écnif:s chi R ta%ﬁé@?ﬁ‘ sas t@&tetctlab@}ré'ncﬁ&ﬁiﬁterfeltmg and
ate n 'S Wa atus 1S
couf mope R PO PR R BSH GNP oty PR FEcked o

theShambthra sisiem. Hperdabel adppaiptodings sueh a8 pharnpicégralswary beseggpbrdibwing items to be
vafc?’@d 919 tra&@d tﬂlggg%(ihetd%trf:bmﬁ)n MI‘Lthl?J}’Sta’Q that its status is
agged to the person scanning'the object. An on- I i ne
scanner has |fn§t ant ac?ess to the central, server
A B0 CHEBR? P PofoPERER DUPURE! O BSRERE A7 ok reering specfcally o
bakCreik hrigpharthixeut@hlp, hotvevsiCidyperilahg) tdzeidg can\equally bd wsed Wpelatelydag and track
Ot}'élt pr&mg &5 Q)Iarnﬁﬂe tl%eerllglesr ch@:t(s Elenﬁncl aeHantJ Bzgspglbd Qﬁﬁnch@etc

scanned i ne scanner stores obj ect st at us data

i nt er nal 1 ] w val i dati g scanned obje .
HypHabe} mg&e% wﬁtﬂzﬁ NS DRSS TR [ TRt fapegand ackin
obgeis.obj ect I D hotlist, a public key list, and an obj ect

scanni ng hi story. 30 Each tinme an obj ect i s scanned

)ﬁgﬁbéﬂ %g@'o}l $heuffack ©F @h Ql%gcﬂuﬂl &eﬁ}ﬁld%bﬁﬁlé OSJG@nEHcH‘ @iyperlabel tag contains
I sto ect stat usé dovvnlot?

r
R 15 SR KT IO BB oGS PO AP g surtuc. A
upl oaded to the central server, each tine the scanner
connects. A nobile scanner's |ocation can be provi ded
to the application by the scanner, if it is
GPS- equi pped.
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Al'ternatively the scanner's |ocation can be provided

by the network through which it communicates. WO
wWQ@e@5N11H22 PCT/ AU2005/ 000070 -76 For exanpl BCT/AD2005/000070

hand- hel d scanner uses the nobile phone network, the

scanner's | ocation can be provided by the nobile

phone networ k provider. Therd3are a nunmber of |ocation
Hyégg]gt?e{n }%[60 %%ﬁ'é@gfa Iéllgﬂ%g}&eféggjnt w5mlil ganﬁal o ﬁlt zglggntlcate the object. A scanning
laséﬁlaﬁimgpbslerppeadn hadtbistags, on wiyi paitt ofrtbacx@jevtesldpmSn thd abjectnyplidate the object, and
ml ARl Sorte QfeEPS satel lites. The phone network knows

e apprOX|nate | ocation of the handset (in this case

5 t he handset is also the scanner) fromthe nearest
PHARMACEEI e TA®ASed on this, the network tells the

handset which GPS satellltes to use in its position
Ancexhrapié af ihe ipsotectigmodfhbarmba@ativale [wally yow \bhideskritdd exdth reference to the specific
pro%%t?&“of amre&? SH@Mk 6k Bges?ﬁtho@)\a@ﬂw aﬂﬂ@@ated'@t ﬁa’ple&lﬂ}ﬁ]uepn{w be applied

ference of Arrival This determ nes t

to gny sequritydpcPenyy wirel ess  handset, using a form of

triangul ation, by conparing the tinme it takes a
Hypirkie) egscain bapipet ower $he gmiad sutfere pEthe bharnsieapticahpackagiogtor oy on a smaller
are%ﬁ wa&qgﬁg Alljﬂlbgrﬁbeﬁ Meuﬁ&ﬁ&@éohﬁﬁis lﬂé 1tetnh§pr&ﬁ£t\f@ bl aSerial number, to

sl tes,

ume%ﬂyeeﬂnaf?/ &y ‘nﬁ'é‘é%l “‘-‘6‘}1 Ti?erPéoda?tfﬂP it i eﬁ' 5&1‘”‘?‘?‘\9’5}?’“4 Fifg NDC) number.
ThoNDC hemiieh is@Bochted anmadma)usmglsbahSFDA(-\(ml' SIEdAd CADHE@M dmirdspriation) for drugs
{ate%%nﬂ%ﬁ’d 1§en§f &% ot arl'd' n%l‘if?tq.ué p@&@latWelty IﬁleQagtnnl? contain another

tructure makes it 1 npractical
prqdvfé lfwée stich gy tg %Wmlérgff%ﬂ?nabf\@?l@ﬂawfl@ @ﬁNhCOFf‘a@r EfG ete.
signature fragnments are distributed across nultiple
In thg‘SampA, eash‘ﬂ&kdgeﬁal Hgredkbeh cﬁﬂr@lﬁbahg,m @rour@r2.59@t haedss, aadincokp®rates a variety
C v |
of b;ﬂa LI’I E}g ?ﬂ r@lgﬁ ?esh (Q)] t]rrﬁra;lég m?h% % rjfi)ﬁe%/ %f\élleﬁrﬁﬁtiuﬁ% Jg g}n%ﬂéggﬁlcal packaging |
IS$§MEQE§EIZO|deaIIy with a random nunber. The paddi ng
is stored in an authentication database i ndexed by
Thotlag meytaldocluddie aut henti cati on database nay be nmanaged
by the manufacturer, or it nmay be managed by a
thi rAdigmaant yarksr(these erd tha lerdvedts ittt orage abBeth Hyper | abel
tag Lot ﬁhx@ﬁm?th§c 'ttQQQtlya( ﬁmfxr[a@eg{@%g, Mp&@d:tb axtcﬁl@g&ﬁ)mercxal Hyperlabel
(or a subset fragnents) can be verified, in
|soﬁﬁﬂﬂ8ﬂaeé§h|nst t he object I D. The security of the
Sé gNaliokitAtaSpokitibn dded; spé@Fink Wi {hhvag fs dlohg thdapaga*aging)f 20 the

S| gr}\ eg q osatl:on codetsha{}ymﬁv% ﬂfﬁ%hs ac ssfqheapa Al?g fr agment,

L

si née’ Pger “C&nho ENL- a user
\MIIAqmmmhwmwmghmmse to verify. Fragnent verification
rﬁq%h%ﬁﬁw&%ﬂgﬂﬁﬂﬁmhﬂﬁﬂﬁ'f'Cat'on Fragments may be
explicitly nunbered, or may by identified by the

Ea&hW@g i uBRSTHRNG | of ewag&w&a& Be ]anteti b hrfy phckkingB? QifierQoéutRnt, no two valid
tag& FVRI eéertbe &g g?n%b 831?11 %cﬂeat u%i g)sb gagily re%dh Y ntrl](ftwccg) %c%%ne% tAaIt 88 be built into
avaMMHysﬂﬂemﬁémW$#ragnent verlflcatlon, SO fragnent
verification is always possible when on-line access
Thé Ghadindcéudd €5l caale BB bl @ ataBker brfil B |l@b |u§ det&HS bABE ktérls NBnumber and
exputg{rﬂigg thftr%&]y 1 52)&{:? %grtsaﬁd e :gg{i(st oarye e rccgl abnie : egh tpharmg\éeutlcal tag to allow
offeing eetvleya of thifyiasforrurtibrebytany: mnnaan&abaalb@s@cal Iroyey Al usediiggecess details
sudifas |d%g@arﬁ%hﬁn€strﬁfoh \idbihafong i@l iHiRack®Y, P@hutiohsS contraindications, product
d_an D is stored in the 30

a%UFﬁg%% %@FV%%’Q%?QE&?VF“Wﬁgéxed by I D range. For each
Hy?@a?eﬁ: gunléRy t%s tczm%e [}e%{i] ?}Eankhﬁﬁérfall)ell @rg Tﬁ‘e@g &&nkr&s‘ can be incorporated into a

tore

varigt qﬁ ém%tatfﬁc@mteaﬁbewag@ and ?ﬁ&@&%ﬂs Wi b“b‘l!ff%‘é?d ip porgydstail below.
2005/ 111922 PCT/ AU2005/ 000070 - 77
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retrieve private signature key by object ID generate

signature by encrypting object ID and paddi ng, using
w@eiogatiwekey store signature in authenticati orCT/AU2005/000070

dat abase indexed by object 1D, and/or store the

padding, since the si gnature can be re-generated

using the I D, padding and prl‘%/ate key 5 encode the

signature across nultiple tags in repeated fashion
TRAKMNS data is required for the Hyperlabel tags

therefore the authentication database nust be
Foretiid plnpoiss bifeehcking o ifem, validationathe threufacturye oo fotherpaentrat putlgpripf maintains a
dat£ S% pgglk?tpcellocsdnonsﬁgygtﬁstoyaﬂ1§§1§les are dl SCUSSGd In nor e

et al ove. Figure 21 sumari ses prlntlng and

di stribution of pharmaceutical  packagi . .
Eaqhy thper ¢ BRpmpaceusienl tem 79 sepnss ﬁ‘ﬁ&‘&ﬁﬂ"g dareggrsﬁde Thip é?fa‘PB Jefagpation can be
colietted ex ctatr=A dastasevdliewiey ealysineyd wlereifisation piegbnormal product movements and
detgchg Lol (glh{elq hdRdelcs9 when they are destroyed. Wile

t y to print comercial Hyperlabel tags

will be commercially avail abl e, onl% t he aut hOl!; e
Thisalaye hectsrtion SF hghly acprsarepielliesnge Pyt gEming@otiyiyand the real-fime detection of
theClodati@s pfosuelénngr doontérfe@ i pharpaadhicals st miye Peatiopdeithirc gia spgply chain or in

dlsplf)lgﬁﬁ'\ CF&‘%xar&Y Elotﬂescape' c;f sgﬁén&[ex ?&&Qémﬂ}é }WFQ@SQ %gt patterrF]S are exactly

tegrated circuit ps) .enbedded in
Mde@lqrwﬂgbeﬁqltm%:p@esﬁ é)&ct{yoforgi:q Wﬂt&a‘ 1§Blé Fat g a‘;grgmum the original
andltRé fordes). af MG MenSi€xl pllfaﬁnafcﬁmml dmsappaaiven diffe@ent places at the same time, all

but oné/ &Ef{egflailg hc¥tlticaLlI ?tér{&%u@tr be ¥ ?OH'%V an gan%p }Jé t?ea&? ¥Jus R;rcla e

yS relating to any particular currency woul d
TlQ? wK@thtraﬁ)sQétMn Q%er%Hﬁelaq{vblsﬁ haH@EéuQ&ﬂtenﬁ, cheel process is as follows:
agenC| €s. I NE PUBLI G- KEY- BASED AUTHENTI CATI ON 20
Ah GF‘PQSP‘i“ﬁ‘e’S%%eﬁentl cation device utilises public-key
sigr&afdﬂfyeeprovaremmgwerheirs:aztch@n devi ce hol ds a nunber
vi.ce retri eve

ma LI
a d d |ﬂ¥é p aﬁ'g?ceu lC 1ten(1: 1sl§%mr§§ using n%}/d&rlgp sensmg%f\?%ns i ent

on- Itherselsmgdﬂmesnse@ﬂemeWag and gerengnpredetsrmireddisp ect |1 D
f 9 r m&gg}erhﬁned]@a& 1§]tpan§}QFeB %%Qgﬂrqf é%gengﬁjem daﬁbzﬁ@ y
signature. For off-line authentication, the entire
signature is needed The aut hentication device is
In W Refld, akeefollbwisy prelicpetihaibdala it aggedicslyr eacieonarhe seanners to the central
re read. Fromthis, the object IDis
gOJLHH;EIﬁr edmc)ld%g@as as a 25 nunber of si gnature
fr agTrlirewv%le ain'dlﬁfrifeqﬂie phuBReERtisHdem The signature is then
genemahfe dfpRimichRisgish gnat ure fragnents. The public
key is_looked up, fromthe scanning device using the
obj ¢844y 88 The signature is then decrypted using the
publnheselﬁayxummeoofghe\semm object ID and padding. If the
obj egt tained fromthe signature matches the
0 :@ t gga“i?1fnhel—ﬁ/anerI abel tag then the object is
consTheI ehbedaldmammf itlhe, scafiner ab fife-tinkenithe saan e takaalfdr died scanners this is
et RGYmeR Nandkos Bolhl‘é‘ sddfRfd tHRPhysichl ocatih ishieterfineli Gdivita@IbS tracker)
aut hent i cat or P the role of 30 authenticator.
2Be 57O 98 %%WA%DS/ 000070 -78- ON-LINE
PUBIJIhE::d&EWoBASE&oAWﬂoﬁ‘Ade ttahbadionon- | i ne
aut henti cati on device uses a trusted authenticator to
verify the authenticity of an object. For on- line
Thad H?&ﬂ&ﬂeﬁé&h(@@y ﬁlal&b RgbsSibit ﬁngauﬂcﬁ&talﬁﬁes?dohtalﬁlh@&le] hnﬁ?ry of ?:ll pharmaceutical
en thca on

ltel&%&l %:uéed gr}ddh@oysh ean Ut h g br%at ! c()) glrstélblll'% use e consumer. The data
colleatgs canFhe oxadt th ibgild llPH@WOb?Pe based pn ths thslefwnrdetel recasedV\E!dl its gpgesence will
pré¥ide la?@&}fulqm foﬁla@' SRdhE e dnkRAN B baRsmb deBticRIGRh kbR feiting.

The fragnent nunber is generated fromthe fragnment

position. The appropriate trusted authenticator is

| ooked up by the object ID. The object ID, signature

fragnment, and
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fragnment nunber are sent to the trusted authenticator.

The trusted authenticator receives the data and
WO edosiltewes t he signature fromthe aut henti catiBEI/AU2005/000070

dat abase by object ID. This signature is conpared

with the supplied fragnent, and the authentication

result is reported to 10 thg aser. ON-LINE

SECRET- BASED AUTHENTI CAT]I ON Al ter ti
Theseidfs Hiogriapq Bymbsrof EAnsagioad iy LYeg nsfY ot Smtstfeg gfék?ne‘tf qa; These are within the
caphlsility wél echvéntiorab distribuaey tfapsactioa pragessiug pysteb dipwever,sthe Elgperlidel currency
systéﬁl LuI ﬂe xg?lwletngd Et%ﬁbg{aﬁﬁﬁ)e]o&'& cﬁse&otmﬁg Qéw éengat§§ Gidbhse systems that perform

accessi trust ed nticator. abase setu
transpegipps ip PREt“i?ﬂ‘B‘ét°’aF’F‘6Q9at"i‘StF@d of digkgrivgs. fhgpe E%t‘aﬁ“% Facthen be continually
streaféel tS HioK ds®adkbrotnd ‘Hablenp Btk bl systarhd el talRasiciertln dhavaechy the time
thap%H ageq %a etR:urrgh% J&%m%%gta& Q&ﬁeggg fm% Ighaptﬁ Ivﬁﬁabes C\f’?ﬁgﬁ cfnﬂc%
Rd acquﬁes 0 nore tags. Fromt
Obj ect I Dis acquired, as well as the secret.
Asa‘tﬁb‘raé ﬁ?sicaftaé‘“‘tgraﬂé 1 %'&ataa fipetions. cherdatabasessypterp Ray h‘U ) ‘1’6)7°1t°l"fé‘g additional
featabtk:ect | D. The object ID and secret are sent to the
trusted authenticator. The trusted authenti cator
r e endi@gort df @bndartabphamdcentidal ifemneyerhdnepagansvathinfthegystemh e
ayt @J?@:ﬁ P¥erRd B6Lasts!| D This secret is
corrphg?gg%%ﬁ (ﬁlﬂhaﬁrﬁ% t:E)cP f ede secr etaStSand t he
ant hidaw miping feaspres thag cquid e gsed é’t%teftéﬁf‘ Rresequis SoyptsEpiters o
Secrmabm&%mme@aﬁh on can be used in conjunction
wi th_on-1line frcgg nt based authentication is
di* s CTROZARYIS TGN §BI°R | above. PRODUCT SCANNI NG
C e
A Ce["l\? Edz{t %gste eg\ﬁtanﬁls Eﬁg% dtdte %ﬁ%ﬂ% %n @éhd%bjg(?téﬁgo Lnegr 2]aelctS[D hgthst (for all suspect
objgct IRspand alisepf w@gé‘@d COYmSIE’G‘é]Eﬂ to ppjgst fl%fgﬂaaeraat sgrver @lse mt“é‘a‘"s an object
scahhfy 18RSy toQﬁcll zﬁﬁﬁjeﬁ@'mo(/é?ﬁents Tﬂa&: 5 anl object sk Ahdaniks tﬁl&ﬁ’cﬁiﬁped location is
recgrlaf(-_)d éfr 2(2?3@1:@ Idgtgl d Ehte ﬁ)gjgct 8W{1er ma?afllsé Qe reco cﬁad ;ﬁﬁle 1rlgf(é|%nat1(1n may be known
partjedagly insthe tage oﬂt&rgmwﬁtam i objees rsvemng(t@ory Jteecan be used to detect illegal

prodyd® Sl &Rk, §le EXaRble, kﬂﬂ@%géd\hlhﬁdﬁt wmaﬁﬁht:éhﬂ&[ 16 €dnVbdo Hested to detect
send the, e (gagetofro

WG PR ACEEE P e QTR A 6 ire
object, if the manufacturer is the trusted
If znuobleetrit known torbe siblen @rcarmlbe ipaediately) eddadhieizh Qbieat 2 hotlisp pry g central server.

Thﬁ%ﬁﬁsls tal’ﬂt@mzﬂ@ﬁl@ CQS?‘Ibe%d td Sor %U&ht@ﬁﬁdcé‘sﬁﬁlb @) SHEIMMBE sdafiners, and will be
l |ec and si
dogxﬁ aﬂ%%ﬁ hg% 118 F15, QP thell pexi u %ﬁtg 1&&1{ Y ﬂ> tP g{lf o statys é ci_matlcally and

rapihycdissenoindtddeto 8mlgnaumbferaqftouttet§r Simdarlygif an @B)ect is[in@ny other way su5pect it can be

RUA AR s6 FhatSE ST is SIRBGHSthE Pison bcainih tRfopjbdie obj ect 1D
ad(%ggai nstll |tstlava t| ls El%F&isttg &gsrct)d hotlh%ltsto)J and sends

AnSo§ﬁlaer < orl‘églﬂitit%)nt %cgegsf(%tt%r Fé‘%t{sé s:eégrr tg g@“’ célecktné Pt;ﬁaﬁmac};bje(;tgi) at the time of
scafiiiag. $hearbipctsennieg hiswyis diselpdaedgiotreresniral serer avihe ime the obJect is scanned.
rel evant aut hentication server directly. WO

A2l JdahRR o gﬂjM%ﬁaQQQQ'ZQIy t6 Zl%w”&ﬂdahm &, a%@inh&’lrbbject The object

s BB B e EORIR Bl  fle Sami o
Eathytiverah aljjet is squgrgé the patald are recorddildn e ehivbscanging biistorty Hhe object status data is
dowfGHaReEon| fe @A allsBer ARl e loBjedt RENSAY Mit&r? ist L@)rogae@@d the ddAfal server, each
service termnal sends this data along with the
time #1e 153A%T CPB5Snd scanner | ocation to the store server.
The store server then sends the request on to the
A mabil¢f s@nerisdpcagar sagrbe prdvided toptbe fapplinatiom by erscangat ifgnis GPS-equipped.
Alt(ex%ﬁttv@]? the 'séaﬁtﬁl' { lo&flonvéaﬁbépr@demb)r tHe ﬁﬁ‘o}lyth@ﬁ)gth R&RE tt €@ ates.
server) determ nes the object status. The response
Is then sent back to the store server, and on to the
operator service termnal. The inter acti on detail for
of f-line product scanning at a retailer is shown in
Figure 24. The store operator scans the Hyperl abel
tagged product. The scanner sends the scanner |D and
tag data from rrultl pI e tags to the service termnal.

— o oy I T
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10 store server. The store server then perforns

of f-1ine authentication, as described in Section
w@2eb521192nd  determ nes the object status throRgQhAUL®S/000070

cached hotlist, valid object IDIlists, and public key

list. The store server records the scan details in

its internal object scanning7Afstory. The response is

then sent back to the operator service term nal. An i
Forgixqrgsias ifthe\randrhsid seapper psente pebilg akane st die seaarerp docafjarpan be provided
by thB e,osareaﬁmle hew'vc&k proViaden, d‘-hhe brel 2 nigbaNd 1htidN @ctiiblagiesawailablél One is Assisted
GloJf>51 é]osmor{l o Sst(e,grgl Rge(?f%? t seI r?cl]’lu'trgsey tG;P% %ctwlspggd ﬂagizrls%t Ivﬁl]tcﬁtrgcelgg positioning
SIgtatlﬁefronv@t’S wigtlitey The phoag Wawqﬂylmow the emr@mat@e%mu qf ge handset (in this case

thehlla&its& Esyalsb ﬂle @iaﬁ&r}%ﬁhﬁ@neweit Bdinsitd. IMAse8 6AMREMhe network tells the handset which

eri od nner nects to th entral . .
GPg gelt%lllggfst% use 11'}/ its cs)g%tlon c? ;;ulat18%J /gn f erS tg%l n(%%?%,gw%cﬁlsd?)%srny{ recg\thr(e:I the device to be

GPQ@Mpg@@SUqhhleTinaﬂthreanﬂ Arcvak@yTl])(i)@)t This &yq‘rre'@gs theJocation of a wireless
harfdQdk, | kifid 2 R of lahflialids, bR BB aridgShe tinddlt Bk carmecetsl mnds&mslgnal to reach

be aut omati c i.bl e e
S B ST AL B S b i Tgalﬁtﬂ?fstﬁmm s then
caliugatqlbasedbeh theifferaios ki amiyalinges dfol/ dykra(ogreare) sR@IsPr oduct

scanning with a Netpage pen is illustrated in Figure

AvdmenT¥BEL @ user scans a Hyperl abel tagged item wth
their Netpage pen, the input is sent to the Netpage

Ea% (3%)‘]6 % %ggg?grgftt]uge iﬂrﬁt@fl Spagg H@]ﬂlg%%ﬁ glﬁpe’rlﬁt{eptaggl?uctuu?eua kes\tl\@ Ympractlcal to
inchidea il eryp@eraiiéc spenature ch 4 g & sgoatere dhgnmroid @re dishibyted across multiple tags. A
¥n

smhDéPlafhl sdndure, 8NRerothQh b RGRied @AGhgCaAN be initiated by

t app| ng on a <scan> button pri nt ed on a Net page.
T S RSB0 YE Pt S 5 SRR G sty i
randerh hngnbeih Ehepadingds star@id an dutheriBatipmdatabase indexed ysobzct P olthg @tthentication
daé&?é’}néryﬁg fﬁ%agetdh@ the ﬁtaﬂt@z{cmt of 1@&1@' b%‘ﬁ{ahe%&i by-lamﬁrdtpﬁlgy H@fe@adttRnticator.

transmtted fromthe pen to the user Net page base

The Netpa e base station

SR SR B PO Feiy %chr%%%et S ACPORET g con e
verdfed, it platincdgaing tha ij@t IO Hde sqqtp'm ofjthe sﬁggatgy eti}l degves Higm the full length of

thelj}’ggﬁﬁrla ﬂlﬁl%ll mélq{o\ftecﬁe lér@h (ﬁ‘ﬂg ﬁlaé}ﬁeﬂt Q&eta%rgeﬁr%h@t %ﬁeﬁl@trvﬂﬁch fragment a user
server (O t he usual way. On receipt of the input,

will pradogply ?cﬁ‘f:'f’dfr@‘ server authenticates the object if

the manufacturer is the trusted authenticator.
Frafntre verificatioe Irequirds drapmentl fdergificatior. Fegmenty mpalwseplicithyeunbdral, or may by
1de9{]ﬁe§ Q?'ttf?e R»J%Qm@érl! BN Edokiiate QP i ¥ motiflo Yh%rrEJeMtlJnl'@ the signature across

signature (D). The authentication server

°°’§’€Pﬂﬁ‘§t‘1t"ﬁ€ tage;'?ut hentication result back to the

manuf acturer server (E). The manufacturer server
Nogethat k gusteld @uthentidates cap falviayseperfarin) fegrhent Wrificagen, sesfraginers verdikdtidn is always

pOéSB]Cl\&lhgljl.é] 1@1@%&9&' 'n%gtad'auchacé&ﬂqsatlﬁﬁce response to the
Hyper abel server (Q. Hyper | abel server, as part

0 Net e s em can know t he identity and
ESB&%S%%AB?’%#’% Tlﬁ’éi’rA‘TABt“ﬁEe Hyperlabel server will relay

t he manuf acturer server's response to the user's phone
Pripip altpeatifgpipnetyrranas piigs, SBnedetyn tedks fredequirsd tspirbdigy theguthenticgtion database.

the user's Netpage pen has LEDs then the Hyperl abel
FoP ﬁzfcﬂ @dng &NDS ANAbIR-pricAH Eiﬁﬁﬁhet Ry %ﬁ ésg%gir%t?ligﬁg ghet iy |phig) bt stored in the

opriate
?a%\%g‘%@%}sf)&ﬁlﬁ‘?ég%g%g%he interaction detail for

scanning with a Netpage pen is shown in Figure 26. The
Fongaghriset 1B dntherange ks fdlawing eetupigypnirédabel  t agged product .

The Net page pen sends the pen id, the product's ta

data and °t Wé“eﬁéeﬂl)é’a‘ldﬁ‘é apd SBPFF i H“het“ffé“WE}%br"fea‘B@xedsbéngé‘i‘ ID

If the pen IDis not already associated with a

scanner, the Hyperl abel server may create a new

scanner record for the pen, or may use the pen ID as a

scanner | D. The Hyperl abel server sends the 5 scanner
ID tag data and ~scanner Iocat| on . (|f knovvn) to the

. Y - .
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The Security Taggi ng and Tracki ng obj ect nodel

revol ves around Hyperl abel tags, object |IDs, and
wee@satwees. 10 Figure 37 illustrates the manEgEAB215/000070

and organisation of these objects. As shown in Figure

27, a Hyperl abel tag conprlses a tag type, object ID

tmo di mensi onal position and T4~ signature fragnent.

The tag type.indjcates et her th sis atag on a

conmon 0B gé‘fe"e BV HERHEey ‘ﬁ’é’b%e%fé is on a special

type of ebj@eiate Sidhafuratsy efcrfpifd GREYDRAR Rddiig, Bing pnvate key

pharnaceutlcal product. A signature fr%gnent has

opti onal *f FEGHEMFIHD ﬁ‘ﬁ'&f‘“‘\ﬂ]‘ﬂn%ﬁm‘?aﬁfe‘?ﬂei‘qﬂ 0IghID: and/or storethe padding,

fragnent's mpée&lﬁbelgmtﬁrhd:an bt RReerfetaked usm@htﬂDunfaédmg]dﬁd Private key

descri bed aboye ue nay be
seen as a nco% 05! gﬁ%ﬁa“’ S'B‘E’Fpg%‘é&o ’e%ea}ed a8"°

Thl_F gaﬁa 1‘% equuie for F’Bg[ypﬁr}abcﬁ%%ntq(eﬁ the auth?xlr’gl%atig)rgﬁata%aste glus% #ae esglehsged prior to,
Or@ﬂ@dmeofmﬁmmﬂﬂﬂufﬁeﬂﬂuk nunber The product 1D
identifies a class of product, while the serial nunber

Sedufh® Mbief 4r@ Siscassktfin b Wb@l abbkst ance of that class, i.e.
an indi vi dual product item The product IDin turn

tvp cal on nuka [ upher.; LA

Fi u1¥ %lu 2 mn)é 5e§ Spr%u I.T]ﬁbqun %%%ﬁﬁ%ﬁtﬁf?'o g;%? [gm? n\glth H?qherlabel tags.
Ph@tmemms arogsollpgigedin %patﬁawd«beltevmé are ggpmpd alr?acwlaflgn, and lso when they
areigdrby@dt s. The Item | D class diagramis shown in Figure

28 Pharmaceuticals are identified by a pharmaceutica
Lgally.the pharpaceut

Whllﬁ glF I;%lglgla) ﬁﬁmt fxB'u Cecr)crllaS er .'H) taga w1ll be &Wm{n!:rf %S' éaglalﬁfg:nly fﬁe authorized
magléqcplgﬁrs w‘ljﬁpbetrle topriat tﬁy:r(‘@éﬂg éqrrepqgnqupg tp theis PT"?‘ﬁ?FSC gbqsg, codes can be protected

by QYR LitS{SA @fptodrapiyBenibEded wm{ thE iHdaRfed BiRAkita(cRips) dnBddddalimms Memjet™

.nunmber. The be nown pr o ct ID for harnaceu
P et o oA P REE K {BhAP PG droEE e PR R oy wing privace
anda puipliq leys.nihs tpeivatad kdyy refatieg thmF(pgqtjc@qq @u@nggwould be kept only by authorised
natldHITL QIR fRhdie@n. The 25 Pharnaceutical 1D class

diagramis shown in Figure 29. QObject Description,

owner shi p and aggregation class diagramis shown in

Figure 30. This is described in nore detail above.

The Obj ect Scanning H story class diagramis shown in
OFELINEP@BLBKEY ARSHL) EHENTIRAEOMN obj ect scanni ng hi story,

recordi ng each tinme the scanner scans an object. Each
AnQD}1RE Butl&ﬁ@oﬁﬂﬁdieﬁ&éﬁﬂhse@ﬂiﬂw ke$ €igndnli®. Be MR icatidd, delibholds a number of
putgictkfz)ﬁ ’I?}l da v1ceox?aytrr${)tlgr]:sag ﬁe 1esvg a d%tﬁ)garll dl(.l)bglg ?yg?])h g?mapﬁtv%t &HPansient on-line
compecipineslren dgtencoprisers 4nrpbjecgt lliéfootv]néxclt hag pescogespending pubiip key glehagies:

status may be valid, stolen, counterfeit suspected,

Fof£ bfE-linel éutﬂéﬂQMn, thd entiddjigature 1Q\h€bﬂéd cdat aﬁtﬂleﬁtuﬁmﬁ @lisis@iped over the
er _has..a uni

Hygc’d%beli gagged cs)uv%fh%er angﬂ fngrptlgﬁra f’f ta, 0‘%‘? are T Fro étll% n?hr dt IB (i)sﬂa_%it;u:{\r%% lz<1s well as a
numlfef of pigrajure fra&ments prdetheis sosveprtShElrc %gnpmbu# élers e@ﬁnteci from these signature

fra%ﬁi@ﬂﬁel"ﬂe%ﬁﬁfc I\ is myed\ﬁﬁr%m 8¢ sc@nnfnk 48\Gke SGRIHRE bbj ec\/\mm signature is then

tion 1s 005
de“’é’ é{ﬂ‘éF ‘E%WQF ralﬁi’ o 5&“ 10 3%?‘1% i&ﬂ%&a"g‘“é J/F ?’éﬂt? {&: g a'“S‘me’“ the signature
magbespireiobient dP inhle Hypalabdl batherethadbjest ingpdsideredjavtheantianp. A
scanner may be a Netpage pen, in which case it wll
Thpgﬂ’ BRSOGERLRn Mbthdd can NP IGE olPBRR, WBTHE Ehsted ﬁutl@nt&@t@r"}ﬂ@fng the role of
off-line, it will keep an object scanni ng history,
m@ﬁﬁfﬂﬂﬂl optionally store a public key list, a valid
ID range list and an object ID hotlist. The scanner
class diagramis shown in Figure 32. 5 The
manuf acturer, or other central authority, naintains a
nunber of Object ID Hot Lists, each with a uni que
list ID and the tinme the Iist was | ast updated. Each
hot |ist conprises a |ist of suspect object |Ds,
conprising the object ID, date, time, status
(suspected counterfeit, stolen, etc.) and other
infornmation. The Object 1D Hot Llst class dlagran1|s

I - p— ~ ~ — Y T N oy 1
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10 entry in the list conprises the start object 1D and

end object ID (the valid ID range) and the tine the
we@piossives updated. The Valid I D Range Li st cP@EAU2005/000070

diagramis shown in Figure 34. The manufacturer, or

other central authority, mainfains a public key list.

The public key list consists '0f a nunber of entries

' Lfyi for a range of Object IDs.
O“Eg'séﬁ{y“\%{ ':Kgg'g ] gé@%ﬁ“?ﬁﬁ%ﬁ entry conprises the update

time for the entry, the start object ID for the range,
Ant giding putheptispiéondeyiq upes e tiupied quphpnyisatorge werifisthe prgheptisy picanjabipet. For on-
lindiehteaidh @ sﬁlge ﬁgé‘dﬂ ]| tﬁﬂﬁs rladau'écﬂo béﬁﬁrtﬂiu‘ﬁﬁﬂlcﬁtﬁﬂ Oe aulifBtication device

¢ Key List class l,aggam
sca&&e gtpecé d ac €s on% or more a sggrom dél? or nje‘é% I% ;}Cﬂulﬂ%’l as wé?as at least one

Fcatron nma
sxgmtzjmegr g]d 1tsm051w Bhet frdgmelnt plambey ig gegg@tgtjﬁom the fragment position. The

apprbrid® %Eté‘(ﬂ&ﬂfentlcﬂor fsrlébﬁ&ﬁﬁi) SUthb@pikd: aB! e JBRSE @) signature fragment, and
fraUth'Z-'%l cat or (geh details. A trusted
280h F’@éetsf.)’}““ﬁ A EedUhEENE bl i c- private key
pairs, each associated with one or nore |D ranges.
Th trixsted agthentifates treceifes dly] datatand Btriezay dleessighipture diinftheegythigyticten database by

obfef1€D SinstgnAlis @oEpatePhvitR i sitpPRed HAEH RS RRANEY ddientication result is reported to
public/private signature key pair. A trusted

thedi¥henti cator also holds a list of secret si ghat ur es,

and a list of public-key signatures. Each public-key
ONsligRFECRET SAPRPATHENTIEATIPMe act ual signature and/or the

paddi ng used to generate the signature. Each secret
A]@in&nals/ WF ﬁidai&cinpum rhrfdom @hgnanﬁé §Nadrdd isBndlRledin s&a g t(@daghifoup), then this
ca%lﬂgtvﬁréftﬁfl Iwggfegerren&el tg a gopg the B sg%ﬁ:t a%cesglgg%ha truﬁte& rﬁlrc%torslaatabésg setup then
incBAANNRB 2 gt fondaet ob@eta'md etoringdtamthip authiguichtion |dmb@seaindexed by object ID.

variety of devices. Scanners nmay be fixed or nobile. A
ThE bubRekicaER G scaﬂﬁﬁe @Jeﬁ%ﬁm lré§ one K{Wtaésoﬁ% kM the Sbject ID is acquired,
o R S DS gl P tbari S e & SR Bt Pafhe St 10 e
semarab@ste,the@ustthauttmgxcabe of f-1ine. Scanners may be

specific to a particular product application, such as
Th@n'ﬁ‘s%(i %&ﬁ@ﬁﬁcaﬁ)pié%\%§ the @d'ta a{ﬁaYetrQeesQlegﬁ‘c?& Frbif the 39chéﬁ|M@1ﬁ<5rJ cﬁﬁ&{se by object

P i SERGH " U B8 e P BN B GBI ARG vor

or PDA. Hyperlabel currency tags can be read using
Segretrppsed \antbentientions caanbre psed jim spnjedictipy : with omkitls ﬁ'@g\iergtb@qe@ authentication is
disBfRd sheskauhisp® 2005/ 111922 PCT/ AU2005/ 000070 - 82-
Mobi | e phone with inbuilt scanner Hyperl abel pens
Vendi hi nes 5 The Hyperl abel technol ogy used in
]m?ﬂxﬁggggcggﬂEmgjﬁm%e i npl enented in a wi de range of
applications. As a result, the devel opnent and
Prqjig?ﬂSgcyanrgg]pt acretgiles isciBystraigs ig ﬁgpr@ d2, b\thn [estogeegperator scans a Hyperlabel tagged

pro‘iitx@lﬂ@ h@'ddl@ EsSsent td thé/\del'vhce bﬂmﬁ:ﬂ Ay $lﬁd;eﬁlb@&rm1ﬁahﬁﬁcﬁ t&&ﬁnsactlon data to the
sto&e §err (gg g'h rver feﬁdsrtlggg gil%wﬂp ge rei?éfler detaﬁs tOQhe r{lanufacturer server

(CHY peyperiabé! ss'zeahmpews shigly rnhltufapmeosea/evalsqnéﬂy mﬁsagw@’dmths object ID. On
eﬁi%! bt & Glpltd e trbRuth Brdr QUAV R Duth&RLS 8% o bﬁs‘é{ hfemd wndm@eer is the trusted

e nent at Si|verbrook Rese t@n
o G GBS TR EPTRE e bt PharetlRisneyr o vty
the ohggst iD ym(bagﬂatupeh@) nEecauthentigdtion server sends the authentication result back to the
manufacturer server (E). The manufacturer server checks the status of the object ID (against its valid ID lists

and hotlist), and sends the response to the store server (F), which in turn send the result back the store service

terminal (G). The store server could also communicate with the relevant authentication server directly.
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item A 32 bit RI SC processor with 20 nmegabits of

secure code space signed using 2048 bit RSA
waeopptigeaphy. 15 A highly secure processor WatAU2005/000070

crypt ographi ¢ and physical security features for

verifying the cryptographic ?i gnature on Hyperl abel

tags (under devel opnent at Si‘t ver brook Research).

Infrared optic including filters tuned_to
Thw‘ﬁ%?tl%g“é‘i“ PR Srlf“’nirf ? Fté&"m‘g’g@eaé? Fe{i‘ﬁ‘?’ '8 s“%‘"}%g’lg‘-’? %%"’%ﬁmé%?é’era‘“ seans
thetHyperlabel fagget! pedict. fibe srhnneaeids ttheasamac tIP @md tag gata toglp, service terminal. The
se&&ftgm&leseﬁdg th%%tg Qﬁné \b‘lﬁi tkytpt%rulaﬁﬁe%d E(ﬁ%r lo&af&Xb gne 3R server. The store

det ai | each scan, to validate each note

sereg e e S oL B e e P o (ither el or v
a tid@rpaimy autt@ibticatios smdr)l‘nnaldetermhlleﬂthe digi¢ca lratgse The response is then sent back to the
stofe VR L ELb RO Spe ﬁ?&?ﬂ% drflinfif €at € secure network

connect 1 ons t e c:entra'ln currency verification

dat abase. Variqus of the Hyperlabel scanners descri bed
The, wfeggfion dataily fog GEThipe PrAdHG! st°?5“‘1"ﬁ & Rl sheyr I‘“OW‘H?; 24afhg gore operator
scar$the Hyperlabll thgkdd petidsqn| Tay scanmer sehalhs ehe eratutely IDNaRG kg Kats frorh gultiple tags to the
serh&%a@ta? TheQe dﬁuaste%&i éehclﬁ;rtmgaataaﬂb@ Wit tﬂeh&nm%rm@&mrq@amn to the

el ng at are suspected of
StOFSeTeRE- To e rSFfé‘TrtthendﬁEfmf“ﬁ @ffrlie drthenjicagen, @hdesgded g Section 3.4.2, and
detéxﬁweﬁé IoIS]g:t texpothioadhl i6 cacedhdilisg RSIAICbjeOID. lists fand @Gl kexf list. The store

servq;| recg'rsg tlhe czumij %? 1tsqxter%l obéle(cn ?é%}nncg LI'stQ'f ]?1? }egponse is the sent back to the

arnmaceut | ca r spectr ters tune
OPftrﬁ‘éS@éeq}Ff@mehrrency i nk spectrum (which differs from
the comercially 30 available Hyperlabel ink). A GPS
Antalt&ﬁdfleef fof 6Xf- m&rﬂr(fdycttsd’a&lef ogat whdte OF sdalir Bldlhﬁl&lnﬁm gdalofd scanner. In

thlio\case Ele cachedhauglentlcaﬁg?] datzlivg3 k re% %e Waﬁﬁ {\Iﬁ #IThe %M}E:R’forms the

valiglgtion nné?mqllb The amecaﬁermmalhrsam lé al@fa@ﬁlefi péhin &g fcaprer- Pargadicplfy the scanner
corfhectd’ tafhg @en@ﬁl dhesagt & ﬁpﬁﬁ&s 1ﬁ§&j&ct@8anmg3ﬁlﬁorﬁﬁdd &ohio3 Sheddtddt public key list,

Objf%?ls &ﬁﬂ&é dégldsﬂé éangeult L. 3’[1]1% fonn ct1 I){ bg ?Pgorﬁnall(t‘ %andc' 1Hv15ﬂf):}e {(])ghe user), or may
be gftiatgil byl theynes, fof exarerid, Ivveenplmﬁﬁen% um@eqdu Hbaacioskmg satiprgharges.

used by consuners to validate itens, or to quickly
Prddidd Shaliitlg vﬁﬂ@]\feip@é@@kn is ﬂfu&faﬁﬂltﬂ F?ghrmo%enﬁh UérR&A¢ d Pipedbel tagged item

T NS B OUDERG 8 PR R P M A NS By he usal v
(A &b bodi & yrodubraaler fhgn atopbtivititi thasen can kstplages! if ©peqyIriogs. Fjs is typically a

on$S %g%%ﬁ%ﬁ{% k:l_zfﬂbe Hrﬂg&m%f"tap & stHs IBE@K' Rided diHRapBhkernatively, the

e ot her
Per P ARG DL IR HES PR BT ARG o pen to et th
intg@Oorsgs a\pirdnce sdat ra’rhashdnhewomt iptatativh. Th tagfdath ésitragpniitieé frome tite pen to the
usdd€ w%ég% 'bg@ stgﬁ,h ﬁ@ g@tﬁ?g@ fas? LtLtQ)W'nﬁg b@ms Qapd r'n@mlt: 5@9&%;\0& it may be

I ndi vi dual E‘L‘chatlono F% 83
SO Opf; @F@aaﬁ‘r&wg o B$3LE bheginpup s JeBEHie e sbabgléa?sef (B) and then on to
mapnifmlmmsevmm)sw e svalrkegt Orcredipk oliths inpuhs®anufatreekotytrsauthenticates the

objié\ﬁ:t 1tlt}g%mﬂ?clt r'ithertr%‘agd amﬂ%r 1%ekﬂel'ngf'f\lelykh/e%ﬁf§éﬂﬁér§er$e‘? Fasses the data on

te each poi nt exanpl e
agheﬁycﬁgqq s&{fy@q to |v§r1f§ H)@wh]eqt HD Faptb ﬂgr@tu{)es(D) a’l}lila ailtgentlcatlon server sends the
autﬂ@lﬁé‘ahbrbﬁdlltlbﬂckl’mﬂﬁ nededfaviurer isdivet QPETIG g ufaqdpéri serdéri cbevks the status of the

obj’_éqB?Tgalhsq tQ%%ldI fhst%l Nd l?oﬁg Iaglgﬂséngpthg ?&) V\i1 *% ﬂ'ng Hgfperlabel server (G). The

‘contents o
Hypﬁgbﬂl Fggyeatq;daart:p@tlﬁ eg?agp Bytermy ¢pa knpwa fthey @ﬁl&@( anghAeyices of the user. The

HyBE@e‘BIeERSwﬂI relay the manufacturer server’s response to the user’s phone (G) or Web browsing
device (H) as appropriate. If the user’s Netpage pen has LEDs then the Hyperlabel server can send a
command to the user’s pen to light the appropriate LED(s) (1,J).
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Cash registers can have an add-on or built-in currency

scanner for a small additional cost per unit. The
w@b@smeoeuti cal itemis scanned as it i s proceBSEAULWE/000070

sal e. An exanple of a cash register is shown in Figure

15 39. HYPERLABEL PEN A Hyper| abel Pen can be used as

a mniature | ow cost inage séfsor for consunmer and

smal | busi hess use. uses an _infrared |nage Senso
TheiRigragtion Aialgfer ssenipp c‘-ifr“l‘ aH@ragf' BY ihewepdieue2si I Oripesk &t  dlicks on the
Hypeglabienisggedipradictt TedNetpddeesesendd @e peraid gheqir@ioct is g @lnral @xdl thieqoen’s location to
theleﬂ laly PJeWJ}E If %9. :%?rIJIFng nct %%ady%s%aaté%ﬁqq@agneg Iﬂﬁt}fybguﬂél Qer may create

I on unl r I mary
a ngp mawcarer%for e genpieayr hte pef D 3 Asepxe i Hwérbe’ SGTYEr sends the
scafi2fTPDf QE @ar lago €dader llkﬁzaﬁm @ift krdWB)Oto ek | MUAGFa@ @S server, Swhidh performs

authenllctaﬁ(%t (e hQr 1@sr. Fgrcf é‘l g W{g grP' %ergl%atlgﬁ f;ﬁ/%@ qlﬁ'd Ee\(e]rrﬁJ ésqgé (?)%ct status. The

TespapEset mfa'b@ﬂ bagk fodhedypertabed esrver, endtqﬂéfcﬂee yseres defpt WF‘H’T owsing device.

novenment relative to the |[|abel. The pen uses the
SEQRZY rhcuinaad Takdkewd GditcdMopEL each tag in its S5mmfield

of viewto determine a nuch nore precise position

] : T

Thé g@rﬂ‘lt} Jf'a?gln# ng Tpagltéllxegtr dajc%glng)ﬁé"l dp@@lges afdufl I—E@glabei gge ng&t IDs, and signatures.
Flgsré r37/ élrlst%r the ReneseprREat Irefisative ﬂrerﬁ ‘@r"%t i on data

consi sts of novenent data (or "digital ink'), defined
AsIsidvatih ‘F%ufe Q7, d Mweiabel dapcdombitdoed tap ayprtdbfettaD, tg-dinbedsiénGosition and a
&gBaWéS fra 2 CilILh %B’?Qiﬁh&%{] %vhgt Lr HRSs angDJn%qm rl &b ort\@rether the tag is on a

nt er e manuracturer' s
SP"T‘h'etYPWé’ereﬁkféqh qﬁétc\mrnrzy wrtr Pr hehapmpseier Pr9gucy é\drl@a'rl@cﬁagmem has an
optidyif) @b dnhelumS & WHRE Blentifitkthe FaBMend DALEITRGRI the Gallsigag@as from
Hyper | abel Pens will be routed through these servers

As dgscrtat%g a Cf!'\llgra]n]?%ﬁr#tsl u%ﬁ]be ittt 1Y %Eys 3&6& .ﬁ)m lkﬁld %E ula?‘ua object ID. The

sScanner 1S ovvn In ur es
Elegtg)mcef’ﬁ@lu@t §o@pe(§8ﬂ ip ¢ emereing standgdtferjap itprp ID. c@v@ﬁrdpﬁgncally consists of a
pro@@P b Gad b Q&taD iR, ThE pRAE! IBfideRMY¥s aRRbs &qirdddd, while the serial number
idegt%sesc a amcugr V%anI of fI tlYat Sl(a:s%nl )?ea{‘n]mdm&lal e;%c%ﬂét?t@r% Sr%o‘é"'l Fd']m turn typically

I'S 1 NCOr pora

cor23Q 5f al@@g@gmmmmzmmmm numpd.- The-pgsEPVDProgyey 1B isie EAN.UCC
UnREANNGERcHEdHE e add)ie 94rlamD e Ived] IDHabtiaELANEEGn HRuEbS O

be used where currency counters are not required or
Phasrrlfllact 81‘9?1% %{ﬁ Herlﬂ%s(? by evﬂalgrl?a%eu?%aﬁ II? 1ca eﬁl(%;?g%%cﬁlftlc?‘ls{? wal‘llc’ be an EPC. A
phqrh@yutiqd\]dé cqmptg ¢fal peoduqy Hand aaqq‘@l qubq:r Bhe predeshI i @gp@picallg consists of a

maniFR Y@ hifbef 3hd 9 ‘fafbﬁﬁb@ﬂas@ Asmba irkd Hedt Qnd!k&%sodudt ns foyl Qlaﬂﬂiceutlcal products is

BT W T TR GO ——

PhamadetticaldD plats dagrare disbevnemdFigwiy 2%ncy device. It does not

communi cate directly with the governnment currency
Ob?e@tr]%?&lptﬂﬁ SnBSIi¥nd Bgerde@ o8 €1add UAREH & sRfwnHONZBGLIF0. BREY described in more
d Elated messages would need to be routed through that
@YY . Instead, it cormunicates directly with

conmmer ci al prerlabel servers, and any currency
The @bjedt Echnning Higloryiclass diagramasthewmindigyres’d eth diecthgs anppbject scanning history,
recgr‘a}frg ERRBAS thS REE scand #h dbREIUICEN &t}_fb@t sl&nédk?d%ﬁ@%h&ﬂthé Q&Qer ID, the date

an tgme cgel'ﬁg(gi\l/lg{ng {I‘[‘% 8Ejﬁ§$ gtét}r/s'earé B‘lé Pr%ég e?can ar%ﬁé%o% IOI'lt c}f]' éhe scanner at the time
thephietievds scannedy Ehegnbieetetawy maychgvelay stolenT¢panteriefilguspested.tets. If known the object
owHALaRR SRy Wb cal |y be relayed over a radio |ink
to aIIomrIocaI nDblllty The radro Irnk can be WFi,
A S el B q%‘aﬁ I {] fr.1
SHPFCRTA ‘5‘{"8*’ S°i“H‘f‘re‘ n%‘te“‘f°F Qrﬁsét ‘1“6'5’3‘“ 8’1’“@“%‘@8 # %%Y“S (g opne, off-line).
A gmmeryptléd apa@keicmneﬂ_ﬁho@n]ommbyevawf ora fixahstarner, whose location is known
scanner is shown in Figure 40, with an alternative
exanpl e being shown in Figure
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22, and being described in nore detail in copending
application nunber [cross ref any application
walewsniteng validity scanner], the contents oPCTAUZI05/000070
is incorporated herein by cross reference. SECURI TY
FEATURES Hyper| abel currency security features
include: 20 Notes can be trdtked whenever they are
canned - at banks, er mar ket checkout e
B s BN T SBieuRGn, S A GO G ST ranp. A scamer
ma¥f beea Nempageigenyimmljieh @fe icwill ibe asqciated gith & Wetpags PerarecolgieIf a scanner in off-line,
it vill kéaf: @ndob?egtl sYaang Inls'}@rr\; aqy @fll' hBPdﬂLuyR[er‘J ﬂugﬁ: 1@9 fd! C¢1yv'ahd ID range list and an

CurrencP/ I R 1 nk uni q pectral pr opertl es, can
objgt IIvbatis 5QF6§F2}“&%F'§SSSH¥T§‘“deh°d‘8\Vé]?‘¥H’r“e?ﬁ printing

agencies. 25 Note serial nunber printed in tag nust
Thenagrofactjret, it etiger eepirdl akthanigrinaintains a funber ol Objeq 1D hloekists ledch with a unique

llstQM %d RotiRe & 68 %Vaplfast t,,tlﬁtem %td&, hot ﬂ;aa,ﬁlpxs@g yhs@Girsgﬁ)gct bt)& 1Ds, comprising
a forger t he thousands o

the;S’PJie‘ﬁ t‘%dlatﬁ ﬁ'“ﬁn%‘/anﬁ 6%“8’“‘“1 Cﬂﬂlﬁqrﬁe‘f‘ 6'1‘?51’ eBr)G'fff’r‘?“é"f 5‘?‘3’/’“8‘8’(’: drs ?E)e“ 1D Hot
List @a¢ ditigesn iweowainFiduaessed in this docunent. The ability
to determine both the validity and the val ue of

Thg Hﬁrruﬁ@tﬁ%r or (;){Qer @Q%/ﬁ'}[ﬁﬁﬁ'ﬁs mg%ta,ﬁ'y E E@o%& Hy%%ég eEagtR/ahd object ID range

ptical barcodes that are often difficul
entfydn }habsé Fona)élﬂ:é_&@ stalﬁ&bjeét I&) ap%@fi obJFcit H%(jt}tgfvalgil Iamnvge) and the tlme the entry was
updaed Tihe EalRND Rage dBtkldotiagaadnbwgin F@pieid¢al | y readabl e,
but invisible, infrared Hyperlabel tags, are printed
Th@lnlanufagt\(l%f sor Bther@entd Jlu%gt? rﬁﬁﬁglhsoanplﬂflc ?eygfsto %&bll@ﬁ?lllst consists of a

abél tags support 11 ne-of-sj omi di recti onal
num éaf ﬂ)@'les rqqntlfw?ga@f py_p@c kfyh@r %%er <|>f éqct Péa%"é? V?,]lg object ID range entry

coigBésgitapddeinedfarthd dity, #eaam bt D ot e fangznthaéndlobjas D tonthe range, and

theg)uﬁﬁtk%glﬁla%? tro\eé\gth I%Q Qc? {1)1%1 ?%ﬁf 1%1% AH% 291?{@ ;kgg rQtht c(l)assav%ragl is shown in

FiggeedP-usi ons whi ch may occur if a hand is holding an
item Hyperlabel tags al so incorporate Reed- Sol onon
ObRE( dtherticdtioe iay 8¢ pdidinit0ds tHeQnantfidtoeteon @] d tldd-pdry yrustéd authenticator. A
{ %ra'ilaglrtlca%q\ﬁ %&Eenggatom %{1 eaalgg lie%allgvﬁ {rusgar \ﬁﬁqucgtol' I?ol&s I'A&Hst of public-
are unobtrusive to’the custoner
P“K?éf‘é(ev paiisspeb apsatiwied Ve ppeor merrd Dirangest HfISoIF ﬁﬁ%t PBWJeiC'sIDﬁWeS (identified by
thel s@tand Gﬂdeld)) EnQi @ﬂb@‘re@ﬂn&iu@@ﬁtllc@ﬁva@c sighatui@ Xy pai® A trusted authenticator also

holeygJ F t ofa SEC et Ses aned atllste ! eut()]lrc ?(e tureg éagl Ehc Lkey sé%ture identifies the
ad, "and € T On®
€ accura I C Scan

aCW!ItSW‘F end/oe ﬁ@di@@flsngsusm 19i gwez@ thiy élgmgesl%ﬂll $efryt ggnature and public-key
sighdtlrd 1d 8ds60mted B YELRNIDIIA 2 QRiGkdbRE:. 0 ArubbEA BhesH@IENasOfiagdAEis shown in

Shl Epl ng agent(s). That is, it significantly reduces

LS nkage due to the operator or shipping agent

deli berately not scanning selected itens. It also
SCHENERS prevent substitution-based fraud. Hyperl abel s

are | ess prom scuous than RFID tags since they require
HybdraB &hrmSis @i be b@ilt ilteackkiag of &h’bes NBAES mtamet fixed 6 rhdbilaMal fixed scanner
hasbae er%lla];g t, nolvan lc]:cotll‘onc,tl.'I Sgbollggca e has oaf:/ ed foca? n Odel:'}(r:nay be on-line, i.e. have

SEanRed 1 or i nf ormat 't on mﬂw uf® her’r va°"‘“a
imipgdinte-doeebsap the pantmal idatebase s itare bsoffineh t he means to

protect their privacy in nuch the sane way as they can

Sc:ﬁlﬁ&\é mMW RRpLHE Eoyd pagdiciiIProIas applitatiad, sud® dScurrdPEthtdBhrlnay be a generic

HyPer lfellﬁl;l;gnng eEla V\Fscgnnlers tme%ﬁ dr{\bsé(ticiegl cl:ntcl)tl%/eﬁ &%P&;ncp onlq&évwﬁs for example, a
mopilecphpiger PPre opport un| ty to 15 deS| gn packagi ng | abel s

as interactive pages' - and thus make it possible
Hypgsiabel, curRsy é“gﬁ@{)vb“rrﬁff?g’é‘“%?‘a"y PPEREEEIET RREG E ust oner

ser \Oagaseidteds be i ntroduced by the pharnmaceuti cal

| J d Lf’%% r(:P{e'ckouts
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In a few years from now when digital pen use becones

W despread, product graphics can be added to | abels to
WO p@saamoe2 i nt eracti ve areas and pronpting custBOBEAB2106/000070

wite or click using a Hyperlabel Pen. A digital

Hyper | abel Pen can identify the x-y position on a

| abel , and enable a link to-B&-established between the

20 information on the |label, and a Wb page on a

ster Yiobile Phne vty jvilt 88N€T Pen connects the custoner to an

lat epatbebRted Hyperl abel Server through a conpanion

dev'é(ced.suc .as a nobil e phone or conputer. Using a

peFTHEEIP“BER to interact with the | abel, custoners

can be offered additional information on drug use,

ri sks and advice on potential jnteractions between
Thegfiypgrebel fachnelogy wsedip digse9p st 78 balmPspptdtinhVids rapgs of applications. As a
resilit|fht BVRIbEnchind BPloFh @ik cobt® Ean e shated byxBd lte® BtaehbldeB Wt ailllbg realised that
telichfhgeor B B Rl TRk B 0Bl BNy el sy
dogymeness can be customnmi sed based on custoner profiles,

ocal area health data, or by using a range of
HyjerlasdU §cdannStd [hadityinté hawarietd @F frogutes hwil Snclde Gk apllviving | febiads] Qifrently under

er ls therefore make it possible for the
d‘*”g% r?eﬁg%gﬁ‘fel%éogigﬁfsﬁaé%swy to extend the use of product

| ab Q\lnsin@am impg%c‘sgr'ﬁlgl tb gcati Ghe! HYfpErfaBci Qagp El@pguqﬁxtl%_%m:fp eacht Eﬁlarmaceutical
to establish closer links viith custonmers. Thus, wit
HypdfTabel s, the customer can becone an integral part

of tAhe pit RIBLT broSekoP With QD ateBabita Bl seButPobd¢ spataisignedalsilg 848 bit RSA
be i ntegr at ed 30 with custoner rel ationshi p managenent
(CRI%ypo H&al t hcare databases to | nprove the overall

ef f iAc highix ecam chrockssereVitho rymegraphie eind physica drequiity claattresntor gerifying the
The cfypbbrMcRGnSBESH 1B 1201 8B dubHef delNmEM BEJIIVEREAK Research).

t echnol ogy. can be inplenmented to inprove overall brand

st r dHGHeA OBticy Inchdipeidices Tt e iperigishRiH BRETTREFITN 35

Gne Antaltie clbaksd verifypio: tinof eaCitednbaedivg @poedw conf ronti ng

t he armpceuti cal i n try i.s bran rot ection. .

St r SRUPT R SR iAWl B 6 (e g iome cach noe
pharserarediend o &icilifatecpiemptie apdysegiyesomprnigsfiens Witk angaatinedatbaygD

200 %okt S@dos GsteMV 2@t OLAR R tworiB @nhediyoRS to B dentraB Surlidy | verification

as custoners. The illegal activities now used by
cri ff'#3% to erode brand value, and that are of nost
concern are: Parallel trade and illegal inports,

Vaﬁ&u@ QHEJH)%HQSJI E&%}sg&cmg b RHN eﬁ!of ﬁhﬁeh Bncnlg ﬁile foRowing units:
Product Tanperin PARALLEL TRADIE AND | LLEGAL | MP

. TS
Phr 4 ibpildisplay %nag%?mfneﬁwamc@me ehesoperpiodeiailspf dhe pharmaceutical
t heritem ibSingdisgeped, fittraaihit aper suspectddii df foeinge conmterfet) antl ki@ igsatirg of the person
Pr oGl ol LR MREKC s Phar maceut i cal |
manu ac{ drers are firrm y agai nst parallel inportation
as pesaghie otthe serigd denmbsrs oball knewn dewrjterfep phgfriacayitical iteqm. and
NANWHRE AN ftels hAkd T thl 3dcurt BEXndMidil spdd RIS (WhRE iffBD BEN the Qommercially
spend.on R&D. nuf acturers al so oFten expr ess
conCERPIYHRETBLIUY | el i nports do not neet
i Nt & GRY trackeado vartfathelhraisn afithesarfaptyycourty atl thettime afige.
efficacy, and that they give rise to additional
MaBpp BHQNG I HH TWBYITTGEANNERINt er f ei ti ng. The di stribution by
unregul ated drug outlets of expired, contam nated, )
A meftijp phoan ith an ipfarlildiperipbel drftared seapnertofsedntandiyaljgdpte qach iggmeran be used in a
ran§é SMdchticaagith aE_CWiher@ He&ll:atidlﬁQ&Qfor&i@qr(iliéﬁibﬁtm_ﬁ,r& dispensed. It is intended for wide
e L SERBGE Sy TS b P Vg pcommes
to wlidatmitptmis o1 tapquick dind eutt iadsitonaliinférmation abtataupreseripgion iet. Itgamsalso be used
for use. State agencies governing the |ocal
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pharmaceutical industry may not have inplenented the
appropri ate standards and safeguards to protect the
w@eibbiitioagai nst such occurrences. Anot her concCBITIAUZ05/000070
that the current outl ook for international parallel
trade is one of controversy %gﬁgg governnments. For
exanple, prices for the drug xil (amoxicillin) vary
consi der abl
for SRR PBRn T DRI HSS ERBiitohsy St &gl PR HpRiy mfngement
and stocktakingher ef ore now common for drugs |ike Anmoxil to be
illegally inported across international borders to
HYpRROAREL BUPGRMARKETAHECKOPRECANNER  Food and Drug
Adm ni stration (FDA) estimates that approximately two
Onm)ti thd GMer QQB%L]&a&Q@&fEHyBérﬁ&I ERAcohfgE RAtkackd gQJd@ dﬂ)@rfeSt Hca@!he potential

sonal use nited State
or R S At AR P21 HE ISP PP BEomE RERmE BLPRULH LeBpr T pticaton of
Hypdnlatiel laga scanner? Gralod dtrpenibieds atoma@ztinstan prddicis at sybeminariody gheckouts. These

ché@uﬁwb@!aﬂ'@)t%treau%mgzeimc&l|Hygé}lage@s| t'o@ﬁlﬁat’é@ﬂch htex%sat 91% pomt of sale. An
rescriptions into the Unite %?%gs in 20

e’“"@ﬁlet%d h@feéii‘bék‘stsi‘ﬂ“@ i &igpre 3tsh"é‘ h Hellthe tai“n"(’i ﬁ%pce‘i“i}“gsapphcatw“
nurhfea fteosgref uy appRhadmvizcebing tpperletel dackoly], alecbontents of which is incorporated
herg{ﬁgfxrgsgre'f&eﬁges of Anerica (PhRVA) - has spent US$8.5

ml11on [obbying against a bill to allow the inport
~of Canadi an drugs. Mich is therefore expected fromthe

Wrld Trade Organization (WTO). The outcone is |ikely
cabiPrRQrirdr t her [ obbying by the pharnmaceutical industry

to the WO for regul ati ons nmandati ng the introduction
Caé¥f regifiel VanChdd anl dd@n ol BIAN- infciuﬁak{i §anrdA tbr i &kl 'hcmatoham rdost 3& unit. The
phaé'mrpceiglcal 1t£1{1 1esssca}r_1§edoa¥l Iis(t:})gcrcesse for s 68% % amyt) g%éNe (élgh regliteﬁ is s%own in Figure
39pOSSIbI|Ity of parall el trade and |IIegaI i mports by

using EPC linked data to deternmine the origin and
HYZRRLH %% PRhain details for each item PRODUCT

SUBSTI TUTI ON AND COUNTERFEI TI NG Counterfeit products
A Hypgriabel Penuche bpnsadas(}trsmmutehovt ¢vst inmgenensirigrcergdineertasd small business use. It
useWaﬁ Q@H‘Ed ﬂﬁée sgr@.orJ Q]grt@magem l§yper‘1’¥b$l I?ag w?h@ne'va%q; Ilfcﬁ:'d%@atmst a surface. These

acthEln relentS or wth gacalgjg Thi Y(P
pensareialsp @isaded (R figh r%rmecfarfurleéiae i.”iﬁh Ei5Ps? RTiaRen exesgding 100 million s
Whilatits @titharg afplitafion &nROwiGC AN Cinted@ise baper’ asd ablphshyeeptaraligses, it also

/ 87
e
in place for the past 20 years evrdence of
Whep trAd By & yperiahe) Pens ﬂie ﬁ@p@a@iﬂ@w vy Ren fReck &t SR BOVeRg relative to the
labelpTHe @erhB84ti@fpogitiva kithgientitior 6t esch3dgiipiseSthnf fiebinf @i@wt i deie@tine a much more

pre%ige é}tﬁil?&pql%goéhlorlc&ic&gpfn ’ta]gl @% p%ﬁ‘a g’l‘ats rﬂgﬁitepa%tion data to a Hyperlabel

IS no unij or |
Sermrérmiltwenqnn% dntqraghen datasonsiste pf Iaovmw gpta (o5 Biahaéi&i)ociefmed relative to
the@rJdQt [éﬁdrﬁlﬁrtnﬁecﬁgﬂﬁ €508k El)éblm@ bakuREQblise & Blodict 1aB¥Bto Mnteract directly with
thetnitl]at?l g?cﬁugl \%/’iée%]éi?] 2 d t n?rll’]a{)?l q?g}'l( wﬁﬁlge{‘n}oa%gggt? ? dl%at%?dJ-Ieylperlabe] servers, and
aniari@maequsqabweiséroml-ime b Bexts srlltbmroarsdsih@pgwhmﬁea\@tsur g $harmaceutical
sefl making it easy to recogni ze non- authentic product

and product tanpering A specific fingerprint is

Ancegrz%e)n‘rfl tle oqlzjfhgnr vallal I %zlm%ier%rs&‘l ﬁ I 5‘ gnd%g a%%chbe% ir more detail in

consmwgrrgpltserton ermlteh@mpi réfany smllw‘pri @esm&eig velafﬁv tf—emiryetae gagtents of which
is ifRdIPoREH hélad By sddChferficel he 10 site of manufacture, the

date of packagi ng, storage |ocation and tine,

di stribution path, repackaging details, testing and

possi bly other information. Products might also

include multiple |layers of tanper evidence.

Therefore, a Hyperlabel itemidentification systemcan

be used to assist the pharmaceutical industry to

i mpl enment an effective itemlevel tracking and tracing

system 15 PRODUCT TAMPERI NG
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Today, the pharmaceutical industry is in danger from

the threat of pharmaceutical product tanpering. Sone
w@boostiod2y' s bi ophar naceuti cal products cost | PCEXUBBS/000070

of $2000 - $3000 per gramto produce, and sone

crimnals (and even pharnmaci sts) are tanpering for

profit. Since pharnaceutical &4are critical to the

social, econom c and political stability of nmany
HANDHELR WALIDTEHSONYER e al so vul nerabl e targets for

terrorism In each case, the lack of 20 ability to
Haulib¢lé Hyperiabelt vialidlita sdanrats mep ik treypsed fwhere pgiencyiceuntefs agetnaioreduired or suitable.
ThEORGRE e HPecREY GSRonlIGaE mt,ﬁ%ﬁmommg&c%ou%@ta@%y e multiple

thods are now being i nplemented. These may i ncl ude

useéé%ﬂ‘%‘”b‘f‘ﬁ%\‘f’c?f’é@& to be renoved, features that nust be

br oken, or permanent measures such as color, taste,
Thavaddltyfspaagﬂr amowltiphatsesaingudirarphargheettivel sprugtiigindintsedefurity, stocktaking,

forgélb %{vesrtlgé.t’llo& hﬂ’&cﬂoﬂgﬁ‘g (quleﬁ n\éé"%&nc&@& Qlrren e&:t'lEé'”ﬁ‘ do%s ﬁﬁ?lcymmumcate
visibl'e” under UV |1ght or special -code

| a
dlr%gjf Hgl] %\9 gy ePweny Flgfemyeserdfﬁ'a§/ rwﬁe éaﬁ@cﬁugperm) éW ﬁlﬁrency related messages
woGle viéed @Sbe raied thiloeghplieh e dnstebd; &l commaluiates irectdy withsmmercial Hyperlabel
ser@e?st Llrﬂgm)‘; Quré&? lrlglﬁedt\}aﬁ E&ﬁlgpc!eu){stsci?@f)agse&' §ﬂ Qghen%%rﬁn%%hﬁglmo 9Y reduce the

protect a tients
tfafﬁﬁi‘fﬁff Igeck Qi ther BOVesTgRBServiT, pte Ejaieg lmﬁé’“ aslte cphgthy the Hyperlabel server,
mufH RtREirk dhed @aBkScutrencheuappl i ed at  several |evel s of
packagi ng or cont ai nnent because every |evel offers a

Thp ﬂrﬁ(stl) pl}e gatilbgge gﬂ/ IR:C}El d t)@; a rah@rml?{oedqop 'iogg %Bliltyaﬂg radio link

|nvo use of several ferent net
cam’q?éVIF e¢BRY 3f3c51r°bt1f'a ﬁblétpoﬂwr BBH él’elmksfSa?Pwowaterﬂnieﬁét t’l“%\*ﬁ‘@‘é%"tare secured
usib¥ntryftddipacke@r ehouse bui | di ng) and need to be applied
at each package configuration |evel, 30 down to the

An e;(a e o"le ﬁind ﬁﬂéjscg 91&11?{%\% in r4b %ﬁtﬁlﬁ alte e% Q blmﬂg own in Figure

er produc protection
22,@a¢1be@gfd@ﬁrﬂieﬁ@ moe B! nspopepding m'fcatepé npipbeR {Fr9st 6f w f’d’l’é‘ﬁ"’a’f describing
vaRRE St arider] 1 RS Rerfif Whish is hcbrp@at&d HaRinyby clddiréferenc&DDI NG THE
CUSTOVER TO THE PHARMACEUTI CAL SUPPLY CHAI N One of the
KE}‘r ages that Hyperlabel can offer the
SEp agﬁg'&égﬂr%si cal industry, is the ability to extend the
use of |abeling to make them Web-interactive so that
Hypgilahebsrprsy seqiithEayRendHei nt egr al part of the supply
35 chain. Ther e man teractive
5P Fa b & PRt Mg Bole FESPO . pHEy AT csipckous, vending
I ndusithines, c8b registenfand e sest bune stapners\O 2005/ 111922
PCTI AR B0 frency B8 nERRI S, B WRAQIGRIySy 1R
aut hent fgat e&a eréfac? Eﬁmnrb‘ce vgst Pryf)bty ectgovernmmltprlntlng ey
st r &ngesy {Rnlﬁbrxglhumq\'ﬁ pRECLERbPTPRSFRS £ands g Available Anly fegovernment printing
Custagditigat i on, Become nore custoner-centric by

i ntroduci ew .cust oner-| ed mar dels, Refine
t Re el e i SR o P S RaBRa s ot to
custTogsere pfiDEQ) averbk sidesgf hammpai gns, 5 and,

ff u € €d On any note.
Dl ’Ig% ﬁ%a&&@th@ Fl(gg Q]Eog_l_lblyus%ét@lgh Qﬁu%ﬁjs%(# O%Isa;%iﬁzd %) RC]j’JC{'S

mar ke nodel s.
Vhi [Aglditional Reepaiptany ARy feathies n%@ﬁfl‘??@r“f @lstd“éiﬁ‘ﬁﬂt-o aches
hel Ase SPRRKHD AGErHINE bsth A8 ChliBiB Gl b OA) cRElMBRy €S
differentiate 10 genui ne product from fal se product,
AnvieraceporHwhanges can be confusing to the public. This
creates a situation where custoners find it difficult
Unlike 2Theikal bireodesuthd @rst dfien difficalf toareqdrduel tocthbet Hepragednd @giirect ‘line-of-sight’
req%énﬁgt n@ew R)? 4&?{% 0}?> ﬁﬁl'y reagﬁr‘l\’et %v?slb@eaﬂ]ﬁ%@& H h?oe atggs are printed all

tem for thense as access addi fi ona

oviaf% RS HEGP e Mot tdhe 'é@gftlaaﬂé%gs S - pridictional reading. In
pradfiRKiEd” HSEOhvieNTeAddr GIN déshgbe dAISELIMInE Addnfuly field from at least two substantially
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15 Pharmaceutical markets can be divided into three

broad product segnents: Prescription-only nedicines
W@ ewspriose about 80% of the market by val ue, ardr/A0%054900070

vol une) , CGeneric branded nedicines, and Over the

counter nedicines (OTCs), which may be purchased

vvi t hout prescri pti on and may38arso be branded or

ri.c. 20_Each of these market segnents requires

°“‘t1’£?“P'é1“é‘ﬁ‘P“ T‘P%J}"'B’@Fhe readspioGuriheeglusians yRich BRYOCHY 13 M dliy!ding an item.
HypprigteCingspatso diprpotitd Rysd-SeetbntegorpoedctumtmeREd tefnfpaive sliability.

Ceneric corrtpanl es focus on supPI y chain | ogistics and
A fhiugdrntage pifyperiabdy ver beypedes iy that theyyam Ypolugisclp s Sesiomghgy they do not
usetvisidie 1abelpdce,andkag Bfdtmation i€ bis testri@éd t BAlY Yne BaRtidaif b abel.

net hods. In each case, Hyperl abel Wb-interactijve
Hypeglphe] tegtgrerfasredee pasy ﬁ%%cétF 5P tq 1634 Fﬁé“%ﬁ&?%@éﬁf?'i‘%‘&lm‘mmg Automatic
checltvltd Shihivhizk Qheegdsathility S caludén BHN?&]C&heI’EEErktht hridGthe customer or the shipping.

age{lﬁéafhlatolgsl Llﬁr}eltwaﬁtl} rgd{ltc:‘ets gﬁ%ﬁ(? d[lle E)atﬁ@ Lp%?ag)p%pghgpag%?e% deliberately not

scanmgléélﬁct%ietgrn@ Heke heénﬁ prew@wp@nthmd I@RNKETI NG Most )
Hy?%l%e[l%req% sTuglaqua?.#Fﬁ)qtﬁg% ?e tpeg/nguﬁ’g %g %? L%llt ?og reacﬁltlg %ﬁls means that

cus
it wibh ibe difficuii der c«yﬂtortl%mdwm el E’P@dﬁ'i fepringd fof infoymatiR [yithpus ¢hel gnowledge.
Hyp&le&u%vidt: c3@ferd Gith HCRALNSA PHotek QA PYIRIcP P nfucPihOShiete tvaf & they can now
wh 30, rrelet " aceutflcalc clst omer needs. Web- | nteractive

Y T MRS Provise  cust oners with an “opt in' method

HYQER%BB%I[%AS?NT@%TEITQQ wel ph \év custoner-1led marketing

exanple, they may nake suggesti ons
A gg%m%ﬁ){e anc? uq(cgle eka?ltu?eh q'r}ﬁé%(rﬂ;el %ec%nCF)g; 1szt¥éart] l%x%ewatt s ptrcgll ec%g)ommny to

desfpi ma@agm'@@a@lssmmmn(evmy PABARKETY KIGs mnl@tlheqssﬂéw@r @iwhele new range of
proﬁﬁc@ﬂxﬂce@@&oﬁéf@érvl@ég tce u08Lctd s 1@ ﬁ)ﬂéﬂn%ﬁcﬂﬁﬁﬁ&xﬁn ce of

di rect-to-custonmer (DTC) advertising. 35 As a nedium
In PFCYRY fepeprow twihei digjtalmas uso hesowés Wideerredpradeds praphids pange fdgled to labels to

indicle rnﬁ&&'(t)lgkg?l@%loagi 8foﬁx ecuﬁ&nmozwl?g/og-%ﬂ&zgmg a Jtperlabel Pen. A digital
ar uti.cal  na
C%Té %%’o‘@“ d}%\l’tlfh J6gw Poﬁlélg'EU’ ggag‘g 8Pk ti’)\k/e f)c’f"epg’ed between the

mfadlvtwn ton ghenigbebfand péebrpageeant 4 savers The Hgtedabelr Ben camedg the sestomer to an
IntQﬁe@ géé&i H)}pa‘tagél @Lér %u &%an\% kaewJe Ruch Q@a M&)ﬂg p}% ;)9(9 computer.

heal th was one of top 2 reasons for people to
Usmg)ndlwmrlabﬂkbense anteu:dnewuh WY tabel, ragtomecurst bnefesed additiond i imfgrmation on drug

use; iﬁgcs 04 %&\nﬁtonaﬁ)teﬁtla] %&QH&& 'b¥t§'e§10&ﬁé§ en Q:Bulg' QI% BJ&V]B@ lm?t)ﬁgrtumty for
I nformation, nore pharmaceutical suppliers are usin

cusfqmars\ i Freister for prrticip onaﬁ\Pé?'tdf@Itﬁﬁs AR eI ATOmESeRENRES ¢ Web chat

seshBIRKIE Td PdesiwOREet. Simpies. W ebGfiges tanha rcadamtiseth fasech@i ar@emermpebeiles, local area
h

et e PR e 3P G SR AR B U AR races

Hypdilabelsnieetfad Makie ipasibledet tiziphirnavedtisal irdedd tisextead thé s 5 product labels and

pac@%@r[%qgaﬁ&&tsé &'Q’Jd stre%gtngﬂmo%sctabﬂ%\’xlﬁ&%ﬂg Wil E&ﬁ%@rs %EJ( @gﬂ g%erlabels, the

do on a ISIgﬁ mar ket ave mature .
CUSEIE" PO bECGWf)é‘t intersplepa; of he PENYE EPPlY Ahaina &ndrrepRlotheig data can be integrated
with &&Kﬂﬁﬂ egtidshSp haageient SCRMY of healm.retdacﬁﬁasee eTppB@the Gtrall efficiency and
leri%F%ee in etb LALEGY. A pr oduct's package is often its

St hc ftgté)mnarketl ng effort, and it perforns a

Th&) fwtxaﬁg stetnoagsmgnﬂgma;bw Hypdiiabel aaﬁmloghﬁn pakipRGEnt@S 1Oht&& oRerall brand
gg comuni cating with the customer. However, as
stren Ir C.I' €aS¢ S€C té
u I ons quire nmore information to be placed on
O§cw%plle there is also a trend for packaging to
shrin t he use

BR!

One of the most important challenges now confronting the pharmaceutical industry is brand protection. A

strong brand protection strategy is crucial for the pharmaceutical industry to protect profits and R&D
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15 of the space avail abl e becones nore inportant.

Bar codes take up sone of this space. By using
wo pwsaiteke Web- interactive Hyperlabels, the PCT/AU2005/000070

pharmaceutical industry can conceive a range of

extended | abel marketing nodels. For exanple, they

can include hyperlinks to a-$&b page to request SMS

rem nders to take nedicines, enter conpetitions,
invpstpAnt &y Wei e astomer. Tihe illseat astixitie nopyapad by sTpinElets eroy prand value, and that
arelo@és€condeth aANY ways for Web-interactive Hyperlabels to

bring benefits to the manufacturer, and to 20 inprove

mar Ret Papiielgadeand leegkimporshar raceut i cal product .

HYPERLABE: sitoiihich 153 HMN:BhSaMATRI X From t he

concl u]?i(fns drawn in the preceding sections it is

evi dent A& er | abel s present a unique opportunity
PM[E tﬁ‘ﬁn@&ﬁﬁﬁ?&&%ﬂoﬁﬁl industry to introduce a |ong

term low cost, unique itemidentification solution
Pa&lﬂ@ﬁm&ﬁzﬁloﬁ 0§ Bﬁa@ﬂla‘e%talsag(\/sﬁ%tégetﬁergy' ef s@&ﬁcﬁﬁt%‘cé Yffference for the same
t echnol ogl es. summary of the conparative
Pr%%ﬁﬁt%@@é“aﬂﬁetskb/perl abel s over 2D optical barcodes,
Ph%g lﬁ: Al Qlagvﬁg:ﬁlrérss ( qugg ggﬁlleTﬁHoﬁatl%g as ;;Egﬁelrnqgkgsere&fce their profits,

ese advantages
andyanp freferen flpighat ﬂﬁw%'thayﬁ less ﬁleveud%speﬂdw@éﬂ&l% Maf“éf?ﬁ“"éhﬂs" often express
cordéth thai paale enpdftadolibomest heebtiona BEkksls on 3dty, (AkINY @dtefficacy, and that they

gWQXPe‘?Q %dﬂ\llgnaﬁi%por{umyles%&@aﬂﬁe ei mér ﬁe dlsmﬁﬁtilolﬂ% %Qteg %ﬁ.\%g of expired,

m nal I St act
corpaa(rn&npepépbppqegcpgpe@q)@nq ang gggprfqlt@p{gﬁ ls glso a q:@tﬂg@*é potential danger to customers.

Unfegllgtd Blhﬂehs@@ a@dp@aw b&iehte ivlith Nigeorrect R Q:‘éﬁifhtndiaitﬁﬂ thedications, incorrect

bet
stren%glast%r mgflcatapn& 8‘ftre ?dlgqu(nevﬁreﬁt'fns l%?r sgl \Sgl%% a eames governing the local

phirmyewigd lr;ﬂhmrmaemha@ampbmgmdyhmmoware@gm@msesd s#fvguards to protect the
pulth hilafs@REYecud@c2005/ 111922 PCT/ AU2005/ 000070 - 90 It

is also clear that unique product identification, and
Anpthgakncamds thatabe cva'apta«bltlbqkt foe mteanaeontll’teraﬂd Uradkaisi com of ecotieyersy among

O\fe?ﬁn_lqn@?m':e%éﬂﬂﬂ? ﬁc@sefmg : f moI@ﬁlh?v#cth&ﬁ%@ aroundtthe world — the
ctule St andar as or cosnetl C
chSREEIIoR ) Pt 8 WA OPSTE YA 980 b By S e

lik§ amoxieto e)e nlleg@ly arnﬁbrtddaaomst infeenatianalLhotders fi@ avoiddrighppeises. The U.S. Food and

DrEé' Rang@éana] ﬂ:%r) ebefmafel Wt F&Me‘yo{woxml}flon %thcést kdﬂtamm FDA-regulated
ackagl n~e substrat es. rovi deés cust oner-centere

P
prodbcbs[ fori ;ﬁrsmﬁl uge enfes HlelUmt%lr etslamuf]y qaralllgh é’ﬁ%’(‘ﬁt‘f’r}abmﬁ¥ f&jl&)é:{ Other sources

estimate that nearly 70 pharmacies in Canada (40 in Manitoba) shipped almost US$500 million dollars worth
of prescriptions into the United States in 2002. In the United States this year, the pharmaceutical industry’s
trade group — Pharmaceutical Research and Manufacturers of America (PhRMA) - has spent US$8.5 million
lobbying against a bill to allow the import of Canadian drugs. Much is therefore expected from the World
Trade Organization (WTQ). The outcome is likely to be further lobbying by the pharmaceutical industry to
the WTO for regulations mandating the introduction of individual item identification and verification

capabilities to overcome differences between national governments.
Hyperlabels can be used to reduce the possibility of parallel trade and illegal imports by using EPC linked
data to determine the origin and supply chain details for each item.

PRODUCT SUBSTITUTION AND COUNTERFEITING

Counterfeit products may include products with the wrong ingredients, without active ingredients, with
insufficient active ingredients, or with fake packaging. This type of illegal behavior can lead to compromises

in patient safety, and economic loss for established drug manufacturers.
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-itenf, and special otters. Provides a solution that
is acceptable to x privacy advocates concerned abort
WO bwsabiokity to read tags without the cust onePCT/AU2005/000070
know edge. Low cost to produce. X Qmidirectional
readi ng. X 7 WD 2005/111922 PCT/ AU2005/ 000070 -91
REQUI REMENTS Unobt rusi ve t o 8astomer. X Indivi dua
Altgroduct itemijdentification, "I Introduce new

348k GRHSHEITERR [aE S SEEHEREITG DFEUEN RS (e G 20 years, evidence of
coldékfeitiggiie increasing €Tha FDAVdstinvates @anub® 40%ed phartacewgichlsofippdefrom countries

sucﬂaa e‘&l\%e% 1r§a X?ﬁoma 22919 %e]x;lca% ﬁ%?r&#‘%g Oﬁ{erg qp QZ leﬁecp %orlcy\ﬁlthorlty to

transaction tefm na form ng
Prwgﬁfé ABYERIGHIONS dom @i WR§ld: ibupaly Fﬂ&rﬁ‘lﬁ’t"é‘ﬂ?“f‘ c%ﬂnseﬁvea%pu charmpggpfical firms
theplavelAugUdupiGal 1dpilogpioichBevifgalamadeiontserd protdch indastris agdket@lders, and

cmg%%%ng di sposed thereon or therein coded data

I'ncl'udi ng a nunber of coded data portions, each coded
Hyﬁc&faﬁklsp@h tabs@N mbﬁfaﬁl@refsl’lﬂ'l 1Bakinig i eaf toarﬁcdgﬁj&nﬁoh-faythdhflc pld@uct Bnd product

harmaceltd c r.oduct e transaction.term na
réx]grrg sl;])ecﬁllc ?m g)métt IJsocrﬁéagegBt?rceeac v15¢1 gl')lé osshlpth c?ntalmer a{nd label. Unique
ldeetrf@rsémw mﬁua it eeriipmeut ef t@m*?gtfhlppm ogleqan Pfﬁgeqth gollggt data such as the

sitd S¥aSehufALe, QPéﬂﬁ’cS Bﬂpaﬁﬂgﬁg sfiﬁk@lo&@&f 4n@ Rime,NEibuticd path, repackaging details,
IocC gS SOor

testi rgnzg d)os&g d gher n?ormatlon proc?ugfs éht ago éncﬁg‘eelrl]lfﬂ{lﬁa‘?ayers 8F tamﬁj evidence.

ortion
Therefiorfeor lyprglatieh sem mmg'la@pn @ﬁtemsxcan g>e tubed tg @wged\e iphiamadeytigal industry to

1m1aeme/ﬁt Jnreﬁra:‘ﬁ@eqein@&eltu%&mgﬁﬁd tra@ﬁi%@%tgrhng to claiml,
wherein the processor uses the identity to perform at

| east one of: authentication of the pharnmaceuti cal
PRgliOd,lllc g 15 approval of the transaction;
Cer &7 on of transaction det a| I's: and, updati ng of

rackin tiagn relatin
ol ol AR, DR PR OB HER ORRRDRANG P pypsgine. Some of
toddy’s Wmawutﬁchle’rctdp‘amaoﬁ ¢x093s OfSROP0 R 43009 per atam [tapreducey pra some criminals
(an‘afe"len pl?aom@isﬁ)"’éﬂalﬁfegh,éfofeﬁréﬁt. Since pharmaceuticals are critical to the social, economic and

political stability of many nations, they are also vulnerable targets for terrorism. In each case, the lack of

ability to determine the actual country of origin is of utmost concern.

To address these fears, a range of protection methods are now being implemented. These may include seals
that need to be removed, features that must be broken, or permanent measures such as color, taste, and
fragrance that are part of the product itself. Other tools include codes whose color spectrum is only visible

under UV light or special-coded label words/symbols visible only with special viewing devices.

The pharmaceutical industry is also acting to secure the supply chain using new technology to protect all
stakeholders, patients and manufacturers alike. This also means that Brand protection needs to be applied at
several levels of packaging or containment because every level offers a possible introduction point for
tampered product, and it could involve the use of several different methods. The levels for tamper evidence
start with the largest unit (the warehouse building) and need to be applied at each package configuration level,
down to the item label and contents. Hyperlabels, when used in parallel with other product brand protection

methods, can offer the potential to improve brand protection at each of these points in the supply chain.
ADDING THE CUSTOMER TO THE PHARMACEUTICAL SUPPLY CHAIN

One of the key advantages that Hyperlabel can offer the pharmaceutical industry, is the ability to extend the
use of labeling to make them Web-interactive so that customers can become an integral part of the supply

chain.

There are many ways for Web-interactive Hyperlabels to bring benefits to the pharmaceutical industry. Some

of these are to:



10

15

20

25

30

35

a vendi ng nmachi ne; a supermarket checkout; a handhel d
scanner attached to a conputer system 25 4. A
WO e@sdaori on term nal according to claimi1, wheCEAT2008000070
identity is formed at least in part fromat |[|east one
of . a serial nunber of the pharmaceutical product; an
identity of the pharnaceut|C§§ product; an EPC, 30 an
identity of the packaging; and, an identity of a
reg ﬁBﬁ?'eéFS“t"FF@ t‘bﬁ‘gﬁ%’éi‘tﬁbm@“ temsglehsact i on t er ni nal
ak C @rofkictbgant ﬁreﬁétlﬁﬂhﬁhgb impvoed Giaﬂket@égﬂﬁﬁiatd)ahr&i cpmfﬁ{masn is
IS Pg:j?g%ac)hllp \Ie/n%i_? éustomer-ce tII'l& %)){ 1andEcm 915 ﬁt}sg)mg?le& xParFétm 1E1ode IS ¢
of Rhfine |tlderrathemqg miglydntwidesing Webtbhsed diredigeestomer (DBG) marketmg campaigns,
det gf4vi nes, using the at |east one sensed coded data
portion, at |east one sensed signature part; causes
aut Mifferenat Aresiietyly wREXERdE JRbe a3t ‘t“&lmoﬁ? dduct using t he
sensed identity and the at | east one sensed signature
part. 6. A nethod according to claim5, wherein the
CUBIONERASHIENTIONDOR QDBRORUCI 22 PCT/ AU2005/ 000070 - 93
generates indicating data at |east partially
Whilp, the changivgof@fti-tdyateraitraprropched belpsi mapufagieters hasl regulajoppagencisp gifferentiate
gerﬁﬁn@ §1%§11ct $dn0fRs Mﬁcﬁlctpﬁ{ fapid kafges Edn B Sdn@ising otk JubiKt €A drdd@s a situation
w52k af PAREAED BB T PR eSUEhar U AL rr
custpriery@ant iakidaiepul itamafor thensela¢szas welhs aswssgdditianglervididt infogmation dnd customer-

cerfitic sbie@St one sensed signature part; and, authenticate
the pharnmaceuti cal product using the sensed identity

MAREr ebGerBhTbADICUIREARBSed  signature part. 10 7. A
transaction term nal according to claimb5, wherein the

th%ﬁmﬁ%kb@@aln bPUGHAGHo e B PRI SRInEs: Y  at | east

one of the processor and a conputer system which:
det er I’TPmﬁgtlom-snmlgedldnEs (censischbbul 8076 bft the, makekleyvalue, and 50% by volume),

deternines, using the sensed identity and the key, a
det &r n?‘?'i‘é%“@?“@“ﬁ‘é‘%eﬁ‘lc‘ées #Ad, conpares the at |east one

Seng ed()ver ﬁe n te:rI 11(1: a ngs (?Eg? whm?ch Qn%& §J ?sgd \%{tlggtﬁ%eg{j@?énomd may also

t hereb naceut| ca
8. A tféﬁ@ééwrﬁﬁﬂwern1nal accordlng to claimb5,
wherein the entire signature is encoded within a
plurality of coded data portions, the processor
Eagheofthass mardet spgmspts aeqpqug rdgfereptystrgtpglg appsesghes Nyprdicrd #f Jranded prescription

dn@ﬁﬁéeﬂ @NSrotedt R&@eeﬂﬁﬁﬁ Gehegib ddrhpafles BHE W@@b@lcﬁam logistics and manufacturing
ceut i cal S autn te

cosgsn @rl"ga § arg ﬁaéel)bprssc? g(ﬁng Ehg}g] 0aqulre Bcttto cuat (B¥C)S%1arl<e%ng methods. In each

casphiilypbriabel ¥ ebrintpraptivg labpbinghgakeh i psmh@efer thd elmmatcgmlcaéa indesyry to establish a

direct marketing relationship with customers in each segment, and at the same time it provides an opportunity

to improve market segmentation.

CUSTOMER-LED MARKETING

Most pharmaceutical companies have been product-led rather than customer-led. This has probably been a
consequence of the unpredictability of the R&D process because it has not been easy to develop a product to
meet specific customer needs. Web-interactive hyperlinks provide customers with an ‘opt in” method of
participating in new customer-led marketing activities. For example, they may make suggestions about what

Web character stickers they want to appear on the packaging to make a child ‘feel better’.
WEB DIRECT TO CUSTOMER (DTC) MARKETING

Another emerging trend has evolved around the growing importance of direct-to-customer (DTC) advertising.

As a medium, DTC TV advertising was one of factors responsible for increasing sales in the US
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determ nes, using the sensed signature and the key, a
determ ned identity; and, conpares the determ ned

WO dstiimy2 and the sensed identity to thereby PCT/AU2005/000070
aut henti cate the pharmaceutical product. 25 9. A
transaction term nal accordi r&g to claim5, wherein the
coded data includes a plurali®ty of layouts, each

phagg}#glglig drg%ll&eg Iéi\r}%né {ﬂﬁ 1895’0§en tk%ﬂ hOfthgndlplcggsanot %t ?1 .Prl"étadvertising of
phasegsemidals, susteimers sangiedepsimiresiget atfortneta)gton tary ebol|h tlteh'ear 2000, health was one of

the%b;gf] ?etaééflsefor 3pit Qo coﬁdch a6 aaich@Nwite hqﬁmgtorﬂ&§ﬂfvsdﬁsﬁ@ tlleOnternet as a
e transaction term.nal .includ

PSR PG S AP BT TR R AP S Uong e e as a DTC
adwaibiapasiym.t he dat abase storing data relating the

phar maceuti cal product, including at |east one of:
EXZRYPHREIMBECMARKERNEMOBELS | ncl udi ng at | east a key

associ ated with a signature, the signature bei
Wighi 7§ve o purchepipmebeigisanagy atdhe Rowhfisalpdparketsrs cpmipilf a@w? fjegognition and drive
salé’s5wftlf paekdgihg thba tnfikest al'ﬂlemﬁrl’ealﬁﬂélliﬁﬂacdaﬁ aushﬁieﬂgBailusk @8 $His, pharmaceutical
co a;%ames‘ %%vs%lpeongnlo%?‘gnl %/lac aém tthraf?l 91$(er nc% I nf a{rt% el Ft lﬂgjer}gatured and
corpiretiiihg lifferentiptionhas preypaaved, rpaq#salta lag h@orme% oy mﬁqysfmorteh@f marketing
strdddp@r maceut i cal product; a location of the

pharmaceuti cal product; and, 40 a |l ocation of the
A predvst nrpckdesy is ofien iONos0 Astinttive gpepke TR @G 5y IPHfOmE @ numbey of essential

fud@lrldﬂ? Uﬂlf—: lpﬁ’(ﬁtﬁg%a rJvhﬁs Phioshd GF c&iﬁﬁtﬁhc@tﬁ‘ﬂg%th&ﬁe Ll@Siér. However, as regulations
recl a
reqﬁntre mere, Qgc%{m%lﬁléto 1a<ée% |8P E?aﬁ ge té?re is glocb%l?a?ng (t)ctr pacﬂagmg 0 slgmk the use

of thel gpateiafailalrle bec@nea mulsanpm@ter&mbdeetake uprsoroe/i ¢his spte Myjufipginyisible Web-

1ntg§cmf@‘ ﬁ%eHz!b@ls d@@ gharmzp:é\l:n@zh nmdmgfeéan conR:@an'dQEnge of extended label marketing
manuf act urer; roduct_ di stri Eut or

mog*ﬂb B?P eéa]mple tihgyscalém((‘:l&qimwmks PR éVre mee H)trgqugst %F%fegl ers to take medicines,
entemxﬂpetmmseordbsgaddssqmsabesmmmsamm ; serial nunber;

dat e;
Thus Itcilere are many ways for Web-interactive Hyperlabels to bring benefits to the manufacturer, and to

improve market acceptance of a pharmaceutical product.

HYPERLABEL BENEFITS ANALYSIS MATRIX

From the conclusions drawn in the preceding sections it is evident that Hyperlabels present a unique
opportunity for the pharmaceutical industry to introduce a long term, low cost, unique item identification

solution that has significant advantages over alternative technologies.

A summary of the comparative advantages of Hyperlabels over 2D optical barcodes, and RFID tags is
provided in Table 12. The range of benefits these advantages can deliver to the pharmaceutical industry
include:

e  Meet current and anticipated statutory requirements,

e  Protect expensive R&D investment,

e  Limit business and customer risk through criminal and terrorist activity,

e Reduce parallel trade and illegal imports,

¢ Reduce substitution and counterfeiting,

e Prevent product tampering,

e  Establish Web links between the industry and customers (via Hyperlabels), and

e Improve pharmaceutical supply chain logistics and efficiency.



effects; side-effects; 20 conditions for use;
instructions for use; links to further information;
wa@oenwsnawendi cati ons; and, dosage. 25 H A tr anSHAURME000070
term nal according to claiml1, wherein the transaction
termnal includes a display f di spl ayi ng at | east
one of : results of authenticgﬁlon tracking

f
Iti 1% also ﬁ[eér'a}%at %nl)]quf 8rro:iil%ctn 1% nggég {é on %}%th-aéknanc? &Z}ce caﬁ?%a\ltlesv\%e the fomdta%on stones for

achiepiipthe elwvegopls substantial |y |nV|S|bIe to an unai ded
human. 35 13. A transaction term nal according to
claim1, wherein the coded data is printed on the

Ta@ﬁf%ace using at |east one of: an invisible ink; and,
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text data; image data; 20 audio data; video data;
application data; contact data; information; 25
whemsnews2 card data; and, directory data. 17.P@&I/AU2005/000070
transaction term nal according to claim1, wherein the
coded data includes at |east one of: redundant data;
30 data allow ng error correcti-on; Reed- Sol onon dat a;
and cli c Redundancy Check (CRC) data. 18. A

REQUIREMENTS 2D KEID § HYPERL

in the

BARCO yed

and

g ypting at | eas e
oduced by éncryptid ng at

ndom nunber; and, WO

0 -96 cipher-text

apd veryfiabl eyusing a

. A transaction term na

n the coded data is

ar r gae at | east one | ayout

havi et¥y, wh¥re n i% at |east
t wo, identical 5 sub-layouts
rota t about a centre of

rota ayout including rotation-

gui shes that sub-I ayout
20.V A trarsactioh term na
n the coded data is

' at |east one |ayout
having n-fold rotational symetry, where n is at | east
two, the layout encoding orientation- 10 indicating
data conprising a sequence of an integer nultiple m of
n synbols, where mis one or nore, each encoded synbol
being distributed at n | ocations about a centre of
rotational symetry of the |ayout such that decoding
the synbols at each of the n orientations of the
| ayout produces n representations of the orientation-
i ndi cating data, each representation conprising a
different cyclic shift of the orientation-indicating
data and being indicative of the degree of rotation
of the layout. 15 21. A transaction term nal according
to claim1, wherein the transaction term nal includes
a printer for
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printing the packaging, the printer being for:

determning visible information to be provided on the
w@amRagionyy; deternmining an identity associ at eBCAUR05/000070

t he pharnmaceuti cal product; 20 generating coded data

using the identity; and, printing the packagi ng by

printing the coded data and ke vi si bl e information.

22. A transaction term nal according to claim1,
whiesisi: n the transaction termnal further perfornms a

met hod of allowing a user to interact with the
1. pharAmaasastierc gkmipal ofdu pérforminge transachiod rela@igudi y @harmayewtical product, the

pha?xgmt:aq rprodgé b%i)‘gc‘tagmiaté'dev@iﬁni ﬁéhl&&né ﬂ@hn@a&ép&gd q@;eﬁn Blr {AERei# coded data
sensi ng devjce, the sensin evi ce be responsi ve

. Se t g d ei ng respo| to.
including p REMBRSF of 1Pd°d RBPeTioYatA tYehEARoFtoB PFR% INAIstVR §T Ydtisqity of the
phaarhack@ias prophar, the ahrsyctiomehninatinohaingf t he | dentity;
det GhiglNbdorcd 151 Afbshl1 191 heBde Bl R, al | east one
action; and, perforning the action associated with the
pharAHEes (i SOENS 1B 2 ek pne exngeed 5ded e reRien @tk ng at | east
one a pdesvk for:pr ovi di ng i nformation to a user; updating
tracki ng 4 . ' r ti - ' o
pr oduct . B o e HaRoh o Pech SRR ik iy anc
phar mac e perfeEming fe Bepsastion usipg thewspred Wetivng t he
phar maceuti cal product; and, 35 receiving feedback
2 £ O bl bl RRAEE Db BB A RS Spertom
leagyenefair ns a  net hod for authenticating the
pharRGadatibtdthe Bhafhidedical fr3gk; coded data portion being
further | Q&iecat Ive of a signature, the signature
bei ﬁ@pr%f’a{ﬂ 4t nat ure of at |east part of the
i dereterimynationcdf r@sasgenalpteibded, Wi thin a 40 plurality of
COd ottt & BRIk In®RatioWRELE ththt REmEBIAQHpbded udes: WO
2005/ 111922 PCT/ AU2005/ 000070 -97- in a sensing
devi ce: sensing at |east one coded data portion; and,
3. geneytainsanipn teansingl gectiding ehded whode the datsatigoertninglis at least one of:
i ndiaggs;l}réggtepat a indicative of: the identity; and, 5
the at | €ast one signature part; in a processor:
det @RI AGhIE; om t he i ndi cating data: a deternined
i dentsigeymark@ndeckat; | east one deternined signature part;
10 ' ' tical product using the
det g:rﬁ%n&ﬁeg%éc?ﬁ%ﬁ?%ﬁ?ﬂg&?ﬁnﬁﬁﬁg east one determ ned
signature part. 24. A transaction term nal according
4.t 0 @ @dnfacilon tABBIRIcEIrdi}o tlidNS 8Gérkid the @AY Rabrmkd &tlia&rin part from at
1éaﬁ%rf rms a nethod for authenticating the
Y

Rarfraceut i cal product, each coded data portion being
f ur taherial numiigrefthg pharmgceutical product;
an identity of the pharmaceutical product;

an EPC;

an identity of the packaging; and,
an identity of a region of the packaging.

5. A transaction terminal according to claim 1, wherein coded data portion is indicative of at least part
of a signature, the signature being a digital signature of at least part of the identity, and wherein the processor:
determines, using the at least one sensed coded data portion, at least one sensed signature part;
causes authentication of the pharmaceutical product using the sensed identity and the at least one

sensed signature part.

6. A method according to claim 5, wherein the Processor:
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15 signature, the signature being a digital signature
of at least part of the identity, wherein the nethod
WO pmsadws2 in a conmputer system receiving i nECTAUR00§/000070
data from a sensing device, the sensing device being
responsive to sensing of the —coded data to generate
i ndi cating data at | east par’t91°’ ally indicative of: the
identity of the rmaceutic
si gRIFRFEInEpe da sasmama\ﬁrgmf?aflg%ﬂ%ﬂﬁémfwﬁ Rty Fﬁé"e&élfaé‘ one sensed
a delgmnmnaenhnddentlty, and, at |east one determ ned
ST ORGP Rlitarin 1Y éoﬁfﬁﬁta,fsgst&# DR IBCS ULt $8hg responsive to the
product using t determned Tdentity and fhe at%eas
one indisafing datapiyi ned signature part. 25. A transaction
term nal daamordikingtht dicdtiag ditalthe whed @emittdné tht itadasand seded signature
term nal Igp her perforns a nethod of determning a
possi bl e duplication of pharmaceuti cal product
packagi nguthsptiaiediemhamascyiiss! Regduct psigthgdensed ideptity a’@é@?ﬂh‘f"é‘? one sensed
system 3ignategritvi ng i ndicating data froma sensing
devi ce, the sensing device being responsive to sensing
of the coded data to generate indicating data
7- i ndiActeniaction ésrminil eccprdiap o dlajm Sddrewsiniherthargacepiicgiaredu is authenticated by
at 1&43%@@@1;:@&55&&& and a&org@teegye?elﬁadndhdent |k ty; gccesm lng, _
usi the det rmne entity, tracking data relating
to 9%% gléeu "ls%dd?emdt? B(Jcit the tracking data
bei rtigeramner’f mstthepamdl I@Inmy aridrieti kew e idetermikd signatufecasdt | on of
t he .phRfIRE eM&alstQﬁL seme@ gﬁ!&;ure AR tad ROdetbBhi8ddhghanitd o thesdb{ Guthenticate
the trackin e pharmaceutical product is a
pos d1eBPEme ‘Ic‘f & ?‘@t 26. A transaction terninal
according to claim1, wherein the transaction term nal

8. f ur tAhﬁgnseggJ iR §ccorﬁﬁ£ ti]cf-)glaﬁ:hf 5, t»(/l@ﬁihl' e eﬁth@ s1gnature is encoded within a
har rraceutl cal _ product, the method including

P‘%Wﬁ’uf d dacRoggps, F‘%@’"é’FeéWh@“‘ir'HHFch?‘P ﬁ@luﬁfﬂfyé’fﬁ“ﬁﬁwc‘é\ded data portions, a
senSednRhdnge, dalvieein phir@aeaisli phgudl éaubentibeddrvy ar lesuae sf tiepréd@ssor, and a
' he 40 coded data to generate indicating
°°“3"%&§&| E’aﬁ%‘éﬁ‘u ve of the identity of the product item
and detpmino psipethepopel igentity. 49005/ 000070 - 98 updati ng,
USi figerini@s, pahaseted sipgit@aiidiig ke b sterinmacidéntiy; ahat a at
I ea [ o Ll 4
%im;?@ aﬁxg g!g%r%ﬁgﬁcp en?ﬁ:l ﬁn 3 (r:lf:egr%| E%Q%}éerég? %eﬂ%ta{e "pharmaceutical
V\,herpé’ldPFtt he transaction terminal further perforns a 5
nmet hod of producing phar maceuti cal product packagi ng,
wherei n the od incl

et uter .S
9. det eAr trrn nls,]alcthoa teémlélge] ralcchdlnﬁ to qalm Sa\évlgeéeérll tglf ngél & c?attahm%flﬁies a plurality of layouts,

each feaputrdefining the agsition @fdw@tahty@é ﬁletrsambqlﬁgencqsimg thg idektity, grsaj péirality of second

syf¥8IERBning@NedsRA b thekignar@t@ner at i ng, using the identity,
a signature; causing generation of coded data using

the identity, the coded data including a nunber of
10coded tedmbction 1@mpdr tdcorisg teabiim chdetreiatia porsdcii@nterminal includes a

mﬁ&qﬁaag kBE fofl Q%hﬁr%atn%nduth 3 aatgﬂ@t e datztb@s% §6rQE adatdl Rlating the

bei nq : d I ta] di {‘lat ur efof at east part of
phqua@ﬁl{ i3 yro uct inclu mga east one o

authentication data, including at least a key associated with a signature, the signature being a digital
signature of at least part of the identity;
tracking data, the tracking data being at least partially indicative of tracking information including at
least one of:

an owner of the pharmaceutical product;

one or more transactions performed using the pharmaceutical product;

a location of the pharmaceutical product; and,

a location of the sensing device.



causing printing of, on the pharnmaceutical product
packagi ng: at |east sone coded data, and 15 at | east
womesef1922 he identity; and, the serial nunmberPCR80U2085/000070
transaction term nal according to claiml, wherein the
transaction term nal further Qerforns a 20 method of
di spensing the pharnaceutlcal product t he net hod
i ncl r%?ucp ga’ta lhe roducp E!Pa t er atsl¥ass alr'I1 all glcatlye (ggrod&q ﬁgo%:hlr&g including at
dat 8o a 'S 8NSIng tRE Seneing devi ce being
r esfratigiepé t o sensi ng of the coded data to generate
|nd|cat|ggm&ahayat | east partlaIIy i ndi cative of the
identity; dete |ng, using the indicating data and
froma d|§§5ﬁ§%w ®dat abase, at |east one criterion for
dlspen3|ng%thempharnaceutlcal product; and, 25 causing
t he phar gRGG! b&akerpr oduct to be di spensed if the at
| east one criterjon is satisfied. 29. A transaction
term nal "BREEPH RS to claim 1, wherein the transaction
t er m nal bétchrulmber; | ncl udes a sensing device for use
wi th the phat MBGEHIkLCcal product, the sensing device
|nclud|ng a housing adapted to be held by a user in
use; 30 A°RuHisERUSR source for exposing at |east one
coded dapsdposuppliery; a sensor for sensing the at | east
one exposgd S8 d data portion; and, a processor for
determ ni ng, usi’ng the at |east one sensed coded data
portion, ngrediglsed i dentity. 35 30. A printer for
printi ng sppagkagdimgs;associ ated wi th a pharmaceuti cal
pr oduct tﬂgl ghﬁ£gr being for: determ ning visible
i nformati o% ? He pt ovi ded on the packagi ng;
deterntnﬁﬁ@“dmbﬂdentlty associated with the
phar maceudigadte;pr oduct ; generating coded data using
t he identgt the coded data including a nunber of
coded daf ortions, each coded data portion being
i ndi cat | vie-gffectst | east t he identity of the
phar maceytdq6dhs tru@duct ; and, 40 printing the packagi ng
by printing the coded data and the visible
i nf or nmat iIBRURBDSBHE/ 111922 PCT/ AU2005/ 000070 - 99 31.
A pri nt efinlsecortigr méprimaiog| ai m 30, wherein each coded
data por t}pR.idaRatRdLsat i ve of at |east part of a
S|gnature the signature being a digital signature of
at | east 93Pt of the identity, and wherein the
printer: determnes the signature; and, 5 generates
11. the AC%‘HSgnoqf?Jnﬁ M%kddgimrgn lgiﬁlgn@fnéxj&r?the §;1sacfobnggﬁn%ﬁﬁcludes a display for
accordi ng to claima3ic wherein printer 1ncludes:
d“@@%ﬁ%%“ﬁﬁ?ﬁo%tore data and, a processor which
genedsats@saithaicaiognat ur e using data stored in the data
stor%*mg gnggmnemgrlnter according to claim 31,
printér encodes the entire signature
mﬁtmﬁﬁmémﬁmdﬁﬁmlty of coded data portions. 34. A
printer according to claim30, wherein the printer:

12. A transaction terminal according to claim 1, wherein the coded data is substantially invisible to an

unaided human.

13. A transaction terminal according to claim 1, wherein the coded data is printed on the surface using at
least one of:
an invisible ink; and,

an infrared-absorptive ink.
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15 determnes a | ayout, the |layout being at |east one
of a coded data |ayout, the |ayout being indicative of

wo b@spooei i on of each coded data portion on tPEI/AU2005/000070

packagi ng; and, a docunent description, the docunent
descri ption belng i ndicative gf the position of the
visible |nfornat|on on the pg kagi ng; and, 20 prints,

usi t he .| ayout J east. one of th 0
2 R Eb U SheheTLATR o g, cond. hgropiges sibsantity

coindidantiwitB Qisiblathemapirenddbiieenfpumatidner i nc I udes a conmuni cati on

system for conmunicating with a database, the
database storln% data rel ating thetgharnaceutlcm

5 pr o ESSeo TR AGeoxkne 1 6t 5. oo the It pirae fpoded doa

poxdéﬁs,amd wieedirUeal iemsg sodde of thmtledaiatk eyitiaus epcdeat lealt ank b a

Si a digital signature of
9 rel%c&”og of tﬂJ]'@sg?cjtlgeﬂzg F uﬂg g g

at | east part Ity: tracking data, the

t r a@RPsitign aféteare%s@anw-‘gwgﬁd dﬁtéa%ton,saﬂ? puiferey i ndi cative of

tr a@lsizdn@thera&mﬂ ta@d goaions; Ncl udi ng at | east one of: an

owner, & pharmaceutical product; 30 one or nore

trans ns’ perforned using the pharmaceutica
pro@@@t“ﬁS@mWWEatlon of the pharmaceutical product;

and an Redtigcat siglantfpat;ne sensi ng devi ce; and, product
data]moP mgmgigg% data bei ng at | east partiaIIy

i ndi“tS0Cr Y information including at | east

one abifast (@6 ofa q@ta@Uiafé,tthe@e@t datzpobsattbieingrencodge pitl¢aptiopge by a plurality of coded

dathl&fions.dentifier; an owner identifier; nmanufacture

16

17.

18.

date; 40 batch nunber; WO 2005/111922
PCT/ AU2005/ 000070 _100 product manufacturer; product
di stArtrapsatton fermipyl actording ®gpim 14ewherein thedag abjgetrircluges afeast one of:

ing rl\ﬁﬁhpﬁllﬂgs% intersiet ﬁﬁlﬁﬂ)@eng&ﬁwl\mg@&a di sposal

conditions; serial nunber; expiry date; 10 effects;
text data;

image data;

audio data;

video data;

application data;
contact data;
information;

business card data; and,

directory data.

A transaction terminal according to claim 1, wherein the coded data includes at least one of:
redundant data;

data allowing error correction;

Reed-Solomon data; and,

Cyclic Redundancy Check (CRC) data.

A transaction terminal according to claim 5, wherein the digital signature includes at least one of:

a random number associated with the identity;

a keyed hash of at least the identity;

a keyed hash of at least the identity produced using a private key, and verifiable using a
corresponding public key;

cipher-text produced by encrypting at least the identity;

cipher-text produced by encrypting at least the identity and a random number; and,
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side-effects; conditions for use; instructions for

use; links to further information; 15
wa@oenwsnawendi cati ons; and, dosage. 36. A pri ntBCT/AU2005/000070

according to claim35, wherein the printer, at | east

one of: updates at | east song)of the data relating to

the pharmaceuti cal product R4, 20 generates the

coded dat data rel ati

*he e Carafeaft ypRiTke 395 Mo a8 S phiind b,

"term nal according to claim 30, wherein the identity

9 ' S fﬁp&ﬂﬁgtlcﬁttenhﬁﬁﬁgcoﬂdﬂng R)ac'iatlm i WBRf khe c!)cﬁ@éz;ta 19%%5 inthceordance with at
rial nunb har maceuti cal product

'eaF‘d’é?l feyqui hayioe f“ﬁ%!d bﬂ‘?é‘?‘f?g%ﬂle% 3iherp # dut é“t““ fg, thegrout éﬂ‘i‘“d‘“g n identical
subi-lh@its irdtatedoif'n mmtlpa@kwbulg p canelof ratation,cheRést dng s@Flaymut including rotation-
indiiie Oty s i RS QLN ouBbrP e ShePLbRb G, acCOT ding to

clarm 3 wher el n packagi ng 1 ncl udes at least one of

a bllster pack; a bottle; a bottle lid; a label; 35 a
20D0X;A tednghetion@rhidalfabobiiding Btlainf\1 Pihkrain eife caded datl Gnded inCakbd@idance with at
leaéggenisé% Ll%lva %Ecgd R)'Ealnaﬁﬁgygl tllge G&'ﬁéré/ 5 §s # Iggst R&%C!ﬁ@g&&géncéld%g orientation-
indicaiérie date eroﬂg afeqveé%sqf %W@gwnwezodsa/ szkmez Zhere m is one or more, each
enddfeli/sHhbdD O IQDRd at 1ckbkions Aok QWEMEE oDbtafidhel symmetry of the layout such that
de{) Iolm% he fyﬁneglls %al h%tf 8d u](g:)rtie{nﬁtlons E rlgao%te lflclgdllécgeﬁaln re?reaantat{ons of ﬂ%f orientation-
mdeqq@gsietp,u ea¢h rﬁﬁ]??b‘é?“%ﬁ"@ﬁ@“&oh@lffm exﬂw ghift of g etightation-ipdigating data and
beiflg BBLBAErGR detdedProtahiéh stk @ps.ned i nformation, at | east

part of the coded data. 40. A printer according to

clai m 30, wherein the coded data is indicative of a
21pl urfatrinsagtiyftermanpleaceonding tp olpink k wherein khe tiiauphctige teriingd) inglfideg f printer for
priht@ ?gge pmggu%qgeegmgageg, Rertion, by a sensing device,

I deOV\ﬁgrln{}n%g v1sebﬂe info nnrz]ifalglll t(()) prov1da El onI apSaE:kaglgge of: 10 the

determining an identity associated with the pharmaceutical product;

generating coded data using the identity; and,
printing the packaging by printing the coded data and the visible information.

22. A transaction terminal according to claim 1, wherein the transaction terminal further performs a
method of allowing a user to interact with the pharmaceutical product, the method including, in a computer
system:
receiving indicating data from a sensing device, the sensing device being responsive to sensing of the
coded data to generate indicating data at least partially indicative of the identity;
determining, using the indicating data, at least one action; and,
performing the action associated with the pharmaceutical product, the action including at least one
of:
providing information to a user;
updating tracking information relating to the pharmaceutical product;
performing a transaction relating to the pharmaceutical product;
authenticating the pharmaceutical product; and,

receiving feedback from the user.

23. A transaction terminal according to claim 1, wherein the transaction terminal further performs a
method for authenticating the pharmaceutical product, each coded data portion being further indicative of a
signature, the signature being a digital signature of at least part of the identity and being encoded within a

plurality of coded data portions, wherein the method includes:



10

15

20

25

30

35

40

at | east one signature part; a position of the sensing
device relative to the packaging; and, novenent of

wo bwsaernsi ng device relative to the packagi ng. PABAT1005/600070

printer according to claim 30, wherein the coded data
is substantially invisible to_an unaided human. 42. A
printer according to claim 387-wherein the coded data
is printed on the surface using at |east one of: 20
an MAFSIBAYIPnk; and, an infrared-absorptive ink. 43.
A pri nteﬁenaﬁmleﬁhtﬁr@cbdaddﬂta&ﬁomoﬁ@nd wherei n the coded
data is e

Vs bl o RN RR RIS bl RN RS i hilcarnc ot
accordi ng to &edepitgend wherein the coded incl udes a
nunber of coded adaknPognbirepss; and wherein at | east
somlenaofrocgsrge coded data portions encode at |east one

of . ocation of the respective coded data portion; a
posi t| on dggrmining, frosstheoipdiatieg de8ded data portion on t he
surface; 30 adaérm,e@,ﬁent@emeoded data portions; a

si gnature part a. SI nature; an |dent|ty of
a signature pﬁfrlfaaton%(?}e% med i%%t ed | ocations: and,

35 at | eashenpicating t@fphamekautaal@b]dw t!smgtthﬁeie@mqueieem and the at least one

obj ect beinmiRngaded pat. | east once by a plurality of
coded data portions. 45. A printer according to claim

44, wherein the data object includes at |east one of

24.Mul tAl tonsaptire gerningleacrreding\iaiclainExt elresinothe trinvichien) tedzitah furth@ performs a
me{hgaq”or qafneﬁtlcam tgc.o %Maga?pr%@( %QQ&& QiQtQQZ:Qon belr%zfurther indicative a

| tage dat a; dat a; appl icati.o
et

s‘g‘éfﬂirea the gigpagit ‘Eft"ﬁ ad’&{‘%l Sighafyrg ‘tfrah]ﬁats R?ﬁ of the,

J;P/e évgereg‘fha method includes,

in ctammpyteraysabm:  di rectory data. 10 46. A printer according

25.

gge%g?{uﬂg gigcati}‘\@cﬁ{a%iog a%&@m&&%%&f thg@énﬁné &Qicylgjeﬁé r@{)onLi@e‘ew Eensing of the

coded data to generate indicating data at least partially indicative of:
the identity of the pharmaceutical product; and,
the signature part;
determining, from the indicating data:
a determined identity; and,
at least one determined signature part;
authenticating the pharmaceutical product using the determined identity and the at least one

determined signature part.

A transaction terminal according to claim 1, wherein the transaction terminal further performs a

method of determining a possible duplication of pharmaceutical product packaging, wherein the method

includes, in a computer system:

26.

receiving indicating data from a sensing device, the sensing device being responsive to sensing of the
coded data to generate indicating data indicative of the identity;

determining, from the indicating data, a determined identity;

accessing, using the determined identity, tracking data relating to the pharmaceutical product, the
tracking data being at least partially indicative of the location of the pharmaceutical product; and,

determining, using the tracking data, if the pharmaceutical product is a possible duplicate.

A transaction terminal according to claim 1, wherein the transaction terminal further performs a

method of tracking the pharmaceutical product, the method including, in a computer system:

receiving indicating data from a sensing device, the sensing device being responsive to sensing of the

coded data to generate indicating data indicative of the identity of the product item; and,
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redundant data; data allow ng error correction;
Reed- Sol onon data; and, Cyclic Redundancy Check (CRC)

wa@l2108/111925 47. A printer according to clai m 31PCT¥AB2@5M00070

27.

the digital signature includes at |east one of: a

random nunber associated with the identity; a keyed

hash of at least the identity8-a keyed hash of at

| east the identity produced using a private ke and .
ver ipdatigy %sulgép%laceéved ydicating date, ﬁaﬂmgﬁd@ apau EfFS't é)arRzggl 1nd1cat1ve of tracking
ci ph#smatent produced by encrypting at |east the

identity; cipher-text produced by encrypti ng at | east

the identity and a random nunber; and, i pher -t ext

pr oduEaBErctipgteEingl 35pqrding @ Jlady 1. wheepiny e |"’Pffsaq§‘P‘éteU’§P3r‘1 durther performs a

meth6d &f @ﬁ)ﬂl&ﬂx@ Ipli@'n@.blblkdl §roKL&ypacl&§mé} Sheréin {hE mBh&T inA@ED AicHifputer system:

28

to %l tta’mmmé a serﬂnum?er assocw?ed wqt%l %1 aagag‘:?dtlﬁ aaroﬁu%p 9 ed in

accor one. ing 'n-fold
r ot &enieting using thesqrielnumppreanddeptity;s at | east two, the

Iaygg{kra{mgclhsulgiﬂ{agjeﬁht} de]gﬁajnﬁal sub-l ayouts rotated 1/n
gﬁ\e/?:!%ulé%é geggs}'%ta al cr(])gciad datla Hsdn E elge:n{l%htge co%if%tdatt En(glﬂdm%a l%um%er o¥ coded data
t hatortierstepshgoded Hasspartfeatncadie | ayout from each ot her
sub- | ayoufe.idedfly:4%4, A printer according to claim 30,
wherein the coded data arranged in_a cordar}?h ANI

At 1 caot SO B SEEOREATIA G R PG 0GR of e idey
Sy mussing prinvifpsafen theipbaradceitiod stodtcmrckagihg | ayout encodi ng
ori ent at |agghsgsg,q&&qu(ﬁg’angiata conpri sing a sequence of
an integer nultiple mof n synbols, where mis one or
nor e, eaéﬂeaétrf’%&‘gd synmbol being distributed at n

| ocati ons abomteu&mﬁxgmhde of rotational symmetry of the
| ayout such that.d ‘ﬁﬂ‘%f’ the synbols at each of the
n orientations of 1 ayout produces n
representations of the orientation-indicating 35 data,

each ﬁ@ﬁl{cﬁﬁaaéﬁnﬁai aaormgrmrdlaslh ngwherdh it emAdtion yeathing further performs a

metghlgé I)ti dlS? nsnﬁeghgefp ?rlg]n ce é‘caf p%‘hu!:tqgel Ige%od ﬂlglug{gé, ali}:nrqi)lpe? Oﬂgm

rotation
50 rgr(elplpg mglgqtmgi@@(ffom ansgnstne dqy’c&,t}pﬁ sgping gayise Bing rgsh@swe to sensing of the
Pri RbRA ddtd\6 kheras idichting@ Hz&ﬁﬁ lehs@ Barﬁaﬂi? Haidaive bfQke i@atid;;or m ng
transactions.reja ceut |

t he ftFrglrl{lslnét FSlnén efhﬁ}%lﬁ at? I?T%dl I?o&n peﬂﬂngaga{f‘alb%fg a{? qeasc% ohe criterion for

sourdéeenﬁuﬂrth@bp@meﬂfgcamwue@d one coded data porti on
WO %gﬂiﬁé thd J22acided ALRLASLLAIEQ if theldd BasRor® @GN if Qifisfied.

sensing the at |east one exposed coded data portion;
and, a processor for: determ ning, using the at Ieast

290ne 4semsmtibnctotiéd! atgerdinp or ddionl, whersie tieeiniagionttérininal farthgr includes a
set@ﬁ%gegfcmopﬁe Wit Blﬁ%@éﬁhéa@ﬁodﬁ&' tﬂgseﬁ dSERSRMAdhgenti ty.

30.

rinter accord gtoc aim 30, wherein the
pri ﬁth%‘fsmﬁﬁﬂaf’tﬁ%'i"bf)'é‘i]q‘%a RY¥et hod of allowi ng a user
t 0 airaiiagioresotrcanbit dapdsing atjkastonexodadidite pdrtiqpr oduct, the

et qggsér@&l égghMe at Ilegst @nece%lpédtcgcfed ﬁéf&!&oﬁl&h ah&C ei ving

indicating data froma sensing device, theé sensing
dev iaPEcesey ﬁ)g dqteérgﬁﬁlﬁ JIsifpthe 3 leayt Rug smjedd;[o&qd Hga portion, a sensed identity.

A printer for printing packaging associated with a pharmaceutical product, the printer being for:
determining visible information to be provided on the packaging;
determining an identity associated with the pharmaceutical product;

generating coded data using the identity, the coded data including a number of coded data portions,

each coded data portion being indicative of at least the identity of the pharmaceutical product; and,

printing the packaging by printing the coded data and the visible information.
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coded data to generate indicating data at | east

partially indicative of the identity; 10 determ ning,
wasiongike i ndicati ng data, at | east one acti orCT/anehos/000070

perform ng the action associated with the

phar maceuti cal product, the ggti on including at |east

one of: providing informati'on to a user; updating

tracking information relating to the pharnaceuti cal

product; 15 performng a transaction relating to the
31.pharmmioeuacceding forctsein 84, wherginedeh neded datd pogtion [ieindicative of at least part of a

sighRY, FHB.G SdtuteGRing PHRIEHGnatuR Bflat 1ehE 5 of the ledtBE SHaaMKrefn iR Bhinter:
the user. rinter according to claim30, wherein

EZ._ A
thedﬁ?rfnﬁ‘f*setesf‘ﬁﬁ‘?tl”%eaf’d’perforrrs a met hod for
aut lgewticctht ¢odegl data@sing2Be gignatnmaceut i cal product, each
coded data portion being further indicative of a
signature, the signature being.a .digital signature of
32.9t ~ AEEtEr 35eprdingde clime 1 ERIMPEYT Al 9%5ei ng encoded wi t hin
a plaidcerk datyst@é daepabdd data portions, wherein the
et BRRcAPLitERerddd o RERRL A HEYAGE in BEBR A 3L | east
one coded data portion; and, 55 generating, using the
sensed coded data portion, indicating data indicative
33.0f | A prifier dccbedig tb Ylaimam Owhetelv@heqirintecscidesGiteentire gigdturd ®ithin a plurality of
processor: determning, fromthe
data: 30 a determined identity; and, at
| east one determ ned signature part; authenticating
341 I;e Aﬁiﬂiﬂ{ef@&ﬁﬁﬁgﬁsahmbgdﬁﬁh thépiime: t he det Sr mi ned
identity and t t least one eterm ned signature
parg?terg%’e%%.ayo}g’ %‘F ?ﬁ%ué?elnﬁgté%aft |en(gf'et o claim 30, wherein
t he pri ntaceded data lhxont, Heleyayt heine indigtive efcthefpggition of each coded data portion on
aut hent i gRbhdREidehsd, Phar maceuti cal product, each coded

data portion bei Jfurther indicatjve of a signature, ..
Che s, onatGraeBagpien §f frevi Sl Bl SifVel e posiion of e
part of thdleiifeneiidnyen thahekaging; anhe nmet hod incl udes, in
a COARULSK: tRYINoBIMt 1eh8 6 of ihDEbdbd Wlia R thd \GsitIAh Rt a
sensi ng device, the sensing device being responsive to
sensing of the coded data to generate indicating data
35at  |Aeagiterpaedrdiag koy claimd BE awtiered b€ :pridir tnbledes che pdmntupicgifon system for
corhrnlﬁl'cg%%rmcae&ﬂabagglthema%'s{ggtéringﬁga re)éngztﬂtpé‘{m]rﬂale%a&I product, including at
PCI1 AUZ005/°000070 - 104- t he signature part;
lea@beeifni ni ng, fromthe indicating data: a deternined
i dentithdnyicati@inddta, iatludirgaskasodiey dgbodstadiwi d sighafne thd signgda¢ being a digital
5 ayt ' ' . maceuti cal product using the
detg?ﬁ?ﬁ%g%ﬁ%%ﬂ%?%gﬁgﬁg%?he at | east one
tracking data, the tracking data being at least partially indicative of tracking information including at

iR

least one of:
an owner of the pharmaceutical product;
one or more transactions performed using the pharmaceutical product;
a location of the pharmaceutical product; and,
a location of the sensing device; and,
product data, the product data being at least partially indicative of product information including at
least one of:
a product cost;
a patient identifier;
a user identifier;
an owner identifier;
manufacture date;

batch number;
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determ ned signature part. 54. A printer according to
claim 30, wherein the printer further perforns a

worhotionX determ ning a possible duplicati onP@f/AUR®5/000070

365 grierlFerccediidp Hgmgendrsinithy g ¢ &ad

37

packagi ng, wherein the nethod includes, in a conputer

system 10 receiving indicating data froma sensing

devi ce, the sensing device b]eqon‘g responsive to sensing

of the coded daja to generate indicating data

i ndi cat i PRGTMMEYHentity; determining, fromthe

i ndi cat i pgpdaadigsibupr,det er m ned i dentity; accessing,

usi ng thgmg@&&&meged identity, tracking data relating

to the pharmaceutical product, the tracking data

bei ng at SF¥€&M"™ Bartial |y indicative of the location of

t he phar mgeeieis;cal product; and, 15 determ ning, using

the tracki 8, if the pharmaceutical product is a

possi bl egaﬁgﬁqu@ggtgf’ 55. A printer according to claim

30, wher éisprsalpadigpnsnt er further performs a met hod of

t racki ng sérlamumphrar maceut i cal product, the nethod

i ncl udi ng, Ny N8 conputer system recei ving indicating

data froma Sensi ng devi ce, the sensing device being

responsi ¢¥&ctsp sensing of the 20 coded data to

gener at e sighigkkee@t i Ng data indicative of the identity of

the pr oductd. i tem and, updating, using the received

i ndi cat i (Y 08" " acki ng data at |east partially

i ndi cat i vnstrysfions fgasei ng i nformation. 56. A printer

accor di NngniksQo Ghk Moaatiowherein the printer further

perfornms a nethod of producing the 25 packaging,

wher ei n EHEERYCABS PHel udes, in a conputer system

det er m nidpggea seri al nunber associated with a

pharmaceuti cal product; generating, using the serial

nunber, an identity; generating, usi ng the identity, a
nedht a using t he

i dempdatey at 1dadi @onteofl thel dgkark lating e theghamgcaaticalydgiset; 08, coded

dat ; = : .

t e gy APk g s B Rt AR D AN BRE LR (PR RE procuc

digital signature of at |east part of the identity;

Caus\ tR@saption idrining) atdordin@fo ¢1kiM 3phetersaRitiéntiglis forned dCikast in part from at

leag%gekoggi ng: at |east sone coded data, and 35 at |east
one of:

. the identity; and, the serial nunber. 57. A
pri iediel weby ofthappamsceticg] iiedse; wherein the printer
f ur tah REntiBedt fhe prmReuiiedl poahcf di spensing the 40
phar g@uti cal product, the nethod including, in a
conputer system WO 2005/111922 PCT/ AU2005/ 000070 -
105 an @ewitnaf thg packatingzanilng data from a sensi ng devi ce,
t he ﬁ@@ﬁwa%mgﬁhaﬁ&gﬁngesponsi ve to sensing of the
coded data to generate 1 ndicating data at | east
partially indicative of the identity; determ ning,

38usi rigprintseaccandingta tlrimg 0 detteminpadkagireomlwestit BKpeems g

39.

dat ahas&pact | east one criterion for dispensing the
phar maceuti cal product; and,

a bottle;

a bottle lid;

a label;

a box; and,

a leaflet.

A printer according to claim 30, wherein the printer:
receives the packaging;

scans the packaging to determine information indicative of at least one of:



10

15

20

25

30

35

40

5 causing the pharmaceutical product to be dispensed

if the at least one criterion is satisfied. 58. A
w@eiostierw2accordi ng to clai m 30, wherein the prpei/avu2005/000070

further includes a sensing.device for use with the

phar maceuti cal product, the ﬁﬁnsi ng devi ce including:

a housi ng adapted to be heId y a user in use; 10 a

radi at i on sourgtg ex dg at | east one coded data

portion; *§*6ERS ephfarmracelcfen the at |east one exposed

coded dataahqumctuﬂeﬂipmémdypea pr ocessor for determning,

usi ng t heheqdendtParsite gﬂﬂﬁa&ﬁféﬁ%g)d&@qm data portion, a
sensed i ntl t ho P daIIo ng a user to
Besd

i nt eract "W*FH ’ﬁ‘“‘BﬂgFtﬁ%@’ afeé”é‘ia t he

phageeeesitsingdie dgreroihad informdbion et lengf pamfdlm cadeddatani t h

packagi ng havi ng disposed thereon or t herei n coded

dat a, at |east sone a bei i _

0. nd I%p&]fliiewc%dmgé? clfn@gg,twhglﬁm tl&é;ﬂclefi fi%;a is tnﬂléat%{}% Bhu‘allty of reference points
such el woking@f atileastanC @rpiLiag PoSiyE beatendigpoievive, #ilgws fod Ha@aminatipn of at least
onddgt @ froma sensing device, the sensing device being

responsive to sensing of the coded data to generate

i nditeddeniy data at | east partially indicative of the

i dentlkdstyone dgramferparfli Ng, usi ng the indicating data, at

| ea t A he action

ass%%os(ﬂpgaﬁﬁe ge%ﬂlgﬁmgﬁé%]geatgglu% rlggarnzci)duct the action

i nclmeHiniegt oA the Fe@ﬁyd"d#‘e’e‘“ﬁ? to tberrae}qagjpgqg information to a

user; updating track| ng i nformatl on reI at| ng to the
41 Pglagxtn?r&: elfltaclzco% nér%o ﬁar IT%(.)%: évB r?ué ae co glata is, su tyllr(l) n51ble to an unaided
hurpamt hent| catl ng the phar maceut i cal pr oduct and,

recei ving feedback fromthe user. 60. A met hod

gf C%}gl@?g c%c?rﬁ%t% c¥n %% gmfuégxg tcoc%aga dgrrl]r}tegto\é &rfaae tlsmg at least one
ofportion identity; 30 an identity of the pharmaceuti cal

prodiglisivle @} s6C an identity of the packagi ng; and,
an |dent|t%1 of .a.region of the packagi ng, the region

bei AYTHEELHUPRE i th a respective action. 35 61. A
nmet hod according to claimb59, wherein the nethod
43 ' nClAuB‘ﬁlﬁ:r aécgrdfng‘?o &Q%@t@{ereﬁyﬁé &J&d dagﬁg Sr()miew snlgtantﬁﬁil Bdincident with
the 1 ndicati ng data, a description; and, determ ning,
visihlsitgaTFRdaRieBERHET on, the action. 62. A method
according to claimb59, wherein the coded data is
I ndIAC§'¥n&e¥ gccgjdmgtopdla% @!) |v$h¥re8 the cggeg rl&ﬂlﬁ% a nﬂ(Qbep gf &'decﬂ' datagb?nions, and
indic bel ng | east part I ndicati1ve
whergin Ia'é@?éttsoramf ﬂtﬁfcodemtamwmem@% 1%??6/&02005/ 000070 -
106 alcﬂ:atﬂﬂSfﬁlh@@e@iﬁ/e Iob@ldStGB&hcﬁ\g device relative to the
packa Lng device
rel &t S\}tleogtoft?}‘f ese’ecnve (f?geddatapomon g\}{}%g‘?él n the nethod
i nclaudesftheucndeﬂﬁeapmut er system determning, using
t he als@ddt&a];dnng data, at |east one of a determ ned

posi tion. and det erm ned
a size of a signature

an identity of a signature part;
units of indicated locations; and,
at least part of a data object, the entire data object being encoded at least once by a plurality of coded

data portions.

45. A printer according to claim 44, wherein the data object includes at least one of:
Multipurpose Internet Mail Extensions (MIME) data;

text data;
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5 nmovenent; and, performng the action at least in
part based on at |east one of the determ ned position
waodsdewexr mi ned novenent. 63. A nmethod accor dPEIAUZN05/000070
claim59, wherein the coded data includes a nunber of
coded data portions, 10 each,.coded data portion being
i ndicative of at |east part Of 'a signature, the
Si gnat ure being a digital signature of at |east part
of tPE°f@antity, wherein, in response to sensing of at
Ieasudlctm@; coded data portion, the sensing device
genard@(;&g, indicating data at |least partially
i ndicative, of at |east one signature part, and wherein
t he PRVEYALHS ncl udes, in the conputer system
det epmtactdatag, fromt he indicati ng data, a determ ned
| derfedafiognd at | east one determ ned signature 15
part; and, authenticating the pharmaceut.ical product
usi B eHETEd % AH: ned i dentity and the at |east one
det direvtoneditasi gnat ure part. 64. A nmethod according to
claim 63, wherein the entire signature is encoded
within a plurality of coded 20 data portions and
46\vh e rAgiiTitet 5eordiig i eleimifeThggiadhe cpded F%n%@ﬁ%ﬁt &t eevf-ce,
sensé¢dagia@ ditninber of coded data portions to thereby
det signature. 65. A nethod according
%tﬂlf&%g%'&@or%&ecﬁﬁ t he coded data includes a
pI urRaf¢$°§P“@Fd4‘3a9‘t9uts, each layout defining the
pOSidytiRMRe@hdaacytheskatReydaaf first symbol s encoding the
identity, and a plurality of second synbols 25
defining at |east part of the signature. 66. A nethod
47 ac c dy Mintsrpceandind taplpms 9, whaksiaithsidigitel signatusg inelyrgs 4t éppst one of.
I nclay@sn ﬁﬁnbkﬁ@s‘a&atmth@ﬁendeampr oduct cost; a patient
identifier; an owner

identifi
i der‘?‘ﬁ‘?’feij h°fahjﬁaﬁUFe ’g?"ﬂ‘iye date: batch number: product
manwf leegeduhash ;of 36 lepst gbiu edentithi storlqude@mg a ppivatel lyest and verifiable using a

supggﬁggmdmgpﬁlg,%q(eyount ry, i ngredients; storage
condi tions cond*ltl ons; WO 2005/111922

PCT. ICREEWBVr%Ef@%e“EWﬁ"@‘?t leashthejfentidivher . expiry date:

ef f ephg:text produced by encrypting at least the identity and a random number; and,

cipher-text produced using a private key, and verifiable using a corresponding public key.

48. A printer according to claim 30, wherein the coded data is arranged in accordance with at least one
layout having n-fold rotational symmetry, where » is at least two, the layout including » identical sub-layouts
rotated 1/n revolutions apart about a centre of rotation, at least one sub-layout including rotation-indicating

data that distinguishes that sub-layout from each other sub-layout.

49. A printer according to claim 30, wherein the coded data is arranged in accordance with at least one
layout having n-fold rotational symmetry, where # is at least two, the layout encoding orientation-indicating
data comprising a sequence of an integer multiple m of » symbols, where m is one or more, each encoded
symbol being distributed at » locations about a centre of rotational symmetry of the layout such that decoding
the symbols at each of the » orientations of the layout produces » representations of the orientation-indicating
data, each representation comprising a different cyclic shift of the orientation-indicating data and being

indicative of the degree of rotation of the layout.

50. A printer according to claim 30, wherein the printer includes a transaction terminal for performing
transactions relating to the pharmaceutical product, the transaction terminal including:

a radiation source for exposing at least one coded data portion;
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side-effects; 5 conditions for use; instructions for
use; links to further infornation;

weonsnawendi cati ons; and, dosage. 10 67. A merdmwaU2005/000070

51.

according to claimb59, wherein the feedback includes
at least one of: an indicatjgn of the effects of the
phar rmceuti caI product; marketing feedback guesti ons
relati ng ethéoart}%r rraceutl

ans&Fy foésegsmsgc omaraséomw’épose %dgé’éa ﬁlf“ltliodpaccordl ng to

cl ainmro&®sor foher ei n t he track| ng information is

i ndi cat \i&erﬂ{mr%tusingﬁﬁﬁt 188 @nOdensed L8edieth b&HIEN, HIMAEY id@kity; and,
t he pharnmageut i pr oduct nore transactions

por t or mede a0 SRR o duc - 20 &
| ocati on of the pharnmaceutical product; and, a

| oc @Iﬂrﬂé@r &gordu\%ﬁo %ﬁiﬂlsdOnghe%vﬂlé:ﬁmteﬁgmhdAp%qunéﬁﬁ@ of ﬁl’o\nﬂg a user to
to clalmb59 erein the coded datals substantial ly

gt A RO PRl maFiof g m A OmRRIeh B B

52.

ac c eacelvingfindicatiogd datarflolQ, senwing degice) thehensing dheide bhirzaesp@sive to sensing of the
pri n

v oEpals S He g atied M Bl RS e

71, deterpiningguing the d\d’di‘tﬁ‘é daty atdgastions a560m: Weer ei n t he coded

dat erfoBmipg BV adionl asatinsd aith itie| phyrmaeitiaali pebedt, thd dction including at least one
Vi si0 | e human-readabl e i nformation. 72. A nethod

according to claim63, wherein the coded includes a

nunber ofrogigine farmatian k?dlr“ﬁqfons and 35 wherein at

| east soORpdafig &ah@ngadadudaaamg)drtmelpﬁﬁea@mwd@dm | east

one of a locatio
portion; ar9 posﬁg i Qansactldn r‘?ﬁ'é'g F%ghsep? ear{nace&lcgg de d%f§d at a

porti on ovthentiating thef pharenaceutigalgrodactghd,t he coded dat a
porti onsecavins BOBLMESmRRNEer. 40 @ size of a signature;
WO 2005/ 111922 PCT/ AU2005/ 000070 -108- an identity of

a signature part;
A printer according to claim 30, wherein the printer further performs a method for authenticating the

pharmaceutical product, each coded data portion being further indicative of a signature, the signature being a

digital signature of at least part of the identity and being encoded within a plurality of coded data portions,

wherein the method includes:

53.

in a sensing device:
sensing at least one coded data portion; and,
generating, using the sensed coded data portion, indicating data indicative of:
the identity; and,
the at least one signature part;
in a processor:
determining, from the indicating data:
a determined identity; and,
at least one determined signature part;
authenticating the pharmaceutical product using the determined identity and the at least one

determined signature part.

A printer according to claim 30, wherein the printer further performs a method for authenticating the

pharmaceutical product, each coded data portion being further indicative of a signature, the signature being a

digital signature of at least part of the identity, wherein the method includes, in a computer system:

receiving indicating data from a sensing device, the sensing device being responsive to sensing of the
coded data to generate indicating data at least partially indicative of:

the identity of the pharmaceutical product; and,
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units of indicated |ocations; and, at |east part of a
data object, the entire data object being encoded at
wo smstiiieeore by a plurality of coded data portP@NAU2M5/000070
73. A nethod according to claim72, wherein the data
obj ect includes at |east onew%f: Mul ti purpose
Internet Mail Extensions (M NE) data; text data;
i mage dat{)h 0 audi o data; video data; application
dat a; KEEMPa;  information: 15 business card
dat dgterminghg, ﬁrmth@o‘il@rlsgdﬂma 74. A method according to
cl ai m 59, gWhRined BentihCangoded data includes at |east one
of :  redundant dat a; 20 data allow ng error
correct i 8heat PREFTEISIEIERH,: and, COyclic Redundancy
Cheektheh@R@)g tiatpharmatuticdh mmuttodmacm@ﬂmmglect dentitaiard 68, at least one
whenglRikdgerdh@iphal signature includes at |east one
of: 25 a random nunber associated with the identity;
a keyed hash of at least the identity; a keyed hash of
s4at  lAegditer bdeardingl @ndldit \30,pwieckincibel prirdr rigther gerformata@nckiey of determining a
pos@]Bfé S rggw%remqpenﬁmmﬂaeaqn PUhloli€: ik

pro encrypting at | east

i d e mcwlyg mwﬂea %ﬁéﬁomtaé%ls%?%a dhsdempipe deayicy Efﬁtgufﬁgonafe to sensing of the
| easbdet et tb gdBYhte indicAingl data indicad@rof e fdeity; and,

Ci pr& r te tfr&{ tﬁéjﬂé‘?a?in Ud%{a”aqcie%gaﬁéd\{&%h& key, and

veri a correspon ic ke 76. A

met nefessassc@mjrhﬂgetfram@qi aielmosgackméﬁté irgleting £ thophapnagesticp! product, the
I'S Qradkiid 9R8bding aﬁ@a@xqamalryﬁﬁhwntelbme 1ohaﬁa:safﬂerpegrmhcayﬁubmduct and,
?%Idnt I;]mrlfgousmé %hei'rac‘iqnéga%alh bf%')é p1a(1j'ma 1.|1t1(c:aa reth% 1rs] ys%ﬁt %up?%%t
rotated 1/n revol utions apart about a cent r e of

551 Ot & préHfer a&%rdtn@ﬁ@%lalﬁlnﬁ) Wgeﬁl aOpHntet Afethdd Peth@ms a method of tracking the
ot at | i.ndi.ca hat di stingui shes that

PO Gtk PERELAE R D ¢ STRUELFOHE S 77 A ot hod
ac c oeceiivingjindicatiod detarfioi3, sensing devicp thetyensio dyige biintgaespapsive to sensing of the

ar r ahge gatd 0 ¢ AEGR RIS diM thlcaBile df @R fent@& the pﬂM&Uttem and,
havi n fgd rotational

t m,uvﬂ?aﬂ%g Pegeotit et Aot e iR CRR A R m@ ‘“‘14‘6““’ of tracking
dat anfeeagani si ng a sequence of an integer nultiple m of

n synbols, where mis one or nore, each encoded WO

2005/ 111922 PCT/ AU2005/ 000070 109

56. A printer according to claim 30, wherein the pfinter further performs a method of producing the

packaging, wherein the method includes, in a computer system:

determining a serial number associated with a pharmaceutical product;
generating, using the serial number, an identity;
generating, using the identity, a signature;
causing generation of coded data using the identity, the coded data including a number of coded data
portions, each coded data portion encoding

the identity; and,

a signature, the signature being a digital signature of at least part of the identity;
causing printing of, on the pharmaceutical product packaging:

at least some coded data, and

at least one of:

the identity; and,

the serial number.

57. A printer according to claim 30, wherein the printer further performs a method of dispensing the

pharmaceutical product, the method including, in a computer system:
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synbol being distributed at n | ocations about a centre
of rotational symmetry of the |ayout such that
walemedinege the synbols at each of the n ori entetT/at3008000070
the | ayout produces n representations of the
orientation-indicating data 05each representation
conprising a different cycl T& shift of the
?Lg?%gl\%}:ll ﬁﬁlcafm%_da a:o%nginengat v1ce qhek%eenls ngdeglc %m%iéshé?hqu sensing of the
of avde@)datiﬁg geaeratg indicating flat 2 iegﬁé Parwllr fndigatiyhef theddertiiysi cal
pr OQM%mlrfgh@su@hﬁJ WBEAHE U hndPE RO Qlspenfil RBLRS S0 GhsdboRcriterion for
ackagi avi ed thereon or therein

n po
codgdged%\?ga © pé‘?’“’l“@g\é?f[’ll%r‘%ﬁé * the coded data being
i ndicasing thephefmagtutisabpreductambe dibpensqdtifthe at lsest gne ciierebn is satisfied.
including, in a sensing device: sensing at |east sone

550 P S tEdD OHP g B P A I BT SFTeE v foruse with he
phirmatewgied] produco fhe bdnging dd@int indlyding: and, transferring the

| ndi, 8P iafted B vl Ry GAPHLS: System the conputer
system béing responsive to the indicating data for:

det @raiaHTgures fay eﬁ@f’s‘l‘ﬁ@ leag G'i‘etfa‘éeid A2 8% at | east one

act iaGéhsor & Eknsiddthqoee lehsd briFierpsddRaded ddtd @riogssdci at ed Wit h

the @rb@és&? fhgténﬁiﬂin glg.ﬂgdm% cadt D <@L ik h&l&ﬁo‘&% NGerRld identity.

| east one o DFOVF I Ng |n ormation to a user

updating tracking information relating to the’
59 pharamaarddtor aldhwingraQekd €4 interapre¥ithQrpirigceatichlrpddsd,ahe ghirmaceutical product
beln%%sF]oma{] e w1t€ ?)acpaleg{.nﬁ &V ngdr‘: s&a%de ﬁ‘?{e‘(’; a{ Q%%gn dcl?d%l data, % least some of the coded
datp being; indioggyefobat erkldefnﬂwm mghoddnsfudingz gn a campgqr ﬁxstsm

ac C QécaiviAgintiiGatifd dkaMond seth’r\@ B&Ac, t]ﬁeh.&sii\'@ﬂehﬁﬁi bdingGdspheiSe tb Bedsing of the

transacti.0

U ariee ek EPRE gt s pre Bt PR

t he deterayinsugcusing the indicating dita, ptleabtions astion; 28, a r adi ati on

sou rp%nfﬂﬁé the AE R hddetiaadd i At ph@RBeeGRAGHbIIAL tRe 266 ihWUingat least one
sens r for sensing the at |east one exposed coded data

por to% and, a processor for: determning, using the

at Ieast pmvelinsmﬁrsredioc@d@derdata portion, a sensed

i denti ty;,,a0h trac@.%rlﬁf%mlaﬁqelmg tol theRRAGhRR phbabdpg t he
sensed | dent ity accor di ?ﬂ% to claim

59, wher FFFPTPRB2 FREFITER IR R f?dle?hi‘rﬁ‘écek‘,f%lp uk printer

for pri ntautheptitakigy thqyhekagutingl pradag; qod,i nt er bei ng for:

determ nirgbgivgé&(}gg&ﬁlogfﬂg WQLRtion to be provided on the

packagi ng; etermning an identity associated with

t he pharnmaceuti cal product; 35 generating coded data

60 USi Ométhtd atcd g kol Jaim 59) @h@ﬁﬁiﬁd idelaityais fornged ddeasdn partifionitacleast one of:

each coded data portion bein

| nd| Cgcfe?sag%oﬁn&’%re{n{gg t the identity of thg °

phareprifewitt of e Phagpasentieal progstl, printing t he packagi ng

by QﬁEP¢I ng the coded data and the visible

[ nfo nat, or}th . ghod according to cl ai mb59,

wher @R it)h rr@?ch(?d’gi s further used for authenticating

t he an identity of a region of the packaging, the region being associated with a respective action.

61. A method according to claim 59, wherein the method includes, in the computer system:
determining, using the indicating data, a description; and,

determining, using the description, the action.

62. A method according to claim 59, wherein the coded data is indicative of a plurality of reference

points, the indicating data being at least partially indicative of at least one of:
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40 pharmaceutical product, each coded data portion

being further indicative of at |east part of a
wG2meativee, the WO 2005/111922 PCT/ AU2005/ 0000MOr/Av4ib8/000070

signature being a digital signature of at |east part

of the identity and being encoded within a plurality

of coded data portions, whell8i-n t he nethod i ncl udes:

in the sensing device: sensing at |east one coded data

por £ Piion e sensing dayicr refafiveqo the BAckaging 8% sensed coded

dat éop@iehti oBrhe sénsioly deaice Rtickad e ipilagh@f dnd evhertin thetnieghod includes, in the
cm$QEP%h&X and, the at | east one signhature part; in a

roc SSOor: detern1n|ng, fromthe indicating data;:

a devEmiFinge B edian idicging 19, atgleast ghesof {dereried PAsitioa dmd determined
mo®dn@ftpdntdr € part authentlcatlng t he pharnmaceuti ca

prod L HskD [ ent i . t .

one P rF e tllrhe %tel CP glleasﬁ In tplajljrtqéaseglgop aHeaitémgéf. t@egdgtﬁ%{’%g g&nloﬁ g detgrmmed
mOH@@@rdlng to claimb59, wherein the method is further

used for authenticating the pharnaceutical product,

leggg[mers ?accg Eng td[J c?arlr% I5€ Svrhgrglln[t]% ecf)(}é dzli?a mflunﬂ:glx %uan;tibler\é 0 cgcred Qgta portions,
eactlicqyied deta poitign a‘tuugrledl@flveauf at| leagtpart pfairﬂgn%iﬁre,tthPélg'n@t@ﬁ bmgyﬂ digital signature
of %’h‘ﬁ& %ﬁrpof{ﬂQQdeﬂﬁt& r\?ﬁreinnﬁ |ré§9(ﬁ§ea to héﬂm@ sraimpddt (915 cod%N &Y FHion, the sensing
icati devi ce

receivin

B AT DUGTE BB PGt BRBT SR 8 L R R RS s Sherin the
nwmoﬁwdmmahamn@mg@neﬁame i ndicating data at | east

par tdbtajmlhﬁ’ng! Bk 6@ tidd¥Srin gfda ar@tehxqge@tldeBthy Qfd 4t MBst one determined signature

phar maceutl cal produc the signature part;

det@?ﬁ?m’ng, fromthe |nd|cat|ng data: a determ ned

[ delaﬁthdnyqatufgnﬂhp pRmadeutica ggdductnesing gbee deermped sdegpivatand the at least one

part, ng the pharnmaceutical product using

t he g?g%€§%£%£%ggntity and the at | east one

deternmined signature part. 83. A nmethod according to
64.Cl aiAm&ithd avdding itdcldih @3, Fdbrkio the ieitird tignhfa@ris auswleld #ichin a plurality of coded
datgj ﬁg ro:;rlgan%ne Idv[ﬂig'glg %%fma;hllc?udes % ﬂ%gglrs]lég &w’]g ?eeng%g a{ umber of qudgj data portions
tomﬁéWGéﬁymeﬂﬁeﬁ"%%ﬁﬁw?er system receiving |nd|cat|ng

data from a sensing device, the sensing device being

Ir ﬁz 9\2 geffho\é%ccé%{né?o é%g 33& tthSréllg g c?cﬁgi gga mcff}%aa i a Burglﬁ)n gfr | outs each layout
defijrevtgelremomlqmgﬁ a plurshity tof rs§ spiebadseanqding dmléfmlta ad‘é@ elpraity @fisecond symbols
defirft@ At ibdsdpart 8GRESHAME, USiNg the determined identity,

tracking data relating to the pharmaceutical product,

the 35 tracking data being at |east partially
66. ndiAcadtiiod gccorfding bperlainp §% whengin ¢ informeatigrhinglvdacas iepst englof:

prodytdict &3¢, determining, using the tracking data,

if the Ehar ceutical product is a possible duplicate.
a patient identifier;

a user identifier;

an owner identifier;
manufacture date;
batch number;
product manufacturer;
product distributor;
product supplier;
issue country;
ingredients;

storage conditions;

disposal conditions;
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84. A nethod according to claimb59, wherein the nmethod
is further used for tracking the pharmaceutica
w@eoducm?2 t he met hod i ncluding, in a conputer BEYBABIMO5/000070
WD 2005/ 111922 PCT/ AU2005/ 000070 - 111 receiving
i ndi cating data fromthe sengﬁng devi ce, the sensing
devi ce being responsive to sersing of the coded data
to ggpﬁ&ggg,indicating data indicative of the identity
of the product item and, updating, using the received
i ndiexrity datgg dat a, tracking data at |east partially
i ndiegatsi ve of tracking information. 5 85. A nethod
accor di 9.t O claim59, wherein the nmethod is further
usemegg Produci ng pharmaceutical product packagi ng,
whereiditionstieg useet hod i ncl udes, in a conputer system
det gl icRinder &eSeri al nunber associated with a
pharmaceut i cal product; generating, using the serial
nuniyBks to fugther WOARAPR;. 10 generating, using the
I denéntrhyndicatioss; gdat ur e; causi ng generati on of coded
dat%mgging the identity, the coded data including a
nunber” of coded data portions, each coded data
portion encoding the identity; and, a signature, the
67.S1 gahditod akeeidingtoalath 8§, tvedreisthgfe@dbatk écilles atleakt@assf: par t
of i AW gugi nrinting of, on the
pha%ﬁ%g%%?$%§%eg?g ﬁ%? paéﬁ%ﬁ?ﬁ%&hg? | east some coded
dat &arkging feedhacki east one of: the identity; and, the
ser igadsticnsiragig to the Phalaceufical@bdueglanaccor ding to clai m 59,
wheggk@s&n5“§g§ggg is further used for dispensing the
pharnaceutlcéﬁ pro&hct, the nethod including, in a
conput er system receiving indicating data fromthe

68.S €N HGhod 8dbrafg tolclifn SLRBrROthS@IkiSELintdhh iE ATRANSbUBledsQone of:
sensing of th hc ded da%$ t@lgenerate i ndi cating data
at |ﬂ&?§fe“b°é‘i"f’i°§} rf}*arrwa?ue O8f the identity; 25
det enedr morsgransatiprsgerfdmped usidg bephamgcaiticabpreded; f r om a

di s ReR&I0R Of thaihARAGRicaBkodi@aad, One criterion for
dispensiﬂg t he gg romaceuti cal product; and, causing

t he 2pHAPRREBUETRE e YFoduct to be dispensed if the at
| east one criterion is satisfied. 87. A nethod

69.?8 ;39« AL 4 QrdidoAb WaRPs0, WAGER IR LR H&NS Laaganqaphﬁﬁsiﬂlém an unaided

use wWith the pharmaceutical 30 product, e
humatnsi ng devi ce including: a housing adapted to be held
by a user in use; a radiation source for exposing at

70.I eE-JIS‘At mébd agcgl%ﬁlg toda’;llg 55’,%&1'-61] ﬁgﬂ;e cBded Q42 R rilFthr on ﬁe%llfen:g um%t least one
at | east one eXposed co ed dat a portlgn, and, a
ofprocessor for determning, using the at |east one

sensedvicibdad; fat a portion, a sensed identity.

an infrared-absorptive ink.

71. A method according to claim 59, wherein the coded data is provided substantially coincident with

visible human-readable information.

72. A method according to claim 63, wherein the coded includes a number of coded data portions, and
wherein at least some of the coded data portions encode at least one of:

a location of the respective coded data portion;

a position of the respective coded data portion on the surface;

a size of the coded data portions;

a signature part;

a size of a signature;
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35 88. A nethod for authenticating a pharmaceutica
product, the pharmaceutical product being associ ated

woval1pazkagi ng havi ng di sposed t hereon or ther@I/AU2005/000070

coded data including a nunber of coded data portions,
each coded data portion bein§1indicative of an
identity of the pharmaceutit 8'product and at | east
@ égature the signature being a digital
S|gﬁ% ﬂW@“%?“ URALt part of the identity and being
enc odedf nditaked fpcgionsd@dpl ural ity of coded data portions,

whe BﬁLaQt 6t dlBh laggct 'tHEthHQ@a%: ob}é@ b%QQ&éJdléa? Zedst once by a plurality of coded
PCT/ AU2005/ 00007 -112- in a sensing device: sensing

dataporforsist one coded data portion; and, generating,

73.

74.

75.

76.

using the sensed coded data portion, indicating data

I ndi IAQf?JtHoH gccgrdmé Q%Ialngﬁn&ﬁetré{n th@(ﬁgv obéctmﬁdé'gtat léa@t%ﬁé ofoNne

signature part In a rocessor det erm ni ng, fronithe
.ndwegwwﬁ@eHawatMmb&%evewﬂ%ﬂ@a féfentity; and, at |east
onetsledaey M ned signature part; 10 authenticating t he
phangﬁgggtical product using the determ ned identity
and | east one determ ned signature part. 89. A
met kP @Ecording to claim 88, wherein the nethod
I nchidelegta; I N t he processor: obtaining, using the
|degtH}¥mn£hkey froma secure data store, the secure
dat &FStore storing at | east one 15 secret key;
geneeacidalg; using the deternmined identity and the key,
a gefighaisad signature; and, conparing the at |east one
detgrnined ﬁ%%@% ure part and the generated signature

R 58 enticate the pharmaceutical product.
20 90Bectofy daat hod according to claim89, wherein the
secure data store forms an internal nmenory of the
processor.. thod accordi.ng to cl ai erein
theAHEWWHGWP'QFHﬁ ?%%8 ?ﬂ%%??BFm&”‘ﬂuﬁﬁﬁe ensi ng
devirgiendai@ Batsensi ng a plurality of coded data portions;
and 4, @ ARG LB orrddthNd t he sensed coded data porti ons,
indicating data I ndicative of the signature; in a
pr o &L plomopdaaa gy ni ng, fromthe indicating data, a
det @yericiredlingangyEtetk(ERC) ddt er m ni ng, usi ng the .
identity, a key; 30 generating, usi ng the determ ned
signature and the generated identity; and,
conmpelpithng agcpding é’tcé‘f"i‘r%/% abert"atéﬁtlglfaymaﬁtareffﬁ@de@ arlesstoneef
i denfrintiym humnbbhssoakhyd vatktikeadhiiigat € t he phar maceuti ca
prod lTl(eyed hash of at least the identity;

a keyed hash of at least the identity produced using a private key, and verifiable using a

corresponding public key;

cipher-text produced by encrypting at least the identity;

cipher-text produced by encrypting at least the identity and a random number; and,

cipher-text produced using a private key, and verifiable using a corresponding public key.

A method according to claim 59, wherein the coded data is arranged in accordance with at least one

layout having n-fold rotational symmetry, where # is at least two, the layout including n identical sub-layouts

rotated 1/n revolutions apart about a centre of rotation, at least one sub-layout including rotation-indicating

data that distinguishes that sub-layout from each other sub-layout.

77.

A method according to claim 59, wherein the coded data is arranged in accordance with at least one

layout having n-fold rotational symmetry, where # is at least two, the layout encoding orientation-indicating

data comprising a sequence of an integer multiple m of n symbols, where m is one or more, each encoded
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92. A nethod according to claim91l, wherein the nethod

i ncludes, in the processor: 35 obtaining the key from
w@2dosaalo2iat a store using the identity; and, OBIEATO200§000070

the key froma renote data store using the identity,

i f the key cannot be obtaine fromthe | ocal data

store. 93. A method accordi ng-to claim88s, wherein the
y;%%{/tfeg.é dlélﬁl &t%dﬂa E loFaggnes S?Eog?ac ea(% G%agne iOf tpye ot‘?heeriasyloQQuchﬁlgt decoding
the PENYoREPQOE OB @@ﬂ@ltaﬂorm DBthe Wrdubprpducds rgeppdseatitiang pf the¢rigppption-indicating

dath,"eadh REESARBn AEMrERg am%nn Bychd sHife @B the QREntEiORGicAliad Bata and being

orti and,_ gene usi ng the sensed coded data
md%aw P%He deigrﬁ%‘?fé"g"t“f’?’l eﬁy i ndi cative of- 5 the
identity; and, the at |east one signature part; in a

78 P OGER&YY- of gﬁ) %mu@r '&gmtelfagt%taq)ﬁadnﬂgﬁtﬁﬁtpﬁ'dagct gy @larmaé%utlcal product
det er m ned | east one determ

and ed
beiag gErstetss &ith a%ckagmamwﬂﬁpasa? fhﬁr@o"t K et Jegjt Some of the coded
datp beiiadicatizg iof kg lehdnan idkmtitg)thd metdbd indBdihg, ina semsohg tidveee:at | east

one Tngiﬁénﬁgeggtgh\?ﬁoﬂhg&ggﬁg part. 94. A nethod accor di ng

to c erein t identity is forned at |eas
i n dapmimneopsing e sensedhoofsd gatpindicag dgi e'dEPé‘cPaﬁ'éléde%Pﬁ e identity;
i denhd,ty; an identity of the pharmaceutical product;

an =9 errn e ic yaf . ;co rs | .s sive to the
S iyl 05RO Al R e
md&e@@ﬂﬁﬁ j to claim 88, vvher ein the coded data includes

a plural idEth‘nrﬁHing' Lﬁ)ﬁ@tﬂe&dlc&ﬁhg Batd, ati@ktione dgdn; Hidng t he

ngzln: : ?; Of amg the ac 1on a}{q?mated w@lztheo%%rmaceﬁgcafgro&g é?’g ﬁétlon including at
at | east lq@aroneqﬁ‘f the si gnat ur e. . 96 A et hod

according to q,L@idmgg&mmE[oeﬂu@ert he nmet hod i ncl udes, in

t he processor t
t he dat abase é‘?‘% qﬂ'ﬁt"étjmi"% PyF ﬁﬁ’gf"nt’ée b %‘Fcrer%%?g olsagdél
product, incl Lpdnfqmgmaa trneggtidn rejriimg tofthe pha’uradwetmllpmw,on

data, includi Ngn@ckiRAR phimQUi @S QGiAhed Wi th a
signature, the S|%nat ure bei ng a digital signature of

at | east part "BFVPREeP ﬁcérﬁrt"?’tﬂif fracking data, the
tracking data being at |east partially indicative of

79t r aCAan}Hod a'c&tﬂg@&lélﬂr@' \D&l'eﬂldth@ﬂetl%d mcﬁges At O%I‘lgtltlon terminal for
an owner of p arnaceut 1 cal roduct
performing transactions relatmg to the pharmaceutical product, the transaction terminal including:

a radiation source for exposing at ieast one coded data portion;
a sensor for sensing the at least one exposed coded data portion; and,
a processor for:
determining, using the at least one sensed coded data portion, a sensed identity; and,

performing the transaction using the sensed identity.

80. A method according to claim 59, wherein the method includes the use of a printer for printing the
packaging, the printer being for:
determining visible information to be provided on the packaging;
determining an identity associated with the pharmaceutical product;
generating coded data using the identity, the coded data including a number of coded data portions,
each coded data portion being indicative of at least the identity of the pharmaceutical product; and,

printing the packaging by printing the coded data and the visible information.

81. A method according to claim 59, wherein the method is further used for authenticating the

pharmaceutical product, each coded data portion being further indicative of at least part of a signature, the
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one or nore transactions performed using the
phar maceuti cal product; a |ocation of the

w@bmsmaoezut i cal product; and, a |ocation of thECEAUZI0HNE00070

device. 35 product data, the product data being at
| east partially indicative o{l product information
|ncI uding at | east one of a Sroduct cost; a patient

mgnagué q)temg a Sllgl’tal %a%d)é ?t ief Q*thlﬁgﬂegt&) E)r@n owng%lad w1thﬁ%plural1ty of coded

datmwhawhqywethelaﬁtbﬂzdltﬁald@h nunber; product nmanufacturer;

82.

prog,qgetse,gingag‘,i,cbutor 5 product supplier; issue
country; storage conditions; disposal
condi t i oﬁeé‘sm %%gsé?'leé?deﬁﬂ%é’?“’g Bkpiry date; effgcts;
si de- ef f egksting, Gpp the sinepd Sodeddata porsion, Iridlicating datywditativesoff or
use; |inks toﬂfel,qegtnﬁmd nf ormati on;

contra-indicati ons, nd, dosage. 20 97. A nethod
according to &eaf! %@es'%m‘@?@% t he met hod i ncl udes

di splapyscagorat | east one of: results of

aut henti gat i on, § Mn?tﬁéﬂh&l&uhg’ﬁa@ mation; and, product

i nformation. according to cl ai m 88,
wher ei n packagld?f@'milﬁ%idﬂ‘&@sanéft | east one of: a blister
pack; a bott! atleat daOdeter®inddisignature part;

authenticating the pharmaceutical product using the determined identity and the at least one

determined signature part.

A method according to claim 59, wherein the method is further used for authenticating the

pharmaceutical product, each coded data portion being further indicative of at least part of a signature, the

signature being a digital signature of at least part of the identity, wherein the method includes, in a computer

system:

83.

receiving indicating data from the sensing device, the sensing device being responsive to sensing of
the coded data to generate indicating data at least partially indicative of:

the identity of the pharmaceutical product; and,

~ the signature part;

determining, from the indicating data:

a determined identity; and,

at least one determined signature part;
authenticating the pharmaceutical product using the determined identity and the at least one

determined signature part.

A method according to claim 59, wherein the method is further used for determining a possible

duplication of pharmaceutical product packaging, wherein the method includes, in a computer system:

84.

receiving indicating data from a sensing device, the sensing device being responsive to sensing of the
coded data to generate indicating data indicative of the identity;

determining, from the indicating data, a determined identity;

accessing, using the determined identity, tracking data relating to the pharmaceutical product, the
tracking data being at least partially indicative of the location of the pharmaceutical product; and,

determining, using the tracking data, if the pharmaceutical product is a possible duplicate.

A method according to claim 59, wherein the method is further used for tracking the pharmaceutical

product, the method including, in a computer system:
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a label; 30 a box; and, a leaflet. 99. A nethod
according to claim88, wherein the coded data is

waabstanei al |y invisible to an unai ded human. PGBALZO5/000070

85

A met hod according to claim88, wherein the coded data

Is printed on the surface usj n9 at |l east one of an

i nvisible ink; and, an i nf ralldd- absorptlvelnk 4OV\D
2005/ 11192 PCT/ #{2 /000070 115 d1

acc &caW%m Batlag %ﬁt e SKise évaﬁcet tﬂeeseasgg X 8V1(éeal{egg regponswe to sensing of
pr ovedetdd darts carrate aﬂdkiymg: dataindicdtvetof the tdbntitnaf gie pfoduct item; and,

hu nﬁ&i’aﬁ\%aml the Jebbivad ﬂﬁfcétﬂg datz;]- QI%Ck ARt Rkt ng&ﬁ:@l& dﬁdﬂ:gtnfe Q)f tracking
claim8 wherein the codéed i'ncludes a nu of coded
datéf"ﬁﬂﬁ‘?‘PPons and 5 wherein at |east sonme of the

coded data portions encode at |east one of a |ocation

of tAhrgetll;o% Sapq%ﬁﬁn %J&g @6 CLVEQQEQheQQJtﬁoId Wurtfdr PSP Ifo'i' 'pl%[i]ucgg pharmaceutlcal

e . respective co portion on the surtace;

Pr@?%@cﬁﬁmg hergip dhe methog ‘%l‘tﬁ%ﬁ’ PlaéﬂEP“‘eésyé,tF‘@n ature part; 10

86.

as |dztam@ﬁnga ss—iagm&bu aBociabdd wiithl @ painiagevtifal prodicgnat ur e

Bg:téne?ay@ %fa Qmu&%%ﬁldeﬁ% tions; and, at |east

fire data Obj ect being
encé%@tlwusp'éé!@t'de@ﬁbéﬁwmﬁ plurality of coded data

por theng genérﬁtlol Q&:cdeﬁ dafe hik@dhe&dbﬁﬁt& dhetgdedd @atg inaludibgldhlimber of coded data
wherei.n th Jnect ({ml udes at | east one of:
ata portjon £nco

Mul tpf’rf)l&nrs’pegcseco t erne "8Ext ensi ons (M ME) data;

text dat dhe ldentﬂmgei data; 20 audio data; video data;
appl i cat i,Q3nddad, the mglﬁ@lﬁttﬁﬁé 8ataBsignaturdlboP4t 1A% bAIGf the Rentity;
busi ness card data; and
causing printing of, on the pharmacéutlcal product packaging:
at least some coded data, and
at least one of:
the identity; and,

the serial number.

A method according to claim 59, wherein the method is further used for dispensing the

pharmaceutical product, the method including, in a computer system:

87.

receiving indicating data from the sensing device, the sensing device being responsive to sensing of
the coded data to generate indicating data at least partially indicative of the identity;

determining, using the indicating data and from a dispensing database, at least one criterion for
dispensing the pharmaceutical product; and,

causing the pharmaceutical product to be dispensed if the at least one criterion is satisfied.

A method according to claim 59, wherein the sensing device is for use with the pharmaceutical

product, the sensing device including:

88.

a housing adapted to be held by a user in use;
a radiation source for exposing at least one coded data portion;
a sensor for sensing the at least one exposed coded data portion; and,

a processor for determining, using the at least one sensed coded data portion, a sensed identity.

A method for authenticating a pharmaceutical product, the pharmaceutical product being associated

with packaging having disposed thereon or therein coded data including a number of coded data portions,

each coded data portion being indicative of an identity of the pharmaceutical product and at least part of a

signature, the signature being a digital signature of at least part of the identity and being encoded within a

plurality of coded data portions, wherein the method includes:
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directory data. 104. A nethod according to claim 88,
wherein the coded data includes at |east one of:

wo sgendant data; 30 data all owi ng error correcRCDAT2005/000070
Reed- Sol onon data; and, Cyclic Redundancy Check (CRC)
data. 105. A nethod accordi n?lzto claim 88, wherein the
digital signature includes at “I'east one of: 35 a
random nun‘ger associated with the identity; a keyed
hash Of “af “I'€&st the identity; a keyed hash of at
| east t heenpingatichst gnegedsd datandrtioniang a private key, and
veri fi ablgettgN@ing the 65 6RO AH PaBioR illicatng WRY indicative of:
ci pher-text produced by encrypting at |east the
i dentity; éqeb‘ﬁ%tf%ta'é t produced by encrypting at
| east the i detteiatlyastmelsignaugpetom nunber ; and, WO
2009/ L} k924 PCT/ AU2005/ 000070 - 116 ci pher-text
produced using a private ke and verifiable using a
correspoﬁﬁf?’ﬁ‘{:j‘"ﬁuffﬂ"ltee‘R‘@Sf".““gl%@f A nethod according to
cl ai m 88, whenrdetermineeidoigyeshddata i s arranged in
accordance W tf.al,nl §AShinQ@NEnark@yUt having n-fold

rotational symetry, where nis at |east two, the
| ayout i Aehsrbsering the Rharayteptical produgs uing fhy determined idsptify ang the at least one
1/ n r evoldeterminadsignparetparabout a centre of rotation, at .
| east one sub-layout including rotation-indicating
data that distinguishes that sub-layout from each
89.0t hérmeshe aqcarding to clainpss, wherqiptheimethoddrelifiesi in e PYYCEIki m 88,
Wh e lbBhiRing, i@nCiBdiachtigad iy ifiom alkdcais gaalstort) tikGedrediat ere\otidg at least one
Secgegkel east one layout having n-fold rotational
sym’ﬁstry, where n is at |east two, the |ayout encoding
or i @enertingoysing thy ideterminggyidentity agdthaikey crgsparasqdrsignaiirg érfuence
of  QbmpaiiC@erat MBakit dnP| RiemiRll siknSretpat Snd \MeEeRerdiRd SigrlIR to thereby
or rthe. ea}%h encoqe% so\g/n‘gol bei ng distributed at n
| oc AT BHECASPIFLEEHPIE St rotational symmetry of the
| ayout such that decoding the synbols at each of the
90N OrA RBhALAQREne0b claldfsd, INGh HRIGHECHRR shre forms an internal memory of the
representations of the orientation-indicating data,
ProE¥% representation conprising a different cyclic
shift of the orientation-indicating data and bei ng
91§ ndiAcmgthod eccorfding tpeslaghe 8ft; wheref the methadiiestndesf in tHe@roeessput . 15
108.in e IRERQACVi@CCOrding to claim88, wherein the
met hod i ncl Udeﬁ tlhe tus‘gedgf a transdacti on termnal for
per f or m AYSPF AHYALY PISRE P21 REFTORY ™% t he phar maceut i cal
product , gtremtitg esimgdetsénsed coded datapoitions sdigeling dpata ipdicative of the signature;
r adi;pf i,QRss§our ce for exposing at |east one coded data
portion; a sensor for sensing the at |east one exposed
coded datigfepgrng Ham thejgdicatingdstasa dsteppinedsigpatyrgy, -
det er m nidagminirgi B thadlentity, hegst one sensed coded dat a
portion, i AV rg TN
Fr ansact i aire! RSOl oG sy KSRl e .
accor di nGOPRIeY WF Astemined identisy #7dthresepEatsdoidentividp thyrky pythgnticate the
use of a ppdrmivk@icalbducpri Nnting the 25 packagi ng, the
printer being for:

92. A method according to claim 91, wherein the method includes, in the processor:
obtaining the key from a local data store using the identity; and,
obtaining the key from a remote data store using the identity, if the key cannot be obtained from the

focal data store.

93. A method according to claim 88, wherein the method includes in the at least one of the sensing

device and the processor:
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determ ning visible information to be provided on the
packagi ng; determning an identity associated wth

wa bwsphaearaceut i cal product; generating coded BER/AaU2005/000070
using the identity, the coded data including a nunber
of coded data portions, eacE|1 coded data portion being
i ndi cative of at Ieast the 1 éﬁtity of the
phar,n Hceutl uct; and, 30 printing the
pacﬁgal“f?ﬁ’g%ensr“ |ng the coded data and the visible
i nf orasansingdevice:10. A nmet hod according to cl ai m 88,

wher ei n gggnémqemgnelcgdeﬁugtg@afm%@d for allowng a user
rrrac tlcaJ product the nethod

to interact wt
i ncl udi née"e‘iah“ga“s&‘éﬂ’ﬁa‘i“éﬁd ¢ ‘3‘7 aéarﬂ°“'r°%é‘l§f°6‘?“ﬁ85‘? W&‘Faé‘éﬁ?
data from t he tsédstitygndlevi ce, the sensing device bei ng
responsive t 0 43eNsiNPe Qfnanudpat;ne coded data to
generate indicating data at | east partially indicative
of tHEPEENtity; determ ning, using the indicating
dat a, at déteasingpiven tacihdiowing daad, perform ng the action
associ ated wi talaet&ﬁﬁxe&)ﬁé]&%ﬁu“ cal product, the action
i ncludi ng at | east one provi ding infor mation to a
user; 40 upda?ﬁl?@tq‘?wlﬂ%’%ﬁ%‘ﬁ?ﬁé‘tl on relating to the
phar mac e uhthendatigy thoiharinace\Moal3oddbdt hsineGR2determined identity and the at least one
PCT/ AU20Q5/ 00 performng a transaction
relati ngq?te QQZ%,I% kag%eutl cal product;
aut henti cating the phar maceuti cal pr oduct; and,
941 ecey ﬁr{étﬂbﬂ acfc&ﬁﬁi@ﬁfclﬁmf 88 Whdrdietheidénfity iSfortnkd at leﬁstm:-‘ﬁah(ﬁdm at least one of:
accord 88, wherein the nethod is further
use&c? ? tauﬂoﬁm r{n};?'fl ng the pharmaceutical product,
mheraeldmtmthnehahweqﬂmm@l@% in a conputer system
recgh¥pd@lg indicating data fromthe sensi ng device, the
senS| deV|ce gelng responsive to sensing of the
(:odé"ﬁl1 LG P i ndi cating data at | east
partanalbdtnyyqfnwgmmbﬁthe@ackhgingt- he identity of the
pharmaceutical product; and, 10 the signature part;
determ ning, fromthe |nd catin det er m. ned
95i derdt PEpd acHefing i clgig B8 IEHE My s ﬂfftm&}u@f LAl g% &P, cach layout
defanirghi@rdosigat of A glutaliy of Far symbdudncaliilg therideatitg.tandig plaglity lp€second symbols
de 'gaesq]-%q]' and the at |east one 15
delé'émgp%ﬁg‘go{sti gna%t%#'e part. 112. A nethod according to
claim 88, wherein the nethod is further used for
96.det e midtitid Agoding @Schiid BE whettipihe methdddinchats, jphi@preesutco@@bnicating with

a l(pcal%gtgbcage &anka%gsl E}gr‘mlgmg Ireﬁlhl% tﬁet])%a'glg 9:91 k‘(@%t lﬁ%ﬁﬁmﬁ%ﬁeag one of:

cat
s en§}lth‘ijlt‘%3’é‘?ﬂ Q@@ inglpingbledst =h1§=y deosiated "B‘é |aﬁ@nqﬂé% JesignapEe begpe a digital
Senslgﬁ@ur@éfatlb@tﬁ@oﬁﬂde&t@ﬁt ato gener at e indicating

?ﬁteetltraé &%Idgtattlllevtr%a(?r{g d%tlg gen(l_f at? [(l.asH)a¥tia y i % 1ve ?frt]racr?(gfg énef%rg\athon including at
usi negstomeofdet er mi ned i dent | ty, trackl ng dat a relating

to the pha5mgme|pﬁalnaqeﬁtggl¢ﬁ,uuctthe t racki ng dat a

bei ng at | east art ial cat of t at| on of

t he phar o cgmor sacﬁlrorbs rf mled umag e armaceuplcal pro

a location of the pharmaceutlcal product; and,

a location of the sensing device.
product data, the product data being at least partially indicative of product information including at
least one of:

a product cost;

a patient identifier;

a user identifier;

an owner identifier;
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determ ning, using the tracking data, if the
phar maceuti cal product is a possible duplicate. 25

wdi®s/1A92et hod according to claim88, wherein BECEAU2005/000070

nmethod is further used for tracking the pharnmaceuti cal
product, the nmethod including, in a conputer system
receiving indicating data fromthe sensing device, the
sensi ng d%\l/ifa%%rebdgtie_ng responsi ve to sensing of the
coded daf"@8™0 generate indicating data indicative of

t he i denbit¢hyumbery he product item and, 30 updating,

usi ng t hgrohReMiniAthukMdi cating data, tracking data at

| east parti al (!lérl ndi cati ve of tracking information:
114. A nBPASHIYEFdi ng to clai m 88, wherein the

nmet hod i groflugt supmdier; used for produci ng pharmaceuti cal
product pagkasiprg, wherein the nethod includes, in a
comput er ;system 35 deternining a serial nunber

associ at 88WHH a phar maceutical product; generating,
usi ng t hetosgrdoaditionyymber, an identity; generating,

usi ng theg;.l iy .. @ Signature; causing generation of
coded da?gg)%gi@%ngﬁ%ﬁﬁ’e identity, the coded data

i ncl udi ng"@ WERYer of coded data portions, each coded
dat a por expip dagicodi ng 40 the identity; and, WO

2005/ 1119¢2, PCT/ AU2005/ 000070 - 118 a signature, the
signature being a digital signature of at |east part
of the i déweffeey; causing printing of, on the

phar maceuérdgiahs fafueduct packagi ng: at | east some coded
dat a, anqlns a}:goésioasste, one of. 5 the identity; and, the
serial niRber ™15 A net hod accor di ng to cl ai m 88,
wher ei n tlinks tnfarthes pformatiprjr t her used for di spensing the
phar maceuybdieadicoagde , the nmethod including, in a
conputer system 10 receiving indicating data fromthe
sensi ng &%%%e(:e, the sensing device being responsive to
sensing of the coded data to generate indicating data

972t | ASHod R&bidingtd Yainh H8 el M@m&flodthﬁﬁldésdlﬁplgﬁﬁgyai least one of:

98

determi ning, usjng the indicating data and froma
di sﬁ‘@ﬂ??ﬁﬂ‘gﬁ'ﬁ%ﬂﬁ’ﬁse, at | east one criterion for

di spedckiigirgornlr@npindr maceuti cal product; and, causing

the phak MRGRILL.cal product to be dispensed if the at
| east one criterion is satisfied. 15 116. A nethod

according to claim88, wherein the sensing device is

for Ause@hodiaé¢chrdinh @ ciiva88yabeeid paclaking jncloddsigisastbiepf:sensi ng

deVia%ﬁstJrB&k;‘Jdi ng: a housing adapted to be held by a
user 1n use; a radiation source for exposing at | east
one 2®®®ed data portion; 20 a sensor for sensing the at
| easthotlé®d; exposed coded data portion; and,

a label;
a box; and,

a leaflet.

99. A method according to claim 88, wherein the coded data is substantially invisible to an unaided
human.

100. A method according to claim 88, wherein the coded data is printed on the surface using at least one
of:

an invisible ink; and,

an infrared-absorptive ink.
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a processor for determning, using the at |east one

sensed coded data portion, a sensed identity. 25 117.
woRaetihioek f or aut henticating a pharmaceuti cal PCrDAUZI5/000070

t he pharnmaceuti cal product being associated wth

packagi ng havi ng di sposed thgreon or therein coded

dat a including a number of b ed data portions, each
lofgg%prﬂdl-? ort I opalﬁm ’ gd efemat gcaotg(lfdv agggi)rg‘\ﬂcgzldts&nﬁt_a}lté}fy c(:)ofincident with
vns@legmucaéabletlhferr@t"gmat ure being a digital signature of

at | east part of the identity, wherein the nethod

i ncl udes, er. sys ecei vjn )
103, 1R ToH goIng T Tk R i ol LS b B s potons, and
whetely htGastlsemay the esiod ditd petiotsen®éans lemgorebf. t he coded dat a

to Q?déﬁ{oﬁ‘kﬁhé r@éaéc%@ééoﬁkq dQQ%@noﬂt | east partially

i ndicative o the i1 denti of the pharmaceutica

pr od@esgtion %‘EF resppctiie coficgdafp Eﬂ"é""ﬁ%\F‘F S“r‘g?é*t ernmining, from
theasmdﬁaakmngddamamM 35 a determned identity; and,

at |e urPE: determ ned signature part; authenticating
t he pha rnaceutlcal product using the determ ned

i deAtiSf 24 WHe at | east one determi ned signature
par tan iddfitylot 8 sigrdturedatiod according to claim 117, wherein

t he t hod | in the conputer system WO
b 0oE P BEs AEEES st 00070 119 deternmining,
usi mgeastrart ga deterpbineche @ d4ta apjecteipggpeodgdat diag PRl SX a plurality of coded
dathlSdrit@ds.t he determined identity and the key, a generated
signature; and, conparing the at |east one determ ned
signature part and the generated signature to thereby
10Rut Hemetliod a¢cerding o ofsiive  Hawlstein teeadata gbiest| ineltdes & lepst gne off
et Ratipapee e MhPEGnSbiME) avlier ei n the entire
gnature is encoded within a plurallty of coded data
porf?ﬂﬁ t he sensing device being responsive to
sensmngdaaplurality of coded data portions to generate
i ndi,¢ad dtg data indicative of the entire signature,
and wherein the nethod includes, in the conputer
sysﬂéﬁﬂfﬂ%tern1n|ng, usi ng the |nd|cat|ng data, a
~det eppticatiealdsd; gnat ure; 10 determ ning, using the
det%&ﬁkﬂﬁ identity, a key; generate, using the
determ ned’ si gnature and the key, a generated
i dertfprmgtiongnd ” conpare the determined identity and the
genauadesstaiddantahd y t o t hereby aut henticate the
pha ({Tg&&cal product. 15 120. A nethod according to
“herein the met hod includes, in the .
conputer system determ ning, using the det er mi ned
104, derH théthod abdoriGl kd \Ghirh 88, h@éin iheadtd daglidciudds hyledstivbdé erat | ve
of t ﬁiimn%ﬁt'on of the pharmaceutical product; and,
determni'ng,” using the tracking data, if the
phaNﬁa@éuWE@HWCQW@GWCt is a possible duplicate. 20
121 Re&y-$8RdnttndataiGeOr ding to claim 117, wherein the
[ onputer system and in

resB%ﬁg &%&%géaggggéEU}mauthentlcatlon

105. A method according to claim 88, wherein the digital signature includes at least one of:

a random number associated with the identity;

a keyed hash of at least the identity;

a keyed hash of at least the identity produced using a private key, and verifiable using a
corresponding public key;

cipher-text produced by encrypting at least the identity;

cipher-text produced by encrypting at least the identity and a random number; and,
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authorising a transaction relating to the
phar maceuti cal product; and, updating tracking data
wo zloatiimege t o t he pharnaceuti cal product, the trEKUZNYS/000070
data being at |least partially indicative of the
| ocati on of the pharnaceutic&l product. 25 122. A
met hod accprding to claim117,” wherein the nethod
A e e SRR I L
pharmaceutical product, |nclud|ng at |least one of:

108Ut I'Aerﬂétﬂo@ @écbx@ﬁ\ Q)aclia@n 8$ Rretfl kHa o3l ddtaﬁ@&*an@:d K£3cordance with at least one
associ at ed F]

layeﬂt Q?an&'n-folé E?tagp!ah%{ngl:e #‘nebrléz? 1s|attelga§E taﬁg?etquggptelqcﬁjgmgg 1c16l ntical sub-layouts
rotatelieli tetolytiotsraparkabiag actarite, of rdtetion, raialedsi ong subalmautbethdglgaotatlon -indicating
datL ﬁlgt%ﬁsm%a{sﬁek ﬂlit syb l'a%qﬂ ol éaéﬁ%ﬂgf suB-‘ia?&K' ng information

Including at |least one of: an owner of the
phar maceuti cal product; one or nore transactions
10per faomamd attsidmg to dixtm P8) avhersic e icoded Hateis archngeid ;in acBdance with at least one

lay}ng %ngpfolg ot&t ffal %ﬁr{e QN% nqgit léggt(?\g(}'lﬁlte 'layan gnco(ﬂn% orlent?tlon -indicating

ocaticon of e sensl evi ce; and, product he
datp ceseprieiee & %Fﬂ‘é?nﬁéif ARy inggger e a1t fya!bPly W14 0P4/ % 1pre cach encoded
syrioOBiHg tdistriBlt@l 3R ok ibnsiabdilk 4lcthtigof @dtationab§FimeBNES ti@flayaut such that decoding

thegg%j %Lﬁgﬁgg}% 88 613)881‘?&1 Qr% fgﬁ'g ¥ayd ug&Q&u.cJé g{prefs éﬁQtl&lg 9%5141 J‘Jrgegtgt?on indicating

a user ,an own
date. et 1epFsERation epPRITiRG B PR RN STHRBERE (RiFRpTIngicating data and being

indithtpd Uethe A¥BBISFAGALIGH Bffthe layeitoduct di stributor;  product
supplier; issue country; ingredients; 10 storage
conditions; disposal conditions; serial nunber;

10&xpik yethtdtaecordefgft‘edv@ 88, viiBreiy) thifemtélfOﬁe@tUQes thecusinef; & tfapyagtion terminal for

perff&’&lmg' #4hsactions relating to the pharmaceutical product, the transaction terminal including:
a radiation source for exposing at least one coded data portion;
a sensor for sensing the at least one exposed coded data portion; and,
a processor for:
determining, using the at least one sensed coded data portion, a sensed identity; and,

performing the transaction using the sensed identity.

109. A method according to claim 88, wherein the method includes the use of a printer for printing the
packaging, the printer being for:
determining visible information to be provided on the packaging;
determining an identity associated with the pharmaceutical product;
generating coded data using the identity, the coded data including a number of coded data portions,
each coded data portion being indicative of at least the identity of the pharmaceutical product; and,

printing the packaging by printing the coded data and the visible information.

110. A method according to claim 88, wherein the method is further used for allowing a user to interact
with a pharmaceutical product, the method including, in a computer system:
receiving indicating data from the sensing device, the sensing device being responsive to sensing of
the coded data to generate indicating data at least partially indicative of the identity;
determining, using the indicating data, at least one action; and,
performing the action associated with the pharmaceutical product, the action including at least one
of:
providing information to a user;

updating tracking information relating to the pharmaceutical product;
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instructions for use; links to further information;
contra-indications; and, 20 dosage. 123. A nethod

w@ezmwendioryy to claim 122, wherein the nethod i nedTAEB3005/000070

in the conputer system causing the display of at
| east one of: results of autE]f ntication; 25 tracking
i nformati on; and, product ormation. 124. A nethod

accordi ngﬁ?o cl ai n,the i Sgrtoh&cy is forned

at | east mb’ﬁﬁ“al“?agfﬂ" ellat'f’%tggtle pBWSaCS‘f"c coded data
porti on kdientdating;theDarmpcentgaptadioy; and, t he phar naceuti cal
Pr OfUdGling fediBackRGm tRsek. dent i ty of the packagi ng; and,
an identity of a region of the packaging. 35 125. A
met hod according to claim 117, wherein the coded data

111 nclAudletSodaa(pd)rdﬁantd tigimo B3, Iwatyaimt the nethod id Awtbantuseddéof janthemgjcating the

elﬁgaZh huQ{] YvﬂJren?tthanl(ﬁil ullciuﬁes i a fc«‘)rﬁp%{er @MHPO :Tg encodi ng

lurali second l's
ef T99piviBe ‘a@'cqtléf’a%afa fﬁ’g’rtf‘e i?i‘s"‘[grﬁ’)é/“%er i %FPﬁrfgéie‘“i%mg KSWéT‘Y‘?d?J sensing of
ac C @edbdag)ddtaro gdnaratnindiitating ddnedt Bhenpapistik mdicange ofncl udes at

| east on .4 ' AT AT or=Tet oM 2005/ 111922

PCT/ Auzog‘g?%ﬂt%%&p?%i- ga%o?ﬁ’é%{&)a bottle lid; a

| abel ; athssigratugrit; 5 a |eaflet. 127. A nethod
acc@ét%n@lglfﬂmcﬁla;hmahﬂgdatamherei n the coded data is
subst ant i Vi ble to an unai ded hunman. 10 128.
A net hod agct%%lr ce}g]lden 0”?1 aim117, wherein the coded
data is p?lF%ﬁftoeeldeéﬂﬁanél%ﬁwa@e using at |east one of:

an lafNdnBdatileltht Prarmadelicalaptodubi ﬁsﬂ{getde Ah&MnRd lidémity AKd thkSat least one
hod according to claim 117, wherein the

129.. A ne %
cod SYBHLFL$EM5PEYi ded substantial |y coincident with

vi si bl e human- readabl e information. 130. A nethod

=

llﬁccrfr%r gétﬁkﬂl A Qrdiledtb Madd §3, WHERI G méthA i€ QRBS ubéﬂ%ﬂ&%ﬁmﬂmg a possible

code

port t
o R a8 RO i e S0 L 8l

of . receiving indicating data from a sensing device, the sensing device being responsive to sensing of the
coded data to generate indicating data indicative of the identity;
determining, from the indicating data, a determined identity;
accessing, using the determined identity, tracking data relating to the pharmaceutical product, the
tracking data being at least partially indicative of the location of the pharmaceutical product; and,

determining, using the tracking data, if the pharmaceutical product is a possible duplicate.

113. A method according to claim 88, wherein the method is further used for tracking the pharmaceutical

product, the method including, in a computer system:

receiving indicating data from the sensing device, the sensing device being responsive to sensing of
the coded data to generate indicating data indicative of the identity of the product item; and,
updating, using the received indicating data, tracking data at least partially indicative of tracking

information.

114, A method according to claim 88, wherein the method is further used for producing pharmaceutical

product packaging, wherein the method includes, in a computer system:

determining a serial number associated with a pharmaceutical product;

generating, using the serial number, an identity;

generating, using the identity, a signature;

causing generation of coded data using the identity, the coded data including a number of coded data
portions, each coded data portion encoding

the identity; and,
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20 a location of the respective coded data portion; a

position of the respective coded data portion on the
waanface?2 a size of the coded data portions; BCT/AU2005/000070

signature part; a size of a signature; 25 an identity

of a signature part; units of indicated |ocations;

and, at |east part of a dat a“gbj ect, the entire data

obj ect bei.ng encoded a nce b Iura t

Cored  oarEAE B SieRygns Pl dpR YRR R bt el

cl arawsiig3@intingtvé oe the phahaacmeaapreb}cmtkaglml udes at I east

one of . lybbitsh MRS [ er net Mai | Extensions (M Mg)
data; text data; image data; audio data; 35 video

dat a; aﬁ‘d?af’té’&"t‘?on data; contact data; information;
busi ness car dtdddeatity;amicl, 40 directory data. WO
2005/ 111922 PGT/ARONG, 000070 - 122 132, A net hod
according to claim 117, wherein the coded data
includes at |east one of redundant data; data
112l | awmaode a¢coiding O r dirh | 88N ;wherbin Rbe drefioll asrgmthehatigg fandispensing the

pha(r%‘acéledtlg lﬁ%ﬁi}d{‘%@ﬁg% gx%ﬁlg,vﬁ%p{?@ 2% n;|-33 A net hod

accor td c erein t digital signature
i ncrageiuas a@wqﬂe&%&ta fepRetheensing s Yieer i P TEAS KPS bS8 FFRoRt o sensing of
W t helcbtRd dttar gdnhyw mmatag by Badnpestialipindiadtivé Eatidentdry

| de t I téﬁn&ausll(ney mdlga%n QJt %td Ao%a§ 'ii V}gens Icgigpafesé tay Jeast one criterion for

pro Uee privat e erl usi ng
cor ﬁé@pmhen@argwmcel PRASYSS aEBCi/pher text produced by
eNC kkthd RGptaimakbRA&! prédi& 1 steIhdnked jif tiid PRBE onk ExtbrioR lisGatisGed
by encrypting at least the identity and a random
nunber; and, 15 cipher-text produced using a private
llkey A metbbd\aseordingatio|claim 8§, rvg'eraindhﬁr yersinsoladiteniy f‘pu@t pith fhe ypharmaceutical

p,oagb{l{hepmgqgg&oge ,{;}g&ﬁ}{gdl ng to claim117, wherein the
ata is a{) ed in accordance with at | east one

I ay@?]?“sﬂ%qaﬁtﬁdtﬂ YASRP"Shal symmetry, where n is
at laesiftiort sawce fortegpdsiag @ least precbded dngpartiondent i cal

subs, lsé\y&) 'fur§ensmg the at least one exposed coded data portion; and,

a processor for determining, using the at least one sensed coded data portion, a sensed identity.

117. A method for authenticating a pharmaceutical product, the pharmaceutical product being associated
with packaging having disposed thereon or therein coded data including a number of coded data portions,
each coded data portion being indicative of an identity of the pharmaceutical product and at least part of a
signature, the signature being a digital signature of at least part of the identity, wherein the method includes,
in a computer system:
receiving indicating data from a sensing device, the sensing device being responsive to sensing of the
coded data to generate indicating data at least partially indicative of:
the identity of the pharmaceutical product; and,
the signature part;
determining, from the indicating data:
a determined identity; and,
at least one determined signature part;
authenticating the pharmaceutical product using the determined identity and the at least one

determined signature part.

118. A method according to claim 117, wherein the method includes, in the computer system:
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rotated 1/n revol utions apart about a centre of
rotation, at |east one sub-layout including
wo ooatiieee i ndi cating 20 data that distingui shBsST/Atz005/000070

sub-layout from each other sub-layout. 135. A nethod
according to claim117, vvhergl n the coded data is
arranged i n accordance with” ¥l east one | ayout
haV|n nfold ot at i onal metry, where n is at | east

wo 3¢ %%P’eaeﬁem P 'den§¥1 eftati on-indi cating data
c 0 npm@umgusalg e deramined idéntirand the keyergerrratedisighatirayangf  n
Sy rﬁ@&lllp%mn V\ﬁl@ Fa€ 1633t 1 oﬁe Qi@t@rm@d‘ed NhRure $AE An® Bife OdRGatedDsignature to thereby
syrrbo% Hg istri fﬁ at n |l ocations about a centre

eafeﬁa'a P A

of PY LB ¥t he | ayout such t hat
decoding the synbols at each of the n orientations of

119. he AI raSi1 s Eccgt{iﬂg B 7! FiRfef i tnate klglﬂiﬁlrcgg eﬂcaﬁd w1th1n a plurality of coded
orientation-indicat] ng data, each represent atio

data. WF élinensgnsg)g &F\f]qeé)Fléﬁ feSW%‘fe te SCOPING % p]BcF ity ﬂ%coded data portions to generate
indiztting Bdtaindicutivd dithe e@ird sighatohataad winckiltbe mghodiinebides it thy eongpliter system:
the dgcg'glﬁmﬁl% 18 {hggnﬁ{cétﬁgﬂagg EJ?e?mJnéy %Ill‘lcritureBO 136. A net hod
b1 CAt | ng a a

for aut armaceuti c product, the
phaleiREaine; wing the ASmingd Bt K¥soci ated  wi t h
paclgagiakgusing he B@erflinsameitre bltliea@y) a@éncialte [deidtity; added
data i ncl ydi of .C n e .
e R e L
t he pmchmemoﬂw product and at | east part of a
signature, the signature being a digital signature of
12(? nC: ea%ﬁod Ea%cacgrtdlng[o c%l:]l}tglllr?g (r%eknttlYe me\ﬂgg mclug]es mge co pll:lker sgsttem
one dqmgdmna thsaleteimined idgatitg fracking glata e@mgvattlhle indigatiecpf the location

COd%ﬁmQﬁ{aﬁanéaﬁJal;%hucﬂ fdi cating data at. | east part| ally
indicative o

T R i R e ifiint ??%efé%fimf@“ﬂfﬂ BroffEhs s BTG gl

to a conputer system the conputer system being
121, €S RORShIEact dPuid clafhP 1170hé&ad tHaGheHBd hehulls, Mhe computer system, and in
2005/ 111922 PCI/ AU2005/ 000070 - 123 determi ne, ?rom
respqnge 9 A Ceesfy! PepleriPn a4 determined identity: and, at

| eastth@isieg sednsactiinnealing foggpharmacepalprodactitainent i cat e t he
p h an, Plﬁﬁfgu{ra{cﬁlﬂé daith Qé:lizﬂiﬁé th §1|e %ar“«l%utgﬁt ﬁ&ﬂﬂ:tn &d tf'ag@r{%t da‘iay being at least

term ned signature part
137 ParAa'Wé‘tdf%ttYeﬁﬁ‘E%‘PﬁF‘?@ffhﬁ p}&af‘%"?ﬂtli"i?m Yherein the

met hod i ncludes the use of a transaction term nal for

| 12? e r 0 Hllh@@ aEcrm%ﬂ% atgt 41:919 S 15 e L’V%éllp Ohe Qleti'l{]p aﬂﬁlé‘e@ MRCRY tclorgiﬁjter system,

nsaction-term na
°°'F‘a'€ﬂ'°8‘llqu1‘1thsadlﬂaéaée fhsrda@basrouering daft refangshe BB Pradhey including a
lea@@hddron; 10 a sensor for sensing the at | east one

32?2? rﬁnﬂga99ne atadﬁéh%lr%%( feasf‘) li.keé ass?dla(t)erc]l ewng rea%%ga i or na&m% being a digital

por tsigeatre efasleqqeed oftdee-mnrlvy and, performng t he
tr a%@(ﬁlg'dﬁ%ﬁ‘ tlié_sdaﬂ&gtdbﬁ b&RI 1S Rekt p£kRNY inbi¥ative 6 trhékhg ifformation including at
t?od ac(i}or ding to claim 117, wherein the nethod
i ncl"[ﬁ‘aeg he use of a printer for printing the
packagi ngn ovireofieipharmpceltistimepdictr :  det er mi ni ng vi si bl e
i nf or mat i QortRredBndEONY H@HME Lsh b Be PRGKRG ETproduct;
a location of the pharmaceutical product; and,
a location of the sensing device; and,
product data, the product data being at least partially indicative of product information including at
least one of:
a product cost;

a patient identifier;



determining an identity associated with the

phar maceuti cal product; generating coded data using
wao bwsident i ty, the coded data including a nunmbecT/ati2005/000070

coded data portions, 20 each coded data portion being

i ndicative of at |east the iijz%ntity of the

phar maceuti cal product; and, “printing the packagi ng

by print iards%rltd%g gr,oded data and the visible

i nf or mat i on. 3 > A met hod according to claim 117,

wher ei n whewneeidstiieri s furt her used for allowing a user

to i nterapbufaciddated pharmaceuti cal product, the nethod

including, in a conputer system 25 receiving

i ndi cat i @tc}‘d‘é‘F’gerf romthe sensing device, the sensing

devi ce berodgtmesfagmsi,ve to sensing of the coded data

to generalQud Atk Ng data at |east partially

indicative of the identity; determ ning, using the

i ndi cat i RPIFATBPLt | east  one action; and, perforning

the acti dsueasgogi ated with the pharnmaceutical product,

the actigp . jpgluding at |east one of. 30 providing

information to a user; updating tracking infornmation

rel ati ng SeBetReYASr maceuti cal product; performng a

t ransact iddposdlednditibidg t 0 t he pharmaceuti cal product;

aut hent i %Q{airﬂg- {.he pharmaceutical product; and,

receiving fee Ba’ck fromthe user. 35 140. A nethod

accor di ng*Ag d¥tai m 117, wherein the method is further

used for efttshenti cating the pharmaceutical product,

wher ei n tslaee_ i‘rtre%ttS'hOd i ncludes: in the sensing device:

sensi ng A Feast one coded data portion; and, 40

gener at i sepditigrsiforgist he sensed coded data porti on,

I ndi cat i ngwetadd fdr @l cati ve of : WO 2005/ 111922

PCT/ AU2005/ 000070. .-124- the identity; and, the at
| east ongm%it‘@%ﬁ?eﬁpg’"ﬂéﬂ’; in a processor:

det er m nicorgra-irfdicggiong; i@l | ndi cating data: 5 a determ ned
identity,go@pd, at |east one determned signature part;
aut henticating the pharmaceutical product using the
determined identity and the at | east one determ ned

1231 gramdiod aganding toldhind 422, wikreirethdwoeihaddebidai in ghe compaitensystem, causing the

dispidy/of aMDEI L & the nmethod is further used for
determ ni %gﬁa_ possi bl e duplication of pharmaceuti cal

pr odgitis ohRERAGHREG, wherein the method includes, in a
C ONrdékeng isytdibt@AIand,r ecei vi ng i ndi cating data from a

Sen}io‘&&’ctﬂ yrh%gn_ t he sensing device being responsive to
sensing of the coded data to generate indicating data

indicative of the identity; determ ning, fromthe
124.ndi ACiadthod @codiding to ctuindl enewn'renﬁmk itletl@ isi fbryhied at least in part from at least one of:

a coded data portion identity;

an identity of the pharmaceutical product;
an EPC;

an identity of the packaging; and,

an identity of a region of the packaging.

125. A method according to claim 117, wherein the coded data includes a plurality of layouts, each layout
defining the position of a plurality of first symbols encoding the identity, and a plurality of second symbols
defining at least part of the signature.

126. A method according to claim 117, wherein packaging includes at least one of:

a blister pack;
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15 accessing, using the determned identity, tracking

data relating to the pharnaceutical product, the
wao eamcHimee data being at |east partially indi capdwauzis/000070

the |l ocation of the pharmaceutical product; and,

determ ning, using the tracking data, if the

pharmaceutical product is a possible duplicate. 142. A

neth%d according to claim117, wherein the nethod is

fur ®Rer "used for tracking the pharnaceutical 20

pr oddetlelidhe met hod including, in a conputer system

recgipking i ndicating data fromthe sensing device, the

sensin deV|ce bei ng responsive to sensing of the

codéd®i&t% to generate indicating data indicative of

t he ailg@at ity of the product item and, updating, using

the received indicating data, tracking data at Ieast

Partially i ndj cative of track i nformation,

met ReRPdAEBtns; 6120 1d ‘a‘iefﬁ“‘lti!e/“’di‘i\ih%afae‘? ﬁ“bftHE'a‘iiis't‘H%ie ° an unaided

lmﬁmtther used for producing pharmaceutical product

packagi ng, wherein the nethod includes, in a conputer

system determ ning a serial nunber associated with a
12§marfhaclashafceaing B e, WhegdnBe cpdpdlgte igpEintagon tresugfee jugpe at least one
ofnunber, an identity; 30 generating, using the

i de sjgnature; causing generation of coded

datg58§¥%h§$ﬁgg identity, the coded data including a

nuntse irfrered-gedeitte it a  portions, each coded data

portion encoding the identity; and, a signature, the
12% If g?%aﬁlaﬁ g a?ct%lrd?r% to c1§§q| éﬁlsherﬁla rpc]aracltodé{i i%ati(i) Is 8%)tv1decﬁ &Estrt]aélga% tcoincident with
visphitehumercreadatiicinfornptioduct packagi ng: at | east sonme coded

dat a, and at | east one of: the identity; and, the

eri al O 5/.1119 AU20 5/ Q000 .
133 28 TSE a?f°‘i9§‘t‘5 ot gf‘“\ﬁ\?% P ‘ir?i&]f\‘ S‘i ‘3 ko o °2F%‘i""r719"tarf’é’“‘°“s’ and
whﬁtem laOehst sgmé afticloeded drtrgrtionyenehds i doast pregpfit he

pharaﬁ@e@t%ﬂ%ftﬁ@xjesp%lo%ﬁéd dath P&rigket hod including, in a
nput er s&gteni receivin |nd|cat|ggidata fromthe

sensaipﬁﬁmd@ TE PNl E (R RY B e & BES ng responsi ve to
senaisrzgofoﬁecodeheata:mmde)ds data to generate indicating data
at |&RgkuP@kiially indicative of the identity; 5
deternining using the indicating data and froma
disﬁéﬁg?ﬁdgdﬁFabase at |least one criterion for

di spe shtingefh kignaplegfaitaceut i cal product; and, causi ng

theiBﬁﬁkEE&%%Ek%ﬁksQ&PdUCt to be dispensed if the at

| east one criterion 1$ satisfied. 145. A nethod .

acc @f lgashiryt ot dfagbigstIhernting At dyest being ensedqd ptegst gaspiby a piplity of coded
dah @értishse W th the pharnmaceutical 10 product, the

sensing device including: a housing adapted to be held

by a user in use;
131. A method according to claim 130, wherein the data object includes at least one of:

Multipurpose Internet Mail Extensions (MIME) data;
text data;

image data;

audio data;

video data;

application data;

contact data;

information,;

business card data; and,

directory data.
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a radiation source for exposing at |east one coded
data portion; a sensor for sensing the at |east one
we@xpssad2roded data portion; and, a processor P@I/AU2005/000070
determi ning, using the at |east one sensed coded data
portion, a sensed identity. 5 146. A nethod of
determ ning a possible duplication of pharmaceuti cal
product packagi ng, the packagi ng having disposed
thereon or therein coded data including a nunber of
132c od édnethet! accgrding foshim 11@ adiareindlteoded datainclysisy at leath osef:ng
I ndigaddhi@apf at least an identity of the
pharmaceut i cal product, and wherein the method 20
i ncIARBEOVINE FTS CUBRISOt er system receiving indicating
dat ReddrSolvman dasmandng devi ce, the sensing device being
r s RONR R¥GindAcy @B (BRCRhat he  coded data to generate
i ndi cating data |n(§| cative of the identity;
determning, fromthe indicating data, a determn ned
133. de Mt hdtholl agardids ®ichiy 120 svirginttiealigiteltsignatiraipcludesia teast bre, of:
tragki ng. dak agsgé%;dl‘;;gtﬁeqde}lg}; phar maceuti cal product,

t he 25trac being at |east partially

i ndlaé%)leﬁ”@ﬁéh‘lﬂa“t”ﬁ'éhel‘%ﬁ% on of the pharmaceuti cal

producted it of atl@herie [emity, prodiced) udidpea tprigetk keyy atthbaifiable using a
if the cal product is a possible duplicate.

147° es&g%&gcg%%r ding to claim 146, wherein the

t r acivhardpxtraedyced &y F’\‘i'dpté’af“i Iepgt thefidentiic ki ng i nf or mat i on

for cipRa@dit Péduced By RIS btin@ fat 1664 thel iflon Gty Pl ARG bilni 88 bnd,

g RN R T e B T

product is a duplicate of one of the existing

1343 h am&lﬁfdtaécﬁﬁlng topiiaﬁﬁj Uﬂt Shereilﬂtge coledBh RQEaRELO hedbraghcd With at least one
n the ncl u

layg% ﬁﬁ/ﬁﬂg élrfolg §0§a(t181??$ symalgirye vaﬁfe}ﬁr I élt lleﬁgtinggetsl’fl]yout mctl I'&mé fiids 1dent1cal sub-layouts
rotalert I rezolgions apert aHowadentwrpf orftatiplh @t bﬁavmelemquwaﬂudmg rotatlon-mdlcatlng
datPIh UG cuished PaGORAuE RBh dabifortekfub®but| OCation to the

tracking information; and, determ ning the

phar maceutical pr oduct to be a possi bl e duplicate if
131 he Acta¢tliod a¢colding &t dlaim 117s whereirctbe@isltdata s awartzed ih hegordance with at least one
layBJt ‘ﬂ%gr}zgfofd%tgfoﬁ@g}n’;?ﬁhry ]wé}l%re nAs méag% %qg’&q'eﬁ&dtﬁé)orﬁht‘ﬁ‘ﬁommdlcatmg

wher ei n od i ncludes, in th onput er
datg mpélﬁfg o é@ﬂ%ﬁnfﬁ cﬁ i @\tegitomi'trplet% & & BRI MG Rl OBoT e, each encoded
syrhboCkiig idBiridied ank tdaatiblisebdut ckiradf rotafomt syaimie@yofiilsd lygut such that decoding

the@&rﬁ%@ta?%a@)ml% ol OVit I muansv\ﬂhg 88&4 JT&JU%%% rg) %Ién‘é%g Q%Q (Q'QQtZtQm -indicating

accor wher el n
datp aeh repygwptation camprising jaoifferant Flﬁg‘f ghift |°f/ the prienggtion-adicting, datg and being
ind@htiva of t6é @Braé sfir@atioh bRheIhygmat ure being a digital
signature of at least part of the identity, wherein
the indicating data is at l|least partially indicative
13Gf  at meteodder apthentiedtipgmpharmacqytiget produstelthopiarmesceptieah prognst higing associated

with r}bﬁdk Shav1hg'1d1§bo§‘ea AREELE br th&eif Y&de® Bata ﬁaﬁcﬁtfgm Minidg, of fe6dedNdata portions,
eac 5P1ed '3% aomonqgﬁl% at %étlvagf anel?err]l ity oﬁ Jrrgarcmltlg lproﬁucgaal%t r feast part of a

Ariceat raceu
sigupire) ghetsigeatidebetngrs dipitel SIgd@m P&ayleeﬁfmlaﬁtﬁ ghe a&entit:e a@@releﬁ@ method includes,
in fihflbvi@d signature part. 10 151. A nmethod according

to claim nthe met hod i ncludes, in the

conpt¥as ati?ﬁf”éerﬁogegﬁﬂa PYio%: esponse to a successf ul
aut lzemtatigabsingrthe sensddivodei ditngprizn tindigatingciath etrieastavhreially inglicatiye of:
the phar nRG&Mfil.Gad, product; and,
at least one signature part; and,
transferring the indicating data to a computer system, the computer system being responsive to the

indicating data to:



updating the tracking data relating to the

phar maceuti cal product. 15 152. A nethod according to
weh@smids, wherein the nethod includes, in theCT/AU2005/000070

comput er system communicating with a database, the

dat abase storing data rel ati t he pharmaceuti cal

product, including at |east “one of: authentication

dat a, |n%ItudLngfromtthe‘ﬁcaEn key associated with a

si gnat ur e, ure e| ng a digital signature of

at | east part aéﬁermhednd@émanﬂy, 20 tracking data, the

tracki ng dat aahegstrbge@etm{ng@sstgnmgggnal 'y indicat i ve of

to\rMa:: g:(l 2]9 aYtﬂegncrggB}f; rp&&rg%{éﬁtbcgl pr%dg%t d‘ﬂ%% he gieémmsde 1dent18/ an5] the at least one

t ransact idgermineésignerpat.usi ng t he phar maceut i cal

pr oduct a location of the pharmaceutical product;

and, a location of the sensin i C and roduct .
15t 4 P EPMEE R K BBy PP H e Eps £ Py P Salss tominal o
perfongiing @dnagionefelatirgoaie phainmt aticxbgrodurt, thecAnsadiion gerainal incldisg:

one aQ;Id tlﬁl s%&%’r%&poglgg;t ’leanQ:Q:Bdeﬁ B&ta ﬂ)ﬂ%ﬂt ifier; 30 a

user | frer; an owner i1dentifier; manuf acture
dat ésens%éﬂr éWQS‘Pﬁ}h“lféPa“ °‘BFHH§EP°%WP£EP&P%‘}’ 35 product
di staptobastodfor: product supplier; issue country;

00,0 ki B Ry 35 e

serial n@pHRERINg B EIpagtion ing the sepedidensity. g de- effects 5
conditions for use; |nstruct|ons for use; links to

13§. ur tAhsgtholdr;lf:c%Fd%tto cq{}m II‘E erelg the qg{h%@h 104LS the %Q‘%‘f a printer for printing the
packaging, the printer being for:
determining visible information to be provided on the packaging;
determining an identity associated with the pharmaceutical product;
generating coded data using the identity, the coded data including a number of coded data portions,
each coded data portion being indicative of at least the identity of the pharmaceutical product; and,

printing the packaging by printing the coded data and the visible information.

139. A method according to claim 117, wherein the method is further used for allowing a user to interact
with a pharmaceutical product, the method including, in a computer system:
receiving indicating data from the sensing device, the sensing device being responsive to sensing of
the coded data to generate indicating data at least partially indicative of the identity;
determining, using the indicating data, at least one action; and,
performing the action associated with the pharmaceutical product, the action including at least one
of:
providing information to a user;
updating tracking information relating to the pharmaceutical product;
performing a transaction relating to the pharmaceutical product;
authenticating the pharmaceutical product; and,

receiving feedback from the user.

140. A method according to claim 117, wherein the method is further used for authenticating the
pharmaceutical product, wherein the method includes:
in the sensing device:
sensing at least one coded data portion; and,

generating, using the sensed coded data portion, indicating data indicative of:
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dosage. 10 153. A nethod according to claim 152,
wherein the nethod includes, in the conputer system
w@2sing22 he di splay of at | east one of: resubdBADL005/000070

aut hentication; tracking information; and, 15
product information. 154. A pgthod according to claim
146, wherein the identity is forned at least in part
fromat | east ,gn f- coded data portion identity;
an identity ofhetlcﬁelét%bﬁ%dﬁnaceuti cal product; 20 an )éPC;
an identity othepteastpaesigngivepatand, an identity of a

r egildibr&tssérhe packagi ng. 155. A nethod according to
claim 143 wherei n . ackaagi ng. i ncl udes at | east one of:
25 a bl i SEEPIREET B BIFFIET A bottle 1id; a label: a
box; and, 30 adettrmikd dentity]®@. A net hod according to

clai m 146, whgf\gitbnt Reerki@cieEns@t gard S Substantial l'y
invisible to an upai

aided human. 35 157 A nethod
accor di n§"RgUEI pfﬂ?@flcveélrpé‘?réHth‘ﬂ'ég tgeodc?gﬂmgegt"gmft%a“d the at least one
printed deertnined sgnefipert.usi ng at | east one of: an
i nvisible ink; and, an infrared-absorptive ink. WO
2005/ 111922 PCT/ AU2005/ 000070 - 128 158. A ntpt hod | . )
14bccdy BithR] arordnedp fpimm b 7> WhrEeihn mehed 16 SHBE Yaed; fgr determining a possible
dufdicdieh cipblardatbsical ptodat pagkaging, vbereie e methddincludess intalcemputer system:
hu -.I. .e inf i : J L. .
ol e EEAARE, 4l R TLARGerk? b o EIREOARTRRE} Mo Wi o e
c od éeredidatato praerpete gjisating el indjcaliyreaf B flenfiy: | east some of
It he deathathgdfdnathpditationdcidetdandtidehegst one of a
ocation of. the res t] portion: .
pos b e grn HE GERAEE e, SA48G AZHEls b Pramesyen producs e
sur fragking datgbedrie atleastpartinlly indicative ofithe lecqyien ¢fithspharmageutical product; and,

Si grgbrHidhgP@ ik the kftkg 94t & tRfphAm&Sck@io@ bted&t is a possible duplicate.

142. A method according to claim 117, wherein the method is further used for tracking the pharmaceutical
product, the method including, in a computer system:
receiving indicating data from the sensing device, the sensing device being responsive to sensing of
the coded data to generate indicating data indicative of the identity of the product item; and,
updating, using the received indicating data, tracking data at least partially indicative of tracking

information.

143. A method according to claim 117, wherein the method is further used for producing pharmaceutical
product packaging, wherein the method includes, in a computer system:
determining a serial number associated with a pharmaceutical product;
generating, using the serial number, an identity;
generating, using the identity, a signature;
causing generation of coded data using the identity, the coded data including a number of coded data
portions, each coded data portion encoding
the identity; and,
a signature, the signature being a digital signature of at least part of the identity;
causing printing of, on the pharmaceutical product packaging:
at least some coded data, and
at least one of:
the identity; and,

the serial number.
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an identity of a signature part; units of indicated

| ocations; and, at |east part of a data object, the
we@nosneoetat a obj ect bei ng encoded at | east oncECTIXUZ005/000070

plurality of coded data portions. 15 160. A method

according to claim2159, wher s the data object

i ncludes at | east one of thl pur pose | nternet Mail

1411EX t X %nf ((cordlaé to ?%m 117, ehete.md eamethogn?%thq;dﬁx%d fonglspensmg the

audi o ata; cont
phagmaceutical plmﬁlm the miethed m@@mbusﬁmster@ww data; and,

%r e&tiGhy m&t@&tlﬂg dai]a&gom the ﬁﬁs‘id@‘@l@vn@cﬁQieﬂdlr@gieﬁ& weingtedpohdi@, to sensing of
ereln

o e gross vk ne A RRpiany SRy D epiy
Re e detSoliningpwsirgatbeaindigatioly d@y wid @nmdmmcgatabaq@@k legsgq@) criterion for

dat %mpe]aﬁﬁ?gthe%h%fa&&ﬁia@%%%m to claim 150 vvherel n
t he Iglta gnattlrelnc

¢ anddiE D g %dfsﬂe“feﬂéf t‘?e&gﬁ‘is T "“‘%{mﬂ é‘fétﬁﬁg’

hash of at least the identity; a keyed hash of at

14% ea mEtEcP écg)?cﬂrtg tb ¥1aft] plqu&l%%llyﬁé Elegsn?g &ch\/ ﬁtfﬁ' llﬁ@%lth the (Bharmaceutlcal
ver usin correspondlng public key;

PTOGP%N@Fe"F'é&‘EeVﬁ?‘Bng by encrypting at |east the
I denthbising adhPredto phietdHy @xiter prugguced by encrypti ng at

| ea and, WO

2002}81‘13 %fﬁgg%% k%ﬁﬂ%%) %ségogg&%ﬁ 9%E:I| pher -t ext

pr oduenedt fassinping the 3 feps) aiteaxnersd codsherARIFPEAdh| e using a
a pEdREsEoR Solp AR, ki the€at le@y one b@nSed chdetiBitdyetion GG esdi idegtity.O

cl aim 146, wherein the coded data is arranged in

accordance with at |east one |ayout having n-fold

rotational symetry, where n is at |east two, the
146.2Y QUhhethdd Gt 8tbriiginga pSAEHE dupRdatisnltid phackyAoéikical pr5d1chiaéHa§ﬁig the packaging
ha‘fuégg(gs:pgs\é?? QgrgﬁgoQ%%VEﬂ Eefdﬁc}g ﬁg ﬂl%lluﬁlag ?gl{mrl eer gtfn co?eﬁt ata g{)mbngs gach coded data
potiant heitghmtlicatiives b #idenstsineidentityatf thmwlaimy@mal produst, apd pherein the method

incRlafkeh 2 SHpulepY QL. 164. A nmethod according to claim
146, wherein the coded data i s arran accor dance
o ¢ HeE o BHSG e TRA PGP R A HoPORYEF DY B 1o Sensingofhe
Sy nreded data wigeemste indicating tiatd iedisttivet ofthe ideiiigy; | ayout encodi ng

or i et Atk f&bdiRPdata, a determined identity;
accessing, using the determined identity, tracking data relating to the pharmaceutical product, the
tracking data being at least partially indicative of the location of the pharmaceutical product; and,

determining, using the tracking data, if the pharmaceutical product is a possible duplicate.

147. A method according to claim 146, wherein the tracking data is indicative of tracking information for
each of a number of existing pharmaceutical products, and wherein the method includes, in the computer
system, deterrhining if the pharmaceutical product is a duplicate of one of the existing pharmaceutical

products.

148. A method according to claim 146, wherein the method includes, in the computer system:
determining, using the indicating data, a current location of the pharmaceutical product;
comparing the current location to the tracking information; and,
determining the pharmaceutical product to be a possible duplicate if the current location is

inconsistent with the tracking information.

149. A method according to claim 146, wherein the method includes, in the computer system, determining

if the current location is inconsistent with the tracking information using predetermined rules.
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10 data conprising a sequence of an integer nultiple m

of n synbols, where mis one or nore, each encoded
waywboi19ei ng distributed at n | ocati ons aboutPGI/ABINS/@00070

of rotational symetry of the |ayout such that

decodi ng the synbols at each of the n orientations of

the | ayout produces n represeéntations of the

orientation-indicating data, each representation

conprising a different cyclic shift of the
15001 | drmeghtor] eqvoriding toodpiny d$, wherein @rtdeodei dayg poritiprdlis indictive ofgf least part of a
mgﬁaﬂl?e e gérﬁﬁueogemﬁ Q'ﬂ%ﬁdl Qigna%e Jf Iaﬁleisaﬁég ¥ the Jd%ntﬂf}ﬁ Rheréin KB tnbiRMing data is

det erm ni ng Eosm dup Ilcagwﬁ ud
at I&Hta‘?aﬁﬁl%lﬁ‘f“%‘é{? P ol (535 b BRI R ¢ ae'bgtﬂz%eawﬁ cludes, in a computer
syskavi ng di sposed thereon or therein coded data

' ncldu%nl {gaﬁoﬁun&ﬁ&meﬁg cﬁeda@fiasdaieaet%ﬁ&a QB SwreRRE! landcoded

dat a i on belng indicative, of | east .an id
of ?ﬁ'@nb%ngnﬁe é’h%rmcalrt'cﬂr%%ﬂaet “SmérfEF Wﬁ%’lné% idepfity ﬁ*& Hl&c? least one
I ncldetetmsned sighatarep@nsi ng devi ce: 20 sensing at | east
sone of the coded data; determ ning, using the sensed
coded data, indicating data at |east partially
15§ ndiAcagthoderceordingie claige i0; pierein th gpethpd ingladesrip thgpompyger system, and in
responéhitE dubdd@ ndlaki@nticaioa: conput er system the conputer

z)slséu OI'IQieI n %a%% rela%n%ﬁthe%lﬁgrlgace%tfcﬂg}og&% Ia&lg data for:

dic a, a determ ned
i dempqatu;g,theaf@el@gsiﬁtn tlatingstp the PhaFfeacepsicab piefiused | dentity,
tracking data relating to the pharmaceutical product,
atjve

153 Pe (“L‘rg‘%{%‘k‘i g%o%mg ?bc?aihnﬁ‘gmét wLe?eal‘nstthep%(retﬁ nc%c(ifllsjg?l' H&%! g cqmputer system,

pharaceut | ¢al
corgfeynésptinig nith @, dawglsisan ¢he tdptebaser starikg Aaga telating, the phameeutical product including at
leagh@rﬁaceuti cal pr oduct is a possi bl e duplicate. 30
166. nmet ho or di n1 0, é46 wher ei ﬂ‘lthe ine a dieital
et ﬁ'd}l’f“ “ﬁE‘r ‘é W&gag as‘o"? °§ ais?"éaﬁe S 2 ST e fighanfeing @ digita
per fsignasirngf atleaarps@efitheotptityel at i ng to the pharnmaceuti cal
pr o%&‘ng dM‘ %etufaék'.}%%% bé?x& at ﬁisnﬁaﬂﬁh infhedtivEbGekin information including at
radi at1 6n source for exposi ng at %/east one coded data
por t§2¥Ame ek sensor for sensing the at |east one exposed
coded dataﬁomfdmtl@mharamluncalaﬁdmpr ocessor for:
det erm nifgy i ?Ju&% parforﬁlaiau%g ﬁlQ&naﬁﬁa@eﬁﬁ&l &Qai.@td data

portion, a sensed identity; performng t
t r ansact i2dfsatie8 Phbe Rhﬁ'é‘a%eé?f%]é’d"df"d’éﬂill ty. 167. A rret hod
accordi ngldcﬁnoﬁbahmeﬂs&@dewdaeml n the nmethod incl udes

: E: proﬁuct ? etar, ﬁbgroduc'i ta geR%plr %%%%1%%2atlvg (qf ppo%ﬁéf %rrqgron including at

PCT/MUQ%%/ 000070 - 130 deternmining visible

i nf or mat ia@fodidcdde provi ded on the packaging;

determ ni ng. %r}demdfeent ity associated wth the

phar maceltl ¢ duct ; generati ng coded data using

t he |dentalutseyldellztllﬁler coded data i ncl udi ng a nunber of
coded dataaomndgrgngr; each coded data portion being
indicative of at |east the identity of the

phar mace ¥ $¥8duct ; and, 5 printing the packaging
by pri nt ibatgh iumbercoded dat a and the visible

I nf or mat ipﬁzﬁauct manufacturer;

product distributor;
product supplier;
issue country;
ingredients;
storage conditions;

disposal conditions;
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168. A nethod according to claim 146, wherein the
method is further used for allowing a user to interact

woeabl1a9phar maceut i cal product, the method i ncr@mAnz)e5/000070

in a conputer system receiving indicating data from

t he sensing device, the sensigg devi ce being

responsi ve to sensing of 10'%he coded data to
generate indicating data at |east partially indicative
of the i FERMM™ determining, using the indicating

dat a, at etpgmddte;one action; and, performng the action
associ at ggcid t h the pharmaceutical product, the action
i ncluding at_ | east one of providing infornmation to a
user; 15854%f%ng tracking information relating to the
phar maceuwdénditias fpueegduct ; perform ng a transaction

relating ﬁ&cﬁ&?foﬁﬂs@r maceuti cal product;
aut henticati ng the pharmaceutical product; and,

recei vi ngnfs EROMPATt he user. 20 169. A net hod
accor di ngortre-indlcations; ard5, wherein the nethod is further
used for henticating the pharnmaceutical product,

each code ata portion being further indicative of at
| east part of a signature, the signature being a

157 giAtridtho8 h@brding foe1agh 12] wheR@sthe PAK imfudds i@ thie d@iutet yystaGausing the

o5 25,60

%gglef_d wthin a plurality of coded data
"aherein the method includes: in the sensi ng
deviresdts oD@thewtiggtiopig at | east one coded data portion;
and gra@t @R ffcdnAtdg,andiSI Ng the sensed coded data portion,
indicating data indicative of: the identity; and, the
at Ip%’g'écfm &Y% gnature part; in a processor: 30
determning, fromthe indicating data: a determ ned

154. denthdmbd a@Bding Blclaln® BBl wiRRE 16dea it is TG he®d: BOR Inlpar® frftRktlIdast one of:

aut henti cating the pharmaceutical product using the
det éf?ﬁ?ﬁ@&ﬂ%gﬁt‘ifﬂﬁﬁand the at | east one deternined
Si graidentiey of the phar@dseutigdDproductret hod according to claim
146, pherein the nethod is further used for

aut henticating the pharmaceutical product, each coded
dat &" e b e prkagierdit-t her i ndicative of at |east part
of an BibgiRadS b fegion bl packhgiizat ur e being a digital
signature of at least part of the identity, wherein
the nmethod includes, in a conputer system WO

155 003y methed soromping foslaim b5/ Wotsirpeckagingjinpjudes ableast Qe 4G

i ndia®hddr pgkdat a from the sensing device, the sensing

devige being responsive to sensing of the coded data
a pbottle; . . . )

to generate indicating data at |least partially

i ndiz®eitl¢ N of : the identity of the pharnmaceuti cal

pr odugpt;; and,

a box; and,

a leaflet.
156. A method according to claim 146, wherein the coded data is substantially invisible to an unaided
human.
157. A method according to claim 146, wherein the coded data is printed on the surface using at least one
of:

an invisible ink; and,

an infrared-absorptive ink.
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the signature part; 5 determning, fromthe indicating

data: a determned identity; and, at |east one
walzwennored signature part; authenticating thePCT/AU2005/000070

phar maceuti cal product using the determined identity

and the at | east one detern‘i&ed signature part. 10

171. A nethod according to cia™m 146 wherein the

thod is furth f t Kj
152{;? O%ett}l}oﬁtaﬁgrrd%?%%usﬁg% lwg?ri'Flﬁ 81%%? d ata 18 H%)lecgd:: n’gs?anttlaqlﬁ]commdent with

visibls harhanirergablerigforrationng data from t he sensi ng deV| ce, the
sensi ng device being responsive to sensing of the

coded data to generate ipndicat i ndi cat.ive
15 e A BRRE REgrBR AT ol IR P el s SAEUEY dﬁdg&ta portions, and
whersin Agjeattla@ne of the codedidatapditiomstencode a &bsapnetof-acki ng data at
lea%ﬁocgﬁﬁgﬂt{ﬁérlﬁ\ﬁec‘tlm sgatdatyson% tracking information.

Accord % to claim 146, wherein the
net A@esitios °§‘ﬂEFrrF5H%¢F‘V€lf§%‘°G foporinsatie S¥§char maceut i cal
pr oduﬁdofpaekcagdaﬁgqortwmr ein the nmethod includes, in a
%1% tem 20 determ ning a seri al nurrber
assoc th a pharmaceutical product; generating,
usi ﬁg‘zQﬁéS‘S‘@F‘Feal nunber, an identity; generating,
usi Rgiddliey of llGptatuteypart;a Si gnat ure; causi ng generation of
cod%ndl %@ Qlcalfle n%w%she |dent|ty the coded data
i nclu “coded data portions, each coded
dat at lp@@tmaq’t gﬂa datgebigkt, nlga eptiye dataoobjegidging @ry(;)de@lpfde’ast &nce by a plurality of coded
datBp@iat.ure, the signature being a digital signature of
at least part of the identity; causing printing of,
on the pharmaceutical product packagi ng: at |east sone
16@ 0 d edmetieet] accordinglto ckaim | Rawiteredytle dofa objgQ intlhdes atdeasione of;
and muid os%%ﬁén%'tM&vB@&Enons%MM)%atHEt hod according to
claim wherein the method is further used for
di sp&h fang the pharmaceutical product, the nmethod
i nclimgedga; in a conputer system 35 receiving
i ndi,¢ad dtg data fromthe sensing device, the sensing
devi ce being responsive to sensing of the coded data
to g¥Fe¥2% e indicating data at |east partially
i ndiapgititieedanf the identity; determ ning, using the
|nd|cgmc{&g data and from a dispensing database, at
| east one criterion for dispensing the pharnaceuti cal
pr odifermatiodind, causi ng the pharnaceutical product to be
di speneedardati;aRi, at | east one criterion is satisfied.
40 \Qllr)ecgogyo(g{a_ﬂlQZZ PCT/ AU2005/ 000070 - 132

161. A method according to claim 146, wherein the coded data includes at least one of:
redundant data;
data allowing error correction;
Reed-Solomon data; and,
Cyclic Redundancy Check (CRC) data.

162. A method according to claim 150, wherein the digital signature includes at least one of:
a random number associated with the identity;
a keyed hash of at least the identity;
a keyed hash of at least the identity produced using a private key, and verifiable using a
corresponding public key;
cipher-text produced by encrypting at least the identity;

cipher-text produced by encrypting at least the identity and a random number; and,
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174. A nethod according to claim 146, wherein the

sensing device is for use with the pharmaceutica
w@emducm?2 t he sensi ng devi ce including: a housPCYAU2005/000070

adapted to be held by a user in use; a radiation

source for exposing at Ieastzgne coded data portion; 5

a sensor for sensing the at” 1¥ast one exposed coded

data _portion qcessor det er m m

t he Clg€ r-feétd)g(fdh%eﬁ 8suggeaﬁ§12aée e A vea ;{%fe usué%atcorrespon ggg%?c 159

identity. 175. A nmethod of tracking a pharnaceutica

161O r OQ‘%&hod E&@rdﬂ@ a,rcrm& 461 Wifertln thY Q6HdGhta R @rAhZedaS KOG HALSHMth at least one
osed t hereqn or

pack a havi n

eyl e 0 PTG R B 57 o PG v £ sl sub-ayous
rot@@iClin reil_cﬂ).xtlouscmd't abamal cporetof omatibye ianlgasi ong iswbeliyovtanadfding motation-indicating
datli ﬁigtms a&g}{lsl%g tthQ@o lgyhﬁ{ M&Hlt dt&?&ub-ﬁ%’&g uct, the nethod

Including, In a ‘conmputer systeni receiving indicating

data from a sensing device, the sensing device being
164. €S POfidtiod @cchrding @rtiinn (B60pFheteingthe dudeeta d atragéddn gpesréaned weith at least one
layB\R q%v%gtntﬂg rgﬁltoeal Weﬁ?t&h\é@ nQJ attlelg§ t\*fod g‘ialy&X e&:t)d Oé']&entatlon -indicating

atl n usi ng recel ve
dat@ ARIPEiERg h@f‘l%%ea?f ap w&eﬁurﬂ@mgd’e af 'a%mb@aé*thefﬁaw jog] qrymore, each encoded
sthH&dlbeﬁfngisMBut&lf at b l'o&ﬁnklhsﬁgout 4 &ntrd ¥f @itdtibial §mmetty/& .theAayo® lsikvh that decoding

the s¥m s a{ eagl e%l o%lfnrpatl r?s%f Q@Fﬁ({u? I'QC&I@CS n rf%?e§etntaga§ oﬂge (¥r,3€tation-indicating

or na
datn,mﬁhcraprpwat@ﬁ cempriseagtdﬂ&f@t exclig phiff gethe |°f1§ﬂt369n-lpﬁéatmg data and being
indTBIVS biGe AE¥E FPotatioR F tiNayoitent i ty of a patient; an

identity of a current owner of the pharnaceutica

product; one or nore transactions perforned using the
16pharAmaatied of dstekmipinpalpastible duplidatienaf plgrmaguti¢ahproduct packaging, the packaging

\9{% s'ﬁ?s@@ﬂllt:ﬂe&ladr tlQFe‘ﬁ\ddégéd daﬁmludrﬂg b Q&R mofbﬁ dhth BorE&8 Sdattkoded data
alm

b 2 e ST G PERr P REPGh 467 vigein the motod

includ@sih a prasitg doficea si gnature, the signature being a

di g'sén@'{lgﬁl&ﬁ%&é ?thgtod@c;dalaeaSt part of the identi ty,
wherein the indicating. d east part

ST 173 die P e ST B e R e e et

.thean®thod includes, in a conputer system 30

det QL ki Ghe M&m&tcﬂﬁ b dinﬁ)%ﬂ DGert @B ompther sséatbegg Gesponsive to the

determ ned signature part; and, authenticating t
indigptined#e Bit i cal product using the determ ned |dent|ty
and the albteﬂnﬁﬂfgt fréfte mdleetnegmmzeaatesmgaaadenmg part. 178.

A et hod agc% 591 ﬁspng th® d%l.r% n03 "lleI?tPﬁ mﬁ{ﬁn%l fhta! %@tuﬁetohﬁg g)hannaceutlcal

i ncl udes, res
to a succPé@S‘# u1he éf@f“i'f‘@n{*ai‘ac h@“?goﬁ leﬁuwﬁa¢lwsmﬁgatlép of he  location of the
t r ansact iphimscedtRilipRguck; @nd, he pharnaceutlcal product

pCT! AUZ00R BBt e e Ficknd o ek S b e R pspige cuptins.

claim 177, wherein the entire S|%nature i s encoded
16% t |4ﬁ lﬁetlapdﬂpqgfdgqg itq S}ai@fMQ} (\yag@n the method includes the use of a transaction termmal for

performing transactions relating to the pharmaceutical product, the transaction terminal including:
a radiation source for exposing at least one coded data portion;
a sensor for sensing the at least one exposed coded data portion; and,
a processor for:
determining, using the at least one sensed coded data portion, a sensed identity; and,

performing the transaction using the sensed identity.

167. A method according to claim 146, wherein the method includes the use of a printer for printing the

packaging, the printer being for:
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data portions and wherein the systemincludes the

sensi ng device configured to sense a nunber of coded
wa@lamos/11pexr ti ons to thereby determ ne the enti rECT/AU2005/000070

signature. 5 180. A nethod according to claim 175,

wherein the nethod includes,_ jin the conputer system

comruni cating with a dat abas]e30 the dat abase storing

datg relati ngl r} t ar nmceut | dc ?(duct i ncl udi ng at

| eadPBESHPle TRET R S PISPAS epa“ MfBuding at | east

a kdstermigen semity thﬂedaﬂléuﬂgmamﬂceutwﬂIneodeqt gnat ure bei ng

a di gieltaérlg co@e'd QE@LMthqulenﬁt& ti‘l@&géd da@ rﬂclu@ﬁg b hﬁnﬂeﬁ&"ét)deﬁ Mata portions,
and, 10 [{§r oduct, dat

oduc
o erPrd et e e B S PRt PR geucs and
at ptigiag the patkagdf byapripriedhrobded datt andghepyaibleanformadtent i f i er ;
a user identifier; 15 an owner i dent i fi er
manuf acture date;  batch nunber
1685 n ¥ method Iagzprdmg m,c(])adu &4e, mlege(lrf tlhbmftqu lS %heﬁ Pi‘iﬁl &)& flllowmg a user to interact
with bl piakrha@éutical prﬁcﬁidt&thé:ﬁttl‘iﬁdrir)c)udmg, g @shp@ertsgtem: St or age

c on%c&{/ 8%@1(11@&9%%% ?A thé:é%n& tdE\Q%Sme geﬁsn?\ged'e{'l eHlE p;@&)limve to sensing of

expiry fects condl trons

us e theBorel iz tp gepTPig H’élc?‘kﬂﬁ s leay Piedy g ?fﬂwdentlw’

i Nf @eterainifgNising €0 Bildic@m BatH, fradait oMSacticahd, dosage. 35

I:,I'rgg'ﬁer'g)rrmn F)O %ctlaorq %sggcg EngtB %rr%La?llnggeJtzg tpéo\r%nc? Lt%hdsgtlgr‘]nnﬁch}(]img at least one
di spfay of at Ieast one of: results of authentlcatlon

t racki ng ptovfak MBdrh@da toalskr; product information. 40

updating tracking information relating to the pharmaceutical product;

performing a transaction relating to the pharmaceutical product;
authenticating the pharmaceutical product; and,

receiving feedback from the user.

169. A method according to claim 146, wherein the method is further used for authenticating the
pharmaceutical product, each coded data portion being further indicative of at least part of a signature, the
signature being a digital signature of at least part of the identity and being encoded within a plurality of coded
data portions, wherein the method includes:
in the sensing device:
sensing at least one coded data portion; and,
generating, using the sensed coded data portion, indicating data indicative of:
the identity; and,
the at least one signature part;
in a processor:
determining, from the indicating data:
a determined identity; and,
at least one determined signature part;
authenticating the pharmaceutical product using the determined identity and the at least one

determined signature part.

170. A method according to claim 146, wherein the method is further used for authenticating the
pharmaceutical product, each coded data portion being further indicative of at least part of a signature, the
signature being a digital signature of at least part of the identity, wherein the method includes, in a computer

system:
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WO 2005/ 111922 PCT/ AU2005/ 000070 - 134 182. A
transaction termnal according to claim 177, wherein

wao bwsaodext data i ncludes a plurality of | ayoutBCT/AB205000070
| ayout defining the position of a plurality of first
synbol s encodi ng the |dent|t?/3, and a plurality of
second synbols defini ng at - [*dast part of the
si gnat.ur e. accor

Feé?lvmgt lﬁ%lca-tllé%d’% qA mr{Ee se?smlg n%\ace tg fegsugtdew%e’%e F{espfohswe to sensing of
at the aaled datecto gifneratg mé@d’egi datpent aaspmﬂtaillomdlpaﬁlemfa ty; an

i dent i ty yRfigehdRoriRPhaRESHMIAIpRMuBRRPUCt ;  an EPC, an
identity of t he packaging; and, 10 an identity of a

regi on off*CEEYSHERagi ng. 184. A nethod according to
cl aderrhinbg, frdmetheindicapeadatagi ng | ncl udes at | east one of -

a bli stegdg%hwdﬁengg,t;nhe 15 a bottle lid; a label; a
box; and, leaflef. 20 185. A nethod according to

claim 178 "’Wﬁ’é?%‘i‘ﬁ‘?“‘f‘ﬂé‘%ﬁﬁ‘ﬂ%ﬁ?“dat ais substantially
i NViaghddlidatingotha rpharmadediedl préducravsing tBG detémived lideality and the at least one

accg&gﬁﬂ’g‘i&%ﬁﬁe Hn 175, wherein the coded data is

print urface using at |east one of. 25 an
invisible ink; and, an infrared-absorptive ink. 187. A
171et AakkiiRE 6@bding® cladn CloAvitekh Hite, mettoe isdirthertuse farodexthg tHepBarmaceutical

r ov S| incident with visible
proﬁua emre{(}elgogig%?dl&% El? %{ &930 188. A net hod according

Lo esorifing MAGHing ey amyfhe f5eSia s, Toh P Recisviee HRBEFPOTEYe (0 sensing of

codef c6lRl 10 Bénk:aid Sndicaing dawuhmaai/erbfak ide@S4S tHe ProBuchitent; B,

coded data tions.e code of a.loca
of t}r)]d tmrge Eu? {/eceelvgccl) el&&tglgtd a tra I odﬁl% a? least arflallo mc{iﬁatwe of tracking

themf@’slp}@etlve coded data port| on on the surface, 35
a size of the coded data portions; a signature part' a

L CAT e U B e e —
productipaciegio jwbertin the Imethedinglydes, thatcampitgr exstembei ng encoded at
| ea%&terﬁlﬂﬁ% a@éfiaﬁluﬁllbé}raﬁbé.iattéﬁ V@[tl a Smeutical product;
' generating, using the serial number, an identity;
generating, using the identity, a signature; .
causing generation of coded data using the identity, the coded data including a number of coded data
portions, each coded data portion encoding
the identity; and,
a signature, the signature being a digital signature of at least part of the identity;
causing printing of, on the pharmaceutical product packaging:
at least some coded data, and
at least one of:
the identity; and,

the serial number.

173. A method according to claim 146, wherein the method is further used for dispensing the
pharmaceutical product, the method including, in a computer system:
receiving indicating data from the sensing device, the sensing device being responsive to sensing of
the coded data to generate indicating data at least partially indicative of the identity;
determining, using the indicating data and from a dispensing database, at least one criterion for
dispensing the pharmaceutical product; and,

causing the pharmaceutical product to be dispensed if the at least one criterion is satisfied.
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WO 2005/ 111922 PCT/ AU2005/ 000070 - 135 data portions.
189. A nethod according to claim 188, wherein the data
wobjoeatioencl udes at | east one of Ml ti pur posePdTIABLZO0&D00070
Mai | Ext ensi ons (M MVE) data 5 text data; inmage data;

audi o data; video data; gzl cation data; 10 contact
dat a; i nformati on; busi nes§’“card dat a; and,
174{3I r %Cfl\%%c%/d ag(%%fu}% etg' 218%12%6 A\ferem tﬁle Fen%& ('f?elz ]rgg(gs Se \Ovﬁlgkhe 1gpharmaceutlcal

profest] tha dasing dbmiccinclefiitga al | owi ng error correction;

Ree@ih&ingmme&abahemeoaqusegflgketc Redundancy Check (CRQ)
dat a 191. A accor FH%TtO claim 179,

V\her"‘é‘idl‘?"?“rf%“r&e o RIS n& F* A% P17r°8 RPYEE at | east one of
a r andienmfon saniiey thees Bast prategdsedicodad datpeportideiatd, t y; a keyed
a prs@ésbr Bf ad¥mih 82 3tind Eat A8 Bleistn¥od cBaelf BXEThrPAINerREd iddhtity.
l'east the identity produced using a private key, and
verifiable using a 25 correspondi ng public key;
1781 phaemetbaedxf trpuking @ peamigutiesl prodyxdt, i tiegpharmategd@rsk produet being associated with
pmjk m@tﬂa %dlﬁ)logti] éregr?éllthﬁglﬂ) gdﬂg(frgatabl}{clgﬁlgrayﬁhbag)f %dec]l geﬁasfyomons each

a random nu ?floer t ext
codﬁii S%P,Oé%?nlh’glpwdlaaﬂm phpadentcgf thepharmpespiicel pigrugh the meodgincluding, in a
coratef 8stpandi ng public key. 30 192. A nethod according

to %c% g%&izlga’tl{]% ?arf%kne aséﬁﬁéﬁeggg %qultsﬁg %e%ncgggu%qg?gllﬁkf&o sensing of the

accor

r ot &eded i to seperate indipating faiz ledlwtwesof ﬁ'ﬁ ldFl%s@sqf ﬂte\mduef Jan; and,

| ay Qpdating) GdingCthd) @cdivel] GiRAREting athta, Stabkingadaf Lt Seast pAtiallyaifldichfive of tracking
revogutlons apart about a centre of rotation, at |east

one su ?ayout including rotation-indicating data

t hat distingui shes that sub-layout from each ot her

176 Ub-A B&d taccordg #62Reim fVSWWﬁepéﬂijat 26 SHeQF M trdcRing InBrAtibr &nd the indicating
codedgﬁlat a is arranged in accordance with

dat&f“efng‘éi@’t"e%ﬁ%leasi%y t having n-fold rotational
sy meidenyity offhesasing degicat | east two, the |ayout encoding
ori gmdg,{twabﬂgﬁtcatl ng data conprising a sequence of
anlntgrg mul tip Ielnofn%]%rrbols where mis one or
mor &™ YEiB P8 AEE Qg er Sl HRIPMBE TG RIFUEY | buted at n
| oc ahé @n®realamsadtions pelémwchxsmg the pitasiiacanrial predopret ry of t he
'ayq%cat%o%hhéﬁ%aéeﬁ&qurma duie synbol's at each of the

n orientations of the ayout produces n
repr”é%cétf?flﬁftf‘%ﬁ“l%s"‘éfje‘t“’r‘ie orientation-indicating-

177. A method according to claim 175, wherein each coded data portion is indicative of at least part of a
signature, the signature being a digital signature of at least part of the identity, wherein the indicating data is
at least partially indicative of at least one signature part, and wherein the method includes, in a computer
system:

determining, from the indicating data, at least one determined signature part; and,

authenticating the pharmaceutical product using the determined identity and the at least one

determined signature part.

178. A method according to claim 177, wherein the method includes, in the computer system, and in
response to a successful authentication:
authorising a transaction relating to the pharmaceutical product; and,

updating the tracking data.
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WD 2005/ 111922 PCT/ AU2005/ 000070 - 136 data, each
representation conprising a different cyclic shift of
wa bwserivent at i on-i ndi cating data and bei ng i NELTAU2008000070
of the degree of rotation of the layout. 194. A nethod
of tracking a pharmaceuti cal1 roduct, the
phar maceuti cal product being associated with 5
o A TR aGP RIS RBEr breBuaa - aarar o rerdn S Byt ofcose
datg patécals ahd twherpio theisptembrdlydes thendisingtdewias corffigered to deaprtd nupbegfof coded data
porkibi ttRALYBGEMInk Gaknti! QelMet, the nethod including, in a
sensing device: sensing at |east sonme of the coded
data; determ ning, using the sensed coded dat a,
180. ndiAC afethorty adtatdimg atb  dladasit75,pahdréim|they methali malides,einofhe tchmputer system,
COl’l’lIglﬁlliLEtliJgXIb;ith a]thaﬁaQQ 'thetcﬁél;gef &drink A&la Ieniﬁné #d lﬁﬁﬁa’céﬁgcag%@lctt, fhcluding at
a conputer system the conputer system being
leagt guedfnsi ve to the indicating data to update, using
t he attesadatienaianiokdleidgianigastalteq assbdigedtwit @ lkigmgure] gie aignahBbbeing a digital
A mg{%% egg{:lgarstg)ia;g tgeqd&{igjml75, wherein the net hod
includes the use of a transaction terminal for 15 =
per PEEYE fxp the Rroduct fatnbeine pbleast pariglly Bdicaixe PfiPEqdpe ddpation fncluding at
pr oddagbne dthe transaction term nal including: a
radi at i on squrge. for exposing at |east one coded data
portion; ‘& sensof for sensing the at |east one exposed
coded dat®atswridepdfie. and, a processor for:
det er m niaRgridusifely the at | east one sensed coded data
portion, a sense ﬁi dentity; and, 20 perform ng the
t ransact i*OR"SI'HY "The sensed identity. 196. A nethod
accor di ngrapdacgiredatel 175, wherein t he net hod i ncl udes
the use Qhcinupbi-nter for printing the packaging, the
printer being for: determning visible information to
be provi AR ORMFE Shckagi ng: 25 deternining an
i denti t'y padlsodistdbuee; Wi t h t he pharmaceuti cal product;
gener ati ng, cRdBFlicdat a using the identity, the coded
data including a nunber of coded data portions, each
coded dat§"f8Yon being indicative of at |east the
i dent ity igfedielve phar maceuti cal product; and, printing
t he packgg,%a Deol¥iiddl.i Nting the coded data and the
visible information. 30 197. A nethod according to
cl ai m 17%isPegpl&pditiansi he nethod is further used for
al | ow ng serialiimiberf 0 i Nteract w th a pharnaceuti cal
product, emﬁ gethod including, in a conputer system
receiving 1 (§l| Cating data fromthe sensing device, the
sensi ng &&Mte bei ng responsive to sensing of the
coded datsme-tfecgenerate indicating data at | east

partially indicative of the identity; determ ning,
using theli naicat' ng data, at |east one action; and,

35 per f origresgontsii@s ugget i on associ ated with the

phar mac e yiksGaturthtr @b#adtion;t he action including at | east
one of: Froviddi n%,i nformation to a user; updating

t racki ng ‘PHPSAITSA"Y el ating to the pharnmaceuti cal
product ; dopegx:form ng a transaction relating to the
phar maceuti cal product;

181. A method according to claim 175, wherein the method includes, in the computer system, causing the
display of at least one of:

results of authentication;

tracking information; and,

product information.
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40 aut henticating the pharmaceutical product; and, WO
2005/ 111922 PCT/ AU2005/ 000070 - 137 receiving

wo ewdbaok2 f rom t he user. 198. A net hod accor di rgI/AG2005/000070
claim175, wherein the nethod is further used for
aut henti cating the pharnaceﬂ§|cal product, each coded
data portion being further dicative of at |east part

182SI 92‘ . sgrho% ?z al %Cg(gfg'f’g tﬁiclta?nnlgl%,u\{lﬁlgg?hg c%eg figa lgcl éia %aeplurahty of layouts,
eack gyt efining thi pesitign ?ﬂamheaﬂiwwfn@tfsymwwod'daﬁaldwm W’éﬁ@lurahty of second
Swmﬁggghmggh&gmgngQS@&&hydes in the sensing device

sensing at | east one coded data portion; and,

generating, using the sensed coded data portion,
183. ndiAcsthiod gecokdinatoichih t7at wheinglie:identit@ istférmed af ast intpyrt fremma least one of:

theag&hh@ﬁﬁkngpﬁm§ nature part; in a processor
determ nin romthe indicating data: a determ ned

|deﬁ?WFV““gﬂﬁpmﬁﬁmﬁP“1EE%?tone determined signature
parhmEHuthentlcatlng t he pharnmaceuti cal product using

theaﬁﬁgﬁégkﬁﬁger% A4y and the at |east one

determn Fe part. 199. A method according to
cl aidridgnpiy ofm&mé?fﬁhetpﬁ@aw hod is further used for
authenticating the 20 pharnaceutical product, each

184{: od dme%‘éi %ccgr?fng{o%ﬂmp ?’5 n\%eIelep%&%n 1&q}dgsaa{ feds ongt)f at

nature gnat ur e

dlg@PHW”B@bﬂature of at | east part of t he |dent|ty,
wherdbte;t he nmet hod i ncludes, in a conputer system
recelw{n%rindicating dat a fron1the sensi ng device, the
sensing devi ce being responsive to sensing of the
codedebelat a t o generate indicating data at |east
par tivgd by, | ndi cative of: 25 the identity of the

phar eufi cal product; and, the signature part;

detélr]a |ng, fromthe indicating data: a determ ned
identity; and, at |east one determ ned signature part;

18530 %U&Qﬁ&tdc&?&ﬂgﬂg claftf1 BN PRCHL L Ja6PEataRE QMM EialldSihvIGbIE R unaided
determ ned identity and the at |east one determ ned
humgngnat ure part. 200. A nethod according to claim 175,
wherein the method is further used for determning a

186)0S SA lpétﬁ)d achHkng b @750&11&41%9&9«%%& Qsadrm@([ SHHESurface usmg at least one
packaging, wnerein the method includes, in a conputer

ofsystem 35 receiving indicating data froma sensi ng
deviaf ewisbl@ksaasi ng devi ce being responsive to sensing
of t to generate indicating data
|ndﬁggpﬁgggggmgﬁgﬁldentlty determ ning, fromthe
indicating data, a determ ned identity;

187. A method according to claim 175, wherein the coded data is provided substantially coincident with

visible human-readable information.

188. A method according to claim 179, wherein the coded includes a number of coded data portions, and
wherein at least some of the coded data portions encode at least one of:

a location of the respective coded data portion;

a position of the respective coded data portion on the surface;

a size of the coded data portions;

a signature part;

a size of a signature;

an identity of a signature part;

units of indicated locations; and,

at least part of a data object, the entire data object being encoded at least once by a plurality of coded
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accessing, using the determned identity, tracking
data relating to the pharnaceutical product, the
w0 easHimege data being at |east partially indi capd¢wavuzfs/000070
the location of the pharmaceutical product; and, 40
determ ning, using the trackjpng data, if the
phar maceuti cal product is a possible duplicate. WO
dmgq9§/111922 PCT/ AU2005/ 000070 - 138 201. A nethod
a cordlng to claim175, wherein the nethod is further

used for producing pharmaceutical product packaging,
1890 e aghdmholi RRoraRE RRMint n;@l Md@ﬁl thel dBta BbjEO MBSt 1633 SheIH]

pha Ear kR BpEIaREL (ng. usi ng ¢ he

ser itext dapunber, an |dent|ty, generating, using the
| deRtdgt Yata; @ S|gnature causi ng generation of coded
data using the identity, the coded data including a
nunﬁ@*°%ﬁ’coded data portions, each coded data
por tvidendagncodi ng the identity; and, 10 a signature,
the 9%@5&{6 being a digital signature of at |east
part of the identity; causing printing of, on the
phacPcedi cal product packagi ng: at |east sone coded
dat anformmtbn; at | east one of: the identity; and, 15 the
ser%a%wgd g&aa 02 A nmet hod according to cIa|n1175
reint is further used for dispensing the
pha@ﬁﬁ%@ﬂ?ﬁcal product the method including, in a
conmputer system receiving indicating data fromthe
ensj n evi sieve to
19 2l Rped e el BRI YA R BLOR, L RRBRRE
data“%WMMéﬁgt partlally i ndicative of the identity;
det@&gmdungen@$&ﬂgxhhe i ndicating data and from a
di spe p atab se, at |least one criterion for
disS% (”%m? armaceuti cal product; and, causing
theCbﬁaﬁnﬁmémﬂﬂ@nﬂdﬁR@U@@t to be dispensed if the at
| east one criterion 'S satisfied 25 203. A nethod

according to cl the si.n d [
1o O ARt o B e e SRR P d R At ¢
deviacadennmimbeki assgeiated Witutgiidegtitgdapt ed to be held by a

UsefkaduéﬁmaﬁaﬁﬂﬁhQQMQH source for exposing at |east
one coded data E ortion sensor fqr sensing the, at

| eadt keytlehask 95 Sk ifadt d{‘fetfe‘a‘é}t BmB‘tYF"c g 2 diipte Bey> gnd verifiable using a
pr ocessmndifigpublibdeer m ni ng, using the at | east one

senQSﬂﬂggdg gﬁ 8% gQHEEQM§&Q§$d identity. 204. A

har maceuti c roduct packagi ng,
whe rcmt-tetxwéoqﬁ%ad ﬁbawtyﬁtag adeast the identity a@cﬁfﬁlﬁ‘t’ purRkes adny 35
det eiphérfdxtigodiced @sihgd prifateieandi&siOableaisiagla intdpodling public key.
pharmaceutical product; generating, using the seria

nunber, an identity; ‘%eneratlng using the identity, a
193§ g rfemeihod 2copding & C@‘mt whepsd therodeddlptg istagrpneed iy Agpridenee Yyih at least one
layddt hhv@raSifold adtdtioRdl sykdiRtry, where n is at least two, the layout including » identical sub-layouts

rotated 1/n revolutions apart about a centre of rotation, at least one sub-layout including rotation-indicating

data that distinguishes that sub-layout from each other sub-layout.

193. A method according to claim 175, wherein the coded data is arranged in accordance with at least one
layout having n-fold rotational symmetry, where » is at least two, the layout encoding orientation-indicating
data comprising a sequence of an integer multiple m of n symbols, where m is one or more, each encoded
symbol being distributed at » locations about a centre of rotational symmetry of the layout such that decoding

the symbols at each of the » orientations of the layout produces » representations of the orientation-indicating
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identity; causing generation of coded data using the

identity, the coded data including a nunber of coded
wa@l208/11492 porti ons, each coded data portion ene@UATZYONM0070

2005/ 111922 PCT/ AU2005/ 000070 -139- the identity;

and, at l|least part of the sigpature causing printing

of , on the pharrmceutical pr oduct packagi ng: at |east

datzé r?g‘:% re;trﬁéntaglgn conﬁlprl 1n 11%1'(22{)@'8613(: shalt! f)fht%e orlennigo g cah?gox'dta and being

acco
md@#taemtwy9emlmﬁtmmoutdent|ty is fornmed at Ieast in
part fromat |east one 10 of a serial nunber of the

harrracetlca uct; . gn identi of the . . :
19D TRGH e G Gt Prosts e P o s associad it
pacRaig dgtinprispesadi thertdn errtharagieerided datagificlgling egiumber of cddpddata portions, each
coceﬁgmhﬁg ben?goiﬁdlcaewmtan %ntﬁfmﬂedﬂh%a&gncgll ﬁémtztgélmethod including, in a

erel n the nethod includes, encoding the entire
sengipeif¥fre within a plurality of coded data portions.
20 2&ding Alensetdmedf ic@dedtiatag t o cl ai m 204., wherein the

et G&kanﬂ] llHQ ﬁTe S nge%tcgéemdﬁé, %wgﬁnﬁ Id Lgt léaE} %lﬁ@tlﬁmtlve of the identity;
ph

relating armaceut 1’ cal product; determ ni ng a
deséd pt| on, the description describing a | ayout of
t he tr‘drisfefriﬂk €he lindicain@alhta @3 comp@ErQy dént) Ghe ABMBELES OyGieAtbieidy responsive to the

. bet ) .
) T T

_mst _hod_ acc_or di ng to claim 207, wherein the description
194.S |Ar}ﬁidtlﬁ)afad:c¥ﬁmgfo Mim || B2 Sher&NBe M6thdédIiRcludaSBOBE aft achnadttioh terminal for

perf‘oggm%J transactlon? re}a 1nrg§o th df)h%gnlflagetﬁl%ch prO({quéll t?arr]lsalctg]o(r:l ltelflgllng gncﬁ&mg
upd alradngomspla@l@rr?gpqmng Yileati pheopded ditapartivg: t o t h e

phararm&meqaabg R 4 bkE brie expdtdR6dedl @id PoRn;and, r ansact i on
relatin t he pharnmaceuti cal product;

aut I‘T@Wf‘?%%?é f'ng the pharmaceutical pr oduct; and,
r ecei vi ngetfregdigasiog fhe atrivastivae gused cod@igita petioned fensed identity; and,

accor di nge,ffognﬁé@gm,gggf}on,uswgﬁggh@d Idt}ﬁtyﬁet hod i ncl udes,

in the conputer system comunicating with a
dat abase, the database storing data relating the
196 haranmagied tabcoaling [ 0dmdt75 whereih thd |nr¢gloamcludeea:s uiseqifi @ prrfter for printing the

packaging, the printer being for:
determining visible information to be provided on the packaging;
determining an identity associated with the pharmaceutical product;
generating coded data using the identity, the coded data including a number of coded data portions,
each coded data portion being indicative of at least the identity of the pharmaceutical product; and,

printing the packaging by printing the coded data and the visible information.

197. A method according to claim 175, wherein the method is further used for allowing a user to interact
with a pharmaceutical product, the method including, in a computer system:
receiving indicating data from the sensing device, the sensing device being responsive to sensing of
the coded data to generate indicating data at least partially indicative of the identity;
determining, using the indicating data, at least one action; and,
performing the action associated with the pharmaceutical product, the action including at least one
of:
providing information to a user;
updating tracking information relating to the pharmaceutical product;
performing a transaction relating to the pharmaceutical product;

authenticating the pharmaceutical product; and,
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aut hentication data, including at |east a key
associated with a signature, the signature being a
wal2astao22 si gnat ure of at | east part of the i dEIwAU05/000070

tracki ng data, the tracking data being at |east
partially indicative of tractgfng i nformation including
at 40 | east one of WD 20057 I'11922 PCT/ AU2005/ 000070

an o har maceuti cal product; one or
noréec‘fm%%é@g‘fcf(%ﬁ'giheé’sre ‘ormed usi ng thg phar maceut i cal
product; a location of the pharmaceutical product;

19@nd A ﬁleth&icﬁt:érgﬁ]g of clﬁlﬂelﬁew&!réﬁg th@ﬂﬂétlﬁ)ﬁ,ls Mer u’l_%ecp Fd? dnticating the
ro

PR PRI AR O 0 PRFS e P SRR oh S5 Py @ g gnacre, o
sigmanee t@ing a digitad sigraturead gttleastapalpgﬂﬂpeeq}mtlty glreirbpmg ¢ngeded wighiy g plprality of coded
dathgd?—t%é fnGEin thd Retfdl ivags identifier; manufacture date;
bat ch nurrber . product manufacturer; product

di stthyigesged evjas: product supplier; issue country;

i ngr edi enrénsipg at&hanmagededmdpomoo,rasd di sposal

conditio r;

of de- of f Sarar B8k i s IRES e BRL s Be nERURENE,

use: |inks toteideptEsad nf or mat i on:

contra-indi catieatigdst abdgnatutt@agge. 30 210. A net hod
faccque‘;pcg b0 claim 209, wherein the method includes,
int uter system updating at |east sone of t he
data rel dFthﬁ’gl“tgoﬁqnhféeBﬁ%“ﬁ%%utl cal product; and,
gener ati ng t he daedadd dadig; ag) ng at | east sone of the
data rel ating a%l(e)asttorr]leedé?erllrg‘lrna%lgngt Ieca%I product.

authenticating the pharmaceutical product using the determined identity and the at least one

determined signature part.

199. A method according to claim 175, wherein the method is further used for authenticating the
pharmaceutical product, each coded data portion being further indicative of at least part of a signature, the
signature being a digital signature of at least part of the identity, wherein the method includes, in a computer

system: .
receiving indicating data from the sensing device, the sensing device being responsive to sensing of
the coded data to generate indicating data at least partially indicative of:
the identity of the pharmaceutical product; and,
the signature part;
determining, from the indicating data:
a determined identity; and,
at least one determined signature part;
authenticating the pharmaceutical product using the determined identity and the at least one
determined signature part.
200. A method according to claim 175, wherein the method is further used for determining a possible

duplication of pharmaceutical product packaging, wherein the method includes, in a computer system:
receiving indicating data from a sensing device, the sensing device being responsive to sensing of the
coded data to generate indicating data indicative of the identity;
determining, from the indicating data, a determined identity;
accessing, using the determined identity, tracking data relating to the pharmaceutical product, the
tracking data being at least partially indicative of the location of the pharmaceutical product; and,

determining, using the tracking data, if the pharmaceutical product is a possible duplicate.
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211. A method according to claim 204, wherein the
nmet hod i ncludes, in the conputer system receiving 35

WO e a9granni ng system in response to scannipgr/ati2abe007o
packagi ng, information indicative of at |east one of.
a source of the pharmaceuti c?:{ product; a
phar maceuti cal product type; Bie identity of the
pharmaceuti cal product; and, the serial nunber of the
pharmaceuti cal product; and, 40 WO 2005/111922

201PCT/AA2®EA 5¢co@dDO Riclaim 1251 wherein thamathediie Birthar aesd &ir prgduciye pharmaceutical

pro@ﬁc@ba@ia@géwh%ﬁ[h@h]@th&d’lﬁcllﬁi@sdﬁldl cglﬂ;;u@er !sﬁtelhnm cative of a
lurality of ence, {%OI&HtS such that sensing of at

I eag’fte‘B‘ gea‘a@‘w“&‘ T3S 2 pymageuticgl ROHE Gevi ce,
al | gewrafingy usthg the seviahmtmbayandfentéy; | east one of : the

| delggde,taxng Rin gghe L RARY, agigﬁnﬁg gnat ure part; a position of
t he "sensing evice rel ati packagi n

nd,
mov &RHERS geafratt% &t codgddptp @S%’eﬁ ‘E"é“?’él‘eaﬁ"ﬁ"\?é'a RC‘?% a nuinber of coded data
pac lpagénagach2d@d d#a poetoh edtodiezcor di ng t o cl ai m 204,
wher ei n ttlﬂ?dehﬁ?r%dty is fornmed at |east in part from
at |least one o 10 a coded data portion identit an

i dent ity 26BNYU% the FignetEschsing » digitel iﬁ%"é‘&}{fé’f at lea%ﬁanaﬁt‘ze idggity;
[ demﬁdsihyplﬁlfmgd’f&)nﬁlﬁ@ka'ihgacﬁgl,ca] aodyct patkagident ity of a

regi on of 15 214. A nethod accordi ng
to claim Eléﬁtsogﬁ%léggﬁ packagl ng i ncludes at |east one

of a bl |a§1F?é‘r°nbafck a bottle; a bottle lid; 20 a
| abel ; a box; u@fdintity;and, eaf l et. 215. A net hod accor di ng

to claim 204, whe r?l n the coded data is substantially
the seria

i nvisible to an unai uajed 25 human. 216. A net hod
according to claim?204, wherein the coded data is

2013rI m %th@cn a&chﬁu@%ﬁfc%ﬁ us| Wﬁkréﬂ te€R8thodOR3 CfurtiRf ‘usedNfor dispensing the
nfrared-absorptive ink.

phaﬂafe““ﬁ\a H@flﬁbg' 3‘5@8‘1’ 'B‘f%‘ﬁjg’;"gt% QA YT wherein the
codeecteidiag mdicatinpdata/fraedie ssudingtdavite, Hk bopsingiepied kbma respontive to sensing of

the coded data to generate indicating data at least partially indicative of the identity;
determining, using the indicating data and from a dispensing database, at least one criterion for
dispensing the pharmaceutical product; and,

causing the pharmaceutical product to be dispensed if the at least one criterion is satisfied.

203. A method according to claim 175, wherein the sensing device is for use with the pharmaceutical
product, the sensing device including:

a housing adapted to be held by a user in use;

a radiation source for exposing at least one coded data portion;

a sensor for sensing the at least one exposed coded data portion; and,

a processor for determining, using the at least one sensed coded data portion, a sensed identity.

204. A method of producing pharmaceutical product packaging, wherein the method includes, in a
computer system:
determining a serial number associated with a pharmaceutical product;
generating, using the serial number, an identity;
generating, using the identity, a signature, the signature being a digital signature of at least part of the
identity;
causing generation of coded data using the identity, the coded data including a number of coded data

portions, each coded data portion encoding
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vi si bl e human-readabl e i nformati on. 35 218. A net hod
according to claim204, wherein the coded includes a
woenvberioeX coded data portions, and wherein apCt/8E3105/000070
some of the coded data portions encode at |east one of
a location of the respective coded data portion; a
position of the respective bH@éd data portion on the
surface; ‘1%lzeV§; the coded data portions; 40 a
si gnat ur 855 %o 2005/ 111922 PCT/ AU2005/ 000070 -
142 a snatzleastcphnefﬂmsgnmrdre an identity of a signature
par tausingfHnkisy o@fonkhegmaea&adcél RE@id fékaging@Nd, at | east
part of dat a obj ect e entire data obj ect bei ng
encoded é&“@é&?F”&ﬂ&@aﬁypa plurality of coded 5 data
portlonsaﬂamgmeﬁlnethod according to claim 218,
wherein the d%k%kﬂﬂ} i ncludes at |east one of:
Mul ti purpose Internet Kail Extensions (MME) data;
text data; 1@erHBYE™BEta; audi o data; video data;
application data; contact data; 15 information;
usi C . -
O RORRI Rt B wn ] B LY Rt e B g o o ot e
of i ncl udes at Ieast one o 20 redundant data; data
al | @wriahubdr of theghbrma&tticaliprodudieed- Sol onon dat a; and,
Cycl | d ) data. 25 221. A nethod
accg?lﬁwgqggqugxmqggﬁho érein the digital signature
i ncluB¥s at | east one of - a random nunber associ at ed
mﬁthhgﬁghda@b&hgmgamkeyed hash of at |east the

i denti.t of at least the identity
prodﬁg%’ty ?am %ganygﬁggkey, and verifiable using a

correspondlng public key; 30 cipher-text produced by
206 NC Aol Gecadink RR%Im 2026 whékgithé hdthodGhcRI&! ent ik tHe eRELGSBture within

TR ot €3St The | Gent 11y and 2 random

207. A method according to claim 204., wherein the method includes:

determining visible information relating to the pharmaceutical product;
determining a description, the description describing a layout of the visible information;
recording an association between the identity and the layout; and,

causing printing of the packaging using the layout.

208. A method according to claim 207, wherein the description is indicative of at least one action
associated with the pharmaceutical product, the action including at least one of:

providing information to a user;

updating tracking information relating to the pharmaceutical product;

performing a transaction relating to the pharmaceutical product;

authenticating the pharmaceutical product; and,

receiving feedback from the user.

209. A method according to claim 204., wherein the method includes, in the computer system,
communicating with a database, the database storing data relating the pharmaceutical product, including at
least one of:

authentication data, including at least a key associated with a signature, the signature being a digital

signature of at least part of the identity;

tracking data, the tracking data being at least partially indicative of tracking information including at

least one of:



W

ci pher-text produced using a private key, and
verifiable using a correspondi ng public key. 222. A
worswbotzrcordi ng to claim 204, wherein the corleEdAdz05000070
is arranged in accordance with at |east one 35 |ayout
having n-fold rotational sy try, where n is at |east
two, the layout including n 1dentical sub-layouts
rotated 1/n reval ut : about a centre of
rotation%"g?wvgggg&%ﬁgagggﬁﬁé§gut i ncl udin
r ot at i onohernd meE transastions ae@mﬁa@in@qhgmh%mugﬁgyoqwat
sub- | ay oylocdtioR bR tRABAmahREI prodlictaagout . 223. A met hod
according]tq.clﬁén%204aewpg$§in the coded data is
arranged i H S QO FaRCR M "Gt | east one 40 I ayout
hav ipreduchdatag thel produchdatacheink aislyastmattially indipptivecofpraduct infornasign gncluding at
t WO jeadi B Jpayout encodi ng orientation-indicating WO
2005/ 111922 PCT/ AU2005/ 000070 -143 data conprising a
sequence *8P%h%Fnt eger nultiple mof n synbols, where
m i S one apatiemideatificeach encoded synbol being
di stri but,gd; Atyiferl OCati ons about a centre of
rotational symretry of the |ayout such that decoding
the synb@?&VistidEEs of the n orientations of the
| ayout pmasddeese datey epr esent ati ons of the
ori entat i@ duRgi.cating data, each representation
conprising a different cyclic shift of the
ori ent at PBAYT METESHHy data and being 5 indicative of
t he degr emdat disttuedr;i on of the [ayout. 224. A nethod
accordin j.n 204, wherein the nethod includes
t he use th§x§#§%g;ction termnal for performng
transact i¥$oWBY:at i ng to t he pharnmaceutical product,
the transmgkie termnal including: a radiation source
for expos@n agméggst one coded data portion; 10 a
sensor féPm‘@ﬁ5|ng’the at | east one exposed coded data
por ti on; diprdal conditigrsocessor for: determ ning, using the
at | east ;gppumBGsed coded data portion, a sensed
identity; and, performng the transaction using the
sensed | Y. 15 225. A nethod according to claim
204, wher#icts; t he nmet hod i ncl udes the use of a printer
for printjsagrddie packaging, the printer being for:
determning. visible information to be provided on the
packagi n§* R ¥ ni ng an i dentity associated with
t he phar nmeetitrs dalsepr oduct ; generating coded dat a
usi ng t hgyideRkhd ¥ronhdiGn,coded data including a nunber
of coded data portions, 20 each coded data portion
bei ng i ndPUALNHFRIo8T: 2%k | east the identity of the
phar maceubdageal product; and, printing the packagi ng
by printing the coded data and the visible
information. 226. A nethod according to claim 204,
21¢vh e rieingihod aesording Fsdpin 209 whereiiche rprthod inclyges 4P the Gampyrersy s r
t 0 iupdaBfighk feast 3bink bf the AR ASIAME BUiiel ph@madaiitieal peoduct; e  met hod
i ncl udi i n ut er 8 I Vil .
| naieeiar e o DRkl e R P e Brmacsuicl procuc
devi ce being responsive to sensing of the coded data
21 _I.O gﬁﬂ&ﬁcﬁtaeco.fdﬂ@it& a_ﬁi.fnr@mfiﬂk@inaﬁe lﬁdﬂﬂ»ﬁ tin_cﬂad's,t ih @{_e|cymputer system, receiving
oo GRbd S et B P OB P et
t he act i enowssobibé phardcentiahpredwet; phar maceut i cal product,

the acti Qpndriskdidiipdadt ypgast one of 1 30 providing
information to a user; updati tracking information
relatingtv’m?W%°9ﬁﬂ$ﬂﬁ%%&?%@§gaﬁﬁﬂguct;

the serial number of the pharmaceutical product; and,
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performng a transaction relating to the

phar maceuti cal product; authenticating the
w@bmsmaoezut i cal product; and, receiving feedbap&r/AUzoes/000070

the user. 35 227. A nmethod according to claim 204,

wherein the nethod is furthe{4 used for authenticating

the pharmaceutical product, Hach coded data portion

é) Ielgna efztlilgjorgtacrz]ct%}[g'lmgqg ngl%t u,re“éh%fem%e cogéad Op‘ata 1st aﬁlcaglve & atplurahty ?f reference
poipfs suckethastsensiag of apleast We cq>d§édﬂtq noyloarlpd a b@ﬁmﬁgdee'mz e'&evel fopdet¢rinppation of at
leagoﬁl&r ality of coded data portions, wherein the

od. i ncludes: 40 in the sensing device: WD
2oo 1%1%8%2 PCT/ AU2005/ 000070 - 144 sensing at | east
one aCedtade dabarepat;t i on; and, generating, using the

39”%%&1&699@(9&3 s@xﬁh@d&%?é]a@@e to &h@QAcE@n ngqdata indicative
of the i1dentity; and, the at | easf one signature

par fnovemsniofthg Seﬁ?"&ﬁf‘é‘é‘ged Flat“'& @tt'éerpi‘l‘fwl‘i‘?g fromthe
indicating data: a determned identity; and, at |east
Zlf)neAdlﬁét}%ﬁ g&c@r@ @'cg Edzir\%egeﬁirtﬂe' %eﬂﬁg' %?&Ink&ﬁiehs% Bll't]ﬁom at least one of:
phar maceuti ca uct using the determned 1dentity
and at‘"'?f’éd%"t‘aﬂ"é‘a%tde‘tﬁ‘ﬁe 10 deternined signature part.
228 an WedtiBtdi e plaatsetanproduot; cl ai m 204, wherein the
met hoghd.s further used for authenticating the
pharmacéuti cal product, each coded data portion being
f ur ehidentipyradthe packagmeend.at | east part of a signature,
t he an Sb@IRAE WfeRioh&itGpadkaghiedi t al signature of at | east
part of the identity, wherein the nethod includes, in
a conmputer 15 system receiving indicating data from
214. he Asreqthod aggordiag focstaim 204 ewhseeingiackagiekandlysles aplepshepe of:
resmn@ry@kto sensing of the coded data to generate
i ndi atl ng data at least partially indicative of: the
|deﬁ§’f’ %8 of the pharnmaceutical product; and, the
si gnatttleld; part; 20 determining, fromt he i ndi cati ng
dat gjpei@2 determined identity; and, at |east one
determ ned signature part; aut hentl cating the
pharall?ﬁ’&é’lftl cal product using the deternined identity
and atidaetat | east one determ ned signature part. 25
229. A nmethod according to claim 204, wherein the
met hod is further used for determ ning a possible

21upl4 eghedgcoptingdh siivatidutheedn hpfBeliet® i aRAY RGN visible to an unaided

humdrer ei n the nethod includes, in a conputer system

216. A method according to claim 204, wherein the coded data is printed on the surface using at least one
of:
an invisible ink; and,

an infrared-absorptive ink.

217. A method according to claim 204, wherein the coded data is provided substantially coincident with

visible human-readable information.

218. A method according to claim 204, wherein the coded includes a number of coded data portions, and
wherein at least some of the coded data portions encode at least one of:

a location of the respective coded data portion;

a position of the respective coded data portion on the surface;

a size of the coded data portions;

a signature part;
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receiving indicating data froma sensing device, the
sensi ng devi ce being responsive to sensing of the
weomediidat a t 0 generate indicating data indi capdwauzis/000070
the identity; 30 determi ning, fromthe indicating
data, a determ ned identity; &ccessi ng, using the
determ ned identity, tracki 'nb data relating to the
pharmaceut.i cal product, the tracking data being at
| eadt“parftFal Iy i ndicative of the location of the
pharmdengitytof g signapyregatict ; and, determ ning, using the
t r agkiisRGin@éked lochtfond MR, Phar maceuti cal product is a
possi bl e dupl | t hod Qggordin

ljcate. 35 230. A 0 ,
C1 B PP O B CHa e RSP DG e gy By  plualy of codd
dath paiides.ng t he pharmaceutical product, the nethod
including, in a conputer system receiving indicating
data fromthe sensing device, the sensi ng devi ce bei ng
21 o AT pging BB SoYherepile 4o GEF! BALEY PO T at ¢
i ndiModtiphmpgpe thadriget MmtExeambions MME)tdlre | dentity of the
produyctyl tem and, updating, using the received
i ndicatihg data, tracking data at |least partially
i ndi®®%€ A% of tracking 40 information. WD 2005/111922
PCT/atil205/ 000070 . - 145 231. A nethod according to
claim294, wherein the nmethod is further used for
di spensing the pharnaceutical product, the nethod
i nclapriicatign dat% a conput er system receiving indicating
dat @odidcoditat he sensing device, the sensing device being
resenqgsiat\l/og, to sensing of 5 the coded data to generate
i ndi"Cat ng data at |east partially indicative of the
i derbudiness;carddatgsprd ni ng, using the indicating data and
f r onrétohl ®RENSI Ng dat abase, at |east one criterion for
di spensi ng the pharnmaceutical product; and, causing
t he pharnmaceuti cal product to be dispensed if the at
220. ea gt matird a@piding toj ciaim 203, wigteinghid coded dat@)ingl@des at Aeastorendid
acciflhdad gkt cl ai m 204, wherein the sensing device is
for use with the pharmaceutical = product, the sensing
devidRBaHNEE G Y Y housi ng adapted to be hel d by a
userReedSols®n daa; argidi at i on source for exposing at | east
one Godedydaha ARIL(ERA) 4@ Sensor for sensing the at
| east one exposed coded data portion; and, 15 a
processor for determ ning, using the at |east one
22 5 e NnSedetind dedrdihg toaxla (4] wiereinahesdigisietknatate mtludey at 1683 Sne ofk
met ' ' . mpceuti cal product, the
; Negdagi mmb‘grf)a?sg?i!g%ugta ﬂ%‘?@eﬁﬁ@

pharmaceut| ca luct bei ng~’associated with

pac le&gyeh beshefinf Iyt thy dg98%ed t hereon or therein coded

dat @, kesdd hBRSF at @R thf idehity pRdREd dahd a ORivalg key)dih€ atrifidBle using a
of at Slog?st AR i)t;;lent ity of the pharnmaceuti cal

proéucetl? i 6d including, in a conputer system

20 rcivhesitaxt prefdured @Y enstypting adeastihefigestiya sensi ng devi ce,

t he cpehsdxgodieddivg Enchpling @t IERSROBG Y @nd Drafieh Siritgr; @fd, t he

o b SR b BT AR50y By o

par t
using the indicating data and from a di spensing

2281at ADASK aétbrding diaiR DR, Fhekdifthd Q@Bed dath is afthriREIN 3dcBiPankdWRith at least one
| hgr r,racgful%l cal product; and, CF\usn ng, tlhe ti o identi b-lavout
aYB‘ﬁ PriRebi raaienah EHTEY WhE© B ahieshuRsBYayopt pjliing e iqeprigalsub-layouts
rotgerel /g revelgionsoapart gbogtagt dentfei of gotatio® Bt R& oneAutlaydybpigcluding rotation-indicating
dat@ﬁﬁt%sq}:léﬂgheg Qlat%lxl@iamugi?o?’h eameﬁiuﬂ-letyblﬁ. at | east one

criterion is indicative of an intended
223. A method according to claim 204, wherein the coded data is arranged in accordance with at least one

layout having n-fold rotational symmetry, where » is at least two, the layout encoding orientation-indicating
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reci pient of the pharmaceutical product, and wherein
the nmethod includes, in the conputer system

walstenmiozd ng i dentity data indicative of an i dec/AU0osH00070
an individual requesting the pharmaceutical product;
30 conparing the identity da{ to the at | east one
criterion and, determ' ni ng' e at |least one criterion

dat% ﬁomprlsmn%a seglge{uies'cdof 1&1 eeﬁ?r n}uﬂlp n soyﬁnbc%lsh %v !érg (rjn:.léellclgeuoarllmO{e each encoded

synib@Ebeing disteibtesicht ’abeayprmabrgt 3 @nm %r%tlmymm@r dithg ktyhlé such that decoding
the SRR 1s AeallEdt kife & oh&@tlb‘x@%ﬁthalaﬂﬁﬁ ﬁocﬁatcé@ h @epfe@eﬁltaﬁ(tn@ bt thorieRRion-indicating

35 identity, data er ei N
s ORI RETIBR 4 DDA POhPL R SOt e da and beng
ind288¢ ofAhevegrbod raationefdiedgyotto cl ai m 233, vvher ein the at

| east one criterion is indicative of at | east one of :

an |ntended t| for _dispensin he Eaceu '
224*Jr 0 Met od é?fmi Hug &,](aeéra %avgereflrbtrhe %thtﬁié & Yspofa transactlon terminal for
per@hmngmwmancalatumtmmumtamamndqal préddctathe tiamaetrod @&tmiha) dnaluding

for ,aBReNSi-iGodedosi %@ﬁeqasﬁe%aee i Pruct . VO

2005/111922 PCI/ AU2005/ 00007 - 146 _ 237. A nmethod

acc AFERY T $535iRg the atjeasane exfossh seded dRPORigY @R dat a

| nclapeessoafonunber of coded data portions, each coded

data porty [ tiV. p

si gnat ur eL Q%ﬁ&% ft g‘? gtlrlééaak?ge SEHSQJ cogéd b gﬁ%%ﬂ ﬁ%&f étjlfpgatyo?nd

at | east Pfjﬁiﬂt“ngﬁle Fﬁ‘éaq‘(lﬂ'é‘ﬁt‘g ‘f‘i/se“%’é?"@% in response to

sensing of at |east one coded data portion, t he

en devi ¢ en t di ¢ n a

225 or o) B F ey A58 257 VB DS ribd BAEERE B ork B or prinig e
Pa%mgvth%metehbw@f met hod i ncludes, in the conputer

SyStd&Eﬁnuﬁ%tvﬁfbm ikfor@sionfid &l’ﬁrctvhl&i dnK pa&aglxrgg data, a

det ﬁrm n eqt t% “ﬂ %a L ot]nc% c§rm ned
si g Sfrﬂ’lmé"gaﬂgﬂ by A A Y A R g e R SFSF Fraceut i cal
pr oderctatingsiodey dath @sinpetheidentityettie ¢0Qematatnyluslmi a pimeberief cpdsd data portions,

ONe each Qodé@aa@drashfa@gel@ iCHb v bat RAY the ldefmley of the SRERREUAER! hB&ict; and,
phar maceuti c successf ul

pr o response
Dt BT i P ST oo B oo EaN Sl m 237
.wWherein the entire signature is encoded within a

224 l'u D\%étl‘i&é aQ:fordﬁlg Q@galm Q@J @hdrQf Ihle RBRAY ﬁuﬂ(@ Glel HP aﬁ%g a user to interact
met hod 1 ncl udes, t heé sensing device, sensing a

W‘th ARIsERacetical pradugt H&P&thﬁd?cﬂ‘idl’iﬁﬁn T SPEIPYE SYSFBY eby det er mi ne
t he reeiving Rdisdtige ddtafren th SBsingAlevied the sknsiﬁgahmch Rpg tedpondi@i torsensing of

2)3; 3 ’the%&ﬁ ﬁét%&%ra{lﬂdﬂaﬁl \%Adzﬂﬁzlt WA Sart g il m&@zﬁwﬁ&ﬁ% Wefiity;

ni cat ase at abase
st ordFtﬁ‘@“‘H& uting dhe gtdwﬁ@g 3% a‘ﬂﬁéfr"ﬁ%%‘i&‘t mdal product,
I NClpertbrfgg & actlor asbciatud avithitie pﬂﬂm&mﬁthamddc@,tthmmdlahmdmg at least one
i ncl ydl ng at |l east a key associated with a signature,
the signature being a digital signature of at | east
part of tPrRyidingénfaringtipn torapuseski ng data, the tracking data

bei ng at ub&aﬁgtuaaaﬁgt,hraﬂnlayoniramng@ttme\paarﬂﬁceﬁtrca@lddﬁbg

it E];O L g: I orcog{r‘ll{;ng ch'?nsact?og de]atltng %%%tphannacel%c%mguc?m er of

transact |a@th@tliaema‘tmmammcnlg>rqdh@, aphar maceut i cal
Pr ogieiling fedibhR@MitRNse@f the pharmaceutical product;

and,
227. A method according to claim 204, wherein the method is further used for authenticating the
pharmaceutical product, each coded data portion being further indicative of at least part of a signature, the
signature being a digital signature of at least part of the identity and being encoded within a plurality of coded
data portions, wherein the method includes:

in the sensing device:
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a location of the sensing device; and, product data,

the product data being at |east partially indicative
w®@boopnodexct i nformation including at | east onECDAU28000070

a product cost; a patient identifier; a user

identifier; an owner identifjer; manufacture date;

35 bat ch nunber; product nahté‘gécturer; pr oduct

di stri butor.; roduct lier; . issue country; 40

i ngr edi eATES WS SBEET HES B AP 005/ 000070 - 147-

st orage cewuiing wing the ginssd oeviad datanattion, jingisating dajeinfliggtive of:

nunber; expi iy id@iRand effects; side-effects;

conditions for use; instructions for use; links to

further infor MEEERLOMe SFWEREE a- i ndi cati ons; and,

dosédrgeproc2ddd; A nmet hod according to claim233, wherein

the et hQged el UetEiSthe ihdlcatifiia@OMPUt e system causi ng

di splay of at least one of. 15 results of

aut hent i cat i o e PSR Y- 3% or mati on; and, product

i nformati on. 2ddast ofe doetthiod s@eawoe phrtng t o cl ai m 233,

wherein tdmﬁen{i&E\{gdleté%arh1§ce{ltgﬁlg:?(§u@hshngﬁes&etehﬂn£%et'ltj EfdMe at least one

at | east one of: 0 a code ata portion identity; an

i dent ity dgFmingdsigREeRgteuti cal product; an EPC, an

identity of the packagi ng; and,

228. A method according to claim 204, wherein the method is further used for authenticating the
pharmaceutical product, each coded data portion being further indicative of at least part of a signature, the
signature being a digital signature of at least part of the identity, wherein the method includes, in a computer
system:
receiving indicating data from the sensing device, the sensing device being responsive to sensing of
the coded data to generate indicating data at least partially indicative of:
the identity of the pharmaceutical product; and,
the signature part;
determining, from the indicating data:
a determined identity; and,
at least one determined signature part;
authenticating the pharmaceutical product using the determined identity and the at least one

determined signature part.

229. A method according to claim 204, wherein the method is further used for determining a possible
duplication of pharmaceutical product packaging, wherein the method includes, in a computer system:
receiving indicating data from a sensing device, the sensing device being responsive to sensing of the
coded data to generate indicating data indicative of the identity;
determining, from the indicating data, a determined identity;
accessing, using the determined identity, tracking data relating to the pharmaceutical product, the
tracking data being at least partially indicative of the location of the pharmaceutical product; and,

determining, using the tracking data, if the pharmaceutical product is a possible duplicate.

230. A method according to claim 204, wherein the method is further used for tracking the pharmaceutical
product, the method including, in a computer system:
receiving indicating data from the sensing device, the sensing device being responsive to sensing of
the coded data to generate indicating data indicative of the identity of the product item; and,
updating, using the received indicating data, tracking data at least partially indicative of tracking

information.
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an identity of a region of the packaging. 25 242. A
met hod according to claim233, wherein packagi ng
WO pobates2 at | east one of. a blister pack; a BOLAUZ05800070
bottle lid; 30 a label; a box; and, a leaflet. 243.
A met hod according to claim 233, wherein the coded
data is substantially invisibl'e to an unaided 35
human. 244. A nethod according to claim 233, wherein
the coded data is printed on the surface using at
231. eadt mothed agsprding 9 rplaing 204, ewhergin thgnejethadQis gfarther used for dispensing the
phdrficE it ProdRE BE &Eﬂx&ﬂndlﬂhﬁg mo%{g@é/ 5}51&1922
PCT/ AU2 05/ 0000 ordi nl% t.0 :
cl aif s yg%m 1&&1{& tanﬁ-ciyrhté ?.?BSdtgdle‘ﬂ%et ge Fegsn&rdgw?;e&gaag responsive to sensing of
subsgiteaored ddtd ty ganerita didgaing dawg 4t Feast pargllp indicdtivnefitheridentdrbl e
i nf Qgtgmﬁdlf%nusm% @ﬁdlcdﬁngﬁ&b% fﬂﬁpgﬁgﬁeﬂgngt &taﬁzls@'ameg@%ne criterion for

wherei n the coded | ncl udes nunber of coded data

por tjserrgne e pharmageuicaipreduet 3rdast some of the coded data

por tawsingtheptamehecutidal predustito @nispabed ifthd apleast one priterfon tistsatisfied.

respective coded data portion; a position of the

respective coded datadooru on on the surface; a size
23%f  theethadpeeprdingttq cﬁm% 40ngreu1@e éengpgﬁlfélcil fseforptg? tmth the pharmaceutical
prodicz eheGdnsifg devighiatiudirg: an i dentity of a signature part;

uni tg LAGLE Bg&ld [Qns. and, at least part of a

d tg OLE{U% gt tﬁ hg%%e dat ge obj ect bei ng encoded at

I eas"tradﬁﬂ‘é’éO‘HSF for eﬁ&?‘lﬁ‘f‘&iltlletaii opgreoded d¥#POtO8; dat a porti ons.

247 a séhsdiidr Being B Teakit i@ ekpdse@lcadetiatAfortionfasd, ei n t he data
A e S

i mage data; audio data; video data; application
2351at & method of dispensing a pharmaceutical product, the pharmaceutical product being associated with

packaging having disposed thereon or therein coded data, at least some of the coded data being indicative of
at least an identity of the pharmaceutical product, the method including, in a computer system:
receiving indicating data from a sensing device, the sensing device being responsive to sensing of the
coded data to generate indicating data at least partially indicative of the identity;
determining, using the indicating data and from a dispensing database, at least one criterion for
dispensing the pharmaceutical product; and,

causing the pharmaceutical product to be dispensed if the at least one criterion is satisfied.

234. A method according to claim 233, wherein the at least one criterion is indicative of an intended
recipient of the pharmaceutical product, and wherein the method includes, in the computer system:
determining identity data indicative of an identity of an individual requesting the pharmaceutical
product;
comparing the identity data to the at least one criterion; and,
determining the at least one criterion to be satisfied if the identity of the individual is the same as the

identity of the intended recipient.

- 235. A method according to claim 234, wherein the sensing device includes a data store for storing the

identity data, and wherein the method includes determining the identity data from the data store.

236. A method according to claim 233, wherein the at least one criterion is indicative of at least one of:
an intended time for dispensing the pharmaceutical product;
an intended date for dispensing the pharmaceutical product; and,

an intended location for dispensing the pharmaceutical product.
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contact data; 25 information; business card data;

and, directory data. 248. A nethod according to claim
wWQe@3B5/1weex ei n t he coded data includes at | eastP@navuzis/000070

30 redundant data; data allow ng error correction;

Reed- Sol onon dat a; and, QIclLﬂc Redundancy Check (CRC)

data. 35 249. A nethod accordi'ng to claim 237, wherein

the digital signature includes at | east one of- a

random nunber associated with the identity; a keyed
23has A rofthod acchrdimg to clafne 233dlwdreteint the codedidaty dnglufies g urpifer eftcoded data portions,

each 6RR4 dau'}%rdog Baitg lﬁdfcameQ)@ HO&6 phS b tGhigRatiRe, |tNeas§g§atKr@ Beingdd Wgital 51gnature
verifiabl e usin corres ondln ubli ¢

of e U T B IEEI. By BT ST p 1 STgE F<pf s porton,the snsing
deviicel @prietatey indig@in@ @%htﬂm%ﬁlamﬁﬁmmg@w B0 OFDsignatiwg Part, and wherein the

me{ﬁb@nﬂcﬁ&de§ EXhe o%ﬂgygﬁgmby encr yptl ng at I east the
Identity and a random nunbe her - t

pr odEiEEdingsfrory thy “}S‘Ff“tﬂét‘ié‘a kae%?tenwfd ‘Qf’é‘i“? P‘i’da‘BI"’éSt lfg? i’f‘@“‘&‘“ed signature
cor pagpondi ng public key. 250. A nmethod according to
cl al Cﬁléc%tmg\/\’ﬁg ﬁirﬂaﬁfemﬁalcﬂgu%g{ 1%9)& athé detéhn @tp%gtltﬁ' Rnd the at least one
accordance i t east one ' ayout having n-fold
r ot etPrEad sigowMiTRETE ¢nd where n |s at |east two, the
| ay @igpensimpthejhrih@cettichitheddtidt dabspchsdro h su¢ersdfa autliedtiatied 1/ n
revol utions apart about a centre of rotation, at |east
one sub-layout including rotation-indicating data )
238 hatA mhthed prgiding ipetping Bt Wheteis thesspting sigqafusis engedsd Bt plurality of coded
dat® piRtidne3h@ Whereir thd method TRINIOL indAeGensiElp Bick, Qenih@d MImBEDS coded data portions
ded dm:t a is arranged in accordance with

to ?“%yg%t It""'egw‘;'nnfbsqnayout havi ng n-fol d rotational

symetry, where n is at least two, the layout encoding
2300 | antr@ﬁlb@acdomlg ctatdlm 23®Iatvﬁer&mﬂer in&thd¥0 inBlude8 AIMEIRE oMputer system,

corﬁglfnlécgt'ingqg% %@%g (t]he dgt?%e ﬁtorxaé gbagre 1&@?6 Blleﬁrgaeugia?ﬁroduct, including at

leajtomeatfsi ons about a centre of rotational symmetry of the

| ay QithenfddGih Jataa,tcnaﬁ@qmeaaga kel BEoYdIth 3 sRhanBAR s@hardd i ing a digital

!
n orjentatjons of ayou% produces n
reprs‘ég"é‘ﬁt%ftaflfﬁﬁts"a%f’fﬂt“’rf%enwﬁ entation-indicating data,
eac lvatkéng das elrtuatkingdate beiferal Basngrtallylinditaivesfiradyog linfgmation including at
shi fit.@fe dehe orientation-indicating data and being 15
i ndicative of the degree of rotation of the |ayout.
252. A néh Ay tfthepharpeicy grodichhar naceut i cal product
t he phar Face wored@ahsadib@Pertdrmdiaisingthaphmcati@tiprodutt)

packagi nglgﬁ%hggmeﬁ}glm&g%eltpp ([ﬁg,gdor therein coded

dat a, 'east so ata being indicative

of at | @desptiogaf thefsesingdeyicsiandhe phar maceuti cal

pr ogkbatot dattzh €he PRIIID batd Beilg WieddQpartially RdiSAINSE d1pepdOke Vif&atiod Gheluding at
senging at. | east sone of the coded data; determ ning,

usi ng tPte sensed coded data, indicati ng data at | east

partial | yproduitessti ve of the identity; and,

t ransf er Liph@ndifgtifendi cating data to a conputer system

the conputer del}{l%tem bei ng responsive to the

a user i
an owner identifier;
manufacture date;
batch number;
product manufacturer;
product distributor;
product supplier;
issue country;

ingredients;



indicating data for: 25 determ ning, using the

i ndi cating data and from a di spensi ng dat abase, at
wo emstiione criterion for dispensing the phar nBCEAUR®a000070

product; and, causing the pharmaceutical product to be

di spensed if the at | east ong criterion is are

satisfied. 30 253. A nethod H¢cor di ng to claim233,

wherein the nethod includes the use of a transaction

term nal S8 “B&PSr mi ng transactions relating to the

phar macedtposd Fongditioduct, the transacti on term nal

i ncl udi N@eriafhulmBgi ati on source for exposing at |east

one coded data portion; a sensor for sensing the at

| east on&PXPB8ed coded data portion; and, a

processoeffdcor : 35 determ ning, using the at |east one

sensed cQgedrgata portion, a sensed identity; and,

perform ng the transaction using the sensed identity.

254. A mEPMEEsA¥OSF ding to clai m 233, wherein the

met hod | netrudes forhe; use of a printer for printing the

packagi n ' .. heing for: 40 determ ning

vi si bl e %ﬂ?g{]ﬁngl%fgﬁhﬁ%w@e provi ded on the packagi ng;

WD 2005/ tarremlicgiony; @dp 005/ 000070 - 150 det ermi ni ng an

i dentitydasagoci ated with the pharmaceutical product;

generating coded data using the identity, the coded

data including a nunber of coded data portions, each .
24¢; 0 d ddmetkadzacqesting; to glaiye?Agwhersdl bampthed ifludgy, i @ SampuigEesystem, causing
dispIShedrhd 1¢a¥t ofd oft e phar maceutical product; and, printing

t he ckagi.ng. by printing the coded data and the
Vi sir‘%\?lgo %‘fh(%'%ﬁ%tg’?’on. 5 255. A nethod according to

cl aitraekp@ Mrforppteneging t he nethod is further used for
al | ya9inforiies. to interact with a pharnaceutical
product, the nethod including, in a conputer system
receiving indicating data fromthe sensing device, the
245 en mghod escoddg Baiamy233estpringhevidentity issemmed xidpagyfn patt frem at least one of:

coded, faha, foRicdBRKAt € 1 ndicating data at |east
partially 1 ndicative of the identity; 10 determ ning,

d
usi AYIEHE of e PRasPacAc BPHE at | east one action; and,
per fabEPE;Ng t he action associated with the
phar ' , the action including at |east
one aﬁrgd?r.ﬁwpdrfgl\@/:pa;?%%gﬁ?’ornati on to a user; updating
tra@kl%"ﬁ‘ﬁﬁfﬁ’ﬁﬁﬁ?&%%’%?%ﬁi ng to the pharmaceuti cal
product; 15 performng a transaction relating to the
har tical pr X t J catl y
24% h arAﬁeg%ﬁtalccg%Pg %r‘%% 2%35 w}gﬁegl, pq%%}é% '3%“%"8%’ %25 g%ng ¢ f( from
t he all¥sr pacg56. A et hod according to clai m 233,
whernebie;t he method is further used for authenticating
theab2 eEJ)ar maceuti cal product, each coded data
portion beéing further indicative of at |east part of a
signdtbek e, the signature being a digital signature of
at l.@gstndart of the identity and being encoded within
a plalfgagéti ty of coded

243. A method according to claim 233, wherein the coded data is substantially invisible to an unaided
human.

244. A method according to claim 233, wherein the coded data is printed on the surface using at least one
of:

an invisible ink; and,

an infrared-absorptive ink.
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data portions, wherein the nethod includes: in the
sensi ng devi ce: sensing at |east one coded data
w@osion22 and, 25 generating, using the sensedPcDaBzhO5/000070
data portion, indicating data indicative of: the
identity; and, the at | east e signature part; in a
processor: determning, fromthe indicating data: 30
a determned identity; and, at |east one determn ned
signature part; authenticating the pharmaceuti cal
2451 oduredthod g¢cpnging kreclaio R85, whereiel the desed dagayis pryidadrsubsiaptially gpdncident with
visBRBumMAStR5M iechadBdngnat ure part. 35 257. A net hod
according to claim 233, wherein the nethod is further
used for authenticating the pharnmaceutical product,
24 ac I roxtivhd decaraling topdairt R3n wheedimigge ¢odedt itrdydes aTaiimbetof godedodatagprtions, and

wh!erﬁﬁlg‘ttleaﬁ%rﬁe Pfhe Bodsd &ﬁ%f‘t’i&%’enctohkeat lesst Qg Ur e bei ng a
digital signature of | east part of the identity,

at
whe &cptiop AfEheTEPFrEY PIFEISHREIY 1 4 conmputer system
I ec eipwsitiog of tiedespativargded dstapdrionon thhgurde@ensi ng devi ce, the
sengingd,rdQVikf atBloRQnd €SPONSi ve to sensing of 40 the
codegl_ data to generaté indicating data at | east
par BF'EMYE RAfdi cat i ve of WO 2005/111922
PCThAPOasiea0)70 -151 the identity of the
phar, ti ct; and, the signature part;
det (ﬁrﬁﬁgnﬁﬁn?é?aha%rrﬁ%tg}gﬁe i ndi cating data: a determ ned
i dempitsiofindiggted locgliopg; aldeast one det ermi ned si gnature
par taf leadiPah 81 dafa@dbjediGheleht@e PdtadbjERrGeibd énCaied flead dick byl S plaglity of coded
he.determ ned identity and the at | east one
BY & i ned si gnature part. 258. A nethod according to
claim 233, wherein the nethod is further used for

241 ﬁt Q Rt &oﬁilng RIRNPL A, wikRindhtdata 6@5&&1 RAbludef at leﬁst one ofzh g
pharmaceuti ca oduct .pa ~wherein the netho
i ncllv?}%@g’?osie ‘%“E%‘ﬁ‘g t%’F'E'?&gﬁ‘g%%gé’r ecei vi ng indi cating

dat dxfdamn a sensi ng device, the sensing device being
respishag to sensing of the coded data to generate
indicating data indicative of the identity;

det &} ‘ﬁ’fang, fromthe indicating data, a determ ned

i dervided dara; accessi ng, using the determ ned identity,
tracking.gdata relating to the pharmaceutical product,
the 15 tracking data being at |east partially

i ndice%at 48 of the | ocation of the pharmaceuti cal

pr odifednatioand, determ ning, using the tracking data,

i f the i cal product is a possible duplicate.
259.bt_}%e%:3}?{q(%£§%{’:or ding to claim 233, wherein the

met Woertansdafayr t her used for tracki ng the pharnmaceuti cal
product, the nmethod including, in a conputer system

dat'(e:aj

248. A method according to claim 233, wherein the coded data includes at least one of:
redundant data;
data allowing error correction;
Reed-Solomon data; and,
Cyclic Redundancy Check (CRC) data.

249.' A method according to claim 237, wherein the digital signature includes at least one of:
a random number associated with the identity;
a keyed hash of at least the identity;
a keyed hash of at least the identity produced using a private key, and verifiable using a
corresponding public key;

cipher-text produced by encrypting at least the identity;
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20 receiving indicating data fromthe sensing devi ce,
t he sensing device being responsive to sensing of the
w@omedidat a to generate indicating data indi capd¢wavuzfs/000070

the identity of the product item and, updating, using
the received indicating data trackl ng data at | east
partially i ndi cative of tracH i nformati on. 25 260.

A TR SR L Al Mletlod 1
pac kiplyir-tegt, prodaced eairm atpneatqi@y, hmblverlﬁ@leuleiesa corrrﬁp@pd@e n\ﬁm

system determning a serial nunber associated with a

25(£ har nae(tzls)gfqécgr %@Ircfagﬁj %é‘ﬁfé’%e t{,]cgaed@%f HUSI n%i 1%1 gcg?{?:}en%e;v%lth aat least one
laysit gavirg urfeld ra@flormbysimey, gbwer &taf least b, th?dd@@l igthudmg usdent:g}al sub-layouts
rot&taiel /)1 Q@dﬂti’ontnsyapart si)%utcdqgl?ﬂq o@l ?Jta"i‘ioﬁ laplleééfj&ﬁ gu@laﬂumaﬁdu%frotatlon indicating

coded data portions, each coded data portion encodi ng
datp that disipghishes {pat sulgyoutfrog e@ﬂ‘é’t“lﬁf"‘é‘b “P’% si gnature being a
digital si gnature of at |east part of the identity;

25F au%\ rﬂ&hoﬁ in g) Em 23%nwﬁell%§1 [i Qt§ gtaﬁ&@l:d if? 5&%&1& with at least one

packagi ng east Sone co nd at |east
laygys daiste:-folf éot'frﬂaf&ﬁ EXTERETY. ShEre 7 iy e é‘rq éhe oyt dnggentaton-indicating
datd G&ﬁ)’rlﬂlﬂ.glg%aueﬁ’&;rdf AUREE/MRPR 70 of » d/mBol2, Grhere A W®hd@dnore, each encoded
syrflab%?}())er;ng Idﬂgibl%tgd a?ﬁ %Icz{pﬂx?s%gom Mﬁ&eedf Fotzltllgr%] %ﬁnﬂé{r)n& t@qyyo&%uéh%at decoding

armaceuti ca the sensi

thectrpfodset ¢aphcf dmnwgemaaowwp Hgouaeraqj'ew PSRRI Pathwwataﬂon-mdwatmg
dathl S@Eh fePreddSRion Qorﬁ;ﬁ@ingltal dferénd Lchi@ sHif® lof X Q)ﬂ&itdﬁgn atlicdtie@94dta and being
or 1t 5 a sensor for sensing the at
mdllcgté§ Optgen(gegr(%%(cgéostg t]thcfg%i' °%ata portion; and, a processor

for determning, using the at |east one sensed coded
25% at e BQHJd'o@Jﬂspen@ %B%Qacbtﬁil@ﬂ bioﬁdét ﬂ\ggﬁ’aﬂmﬁetﬁleﬂ $roB@t BifgiagiBeiated with

or eut [

pa% sipgsgﬁ thgle re S %’8 dgg §t lgjst ioina oth t\% ‘,Eoﬁed data being indicative of
at lpacdnacgntngoﬂnla\phawgaodmtsg ooddt theenethohingndinghia p ednsingdsdiedd

dat %edsiﬂ&!at%ét%e%f!ﬂ%ﬁ&@ddaﬁf coded dat a port| ons, 10
each coded data portion &f“F?}%ﬁ i ndicative

| derEFTying: SR dhe ST e et shiact leas&%’é‘a@elﬁwﬂg of the identity;

deviae® i ncluding: a housing adapted to be held by a
use rtrafl genjg@ She 1§dlcra{i’r%| (ﬂ1ta 't(p 1 co?xﬁ%xcs‘:y"sténq rthe%ﬁ&ﬁér @%teﬁ; betng @e%f)onswe to the

one co data portion; a sensor for sensing t
indicgtingrdaty B8 exposed coded data portion; and, 15 a
pr 0Ces S Ordetbrinimgeliseg e indivgting \dsth Brg fiohel Mpedsiﬂgﬁdtabﬁsﬁ,elt least one criterion

sensed cggr%g eggg gpqléya&gmappr?sdggsagg(si dentity. 263. A

sensi ng evi te acc 2, wherein the

sensing ¢aping & H?é']nlﬂ%fé%ca'apr%ﬁﬁmrﬁediéip?‘ﬁ?ﬁ’ if eyt depstoig criterion is are
wher ei n tshefigar ocessor: generates indicating data at

| east partially indicative of the sensed identity;

and,
253. A method according to claim 233, wherein the method includes the use of a transaction terminal for

performing transactions relating to the pharmaceutical product, the transaction terminal including:
a radiation source for exposing at least one coded data portion;
a sensor for sensing the at least one exposed coded data portion; and,
a processor for:
determining, using the at least one sensed coded data portion, a sensed identity; and,

performing the transaction using the sensed identity.

254, A method according to claim 233, wherein the method includes the use of a printer for printing the
packaging, the printer being for:

determining visible information to be provided on the packaging;
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20 transfers the indicating data to a conputer system

the conputer system being responsive to the
wo pdsaaeng data to perform an action incl udi NBCEAU2005/000070

| east one of authentication of the pharmaceutica

product; approval of the trgnsaction; determ nation

of transaction details; and, 25 updating of tracking
information rel.ating to .the phar i,cal product.
5 bl o818y Dl bl RAREIRES LR, DT OLNC i
t he epperaidnesedsd dafs singtthecdegtityghafofededate jinclpding)a prabpinf gpded, data portions,
| eagich t@Jaed &fa pRMbIRH lirfdRbtive Bf 0feast (AEIdEHRBORTNE HiafrhaGaltical product; and,
product ; ova

30, a |. of t t ransaction; .
et Bkt PrrERE ey Rl o A PRR SR formaton: g of
tracking information relating to the pharnmaceuti cal

2591 0QUfdihod 3RordfP to chir? 893S wkBkifiBY n€ifodas fulkied L@ fok RloWir@laMer to interact
wher.ein or med | east in part

262, ) e identity is. f at
itk § B AP GO PP i A STRBE AP  he

pharseidegiindicagihg duradithuncthe sensing dedenthe seysingfdevitpebeing responsive to sensing of

PharIRGRY ik B gen%tg ehdfchting i dEfelst paMBNARdibACNSrkte Yaery;t NE

packagi ng; and, WD 2005%111922 %CT/AUZOOS/OOOO?O

- 158¢eterping hsipg the {pdisgting datan gfilegs| opfraciqednackagi ng. 266. A

Sengerfogmideiht 8@iom ass@iactt Mdph the pbdr@acanti2@ Drodudn elfecictipnOmxtleobg at least one

datgeportion is indicative of at |east part of a

signature, the signature being a digital signature of

at | east Pi4iding gforpsien o@diftii ty, and wherein the

pr ocess OhpdatingdRti@igiforestioniddtingtolttie@hainade@d proowe Sensed

coded data.portion t ’ Lgpat ure

part; caﬁgggngﬁ?ﬁgﬁ%ﬁgé%ﬁga%g%qfﬁéggﬁggﬁ%@%ﬂtica

product @whenticatitpshepbprmagguticloradigtyanand t he at | east one

sens®elvigd PaBiMFBmBRuter. 267. A sensing device according

to claim 266, wherein the pharnmaceutical product is

aut henticated by at 10 | east one of the processor and
25 cdnpethet acsyrding it clgii 233; whikstie ithei masked iy irthey spr fos apthengfcating the
phangﬁa%ﬁﬁ;l Yroddkt, ¥ éjco?@tdﬁ_ﬁ Barn&sod seink! %%riﬁg' iﬁcﬁ&ﬁ\geem €1ehsd FAAIE thﬁignanue, the
. an e key, a deternined sjignature; an C r.es e
siofiiny i p S s Bufest rghs OB b S APF isSGEPRIRF pgy of coae
datg pagtiveé, whereih the mathodginudesit henti cate t he pharmaceut.i ca

Pr ogiied senshrg ddf@: A sensing device according to claim

266, wherein the entire signature is encoded within a

pl ural i t yeSife atdege) aef Al L2HRFOPFAS, the processor

det er m nesnerafinigdusing thelsenselcbdey dad pogtion Sweiitating claal indiadtise of:

portions, a senS&hiy.Sh@nature, and wherein

phar maceuti cal product is authenticated by at | east

one of the prdatlEBtone §E3NE Pa&oput er system whi ch:

in a processor:

determining, from the indicating data:
a determined identity; and,
at least one determined signature part;
authenticating the pharmaceutical product using the determined identity and the at least one

determined signature part.

257. A method according to claim 233, wherein the method is further used for authenticating the
pharmaceutical product, each coded data portion being further indicative of at least part of a signature, the
signature being a digital signature of at least part of the identity, wherein the method includes, in a computer
system:

receiving indicating data from the sensing device, the sensing device being responsive to sensing of

the coded data to generate indicating data at least partially indicative of:
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20 determ nes, using the sensed identity, a key;

determ nes, using the sensed signature and the key, a
walsenmoped i dentity; and, conpares the deter PCEAU2005/000070

identity and the sensed identity to thereby

aut henti cate the phar rraceutiiqa}l product. 25 269. A

sensi ng device according to clai m 266, wherein the

coded data.j ncI es.a Iayouts each

| ayout d&¥il Ptﬁbu&ﬁé’hwgﬁe'ﬂtlc |‘?r°8¥°t Al urality of first

synbol s drciguhitugpaithe i dentity, and a plurality of

secqg%,ﬁ,\émlgeg@galnﬁg@g at least part of the
signature. 270. sensi.ng devi ce according to claim

262, V\heraé'th'F“ﬁ’ﬁ?:’lQ%{'é'fynﬁ‘ includes at |east one of: 30 a

bl i st er peedstonaddephintédsjignaurbprt | e [ 1d; a |abel; a box;
and'authe%§caﬁng @fplhglnaceﬁtz;l pr&lu&e& Nge qurl‘n?n@d q{em %J] g‘netz@ least one
claim?2 er ern e sensi ng devi ce includes a

comﬁ‘ffﬁ?“é“& figRreddtt em f or conmuni cating with a

dat abase, the database storing data relating the

r L Cl, 'cncc [ ;
258 00y R Bhugh SN L s e o, e RP ol o posi
duplisgtign ofiphamergitice) Pepduct eesloging whergin the sshipdipyglesynapomgputer system:
S i g mahulhgmdltdﬁﬁ*g GG ataibRinh @dvite tie sehisigg tedlce besrig@espdnkivero &dnsing of the
art of .th data, the
tr acf%qag R dara Pe mdlcaqm% Qaﬁaelg('g atte Otfghg (ﬁ &gl ndi cati ve of
tr a@ktpm'g"ﬂgnﬁ‘m %’lﬂﬂle’wng data) WFeﬁ@ne&tlde"ql%ast one of 5 an

own %Eceé@icng,tlﬁﬁg ﬂl@@&&&ﬁ?ﬁw tidemdy, oRkad Weth relNE tcOthe Blﬁfrﬁceutlcal product, the

L{ ggra%fntgldgggﬁu% élgf {Pﬁg l%y 1?41c§9veﬁ?t$ﬁg>gagio I Calpgarmacautlc%l product; and,
and detgrmiindngatsing the grhcking dats efrﬂslph@m@tewrlcd erodyst isd m,sﬁlblel éltpacate
the product data being at | east part [ aI I y [ ndi cative
ZS%I og{}g%#og%gcprgmgtopf tnil t\llvl?rza%lgﬁ emaci%}é) 1s fu erdg%ir trac r1]neg tl% phaarmaceutlcal
praduke miteinfethed incladingpiva esmputesysterh:i er ; 15 manuf act ure date;
bat qaeloﬁ'l%rpﬁ&atmg @eﬁé)ﬁjdﬁrptﬁ'-e &ﬁ%fd%&&{h@ EensmgOJtegéjlg‘eﬁng responsive to sensing of

distrib
the coded data to generate indicating data indicative of the identity of the product item; and,

updating, using the received indicating data, tracking data at least partially indicative of tracking

information.

260. A method according to claim 233, wherein the method is further used for producing pharmaceutical
product packaging, wherein the method includes, in a computer system:
determining a serial number associated with a pharmaceutical product;
generating, using the serial number, an identity;
generating, using the identity, a signature;
causing generation of coded data using the identity, the coded data including a number of coded data
portions, each coded data portion encoding
the identity; and,
a signature, the signature being a digital signature of at least part of the identity;
causing printing of, on the pharmaceutical product packaging:
at least some coded data, and
at least one of:
the identity; and,

the serial number.
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product supplier; 20 issue country; ingredients;

storage conditions; disposal conditions; seria
woenuber9225 expiry date; effects; side-effeckr&r/AU2005/000070

conditions for use; instructions for use; 30 links to

further information; contra- gndlcatlons and,

dosage. 272. A sensing deV|cb according to cIain1262

wher.ei thecos(fen3| n | ce né udes di SR

261dl SbAI mefk Iﬂig ording et% § lferem ¢ selnfuég iee By %r:&én wit ;Ehe BI?armaceutlcal

prOﬂwca@klswgngdvammmdmn and product information. WO

200%&%&@&%@&%&&4@9%&99@2@ - 155 273. A sensing
devi ce accordlfjigr% to cl gl m 262 \ﬁgereln t he coded data

s SEEPORIOTE Py ER0R & BT Al R g ed hummn. 274,
A sensibanfpr chpsingthe @ e prdierpgsed ooded datapoiBR andaher ei n t he

a pf:ogééﬁ)g fogé’ette@mlhlﬁg, Fﬁglh%heeg JeBdt oﬁe Ig&ls@l&xiea @& ﬂ)b?tloﬂ G sétsed 1gén41t§ ast
one of: invisible ink; and, an i nfrared-absorpt Ive

i nk. 275. A sensi ng devi ce accor di ng to claim262,
26200 e rAssensing déevice ¢l egh Vdﬂitaahdnsacp).ltbal pobélt, She blstreasitutied prgduct being associated

Wltﬁﬁ rlll:%qf%mg c]]%gygd ttllgrexn §IJ tmran b&ﬁ%@a&{ ﬁ@rml aenumber of ched data portions,

tion sensli ng devi ce accord 9
eackeeded WiFfR PRITIOR beffig %@\a OF R GBI et IRV Bt gt devie

incp@ihg:i ons, and wherein at | east sonme of the coded data
porti of a location of the
resp é‘g‘{;%% gtgﬁgag%ldbga%%ﬁ'r&gen 15 a position of the
res ﬁé@tailv’éo'é@fcf@c?xmlfl&atb%?tf’i'edﬁdeéﬁa‘% PREIO8yr f ace; a size

of ta'@&s&ﬁﬁ@éﬁmﬁ@h@at R:QJtBﬂeQﬁkﬁ)seondiﬂ @faottior; afRI t; @ si ze

of aa prsolc sor or de?e’rmmmg, using t‘ne at Yeas? one sensedQ:naaed Hata popt%gl,ta; sensed identity.

263. A sensing device according to claim 262, wherein the sensing device includes a communication
system and wherein the processor:
generates indicating data at least partially indicative of the sensed identity; and,
transfers the indicating data to a computer system, the computer system being responsive to the
indicating data to perform an action including at least one of:
authentication of the pharmaceutical product;
approval of the transaction;
determination of transaction details; and,

updating of tracking information relating to the pharmaceutical product.

264. A sensing device according to claim 262, wherein the processor uses the sensed identity to perform
at least one of:

authentication of the pharmaceutical product;

approval of the transaction;

determination of transaction details; and,

updating of tracking information relating to the pharmaceutical product.

265. A sensing device according to claim 262, wherein the identity is formed at least in part from at least
one of:

a serial number of the pharmaceutical product;

an identity of the pharmaceutical product;

an EPC;

an identity of the packaging; and,
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a data object, the entire data object being encoded at
wo emstiiioere by a plurality of coded. data pored¢DAB2005/000070
277. A sensing device according to claim 275, wherein
the data object includes at ast one of: 25
Mul ti purpose |Internet Mail ensions (M ME) dat a;
t ext %etu%'ofar Iggfthe L i audi o data; video data; 30
applT CEHP o2 FEPEOT e R3KENe data: i nformati on;
busi ness card data and, directory data. 35 278. A

2663€N 5&' sBdingd @é‘/’ic@ @cc@r@iﬁ@fo@lafﬁg%@ Qvlﬁ#eﬁ'cmea §£a pold8 is@hditatiaRf at least part of a
coded data incl u?es a ant

redun
S O PRI Te PO QPPERL 5 Pors g eTPO S Ra e Pocesor
and detéfiingy adingaheReldasnmiasrosd GetdataP@RE), atdewstane sied signature part;

200 Qéul'el ]agtggltlg) @J—r{ A%%M&Q&Z gprod'uct ]réiﬁg thé Zglsed't}de?t@t? Shd@le at least one

devi ce according to claim 26 wherein the d
si gAEEErE" it lides at | east one of: a random nunber
associated with the identity; a keyed hash of at | east

26‘; he A sgx?sgtigldE\Xce atﬁ:oﬁmg ﬁy&"ﬁm Biﬁ: u'hépém fﬁE pllxaﬁﬁaigutltt'p Erohtgﬁtg Eﬂltl‘ie}{tlcated by at

produced usi n private &¥ verifiable using a
lea%e?erOégtﬁarﬁeﬁS%?ga"Babanpetetéévem i er text produced by
encmytatnnrﬁgusatgﬂheeastdmehaylactemt|ty, ci pher-text produced

%QQMB§ gﬂ% tl?etsetLgﬁ&'ﬁtlt& B& tt‘.e td d étma@&ﬂs@,att,%&qg m

nurrber uce usi ng vat e
key, corpaEss %Imi 1?‘15%981’ Enygd Flgf@tuff R‘l"é?’?dééep‘t?ﬁﬂ?‘f'f’ﬁ tga%‘l‘f? to thegapy authenticate
10 2R@haracs@idgpREuclevi ce according to clai m 262,
wherein the coded data is arranged in accordance wth
at least one |ayout having n-fold rotational
26&,y mzfeqelpsyxg depire pesording to claim 366 ardereiniiis, entjrg) @gqagyaoqﬂncoded within a plurality of

coded Qllith' gbrﬂ&ls Nthé Ql%EledoE adtermmED frblﬂ)éoblﬁrﬁhtf of &B@ﬂi cddel data pomons a sensed
. reVO (ngns apart ut a centre

St
AT TR o ALTeblEed REPERET Ay Hips PRSssor, and o
cormhm sysemtwhirjui shes t hat sub-1| ayout from each ot her

SUb-gLAWRML usineRneABibed idbn§RKENY devi ce accordi ng_ to
claim 262, wherein the codedh(fl(atals arggg in
identity; and,

acc &th% uwgttw sgﬁsed signature and ey, a determine

compares the determined identity and the sensed identity to thereby authenticate the pharmaceutical

product.

269. A sensing device according to claim 266, wherein the coded data includes a plurality of layouts, each
layout defining the position of a plurality of first symbols encoding the identity, and a plurality of second
symbols defining at least part of the signature.

270. A sensing device according to claim 262, wherein packaging includes at least one of:
a blister pack;
a bottle;
a bottle lid;
a label;
a box; and,

a leaflet.

271. A sensing device according to claim 262, wherein the sensing device includes a communication
system for communicating with a database, the database storing data relating the pharmaceutical product,

including at least one of:
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dispiperhleastite

| east one | ayout having n-fold rotational symetry,
where n is at least twd, the | ayout encoding

w®@eaoenmti@ei on- i ndicating data conprising a sSeqeeEnas200§/000070

an integer nultiple mof n synbols, where mis one or

nore, each encoded synbol bfg ng distributed at n

| ocations about a centre of” dt-at i onal symmetry of the

![ ﬁ)e/g testﬁﬁ%tg%tdtgt?,ﬁ%cﬁtéglégtelg%tgal ﬁ%gﬁ%{]f%teg%g:ggléis %a%}ﬁe, gl%(s:igna%fre being a digital
r epsigmont el lesardéf thetidentyysi ent ati on- i ndi cating dat a,

eac Ia'acrkﬁng B3 82 hadkin Ratk IR 2t RdsNShrtRIFindit BV L8 iradiohg irlf§rmation including at
shift of the orientation-indicating data and being

i ndieRPIE of the degree of rotation of the |ayout.

282. A semevmgofdephaeacagicdpaiduyg to claim 262, wherein

is coupl %ge Jrgloé n%ﬂs%&ﬁ%Eﬂfogrﬂedtugiﬁﬂhpﬁlanﬁa&ruti&?ﬁrt)cﬁ[ﬁm ng

25 transactions relating to the pharnmaceuti cal

product , 2t95aiop pibrphRacsRticalardPstand i nel udi ng: a

radi at i on iemish ohed semsingdp@si ng at | east one coded data
por : . . . . .
CoqR s BEPRs. Lo PR, Bl FETprddF nRHRRR fhotuting o
det #rfPR¥i%%g, using the at | east one sensed coded data
portion, agroa@nsesl i dentity; and, 30 performng the
transacti_on.. usi .he sensed identity. 283. A sensing
devi ce a(?g%}egﬁ%&%}e% claim 262, wherein is coupled to a
printer faserigentifieri ng packagi ng associated with the
phar maceus bt idgkiggduct , the printer being for:

determ ni ngufvi s;ﬂb{ e information to be provided on the
packagi n§P™ %8 ™ & er ni ning an identity associated with
t he phar tretefenymbeal product; generating coded data

usi ng t hgrdagleRbdutduref; e coded data including a nunber
of coded d%ta .Eﬁgrtipns, each coded data portion being
i ndi cat i PEOSt 9 ¥%ast the identity of the

phar macewptadeasuppiienduct ; and, printing the packagi ng
by printiQg bigy.coded data and the visible

i nformation. WO 2005/111922 PCT/ AU2005/ 000070 - 157
284. A sdERYSdevi ce according to clai m262, wherein
t he sensistaggdkewditoas;i s further used to perform a

net hod ofy;aliQMakgn@ User to interact with the

phar maceut| cal pr ocfuct, the nmethod including, in a
conput er ser@{WMETH  r ecei vi ng i ndicating data fromthe
sensi ng depiiyase; t he sensing device being responsive to
sensing qf. > the coded data to generate indicating
data at l'east partially indicative of the identity;

det er ni nisgreffd§i ng t he indicating data, at |east one
action; abitiopasdued; M ng the action associated with the
phar rracelilrgsirgcgclm Jrgguct, the action including at | east
one of: provi Qi ng information to a user; 10 updating
t r acki ng linksftofurtier infmatietiat i ng t o t he pharnmaceuti cal
product ; cofd@fiddRkdthgigngd transaction relating to the
pharmaceuti cal product; authenticating the

phar rracetéf’ﬁa%eal product; and, receiving feedback from
the user. 15 285. A sensing device according to claim

27262,A WAL dVick NBcoRBHR S Nhirk ©¥2, Chhetedh hé!lsbldRE IR UindiRles a display for

erforma ngthod for authenticating the
&al product, each coded data portion being
f ur trdsdfs of athemitiore of at

tracking information; and,

product information.
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| east part of a signature, the signature being a
digital signature of at |east part of the identity and
wheiongiivencoded within a plurality of coded daeer/AuU2005/000070
portions, wherein the nmethod includes: in the sensing
devi ce: 20 sensing at | east Eﬁe coded data portion;
and, generati ng, using the s s'ed coded data portion,
27§ ndlAcae% ng evu{flet g‘:cor di %aéﬁl Vg 2, wherem ¢ cogegrhta té/ sub%glgallytipv?sible to an
At e BMmESRESS Ure par? processor:
unaifled Bynranni ng, from the indicati ng data a deterrri ned
identity; and, at |east one determned signature part;

27 DA ARy AL e o RHED B e wine

 leagiogpvdit ure part. 30 286. A sensing device according to

cl ai;Mnébide imhiagei n the sensing device is further used
to performa pmethod for authenticating the
phar"‘?r‘é.‘gﬁﬁﬁ?é‘ﬁl’“"f)lnbduct each coded data portion being
further indicative at |least part of a signature, the

275§5 ' g '}uﬁsteﬁjs[ng g%ec:e g&oﬁv\g ko@laﬁr@b&sév&%ﬁlttwc%deqfdatﬂs pko@ﬁé& sups?aglttlally coincident

erein the neth includes, I1n a
“MEdﬁﬁﬁpﬁwmgvgﬁ%ﬂ?ﬁ@B“W%celV|ng |nd|cat|ng data fromthe
sensi ng device, the sensing device being responsive to

276 en% &gsu%f dev{cbg c?rgq? QO gg}na%k owtga 'ﬂle{hﬁtcgdeh %luﬁé’%td mg‘nbgrﬁ%facoded data

at | east ndi cati ve dentit
porﬁwaf%%ﬁmm '«& é?PSt ma&@f codegigta portmlé engpdgigbleast e @%r t:

get ancmum.hgghedégpmddaeedld&dpml ng ;:Iat a: 40 a

eterm.ne en 5/1 1922

por AR OES BB g @R p AR R BRI e

si grakuefeheseded datapertivasat i cat i ng t he phar nmaceuti cal

pr o@ugﬁany@ang the determned identity and the at | east

term ned si gnature part. 5 287. A sensi ng

devFé%e‘gé‘é'é?a&’rr%g to claim262, wherein the sensing
deviag@ertity df apighare patied to performa nethod of

det %1@0%&&@1&9&%& Q,Lde dupl i cation of phar maceut i cal
pr oduct t he net hod j udes

Dt R St oo A e SR P GO deaH Py iy ofcoded
datg parsdng g deV| ce, the sensing device being responsive to

sensing of the coded data to generate indicating data

i ndicative of the identity; 10 determ ni ng] fromthe
277 ndl%S&TSF“ﬁﬁevécéta%fordEg estaisp 5n‘§‘8reimd}éerﬂaﬁaf’?/’e°‘ B%eéétil“ﬁﬁ,""e of:

usi multiphposd @itetenMaiBxténsient(MIME) dits;acki ng data rel ati ng

to tt&@dap‘har maceuti cal product, the tracking data

being at | east partially indi catlve of the | ocation of

t he iB¥&AHACeut i cal product; and,

audio data;

video data;

application data;
contact data;
information;

business card data; and,

directory data.

278. A sensing device according to claim 262, wherein the coded data includes at least one of:
redundant data;
data allowing error correction;
Reed-Solomon data; and,
Cyclic Redundancy Check (CRC) data.
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determ ning, using the tracking data, if the

phar maceuti cal product is a possible duplicate. 15
WQR@B®5/1A9%ensi ng devi ce according to claim 262, PEATHION000070

the sensing device is further used to performa

nmet hod of tracking the phar eutical product, the

nmet hod i ncluding, in a conputer system receiving

i ndicating data froma sensing device, the sensing

devi ce being responsive to sensing of the coded data
27% 0 demsinateice paprdiag forelgint2f6 avhersii tsaligitolesigodture ingudegias tepgt pye of:

of tal?a@)dcpl{M&tassb&ﬁmmﬁmmewat' ng, using the received

|nd|cat|{l;agh at a, cking dat'a at |east partially

i nd2cRET ?ffa”fais‘afE% iRk 20 i nformation. 289. A sensing
deviacCleysicitslr df agleaso tid @lemin? f@ducehesiey a prikate ¥ensndgerifiable using a
devi.GedoadifHubiR&Ey; used to performa nethod of
pr oduci ng phar maceutical product packagi ng, wherein
t he B FSProdiced Gyensrypting ajeastibpidpntlys syst em
det efphar4mxtygodaced By enatypting Alleust teS G sty addactandbrh hurbtae and,
phar
R A S v RS
identity, a signature; causing generation of coded

28@lat & wasing@edidd@cdoei@igité Edim 261 evheroid @i cddk Aath Balrbtdednig acordance with at

leag onei I%youtohavﬁ:l()d?oqd % 9nal %ée%hngl orv]v ére g%czb éegsq %o th(él ?aggut including » identical

1'on en C
sutt o rcgemétlmrevob'émq gpaa abnug% ceae of rfFaR 3 'eaSb?ne atb-Ipsgptgicluding rotaion-

indtadirlg d&tf thhtlaBtingdmRt ihbi%ub-lagoaiifn ¥@chiiePdub Mgof , on t he
phar maceuti cal product packaging: at |east sone coded

data, and at |east one of the identity; and, 35 the
28k er iAnfensingrdpdee. ac@giing tclgimPs?, wglefdie\rhe@eded@% fsdiTenged ip accordance with at

lea&loﬁé ﬂ}ogﬁ%vmw?cﬁ@ﬂoﬁtutn'ﬂles 1%1%&%}' Qgergﬁ}ﬂagﬁast tSvo]c e et enU&ﬁ@ orientation-
performa nethod 1?'

di spen t he r ceutl cal
P e SO RS T PR GO T GBS B o mre,cach
enqodedisymtiohipingrigiribated a1 ¢ ladaions dbpw Arcatrs emmmrgaldsvmm of thiylayout such that

dec%@iﬂéih@%nﬁi@y hiGhech Q?ﬂhpg oﬁeﬁéﬂgpﬁtﬁﬁaﬁogt fﬁﬁék Re Qientﬁttbﬁs of#iR orientation-
coded ta to generate | ndi cat i ng Feas

indicaing; datp.) egeh; fﬁiﬂ‘fsf‘:fﬁi"f“%/%’“’@f‘s“tgr?ed‘ff‘iﬂ?é’ﬁf’i“l“iﬁh‘f\/@ﬁ ﬂzedtﬁlsvtﬁ& §digating data and
beiRIhdi R0 Be QEYR0 dOrotationbb@e Bpduer m ni ng, usi ng the

indi cating data and from a di spensing database, at

| east one criterion for dispensing the pharmaceuti cal
28br oduErsinagpike atcaidion Hlam 262p M it EUPIPE AR MRSty B Prming! fgeperforming
trafba@ip@naflg tofthetph@madeutlcfl piotluch e tarshdiied te@inal iacladigt sf i ed.

5 a radiation source for exposing at least one coded data portion;
a sensor for sensing the at least one exposed coded data portion; and,
a processor for:

determining, using the at least one sensed coded data portion, a sensed identity; and,

performing the transaction using the sensed identity.

283. A sensing device according to claim 262, wherein is coupled to a printer for printing packaging
associated with the pharmaceutical product, the printer being for:
determining visible information to be provided on the packaging;
determining an identity associated with the pharmaceutical product;
generating coded data using the identity, the coded data including a number of coded data portions,
each coded data portion being indicative of at least the identity of the pharmaceutical product; and,

printing the packaging by printing the coded data and the visible information.
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284. A sensing device according to claim 262, wherein the sensing device is further used to perform a

method of allowing a user to interact with the pharmaceutical product, the method including, in a computer

system:
receiving indicating data from the sensing device, the sensing device being responsive to sensing of
the coded data to generate indicating data at least partially indicative of the identity;
determining, using the indicating data, at least one action; and,
performing the action associated with the pharmaceutical product, the action including at least one
of:
providing information to a user;
updating tracking information relating to the pharmaceutical product;
performing a transaction relating to the pharmaceutical product;
authenticating the pharmaceutical product; and,

receiving feedback from the user.

285. A sensing device according to claim 262, wherein the sensing device is further used to perform a
method for authenticating the pharmaceutical product, each coded data portion being further indicative of at
least part of a signature, the signature being a digital signature of at least part of the identity and being
encoded within a plurality of coded data portions, wherein the method includes:
in the sensing device:
sensing at least one coded data portion; and,
generating, using the sensed coded data portion, indicating data indicative of:
the identity; and,
the at least one signature part;
in a processor:
determining, from the indicating data:
a determined identity; and,
at least one determined signature part;
authenticating the pharmaceutical product using the determined identity and the at least one

determined signature part.

286. A sensing device according to claim 262, wherein the sensing device is further used to perform a
method for authenticating the pharmaceutical product, each coded data portion being further indicative at least
part of a signature, the signature being a digital signature of at least part of the identity, wherein the method
includes, in a computer system:
receiving indicating data from the sensing device, the sensing device being responsive to sensing of
the coded data to generate indicating data at least partially indicative of:
the identity of the pharmaceutical product; and,
the signature part;
determining, from the indicating data:

a determined identity; and,



10

15

20

25

30

35

40

WO 2005/111922 PCT/AU2005/000070

- 158 -

at least one determined signature part;
authenticating the pharmaceutical product using the determined identity and the at least one

determined signature part.

287. A sensing device according to claim 262, wherein the sensing device is further used to perform a
method of determining a possible duplication of pharmaceutical product packaging, wherein the method
includes, in a computer system:
receiving indicating data from the sensing device, the sensing device being responsive to sensing of
the coded data to generate indicating data indicative of the identity;
determining, from the indicating data, a determined identity;
accessing, using the determined identity, tracking data relating to the pharmaceutical product, the
tracking data being at least partially indicative of the location of the pharmaceutical product; and,

determining, using the tracking data, if the pharmaceutical product is a possible duplicate.

288. A sensing device according to claim 262, wherein the sensing device is further used to perform a
method of tracking the pharmaceutical product, the method including, in a computer system:
receiving indicating data from a sensing device, the sensing device being responsive to sensing of the
coded data to generate indicating data indicative of the identity of the product item; and,
updating, using the received indicating data, tracking data at least partially indicative of tracking

information.

289. A sensing device according to claim 262, wherein the sensing device is further used to perform a
method of producing pharmaceutical product packaging, wherein the method includes, in a computer system:
determining a serial number associated with the pharmaceutical product;
generating, using the serial number, an identity;
generating, using the identity, a signature;
causing generation of coded data using the identity, the coded data including a number of coded data
portions, each coded data portion encoding
the identity; and,
a signature, the signature being a digital signature of at least part of the identity;
causing printing of, on the pharmaceutical product packaging:
at least some coded data, and
at least one of:
the identity; and,

the serial number.

290. A sensing device according to claim 262, wherein the sensing device is further used to perform a
method of dispensing the pharmaceutical product, the method including, in a computer system:
receiving indicating data from a sensing device, the sensing device being responsive to sensing of the

coded data to generate indicating data at least partially indicative of the identity;
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determining, using the indicating data and from a dispensing database, at least one criterion for
dispensing the pharmaceutical product; and,

causing the pharmaceutical product to be dispensed if the at least one criterion is satisfied.



