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[ 0002] Erasure codes rmay provide a storage efficient alternative to
replication based redundancy in (networked) storage systens. They however
may entail high comrunication overhead for mai ntenance, when sone of the
encoded fragnents are | ost and need to be repl enished. Such overheads may
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provi ded. The data

Technical Field

[0001] Embodiments relate to data encoding methods, data decoding methods, data
reconstruction methods, data encoding devices, data decoding devices, and data

reconstruction devices.

Background

[0002] Erasure codes may provide a storage efficient alternative to replication based
redundancy in (networked) storage systems. They however may entail high
communication overhead for maintenance, when some of the encoded fragments are lost
‘and need to be replenished. Such ovérheads may arise from the fundamental need to
recreate (or keep separately) first a copy of the whole object before any individual
encoded fragment can be generated and replenished.

[0003] Therefore, there is "a need for a way to generate and replenish any individual

encoded fragment without having to acquire firsta copy of the whole object.

Summary

[0004] In various embodiments, a data encoding method may be provided. The data

encoding method may include: inputting data to be encoded; determining a polynomial so



encodi ng method may include: inputting data to be encoded; determning a
polynom al so that an evaluation of the polynomal at a sumof a first
suppor ti ngopoizds®2ii t he pol ynom al and a second support ipaog/SEadmnioo®s7 t he

pol ynom al corresponds to the sum of an eval uation of the polynom al at the
first supporting point and an eval uation of the polynomal at the second
supporting point, wherein coefficients of the polynom al are determ ned
based on the data to be encoded; and generating a plurality of encoded data

itens by ﬂyaawa/dlmlohlaeﬂﬁ%mamlaalat afurd oPA BFsakdgp¥rt gp%ﬁ'@l@ﬂﬂﬁ:'p@ﬂ’nﬁﬁﬂldlt S.
[ 0005] I n various enbodi nents, a data decodi ng net hod may be provided. The
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coefficients. [0006]In various enbodi nents, a data reconstruction nethod
may be provivdenial Fteplunlity efsuprestingrainton nmet hod may include: deternining,
for an encoded data itemthat is to be reconstructed, at |east two ot her
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eval uation of the polynom al at the second supporting point, wherein the
coeffi ci eﬁfl‘sg@ﬁrﬁlﬁédp‘&dﬁﬁéﬁ‘%lﬁ‘“&"é%Fe‘ioéfffﬁ"ﬂ’é% based on the data to be
encoded; and a generating circuit configured to generate a plurality of
encoded dd9006i t erfs vegiowseimbpdimenys, tahdatgpscomromrtian methad payrbgiAreyidest The
supporting points. [0008]In various enmbodinents, a data decodi ng devi ce may
be provi dddta radvestdation detedi may delilcalctemining Iforcke: engodedrifata itamh thatiistto
configured to input a plurality of encoded data itens; a pol ynom al

det er m ni bg retomstridted; onfleguuried dherdedoeded detaaitgnd paedi @l at pratdecomined ponds
to the encoded data itens based on a pre-defined simlarity criterion so
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that is to be reconstructed, based on the determined at least two other encoded data items.



[0009] I n various enbodi nents, a data reconstruction device may be provided.
The data reconstruction device may include: an encoded data determ ning
circuit owofpuwosatit o determne, for an encoded data it egrisisaoiojosossn be
reconstructed, at |east two other encoded data itens based on a
pre-determ ned polynom al for which an evaluation of the polynomal at a
sumof a first supporting point of the polynom al and a second supporting
poi nt of the polynom al corresponds to the sum of an eval uation of the

pol ynoni al[0@67)t helnf Vdrivlis StBedifdehidga A@iaincalifl déviey by dtipddviddd. tiAe data
pol ynom al at the second supporting point; and a reconstructing circuit

confi gur e%nﬁ:@diﬁ%ﬁw&t i incldde: &PapHedr SR Bnfifiia td'@bul datd ® Bencoded;

d: a
reconstruct ed, based on the determ ned at |east two ot her encoded data
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different views. The draw n are no ecessarily t al e, enphasi

Ut oad getaiAfan o RSHrRERa St 1 PRC SRR ing ek of Rt mrrPRRAR Far i ous
enbodi ments. In the follow ng d%scri,pti on, various enbqdi nents, of .the
Cvent i on s5ead GURRGTIBGRPIN A1KG A BIQMALEORS RIS foh S¥ 9 ay Yaffatge of s whi ch:
FIG 1 shows an illustration of erasure codes for comruni cation in

accor danceokmomial gt theifisstisuenerting point and an pydpatipng ghespodynomipl ps thegecad of

erasure codes for networked storage in accordance with an enbodi nent;
FI G 3 showspating péins twhateirothe obeffiaients oé dwrmtynootizlome deterniveshbrased ¢n theed way;
FIG 4 shows a flow diagramillustrating a data encoding nethod in
accor dancealavi tblbeanceizghomhidregenerating circuit colfighired tosgenemtena plumalityde o aded
illustrating a data decodi ng nethod in accordance with an enbodi nent;
data items by evaluating the polynomial at a plurality of supporting points.
[0008] In various embodiments, a data decoding device may be provided. The data
decoding device may include: an input circuit configured to input a plurality of encoded
data items; a polynomial detefmining circuit configured to determine a polynomial that
corresponds to the encoded data items based on a pre-defined similarity criterion so that
an evaluation of the polynomial at a sum of a first supporting point of the polynomial and
a second supporting point of the polynomial corresponds to the sum of an evaluation of
the polynomial at the first supporting point and an evaluation of the polynomial at the
second supporting point;. a coefficients determining ¢ircuit configured to detéﬁhiné
coefficients of the polynomial; and a decoded data generating circuit configured to
generate decoded data based on the coefficients.
[0009] In various embodiments, a data reconstruction device may be provided. The
data reconstruction device may include: an encoded data determining circuit configured

to determine, for an encoded data item that is to be reconstructed, at least two other

encoded data items based on a pre-determined polynomial for which an evaluation of the



FIG 6 shows a flow diagramillustrating a data reconstruction nmethod in
accordance with an enbodinent; FIG 7 shows a data encodi ng device in
accor danceowntnosezienbodi nent; FIG 8 shows a data enco@ChgGAeniooesy n
accordance with an enbodinent; FIG 9 shows a data decoding device in
accordance with an enbodinent; FIG 10 shows a data reconstruction device
i n accordance with an enbodi nent; FIG 11 shows a data
reconstruction device in accordance with an enbodi nent; FIG 12
shows an ipblynsinidltat #5unvbf & dtssuppeningipoint bf hie polynamd ankhasoitd flppaning
enbodi nent ; FIG 13 shows a diagramillustrating a validation of

static r e%'o]ﬂt enaR p%'l’sﬂabﬁﬁél%oﬁfzspﬁﬁdé B\4Re B BPASeialuafibs OF ﬁlle%synwnm aVfhel ous
enbodi nment's; 14 shows a diagramillustrating a conparison of
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shows a diagra trating a conparlso vari ous net Eccordance
with various enbod sho 1.y tratlng
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Descriptio
P reconstructed based on the determined at least two other encoded data items.

Brief Description of the Drawings

[0010] In the drawings, like reference characters generally refer to the same parts
throughout the different views. The drawings are not necessarily to scale, emphasis
instead generally being placed upon illustrating the principles of various embodiments.
In the following description, various embodimentls of the invention are described with

reference to the following drawings, in which:

FIG. 1 shows an illustration of erasure codes for communication in

accordance with an embodiment;
" FIG. 2 shows an illustration of erasure codes for networked storage in

accordance with an embodiment; |

FIG. 3 shows an illustration of data reconstruetion in a commonly used Waty;

FIG. 4 shows a flow diagram iilustrating a data encoding method in
accordance with an embodiment;

FIG. 5 shows a flow diagram illustrating a data decoding method in

accordance with an embodiment;



[0011] The follow ng detailed description refers to the acconpanying

drawi ngs that show, by way of illustration, specific details and

enbodi merve 2012/08892¢h t he i nventi on may be practiced. Th@€EF/SEatODIMENt S ar e
described in sufficient detail to enable those skilled in the art to
practice the invention. Oher enbodinents may be utilized and structural,

| ogi cal, and el ectrical changes nmay be nade w thout departing fromthe
scope of the invention. The various enbodi ments are not necessarily

mut ual I'y excl usi VEIG. &Sstowiea dishodiaghind Sheamilea datbiedesktttidh Rthodrinnor e
ot her enbodi nents to form new enbodi nents. 100121The data encodi ng device

may i ncl udg.AdaRER,H ahbBdin®enf;0r exanpl e used in the processing carried
out by data encoding device. The data decodlng device may include a nenory

which is for examgle, lgcf'\g Lth B& Bl Qi%§1§éﬂ9ac%@1rd dpg%a%ae{boq gdecodi ng

devi ce. The data reco |on ce may 1 nclu a nmenory ichis for

exanpl e used in CeSSI carri qut ata reconstruction device. A
menory used in t ﬂ*ﬁge‘%&?mﬁ vl %%?rg%mﬁenor%/n,er?olrél%xnghpl e a DRAM
(Dynam ¢ Random Access I\/brmr %, or .a non-volatile ne or,..exanpl e a PROM
( Pr ogr anmabl e Real%Go%skwwe ?woawgépﬂwrtaéﬁa@afmeéﬂ bﬂé

(Electrically Erasable PROV), or a flash nenor Y afloatlnggate
nenory, a charge KlGapp? ndomsndr fata s FecRisave (o tcﬁréél%"?‘i’r%nq'?aﬁﬂ ma¥ccess

Menory) or a PCRAM (Phase Change Random Access Menory). 100131In an

enbodi mentembadinggnt;cui t" may be understood as any kind of a logic

i npl enenting entity, which nmay be special purpose circuitry or a processor
executi ng sof t wariGst bt eshoms a detaDregondtiuctiovardeyvicer iramccedadmienatithorant her eof
Thus, in an enbodinent, a "circuit”" my be a hard-wired logic circuit or a
progr ammakhtholidg@ng circuit such as a progranmmabl e processor, e.g. a

m croprocessor (e.g. a Conplex Instruction Set Conputer (ClSC) processor or
a Reduced | nst r uctigon 2SebwSPUL &FatibRloB@hta RS RESIon infaccbidasidd Wwith @Y al so
be a processor executing software, e.g. any kind of conputer program e.g.

a conputer nﬁ?ﬁ F]using a virtual machi ne code such as e.g. Java. Any

ot her kln P ‘ement ation of the respective functions which will be
descri bed in nor t Wl

accordance with gﬂgﬁﬂ?§$%§§%8%ée g Sﬁ%n% F@gﬁi?ﬁﬁggﬁﬁfHgﬂﬁﬁﬁh%#agm"

used herelg to nmea (PerV|n as a exang %nstgnce or illustration". Any
enbodi nment® 8?“(&&1?%1?10 § 8L A5 BERCe R Y4 ions embods is not necessarily to
be construed as preferred or advantageous over ot her enbodi ment

desi gns. [0015] | %%rlo “@ﬂb HeHeht SﬁﬁﬁégPé?ﬁ?a“$WdﬁggﬂFmsdﬁﬁg‘§P8ck nay
be used |nterchangeably Dependlng on the context, the term'data my be
used to n@ﬁ?Pré?flcﬁé@ thiviageisegmiodiments; obj ect (s) .

FIG. 15 shows a diagram illustrating a comparison of various methods m j
accordance with various embodiments;

and

FIG. 16 shows a diagram illustratihg a corhparison of various methods in

accordance with various embodiments.



[0016]FIG 1 shows an illustration 100 of erasure codes (EC) for

communi cation in accordance with an enbodinent. In the illustration 100,
the way ewva0r2408vdes are used for comruni cati on channelP€TISG2010[006#57 at ed. A
nmessage 102 to be sent over a noisy channel nmay be split (like indicated by
arrow 104) into k blocks (wherein k may be a positive integer; for exanple
a first data block 106, a second data block 108, further data bl ocks 110,
and a k-th data block 112), which nay be encoded (like indicated by arrow
114) into n (wherein n may be | ar geDedchiplioki) bl ocks (for exanple a first
encoded bl ock 116, a second encoded bl ock 118, further encoded bl ocks 122,

and an n-tigoAncodert Riengldbdiled dfe&lx‘fptibﬂtréfggliﬁiﬂf@ad’c@ﬂl?ﬁl%@&rawﬂg@ that

comuni cati on channel may erase sone of the encoded bl ocks (for exanple a

first er aéﬁ%v,b&)? w&g]&qgu% oft sgg&ﬁ@(aefaaﬁ?%ﬂ&j e B&ilfneﬁ%_“'in Wwhilk® HenillvGalogd by
stars in , but by the code property, the original nessage may be
recovered (like indicated by .an.arrow 130 far .decodin a r 132 for
de- bl ocki rllléﬁy %eu?ra%tfceg'nrgl[%ﬁser %n(l:beolr&\llnele BRE og,%(aibl%? oc¢ ﬁ‘gf%ilf lgde?%gfﬁhﬁ?fétg%{eshom
an illustration 200 of erasure codes .for t worked storage in.acgordance

W th an enbUTHRARS atrfo HACHoFI BE RaRioh. SH6Er FHOGSTET 00 o6 Bl ArOIdr asur o
codes may be used for usaqe iin_networked storage. Data 202 as an object for
storing nmajuearadilogisa gand slecriqah ghangessgayhe Hade Withou)depatipe fop) BEROPEWher ei n
k may be a positive integer; for exanple a first data bl ock 206, a second
dat a bl oclof2@8inventianh eThelsarzpup lembedin®eng, ara gt acdessanlyimutually sapdusiy@)as The k
bl ocks may be encoded, l|ike indicated by arrow 214 into n (wherein n may be
| ar ger t haomk)emdbodmttad dahdekombined veikaomd e mofei atlsdr eprboduleaitshodoim 288, a
second encoded bl ock 220, further encoded bl ocks 222, an j-th encoded bl ock
224 (wher einfbodintenys. be an integer smaller than or equal to n), still further
encoded bl ocks 226, and an n-th encoded bl ock 228. The n encoded bl ocks may
be stored [pon2] devhE@sa édtoding dBAtdRaKinthfde altherigty whidh is fdt exiifple@sad iaes fai l
(for exanple a device storing the j-th encoded bl ock 224 (like indicated by
a first stgl p?&ggsir%ngaxﬁé‘@totlﬁlbgj()f‘a‘t’d eRcodiny B8 ANMNBlia ABERIIR aAE nay! | ke

i ndi cated by a second star 23 it may still be possible to recover (like

. d. d . ! . . : 8 _ | .

the whol e T sghihanich 4 (ORI SO0 BERRER AT LRl 7 P 350 "0
0018] FI G, 3 sh . Ll lustrati 300 ,of. data . t t] . I
used way USRI auEr ot FEbh et oRtiet B AIERT S abetit kAR e T T

illustration 300 %Pé ﬁgpsintlar todel ment s shown in(%he g%lustratign 200
of FIG 2 cxampleised Bahepropespiog SHEEY SNIAREr A THEnR dextie o BIemoLy Bse
description may be omtted, In the illustration 300, a maintenance process
in net wor ki ghestmtodijaends max e a velatilg gpgmorys fog expmple @ HRyAM (DypamigRandem
exanpl e the device storing the j-th encoded bl ock 224, or another device
storing arschsrMpneni 080 2pn-voldldmempry; forprempleseBROM (Ryagrammahle; Readeep
redundancy of the stored object in the network, the |ost block should be
rest ored @y Meamncy), iam ERROM (Faskble FROMIcBRBRONE (ElgdtricalllydErasalgl PROM),ocedur e
is to first recreate the whole object (including downl oadi ng enough bl ocks
t 0 r econstoruclash heenwdipl g.objfleadng gite dendeyyat dhiaryg teppingahandry, alf MRAMAI ch
the mssing block may be recreated. Alternatively, a node may need to store
a conpl et gvagRMoREisiie RARIARE tAccs® Mialory)t o ANPCRAMEAPRas ClfdnBg RUn@6HS :

Then, the re-created bl ocks nay be re-inserted into the devices, |ike

i ndi cat ed Q¥..aVOo394- [0019]FIG 4 shows a flow diagram 400 illustrating
a data encoding nethod in accordance with an enbodinment. In 402, data to be
encoded i npu 2 4, h i, al en S hat an
eval uat i gﬁ“%ﬁt hgﬂp%ﬁ %ﬁlgﬁ%ha eﬁgta agqrscﬁﬁq @%?i@@ﬁgﬁﬁggﬁbﬁn@dggfﬁt Bg% t he

pol ynom al. apd a,.second s orti o.nt of the | ynom al corresponds to
or 1 equalPlEBRHRE SHVoR IR Tawh PR Pt nufPosk STRBITY 5 H BPCsor HESH S
supporting point and an eval uation of the polynom al at the second

supporti ng?OBUF"f‘Ft stoffHelle p iMeBRP's ffiem@ates Bt anyh eORRINGY rGOanﬁBts, d&t3 i ned
based on the data to be encoded. In 406, a plurality of encoded data itens
may be generated by evaluating the polynomal at a plurality of supporting
poi nts.



[ 0020] According to various enbodi nents, a supporting point nmay be any
arbitrary non-zero point, for which the polynomal is evaluated, and the
corresporNioner/¥8Rdr i bed above hol ds for every supporti RGTSGR0M0/000400D
2012/ 008921PCT/ SG2010/ 000457 [ 0021] According to various enbodi nents, the
pol ynomi al may further be determined so that an eval uation of the

pol ynom al at a product of a value and a third supporting point of the
pol ynom al corresponds to or is equal to the product of the value and an
eval uat i ornbbdinteat, pOI'sifaid ahayabe tahkariWifed BgRPGduItNG P PrédramMableridgiog t o
vari ous enbodi ments, the value may be an elenent of a finite field with a

nunber of GLEFBROLS a5 HRSRANMRE HrocRsfOW. Plnit afdr \.5haacompher of
el enent s fomer t han the nunber ofﬁefeﬁen$§!ofng %?ﬁ?te ??%Fdaof ich the

third sup I i ' C i i i ments,
the thir dﬁtgsfjt}ﬁ%g(rg% Eg%{g @;‘))g{ig?\lter %>I/ eﬁ%ﬁéﬁgﬁ 8?\? ??%‘gn%?%ggtﬁ}c}égé S%Eg:p?o t ?%g poi nt
and the s supportipng.point. According to various odi nent s, . t.he
T T suppBRORBORRE Aeg/REk” gy a0 s ey SRS TG Bor B to ¢ he
second supportin oint. [0022] According to varjou ggpodi nts, the
pol ynomi al° ﬁ‘é‘i?P‘ng %@ﬁkle%- fe B‘r‘tF"zléragfﬁgﬂ Y &'I"E”allslf‘ R §9¢° ¥R A& ned i n
nore detail bel ow %OOZS]Accprding to various enbodi nents, the data to be
encoded md§vae AdvelHedkingt ¢f unpemerdationyofytheaiesrsgting fncgiors whichoy| Récor di ng
to various enbodi nents, at |east one coefficient of the polynom al may
cor r espondespribpdiin mereatptail belaw arnyatodui ungetsiood les of'cirdgrat” g agcerdange with
encodi ng bl ocks. According to various enbodi nents, each coefficient of the
pol ynom alanmbymatovrereaspdingent.o or may be equal to an encodi ng bl ock of the
plurality of encoding bl ocks. According to various enbodi nents, each bl ock
of | the pl :[0031|4i] ty THe bhbar kexdigiarpe isiseel hBre@indo Goehf fsehvény a® dn &xudnple,
pol ynom al .

instance, or illustration". Any embodiment or design described herein as "exemplary” is

not necessarily to be construed as preferred or advantageous over other embodiments or
designs.

[0015] In various embodiments, the terms ‘fragment; and ‘block’ may be used
interchangeably. Depending on the context, the term ‘data’ may be used to mean either
fragment(s) or object(s).

[0016] FIG. 1 shows an illustration 100 of erasure codes (EC) for communication 1n
accordance with an embodimént. In the illustration 100, the way erasure codes are used -
for communication channels is illustrated. A message 102 to be sent over a noisy channel
may be split (like indicated by arrow 104) intd k blo.cks (wherein k may be a bdsitiVe
integer; for example a first data block 106, a second data block 108, further data blocks
110, and a k-th data block 112), which may be encoded (like.indicated by arrow 1 14) into

n (wherein n may be larger than k) blocks (for example a first encoded block 116, a -

second encoded block 118, further encoded blocks 122, and an n-th encoded block 126),



[ 0025] According to various enbodi nents, at |east one encoding bl ock of the
plurality of encoding blocks may be or may include an elenent of a finite
field. AYOaPVOGBP210 vari ous enbodi ments, each encodi ngPBIIEGROO00Q445E
plurality of encoding blocks may be or may include an elenent of the finite
field. [0026] According to various enbodi nents, at |east one supporting
point of the plurality of supporting points may be an el enent of a

mul tiplicative group, wherein the nmultiplicative group nay be the finite
field w t hioust imrodecing abdundadcy. [T 2ddrimanicationg chiannela mag usraenbade ndnthe, a
generator of the nmultiplicative group may be determ ned. [0028] According to
vari ous erhasicdBMcks (fbrekaRPle/BRE éhsedMlodRe129, 41l dydedridadrased Block he4,flikem

p(X)=Epi X , i=0 wherein k may be a positive integer, and pi nay be an
el ement ofiyfedibd'bd Stabd & B1G.FO! but by the code property, the original message may be
~ recovered (like ihdicated by an arrow 130 for decodjng and an arrow 132 for de-

blocking) out of any k received encoded blocks 128.
[0017] FIG. 2 shows an illustration 200 of erasure codes for networkéd storage in
accordance with an embodiment. In the illustration 200, it is illustrated how erasure codes
may be used for usage in networked storage. Data 202 as an object for storing may be
divided (like indicated by arrow 204) into k blocks (wherein k may be a positive integer;
for example a first data block 206, a second data block 208, further data blocks 2 iO, and a
k-th data block 212). The k blocks may be encoded, like indicated by arrow 214 into n
(wherein n may be larger than k) encoded blocks, fér example a first encoded block 218,
a second encoded block 220, further encoded blocks 222, an j-th encoded block 224
(wherein j may be an integer smaller than or equal to n), still further encoded blocks 226,
and an n;th encoded block 228. The n encoded blocks may be stored in n devices in the
network 216. If up to n - k such devices fail (for example a device storing the j-th
encoded block 224 (like indicated by a first star 230) apd_another device storing another
encoded block (like indicated by a second star 232)), itﬁrﬂay still be possible té recéjVﬁe:r‘ :
(like indicated by an arrow 236 for decoding and an arfO\év 238 for de-blocking) thé:
whole data 202 based on only any k available encoded Blbcks 234,
[0018] FIG. 3 shows an illustration 300 of data reconstruction in a commonly uéed

way using erasure codes for networked storage. Various elements of the illustration 300

may be similar to elements shown in the illustration 200 of FIG. 2, and the same



exanple with a nunber of elenents corresponding to a power of 2, for every
integer i between 0 and k-1. [0029]FIG 5 shows a flow di agram 500

i Il ustratWogor/se2a decodi ng net hod in accordance with RETSGCROGIAERT. | n
502, a plurality of encoded data itens may be inputted. In 504, a

pol ynom al may be determ ned that corresponds to the encoded data itens
based on a pre-defined simlarity criterion so that an evaluation of the
polynom al at a sumof a first supporting point of the polynom al and a
second supgferehtagigypant beodsed ed ¢hglligate deseliptar meg poom#tetlolnahe i s equal to the
sum of an evaluation of the polynomal at the first supporting point and an
eval uat i oRll@kratibte3 00 h YiTeRhcEprot e irSREWotted BRGE kY sidnieishdwn. IMa 506,
coefficients of the polynom al may be determ ned. In 508, decoded data may

be gener algd:Das&d e (BF AR iéﬁ ldeRES storit3né ?Mé&@&&fﬂlﬁ’&’r 1EROHIRP0457

[ 0030] According to various enbodi nents, the polynom al may further be

det ' t f ] , I
and a1 Pa0ec oy AT shER R RECART, By Bha B LR Rfha i el ©

to th t of,th d l.uat i f th I ,bal at thi
By Pt 8L e XS O YO T SRR OB o 1, e
i S SRR i SRR kLR

elements of a finite field of which the third supporting point may be an
el enent . Awchdingdgwnlpadingicaonghdierks taispenstruetibe wﬁ?lﬁ@bhﬂeﬁ@sbﬁiq fosethiBe nt  may
be different fromthe first supporting point and the second supporting

poi nt. Accauithlagg).tfony whichubke misbind iblaskmeay betrecredied: dlsuppuelyi anpdsaayt may be
equal to the first supporting point or to the second supporting point.

[ 0031] Accarel togtdre a vampletescopyrbHitie whjet s so thatit pal rgoeate ahissieg/blbeksaTamak | y

|l i neari zed polynomal, like will be explained in nore detail bel ow

[ 0032] Acc @kighichgedtéd bladkis dntsy RITbOthenBhingo tha dViasklilef indieared byl atla 30amy be
generated based on at | east one coefficient of the polynom al. According to

vari ous enped TeNts. 43hdhdls Abw d¥aghim BO@ TS Aihg AeRadRdodAs met@Y ibe gener at ed
based on the coefficients of the polynom al. F0033] According to various

embodi ment;geq 4R RiBGK egfbo&llﬂfégg%g4@2”}td§ta@¥e 'encoded may be inputted. In 404, a

polynomial may be determined so that an evaluation of the polynomial at a sum of a first
supporting point of the polynomial and a second supporting point of the polynomial
corresponds to or is equal to the sum of an evaluation Qf the polynomial at the first
supporting point and an evaluation of the polynomial at the second supporting point,
wherein coefficients of the polynomial may be determined based on the data to be
encoded. In 406, a plurality of encoded (iata items may bé generated by evaluating éthé
polynomial at a plurality of supporting points. - EIE

| [0020] According to various embodirnenfs, a suppofting point may be any arBitrary
non-zero point, for which the polynomial is evaluated, and the correspondence described

above holds for every supporting point.



correspond to or may be the at |east one coefficient of the polynom al.
According to various enbodi nents, each bl ock of decoded data of the

pl ural it ywof201/8%R$ of decoded data nay correspond to oPCHEG20W/000ME7 of t he
coefficients of the polynom al. [0034] According to various enbodi nents, the
decoded data nmay be generated based on the bl ock of decoded data. WO

2012/ 008921PCT/ SG2010/ 000457 [0035] According to various enbodi nents, the

bl ock of decoded data may include or may be an elenent of a finite field,
for exanpl@oRi]t h Accurdingto vdrioak embodimear) the pplgneihiamby fiathepbedetarinied

[ 0036] According to various enbodi nents, a supporting point nmay be assigned

to each ofgtihg afRGAHRDAF IR pdlRITMialAE & ProduBD fa@ aMi@ah@ U ShiRTRppoEBEt S, t he
pol ynom al may be determ ned so that the evaluation of the polynomal at a

support i ”%o?ﬂio@gl;sea}%ﬂrﬁﬁﬁﬂ cbie Bnm%g%%qQQttétﬂédg%&f ofthevRALMaR] &4d ¥ Of data

Items correspon to the encoded data item [O According to various

Lems | data i tem [003 ng"to |
embodi e o SARE o805 PRI 119 <BlcRineloil 18 AHARGL 18,PO1 Nt S

assigned to € enco e , e an elenent of a
mul tiplicative.grou erein the mul tipli.catpv ou the finite
field wi t HoRodieRs ey ?Y%i Brlapot obp ﬁf‘%hflg Wt4 b Hggla?ﬁ%ﬁt s, a
generator of the nultiplicatjve group may be geterni ed. | :
corresponding to a power of two, and with a number of elements lower than the number.

of elements of a finite field of which the third supportiné point may be an element.
According to various embodiments, the third supporting point may be different from the
first supporting point and the second supporting point. According to various
embodiments, the third supporting point may be equal to the first supporting poiﬁt or to
the second supporting point.

[0022] According to various eﬁbod@ents, the polynomial may be a weakly
linearized polynomial, like will be explained in more detéil below.

[0023] According to van'oﬁs embodiments, the data to be encoded may be divided
into a plurality of encoding blocks.

[0024] According to various embodiments, at least one coefficient of the polynomial_
may correspond or may be equal to an encoding block of the plurality of encoding blocks.
According to various embodiments, eacﬁ coefficient of tﬁe polynomial may correséond to
or may be equal to an encodiﬂg block of the plufality of éncoding blocks. Accordirll‘g. t:o'
various embodiments, each block of the plurality of blécks may be used in one
coefficient of the polynomial.

[0025] According to various embodiments, at least one encoding block of the

plurality of encoding blocks may be or may include an element of a finite field.
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[ 0039] According to various enbodi nents, the polynom al nay be a pol ynom al
p of the formk-1 p(X) = Epj X2 i =0 wherein k may be a positive integer, and
pi may bevanrowywsemt of a finite field, for exanple w t RCA/SGROMODO04ST

el ements corresponding to a power of 2, for every integer i between 0 and
k-1. [0040]FIG 6 shows a flow diagram 600 illustrating a data
reconstruction nethod in accordance with an enbodinent. In 602, for an
encoded data itemthat is to be reconstructed, at |east two other encoded

dat a i t ensAdreidifietodatieusanitddinass dachrendodifigblocklef he plungtidy pHéngedingal f or
whi ch an eval uation of the polynomal at a sumof a first supporting point

of the polysigEhal HRBHmAy SFRERMRGN SHRRAT b tRE fiRRé REIgOf the pol ynom al _
corresponds to of is equal to the sumof an evaluation of the polynom al at

the fi.rSt JBURROT LADG:BAL B viARfls AL ANALHEL: s Ghe LiboRBlRAATORnAl (e

second su I ng poi nt encode ailtemt Is to be

reconstructed.my be reconstructed ase nt det.ermi ned ,at .l gast two
hor ene SRS sHehfiE PR B PERER 18 lfp ko Fols o BR0

rtin i nt i gnhed . :
support g%nlﬁgplic;[ati\r/réa rogg m%?r%e %eefg'utteoﬁeld without a zero element.

[0027] According to various embodiments, a generét{)r of the multiplicative gfoup
may be determined.
[0028] According to various embodiments, the polynomial may be a polynomial p of

the form

’ k-1 )
p(X)=> pXx*,

i=0
wherein k may be a positive integef; and pj may be an element of a finite field, for

example with a number of elements corresponding to a power of 2, for every integer 1
between 0 and k-1.

[0029] FIG. 5 shows a flow diagram 500 illustrating a data decoding method in
accordance with an embodiment. In 502, a plurality of encoded data items may be
inputted. In 504, a polynomial may be determined that corresponds to the encoded data
items based on a pre-defined Shnilaﬁty criterion so that an evaluation of the polyndmial _
at a sum of a first supporting point of the polynomial and; a second supporting poi'nf of the
polynomial corresponds to or is equal to the sum of an evaluation of the polyhomiél at the
first supporting point and an evaluation of the polynomial at the second supporting point.
In 506, coefficients of the polynomial may be determined. In 508, decoded data may be

generated based on the coefficients.

11



each of the encoded data itemthat is to be reconstructed and the at | east
two ot her encoded data itens. [0042] According to various enbodi nents, at

| east oneweuppdosd2hg poi nt of the supporting points assiPGisG2010/0e@sh of the
encoded data itemthat is to be reconstructed and the at |east two ot her
encoded data itens nmay be an elenment of a nmultiplicative group. According
to various enbodinents, the nmultiplicative group nmay be a finite field

Wi thout a zero elenent. [0043] According to various enbodi nents, the

pol ynom al[oos®y beA&opdihy tvorkials gmiafdith&gs, ftlos polyp{o)ial npi fartheibewleei@inedk may
be a positive integer, and pi may be an elenent of a finite field, for

exanpl e Wisp fhaRaf bWHRRIioR bf Bl POBAbMIA af 4 SO AF A Yalhd atl PAMEsupfortng f Or every
i between 0 and k-1. [0044] According to various enbodi nents, a generator of

the nul ti %iﬁl@; %@8%%&1 Weép&dq & 6f igieﬁ'@:ﬁi to thg\groduct of the value and an

2012/ 0089 00457

evaluation of the polynomial at the third supporting point. According to various
embodiménts, the value may be an element of a finite field with a number of elements
corresponding to a power of two, and with a number of elements lower thén the nurhber ﬁ
of elements of a finite field of which the third 'supponing;point may be an element.-
Accordirig to various embodiments, the third supporting point may be different ﬁ‘om the
first supporting point and the second supporting point. According to various
embodiments, the third supporting point may be equal to the first supporting poinf or to
the second supporting point.

[0031] According to various embodiments, the polynomial may be a weakly
linearized polynomial, like will be explained in mofe detail below.

[0032] According to various embodiments, a block of decoded data may be generated
based on at least one coefficient of the polynomial. According to various émbodiments, a
plurality of blocks of decoded data may be generated based on the coefficients of the
polynomial.

[0033]  According to various embodirﬁents, the bloqk of decoded data may
correspond to or may be the at least one coefﬁciént of the polynomial. Accbrding t(:)i _
various embodiments, each block of decoded data of the blurality of blocké of decoded i
data may correspond to or may be one of the coefficients 'of the polynomial.

[0034] According to various embodiments, the decoded data may be generated Baseci

on the block of decoded data.
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[ 0045] According to various enbodi nents, for a nonom al of a pre-determ ned
degree of the generator, a polynom al of the generator with a degree | ower
t han t he Woede¥wstiined degree of the nonomial may be dePEMMSGAEH/ 00657t hat

t he pol ynomi al corresponds to or is equal to the nonom al. [0046] Accordi ng
to various enbodi nents, the at |east two other encoded data itens may be °
determ ned based on the determ ning of the polynom al of the generator.
[0047]FIG 7 shows a data encodi ng device 700 in accordance with an

enbodi nent[0036he datcardng mdiangudeubaimads) thkallocinef dedaded alataimgpuinclode cui t 702
configured to input data to be encoded; a polynom al determining circuit
704 conf i gudyest dn@ldedin€oNa fisitefigo) fpnedinple with b hambearvfeleadiatdoadspahdinge

pol ynom al at a sumof a first supporting point of the polynomal and a
second SURPRLLWEGLMOI Nt of the polynom al corresponds to or is equal to the
sum of an evaluation of the polynomal at the first supporting point and an

eval uati o t he 1 @k BRIE JEPQEI? 'ilqtq“Bpl% NMesi el n the
coeffi ci eﬂ?g%f tj?lée&%)o {r?o%hgﬁgzre efgﬁei?%l%ﬁg a%%d on 't he 81 ta too be
encoded; an ener at j ircuyit 706 confiqured.to gener .plurality of
encoded agtar FrACHRRI o it Aorhib SRR hPOabRaf RERE R il

supporting points. The input circuit 702, th ol ynom al determ ni ng
circuit 78’&,det§ﬂﬂmf‘il°é° g‘éﬁ@?ﬁ‘ﬁl%‘oﬁiof gﬁippﬁ‘f‘@’@lﬁﬁga PRHE PR stg'i‘e‘ég’ch ot her,
e.g. via an electrical connectign 708 such as e.g. a cable_or a conputer
bus or vi &n&ASPdsd Heta itew; af g Rlueliyafdapdtems sarewendviothy wicedrdftitr et ri cal
signals. [0048] Accordi ng to various enbodi ments, the polynom al determ ning
circuit rii8837 ur tAesordieg worficgueabpdipenistatlenitivae sunpopuigyegnvitheso t hat an
eval uati on of the polynom al at a product of a value and a third supporting
poi nt of tshegpopiigprants assigned teethp endeled data iteins mag bebr mey intduderapdlententf t he
val ue and an eval uation of the polynomal at the third supporting point.
Accor di ng off @ mudtiplidutvesdrbas] iwherdis thetndtiplivatiee groyp hay da tie! feriefieldwitkoudti ni t e
field with a nunber of elenents corresponding to a power of two, and with a
nunber of glegy@&hént!l ower than the nunber of elenents of a finite field of
whi ch the third supporting point nmay be an el enent. According to various
enbodi nentige3s) he Adordns RRALEE SEbdnBts, MEn&8od b e hRiiplich®v8 drbgp f 1 1 st
supporting point and the second supporting point. Accorcﬁ ng to various
enbodi ment. s, g eidhided supporting point nay. be -equal to the first
supporting point or to the second supporting point. [0049] According to

various e iments, t.he pol.ynom al..m a weakly |ineari . om al ,
li ke will 'be xpléﬁdﬁé&dng tr(l)pvr%l?glése e?oéilnfle%séll?%wdymmlal may beaﬁél%oqmgf)ﬂ 3
the form
k-1 oo
p(X)=) pX",

i=0
wherein k may be a positive integer, and p; may be an element of a finite field, for

example With a number of elefnents corresponding td a péwer of 2, for every integé}r‘ii B
between 0 and k-1. . G
[0040] FIG. 6 shows a flow diagram 600 illustrating é data reconstrﬁction methéd' in‘
accordance with an embodiment. In 602, for an encoded data item that is to be

reconstructed, at least two other encoded data items may be determined based on a pre-

13



[0050] FIG 8 shows a data encodi ng device 800 in accordance with an
enbodi nent. The data encodi ng device 800 may, simlar to the data encodi ng
devi ce 7080a@P12/1089217, include an input circuit 702, a p@CFSGRIAI000457
determning circuit 704, and a generating circuit 706. The data encodi ng
device 800 may furthernore include a dividing circuit 802, like will be
explained in nore detail below The input circuit 702, the polynom al
determning circuit 704, the generating circuit 706, and the dividing
circuit 8GQRtemained polyaomlabtorwihidh amahluatidrest thepgynomial @l selmexdtarfirstal
connection 804 such as e.g. a cable or a conputer bus or via any other
sui t abl e ghfsdriihCdinCTINESdyidthihlAne 4 GBand Suoetitg pdimlof tHePddndmiMar i ous
parts of the data encoding device 800 nay be simlar to or the sanme as

parts of tcBﬁe%gh@s t%%g %déq'ﬁgl 0}9 W G J1OR <SRN I i $Blyrbmigi tairsd he sanme

reference sig may used and duplicate description nmay be omtted.

cont i gur o Pt Gy aH 5 TERRH o Bighivnkal s SEERR s iR Y 70

bl ocks. 12/ 00892 / SG2010/000457 [ 0052] Accordi ng to .various
oo rentld S03TG SRSPRIRE ISR BIQA FoP T RE SR Sy ne rranstmissr BIEER o ¢ o
or may inc)Jude or. may be an encodi ng, bl ock of the plurality of encoding
bl ocks. AdbofdsHEnedAt \lFéFtitUBé’ﬂ@ﬁﬁ'Eﬁ?H%ﬁ%t%}tmé%ch coefficient of the -
pol ynom al may correspond to or may be equal to an encoding bl ock of the
plurality [8¢4 ncoﬂmgdplbg scvasiouperbddmens. tasupp@rting RO BB hesaeacd ®ach bl ock
of the plurality of blocks may be used in one coefficient of the
pol ynom aleach @358¢moded dhitmigern thay rtb basecenttwdicdend the agteastaws bthone encodi ng
bl ock of the plurality of encoding bl ocks may include or may be an el enent
of a fi ni teacddedlddta ikasor di ng to vari ous enbodi nents, each encodi ng bl ock of
the plurality of encoding bl ocks may be or nmay include an el enent of the
finite fiqbeh2][ 0084doftifi@ o afigus Embcitents, a€dagdneBippdrtingtpoi?agtheone
supporting point of the

supporting points assigned to each of the encoded data item that is to be reconstructed

and the at least two other encoded data items may be an element of a multiplicative
group. According to vérious embodiments, the multiplicative group may be a finite field
without a zero element.

[0043] According to varioﬁs embodiments, the polynomial may be a polynomial p of

the form

k-1 _
p(X)=>pX*,

i=0
‘wherein k may be a positive integer, and pj may be an element of a finite field, for =
example with a number of elements corresponding to a'p(:)wer of 2, for every i betWeeil 0
and k-1.

[0044] According to various embodiments, a generator of the multiplicative group

may be determined.
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plurality of supporting points may include or may be an el ement of a

mul tiplicative group. According to various enbodi nents, the nultiplicative
group maywpeot¥esfiinite field without a zero el enent. [ GOPBGACWONESHg toO
vari ous enbodi ments, the data encoding device 800 may further include a
generator determning circuit (not shown) configured to determne a
generator of the nultiplicative group. [0056] According to various’

enbodi ments, the polynonmial may be a polynomal p of the formk-1 p(X)=Epi X
, 1=0 whqoeds) k Asordifg & weisus embodinbgdds a mbforpial oBypbcleimizeénent of a
finite field, for exanple with a nunber of elenents corresponding to a

pover of Zieofe@bf @¥GENerhiDE, APRIynbm bYBREehbrAdfwith 4 -def RO RAIrtifdn tRe SrBOVS a

dat a decodi hg devi ce 900 in accordance with an enbodi nent. The data

decodin i i ide: i Al i igured to i nput a
o ural 1 oy Seifed ACe OB hPicHoial By bPBbionfinbE b ina? e pERAb LT B, 10 ) P

configured to deéern‘i ne a lﬁglﬂ}/nom' al. { hat corresponds to the encoded data

i tens based om a Sptf’é’(rjlesfeiqﬁae Stk I<15?rn|nfly criterion so that an eval uation of

t he pol ynom at,a sumof a firs upportin oint of the | ynom al and a
second s uﬁ%‘%’ i ngAPFOrHES B vangRs ﬁaﬁgﬁwﬁﬁaﬁhwg?&‘wﬂi erteBCQﬂf’Bl%g%éﬁﬁlﬁl to the
sum of an evaluation of the polgnonial at the first supporting point and an
eval uat i ofnayfberdetermaied hased om the determinipg shhe polypemial phthggpraraton coef ficient's
determining circuit 906 configured to determ ne coefficients of the

pol ynoni all0047hd aF16ked shews ddata enpodingaleiing 760 incagrerdaB® vadran egehodimand

gener ate decoded data based on the coefficients. The input circuit 902, the
pol ynom alThdehrentodimgydeviceci®OimGAdcludcren opef iraniteifR sonlfegueedrionnmy detiar cui t
906, and the decoded data generating circuit 908 may be coupled with each
ot her, e. go b¥kicodéd;alpatinbinidldeaning@tdirenit 90Dcsifigliredso detgrmific aabl e or a

conputer bus or via any other suitable electrical connection to exchange
el ectri calpoBindfid] Se that an evaluation of the polynomial at a sum of a first supporting point of
the polynomial and a second supporting point of the polynomial corresponds to or is
equal to the sum of an evaluation of the polynomial at the first supporting point and an
evaluatioﬁ of the polynomial at the second supporting point, wherein the coefficients of
the polynomial are determined based on the data to be encoded; and a generating
circuit 706 configured to generate a plurality of encoded data items by evaluating the
polynomial at a plurality of supporting points. The input circuit 702, the polynomial
determining circuit 704, and the generating circuit 706 may be coupled with each other,
e.g. via an electrical connection 708 sucﬁ as e.g. a cable or a computer bus or via any
other suitable elec.tn'cal. connection to exchange électriéal signals.
- [0048] According to various embodiments, the polynbmial determining cimuivtzirrile:iy
further be configured to determine the polynomial so tliai an evaluation of the poly:rflojmiél '

at a product of a value and a third supporting point of the polynomial corresponds to or is

equal to the product of the value and an evaluation of the polynomial at the third
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[ 0058] According to various enbodi nents, the polynom al determning circuit
904 may further be configured to determ ne the polynom al so that an

eval uat i oNOa@P14de892pol ynom al at a product of a val ue an®Ca/SGRIIWDOGIEPpoOrti ng
poi nt of the polynom al corresponds to or is equal to the product of the
val ue and an eval uation of the polynom al at the third supporting point.
According to various enbodi nents. the value may be an elenent of a finite
field with a nunber of elenents corresponding to a power of two, and with a
nunber of sapgorEng poihOWetortiiagito Virdus embedimehisgthe Waloé maghbe an klefieheoffa el d of
which the third supporting point may be an el enment. According to various
enbodi mentghitette® Wih & dusbeRAeldntaisRBHBpoiBMg REa Pk éITeNs, sha ntnte fir st
supporting point and the second supporting point. According to various

enbodi Ment gy, Per dilthéls RURPGEA H{%gluﬂﬁiePSf B e€o SOHRLe fiefd b\Ghikh 'El%l third

supporting point or to the second supporting point. [0059] According to

vari ous ebggdl i Seu hieuPRl HORH Ac PR pﬁ%ﬁﬁ&%r&g%ﬂdpol ynon al

like will 'hed ™ i fHor e ccording to various
enbodi nents, the data deco %» %VICBEEOO na further Hclude a bl ock

gener at i ngURPGTERE ROIALIBRY ke #HE rébs“PB rfjay Bpint andf ‘Bf”‘?‘}{?’%d of decoded
data based on at | east one coefficient of the pqlynom al. According to

vari ous erfHBRATHRgGPQNt. f\ﬁ%DrB‘PSé‘kV@“éWéF%‘PP‘F?@GBHSN?&F}{“%W%%B‘P}H [ayed to
generate a plurality of blocks of decoded data based on the coefficients of
t he pol yncaialito tedogspprarongiboiat ardo therspennd sepassidgmaitts, t he bl ock of
decoded data nay correspond to or nay be the at | east one coefficient of

t he pol yndfid4d]. Abcardingty vaniousemberdimentsabi¢ pemapiabaghbhd wekklpf decoded
data of the plurality of blocks of decoded data may correspond to or nay be

one of t hdirea¢iellipolynointal diketwilt bpekpylainsd &l mofe@etad]bévaor di ng to vari ous
enbodi nents, the decoded data generator circuit 908 nmay further be

confi gur ectobsn] gENEIRABahWEa das elRdinkaieich 806 th RBoldheclligtih @hbodasaded dat a.
[ 0063] According to various enbodi nents, the block of decoded data nay be or
may - The data encoding device 800 may, similar to the data encoding device 700 of FIG. 7,

include an input circuit 702, a polynomial determining circuit 704, and a generating

circuit 706. The data encoding device 800 may furthermore include a dividing

circuit 802, like will be explained in more detail below. The input circuit 702, the

polynomial determining circuit 704, the generating circuit 706, and the dividing

circuit 802 may be coupled with each other, e.g. via an electrical connection 804 such as -

e.g. a cable or a computer bus or via any other suitable electrical connection to exchange

electrical signals. Various parts of the déta encoding device 800 may be similar to or the

same as parts of the data encoaing device 700 shown in FIG. 7, so that the same reference

signs may be used and duplicéte description may be omiﬁed.

[0051] According to various embodiments, the dividing circuit 802 may be

configured to divide the data to be encoded into a plurality of encoding blocks.

16



include an elenent of a finite field, for exanple wth a nunber of elenents
corresponding to a power of 2. WD 2012/ 008921PCT/ SG2010/ 000457

[ 0064] Accwoarrgos®ivari ous enbodi nents, a supporting poiPRT/SGag10980443si gned
to each of the encoded data itens. According to various enbodi nents, the
pol ynom al determning circuit may be further configured to determ ne that
pol ynom al so that the evaluation of the polynom al at a supporting point
assigned to an encoded data itemof the plurality of data itenms corresponds
to or is qo0f] tAddeedirnmodedudatbodihens, af RAGohécodfidemaftie podynootis

enbodi nents, at |east one supporting point of the supporting points

assi gned tnoaytdaﬂe%ﬁ@dﬁ& @ idchill € 5BmARYe AferRbdiiBYldcROF hdphanliglement of a
mul tiplicative group. According to various enbodi ments, the nultiplicative

group nmay Qg éinﬁgeoma@' A&okdif a%% WrloOLhboliAERS e%&@m%@ﬁmel{tg@@l@lpé Bh@ing to

various embodi nents, the data decodi ng device 900 may further |nclude a

Gener at or "5 FRERATE &hENd e ‘*Q“g’tﬁéﬁu%%?%f@@?%%ﬁﬁee AR

embodi msntb?ockg r}\eccgrdn}/gntg r\rllalalous en}goglmen ac¥1ri)?(§gkac>f tlpe pqura g/eoffb?ocig may bQ ( X) B
Epi X

used in one coefficient of the polynomial.

[0053] According to various embodiments, at least one encoding block of the
plurality‘of encoding blocks may include or may be an .el:ement of a finite field.
According to various embodiments, each encoding block of the plurality of encoding
blocks may be or may include an element of the finite field.

[0054] According to various embodiments, at least one supporting point of the
plurality of supporting points may include or may be an element of a multiplicative
group. According to vérious embodiments, the multiplicative group may be the finite
field without a zero element.

[0055] According to various embodiments, the data encoding device 800 may further
include a generator determining circuit (not shown) configured to determine a generator
of the multiplicative group.

[0056] According to various embodirﬁents, the polynomiai may be a polynomial p of

the form -

p(X)= Zp,X2

i=0
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i =0 wherein k may be a positive integer, and pi nmay be an elenent of a
finite field, for exanple with a nunber of elenents corresponding to a
power of WO2Ppwyo08s2éry i nteger i between 0 and k-1. [ O0068TFISG201000&#HDWs a
data reconstruction device 1000 in accordance with an enbodi nent. The data
reconstruction device 1000 may i nclude: an encoded data determning circuit
1002 configured to determine, for an encoded data itemthat is to be
reconstructed, at |east two other encoded data itens based on a

pre-determ.ned .polynom al.for which an_eval uatian he nomal at a
sum of a f‘f'l?eﬁmé(u"ﬁﬁ?)c/}?etq %OdltB’SilIﬁ?geor’fmplgémﬁ?S%f/ﬁ%%egllemaoﬁfd" éélltgcgicggdngorsupporti ng
poi nt of the polynom al corresponds to or is equal to the sumof an

eval uat i onex@fpleEtPPhMIR TR eAlents bsnéép&s&négsw&éragzﬂm Nerpittbgdpi

eval uation of the polynom al at the second supporting point; and a
reconstrucge'%\g&ncdz{ngqg_f 1004 configured to reconstruct the encoded data item
that is to be reconstructed, based on the determ ned at | east two ot her

encoded St ST, e SRS A HB A ATHETM Ao 00t

reconstru circ eac r, via an

el ectrical_connectign 1006 ch as e.g. a cable.or.a c uter. bus or via
any ot her E‘lﬁ‘gé’nﬂ% O‘gP%é?"r“Fecgz%% ‘E‘EerH‘élEfl‘géﬂ"ip(B‘t &‘%’I‘ﬁé‘?&éo’éﬁé}’@?‘i OdBRUtE; gnal s.

[ 0069] According to various enbodi nents, a supportin oi nt _may be assi gned
to each ofPltmbtysdenedgd éaﬁaemﬁmqlmmalsdete@nw%%ﬁ?Bﬂ Gerfeyredda t he at

| east two ot her encoded data itens. [0070] According to various enbodi nents,
at | east ocleterminsparalynegigdhaiicomésponds te thepmeeded gappdicmsdageslsingig- t o each of
the encoded data itemthat is to be reconstructed and the at |east two

ot her encatdfidedigitndlarityeniserivayso et am eedletion o Gie palymumial pt 2 o blefigt oup.
According to various enbodi nents, the multiplicative group may be the
finite fi &uppoitih@peiht of tHepcyredntiakdiid.a sefihd shpmetigpaik dfohe/gulymnsial

enbodi ments, the polynonmial may be a polynomial p of the form
corresponds to or is equal to the sum of an evaluation of the polynomial at the first
supporting point and an evaluation of the polynomial at the second supporting point; a
coefficients determining circuit 906 configured to determine coefficients of the
polynomial; and a decoded data generating circuit 908 configured to generate decoded
data based on the coefficients. The input circuit 902, the polynomial determining circuit
904, the coeflicients determining circuit 906, and the decoded data generating circuit 908
may be coupled with each other, e.g. via an electrical co.nnection 910 such as e.g. acable
or a computer bus or via any other suitable electrical connection to exchange électrical
signals.
[0058]  According to various embodiments, the polynomial determining circuit 904
may further be configured to determine the polynomial s() that an evaluation of the;":
polynomial at a product of a value and a third supportirigépoint ofthe polyhomial

corresponds to or is equal to the product of the value and an evaluation of the polynomial

at the third supporting point. According to various embodiments. the value may be an
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k-1 p(X)=Epi X, i=0 wherein k may be a positive integer, and pi may be an
element of a finite field, for exanple wth a nunber of elenents

corr esporNipregiy98sR1power of 2, for every integer i bet wREM/SG2eHO00457 .
[0072] FIG 11 shows a data reconstruction device 1100 in accordance with an
enbodi ment. The data reconstruction device 1100 nay, simlar to the data
reconstruction device 1000 of FIG 10, include an encoded data determ ning
circuit 1002 and a reconstructing circuit 1004. The data reconstruction
devi ce 11@G:menyofaufinitecficld withudenmbegeirdenadnts cahesmmdingitng powecefitvo ld@2, |i ke
will be explained in nore detail below. The data reconstruction device 1100

may furt heith Oednitste ofelg@bms fivadr i@l tydauihtsr odelb et of @nicd fieldiot which4, |i ke
will be explained in nore detail below The encoded data determning -

circuit 1Q(2mid Qﬁ)ﬂoﬁﬁ%rb%tiﬂt%}j HeGinGlidntent. tActBRMng thRari|NSIRURRendS iR M Nni ng

circuit 1102, and the generator polynom al generating circuit 1104 may be

coupl ed wigdhy %@Bgnigg Egirnt miy ge dMfefer roftl (RE hifd &g}?oﬁ&%{bggﬁ igf'?d]w% 10&nguch as

e.g. a cable uter’bus or via any ot sul el ectrical

connection to exchange electrical signpal.s. 73] Ac j: t. | OuUS-
enbodi ment’¥PPYHE pgoé%eg‘é YN &Y S ?ne% OA(:lﬁlre Ié%’ing ¢ %@fﬁﬁ@{ ugépoclgtnr%(%%er ed to
determ ne a generagtor of the nultiplicative group. [0074] According to

vari ous erff itﬁglﬁ?ﬁés,tSP?@%W‘%&%F‘P%ISWB%S‘Q%O&E{%&O thing circuit 1104 may
be configured to, for a nonom al of a pre-determ ned degree of the -

gener at or ,[00f] er rh¢rerding 91 KarigHS embeskimeny theprlynanyal mpst be Hw ee | ower than

the predeterm ned degree of the nonomal, so that the polynomal =
cor r espondmearized polysomiphidike il bp exmteineshinanore detail below. :

[0060] According to various embodiments, the data decoding device 900 may fur_ther
include a block generating circuit (not shown) configured to generate a block of d‘ecoded
data based on at least one coefficient of the polynomial. According to various
embodiments, the block generating circuit may be configured to generate a plurality of
blocks of decoded data based on the coefficients of the polynomial.

[0061] According to various embodiments, the block of decoded data may
correspond to or may be the at least one coefficient bf the polynomial. According to
various embodiments, each b1:00k of decoded data of the plurality of blocks of decoded
data may correspond to or may be one of the coefficients of the polynomial. -

[0062] According to various embodifnents, the decoded data generator circuit 908
may further be configured to generate the decoded data based on the block of decoded
data. | | |
[0063] According to various embodiments, the bloc.::k:o-f decoded data ﬁlay be or may
include an element of a finite field, for example with a inuimber of elements co‘rrespicf)r.lcziinfg

to a power of 2.
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WO 2012/ 008921PCT/ SG2010/ 000457 [0075] According to various enbodi nents, the
encoded data determning circuit 1102 may further be configured to

det er m néwvoRe12410892¢ast two ot her encoded data itens bas®ETOG2010800457
determ ning of the polynom al of the generator. [0076]In an enbodi nent, a
data encodi ng net hod may be provided. The data encodi ng net hod may i ncl ude
generating a plurality of encoded data itens by evaluating a polynom al,
which is linear under. addition and has coefficients corresponding to data
to be encqoiisd] atAcopling lvatigundmisadiments,iangppuating Soint H7bd dssiguad toous

enbodi nents, l|inear under addition may be understood to correspond to that

an eval uath@ofQhe encoddd Rifa RPN WS cdrAinBds! dridud ehiBBdifiéMsOfhe P¥Bhoaldl on of the
respective points. [0078]1n an enbodinent, a data decodi ng net hod nay be

provi ded. [ 3. ' ' i eTal dat a
based on td-é%ﬁg%gfgfaclng:ﬁg%% %g a egg%leﬁr%yer%gqlﬁ%ﬁ%ﬁ%fﬁhﬁgﬂ%ﬁﬁﬂﬁtﬁ%ﬁﬂ%ar under
addi tion an as en deter.m ned i nt er i oded
data. | OO%%F%Oélnoqgh é’gﬂ?{? ﬁép,a?%lmffg)t\égin% %gﬁg%s?%dg? ?%%?élngctg ggd(]datr[r%ge gi;pr ovi ded.
The data recqnst.ruction nethod may include reconstructi ng an encoded data
item that t]i‘%fﬂl“@hﬁ'eoflr‘ié@d??glslcﬂgf"sé’ﬂf“){s‘oté@ééf Sialdp %Peeeélg?&j%tagfeﬂbr encoded data
itenms, which have been determ ned based on a pre-determ ned | ynom al
which is IPMShr ARFOFIBGIW Rrigrs cpngDelth ahlsast PBG SHPREHINE P&“ﬂ&? rg‘eencodi ng
device may be provided. The data encoding device may include a generating
circuit confroginsnpinty agsianed tt the anqerded datp tigmgmay bpebrey inglidg ap elemenby
evaluating a polynom al, which is |linear under -addition and has -
coef fi ci entfs mudtiplespergibuy Accordangao tvarids earhodiasults, the naulpplisative grpupf
supporting points. i

may be the finite field without a zero element.

[0066] According to various embodiments, the data decoding device 900 may further
include a generator determining circuit (not shown) configured to determine a generator
of the multiplicative group.

[0067] According to various embodiments, the polynomial may be a polynomial p of

the form

‘ k-1 N .
p(X)=>pXx*,

i=0
wherein k may be a positive integer, and p; may be an element of a finite field, for

example with a number of elements corresponding to a power of 2, for every integer i
between 0 and k-1.

[0068]  FIG. 10 shows a data reconstruction device 1000 in accordance with an_
embodiment. The data reconstruction device 1000 may. iﬁclude: an encoded data | B
determining circuit 1002 configured to determine, for an jencoded data item that is to Be | ﬁ

reconstructed, at least two other encoded data items based on a pre-determined
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WO 2012/ 008921PCT/ SG2010/ 000457 [0081] I n an enbodi nent, a data decodi ng
devi ce may be provided. The data decodi ng device may include a generating
circuit cuoaf20tneRit o generate decoded data based on t h@CTEEROTIOOIERTs of a
determ ned polynom al which is linear under addition and has been

determ ned by interpolation based on the encoded data. [0082]1In an

enbodi nent, a data reconstruction device may be provided. The data
reconstruction device nmay include a reconstruction circuit configured to
reconst r uglolymonedl dedelicliai evaliatioh bhte pomdmiddet 4 @ewofd ficiupgorting peitt on at

| east two ot her encoded data itens, which have been determ ned based on a
pr e- det er rigraRGAMHoYIAMNA L s¥ddng BuppdridgiRddt of Bkgioly3deidlicORespb A3 bAgc or di ng
to various enbodi nents, devices and nmethods may be provided for erasure
codes to f ’ t j k)
erasure c%ﬁg#sﬁ(gglr% Sﬁg‘ %%@g%%?g%tﬁ%m{oﬁg@é@ t}f%eﬁ%g!r%g%ég rrt?jflgft)(ﬁgtltang %{1 of k'
encoded frg nt s i gin ohj. eqt .be r.ec . n k' may
be | arger 0 glﬁgtclqol? a(?fﬂ%%?%%ogg algag Irtllgrsg{cg%@os H@Q%ﬁglﬁﬁﬁ gl?(g% fle'éﬁ‘h%ﬁ%tﬁg;cg{cggual to k
for maxi i stance separabl e codes. . .Howevey, .given a m ssing fragnent,
hi s hat T APV R IREeE RRuT0 L6 SR dui HEmapi By reharridh Beed 8 o her
fragnents present. in the network, and the whal e object my be desired to be
rebui |t fitheqeterginedsat {egstiygiother gpgodsd dat Hems.rLhgpasfded daBdeieBpingged.

[ 0084] Accordi ng to various enbodi nents, self-repairing codes as a new

fami |y of c&Fwis 39(8 anddesreppiistHctingtcisnit J00amay bm@umeép’éat gachpthep €@ ¥iar uct i on
of classical erasure codes, but further allowto rebuild m ssing encoded

f r agnent s ahreteetrgahamsedioorl€66 suvhtah e.gnetabbs ¢ ax@ynpueer bnoei dedny Bheranal ogy
with the reconstruction property, self repairing codes may all ow any
fragment tsoitdbde elegifical ednizotiornfo exchidngedlecindigignak. present fragnents,

i ndependent|y of which specific blocks are m ssing, but depending only on
the nunberogd9]suchcdbrdifig BOvaioas ksbodiReRb]AusssHhHBoihOm¥Abe Adinedidodi nent s,
erasure codes nay provi de a mappi ng,

each of the encoded data item that is to be reconstructed and the at least two other
encoded data items.

[0070] According to various embodiments, at least one supporting point of the
supporting points assigned to each of the encoded data item that is to be reconstructed
and the at least two other encoded data items may be an element of a multiplicative
group. According to various einbodiments, the multiplicative group may be the finite
field without a zero element. |

[0071] According to various embodiﬁents, the polynomial may be a polynomial p of

the form

k-1 X
p(X)=> pX*,

i=0
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cal l ed encoding, of k pieces of information data into n > k pieces, adding
redundancy with the property that if a portion of the n encoded pieces is

erased, tWO20ryB1al information data can still be recoPETSG20M006KTI Ng to
vari ous enbodi ments, the best possible erasure codes may allow the | oss of
up till n-k arbitrary encoded pieces. [0086] Erasure codes have originally

been studied in the context of conmunication channels, where a transnitter
sends pieces of information over a noisy channel that |oses sone of the

data sent, ,and the receiver needs to recover the transm ssage out of
Che bt eced et by bEE Pol Ble DRAEE shBpl BT B s PRk BRI NE RER, B 2not her
application of erasure codes is storage. For exanple, conpact discs may use

such redu @QQH;ISHX witlla dusstel b FNERRPEI MShordMeSb Gowd AFEL &St eveliGiiteg&@qundancy
schenmes may al so be useful in networked storage systens |i ke data-centers,

and peer'%ﬁﬁ&%ﬁbaﬂ&kﬁJOUd storage. [0088]1n an enbodi nent of network
storage, the object to be stored may be encoded using an erasure code, and

the n geaﬁ@? (év felﬂa?lgma %rgofwsoaf (%attahl%cégr*%lrﬁ%}onrgixicg GI\E)(% 1 ea@cc;rgal{aF gg&lfeasr ent nodes

. [«
in a net raction € nodes becone aval a node

whi ch wants to have, the whol e ohject . ownl cad enqugh fra nts to then
reconstru@FmPlﬁwa§§9?ﬂE6%?8?H6“%%89%$$%8§n&ﬁbﬁﬁﬂﬁ%ﬁf@gdﬁ%Fﬁggﬁgﬁum

di stributed storage may benefit fromthe research done_in coding over
communi catdevae EHOAIEIS 1R, inghidleyan sgcaded datp deteppiging cireui 1 9¢kadskes t hat

provide efficient distribution and reconstruction of the stored objects.

[ 0090] Acc aeadhstructing giauiito 094 ePhsatitarepanstructioniderise HHY mex wbsr iralpdd provi ded
for a maintenance issue: In a volatile network where nodes nmay fail, or
come onl i genaatdr dyerofifiihg piecuit HGA ke will et ekplamed in inswdetaldubey. g doa
provided with fragnents of the stored data to conpensate for the departure
of nodes fréRvthitdion ¥sticm 10amthyTathdréfdleds Sdentlawr belyabmaid déteshinglgncy (i n

order to tolerate further faults i.n future).
circuit 1104, like will be explained in more detail below. The encoded data determining
circuit 1002, the reconstructing circuit 1004, the generator determining circuit 1102, and
the generator polynomial ‘-ge':nerating circuit 1104 may be coui)led with each other, e.g. via
an electrical connection 1106 such as e.g. a cable or a computer bus or via any other
suitable electrical connection to exéhange electrical signals.
[0073] According to ;/ario-us embodiments, the gen?:rétor detérmining circuit 1 102
may be configured to determine a generator of the multiblicative group.
[0074] According to various embodiments, thé generator polynomial determining
circuit 1104 may be configured to, for a monomial of a pre-determined degree of the
generator, determine a po lynomial of the generator wifh é degree lower than the pre-

determined degree of the monomial, so that the polynomial corresponds to or is equal to

the monomial.
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[ 0091] Commonly used erasure codes may provide a storage efficient
alternative to replication based redundancy in (networked) storage systens.
They howewerorgsemt ai | hi gh comruni cati on over head f or PERISGRENANEST when
some of the encoded fragnents are | ost and need to be repl enished. Such
overheads may arise fromthe fundanental need to recreate (or keep
separately) first a copy of the whole object before any individual encoded
fragnent can be generated and repl eni shed. Recently, there has been intense
i nterest t[o0ESIp! OAecoadihg forarioussmbddimentyahpbRod @pdied aérmiging odast (IBEC) and
hi erarchi cal codes (HC). [0092] According to various enbodi nents, devices

andnet hodsng/ frtRErWE AR Ao fred tof REdrRiel thdatdbddt SfothéiEnOdded Aa@eRd ®asedr agnment
that is |ost due to departure or failure of a node. [0093] The naive

approach %%‘gda&“ﬁ%%%gﬁ gﬁggm(a%f&grggn&%tg@r node) to downl oad enough

fragnents to recover > data, out of which it could reconpute the

m ssing e d fragnent (;s angd..t hen.. tare | t } system for
exanpl e | ir[ﬁ‘se)'qs(jhovwflll algﬁ "&O&Ia?t ’ aﬁ% aee:ﬁﬁa%lflggﬂegl Ogéﬁré' b(ﬁgg(g‘ﬁ%%iylrﬁ%a%}gsi red to
maintain a ful.l co of th bj ect, which may.rec te.and restore the

m ssing f RERERR Bethod Moy includetlenerating S pURIY O apeded dafiRas by etatne e

whol e object may be desired to recover even a sjingle m ssing encoded piece.
[ 0094] Acc GrRAlAy ™Y, Whishdriimpatiundar sckuparnd haneosdiigients cRirasperddingdp datarip ee by
XORing the two information bits may have the property that any two encoded
bits may b enewlgdiasaplurelteof supportiigpdinghe, and an iterative construction
may be used where, starting fromsnall erasure codes, a bigger code, called
hi er ar chi 80773 odeln(vaGpys erpyodireerss;ilintarmpdotGidditign sndylblecnliesadi® by er asure
codes or their conbinations. Thus a subset of encoded bl ocks nmay be:- enough
t 0 r egenercatrespandriiSthhivgh cvaRatiddoviasam oftipottsiszqualfio theisamsiflesauativaywfvary,
fromthe mnimal to the maxi mal nunber of encoded subbl ocks. The size of
such a Subﬁ@ltesﬁ&ﬁv@?biﬁl@.t erm ned by not only the nunber of |ost blocks, but
al so the specific blocks lost. This may be because of asymetri c/ unequal
role and ipp@)t aNG&nUmbdlih&k eNfatdiBbBhE MRl InYaydRGRElAGDITREUSa SO, given a
nunber of ‘encoded bl ocks lost, this strategy nay need an arbitrary nunber
of ot her . r - i A 3 vari ous
enbodi msnl(:%1 EQ se Q irhg%g?d 4 ?rﬁcé&%o%égxg cg%}?da%aeb%g(gé?%‘gg,s%mgﬁegﬁ ngge a famly
of erasure _codes.with th roperties that: .(a n d, fr S may be
repaired |e%ggﬂe§p?%yg%1mba§he}cg§%{%egf "G gLéedr%té((g)nden aggg%edr?{teﬁ \%gﬁ %&ut having to
reconstruct fi[?zit :bhe ori]?i nal eglarpta' Furt hernore, for exanple, based on the
anal ogy wi'MiETRRIREoR PpssA op i cpdedflala nahi ity of erasure codes., which may be
of any n-k | osses independently of which |osses, in SRCs,, ((5:)) a fragnent
may be red8% r uchel epphodiment.iadate reansBvction nathd maybeprayided Fhwdates . t he
nunber depending only on how many encoded bl ocks are m ssing and

i ndependenecontrygiion metipdanay inclydorerensipeting apsinpeded datsritgay thatgs ks ove t he

mai nt enance of data storage. In other words: the foll ow ng properties (a)
and (b) naycdneirytesly baked on @bleast ieodibdr ncadpvetutasitensy whechhepabeend direct |y

determined based on a pre-determined polynomial which is linear under addition.
{0080] In an embodiment, a data encoding device may be provided. The data
encoding device may include a generating circuit configured to generate a plurality of
‘encoded data items by evaluating a polynomial, which is linear under addition and has

coefficients corresponding to data to be encoded, at a plufality of supporting pointS; ﬁ _
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from ot her subsets of encoded fragnments w thout having to reconstruct first
the original data, ensuring that (b) a fragnment may be repaired froma

fi xed nurwerotfoosareoded fragnents, the nunber dependi ngPCRISG2010/0NGKAT many
encoded bl ocks are m ssing and i ndependent of which specific blocks are

m ssing. [0096] According to various enbodi nents, devices and net hods may be
provided for a determnistic self-repairing code construction, for which
the desired properties nmay be achieved in practice. It is to be noted that
a det erm nogstic salah-emdpainient@ datdizcedinsdeviczimprbepyvided Ihe dajagor i t hmi ¢ and
systens conplexity of networked storage systens design. [0097] Erasure codes

are ext engeddding d9RY ndy iRALIOS KenstAhORc Y @A Ered §3/EdheiSe dRbdedCRI €1 S,
cl oud storages, peer-to-peer storages. There are conpani es working

spect 1 Calylyoqh (4 Qi 6l d Aihfindd o RmBAG Whidtsis e Shiafigos bl age.

et
According to various e odlnents repairing codes may have | ower

mai nt enange pver ads or ex r f dw dt h, conputati on,
ener gy) a%‘ %@6@anmﬁ §¥%p§ﬂgonbm;£0&ﬁlg%?gﬁdQ%%pIeX|ty [ 0098] Accor di ng

to variou odi nment s eIf-re ai ring hono hi c odes di stributed
st or age sj@ﬁggs g 58ibg @VWH@&amf T%E@BHPWE QBFWB%E'Qﬁﬁg' nent s,
devi ces and net hods may be provi ded that allom/for not only | ow

comuni catfwRstBiFEphdarca Bay weluidge éecgnﬁwgg?l}@mpl}tg@ﬁggﬁr ed {9 fecopsedetifRdependent
reconstruction of different mssing fragnments in parallel, for exanple in
di fferent epended dath itemethatds tadrekreconsientedi. hesed on ahlenss (xo efrsbeiicagatdata o

di fference between SRCs and HCs may be that different encoded fragnments in
HCs do notitehmyvehisly hametbeer detangsed basedohaprevdetainined pohywomird whidhgs bihear

i nportance). Consequently the nunber of fragnents required to replenish a
speci fi c fuhdagrm@adtiohn HCs may depend on which specific fragnments are

m ssing, and not solely on how many. Likew se, object reconstruction may

need diffqoeysy NUARREIRS tof VaRBIREhBodABRE Weligesind M thdisTi B eI R @ r
m ssi ng. may apply network codi ng over (n, k) erasure codes, and

provide n %}Melﬁoﬂ&ftg HERLddo0r AdrR¥ieaasd s o'ra@e ?st@lﬁs Id1&ssi¥uiNth B ersfaiNt enance
over heads. RGCs need to communicate with east k other nodes to recreate

any f rag m%@&es gﬁl(ﬂnr# @&%Mlcaﬂgﬁﬁ%w aﬁh?%k gf/l?%nl:(adegrﬂ mgﬁll@ f ragment

IS mssm ormati on may roma eot 1

nodes. OQh % A(icﬁf(‘gzg{rg%rdt Oreg()a‘r{s 44 wrﬁ%Pe | ﬂeng be fa?g)erg}@ct rkef%) i ence of

SRCs with re FiEnaM M erasure code |ga ed, |ike

will be expl aine ‘FDB tail belqg E d |t e observ% at SRCS
mmy i nour caehcedrs god Rhgen i B s ot to RSB BN SERA R

af orenmenti oned properties. According to various enbodi nents

proper t i edlawayen gHVeR amigsing Hegment.dhi datieppay a?ﬁﬁfﬁFeaiefeérﬁ%éﬁrﬁf;?&&%‘S} or
reconstruction of lost fragments, and allow reconstruction with | ower

| at ency bymhalshbset efiathry fragmants @rqsmtpraﬂvalnpework,m@é dreavhgle pRietanaydiss

enbodi ments, self-repairing codes nmay be provided for networked distributed
st or age syigsimdﬁo be rebuilt first, so as to again recreate the fragment to be replaced.

[0084] According to various embodiments, self-repairing codes as a new family of
erasure codes which not only have the property of reconstruction of classical erasure
codes, but further allow to rebuild missing encoded fragments from otﬁers stored in the -
network may be provided. Byianalogy with the reconstruction property, self repairing

codes may allow any fragment to be repaired out of a ﬁxed number of present fragfnehts,
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[ 00101] Networ ked storage systens have gai ned prom nence in recent years.
These may i nclude various genres, including decentralized peer-to-peer
storage SYOZBR08RE wel | as dedicated infrastructure bafed/SE3 QAT ers and
storage area networks. Because of storage node failures, or user attrition
in a peer-to-peer system redundancy may be essential in networked storage
systens. This redundancy nay be achi eved using either replication, or
(erasure) coding techniques, or a mx of the two. Erasure codes nay require
an obj ect indephedesply of which spdcifiparlocks asndissmg e dépending oslyondbendmbagywént s,
such that any k encoded fragnents nay be adequate to reconstruct the
ori gi nal gb¢lemissin@bldtks.odi ng techni ques nay be provided for providing
storage efficient redundancy, and nay be particularly effective for storing

| ar ge dat §64%] €Ct KcdRding &F vaRbaEMBddiRBels, dadsareRdaks Ay SBPidE 6 @tdpping; [ 00102]

Redundancy may be | ost over tine because of various reasons such as node

failures r A - ggﬁg I S | I3 be

desi red. ?%Hﬁ%%mg%h%gggﬁggg t'a%tEllln I e&§$g@tgéﬁggﬁggqﬁgggagmg§?¥zient in
ternms of st.grage overhe i nt enance o ost redun . entail |arge
over heads.\mﬁll tﬁgp{/o e‘i}bplaglag © lc())nr()z%}ea%%ncgéeslpﬁ%ﬁe(%lsrﬁ%sjss‘?? ﬁgg%/?%‘g%irent may desire
that k encoded fragnments are first fetched in order .tq. create,the original
b ect , - { AORRIIEHATEn 3 L BF HGoT i ABHOIOME ' deP B eao SR et e had. “Thi s
nmeans, for every lost fragnent, k-fold nore network traffic may be incurred
when appl PRiUPIS Grasurg codgswaayallpyithelpss plowrighp-kaskigpryieneded RiSES- ng sol uti ons
may partly mitigate the high maintenance overheads. One approach may be to
use a ' hyH098&9] stErasuwgyodesheveorigifallybeeregiidied inghe eomexs pf eqrpmpgigation
additionally be nmaintained. This may ensure that the anount of network
traffic egbaimslst wheraruransmitter $end¢ pidests af inflemmatipn weerasnoasyghanrich thiat bobes hybri d
strategy adds storage inefficiency and systemconplexity. Another

possi bi | i tsymiesf the dappklyt, hdiztie PREECRIC D, resdver thb yrammintdmnassage smyfbe

del ayed in order to anortize the mai ntenance of several mssing fragnments.

[ 00104] Larypistdsategivs. may additionally avoid nmai ntenance due to tenporary
failures. Procrastinating repairs however may lead to a situation where the

system begosgs VUAOREARE & vaAiBHs EhibtiifBits FBEMEF Hphcdiids b f bR LolBINt  Of
redundancy to start with. Furthernore, the nalnPenance operations may | ead

to spi kesﬁh ag%.ei:xxoerxﬁmm%?g%fasﬁgt HSR%6a .uskg%qgléaedgagégfl& gsga@?%oagggﬂs@t this

juncture at” erasure co ad or1 gi nal gne der to nake

conmuni cat i on robust uch that | oss of so C . QV, i cation
channel - mR)SBe Aaake S5 rainey s Ra R RS Rl ReE PR, T
research done in, codi ng over .conmuni cati on .channels by using erasure codes
as bl ack Bﬁ%ggspﬁa@nﬁf ?&émgpfﬂépéﬁ?wﬁfgl i*4t5n and reconstruction: of
the stored objects. [00106] Recently, there has been a renewed interest in
desi gni ng [0¢tHs tinan embediant pf BRRHOR SR TgioDiFet eloget masboFncRgtdror ked
storage, particularly focusing on the maintenance issue. In a volatile

net wor k whieing apgerssrereage. fapd fhe nogenergied fepginiens ohHy obischiopy begiveR Bduent |y, new
nodes may be desired to be provided with fragnments of the stored data to
conpensat dliffagenttrodesdepaetwork. Bfennbafractionofithelnodsyecone avaldblecphedsi sh t he

| evel of redundancy (in order to tolerate further faults in future).

[00107] Acxificlthivags tochava itheouisoleoled intayriosynlcad ravugharagmensfto dedes cal | ed
self-repairing codes (SRC), which may be used in typical networked storage
envi r onmentdonstiiy itbe provi ded. [00108] According to various enbodi nents,

t he nunber of nodes necessary to reduce the reconstruction of a m ssing

bl ock may hesoft Ni BL&fsing &\ hrioQVEHbRARMENS HellvSROPUTRbLEA sﬁ?a%e%yl%ﬁétﬁm , and
al so | ower conputatlona% conpl exity of maintenance, as well as’the
possibilit r r I I : I . ancy may be
present. f%ﬁﬁﬁﬁfégé%gﬁaﬁﬁg‘gg& 3&%&35 e&%%@?ﬁgﬁ¥%?ggy8@%&@%&9§PQ o
self-repairing codes as (n, k) codes designed to suit networked storage
systens, that encode k fragnents of an object iinto n encoded fraghents to
be stored at n nodes, with the properties expl ained above may be provided.
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[ 00110J According to various enbodinents, .a famly of codes may be

provi ded, which may be referred to as self-repairing codes (SRC), designed
as an al t\epratzoe892io erasure codes (EC) for providi ng r@GTSGamop0e437

net wor ked storage systens, which allow repair of individual encoded bl ocks
using only few other encoded bl ocks. Like ECs, SRCs may al so allow recovery
of the whol e object using k encoded fragnents, but unlike in ECs, these are
not any arbitrary k fragnents. However, nunerous specific suitable

conbi nat i @B8esesibldck bd 63tk proAddxetficiog distrivaion AHS rebhaticti®nd&he stored
determ ni stic code construction, which may be referred to as Hononor phic
Sel f - Repaighjeae, Code (HSRC), may be provided. [00112] According to various
enbodi ments, HSRC self-repair operations may be conputationally efficient.
It may be by A C ol [ ' ' rmation
about all [ ra mn?égc%lﬂgﬁ?b%gﬁgg?gﬁgﬁsg’ ﬁi%?’l%% aglr(ll CI%%F(F’IHQS n??s%lqur S‘ergé;/ g done
through _p%l 4l Otr(l}laafllce 1es\§1?‘e|' llll?‘;[a ivo i} ile%%%wot%i{ W OLBc)i nddes &190%&1%13& £ Ceogn(iliing gn({ go various
enbodi ment’s. ot of equi valent SISO YRY I'ence, ﬁérgfnéi y nore storage nay
be desired than for tragditional, K erasure, codes, to.achieve self-repairing
roper ty. Qe bepetiash et Pom SRS eY R BBRMRAYE: SRR bl ook
to reconstruct a |lost block may translate to | ow overall bandw dth

consunpt i ditate compensate fofhe denagnes of ppdes epmy theisystemy sndyaayeieplsaish#ift s, SRCs
may al low for both eager as well as |azy repair strategies for equival ent
overal | bdenphp tredunsienesi(ipeidertofiolerage further fpelisgn fghrepr acti cal system
paraneter choices. They may al so outperformlazy repair with the use of
tradi t i ond0091 as uCenmonlyiséderasmrngodes aay praliderastomned efficiehoileemtive fo00115]
According to various enbodi ments, by providing parallel and independent
repair of reblichesrebusedrrdotixécbinqadtsorkeRCsomay syseis. That o weasit maegitgihi shment
of lost redundancy, allow ng a faster systemrecovery froma vul nerable

st at e t hamighScopmsiidhion Wéhedd BnbinRAahceS RHEBson T ASEncH8&Df Aintt@tstae Var i ous
enbodi nents, |inear coding through polynom als. nmay be provided. [00117]

Accor di ng 150 aNPhded s b FRRRAINEN ISch SRMRSd{ Rhy REIMRIK At RhGMAARI aY&IENE My
be provided. [00118] In the follow ng, the nhechani sns behind erasure codes

A SR L B R 1T

field wt the Tinite frel e zero el enent.
0,5 2™ ot T GORLSSETL IS RD LSNP ML 5L
namely x -iﬁt%remg régplgr]é’ a\ftl’ehiaﬁ\’fe\:g{qo% %xgrr(l)})rlglr;egg'neﬁgtinbgaésc)i(ies:s &cGé:)qa’nd%ri]ecrlarchical

codes (HC).

[0092] | According to various e’rﬁbodiments, de\(ices -and methods are provided for

recreating and storing of an encoded fragment that is lost: due to departﬁre or failuré of a

node. |

[0093] The naive approach would be for thié node (or some other node) to download

enough fragments to recover the whole data, out of which it could recompute the missing

encoded fragment(s), and then restore it (these) in the system, for example like shown

in FIG. 3. Alternatively some node may be desired to maintain a full copy of the object,

which may recreate and restore the missing fragments. These may be costly and
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wis a root of an irreducible nmonic polynom al of degree mover F2. The
finite field F2 may be the two bits 0 and 1, with addition and

mul ti pli ceioizere/aeeul o 2. [00119] In the foll owi ng, erasRCESCRUOHOMST| be
described. A linear (n, k, d) erasure code over a g-ary al phabet may be
formally a linear map c: IFgk Fgn, s 1-4 c(s) which maps a k-di nensi onal
vector s to an n-dinensional vector c(s). The set C of codewords c(s), s eF
k, may formthe code (or codebook). The third parameter d may refer to the
m ni mum diisdff¢iest sofutibiee The tdvletbiectingy kédesired i écove) evidner stnglhimidsigm ng

di stance d(x, y) counts the nunber of positions at which the coefficients
of x and %n&k&&ﬁkc&The m ni mum di stance nmay descri be how many erasures can
be tol erated ich may be knomn to be at nost n-k, achieved by maxi mum

di stance 6| abl oM 0t RAfTonIMARd GRS {AUSAiHB Y Pbil Ol Rrel GOV ET  any

codeword out of k coefficients. 1001201 Let o be an object of Size Mbits,

that is o t t es M Cne
may Wi te%)ﬁ%fqagﬁ#@]&%o%%i%“%&ﬁkaﬁ%g h&eﬁg%{%w&%&%déﬁ b?{SYﬁ ) code
over IF2m,1, that 0.tg an / k-di nensi opal .. bi nary vect

otut val onbEyseii roapn LS . e e FopRaciion Mg be s Rbre a1 o1
In the follown Reed- Sol onpn Codes be de Cl’lbd Si nce t wor k of
Reed and oMbt erpgure codes, afiggen sede, F*\}iv(@glhl Eﬁlﬁ }@ H‘G}‘lg PP&I ol ynomi al
evaluation. In short, take an object o = (oi , ok) of size with
each oi i KGRinggubblerks @raéabéeltaﬁées@eyﬁémealcowm)atmso%us gorsetief k -1 1roMk
Xl .

| encoded blocks may be enough to regenerate a missing one. However, the size of this

subset may vary, from the minimal to the maximal numbér of encoded subblocks. The
size of such a subset may be detenniped by not only thé number of lost blocks, bﬁt also
the specific blocks lost. This may be because of asymmetric/unequal role and importance
of different hierarchically encoded blocks. So, given a number of encoded blocks lost,
this strategy may need an arbitrary number of other encoded blocks to carry out a repair.
[0095] According to various embodiments, self-repairing codes (SRC) may be
provided, which are a family of erasure codes with the properties that: (a) encoded
fragmenté may be repaired dir_ectljfrom other subsets Qf Eencoded fragments witho_ilt :
having to reconstruct first the original data. Furtheﬁnor_e, for example, based on thg
analogy with the error correction capabil‘ity of erasure codes, which may be of any n-k
losses independently of which losses, in SRCs, (B) a fragment may be reconstructed from
a fixed number of other encoded fragments, the number depending only on how many
encoded blocks are missing and independent of which specific blocks are missing in
order to improve the maintenance of data storage. In other words: the following

properties (a) and (b) may be provided: (a) encoded fragments may be repaired diréétly_ -

27



Now eval uate p(X) in n elenents al, ..., an e F 2wk , to get the codeword
(P(cti)." p(an)), n < 2114/k L [00122] Exanple 1: Suppose the object o =
(01, 02, WO 20M08124s 4 bits, and we want to nmake k = 2 PCAGGRNMH0467) 1 =
(oi, 02) EF4, 02 = (03, 04) E F4. W use a (3, 2) Reed-Sol onon code over

|F4, to store the file in 3 nodes. Recall that {(ao, al), ao,
al E F2} ={ao aiw, a0, al G F2} where w2 = w + 1. Thus we nay '
alternatively represent each fragnment as: oi = 01 + 02w E F4, 02 =03 + 04w

e | F4. Theroanocthdf suhsarmyt dneodbdrimghmentsiwigioutieqyfrigng rédoasttusofifst thgreiginal i Nt o a
polynomi al p(X) e p(X) = (01 + 02w) + (0o + ovv)X and then eval uating p(X)

into the tdatLensifiig &Rt ®) e fiapmBhtnBf bdrépaited fBR a HxEDAGMEYr df eicol@ngt h 3:
(p(D),P(W, p(wl)) where p(1l) =01 + 03 + w(02 + 04), p(w =01 + 04 + w02

+ 03 +04), : s two bit
fo st or e kiR, o RmbeHepddite ot B heil sny SAeddoBbicBRE, RGNS |00 0 1°

158,08, o st ARy e [ol] g, horomorphc codes

Wi th arbi t[ﬁ@éf pOAXc%(r)(mlg loSVariOUS embodiments, devices and methods may be provided for
a deterministic self-repairing code construction, for which the desired prépenies may be
achieved in practice. It is to b§: noted that a deterministic self-repairing code construction
may reduce algorithmic and systems complexity of networked storage systems design.
[0097] Erasure codes are extensively used in network storage systems, such as data
centers, cloud storages, peer-to-peer storages. There are companies working speciﬁcallyg
on providing reliable data backup using networked storaée. According to various |
embodiments, self-repairing codes may have lower maintenance overheads (for example,
in terms of bandwidth, computation, energy) and associated costs and systems design
complexity.
[0098] According to various embodiments, self-repairing homomorphic codes for
distributed storage systems may be provided.
[0099]  According to various embodiments, devices ahd methods may be proviaed
that allow for not only lpw corpmunicatién overhead to recreate a missing ﬁ‘agment,. but
also independent reconstruction of different miséing fragments in parallel, for example in
different parts of the network. According to various embodiments, a difference between
SRCs and HCs may be that different encoded fragments in HCs do not have symmetric

roles (in dther words: do not have equal importance). Consequently the number of

fragments required to replenish a specific fragment in HCs may depend on which s'peCiﬁ:c
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[ 00124] According to various enbodi nents, a particular class of polynom als
that nmay be used in the construction of honmonorphic codes, a class of

sel f - r epaWvoi20p/982¢s descri bed in nore detail bel ow, MaPCHSCROOPISST.

[ 00125] According to various enbodi nents, |inearized polynom als may be
provi ded. [00126] According to various enbodi nents, since we work over
finite fields that contains F2, recall that all operations are done in
characteristic 2, that is, nodulo 2. Let a, b e IF2m for sone nmThen we may
have t hat fifagrmbnt? are raidsidg,|labd aotkotedysehore niany. [Akewise, obfect fe2onstrution niay
.)a,3b-,i - i =a2 +b21, 'i >1. (0 3 j=_-_o [00127] According to

vari ous egberdifeihEnunibdr bNEadmharfddpehdinoOsi dhichiaghendatd MRGinaREOS | ows.
[00128] Definition 1: A linearized polynomal p(X) over IFg, g = 2m may

have the fnpary%gl'yjneilvgt(r_%)cod_'mgo%r@; kliel':d’sﬁ(r'e codes, and provide network information

~ flow based limits on the minimal maintenance overheads. RGCs need to communicate
with at least k other nodes to recreate any fragment, and the minimal overhead may be
achieved if only one fragment is missing, and information may be downlc;aded from all
the other n — 1 nodes.
[00100] - According to various embodiments, the static resilience of SRCs with respect
to traditional erasure codes may be investigated, like will be explained in more detail
below, and it may be observed that SRCs may incur marginally larger storage ovérhead
in order to achieve the aforementioned properties. Accor&ing to various embodiments,
the SRC properties may naturally translate to low communication overheads for
reconstruction of lost fragments, and allow reconstruction with lower latency by
facilitating repairs in parallel. According to various embodiments, self-repairing codes
may be provided for networked distributed storage systems.
[00101] Netwqued storage systems have gained prominence in recent years. These
may include various genres, includiﬁg decentralized peer-to-peer storage systems, as Well
as dedicated infrastructure based data-centers and storage area networks. Because of |
storage node failures, or user aﬁrition ina peer—tb-peer system, redundancy may be
essential in networked storage systems. This redundancy may be achieved using either
replication, or (erasure) coding techniques, or a mix of the two. Erasure codes may
require an object to be split into k parts, and mapped into n encoded fragments, such that

any k encoded fragments may be adequate to reconstruct the original object. Such coding

29



[00129] According to various enbodi nents, a weakly linearized pol ynom al
may be defined as foll ows. [00130] Definition 2: A weakly linearized
poI ynomi aVOgPR008%2¢r Fg, g = 2m nmay have the form k- 1PPE/SGRAIGOP45T =0 Vi E

F g W use the notation k since later on it will indeed correspond to the
nunber of data synmbols that can be encoded with the proposed schene.
1001311 In the follow ng, a useful property of such polynomals will be

described. [00132] Lenmma 1: Let a, b EIF2M and let p(X) be a weakly ‘
I+i neg; i zedeqmiquaomiagbe grovgied dor hyvignXstorage-clfigient Xeduniénchcand npyebe+ b) = p(a)
P(b)- particularly effective for storing large data objects and for archival and data back-up

applications.
[00102] Redundancy may Be lost over time because of various reasons such as node
failures or attrition, and mechénisms to maintain redundéncy may be desired. It may be
observed that while erasure codes may be efficient in terms of storage ovérhead,
maintenance of lost redundancy may entail large overheads. A naive approach to replace
a single missing fragment may desire that k encoded fragments are first fetched in order
to create the original object, from which the missing fragment is recreated and
replenished. This‘means, for every lost fragment, k-fold more network traffic may be
incurred when applying such a naive strategy.
[00103] Several engineering solutions may partly mitigate the high maintenance
overheads. One approach may be to use a ‘hybrid’ strategy, where a full replica of the
object may additionally be maintained. This may ensure that the amount of network

traffic equals the amount of lost data. Recent works argue that the hybrid strategy adds
storage inefficiency and system complexity. Another possibility is to apply lazy
maintenance, whéreby maintenance may be delayed in order to amortize the mamtgngnce
of several missing fragments.. |
[00104] Lazy strategies may additionally avoid maintenance due to temporary failures.
Procrastinating repairs however may lead to a situation where the system becomes

vulnerable, and thus may require a much larger amount of redundancy to start with.

Furthermore, the maintenance operations may lead to spikes in network resource usage.
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Proof: Note that if we evaluate p(X) in an elenent a+b E I F2m we get,
using (1), that k-1k-1 p(a=pi (a 021Pi (a2l b2l) = P(a) +P(b).

I =0i =0q. eW0.20{2008®3] The above | enma may be strengt hene®CHSGRoISIUST i ng
instead a polynom al p(X) over IFq, g =r, of the form k-1 p(X) =pi X, pi
EFqg, i=o where s =21, 1Im (1= munakes p(X) a linearized pol ynom al).
[00134] Then, the follow ng Lenma may hold. [00135] Lenma 2: Let a, b E F2m
and let p(X) be the polynom al given by p(X)=Likiol, s=21, m>1 > 1. W

have p(ua [60MI3) =Tt XDk ndted Rf s jubctulé that erasitic@odcs Haﬂ o¥iginaN@bétat € p( X) in ua
+ vb, we get
designed in order to make communication robust, such that loss of some packets over a
communication channel may be tolerated. Network storage has thus benefitted from the
research done in c;oding over Commﬁnication channels by using erasure codes as black
boxes that provide efficient distribution and reconstruction of the stored objects.
[00106] Recently, there has been a renewed interest in designing codeé that are
optimized to deal with the vagaries of networked storage, particularly focusing on the
maintenance issue. In a volatile network where nodes may fail, or come online and go
offline frequently, new nodes may be desired to be provided with fragments of the sthed
data to compensate for the departure of nodes from the sjrstem, and replenish the ievel of
redundancy (in order to tolerate further faults in future).
[00107] According to various embodiments, a new farﬁily of codes called self-
repairing codes (SRC), which may be used m typical networked storage environments,
may be provided.
[00108] According to various embodiments, the number of nodes necessary to reduce
the reconstruction of a missing block may be minimized, and lower bandwidth
consumption may be present, and also lower computati‘onal complexity of maintengnce, :
as well as the possibility for féster and pérallel replénishrhent of lost redundancy may be
present.
[00109] According to various embodiments, a concept of self-repairing codes as (n, k)
codes designed to suit networked storage systems, that encode k fragments of an object

into n encoded fragments to be stored at n nodes, with the properties explained above

may be provided.
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k-1k-1 p(ua + vb) =(ua + vbpi((ua)+ (vb)s ) i=0 again by (1), and k-1k-1k-1
I p(ua + vb) = Epi Oasi + vbs = u.Epia2' -1-1 v E pib2t using the
property whaniumws®iu for u e Fs.q.e.d. [00136] Accor di ngCTSGan000s7

enbodi ments, self-repairing codes using weakly |inearized polynom als may
be provided. [00137] According to various enbodi nents, to satisfy the
definition of self-repairing codes, an instance of explicit coding schene
that fulfills the proposed properties may be provi ded. According to various
enmbodi ment[e0118 eAaedingtopranioedietidimynta fanily bflesdies araybbpraiijedcwhich be
stored, based on evaluation of sonme forns of the above-defined |linearized

pol ynom alpsay HeQORABA 10 EGRIFFepirideoday (SREY, RIRAEH HPd dterrlalife RRIrRGte t 0 be
stored may be cut into k fragnments, each represented as an el enment of a

finite figl s(fa&%r%%mihg?ed'ﬁn%@@y ﬁﬂie@w&iesq ;&&'g@%s%en%f, RALANABGEpaitthi ch may

then be evaluated 1n n values afinite field so as to obtaina map from

k fragnents.to .n kK fir £ S A di tQ vani ] '
lineari zed lﬁlgll ‘chll%a%eréﬁ()dﬁ(g@o e C soglﬁpﬁegroqgecr ﬁ?%ovﬁﬁgﬂﬂ%ﬁ%i;ﬂ%ﬁoﬁ%’%gg i g
propertie

Reed- Sol o%{:?ﬁfag‘f?ﬁggg‘ﬁ%gg&Orfgt?eo‘%gﬁ%oﬁ%pg‘g%lfg%ﬁg‘?‘?e fieiiragrsﬁlérr‘t%’ SR8 %rcs,exarrpl ©
these are not any arbitrary k ffagments. However, numerous specific suitéble |
combinations exist.

[00111] According to various embodiments, avdeterministic code construction, which
may be referred to as Homomorphic Self-Repairing Code (HSRC), may be provided.
[00112] According to various embodiments, HSRC self-repair operations may lbe
computationally efficient. It may be done by XORing enc::oded blocks, each of them
including information about all fragments of the object, tflough the encoding itself may
be done through polynbmial evaluation, not by XORing.

[00113] According to various embodiments, for equivalent static resilience, marginally
more storage may be desired than for traditional erasure codes to achieve self-repairing
property.

[00114] According to various embodiments, the need éf few blocks to reconstruct a
lost block may translate to lov;I overall béndwidth consurﬁption for repair oper_ation:s;
According to various embodiments, SRCs may allow fér both eager as .well as lazyvrepaivr
strategies for equivalent overall bandwidth consumption for a wide range of practical

system parameter choices. They may also outperform lazy repair with the use of

traditional erasure codes for many practical parameter choices.
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[ 00140]

(01,

In what follows, Fg may denote the finite field with g el enents.
[ 00141] According to various enbodi nents, data nmay be encoded by the
f ol | owi ngwenep#08921. Take an object o of length M w t hPKT&GROWI0DI43E
i nteger that divides M Deconpose o into k fragnents of |ength M:=k:

Ck); 01 E F2m k. 2. Take the polynom al, for exanple a (weakly)

| i neari zed polynonmial, with coefficients in F2mk k-1 p(X) = Epax2t
encode the k fragnments as coefficients, nanmely take pi =i = 0, k-1.
Eval uat e g0015] n Acdoeding @rvarivas emisodahents,.by prasidiog paaiidlland indgpéndant

n- di mensi onal codeword (P(al), P(an)). [00142] According to variou
enmbodi mentrgpairFditfdémichcdod bRk ISRER n4y facliBtd ¥l \WePlénishment of lost

redundancy, allowing a faster system recovery from a vulnerable state than is possible
with traditional codes.

[00116] According to various embodiments, linear coding through polynomials may
be provided. |

{00117}  According to various embodiments, codes for networked storage systems may
be provided.

[00118] In the following, the mechanisms behind erasure codes design is briefly

*
described. In what follows, IFq may denote the finite field with q elements, and ]Fq the
finite field without the zero element. I[f ¢ = 2", an element x e [Fq may be represented by
an m-dimensional vector X = (X1, . . . , Xm) where x; €Fp,i=1,...,m, coming from

fixing a basis , namely x = " xw™ where {1,w,...w™ !} forms a [F9-basis of Fg, and
i=1" 1 ) q

w is a root of an irreducible monic polynomial of degree m over [F». The finite field I

may be the two bits 0 and 1, vélith additioh and multipliéation modulo 2.

[00119] In the following, erasure codes will be déscﬁbed. A linear (n, k, d) erasure
code over a g-ary alphabet may be formally a linear map c: Fqk — Fgn, s - ¢(s) which
maps a k-dimensional vector s to an n-dimensional vector c¢(s). The set C of codewords

c(s), s€ Fgk, may form the code (or codebook). The third parameter d may refer to the

d(x, y) where the Hamming distance d(x, y)

minimum distance of the code: d =min,, .
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node i for storage. [00143] According to various enbodi nents, in order to
have a set of pairwise different p(ai), it my be desired that <2ML. (2)
[00144] A¥ocrt/ago2to vari ous enbodi nents, decodi ng may BETHE2010M00%IE7 by
performng the followng step: Gven k linearly independent fragnents, the
node that wants to reconstruct the file may conpute 21(-1 |inear

conbi nati ons of the k fragnents, which may give 2k-1 points in which pis
eval uated. [00145] According to various enbodi ments, Lagrange interpol ation
may guar akb@fts thBaumbér o fposifionodt vikichhily eoetficidntd o PO hid B difidhiThle nvRinhar e, Since
2k-1 21(-1+1) to reconstruct uniquely the polynomal p and thus the data
file. Thi gimye A Héﬁnbgﬂo@ﬂan§%gayﬁﬂel<cén YedletAQIL 4BlchA S M dinddntt@ by ar | ous

enbodi nents, a self-repairing property nmay be provided |ike will be

expl ai ned hel o éyg %knéﬁ(e GRnAId; EQS%%%F&@E ALORADS codbs ARGNRY . for

exanpl e constru proc ure expla above, may be of the form
each f,ﬁa%nbe in F2mk and k<n<2m k-1. In

ai coe fICI
Eﬁg fLIPgﬁﬁﬁéioﬁﬁﬁyﬂﬁﬁ§uﬁg (Img Eﬁ%'%(lrmmvalue that n can take, for.

exanmple nmax = 2mk-1. It may be known that F2m k contains a basis
[00120] Let o be an object of size M bits, that is 0 € Fom, and let k be a posmve

integer such that k divides M. One may write

which may make use of a (n, k) code over Fomx, that maps o to an Mn/k-dimensional

binary vector x, or equivalently, an n-dimensional vector
X = (XI,.. X'I’L) X3 GIFQ'\/I/IC
[00121] In the following, Reed-Solomon Codes will be described. Since the work of -

Reed and Solomon, it is known that linear coding may be done via polynomial

evaluation. In short, take an object 0 = (01, 02, ... , 0k) of size M, with each oj in Fpmx,

and create the polynomial

p(X') =0 + o X + ... ka—k—l € ]FgM/k[}(].

: * .
Now evaluate p(X) in n elements a, ..., oy € F oMk, to get the codeword
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B={bi, . with MNIlinearly independent elenments. [00148] According to

various enbodinents, if ai, .., an are contained in B, then the code may
have no SwWDf20124008921i ng property. [00149] Accordi ng to vRECTSGWMHHGIET nent s,
if n=2m k-1, then, the ai, i=1,...,n, may be expressed as F2-linear

conmbi nati ons of the basis elenents, and we have fromlenmma 1 that if MKk
cti = Eaiibi, (Teo EF2, j=1 then Mk p(cti) = E =1 ' _

[00122] Example 1: Suppose the object 0 = (01, 02, 03, 04) has 4 bits, and we want to
make k = 2 fragments: 01 = (01, 02) € F4, 02 = (03, 04) € [F4. We use a (3, 2) Reed-
- Solomon ‘code over [F4, to store the file in 3 nodes. Recall that
Fy = {(qo, ai), ap,ay FG Fo} = {ao —i— aiw, ag,a1 € Fa}
where w?=w + 1. Thus we may alternatively represent each fragment as: 0] =0 + 0w

€ F4, 02 =03 + 04w € F4. The encoding may be done by first mapping the two

fragments into a polynomial p(X) € F4[X]:
p(X) = (o1 + o2w) + (03 + 04w) X,
and then evaluating p(X) into the three non-zero elements of 4, to get a codeword of

length 3:

(p(1),p(W),p(w+1))

where p(1) = 01 +03 + W(02 + 04), p(W) = 01 + 04 + W(02 + 03 +04), p(W’) =01 + 03 +
04 +w(02; +03), so that each node gets two bits to store: (0] +03, 02 +04) at node 1, (01 +

04,02 + 03 +04) at node 2, (0] +03 + 04,02 + 03)‘ at node 3.

[00123] In the following, homomorphic codes will be described. Encoding linearly

data as explained above may be done with arbitrary polynomials.
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In words, that neans that an encoded fragnent may be obtained as a |inear
conbi nati on of other encoded fragnents. In terns of conputational

conpl exi tYO20R/¥8RAy further inply that the cost of a bPEERCREOOAYSY ucti on
is that of some XORs (one favorable case, when two ternms are enough to
reconstruct a block, up to k - 1 in the worst case). [00150] According to
various enbodi nents, on the other hand, if al, ..., an are contained in B,
then the code may not have a selfrepairing property. [00151] According to
vari ous erfoaiddjre nAscording toavayioohenlelinéntsy. apasgtichl av elassnd fpgdymoknidlh tiiat Wiy | des M
we work in the finite field F2Zmk. To do explicit conputations in this

finite fi ekasedih thEdonbRuEON bERbAGhoipRicUDEes, b ElagsrRERr&Fairitg doldes
mul tiplicative group F*2nf k=F2nm k\ {0}, that may be denoted by w. A

gener at or d@%b@ﬂﬁn&@%e&ﬂ%% YnayMRtprovided K_. =1, and there nay be no
smal | er positive power of wfor which this is true. [00152] Exanplez

Consi der as

Fol Tows. TPSE Qhs@Myfiy @’S‘%@“f ifodiibils HpgorsBBlyfomiah GANG SUCHEE 7, s
fragnents t hat ich s tlsfles According to
[ a0mont 2R, Sk M WS R 5278 B kT b " o'
02=(35, ..., 08), 03=(09, ..., 012) E F24. Let ‘w be a generator of the

mul ti pl i cabhtdidrs Fy, recall that all operations are done in characteristic 2, that is, modulo 2. Leta,

b € Fom, for some m =1. Then we may have that (a+b)’ = a®> + b” and consequently

; 9 ;
(a+b)? = Z( ) Ab 0 = 1 b2 > 1. ()

=0 \J
[00127] According to various embodiments, a linearized polynomial may be defined
as follows.

[00128] Definition 1: A linearized polynomial p(X) over Fg, q = 2™ may have the

form
p(X) =Y pX9, peF,
i1=0
[00129]  According to various embodimehts, a weakly linearized polynomial may be

defined as follows.
[00130] Definition 2: A weakly linearized polynomial p(X) over Fy, q = 2“‘, may have

the form

k—1
p(X) = ZpiXT, p: € Iy

i=0
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group of F24, such that w4 = w + 1. According to various enbodi nents, the
pol ynom al used for the encoding may be 44 p(X) E oiwx + E+ E oi +8,"i x4.
Accor di ngvoaorzaseas enbodi ments, the n-di mensi onal cod@adSE20M@iP00Is7

obt ai ned by eval uati ng p(X) in n elements of 1F24, n 15=nmax by (2).

[00153] If we take n 4 and eval uate the polynomal inw, i =0; 1; 2; 3,
then 4 encoded fragrrents p(1), p(w), p(w2), p(w3) are linearly independent
and there is no self-rep air possible. [00154] According to various '
enbodi nente uddtie iataontk siacedtteeon @maH indeed calessporavo whd untbero7daand again k =
3 may be considered, for example, 1, w, w2, w4, w5, w8, wi0, we get (p(l),

p(w) , p(“@Mb&@Mcmﬂﬁé’@odeﬂ(W@the?(dﬂm&lscﬁ&ﬁk155] Note that W = WM9=W W1
2 W = WWM1 = w3 W WW -= W8 71)2=9 71)

[00131] In the following, a useful property of such polynomials will be described.

[00132] Lemma 1: Leta, b € Fpm and let p(X) be a weakly linearized polynomial

given by p(X) = Z p,X . We have
p(a+b)=p(a) + p(b).

Proof: Note that if we evaluate p(X) in an element a+b € Fom, we get, using (1), that

k—1
pla+b) = Zp,wa‘ S pilaZ +52') = p(a) +p(b).
1=0

q.ed.

[00133] The above lemma may be strengthened by considering instead a polynomial

p(X) over Fg, q =2, of the form:

p(X) = sz)( pi € Fq,

where s =2', 1 <1 <m (1= m makes p(X) a linearized polynomial).

[00134] Then, the following Lemma may hold.

[00135] Lemma 2: Lef a,b.€ Fom and let p(X) be the polynomial given by

p(X)=Y""pX ,s=2m 21 =1 Wehave
p(ua + vb) =up(a) + vp(b), u, v € .

Proof: If we evaluate p(X) in ua + vb, we get
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W=wWwW W1 W3W+ W2 W="W+1- WB+ W =W WW5. [00156]
According to various enbodi nents, the self-repair nay work like wll be
descri bedwPrzotme892el | owi ng for this exanple code. 5. bECHIHEI0100804T | abl e.
We, or a new corner, can still get p(wh) by asking for p(w2) and p(w),
since p(ws) = p(w2 + wW) = p(w2) + p(w). Thus, in this case only tw encoded
bl ocks was adequate to retrieve one m ssing block, instead of three bl ocks
whi ch are needed to reconstruct the whole object. Such two bl ocks may be
found corresponding to any spetific mssingtbtock in this exanple. In fact
there may be multiple sudh=pd) r p;(ta %eb)fns-tr Chi(busPeai (i) Bl ock. One pai r
I nstance to reconstruct any §pgcific m ssin@gplock for this exanple code is
shown below. M ssing block v w2 U73

again by (1), and
k—1 , ] k—1 _ k—1 )
plua + vb) = ZPi(UCLS +vb® ) = uz pia® +v Zpibz
’ 1=0 : i=0 i=0

using the property that u®*=u foru e F. ' ' qed.

[00136] According to various embodiments, self-repairing codes using weakly
linearized polynomials may be provided.

[00137] According to various embodiments, to satisfy the definition of self-repairing
codes, an instance of explicit coding scheme that fulfills the proposed properties may be
provided. According to various embodiments, an encoding procedure may be provided
for the object to be stored, based on evaluation of some fqnns of the above-deﬁned
linearized polynomials.

[00138] According to various embodiments, the object to be stored may be cut into k
fragments, each represented as an element of a finite field, that form the k non-zero
coefficients of polynomial, which may then be evaluate(i in n values of a finite field so as
to obtain a map from k fragments to n > k fragments. According to various erﬁbodirﬁents,
a linearizéd polynomial may be chosen for achieving the §e1f-repairing properties of the
code. |
[00139] Commonly used erasure codes (for example, Reed-Solomon codes) do not

have this property.

[00140] In what follows, Fq may denote the finite field with q elements.
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W W Wb W Exanple block pair supporting repair w2. ws w. Wb W', W6
103. 'wW 71). 1112 w'. WB WB. W [00157] Table |I shows other exanples of
m ssi ng fwagremogd2and whi ch pairs can reconstruct them PA&Seaeiongossn if 1,
2, or 3 fragnents are mssing at the same tine. mssing fragnent(s)

[00141] According to various embodiment‘s, data may be encoded by the following
steps:
1. Take an object o0 of length M, with k a positive integer that divides M. Decompose o

into k fragments of length M=k:
0=(01, ..., 05); 0 € FoM/k.

2. Take the polynomial, for eXample a (weakly) linearized polynomial, with coefficients

in FoM/k
k—1 K
p(X) = ZpiXQ ,
=0
and encode the k fragments as coefficients, namely take pj = 0j+1,1=0, ..., k-1.
3. Evaluate p(X) in n non-zero values «f, ..., o of F'oM/k to get a n-dimensional
codeword

(p(a1), -, p(on))-

[00142] According to various embodiments, each p(aj) may be given to some network

node i for storage.

[00143] Accofding to various embodiments, in order to have a set of pairwise d‘ifvferent :
p(a4), it may be desired that
n <2Mk. )

[00144] According to various embodiments, decoding may be performed by

performing the following step: Given k linearly independent fragments, the node that
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pairs to reconstruct mssing fragnent(s) p(1) P(w) p(w2) (P(tv), gwd));
(kw2), Pews )); (1)(ws ), Pew th)) (P(1),P(w4));(7)(w2), P(w5));VW8), P(WL0))
(1) (1), Pvaepoen), P(ws)); (0-04), Pew 1)) p(1l) and p@af/SGREMAP4sp(w8) )
or (p(ws), p(wiu)) for p(1) (p(w8), p(wit))) or (p(w), p(ws)) for p(w
p(1l) and p(w) and

wants to reconstruct the file may compute 2*1 linear corﬁbinations of'the k fragments,
which may give 2*1 points in which p is evaluated.
[00145]  According to various embodiments, Lagrange interpolation méy guarantee
that it is enough to have 2]:'71+1 points (which we have, since 2.1 2%!+1) to reconstruct
uniquely the polynomial p and thus the data file. This may desire:

2] <oMR g, | 3)
[00146] According to various embodiments, a sellf-répiairing property may be provided
like will be explained below. -

[00147] According to various embodiments, a codeword, for example constructed with

the procedure explained above, may be of the form (p(c1), ..., p(on)), where each
coefficient may be in FoM/k and k<n<2™*.1. In the following, ny,x may denote the

maximum value that n can take, for example nyjax = 2M%_1 . It may be known that ]FzM/k
_contains a basis
B = {by,...,bMK}
with M/k linearly independent elements.

[00148] According to various embodiments, if f, ..., o are contained in B, then the
code may have no self-repairing property.

[00149] According to various embodiments, if n=2"%_1, then, the q, i=1,...,n, may be

expressed as [Fp-linear combinations of the basis elements, and we have from lemma 1

that if
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p(w2) (p(ws),p(wiu)) for p(l) . (p(w8),p(wl0)) for p(w) 03(w4), p(tuto))
for p(w2) TABLE I WAYS OF RECONSTRUCTI NG M SSI NG FRAGVENT(S) | N EXAMPLE 2
[00158] A¥ORPHUE2A o vari ous enbodi ments, the decodi ng PETAESHGNPFEt t he
object for this exanple may be perfornmed as will be described in the
following. Since p(X) is of degree 4, according to various enbodi nents, a
node that wants to recover the data nay desired to have k = 3 linearly

i ndependent fragnents, say p(w), p(w2), p(w3), out of which it may generate
p(aw +bw2+cw3d), a, b, ¢ E {0,1}. @utk of the 7 non-zero coefficients, 5 of

t hem may be enough to recover p(X) ugtg QQaQ;%gese 5 coefficients may be
obtai ned fromthe three encoded fr ment’d ad shown. [ 00159] According to
vari ous enbodi nents, the constructlon may be used to generate erasure codes
wi th ot her (Iarger) values of n and k, as well as other constant sized
subsets tdh¢fecreate a speci fic bl ock mhen any one arbitrary block is

m ssing. Furthernore, according to various enbodi nents, the construction

al so naturally generalizes, so that ad4" a constant si zed subset (but nore
than two, and determned only by(the=t dt ak;;mbpber of nissing bl ocks, but

not on which specific blocks) may be adaquate to reconstruct all these

m ssing bl ocks (as long as the nunber of missing blocks is smaller than

n-k) . [ O0X6&ordy; GRf Siehd tha aManicdes fagiaedineHeSobtgali 43 alinkhr dombination | - =1,
., 7 may be considered, and then we get: (1)(w),P(w7)). 1001611 As a

further exawRlependol& ﬁ@éﬁ@m M tePhH6F computABABIRb fplith dhR 3y faaes t aken:

imply that the cost of a block reconstruction is that of some XORs (one favorable case,

when two terms are enough to reconstruct a block, up to k — 1 in the worst case).

[00150] According to various embodiments, on the other hand, if o, ..., oy are

contained in B, then the code may not have a selfrepairing property.

[00151] According to various embodiments, for any choice of a positive integer k that

divides M, we work in the finite field FoM/k. To do expliéit computations in this finite

field, it may be convenient to use the generator of the multiplicative group

IF'*zM/k=]F2M/k\{O} , that may be denoted by w. A generator may have the property that

2MIk_)

w’ =1, and there may be no smaller positive power of w for which this is true. -
[00152] Example2: Consider a case of an erasure code withn=4 and k=3

constructed as follows. Take a data file 0 = (01, ..., 012) of M=12 bits, and choose k=3

fragments. We have that M/k=4, which satisfies

22+1=5 <2*.1=15.
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(DD, P(W3), P(w4), P(v14),13(w), P(w7), P(w)). [00162] According to
various enbodi nents, in the above exanple, instead of the generator w
chosen s 2012A108%24=w+1, anot her generator v coul d havePbES6G2010106045%0 t hat
v4=v3+1l. [00163] According to various enbodi nents, another exanple nay be
as follows: take M= 4, k = 2, that is the object of Iength Mis cut into
two fragnents (ol, 02), (03, o04). According to various enbodi nents, the
polynomal p(X) = (o] + w2)X + (03 + wo4) X2 may be created where w2=w+l. -

According to various .enbodi nent n= v._he taken val yat ed:

o1y 13wy afiid 8 Gt T Ao RR 1 e T W OBy nBRRe S GLYBLO: |
[00164] FIG 12 shows an illustration 1200 of data reconstruction in
accordance with an enbodinent. In the illustration 120? a reconstruction
of lost r&dMalRdy--i985RETOwhe 12T ﬁ*@‘*-sleqtmeeap%ﬁnﬁawgo Hsdeulpdiseivy
accordance with various enbodi ments. Various elenents of the illustration
1200 may be simlar to elegents shown in the illustration 300 of FIG 3,
and t he sameup«ilfiorcricl thal yns wihy. Becardiag taavatiogs pinbedimentgcbe polgroraigl may be
omtted. The illustration 1200 shows how, using self-repairing codes, a

m ssi ng blogg "ﬁ{ be reategvon the fly using only a small subset of other
bl ocks, wi¥SFHRF tefae Ma%°%i t her downl oad enough bl ocks to create a copy
of the object, or having to keep separately such a conplete copy. According
to various enbodi nents, theisize of this subset y be determ ned by the
number of unavai | abl @(Bl)eeks, 0:ipdX +nYlepandéNt “of) whieh'X¥becific bl ocks are
unavail abl e. [00165] Accoretng to varilous enbodifrents, as shown in the
above exanpl e, given k

According to various embodiments, the n-dimensional codeword may be obtained by

evaluating p(X) in n elements of F24, n < 15=np5x by (2).

[00153] If we take n = 4 and evaluate the polynomial in w,i=0;1;2;3,then4
encoded fragments p(1), p(w), p(w?), p(w?) are linearly independent and there is no self-
repair poésible.
[00154] According to various embodiments, the case Qf another erasure code, now
with n =7 and again k = 3 may be considered, for exampie L w, whowt wo, wh w'' we
get:

(1), p(w), pW?), p(W), p(W), pW"), p(W"*)).

[00155] Note that

wl =w+1 w® =w?4+w+1

w® =w? 4w wtl = w? + w? +w

w8 = w3 + w? wl? = 7/}3 +wi4+w+1
w=wtw+l wl=wd+w?+1

w® = w? +1 wlt = w3 +1

w? = w? +w w'® = 1.

[00156] According to various embodiments, the self-repair may work like will be

described in the following for this example code. ¢
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fragments, there may be different values of n up to nmax, and different
choices of (al, ..., an} that can be chosen to define a self-repairing
code. Accupdorgoseivari ous enbodi nents, the set of ai REF/SHIONOGIER t O
forma subspace of Fir.. This choice may results in a structure of the
code, for exanple an XCR—I i ke structure. [00166] According to various
enbodi ments, though the encoded fragnents may be obtained as XORs' of each
ot her, each fragnent nmay actually be containing information about_ all the
di f f er ent bbcocngssmnhailabla Wie, oreaynebeconsarycadisfill getqrfvs) bramskmgsonpie) ¥R of - t he
data itself. [00167] In the followng, this code may be referred to as
Honmonor phipgwSRece and may be written as HSRC(n, k) to enphasize the code
par amet ers. The anal ysis that follows refers to this famly of

sel f-repairing codes. [00168y4 nﬁ(ae+f\,gl__l MNYpffle static resi l i ence
anal ysi s of var| ous codes in accordance wth various enbodi nents will be

descri bed i vari ous
enbodi ment@i Wi’ IF&' ({eggéﬁlg\ ;E/Vg(zglkcfog%f@g%lgsr‘g%iaﬁg ?:eetlog?tﬁg&%lg stri ﬁn%g&st or age
systemrra defin s th rob n est din the
syst em Slteaé8ﬁ ?‘ﬁﬁgoa}% "‘é"t“i}/g%\{}%ﬁ %\Eﬂ ré:’g%}s Lﬁ gﬁg%f)ﬁy%gv bten nce,
even Wnen a certain fraction of indiyidual nodes t i stributed
syst em bed&sweedpunkporssoadingdo any spe CWM%&‘SFW ?d‘bgaé’eg‘egechene a
static resilience analysis, where it is studied how a stored object can be
r ecover ed mayibegnylgres uc}ﬁ@#p&?@ﬁomﬁ 0opsibn blpck<any RairaBYICedddes wil | be
described, prior to considering the maintenance process, which will be

descri bed réqonstceargespadific afisseratdoaksior thixozx@aple astle 'prshagnlbelomqe probability
that any specific node is available. Then, under the assunptions that node

avai lability is i.i.d\figdmd nedkpepdanile BBek pdesippeainkyegirst ri but ed random
vari able), and no two Tragents| of the sangZ el ect are placed on any sane
node it may be considergd that the avail abifity of any fragnment is al so

.d with probability Pfgag [00170] In t hg2 f.@ | owi ng, a network matrix
represent ation will be degeribed. [00171] &ecsl | that using the above
codi ng strategy, an object>0 of| length Mi &,d}écorrposed into k fragments of
| ength M k: w® w?, w?

w’ w3, w

[00157] Table I shows other examples of missing fragments and which pairs can

reconstruct them, depending on if 1, 2, or 3 fragments are missing at the same time.

missing pairs to reconstruct missing fragment(s)
fragment(s) ’

p(1) (p(w), P('tv4)) (P(’wz) P(ws)) (p(w®), p(w’?))

p(w) (p(1), p(w?));(p(w?), p(w®)):(p(w?), p(wlo))

p(w?) (p(1), p(w®)):(p(w), p(w®)):(p(w?), p(w'?))
p(1) and (p(w?), p(w 3) or (p(w 2} p(ww)) for p(1)

p(w) (p(w®), p(w!?)) or (p(w?), p(w®)) for p(w)
p(1) and | (p(w?), p(w?)) for p(1)
p(w) and , A (p(ws),p(wlo)) ~for p(w)

p(w?) _ (p(w"), p(w'?)) for p(w?)

TABLE I

WAYS OF RECONSTRUCTING MISSING FRAGMENT(S) IN EXAMPLE 2

[00158] According to various embodiments, the decoding to reeonstruct the object for

this example may be performed as will be described in the following. Since p(X) is of
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o = (ohok), oi E F2mk, which are further encoded into n fragnents of sane
| ength: P = (pie , Pn) E F2M, each of the encoded fragnment pi is given
to a nodewpaotza820r ed. W t hus have n nodes each posse®€iTFG2e10900AET y
vector of length Mk, which can be represented as an n x Mk binary matrix
plp1l, 1P1, 1111k M=l =(4) Pn,1Pn ,Al/k wth pi,] E F2. [00172] Exanple 3: In
Exanple 2, we have for n = 4 that M=l 4, the 4-dinensional identity matrix,
while for n =7, it is , ‘ s
degree 4, according to various embodiments, a.node that wants to recover the data may
desired to have k = 3 linearly independent fragments, s.ayf p(w), p(w?), p(w?), out of
which it may generate p(aw +hw? +ew? ), a,b,c € {0,1}. Out of the 7 non-zero .
coefficients, 5 of them may be enough to recover p(X). Note that these 5 coefficients may
be obtained from the three encoded fragments as shown.
[00159] According to variqus embodiments, the construction may be ﬁsed to generate
erasure codes with other (largér) vélues ofn and k, as \;vell as other constant sized subsets
to recreate a specific block wilen any‘one arbitrary “block.is missing. Furthermore,
according to various embodiments, the construction also naturally generalizes, so that
again a constant sized subset (but more than two, and determined only by the totai
number of missing blocks, but not on which specific blocks) may be adequate to
reconstruct all these missing blocks (as long as the number of missing blocks is smaller
than n-k).'
[00160] According to various embodiments, again with n=7, wii=1,...,7 may be
considered, and then we get:
PW), ...,p(W7)). -
[00161] As a further example, the following other 7 fragments could have been faken:
@), ), pW?), pw'?), PW), p(W), p(w")).
[00162]  According to various embodiments, in the above example, instead of the
generator w chosén such that w*=w+1, another generator v could have been taken so that
vi=vi+l. |
[00163] According to various embodiments, another example may be as follows: take

M = 4, k = 2, that is the object of length M is cut into two fragments
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(o1, 02), (03, 04). -

According to various embodiments, the polynomial
p(X) = (01 +wo2)X + (03 + wog)X’

' may be created where w’=w+1. According to various embodiments, n=3 may be taken,

and evaluated:
| p(1), p(w), p(W").

This may satisfy n <2"*-1=2%-1=3 and 2+1=3 <2-1.
[00164] FIG. 12 shows an illustration 1200 of deta reconstruction in accordance with
an embodiment. In the illustration 1200, a reconstruction of lost redundancy is shown
when using self-repairing codes (SRC) in accordance with various embodiments. Various
elements of the illustration 1200 may be similar to elements shown in the illustration 300
of FIG. 3, and the same reference signs may be used and duplicate description may be
omitted. The illustration 1200 shows how, using self-repairing codes, a missing block
may be created on the fly using only a small subset of other blocks, without the need to
either download enough blocks to create a copy of the Eobject, or having to keep
separately such a complete cepy. According to various ‘e.mbodiments, the size of tnis |
subset may be determined by the number of unavailable blocks, but independent of which
specific blocks are unavailable.

[00165] According to various embodiments, as shown in the above example, gfven k

fragments, there may be different values of n up to npy,x, and different choices of {a,

..., 0} that can be chosen to define a self-repairing code. According to various
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embodiments, the set of oj may be chosen to form a subspace of [Fyymax. This choice may

results in a structure of the code, for example an XOR-iike structure.

[00166] According to various embodiments, though the encoded fragments may be
obtained as XORs of each other, each fragment may actually be containing information
about all the different fragments, which may be very different than a simple XOR of the
data itself.

[00167] In the following, this code may be referred to as Homomorphic SRC, and may
be written as HSRC(n, k) to emphasize the code pafamat'ers. The analysis that follows
refers to this family of self-repairing codes.

[00168] In the following, the staiic resilience analysis of various codes in accordance
with various embodiments will be described and homomorphic self-repairing codes in
accordance with vari(ius embodiments will be analysed. Static resilience of a distributed
storage system may be defined as the probability that an object, once stored in the
system, will continue to stay available without any. further maintenance, even when a
certain fraction of individual member nodes of the distti‘tiuted system becdme :
unavailable. As a first evaluation of the proposed schenie, a static resilience analysis,
where it is studied how a stored object can be recovered using HSRCs, compared with
commonly used erasure codes will be described, prior to considering the maintenance

process, which will be described in more detail afterwards.

[00169] - Let pfrag be the probability that any specific node is available. Then, under

the assumptions that node availability is i.i.d (an indepéndent and identically distributed -

random variable), and no two fragments of the same object are placed on any same node,
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0 00000 Thus unavailability of a random node is equivalent to losing a
randomrow of the matrix M |If nmultiple random nodes (say n-x) becone
unavai | abve,20121M9892t he r emai ni ng X nodes provi de X encod®dTSGAYMON4S7 whi ch
can be represented by a xxMk sub-matrix Mof M For any given conbi nation
of such x avail abl e encoded fragnents, the original object may still be
reconstructed if we can obtain at least k linearly independent rows of M
This may be equivalent to say that the object can be reconstructed if the
rank of t Hem#pbe ¢onsidkred shdt @il dbilan oOinyefiagmhent & dtso ifi AGlit3probabikitge

follow ng, a probability of object retrieval w.ll be described. [00174]
Consider a (2d-1)xd binary matrix for sonme d> 1, with distinct rows, no all
zero row, Pénagt t hus rank d. If we renove sone of the rows unifornmy randony
with sone

[00170] In the following, a network matrix representation will be described.
[00171] Recall that using the above coding strategy, an object o of length M is

decomposed into k fragments of length M/k:
o=(o], ..., 0k), 0; € oMKk,
which are further encoded inté n fragments of same length:

p=®1,....Pn) € F2M,

each of the encoded fragment pj is given to a node to be stored. We thus have n nodes

each possessing a binary vector of length M/k, which can be represented as an n x M/k
binary matrix
P Pra .. P1,M/k
M=| : |= L )

Pn Pnal - . Pn,M/k

with pj j € 2.

[00172] Example 3: In Example 2, we have for n = 4 that Mi=l4, the 4-dimensional

identity matrix, while forn =7, itis

1 0010 11
010110 1

T ,

M =1001 0111
‘000 00 00
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probability 1-pfrag, then we are left with a xxd sub-matrix - where x is
binomally distributed. W define R(x, d, r) as the nunber of x x d

sub- mat r iWe0WaB92dank r, voluntarily including all thePpBSS20M08€00457
permutations of the rows in the counting. [00175] Lemma 3: Let R(x, d, r)
be the nunber of x x d submatrices with rank r of a tall (2d - 1) x d '
matrix of rank d. We have that R(x, d, r) =0 when (i) r =0, (ii) r> x,
(iii) r =x, with x>d, or (iv) r < x but r> d. Then, counting row

per nut at i dihes unavailf@idyof 4 tfnddm nodk )s équivalenttodpsing armdémmow ofthe maittik r d:
R(x, d, r) = R(x-1, d, r-1)(2d-2'1)+R(x-1, d, r)(2 -x). Proof: .There are
no non-t r invi ifmulegile faiﬁddhhhbdé’sé(é’dy —xFb&onmdm@avditable, then theremhinlhgxenades or r < x
but r>d, R(x, d, r) = 0 since the rank of a matrix cannot be Iarge'r t han

t he snal I est of its nsi ons or the case enr
deduce R(Prov e’fyncaéedrfgfantmgs whighiean P TeRTGRERtP R&XW?M”}Z‘XMXO’? he first

row can be chosen fromany of the 2d-1 rows in M and the second row should

ot 0%, 2 TR R Bl DS bihaRh drayn MaﬁmgL&%&{%&Rﬂ&@@he third row

needs to be linear rom-t e there are

22 linear conpinations of the first t nc t he a zero
vect or  whi®QlfS 'Ea%?tg r&%‘H‘S%e(Lgtwf cﬁnmﬁtaﬁlzawi%(%\,@ IWPJSS?@%% rowfﬂ (i +)st
row can be chosen from 2d-2l options that are I|nearly i ndependent fromthe
i rows thaMhawe My RadyivaRattoGap 8RNthe\dbjechesn bebéd@nstructed if the rank of the

matrix My is larger than or equal to k.

[00173] In the following, a probability of object retrieval will be described.
[00174] Consider a (2d—1)><& binary matrix for some d > 1, with distinct rows, no all

zero row, and thus rank d. If we remove some of the rows uniformly randomly with some

probability 1-pfrag, then we are left with a xxd sub-matrix - where X is binomially

distributed. We define R(x, d, r) as the number of x x d sub-matrices with rank r,
voluntarily including all the possible permutations of the rows in the counting.
[00175] Lemma 3: Let R(x, d, r) be the number of x x d submatrices with rank .r.lof :a
tall (2d — 1) x d matrix of rank d. We have tha.t R(x,d, r) =0 when (i) r=0, (i) r > X, (iii‘)
r = x, with x > d, or (iv) r < x but r > d. Then, counting row permutations:

r—1

Rz, d,r) = H (20— ifr =uw,x < d, .
i=0 '

and forr < x withr <d:

R(x, d, 1) = R(x—1,d, r—1)(2"—2‘“‘.)+R(>§—1, d, )2 —x).
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R(x, d, r) =nrl (2d- 2') for r=x, x d. 1=0 For the case where r<x with r
d, we observe that xxd matrices of rank r can be inductively obtained by

ei ther (IWOo2dt/a9892a | i nearly i ndependent row to a (X - 1PKTHGABM0DESD rank
r - 1, or (Il) adding a linearly dependent rowto a (x-1)xd matrix of rank
r. W use this observation to derive the recursive relation R(x, d, r) ="
R(x-1, d, r-1)(2(-f-1)+R(x-1, d, r)(2r-x), where 2d-1-(21-1-1) counts the
nunber of linearly independent rows that can be added, and 2r-1-(x-1) is on
t he cont r @rdof Tieere uliermoaftriViahaatik withapeknde 0t Wheis >, e=a&. will002d6drdq t he
foll owi ng, the pernutations that have been counted in the above anal ysis

wi Il be reamyes dOR®, At Hedyshdtdheérank iof @ jlagiN@mAsd bedarigbOhan (e @h4ildst 6pr ol | ary
1. Let p(x,d,r) be the fraction of sub-matrices of dinension xxd with rank

r out of alliiRgssib! € sub-matrices of the sane -di nension. Then p(x cl, r)
= dR(1:, d, rr?R.%fl'g; d r) R(x d, j)C -1x! ‘Proof: It is enough to notice

that there ape CT2a-1 ways .10 e 0, 1,0l -1
options. - ?ﬁé{hg k(f(%ssee‘ﬁheé(‘l r\rl-\%\\{vsw%ha)ﬁ%(gg\%rd&{ei?%gxx?ha%} asp%%lzr)r‘uta?' 61[52) ?"3‘2‘8 %CS? aet.gg. [ 00178]
In the follow ng, the above results will be put together to conpute the

Mix of rank x = r, the first row can be chosen from any of the 2%-1 rows in M, and the

second row should not be a multiple of the first row, which gives 2°-2 choices. The third
row needs to be linearly independent from the first two rows. Since there are 22 linear
combinations of fhe first two r.ows,A which includes the all zero vector which is discarded,
we obtain 29-22 choices. In general, the (i+1)st row can be chosen from 201 options that
are linearly independent from the i rows that have already been chosen. We thus obtain
R(x,d,r) =[] (2" -2') forr=x,x <d.
For the case where r<x with r <d, we observe that xxd matrices of rank r can be
inductively obtained by either (I) adding a linearly independent row to a (x —1)x d matrix
ofrankr— 1, or (H) adding a linearly dependent row to a (x—1)xd matrix of rank r..We :
use this observation to derive the recursive relation |

R(x,d, 1) =R(x-1,d,r-1 )(2d;2’—1)+1i(§<—1, d, (2r-x),
where 24-1-27'-1) counts the number of linearly independent rows that can be added,
and 2'-1—(x—1) is on the contrary the number of linearly dependent rows. q.e.d.
[00176] In the following, the permutations that have been counted in the above
analysis will be removed by introducing a suitable normalization.
[00177] Corollary 1: Let p(x,d,r) be the fraction of sub-matrices of dimension xxd with

rank r out of all possible sub-matrices of the same dimension. Then
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probability pobj of an object being recoverabl e when using an HSRC(n, k)
code to store a length Mobject nade of k fragnments encoded into n

f ragnent sweaete/wsa2iength M k. [00179] Corollary 2: Usi n§CISGRIBROGI®S7K), the
probability pobj of recovering the object is nd Pobj = E E p(x, d, 1.)C xn
P7-"g (1 - Pfrag )71-X ; x=k where d =log 2 n + 1. Proof: If n = nmax =
21"-i, we apply Lemma 3 and Corollary 1 with d = Mk. If n=2"-1, for sone
integer i MKk such that n>k (otherw se there is no encoding), then M has

M k-i columms which are either all BE ro;s,_ r all fzctors as shown on
M is given by

Exarrpl e 3. Thus the nurﬁqgrdqf =t =
applying Lenmma 3 on the matrix O?‘él nedcby, j)em)\Cfng U‘lese r edundant
colums.q.e.d. [00180] FIG 13 s ols a di agram 1300 illustrating a
validation of static resilience anal yS| s, of various methods in accor dance
with vari dusofelviroetiongintosiotice thahthersi aag) Cam waPUP chedsedapweauioff thve anal ysi s
wth sinmulations is showmn. On the horizontal axis 1302, pfrag is shown, and

on the verdoliG@k 28X ghtions ’The chosdh RG5 W shIRQréderd )ap»sﬁllmtska)tnlson op.d.de static
resilience anal ySIS of SRC. Aline 1306 with stars shows results of a

simulatio nd k=5 like
descri bedr[a L %ﬁ%ﬁl %Hg% g%és]l%g %&éﬁﬁgé’aﬁ gﬁ%r"i%%&gﬁlg?%eﬁs of the

SRC(31,5). A Il.ne 1310 with squares shows results of a simulation of the
SRC( 15, 4) .probabiliepdss 0 Parsohjewt bemg sexioverable méien hging an HSRIG(s, kokodmtoateat 9si s of
the SRC(15,4). As can be observed fromthe di agram 1300, a precise match

may be obtai ne t ween apal.ysis and sipul atjons.
y lenglgh g/l l1)?ect mage opk %rggments encoae(ﬂlrjlto n h‘agments each oflength M/k.
[00179] Corollary 2: Using an HSRC(n, k), the probability Pobj of recovering the

object is

Pobj = ZZ s d, T C'npfrag(] pr(Lg)n_I

r=kr=k

whered =logyn + 1.

Proof: If n = npax = 2™*~1, we apply Lemma 3 and Corollary 1 with d = M/k. If n=2"-1,

for some integeri < M/k such that n>k (otherwise theré 1s no encoding), then M has
M/k—i columns which are either all zeros or all ones vectors, as shown on Exémple 3.
Thus the number of its sub-matrices of rank r is given by applying Lemma 3 on the:
matrix obtained by removing these redundant columns. q.ed.
[00180] FIG. 13 showsa diagram 1300 illustrating a validation of static resilience
| analysis of various methods in accordance with various embodiments. In the

diagram 1300, validation:of the analysis with simulations is shown. On the horizontal

1MNA v o o in Alhncvrn mn i ne 4l A

axis 1302, pfrag is shown, and on the vertical axis
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[00181] In the follow ng, a conparison of codes in accordance with various
enbodi nents with commonly used erasure codes will be described. [00182] Let
us conparworhe/®swiage overhead of the proposed schene &GaISGe10890&™Tar d
erasure codes. If we use a (n, k) erasure code, then the probability that
the object is recoverable is: pobi=EcTpif"g(i_pf"g)-i z=k [00183] FIG 14
shows a diagram 1400 illustrating a conparison of various nethods in
accordance with various enbodi nents. On the horizontal axis 1402, pfrag is-
shown and diaprirh @ 30@sHomeal vatidation b4 (e, staiolresiliencs htalysis fFGRG1a liidhEB308i agr am
1400 shows a conparison of SRCwith EC. A line 1406 with squares shows
resul ts fajitleflarsShedds rdulfsiof a Sfnti84tionT ée SI@@(3E@? Vih btheP#3idsBaISKE Aithl | ke
descri bed above). A solid line 1408 shows results for an SRC(31,4). A line

1410 wi th sharg ﬁhf)l’iﬁe &?&%e&isabg QA8 i 1808 sﬁb\gﬁ%gﬁg of b Gnakihlo S| hows

results for an S [00184] FIG 15 shows a |agram|IIustrat|ng a

Che. hor i 33%"&@%9?”}%&5%‘199?‘%9 DR ER I R TR RO S,
AT ne: 1506108 eﬁ(ﬁsshﬁgf%gi?o‘iﬂﬂin%%éﬁv?%%?ﬂ}s JOR oot GARESRE 45 0 1505

shows results for an SRC( é A line 1510 with stars shows results for an
EC(31, 5). o,&sm%%wmﬂaler@aarsmzw Hoeqiassnptel nay e ghlandpeiyes) anglysn®s] As
shown in FIGS. 14 and 15, the static resilience achieved using the proposed
horonor phissng@®ngi t h t hat of traditional erasure codes (EC) is conpared.
[00186] In order to achieve the self-repairing property in SRC according to
vari ous eribotflieninghe folloming, beouiparison @f cales it acoduderceexitly varfongdundancy' in
its code structure, but it is to be noticed fromthe conparisons that this
over head iesnbodinhentd witlhe@hmanly ukal erbduee saleewilt be dgeriloeder head n/ k, the
overall static resilience of SRCis only slightly |ower than that of EC,

and furthqoomg, L&fusdopxethdstorage dveeheddbbthePlopdsédehans afinsbRendardt at i ¢
resilience gets very close to that of EC. Furthernore, even for |ow storage
over heads,erasure codes. If we use a (n, k) erasure code, then the probability that the object is
recoverable is:
n
n_1 n—i
Pobj = Z C; pfrag(l - Pfrag) .
i=k

[00183] ~ FIG. 14 shows a diagram 1400 illustrating a comparison of various methods in

accordance with various embodiments. On the horizontal axis 1402, pfrag is shown and’

on the vertical axis 1404, pob; is shown, so that the diagram 1400 shows a compaﬁSoh of

SRC with EC. A line 1406 with squares shows results for an EC(31,4) (in other words: an
EC with n=31 and k=4, like described above). A solid line 1408 shows results for an
SRC(31,4). A line 1410 with stars shows results for an EC(15,4). A dashed line 1412

shows results for an SRC(15,4).
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with relatively high pfrag, the probability of object availability is
indeed 1. In any storage system there nmay be a mai ntenance operation to
repl eni stwpast2/qosrgnent s (and hence, the system nay opeP&€TSGROW/0PIGH val ues
of pfrag) Like will be explained bel ow, SRCs according to various

enbodi nents may have significantly | ower maintenance over heads. These may
make SRCs a practical coding schene for networked storage. [00187] In the.
foll owi ng, comruni cation overheads of self-repair will be described.

[ 00188] | rjoalsd] abkige |15 stevse dibgbmlillasyratdg 4 eeapaisongf earioabpedtods fn it so
happens that only pfrag fraction of nodes which had originally stored the
encoded fra nts conti.nue to remain-avajl abl e has en descyibed,, while

| ost reduGENERCF &1 é’la“‘t)‘E?agg’oldg’b?néﬁ‘lﬁéﬁg%f.’orgﬁﬂﬁl%f“%ﬂ?@apff@ﬁlls e ei t her
because a | azy nai ntenance nmechanismis applied, which triggers repairs
only when redundancy is reduced to certain threshold, or else because of
nul tipl e edrtheyesticalaxiail bk aebjbethora, sathat the digaiam | WRshowya pempatiser el out .

In the foll owi ng, the conmunication overheads in such enbodinments will be

i i [F dth hi b he,. i i n which
oSO8t B ab b0 S Y BRI MGt R 1
t hat ir strat i s _applied, wh ‘ ‘ K i
e Rty SRR £ APPy SRETRLST 205 Bl Mok

accordance with various enbodi nents may ensures that this one m ssing
fragnent davhepding dpl2eshiosn sesubiyfoppe 8R&(Hgddonl y two ot her (appropri at e)
encoded fragnents, thanks to the HSRC subspace structure. [00189]

Def i ni ti od0@:85TheAsishpemgn FYGS 19fandRE, theytatiereddichereathiyed mingithaber of

nmut ual Iy exclusive pairs of fragnments which can be used to recreate any
speci fi ¢ fprageeiiomdnikEio [SRIChw it tiapd fradjtiontl @asurdbedseiC)ansothyarechat 5=3.
Let us assune that p(w) is mssing. Any of the three exclusive fragnment

pairs, nar@dnse( ( Pl byder R ¥wehidve thelserepairingropdrly @rSRPLaB)dingioWh)idustay be

used to reconstruct p(w). See Table | for other exanples. [00191] Lemma 4:

The di ver ghibpdénedls, @ rr_l??%@(d@sirejﬂ)to lirrodlce exith/* R duffa6y’ in W6 clRwBrutiA, bi=2d- 1

for sone suitable d. e polynomal p(x) is evaluated in a =d-1a w, where

ai e {0, 1)isalek ddfed omtlg@%;)ari‘é@&%at%ig obdiReddQS i AL EmAgin¥BEbERe but  for

t he whol e zero one. Thus for every a, we can create the pairs (a-Fo0,0)
w :

G ves tz3.k%%éﬁﬁbé%e.825‘?%’4&3%/“’?%6“??&1%@%5%s?“é?”°'5g?§§F*§§8 LR ) SISi )
13, 13 ' , -.1)12 djsti ,pairs.g.e.d.
{00152) 1 A REEEOHARIos R "prabertye BT et MM bhce wi i

various enbodi ments, that may be inferred fromijts di versity, w. |l be
descri bed_resﬂlencegets very close to that of EC. Furthermore, even for low storage overheads,

with relatively high pfrag, the probability of object availability is indeed 1. In any storage
system, there may be a maintenance operation to repleﬁish lost fragments (and henéé, the

system may operate for high values of pfrag). Like will be explained below, SRCs '

according to various embodiments may have significantly lower maintenance overheads.
These may make SRCs a practical coding scheme for networked storage.

[00187] In the following, communication overheads of self-repair will be described.
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[00193] Corollary 3: For a Homonorphic SRC, if at least (n+l1l)12 fragnents
are avail able, then for any of the unavail able fragnents, there exists sone
pai r of aWaI2DE0892fir agnments which i s adequate to reconsPCESG2010800457

unavai l abl e fragnent. Proof: Consider any arbitrary mssing fragnent a. If
up to (n-1)/2 fragnments were available, in the worst case, these could
belong to the (n -1)12 exclusive pairs. However, if an additional fragnent
is available, it will be paired with one of these other fragnents, and
hence, thd0@®88] | | Inklee stovk.ahsprobatelignodirdcabéregpami abjest iflit sethiappena theannlye
reconstruct ed.

S ng. { PRgRERSR o DR P 5 e e BT e St oo s e

number of fragnents of an object that are available at a given tine point.
For any sp&gihiaGailbRHa0 Sedn RO, wRYoaeRHadcEs $%té BSRPR4ished. Butnal |y
exclusive pairs may be adequate to recreate the said fragnent. From

Corol lary _3..we: - + ' : gh.

O hor vt s * ik B G el ihah RN AT g SOMIT, ¢ i
are available with probabilit x/n)2. .. The probability, that only t

fr agmont s pertibleRe P R o R oS RAR St bF e Bkl ) ) 6
[00196] If twq fragnents ar ot enough to recreate. g specific fragnment, it
ey sti || RS SQFeREd fulupes G KER TR oPRTaans Ay e Gariel oRb At EoeRent s A
| oose upper bound can be estimted by considering that if 2 fragnents are
not adequéleconunynicaiion qverheads n sush saibadimenis yall deiwyestigatrds Ity beotgdagment
(note that in fact, often fewer than k fragnents will be adequate to

r econst r usghat ghispey bé really thegmgime)in whighoke m@gpe @Balygis, l§inge py Biseselof t y

1- p2=(1-(x/n)2) (5. [00197] Thus the expected nunber Dx of fragnents that
need t o beodeaart dablest, sral asewoning tleit am eager mpaie strategyhie applieduwhafevetttmen encoded
fragnents are available, can be determned as: Dx = 2 if a; >(n+ 1)/2 Dx <
21) k(1 - pRBJodell blockis derdcted th BO hRBlailable tihie ithmlediasiyngpleniskedr@ae HSRCriacr eat i ng
all mssing fragnents will be descri bed.

accordance with various embodiments may ensures that this one missing fragment can be

replenished by obtaining only two other (appropriate) encoded fragments, thanks to the
HSRC subspace structure.
[00189] Definition 3: The diversity 6 of SRC may be defined as the number of

. mutually exclusive pairs of fragments which can be used to recreate any specific
fragment.
[00190] In Example 2, it can be seen easily that §=3. ﬂet us assume that p(§v) is .‘
missing. Any of the three exclusive fragment pairs, namely ((p(1), p(wh); (p(w?), pk\&s))
or (p(w®), p(w'®)) may be used to reconstruct p(w). See Table I for other examples.
[00191] Lemma 4: The diversity 6 of a HSRC(n, k) is (n — 1)/2.

Proof: We have that n=2%-1 for some suitable d. The polynomial p(x) is evaluated in

a= Z:(:aiwi , where aj € {0, 1} and (a, ..., ag-1) takes all the possible 29 values, but
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[ 00199] Above, the overheads to recreate one fragnent have been studi ed.
Al the mssing fragnents nay be repaired, either in parallel (distributed
in differwonRopaosriof the network) or in sequence. |f alPCT/SIG2&10M0G0457 agnent s
are repaired in parallel, then the total overhead Dpr ] of downl oading
necessary fragnments is: Dpr]=(n-x)Dx. If they are recreated sequentially,

t hen the overhead Dseq of downl oadi ng necessary fragnents is: Dseq =E In
order to directly conpare the overheads of repair for different repair

st r at egi eJorth€atisle ze@ronkAPhusor evetyed, iweathn @ndtd the paissaquf)8) whtreBapledsr S usi ng
SRC, as well as lazy repair with traditional erasure codes, consider that

llazy repairs) gysSibleVal@s tBs iyMIEVal@estbREi8S AR & ﬁiggivesqti—w\ahikmk%um@ oded
fragnents out of n is reached:. |If eager repair were used for SRC encoded

obj ect s, %@Aﬂﬁﬁ?,ﬁ}/&pﬁ@@%%@ﬁ%@%@ are Kh{N alBRYwRalNR U Aisthiet € that,

when SRC is a gregat e band th usage for eager ‘repair as well
as both lazy repair strategies is the sanme, assum ng the threshold for
| azy repais?%ﬁaﬁg'(n + 1)12.. [00200] In the setting of 1%l{-é;?tf(sidi tional erasure

co ol T bl SRR A0 FORUNLL L BRI 10
embodiments, that may be inferred from its diversity, Will be described. | |
[00193] Corollary 3: For a Homomorphic SRC, if at least (n+1)/2 fragments are
available, then for any of the unavailable fragments, there exists some pair of available
fragments which is adequate to reconstruct the unavailable fragment.

Proof: Consider any arbitrary missing fragment c. If up to (n—1)/2 fragments were
available, in the worst case, these could belong to the (n —1)/2 exclusive pairs. However,
if an additional fragment is avzﬁlable, it will be paired with one of these other fragments,
and hence, there will be at least one available pair with which o can be reconstructed.
Q.ed
[00194] In the following, overheads of recreating one specific missing fragment will
be described. |
[00195] Recall that x is defined as the number of fragrrflents of an object that are:i _ :
available at a given time point. For any specific missing fragment, any oné of'the :f |
corresponding mutually exclusive pairs may be adequate to recreate the said fragmgﬁt.
From Corollary 3 we know that if x = (n+1)/2 then two downloads are enough.
Otherwise, we need a probabilistic analysis. Both nodes of a specific pair are available

with probability (x/n)”. The probability that only two fragments are enough to recreate the

missing fragment‘is pr=1-(1-(x/n)*)°.
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fragnent to be stored locally, and al so recreates the remaining n-xth-1
fragnments, and stores these at other nodes. This leads to a total network
traffic: WBCIR/W§RKk+n-xt h- 1 . Eager strategy using tradiCTiSGaen0/0ee4asur e
codes may incur k downl oads for each repair, which may obviously be worse
than all the other scenarios, so we ignore it in our conparison. [00201]
Note that if less than half of the fragnents are unavail able, as observed
in Corollary 3, downl oading two bl ocks may be adequate to recreate any
specific rnoédehg Iif nag fagmentyre mot @@ugnwyreteate lispevific fhdgnead)it ey stilhiog
applying a repair strategy anal ogous to traditional erasure codes, that of

downl oadi p@sdblbtdeksnshrictlie®iie Rik@r higbwhalRgfeh®© CA Jo@@dpﬁdﬂ@ﬂuﬂd&féﬁfb@t e all
the m ssing bl ocks nay be Ioglcal That is to say, the benefit of reduced

mai nt enan %@tnjaﬁ%jm’ g&ﬂt(déﬁﬁ fhaf 20 eflésalr@ﬁ(ﬁ Qd(aiI uafdl PEhehEGEREedE BQ ni ques

l'i ke RGC) on my m nse und a regime when not too many bl ocks are

unavai | abl e Iq%&edjt% r(ejc%fnlst?\%t é‘i\’rtaéﬁgrlitqgotggl'}& hﬁ%&t Xﬁiénut% Clstlﬂ)g(l{i]htﬁggltﬂFllltg lel

t hreshol d Por azy repair tho erasure cod ess han
this critical, value, then, the at nt t ransf er ffic to
recreate r}ﬁe§§?q‘|‘§teﬁ? BRERUSHHIgGLA 3Py gg{"g&"gf‘tﬁrgwklﬁg WPE ‘P’i ﬂBfObf’éi' hi que (of
downl oadi ng k fragnents to recreate whol e object, and then repl enish
m ssi ng fnag?qmpghgﬁhan by using SRC according to various enbodinents.
Recal | that r x (n+l)/2, Degr=Dpri=Dseci. One can determ ne xc as
foll ows. W need Degr DEC azy, inplying that 2n-2xc n-1+k-xc => xc=n+l -k.
1002021 Fligp194p Sﬂﬂ}%h@e;{]lh&&[ RIS ) dﬂf}agﬁlteﬁ@wage&l tscmaacvhm&dq vari ous
nmet hods |n accordance W th various émbodinments. In the di agram 1600, on a
horizontal |ine 1602, xth is shown, and on a vertical line 1604 a repair
traffic peécrtasond frappreantvhen @hoﬂme neacdded fragihents kg aitabld 66h lSd‘lOWS t he
average traffic per lost block for various choi ces of xth.

determined as:

D,=2 ifa>(n+1)/2
Dy <2p2+ k(1 —p2) ifax<(n+1)/2

[00198] In the following, overhead of recreating all missing fragments will be
described.
[00199] Above, the overheads to recreate one fragment have been studied. All the
missing fragments may be repaired, either in parallel (distributed in different parts cf the.

network) or in sequence. If all missing fragments are repéired in parallel, then the tctﬁl Z

overhead Dpy] of downloading necessary fragments is:
Dprlz(n_X)DX.

If they are recreated sequentially, then the overhead Dgeq of downloading necessary

fragments is:
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Furthernore, in the diagram 1600, the average anmount of network traffic to
transfer encoded fragnments per |ost fragnent is shown when the various | azy
vari ant s W0 20ep8B21are used, nanely parallel (shown by RCIiSG201DAOGSW t h
stars) and sequential (shown by a line 1608 with squares) repairs with
SRC, and (by default, sequential) repair when using EC (shown by a |line
1610 with di anonds). For each of the types of odes, ri=31 and k=8, for
exanpl e, SRC(31,8) and EC(31,8) nay be used for the results shown in

di agram 1600. The x-axis nmay represent threshold xth for lazy repair,
such that repairs are triggered odPsqi¥ Y hdnumber of avail able bl ocks for
an object is not nore than xth. Use of anzeager approach with SRC may i ncur
a constant overhead of two fragments per |ost block. [00203] It is to be
not ed t hatln bhder & digagtlpeomdpdre thermstheglsrod repaarfneditierenorefais steagiat-eagacessar y
meta-information (e.g., which node stores which fragment), but these may be
i gnored i noriEdZpparkfielifangd ey séfhchitdrepai®usibg SRCSabREING 1atyoepslr witk - | ar ge,
and data transFer of object fragnents domi nates the network traffic. This
assunption nmay be reasonable, since for small-objects, it is well known
that the ridHlonplfesisHEn Godes sprsides thaplagy Frpaisars tiggsregiviamea hesssld k5 %hf usi ng
erasures, and hence erasures are inpractical for small objects. 1002041
There may he s r al ntitativ nd _qualitative inplications t he above
observeq SRdpFLReafldHkR Yo A R, I Ty HEBNEOESEE o ng
solution like |l azy repair i ch advpcates waiting before repairs are

tri gger ed,™ %ﬂ?ﬁ%ﬁ@ OrYgﬂ?agg’é’F eﬁ‘ggf per lost fragnent, and is effective in
reduci ng total bandw dth consunption and outperfornms SRC (in terns of total
bandw dt h consunption), provided ujfggrib(rnesﬂgjd of repair xth is chosen to
be lower than xe. This is in itself not surprising. However, for many

typi cal choices of (n, k) in deployed systens such as (16, 10), or (517,
100), a samnie indured SR@erap, oleenp¥RAC isi applied, e agbreghtobamdwidhaisage for xc may be
too low, and waiting so long may nake the systemtoo vul nerable to any
further f @agerremin(as.veell aspotrlagyspanstaeaidshy thelsame ssunahg thasthemlaeshold t hat

is, waiting for hundred failures before triggering repairs seens both
unnecessary., and al so,>h{¥i12/ to repair 100 | ost fragments simultaneously
may | ead t 0O RUgEPHaAET dt h gi“kes. The systenis vulnerability to further
failures, as well as spiky bandw dth usage nmay be known probl ens of |azy

repair strgéR@| eSin thORAR o MRARIHLNGashR JbBEd, RiSs SERAE R BASHoddsi Ng SRC
according to various embodi ments may allow for a flexible choice of either

an eager Qfuhfgys &%‘d%lém;)g%gﬂi‘éﬁg ARGl tb%éx?@ﬂ@%@@{ Dhd ARRLRAGRES to carry

out repairs, where t IT cost per

fragment to be stored locally, and also recreates the remaining n—x¢,—1 fragments, and
stores these at other nodes. This leads to a total network traffic:

DEClazy=k+n—x¢h—1.
Eager strategy using traditional erasure codes may incur k downloads for each repair,
which may obviously be worse than all the other scenarios, so we ignore it in our
comparison.

[00201] Note that if less than half of the fragments are unavailable, as obs'erved in

Corollary 3, downloading two.blocks may be adequate to recreate any specific missing
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may stay constant for a wide range of values (up till xth (n+l1)/2). Such a
fl exi ble choice may nake it easier to also benefit fromthe primry
advant agewof2012awg92depai r i n peer-to-peer systens, nanmel PCTISG2MO0EHST
unnecessary repairs due to tenporary churn, w thout the drawbacks of (i)
havi ng to choose a threshold which | eads to systemvulnerability or (ii)
choose a much higher value of n in order to deal with such vulnerability
and (iii) have spiky bandw dth usage. [00206] In the following, a

qual i t at i \feaghieaC Wisenaso mbny blstkspae altdady mispay, applyisg agepSRGtratey be
described. [00207] It has been observed, |ike described above, that while
SRC is ef faﬁ@lb%dﬂﬁé th Braditioid] bag@8thdes! BaiETIdogm RANRABMKHIStkH SRGEreh@ teawhyle Out

mai nt enance of | ost redundancy in coding based distributed storage systens,

dependi ng Qi lock@h [ [ h&gm | azy
repair m."?&ﬁ?ﬂﬁ@ ?%glﬁ%ra%ﬁtge E% rrayOCkgr a?r{g)? )lg%ﬁlpgl%t gs?lr)ngghgi%rﬂr? t&gr nms of

toral bandehdibedinad %famgmarqﬂ g%efongggg%aéf S fer el G cg}e@u(é

several other pr ac I Sadvant a COI’ 1 ng rnrous

enbodi nen a further feature cordrn us jjents,

ot oh i | G oty e Pk TS e e Pt PRUPR e H G bEAE RERBIRNFE Ty o
carry out repairs of different fragnents |ndependently and in parallel (and
hence, quileklydefinkfx; rae e driticsl vahie, §uah that ifithénhyesheld o atylepaif fat furt her
faults occur during the repair operations, |eading to both performance
deterioration as well as, potentially, [oss of stored objects. [00209]

Consi der thgidoghil &a&tlrw;oa@seﬂgré 18ssftR4n BRSS! Vel Ofiéd, i bgeRSakMghat each
node in the storage network has an uplink/downlink capacity of 1 (coded)
fragnent per unit tinme. Further assume that the network has relatively
(rmuch) | angesfeagffie gateerchta maivdin blockSundy tedsisnpingohnstrabitionab eondqueda onabl y

wi th various networked storage system environnents. [00210] Consider that
for the BEdamaloadidg kdrdggientltd Yechearshslbosiedt, e théh RPRNish hligling faghengqy, a
HSRC( 15, 3) was used Because of -sone reasons (e.g., lazy repair or

corr el at eghdrady WiRSIRC h&br dh%}@%bﬁ‘@ém&ﬂ&‘rﬁéht@ Reesledaf forg ) E)/z nanel y
p(1), p(we) are unavail abl e ile fragnments p(wr715) are avail abl Tabl e |

enuner at es possrble pairs to reconstruct each of the nrssrng fraPnents.
fragment RegtdprEDreqrAnercen deleBwiae fees fllays. We need Degr < DEClazy, implying

that
2n—2x; <n—l+k—x;=> x;=n+1-k.

[00202] FIG. 16 shows a diagram 1600 illustrating a comparison of various methods in

accordance with various embediments. In the diagram 1600, on a horizontal line 1602,
Xth is shown, and on a vertical line 1604 a repair trafﬁc‘p:er lost fragments is showh_’, SO
that the diagram 1600 shows the average traffic per lost block for various choices of x¢h.

Furthermore, in the diagram 1600, the average amount of network traffic to transfer
encoded fragments per lost fragment is shown when the various lazy variants of repair are

used, namely parallel (shewn by a line 1606 with stars) and sequential (shown by a line
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p(w) p(w2) p(w3) p(wd) p(ws) p(we) (Awr), Pewn); (kwll), P(w')) (Ow7),
P(wi4-)); (*w8l), Omn) (p(wr), AL102*(1(w9), 0.01)):(p(02), owi 0)) (p(w8),
p(D13)); (WOway00s92402)) (1) (w9), P(wlid)); (13(WI), AwL3PLTSBRWPII0ENL3)) ;
(1) (wl2), kwl4)) 0027), 19(wl0)); (kws), kw'))

TABLE 11 SCENARI O SEVEN FRAGMENTS p(1), Oa6) ARE M SSI NG

1608 with squares) repairs with SRC, and (by default, sequential) repair when using EC
(shown by a line 1610 with diamonds). For each of the types of ¢odes, n=31 and k=8, for

example, SRC(31,8) and EC(31,8) may be used for the results shown in diagram 1600.

- The x-axis may represent the threshold x, for lazy repair, such that repairs are triggered:

only if the number of available blocks for an object is not more than x¢,. Use of an eager

approach with SRC may incur a constant overhead of two fragments per lost block.
[00203] Itis to be noted that there may be other messaging overheads to disseminate
necessary meta-information (e.g., which node stores which fragment), but these may be
ignored in FIG. 16, considering that the objects being stored are large, and data trénsfer
of object fragments dominates the network traffic. This assumption may be reasonable,
since for small-objects, it is well known that the meta-information storage overheads
outweigh the benefits of using erasures, and hence erasures are impractical for small
objects.

[00204] There may be several quantitative and qualitative implications of the above
observed behaviors. To start with, it is to be noted that an engineering solution like lazy
repair which advocates waiting before repairs are triggered, amortizes the repair cost per.

lost fragment, and is effective in reducing total bandwidth consumption and outperforms.

SRC (in terms of total bandwidth consumption), provided the threshold of repair xfhﬁié

chosen to be lower than x¢. This is in itself not surprising. However, for many typical

choices of (n, k) in deployed systems such as (16, 10), or (517, 100), a scheme like SRC

may be practical. In the former scenario, x; may be too low, and waiting so long may
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1002111 According to various enbodi nents, a potential schedule to downl oad
the avail abl e blocks at different nodes to recreate the m ssing fragnents
may be aswbabizong21ln first time slot, p(wil), p(wl0), PCWSG2)10/00@H5NMi ng,
p(wi3), p(wr) and p(w8) may be downl oaded separately by seven nodes trying
to recreate each ofp(1l), p(we) .respectively. In second time slot n(w 2),
p(wd), p(w), p(w o), p(wl3) and p(w a) may be downl oaded. Note that, besides
p(w3), all the other mssing blocks may now already be recreated. In third
ti me sl ot make\WcXystamytod eulderable aaaedfutther feitureadi €., pbor shbtas, health)t Inithe exanpl e,
six out of the seven m ssing blocks nmay be recreated within the tine taken

t o downl odslert 386h b ABEER Waitid o Buiidied fadfites BERE rigBtilierepAfslse@hebbthn t he
next tinme round, subject to the constraints that any node coul d downl oad or

upl oad onluxn&essﬁ%v, Aekalld) ngmgtto tdpaR- 100 02 E2dm EMEGrduftafbolily ma5 90 9f the

obj ect (for exanple according to a cormonly used hybrid Strategy) were to
be mai ntained, in t : t W I & i h 1.SSI ng

bl ocks, | (UgeRFAGlE aHE THE ollsblls MG, b TRER eaftrds R SEY RIS "0
mai nt ai ned, usi.ng commonl y, used erasure codes. wouyl d have taken at ' | east
nine time %ﬁl@q{se%fz‘f%‘qnb%om%ﬁf‘@ﬁ%ﬁ%ﬁw 5?%§glf:%at SRC according to
various enbodinments may allow for fast reconstruction of m ssing bl ocks.
[00214] AdRBOF] nAecerdiag logEowhHBRAGRARS USHERRCAFEPIING o YA, cal | ed
sel f-repairing codes, which are designed by taking into account

speci f i calempodimentsipayaadiont fos ¢ flexiblerchdics of ¢iher anicagst datoedusvah aweh sy st ens
may be provided. Self-repairing codes may achi eve excel lent properties in

terms of 'h&g @?&p&ﬁ @ﬁ%@?éﬁkﬁ?%%%%’ﬁ%&rg WhetiRE %r?éﬁ%ﬁr%stm

i mport ant I'y? OW- consunption for repaifs
f | exi bl e/ somewhat i ndependent choi ce of whether an eager or |azy repair

strategy is enployed),. (ii), parall.el. and indep to(Ehus yery fast)
repl eni shr%%t&%'fcoﬁgg%t f?l(e%ﬁ%ige{ﬁr&f)f\‘f\ﬁlgﬁs @Brtr%e{(ﬂé%qggp)éz mg’rlll)cn anyed%Qei% erasure
codes, the self-repairing property may be achi eved by marginally

conpr om SicAgic@Ma$ bkt & ch 88 th 2RO BEndM TroHAMRE pHhRFAHIN aRUES Haas); repdir mONver sel y,
utilizing marginally nore storage space to achieve equivalent static

resilienc Eﬁeﬁ‘@t@ J: j r I§E§.§ been

provi ded, %ger:lljatgi-p:es engl¥ﬁag{e d?gg\itolsl(f?rl eEiQSg ﬁﬂéggg‘éé atSe ere}Jr}%\sﬂﬁlévm. [ 00215]
VWil e the _i.aventiqn has bee: Lcyl arl s I W th

ref erence “E‘g“’é‘g‘é&g alwtl:) aé(ﬁﬁ)ggl? rl%gﬁﬁélo ?Lf)tog%ehayotllﬁegﬁ)%g“%% éga??g%%?g%gj those skilled
in the art that.various, changes,in.formand detail nay b de therein

wi t hout défﬂiﬂﬁﬁtb%yf”i@ cwgegﬁrwﬁn%ﬁavaﬂ%eo%ﬁl Bt to o iRt as def i ned by
t he appended cl ai ns. The scopggcgmﬁsh,e invention is thus indicated by the

appended dMHERRUERENG (1) Bavgrg ¥HBRESwi t hi n the neaning and range of

equi val encg of the clains are therefore intended to be enbraced. d ains
[00206] In the following, a qualitative discussion of fast parallel repairs using SRC

will be described.. |

[00207] | It has been obéewéd, like desé:ribed above, t_hét while SRC is effective 1n
significantly reducing bandwidth usage to carry (.)u't ma:infenance of lost redundanc;/ m L
coding based distributed storage systems, depending on system parameter choices, an
engineering solution like lazy repair while using traditional EC may (or not) outperform
SRC in terms of total bandwidth usage, even though using lazy repair with EC entails

several other practical disadvantages.
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What is clainmed is: 1. A data encodi ng nethod, conprising: inputting data
to be encoded; determ ning a polynom al so that an eval uation of the

pol ynoni aWO2P124008% of a first supporting point of the BO6MPREMOAN04ANAd a
second supporting point of the polynom al corresponds to the sum of an

eval uation of the polynomal at the first supporting point and an

eval uation of the polynom al at the second supporting point, wherein
coefficients of the polynom al are determ ned based on the data to be
encoded; 400208k neAcordigg ® yprona¢mbodinénts ndodesd fekura of SREmchyrdmgad uat i ng t he
pol ynom al at a plurality of supporting points. 2. The data encodi ng net hod
of cl ai m Yaribwsr dnktodincang) whichrgill b ifiwittckr sl wdaseddiatke foloWwingemaptedei nto a
plurality of encoding blocks. 3. The data encodi ng nethod of claim2,.

wher ei N atyolEifity 16 08rE R dirs @RlifRfent RezRetY HABH AU dnd SPPAEEel (£hdan

encodi ng tl§)I ock igf tﬁ%ﬁpl ur%l ity of engg%li ng bl gi%:ks. g[ Thepdat at(encodi ng

met hod Of1§+§%&%§ggkm§§5§t§ngﬁﬁa,ﬁgﬁ&ﬁk&b@ﬁmeqLugngfpﬂhup&ﬁmaﬁuﬁmym@sponds

to an enco urality of encodin ocks. 5. The data

encodi ng gt hroq%oepaﬁogsms/eagﬂlg (5(9 {)chtﬁl gllﬁgﬁnﬁf;% &)eté"rior%\’eog{a%it élea%,c tgltﬁﬁg,llgls otfhe

pl uralityr%ﬁalb CKS 1 S ne coerficrent ynom
stored objects. i

[00209] Consider the following scenario for ease of exposition: Assume that each node

in the storage network has an uplink/downlink capacity of 1 (coded) fragment per unit

time. Further assume that the network has relatively (much) larger aggregate bandwidth.

Such assumptions correspond reasonably with various networked storage system

environments.

[00210] Consider that for the Example 2, originaily n was chosen to be npax, that is to

say, a HSRC(15, 3) was used. Because of some reasons (e.g., lazy repair or correlated
failures), let us say that seven encoded fragments, namely p(1), ..., p(w®) are unavailable
while fragments p(W")...p(w"®) are available. Table II enumerates possible pairs to

reconstruct each of the missing fragments.

fragment _ suitable pairs to reconstruct
p(1) — (p(w?), p(w?))i(p(w™ ), p(w’?))
p(w) (p(w?), p(w'?));(p(w®), p(w?))
p(w?) | (p(wT), p(w'?))i(p(w?), p(wl)):(p(w!?), p(w!?))
p(w?) (p(w®), p(w!®))i(p(w'®), p(w!2))
p(w?) C(p(0), p(w))i(p(w!)), p(w!3))
p(w®) (p(w7), p(w'3)):(p(w!2), p(w'?))
p(w®) (p(w?), p(w'9)):(p(w?), p(w!?))
TABLE II ,
SCENARIO: SEVEN FRAGMENTS p(1), . .., p(w®) ARE MissING
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6. The data encodi ng nethod of any one of clains 2 to 5 wherein at |east
one encodi ng block of the plurality of encoding blocks is an el enent of a
finite fiwDAR12P08%Me dat a encodi ng nmet hod of claim6, WRETSGAWAOKRSENcOodi ng
bl ock of the plurality of encoding blocks is an elenent of the finite ,
field. 8. The data encoding nethod of any one of clainms 1 to 7, wherein the
polynom al is a polynomal p of the form wherein k is a positive integer,
and pi is an elenent of a finite field with a nunber of elenents '
correspond0oy1] o Acqoadieg toofaridus Embolilaits ageomtihngheduldwodiowatapthesi ng: 64
Inputting a plurality of encoded data itens; determ ning a pol ynom al that

COr r espoNQ@saildbld Bleck8 REHiERELnEA R td ROTate Al isOing Frapimentd afaybeds flldwsar i ty
criterion so that an evaluation of the polynomal at a sumof a first.

suppor t i ngn BeSt BneQlot! €{r‘@,@(&W,rﬂ(@hz),%%iﬁg,%@&’Gﬂ?(\wQH&’E){&"’)‘Hm%'h”t of the
pol ynom al corresponds t0 the sum of an evaluation of thée polynomal at the

(0L, SOPBRLEL 0B A, A0 EARY B, RS BPLIRRR Loy (1 second
generating. deGRUR IRl hPERE Dol P f e GO IS SN, pw'), pw'®) and p(w')
may be downloaded. Note that, besides p(w’), all the Gﬁer missing blocké may n.o:wv
already be recreated. In third time slot, p(wlzj may be ddwnloaded to recreate it. Thus, in
this example, six out of the seven missing blocks may be recreated within the time taken
to download two fragments, while the last block may be recreated in the next time round,
subject to the constraints that any node could download or upload only one block in unit
time.
[00212] Even ifa full copy of thé object (for example according to a commonly used
hybrid strategy) were to be maintained in the system, wit.h which to replenish the seven
missing blocks, it would have "taken seven time units. While, if no full copy was
maintained, using commonly used erasure codes would have taken at least nine time
units.
[00213] This example demonstrates that SRC according to various embodiments may
allow for fast reconstruction of missing blocks.
[00214]  According to Varidus embodiments, new fafniiy of codes, célled sélf-reﬁéifing
codes, which are designed by taking into account speciﬁc:ally the characteristics of .
distributed networked storage systems may be provided. Self-repairing_codes may

achieve excellent properties in terms of maintenance of lost redundancy in the storage

system, most importantly: (i) low-bandwidth consumption for repairs (with
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10. The data decodi ng nethod of claim9, wherein a supporting point is
assigned to each of the encoded data itens; wherein the polynomal is

det er m n&V02W0124148921t he eval uati on of the pol ynonm al at RCIEHGROWIVHG? poi nt
assigned to an encoded data itemof the plurality of data itenms corresponds
to the encoded data item 11. A data reconstruction nethod, conprising:
determ ning, for an encoded data itemthat is to be reconstructed, at |east
two other encoded data itens based on a pre-determ ned pol ynom al for which
an eval uatfleaiblgfonidwhapiadypeadén heite 6f whethedfin @ader bskazp teppwsirategy poi Nt of t he
pol ynom al and a second supporting point of the polynom al corresponds to

the sum ofeniployRYp (N ak01R1 ﬁfd 1th@eﬂdEnY(lHﬁ§‘@lry fakt) kdpferfidhinfeht SUPKOr t i ng poi nt
and an eval uation of the polynom al at the second supporting point; and

reconstr U%ddﬁgaﬁc? Bfr & e;;)rgcﬁioacoh{&&ﬂ& deg e dpSuIter@& {h%QQI@%;{aHﬁthd bas}ed on

t he determ ne ast t ot her enco ta it The da ta

reconstru net ho t [ assi gned
to each ofCp tr(%%gty enco 'i, g‘é %Jlﬂ&%]&ﬁaﬂihg&éﬂo &Fge}g%cnllse%} ?ﬁlgcgefglts t he at

| east two ot her enco ed dat a The data reconstr on net hod of
o m 11 GIOrES VP r CUBBFY TS aE N MG SOGEn SRt B b

mul tiplicative group. 14. The data reconstructl on SnfL@hod- 'OL claim13,
further c&ﬁb‘t”?@?‘r?@amfr%?heé‘cﬁfdﬂ&ﬁ abpve, thegretical fgupdspnsfapSHEsy pave hsent he
generator, determ ning a polynom al of the generator with a degree | ower
than the prexidrss anditylegicle ferekistabutehetorgnbaticdieen 9wrhat t he pol ynoni al
corresponds to the nonom al. 15. The data reconstruction nethod of claim
14, [00215] While the invention has been particularly shown and described with reference

to specific embodiments, it should be understood by those skilled in the art that various
changes in form and detail may be made therein without departing from the épirit and
scope of the invention as defined by the appended claims. The scope of the invention is
thus indicated by the appended claims and all changes which come within the meaning

and range of equivalency of the claims are therefore intended to be embraced.
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wherein the at | east two other encoded data itens are determ ned based on
the determ ning of the polynom al of the generator. 16. A data encodi ng
devi ce, EO@RPI2IBY1 an input circuit configured to i npuPCERGAVRODHOGIST
encoded; a polynom al determning circuit configured to determne a

pol ynom al so that an evaluation of the polynomal at a sumof a first
supporting point of the polynonial and a second supporting point of the
pol ynom al corresponds to the sum of an evaluation of the polynom al at the
first supporting point and an eval uadlaimsof the pol ynom al at the second
supporting point, wherein the coefficients of the polynom al are determ ned
based on t‘{) dat.a tq.be encoded; and a generating circuit configured to
generate a E‘ftd?%{lmﬂ 3f encoded data itens by evaluating the polynonial at
a plurality of supporting points. 17. The data encodi ng device of claim 16,
further conprising: a dividing circuit configured to divide the data to be
encoded irito a péural i %Xx of erbcodi ng.bl ocks. 18. The data encodi ng device
of claim 17, wAel34 fc] ﬁé‘ée&? oRE"R¥GE& i ci ent of the pol ynonial corresponds
to an encodi ng_ bl ock of the Iurglity of encodi ng bl ocks. 19. The data
encodi ng devi cé&nyftingdafatp pg encoded; ~ o

determining a polynomial so that an evaluation éf the polynomial at a sum bf a
first supporting point of the polynomial and 5 isecond supporting pointAo.fi the
pblynomial corresponds to the sum of an evaluation of the polynomial at the first
supporting point and an evaluation of the polynomial at the second supporting
point, wherein coefficients of the polynomial are determined based on thé data to
be encoded; and

geherating a plurality ‘of ehcoded data items by evaluating the polynomial at a

plurality of supporting Apoints.

2. The data encoding method of claim 1, further comprising:

dividing the data to be encoded into a plurality of encoding blocks.
3. The data encoding method of claim 2,
wherein at least one coefficient of the polyndmial corresponds to an enééding ‘

block of the plurality of encoding blocks.

4. The data encoding method of claim 3,
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wherein each coefficient of the polynom al corresponds to an encodi ng bl ock
of the plurality of encoding blocks. 20. The data encodi ng devi ce of any
one of clwDrB12108920 19, wherei n each bl ock of the pl uralPCTBGeé10BhGISKS | s
used in one coefficient of the polynomal. W) 2012/008921PCT/ SG2010/ 000457
21. The data encodi ng device of any one of clainms 17 to 20, wherein at

| east one encodi ng block of the plurality of encoding blocks is an el enent
of afinite field. 22. The data encodi ng device of claim 21, wherein each
encodi ng bl ock whtreiheachl coefficiehy o Dithe pobmdimi cbiregploadd © @nenebdingblockfoft he
finite field. 23. The data encodi ng device of any one of clains 16 to 22,

wher ei n the polheyhivaBly ofendddp@bieekel al p of the form k-1 p(X)=1pi X,

5. The data encoding method of any one of claims 2 to 4,
wherein each block of the plurality of blocks is used in one coefficient of the

polynomial.

6. The data encoding method of any one of claims 2 .to 5,
wherein at least one encoding block of the plurality of encoding blocks is an

element of a finite field.

7. The data encoding method of claim 6,
wherein each ehcoding block of the plurality of encoding blocks is an element of

the finite field.

8. The data encoding method of any one of claims 1 to 7,

wherein the polynomial is a polynomial p of the form

k-1 .
p(X)=) p X",

i=0
wherein k is a positive integer, and pj is an element of a finite field with aﬁ‘u‘rr'lbejr

of elements corresponding to a power of 2.

9. A data decoding method, comprising:
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i =0 wherein k is a positive integer, and pi is an elenent of a finite field
with a nunber of elenents corresponding to a power of 2. 24. A data

decodi ng WewIRMsLenpri si ng: an input circuit configur e®@CTHEG2OMOOD04&7
plurality of encoded data itens; a polynomal determining circuit
configured to determ ne a polynom al that corresponds to the encoded data
itenms based on a pre-defined simlarity criterion so that an eval uation of
the polynomal at a sumof a first supporting point of the polynomal and a
second suppor t inpyttigj aylumlitytdfengeley dowmiitamscor r esponds to the sum of an

eval uati on of the polynomal at the first supporting point and an

eval uation of bermiiRinePdIRhontial hREcHrRESUNds %8/ FRANntIdYd AR Hdms baded on a
coefficients determning circuit configured to determ ne coefficients of

the polynom al y,afdindd S86REEAHBtch SRR AldvA-atdd GFuhd pAPRYphigdt @GuinQf
gener ate decoded data based ‘'on the coefficients. 25. %he dat a decodi ng

gener at e decodcd data bes ef ficients. 25, decoding

encoed dat a i bons: “BREREk hof Y RRPOALAAL Y o sELoRT R PoRPGrl ot
fi d to de ' th I i al that .th | pyat | h

ol ynom ai ot BSLGHBNE ErFPRBTY CHoUT LD T AL BHEaDAAE AL BN 1 ne

plurality of data itenms corresponds to the enfodedldata ite 26. - A data
reconst ruct i on YRR PARHIG &} Rypluation of dhe ealyaamniz! dbther serend gPRPTRE; t
configured to determne, for an encoded data itemthat is to be '
reconstruct ed, Patt| east two other encoded dataitens based on a-
pre-determ ned pol ynom al for which an evaluation of the polynomal at a
sum of a fir st dsteppomgicegiisntstof dfe pohmopuilyarshi al and a second supporting
poi nt of the polynom al corresponds to the sumof an eval uation of the
pol ynom al at gheritingstecsded plaratbasg qnahaitoedfidersisnn eval uati on of the
pol ynom al at the second supporting point; and
10.  The data decoding method of claim 9,
wherein a supporting point is assigned to each of the encoded data items;
wherein the poiynomial is determined so that the evaluation of the polynomial at a

supporting point assigned to an encoded data item of the plurality of data items

corresponds to the encoded data item.

11. A datareconstruction method, comprising:
determining, for an encoded data item that is to be reconstructed, at least two
other encoded data items based on a pre-determined polynomial for which an ‘
evaluation of the polynomial at a sum of a first fsuipporting poinf of'the poly{nbimiél
and a second supporting point of the polynorhia:ﬂ conespoqu to the sun; ioif an '
evaluation of the polynomial at the first supporting point and an evaluation of the

polynomial at the second supporting point; and
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a reconstructing circuit configured to reconstruct the encoded data item
that is to be reconstructed, based on the determ ned at | east two ot her
encoded daO201278R1 WO 2012/ 008921PCT/ SG2010/ 000457 27 PCTIG 20141080457
reconstruction device of claim26, wherein a supporting point is assigned
to each of the encoded data itemthat is to be reconstructed and the at

| east two other encoded data itens. 28. The data reconstruction device of-
claim26 or 27, further conprising: a generator determning circuit
configured to daioﬁftfﬂcﬂﬁg ahgevedadt datadfena thalis kpbe cedonmeucgrdobpsed26h thehe dat a
reconstruction device of claim28, further conprising: a generator

pol ynom al det @efimined aQk4st Hird othetncdded@@tatimsf or a mononial of a
pre-determ ned degree of the generator, determ ne a polynom al of the

generator with a degree |lower than the pre-determ ned degree of the
nonom al, so that the polynom al corresponds to the nonom al. 30. The data

reconstru i on i qr] 2 n,the encoded data determ ning
circuit i gltzf urtTﬁlg\rél t%g% Stﬁdrcg 8133%?%13}%11 he at | east two ot her encoded
data items bas %Vqlegeqn gggpp%%negrpn(} gss1gne(§ to e;!%g o¥ rﬁ)encl,nacl)de%fdatta Eenq %{]?rlsat%or

be reconstructed and the at least two other encoded data items.

13. The_ data reconstruction method of claim 11 or 12, further comprising:

determining a generator of a multiplicative group.

14. The data reconstruction method of claim 13, further comprising:
for a monomial of a pre-determined degree of the generator, determining a
polynomial of the generator with a degree lower than the pre-determined degree

of the monomial, so that the polynomial corresponds to the monomial.

15. The data reconstruction method of claim 14,
wherein the at least two other encoded data items are determined based on the

~ determining of the polynomial of the generator.

16. A data encoding device, comprising:
an input circuit configured to input data to be encoded;
a polynomial determining circuit configured to determine a polynomial so that an

evaluation of the polynomial at a sum of a first supporting point of the polynomial

66



WO 2012/008921 PCT/SG2010/000457

17.

18.

19.

20.

and a second supporting point of the polynomial corresponds to the sum of an
evaluation of the polynbmial at the first supporting point and an evaluation of the
polynomial at the second supporting point, wherein the coefficients of the
polynomial are determined based on the data to be encoded; aﬁd

a generating circuit configured to generate a plurality of encoded data items by

evaluating the polynomial at a plurality of supporting points.

The data encoding device of claim 16, further cbmprising:
a dividing circuit configured to divide the data to be encoded into a plurality of

encoding blocks.

The data encoding device of claim 17,
wherein at least one coefficient of the polynomial corresponds to an encoding

block of the plurality of encoding blocks.

The data encoding device of claim 18,
wherein each coefficient of the polynomial corresponds to an encoding block of

the plurality of encoding blocks.
The data encoding device of any one of claims 175to 19,

wherein each block of the plurality of blocks. 1s used in one co_-efﬁcientjio'f: the .

polynomial.
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21.

22.

23.

24.

The data encoding device of any one of claims 17 to 20,
wherein at least one encoding block of the plurality of encoding blocks is an

element of a finite field.

The data encoding device of claim 21,
wherein each encoding block of the plurality of encoding blocks is an element of

the finite field.

The data encoding device of any one of claims 16 to 22,

wherein the polynomial is a'polynomial p of the form

k-l )
p(X)=> p X%,

i=0
wherein k is a positive integer, and pj is an element of a finite field with a number

of elements corresponding to a power of 2. -

A data decoding device, comprising;:

an input circuit configured to input a plurality of encoded data items;

a polynomial determining circuit configured to determine a polynomial that
coﬁesponds to the encoded data items based on a pre-defined similarity criterion
so that an evaluation of the polynomial at a sum :o‘f a first supporting pointj‘;’(‘)f thé _
polynomial and a second supporting point of thé polynomial correspond§ ito: the
sum of an evaluation of the polynomial at the first supporting point and an

evaluation of the polynomial at the second supporting point;
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25.

26.

a coefficients determining circuit configured to determine coefficients of the
polynomial; and
a decoded data generating circuit configured to generate decoded data based on

the coefficients.

The data decoding device of claim 24,

wherein a supporting point is assigned to each of the encoded data items;

wherein the polynomial determining circuit is fufther configured to detenhine thé
polynomial so that the evaluation of the polynomial at a supporting point assigned
to an encoded data item of the plurality of data items corresponds to the encoded

data item.

A data reconstruction device, comprising:

an encoded data determining circuit configured to determine, for an encoded data
item that is to be reconstructed, at least two othef encoded data items based on a
pre-determined polynofnial for which an evaluation of the polynomial at a sum of
a first ‘supporting point of the polynomial and a second supporting point of the
polynomial corresponds to the suﬁl of an evaluation of the polynomial at the first
supporting point and an evaluation of the polynomial at the second suppdrtiﬂg
point; and -

a reconstructing circuit configured to reconstm:ct;the encoded data itém that 1s tb

be reconstructed, based on the determined at least two other encoded data items. -
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27.

28.

29.

30.

The data reconstruction device of claim 26, .
wherein a supporting point is assigned to each of the encoded data item that is to

be reconstructed and the at least two other encoded data items.

The data reconstruction device of claim 26 or 27, further comprising:
a generator determining circuit configured to determine a generator of a

mﬁltiplicative group. -

The data reconstruction device of claim 28, further comprising;:

a generator polynomial determining circuit configured to, for a monomial of a
pre-determined degree of the generator, determine a polynomial of the generator
with a degree lower than the pre-determined degree of the monomial, so that the

polynomial corresponds to the monomial.

The data reconstruction device of claim 29,
wherein the encoded data determining circuit is further configured to determine
the at least two other encoded data items based on the determining of the

polynomial of the generator.
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