
DATA ENCODING METHODS, DATA DECODING METHODS, DATA RECONSTRUCTION METHODS,
DATA ENCODING DEVICES, DATA DECODING DEVICES, AND DATA RECONSTRUCTION
DEVICES Technical Field [0001]Embodiments relate to data encoding methods,
data decoding methods, data reconstruction methods, data encoding devices,
data decoding devices, and data reconstruction devices. Background
[0002]Erasure codes may provide a storage efficient alternative to
replication based redundancy in (networked) storage systems. They however
may entail high communication overhead for maintenance, when some of the
encoded fragments are lost and need to be replenished. Such overheads may
arise from the fundamental need to recreate (or keep separately) first a
copy of the whole object before any individual encoded fragment can be
generated and replenished. [0003]Therefore, there is a need for a way to
generate and replenish any individual encoded fragment without having to
acquire first a copy of the whole object.
Summary  [0004]In various embodiments, a data encoding method may be
provided. The data 



encoding method may include: inputting data to be encoded; determining a
polynomial so  that an evaluation of the polynomial at a sum of a first
supporting point of the polynomial and a second supporting point of the
polynomial corresponds to the sum of an evaluation of the polynomial at the
first supporting point and an evaluation of the polynomial at the second
supporting point, wherein coefficients of the polynomial are determined
based on the data to be encoded; and generating a plurality of encoded data
items by evaluating the polynomial at a plurality of supporting points.
[0005]In various embodiments, a data decoding method may be provided. The
data decoding method may include: inputting a plurality of encoded data
items; determining a polynomial that corresponds to the encoded data items
based on a pre-defined similarity criterion so that an evaluation of the
polynomial at a sum of a first supporting point of the polynomial and a
second supporting point of the polynomial corresponds to the sum of an
evaluation of the polynomial at the first supporting point and an
evaluation of the polynomial at the second supporting point; determining
coefficients of the polynomial; and generating decoded data based on the
coefficients. [0006]In various embodiments, a data reconstruction method
may be provided. The data reconstruction method may include: determining,
for an encoded data item that is to be reconstructed, at least two other
encoded data items based on a pre-determined polynomial for which an
evaluation of the polynomial at a sum of a first supporting point of the
polynomial and a second supporting point of the polynomial corresponds to
the sum of an evaluation of the polynomial at the first supporting point
and an evaluation of the polynomial at the second supporting point; and
reconstructing the encoded data item that is to be reconstructed, based on
the determined at least two other encoded data items.  WO
2012/008921PCT/SG2010/000457 [0007]In various embodiments, a data encoding
device may be provided. The data encoding device may include: an input
circuit configured to input data to be encoded; a polynomial determining
circuit configured to determine a polynomial so that an evaluation of the
polynomial at a sum of a first supporting point of the polynomial and a
second supporting point of the polynomial corresponds to the sum of an
evaluation of the polynomial at the first supporting point and an
evaluation of the polynomial at the second supporting point, wherein the
coefficients of the polynomial are determined based on the data to be
encoded; and a generating circuit configured to generate a plurality of
encoded data items by evaluating the polynomial at a plurality of
supporting points. [0008]In various embodiments, a data decoding device may
be provided. The data decoding device may include: an input circuit
configured to input a plurality of encoded data items; a polynomial
determining circuit configured to determine a polynomial that corresponds
to the encoded data items based on a pre-defined similarity criterion so
that an evaluation of the polynomial at a sum of a first supporting point
of the polynomial and a second supporting point of the polynomial
corresponds to the sum of an evaluation of the polynomial at the first
supporting point and an evaluation of the polynomial at the second
supporting point; a coefficients determining circuit configured to
determine coefficients of the polynomial; and a decoded data generating
circuit configured to generate decoded data based on the coefficients. 



[0009]In various embodiments, a data reconstruction device may be provided.
The data reconstruction device may include: an encoded data determining
circuit configured to determine, for an encoded data item that is to be
reconstructed, at least two other encoded data items based on a
pre-determined polynomial for which an evaluation of the  polynomial at a
sum of a first supporting point of the polynomial and a second supporting
point of the polynomial corresponds to the sum of an evaluation of the
polynomial at the first supporting point and an evaluation of the
polynomial at the second supporting point; and a reconstructing circuit
configured to reconstruct the encoded data item that is to be
reconstructed, based on the determined at least two other encoded data
items. Brief Description of the Drawings  100101In the drawings, like
reference characters generally refer to the same parts throughout the
different views. The drawings are not necessarily to scale, emphasis
instead generally being placed upon illustrating the principles of various
embodiments. In the following description, various embodiments of the
invention are described with reference to the following drawings, in which:
FIG. 1 shows an illustration of erasure codes for communication in
accordance with an embodiment;          FIG. 2 shows an illustration of
erasure codes for networked storage in accordance with an embodiment;
FIG. 3 shows an illustration of data reconstruction in a commonly used way;
FIG. 4 shows a flow diagram illustrating a data encoding method in
accordance with an embodiment;          FIG. 5 shows a flow diagram
illustrating a data decoding method in accordance with an embodiment; 



FIG. 6 shows a flow diagram illustrating a data reconstruction method in
accordance with an embodiment; FIG. 7 shows a data encoding device in
accordance with an embodiment; FIG. 8 shows a data encoding device in
accordance with an embodiment; FIG. 9 shows a data decoding device in
accordance with an embodiment; FIG. 10 shows a data reconstruction device
in accordance with an embodiment;         FIG. 11 shows a data
reconstruction device in accordance with an embodiment;         FIG. 12
shows an illustration of data reconstruction in accordance with an
embodiment;         FIG. 13 shows a diagram illustrating a validation of
static resilience analysis of various methods in accordance with various
embodiments;         FIG. 14 shows a diagram illustrating a comparison of
various methods in accordance with various embodiments;         FIG. 15
shows a diagram illustrating a comparison of various methods in accordance
with various embodiments; and         FIG. 16 shows a diagram illustrating
a comparison of various methods in accordance with various embodiments.
Description 



[0011]The following detailed description refers to the accompanying
drawings that show, by way of illustration, specific details and
embodiments in which the invention may be practiced. These embodiments are
described in sufficient detail to enable those skilled in the art to
practice the invention. Other embodiments may be utilized and structural,
logical, and electrical changes may be made without departing from the
scope of the invention. The various embodiments are not necessarily
mutually exclusive, as some embodiments can be combined with one or more
other embodiments to form new embodiments. 100121The data encoding device
may include a memory which is for example used in the processing carried
out by data encoding device. The data decoding device may include a memory
which is for example used in the processing carried out by data decoding
device. The data reconstruction device may include a memory which is for
example used in the processing carried out by data reconstruction device. A
memory used in the embodiments may be a volatile memory, for example a DRAM
(Dynamic Random Access Memory) or a non-volatile memory, for example a PROM
(Programmable Read Only Memory), an EPROM (Erasable PROM), EEPROM
(Electrically Erasable PROM), or a flash memory, e.g., a floating gate
memory, a charge trapping memory, an MRAM (Magnetoresistive Random Access
Memory) or a PCRAM (Phase Change Random Access Memory). 100131In an
embodiment, a "circuit" may be understood as any kind of a logic
implementing entity, which may be special purpose circuitry or a processor
executing software stored in a memory, firmware, or any combination thereof
Thus, in an  embodiment, a "circuit" may be a hard-wired logic circuit or a
programmable logic circuit such as a programmable processor, e.g. a
microprocessor (e.g. a Complex Instruction Set Computer (CISC) processor or
a Reduced Instruction Set Computer (RISC) processor). A "circuit" may also
be a processor executing software, e.g. any kind of computer program, e.g.
a computer program using a virtual machine code such as e.g. Java. Any
other kind of implementation of the respective functions which will be
described in more detail below may also be understood as a "circuit" in
accordance with an alternative embodiment. [0014]The word "exemplary" is
used herein to mean "serving as an example, instance, or illustration". Any
embodiment or design described herein as "exemplary" is not necessarily to
be construed as preferred or advantageous over other embodiments or
designs. [0015]In various embodiments, the terms 'fragment' and 'block' may
be used interchangeably. Depending on the context, the term 'data' may be
used to mean either fragment(s) or object(s). 



[0016]FIG. 1 shows an illustration 100 of erasure codes (EC) for
communication in accordance with an embodiment. In the illustration 100,
the way erasure codes are used for communication channels is illustrated. A
message 102 to be sent over a noisy channel may be split (like indicated by
arrow 104) into k blocks (wherein k may be a positive integer; for example
a first data block 106, a second data block 108, further data blocks 110,
and a k-th data block 112), which may be encoded (like indicated by arrow
114) into n (wherein n may be larger than k) blocks (for example a first
encoded block 116, a second encoded block 118, further encoded blocks 122,
and an n-th encoded block 126),  thus introducing redundancy. The
communication channel may erase some of the encoded blocks (for example a
first erased block 120, and a second erased block 124, like indicated by
stars in FIG. 1), but by the code property, the original message may be
recovered (like indicated by an arrow 130 for decoding and an arrow 132 for
de-blocking) out of any k received encoded blocks 128. [0017]FIG. 2 shows
an illustration 200 of erasure codes for networked storage in accordance
with an embodiment. In the illustration 200, it is illustrated how erasure
codes may be used for usage in networked storage. Data 202 as an object for
storing may be divided (like indicated by arrow 204) into k blocks (wherein
k may be a positive integer; for example a first data block 206, a second
data block 208, further data blocks 210, and a k-th data block 212). The k
blocks may be encoded, like indicated by arrow 214 into n (wherein n may be
larger than k) encoded blocks, for example a first encoded block 218, a
second encoded block 220, further encoded blocks 222, an j-th encoded block
224 (wherein j may be an integer smaller than or equal to n), still further
encoded blocks 226, and an n-th encoded block 228. The n encoded blocks may
be stored in n devices in the network 216. If up to n - k such devices fail
(for example a device storing the j-th encoded block 224 (like indicated by
a first star 230) and another device storing another encoded block (like
indicated by a second star 232)), it may still be possible to recover (like
indicated by an arrow 236 for decoding and an arrow 238 for de-blocking)
the whole data 202 based on only any k available encoded blocks 234.
[0018]FIG. 3 shows an illustration 300 of data reconstruction in a commonly
used way using erasure codes for networked storage. Various elements of the
illustration 300 may be similar to elements shown in the illustration 200
of FIG. 2, and the same  reference signs may be used and duplicate
description may be omitted. In the illustration 300, a maintenance process
in networked storage systems is shown. If a device goes offline (for
example the device storing the j-th encoded block 224, or another device
storing another block 302), the block it possessed is lost, and to keep
redundancy of the stored object in the network, the lost block should be
restored and stored in a new node. To reconstruct it, the regular procedure
is to first recreate the whole object (including downloading enough blocks
to reconstruct the whole object, or do something equivalent), from which
the missing block may be recreated. Alternatively, a node may need to store
a complete copy of the object, so that it can recreate missing blocks.
Then, the re-created blocks may be re-inserted into the devices, like
indicated by arrow 304. [0019]FIG. 4 shows a flow diagram 400 illustrating
a data encoding method in accordance with an embodiment. In 402, data to be
encoded may be inputted. In 404, a polynomial may be determined so that an
evaluation of the polynomial at a sum of a first supporting point of the
polynomial and a second supporting point of the polynomial corresponds to
or is equal to the sum of an evaluation of the polynomial at the first
supporting point and an evaluation of the polynomial at the second
supporting point, wherein coefficients of the polynomial may be determined
based on the data to be encoded. In 406, a plurality of encoded data items
may be generated by evaluating the polynomial at a plurality of supporting
points. 



[0020]According to various embodiments, a supporting point may be any
arbitrary non-zero point, for which the polynomial is evaluated, and the
correspondence described above holds for every supporting point.  WO
2012/008921PCT/SG2010/000457 [0021]According to various embodiments, the
polynomial may further be determined so that an evaluation of the
polynomial at a product of a value and a third supporting point of the
polynomial corresponds to or is equal to the product of the value and an
evaluation of the polynomial at the third supporting point. According to
various embodiments, the value may be an element of a finite field with a
number of elements corresponding to a power of two, and with a number of
elements lower than the number of elements of a finite field of which the
third supporting point may be an element. According to various embodiments,
the third supporting point may be different from the first supporting point
and the second supporting point. According to various embodiments, the
third supporting point may be equal to the first supporting point or to the
second supporting point. [0022]According to various embodiments, the
polynomial may be a weakly linearized polynomial, like will be explained in
more detail below. [0023]According to various embodiments, the data to be
encoded may be divided into a plurality of encoding blocks. [0024]According
to various embodiments, at least one coefficient of the polynomial may
correspond or may be equal to an encoding block of the plurality of
encoding blocks. According to various embodiments, each coefficient of the
polynomial may correspond to or may be equal to an encoding block of the
plurality of encoding blocks. According to various embodiments, each block
of the plurality of blocks may be used in one coefficient o f the
polynomial. 



[0025]According to various embodiments, at least one encoding block of the
plurality of encoding blocks may be or may include an element of a finite
field.  According to various embodiments, each encoding block of the
plurality of encoding blocks may be or may include an element of the finite
field. [0026]According to various embodiments, at least one supporting
point of the plurality of supporting points may be an element of a
multiplicative group, wherein the multiplicative group may be the finite
field without a zero element. [0027]According to various embodiments, a
generator of the multiplicative group may be determined. [0028]According to
various embodiments, the polynomial may be a polynomial p of the form
p(X)=EpiX , i=o wherein k may be a positive integer, and pi may be an
element of a finite field, for 



example with a number of elements corresponding to a power of 2, for every
integer i between 0 and k-1. [0029]FIG. 5 shows a flow diagram 500
illustrating a data decoding method in accordance with an embodiment. In
502, a plurality of encoded data items may be inputted. In 504, a
polynomial may be determined that corresponds to the encoded data items
based on a pre-defined similarity criterion so that an evaluation of the
polynomial at a sum of a first supporting point of the polynomial and a
second supporting point of the polynomial corresponds to or is equal to the
sum of an evaluation of the polynomial at the first supporting point and an
evaluation of the polynomial at the second supporting point. In 506,
coefficients of the polynomial may be determined. In 508, decoded data may
be generated based on the coefficients.  WO 2012/008921PCT/SG2010/000457
[0030]According to various embodiments, the polynomial may further be
determined so that an evaluation of the polynomial at a product of a value
and a third supporting point of the polynomial corresponds to or is equal
to the product of the value and an evaluation of the polynomial at the
third supporting point. According to various embodiments, the value may be
an element of a finite field with a number of elements corresponding to a
power of two, and with a number of elements lower than the number of
elements of a finite field of which the third supporting point may be an
element. According to various embodiments, the third supporting point may
be different from the first supporting point and the second supporting
point. According to various embodiments, the third supporting point may be
equal to the first supporting point or to the second supporting point.
[0031]According to various embodiments, the polynomial may be a weakly
linearized polynomial, like will be explained in more detail below.
[0032]According to various embodiments, a block of decoded data may be
generated based on at least one coefficient of the polynomial. According to
various embodiments, a plurality of blocks of decoded data may be generated
based on the coefficients of the polynomial. [0033]According to various
embodiments, the block of decoded data may 



correspond to or may be the at least one coefficient of the polynomial.
According to various embodiments, each block of decoded data of the
plurality of blocks of decoded data may correspond to or may be one of the
coefficients of the polynomial. [0034]According to various embodiments, the
decoded data may be generated based on the block of decoded data.  WO
2012/008921PCT/SG2010/000457 [0035]According to various embodiments, the
block of decoded data may include or may be an element of a finite field,
for example with a number of elements corresponding to a power of 2.
[0036]According to various embodiments, a supporting point may be assigned
to each of the encoded data items. According to various embodiments, the
polynomial may be determined so that the evaluation of the polynomial at a
supporting point assigned to an encoded data item of the plurality of data
items corresponds to the encoded data item. [0037]According to various
embodiments, at least one supporting point of the supporting points
assigned to the encoded data items may be or may include an element of a
multiplicative group, wherein the multiplicative group may be the finite
field without a zero element. [0038]According to various embodiments, a
generator of the multiplicative group may be determined. 



[0039]According to various embodiments, the polynomial may be a polynomial
p of the form k-1 p(X) = EpjX2 i=0 wherein k may be a positive integer, and
pi may be an element of a finite field, for example with a number of
elements corresponding to a power of 2, for every integer i between 0 and
k-1. [0040]FIG. 6 shows a flow diagram 600 illustrating a data
reconstruction method in accordance with an embodiment. In 602, for an
encoded data item that is to be reconstructed, at least two other encoded
data items may be determined based on a pre-  determined polynomial for
which an evaluation of the polynomial at a sum of a first supporting point
of the polynomial and a second supporting point of the polynomial
corresponds to or is equal to the sum of an evaluation of the polynomial at
the first supporting point and an evaluation of the polynomial at the
second supporting point. In 604, the encoded data item that is to be
reconstructed may be reconstructed, based on the determined at least two
other encoded data items. [0041]According to various embodiments, a
supporting point may be assigned to 



each of the encoded data item that is to be reconstructed and the at least
two other encoded data items. [0042]According to various embodiments, at
least one supporting point of the supporting points assigned to each of the
encoded data item that is to be reconstructed and the at least two other
encoded data items may be an element of a multiplicative group. According
to various embodiments, the multiplicative group may be a finite field
without a zero element. [0043]According to various embodiments, the
polynomial may be a polynomial p of the form p(X)= Epix i=0 wherein k may
be a positive integer, and pi may be an element of a finite field, for
example with a number of elements corresponding to a power of 2, for every
i between 0 and k-1. [0044]According to various embodiments, a generator of
the multiplicative group may be determined.  WO
2012/008921PCT/SG2010/000457 



[0045]According to various embodiments, for a monomial of a pre-determined
degree of the generator, a polynomial of the generator with a degree lower
than the predetermined degree of the monomial may be determined, so that
the polynomial corresponds to or is equal to the monomial. [0046]According
to various embodiments, the at least two other encoded data items may be
determined based on the determining of the polynomial of the generator.
[0047]FIG. 7 shows a data encoding device 700 in accordance with an
embodiment. The data encoding device 700 may include: an input circuit 702
configured to input data to be encoded; a polynomial determining circuit
704 configured to determine a polynomial so that an evaluation of the
polynomial at a sum of a first supporting point of the polynomial and a
second supporting point of the polynomial corresponds to or is equal to the
sum of an evaluation of the polynomial at the first supporting point and an
evaluation of the polynomial at the second supporting point, wherein the
coefficients of the polynomial are determined based on the data to be
encoded; and a generating circuit 706 configured to generate a plurality of
encoded data items by evaluating the polynomial at a plurality of
supporting points. The input circuit 702, the polynomial determining
circuit 704, and the generating circuit 706 may be coupled with each other,
e.g. via an electrical connection 708 such as e.g. a cable or a computer
bus or via any other suitable electrical connection to exchange electrical
signals. [0048]According to various embodiments, the polynomial determining
circuit rnay further be configured to determine the polynomial so that an
evaluation of the polynomial at a product of a value and a third supporting
point of the polynomial corresponds to or is equal to the product of the
value and an evaluation of the polynomial at the third  supporting point.
According to various embodiments, the value may be an element of a finite
field with a number of elements corresponding to a power of two, and with a
number of elements lower than the number of elements of a finite field of
which the third supporting point may be an element. According to various
embodiments, the third supporting point may be different from the first
supporting point and the second supporting point. According to various
embodiments, the third supporting point may be equal to the first
supporting point or to the second supporting point. [0049]According to
various embodiments, the polynomial may be a weakly linearized polynomial,
like will be explained in more detail below. 



[0050]FIG. 8 shows a data encoding device 800 in accordance with an
embodiment. The data encoding device 800 may, similar to the data encoding
device 700 of FIG. 7, include an input circuit 702, a polynomial
determining circuit 704, and a generating circuit 706. The data encoding
device 800 may furthermore include a dividing circuit 802, like will be
explained in more detail below. The input circuit 702, the polynomial
determining circuit 704, the generating circuit 706, and the dividing
circuit 802 may be coupled with each other, e.g. via an electrical
connection 804 such as e.g. a cable or a computer bus or via any other
suitable electrical connection to exchange electrical signals. Various
parts of the data encoding device 800 may be similar to or the same as
parts of the data encoding device 700 shown in FIG. 7, so that the same
reference signs may be used and duplicate description may be omitted.
[0051]According to various embodiments, the dividing circuit 802 may be
configured to divide the data to be encoded into a plurality of encoding
blocks.  WO 2012/008921PCT/SG2010/000457 [0052]According to various
embodiments, at least one coefficient of the polynomial may correspond to
or may include or may be an encoding block of the plurality of encoding
blocks. According to various embodiments, each coefficient of the
polynomial may correspond to or may be equal to an encoding block of the
plurality of encoding blocks. According to various embodiments, each block
of the plurality of blocks may be used in one coefficient of the
polynomial. [0053]According to various embodiments, at least one encoding
block of the plurality of encoding blocks may include or may be an element
of a finite field. According to various embodiments, each encoding block of
the plurality of encoding blocks may be or may include an element of the
finite field. [0054]According to various embodiments, at least one
supporting point of the 



plurality of supporting points may include or may be an element of a
multiplicative group. According to various embodiments, the multiplicative
group may be the finite field without a zero element. [0055]According to
various embodiments, the data encoding device 800 may further include a
generator determining circuit (not shown) configured to determine a
generator of the multiplicative group. [0056]According to various
embodiments, the polynomial may be a polynomial p of the form k-I p(X)=EpiX
, i=0  wherein k may be a positive integer, and pi may be an element of a
finite field, for example with a number of elements corresponding to a
power of 2, for every integer i between 0 and k-1. [0057]FIG. 9 shows a
data decoding device 900 in accordance with an embodiment. The data
decoding device 900 may include: an input circuit 902 configured to input a
plurality of encoded data items; a polynomial determining circuit 904
configured to determine a polynomial that corresponds to the encoded data
items based on a predefined similarity criterion so that an evaluation of
the polynomial at a sum of a first supporting point of the polynomial and a
second supporting point of the polynomial corresponds to or is equal to the
sum of an evaluation of the polynomial at the first supporting point and an
evaluation of the polynomial at the second supporting point; a coefficients
determining circuit 906 configured to determine coefficients of the
polynomial; and a decoded data generating circuit 908 configured to
generate decoded data based on the coefficients. The input circuit 902, the
polynomial determining circuit 904, the coefficients determining circuit
906, and the decoded data generating circuit 908 may be coupled with each
other, e.g. via an electrical connection 910 such as e.g. a cable or a
computer bus or via any other suitable electrical connection to exchange
electrical signals. 



[0058]According to various embodiments, the polynomial determining circuit
904 may further be configured to determine the polynomial so that an
evaluation of the polynomial at a product of a value and a third supporting
point of the polynomial corresponds to or is equal to the product of the
value and an evaluation of the polynomial at the third supporting point.
According to various embodiments. the value may be an  element of a finite
field with a number of elements corresponding to a power of two, and with a
number of elements lower than the number of elements of a finite field of
which the third supporting point may be an element. According to various
embodiments, the third supporting point may be different from the first
supporting point and the second supporting point. According to various
embodiments, the third supporting point may be equal to the first
supporting point or to the second supporting point. [0059]According to
various embodiments, the polynomial may be a weakly linearized polynomial,
like will be explained in more detail below. [0060]According to various
embodiments, the data decoding device 900 may further include a block
generating circuit (not shown) configured to generate a block of decoded
data based on at least one coefficient of the polynomial. According to
various embodiments, the block generating circuit may be configured to
generate a plurality of blocks of decoded data based on the coefficients of
the polynomial. [0061]According to various embodiments, the block of
decoded data may correspond to or may be the at least one coefficient of
the polynomial. According to various embodiments, each block of decoded
data of the plurality of blocks of decoded data may correspond to or may be
one of the coefficients of the polynomial. [0062]According to various
embodiments, the decoded data generator circuit 908 may further be
configured to generate the decoded data based on the block of decoded data.
[0063]According to various embodiments, the block of decoded data may be or
may 



include an element of a finite field, for example with a number of elements
corresponding to a power of 2.  WO 2012/008921PCT/SG2010/000457
[0064]According to various embodiments, a supporting point may be assigned
to each of the encoded data items. According to various embodiments, the
polynomial determining circuit may be further configured to determine that
polynomial so that the evaluation of the polynomial at a supporting point
assigned to an encoded data item of the plurality of data items corresponds
to or is equal to the encoded data item. [0065]According to various
embodiments, at least one supporting point of the supporting points
assigned to the encoded data items may be or may include an element of a
multiplicative group. According to various embodiments, the multiplicative
group may be the finite field without a zero element. [0066]According to
various embodiments, the data decoding device 900 may further include a
generator determining circuit (not shown) configured to determine a
generator of the multiplicative group. [0067]According to various
embodiments, the polynomial may be a polynomial p of the form k-I p(X)=
EpiX 



i=o wherein k may be a positive integer, and pi may be an element of a
finite field, for example with a number of elements corresponding to a
power of 2, for every integer i between 0 and k-1. [0068]FIG. 10 shows a
data reconstruction device 1000 in accordance with an embodiment. The data
reconstruction device 1000 may include: an encoded data determining circuit
1002 configured to determine, for an encoded data item that is to be
reconstructed, at least two other encoded data items based on a
pre-determined  polynomial for which an evaluation of the polynomial at a
sum of a first supporting point of the polynomial and a second supporting
point of the polynomial corresponds to or is equal to the sum of an
evaluation of the polynomial at the first supporting point and an
evaluation of the polynomial at the second supporting point; and a
reconstructing circuit 1004 configured to reconstruct the encoded data item
that is to be reconstructed, based on the determined at least two other
encoded data items. The encoded data determining circuit 1002 and the
reconstructing circuit 1004 may be coupled with each other, e.g. via an
electrical connection 1006 such as e.g. a cable or a computer bus or via
any other suitable electrical connection to exchange electrical signals.
[0069]According to various embodiments, a supporting point may be assigned
to each of the encoded data item that is to be reconstructed and the at
least two other encoded data items. [0070]According to various embodiments,
at least one supporting point of the supporting points assigned to each of
the encoded data item that is to be reconstructed and the at least two
other encoded data items may be an element of a multiplicative group.
According to various embodiments, the multiplicative group may be the
finite field without a zero element. [0071]According to various
embodiments, the polynomial may be a polynomial p of the form 



k-I p(X)=EpiX , i=o  wherein k may be a positive integer, and pi may be an
element of a finite field, for example with a number of elements
corresponding to a power of 2, for every integer i between 0 and k-1.
[0072]FIG. 11 shows a data reconstruction device 1100 in accordance with an
embodiment. The data reconstruction device 1100 may, similar to the data
reconstruction device 1000 of FIG. 10, include an encoded data determining
circuit 1002 and a reconstructing circuit 1004. The data reconstruction
device 1100 may further include a generator determining circuit 1102, like
will be explained in more detail below. The data reconstruction device 1100
may further include a generator polynomial determining circuit 1104, like
will be explained in more detail below. The encoded data determining
circuit 1002, the reconstructing circuit 1004, the generator determining
circuit 1102, and the generator polynomial generating circuit 1104 may be
coupled with each other, e.g. via an electrical connection 1106 such as
e.g. a cable or a computer bus or via any other suitable electrical
connection to exchange electrical signals. [0073]According to various
embodiments, the generator determining circuit 1102 may be configured to
determine a generator of the multiplicative group. [0074]According to
various embodiments, the generator polynomial determining circuit 1104 may
be configured to, for a monomial of a pre-determined degree of the
generator, determine a polynomial of the generator with a degree lower than
the predetermined degree of the monomial, so that the polynomial
corresponds to or is equal to the monomial.  



WO 2012/008921PCT/SG2010/000457 [0075]According to various embodiments, the
encoded data determining circuit 1102 may further be configured to
determine the at least two other encoded data items based on the
determining of the polynomial of the generator. [0076]In an embodiment, a
data encoding method may be provided. The data encoding method may include
generating a plurality of encoded data items by evaluating a polynomial,
which is linear under addition and has coefficients corresponding to data
to be encoded, at a plurality of supporting points. [0077]In various
embodiments, linear under addition may be understood to correspond to that
an evaluation of a sum of points is equal to the sum of evaluation of the
respective points. [0078]In an embodiment, a data decoding method may be
provided. The data decoding method may include generating decoded data
based on the coefficients of a determined polynomial which is linear under
addition and has been determined by interpolation based on the encoded
data. [0079]In an embodiment, a data reconstruction method may be provided.
The data reconstruction method may include reconstructing an encoded data
item that is to be reconstructed, based on at least two other encoded data
items, which have been determined based on a pre-determined polynomial
which is linear under addition. [0080]In an embodiment, a data encoding
device may be provided. The data encoding device may include a generating
circuit configured to generate a plurality of  encoded data items by
evaluating a polynomial, which is linear under addition and has
coefficients corresponding to data to be encoded, at a plurality of
supporting points. 



WO 2012/008921PCT/SG2010/000457 [0081]In an embodiment, a data decoding
device may be provided. The data decoding device may include a generating
circuit configured to generate decoded data based on the coefficients of a
determined polynomial which is linear under addition and has been
determined by interpolation based on the encoded data. [0082]In an
embodiment, a data reconstruction device may be provided. The data
reconstruction device may include a reconstruction circuit configured to
reconstruct an encoded data item that is to be reconstructed, based on at
least two other encoded data items, which have been determined based on a
pre-determined polynomial which is linear under addition. [0083]According
to various embodiments, devices and methods may be provided for erasure
codes to be used for networked data storage systems. Classical (n, k)
erasure codes coming from communication have the property that out of k'
encoded fragments, the original object may be reconstructed, wherein k' may
be larger or equal to k for general codes, and wherein k' may be equal to k
for maximum distance separable codes.. However, given a missing fragment,
this latter may not be recovered from a (relatively) small subset of other
fragments present in the network, and the whole object may be desired to be
rebuilt first, so as to again recreate the fragment to be replaced.
[0084]According to various embodiments, self-repairing codes as a new
family of erasure codes which not only have the property of reconstruction
of classical erasure codes, but further allow to rebuild missing encoded
fragments from others stored in the network may be provided. By analogy
with the reconstruction property, self repairing codes may allow any
fragment to be repaired out of a fixed number of present fragments,
independently of which specific blocks are missing, but depending only on
the number of such missing blocks. [0085]According to various embodiments,
erasure codes may provide a mapping, 



called encoding, of k pieces of information data into n > k pieces, adding
redundancy with the property that if a portion of the n encoded pieces is
erased, the original information data can still be recovered. According to
various embodiments, the best possible erasure codes may allow the loss of
up till n-k arbitrary encoded pieces. [0086]Erasure codes have originally
been studied in the context of communication channels, where a transmitter
sends pieces of information over a noisy channel that loses some of the
data sent, and the receiver needs to recover the transmitted message out of
the pieces it receives. [0087]According to various embodiments, another
application of erasure codes is storage. For example, compact discs may use
such redundancy for resilience against physical damages. Such redundancy
schemes may also be useful in networked storage systems like data-centers,
and peer-to-peer or cloud storage. [0088]In an embodiment of network
storage, the object to be stored may be encoded using an erasure code, and
the n generated fragments of the object may be given to n different nodes
in a network. Even if a fraction of the nodes become available, a node
which wants to have the whole object may download enough fragments to then
reconstruct it. [0089]According to various embodiments, networked
distributed storage may benefit from the research done in coding over
communication channels by applying erasure  codes as black boxes that
provide efficient distribution and reconstruction of the stored objects.
[0090]According to various embodiments, devices and methods may be provided
for a maintenance issue: In a volatile network where nodes may fail, or
come online and go offline frequently, different (new) nodes may be
provided with fragments of the stored data to compensate for the departure
of nodes from the system, and may replenish the level of redundancy (in
order to tolerate further faults in future). 



[0091]Commonly used erasure codes may provide a storage efficient
alternative to replication based redundancy in (networked) storage systems.
They however may entail high communication overhead for maintenance, when
some of the encoded fragments are lost and need to be replenished. Such
overheads may arise from the fundamental need to recreate (or keep
separately) first a copy of the whole object before any individual encoded
fragment can be generated and replenished. Recently, there has been intense
interest to explore alternatives, for example regenerating codes (RGC) and
hierarchical codes (HC). [0092]According to various embodiments, devices
andmethods are provided for recreating and storing of an encoded fragment
that is lost due to departure or failure of a node. [0093]The naive
approach would be for this node (or some other node) to download enough
fragments to recover the whole data, out of which it could recompute the
missing encoded fragment(s), and then restore it (these) in the system, for
example like shown in FIG. 3. Alternatively some node may be desired to
maintain a full copy of the object, which may recreate and restore the
missing fragments. These may be costly and  inefficient solutions: The
whole object may be desired to recover even a single missing encoded piece.
[0094]According to commonly used methods, encoding two bits into three by
X0Ring the two information bits may have the property that any two encoded
bits may be used to recover the third one, and an iterative construction
may be used where, starting from small erasure codes, a bigger code, called
hierarchical code (HC), may be built by X0Ring subblocks made by erasure
codes or their combinations. Thus a subset of encoded blocks may be enough
to regenerate a missing one. However, the size of this subset may vary,
from the minimal to the maximal number of encoded subblocks. The size of
such a subset may be determined by not only the number of lost blocks, but
also the specific blocks lost. This may be because of asymmetric/unequal
role and importance of different hierarchically encoded blocks. So, given a
number of encoded blocks lost, this strategy may need an arbitrary number
of other encoded blocks to carry out a repair. [0095]According to various
embodiments, self-repairing codes (SRC) may be provided, which are a family
of erasure codes with the properties that: (a) encoded fragments may be
repaired directly from other subsets of encoded fragments without having to
reconstruct first the original data. Furthermore, for example, based on the
analogy with the error correction capability of erasure codes, which may be
of any n-k losses independently of which losses, in SRCs, (b) a fragment
may be reconstructed from a fixed number of other encoded fragments, the
number depending only on how many encoded blocks are missing and
independent of which specific blocks are missing in order to improve the
maintenance of data storage. In other words: the following properties (a)
and (b) may be provided: (a) encoded fragments may be repaired directly 



from other subsets of encoded fragments without having to reconstruct first
the original data, ensuring that (b) a fragment may be repaired from a
fixed number of encoded fragments, the number depending only on how many
encoded blocks are missing and independent of which specific blocks are
missing. [0096]According to various embodiments, devices and methods may be
provided for a deterministic self-repairing code construction, for which
the desired properties may be achieved in practice. It is to be noted that
a deterministic self-repairing code construction may reduce algorithmic and
systems complexity of networked storage systems design. [0097]Erasure codes
are extensively used in network storage systems, such as data centers,
cloud storages, peer-to-peer storages. There are companies working
specifically on providing reliable data backup using networked storage.
According to various embodiments, self-repairing codes may have lower
maintenance overheads (for example, in terms of bandwidth, computation,
energy) and associated costs and systems design complexity. [0098]According
to various embodiments, self-repairing homomorphic codes for distributed
storage systems may be provided. [0099]According to various embodiments,
devices and methods may be provided that allow for not only low
communication overhead to recreate a missing fragment, but also independent
reconstruction of different missing fragments in parallel, for example in
different parts of the network. According to various embodiments, a
difference between SRCs and HCs may be that different encoded fragments in
HCs do not have symmetric roles (in other words: do not have equal
importance). Consequently the number of fragments required to replenish a
specific fragment in HCs may depend on which specific  fragments are
missing, and not solely on how many. Likewise, object reconstruction may
need different number of fragments depending on which fragments are
missing. RGCs may apply network coding over (n, k) erasure codes, and
provide network information flow based limits on the minimal maintenance
overheads. RGCs need to communicate with at least k other nodes to recreate
any fragment, and the minimal overhead may be achieved if only one fragment
is missing, and information may be downloaded from all the other n - 1
nodes. [00100] According to various embodiments, the static resilience of
SRCs with respect to traditional erasure codes may be investigated, like
will be explained in more detail below, and it may be observed that SRCs
may incur marginally larger storage overhead in order to achieve the
aforementioned properties. According to various embodiments, the SRC
properties may naturally translate to low communication overheads for
reconstruction of lost fragments, and allow reconstruction with lower
latency by facilitating repairs in parallel. According to various
embodiments, self-repairing codes may be provided for networked distributed
storage systems. 



[00101] Networked storage systems have gained prominence in recent years.
These may include various genres, including decentralized peer-to-peer
storage systems, as well as dedicated infrastructure based data-centers and
storage area networks. Because of storage node failures, or user attrition
in a peer-to-peer system, redundancy may be essential in networked storage
systems. This redundancy may be achieved using either replication, or
(erasure) coding techniques, or a mix of the two. Erasure codes may require
an object to be split into k parts, and mapped into n encoded fragments,
such that any k encoded fragments may be adequate to reconstruct the
original object. Such coding  techniques may be provided for providing
storage efficient redundancy, and may be particularly effective for storing
large data objects and for archival and data back-up applications. [00102]
Redundancy may be lost over time because of various reasons such as node
failures or attrition, and mechanisms to maintain redundancy may be
desired. It may be observed that while erasure codes may be efficient in
terms of storage overhead, maintenance of lost redundancy may entail large
overheads. A naive approach to replace a single missing fragment may desire
that k encoded fragments are first fetched in order to create the original
object, from which the missing fragment is recreated and replenished. This
means, for every lost fragment, k-fold more network traffic may be incurred
when applying such a naive strategy. [00103] Several engineering solutions
may partly mitigate the high maintenance overheads. One approach may be to
use a 'hybrid' strategy, where a full replica of the object may
additionally be maintained. This may ensure that the amount of network
traffic equals the amount of lost data. Recent works argue that the hybrid
strategy adds storage inefficiency and system complexity. Another
possibility is to apply lazy maintenance, whereby maintenance may be
delayed in order to amortize the maintenance of several missing fragments.
[00104] Lazy strategies may additionally avoid maintenance due to temporary
failures. Procrastinating repairs however may lead to a situation where the
system becomes vulnerable, and thus may require a much larger amount of
redundancy to start with. Furthermore, the maintenance operations may lead
to spikes in network resource usage.  [00105] It is to be noted at this
juncture that erasure codes had originally been designed in order to make
communication robust, such that loss of some packets over a communication
channel may be tolerated. Network storage has thus benefitted from the
research done in coding over communication channels by using erasure codes
as black boxes that provide efficient distribution and reconstruction of
the stored objects. [00106] Recently, there has been a renewed interest in
designing codes that are optimized to deal with the vagaries of networked
storage, particularly focusing on the maintenance issue. In a volatile
network where nodes may fail, or come online and go offline frequently, new
nodes may be desired to be provided with fragments of the stored data to
compensate for the departure of nodes from the system, and replenish the
level of redundancy (in order to tolerate further faults in future).
[00107] According to various embodiments, a new family of codes called
self-repairing codes (SRC), which may be used in typical networked storage
environments, may be provided. [00108] According to various embodiments,
the number of nodes necessary to reduce the reconstruction of a missing
block may be minimized, and lower bandwidth consumption may be present, and
also lower computational complexity of maintenance, as well as the
possibility for faster and parallel replenishment of lost redundancy may be
present. [00109] According to various embodiments, a concept of
self-repairing codes as (n, k) codes designed to suit networked storage
systems, that encode k fragments of an object into n encoded fragments to
be stored at n nodes, with the properties explained above may be provided.



[00110J According to various embodiments, .a family of codes may be
provided, which may be referred to as self-repairing codes (SRC), designed
as an alternative to erasure codes (EC) for providing redundancy in
networked storage systems, which allow repair of individual encoded blocks
using only few other encoded blocks. Like ECs, SRCs may also allow recovery
of the whole object using k encoded fragments, but unlike in ECs, these are
not any arbitrary k fragments. However, numerous specific suitable
combinations exist. 1001111 According to various embodiments, a
deterministic code construction, which may be referred to as Homomorphic
Self-Repairing Code (HSRC), may be provided. [00112] According to various
embodiments, HSRC self-repair operations may be computationally efficient.
It may be done by X0Ring encoded blocks, each of them including information
about all fragments of the object, though the encoding itself may be done
through polynomial evaluation, not by X0Ring. [00113] According to various
embodiments, for equivalent static resilience, marginally more storage may
be desired than for traditional erasure codes to achieve self-repairing
property. [00114] According to various embodiments, the need of few blocks
to reconstruct a lost block may translate to low overall bandwidth
consumption for repair operations. According to various embodiments, SRCs
may allow for both eager as well as lazy repair strategies for equivalent
overall bandwidth consumption for a wide range of practical system
parameter choices. They may also outperform lazy repair with the use of
traditional erasure codes for many practical parameter choices.  [00115]
According to various embodiments, by providing parallel and independent
repair of different encoded blocks, SRCs may facilitate fast replenishment
of lost redundancy, allowing a faster system recovery from a vulnerable
state than is possible with traditional codes. [00116] According to various
embodiments, linear coding through polynomials may be provided. [00117]
According to various embodiments, codes for networked storage systems may
be provided. [00118] In the following, the mechanisms behind erasure codes
design is briefly described. In what follows, Fq may denote the finite
field with q elements, and Fq the finite field without the zero element. If
q = 2m, an element x E Fq may be represented by an m-dimensional vector x =
(xi,. . . , xm) where xi E F2, i = 1, . ,m, coming from _ fixing a basis ,
namely x --1 where {1,w,...,wm-11 forms a F2-basis of Fq, and 



w is a root of an irreducible monic polynomial of degree m over F2. The
finite field F2 may be the two bits 0 and 1, with addition and
multiplication modulo 2. [00119] In the following, erasure codes will be
described. A linear (n, k, d) erasure code over a q-ary alphabet may be
formally a linear map c: IFqk  Fqn, s 1-4 c(s) which maps a k-dimensional
vector s to an n-dimensional vector c(s). The set C of codewords c(s), s eF
k, may form the code (or codebook). The third parameter d may refer to the
minimum distance of the code: d = min x#v Ec d(x, y) where the Hamming
distance d(x, y)  counts the number of positions at which the coefficients
of x and y differ. The minimum distance may describe how many erasures can
be tolerated, which may be known to be at most n-k, achieved by maximum
distance separable (MDS) codes. MDS codes thus may allow to recover any
codeword out of k coefficients. 1001201 Let o be an object of size M bits,
that is o E F2M, and let k be a positive integer such that k divides M. One
may write 0 = (01, 0k), oi E 1E'2AIR which may make use of a (n, k) code
over IF2mi1, that maps o to an Mn/k-dimensional binary vector x, or
equivalently, an n-dimensional vector x= (xi, ... xn), x E F2mik  1001211
In the following, Reed-Solomon Codes will be described. Since the work of
Reed and Solomon, it is known that linear coding may be done via polynomial
evaluation. In short, take an object o = (oi, 02, , ok) of size M, with
each oi in F2m/k, and create the polynomial p(X) = 01 + 02X Ok k -1 1r9M/k
[Xl. 



Now evaluate p(X) in n elements al, ..., an e F 2wk , to get the codeword
(P(cti)." p(an)), n < 2114/k L  [00122] Example 1: Suppose the object o =
(01, 02, 03, 04) has 4 bits, and we want to make k = 2 fragments: (7)1 =
(oi, 02) E F4, 02 = (03, 04) E F4. We use a (3, 2) Reed-Solomon code over
IF4, to store the file in 3 nodes. Recall that             {(ao, al), ao,
al E F2} = {ao aiw, a0, a1 G F2} where w2 = w + 1. Thus we may
alternatively represent each fragment as: oi = 01 + 02w E F4, 02 =03 + 04w
e IF4. The encoding may be done by first mapping the two fragments into a
polynomial p(X) e p(X) = (01 + 02w) + (o + ovv)X and then evaluating p(X)
into the three non-zero elements of F4, to get a codeword of length 3:
(p(1),P(w),p(w+1)) where p(1) = 01 + 03 + w(o2 + 04), p(w) = 01 + 04 + w(02
+ 03 +04), p(w2) = ol + 03 + 04 +w(02 +o3), so that each node gets two bits
to store: (01 +03, 02 +04) at node 1, (o1  04,02 +03 + 04) at node 2, (01
+03 + 04, 02 + 03) at node 3. [00123] In the following, homomorphic codes
will be described. Encoding linearly data as explained above may be done
with arbitrary polynomials.  



[00124] According to various embodiments, a particular class of polynomials
that may be used in the construction of homomorphic codes, a class of
self-repairing codes described in more detail below, may be provided.
[00125] According to various embodiments, linearized polynomials may be
provided. [00126] According to various embodiments, since we work over
finite fields that contains F2, recall that all operations are done in
characteristic 2, that is, modulo 2. Let a, b e IF2m, for some mThen we may
have that (a+b)2 = a2 2 ID and consequently 2' 2i. (a  )2i = E . (
.)a,3b-,i - i = a2i + b21, 'i > 1. ( 0' 3 j=_-_o [00127] According to
various embodiments, a linearized polynomial may be defined as follows.
[00128] Definition 1: A linearized polynomial p(X) over IFq, q = 2m, may
have the form k-1 13(X) = E PiXp E Fry- 



[00129] According to various embodiments, a weakly linearized polynomial
may be defined as follows. [00130] Definition 2: A weakly linearized
polynomial p(X) over Fq, q = 2m, may have the form k- 1 P(.-e1C-pi i=0 Vi E
F q:  We use the notation k since later on it will indeed correspond to the
number of data symbols that can be encoded with the proposed scheme.
1001311 In the following, a useful property of such polynomials will be
described. [00132] Lemma 1: Let a, b E IF2M and let p(X) be a weakly
linearized polynomial 2' given by p(X)= yk-I p. X . We have p(a + b) = p(a)
+ p(b). 



Proof: Note that if we evaluate p(X) in an element a+b E IF2m, we get,
using (1), that k-1k-1 p(a=pi (a  021Pi (a21 b21) = P(a) +P(b).
i=oi=oq.e.d. [00133] The above lemma may be strengthened by considering
instead a polynomial p(X) over IFq, q = r, of the form: k-1 p(X) =piX , pi
E F q, i=o where s = 21, 1m (1= m makes p(X) a linearized polynomial).
[00134] Then, the following Lemma may hold. [00135] Lemma 2: Let a, b E F2m
and let p(X) be the polynomial given by p(X)=Likiol, s=21, m >1 > 1. We
have p(ua + vb) = up(a) + vp(b), u, v E F. Proof: If we evaluate p(X) in ua
+ vb, we get 



k-1k-1 p(ua + vb) =(ua + vbpi((ua)+ (vb)s ) i=o again by (1), and k-1k-1k-1
i p(ua + vb) = E pi Otasi + vbs = u.E pia2' -1-1 v E pib2t using the
property that us = u for u e Fs.q.e.d. [00136] According to various
embodiments, self-repairing codes using weakly linearized polynomials may
be provided. [00137] According to various embodiments, to satisfy the
definition of self-repairing codes, an instance of explicit coding scheme
that fulfills the proposed properties may be provided. According to various
embodiments, an encoding procedure may be provided for the object to be
stored, based on evaluation of some forms of the above-defined linearized
polynomials. [00138] According to various embodiments, the object to be
stored may be cut into k fragments, each represented as an element of a
finite field, that form the k non-zero coefficients ofpolynomial, which may
then be evaluated in n values of a finite field so as to obtain a map from
k fragments to n > k fragments. According to various embodiments, a
linearized polynomial may be chosen for achieving the self-repairing
properties of the code. [00139] Commonly used erasure codes (for example,
Reed-Solomon codes) do not have this property. 



[00140] In what follows, Fq may denote the finite field with q elements.
[00141] According to various embodiments, data may be encoded by the
following steps:  1. Take an object o of length M, with k a positive
integer that divides M. Decompose o into k fragments of length M=k: 0 =
(01, ..., Ok); 01 E F2mik.  2. Take the polynomial, for example a (weakly)
linearized polynomial, with coefficients in F2m/k k-1 p(X) = Epax2t i=0 and
encode the k fragments as coefficients, namely take pi =i = 0,k-1.  3.
Evaluate p(X) in n non-zero values al, ..., an of F2m/k to get a
n-dimensional codeword (P(a1),   P(an)). [00142] According to various
embodiments, each p(ai) may be given to some network 



node i for storage. [00143] According to various embodiments, in order to
have a set of pairwise different p(ai), it may be desired that <2M1.(2)
[00144] According to various embodiments, decoding may be performed by
performing the following step: Given k linearly independent fragments, the
node that  wants to reconstruct the file may compute 21(-1 linear
combinations of the k fragments, which may give 2k-1 points in which p is
evaluated. [00145] According to various embodiments, Lagrange interpolation
may guarantee that it is enough to have 21-1+1 points (which we have, since
2k-1 21(-1+1) to reconstruct uniquely the polynomial p and thus the data
file. This may desire: 21-1+1 <21VIlk_l.(3) [00146] According to various
embodiments, a self-repairing property may be provided like will be
explained below. [00147] According to various embodiments, a codeword, for
example constructed with the procedure explained above, may be of the form
(p(ai),p(an)), where each coefficient may be in F2m/k and k<n<2m/k-1. In
the following, nmax may denote the maximum value that n can take, for
example nmax = 2m/k-1. It may be known that F2mik contains a basis 



B = {bi, . with MN linearly independent elements. [00148] According to
various embodiments, if ai, .., an are contained in B, then the code may
have no self-repairing property. [00149] According to various embodiments,
if n=2m/k-1, then, the ai, i=1,...,n, may be expressed as F2-linear
combinations of the basis elements, and we have from lemma 1 that if  Mlk
cti = E aiibi, (Teo E F2 , j=1 then Mik p(cti) = E j=1 



In words, that means that an encoded fragment may be obtained as a linear
combination of other encoded fragments. In terms of computational
complexity, this may further imply that the cost of a block reconstruction
is that of some XORs (one favorable case, when two terms are enough to
reconstruct a block, up to k - 1 in the worst case). [00150] According to
various embodiments, on the other hand, if al, ..., an are contained in B,
then the code may not have a selfrepairing property. [00151] According to
various embodiments, for any choice of a positive integer k that divides M,
we work in the finite field F2m/k. To do explicit computations in this
finite field, it may be convenient to use the generator of the
multiplicative group F*2m/k=F2m/k\ {0}, that may be denoted by w. A
generator may have the property that ,3f /k_,       =1, and there may be no
smaller positive power of w for which this is true. [00152] Example2:
Consider a case of an erasure code with n = 4 and k = 3 constructed as
follows. Take a data file o = (01, ..., 012) of M=12 bits, and choose k=3
fragments. We have that M/k=4, which satisfies 22+1=524-1=15.  According to
various embodiments, the file o may be cut into 3 fragments oi=(oi, 04),
02=(35, ..., 08), o3=(09, ..., 012) E F24. Let w be a generator of the
multiplicative 



group of F24, such that w4 = w + 1. According to various embodiments, the
polynomial used for the encoding may be 44 p(X) E oiwix + E+ E oi+8,"ix4.
According to various embodiments, the n-dimensional codeword may be
obtained by evaluating p(X) in n elements of 1F24, n 15=nmax by (2).
[00153] If we take n = 4 and evaluate the polynomial in w', i = 0; 1; 2; 3,
then 4 encoded fragments p(1), p(w), p(w2), p(w3) are linearly independent
and there is no self-rep air possible.  [00154] According to various
embodiments, the case of another erasure code, now with n = 7 and again k =
3 may be considered, for example, 1, w, w2, w4, w5, w8, w10, we get: (p(l),
p(w), p(w2), p(y4), p(w5), p(w8), p(wm)). [00155] Note that W4 = WW19=W W+1
2 W5 = W WW11 = w3  W2  W W8 -= W3  71)2=9 71) 



W7 = W3  W  1 'W13 W3 + W 2  W8 = 'W2 + 1- W3 + W9 = W3  WW15. [00156]
According to various embodiments, the self-repair may work like will be
described in the following for this example code. 5.  becomes unavailable.
We, or a new corner, can still get p(w5) by asking for p(w2) and p(w),
since p(w5) = p(w2 + w) = p(w2) + p(w). Thus, in this case only two encoded
blocks was adequate to retrieve one missing block, instead of three blocks
which are needed to reconstruct the whole object. Such two blocks may be
found corresponding to any specific missing block in this example. In fact
there may be multiple such pairs to reconstruct a specific block. One pair
instance to reconstruct any specific missing block for this example code is
shown below:  Missing block lv w2 U73 



W4 W5 W6 W7  Example block pair supporting repair w2. w5  w. W5 W2'. W6
103. 'W7 71). 1112 W2'. W3 W3. W4  [00157] Table I shows other examples of
missing fragments and which pairs can reconstruct them, depending on if 1,
2, or 3 fragments are missing at the same time. missing fragment(s) 



pairs to reconstruct missing fragment(s) p(1) P(w) p(w2) (P(tv), gw4));
(kw2), Pews )); (1)(w5 ), Pew th)) (P(1),P(w4));(7)(w2),P(w5));Ww8),P(w10))
(1)(1), P(w8));(P(w), P(w5));(0-04), Pew 1)) p(1) and p(w) (p(w2), p(w8))
or (p(w5), p(w1u)) for p(1) (p(w8), p(wit))) or (p(w ), p(w5)) for p(w)
p(1) and p(w) and 



p(w2) (p(w5),p(w1u)) for p(1) . (p(w8),p(w10)) for p(w) 03(w4), p(tuto))
for p(w2)  TABLE I WAYS OF RECONSTRUCTING MISSING FRAGMENT(S) IN EXAMPLE 2
[00158] According to various embodiments, the decoding to reconstruct the
object for this example may be performed as will be described in the
following. Since p(X) is of  degree 4, according to various embodiments, a
node that wants to recover the data may desired to have k = 3 linearly
independent fragments, say p(w), p(w2), p(w3), out of which it may generate
p(aw +bw2+cw3), a, b, c E {0,1}. Out of the 7 non-zero coefficients, 5 of
them may be enough to recover p(X). Note that these 5 coefficients may be
obtained from the three encoded fragments as shown. [00159] According to
various embodiments, the construction may be used to generate erasure codes
with other (larger) values of n and k, as well as other constant sized
subsets to recreate a specific block when any one arbitrary block is
missing. Furthermore, according to various embodiments, the construction
also naturally generalizes, so that again a constant sized subset (but more
than two, and determined only by the total number of missing blocks, but
not on which specific blocks) may be adequate to reconstruct all these
missing blocks (as long as the number of missing blocks is smaller than
n-k). [00160] According to various embodiments, again with n=7, w', i =1,
..., 7 may be considered, and then we get: (1)(w),P(w7)). 1001611 As a
further example, the following other 7 fragments could have been taken: 



(1)(1), P(w3), P(w4), P(v14),13(w), P(w7), P(w9)). [00162] According to
various embodiments, in the above example, instead of the generator w
chosen such that w4=w+1, another generator v could have been taken so that
v4=v3+1. [00163] According to various embodiments, another example may be
as follows: take M = 4, k = 2, that is the object of length M is cut into
two fragments  (ol, o2), (o3, o4). According to various embodiments, the
polynomial p(X) = (o j + wo2)X + (03 + wo4)X2 may be created where w2=w+1.
According to various embodiments, n=3 may be taken, and evaluated:
P(1),13(w),13(w2). This may satisfy n 2m/k-1=22-1=3 and 2+1=3 <22-1.
[00164] FIG. 12 shows an illustration 1200 of data reconstruction in
accordance with an embodiment. In the illustration 1200, a reconstruction
of lost redundancy is shown when using self-repairing codes (SRC) in
accordance with various embodiments. Various elements of the illustration
1200 may be similar to elements shown in the illustration 300 of FIG. 3,
and the same reference signs may be used and duplicate description may be
omitted. The illustration 1200 shows how, using self-repairing codes, a
missing block may be created on the fly using only a small subset of other
blocks, without the need to either download enough blocks to create a copy
of the object, or having to keep separately such a complete copy. According
to various embodiments, the size of this subset may be determined by the
number of unavailable blocks, but independent of which specific blocks are
unavailable. [00165] According to various embodiments, as shown in the
above example, given k 



fragments, there may be different values of n up to nmax, and different
choices of (al, ..., an} that can be chosen to define a self-repairing
code. According to various  embodiments, the set of ai may be chosen to
form a subspace of Fir.. This choice may results in a structure of the
code, for example an XOR-like structure. [00166] According to various
embodiments, though the encoded fragments may be obtained as XORs of each
other, each fragment may actually be containing information about all the
different fragments, which may be very different than a simple XOR of the
data itself. [00167] In the following, this code may be referred to as
Homomorphic SRC, and may be written as HSRC(n, k) to emphasize the code
parameters. The analysis that follows refers to this family of
self-repairing codes. [00168] In the following, the static resilience
analysis of various codes in accordance with various embodiments will be
described and homomorphic self-repairing codes in accordance with various
embodiments will be analysed. Static resilience of a distributed storage
system may be defined as the probability that an object, once stored in the
system, will continue to stay available without any further maintenance,
even when a certain fraction of individual member nodes of the distributed
system become unavailable. As a first evaluation of the proposed scheme, a
static resilience analysis, where it is studied how a stored object can be
recovered using HSRCs, compared with commonly used erasure codes will be
described, prior to considering the maintenance process, which will be
described in more detail afterwards. [00169] Let pfrag be the probability
that any specific node is available. Then, under the assumptions that node
availability is i.i.d (an independent and identically distributed random
variable), and no two fragments of the same object are placed on any same
node,  it may be considered that the availability of any fragment is also
i.i.d with probability Pfrag [00170] In the following, a network matrix
representation will be described. [00171] Recall that using the above
coding strategy, an object o of length M is decomposed into k fragments of
length M/k: 



o = (ohok), oi E F2m/k, which are further encoded into n fragments of same
length: P = (pie    , Pn) E F2M/, each of the encoded fragment pi is given
to a node to be stored. We thus have n nodes each possessing a binary
vector of length M/k, which can be represented as an n x M/k binary matrix
p1p1,1P1,1111k M=I=(4) Pn,1Pn ,Al/k with pi,j E F2. [00172] Example 3: In
Example 2, we have for n = 4 that M=I4, the 4-dimensional identity matrix,
while for n = 7, it is   



1 0 0 1 01 1  0 1 



0 1.10  1 ( 0 0 1 0  11 1  0 



0 0 0 00 0  Thus unavailability of a random node is equivalent to losing a
random row of the matrix M. If multiple random nodes (say n-x) become
unavailable, then the remaining x nodes provide x encoded fragments, which
can be represented by a xxM/k sub-matrix M of  M. For any given combination
of such x available encoded fragments, the original object may still be
reconstructed if we can obtain at least k linearly independent rows of M.
This may be equivalent to say that the object can be reconstructed if the
rank of the matrix Mx is larger than or equal to k. [00173] In the
following, a probability of object retrieval will be described. [00174]
Consider a (2d-1)xd binary matrix for some d> 1, with distinct rows, no all
zero row, and thus rank d. If we remove some of the rows uniformly randomly
with some 



probability 1-pfrag, then we are left with a xxd sub-matrix - where x is
binomially distributed. We define R(x, d, r) as the number of x x d
sub-matrices with rank r, voluntarily including all the possible
permutations of the rows in the counting. [00175] Lemma 3: Let R(x, d, r)
be the number of x x d submatrices with rank r of a tall (2d - 1) x d
matrix of rank d. We have that R(x, d, r) = 0 when (i) r = 0, (ii) r> x,
(iii) r = x, with x> d, or (iv) r < x but r> d. Then, counting row
permutations: r-1 RGE,= 11(2d _ 2i) if T =< d, . and for r < x with r d:
R(x, d, r) = R(x-1, d, r-1)(2d-2'1)+R(x-1, d, r)(2`-x).  Proof: There are
no non-trivial matrix with rank r = 0. When r> x, r = x with x> d, or r < x
but r> d, R(x, d, r) = 0 since the rank of a matrix cannot be larger than
the smallest of its dimensions. For the case when r = x, with x d, we
deduce R(x, d, r) as follows. To build a matrix Mx of rank x = r, the first
row can be chosen from any of the 2d-1 rows in M, and the second row should
not be a multiple of the first row, which gives 2d-2 choices. The third row
needs to be linearly independent from the first two rows. Since there are
22 linear combinations of the first two rows, which includes the all zero
vector which is discarded, we obtain 2d-22 choices. In general, the (i+l)st
row can be chosen from 2d-2I options that are linearly independent from the
i rows that have already been chosen. We thus obtain - 



R(x, d , r) = nrI (2d- 2') for r=x, x d. 1=0 For the case where r<x with r
d, we observe that xxd matrices of rank r can be inductively obtained by
either (I) adding a linearly independent row to a (x -1)x d matrix of rank
r - 1, or (II) adding a linearly dependent row to a (x-1)xd matrix of rank
r. We use this observation to derive the recursive relation R(x, d, r) =
R(x-1, d, r-1)(2(-f-1)+R(x-1, d, r)(2r-x), where 2d-1-(21-1-1) counts the
number of linearly independent rows that can be added, and 2r-1-(x-1) is on
the contrary the number of linearly dependent rows.q.e.d. 1001761 In the
following, the permutations that have been counted in the above analysis
will be removed by introducing a suitable normalization. [001771 Corollary
1: Let p(x,d,r) be the fraction of sub-matrices of dimension xxd with rank
r out of all possible sub-matrices of the same dimension. Then  p(x cl, r)
= dR(1:, d, r)R.(a; d, r) R.(x d, j)Cr -1x! Proof: It is enough to notice
that there are CT2a-1 ways to choose x rows out of the possible 2d-1
options. The chosen x rows can be ordered in x! permutations.Q.e.d. [00178]
In the following, the above results will be put together to compute the 



probability pobj of an object being recoverable when using an HSRC(n, k)
code to store a length M object made of k fragments encoded into n
fragments each of length M/k. [00179] Corollary 2: Using an HSRC(n, k), the
probability pobj of recovering the object is n d Pobj = E E p(x, d, 1.)C xn
P7-"g (1 - Pfrag )71-X ; x=k where d = log 2 n + 1. Proof: If n = nmax =
21"-i, we apply Lemma 3 and Corollary 1 with d = M/k. If n=2'-1, for some
integer i M/k such that n>k (otherwise there is no encoding), then M has
M/k-i columns which are either all zeros or all ones vectors, as shown on
Example 3. Thus the number of its sub-matrices of rank r is given by
applying Lemma 3 on the matrix obtained by removing these redundant
columns.q.e.d. [00180] FIG. 13 shows a diagram 1300 illustrating a
validation of static resilience analysis of various methods in accordance
with various embodiments. In the diagram 1300, validation of the analysis
with simulations is shown. On the horizontal axis 1302, pfrag is shown, and
on the vertical axis ' "^"-   diagram 1300 shows a validation of the static
resilience analysis of SRC. A line 1306 with stars shows results of a
simulation of the SRC(31,5) (in other words: an SRC with n=31 and k=5 like
described above).A dashed line 1308 shows results of an analysis of the
SRC(31,5). A line 1310 with squares shows results of a simulation of the
SRC(15,4). A line 1312 shown in solid line shows results of an analysis of
the SRC(15,4). As can be observed from the diagram 1300, a precise match
may be obtained between analysis and simulations. 



[00181] In the following, a comparison of codes in accordance with various
embodiments with commonly used erasure codes will be described. [00182] Let
us compare the storage overhead of the proposed scheme against standard
erasure codes. If we use a (n, k) erasure code, then the probability that
the object is recoverable is: pobi=EcTpif"g(i_pf"g)-i z=k [00183] FIG. 14
shows a diagram 1400 illustrating a comparison of various methods in
accordance with various embodiments. On the horizontal axis 1402, pfrag is
shown and on the vertical axis 1404, pobi is shown, so that the diagram
1400 shows a comparison of SRC with EC. A line 1406 with squares shows
results for an EC(31,4) (in other words: an EC with n=31 and k=4, like
described above). A solid line 1408 shows results for an SRC(31,4). A line
1410 with stars shows results for an EC(15,4). A dashed line 1412 shows
results for an SRC(15,4).  [00184] FIG. 15 shows a diagram illustrating a
comparison of various methods in accordance with various embodiments. On
the horizontal axis 1502, pfrag is shown and on the vertical axis 1504,
pobi is shown, so that the diagram 1500 shows a comparison of SRC with EC.
A line 1506 with squares shows an results for EC(63,5). A solid line 1508
shows results for an SRC(63,5). A line 1510 with stars shows results for an
EC(31,5). A dashed line 1512 shows results for an SRC(31,5). [00185] As
shown in FIGS. 14 and 15, the static resilience achieved using the proposed
homomorphic SRC with that of traditional erasure codes (EC) is compared.
[00186] In order to achieve the self-repairing property in SRC according to
various embodiments, it may be desired to introduce extra 'redundancy' in
its code structure, but it is to be noticed from the comparisons that this
overhead is in fact marginal. For the same storage overhead n/k, the
overall static resilience of SRC is only slightly lower than that of EC,
and furthermore, for a fixed k, as the value of n increases, SRC's static
resilience gets very close to that of EC. Furthermore, even for low storage
overheads, 



with relatively high pfrag, the probability of object availability is
indeed 1. In any storage system, there may be a maintenance operation to
replenish lost fragments (and hence, the system may operate for high values
of pfrag) Like will be explained below, SRCs according to various
embodiments may have significantly lower maintenance overheads. These may
make SRCs a practical coding scheme for networked storage. [00187] In the
following, communication overheads of self-repair will be described.
[00188] In the above, the probability of recovering an object if it so
happens that only pfrag fraction of nodes which had originally stored the
encoded fragments continue to remain available has been described, while
lost redundancy is yet to be replenished. Such a situation may arise either
because a lazy maintenance mechanism is applied, which triggers repairs
only when redundancy is reduced to certain threshold, or else because of
multiple correlated failures before repair operations may be carried out.
In the following, the communication overheads in such embodiments will be
investigated. It is to be noted that this may be really the regime in which
we need an analysis, since in absence of correlated failures, and assuming
that an eager repair strategy is applied, whenever one encoded block is
detected to be unavailable, it is immediately replenished. The HSRC in
accordance with various embodiments may ensures that this one missing
fragment can be replenished by obtaining only two other (appropriate)
encoded fragments, thanks to the HSRC subspace structure. [00189]
Definition 3: The diversity 6 of SRC may be defined as the number of
mutually exclusive pairs of fragments which can be used to recreate any
specific fragment. [00190] In Example 2, it can be seen easily that 5=3.
Let us assume that p(w) is missing. Any of the three exclusive fragment
pairs, namely ((p(1), P(w4)); (170(w2), P(w5)) or (p(w8), p(w1)) may be
used to reconstruct p(w). See Table I for other examples. [00191] Lemma 4:
The diversity 6 of a HSRC(n, k) is (n - 1)/2. Proof: We have that n=2d-1
for some suitable d. The polynomial p(x) is evaluated in a =d-1a w, where
ai e {0, 1) and (an, ..., ad_i) takes all the possible 2" values, but  for
the whole zero one. Thus for every a, we can create the pairs (a-F0,0)
where takes 2d-2 possible values, that is all values besides 0 and a. This
gives 2d-2 (which is equal to n - 1) pairs, but since pairs (a+0,(3) and
(13,ce+13) are equivalent, we have (n - 1)12 distinct such pairs.q.e.d.
[00192] In the following, a further property of SRC in accordance with
various embodiments, that may be inferred from its diversity, will be
described. 



[00193] Corollary 3: For a Homomorphic SRC, if at least (n+1)12 fragments
are available, then for any of the unavailable fragments, there exists some
pair of available fragments which is adequate to reconstruct the
unavailable fragment. Proof: Consider any arbitrary missing fragment a. If
up to (n-1)/2 fragments were available, in the worst case, these could
belong to the (n -1)12 exclusive pairs. However, if an additional fragment
is available, it will be paired with one of these other fragments, and
hence, there will be at least one available pair with which a can be
reconstructed.
Q.e.d [00194] In the following, overheads of recreating one specific
missing fragment will be described. [00195] Recall that x is defined as the
number of fragments of an object that are available at a given time point.
For any specific missing fragment, any one of the corresponding mutually
exclusive pairs may be adequate to recreate the said fragment. From
Corollary 3 we know that if x (n+1)12 then two downloads are enough.
Otherwise, we need a probabilistic analysis. Both nodes of a specific pair
are available with probability (x/n)2. The probability that only two
fragments are enough to recreate the missing fragment is p2=1-(1-(x/n)2)6.
[00196] If two fragments are not enough to recreate a specific fragment, it
may still be possible to reconstruct it with larger number of fragments. A
loose upper bound can be estimated by considering that if 2 fragments are
not adequate, k fragments need to be downloaded to reconstruct a fragment
(note that in fact, often fewer than k fragments will be adequate to
reconstruct a specific fragment), which happens with a probability
1-p2=(1-(x/n)2)(5. [00197] Thus the expected number Dx of fragments that
need to be downloaded to recreate one fragment, when x out of the n encoded
fragments are available, can be determined as: Dx = 2 if a; >(n+ 1)/2 Dx <
21)k(1 - p2) if x <+ 1)/2. [00198] In the following, overhead of recreating
all missing fragments will be described. 



[00199] Above, the overheads to recreate one fragment have been studied.
All the missing fragments may be repaired, either in parallel (distributed
in different parts of the network) or in sequence. If all missing fragments
are repaired in parallel, then the total overhead Dpr ] of downloading
necessary fragments is: Dpr]=(n-x)Dx. If they are recreated sequentially,
then the overhead Dseq of downloading necessary fragments is:  Dseq =E  In
order to directly compare the overheads of repair for different repair
strategies - eager, or lazy parallelized and lazy sequential repairs using
SRC, as well as lazy repair with traditional erasure codes, consider that
lazy repairs are triggered when a threshold x = xth of available encoded
fragments out of n is reached. If eager repair were used for SRC encoded
objects, download overhead of Degr = 2(n - xth) may be incurred. Note that,
when SRC is applied, the aggregate bandwidth usage for eager repair as well
as both lazy repair strategies is the same, assuming that the threshold for
lazy repair xth (n + 1)12.. [00200] In the setting of traditional erasure
codes, let us assume that one node downloads enough (k) fragments to
recreate the original object, and recreates one 



fragment to be stored locally, and also recreates the remaining n-xth-1
fragments, and stores these at other nodes. This leads to a total network
traffic: DECIa zy=k+n-xth- 1 . Eager strategy using traditional erasure
codes may incur k downloads for each repair, which may obviously be worse
than all the other scenarios, so we ignore it in our comparison. [00201]
Note that if less than half of the fragments are unavailable, as observed
in Corollary 3, downloading two blocks may be adequate to recreate any
specific missing fragment. When too many blocks are already missing,
applying a repair strategy analogous to traditional erasure codes, that of
downloading k blocks to recreate the whole object, and then recreate all
the missing blocks may be logical. That is to say, the benefit of reduced
maintenance bandwidth usage for SRC (as also of other recent techniques
like RGC) only may make sense under a regime when not too many blocks are
unavailable. Let us define xc as the critical value, such that if the
threshold for lazy repair in traditional erasure codes xth is less than
this critical value, then, the aggregate fragment transfer traffic to
recreate missing blocks may be less using the traditional technique (of
downloading k fragments to recreate whole object, and then replenish
missing fragments) than by using SRC according to various embodiments.
Recall that for x (n+1)/2, Degr=Dpri=Dseci. One can determine xc as
follows. We need Degr DEClazy, implying that 2n-2xc n-1+k-xc => xc=n+l-k.
1002021 FIG. 16 shows a diagram 1600 illustrating a comparison of various
methods in accordance with various embodiments. In the diagram 1600, on a
horizontal line 1602, xth is shown, and on a vertical line 1604 a repair
traffic per lost fragments is shown, so that the diagram 1600 shows the
average traffic per lost block for various choices of xth. 



Furthermore, in the diagram 1600, the average amount of network traffic to
transfer encoded fragments per lost fragment is shown when the various lazy
variants of repair are used, namely parallel (shown by a line 1606 with
stars) and sequential (shown by a line  1608 with squares) repairs with
SRC, and (by default, sequential) repair when using EC (shown by a line
1610 with diamonds). For each of the types of odes, ri=31 and k=8, for
example, SRC(31,8) and EC(31,8) may be used for the results shown in
diagram 1600. The x-axis may represent the threshold xth for lazy repair,
such that repairs are triggered only if the number of available blocks for
an object is not more than xth. Use of an eager approach with SRC may incur
a constant overhead of two fragments per lost block. [00203] It is to be
noted that there may be other messaging overheads to disseminate necessary
meta-information (e.g., which node stores which fragment), but these may be
ignored in FIG. 16, considering that the objects being stored are large,
and data transfer of object fragments dominates the network traffic. This
assumption may be reasonable, since for small-objects, it is well known
that the meta-information storage overheads outweigh the benefits o f using
erasures, and hence erasures are impractical for small objects. 1002041
There may be several quantitative and qualitative implications of the above
observed behaviors. To start with, it is to be noted that an engineering
solution like lazy repair which advocates waiting before repairs are
triggered, amortizes the repair cost per lost fragment, and is effective in
reducing total bandwidth consumption and outperforms SRC (in terms of total
bandwidth consumption), provided the threshold of repair xth is chosen to
be lower than xe. This is in itself not surprising. However, for many
typical choices of (n, k) in deployed systems such as (16, 10), or (517,
100), a scheme like SRC may be practical. In the former scenario, xc may be
too low, and waiting so long may  make the system too vulnerable to any
further failures (i.e., poor system health). In the later scenario, that
is, waiting for hundred failures before triggering repairs seems both
unnecessary, and also, trying to repair 100 lost fragments simultaneously
may lead to huge bandwidth spikes. The system's vulnerability to further
failures, as well as spiky bandwidth usage may be known problems of lazy
repair strategies. [00205] According to various embodiments, using SRC
according to various embodiments may allow for a flexible choice of either
an eager or lazy (but with much higher threshold xth) approaches to carry
out repairs, where the repair cost per lost block 



may stay constant for a wide range of values (up till xth (n+1)/2). Such a
flexible choice may make it easier to also benefit from the primary
advantage of lazy repair in peer-to-peer systems, namely, to avoid
unnecessary repairs due to temporary churn, without the drawbacks of (i)
having to choose a threshold which leads to system vulnerability or (ii)
choose a much higher value of n in order to deal with such vulnerability,
and (iii) have spiky bandwidth usage. [00206] In the following, a
qualitative discussion of fast parallel repairs using SRC will be
described. [00207] It has been observed, like described above, that while
SRC is effective in significantly reducing bandwidth usage to carry out
maintenance of lost redundancy in coding based distributed storage systems,
depending on system parameter choices, an engineering solution like lazy
repair while using traditional EC may (or not) outperform SRC in terms of
total bandwidth usage, even though using lazy repair with EC entails
several other practical disadvantages.  [00208] According to various
embodiments, a further feature of SRC according to various embodiments,
which will be further showcased in the following, may be the possibility to
carry out repairs of different fragments independently and in parallel (and
hence, quickly). If repair is not fast, it may be possible that further
faults occur during the repair operations, leading to both performance
deterioration as well as, potentially, loss of stored objects. [00209]
Consider the following scenario for ease of exposition: Assume that each
node in the storage network has an uplink/downlink capacity of 1 (coded)
fragment per unit time. Further assume that the network has relatively
(much) larger aggregate bandwidth. Such assumptions correspond reasonably
with various networked storage system environments. [00210] Consider that
for the Example 2, originally n was chosen to be nmax, that is to say, a
HSRC(15, 3) was used. Because of some reasons (e.g., lazy repair or
correlated failures), let us say that seven encoded fragments, namely
p(1),p(w6) are unavailable while fragments p(w715) are available. Table II
enumerates possible pairs to reconstruct each of the missing fragments.
fragment suitable pairs to reconstmet p(1) 



p(w) p(w2)  p(w3)  p(w4)  p(w5)  p(w6)  (Aw7),Pewn);(kw11),P(w")) (Ow7),
P(w14-));(*w81), Own) (p(w7), A102*(1(w9), 0.01)):(p(02), owi0)) (p(w8),
p(D13));(p(w10), p(02)) (1)(w9), P(w14));(13(Wil), Aw13)) (P(w7), kw13));
(1)(w12), kw14)) 0027), 19(w10));(kw8), kw"))
TABLE II SCENARIO: SEVEN FRAGMENTS p(1),Ow6) ARE MISSING 



1002111 According to various embodiments, a potential schedule to download
the available blocks at different nodes to recreate the missing fragments
may be as follows: In first time slot, p(w11), p(w10), p(w 12), nothing,
p(w13), p(w7) and p(w8) may be downloaded separately by seven nodes trying
to recreate each ofp(1),p(w6) respectively. In second time slot n(wi2),
p(w8), p(w), p(wio),p(w13) and p(wia) may be downloaded. Note that, besides
p(w3), all the other missing blocks may now already be recreated. In third
time slot, p(w12) may be downloaded to recreate it. Thus, in this example,
six out of the seven missing blocks may be recreated within the time taken
to download two fragments, while the last block may be recreated in the
next time round, subject to the constraints that any node could download or
upload only one block in unit time. [00212] Even if a full copy of the
object (for example according to a commonly used hybrid strategy) were to
be maintained in the system, with which to replenish the seven missing
blocks, it would have taken seven time units. While, if no full copy was
maintained, using commonly used erasure codes would have taken at least
nine time units. [00213] This example demonstrates that SRC according to
various embodiments may allow for fast reconstruction of missing blocks.
[00214] According to various embodiments, new family of codes, called
self-repairing codes, which are designed by taking into account
specifically the characteristics of distributed networked storage systems
may be provided. Self-repairing codes may achieve excellent properties in
terms of maintenance of lost redundancy in the storage system, most
importantly: (i) low-bandwidth consumption for repairs (with
flexible/somewhat independent choice of whether an eager or lazy repair
strategy is employed), (ii) parallel and independent (thus very fast)
replenishment of lost redundancy. When compared to commonly used erasure
codes, the self-repairing property may be achieved by marginally
compromising on static resilience for same storage overhead, or conversely,
utilizing marginally more storage space to achieve equivalent static
resilience. In the above, theoretical foundations for SRCs have been
provided, and its benefits for distributed storage have been shown. [00215]
While the invention has been particularly shown and described with
reference to specific embodiments, it should be understood by those skilled
in the art that various changes in form and detail may be made therein
without departing from the spirit and scope of the invention as defined by
the appended claims. The scope of the invention is thus indicated by the
appended claims and all changes which come within the meaning and range of
equivalency of the claims are therefore intended to be embraced.  Claims 



What is claimed is: 1. A data encoding method, comprising: inputting data
to be encoded; determining a polynomial so that an evaluation of the
polynomial at a sum of a first supporting point of the polynomial and a
second supporting point of the polynomial corresponds to the sum of an
evaluation of the polynomial at the first supporting point and an
evaluation of the polynomial at the second supporting point, wherein
coefficients of the polynomial are determined based on the data to be
encoded; and generating a plurality of encoded data items by evaluating the
polynomial at a plurality of supporting points. 2. The data encoding method
of claim 1, further comprising: dividing the data to be encoded into a
plurality of encoding blocks. 3. The data encoding method of claim 2,
wherein at least one coefficient of the polynomial corresponds to an
encoding block of the plurality of encoding blocks. 4. The data encoding
method of claim 3,  wherein each coefficient of the polynomial corresponds
to an encoding block of the plurality of encoding blocks. 5. The data
encoding method of any one of claims 2 to 4, wherein each block of the
plurality of blocks is used in one coefficient of the polynomial. 



6. The data encoding method of any one of claims 2 to 5, wherein at least
one encoding block of the plurality of encoding blocks is an element of a
finite field. 7. The data encoding method of claim 6, wherein each encoding
block of the plurality of encoding blocks is an element of the finite
field. 8. The data encoding method of any one of claims 1 to 7, wherein the
polynomial is a polynomial p of the form  wherein k is a positive integer,
and pi is an element of a finite field with a number of elements
corresponding to a power of 2. 9. A data decoding method, comprising: 64
inputting a plurality of encoded data items; determining a polynomial that
corresponds to the encoded data items based on a pre-defined similarity
criterion so that an evaluation of the polynomial at a sum of a first
supporting point of the polynomial and a second supporting point of the
polynomial corresponds to the sum of an evaluation of the polynomial at the
first supporting point and an evaluation of the polynomial at the second
supporting point; determining coefficients of the polynomial; and
generating decoded data based on the coefficients. 



10. The data decoding method of claim 9, wherein a supporting point is
assigned to each of the encoded data items; wherein the polynomial is
determined so that the evaluation of the polynomial at a supporting point
assigned to an encoded data item of the plurality of data items corresponds
to the encoded data item. 11. A data reconstruction method, comprising:
determining, for an encoded data item that is to be reconstructed, at least
two other encoded data items based on a pre-determined polynomial for which
an evaluation of the polynomial at a sum of a first supporting point of the
polynomial and a second supporting point of the polynomial corresponds to
the sum of an evaluation of the polynomial at the first supporting point
and an evaluation of the polynomial at the second supporting point; and
reconstructing the encoded data item that is to be reconstructed, based on
the determined at least two other encoded data items. 12. The data
reconstruction method of claim 11, wherein a supporting point is assigned
to each of the encoded data item that is to be reconstructed and the at
least two other encoded data items. 13. The data reconstruction method of
claim 11 or 12, further comprising: determining a generator of a
multiplicative group. 14. The data reconstruction method of claim 13,
further comprising: for a monomial of a pre-determined degree of the
generator, determining a polynomial of the generator with a degree lower
than the pre-determined degree of the monomial, so that the polynomial
corresponds to the monomial. 15. The data reconstruction method of claim
14, 



wherein the at least two other encoded data items are determined based on
the determining of the polynomial of the generator. 16. A data encoding
device, comprising: an input circuit configured to input data to be
encoded; a polynomial determining circuit configured to determine a
polynomial so that an evaluation of the polynomial at a sum of a first
supporting point of the polynomial  and a second supporting point of the
polynomial corresponds to the sum of an evaluation of the polynomial at the
first supporting point and an evaluation of the polynomial at the second
supporting point, wherein the coefficients of the polynomial are determined
based on the data to be encoded; and a generating circuit configured to
generate a plurality of encoded data items by evaluating the polynomial at
a plurality of supporting points. 17. The data encoding device of claim 16,
further comprising: a dividing circuit configured to divide the data to be
encoded into a plurality of encoding blocks. 18. The data encoding device
of claim 17, wherein at least one coefficient of the polynomial corresponds
to an encoding block of the plurality of encoding blocks. 19. The data
encoding device of claim 18, 



wherein each coefficient of the polynomial corresponds to an encoding block
of the plurality of encoding blocks. 20. The data encoding device of any
one of claims 17 to 19, wherein each block of the plurality of blocks is
used in one coefficient of the polynomial.  WO 2012/008921PCT/SG2010/000457
21. The data encoding device of any one of claims 17 to 20, wherein at
least one encoding block of the plurality of encoding blocks is an element
of a finite field. 22. The data encoding device of claim 21, wherein each
encoding block of the plurality of encoding blocks is an element of the
finite field. 23. The data encoding device of any one of claims 16 to 22,
wherein the polynomial is a polynomial p of the form k-1 p(X)=1piX , 



i=o wherein k is a positive integer, and pi is an element of a finite field
with a number of elements corresponding to a power of 2. 24. A data
decoding device, comprising: an input circuit configured to input a
plurality of encoded data items; a polynomial determining circuit
configured to determine a polynomial that corresponds to the encoded data
items based on a pre-defined similarity criterion so that an evaluation of
the polynomial at a sum of a first supporting point of the polynomial and a
second supporting point of the polynomial corresponds to the sum of an
evaluation of the polynomial at the first supporting point and an
evaluation of the polynomial at the second supporting point;  a
coefficients determining circuit configured to determine coefficients of
the polynomial; and a decoded data generating circuit configured to
generate decoded data based on the coefficients. 25. The data decoding
device of claim 24, wherein a supporting point is assigned to each of the
encoded data items; wherein the polynomial determining circuit is further
configured to determine the polynomial so that the evaluation of the
polynomial at a supporting point assigned to an encoded data item of the
plurality of data items corresponds to the encoded data item. 26. A data
reconstruction device, comprising: an encoded data determining circuit
configured to determine, for an encoded data item that is to be
reconstructed, at least two other encoded data items based on a
pre-determined polynomial for which an evaluation of the polynomial at a
sum of a first supporting point of the polynomial and a second supporting
point of the polynomial corresponds to the sum of an evaluation of the
polynomial at the first supporting point and an evaluation of the
polynomial at the second supporting point; and 



a reconstructing circuit configured to reconstruct the encoded data item
that is to be reconstructed, based on the determined at least two other
encoded data items.  WO 2012/008921PCT/SG2010/000457 27. The data
reconstruction device of claim 26, wherein a supporting point is assigned
to each of the encoded data item that is to be reconstructed and the at
least two other encoded data items. 28. The data reconstruction device of
claim 26 or 27, further comprising: a generator determining circuit
configured to determine a generator of a multiplicative group. 29. The data
reconstruction device of claim 28, further comprising: a generator
polynomial determining circuit configured to, for a monomial of a
pre-determined degree of the generator, determine a polynomial of the
generator with a degree lower than the pre-determined degree of the
monomial, so that the polynomial corresponds to the monomial. 30. The data
reconstruction device of claim 29, wherein the encoded data determining
circuit is further configured to determine the at least two other encoded
data items based on the determining of the polynomial of the generator. 










