1 DESCRI PTI ON ENCRYPTI ON PROCESSI NG APPARATUS, ENCRYPTI ON METHOD,
DECRYPTI ON PROCESSI NG APPARATUS, 5 DECRYPTI ON METHOD AND DATA STRUCTURE
Technical Field The present invention relates to an encryption techni que
for encrypting subject data in plain text to render it as encrypted data
and a decryption technique for decrypting the 10 encrypted data. Background
of the Invention Nowadays, security reléting to information is becom ng
increasingly inportant, and vari oyseSceREPgIONes are underway as to an
encryption technique for encrypting data of which 15 contents should
desirably be unknown to an unauthorized third party (called "subject data"
in this specification) to render it as encrypted data. The encrypted data
i s nost of t en ENCRYBTEON BROUESTINGAPPARAELS: ENGRYPTION METHOD, cases

where it is decrypted b encre‘&ti on _processi nﬁ appar atus doubling as a
decryption processing YPHIONPRQCESYN AR, Aﬂﬁgmﬁcrypt ed data. The

third.party decrypts Vs C t a tores it to
ori gi_%al subj ect dat y%@%?lﬂ@ LY t@ﬁ#@dﬁwéimthm so as to
use the subject data as appropriate. In the case of delivering the sane
encrypted data to a nunber of persons for instance, it is convenient if it
i S possi tieehhical®idlaw each of the persons to decrypt a different portion of
the encrypted data. 25 It is also convenient if it is possible to allow
decryption of Thepteaént imveotipptedatesiatan encrygtion rechirigas for enagphid dubfect gatg b as
limted tine. In view of increased personal information protection in
recent y®¥is texpio repder divsenciyptedlatirndsolegeptipa bichnique fon decryptieg thase of t he
encrib')t ed datg which is encrypted, to continue to exist somewhere in a
st at &9 cafBBVReGfa8ncryption indefinitely. In the case of allow ng
decryption of the encrypted data under the condition of 2 limted tine as
~described above, it is very convenient if it is possible to divide the tine
into nuigatieheuREst (RYfnvdRtoPut detailed restrictions, such as allow ng
decryption of a certain portion

‘ Nowadays, security relating to information is becoming increasingly important, and

various researches are underway as to an encryption technique for encrypting data of which

15 contents should desirably be unknown to an unauthorized third party (called "subject data" in

this specification) to render it as encrypted data.

The encrypted data is most often delivered to a third party even though there are the
cases where it is decrypted by an encryption processing apparatus doubling as a decryption
processing apparatus having encrypted the encrypted data. The third party decrypts the

20  received encrypted data and restores it to original subject data by using predetermined key
and algorithm so as to use the subject data as appropriate.

In the case of delivering the same encrypted data to a number of persons for instance,
it is convenient if it is possible to allow each of the persons to decrypt a different portion of
the encrypted data.

25 It is also convenient if it is possible to allow decryption of certain encrypted data
under a specific condition, such as limited time. In view of increased personal information
protection in recent years for instance, it is not so desirable, even in the case of the encrypted
data which is encrypted, to continue to exist somewhere in a state capable of encryption

indefinitely. In the case of allowing decryption of the encrypted data under the condition of



of the encrypted data in a certain period and allow ng decryption of a
different portion of the encrypted data in another period. 5 However,
there is no encryption technique for allow ng the above by setting the
conditions of decryption variously. An object of the present invention is
to provide an encryption technique for getti ng the conditions of
decryption of the encrypted data generated by encrypting the subject data
var i ous| fimiteddih@asdestiiiedaBo @, itlil Qergoh Ve ifdfishosablk YO ERete HAR nto
encryption technique and a 10 decryption technique of the encrypted data.
Di scl osumenltipletpedodsandmput detailed rasttictons, such as bil@cing debigpiiot/efht esrqirgreat
propose the invention described below. The present invention is an
encrypt i GhtsreacERtadigtap saearinpeodpnd allovwgng deerypting af diffenest pastiow of theng
subj ect data %ﬁ ,ogéai n %}gxt hy .a predeterm ned nunber of bits into nultiple
pi eces of MgVRIEH datayp apgtherperad. onerypting neans for encrypting multiple

pi eces of the i t: Wi.th a relget.er 1 ned k d _
prede?er m neng*"g{é‘lf}i #'}Elfr%lf 88?%%@?0%' ¥ Chelllslquﬁlfgf? 1iene :S?fee*’i’&eﬁ?s%ﬁ'&% @'ﬁt ed cut
dat a; coe&gdi{i&[gdf%@fy?ﬁ:&pq;@.{(}ugg_ means for generating condition data
including data on at "lTeast one of a condition in the case of allow ng

decryption of Arabjecfsf thégieddnd iidlenfidreRao pfovidicantdier pHbibR techibiiqué firdeming e
condition in the case of prohibiting decryption of each individual piece
of the ependiiensdidecryptionof tho entirypted data genceated bp encrgptinpetha sulfjent daracr ypt i ng
the condition data with a predeterm ned key and a predeterm ned algorithm
t o r endeVaiqQuslys ada@siraeture o dhriencranedidata endsypied by thedinerypHon technigumanda i ng
nmeans, f or, ner.ating basi c conditjon data including data on at |east one
of 'gsoconﬁ???@}?ﬁtﬁcwlﬁﬂle@gigWy?gedéialt%w ng decryption of the encrypted
condition data and a condition in the case of prohibiting decryption of
the encrypted condition data; and connecting neans for connecting the

mul ti pl eDiRiRERSIHe B&IHERt €d cut data, the encrypted condition data and
the basic condition data as one to render themas a series of encrypted
dat a prem sedld achirvediecohjedtetie veatopd Raedferdpoie the id e&itoR desribed BEBSSI N
apparatus. 3 And the connecting neans connects the encrypted cut data, the
encrypt ed condhetpresentimyentionds ahendrpption procedsing eppaatnsicasprinies: cottingnder t hem
as a series of encrgpt ed data in a manner the encrypted condition data is

posiitd onTaAnsHanentERe subicctdata ihplaim exi byrpradsiasmined namber of bits into multiple

pieces of plain text cut data; encrypting means for encrypting muitiple pieces of the plain text

cut data with a predetermined key and a predetermined algorithm to render it as multiple
pieces of encrypted cut data; condition data generating means for generating condition data
including data on at leést one of a condition in the case of allowing decryption of each

20  individual piece of the encrypted cut data and a condition in the case of prohibiting
decryption of each individual piece of the encrypted cut data; condition data encrypting
means for encrypting the condition data with a predetermined key and a predetermined
algorithm to render it as encrypted condition data; basic condition data generating means for
generating basic condition data including data on at least one of a condition in the case of

25  allowing decryption of the encrypted condition data and a condition in the case of prohibiting
decryption of the encrypted condition data; and connecting means for connecting the multiple
pieces of encrypted cut data, the encrypted condition data and the basic condition data as one
to render them as a series of encrypted data premised to be decrypted by a predetermined

decryption processing apparatus.




decryption allowed or prohibited according to the condition included in the
condition data 5 which is a source of the encrypted condition data and al so
the basic condition data is positioned ahead of the encrypted condition
data. This encryption processing apparatus is based on a general encryption
processing apparatus for encrypting each of nmultiple pieces of the plain
text cut data generated by cutting the3subject data and thereby generating

nul tiple pi ecanddhe EMabIRIpaRemY odlRER thdentPypiQI IR Qhtal S %hé\‘zp@ﬁ%oﬁdiﬁloﬂ ender
them as the encrypted data. The encryption ‘processing apparatus conprises

t he condidatacmddid basiperoadaioh dgtare ans td @hdgahan as h BgidsRE ea@PEtcd dor iwat a

including data on at |east one of the condition in the case of allow ng

decr ypt i aRANBEr the encryptad conditien dait sqwsitionedahead of fhstencryptedl cdadaia badng e

condition in the case of prohibiting the decryption of each individual
Inptedeer

pi ece of JPHEPEGRL3! iRfipdzpcoqpEiedo theeongition incdyded n she conditiop daw
part 8t - OHBIERaRHEESF o Tolr B by Bhatiand gho Mo 2py et 6 gener at e
by the e%Bﬁiﬁ%édo”ﬁ%ﬁ@ﬁ?ﬁéieg%@féﬁ%ﬂﬁiﬁ&dath.t is possible, by neans of the

above-nenti oned condition to set a condition for decrypting at |east

a part of theTkRenyPbisch ﬁ@b@sﬁlgtapi)ﬁﬁtﬁﬁ iPaR&d én # berBrdllehflyBrith floBsssRly t he
encrypted cut data) under a different condition fromthé other parts. Thus,
t he encr gppargns RO eperypemseach ofipmdtipde piecesef theplainhtextaundith igewerated bglecr ypt i ng
t he encrypted data generated b encrypting the subject data variously. As
descri be8UtHBgthe subjest dae indshershy genssating myjtiplepieces obenmryedasdyatte t he
condi tion dattg to rende i& atﬁ the encrypted condition data. Therefore, it
is ndt pEYWER)Bemas ong ndcrther ag g engrypleddistaer hha €BCTYRHALPIOERSSEOW what
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conprises the basic condition data generating neans nerating the

basi ¢ coidividwi pitet 8f ihe@htigpRa chih @tslaidhe Romlitibmsthe 48 o;??_rdh'ilﬁﬁn%ﬂiédi tion
in the case of allow ng decryption of the encrypted condition data and the

condi t i oectyption of kechciadividl piechofbthe emgypthé cutainty phererthe toriditoredwta isplsed
condition data, where the basic condition data generated by the basic

condi% i ofPaRted Wuirendaredias the speypied corditiersdaty fp behadded fa pat efithdanerypiad
person d&&g_y philerr]eqfoEet] s for the s é%c?y%tgda &a%a (g:(g'nre]zractlgdc 1;3}/ 8123 ehggpggnogr%égir}lgagga%gms,
o it is possible, by means of the above-mentioned condition data, to set a condition for
decrypting at least a part of the encrypted data (at least a part of multiple pieces of the
encrypted cut data) under a different condition from the other parts. Thus, the encryption
20  processing apparatus can set the condition for decrypting the encrypted data generated by
encrypting the subject data variously.

As described above, the encryption processing apparatus also encrypts the condition
data to render it as the encrypted condition data. Therefore, it is not possible for anyone
other than a predetermined person to know what condition each individual piece of the

25 . encrypted cut data can be decrypted under. Thus, security is high as to the encrypted data
created by the encryption processing apparatus.

The encryption processing apparatus comprises the basic condition data generating
means for generating the basic condition data including the data on at least one of the

condition in the case of aflowing decryption of the encrypted condition data and the condition



encrypted condition data by neans of the basic condition data. 5 The
encryption processing apparatus connects the encrypted cut data, the
encrypted condition data and the basic condition data as one to render
themas a series of encrypted data in a manner the encrypted condition
data is positioned ahead of the encrypted cut data having its decryption
al l oned or prohibited according to the &ondition included in the condition
data Wwhiig thel BsPofSRUKIBRIN fméﬁ@rﬁﬂﬁ, dtdof s a I basi c
condition data isﬁilio pos?ti one ahfeﬂa?gH%%ntelﬁ@%gndgﬁ%@gggtgbﬂ ?I?itl?)érzb%;ab?a. The
encr ypt edonditich tate gentaited by thetesictconditon dite gen@htiid@eeRGS Rluddd Gihedat a
having its decryption allowed or prohibited according to the condition

i ncl uded engrypied datandit pessondieceypling de eneryatedalatacenalectypethe nbowepinentioned
condition data. This is because, while the encrypted data is read fromthe
head whefSP¢HRted spRdition dafa by meapsoffbe pysit emdiion dda. decr ypti on processi ng
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nmet-hod for instance. 20 It is an encryption nethod | npleffented by an

encrypt i gndpmrpatiensilloged pp pratihited acodrding ito tHelvendinion Ypihided i HRGDait0g data
apparatus inplenments steps of: cutting subject data in plain text by a
pr edet er Whifdds pseMsee obthe sherypied condition dash andalse te basicpbadition data icut dat a;
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algorithmto render it as encrypted condi'tion data; generating basic
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of allow ng decryption of the encrypted condition data and a condition in
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encrypted condition data.
It is also possible to obtain the same effects that the encryption processing apparatus
has by the following method for instance.
20 It is an encryption method implemented by an encryption processing apparatus,
wherein the encryption processing apparatﬁs implements steps of: cutting subject data in
plain text by a predetermined number of bits into multiple pieces of plain text cut data;
encrypting the multiple pieces of the plain text cﬁt data with a predetermined key and a
predetermined algorithm to render it as multiple pieces of encrypted cut data; generating
25  condition data including data on at least one of a condition in the case of allowing decryption
of each individual piece of the encrypted cut data and a condition in the case of prohibiting
decryption of each individual piece of the encrypted cut data; encrypting the condition data

with a predetermined key and a predetermined algorithm to render it as encrypted condition

data; generating basic condition data including data on at least one of a condition in the case



render themas a series of encrypted data prem sed to be decrypted by a
predeterm ned 5 decryption processing apparatus, and wherein: in the step
of connecting the multiple pieces of encrypted cut data, the encrypted
condition data and the basic condition data as one to render themas a
series of encrypted data prem sed to be _decrypted by the predeterm ned
decryption processing apparatus, the eﬁcryption processi ng appar at us

connect s df ABo® g depityptok bt the @héryptell BEnARGA Ytk 8h & CAMIiGd LR Bt Re BPd t he
basic condition data as one to render themas a series of 10 encrypted data

i n a nmanrpeehibiting docypidired the astirypred catalition datf @sd toaretnaihe agilofle pitees of

encrypted cut data having its decryption allowed or prohibited according
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data. ' In this case, the basic condition-data generating neans generates the

basi ¢ coagidii@ndatsiBtpasitiva¢digiead of the efledyptedRonditib®ash, one of the condition
as to which of the nultiple pieces of the encrypted condition data
shoul d have iThe daditipptdatageabrating theamcmiy gereoatel Eithed onBsorepisdeiot aulifle t he
mul tiple pieces of the encrypted condition data should have its decryption
pro rili%i t BigcesHh e canditjon dsfis siTheee is gnerpieee abthe engrypted cordition dage in et he

et ot ] oG B Rk OB i U 3 Tl
' The condition data generating means may generate multiple pieces of the condition
data to satisfy the following conditions (1) to (3) for instance:
(1) each of multiple pieces of the condition data is associated with at least one of the
20  pieces of the encrypted cut data and includes the data on at least one of the condition in the
case of allowing the decryption of the associated encrypted cut data and the condition in the
case of prohibiting the decryption of the associated encrypted cut data;
(2) as for the multiple pieces of the condition data, every piece of the encrypted cut
data is associated with one of the multiple pieces of the condition data; and
25 . (3) no one piece of the encrypted cut data is associated with multiple pieces of the
condition data.
In this case, the basic condition data generating means generates the basic condition

data including the data on at least one of the condition as to which of the multiple pieces of



5 the encrypted cut data should have its decryption allowed. In this case,
each individual piece of the encrypted condition data is positioned ahead
of the encrypted cut data created by encrypting the plain text cut data
associated with the condition data which is the source of each individual
pi ece of the encrypted condition data. There may be the cases where the
encrypted condition data is positioned Behi nd the 10 encrypted cut data. As
descri bedhab¥spted ERfdRich Bt PBuRIAROE itdAEE FpdditalloWed ahd R LAl 80 &Y WhicRY
means generates nultiple pieces of the condition data. In this case, the
condi t i orofdlet multipteqyiedes ofj theaenyptedryndivioh daie shﬁhl@hadeﬁﬁec@d%o@?rdhﬁlﬁteﬂi eces
of the condition data the data on the condition in the case of allow ng

t he decrypti ofhs, itippossitde (pomeke sstings in detailias to thedesryitiod df pheldceyptady pt i ng
the other condition data. In the case where the condition data generating
nmeans ge ﬁ@?‘ﬁf"@% datp phichyis ghe sogrre 9 the condition datichs i nserequisite 9 whichReretnf

d ti i t h. pt diti dat b
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20 To be nore specific, even | ta on conditron itn e case of

al | owi'ng of e enBplediut @ita Bfcatel ByRBAtyplhEHR éﬂﬁm i€ ety RbRGhEPREh heon data
is successfully taken fromthe condition data obtained by decrypting a
certai n phetigorofats whichris thepverte of natihtindinidial gicce dfahe erexipted eaitivh dake
encrypted condition data cannot be decrypted when the condition in the case
of al | owIRgretAY kectbe gases whersfthe prerypigd cridition difta istpesitineed fehénl thondi t i on

data | s not satisfjed. 25 When decrypting a certain piece of the encrypted
con éioﬁnﬁ¥f@q°? Bancrypted condition data will not be decrypted in the
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pi eces of the <condition data in predeterm ned order; and those several

pi eces oin thheascofidllowing thdarymipnind thegaeeyptddechntivion nataygeedaiddbyon a
condition for decrypting the encrypted condition data to be decrypted

f ol 11owi ngparyting the Oherepndiionidation” dat a generated by encrypting the

condi tion data. . .
14 the case where the condition data generating means generates such condition data,

the condition data generated by decrypting a certain piece of the encrypted condition data
may be a prerequisite for decrypting a next piece of the encrypted condition data (the next
piece of the encrypted condition data is not always one piece).

20 To be more specific, even if the data on the condition in the case of allowing the
decryption of the next piece of the encryptéd condition data is successfully taken from the
condition data obtained by decrypting a certain piece of the encrypted condition data, the
next piece of the encrypted condition data cannot be decrypted when the condition in the case
of allowing the decryption of the next piece of the encrypted condition data is not satisfied.

| 25  When decrypting a certain piece of the encrypted condition data, the encrypted condition data
will not be decrypted in the case where an immediately preceding piece of the encrypted
condition data to be decrypted is not decrypted.
The condition data generating means generates multiple pieces of the condition data

and has at least several pieces of the multiple pieces of the condition data associated to



51n this case, the condition data generated by decrypting a certain piece
of the encrypted condition data may be a prerequisite for decrypting the
next piece of the encrypted condition data (the next piece of the
encrypted condition data is one piece). In this case, the pieces of the
encrypted condition data are decrypted gne after another in predeterm ned
order as long as the condition for dec?ypting the encrypted condition data
to be dedepypetle BEtpthd conkBicirddes %érﬁﬁhtedTWeﬂé%tﬁ GRistien gof@Berating
means may include a condition in the case of aIFomnng decryption of a

pi ece t octmlidecdatpiregtedétersiinalivrdod; ahd thopé evem) plecése thnconitioadiat:candbé i on
data generated_ by encrypting several pieces of the condition data. It is
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| east one piece of the encrypted cut data; (5) information for identifying
a user apicossad theoenveypitat conditionrdatd dve tiedtypted ongaitdranoihegintpredetiepiingdtdrder of
at | east one piece of the encrypted cut data; (6) at |east one of

i nf or mat olengas thegenditien fridsaiyREng the enerypiedicondition data to badecrypted péxdée  of
the encrypted, cut data and information on a period prohibiting the
dec9§bti Sﬁgiat | east 25 one piece of the encrypted cut data; and (7)
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The encryptioh processi ng apparat us y conprise encryption ol di ng

means hotaiditthnriatd gepkratedty stiotypifig keysal WidcesloPthe chidtifeisa USR s hRBy t he
encrypting neans encrypts the plain text cut data. And the encrypting
means uspossibie talgenypt aeeries of the pirdes opthe eparypigp comditidreaa hedodiated to be t he

encryption key hol dj ng nmeans and thereby renders nultiple pieces of the
pl aili® t rypigd in predetermined order starting from the first one in sequence.

The condition for allowing or prohibiting the decryption of the encrypted cut data
identified by the condition data is not limitéd in particular if as described above. The
condition data includes the data on at least one of the following (4) to (7):

(4) mformation for identifying the decryption processing apparatus allowed to perform

20  or prohibited from performing the decryption of at least one piece of the encrypted cut data;

(5) information for identifying a user allowed to perform or prohibited from
performing the decryption of at least one piece of the. encrypted cut data;

(6) at least one of information on a period allowing the decryption of at least one piece
of the encrypted cut data and information on a period prohibiting the decryption of at least

25  one piece of the encrypted cut data; and

(7) information on which of the multiple pieces of the encrypted cut data should have

its decryption allowed or information on which of the multiple pieces of the encrypted cut

data should have its decryption prohibited.



data as the encrypted cut data so as to encrypt at |east one of themwth
an encryption key different fromthat of the other pieces of the plain
text cut data, and the condition data generating neans generates the
condition data including the data on which of the encryption keys held by
the encryption key holding nmeans is used to render each individual piece of
the 10 encrypted cut data as the encryp@ed cut data. The encryption
processi ng apIde2h&SpHGEsrobSinBUbpiritn® nRP o¥PLEOEhK t sty plain
text cut data as tﬁzpencryptedggg data,9an§@includggﬁ?ﬁgyﬁg coH%%??on dat a
t he dat a Holding imidtipile Endrpaticnieyewhichpie tho kigynsed when theydgiciyiging heagncr ypt ed
cut data so that a person decrypting the encrypted data can performthe
decr ypt i c¥cryptichelplem ikt avidpfrocessi ng 15 apparatus for decrypting the
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sequence geuerating mearsezendrates thel dongitien Ketadnalirding dreadaypén whichlé thel emicryptiext cut
data. Such an _encryption processing apparatus conprises encryption key
gener at i gyl by thesenepyiptige key heliing measos ispised o teader caph individual pigee kEthe used
when {}he encr ﬁtin nmeans encrypts .the plain text cut data in
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-i ndi vi dudecrpptorgethe Endripted detaypn petforouthe dedraption. e rfheyietaptioSpmesing
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The encryption processing apparatus can improve the security of the encrypted data by
using the multiple encryption keys to encrypt the plain text cut data.
According to the above-mentioned invention, the multiple encryption keys are held by
20  the encryption key holding means in advance so that the multiple keys can be used when
encrypting the plain text cut data.
It is alsé possible to generate multiple encryption keys in sequence so as to use the
multiple keys when encrypting the plain text cut data.
Such an encryption processing apparatus comprises encryption key generating means
25  for generating encryption keys which are the keys used when the encrypting means encrypts
the plain text cut data in predetermined timing for instance. And the encrypting means uses
multiple encryption keys generated by the encryption key generating means and thereby
renders multiple pieces of the plain text cut data as the encrlypted cut data so as to encrypt at

least one of them with an encryption key different from that of the other pieces of the plain



encryption keys stolen. Therefore, the security is high as to the encrypted
data encrypted by such an encryption processing apparatus. The encryption
key generating neans may generate the encryption keys so that the
encryption keys generated in the sane order are always the sanme ones when
generated 10 sequentially fromthe initial state. In this case, the data
for identifying the encryption key used when each i ndi vi dual pi ece of the
encrypt edegiint @arh, ang EedortRIbn Rivtal feferaBRE hich@ o Bfates (REARUAION A BAinkS
encrypted may indicate the order 1n which the encryption key is generated.
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sol utions received fromthe encrypti on key solution generating neans. And
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gener at earelawaysdhe gameornek gy israseth lave thendats folr identfying thedacryptivn kéye
encrypted cut data with the encryption key. 5 As descri bed above, the

encrifpt i Bt g oden i1 whish the enstyntien kay Hogenmatedncr ypt i on key
The decryption processing apparatus for decrypting the encrypted data generated by

the encryption processing apparatus needs to include the same key generating means as that
of the encryption processing apparatus.
The encryption processing apparatus including the encryption key generating means
20  may comprise encryption key solution generating means for sequentially generating solutions
which are pséudo-random numbers so that the solutions generated in the same order from the
- initial state are always the same ones. In this case, the encryption key generating means
generates the encryption keys based on the solutions received from the encryption key
solution generating means. And in this case, the data for identifying the encryption key
25  used when each individual piece of the encrypted cut data generated by the condition data
generating means is encrypted may indicate the solution used when the encryption key is
generated.
The encryption key generating means of the encryption processing apparatus

generates the encryption keys based on the sequentially generated solutions which are



generating means may conprise encryption key solution generating neans for
sequentially generating solutions which are pseudo-random nunbers so that
the solutions generated in the sanme order fromthe initial state are

al ways the sane ones. In this case, the encryption key generating neans
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gener ati ng medfBisase, Siwcangryption kpegensetinginaging gensrates the eperspiionkeys baseHose
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condition data encryption keys held by the condition data encryption key
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t he encrggt ed condition data so as to encir?m)’t at least one of themwth a
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pseudo-random numbers, where the solutions generated in the same order are always the

same ones. Therefore, the decryption processing apparatus for decrypting the encrypted
data generated by the encryption processing apparatus can identify the solution if the order in
which it is generated is known. And if the solution is identified, the decryption processing

20  apparatus can generate the encryption key based on the solution and decrypt the encrypted
cut data with the encryption key.

As for the decryption processing apparatus for decrypting the encrypted data
generated by the two encryption processing apparatuses, however, it is necessary to include
the same encryption key generating means and encryption key solution generating means as

25  those of the encryption processing apparatuses.
As described above, there are the cases where the condition data generatin g means

generates multiple pieces of the condition data.




ot her pieces of the condition data, and the basic condition data generating
means nay generate the basic condition data including the data on which of
the condition data encryption 10 keys held by the condition data encryption
key hol ding neans is used to render each individual piece of the encrypted
condition data as the encrypted condition data. The encryption processing
apparatus has the nmultiple encryption S prepared in advance so as to
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menti oned case of having the multiple enCryption keys prepared in advance
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gener at e&epyused fden thor eppdition deracnerypling mepireanstypss the eowdition datal ude t he same
condi ti on dat ﬁgﬁ:r tjon (ﬁey hol . di ng means as that of the encryption
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data in predetermned timn and the condition data encrypting neans uses
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sequentially generate nultiple condition data encryption keys and 5
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encriypt | BHIPE keys neden sBeyBing te PHR 65t edtelatful ti pl e keys to be used on
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yp 9 hﬁleeiecrypuon process}ng apparatus for decrypting the encrypted data generated by

the encryption processing apparatus needs to include the same cendition data encryption key
holding means as that of the encryption processing apparatus.

The encryption processing apparatus can improve the security of the encrypted data by

20  using the multiple condition data encryption keys to encrypt the condition data.

The condition data generating means of the encryption processing apparatus of this
application may generate multiple pieces of the condition data. In this case, the apparatus
includes condition data encryption key generating means for generating condition data
encryption keys which are the keys used when the condition data encrypting means encrypts

25  the condition data in predetermined timing, and the condition data encrypting means uses the
multiple condition data encryption keys generated by the condition data encryption key
generating means and thereby renders multiple pieces of the condition data as the encrypted

‘condition data 5o as to encrypt at least one of them with a condition data encryption key

different from that of the other pieces of the condition data while the basic condition data



The followng invention is also simlar to the above-nentioned invention
for generating nmultiple encryption keys. 10 This encryption processing
apparatus al so has the effect of inproving the security of the encrypted
data. The condition data encryption key generating nmeans generates the
condition data encryption keys so that_the condition data encryption keys
generated in the sane order are almaysl%he sane ones in the case of
sequent i alehyragegfieatd ffleiahd thommictdoRditidA U8t aRAGXRE HRIatfok BALifyiR ImEhe
initial state, and the data for identifying the condition data encryption
key used condlition datatencrygtion kkyalus@l when @ich tidividnamiqeed teamdiviptedreodaition
generated by the basic condition data generating neans is encrypted may
i ndi cat e dakds 6rgEPteln whi ch the condition data encryption key is
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means generates the condition encr ol utions

recei ved aflowingtthe muliiplelkéyisad bel ated BnspicyyPiting thedsiXinOdt et @tz gener ati ng nmeans;
and the data for identifying the 25 conditron data encryption key used when

each i ndi vi duhe fulloswinginvedtonas alsy pingithr ¢o thatiabo vymentidred dgeventian &d by t he
basic condition data generating nmeans is encrypted indicates the solution
used whegeReFRINERBItPleomCERian KBS ypt i on key i s generated. The encryption

processi ng apparatus n al so, be the on onprising:. .condition data
encr@%ti on key §SNERP ?T}/UBH%“F‘QBiaHBaIﬁ‘é‘éﬁJSO%BgR@@g‘{%trﬂfil@WVﬂﬁéﬁ%ﬁ%ﬁm%Of
sol uti onglevgﬁk&ﬁtar(ﬁH}S pseudo-random nunbers so that the sol utions
generated in the sane order froman initial state are always the sane

ones, and whetkd fndith® dae\Hckypidn ‘I&é% gerf‘e?%gﬁ%@g ggﬁ‘éé%tgt@ 8l c%liﬂgn H&3 NS

generates the condition data éncryption e solutions
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and the data for identifying the 5 condition data encryption key used when

each i ndrlwage the spingooenin thiease € sequentinllycgedetatiog thedtahditige det ahayptign t he
basic copdition data generating neans is _encrypted indicates the order in
whi G ¢ hESYSETam tisriniiebiiater ) the Aetn den idepiitnias dhsmenncition cada cncemsioy ey usdk ey
- I's gener \%hglg each individual piece of the encrypted condition data generated by the basic condition
data generating means is encrypted may indicate the order in which the condition data
encryption key is generated.
The encryption processing apparatus may be the one comprising: condition data
20 encryption key solution generating means for sequentially generating solutions which are
pseudo-random numbers so that the solutions generated in the same order from an initial state
are always the same ones, and wherein: the condition data encryption key generating means
generates the condition data encryption keys based on the solutions received from the
condition data encryption key solution generating means; and the data for identifying the
25  condition data encryption key used when each individual piece of the encrypted condition
data generated by the basic condition data generating means is encrypted indicates the
solution used when the condition data encryption key is generated.

The encryption processing apparatus may also be the one comprising: condition data

encryption key solution generating means for sequentially generating solutions which are



As for the decryption processing apparatus for decrypting the encrypted
data generated by the two encryption processing apparatuses, however, it is
necessary to include 10 the sane condition data encryption key generating
means and condition data encryption key solution generating nmeans as those
of the encryption processing apparatuses. The encryption processing
apparatus of the present invention nmay e multiple encryption keys as
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of the encrypted cut data as the encrypted cut data.” 25 This al so | nproves
the security 64 farithe decyptipheoctating gpaedtad fod dbarypiirg the enarppteddatapr ocessi ng
apparatus. The decryption processing apparatus for decrypting the encrypted
dat a genésrardied by theitive capryplipn ponessmgrppaiaigesa bpeears ismeedsatydo invbidede t he
same, encr,yption a(%.gorithm hol ding nmeans as that of the encryption
prockSsi MY By aradifien data engryptionkRy2cneating Bsany 4 conditipp dp@snphpterkeng
apparatu ratin he,encryption keys successively. However, the
encrypti %‘?%[‘g‘?“og%‘g% ng I%%B% Spowe 0offﬂcl)‘? HISP AP Cat o P &so generate
mul tiple encryilidiyid 9iddify HRERRUME Yrobdh? Wi AR maEASHAINO M 1 P! e
encryption keys successively. The ‘encryption processin apparg us is the
. one conpencytipn NS Ay @istidbedalboos.i LI al@epREiBl O AsdBARDI él{cr%ﬁﬂ)ﬁr ating
encryption algorithnms which are the algorithns used when the encrypting

means enslggpthemstihseaol. ai n t ext cut data in predeternined timng, and

wher ei n:
15 For instance, the encryption processing apparatus may comprise encryption algorithm

holding means holding multiple encryption algorithms which are algorithms used when the
encrypting means encrypts the plain text cut data. In this case, the encrypting means uses at
Ieast two of the multiple encryption algorithms held by the encryption algorithm holding
means and thereby renders multiple pieces of the plain text cut data as the encrypted cut data
20  so asto encrypt at least one of them with an encryption algorithm different from that of the
other pieces of plain text cut data, and the condition data generating means generates the
condition data including the data on which of the encryption algorithms held by the
encryption algorithm holding means is used to render each individual piece of the encrypted
cut data as the encrypted cut data.
25 This also improves the security of the encrypted data generated by the encryption
processing apparatus.
The decryption processing apparatus for decrypting the encrypted data generated by
the encryption processing apparatus needs to include the same encryption algorithm holding

means as that of the encryption processing apparatus.




the encrypting neans uses the nultiple encryption algorithnms generated by
the encryption algorithmgenerating nmeans and thereby renders nmultiple

pi eces of the plain text cut data as 10 the encrypted cut data so as to
encrypt at | east one of themw th an encryption algorithm different from
that of the other pieces of the plain text cut data; and the condition data
generating neans generates the condi ti oh* data i ncl udi ng the data for

i denti fying tuﬁeaﬁf{@r@émﬂ&at@aﬁﬁ'}p&ib ,-lygmaleaﬁfs i Te NAVA pi ece of
the encrypted cut data is encrypt ed.H]IpiFlt)cct%%i S case, Fﬁtgée;iﬁié%tﬁlg?#eon al gorithm
gener at i mgcnypaorskays seccebsbeely.heHewevey phe eiicriftionl gotdstihgapsatizbat thishe
encryption algorithns generated in the sane order are afways the sane ones
in the cabplicsfion myyalfoissherpteqavltipktenaryptibe algndihystsuoressivel g instdadoff r om t he
initial state, and ihe data for identifying the encryption algorithm used
when eacﬁe?%ﬂﬁuﬁlﬂﬁ]&lp SFNSERLgR keyiesucesssivelyt ed cut data generated by the

diti dat il ' ted .indicate.th d [
Whichthe encTyprltavP sk dBGEERRS rerglicl {Rkie S oreirk Y ioPdlepitbBessi ng
t ek | - : L _ .
ggﬁg gt :J%egﬂét?he -en%?lggt i oeﬁl&%%gﬁlc?g%@ng%é%rgat ?V%lg& (ra%%:ryp%lgon a?‘d%éralr lhe#s

gener at echd dhcryphifig SRaRs EHcets ﬂl’é%l@ll WY Sutldaf if prEieRpAmcIRNiRE MBSV IRRRRS at us
conprising: encryption algorithm solution generating neans for

sequent i ticlepcryptieg atchmousss thetrvdtiplewhtryption algpsthutqreneand by thelaheytiono t hat
the solutjons generated in the same order fromthe initial state are 25
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ones, and wherein: the encryption algorithm generating neans generates the
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encrypted cut data generated by the condition data generating means is encrypted may

indicate the order in which the encryption algorithm is generated.

20 The encryption processing apparatus including the encryption algorithm generating
means for generating the encrjrption algorithms so that the encryption algorithms generated in
the same order are always the same ones may be the apparatus comprising: encryption
algorithm solution generating means for sequentially generating solutions which are pseudo-
random numbers so that the solutions generated in the same order from the initial state are

25  always the same ones, and wherein: the encryption algorithm generating means generates the
encryption algorithms based on the solutions received from the encryption algorithm solution
generating means; and the data for identifying the encryption algorithm used when each
individual piece of the encrypted cut data generated by the condition data generating means is

encrypted indicates the solution used when the encryption algorithm is generated.




encrypted indicates the order in which the solution used when generating
the encryption algorithmis generated. 10 As descri bed above, there are
the cases where the condition data generating nmeans generates nultiple

pi eces of the condition data. A description was given as to the encryption
processi ng apparatus for encrypting at ] east one of the generated nmultiple
pi eces of the condition data with a cohdli tion data encryption key

di fferent fromatbadrvetiond Bkl bopRitBs S | dordrsisfiloS .ble to
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encrypt i GandombewBlers g thapibasalutiens groetatedrin the wpeairdérdrorn the intial stpte iaon

pr ocessi %ggp ratus is the one wherein the 20 condition data generating
means ge le $ame enes.cng whegin: dhe enayRUORAIZrEhn ganeratingymeans gsnerates the

i ncl udes .11 gn _dat a.encr i 0 | gorith ol di ng means hol.ding nultiple
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hol di ng means and thereby renders nmultiple pieces of the condition data as
t he encr gptrgpted anticatésahe dalerinswhiels tHesohition yiséd wherl gemstatiap theddnctypeiohwi t h a
condition data _encryption algorithmdifferent fromthat of the other

. pi eces oflgoHthme irgenefaled- data; and the basic condition data generating

nmeans. generates .the condition data including, the data_on which of the
condt® i on datgsgﬁmﬁ‘fﬂ ea‘ﬁ@‘i?raﬁ aj¢a Vehes the gendiiomydata genegating 18eA8S ypt i on

16 I ' | : ' d h indi.vidual .pi f th
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condition data with a condition data encryption algorithmdifferent from

t hat of piseesot Menteadi #dealshyosgiblectoaninygt dtleastomoifithe perthedted mnttiplppiecss of

al gorithns successi vel.%/. .. .
15  the condition data with a condition data encryption algorithm different from that of the other-

. pieces.

For instance, it becomes possible by means of the following encryption processing
apparatus.

To be more specific, the encryption procéssing apparatus is the one wherein the

20 condition data generating means generates multiple pieces of the condition data; the
apparatus includes condition data encryption algorithm holding means holding multiple
condition data encryption algorithms which are the algorithms used when the condition data
encrypting means encrypts the condition data; the condition data encrypting means uses at
least two of the multiple condition data encryption algorithms held by the condition data
. 25 ' encryption algorithm holding means and thereby renders multiple pieces of the condition data

as the encrypted condition data so as to encrypt at least one of them with a condition data
encryption algorithm different from that of the other pieces of the condition data; and the
basic condition data generating means generates the condition data including the data on

which of the condition data encryption algorithms held by the condition data encryption




For instance, the encryption processing apparatus is the one wherein: the
condition data generating neans generates multiple pieces of the condition
data; the apparatus includes 10 condition data encryption algorithm
generating means for generating condition data encryption algorithns which
are the algorithns used when the condition data encrypting neans encrypts
the condition data in predetermned ti njrfhg; the condition data encrypting
means Us e$edriiiem Ml din PhBarfz jalyi A ViRE AT al i ated by
t he condi(%f% on dat a %ﬂgllcr ygf]?égﬁ tﬁ%ﬁ%%ﬁ%@%@?ﬂﬁk r% Ogé'%ln%lblﬁa& ted%g{hg%{;
render s riatatdaspheepratabeontiitionglagondi tion 15 data as the encrypted condition
data so as to encrypt at |east one of themw th a condition data

encrypti on al fothetchse wieré theaandition datatganerefing ineanstaf éhre gricexption pfocetsing
condition data; and the basic condition data generating neans generates
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that the apofigirhd @Rcdisivalyencryption al gorithms generated in the same order
are always the sanme onés in the case of sequentially generating the

condi ti on dat Boreinstakpet theenadyption protessingappirhes id thi bhatvhedest: @ie @nditiohe dat a
for identifying the condition data encryption algorithmused when 25 each

i ndi vi dudftagieeerating megns generatpp mudtipdo pitices afithelcomslitipmniata theckppyratisendaddsc
condj tion ddg\ eneratjng. neans is encrypted indicates the order in which
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i i nchudi ng.,th di tion dat ypt i | gorith
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encrypt i gieas wes iHehmiaplk ¢bhdRow8ng %ﬁé%ﬂﬂoﬂ@@&%thnfs%n&%& 8y hatdnditanafAt i ng
sol utions which are pseudo-random nunbers so0 that the sol Utions generated

~in the semeypicdedgdritiomgehearaiing mials antl dbherelsy enddrivandtile picsasar tboesditind
wherein: the 5 condition data encryption al gorithm generating neans
genértat edatp pethesnenypicd sordition detase ppto enerygit goleast one obthemdvitna comlitiart ut i ons
recei ved,fromthe c?ndi i 0 dat&rencrypti on _algorithm sol ution generating

means; afitia PHEYRIn A8} ey from that o theiharipdretiat the condition data; and the

basic condition data generating means generates the basic condition data including the data
for identifying the condition data encryption algorithms used when each individual piece of
the encrypted condition data is encrypted.

20 | The encryption processing apparatus may be the one wherein; the condition data
encryption algorithm generating means generates the condition data encryption algorithms so
that the condition data encryption algorithms generated in the same order are always the same
ones in the case of sequentially generating the condition data encryption algorithms from the
initial state; and the data for identifying the condition data encryption algorithm used when

25  each individual piece of the encrypted condition data generated by the basic condition data
generating means is encrypted indicates the order in which the condition data encryption
algorithm is generated.

The encryption processing apparatus including the condition data encryption

algorithm generating means for generating the condition data encryption algorithms so that



encryption al gorithmused when each individual piece of the encrypted
condition data generated by the basic condition data generating neans is
encrypted indicates the solution 10 used when the condition data encryption
algorithmis generated. The encryption processing apparatus including the
condition data encryption algorithmgeperating neans nay be the one
conprising: condition data encryption argorithm solution generating neans
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descri bed bel ow, which has a high level of security in each case. 25 To be
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condi t i osplitiort gemerting nebnpfon keduehiislly ghaeraying seloticfs wisieh afepibaiociaalioni ece of
the encrypted cut data with a predeterm ned key and a predeterm ned
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data encryption algorithm solution generating means; and the data for identifying the

condition data encryption algorithm used when each individual piece of the encrypted
condition data generated by the basic condition data generating means is encrypted indicates

20  the order in which the solution used when generating the condition data encryption algorithm
is generated.

A data structure of the encrypted data generated by the encryption processing
apparatus of the present invention is as described below, which has a high level of security in
each case.

- 25 To be more specific, the data structure of encrypted data is the one connecting the
following as one to render them as a series and premised to be decrypted by a predetermined
decryption processing apparatus: multiple pieces of encrypted cut data obtained by
encrypting multiple pieces of plain text cut data obtained by cutting subject data in plain text

by a predetermined number of bits with a predetermined key and a predetermined algorithm;



data and the basic condition data, the encrypted condition data is
positioned ahead of the encrypted cut data having its decryption allowed
or prohibited according to the condition 10 included in the condition data
which is a source of the encrypted condition data and the basic condition
data is positioned ahead of the encrypted condition data. This data
structure nmay have nultiple pieces of the condition data to satisfy the
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d
data is associated with at | east "one~ of %e 15 pieces o e encrypted cut
dat a and dfacbnditien irhthe dadeaf @llowingl deasbtiowef @ich ikdvidedlPidde @ theenchptedi@se Of
allowing the decryption of the associated encrypted cut data or the
condi t i orflatarpndiecondition inthepresifiprohibiging decrghptdon,pft dack individied piss of that ed
encrypted cut data; (2) as for the multiple pieces of the condition data,
every pi cogryBiedciidaty with msedetqsmined ey and 2 greddsiermined algor#hmranddmsiche
mul tiple pieces.of.the.condition data; and 20.(3) no one.piece qof the
encrypt ed 813: 1649t “fciucgg%gagf’ ge éﬂlee\ﬁ%f’ﬂé Hﬁ‘l1 t¢ téo("p‘%'éﬁ"e'"sasﬁf)f ng gﬁﬂ?’?‘i‘%
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~shoul d hayugypled cORGtiNPEAR knd WHYEAR asFckht BecrgoRd thi @, Hle dahpikeddioaaiopf the
encrypted condition data shoul d have its decfyption 25 prohibited. There

are mul t idplaengittectesicabndition datagiht iendrypied aonditich dita isgasitionsd alidad ol éhepi eces
of the condition data may include the data on the condition in the case of
al | owi ng enpEPige evtdetd nying its ddepypéinn allpwediorpmbibited accduding tethe candidorby
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the conditipp data. are. associ ated.t o decrypt t.he encrypted condition data
ge_ngr ?t e8§%@{i%r;@z@gt30§ggﬁﬁtg%§£§ 8§@F§P°%’Pé’§é’gn%to? ﬁ%mcondi tion data ![ n

pr edet er m ne : . : . ition
data may i ncl udg g%tsguon alﬁ%gnc]';‘3 tnf"gn&? g’rle%ggjgfe@r 3?5*%‘?%‘3‘%?%‘%%?‘?@@?%(1

condi ti ofolldadig ehdandeCywRsrd fol l owi ng the encrypted condition data
generated by encrypting the condition data. In this case, the basic

condi ti on dat@) eeoh indivaduabjsiece afahelcdridition datd Basweieedofitlahi 10avt 0ge oRtheypt i on
of a piece to be decrypted first out of the pieces of the encrypted
condik i opiearid thpeensrytedicusdatarsad jirludeg theedasa o atdeast ene off the kendition in the

case of allowing the decryption of the associated encrypted cut data or the condition in the

case of prohibiting the decryption of the associated encrypted cut data; |

(2) as for the multiple pieces of the condition data, every piece of the encrypted cut
data is associated with one of the multiple pieces of the condition data; and

20 (3) no one piece of the encrypted cut data is associated with multiple pieces of the
condition data.

In this case, the basic condition data may include the data on at least one of the
condition of which piece of the encrypted condition data should have its decryption allowed
and the condition of which piece of the encrypted condition data should have its decryption

25  prohibited.
There are multiple pieces of the condition data, and at least one of the pieces of the

condition data may include the data on the condition in the case of allowing the decryption of

the encrypted condition data generated by encrypting the other condition data.



condition data. 10 The condition data included in the above-nenti oned data
structure may include the data on at |east one of the followng (4) to
(7): (4) information for identifying the decryption processing apparatus
allowed to perform or prohibited fromperform ng the decryption of at

| east one piece of the encrypted cut data; (5) information for identifying
a user allowed to perform or prohibitedl%ron115 perform ng the decryption

of at |east oMBeRiaRCAURIDIL MEceRDE IHRMitOH dafiahd at (St &Rzeﬂaﬁ[?i%&es%?o%e
i nformati on on a period allow ng the decryption of at |east one piece of

t he encr yomtleéple pidcesiof the aowtlitioif dutaraiei agsocidtedtoRiRElyRLithD efdtypicll cogititiedata
decryption of at |east one piece of the encrypted cut data; and (7)

i nf or mat igeReraigd htiicaerypiing thesengverappiecesiof thesconflitionalatirin pyssietedminet ortler,a
shoul d havg %gﬁits decryption allowed or which of the nmultiple pieces of
t he encr Pt eFhfithoss sevesddigegs plthe condiionydata mawitasluds éate on p eenditionfor
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the nultiple encryption keys is used to render each individual piece of the
encr ypt ethequeced af the easrypted cenditipptiad genradd by endiyptignsevyal pidcataifahd n t he
data structure of the present invention is generated by an encryption

pr ocessi ﬁ@da%’a(il?é%us conprising encryption key generating neans for

generating 2 mul tiple encryptjon keys in predeterm ned timng; each
i nditH dual pi Co&ﬁltlgﬂé‘a@ﬂe?‘i‘g?ﬂt'a the,gbovgapentjogeddata stsuctere pay aciade hee of

t he nul th&lag{lgpﬁa%%%?p%lﬁ%@%‘%sgg@?og by the encryption key generating

nmeans so as to encryp ‘the nultiple pieces of the plain
text cut — dat@) Wirbnon SAGUYRIARY HE¥ectliof! -
pi eces of ot he@!)ol ai n text cutrﬁggitgg; 5 %Cg%J toﬁﬁ%ﬁdflé)mﬁgﬁ“%?ﬁ%%@%e
dat a f or of giehibitby from ﬁebgn@ﬂfgrtu@aéc@gpwm RAstUne PicRa o thel cblivpiedat dithece of
the encrypted cut data is encrypted. The data structure of the present
i nventi on may(Shmfersatioh favidentifyinge wsasalonednte peffornsor grehibited frdmby t he
encr ygot il on_processi ng apparatus conprising the encryption key generating
I performing the decryption of at least one piece of the encrypted cut data;
(6) at least one of information on a period allowing the decryption of at least one piece
of the encrypted cut data and information on a period prohibiting the decryption of at least
one piece of the encrypted cut data; and
(7) information on which of the multiple pieces of the encrypted cut data should have
20  its decryption aflowed or which of the multiple pieces of the encrypted cut data should have
ts decryption prohibited.
Each individual piece of the encrypted cut data in the data structure of the present
invention is encrypted by using one of multiple encryption keys so as to encrypt at least one
of multiple pieces of the plain text cut data with an encryption key different from that of the
25  other pieces of the plain text cut data, and the condition data includes the data on which of
the multiple encryption keys is used to render each individual piece of the encrypted cut data
as the encrypted cut data.

The encrypted data in the data structure of the present invention is generated by an

encryption processing apparatus comprising encryption key genérating means for generating



means for generating multiple encryption keys in predetermned timng. 10
To be nore specific, the encryption key generating neans generates the
encryption Kkeys so that the encryption keys generated in the same order
are always the sanme ones in the case of generating the encryption keys
sequentially froman initial state, and the data for identifying the
encryption key used when each individuat® pi ece of the encrypted cut data
i ncl uded thiiibRen&RBEM LOA ; ' : indica : ' «ch
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solution generating neans for sequenti al I%bgener ating 20 solutions which

are pseuddtaratyanencaytionkey diffesent frome thebeffhe ether plerrsrofthaipin texteutdats or der
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recei Vediﬂcl;iﬁﬁhﬁl'b‘?%%%ﬂﬁé%'c ] e%tdgtgli é&llcgﬁteqlener ating neans; and the data

for identityrng the encryption Key uSe en each individual piece of the

~encrypted cut THada sitednsdf teprédia HO8dni LY BPLFollSwERChY BARdvitre %%d' cates
the solution used when the encryption key is generated. O else, the

encr ypt egentasted by tlpesmeryption phyessingeppnsnisicomppiking @sdritfyptipA ke A btiterating
conprising encryption key solution generating neans for sequentially
gener at i HgasHion geuanatingshlsipleaaneryption Beysriapauetenmimed timisg t hat t he sol uti ons
generated in ,wg?sama order fromthe _initial state are always the sane

onestlthe enc more spsqitisethe casYRHOERInESngaHBE Bicans ganerapes theeraryptionon keys
based on e | ytions received fr 1 encryption key sol ution generating
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encrypted data of the present invention nay have nultiple pieces of the
condi t i omchigiedin the comdition date js @rcyptédidiichds dle gpdarde whichi the egurgptionties is
condition data is encrypted by using one of nultiple condition data

~encriypt i BRek¥SE so as to encrypt at least one of nultiple pieces of the

condition data with a condition data encryption key different
"lahe encrypted cﬁlta generated by %e encry3p/ ion processi}/lg apparatus comprising the

encryption key generating means can be as follows.
To be more specific, the encrypted data is generated by an encryption processing

apparatus comprising encryption key solution generating means for sequentially generating

20  solutions which are pseudo-random numbers so that the solutions generated in the same order
from the initial state are always the same ones; the encryption key generating means
generates the encryption keys based on the solutions received from the encryption key
solution generating means; and the data for identifying the encryption key used when each
individual piece of the encrypted cut data included in the condition data is encrypted

25  indicates the solution used when the encryption key is generated.

| Or else, the encrypted data is generated by an encryption processing apparatus
comprising encryption key solution generating means for sequentially generating solutions
which are pseudo-random numbers so that the solutions generated in the same order from the

initial state are always the same ones; the encryption key generating means generates the



fromthat of the other pieces of the condition data; and the basic
condition data includes the 10 data on which of the multiple condition data
encryption keys is used to render each individual piece of the encrypted
condition data as the encrypted condition data. The data structure of
encrypted data of the present invention may have nultiple pieces of the
condition data. In this case, the encrypted condition data is generated by
an - encr akhBioPkas Basdh AORAAUTCARI T iR SABbh Ry Al forfRAENBAE ON
key generating nmeans 15 for generating nultiple c I't1oh data &ncryption
keys in picadgtaad thedta for ddengfyiRade entrypiiot Eiialsed waeh efdh bRiRAFHKES &dhe
condition data is encrypted by using one of the nmultiple condition data
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dat a wi t fOlgtion Bsed; whegeaerating the eppypton kasyis genearatednt fromthat of the ot her
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condition data encryption  key generating neans r-generatin e multiple
condi t i oonelaf multiphy pipdeis ofi theayadition Axtawittetaiditionathtd édtryiion key Affd@ite
specific, the condition data encryption key generating neans generates the
condi t i offonethat of tag gtber pieces of thesonditian detaparsithe basio cordliticn datcingpileothekey s
gener at eg in the sanme order are always the same ones in the case of
sequcht i $Hp yng\aﬁé} ofithe, guudtinle eondition data encryptiopkeyy/istiserhtorendsr ererindividual
dinitial stat and the.data.for ideptifying.the condition data 22

encrypti élr?g?(g{/thﬁglé%y%ﬁgﬁo%‘gwp %F%&‘SGH%YBH%QSQQ}F"Q #2encrypt ed condition
dat a i ncl udedyy ' ey ' g I.ndi or der
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.condition data encryption key generating neans may be as fol l'ows. To be

nor e speeictyptiontphecessing yyytaeatuO@indprisingg@nditioh eldtabneaiption key Mretitingmaeassi ng
apparatus conprising condition data encryption key solution generating
nmead$ f ofor geregain: maltiple epadisiondatgeneryiption beys intprasisteamined sinivlgs-eaclndom
nunbers 58, t(Ela I he fs?nl utions .. ) ) )
mdividual piece of the encrypted condition data is encrypted by using one of the multiple
- condition data encryption keys generated by the condition data encryption key generating
means so as to encrypt at least one of the multiple pieces of the condition data with a
condition data encryption key different from that of the other pieces of the condition data;
20 and the basic condition data includes the data for identifying the condition data encryption
key used when each individual piece of the encrypted condition data is encrypted.

The data structure of the present invention may be as follows in the case where it is
generated by the encryption processing apparatus comprising the condition data encryption
key generating means for generating the multiple condition data encryption keys in

25  predetermined timing.
| To be more specific, the condition data encryption key generating means generates the
condition data encryption keys so that the condition data encryption keys generated in the

same order are always the same ones in the case of sequentially generating the condition data

encryption keys from the initial state, and the data for identifying the condition data




generated in the same order fromthe initial state are always the sane
ones, and wherein: the 10 condition data encrypti on key generating neans
generates the condition data encryption keys based on the sol utions
received fromthe condition data encryption key solution generating neans;
and the data for identifying the condition data encryption key used when
each individual piece of the encrypt ec?Zondition data included in the
basi ¢ conrgitvben Bt dkel : ki i . e
condition data eﬁ%ﬁ yp??&gﬁggwﬁgﬁglgﬁgﬁgﬁ%ﬁﬁﬁgﬁaﬁ g({l ggeddg%bﬁl;@d glllg?@g?%ghdata
i s gener ahebhshyconditon s exdtyted hdssitad ghe@ar ig tvlfich the¥phrdiGbRgataondi ti on
data encryption key solution generating neans for sequentially generating
sol ut i onsneiypien keyois gsmarafed.r andom nunbers so that the sol uti ons generated
in the sane grder fromthe initial state are always the same ones, and

wherei n: the dBREREYRIFd data gencaied D thesmenRplion aivsesng RPPABER SOTBHENA RS t he
di tion _dat. tion K based the 20 ] ived f th
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generating the condition data encryption key is generated. Each individual
pi ece of stqueneally geptmdng séludaisavhich ilegselaioarandoml alibibers@b tidb theoRBROAE 25
invention is encrypted by using one of nultiple encryption algorithms so as
t o encrygenchtted dnibe sarpperdsf froml the piital statecars abiays ithee galmi anes,emtl wheteigtabar Wi t h
an encryption algorithmdifferent from that of the other pieces of the
plaitPte ?ﬂ(@mﬂ SCTYRIIPI: RGY 2ensating WRang geperpiss fheronditivn daéteacmm%wh of

of the DR BRI aftsREh ioRlThe Epdifoe 428 shaRion ESTOIOHRE sthihias u
data in pjagndah@aRldabCbH [dn@fyidd e REGREM &@Xﬁ&%@ﬁoﬁﬁ WENGH &fybY an

encryption processing apparatus’ conprising encr gorithmgenerating

neans f oindidew piice BEtheehtrypled cORAGIHYR HaR A hh e BasictoRdifigs isn W ned
timng; each individual piece of the encrypted cut data is encrypted by

usi ng onencryptehimdmatesithid haivnruspd when thegonditibndata egetyption kel 19\ gehidigted.
encryption al gorithmgenerating neans so as to encrypt at |east one of the
rul t1i£l e pi ec‘ggeléﬁ, thenncpipsgddateisizenerated Hyanenetyption processipigiapparatugor i t hm
different fromthat, of the other pieces of the plain text cut data; and

t he condfYIHRFHIREoRdition dathncryplion ke g sqlgtion generating ynaegs fasseqisBEYSt i on

_ al'gorit h&n"é?a%ﬂg%ﬁﬂogsav%ﬁich ré?e' f)lsielcli&loq{'an é)t%%%mcgers s%eiha?tqgé X&ltlt?o%s%%ltlerated in the

| same order from the initial state are always the same ones, and wherein: the condition data
encryption key generating means generates the condition data encryption keys based on the

20 solutions received from the condition data encryption key solution generating means; and the
data for identifying the condition data encryption key used when each individual piece of the
encrypted condition data included in the basic condition data is encrypted indicates the order
in which the solution used when generating the condition data encryption key is generated.

Each individual piece of the encrypted cut data in the data structure of the present

25 | invention is encrypted by using one of multiple encryption algorithms so as to encrypt at least
one of multiple pieces of the plain text cut data with an encryption algorithm different from
that of the other pieces of the plain text cut data, and the condition data includes the data on
which of the multiple encryption algorithms is used to render each individual piece of the

encrypted cut data as the encrypted cut data.




data is encrypted. 10 The data structure of the present invention can be as
follows in the case where it is generated by the encryption processing
apparatus conprising the encryption algorithm generating neans for
generating multiple encryption algorithnms in predetermned timng. To be
nore specific, the encryption al gorithm generating neans generates the
encryption algorithns so that the encryption algorithns generated in the
sane order ar ghden@ypRy ] | : ' tﬁ%
encryption al gorithis sgaﬁgﬁﬁgﬁyﬁﬁ@%ﬁ% gsfegni&t&?g{&ltslt&ggbgeﬁg%%gt e data
for i dententiyption ploecsingrappiratn ca@fsing Bieryis@sh mgﬁnhﬁ?éheraﬁﬂgiin\em%k pi ece
of the encrypted cut data included in the condition data is encrypted

i ndi cat esgendrating waHipleenshyption tatgerighmes inpiredeteradinpdrtinhing) éash getividadledece Bifie
encrypt ed dat a %ener ated by the encryption processing apparatus conprising
the 20 dhesippinieshcutdaians enemynjethy aﬁmgngnwfarﬁ@ muidtiple encayptios] dlgashmyo be nore
specific, the crypted data is..generated by an encryption processjng
appar gt u §eﬁ%ﬁ%§ irgg i genéEF@%?B flegHtT genartiie mems 59 B%tog%‘ﬁ@fpéﬁ'i Iggst Hﬁ%ﬂéthf& or
sequent i ' ' LiC r -.an n er 0. t hat
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al ways 't ligs GREDICIRE of the PRaiff R&E Yitldalh afd @ cbhMAbrE datd BREIRS HMUAERRS
generates the encryption algorithnms based on the solutions recelved from
t he encr ydutifyingthgentryptivs dbotithanusgd wiea ehdtgindRahsl %ia&doﬁ the eﬁiﬁ?p&e& @it

i dentifying the encryption algorithmused when each individual piece of

t he encr yipRdsensayptetht a i ncluded in the condition data is encrypted

i ndi cat es the,g%‘(c)l ution used when the encryption algorithmis gene_r.at ed. 24
o etle, the ThcdaipitErtyschthepresentinyentionisgn b aefalloyisin e gepowhersiitig

apparatus_c | Sl.ng_encr.yption algorithmsolution generating neans for
sequent i gﬂ%%h%bﬁ%flﬁlapﬁégp{ﬂ%%%g‘\m?r@ SéP@%‘é’QﬁE‘EﬁWﬁEﬁ?S@F@ so t hat
t he solug&@%-?%qﬂ% b ot sl Jnitial . .. are
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the encrypti oo Bé fidfd $pebicPMS @fc9Ptid AeSHhH $PRMHS GRlaNEBerlefAR thb e
encryption algorithmsolution generating neans; and the data for

i dent i f yemgyptive abgorityps sethaathgentryption algedthwizernaart in @i sdindwaderpiece of
the encrypted cut data included in the condition data is encrypted

i ndildat edwayethgsaae ones inrthe ease 9é gensratingdhe enveyptisnetgoyisimes sequantillydrom
encrypti

812 initial state, and the data for identifying the encryption algorithm used when each
individual piece of the encrypted cut data included in the condition data is encrypted
indicates the order in which the encryption algorithm is generated.
The encrypted data generated by the encryption processing apparatus comprising the
20  encryption algorithm generating means can be as follows.

To be more specific, the encrypted data is generated by an encryption processing
apparatus comprising encryption algorithm solution generating means for sequentially
generating solutions which are pseudo-random numbers so that the solutions generated in the
same order from the initial state are always the same ones; the encryption algorithm

25  generating means generates the encryption algorithms based on the solutions received from
the encryption algorithm solution generating means; and the data for identifying the
encryption algorithm used when each individual piece of the encrypte(i cut data included in
the condition data is encrypted indicates the solution used when the encryption algorithm is

generated,



algorithmis generated. 10 The data structure of encrypted data of the
present invention may have multiple pieces of the condition data. In this
case, each individual piece of the encrypted condition data is encrypted
by using one of nultiple condition data encryption algorithnms so as to
encrypt at |east one of nultiple pieces of the condition data with a
condition data encryption algorithm different fromthat of the other

pi eces of thesendi the@hc ada ma} J+3| : | udes the
data on which of the nul I pl g %gﬁéﬁéﬁgn a?la&{e&n rt{%l |oér%§§é€g f’%%s s used
to rendeompasingiendiypiichialgogihecehaiont deneranicg iptnctor S@biti-my gdatranas t he
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present isplpdinns whichate peguédo-rapdoinpiuenteissodbat thé sclimtions @ankrbted in thatsame brdet hi s
case, the_encrypted condition data is generated by an encryption processing
appar at u %ﬁi‘}r‘ﬁ@f’ﬂﬁm@ SFfRlvRrpnthe same apgs; (hsenerypipaleptithm gaaeting megns 20
nmeans.for_generatin ltiple,conditjon.data . encrypti algorithnes in

pr edeter l%eﬁeerateg ﬁ}%eﬁglfyrf’ﬁglé OPﬂ]ms\rhaﬂ?ﬁa n %é‘&@u@?s ’i"ﬁ%v‘gﬁ&?? SERERNL | on
data is ik Al . ' ; lLiion ne tion
al gorit h%%%gene‘r&gl%1 g%n E?det egﬁ%@?’tégﬁh%%%%déﬁ@?gﬁﬁgH‘“’ eglf:%%ﬁ%"?ﬁ%oﬁg%gr ating
nMeans so us&l wWherdheh Yifividhall piae of @Renefyptdieufhth iRl&ieRine ﬁﬁ%oﬁ?jtﬁ)ﬁ' Qata i
condition data with a condition data encryption algorithmdifferent ?‘rom
that of eheyptedérdi@fesgheosier if whibk deooilition@sediahai githtinp ¢hdariyptioandi tion
data includes the data for identifying the condition data encryption

“al gori t hegsthm igrgeaeratedh i ndi vi dual piece of the encrypted condition data
i s encrypt ed. Th&a dat a strgcture of the present invention can be as follows

in th® case ta ptrycture of gaqrapted dpfp of fie repseptisvensionnachaye immtiplp pisces us
conpri si lLtlon.data encryption. 25 . al It hm gener at.i.ng, neans for
gener at i ﬁgﬂ’%ﬁ (lﬁg{}lgd%:%‘ndh t%bgnca(s.leateg gVl pigcey FP’?W‘#&BEHO&E?‘E’O@E%}Sm ned
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that t heleagiisielof ailtilé picRBCHMBE EsHUiforAd B0With ABnUARE tath SfcryPrid g SiiE Or der
are always the sane ones in the case of sequentially genefatingthe

condi t i odiff¢send froncibypafi the othegpieddstufshe conditiohelatanuid thk batiatendidndddthe dat a
for identifying the condition data encryption algorithmused when each

i ndidA dulcludeethe data anqwhich € theprdiplesanditive datd sneryptios algenithins it heeditasi ¢

condition data js encrypted indi cates the_ order
renger each md1v1§u F[))mce of Hw encrypted condition data as the encrypted condition data.

The data structure of encrypted data of the present invention may have multiple pieces
of the condition data. In this case, the encrypted condition data is generated by an
encryption processing apparatus comprising condition data encryption algorithm generating

20  means for generating multiple condition data encryption algorithms in predetermined timing;
each individual piece of the encrypted condition data is encrypted by using one of the
multipie condition data encryption algorithms generated by the condition data encryption
algorithm generating means so as to encrypt at least one of the multiple pieces of the
condition data with a condition data encryption algorithm different from that of the other

25  pieces of the condition data; and the basic condition data includes the data for identifying the
condition data encryption algorithm used when each individual piece of the encrypted
condition data is encrypted.

The data structure of the present invention can be as follows in the case where it is

generated by the encryption processing apparatus comprising the condition data encryption



in which the condition data encryption algorithmis generated. 10 The
encrypted data generated by the encrypti on processi ng apparatus conpri sing
the condition data encryption al gorithm generating neans can be as
follows. To be nore specific, the encrypted data is generated by an
encryption processing apparatus conprising condition data encryption
al gorithm sol uti on generating neans for25sequenti ally generating solutions
whi ch ar el @sahflQeh &RERMnBMETEF Sensfutihp MultipIe csliHbd 848 e&éy@ﬁiﬁ% fffmks i ¢ Ne
sane order fromthe initial state are always the sanme ones; and the
condi t i orpredtadraninictirgipgi on al gorit hm generati ng neans generates the
condition data encryption algorithns based on the solutions received from
t he condi ti on I@dranensspegfic, dre conditiontdatm enstyiption elgorjdme gercratpgnesans; and t he
data for identifying the conditign data encryption algorithmused when
each i ndi&fneraies ﬂﬁifé’gélﬁap defaengryptigpalgarihapsdoithas therpnditonslatigagrypionhe 20
basi c.condi tion data.is.encrypted indicates the solution used when the
condi ti 0 rr%ﬁ%) a ﬂgms %%W%‘fllngﬁe P P@”ﬂéi@r%{l’é’d’.ﬂeﬁn tB’F Exse 0? ﬁ@l“@ﬂ%‘?l{}'pt ed
data is i £Sl . C [ sln
%@H@rﬁ&ﬁgf@le R¥n@fof Hﬁ? é@%r%&pdggﬁﬁt s Anfiie %{@@E%at%eagl & %arta Bor

condi ti on data ‘encryption a _ ol'ution genera ns
sequent i addnyifyige BRS dhiiien ama@heggﬁoﬂ%g@ﬁmﬁd #sel 9A1H QadARERTGANRES &f e t hat
the solutions generated in the sane order fromthe Initial state are

al ways t leecrypted comdition tite irwbnkdd tin the basit @omditiony fith &encalp@RY inlifonteg Bireyrddri Ng
means generates the condition data encryption algorithns based on the
~sol ut i ondn whichithe-eprdition datreenstypdiion ialgorithem 45 gamerajgek i on al gori t hm sol uti on

generating nmegps; and the data for identifying the condition data
encr {/@t i on al 3@? F@%’ﬁ%éﬂa FFfsEatec b the, cacsyPEOm Prosessig appamaiis camprigipg dee

diti - | .in-.the, basi diti ta.i 26 t ed
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condi tion dat @, be Ry MR, aﬁegﬁa@éama igg%ﬁwg{r)?&_ pfg%ﬁsr};i@gpg;feqsiﬂ ta

generated by the encryption proceSsing apparatus _ vention
can be degpathecompridimEcdn@itlopiaflendBpiivR blgomtith 9518AS PheRing rAlHS fdror

instance. 5 To be nore specific, the decryption proceSsing apparatus is the
one conpsé@ientinllyesemting srlolidrisovhiciasra psaridimagdore anmbée ko te dienglutiagk C
condition data fromthe encrypted data; encrypted condition data reading

means® f ogencsaier] Mgthe paneerdes/isemdhe miial statmarg atveays thamanisenes mod yipt eonditiona;

encrypt eg cut data reading neans for reading tﬁhe encrypted cut, data from
the ata encryption algori generating means generates the condition data encryption

algorithms based on the solutions received from the condition data encryption algorithm
solution generating means; and the data for identifying the condition data encryption
algorithm used when each individual piece of the encrypted condition data included in the
20  basic condition data is encrypted indicates the solution used when the condition data
encryption algorithm is generated.
Or else, the encrypted data is generated by an encryption processing apparatus
- comprising condition data encryption algorithm solution generating means for sequentially
generating solutions which are pseudo-random numbers so that the solutions generated in the
25  same order from the initial state are always the same ones; the condition data encryption
algorithm generating means generates the condition data encryption algorithms based on the
solutions received from the condition data encryption algorithm solution generating means;
and the data for identifying the condition data encryption algorithm used when each

individual piece of the encrypted condition data included in the basic condition data is



encrypted data; encrypted condition data decrypting neans for decrypting
the encrypted 10 condition data to render it as the condition data if
determ ned that the encrypted condition data read by the encrypted
condition data reading neans matches with a condition in the case of

all owi ng decryption of the encrypted condition data indicated in the basic
condition data read by the basic condi49 on data readi ng neans or if

det er m neflerypRll ildiCat@BE ¥R wIIBH e Mhtiof A& FRGSeeRtatiB bt Lotiition Aata
condition in the case of prohibiting the decryptioh of the 15 encrypted

condi t i oendgption dearitipiis pener@adis for decrypting each individual piece of
the encrypted cut data read by the encrypted cut data readi ng neans to
render it as Theensrypted dasx genecated binths coatyption prdeessing apperatusaf thelpgesentcr ypt ed
cut data.indicated ipn the condition data decrypted by the encrypted

condi t i ofVgatn PRy he foloming decryntionPrecessing RRRRratRs ORdstagge e of

al | owi ng decr Lon or if.determ ned that the encrypted cut data dges not
et oh W th 20188 SR et e RE YR AULP eSS RPBRAI G reNHEURDRARG PaEng
gonnect! RShdTRS dath %adﬁg%lﬁﬁg fcﬂ‘gea i ﬁkcadoﬁdftﬁﬁtdafaﬁoﬁ%ieaenqgfgﬁéﬁpcfa?ad by the
ecrypting neans as on€ to render 1T as the subjec at a. el'seé, the

decrypti efcrppted essdifich GRPRAANY ndafis F9eddnt: 00 BRérySiel Gond18SH Gatk BOH i ON
data readi ng neans for reading the basic condition data fromthe encrypted

dat a; encmoypptedidatdtencoyptidtduodatd adaalingaackind Jomeadiag terencagtidat tie freachypt ed
condition data fromthe encrypted data; encrypted cut data readi ng neans
for readfifgyRtpédencangriptad conditign datafdeorypting meaes fpp demyptitet the emmeptydt ed

condi tion ta decrypting neans for decrypting the encrypted condition data
C o rbheponcptichufaihto Btk sh coaeiion ol Br oo thab hecnEryeisd eppditen

conditio I by th cr ed condition data readi ng.nmeans matches
Wih o oo e et el s i e e A pRetes Bre fieed
condi 1 Ogf ilviing AL ERAGE L ERARAPLMARRAMHaL i e
condition data % eading neans or’if é)glt er mﬁﬁedﬁglﬁgt?&?‘h{él%gﬁg%%éde}@oncgndi tion
dat a doefead bgthdtisiitonditibn date@bdiing MBarisbrif@t&Aifedrthatthe B tbd Sorddifon
decryption of the encrypted condition data; decrypting nmeans for
decr ypt i dega does noh mayghtveith £ oendideintthe cazadé prohibidisg thede&ryplion of thext cut data
only if determ ned that each individual %ece_ of the encrypted cut data
read5 byenchpteheandiiondlatay dearspting meanisder ¢rsavptingwadthindividuahpigeeofifliet i on i n
the case of al]ow.n cryption of the encrypted cut data indicated in the
condi t | o‘ﬂlcfﬂ’?%d %9?@5’?@3’%‘5@%@3’9@9 CPLttateading amaans o rgader itpsdhe plamigXtreans
or if delg ﬁgﬁa%ﬁﬂr f Q@&nﬁﬂgd fiat ﬁ%%%g%pgeﬁtcuggétg indicated in the condition data
decrypted by the encrypted condition data decrypting means matches with a condition in the
case of allowing decryption or if determined that the encrypted cut data does not match with
20  acondition in the case of prohibiting the decryption; and connecting means for connecting
the plain text cut data decrypted by the decrypting means as one to render it as the subject
data.
Or else, the decryption processing apparatus is the one comprising: basic condition
- data reading means for reading the basic condition data from the encrypted data; encrypted
25  condition data reading means for reading the encrypted condition data from the encrypted
data; encrypted cut data reading means for reading the encrypted cut data from the encrypted
data; encrypted condition data decrypting means for decrypting the encrypted condition data
to render it as the condition data if determined that the encrypted condition data read by the

encrypted condition data reading means matches with a condition in the case of allowing



not match with a condition in the case of prohibiting the decryption of the
encrypted cut data; 10 and connecting neans for connecting the plain text
cut data decrypted by the decrypting neans as one to render it as the

subj ect data, and wherein: the encrypted condition data decrypting nmeans
decrypts the encrypted condition data to render it as the condition data
only if determ ned that each individua§7piece of the encrypted condition

data r eadichiyplibiPofle eNaRYHEd c@nﬂﬁfli'{h{ AR irfdRhRd R Al &ﬁc%ﬁ&ﬁoﬂﬁ%ﬁ%ﬁ hé a

condition as to which of nultiple pieces of the 15 encrypted condr'tion data
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condition as to which of the nultiple pieces of the encrypted condition
dat a shoamctimatehavith scondigtomyip theoraspebprobibiting; thadebryptiondd ¢he/gricrypgedreans
decrypts the encrypted cut data to render it as the plain text cut data
based onlCynYHoR AaafleerypHng Meapnior degnpiing the emﬁptf:@pwdfwmfg redden s ithe
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cut data fromthe encrypted data; decrypting the 25 encrypted condition

data to eemgped conditor deta demgptiniganeaia baifidetetinet nha e dodstptéd et deadoes
encrypted condition data matches with a condition in the case of allow ng
decr ypt i 89t Batch peth agendifiondal theanask of pphibiting thendicegttiod of thet dnerypécaic-ubdatac
condition data or if determ ned that the encrypted condition data does not

mat cHP wi fP SPrSEHReIReARs for qonaecting sheplaiy teicyt dite dearypted by thoydecrypfing her eof ;

d ti i ndj vi,dual pi f.th d ted cut data t d
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prohi biting the decryption thereof; and connecting the plain’text cut data
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data. O else, the decryption nethod inplenmented by the decryption
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condition data fromthe encrypted data; . reading the encrypted condjtion
data froAHHEIAIER Pt ihe EIPRPPE%HF?F@ of fhe &g condition dgfashould have its
decryption prohibited; and the decrypting means decrypts the encrypted cut data to render it

as the plain text cut data based only on the decrypted condition data,
The following method is implemented by the decryption processing apparatus for
20  instance.

The decryption method implemented by the decryption processing apparatus is the
one comprising the steps for the decryption processing apparatus of: reading the basic
condition data from the encrypted data; reading the encrypted condition data from the
encrypted data; reading the encrypted cut data from the encrypted data; decrypting the

- 25  encrypted condition data to render it as the condition data if determined that the read
encrypted condition data matches with a condition in the case of allowing decryption of the
encrypted condition data indicated in the read basic condition data or if determined that the
encrypted condition data does not match with a condition in the case of prohibiting the

decryption thereof; decrypting each individual piece of the read encrypted cut data to render



fromthe encrypted data; decrypting the encrypted condition data to render
it as the condition 10 data if determ ned that the read encrypted condition
data matches with a condition in the case of allow ng decryption of the
encrypted condition data indicated in the read basic condition data or if
determ ned that the encrypted condition data does not match with a
condition in the case of prohibiting thd decryption thereof; decrypting
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or if determned that the encrypted cut data does not match with a
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condition as to which of nultiple pieces of the encrypted condition data
shoul d haeedirig the eniargpiyd tomtitied daonfrdmahe ehcripted 0&3; readingdiedhcyiptdd cut data
condition as to which of the nultiple pieces 25 of the encrypted condition
dat a shotioim hawaciypisd dates gesrymsingghotrichyntedicongitibni duta togemdee it asfthe chaditiont i ng

t he encrygt g{j cut ,daat to render it as the plain text cut data, the
encr )t 2@t deierne @aﬁgﬂf&? €BEryPisd candition fata matehes with4 Gondition in the case a
based onl . c ypt diti t Br.i Descri pti f th

based oty DB HPAE: ERA OBt RSl TE RSBl Bk Shebor an
encrypti gia oy ﬁ{(ﬁmrmﬁfé@l%zg'tﬁ%geﬁcgﬁﬁ%i éJnﬁfﬁo?er&Padc!(JIgg ﬁ&tp mbtclPwith dgtsongliotg)he}ﬂ i

showi ng a hardware configurati an encryp rocessin aratus

i ncl udedcass of prohebithy eidebryphsh HidteoPAMBrypinE tHe endrypRedutat? td fendedit 86K

di agram showi ng the configuration of an encryption apparatus included in
the encr thetplain text outedatd ordy Hjxfeteratines! thite@ach individual pRie bf GBS endrypred cdi @94 ans
showi ng a data configurati on of encrypted data generated by the encryption
pr ocessi Fgd ap the encowtechedataresding mpans matches with a condition in the case of

allowing the decryption of the encrypted cut data indicated in the condition data decrypted by
the encrypted condition data decrypting means or if determined that the encrypted cut data
does not match with a condition in the case of prohibiting the decryption thereof; and
connecting the decrypted plain text cut data as one to render it as the subject data, and

20 wherein: in the step of decrypting the encrypted condition data to render it as the condition
data, the encrypted condition data is decrypted to render it as the condition data only if
determined that each individual piece of the encrypted condition data matches with ﬁ
condition as to which of multiple pieces of the encrypted condition data should have its
decryption allowed or if it does not match with a condition as to which of the multiple pieces

25  of the encrypted condition data should have its decryption prohibited; and in the step of
decrypting the encrypted cut data to render it as the plain text cut data, the encrypted cut data

is decrypted to render it as the plain text cut data based only on the decrypted condition data.

Brief Description of the Drawings



FIG 5 is a diagram show ng the hardware configuration of a decryption
processing 10 apparatus included in the encryption systemshown in FIG 1;
FIG 6 is a block diagram showi ng the configuration of a decryption
apparatus included in the decryption processing apparatus shown in FIG 5;
FIG 7 is a flowhart showing a flow of _a process perforned in the
encryption system shown in FIG 1; 15 #1G 8 is a flowchart show ng the
fllow of the pregess aRﬁi%r%@B@win%ﬁ&éﬁll%ﬁﬁ@urhﬁon&ﬁen@igffﬁblgs Sferh S @

fl omchart showi ng the flow of the process perforned in 30 s%own in FIG
7; FI G Hocaording tbh dicd edibadmssm;showi ng t he configuration according to a
deformed 20 exanple of the encryption apparatus shown in FIG 3; FIG 11
is a block di E&ﬁ-gxssﬁb&ﬂrﬁg shonging arifardwara configuaatvorafian gnéryptonmipbosssing
exanpl e of the decryption apparatus shown in FIG 6; FIG 12 is a block

di agr am @HBWW&“’("M&HF\ eSUFAPHOMSYSten phovena Gt Lon apparatus i ncluded in

h i i . d di ; d 25 FIG 13
| a Bl otk i KT SRR RE BN mEghs Sl G Dhas CRETRASR BREMRar at us

i ncl uded ki essi s th d enbodi t.
Dot al | od e ok RSP IRR RO E 2 T eunier . fivrt and

Det ai | ed Description reunder, first and

second enbodi FRS8.9 ¢ diabRni B6RTg 4 Mt Bbrirarabohlof BEcrgReg th §dnerd@d by i Sane
subjects will be given the same synbols, and overl appi hg descriptiohs wll

be om tt eskrygtidrhmocasiag pyarivas shovirhia RI€s2yi pti ons of the enbodi nents.
<<First Enbodi nent>> Thi s enbodi ment takes up an encryption system
“includi ng an EX&Ayipaidingram seaveing thy hasdwipp apefigisationsafc deatyiptiph pratessingpt i on

processi ng appar ses as shown in FIG 1 as_an enbodi nent of the
pr eseht -Pﬁ?ﬁéﬁﬁ?’&ﬁ“ﬁ?‘ﬁ@‘éﬁ@?@fﬁ?‘i‘%ﬁ%@&b@@%@(ﬁpﬁr atus 1 and the decryption
processing a t. .are nnect.ed by a netwprk N such as an LAN
(Local Area \ivgrlg?:%?oc &agﬁgﬁ%wgﬁ?%ﬁ%'l%\é\gglﬁ?ﬁwg 1 can
transmi t iRk B #€ dAYPHAPAREANEE PpadRSGhdbeth 1) 87 to each of the

FIG. 7 is a flowchart showing a flow of a process performed in the encryption system

shown in FIG. 1;

15 FIG. 8 is a flowchart showing the flow of the process performed in S110 shown in
FIG. 7,
FIG. 9 is a flowchart showing the flow of the process performed in S130 shown in
FIG. 7;
FIG. 10 is a block diagram showing the configuration according to a deformed
20 - example of the encryption apparatus shown in FIG. 3;
FIG. 11 is a block diagram showing the configuration according to a deformed
E example of the decryption apparatus shown in FIG. 6;
FIG. 12 is a block diagram showing the configuration of the encryption apparatus
included in the encryption processing apparatus of a second embodiment; and
25 FIG. 13 is a block diagram showing the configuration of the decryption apparatus

included in the decryption processing apparatus of the second embodiment.

Detailed Description of the Preferred Embodiments

Hereunder, first and second embodiments of the present invention will be described.




10 decryption processing apparatuses 2. However, the encryption processing
apparatus 1 and the decryption processing apparatuses 2 do not always have
to be connected by the network N. In this regard, however, the decryption
processi ng apparatuses 2 nust be able to receive the encrypted data
generated by the encryption processing apparatus 1 fromthe encryption
processi ng apparatus 15 1 via a recordi medi um such as a CO-ROM A
description Wrhk s&fic QFjdcteHilBs i b8 eB '
encrypted data on thgﬂ?ecordinégﬂ%ﬁ?ﬂ%ﬁg%gﬁgbgﬁﬁga?ggggﬁﬁ?gkgggggﬁﬁgﬂlthe
encr ypt ededatitted asothe tdve nisydsyiditrgdsvexdptions bothetehtodptdnpnse because those are
general - purpose technol ogies. There are the cases where at |east one
decrypt i GirErombedimgn@pparatus 2 is sufficient 20 or the cases where the
encryption pr . apparatus 1 doubles as the decryption,  processing

essin )
appar at us 2. %EHFP@Q RG0S FRKCH D fIh eNGEYRIORFYStEM iRGludias 4N SRCTIPIIRN RIOERSSIBE and
the decryption process. apparatuses 2 will be_.describe irst, the
confi gura PEAEE o gluitﬁpgggﬁ?%?nrﬁr%eé%g ARpar ??ﬁrzélfﬁgm’_fn Wdﬂ(ft}eas(?ﬂscri bed.
25 FI G %nﬁﬂ&*ﬁ?en%ﬂgé i‘@&ﬁiﬁﬁéﬁﬁbﬂ“r ation of the encryption processing
|

apparatus 1. Accor g to this enbodiment, the encryption processing
appar atus 1 hhe édeyptionHrodediag dtﬁgzimﬂimedécﬁ%{ BlskRb aPp ing
unit) 21, an ROM (read g;rrlly nlgénolﬁp% 22, an HDD harlglgdiskkdrgils-vgé)?@eg’??,1 an
RAM ( r andemoacextstbyenetwpik Rdnclags ampAN (RppedraataNeRiork ) wheiesthe aycrgyptivar at us
26, an encryption apparatus 27, a conmuni cation apparatus 28 and a bus 29.
31 The tmgessing ppmane 1 qapitrapgmit rgvypied datameneraisd as desgsibablatedits pachyof the
appar at ug 26, . encr%g}li on appar at us 27 and conmuni cation apparatus 28 can
exc hshge SEAVRIQR PIOGESING ARPBSYUSEHi2e ROM 22 or the HDD 23 has predet er ni ned

d ' t t he . t 1 ned, dat incl ude th
Gars 1o be suby SERTPRAGS A Bt BFHE T R AR GeCbBot ek e dat o
NECessar ypdaPars Oufothot My ANATTL o) hERESok NNy %’Hegardcom rol's

the entire encryption processing apparatus -1, perforns a protess

descr i beHowédeg/thbasesbtivn prétissiig afiaddthsed Ndn6kba able @6 RieivB tdhcRpMhpr the
HDD 23. The RAM 24 is used as a work storage area on performng the

‘process generdted PHe2bcryptien propessingmpparatus s fRon itee enorypign prdedsyngsappashear d,
2 _m)1USS ¢ '? nga grggorldiinlfgelﬁedeilgrg siucS:h zl:ssae 8D—ROM. A description will be omitted as to a data
writer for recording the encrypted data on the recording medium and a data reader for reading
the encrypted data from the recording medium for that purpose because thosé are general-
purpose technologies.

There are the cases where at least one decryption processing apparatus 2 is sufficient

20  or the cases where the encryption processing apparatus 1 doubles as the decryption
processing apparatus 2.

Configurations of the encryption processing apparatus 1 and the decryption processing
apparatuses 2 will be described. First, the configuration of the encryption processing
apparatus 1 will be described.

25 FIG. 2 shows a hardware configuration of the encryption processing apparatus 1.

According to this embodiment, the encryption processing apparatus 1 has the
configuration including a CPU (central processing unit} 21, an ROM (read only memory) 22,
an HDD (hard disk drive) 23, an RAM (random access memory) 24, an input apparatus 25, a

display apparatus 26, an encryption apparatus 27, a communication apparatus 28 and a bus 29.



10 to i nput commands and data. The display apparatus 26 is configured by an
LCD (liquid crystal display), a CRT (cathode ray tube) and the |ike, and
is used to display the commands, inputted data and situation of the
process described |ater and the |like. The encryption apparatus 27 perforns
encryption of the subject data and decryption of the encrypted data
described later. 15 The conmuni cati on a%garatus 28 perfornms comruni cation

with the ' ! e
HRUBHDLLROMIREAN DIIRANPH, Hhbli SPpaaith 85 | GIAPIMAFIuG The

comuni cation apparatus 28 transmts ypte

- desi gnat eficiyptianapyataradzir zﬁﬁl&o&ﬁﬂuﬂlﬂ@mh |ai§§arhﬂil§ b datletdhasge d¥@RER thedROOl bed

| ater of the encrypted data described |ater. Next, the configuration of the
encryption apﬂhc&ﬂ]’éZZI}rWheIHDMMQre®Md@o@mﬁm¢mweMMa (thagr am

of the encr I on _appar at us 27. The encryg}el on apparatus 27 is configured
by an i ntP %ﬁ@mﬁ dafagpayingludg theglaggie de eicflaprorstin dhs ernbodimenteanshalst i on

2 274, | th
or t19n Pdiael (RGeS ey”rﬁ&%@%p%%?%%ﬁs)are%ﬂ%‘é‘w%ﬁ Thsé%&é?é&?“ 80
t 7
Do) St”. ficlencle B2y iRV 1 AR IE AR B OB dBdine F1alE 305 on
portion elpeXahaRAR YataRorePinand RONESD of BR HIUD 239 %@ 24G0 HEBdNsGat i on

apparatus 28. The interface portion 271 receives the subject data fromthe

HDD 23 viwerk bterage arca%n pesfotiningalkspiotsss iltherGRERY.ed subject data to the
preprocessing portion 272. In the case where 32 the interface portion 271
recei ves the ut apparaguscts is henfigueed/int ekeybatul, a intouse ambthe like,tand ighated t 0
that effect to the solution generating portion 274. As will be described

| at €0 t FReNPRY s sad datay, ~ Phe displag Appasatnp &6 isrondigured by ap 4.GD diguid he
232?5‘5% o sBERRD, STk Bert B0 bRt oo e B et lodus #g &P es 2
L G S T T T
recei ved fronThd éi@r)ﬁiﬁ’bn%ﬁpd{'htﬁs b Berfétin®Y dnefRiBR b th%ug jCdt daya #dRie @ﬂ@h@ﬁ gt ned
nunber of bits, generating plain text cut data and transm tting“it to the
encrypti ﬂleepmyptedrdat%ﬁ(&saﬂmmmr cut the subject data
15 The communication apparatus 28 performs communication with the decryption
processing apparatuses 2 via the network N. The communication apparatus 28 transmits the
encrypted data to a destination designated by an MAC address and the like included in a
‘header described later of the encrypted data described later.
Next, the configuration of the encryption apparatus 27 will be described. FIG. 3
20  shows a block diagram of the encryption apparatus 27.
The encryption apparatus 27 is configured by an interface portion 271, a
preprocessing portion 272, an encryption portion 273, a solution generating portion 274, an
algorithm generating portion 275, a key generating portion 276, a condition data generating
portion 277, a basic condition data generating portion 278, a header generating portion 279
25  and a connecting portion 280.
| The interface portion 271 exchanges the data between the bus 29 and the
communication apparatus 28.
The interface portion 271 receives the subject data from the HDD 23 via the bus 29,

and transmits the received subject data to the preprocessing portion 272, In the case where



10 will be described |ater. According to this enbodi ment, the preprocessing
portion 272 has a function of including dunmy data which is the data

unrel ated to the subject data in the subject data by a nethod descri bed

| ater. The encryption portion 273 has a function of receiving the plain
text cut data fromthe preprocessing pf%tion 272 and encrypting it. The
encryption portion 273 also has a functi®n 15 of receiving condition data
descri bedh¢ mitefack Homioh2¢ 1 eaafliet tHRbubBREEIBEMARE bR PptB@Bith G0 trésmifHe data
encrypting it. The condition data generating portion 277 cuts the generated
condi t i orto dhat affedsyo therselutive gereratingpertiaf 274. t s descri bed | ater in advance
and then transmts it to the encryption portion 273. The encryption
portion 273 oftstWilldbedessaivediater, hgdnterfecernattionedidareeringsdhe ecrypted dats fram 20

unber oft b Pserir R ot wBiRE e haserpivel oo i 35 iBhe SenR
th : t.al L.on. ' i | .d ibed.later. Th
Sof utt on Saierafy Rl Ry Blo g JR6E5 S8 fousbicites 4l BRGRIMFIIARS ac 'for

the sol ubpaBgs 98B vl VL@l Ution generating portion 274 of the
encryption processing” 25 apparatus 1, the solutions generated in the sane

order are al walisptepmcsaing pntsh 272 lcbs@rﬂxﬁtioﬁ@f@ﬁm% mwabf&t a8 réderey BohdOn
processi ng apparatus 2 described |ater also has the solution generating

porti on i s 29via the interfecegmrtione Eobya predetgmniaedinimberpd bits, @en2Zdngplain ded
to the encryption processing apparatus 1. To be nore specific, if the
sol uti on&xy E‘R@aﬁ ¥ trapsmithag ¥ sorihesperyption porsigngas e dowte cuighe sutjent data

d. he . [ i I, 274 33 i ded, h
morsot S be BESEBR flerr naPERGRE)S B Bt fe shtarelieBine phiion 278061 &t od
encryp SEEESThY Ep) 10 eSS P |
appar at u s o4 SRR Bk WA BRI RIS SR SRR R nbor o

The geneggjad da@lbytad MOBo@i&cribéPikyi tted to the preprocessing portion 272,
al gorithm generating portion 275 and key 5 generating portion 276.

| nf or mati on ofhednetyptionipertion78has e furtbhl bf RReiviig BOplAin LRt dut datafiRsiRet t ed
fromthe solution generating portion 274 to the condition data generating
porti on PEPROCasithgnestien TEhandianorypting i. gdhe endryptipnymrtioro?7 22180 hasrefuattipor i t hm
generati ng gqui on é?,S aenergtﬁigs al gorithns based on the solutions

r ecéi ed ¥ eEFHVING RN AR dgicribed laterdrame theicondipivn datpigsneratingyportion 347 and

used -meghcrypting it. The condition data generating portion 277 cuts the generated condition data

by a reference number of bits described later in advance and then transmits it to the
- encryption portion 273.
The encryption portion 273 of this embodiment has the reference number of bits as a
20  processing unit in the case of performing encryption fixed. The reference number of bits in
this embodiment is 8 bits though it is not limited thereto. Details of encryption processing
will be described later.
The solution generating portion 274 generates solutions sequentially. As for the
solutions generéted by the solution generating portion 274 of the encryption processing
25  apparatus 1, the solutions generated in the same order are always the same ones. A
decryption apparatus of the decryption processing apparatus 2 described later also ﬁas the
solution generating portion which is the same as the solution generating portion 274 provided
to the encryption processing apparatus 1.  To be more specific, if the solutions generated in

the same order are compared, the solutions generated by the solution generating portion 274



10 perform ng the encryption processing in the encryption portion 273. The
key generating portion 276 generates keys based on the sol utions received
from the solution generating portion 274. The keys are used when
perform ng the encryption processing in the encryption portion 273. The
condition data generating portion 277 generates condition data based on the
data 15 received via the interface por§30n 271 fromthe input apparatus
oper at ed phyyidedtdehe drRFyptiol PrétRESng Appar-AR ik HRNAR! A thOIIMARS sthgadabg on
at least one of a condition in the Case of allow ng decryption of eath
i ndi vi dudhe sleine geheratigy portioy picadtedud thbadearydiion provestlig ipparatyy A heThecase of
prohi biting decryption of each individual piece of the encrypted cut data
in the 26oltensipithis embpdicentinggseiploeaadans n@mbdisi s Therpandiatehtolitamsard t i pl e
pi eces of thefégndition data. Each individual piece of the condition data
i s associTANERItGH ththg PrapacsssipsROEPN gYd.1algarithm geperatingportion 2 Zhand kved cut
- dat a. . However,. there 0. such cases where one piece of the  encrypted
cut it o SrOen RIS o JRloTBterT 0 W B IR SR G SU TR G B ¢ .
Every 25:pi&c : ' ocC] it .
il 1 pl o o G888 rph{\he SAGKHPH Ay AR 178 G IRARALEN Ml ol oot
data on ay7 h@BBdsicdadRibnidas dgéﬁaqtiﬁg ijop 2t4e case of allow ng the
decryption of the associated encrypted cut data and the condition in the
case of prohThd algorithtohgendmcing poition 2G5 gtingatas slgoritinechaesiarythe ecluticis dat a.
The condition data may also 34 include the above-nentioned information on
what nuniRerivge freputhe golytion génsratingortiinid 7o n Thessod gargtims aremsedhvhen| ut i on

. generati n%g;)or.t i 8‘?‘ 274 is lgt his, infornmation indicates what nunber solution
the Kby BYPTRRS I CAFRYRUAYPOGESSIRE L Hie OSBIRUPR 8PKHOBZAP. pi ece of the

encrypted cut iated wihih th ndi ti agn ta.are based i
ey br -t no THAS, ec SRk Rofin A7) BricditoE RS baiedbuliie piiisneoaneeddia.  on
i ncl udedgy jeb ] | S i o all
the sol icann 8y ZAREMRrAGE 214 TR IRy ol iRt Pk o orliy HE oo e
gener at eﬁmcéggmgtiﬁmsﬁag@ﬁgﬁpbﬂ@ngqbuti ons used on encrypting the encrypted
cut data allowed to be decrypted by the decryption processing apparatus 2

i s. The condiTheandiioh ldetagmaeratifig pbition2g gereeatdeconditionatatfastdien drstaci at ed

encrypted cut ] .
I J) received via the interface portion 271 from the input apparatus operated by a user for

instance.

The condition data includes the data on at least one of a condition in the case of
allowing decryption of each individual piece of the encrypted cut data and a condition in the
case of prohibiting decryption of each individual piece of the encrypted cut data in the

20  decryption processing apparatus 2.

This embodiment has multiple pieces of the condition data.

Each individual piece of the condition data is associated with at least one of multiple
pieces of the encrypted cut data. However, there are no such cases where one piece of the
encrypted cut data has multiple pieces of the condition data associated therewith. Every

- 25  piece of the encrypted cut data is associated with one of the multiple pieces of the condition
data.

The condition data includes the data on at least one of the condition in the case of
allowing the decryption of the associated encrypted cut data and the condition in the case of

prohibiting the decryption of the associated encrypted cut data. The condition data may also



10 data included in the condition data and the condition in the case of
prohibiting the decryption of the associated encrypted cut data are any
ones of or conbinations of the following (A to (D: (A information for
identifying the decryption processing apparatus allowed to perform or
prohi bited fromperformng the decryption of the encrypted cut data; 15 (B)
information for identifying the user alf¥bwed to performor prohibited from

per f or m nfclhdethe 866 Wbl ifbrrh SRR lonQift ghgpﬁoﬁheﬁ&a SR MG dat a;

(C) at least one of information on a perio ng the decryption of at

| east oneaecepiedFom thet sotution Qeydrhmi llﬁdtﬁoﬂmzﬁiséiﬂﬁfs infriation indica®R whaPRihBéH
prohi biting the decryption of at east one piece of the encrypted cut

dat a; andomgon Bie Keyfapd atgorithnm osedvthienéryptf each éndivitital pleee pff theeacyptedivat data
encrypted cut data should have its decryption allowed or information on
whi ch of 2F19siatad) Withythe conditien dafe apefeasehenly pagveyer thedafoametien omwhatmamphes

d ti hi bi t.ed,, The gen d diti, data.i 1 d h
e YB L S R T e B R SR b bl o
data th i kot s d i fi 278

dot 2 ngro APuTBURBEL I RAHAAR IR BOSHSAR HohF SEREIRY 5o

271 fromshliion BRULFIRPAIRIHS uSRESARE A% tEenchBRld duP liath ABLRRF R beNE basi ¢
condition data includes the data on dat | east orie¢ of the condition in the

case of dedriyped by thicdecthgtion pracessin appacityyd 8d condi tion data and the
condition in the case of 35 prohibiting the decryption of the encrypted
condi ti on dat &hé ¢pndiftiondn dhe/gase ofalvdoge i degryptipmaf tht ussoRiatellrareypadeut

mul ti pl e pi ec?s of, the encrypted condition data in this enbodi nent.

Ther® or dat2ciydsd in e goadition datadingitemncapdition; i thease efsehibingtthe dergyption
el vt ngl PReSHERERooPRRBLT 3 o 85 FRECES ominiTnS LB B larienl8l & ne

mul tiple 1) eces of the encrypted condition data should have its decryption
al l owed and the condition as to which of the nultiple pieces of the

encrypted copgdiihfoPRatisi Rr fRatlndIRE el ﬁ&i@ﬁb}é&%@%ﬁ&@éﬁ%%ﬂé@@hmﬁ be nore

precise, there are the cases where the basic condi Ui on data includes the
above- mepérfarnest proliibitedfrommesformingtthedetbgption e eiednethypsal dit dam; t he sol ution
ree e1I 5ved fro rr(]B) information for identifying the user allowed to perform or prohibited from
performing the decryption of at least one piece of the encrypted cut data;
(C) at least one of information on a period allowing the decryption of at least one
i)iece of the encrypted cut data and information on a period prohibiting the decryption of at
least one piece of the encrypted cut data; and
20 (D) information on which of the multiple pieces of the encrypted cut data should have
its decryption allowed or information on which of the multiple bieces of the encrypted cut
data should have its decryption prohibited.
The generated condition data is transmitted to the encryption portion 273 to be
encrypted and rendered as encrypted condition data there.
25 The basic condition data generating portion 278 generates basic condition data based
on the data received via the interface portion 271 from the input apparatus operated by the
user for instance.

The basic condition data includes the data on at least one of the condition in the case

of allowing the decryption of encrypted condition data and the condition in the case of



10 the solution generating portion 274 is (this infornmation indicates what
nunber sol ution the key and al gorithmused to encrypt each individual piece
of the encrypted condition data allowed to be decrypted by the decryption
processi ng apparatus 2 are based on). In this enbodi nent, however, the
information indicating what order the solution is generated in included in
the basic condition data is only the i fformation indicating the order in

o oh " rdioRl Wid oA o InERBINRLIAIoA Bt SN RLSPSPAGELLRR, dat a

al l owed to be decryptéed by the ryption processing us IS

gener at edipparais Ras ThereaPdintiit@le lades of ditehatyptd ddAditio datd 18 tif anbsdifnend he
generated basic condition data to the connecting portion 280. The header

gener at i ridnepsdorei asrfoRthe bgsin coralitimn drtatbethiscaitedimerbetbe decryptonmackssingf t he
20 encrypted data based on the data received via the interface portion 271

f rom t he PPAERMS 2gepunias the hapie candiiomgate freluding the dataionst SpsgkeoneTidhcheader

e chor RRUASHATS Wilkh atife SRIGHE bieres SHebe iyt FRORiEtiyhe aaa?é’r‘g’“éeagf
dest i naLion: : the |k i therein. 25 T

header qaptrdftictl alolfed AHSBLARGAS B Hit ol e hiFpfiREceh B ERRA, Fhe ™

connect i BendiAb HAH SRR hNAGsRANBESA POhRHElI 0N 280 has a function of
connecting the encrypted cut data generated by encrypting the plain text

cut data in tHebenmtypiccion that ticahe 2453s WhereaheBasid éondRiontdae Mmekdythed dat a
in one bundle. The connecting portion 280 of this enbodi ment connects 36
t he encr ypavedmensivaed inforniision onedwait nenibén gememated selution the sointiporre¢apved @8y t he
basic condition data, generated by the basic condition data generating
por t+®n OFgnERRerpiig RO oy 2 A is gtveinfarangtipy indicates sehab pugbercsoltiondgheor t i on
279 in agditi t o, the crypted cut ,d received fraomthe.enc tion
portion g%ﬁg%‘%ﬁ%%m{l@ L}Sgﬁ E)e‘?ry(’?wg ﬁ?%’s‘nfllﬁgug}ﬁ‘%‘ffetﬁe BRAYPIFY, cgin e. 5A
data strhgdui deB&pR ' i f4 '  rAa s Wil e
t he nunglg of Og{‘“’ecg"?"o? %@ﬁjgé; @%{%ogé{ §c§g§%§ é@%&%; irru%gtyap%dr:%n r Flnth%seal ity,
FI'GS. 4 eémb6dibfat, hbReve WD ifordidnSAEILAIR] Wikl ofRPVRNLRINGS iQ%edth&fﬁlr ation.
As shown in FIGS. 4 (A and 4 (B), the encrypted data has the
above- meinkchaieé éh thhdase condfitien &@d ispinky the inforraatimaiddiehtingd the blder irefhichitee i s
equi val ent to the head of the encrypted
15  solution used when encrypting the encrypted condition data allowed to be decrypted by the
decryption processing apparatus 2 is generated.
The basic condition data generating portion 278 transmits the generated basic
condition data to the connecting portion 280.
The header generating portion 279 generates header data to become the header of the
20  encrypted data based on the data received via the interface portion 271 from the input
apparatus operated by the user for instance.
The header data has an address of the encryption processing apparatus 1 as a source of
the encrypted data, an address of the decryption processing apparatus 2 as a destination of the
encrypted data and the like described therein.
25 The header generating portion 279 transmits the generated header data to the
connecting portion 280.
The connecting portion 280 has a function of connecting the encrypted cut data

generated by encrypting the plain fext cut data in the encryption portion 273 to render it as

the encrypted data in one bundle. The connecting portion 280 of this embodiment connects




10 data in FIGS. 4). The above-nentioned basic condition data 502 is pl aced
I mredi ately follow ng the header data 501. The basic condition data 502
needs to be placed ahead of a piece placed at the forefront out of the

pi eces of encrypted condition data 503 described |ater. Therefore, the
basic condition data 502 is placed imediately follow ng the header data
501 in the 15 encrypted data shown in %S, 4 (A and 4 (B). It is also
possi bl e,thd\envepéd cdnditinala: rebsved@sih Gh& @R JtioR PoHt R 730fe ibasit BSndiGare"
data 501. As for both the pieces of the encrypted data shown in FIGS. 4 (A
and 4 ( B)datatgesertatediby thebasili ¢anditioflalata geiraiisg poition 2F8 aby tHelheadsrdatpt ed
condition data 503 and encrypted cut data 504. 20 As for the encrypted
data of mMrEragd bgyphe hasdertgenerating peiitioh 879 éeaddithgptoitise ényxrypdeveci:t idyta reaghveidpl e

pi eces of. th en%% t ed Qongi%i on data_ 503 and further followed by nultiple
pi eces oo fhe en 6?}%%‘&“8{5 7350 35 tg@endepthenyys the encippted datadn eng bundle. F1 G 4

(B), the basi ngi tion ta 502 i.s followed hy .t rypt.e ondi tion
dat a %03 and g‘hde:a?aesncrC yp? 8§%8390r§%tteg%§@48 ?%??P@%‘Sﬁl?hﬁcﬁgd. B‘Ell's‘fj‘:"l-%?\/ever, t he
encrypt ed.g bt s | : . t J ta 504
Goncy at o EROCH IS, HPbRrrc (i A BER el ih RELENTTAE £t 2

condi t i onuadErmMH Ghalies fortenvéience of Rfuskcidrencr ypt ed condition data 503.
Arrows drawn fromthe encrypted condition data 503 to the encrypted cut
data 504 in £&b@R®wnlin(AGSaddA%aid3} (B)) diecmtryptddatati s thoatdiveingemtidadd whi ch
is the source of the encrypted 37 <condition data 503 positioned at the
start of healer data SQE plasedsafadend pEit (the deft sife isgiquivalentiorthe head af sheenohypted i s

t he sourge of ncrypted cut data 504 positioned at the end of the

arr ows. @Hbﬁﬁﬁﬁed data generated by the connecting portion 280 is

transmtted t i [ ortihon 271 - transmited fromthere to the
comuni cat i Onf%%%gyg—%eéﬁgﬁ@agﬁt%éd%ﬁg%aé 593 1 ﬁ%"“r‘{}ﬂ‘ﬂ%{’#‘?‘é{ f?ﬂc.éw%gil?ey ption
br 0cess! AéhddPRai 30HS Phetialic!dfdiREh WRalS0MnCAIRYD be plited Afifal 8Fh Bldo0 Prabla e
decryption processing apparatus 2 w1l be descri bed. e hardware

conf i gur ticiforefrofit dref dRqIiddRE bDendpYREESsdNGHARRAS# diicrlbddda@s SIRYefoled FI G
5. The decryption processing apparatus 2 conprises a CPU 31, an ROM 32, an
HDD 33, the basic condition data 502 is placed immediately following the header data 501 in the

15  encrypted data shown in FIGS. 4 (A) and 4 (B). It is also possible, however, to place the
basic condition data 502 in the header data 501.

As for both the pieces of the encrypted data shown in FIGS. 4 (A) and 4 (B), the basic
condition data 502 is followed by the encrypted condition data 503 and encrypted cut data
504.

20 As for the encrypted data of FIG. 4 (A), the basic condition data 502 is followed by
multiple pieces of the encrypted condition data 503 and further followed by multiple pieces
of the encrypted cut data 504.

As for the encrypted data of FIG. 4 (B), the basic condition data 502 is followed by
the encrypted condition data 503 and the encrypted cut data 504 intricately placed.

25 However, the encrypted condition data 503 is placed ahead of the encrypted cut data 504
generated by encrypting the plain text cut data associated with the condition data which is the
source of the encrypted condition data 503.

Arrows drawn from the encrypted condition data 503 to the encrypted cut data 504 in
FIGS. 4 (A) and 4 (B) indicate that the condition data which is the source of the encrypted




10 an RAM 34, an input apparatus 35, a display apparatus 36, a decryption
apparatus 37, a communication apparatus 38 and a bus 39. The CPU 31, ROM
32, HDD 33, RAM 34, input apparatus 35, display apparatus 36 and bus 39 of
the decryption processing apparatus 2 have the sane configurations and
functions as the CPU 21, ROM 22, HDD 23, RAM 24, input apparatus 25,

di spl ay apparatus 26 and bus 29 of the %%crypti on processing apparatus 1.
15 The HdondidioR Uat 303 Pesitivitd £ theRiRESSHE HoRP R cdiiewhiR iESh1hil felYRG
address of the decryption processing apparatus 2. The conmmuni catl on

appar at usia@8vhith isthe saecy/@itthe enpysedastidat S0apsRboNsd 2 thewnd &fabé Meows.he
encrypted data transmtted fromthe encryption processing apparatus 1 via
t he networ k NThe Teesypted detp igemnmatag ba et apun&Ting portiopt 280tik trarenuittgptoatle dat a
received fr mthe,encry%ti on 20 processing apparatus 1, and_is configured

as shown RrtageRorigon e tgasmifted fram thersde theronmmunication appaaipads iz the bus
i nt i 7 . i ti.0r 72, ti ti
S7a & caPanh Sy s e PhSThor R Ds A0 AR SRR PRAEERE 2F ng. porti on

375, a key ge i i Yﬁﬁ& [ ] hon 377,

a basic condi gi%%%mggtg’gﬂ na‘u&{z‘?@n%gggé on%é%egggg%ﬁ%é@%%%%r%?f%% and a

timer 25 380Thdhadivatetiohfigiralion bf GO d@cﬁ%ﬁaﬁggy@gn% fagpﬁﬁlﬁg ¥ &GhERhan f rom
us , an

t he conmuni cation apparatus 38 via the ransmts the received
encrypt edfl@ai.a to the preprocessing portion 372. 38 As wll be described
later, the interface portion 371 also receives the subject data fromthe
connecti ng pofh¢ desTAton prerdstingapparates 2 eemprisce p () 3LENROMAR, an HPR A3, bus
39. The %m% ssin ortion 372 eljmnates the header data fromthe
encr¥pte r EEPYAPPRT2EH: on disnay 3pparats he decrtion appaus 3ot 371 and

ata takeRe BT RERRER SR 3@??&%&1’%@,%’5@@#@%2 e
The onciey gt 2% ARy AR AP bte 05T AERCHPbAR A80FHhR HpAthRz T °F

condi t i ohawtake kdxeebnfigatAions Al fHAEHINS QP HROEBE 21JROM D2, DB A2, Rlang 2hakes out
the encrypted cut data and transmts it to

input apparatus 25, display apparatus 26 and bus 29 of the encryption processing apparatus 1.

)i

15  The HDD 33 of the decryption processing apparatus 2 holds the MAC address of the
' decryption processing apparatus 2.
The communication apparatus 38 of the decryption processing apparatus 2 can receive
the encrypted data transmitted from the encryption processing apparatus 1 via the network N.
The decryption apparatus 37 decrypts the encrypted data received from the encryption
20  processing apparatus 1, and is configured as shown in FIG. 6.
| The decryption apparatus 37 is configured by an interface portion 371, a
preprocessing portion 372, a decryption portion 373, a solution generating portion 374, an
algorithm generating portion 375, a key generating portion 376, a condition data analyzing
_ portion 377, a basic condition data analyzing portion 378, connecting portion 379 and a timer
25  380.
The interface portion 371 receives the encrypted data from the communication
apparatus 38 via the bus 39, and transmits the received encrypted data to the preprocessing

portion 372.



the decryption portion 373 under a condition described later. The
preprocessing portion 372 cuts the encrypted condition data and the
encrypted cut data by the same nunber of bits as the reference nunber of
bits of the encryption processing apparatus 1, and transmts themto the
decryption portion 373. 15 The decryption portion 373 has a function of
decrypting the encrypted condition dat a*®and the encrypted cut data

recei ved fromakRaleeRE@HRS Bt j [ar<Tex s ' ' 3 of
this enbodi nent has the ref erée}%télg%?l%%bg%rp%g%o nbig;{lgalas tﬁg&p@gé%@%&%agﬁﬁ in
the casehefonpestingrpuirtign 39C nypirimmipricrssivaysibtiocedath @ e bubggsane as that
of the encryption processing apparatus 1. The reference nunber of bits in
t hi s enbodi medhe peepgocsssing parbongh/2 ¢limmi@ates thedteaddr miatacfor eerercryptddedatd | s of

t he decrygctloa rocessi ng w || be described later. The solution generating
portion Z9EIG rf&”éfl@sbuﬁﬁ vigdthg interface peHifant iland yakeagut he basic penditiiodasa t he
sol utLons_geper at ed t he sal ution nerati artion 374 are the sane

sol ut? ong® gg%ttﬁaéls%ﬁ tﬁgp%sﬁ%cod]@ﬂ@flé{%@&g%}l Ao gjgllﬁflf’é’ﬂn Bﬂ‘ééﬁ? ARYYHBEt i on 274
of the eggﬁﬂt§7g_rl processing apparatus 1 if the solutions generated in the
sanme order are nutually conpared. 25 The generated solutions are

transm tted (Thd PRPRICERIPGREEH LA aRESs obf the BV DIMUitBRARLARhePOr Li 0N
375 and key generating portion 376. The al gorithm generating portion 375
gener at esndringted dgiarand ivassnhissie th tha dedrgptiaal pirtion373 melee b vestifisiodesciiBeds ol ut i on
generating portion 374. The algorithns are used when performng the
decrypti Tprocessing in the decryption portion 373. The algorithnms 39
generated by the al gorifhmgenerating portion 375 of the decryption

procedsi ng appif BEROcessingoFhign 37Raalsotakes sk thegachymtedgug data apfatsrikioed in
th he. al ith \ ti ti 275 of th ti

or ocoos: e imiby bafioR 7R bt coBHPh AR isron a76 gener ates tho keys
based on the ﬁ?é&B@gﬁs@ggﬁwﬁ%ﬁﬁmg}e@e}%@& Lotidi@oh @ADL Plkd {eg'cgﬂe

374. The keys are pertorm ng ecryptiron processin

+ decrypt i @ata p9ithd @fme3ifnbel BEDKEHIhIRAGEAAnDEr bIBitdithe BRI RII FScRGRE T ON
376 of the decryption processing apparatus 2 becone the sane ones as The
keys genspmtaes 1,rantl ensmitethemde thebdectypeiok @yrtpardyBat i ng porti on 276 of the
encryption processing apparatus 1. 10 The condition data anal yzi ng portion
377 Tecei ves Theedesamiion pertionX73 hes afimetion efidgarypting the encrypted condition data

and the encrypted cut data received from the preprocessing portion 372. The decryption

portion 373 of this embodiment has the reference number of bits as the processing unit in the

case of performing decryption processing fixed to be the same as that of the encryption

processing apparatus 1. The reference number of bits in this embodiment is 8 bits though it
20  isnot limited thereto. Details of the decryption processing will be described later.

The solution generating portion 374 generates the solutions sequentially. As
described above, the solutions generated by the solution generating portion 374 are the same
solutions as the solutions generated by the solution generating portion 274 of the encryption
processing apparatus 1 if the solutions generated in the same order are mutually compared.

25  The generated solutions are transmitted to the preprocessing portion 372, algorithm
generating portion 375 and key generating portion 376.

The algorithm generating portion 375 generates the algorithms based on the solutions

received from the solution generating portion 374. The algorithms are used when

performing the decryption processing in the decryption portion 373. The algorithms



the decryption portion 373, and anal yzes the contents indicated in the
condition data. The information on the contents of the condition data

anal yzed by the condition data analyzing portion 377 is transmtted to the
solution generating portion 374 or the decryption portion 373. 15 The
basic condition data anal yzing portion 378 receives the basic condition
data transmtted fromthe preprocessi portion 372, and anal yzes the
contents gleﬁléihl(édﬂag(ﬂld AgdritBm fAsatin bh B%l oﬂﬁk@ecr}ﬁﬁoﬂ RoRESIRLIBPardis Rhe
contents of the basic condition data anal yzed by e basic condition data
anal yzi ngegmm¢ thesaidé 8nesastihaalgorithirs gehearatel én thelshine ordeg by dicadlgarigthmor t i on 374
or 20 the decryption portion 373. The function of the connecting portion
379 of t Rencraiéngpartion2 it ofthe siaipptiopirapesssing appasatinppr oxi mat el y the same as

that of the e tion I‘OCESSI apparatus 1. The connecting portion 379
connects the Eﬁ%\?‘l FosTelg %Poﬁlé’llg’gﬁéﬁ%‘?fétf’%ﬁwﬁ‘;‘iyﬂ'é@@ﬁ@ thegolutiongrreeiypd ed cut

dat a én flt 51? g%SﬁlYlBlri ncrﬂ%@o%n?nazﬁ a O%g¥s[ al'8 %lreﬁetéﬁ{l)ﬁl}ffnlésthe(:t dat a.

The sUbj ec as or %J ect data

encrypte data is
transm ttq e%ﬁ r@&%& %ﬂl\%ldg&?ﬁﬁélg%&ﬁgggﬁ%he tllﬁés g%egﬁeéﬂgh%lc%gk for
measur i ngelmﬂdith'%rﬁorﬁdﬂ@? 6 offiRe HdoiRitioBGRodek RS H?ﬂaﬁatﬁd PBecottt the Sdind HRestak R at
that point intime to the condition data analyzing portion 377 and the
basi c  cbeyh genenatedan theasamieyozderdpyphe kéyogenaialing portier 2176 efl thedficryidan , a fl ow
of the processing performed by this encryption systemw || be described.
To descr PIRSCHEHAPRARIS- by usi ng FIG 7, the flow of the processing

performed by this roc SSIn SYysS is as follows. First, the
encriypti on prt%%?gﬂﬁ ?ﬁ ey ety sdhe pRditinedpiaaimsmited from

 appar ot e eipatPbatbn 475 St Adiles Kol MRARARLIRMSBRRIRE BRELCY,
apparatus 2 ('ﬁﬂeziﬁfonnlé'ﬁéfﬁ on 3 oARAHRHDNRIRREH di'lgly‘é‘&?ﬁf fifetondi Bﬁ‘\ﬁtgg

received the encrypted data decrypts the encrypte tato ren er It as

t he subj ewilyzat poricn 33D)s. trahOmitied 36 ﬂleﬁboﬁﬂioﬁlgbﬂ&aﬁ@ﬁd’rh@ﬁ BPNoMht dedt9ptiinven by
referring to FIG 8 as to the above-

portion 373,

i5 The basic condition data analyzing portion 378 receives the basic condition data
transmitted from the preprocessing portion 372, and analyzes the contents indicated in the
basic condition data.

The information on the contents of the basic condition data analyzed by the basic
condition data analyzing portion 378 is transmitted to the solution generating portion 374 or

- 20  the decryption portion 373.

The function of the connecting portion 379 of the decryption processing apparatus 2 is
approximately the same as that of the encryption processing apparatus 1. The connecting
portion 379 connects the plain text cut data generated by decrypting the encrypted cut data in
the decryption portion 373 as one to generate the subject data. The subject data is the same

25  asor apart of the original subject data encrypted by the encryption processing apparatus 1.
The subject data is transmitted to the HDD 33 via the bus 39.

The timer 380 is a clock for measuring current time. The timer 380 transmits time

data on the time at that point in time to the condition data analyzing portion 377 and the basic

condition data analyzing portion 378 as required.




mentioned step of S 110 in which the encryption processing apparatus 1
generates the encrypted data by encrypting the subject data. First, the
subject data is read (S1101). The subject data naybe any data necessary to
be transmitted fromthe encryption processing apparatus 1 to the decryption
processi ng 15 apparatus 2. The subject tais recorded in the HDD 23
according to this enbodinent. It is al possible to render sone data read
from anot her NeggadioRgofitRE prodeSigHeoraed @(ﬂﬁéiﬁbg»tibﬁ%%t&hﬂﬁum%wﬁbm the
encryption processing apparatus as the subject data. In the case where a
command for t Temdssiribt iangvertvievwsbppsoeg Filat7 tHedldvhef the progetsimnperfurmeé b ithitg
apparatus 2 is inputted fromthe input apparatus 25 for instance, the CPU
21 r eads datapregessing pystam isstfellewom t he HDD 23 and transnits it to the

encryption apparatus 27 via the bus 29. To be npre precise, the subject
data is tr ansE‘Fftt CRCISRNQTHFORTISINgGPPY AR & Sentrates eeencyBiadi B B71 in the

encrypti %ﬁﬁg’?@%@hgﬁb@fﬂﬁqgﬂ@ transmtted to the preprocessing portion

272 from ore or‘after reading the subject data, destination
information o i i i t ypt ed

dat a obt ai nedﬂgwg%?;l %%P?ﬁgﬁﬁgésggb@ggﬁﬁggttgﬁsgﬁgg{empt% rd a&r%gan%% ??éed to,

i nf or mat idedryption EecsEiag apghrataie 2¢Ot i on data and information for
generating the basic condition data are inputted fromthe input apparatus
25 (S1102). TNext, theslecnyptiproprocessimgrapparatus 2ibak mgmeteiaxd thoencggpted datang t he
condition data and information for generating the basic condition data are
transmi t SedAYPy theracoypteddats i render ins ihgwubinst dipe3B30hs 41 27 via the bus

29. To be nore precise,. the. destination information is transmjted to the
heade! gener aﬁrﬁga %%?‘F‘iddi?swo{}i“ﬁﬂiﬁéwer‘?tb@rrf’ E‘@‘%oté’mlﬁoﬁ a@ﬂt?‘eta @ve-

i nf-or mat i QN rah It | S..l.l.8 it to the

condi ti ohﬁ{ég{)ﬁagdgsgeﬁe%? asfi fllr)]é}g Eﬁ“@ﬁ%ﬁgf%\?@ g’ r?‘%éﬁ?%gl@af%téipg%ngf% ?80%6371, and
the inf Oéﬁﬂgyﬁt@@ditglbygﬁé@?ﬁ{émgSﬁgjgct%&i_C condition data is transmtted to
the 5 basic condition data generating portion 278 via the interface portion
'371. The headgirstghe sutdéct daaporead (81 1079 NEhs sifijecedth wRg bk Aty 8E hkeatdry fo
information generates the header data, the condition data generating
portion bgansaittedyfromdbé ereiyntive processingappasatus bto the decrapiiorgprobessingndi t i on
data generates the condition data, and the basic condition data generating
por ti%on 2PPETaRS/3-ngThecsuiblerbdnta iaecaurest mdhe HPD 83 agrordingtq thip emhodiment o i ¢

conditi Oft a?s%tp%ssqgl%% g storgl:?e c?a%g fead (fr%rrlrgéﬁoltﬁ)e? rgc%%(fmé ?nle%l%%?n such as an external

recording medium to the encryption processing apparatus 1 as the subject data.
In the case where a command for transmitting the subject data to the decryption
processing apparatus 2 is inputted from the input apparatus 25 for instance, the CPU 21 reads
20 tﬁe subject data from the HDD 23 and transmits it to the encryption apparatus 27 via the bus
29. To be more precise, the subject data is transmitted from the bus 29 to the interface
portion 271 in the encryption apparatus 27, and is transmitted to the preprocessing portion
272 from there,
Just before or after reading the subject data, destination information on which
25  decryption processing apparatus 2 the encrypted data obtained by encrypting the subject data
should be transmitted to, information for generating the condition data and information for
generating the basic condition data are inputted from the input apparatus 25 (S1102). The
destination information, information for generating the condition data and information for

generating the basic condition data are transmitted by the CPU 21 to the encryption apparatus



The header data, condition data and basic condition data have the
above-nentioned contents. In the case where the condition data or the
basic condition data includes the information on what nunber generated
solution the solution is, however, the condition data 15 generating
portion 277 and the basic condition data generating portion 278 receive the
i nformati on on what nunber generated sotlution the solution is fromthe

sol uti on JgeRemhdbudg. PPs b ﬁi%r@%réci@é}dhé AREnARNSHALBabNEis &RRdhiiee & gt a and
the basic condition data. In the case of encrypting the sanme subject data
nor e t hatheater gerrnatingrpingen 279 vig thaihtetfatepgation 831, alie infGmation forpepetatiad a
thereby generated to nmultiple different decryption processing apparatuses
2, 20 t héhexroadisionglataip dragupidted toothe dgonditionddse generatingtpedticardy 7t He theiintetfacked  as
the encrypted ggndit'on data in the respective pieces of the encrypted

dat a nay PRROMY hefndthe infpranation forrgenerating the basig|cpaditipn datgds anspitteddRdhe i on
data. . Acgor.dinag.to this enbodi ment,..each.individual .pigge of the condition
dat a ?n‘c?’ﬁsd%go tﬁ%p% a%‘ﬂ’@%«?ﬁwﬁ}oﬂ& N Ehﬁénﬁeﬁl?(i?rm‘?rb%ﬁon what nunber
gener at ed sol 4fd Q0,qL ME LR j d

al gorithm usegﬁpn gn‘gg"i%ﬁ"ﬁgb? ém?gilﬁ%ﬁ%{ g%eg@?%ﬁég&g%%gg%ﬁg%%@hw th the
condi t i OBesb?4tas the hedddt difdf BE BBRdiAGh 804 gbibitinofporiieh 11 Teh ARG HRLTthe
processi ng apparatus allowed to performor prohibited fromperformng the
decr ypt i afomfatiphdorgenesaiing thecaondifeh alatadZneraidy thendondivishidata, fal the dasici fyi ng
the user allowed to perform or 2{)rohi bited fromperformng the decryption of
t he encr geRddldoncdpta gepegating@priian 3 78wyingmecedted; the tiformuition forrgenerating the

all owi ng, the decrypfion of at |east one pjece of the encrypted cut data
and 3 thf oP%ﬁ?@ﬁ‘tlﬁ%‘&éwp%q‘?e’@éesﬁh%msﬁi 9 OPHJé“’o(géil%ti on of at 5 |east one

pi ece of the ed cu a; and. (D) infor n o ich of .th

mul tiple pi ec@%c%%aérh%wé ﬁé?‘gﬁé%%"“gﬂ?d é@%cacoélﬁfobtﬂn a@g}fge ﬁf%oﬁ‘%'&eﬁ}??%[n
al l owed ggptéfpf or mati on on which of the nultiple pieces of the encrypted cut
data shoul d have its decryption prohibited. Instead of the information on

what nunber Janks edsevhead the conlitibled 89 biithe ®Asib 86sliGsh dakd irdaiaes fel Ng t he key

~and al gorithmused on encrypting the plain text cut data is, the condition

dat a mayinferolatide ot lvéhas plimbérqenerated|sdhutior theowohgioneas, hbivegert the ckrditiom data
al gorithmused on .

15  generating portion 277 and the basic condition data generating portion 278 receive the
information on what number generated solution the solution is from the solution generating
portion 274 and then generate the condition data and the basic condition data. In the case of
éncrypting the same subject data more than once and transmitting multiple pieces of the
encrypted data thereby generated to multiple different decryption processing apparatuses 2,

20 the pieces of the condition data to be encfypted and then included as the encrypted condition
data in the respective pieces of the encrypted data may be mutually different. This also
rapplies io the basic condition data.

According to this embodiment, each individual piece of the condition data includes
one of the following and the information on what number generated solution the solution

25  used on generating the key and algorithm used on encrypting the plain text cut data
associated with the condition data is:

(A) information for identifying the decryption processing apparatus allowed to

perform or prohibited from performing the decryption of the encrypted cut data;



generating the plain text cut data associated with the condition data or
the key and algorithm thenselves used on encrypting the plain text cut
data associated with the condition data. The basic condition data of this
enbodi nent includes the data on at |east one of the 15 condition for

all owi ng the decryption of each individual piece of the encrypted condition
data and the condition for prohibiti ngézt he decryption of each individual

pi ece of the eBgihfRinaton R dkntiiaRe 83l@eilolle t&ﬁ&fdfﬁic%r%ol%ﬁ&?ﬁéﬂnng

apparatus 2 (these may be equivalent to the above (A to (D)) and the

i nf or mat iperfonming/itet dearypbion ofjheenatyptd<ot dita;on t he sol ution used on
generating the key and al gorithm used on encrypting each individual piece
of the 20 encf@kﬁt}é@#sm&fﬂﬁgﬂﬂmﬂi aperiod sllewthgothe démyptiviormbleasionon what

nunber generated solution the sol utigon used gn_generating the key and
al gor i t hRIGE eﬁﬁwﬂ@a{mﬂwm e bRt fion gRiaperiod proBibiing the deerapyqs efct
conditio I: e basic .condition data may include the solution
itseﬁ% uzeea on%ﬂd%ﬁectrfaeleﬁlﬁr ﬁeélﬁ?ggatghadﬁal gorithm used on encrypting each
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280 fromthe header generating portion 279, and the basic condition data

i s transdittshohld batehits deorypéion pridrifitedt i on 280 from t he basic condition data
generating portion 278. The condition data is transmtted to the

encryption polsieahobthg ifpamationencuiag npmber geaeratagesabitionithgsobetion usad o7, 43
Int i i 272, . th bj i t .

br et o) BARBHRIMHRY BH AP 55q o Fashtiogdhoslaiviex (ol dhra i ke congitionr a (i
104). Th . j i 7 incl ta in th | ai
Text  out SARERRARISHRTBAG | ig on oPicriBES RE M ot Birtosslohoq br " "
gener at | Q&e&iﬁg%@ﬁlﬁintt@ﬁtcu'?&%ta d&bBiafed At tRE comtiBHPUAS br ﬁl@tk@%r glﬁ@ﬁ%f)ﬂ{h‘ﬁg to

t hi s enbodi nen however, the plain text cut data I's genera romthe

subj ect thatnzelbys weé on bndriptidgothk pwim gext AitelataBideaded with tidwndia dafa, cut ting
the subject data by a predeterm ned nunber of bits shorter than the

r ef er ence nunBerbasic chndisiomdataoé fdeembodiientiscluties thé data onhekleastunedditte, and
including the dummy data at predeterm ned positions in the respective

pi edes ofondifondppalpwing thedeeryption obeachindigidugknieqs of shaencrxpie ernditiopfdatsi t s
Shor ot e bt B SAERPATIE e miot St b or
: condition data on the decryption processing apparatus 2 (these may be equivalent to the
above (A) to (I))) and the information on what number generated solution the solution used
on generating the key and algorithm used on encrypting each individual piece of the
20  encrypted condition data is. Instead of the information on what number generated solution
the solution used on generating the key and algorithm used on encrypting each individual
piece of the encrypted condition data is, the basic condition data may include the solution
itself used on generating the key and algorithm used on encrypting each individual piece of
the encrypted condition data or the key and algorithm themselves used on encrypting each
25  individual piece of the encrypted condition data.
The header data is transmitted to the connecting portion 280 from the header
generating portion 279, and the basic condition data is transmitted to the connecting portion
280 from the basic condition data generating portion 278. The condition data is transmitted

to the encryption portion 273 from the condition data generating portion 277.




than the reference nunber of bits and rendering it as the plain text cut
data, and including the dummy data at different positions in the
respective pieces of the plain text cut data all of which have the nunber
of bits shorter than the reference nunber of bits; and 15 Z) the case of
cutting the subject data by a predetern ned nunber of bits equal to or
shorter than the reference nunber of bi and rendering it as the plain

text cut datajn ﬂi&(i)rep'rméssiﬂ% grtioh 279 WhBYuki@dt Aatalls Edi®ySFBRE bR dHRARS oP f
the plain text cut data all of which have the nunber of bits shorter than

t he ref erbdin@ad mmetdaredds the phin tekt ¢ dam ¢S tHH) by Thdwrepokessingpogivnel7at ed by
the sol ution generati n% éo_rt ion 274 as to 20 which of the above-nentioned
t hree metiPGudes dbgydipmy datgde the plaigderd cht dats peregpizgda t ext cut  data fromthe
subj ect data.

Thus, i pti i | i first . to h th
sol ution geneitdf lﬁl‘fs?ﬁpt%@rgtetg g%%?lﬁtooq’ﬁwé?@{’%{)‘gfsggeb%gﬁ%h{?%@gz?m 2‘# dfaF?efEW 'I%Igéhﬁ wher e
the i pt ti i hj 1 t 29, 25
the oI il eC AL ¥Rl RS DML HHEES: i idle s BB ¥ kB

| nt er f aC groBoMelsaBjoadhta byShel dich, RIBYAIHBHAncri%; SOI Ut i 0N generat i ng

portion 274 starts generating the solutions. According to this enbodi nent,

the sol ution Herderdate ofrupiig theBubjded daRns BfredetéEn&Diuthbe? Bf bRAGHdret B0 t he
subj ect data is received by the interface portion 271. The solution in this

enbodi methe eferencaavmbsr ¢hHbitswand nergleriogus aatie: Haio oéxt ensddts and indudingthaot
limted thereto. 44 According to this enbodinment, the solution generating
portion SYRMyLab: almeedefgrmined nositions insthe saspegtive piecasof the plaimiekt ¢us datagll

| ] hoit i . 1N | uti tly b
ooty Bk HBIF AR e otber G B 3er e CB e BRe TRl bl y s 11
‘pseutls-r hABHAUDEFS: G _ | e A
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the sol uthaf e refefnde Mt} HCbifHnH irBddefiRb iR ol Elﬁiﬁ@ﬁ}%_rcumti aﬂ)ﬁﬂchg;ﬁfzégﬂeo ns

in the process of generating the solutions, o ining (1) an
Accor di nduimmytdatzsat differentpasitions hethe edspédiive pieeesfthe PRuPRKE fRald 4fl dfas a

015 solution (X01) and a 02d solution (X0) as an initial matrix which is
pr edet er Whitddaye the numbenpthits shhger than Begtfesmletimberarfdi®2mdsol uti on are
recaorded in predet ermi ned nmenpry such as the HDD 23 or the ROM 22). The
i ni ti=al matr ?4) '%‘F cassof gpiting the BRIcsE daie By ppeedgissaingd mymber of hitsequalie ons
shorter than the reference number of bits and rendering it as the plain text cut data, and
including the dummy data in the respective pieces of the plain text cut data all of which have
the number of bits shorter than the reference number of bits.
It is decided by the solution generated by the solution generating portion 274 as to
20  which of the above-mentioned three methods should be used to generate the plain text cut
data from the subject data.
Thus, a description will be given first as to how the solution generating portion 274
generates the solutions.
In the case where the interface portion 271 receives the subject data from the bus 29,
25  the solution generating portion 274 receives the information from the interface portion 271.
On this opportumity, the solution generating portion 274 starts generating the solutions.
According to this embodiment, the solution generating portion 274 generates the solution

each time the subject data is received by the interface portion 271. The solution in this

embodiment is a matrix (X) with 8 rows and 8 columns though it is not limited thereto.



the initial matrix of the decryption processing apparatus 2 as wll be
described later. The solution generating portion 274 assigns the initial
matrix to a solution generating algorithmheld by the solution generating
portion 274 so as to generate a 1s solution (X1) as 15 follows. 1St
solution (X1) = X02 X01 + a (a = matrix, Wwth 8 rows and 8 colums) This is
the solution generated first. Next, in ?%L case where the interface portion

271 receives eeordily ©ehis dabadideaihd WhutorerSratiid Foriioh Bh4 géhe%&el_hé‘ti ng
portion 274 generates a 2nd solution (X2) as follows. 20 2d solution (X2) =

X1 X02 + salutivhesucsessivehods if iransitioning mundinéalyethgupti it smoR 7 nusecelhess t he
subject data fromthe bus 29, the solution generating portion 274
gener at esoHitigngcensequenty become pseudst-anilern numbersan Ne sol ution as fol | ows.

3" solution ()I<3) = X2 X1 +a 25 4'h solution (X4) = X3 X2 + a Nt solution

(XN) = XN_1 X; 9§$“e&a‘?ﬁ§e %"é‘l‘%&“isé‘r‘n%cef%\(f’iy #uifh dpnsidenthg porlingadyitheredre o t he

pr epr gcessi rfd. 2 ol t.hm gener at.i n ortign.275 gnd ke

gs Zer?ajl_t i E%hg%éf %Sglhgg%gb Z%H& ll?r)e ﬂlel'i&]ﬂg B%J@ﬁgg%f]*i’;‘gg&;z% F‘ﬁ}’in%gjéaﬁ:tﬁrﬂ‘g%ﬁg#t i on
. To @eh&h : : . nd an

(N-2)° S%Futi onget(hXN- g) I\l/\&/?n@c)h %@%@?&Fgﬁléﬂcﬁ\s 82)%erar?égﬁi@?me |S;]%1é]fl€ before

it in sherdcessofeetisating thelsblusions)bpdbibining (Thai®Rere, when generating a new

solution, the solution generating portion 274 nust hold the two nearest

sol uti ons gendcetrdingito thihempedimesp thesbhipn geherpiing povtioro? Heliasta Girt sblueion

sol ution ﬁener ating portion 274 nmust hold the two solutions). Inversely,
the sol uffehddaWer sletipn (XopiRe ap injtialapatdn which is prrsetermingd (fos inswocndbe est

Thered or B fiEidien BrdtuRtarmectoa b Lindye Hordngyorhcl o herghD 2
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matrix i s hel Dhenolitimatgeheratigg pexrtiaf 204 assigns the initial matrix to a solution generating
algorithm held by the solution generating portion 274 so as to generate a 1% solution (X,) as
15 follows. |
1% solution (X,) = X,, X,, + ¢ (0 = matrix with 8 rows and 8 columns)
This is the solution generated first,
Next, in the case where the interface portion 271 receives the subject data from the
bus 29, the solution generating portion 274 generates a 2™ solution (X,) as follows.
20 2" solution (X,) =X, X, + o
Likewise, each time the interface portion 271 receives the subject data from the bus 29,
the solution generating portion 274 generates a 3 solution, a 4% solution, ... an N® solution as
follows.
3" solution (X,) =X, X, + o

25 4" solution (X)) =X, X, + o

N* solution (X)) = X, Xy, +
The solutions thus generated are transmitted to the preprocessing portion 272,

algorithm generating portion 275 and key generating portion 276, and are held by the




The solutions thus generated are chaotic and transitioning nonlinearly, and
are pseudo- random nunbers. 15 To transition nonlinearly, the foll ow ng
formul as may be used when seeking the Nt solution in addition to using the
above-nentioned formula of N solution (XN) = XN-1 XN-2 + a: for instance,
(a) Nt' solution (XN) = (XN-1)P ~ 20 (b% N's solution (XN =

(XN-LD)P(XN-2) QXN-3)R(XN-4)S (c) N so Ut i on (XN) = (XNDP + (XNN)Q P, Q

R and S abRitiph eeedr&idd pdeGorCOISt At ené@ENRE N*\8luYion TRE), &9 (11H® a%ipqsét' ng
portion 274 hag t\/\giﬂiglni tial matri xg?s in the case 01-‘( Ig)éi ngN{I eﬂ%lorrru 5”)( a)
or (c) anddfw@N-2)fidlitdn g} whichard the sblaticasgenafatedginng:dididy beforeitan {oyt 25
The above-nentioned a is a constant. However, it may also be a piece of
speci f i c arcchrgd d fds eanbadisente nTherefoné,ovhentgeperatimha sew solutiomth seliition
information is the.i n%,?érrati on. which is self-generated one after_ another

as time SPPAEY pHoORRthmHsihou thy tee ARRStAPIuHPAY gamerates 1 daespast (R klsae? t he
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results of a specific sport. It 1s possible to inprove confidentirality of

comuni Catd il tdbe Gdedad berdth 8 naWQYRtoN i iheFnark. 2 THRRfok! AE pARADRAIAREs
generating comon information from such environnental 5 information. It is

al so possichleaysdsldbyrtietselutioh gemmuwatieg, pardom2th ia thiskidodiyenhe Heweveafthd from
the environnental information) to right sides of the above-nentioned
f or nul asSqlation Bavieg beewthe sseend vrarest solutignotill then witich beppmeg thedbisd veatesthe

sol ut j ons .gene ed as descrjbed above, (that is, _the above-nentioned
sol ut on§319%£§E%V%§'EW°WS°M’8“gﬁwgpﬁé?fp%ﬁ@fe‘igo%@ﬁ&@ew and 2) |
shoul d b . 1 r . in.tex t . accordingl.y. ccordi ng
to this glﬁg%g?dlr?e‘%{]gﬁg% s%%ﬁgb%[%ﬁg&%ﬁ i °ef§esé°cgﬁﬁ“3{?ﬂﬂfwa‘%?‘ﬂ§ﬂﬁ@%¥@?%ﬁ?lﬂg 8 rows

and. 8 cghwhns as the solution added up is divided by 3. The plain text cut
data is generated by the nmethod of X) if a remainder thereof is 0, by the

met hod of Y) The doh@ione HRisefdrated afe chabtic and transitioning nonlinearly, and are pseudo-
random numbers.
15 - To transition nonlinearly, the following formulas may be used when seeking the N*
solution in addition to using the above-mentioned formula of N solution (X)) = Xy, Xy, +
o
for instance,
(a) N* solution (X,) = (X )¥
20 (b) N* solution (X) = (X )?(K.2) 2Ky )" Kye)®
(c) N* solution (X)) = (X, FF + (X)°
P, Q, R and S are predetermined constants respectively. The solution generating
portion 274 has two initial matrixes in the case of using the formula (a) or (¢) and four initial
matrixes in the case of using the formula (b).
25 The above-mentioned o is a constant. However, it may also be a piece of specific
changing environmental information. This environmental information is the information
which is self-generated one after another as time elapses and obtainable in common at distant

places, such as the information set up based on weather in a specific region, the information




by the nmethod of Z) if a remainder thereof is 2 respectively though it is
not limted thereto. 15 In the case of generating the plain text cut data
by the nethod of X), the preprocessing portion 272 generates the plain
text cut data by cutting the subject data received fromthe interface
portion 271 by the predeterm ned nunber of bits (7 bits in this enbodi nent)
shorter than the reference nunber of bi%s in order fromthe top of the

subj ect  dafi babétEon i%%@ﬂlit@ﬁﬁ%%'ﬁéleﬂ%ﬁ b%d@aggoieé%?ﬁﬁm W%ta%ﬂgyngﬁtaa at a

fixed position of the plain text cut 20 data. The position e plain

text cut spadfic fiine ardiedaiongatidieset upmdcoftihRtoreyulRef aisphisfic spoigangeabl e or
fixed. In the |atter case, the position for enbeddi ng the dummy data can be
the top, end Bns pospibladietimpriveednfidintinlydif sbmnpogiatiomby swatingtheabsesond bi t
or athird bit of the plain text cut data for instance. The dummy data may
be any d&eAUORAdLY gaerfter gnether apdeaenatingegramon grformpasionrfram sudheangirpamental

t hi n(l;ibl %H.Ero%%ss, such as constantly enbeddi ng the data of 0, 25 enbeddi ng
t he t a "Br HAHGP- alternately enbedding the data of 1 and 0. As a further

le, it § ' ' houl d b nbegdded b d
g)r(\atrrﬁeeabol/e- Irtrgsn%ig?oﬁée%ib%é %IQ?JEL %gt{rellg& c1\%:})1?5%1 tﬁg? gg#c@,%g &ﬁ% bg W%?*%E‘ ﬁ[g mﬁ@] eer S ase
conf i gur ef@rdnfRRntidfbrmatiohtotidhe WRle AH0NS ab&%'-lﬂgﬁlﬁmgé f%rﬁﬁ%a%q%}%i(&mi ?d?ﬁg up

is divided by 9. 0 is successively placed such as O,

remai nder t heTleofrepocésing postionl 272rhaginglryceitedabelsalptidns aenéated as Qesciibed . 1 f
the remainder 47 is 1, 1 is inserted at every third place such as 0, 0, 1,
0, 0, 1 abovej(thatiscthe ehenermentianed Solutiont) decideswisich ofithe sbovesmentamhedt every
fourth pl agﬁ i .the remainder is 3, at every fifth place if the renainder
is 40 metiods 49, B\and2)shbauld bejusecto; genergte the plamigst cut datg aceqsdingly. case of
gener ati the plai.n text. cut data t he nmet had of ,_the preprocessing
5 porti o%gcffgmg E? §n§ ?%g%({%ljelétc? S‘Hatog% rsp‘ioé’giﬁl%?grﬁ?éﬂa%ﬁ H‘B@’regowsﬁpas (7
bits forgi e ' er it
s the pl SrRREGEte spitfioh Sladd BFYs WAL lyS PR fIE 08 ol adth uch taloBRECT

the pl ai thetn@thodCaftX ieh ferfhihd @fthaiBiGE 016y fe R SLSTDEY if fe RinhihdeSRA! Lt t han
the reference nunber of bits. In this case, the position for enbedding the

dumy dabytheamcthel efi Z)Hifa rémainder dierecfds D a¢spyctsleBngough is isadvt fisimd hadgoi N
order of the 1s  bit, 10 2d bit, 3rd bit ... 8d" bit, I ~ bit, 2vd bit, 3"
bit 15 . 8 bilp thercasanfigameration diegplaig. textieut data by e methed of Xhahgppreprocensingor
Gy dAREIGHLg HESEe e BICRE B CFHSYSUl e o st AR SFeRHHEd OB RO t e
method  ofJREL Hirtign PP b AR frbellerhheSNREAT 0P Bied Fbil Ui s S8 SuiBARG InHtee
than the reference number of bits in order from the top of the subject data. The
preprocessing portion 272 embeds the dummy data at a fixed position of the plain text cut
20 data. The position of the plain text cut data for embedding the dummy data may be either
chéngeable or fixed. In the latter case, the position for embedding the dummy data can be
the top, end or a predetermined intermediate position such as a second bit or a third bit of the
plain text cut data for instance. The dummy data may be any data unrelated to the subject
data. For instance, there is a thinkable process, such as constantly embedding the data of 0,
25  embedding the data of 1 or alternately embedding the dataof 1 and 0.  As a further example,
it is possible to decide what dummy data should be embedded based on the above-mentioned
solutions. For instance, the sum of the numbers configuring the matrix with 8 rows and 8
columns as the solution added up is divided by 9. 0 is successively placed such as 0, 0, 0,

0 ... if the remainder thereof is 0, 1 is alternately placed such as 0, 1, 0, 1 ... if the remainder



the solutions, the sumof the nunbers configuring the matrix with 8 rows
and 8 colums as 15 the solution added up is divided by 8 The dumry data
is alternately enbedded at the top and end of every other piece of the
plain text cut data if the renmainder thereof is 0, the piece of the plain
text cut data having the dumy data enbedded at the top thereof and the
piece of the plain text cut data havi n‘b7the dummy data enbedded at the end
thereof ds e, plsagReledht evemehirdbltice dudd AQL0] 1, 0, De1 I siRieERLinksr it 2, 4e Ppi ece
of the plain text cut data having the dumy 20 data enbedded at the top

t her eof dikéwiseel jiinseeted hit dveey foluethpldce xf the rdmaiades ih3\at Beery figthdikaoaif thdat a
enbedded at the end thereof are placed at every fourth place if the

r emai ndefemainder is 4, ... and at qvigey jshibgdacsfif theeerphiafler is 8xt cut data having the
dummy dat a enﬁ_g ded at. the top thereof and the piece of the plain text cut
data having t G gameratupibe akin toxt ¢yt data by themiethod of Yo, the prrpEerestingver y

i nt he pl age. i f inder is 7 s al ! if4ht h
L
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by the nethod of Z), the subject data s cut e nu s equal

to or shaiedimhpams ibtheppdces 6NGE phiRKE citldahll ot WibISh#lthé Abimbdrorbggasi bl e
by cutting the plain text cut data to a random | ength shorter than 8 bits.

For 48 singteathag,the teferennmnuinbehef bitsrb én thiscusé,i thel posigor foe embedding tiet h 8 r ows
and 8 colums as the solution added up is divided by 8. The top portion of
t he subj 8Bmmya can begithensfizadiorregularhechanging gachhas rgoting in orfler afdhe Ehit.nder

CoeT 0 2Rt 1 0F PRI o Bl 4T P stidorn chingites dbBoPe dat o at
t hat i i e, J i i i nd i 2. e .. dth
oot oot Whelelinpditlh doP eifbibadie he Hufring darh b ST BROSL. 18 soiciop 1o, 1 0
the remaiRB&IdingSthe dufdny diffa ﬁf'ag 68 8cQfied %e@%@ggssbﬁﬁ%ngﬁgr m%"sﬁ%’g?'at hus

generated, the preprocessing portion 272 e i n each

i ndi-vidual pAefe def méthed pf aédidihg ¥e pfouitiofl Foreriiddig thd@uAmyRta Kikedbt S
shorter than the reference nunber of bits. In this case, the dumy data
may be ethssdltidnsitherum oft tha nepbers coufigomigtthomasizxckita 8 rowearkD8 talpmas as he end
or a reggt erm ned changing position identified by the solution. The plain

t extl Tut hgapltpn addegainds divadediby & r hherdummyidata is leraidy ppbeddedpoheitop 273
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of the plain text cut data having the dummy data embedded at the top thereof and the piece of

the plain text cut data having the dummy data embedded at the end thereof are placed at
every third place if the remainder is 1, the piece of the plain text cut data having the dummy
20  data embedded at the top thereof and the piece of the plain text cut data having the dummy
data embedded at the end thereof are placed at every fourth place if the remainder is 2, ... and
the piece of the plain text cut data having the dummy data embedded at the top thereof and
the piece of the plain text cut data having the dummy data embedded at the end thereof are
placed at every ninth place if the remainder is 7. It is also possible to further move the
25  position for embedding the dummy data instead of fixing that position such as the top and
end.
_ | In the case of generating the plain text cut data by the method of Z), the subject data is
cut by the number of bits equal to or shorter than the reference number of bits. This cutting

is feasible by cutting the plain text cut data to a random length shorter than 8 bits. For



portion 275 generates the algorithns used on encrypting the plain text cut
data. 15 The al gorithm generating portion 275 of this enbodi nent generates
the algorithns based on the solutions. According to this enbodi nent, the
al gorithm generating portion 275 generates the algorithms such as the
following. The algorithmin this enbodipent is defined as 'what is acquired
by, in the case where 20 the plain text”cut data which is 8-bit data is a

mat ri x Y jidtirdve,1the s theSu@ew Gbnfighting ihelnYitie withB r¥wd aH8B chbmMii6/md S the
matrix X with 8 rows and 8 columms as the solution raised to a-th power

and t ur nedlutibneddddswy ibylivided 19(8.' THiertep partionyf e sabjecedhes st peiht Gonmkant .
In this enbodinent, however, it is the nunber which changes based on the
sol ut i on$Ut bye8 Bits ifgheresmainder thereof fsed, shegiopipprtioniof thengubjecpdate atisbali ponttin
changes hased on the. splutions, Foy jnstance, a can_be defined as the

r emai nde?’llfﬁp‘rS &Y% eﬂg{t ﬁé‘i‘e Fetmql’%deé“:{’ Iﬂl‘? pprEinLidhe gbjest fata at thatpaietdr i s 0)

i h - A4l o) . t-he. b i d b ddi,n h
nunbers aotegr cue il bl A e painidfis B T BERH pofiba & FEfbi: (e Bhinek "C e
mat ri x Wighiht § 6985 @GRy R litykD ?emﬁ_ﬁder-[m. . a?ﬁgl%i{g@;@g bERE glaﬁh {eXt St dat

predet er m ned nunber sét up by the key. | IS a constant nunber, n

~1s fixedthus@essiated, thd erdpeicessiar i ol 2R EMBETstthe dsil ida@in dachWnlitvidifl

descri bed hereunder. To be nore specific, this n also changes based on the
sol ut i onpieae ohihe pladmtexd cutelata hasingtthe sBumbsmfbits shdrtee thanakersferendequtieher de t he
al gorithmas sonmething different. According to this enbodinent, the

al gor i t hRitherdBrbis cars. fsdupumy dats mgy beembeddad rithepatgopeeifiepasiton susharithes | t
S0l UL on et ahe, 15 s rmeriehanging Epsiip ideiios bHEOGRRBPR on of the
Used o’ encry i et el Gy &R B AEEGHERT PAMEAR o 1> GERERER BhRiBoM8n 276
gener at egrdbhgf stibased on the sol utions. According to this enbodi nment,
the key generating portion 276 generates the keys such as the follow ng.
The key in tHngpasiieboitheind génsratich bN 8@ pidin tdxe@ ciiiRE theadaitithmdehdraagsi ng up
all the portion 275 generates the algorithms used on encrypting the plain text cut data.
15 The algorithm generating portion.275 of this embodiment generates the algorithms
based on the solutions.
According to this embodiment, the algorithm generating portion 275 generates the
algorithms such as the following.
The algorithm in this embodiment is defined as 'what is acquired by, in the case where
20  the plain text cut data which is 8-bit data is a matrix Y with 1 row and 8 columns, multiplying
by Y a matrix which is the matrix X with 8 rows and 8 columns as the solution raised to a-th
power and turned clockwise by n x 90°.'
Here, a may be a predetermined constant. In this embodiment, however, it is the
number which changes based on the solutions. To be more specific, the algorithm in this
25 embodiment changes based on the solutions. For instance, a can be defined as the
remainder (provided that it is a =1 in the case where the remainder is 0) in the case of

dividing by 5 the number acquired by adding up all the numbers as elements of the matrix

included in the solution which is the matrix with 8 rows and 8 columns.



15 nunbers as elements of the matrix included in the solution which is the
matrix with 8 rows and 8 columms. Therefore, the key changes based on the
solution according to this enbodinent. It is also possible, however, to
deci de the key as something different. According to this enbodinent, the
key generating portion 276 generates the key and 20 transmts it to the
encryption portion 273 each tine it rectl ves the solution fromthe sol ution

generating pofhé @bovd7sentibied 8R4 prRHEeAnREd hifABer 243 B\CthY ERE% tyren §hion
data received fromthe condition data generating portion 277 and The plain
text cut comstantmaodben eds fikain tHevgver phokaschianges baasdionothe 20ldtibiesedii t he

al gorithmreceived fromthe algorithmgenerating portion 275 and 25 the key
r ecei ved depibed hereprder.gehe beniorgsnseifici s ieo (IBngaOHsed g thersdlutign tirothishi s
enbodi nment ., the condition data is encrypted first and the plain text cut
data is SHHPOYGRRt Iy encrypted. As described above, the algorithmis

defi ngd ' ' iked by, in th . t .al n text t dat
i ciis 5 bi e PSR REReTSE o etk o TR Sombiind eBoml 1 o1 Vi ng 50°
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for instance, the encryption is performed by nmultiplying by the condition
data or tiem {heaplntion genecalinggatteont2¥d. matrix with 8 rows and 8 5 col unns

obt ai ned by turni n%acl_ ockwi se the matrix with 8 rows and 8 col unms obt ai ned
by raising Xnrsralichwibes sepgragion of e plain fext cutidata thedwey geherdtingportion

" generate re the encrypted condition daja and the encrypted cut data. The
encr teg'/%g‘?ﬂ?fa? So‘ﬁeg?;\‘i/sélsﬁ o ERFEYRHRE D PR BT USRS are transnitted to the

the header oaPie ey ReRR poktn 228 BERHUERE S 0 ik SMEBhEct ur e shown
Cequence of 1 e e KPR Bigorr F Rl B3R
al irgnmenas thedolbwdag.of the original plain text cut data. As described above,
the step of S 110 in which the encryption processing apparatus 1
The key in this embodiment is defined as the number acquired by adding up all the
15  numbers as elements of the matrix included in the solution which is the matrix with § rows
and 8 columns. Therefore, the key changes based on the solution according to this |
embodiment. |
It is also possible, however, to decide the key as something different.
According to this embodiment, the key generating portion 276 generates the key and
20  transmits it to the enéryption portion 273 each time it receives the solution from the solution
generating portion 274.
The encryption portion 273 encrypts the condition data received from the condition
data generating portion 277 and the plain text cut data received from the preprocessing
portion 272 based on the algorithm received from the algorithm generating portion 275 and
25  the key received from the key generating portion 276 (51105).
According to this embodiment, the condition data is encrypted first and the plain text
cut data is subsequently encrypted.

As described above, the algorithm is defined as 'what is acquired by, in the case where

the plain text cut data which is 8-bit data is a matrix Y with 1 row and 8 columns, multiplying



15 generates the encrypted data by encrypting the subject data is finished

first. The encrypted data thus generated is transmtted to the

comuni cation apparatus 28 in the encryption processing apparatus 1 via

the bus 29. The communi cati on apparatus 28 transmts the encrypted data to

the decryption processing apparatus 2 ecified by the MAC address

i ncluded in the header data of the 20 crypted data via the network N.

Thus, t heyaba et whichie theshAfx Of with QoS and'® LEINRMAL @6 the EBRER e4ivddith Alth
processi ng apparatus 2 having received the encrypted data inplenents the
step of $PovdDamt tudedrcigkiving Hylrex 80%Tandtnead thiokey it thecabongendntioalaloniter.t he
subj ect data._ Hereunder, this step of decryption will be described in
detai | by ref & theggserwhare sis Dandpisthior instangp tteelentayptionisperfirmeddyt o t he
decryption .processi apparatus 2. is received by the comrunication

appar at ugmglgplg}ngﬁwéﬂ% 8‘6&15% ‘i?ﬁa ¥ e Bladn 1ot Gt datathe matrix vt B 1gws angs

comuai caj.q t tnansmts the.enc ted data to the decryption
cppar at uebly s BRRREA Uty OIS Ao i RTIDORR Rk ol BBt ar at us

37 recei¥ﬁ§néapmggggggg 6 3@pa=\%4go t he interface portion 371. The _
preprocessing portion 372 takes the basic condition data out of the

recei ved encTyppiecksddidata(tiils3@a ratcdngle teanfpied cohditibn HiA ah@ HeteneRPEHdt | ON

data anal yzing portion 378. 5 The preprocessing portion 372 transmnits the

encrypt eguigdstadi t i on data to the decryption portion 373. The basic

condition data anal yzing portion 378 analyzes the contents indicated by the
basi ¢ condi t i &he eher¥ptedondiion dafeangdhe encrimted eutslatacae transmaittod forihe por t i on

378 its.the .i ' whi ch. ted diti t houl d b
et G o R AR P T o ™
373.. As [ ' ndi t i d i pel udes the inf ti
e L R
I K88 ol et 68 i Sl

t ransmi t eortedpoiing @l thé hlighr@me e&qichdOo ARG biiginalPidin tdde chtde4. mat i on on what
nunber 15 generated sol ution the solution used on generating the key and
al gori t hm usedis descabask abowe,rthe step of S110 in which the encryption processing apparatus 1

D!

15  generates the encrypted data by encrypting the subject data is finished first.
The encrypted data thus generated is transmitted to the communication apparatus 28 in
the encryption processing apparatus 1 via the bus 29.
The communication apparatus 28 transmits the encrypted data to the decryption
processing apparatus 2 specified by the MAC address included in the header data of the
20  encrypted data via the network N.
Thus, the above-mentioned step of S120 is implemented.
The decryption processing apparatus 2 having received the en.crypted data implements
the step of S130 of decrypting the encrypted data to change it back to the subject data.
Hereunder, this step of decryption will be described in detail by referring to FIG. 9.
25 The encrypted data transmitted to the decryption processing apparatus 2 is received by
the communication apparatus 38 of the decryption processing apparatus 2 (S1301).
The communication apparatus 38 transmits the encrypted data to the decryption

apparatus 37.



each individual piece of the encrypted condition data included in the basic
condition data is. However, it only transmts to the solution generating
portion 374 the information on what nunber generated solution the solution
used on generating the key and algorithmused on encrypting the encrypted
condition data of which decryption is a%#omed or not prohibited 20
according to the condition included in e basic condition data is. The

sol ution generx;aebf@rmsgiﬁ%maaﬁsmﬁﬂh@aaﬁ thtR apPhrdfls 37 FedePes URCENRIPD t he
encrypted condition data based on this information (S1304). The g€neration

of the sdlataviathe iperfhcy pertiob$7t.he sol ution generating portion 374 in the
decryption apparatus 37 of the dectraipti on processing apparatus 2 is

performed by d8f REpProrsssing pution 8 Fbtakenthe busipcenditidnadata onslof thereesdvasy t he
2o desor i HEAPlERbE TR LR fahsm Ry o e PG o iR AAtD PRAHERE PHEO I8
initial i ' at.i | ok it hy h Id by th
ol ut Son e peebrodting Bortbh 372 BERGER GO LHR LM 038e A ot us 1

associ at edrtintdyst he decryption apparatus 37 including the 52 solution
generating portion 374. Therefore, the solutions generated in the

decryption aphabaiciconditionfdatdabl@ Pkt T8 MaRSEd 1he comBms aldicated B Bet he
sanme as the solutions generated in the encryption apparatus 27 of the

encrypt i dasipreonstita daja 1388 at e basit combiien denenadyzing portioh B28 sanwitrtler are
nmut ual |y, conpared. 5 The generated solutions are transmtted fromthe

sol uti oniferestion oagvhieh encypted gondition data oyl be desryptasedetermingdform itgn 375
and e k nerat.in ortion 37 The al gorithm generatin ortion 375
“and ﬁ:e @?‘%@WBF&%‘F@C‘S@P{’%W“@?%&ener atg t he alggorithmsgaﬁd keys for
decrypting th . NP . ca R | gorithm generatin
portiygnI 3%5 g‘g%g%g{’lég& ?ﬂ)ggg@gg%“?ﬁor@ﬂ%ogls(é% %’%ﬁ? Seth‘r%é@g nlofOW]il%flg : og.
The st epgideradd sdlutidiethad kSIafibh b&@d%rg%ﬁaﬁ&ﬁgﬁﬁ% iafi?(gal érthdd uéeh%n%ﬁﬁléqsg# on

processi ng apparatus 2 generates the algorith he sanme as t pin
whi ch t heachdhdieidublpic@astehaéiogpt@bedndaion2iat ief ThebarcdonditionMaly MaBEfigNY

apparatus 1 generates the algorithns. The al gorithnms generated based on
t he sanmepeidibnBi7$ frapgmitssiowbe/solutine seaomting portion $24 geniefoatmetoryn tvhet mingei t hm
IENEI | BeheRted sotation the Solution used on generaling the key and slgorithar teed on encryping
each individual piece of the encrypted condition data included in the basic condition data is.
However, it only transmits to the solution generating portion 374 the information on what |
number generated solution the solution used on generating the key and algorithm used on
encrypting the encrypted condition data of which decryption is allowed or not prohibited
20  according to the condition included in the basic condition data is.
The solution generating portion 374 generates the solutions for decrypting the
encrypted condition data based on this information (S1304).
The generation of the solutions performed by the solution generating portion 374 in
the decryption apparatus 37 of the decryption processing apparatus 2 is performed by going
25  through the same step as that implemented by the solution generating portion 274 of the
encryption processing apparatus 1.
As described above, the solution generating portion 374 has the same initial matrix

and solution generating algorithm as those held by the solution generating portion 274 of the

encryption processing apparatus 1 associated with the decryption apparatus 37 including the



The key generating portion 376 generates the keys based on the received
information. The step in which the key generating portion 376 of the
decryption processing apparatus 2 generates the keys is the sane as the
step in which the key generating portion 276 of the encryption processing
apparatus 1 generates the keys. The keys generated based on the 20 sane
solution are always the sane as those erated by the key generating

portion 23tich geﬂdmm%gﬁmtm 37N ThefRass) the sARieHsYeHsratkd il R &%ﬁ@ﬁeﬁ ion
processi ng appar at us generates the sane solutions as those dgenerated by

t he encr ypparatms A7 of the siearyptiqppproadssing hppaawd 2 @are the8ahe hotheabiu®ion Ofenehvdd
nunber generated solution the solution used on encrypting the condition
data i n th&esneryphen arpapterclsefi the exByRtjopretcssing appratantl ifghorerganerstet fi
al gorithg;s and keys based on it. Therefore, the decryption processing
appar at u e?%r?@%rﬁ‘é‘?@f‘@apﬁﬁo@aﬁéd-al gorithms and keys as those used on

The yener at edrht §aPriHRBPLE pi e EAT b PRttt ABRR Al g
[ ansm t R PR EASAINEbd0n BFS P 107 Bt SR 2%, 62 Yot on port i on

373. In the cEkealphehm gelﬁ@rabﬁlglb&ti%ﬁﬁds tah@ﬂled@y%eﬁasdmggﬁﬁb@ﬁé SiridtdtOthe

itself used on 5 generating the key and al gorithm used on encrypting each
i ndi vi dualgopthseseandfkeyhfer deargptingthe enaypted tinditickadata 316050 be transmitted to
the al gorithmgenerating portion 375 and the key generating portion 276.
In this case, Tharlgenthwrgenerating perdion 838 generatpethg jalgorithrhmbaged on dteinaceivegor t i on
375 and the k generating portion 376 are transmtted fromthe al gorithm
gener tiwgomﬁgﬁé{li oRhex5hep fcvhigh the s%gwnﬁam BRFtion 375 ohibedleriaPend keys
are trangmn e neratin ortion.376 to th ecryption
portion @E%és’sﬁ% a%h%mggg egeﬁ%rétreéﬁ[e%agg%%t@éng I%BEW? 8%1‘1‘85?681? W&:’F % the key
and al gogibbfihut H9EEShY 88t j [ Adi i ' of the
Condi 1 onel M AR BorioH 273 of MeRREDYRbh BebcE ST PRl nc B3 ot

t he decr ypbrithmspoThé alodhnstRAEMRdDabdiEorems kAt estuseNEHe bivedy sdRd shnfasusi ng
the 15 algorithnms and keys received fromthe al gorithm generating portion

375 and thhee gepyratagidnethe tigogthpo perepating forijcd 27308)the dmraiongprecessingi se, t he
decrl%pt i a%)réa%%stli_on 373 generates the algorithnms for _

The key generating portion 376 generates the keys based on the received information.
The step in which the key generating portion 376 of the decryption processing apparatus 2

| generates the keys is the same as the step in which the key generating portion 276 of the
encryption processing apparatus 1 generates the keys. The keys generated based on the
20  same solution are always the same as those generated by the key generating portion 276 of
the encryption processing apparatus 1.

The decryption processing apparatus 2 generates the same solutions as those generated
by the encryption processing apparatus 1 based on the information on what number generated
solution the solution used on encrypting the condition data in the encryption processing

25  apparatus 1 is, and generates the algorithms and keys based on it. Therefore, the decryption

processing apparatus 2 can generate the same algorithms and keys as those used on

encrypting the condition data in the encryption processing apparatus 1,




perform ng the decryption processing (definition of '"the condition data is
what is acquired by, in the case where the encrypted condition data is a
matrix Zwith 1 row and 8 colums, 20 multiplying by Y an inverse matrix of
a matrix which is the matrix X with 8 rows and 8 colums as the solution
raised to a-th power and turned cl ockwi se by n x 900) based on the

al gorithns received fromthe algorithmwyenerating portion 375 (definition

of 'the encryphedenetAedlalobGthnfatStrifiied frb REAYbrideth Rheratifle ?Bﬁioﬁ%’?? iyhere
the condition data which is 8-bit data is a matrix Y wth 1 row and 8
col umms, thedecrypitiph pgrtion 373a Fhe pencratbd kéysiase tligntindd from ¥hekeywdehbrafing ows and
8 colums as the solution raised to a-th power and turned clockw se by n x
90' ), andopEmIYbrig thealestyption pertion 338 ng t he keys so as to performthe

decryption processing., Thusg, the decryption portion 373 decrypts the
encrypt ed conﬁﬁ E‘F’B?Fe%meée aﬂf’i’ﬁ?ﬁicf’@‘@ﬂoq %WHE@EF@FFPBWQ%QS%“WM on 372 and
generate . $.£1 on, dat The.encrypted 54. .condition data decrypted
her e |§s %ﬁ%%ﬁpﬁgﬁgiﬁ%# %pd[ ag%o I@BWCH P4 g e%%?%“‘tﬁre% FEﬁ“a‘é“éPiFﬁF Pgﬁ’eicgn‘%ggﬂ?omed
or not pyeRi Mid iyl ffda é}&o;ﬁ LGk | [

conditi 0:511 dhétﬁgas.@a%e%t%?%%e&%gcr yp?g CO%&ﬁ@%@%%@ﬁf?%ﬂ?ﬁgﬁ%m?@%gﬁO t he
condi ti ogestitinggRetiotZ2 76 IS L8, B dlgoRthBReecaemtidityatie SBbHAHR 2zt
portion 377 anal yzes the contents indicated by the "condition data (

1307) . - Apodies &7 bed thetkey eendritingeportion Btthard ataasmited didasthetaldoeidath gomeeatbi t he

followng (A to (D) and the informati on on what nunber generated sol ution
t he sol uPPdian 343 &thgsleerypdencpertipm §73. heTheegengrateddeys riettransmitted from thedey pt

each i ndividyal piece of the, encrypted cyt data is. 10 The condition data
anaMi né%ﬂ#ﬁ“ﬁéﬁr@?ﬁ tp dhe dec REHRPher or not each i ndividual
pi ece of the . tehes W th th ondi ti.ons,of .the
Fol loving (A)THE é(a%?&e%;k}e DR R R e gk e K7 e R pomSitees
pr 0Cess | igdRARALpiife BchIMB iRl piBR! JrehdR A RMARAD e hed HARARL Q1L N9 ¢ he
decryption of t hlgbengcr ypt ed cut pcllat a; 15 (?{Bi in(rﬁ&or’ nae?i on for ﬁé e{ralt ITying
t he user dakypoiorgoitonB33f orm or prohibited from performng the decryption
of the encrypted cut data; (C) at |east one of information on a period
al | owi ng t he Nexdrthpdeaypten purtibre3iEd derngts thieenerypfed chaditio dytp be dsiagthedat a
and information on a period prohibiting the decryption of at
15 algorithms and keys received from the algorithm generating portion 375 and the key
generating portion 376 (S1306).
To be more precise, the decryption portion 373 generates the algorithms for
performing the decryption processing (definition of 'the condition data is what is acquired by,
in the case where the encrypted condition data is a matrix Z with 1 row and 8 columns,
20  multiplying by Y an inverse matrix of a matrix which is the matrix X with 8 rows and 8
~ columns as the solution raised to a-th power and turned clockwise by n x 90°") based on the
algorithms received from the algorithm generating portion 375 (definition of 'the encrypted
condition data is what is acquired by, in the case where the condition data which is 8-bit data
is a matrix Y with 1 row and 8 columns, multiplying by Y a matrix which is the matrix X
25  with 8 rows and 8 columns as the solution raised to a-th power and turned clockwise by n x
90°), and performs calculation by using the keys so as to perform the decryption processing.
Thus, the decryption portion 373 decrypts the encrypted condition data transmitted

from the preprocessing portion 372 and generates the condition data. The encrypted




| east one piece of the encrypted cut data; and 20 (D) information on which
of the multiple pieces of the encrypted cut data should have its
decryption allowed or information on which of the nmultiple pieces of the
encrypted cut data should have its decryption prohibited. For instance, to
determ ne whether or not it matches with the condition of (A), the

condi tion data anal yzing portion 377 redtls the MAC address of the

decr ypt i QRndities Ga ideerypRa hafRRbAl Ye éc itfdnld ' , and
conpares the MAC addr gls)s of theﬁgecryp%%?%d}gtessia%%%%égﬁr 2n\:/i\n?th t he
i nf or mat iatlowed ot it ph#iGbissichicesdingfto tecondRivh adludud ip tiRORSE cdgdipRan@t us 2
allowed to performor prohibited fromperformng the decryption of the
encrypt ed cut Ngat thei dectyptiddonditiph data anttansmitedimtthe cdfditionidata atelyzing ni ng
whet her or pot f.t mat ches with the condition of (B), the condition data
anal yzi n@°F¥¥37%dn 377 has a unique ID and a password all ocated to each

Fecel es t nembr SRR G S i SR LR e e g
passwor d Whdiflod Bfa kﬁjr(ﬁn?d }Q@I%eé&gﬁéasab%e,ttﬂeec#ﬁﬁ]o% cgmaih(klﬁ?%sgat Ilzéljats el e OF

prohi bited from pe ng t ecryptron o e encryp ata " Wwhich

are incl gelesiving (AN (©)26d tHcaRforhforfén WhA ey PirePle PIAFRRIhO SIFRGAT at US
2. \Wen determ ni ng whether or not it natches wth the condition of (C),

t he condiusédomhendgeneratingthediengng algbtithm 854 to esaypasch hrdividue pibet of fhleom t he
timer 380 for instance, and conpares the current time thereby indicated
wi th t hecR@yRfpdertidatrisn the period allowing or 10 prohibiting the

dec%{gti on of heqygncryqot ed fut data. \Wien determ ning whether or not it
mat cés wi t h {hecugHipnidatangtyzme)portione3 dhiat determinesayhiethes o 9ot 686 por ti on

377 indiyj . m _nes et her ea i ndi vi dual.. pi ecg_of. the crypted
cut data *:a|@'g41éﬁeg§?)qbﬁém§rﬁ3%ﬁf'g‘gat%ﬁ]ta& 8t ‘é{%ﬁwéﬁfgaaef%tf@W% ?‘g? f%wed
or the srypted cut data of which decryption is prohibited included in

the condition data. 15 The above nethod of determ nation is al so perforned

l'i kewi se by t(#g iffasmsaticiofad ideh@fyingat de@Ppriofzprotestink hpptamd Sdwed fde case
where the basic condition data includes the conditrons of (A to (D

t hough apetéwor énprolabitediomeerfpaningithd dedrypGon o€ hessatiypted dut dstadet er m ned
that the decryption is not allowed as to the encrypted cut data falling
undér® no condﬁﬂ‘gﬂffﬂ@mﬂim Wantiyingtbe dest allpvedio m’(};rmNEthibi;thfadncut dat a

performing the decryption of the encrypted cut data;

(C) at least one of information on a period allowing the decryption of at least one
piece of the encrypted cut data and information on a period prohibiting the decryption of at
léast one piece of the encrypted cut data; and

20 (D) information on which of the multiple pieces of the encrypted cut data should have
its decryption allowed or information on which of the multiple pieces of the encrypted cut
data should have its decryption prohibited.

For instance, to determine whether or not it matches with the condition of (A), the
condition data analyzing portion 377 reads the MAC address of the decryption processing

25  apparatus 2 from the HDD 33 via the bus 39, and compares the MAC address of the
decryption processing apparatus 2 with the information on the MAC address of the
decryption processing apparatus 2 allowed to perform or prohibited from performing the

decryption of the encrypted cut data included in the condition data.




20 falling under one condition for prohibiting the decryption. It is
determ ned that the decryption is allowed as to the other encrypted cut
data. The condition data analyzing portion 377 transmts this information
to the decryption portion 373. The condition data anal yzing portion 377
transmts the informati on on what nunber 25 generated al gorithm and key
those are included in the condition dat®to the solution generati ng
portion 374. keMRiermidifs WREHE BN R nhdt@RS WifnltRE c&%ﬁ&ﬁoﬁ(ﬁ thé B8hdition
generating portion 374 is only the information on at nunber generated
sol ut i on dataemalyrinigiportians3TY has a ugRye TBland @ pakisvoie Mlsvatkdab eaihi hARIdNEBEePN
encrypting the encrypted condition data of which 56 decryption is allowed
or not prrivitisd be dtheatseoframthe input dppactrsdst dndrthémeteivesdhem vidihe bas 82 for
condition data is. The solutiogagenerating portion 374 generates the

sol ut i ondnsfasce g &t Pemmgra the 1D apd passwerd with thedDs apd passwordsiafehe wsses ved
i nf ti 1308). 5 The.. ti f th | uti f d py th
ol ut T on “IRKET TR R PSR bertrathe e Rmption ph e Benred cordime

decrypti Qmidy ggﬁﬁg : : | r ! h h the sanme
step as that EE}rrp e_réeagtuggﬁ%;@ﬂ%lﬁen é%tjlaa)if ?f%ngegéﬁgg%k%ﬁg&pm%@ Ec')rﬁ'b%% of the
encryption prywiRs deREmMAAVEES of not  SadHeS Hith A6k SRAHIINVIICRNRe Edrditoni tt ed
fromthe solution generating portion 374 to 10 the preprocessing portion
372, t hedathgoalytingpgeivar3d?iragives tid thne 34t fimAdtht fiends 880 gariadtatdeNghd porti on
376. The al gorithm generating portion 375 and the key generating portion
376 genefemparghide cuirgrtinahirerehy indieayed with thedufoypatiorgon the peried gidwidgont dat a
(S1309). The.al gorithm generating portion 375 generates the al gorithns
basetd onpﬁqgg)l?%%&e@@ﬁyp on ol ihe eaRyRtsth Ut st ep i n which the algorithm

gener oL 9. POkt MR LoRe SR RSB ARER Pl Sudlg oL
porton &gl pSIER KPS R BLASSSLAGANBIAL W o BRIRIEUES M

recei vederchfpédeitida fall?ehdth theeh8iypted cNEAR of RRickDbcBHEK AlalIdSeRBF tHeOn 376
of the decryption processing apparatus 2

encrypted cut data of which decryption is prohibited included in the condition data.

15 The above method of determination is also performed likewise by the basic condition
data analyzing portion 378 in the case where the basic condition data includes the conditions
- of (A) to (D) though a description thereof is omitted.
Consequently, it is determined that the decryption is not allowed as to the encrypted
cut data falling under no condition for allowing fhe decryption and the encrypted cut data
20  falling under one condition for prohibiting the decryption. It is determined that the
decryption is allowed as to the other encrypted cut data.
The condition data analyzing portion 377 transmits this information to the decryption
- portion 373.
The condition data analyzing portion 377 transmits the information on what nember
25  generated algorithm and key those are included in the condition data to the solution
generating portion 374. However, the information transmitted to the solution generating
portion 374 is only the information on what number generated solution the solution used on

generating the key and algorithm used on encrypting the encrypted condition data of which




generates the keys is the same as the step in which the key generating
portion 276 of the encryption processing apparatus 1 generates the keys.
For the same reason as the keys and al gorithns generated on decrypting the
encrypted condition data, the keys and al gorithnms generated by the
decryption processing apparatus 2 25 on decrypting the encrypted cut data
are the sane as the keys and al gorithns®Qenerated by the encryption
processi e t gg&ggﬁ@f I, : ' %ﬁ‘aelga omt he
al gorithm glggg%tﬁiaggwg%ggﬁ 375 to&g?lﬁe gé‘% ypt F%{r‘lﬁﬁ{l)élﬁi%ln% 3. S{che

gener at edokéivisn daeid.ransm tted fromthe key generating portion 376 to the
decryption portion 373. 57 In the case where the condition data includes
t he sol ution Theedlfitiersgutenming @ostioat37d gehdratek thy salutionsfoy deeyptingwhet he

al gorithmused on encrypting each individual piece of the condition data,
this dat &nFpied guEdata basgd pp WGC%Y@dﬁfmﬁﬁ@b@ﬁﬁﬁ} ng portion 375 and the

key enerati ortion 376. |ln. this_cas the al gorithm generated by the
al gorgt hm geniﬁ‘ég‘?"%a"@n g[ﬂ{q W#@?BPW(&@W@?SCE@%Q%t § PPiOn 34§ 11t
generat i ji - L1 g rQm. h of the algorithm.

Genor at | Hib BAEHER iR &7 bt AR HI0h boPTind 360y fles 2 plt Rl 1Y Boime
decrypt i @itoREH the QUnd é3p ad that PEHIEASH fie sbiifioR @8hFafs rlibPP7 43¢ fe | NCl udes
t he key and al gorlthm?hemsel ves used on encrypting each 1 ndividual piece
of the cendipticmprdedssing bpeyatas e, transnmitted to the 10 decryption portion
373. Next, the encrypted cut data is decrypted in the decryption portion
373 by usi ng Thegengtaigst softtipna au thamymitted dione thefsobwion Izenerhtiygg partion §e&her at i ng
portion 375 and the key generating  portion 376 (S1310). On that occasion,
t he HmmihedaeRiorassBE PitioRdd. e aleorther senscrafing peationedsr and; tht ke genpeating ai n
text cut ta 2§ the decryption of the encrypted cut data is 15 perforned
as with PH& 88’ ‘e-nmentioned step of decrypting the encrypted condition data

s fo T ows. - ANGUEANAS Bk Borhl 37 b HSXeh BenreiddForleh 376 Bufid on™
gener at i AigoRhiis 8 kéyéfoeﬁecrcngm%ﬁ&gﬂﬁ Buildads @1809)0Ccessi ng portion 372.

These are the solutions used by the 2 eprocessing portion 272 of the
encrypti on prBecedgorithmageperatihg podiom3IzH geletatel the alpevitiiebased on the received

15  information. The step in which the algorithm generating portion 375 of the decryption
‘processing apparatus 2 generates the algorithms is the same as the step in which the
algorithm generating portion 275 of the encryption processing apparatus 1 generates the
algorithms.
The key generating portion 376 generates the keys based on the received information.
20  The step in which the key generating portion 376 of the decryption processing apparatus 2
generates the keys is the same as the step in which the key generating portion 276 of the
encryption processing apparatus 1 generates the keys.
For the same reason as the keys and algorithms generated on decrypting the encrypted
condition data, the keys and algorithms generated by the decryption processing apparatus 2
25 = on decrypting the encrypted cut data are the same as the keys and algoriﬂlms generated by the
encryption processing apparatus 1.
The generated algorithms are transmitted from the algorithm generating portion 375 to
the decryption portion 373. The generated keys are transmitted from the key generating

portion 376 to the decryption portion 373.



dummy data is enbedded in the plain text cut data. To be nore specific, the
solution held by the preprocessing portion 372 of the decryption apparatus
37 at that point in time indicates how the dumy data is enbedded in the
encrypted cut data (to be nore precise, the plain text cut data before the
decryption of the encrypted cut data) which has been conpletely 25
decrypted (or being decrypted, or yet t¥Y be decrypted) by the decryption

portion 373 ofn thB@asedRicry el BRAIALR A8 Thihshled RRAJRI N i {9
portion 372 transm’asts t(g the decryption porti or?ﬁ%73 1%,%%3?%«2{%?{&%%@%%&”

wher e i nkependbmpenetating thailgoth whed oy phasipting ddeh inteidiipics op@iet i on 373
the dummy data is 58 enbedded. The decryption portion 373 elimnates the
dummy datcendition fata,ghisidatatie sransmitteditnt the algprithen genetdting porticor Ivatandrthe Kdye dummy
data can be elimnated fromthe encrypted cut data instead of the plain
text cut SERATAMEAMEHR &P pyin Ht F3s: the glgorithm genepatedby thetalgesithm generpfing

encrypt ed cut ta.t,0 .be decr e ere is anly the crypted. cut data of
whi ci® d88rf“>98t3? S ?‘eaﬁeﬁ&%?i‘a‘éﬁtbﬁg‘?e Yoo B PR r’*zgﬁb@ ST ETR £ i on

i ncl udedjdp, dftfe SO5KSRE r ks t data is
transm tteecg‘l to tﬂg Conn%éte{angé%ﬁ&?ﬁs@@fbﬁ%&g@%ﬁ% ﬁ\lgﬂ%ﬁﬁﬁg 379

gener at e&edr?@icﬁ%tﬁirﬁbﬁmmta by connecting the received plain text 10 cut
data as one (S1311). Thus, the step of S130 in which the decryption

processi ng apipahatcass whertethe pptis coritktioreduta inpludds thetkey and slgaritien thembéeloks t 0
the subject data is finished. The generated subject data is transmtted
f r om t heussgrpneaerypgng eachi indivizipgl piecet dfdhe ¢omdisicnadata, HeytarowargTdiftedtodhé s t hen
tra_nsm'téed via the bys 39 to the HDD 33 for instance. 15 The subject data
is udbd BSFTYRHORROEYSMH 430n processing apparatus 2 as appropriate. <Def or ned
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encryption processing apparatus 1 and the decryption apparatus 37 of the
The generation of the plain text cut data by the decryption of the encrypted cut data is
15  performed as with the above-mentioned step of decrypting the encrypted condition data to
‘generate the condition data.
The elimination of the data is performed as follows.
As described above, the solutions generated by the solution generating portion 374 are
transmitted to the preprocessing portion 372. These are the solutions used by the
20  preprocessing portion 272 of the encryption processing apparatus 1 when deciding how the
dummy data is embedded in the plain text cut data. To be more specific, the solution held
by the preprocessing portion 372 of the decryption apparatus 37 at that point in time indicates
how the dummy data is embedded in the encrypted cut data (to be more precise, the plain text
cut data before the decryption of the encrypted cut data) which has been completely
25  decrypted (or being decrypted, or yet to be decrypted) by the decryption portion 373 of the
decryption processing apparatus 2.

The preprocessing portion 372 transmits to the decryption portion 373 the information

on where in the plain text cut data decrypted by the decryption portion 373 the dummy data is




decryption processing apparatus 2 are different fromthose included in the
above-nentioned encryption system The encryption apparatus 27 of the
encryption processing apparatus 1 according to the 25 defornmed exanple 1
is configured as shown in FIG 10. The encryption apparatus 27 is different
fromthe case of the first enbodinent in that the algorithm generating
portion 275 of the first enbodinent is ?%pl aced by a first algorithm

gener at féﬂab@@déd.oﬂhéﬁﬁ&y?(&u 865 L R SaREaAL ih y
while the key 59 genera ingﬁoportig?)[ﬁelgd?l%g%?tlj{yr;ﬁe fi rgfﬁag{] gﬁ?ﬁn}éﬁ{%iﬁéé

r epl aced blyysmgfthis ddfokeyptiogener at i ng portion 276A and a second key
generating portion 276B respectively. Both the first al gorithm generating
portion 275A Aheldemayridtadaydeiclimnashizomtthaencrypded ¢w dad ifdeagarfehapleint he

al gorithns asc¥v|th the al gorithm generating portion 275. 5 However, they
are diff &AL Gt gepsrated Ry qk‘lCFﬂ’Ltm&I%&cﬁquW 8#tat i ng portion 275A generat es

t he | gorith for encrypt] the plain text cut data ile th egond

al gor?t hm gen'gﬁ%ﬁcﬁgﬁe‘%&%@f‘%ﬂg E?Q%Cfggtﬁ% 35’%%%0?1%3“%?“56&1*% %f‘tﬁr"% pting
the condigbdropsdakan, NG DAL | - nd..second
key gener atri%\% port ?‘gﬁ& %(g%r%@%getﬂa{at%g&td &lg}gg?/esdoggm\%gt éh?d%él%igié ngﬁlgrggti ng
portion 3d4te. However, they are different in 10 that the first key
generating portion 276A generates the keys for encrypting the plain text
~cut data whi | Nexththesleayptdlpain genentakiarig traosniiited tothe Boigrbkigp@toh BR9.keys
for encrypting the condition data. In the case of encrypting the plain

t ext cut TBaeenneptingRortien 37 heeneatesthe subject dhie bysohudcting thegeteivmisphaintted f r om
t he sol ution generaf] portion 274 to the first algorithm 15 generating
por tin %“fé»ﬁtavﬁ*?é%“é?ﬂ;ﬁ%él gorithmfor encrypting the plain text cut data is

enerated. | e r i he condition data, the . solution is
'? ransmitted %‘Jr%’i Ehggr%sso g%&?@ﬁ%@&h@%a‘h"ﬁ@’%ﬁa Plchéﬁuﬁﬂp?’@qsﬁed%uﬁ%e |

al gori t NEAANRI @k ROCHAAEL kYR, WIALR abidS sy | L For encrypting t he
condition data 1s generated. In the Case of encrypting the plain text cut

data in the defeqfefiedtedsabjetedata istuhfsmidted FoM iRRohfectih@psiiioh B9Y td fem t he
sol ution generating portion 274 to the first key generating portion 276A

wher e t hitdrkage pontiop 371 yauidiim theh mmnghitted visethe bosi39 tatha HDD 88 fiatiastatte. | N t he
case of_encrypting the condition data, the solution is transmtted from
t he 1&p| u’{']peowby‘é:ﬁé@tgﬁ q:i;gd by the decryption processing apparatus 2 as appropriate.

<Deformed Example 1>
A description will be given as to a deformed example 1 which is a first deformed
example of the encryption system according to the first embodiment.
The encryption system according to the first embodiment is basically the same as the
20  above-mentioned encryption system. However, the partial configurations of the encryption
apparatus 27 of the encryption processing apparatus 1 and the decryption apparatus 37 of the
decryption processing apparatus 2 are different from those included in the above-mentioned
encryption system.
The encryption apparatus 27 of the encryption processing apparatus 1 according to the
25  deformed example 1 is configured as shown in FIG. 10.
' The encryption apparatus 27 is different from the case of the first embodiment in that
the algorithm generating portion 275 of the first erﬁbodiment is replaced by a first algorithm

generating portion 275A and a second algorithm generating portion 275B while the key




portion 274 to the second key generating portion 276B where the key for
encrypting the condition data is generated. 25 The decryption apparatus 37
of the decryption processing apparatus 2 in the deformed exanple 1 is
configured as shown in FIG 11. The decryption apparatus 37 is different
fromthe case of the first enbodinent in that the algorithm generating
portion 375 of the first enbodinent is §9epl aced by a first algorithm
gener at i n@n&atihg Hottid 276 aNtle Airsi@ j Il q;?,rhqf ! i i6n B
whi |l e the@key Ggoﬂﬁgener ating portﬁ?gﬁmgéggg(#ﬁltgéh@g iréltﬁﬂé%egigfr%ﬂlngﬁ?%gﬁ

r epl aced Z7gAamntliarsstonddyy gemestiiy pgtiGio2 16Bfespasiédyand a second key
generating portion 376B respectively. Both the first al gorithm generating
portion 375A Bath theéistialzarifom gertenatipgrportam 27§A puksecanl S3GBhyaeeemtieg t he
al gorithns as h the al gorithm generating portion 375. 5 However, they

are diff SPHIAN 5’% geaeraterfac phgpathms)ag ayith th Hihm genegativgmortan 7P A gener at es
h | i.th f d | t d t data whi th d
(he 81 OB W1 SR LWL DT e ut e ne setopd
Bot N Ne al ot i#imdRY LGP O BlaBPEL! AR R ShiR e SEGRNALTnPINCL AL
generat € tfe t 0

portion 376B ys as wt e key generdating por 376.
However , pbhiy 275B gdhéhes ﬂi&talédiithﬂlgfdr*éﬁéry%ﬂﬁg fhe'cdhdiliSy dgkgner ati ng portion
376A generates the keys for decrypting fhe encrypted data while the second
key gener at i nBothah¢ fichkS7gMenting pattion A764 dndygscdndrked generpingsortite276B
encrypted condition data. In the case of decrypting the encrypted cut data
in the déensrafethedkenprps with thetkey genernting portips 276.andowevesdhéy amdiffiestah ut | on
eneratii orfiqn 374 to the first algorithm 15 generating portion 375A
.%herleo th %%&Fﬁ%ﬁhﬁﬁ%ﬁrﬁw%m ﬁbéf} E%ngeé%% the ke @8 encypting the PlilinexeEd. | n

t he case s i he encrypted c tion data, the solutjion. is

ranem ¢ 42 RO A RS ER bR AR spiita i kbt By Ricbiigiiae

al gori t hgafedsel &ikd N9 portion 375B where the al gorithmfor decrypting the

encrypted condition data is generated. In the case of decrypting the

encrypted cutlndbé ast bt edieyiRloQhO BP0V Batd in AP YAhOR 11 the

transmtted fromthe solution generating portion 374 to the first key

~ gener at i srutiquois tiansmidéd fowhhe solutien generdtimg poettony2i to ghd et slperigpt ed cut
data is generated. In the case of decrypting the encrypted condition data,

t he 1so| UBSISFAUNE POFIDASTTO A here ﬂmﬁgm&gmncwpmg the plain text cut data is

generated. In the case of encrypting the condition data, the solution is transmitted from the

solution generating portion 274 to the second algorithm generating portion 275B where the
algorithm for encrypting the condition data is generated.
In the case of encrypting the plain text cut data in the deformed example 1, the
20  solution is transmitted from the solution generating portion 274 to the first key generating
portion 276A where the key for encrypting the plain text cut data is generated. In the case
of encrypting the condition data, the solution is transmitted from the solution generating
- portion 274 to the second key generating portion 276B where the key for encrypting the
condition data is generated.
25 The decryption apparatus 37 of the decryption processing apparatus 2 in the deformed
example 1 is configured as shown in FIG. 11.
The decryption apparatus 37 is different from the case of the first embodiment in that
the algorithm generating portion 375 of the first embodiment is replaced by a first algorithm
generating portion 375A and a second algorithm generating portion 375B while the key




generating portion 374 to the second key generating portion 376B where the
key for decrypting the encrypted condition data is generated. 25 In the
def ornmed exanple 1, the nmeans for generating the algorithms and the neans
for generating the keys are divided according to whether the subject of
encryption or decryption is the plain text cut data or the encrypted cut
data, or the condition data or the encr@%ted condition data as descri bed
above. 6kendratinSpticR® 30661 i@ st It 4 g@)ﬁ% ki i on
274 in aﬁ%itioﬁ§€o t he alg%???ﬁ%?ﬁgﬁ§$§??ﬁgﬁ3§?f§§%ﬂ§55 a @%ﬁggggﬁbh

gener at i 3g6Aantiacecchdkey feeneratingt portién 376B tdipectiasly. of the encryption
processi ng ap%gr atus 1 of the first enbodinent, the solution is
transmitted f Both thaéirstelgerithon gerenasingtpongprptSA onl @¢dnd dlgeritbm genedatiog i t hi n
generating portion 275 and the key generatjng portion 276. However, it is
al so pofg}‘t}ﬂneﬂtsg ggneiatscthe lgodthms: s Jrithyiba alganihvg sensratingipoptiop 37§ t wo such as

port1 on 3P0 ey WFE A Bl th ot the PP esrini gDy S B SPeRBRS o ¢ he
al gori t hi Q&RGHAf- Rer C')Igjttﬂgel%%g%t.@@%ttcﬁga\? fd Ml Qeond %ﬁ%{ggelpéfaﬁn e latter

to the key generating I on IS case, | I'S nécessa to

di vi de t hertRal375BARcpRahablddeht@PESHdRbnafa. Of the decryption processing
apparatus 2 into a first solution generating portion 374A and a second

sol uti on geneBathithgfippkey genefifiiB poctichedyoanaidngtondtieyicbteraigy HptibroB76B
processing apparatus 1. In this case, the solution generated by the forner
i's transgfierde thedkeypas with dhd keyrgegenatingipontign 336+ t Howe 87 Sthenaretdiffersitiint i on

generated by the latter is transpifted to the key generating 15 portion 376
respett i 3@? é‘.e first kep generatingprshien 340A genaraes theksyion d@{wgetgq enqriied

[ ' t 1 h | i t.h ti ti 275
of the 1 PR BAIRTREGhFRAN Pt hortER o7PR alnctils BRI GBHePTL B port i on
275A andeﬁ&g%t?(?&g{@gi SHe -@6&3{' t hm generating portion 275B while having the key

generati ng the first enbodi ment replaced by a first key 20

gener ating pantth©asd 66 dedsling theeRAFpk@YutdRNFnIhd ddoRNd dxahpte/Bhe
respectively and the decryption processing apparatus 2 has the al gorithm

gener-at i smjutper isitmnsBifted dfont the sblutioh gerendring poetidn 3 Ripbaliefirsbylgbhithnt i r st
al gorithm generating portion 375A and the second
15  generating portion 375A where the algorithm for decrypting the encrypted cut data is
| generated. In the case of decrypting the encrypted condition data, the solution is transmitted
from the solution generating portion 374 fo the second algorithm generating portion 375B
where the algorithm for decrypting the encrypted condition data is generated.
In the case of decrypting the encrypted cut data in the deformed example 1, the
20  solution is transmitted from the solution generating portion 374 to the first key generating
portion 376A where the key for decrypting the encrypted cut data is generated. Tn the case
of decrypting the encrypted condition data, the solution is transmitted from the solution
generating portion 374 to the second key generating portion 376B where the key for
decrypting the encrypted condition data is generated.
25 In the deformed example 1, the means for generating the algorithms and the means for
generating the keys are divided according to whether the subject of encryption or decryption
is the plain text cut data or the encrypted cut data, or the condition data or the encrypted

condition data as described above.




al gorithm generating portion 375B while having the key generating portion
376 of the first enbodi nent replaced by a first key generating portion
376A and a second key generating 25 portion 376B respectively, the solution
generating portions 274 and 374 can be as follows. To be nore specific,
the solution generating portion 274 of the encryption processing apparatus
1 is replaced by first to fourth sol uti%n generating portions 274A to 274D
so as to transihko bbRiOtAHiVAB teRAtRh Ydnddtidd Sortibl 374 f0lddldoANo @RNer ating
portion 274A to the first algorithmgenerating portion 275A, the solution
gener at ealgoyitlith @eseratinychostadn2750amdghakeagenemtiog popidht276n 274B to the second
al gorithm generating portion 275B, the solution generated by the third

sol uti on geneFax inpigngsoin the nase o thetagcryipéion prosessingappenarsdtafithe fistt i on 276A,

t he sol ution., gene at?d_by the fourth solutjion generating portion 274D to
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portion 374Ato the tirst algorit generating portion e solution

gener at egdertyatidpepRaOITAS /A §cRbnd SANRIPSnBGRS bR 2348 Bo hotd BehsifcRed
al gorithm generating portion 375B, the solution generated by the third

sol ut i onsglutien generagedoy the dorn®r 4Cthe algonichrh igesdratkeypoyiore? 28 andghesslbii@n 10
376A, the solution generated by the fourth solution generating portion 374D
to the s&esiied Refhedattrstathieksy genariting ®Tem 2H¥spect i vel y. <Def or ned Exanpl e
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first enbodi nent. However, sone t1ons

appar at ul tBit cake, tlieesolitivh)pehératd by AEefosnsfisaRRfhRicd So theabridha 5@@&5&3@ i
apparatus 37 of the decryption processing apparatus 2 included in the

def or nedpatiampV e al th2Golatien deridraedhy therlatartihtaesmittal todkekéyngdnbenting

above- nentioned encryption system As described above, the configuration of
t he IéncrYPtiPBA7QpsRecAVElY. 27 in the defornmed exanple 2 is the same as the

configuration thereof .in the first enpodi nt,. which js as shown
9 n ﬂli'e case where, as in tLe defE)rme example L the encrypt{on processt]mg apparatus

1 has the algorithm generating portion 275 of the first embodiment replaced by the first
algorithm generating portion 275A and the second algorithm generating portion 275B while
having the key generating portion 276 of the first embodiment replaced by a first key

20  generating portion 276A and a second key generating portion 276B respectively and the
decryption processing apparatus 2 has the algorithm generating portion 375 of the first
embodiment replaced by the first algorithm generating portion 375A and the second
algorithm generating portion 375B while having the key generating portion 376 of the first
embodiment replaced by a first key generating portion 376A and a second key generating

25  portion 376B respectively, the solution generating portions 274 and 374 can be as follows.
To be more specific, the solution generating portion 274 of the encryption processing
apparatus 1 is replaced by first to fourth solution generating portions 274A to 274D so as to
transmit the solution generated by the f';rst solution generating portion 274A to the first

algorithm generating portion 275A, the solution generated by the second solution generating



in FIG 3. The deforned exanple 2 is different fromthe first enbodi nent as
to the function of 25 the condition data generating portion 277. However,
the condition data generating portion 277 in the defornmed exanple 2
generates nultiple pieces of the condition data as with the condition data
generating portion 277 of the first enb&;i ment. Therefore, it is not
different fromthe condition data generating portion 277 of the first
ermbodi menfortion 274Bn® thy secorsl Algsrithm genbRlihg Portiof 3758 e S80HbA kaRrAa! By the
generated by the condition data generating portion 277 of the first

enbodi merthird sedution genctatig pettion @346 to thedirst ez genamingportie 2¢@Nahe selntiom t he
case of allown decryption of the encrypted cut data associated with the
condi t i oﬁeﬂgﬁtﬁdgﬁﬁﬁﬁqy aelgtion sgneringpreionatydDop the ssispnd keyngenerssinglecr ypt i on

of the assqci encr ed. cut daja. As for the 5 di tion data generated
by the c&RAY %gdﬁip C%‘%ﬁ?@?‘”ﬂﬁ? %@?PP@HH@ZW%OW%S@Q?%L%WWW e 2,
however , S j i.ti,0 ta includes the.data on the
condi fgi Ogﬂ%cr%ﬁ,eipgg%gm% ﬁgﬁl%%ﬁdtr?gq?ﬁtcewg%%#hy%glﬁg)ﬁ%ﬁr? Hee %%IP 9?)?’2@ g’ondi tion
data gengrabed abio rARAAMAE sA1GHEH PRerQNY thb st d8iuaon Be i3 740C10,
above-nentioned data. To be nore  specific, the condition data generating
portion Bfirsf alpdrithahefenerating pogion3e52, thasolatiod Serreded bPR!seddhdGHivgiBni N
conparison with the condition data generating portion 277 of the first
enbodi negencratmgpeortey /4% odhs secondhelgonthai ginorating partyardIS B thegomtioni on 277
apple 2 generates nultiple pieces of the condition data,

of the deforrrefg Feb()é ] | :}t) C ] |
and genefehesated,by thedhird solytion,genergting pertion THEHP the firstkeygenemating pettignt hose
several pi of. the caonditio atg associated.to 15 decrypt the encrypted
con |Cfli oﬁ%ég.’ﬁge AR gRGr egflbé’n@P s" TR IHHOD SeneratRs BYripR ggﬁé t‘bfhetsﬁ%’ng
conditio it t ' r. The condition data generating
portion g?d%?g%ﬁggéﬁg’gggg‘rtgﬁ%g@ese'veraI pi eces of the condition data to
i ncl ude kbefo@,jnedﬂﬁ@nggtza on the condition for decrypting the encrypted
condition data to be decrypted follow ng the encrypted condition data
gener at ed by Mentyaydiformpdexamplel wilpbedactbed. he condition data. In this
case, 20 the condition for decrypting the encrypted condition data to be
decrypt ed f ol Theviinagyptine sysems pgqondidg cothdidefopmed axample Ads basichllyyhesaoreygst i ng a
i e of the condition data _included in the condition data can be

certain pie
any ]?’ond{f‘f’ i ?\‘.’e'@ﬁﬁ‘uqnﬁg eagyBtion sysigg of e figt embpiigignpand the configurations of the

_ encryption processing apparatus 1 and the decryption processing apparatus 2 included therein

are also the same as those in the first embodiment. However, some of the functions of the
encryption apparatus 27 of the encryption processing apparatus 1 and the decryption
apparatus 37 of the decryption processing apparatus 2 included in the deformed example 2
20 . are different from those included in the above-mentioned encryption system.
As described above, the configuration of the encryption apparatus 27 in the deformed
example 2 is the same as the configuration thereof in the first embodiment, which is as shown
in FIG. 3.
The deformed example 2 is different from the first embodiment as to the function of
25  the condition data generating portion 277. However, the condition data generating portion
277 in the deformed example 2 generates multiple pieces of the condition data as with the
condition data generating portion 277 of the first embodiment, Therefore, it is not different
from the condition data generating portion 277 of the first embodiment in terms of its basic

functions,



(A) to (O: (A information for identifying the decryption processing
apparatus allowed to 25 performthe decryption of the encrypted condition
data; (B) information for identifying the user allowed to performthe
decryption of the encrypted condition data; and (C) information on a
period allow ng the decryption of the egfrypt ed condition data. 64 As
descri bed above, the condition data genétrating portion 277 of the deforned

exanpl e 2 gen@hatasiitén daagéncsamEbptheRofdifion ath geferifitlg pdptiéh PiEsMAEe Bfstt he
condition data in a state of being associated to decrypt the encrypted
condi t i orpmhediment slarudd g g tendatayn atrlgast binosfthe evatition ipithe exse of alldveing
condition data in ‘Br edeterm ned order. However, the above 5 nentioned
several sleewatonef the enarypiad cuiglatanssoristed with thy sonditionidataamdithecandiicadas of
the condition data..The fynction qf, the hasic condition data generating
portion g%cag? OEWQE%&I@'% ecrg&tm%éhezasisgmgpé BmHV]?tP%F ta &ﬁfgth of the
basi cg cong it I rti L4 St e diment. 10 As
descr?be(?_ a%ol\slllgjiﬁlg%%%%Q%é?meﬁagg&gr‘%@eg%%%aa gf’%glg%%‘;eg}et_rhgﬁg%f@g%s out of
the nul ekphpleRl R&®SveR at 18t &ﬁ'}ﬁ@&'o?ﬁle%héiti@ﬁ%aﬁ%ﬁﬁ@%% fidla biiheSt at e of
bei ng associated to decrypt the encrypted condition data generated by
encrypt i egndiiosin thevaseall afdwingshodectyirion of et dneryptediaiondition Mardehanhr by d
order. The basic condition data generating portion 278 of the deformed
exanpl e EngEpiEnether conditiondata in eddition trthd abavebyentioned datag Théedatra on t he
condition 15 for allowi ng the decryption of the first piece to be decrypted

out of t fRecdife fpsondition datageperatingportion 277 abthe dofosmed gxample 2teear sever al

_pie of ,t. ndi.tion data. Thi ondition, conforns to,t

P bovtd menddifadd PEHin Bt Bieon by RRghoR St s BHBE PRin 77 G MAAES 1o e
decrypt edb04ihfaW N9 the encrypted condition data generated by encrypting a
certain piece of the condition data. 20 The basic condition data

generating poTé bOmods/ fretiss, thislgshdaton @ESEeneABn® boftldd 2090 iel (ARStmefiOF
‘al l ow ng and prohibiting the decryption of the condition data other than

t he abovexamle? gtnerpics nmdtipdé picbess of tindédnidiiiondiata ahd géneeateas deash@ierat he
above-nenti oned several pieces of the condition data generated in the
st at e of Pisegsiy them el statedf havide thopp severrd pes githe dorsliiaeti ddtoassociated to
15  decrypt the encrypted condition data generated by encrypting those several pieces of the
condition data in predetermined order. The condition data generating portion 277 also
generates those several pieces of the condition data to include therein the data on the
condition for decrypting the encrypted condition data to be decrypted following the encrypted
condition data generated by encrypting a certain piece of the condition data. In this case,
20  the condition for decrypting the encrypted condition data to be decrypted following the
encrypted condition data generated by encrypting a certain piece of the condition data
included in the condition data can be any condition. For instance, it may be the following
(A) to (C):
(A) information for identifying the decryption processing apparatus allowed to
25  perform the decryption of the encrypted condition data;
(B) information for identifying the user allowed to perform the decryption of the
encrypted condition data; and

(C) information on a period allowing the decryption of the encrypted condition data.



data generated by encrypting those pieces of the condition data in
predeterm ned order are 25 not all of the multiple pieces of the condition
data. The above-nentioned condition data is also encrypted to becone the
encrypted condition data in the defornmed exanple 2. 65 1In the case of the
defornmed exanple 2, the basic conditi on fdat a and the encrypted condition
data are al so connected as one together wWith the header data and the
encrypted cut Asdizbaibey abhe, teroeditioh datd @ehdr@ihgSitis02 7Bof Be RefoRAE] t he :
encrypted data. O the encrypted condition data in this case, those several
pi eces agxawpltlgenentdsat legstevarglpiients ont gimedéplernicces of the denditioredatn imaged so
‘that the one to be decrypted first is positioned ahead. Next, the

decrypt i ¢t %pgong:tf:(g;o desypg Bresnaomteshcangition datgigenerpied bz coerypéet Sone
of the fypctions ,of the.decryption apparatus 37 of the_defornmed exanple 2
are a |it078 SCYFHRagcERPt ‘?‘P Srliert o B Btk eed rpt o Haweseh BV Aont - as

d Eb j £ f ' fungti db
he. dPF 1 SIARGHE! scHlpTHRLes of % Kalloh BRSPS oot i SR PRES Tt e

dat a and chhdEtie@baal ncl uded in the basic condition data between the case of
the first enbodi ment and the case of the defornmed exanple 2, and so there
i's no essent The fulicfibresfethe basid bendidnodat® erR iaikp pbrtdnad 78 Jf i ddférsted

enbodi nent are different as to the functions of 15 the basic condition

dat a anak¥anplg 2is alsp differas fromdthatef tho hakic candititet datagemiesating gopiont278 of #%7 .

As in th ca;snglpg,f the first enbodi nent, the basic condition data anal yzing
portion W&t gef or ned exanpl e 2 receives the basic condition data

R T S e e e R St P
| Ca _ _ ]
Condi t| on i pfpesoTne ERON IR AETATRL Rrfcl REW AR StlRing ol BkehBr oo

out of tHe enemPied copditieR Balgehditied 'B?Feﬂ&ézﬁﬂnéﬂ@% $evera] fRb& RIROGnakRA 1O
performthe decryption in predeterimned order. The basic condition data

anal yzi ndatpar predeteSiificd edlds tThe tdgicaoadidon tatageidrating portién LTERof@Er ypt i on
portion 373. There are the cases where the basic condition data of the

def or meddeREngsd example2 genteases ths basie cembitigipdasalby mclidingihe dataandbdiernditivan t he
sever5al Pi eces, of t Qe encr y@t ed_condition data

1! or allowing the decryption’of the first piece to be decrypted out of the encrypted condition
data obtained by encrypting those several pieces of the condition data. This condition
conforms to the above-mentioned condition for decrypting the encrypted condition data to be
decrypted following the encrypted condition data generated by encrypting a certain piece of
the condition data,

20 ‘The basic condition data generating portion 278 includes at least one of the conditions
for allowing and prohibiting the decryption of the condition data other than the above several
pieces of the condition data in the case where the above-mentioned several pieces of the
condition data generated in the state of being associated to decrypt the encrypted condition
data generated by encrypting those pieces of the condition data in predetermined order are

25  not all of the multiple pieces of the condition data.

The above-mentioned condition data is also encrypted to become the encrypted

condition data in the deformed example 2.




associated to performthe decryption in predeterm ned order. In this case,
the basic condition data anal yzing portion 378 reads fromthe basic
condition data the condition for allowing or prohibiting the decryption of
each individual piece of the encrypted condition data other than the
several pieces of the encrypted conditiﬁg data associated to performthe 66
decryption in predetermned order. In thé case where such data is read, the .
basi c condi ti @nthedaseccofahadlefainigl airiple?) the/Basid dRditivh Hatatant he SRR YPt i on
portion 373 and the solution generating portion 374. The decryption

porti on Ipadigpn dife arkedley craveaadapine Bgdither wittetht hemter data ahd deenypybiedgut 5 t he
encrypt e%éc t data and the _encr&pt ed condition data received fromthe
preproce faﬁ-@’ HEvIesingnotion, 2§(hsq #do bgeamethe eperypied detaenbodi nent . The

d ti f f is.th t h in th f the first
embotiment . . ShARPEPRTed dobeyedt (BRI ise. eteler BBLPIH SBEIP B of e

encrypte &ﬁg@ . | gt@%‘&-”' | t s, that, in . case 10 of

t he f'llgrsfta ee og?ﬂn@%? . In %%?@gﬁﬁﬁﬁg%dgsﬁﬁﬁeéngﬁ bggefrﬁgﬁcgslﬁs the case of
the firsposifichdine®nNt as to the encrypted condition data other than the
several pieces of the encrypted condition data associated to performthe
decryption i nNpxtethetdecryptieagpadiais 37Tdfkthel @sfoypéd @anipte P@ill 66 GBribed.f ol | ows
as to the several pieces of the encrypted condition data associated to

per f or m ShEe@E eyiphétioms iofi therdedeyptiomiprahtey 3eof theileformed ¢rampls? deecr thei on i s
attenpte pi ece to_be decrypted out of the several pieces

ﬁ. S tg@th firs )

of the e @&ﬁﬂt m-ORgh 10 B Caps of thedirsigmhodimeny ap described abpyedeHpyisverothei n
pre ermj transmtted omt pr epr.ogessi n orti.on 372 based
on the con |%1|°g§nﬂf Er’f'%]lcﬁ%ﬁ aﬁ&“ﬂ?‘é& {)&g&‘{}%?ﬂe ‘E‘FB’(’J‘F ﬁ’tet‘i’é‘c’i‘yg copilition dafg pe
decr ypt eghcRidtq § $ ' . . L10 a

associ at eél: tod Eplggl]g o?ﬁﬁg dﬁ*&?@gglﬁo‘%ﬁﬁ Plglugrggg%@é?%Slgg%é@e&mvﬁ%ﬁe%?hg read
f rom t hec& ob i fEstcitbidihit aHa R cabdof 1€ dERBBIESIHIL Deandap iyt tQp POrtion
373 determnes that the condition is satisfied for the sake of allow ng

t he decr ggsentohdidferdrive. first piece to be decrypted out of the several

pi eces of the encrypted condition data associated to performthe decryption
‘in predet er nmi Fedledirmed exampledndythe firkt emhadinicohard differers ad ée the fomdions of

changed @g%k 1o r&ﬁe (ﬁondi tli Qn data. 25 The conditign data obtai ned by the
decrypt i Ui "PEC FPURUIR FaiR AN IRHROTUER 7§ Arshthg £prdition data analyzing portion 377.

As in the case of the first embodiment, the basic condition data analyzing portion 378

of the deformed example 2 receives the basic condition data transmitted from the
preprocessing portion 372, and analyzes the contents indicated in the basic condition data.
As described above, the basic condition data of the deformed example 2 includes the
20  data on the condition for allowing the decryption of the first piece to be decrypted out of the
several pieces of the encrypted condition data associated to perform the decryption in
predetermined order. The basic condition data analyzing portion 378 reads the data and
transmits it to the decryption portion 373.
There are the cases where the basic condition data of the deformed example 2 includes
25  the encrypted condition data other than the several pieces of the encrypted condition data
associated to perform the decryption in predetermined order. n this case, the basic
condition data analyzing portion 378 reads from the basic condition data the condition for
allowing or prohibiting the decryption of each individual piece of the encrypted condition

data other than the several pieces of the encrypted condition data associated to perform the



anal yzing portion 377. The condition data anal yzing portion 377 reads the
condition for allow ng the decryption of the piece of the encrypted
condition data to be decrypted next out of the condition data. The data on
that condition is transmtted to the decryption portion 373. 67 The
decryption portion 373 attenpts the dec({%ption of a second piece to be
decrypted out of the several pieces of e encrypted condition data

associ at eldcyptigmeinfppsdedrhénedesdatpt Bothe chit Whicpel QicRIdAd 8 el B basit toslBtiey M ned
that the condition is satisfied for the sake of allowing the decryption of
t he secom@taginalyeing pobndd8tsapsmits Bt thefdetryptisrepatiah 333 enbtheablutine encr ypt ed
5 condition data associated to performthe decryption in predeterm ned
order, tigénfaé‘é‘f‘gyﬁﬁm‘ﬁh:"mportion 373 decrypts the encrypted condition data to

render it as e.condition.dajg. .The decryption portion 373 repeats such a
process to dew?/ﬂ?“ 'é’%’@&é"r%f ﬂﬁfé%e@?%@ Wéamg}?&%tﬁﬂﬁ%ﬂ%ﬂ?'%ﬁrwg
assocd at f | LR rmned order one .after

anot h%r.ﬂ%o i ﬁédac'?l'? Eeﬂnt%tgﬁ %g’%f‘“’ %Xlﬁét:era%g{l&}{l ﬁ%ﬁgrgéecre alc %lmé% epa?pr?%eésné%crypt ed
condi ti OpoARh®72a8 0L dLLb iR MRf &RbMikb& decryption in predeterm ned
order, however, the decryption portion 373 does not decrypt the encrypted
condi tion dat &hé deceygition o dedofthatis tHeeameng itat Binthé ofise oRlheOMsNEmbdBment.
decryption of the encrypted condition data is not satisfied. The decryption

of the eRbeigpredhelsiteriatlbhe ddseritmdocess perfornmed thereafter by the 15
connecting portion 379 and the |like are the sane as those in the case of

the first enbSRf tion of the HAFPIedsoRdifan dals ishasically thanameras dhat iethe shsen
iment Wil | ibed. . T ti. t f th d

bl oty B L8 dneinien? S, BTRAICBR i is W o 13/B2R S A58 GHME fettom of he

oot ! ot t t . .
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partial esnfitiitae] ds06tsated td RFRMARY BddrARioRRR PreAbistmbd offer! e encryption
processi ng apparatus 1 and the decryption apparatus 37 of the decryption
processi ng apPerdecryptian isfeeformed ypfollows appahateieral pickts bihle Raoped
‘enbodi nent is configured as showmn in FIG 25 12.

condition data associated to perform the decryption in predetermined order. First, the

15  decryption is attempted as to the first piece to be decrypted out of the several pieces of the
encrypted condition data associated to perform the decryption in predetermined order
transmitted from the preprocessing portion 372 based on the condition for allowing the
decryption of the first piece to be decrypted out the several pieces of the encrypted condition
data associated to perform the decryption in predetermined order which are read from the

20  basic condition data. In the case where the decryption portion 373 determines that the
condition is satisfied for the sake of allowing the decryption of the first piece to be decrypted
out of the several pieces of the encrypted condition data associated to perform the decryption
in predetermined brder, the encrypted condition data is decrypted and changed back to the
condition data.

25 The condition data obtained by the decryption is transmitted to the condition data
analyzing portion 377. The condition data analyzing portion 377 reads the condition for
allowing the decryption of the piece of the encrypted condition data to be decrypted next out
of the condition data. The data on that condition is transmitted to the decryption portion
373.



The encryption apparatus 27 is approximately the same as that in the case
of the first enbodinent. However, it is different fromthe encryption
apparatus 27 of the first enbodinment in that the al gorithm generating
portion 275 and the key generating portion 276 68 are no |onger provided
and an al gorithm holding portion 281 and a key holding portion 282 are
provi ded i nstead. The al gorithm hol ding portion 281 holds nultiple

al gori t hnms whiThe dédrgpticaypondrtid TRoatteppitd the ded§ptidiodfdSsebdild pisdetio e Yiserypleg

al gorithns are those used for the sake of encrypting 5 the plain text cut
dat a and ouhef the aeverdl piecanofthe enarymed condjgen data pRsodiated t@FSforautte témyptiys ar e
those used fqr the sake of_ encrypting the plain text cut data and the

condi ti ol B@ﬁatenwnﬁ% ardepn df gefermained that thecondigon mowatisfind fgr the sakeeofiallowing
enbodi nent, .t he .al i thms and keys are ner db he algorithm

gener at i :%é d5KrRPHEN %g[?hae SS?P&%H%%C‘*E% © 8%%?‘%5 PHboaftﬁE‘? ft‘l‘%‘ﬁ’i E*?Besﬁgg'é‘ijeW%

sol utkon L I rap i [t 74, so _that both
he ol gor T e EREL Bobheto pfmOd o BIpHGT B AR Bt 8 As3nb iR (e
condi ti opofiRha®78 WecryPtsihd édcPyRediRfton AELOTEIM it ok Prd RRIRBAAAM, enbodi ment,
however, nultiple algorithnms and nultiple keys are held by the algorithm
hol di ng porti e @&&iymion poltonkiAs ropdadh sugh pPEddestoBerypemp eeitaral Pliacesof thbat
the nultiple algorithms and nmultiple keys can be used when encrypting the
pl ai n t execrgpted eenditiarsdanasse¢iated smpkirforonthd deerypliorhingredetanininedemdsrane ng t he
al gorith and _sol utions. The condition data generated by the condition
data geng&‘gﬁnﬂ[ﬁ‘%orti on 277 of the second enbodi nent has the contents

different fr hose in the case,of the first.enbodi ment i,nce the

al gol‘re(lgt hm geggrhéltl gﬁ%m%tg}g(tl‘)?ﬁc%gth%ﬁ’efﬁé’l%&/"fg@ﬁ8?%?’?‘}98 C?J‘?fﬁ'f‘?’b&?tﬁm are
repl aced QY orona | ' j rtion
282. 20 gl'sﬁe 1%%??? e pi %gg%&g#ﬁjd[nﬁg @%ﬁrﬁeﬁ%%%%\gﬁlﬁg?%%ﬁoﬁgoggog ond .
enbodi mesT3 ddes hoblgecrigieh @ndltRadatOf BetefmhBE taPiddichh@RoA fort he case
of allow ng the decryption of each individual piece of the encrypted cut
dat a andalidveng tredleciyption of theencyped ebngitioh idhiatis ng shlidieddecr ypti on of each
i ndi vi dual piece of the encrypted cut data in the decryption processing
appar atus 2 abheidecryption aftheghcnyptedict data.che pwicessperfomhel thomalfteribyrthelat a

i ncl ydes the data on at. | east one of the condition in the case of

al | dwl ngCPHECREOFIT %f? Bd %@ﬁ%@é@ samscheseyp theerase of the & cmbadinat.

S?ggiet L?&é&oﬁ&]gm%gaﬁne%Byrohi biting the decryption of each individual

The encryption system of a second embodiment will be described.
The encryption system of the second embodiment is approximately in common with
the encryption system of the first embodiment.
20 The encryption system of the second embodiment is different from the encryption
system of the first embodiment as to the partial configurations of the encryption apparatus 27
- of the encryption processing apparatus 1 and the decryption apparatus 37 of the decryption
processing apparatus 2.
The encryption apparatus 27 of the second embodiment is configured as shown in FIG.
25 12
The encryption apparatus 27 is approximately the same as that in the case of the first
embodiment. However, it is different from the encryption apparatus 27 of the first

embodiment in that the algorithm generating portion 275 and the key generating portion 276



the associated encrypted cut data as in the case of the first enbodi nent.
However, the condition data of the second enbodi nent does not include the

i nformati on on what nunber generated solution the solution received from
the solution 69 generating portion 274 is (this information indicates what
nunber solution the key and algorithmused to encrypt each individual

pi ece of the encrypted cut data associated with the condition data are

based on)arevw kingeeprovided and arckdgorithmt Hotdia® pétitioh 281 ditd 2ke§ hélBRglpokdn 282
enbodi nent. Instead, the condition data of the second enbodi nent may

i ncl ude taep®vided drstradi on i ndi cating which of the algorithms held by the
al gorithm hol di ng partion 281 is the one used on encrypting each

i ndi vi dual pi ¢882gprithaphoidueportion 28] holdsgneltipleigasithms yhde thetkeyholdimy cat i ng
whi ch of t | d he key hol di ion 282 is t ed

mypt ih R R e b e cthsraetiy B cfes%_%gecﬁéf' ke © wcrwlgngnb S
for | ot ahe Ak ARG HEXSndli6 Gl Bl ERALMIGPIRUGH S, 3ha pigikedy gl TOM 2

t hemsel veisosensddor HRYakd diﬁi'?éﬂ}pﬁﬁ%ﬂlel plaih 8 cudROMH B Londifish dHSH hEi ers are

included in the condition data. Simlarly, the basic condition data of the

second embogptienpordeaed7hot i nclude the information on what nunber

generated sol ution the solution once included in the basic condition data

of the first Antsadingdntheifyst anhodiment, thhelgbrting andrieys arergenkeraed by thhe second

15 enbodi rent. may i nclude the information indicating which of the
ﬁ%gﬁ@}ﬂag%gﬁ 21

al gorith hFratne PO&?‘@O%%%%*‘HW 879eTBHRE PORoR 76 pasedion thpeolutiang on

TG BehRERY B PlritoR i o 24 oottt e gecpisREs wid B bl he "
oed . | NETTr . aa ek
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- nunber s foothe isttdha BaBodiidnt, MoweldH! AlulbpId & oﬁmmstaﬁdhh@ﬁﬁléﬁﬁ%é dré 813 byQhe t he
al gorithnms thenmsel ves or the keys thenselves. |In thi's enbodi ment; the

i dent i f i algeritmehdlding pdetibni 281tand teokdi Holding partian 28D eesgerivept sodhatalypar at us 37
of the second enbodi nent is configured as shown in FIG 13. The decryption
appar at uBultiple alzegithmsendumudtigle kpys eaarbe vaed when enonynting thepleingextdueddtar st 25
R R AN N AR R SR S
key generati nﬂlepC%{'lailﬁgﬂ d§l7a6generated by the condition data generating portion 277 of the
- second embodiment has the contents different from those in the case of the first embodiment
since the algorithm generating portion 275 and the key generating portion 276 are replaced
by the algorithm holding portion 281 and the key holding portion 282.
20 The multiple pieces of the condition data generated in the second embodiment include
the data on at least one of the condition in the case of allowing the decryption of each
individual piece of the encrypted cut data and the condition in the case of prohibiting the
decryption of each individual piece of the encrypted cut data in the decryption processing
apparatus 2 as in the case of the first embodiment. The condition data includes the data on
25  atleast one of the condition in the case of allowing the decryption of the associated encrypted
cut data and the condition in the case of prohibiting the decryption of each individual piece of
the associated encrypted cut data as in the case of the first e:hbodiment.

However, the condition data of the second embodiment does not include the

information on what number generated solution the solution received from the solution




are no | onger provided and an al gorithm hol ding portion 381 and a key

hol ding portion 382 are provided instead. This change is corresponding to
t he above-nenti oned change of the encryption apparatus 27. 70 The

al gorithm hol ding portion 381 and the key hol ding portion 382 are the sane
as the algorithmholding portion 281 aﬂ? t he key hol ding portion 282 in the
encryption apparatus 27. The algorith %olding portion 381 holds multiple

al gor i t hrgenevatihgpdrtien ReY is (do$ Diferenapion indicutcdSzhab ah@berBolutionltke k&yamd 5 The
al gorithns are those used for the sake of decrypting the encrypted cut data

and t he ageeithprused toondivpt enchdadividisal pidve of drerepotyipted quo dath assodiatd witidthehe

keys are th@l&e gsed for the sake of decrypting the encrypted cut data and
t he encr yPREHOR gadiars Rrsedian)avhiph max be drcdydegdiin the qenditiop daBrd thes@isbr di ng t o

oo {ﬁteﬂﬁ’@ﬁ@%%‘ hpsist dnsdiiongite e ey SbodRRy Do MeRlE 76 based
on thg m&ﬁgﬁ{ﬂﬁ% Bf’thteg?%%%gé he%b %{Leaﬁ mﬂl% fo?(g,n'g §§nf§ﬁ?s§° t hat

bot h the aI go rithns an eys use ecry e encr dta and

the encr yiy &t @@@dﬁbﬂ&%ﬁ@@cﬁﬁi&ﬁ&uﬂi&:bBfﬂleli}'lzf?ﬁ?éxtcu %@frgtﬂeyt o the

second enbodi nent, however, multiple algorithnms and nult s are held

by t he alinformativm mdxbatmyvlmo]u bf the k3Bslheld by theekek ¢iplding porfion PR? id thd oSidsed
respectively so 15 that the multiple algorithms and multiple keys can be

used whefngBenPiHg eashindividndmjgseof theyplain dext sutdate. t He temcasy pihert thondi t i on
data w tg%a new enerating the algorithns and sol utions. The functions
of the c XS &5 LIV IentibisFs ﬁ“ﬁlh a%W%WP%é fosdBstanceothi infosmatien a

aroor oS FF b etffet e BREREFS e FREGL B Koy boRaahels: WHET:
enbodi ”e%boaiﬁﬁenﬂ'tﬁélﬁéﬁﬁfe?égéu’f‘cl&cfégﬁlt?a o a{&ﬁ %{% above-nment i oned

di f ferences between the condition asSic condition data of the

second enbodi $@iltarig e bagS Bordfitidh@atd bf &b s%&@ﬂ%ﬂﬁn@n?ﬁ@est}ﬁ%hﬁhﬁﬁ@ﬁﬂ tion
data anal yzing portion 378 of the first enbodiment transmts to

- decrypti mﬁommmn@n vaia8 ntinberi gehemted tsblwnion thedolutionemes ineluridd @rﬁﬂhélbhsl@n dat a
shoul d be ecrypted in S 1303 for analyzing the contents indicated by the

basi c co?Rﬂdl“il %@fathe&m!embg@mt isr alnstiatisthe basit eoslition dagmofjhneeaning
‘portion 374 t.he jnf or on on what npupber generated  solution the solution

used whefmpRmEnt 1?% ¢ thegBlormaton piqatipe which o healgpyithmsheldhicthe
algorithm holding portion 281 is the one used on encrypting each individual piece of the

condition data and the information indicating which of the keys held by the key holding
portion 282 is the one used on encrypting each individual piece of the condition data. In the
- case where the algorithms and keys are given identifiers such as serial numbers for instance,
20  this information may be the identifiers, or the algorithms themselves or the keys themselves.
In this embodiment, the identifiers are included in the condition data. _
The decryption apparatus 37 of the second embodiment is configured as shown in FIG.
13.
The decryption apparatus 37 is approximately the same as that in the case of the first
25  embodiment. However, it is different from the decryption apparatus 37 of the first
embodiment in that the algorithm generating portion 375 and the key generating portion 376
are no longer provided and an algorithm holding portion 381 and a key holding portion 382
are provided instead. This change is corresponding to the above-mentioned change of the

encryption apparatus 27,



i ndi vi dual piece of the encrypted condition data to be decrypted. The basic
condition data anal yzing portion 378 of the second enbodi nent transmts to
the decryption portion 373 the informati on on which encrypted condition
data should be 71 decrypted as in the case of the first enbodi nent.
However, it does not transmt to the Sﬂjution generating portion 374 the

i nformati on on what nunber generated solution the solution used when
generating t h&hehlgoriilinhholding poeion38d dind thesitsholdih @ gortias 38D aeh thié g41ad as pi ece
of the encrypted condition data to be decrypted is. Instead, the basic
condi t i ortheigerithmddding periop @81 iand e k8y bibldingepatiaw A8 wnthe enargptiont r ansmi t' s
to the decr%g$j8g portion 373 the information indicating which of the

al gor i t hFBPHaWE <y ﬁ‘?ealé?‘b‘hm halding spiion$8h delds srrltple algerithmrwhitethakey on
encrypti ch_J.ndi, ¥4 | _pj.ece of the encrypted condition data to be
decrypte§g¥@%g&gg%%%¥%@ﬂ?§gﬁkgﬁgﬁﬁﬁtifier) and the information indicating
whi chg of the . | i i 0 used on
encr y%t ing t h?%%g?%?g(fp %%lhg??%égﬁog%gé gdell{ég)ffa g&%@%&%%ﬁrg%é%? %teda?a et
above- 1eid oRdtddiRRbith Aula in TRULABENRbbANBIS AthSKel MRV y£a b ed the
identifier reads the algorithm associated wth the idéntifier fromthe

al gor i t hthelsakelofdpcpgrting die S8ityptanadit deadad theenksytedasadicivaded imitieh t he
identifier fromthe key holding portion 382. The al gorithm and key thus
read frofeeHetion resion Hifd. hol di ng portion 381 and the key 15 hol ding portion

382 are the sanme as the aJ gorithmand key used when encrypting_ the
~condi tion dat@® Sf‘ﬁéo &‘ﬁgFgmbSHl%?“&c}b% ﬁ’éﬂlﬁtﬁﬁ‘&ﬂé‘f’ﬁ%ﬂfgeWé‘egéEﬂ}ﬁpti on
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al gorit hgn% hel d D.Pby jtsﬂgla“al %ﬁ@ﬁ%@gﬁlﬁ %mz%%ﬁﬁgﬁ%gﬁémﬂﬁ%yg%%&@ed on

encrypt i dgraaing thaelicrypsledbutaRad dhe SdReyRATEMNRIRA dabi\h e @1Aak Pidcag | uded

in-the basic condition data. In this case, the basic condition data

anal yzi n§ccopding ite the32&ndustbodamertt chawenas miltiplb elgatigmis andmmultipk! Keys ael uded

~in the basic condition data to the decryption portion 373. The key hol ding
porti on BBeby heplgorithmdndding pprtion 381 aad thelies heldingporiiey 382 wepdctivelytshe

—infqrymtjon,indicati Wwhich of the keys held by the key_ hol ding portion
282%2"2mi @a{‘% TP &&@gﬂ%%ﬁ’é@‘ﬂﬁpﬁ&e@ e beeed Mhga degsyRiing the cReTEPEH £Vl pt ed
conditio I I 0. ashkc condition data. In.this case,.. the
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' The functions of the condition data analyzing portion 377 and the basic condition data

analyzing portion 378 in the decryption apparatus 37 of the second embodiment are a litile
different from those in the case of the first embodiment. The differences are caused by the

20  above-mentioned differences between the condition data and the basic condition data of the
second embodiment and those of the first embodiment.

The basic condition data analyzing portion 378 of the first embodiment transmits to
the decryption portion 373 the information on which encrypted condition data should be
decrypted in S1303 for analyzing the contents indicated by the basic coﬁdition data, and also

25  transmits to the solution generating portion 374 the information on what number generated
solution the solution used when generating the algorithm and key used on encrypting each
individual piece of the encrypted condition data to be decrypted.

The basic condition data analyzing portion 378 of the second embodiment transmits to

the decryption portion 373 the information on which encrypted condition data should be




has to transmt the key itself included in the basic condition data to the
decryption portion 373. The condition data anal yzing portion 377 al so
perfornms the same process as this. 72 The condition data anal yzing portion
377 of the first enbodinent transmts to the decryption portion 373 the

I nformati on on which encrypted cut data7 houl d be decrypted in S 1307 for
anal yzing the contents indicated by the condition data, and also transmts
to the gletnypiedras jrethercade ofghepfirst ebodimént h@&owiiver, idde®Rotafmehatto teTber
generated solution the 5 sol ution used when generating the al gorithm and
key used selitien gengsatinggpostiarn3 14nbie uifcumedtion et ohmbérgenamtedrohiiondlie dat a t o
be decryptled.. The, basic condition data anal yzing portion 378 of the second
enbodi mefPlUfPn Hasd when generafing thealgasithng and ke psed oneacryping pachrindividual on

whi ch enckypt cut data shauld b ecrypted. as in.the case of .the first
embodi ne tlé.ég ?\E/il/gvegfr,yp}%fi a0 o?lg?tat%? gﬁ‘é#?pt?cglst h&nstegy e basiq gongition dats ng
portien 344viias pl r ' L t i : ol ution
DO 151, A8y A1E pATRE B LR AL YR 43O R e A
i ndi vi duadfoRhas i8dicAtig wiae oy ik AfboFMmsRiA by B IRRMBNIARS hertioh P8I §ad.
the condition data analyzing portion 377 of “the Second enbodi nent
transmi t shetanetused de encypitingreapioindidduad pct bethie rharyprt iconditislisaté Bg  Whi ch
of the algorithns held by the algorithm holding portion 281 is the one used
on 15 endegppied fthe gbovermentiongd identifien) end thetinformation ipdisating whigh ofl thteckelye

and the information indicating

d t h - mentioned identifi

i Chof DEH Y daS BN GIGEorRE A8as TR enepi POmTInE I SR SAEisSea on
ti ( data t d ted (the above-nentioned

ot 11 e SRGIHR B SvedTtoh e nBiG NG Tecei vea the i dent 1 or

reads the al gpgd ddMpid ci7a e i L ' ﬁnﬁ-fci';i f | gorithm
hol di ng portion 3S@Haﬁgaﬁggdgg%gﬁguyg%&“&?g%%ﬁgtga 'r\}'m&{dﬁﬂﬁée&(ls%gﬁfi fier from
the key habelateg vy the altn88& fesm ithe 4156riBRNRIRE g&;ﬁﬁ_@ﬁ%ﬁl, £RAGB2BhERey O

decrypt the encrypted cut data by using them in the above- nent’i oned

case, t hassatigted withrthéalediifier fpen theokeyIRlding poxdibn382essary in the case where
the algorithmitself is the information indicati ngf whi ch of the algorithns

held 25 by tHee dgqyghmanghkap tsaepdsfsemitemal gerithmshalding porion38d and therleyy pt i ng
“each J ndj vi,dual pie of .t he encr ed, cut ta included in the condition
S A hojing bortian S5 2r% s fame 25 i5FA s cand 265 used whon encrypring the

condition data on the encryption processing apparatus 1. The decryption portion 373

decrypts the encrypted condition data by using the algorithm and key.
The algorithm holding portion 381 is not necessary in the case where the algorithm
itself is the information indicating which of the algorithms held by the algorithm holding
20  portion 281 is the one used on encrypting each individual piece of the encrypted condition
data included in the basic condition da_ta. In this case, the basic condition data analyzing
portion 378 just has to transmit the algorithm itself included in the basic condition data to the
decryption portion 373. The key holding portion 382 is not necessary in the case where the
key itself is the information indicating which of the keys held by the key holding portion 282 .
25  is the one used on encrypting each individual piece of the encrypted condition data included
in the basic condition data. In this case, the basic condition data analyzing portion 378 just
has to transmit the key itself included in the basic condition data to the decryption portion
373.

The condition data analyzing portion 377 also performs the same process as this.



not necessary in the case where the key itself is the information
I ndi cating which of the keys held by the key holding portion 282 is the
one used on encrypting each individual piece of the encrypted cut data
included in the condition data. 73 CLAIMS 1. An encryption processing
apparatus conprising: cutting means for,gutting subject data in plain text
by a predeterm ned number of bits 5 into nultiple pieces of plain text cut
data; encrypt iThg condifien datn aealgzigp pontign 3V of fledirgtieathedimént tramsiitsiorthd ext cut
data with, a redeterni ned key and a predetermned algorithmto render it
as multi pﬂeéryﬁﬁ%‘&B@'BP 33 &heyiptasmation en U&t@;eﬂéﬂﬂ@ﬂ@ﬂb@t@a‘ilcaﬂfbbmé‘?cﬁwt?bmneans
r genera@t,| conditi data_ingl udi.n ata on a 10, | east one of a
condlti o PR PRevaieteEdfe G Rgeai Ry ghs w%o%aa;%ﬁwr}rmtw&ee of
t he encr ° rﬁ@g | 1] [ 0 rohi biti
decrypti OS%R%I? Hgg%%a@%to@ Vi ufgh &g?}gé;edlo nt(ﬂle&%g(Izlﬁlgl%?re‘%fmgﬁatte%dsg?lgl,ongg%di tion
dat a encrsphitibldsdtbRidh ScRbraBig arllEdtghihadkepdidd &%@%gﬁem Rdividual
predeterm ned key and a predeterm ned algorithmto r er 1t as encrypted
condi t i ompigtaiéithe ehbryptegliont datath bé drergatd generating means for generating
basic condition data including data on at |east one of a condition in the

case of al | owlhAgbericegpditionrdas anaheingortion 378 ofitbe skcond embledisneantiamsmits to

diti ' he, . of hjhiting d tion of the encrypted condition
ot e B3 sl o g o o s Bobd oy
d diti dat a. t asi.c conditjon data as
gﬁ; '(tj gt ?gﬁg{;@ ef %S%nq?acerti‘%éeglP?og‘gﬂl8+t' | gﬁ&e&ﬁ’?éﬁ{%ﬁ%‘f%“éﬁté‘égmtSBi‘ﬁ’é’ndecr ypt ed
b S _ . . ' . ihe
connels F B RAGCIETTY B OB RS 1B fhityce SIS StiondiRe on

data aneheh gel@sing O ML atPkdy R8d B8R endrYptif ¥heh idd il A Dicke DEHES Of
encrypted datga in a maﬁlr%er 25 thetaé{ encrypted condition datz) I's positioned
ahead of endrgpted cutydatzid bewlecypted if1avinsigad, tise cbmditiontdacimalyzinggsbriasn Pr7adti bi t ed
according to the condition included in the condition data whichis a _
sour ce oaiq%@@mwr@wt@@nms tortheldecaypting roirden 3T ethb ainfpomationdidicatingdat a i s

which of the algorithms held by the algorithm holding portion 281 is the one used on
15  encrypting each individual piece of the encrypted cut data to be decrypted (the above-
mentioned identifier) and the information indicating which of the keys held by the key
holding portion 282 is the one used on encrypting the encrypted cut data to be decrypted (the
above-mentioned identifier).
The decryptiqn portion 373 having received the identifier reads the algorithm
20  associated with the identifier from the algorithm holding portion 381, and reads the key
associated with the identifier from the key holding portion 382 as in the above-mentioned
case so as to decrypt the encrypted cut data by using them.,
As in the above-mentioned case, the algorithm holding portion 381 is not necessary in
the case where the algorithm itself is the information indicating which of the algorithms held
25 by the algorithm holding portion 281 is the one used on encrypting each individual piece of
the encrypted cut data included in the condition data.  Also, the key holding portion 382 is
not necessary in the case where the key itself is the information indicating which of the keys
held by the key holding portion 282 is the one used on encrypting each individual piece of

the encrypted cut data included in the condition data.



posi ti oned ahead of the encrypted condition data. 74 2. The encryption
processi ng apparatus according to claim1l, wherein: the condition data
generating means generates nultiple pieces of the condition data to
satisfy the followi ng conditions (1) to (3): (1) each of nultiple pieces of
the condition data is associated with at;least one of the 5 pieces of the
encrypted cut data and includes the data on at | east one of the condition
in the case of allow ng the decrypti@GbABV¥ISt he associ ated encrypted cut
data and the condition in the case of prohibiting the decryption of the
associ ated encrypted cut data; (2) as for the nmultiple pieces of the

condi ti on, dat every. piece of the encrypted cut data is associated with
one of tﬂle' nul %}Cgpéllogg&ceﬁngcqua@ﬁmﬁo{q%gﬁmgét a; and 10 (3) no one piece

of the encrypt.gfin [+ S ' ne tinpl ieces of . the. . _
condi ti on data, - a%(&jB %aﬂ%foggg@ggggﬁgétﬁa g‘lﬂn%"ﬁ'gtegghﬁﬁﬁfﬁ%ﬁ{énﬁggﬁguﬁlgﬁéﬁa@@s t he
basi c5conflioti@fipRlictes BEPIRI 1B cut #8a.dat a on at | east one of the condition
as to which of the nultiple pieces of the encrypted condition data should
have its decr gmryptinganbmscor encchpting namsle picoss Gxhé plamieticu®Hath RAthlD _

mul tiple pieces of the encrypted condition data should have its decryption
pr ohi bi t Pgedetegminpdkes aud ¢ pradeierpined elporithyn tppadertitas multiplediiengs bbercrgited 1 or
2, wherein: the condition data includes the data on at |east one of the
fol l owi ng %%t o (7): (4) information for identifying the decryption
processi ng ap us.allowed to perform 20 or prohipited from performng

t he decrypti og&{(’)‘ﬁﬁozi't dq%%%}eraglﬂg anoaﬂ‘?: T SPOGIRNS B’Pégtaclﬁ?lue’& élago(ng)t

i nf of grat 1QRr SirofladeRdiby i s . prohi bi t from
perform ng the Odgcr yplti oﬁp%ég#ﬁggghh%\é%gri gglg%g%&?lh%e&gﬁi@?l&d?c&ffﬁﬁ dat a;
(6) at | enaypwdeutafatd 4 EOMMICRA iR thefeaRebf HEhBlilRMeREpHBE ofSkh it ARa0f  at
| east one piece of the encrypted cut data and information on a period

pr ohi bi t prege phithedrayppeticondasd; at | east 25 one piece of the encrypted cut

data; and (7) information on which of the nultiple pieces of the encrypted
cut data shout¥diipnelaty ensrypsing yreehofer ghérypling e conditiomdata eithan whi ch of t he

mul tipl e pi.eces, of .the encrypted cut. data should have its decryption
pr ohi Ei t Blga_delsﬁgnmeé key amde a pre%gtem%ned algorithm to render it as encrypted conditigr? data;
15 basic condition data generating means for generating basic condition data including

data on at least one of a condition in the case of allowing decryption of the encrypted
condition data and a condition in the case of prohibiting decryption of the encrypted
condition data; and

connecting means for connecting the multiple pieces of encrypted cut data, the

20  encrypted condition data and the basic condition data as one to render them as a series of

encrypted data premised to be decrypted by a predetermined decryption processing apparatus,
and wherein:

the connecting means connects the encrypted cut data, the encrypted condition data
and the basic condition data as one to render them as a series of encrypted data in 2 manner

25  the encrypted condition data is positioned ahead of the encrypted cut data having its

decryption allowed or prohibited according to the condition included in the condition data
which is a source of the encrypted condition data and also the basic condition data is

positioned ahead of the encrypted condition data.



kl 4. The encryption processing apparatus according to claim1, conprising:
encryption key hol ding neans holding nultiple encryption keys which are the
keys wused when the encrypting neans encrypts the plain text cut data, and
wherein: the encrypting neans uses at |least two of the nultiple encryption
keys hel d by the 5 encryption key hol di pg means and thereby renders
multiple pieces of the plain text cut data as the encrypted cut data so as
to encrypt at Thegseryphen procestipgapparatus acendiny pi ¢laim keyheréinf f er ent from t hat
of the other pjieces of the plain text cut data; and the condition data
gener ati ng medCopditiongatasenpratingmenny ganettas anultiple piicagof the corediorodata whi ch

f th , i K hel.d. b h i k hol di i dt
Cender oatity I BHRRARMIERLAL BT he Bncrypt ot cut daca as the. encrypt od
t data. 5. i . i ! t. di. |l aim.1,
wherein: i he eodr BE MBI RLIEAEP 3R A RRE ReAut P ERB Rl ol of
t he cegndigidcefofighk dncrypd caRd Aldusclui& J}igﬁﬁa%grﬁgletaét%egﬁpﬂ & ﬁi&%ﬂ‘iﬂ key

hol di ng nmeans holding nultiple 15 condition data encryption keys I'ch are

the keys casarf albeing the de@pptidn dinhdlaisaciged eNd@ybBg cut e ¥ daRE Edmlitord M8he
condition data; the condition data encrypting nmeans uses at |east two of

t he nul t icpiecof psehibiting theodeceyptiom of thetasswidtelenchypitat] duy datae condi ti on dat a
encryption keé2 hol di pg nmeans and thereby renders multiple pieces of the
condi ti on dat £)28 ferac mwlin)epieers ©b tha songitiondate, evsrypiece obthereppypted cheast 20

one of t WM th . ondi tion _data .enpcrypti key different, fromthat of the
ot her pi gg"gsls %sfgo?l?it W d]ieto? Wi ‘H@PHE” %Spﬁg‘et?aéﬁheoﬁgﬂtai #@don dat a

[ ' i.tion. i ncl udi t dat
i R of "Tho. CORITT Bctgr e eieiRl Paf BREN AR fich BB Aer il b e "

—encrypti eshdii@yddi®laling neans is used to render each individual piece of
the encrypted condition data as 25 the encrypted condition data. 6. The
encryption pribedssic nonditipedad geftingiidang géeratb@ihbasic e6HlMidSdN inckfding

encryption key generating neans for generating encryption keys which are

the keysthgslats ehatdeashenesfdhy panditipnrasdo svhicioofythe switipde picedsrof tigxdnceypteddat a i n
predeterm ned timng, and wherein: the encrypting neans uses nultiple
encrypti SW%MEA%%T[}%“!{?@H et desrapeenealgyradomdites condition as to which of the

15  multiple pieces of the encrypted condition data should have its decryption prohibited.

3. The encryption processing apparatus according to claim 1 or 2, wherein:
the condition data includes the data on at least one of the following (4) to (7):
(4) information for identifying the decryption processing apparatus allowed to perform
20  or prohibited from performing the decryption of at least one piece of the encrypted cut data;
(5) information for identifying a user allowed to perform or prohibited from
performing the decryption of at least one piece of the encrypted cut data;
(6) at least one of information on a period allowing the decryption of at least one piece
of the encrypted cut data and information on a period prohibiting the decryption of at least
- 25  one piece of the encrypted cut data; and
(7) information on which of the multiple pieces of the encrypted cut data should have
its decryption allowed or information on which of the multiple pieces of the encrypted cut

data should have its decryption prohibited.



5 generating neans and thereby renders nultiple pieces of the plain text
cut data as the encrypted cut data so as to encrypt at |east one of them
with an encryption key different from that of the other pieces of the
plain text cut data; and the condition data generating nmeans generates the
condition data including the data for #kdentifying the encryption key used
when each individual piece of the encrypted cut data is 10 encrypted. 7.
The encr ybt i onlhsraewpEpmprogpsingapparatis acrodding td damh &) contprisidper ei n: t he
encryption key gen i ng neans generates the encryption keys so that the

encryption key¥® ﬁ‘r@"f gyelpldling mypanshoiding mandtiplg eacrapiipn keys vdhiduare theleys when
t ial.ly f initial state; and the data f
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encr Dt £ €Ut s Rkt SO0 P B PSAR A SP

encrypted indicates e order in € enc ted. 20

8. The enmeiptibsRePhsleRSThéids a:mp&e&by%@%fs%ﬂhg% l#i&eﬁbﬂh@pfam ERT B Bt 9:

encryption key sol ution generating neans for s ential Iy generating

sol ut | onssi aferypeedecyp detado-as anchenypd unleest 5né of thbat withan sRirytioaneygener at ed
in the sane order fromthe initial state are always the sanme ones, and
wher ei n: diffirent{zom that of thewghey pirsesef thg plaaiest gedataginds t he encryption keys
based on the 25 sgihigti ons received fromthe encrypti on key solution

generating medfLonditign data senerating meansaenetalfs the comeition datain¢loding dye daszon when

Gata gondrhet B ELETERn ke po RBS I PR T bRtSRe ol soramereche
encrypt i ektitiatall plecd P Al pted/cut Samlbﬁqe%ﬂﬁﬁ%%@cﬁpd ocessing appar at us

according to claim7, conprising: encryptlo ey sol'ltion generating neans
for sequentially generating solutions which are pseudo-random nunbers so
that the solutions generated in the same order fromthe initial state are
al ways t e saihe emeyptionrplocessing apparding freorivgy wpldien, keigrgener ati ng means
generates the encr%gt ion keys based on the solutions received fromthe
encryption kethesanditiondaty gprsratinggeans gaeratenthultipde pieces dfohe ¢abelittonfdatng t he
encryption ke1¥l used when. each individual piece of the
¢ apparatus includes condition data encryption key holding means holding multiple
15  condition data encryption keys which are the keys used when the condition data encrypting
means encrypts the condition data;
the condition data encrypting means uses at least two of the multiple condition data
encryption keys held by the condition data encryptibn key holding means and thereby renders
multiple pieces of the condition data as the encrypted condition data so as to encrypt at least
20  one of them with a condition data encryption key different from that of the other pieces of the
condition data; and
the basic condition data generating means generates the basic condition data including
the data on which of the condition data encryption keys held by the condition data encryption
key holding means is used to render each individual piece of the encrypted condition data as

25  the encrypted condition data.

6. The encryption processing apparatus according to claim 1, comprising:



encrypted cut data generated by the condition data generating nmeans is
encrypted indicates the order in which the solution used when generating
the encryption key is generated. 10 10. The encryption processi ng apparatus
according to claim1, wherein: the condition data generating nmeans
generates nultiple pieces of the conditipn data; the apparatus includes
condition data encryption key generating neans for generating condition
data encrypti encriyptjen kelyi geheratieg tdeensdoy senesaing wheryptie keyanehith o thekdys
encrypting 15 means encrypts the condition data in predetermn ned tim ng;
the conditrdiwhemths eaprypling meansansrpty fhe plaithiexhawt ditg|ie predetgithined ting and
encrypti onq k§¥_s generated by the condition data encryption key generating
nmeans and’ th eby renders nultiple pieces of the condition data as the
encrypted congi.t| rypt at .l east ne. of themwth a
condi ti on dat gieeér?g%gﬁé %ﬁiﬁse%%%hﬁgtﬁé %’ﬁmtg%lieﬁ%geqﬂﬁ?cﬁ@r &FWBFIYB%A%‘&EQ of
the 20 cepcthiihOmesit:As G L1 j ans
gener at egg@t he bg;?i %ﬁcagﬁél?et? ?bo);nll%gg%iiﬁiluﬁlct qﬁ |%1égS &?ﬁ%ﬁé%ttgﬁ%gﬁ%%g%ﬁ fying the
condi ti orendgpedencdatpso o kaygptiadehsvbrayvfemah withdinendkiptioR ke¢ Bifefent g
encrypted condition data is encrypted. 25 11. The encryption processing
appar at ushai of theditheg piesecoftheplbdy tewhantdita; aridhe condi ti on data encryption key
generating negns generates the condition data encryption keys so that the
condi tion dat DeCABYHIOR Ay sresratingmesnstasaerpiss thecondition datdncludiag thel data/fort he
sanme ones. i n.t.he.case of sequentially qgeneraji the condition data .
- encrypti (%)%enﬂﬁyé%ﬂlf’regmﬂ%"f 115 IW%&‘Q? ,mgwgitu?g[%egqutg%@acrmpd FeelBiaisyi ng
t he f@nd'gﬁé'rgﬂggl_ata encryption key used when each individual piece of the
-encrypted c Ition data generated by the basic condition data generating
means is encrypted indicates the order in which the condition data
encryption key is generated. 5 12. The encryption processing apparatus
accordi ng@. t o Thedmryplion peoveksing fgparaalcdidaiy 10 @lamey)wheriin:on key sol ution
generating neans for sequentially generating solutions which are
pseudo- r andonthh GhdsEptionskeytgencrating nsans generates glenencaypidnikeys sethattive or der
froman initial state are al ways the sane ones, and wherein: the condition

dat a encPYREYRUOR Kexy eepsratsdiin the sarpeprleran alvays she ywanccansd mhen gensanted
15  sequentially from an initial state; and

the data for identifying the encryption key used when each individual piece of the
encrypted cut data generated by the condition data generating means is encrypted indicates

the order in which the encryption key is generated.

20 & The encryption processing apparatus according to claim 7, comprising:
encryption key solution generating means for sequentially generating solutions which
are pseudo-random numbers so that the solutions generated in the same order from the initi.al
state are always the same ones, and wherein:
the encryption key generating means generates the encryption keys based on the
25  solutions received from the encryption key solution generating means; and
the data for identifying the encryption key used when each individual piece of the
encrypted cut data generated by the condition data generating means is encrypted indicates

the solution used when the encryption key is generated.



}

10 encryption keys based on the solutions received fromthe condition data
encryption key solution generating nmeans; and the data for identifying the
condition data encryption key used when each individual piece of the
encrypted condition data generated by the basic condition data generating
means is encrypted indicates the solution used when the condition data
encryption key is generated. 15 13. The encryption processing apparatus
accordi n@-t o dheemeryptioncprogassisg npparatonaticording thedlainehcoyptising: key sol ution
generating neans for sequentially generating solutions which are

pseudo- r andonfRfpfmkeysolninp genpsatang medns fer ssawntially genematingssobions whithr

cond 11 o e RISFEY BB YeHLF ShLF e ABarTaleg Shibe 466 ordrs FOBPBYER dat a
encrypti %&t{ﬁﬁlv@%ﬁ‘ﬂ% %etd?lgs sﬁb%ﬂe{)&% received fromthe condition data
ey solu

encryption I on genérating neans; and the data for identifying the

condi §i on dat he@REfypRbH REY KSikraias %éﬁﬂ@?eﬁ%@ag& th Qﬁ%}@: kOeXE'ggs%ﬁ oftlind e

encrypted condition data ‘generateéd by asic c ata generating

means  2Solutiomnecsipidflomnil arigsionhhey esldeen péherdtingindaas sngl uti on used when

generating the condition data encryption key is generated. 14. The
encryption prbedstifayidapifying the enaryptioni key used when each individpal pdéceaf thd
encryption al gorithm hol di ng neans hol ding nultiple encryption al gorithns
whi ch ar én‘é{wgﬁ? P R ¢ Renditien Jaip perpraing1eans iy spsryptadHadishtes n t ext
cut datay and wherein: the encrypting neans _uses at |east two of the -
nul ti pl o nocg&?fﬁ? Wghch;pggqlpﬁmseﬂéﬁ&n@?nergﬁ%g s ergyPiigghkeyt i genraratrd-hol di ng
meangy and thereby renders nultiple pieces of the plain text 5 cut data as
the encrypted cut data so as to encrypt at |east one of themw th an

encrypti oo aftgodniciypito ipkds ppafis &28brafle bREiMiNGheRirgces of plain text

d]
cut data; and the condition data generating nmeans generates the condition
data i ncl udi rthe tomlitiat date generdtingmedins gheereee iyiiploOpiedseP ihd dbamitioalddaby t he

encryption al gorithm hol ding neans is used to render each indivi dual pi ece
of the encrypghearramtugimchidgscandétionndatagicexptiontkey gemerating héans Toregenamtiypt i on
processi n(% atPOpaJ atus according to claim1, wherein: .
condition data encryption keys which are the keys used when the condition data encrypting
15  means encrypts the condition data in predetermined timing;
the condition data encrypting means uses the multiple condition data encryption keys
generated by the condition data encryption key generating means and thereby renders
multiple pieces of the condition data as the encrypted condition data so as to encrypt at least
one of them with a condition data encryption key different from that of the other pieces of the
20  condition data; and
the basic condition data generating means generates the basic condition data including

the data for identifying the condition data encryption keys used when each individual piece of

- the encrypted condition data is encrypted.

25 11.  The encryption processing apparatus according to claim 10, wherein:
the condition data encryption key generating means generates the condition data
encryption keys so that the condition data encryption keys generated in the same order are
always the same ones in the case of sequentially generating the condition data encryption

keys from the initial state; and




the condition data generating neans generates nultiple pieces of the
condition data; the apparatus includes condition data encryption algorithm
hol di ng means holding nultiple condition data encryption al gorithns which
are the algorithnms used when the 15 condition data encrypting neans
encrypts the condition data; the conditign data encrypting neans uses at

| east two of the nmultiple condition data encryption algorithns held by the
condi ti on dat dhedata {ostidamtifidihg theicohditibn atia rgcnypmskaynded ivhern efich in€RUREE

mul tiple pieces of the condition data as the encrypted condition data so as
to encr y@?cea&f theepstyngetecopitionaltagensrateddvyibie bassncaiditionalaty geptiating adegus i t hm
different, fromthat..o 0 the other pieces of the condition data; and the
basi ¢ cond F??r%w@&déca&éﬁéer g Wg‘hgle(j@ fiogn data eperyplinidiay is Senssated.
including the data on which of the condition data encryption algorithns

hel d by the condition data encryption algorithm holding neans is used to

rendes eaoh | M ¢hélydtorh66RsiAk abfiaBOLRIiRE0 GARE | iCB]?lnglQ%%pas the

encrypted condition data. 25 he encryptTon procéss ar at us

according to coaditiorldats emgpyptinrkey soTEOY Rénepating! A&k TS B GRAGRRY ga&réfﬁ@ns for
generati ng e_ncryEitgi on algorithnms which are the algorithnms used when't he
encr ypt i elutieanhwhish arepreada-taadpinaiumbessco thattthelsdlations gepiradé iretheisage otdefri NQg,
and V\herelﬁg)n: 80, .the encrypting nmeans uses the nultiple encryption

al gor i t hiYOmyah Bty s@tare plivays Hic sapieiongs, and sibiereith gener ati ng means and

t hereby rendeps mul.t.ipl.e pieces of the plain text cut data as the

encrypt ed cut Eh&actogélglf;gggtategcr ﬁ?’&/]ﬁ“ty gpeq%gggfnegp‘segegprag%éhq sandsiondaghcr ypt i on
al gorp t heydibd& t hec f the plaipn text cut
data; and éS}ﬁ’he %3%@??& t@%%oe{&%oentﬁggcé: |eﬁg{oﬁ'gghﬁe§%§%@8?g?%ﬁf‘ﬁgﬁ%ﬁ%ﬁ tion

dat a i nckeldtig géeeatBainteah®randi denti fying the encryption al gorithm used when
each indivi dua% pi ece of the encrypted cut data is encrypted. 17. The

encryption prthedatifogidapifyiretths caritvrdangetcoyptionikey h6ed WheT @ich indifidbde
encryption al gorithmgenerating nmeans generates the encryption algorithns
'so t hat Pleﬁéogﬁhéﬁym'@ﬂ condjben datagenpmated by et hasictchrditiomdata pemeratigemednsay s
the sane,ones in .the cagse of ~sequentially generating the encryption

al gorit hﬁfnpl;ygfﬁ%ﬂﬁ@c?tﬁq ﬁ‘qﬂ gpluglplapge,d v the condition data encryption key is generated.

15
- 13, The encryption processing apparatus according to claim 11, comprising:
condition data encryption key solution generating means for sequentially generating
solutions which are pseudo-random numbers so that the solutions generated in the same order
from an initial state are always the same ones, and wherein:

20 . the condition data encryption key generating means generates the condition data
encryption keys based on the solutions received from the condition data encryption key
solution generating means; and

the data for identifying the condition data encryption key used when each individual
piece of the encrypted condition data generated by the basic condition data generating means

25  isencrypted indicates the order in which the solution used when generating the condition data

encryption key is generated.

14.  The encryption processing apparatus according to claim 1, comprising:



the data for identifying the encryption algorithmused when each i ndi vi dual
pi ece of the encrypted cut data generated by the condition data generating
nmeans i s encrypted 15 indicates the order in which the encryption algorithm
is generated. 18. The encryption processing apparatus according to claim
17, conprising: encryption algorithm soLgtion generating neans for
sequentially generating solutions which are pseudo-random nunbers so that

t he sol uti ons cB@pter dgorithmt vddipa means idding morhiplh encr@ptiomalgorathns twitich &6 e

al ways the s ones, and wherejn: the encryption algorithm generating
means geri’zg"ﬂatg‘gsf‘f?@‘@?é‘r ENBYPIRE GRS RRaTYRIa Sedplaip fext isat dasd, anil wibsreirecei ved
fromthe encrypti | gorithm sol.ution ner at i, nmeans; and_the data for

i dentifying t %@‘ ée“ﬁﬁ?’@ﬂg SANSYSEH A 'F?ﬁ‘r?‘&% agwﬂﬁgéﬂmmwﬁmmﬁ ihgldebyof

t he encrmﬁgﬁ}&a Ao ' dat ener atin ans is
encrypted 25 |r di (I:lat es d%ﬁggfsd%fﬁ F%Rr% ait}ggﬁ%@ﬁﬁ#eﬁgmgﬁhp%g‘?f%ﬁﬁ%@?ﬁ% IS
gener gt equt dfta asTihe eRRGHR ChQMDIPLRS ShASp PR M E DL UGN WHANY ehQEy@{iS‘ﬂ m 17,
conprising: 81 encryption algorithmsolution generating neans r

sequent i aldoyithye difatntifpns thatibf tha sthehpiebesTl4s et ont’dangana nunber s so t hat
the solutions generated in the sane order fromthe initial state are

al ways the safh® condision dafg samesatinigimeansegeneratey el conditiby diatineludiag ereadakngh

nmeans gener at the encryption alJgorithnms based 5 on the solutions
recei ved @i@%ﬂfﬁ%ﬂ%&%ﬁm@gﬁ%ﬁ {op thesencrntion alpewidim hpldingwmeans;is used to he

data for i i £yl e.encryption algorithmysed when each individual

pi ece of ré@ﬁ%édg%@d}}%[déa it Ogﬁéaenﬁgﬁquzctuéﬂatﬁﬁs ﬂ’r?&nﬁré'ﬁfﬁgﬁub algat a generati ng
nmeansgi s encrypted indicates the order in which the solution used when
generating the encryption algorithmis generated. 10 20. The encryption
processi 0§ appias @icryption pescdbsint Appafdnd edrdin 18Rl 1, Whgrehendi tion data
generating neans generates nultiple pieces of the condition data; the
appar at us i ncthedesditiondits gereratimganesns pypratonmal dpds picbes o @neontitios damans for
generating condition data encryption algorithnms which are the algorithns
used when t hehe apRasafas inchesieanditionctajqpencryption algorithns hylding mhasdohting i on

data in predeterm.ned, timng;, the condition data encrypting neans uses the
mul ti pl e&gﬁﬁ) > gangition data pialgerithms which are the algorithxgllsp used%vhen the

15 condition data encrypting means encrypts the condition data;

the condition data encrypting means uses at least two of the multiple condition data
encryption algorithms held by the condition data encryption algorithm holding means and
thereby renders multiple pieces of the condition data as the encrypted condition data so as to
encrypt at least one of them with a condition data encryption algorithm different from that of
20  the other pieces of the condition data; and
the basic condition data generating means generates the condition data including the
data on which of the condition data encryption algorithms held by the condition data
encryption algorithm holding means is used to render each individual piece of the encrypted
condition data as the encrypted condition data,
25
16.  The encryption processing apparatus according to claim 1, comprising:
encryption algorithm generating means for generating encryption algorithms which
are the algorithms used when the encrypting means encrypts the plain text cut data in

predetermined timing, and wherein:



al gorithns generated by the condition data encryption al gorithm generating
means and thereby renders nultiple pieces of the condition data as the
encrypted condition data so as to encrypt at |east one of themwth a
condition data encryption algorithmdifferent fromthat of 20 the other

pi eces of the condition data; and the bgsic condition data generating neans
generates the basic condition data including the data for identifying the
condi ti on dat dhecanerypbing arcans ueos thehmultipkedcmpton elgotitinndicnidted by thé ece of
the encrypted condition data is encrypted. 25 21. The encryption processing
appar at USE%SE’QB?’H plegrithen gengrafng mcapp, é‘?‘gﬁhﬁﬁebf Fendersravltiplerpierss af tha plajptaxon
algorith raking nmeans nerates the condition data _encryptiaon

al gorit h%gg%tgfq %%F eﬁﬂ@%@ﬁ&?f%ﬁ’ AP sneEypiat feastonenfibem sithengappioRd i n

t he sane e I ' e. case of sequentially
generat i r%ﬁ{ he ggﬁlﬁfﬁiﬁé@]ﬂgﬂ?mg%g%%{%?%#@ﬁ F‘P’ttﬁ’ﬁlscu?%tﬂﬂ‘%#e initial
states and 82thetddfdiioh dafaQendid@NY inbisMant iR s GRNDhiHHRA ddat Iﬁé}ﬁg.\fk{&daﬁ.’é‘f r

al gorithm used when each individual piece o? the encrypted condition Jat a
gener at edddmwifying theaatxyptiomdigbiithm tketavhefl@AeH AdividialBROS of fhe BAGPBY Bk

i ndicates the order in which the condition data encryption algorithmis
gener at edatags encrypted encryption processing apparatus according to claim 21,
conprising: condition data encryption algorithmsolution generating neans
for sequentially generating solutions which are pseudo-random nunbers so

t hat theysol uty nerated.in the sane order fromthe initial state are
al ways t%Z‘ sa*nié@%ﬁ%‘g’?‘°§r?a°‘iﬁﬁsé%?wmfb§ ?Cﬁ%rd&g?ntﬂichl’&n{gdﬁ’lhﬁre%cr yption

al gorg t hm ge LG . it a..eneryption

21 o s b P AS R BlfR bath ARl e SR i BRPH RS tar
encrypti tie enadypion hlaorie@isiichSatcden eHeaking ; i

identifying tﬁg con%i ti ons{gdegt a encrqg/pti o%rﬁgﬁ?lﬁ&gﬁggﬁngm%% 'Iégl?:%case()f

i ndi vi dusdqupitidly geficratieg theengnypech algadihisdrond dednigianasiei #d by the basic
condi'tion data 15 %eneraging means is encrypted indicates the solution used
- when the condh¢ Hefa Terddentifyingyihe ¢nsnyptioh glgorithmusel wheresagh édlividsal pldve of

encryptiQn processi ng apparatus according to claim?21, conprising:
1Cryptifpd cryptea cut c?ata Egnerat by the conditim? data generating means isr,rgncrypte

15 indicates the order in which the encryption algorithm is generated.

18.  The encryption processing apparatus according to claim 17, comprising:

encryption algorithm solution generating means for sequentiaily generating solutions
which are pseudo-random numbers so that the solutions generated in the same order from the

20  initial state are always the same ones, and wherein:

the encryption algorithm generating means generates the encryption algorithms based

on the solutions received from the encryption algorithm solution generating means; and
| the data for identifying the encryption algorithm used when each individual piece of

the encrypted cut data generated by the condition data generating means is encrypted

25  indicates the solution used when the encryption algorithm is generated.

19.  The encryption processing apparatus according to claim 17, comprising:



condition data encryption algorithmsolution generating neans for
sequentially 2 0 generating solutions which are pseudo-random nunbers so
that the solutions generated in the sane order fromthe initial state are
al ways the sane ones, and wherein: the condition data encryption algorithm
generating nmeans generates the conditiop,data encryption algorithns based
on the solutions received fromthe condition data encryption algorithm
sol uti on geneentrypipmalgorithmesotiitidh geheradiag medrifor sbgnéritfallly Rendrignc@tionk on
data encryption algorithmused when each individual piece of the encrypted
condi t i orVRigh aregeeiklogpadpm pumbers s diag theppliitions gengeated gbe samae ordgr fremrtse |
encrypted ..ndi.cates the order in which the solution used when generating

the condiHBHSHSAE ARRYIBE SR M50l WHETPR: generated. 83 24. An encryption
t hod i npl t i on. i t i th
encrypt i on pr SbsaERtof SRt Bincliing GRS BeRRhRPBR oo HELThhs bt o
i n_Pl 8i N oheKd sdtichs RERARLGFOR MRAnBYFRGS algbrifhd SoldiliCeciblabihPhfanflufiges Of
e nult €8 6 or

plain text cut data; 5 encrypting I ple plec e pldin text cut

data with a ptedateorideadiyieythastcrygtidl A8 RMTsBE Whah 85 hdimidual pisadsr it
as nultiple pieces of encrypted cut data; generating condition data

i ncl udi nghedmceypéal et date generatné by theacomditidintdacrgenarating measeis @hcrypiedowi ng
decryption . of each jindividual piece of the encrypted cut data and a

condi t i ofhdicptesfhe ordge i which thersolitiop mgediwhen gnesiting fthecenshyption algodidh ipi ece
of the engr%%%ﬂid cut data; 10 encrypting the condition data with a
predeterl%nh ey and a predeterm ned algorithm to render it as encrypted
co-ndi(gi on data; generating basic condition data including data on at | east
one of a condition in the case of allow ng decryption of the encrypted

condi t i opo.dat Bherdifribtion Pebbdeb il dppaties £26RY o RN, Whkiddg decryption of
the encrypted condi}'?)i onrl‘,g?at a%anpg) 15 connectl ngp‘%%e’%ﬁelﬂgl e pieces of the

encrypt ed cutthdabmlitibrihéate pereyingtnems geidrans Saltible piekstoTehdanlfionQiag; t i on
data as one to render themas a series of encrypted data prem sed to be
decrypt ed by the ppragetueingludesicanditionplatoencpypsive sigonithm gpaeratingsmeandomher ei n:
in the step of connecting the nultiple pieces of encrypted cut data, the
encr ypt e&FCERSingcondition data engryriiompalgadthams whieh we she %l&@lé\'gﬁ vgerbwhen thender

the M as &n%%én%?ata%nc%y%%% %gags gl%‘:[r?pts the condition data in predetermined timing;

the condition data encrypting means uses the multiple condition data encryption
algorithms generated by the condition data encryption algorithm generating means and
thereby renders multiple pieces of the condition data as the eﬁcrypted condition data so as to
encrypt at least one of them with a condition data encryption algorithm different from that of

20  the other pieces of the condition data; and |

the basic condition data generating means generates the basic condition data including

the data for identifying the condition data encryption algorithms used when each individual

- piece of the encrypted condition data is encrypted.

25 21.  The encryption processing apparatus according to claim 20, wherein:
| the condition data encryption algorithm generating means generates the condition data
encryption algorithms so that the condition data encryption algorithms generated in the same
order are always the same ones in the case of sequentially generating the condition data

encryption algorithms from the initial state; and



20 prem sed to be decrypted by the predeterm ned decrypti on processing
apparatus, the encryption processing apparatus connects the encrypted cut
data, the encrypted condition data and the basic condition data as one to
render themas a series of encrypted data in a manner the encrypted
condition data is positioned ahead of the encrypted cut data having its
decryption allowed or prohibited according to the condition included in the
condi ti on dat ghe dua fomiiddntifigng theaondition Hath lkecrgptiony g perdthaondd when egkat a and

al so the _b@;i c conditjon data is positioned ahead of the encrypted

condi t i orin¢fyidyal piece of thyencryited eanditionstatacgraesaaddhy thiebesic omditicni daga t he

follow ng as pne to r.ender them. as series and prem sed to be decrypted
by a pr e%{l%rl’a R BGAPIE FOAYR ISR "ﬁ“@{:"e“g@? ‘i’l"&e%t'ﬁd&lflg}f the.copdition it eperyPlieleces of
encrypte %ﬂ%hlﬂ ined by encrypting nultiple pieces of plain text cut
dat a obtg'llI e ?%&QH‘% subject data in plain text by a predeterm ned
nunbep of bits wth a predeterm ned key and a predeterm ned al gorithm
encrypted condition data obtained by encrypting condition data including
data on @2. STheasdrystivh @bcedsiagaphdrateadcdrdiftocads DI, campAwhgg decryption
of each individual piece of the encrypted cut data and a condition in the
case of prohi pendition dseenopyption abforslmatsolutidn genbuating méeans €orakqudneialtncr ypt ed
cut data with a predeterm ned key and a predeterm ned al gorithm and basic
condi t i ofCRFARYUNS EHtions Mhidkara Pedarandeashummbass 87 that the sefufiprygenarateden dasse of

allowin rvption of .t ncr ed condition data_ and a condition in the
© case ofgﬁgtgﬁf%dl%fhﬂﬂl ianﬁééf%f“%%hww MGy ARd s % ti on data, and
wherein: as f . b 1 [ ed condition data, and
t he %%s'i c con |E tcg)%ﬁu atEi ‘relatx Qh'ﬁg_gﬁ%ﬁn%l %@goéeggr&gﬁg F%)é%tlsd%etn fafes %%‘?r{d!%b%e% head
of the essfidrypidichlgorithfhd basdddn! thdsdlhfons IS VRN tifd (Joﬂéé‘iggg ﬂﬁtav\%hgﬁbﬁbﬁ ed

according to the condition included in the condition Is a

sour ce oflgotithnesulutjqt gaheraninginidans) adlat a and the basic condition data is
positioned 15 ahead of the encrypted condition data. 26. The data structure
of encrypted hadatadecidentifyingttbe conglitiordita evveyption aldveitlem asel whéit égeche  pi eces
of the cg@?i.@iﬂ?n,datg to satisfy the follow ng conditions (1) to (3): (1)
each i ndi¢iddual psce ekbthsenenypted shpditipp datg generpied by dhechasicagndition data | east one

of t | f.the encrypted cut ta and jncludes .the data on, at
I eas]tr}’eo né&c?P A@%?%ag%ﬁ Wmt?‘#f}l‘ﬁﬁgtes ﬁ‘gsggfi nélﬁffdg‘«k‘?{b’:'h‘? fenditen daie FRIAYRSIOD: he
associ at gdoMal ¥RERGaeH! data or the condition in the

23.  The encryption processing apparatus according to claim 21, comprising:
condition data encryption algorithm solution generating means for sequentially
20  generating solutions which are pseudo-random numbers so that the solutions generated in the
same order from the initial state are always the same ones, and wherein:
the condition data encryption algorithm generating means generates the condition data
encryption algorithms based on the solutions received from the condition data encryption
algqrithm solution generating means; and
25 the data for identifying the condition data encryption algorithm used when each
individual piece of the encrypted condition data generated by the basic condition data
generating means is encrypted indicates the order in which the solution used when generating

the condition data encryption algorithm is generated.



case of prohibiting the decryption of the associated encrypted cut data,;
(2) as for the multiple pieces of the condition data, every piece of the
encrypted cut data is associated with one of the nmultiple pieces of the
condition data; and 25 (3) no one piece of the encrypted cut data is
associated with nultiple pieces of the ggondition data, and the basic
condition data includes the data on at [east one of the condition of which
pi ece of 4he cengppsicn ouatiatid impheroknted yhaudndriptive pracessligcappatdne) whkleave d
and the condition of which piece of the encrypted condition data shoul d
have its HeERYHUBPIIGSHNS ARRSEAtuSINploentysiepsft a structure of encrypted

data accordin 0 cl.al .or . 26 erein the, condition.,data includes the
data on at Ieggémgﬁ‘ébjgcfrpdt%ﬁ‘énpm %a?‘?;}et?ﬁn@?g.‘m bﬁr f hits inta mpudiple o

i dentifyi LB i processing apparatus allowed to perform 5 or
pr ohi bit fer oﬁli)lggl??%t&mg&g}a’t he decryption of at |east one piece of the

encrypt ed cut efeygting the nul 10 piEal iihd Pihini €@t iath Vh SRicAMONES bl
performor prohibited fromperformng the decryption of" at Teast one pi ece
of the ergmyfstethimdtalgtattam t¢ Gndat it beaRtltiphngiceds df@ﬁ@tﬁﬁﬁaicﬁm&ﬂ a period

al l ow ng the decryption of at |east one piece of the encrypted cut data
and i nfor mat i genesHing coadition dptadivlding data bhat Bestronpbf @ nomditiar inl thasdse b® one
pi ece of fhe.en rygt_ed ut data; and (7) information on which of the

mul tiple? P@H'ééi%&ry P%Oé??&hﬂﬁl@éu@wce@f thesnstpedray datajand a gerdition inghe

~all owed i pf on_on whi f.the | 1ipl i eces Qf the encrypted cut
dat a shogl[isg(ﬁr \E/)(;ehqﬁ%'gg Q%%y%o[ni 03??&%} Wﬂfvﬁﬁi“ggﬂl.ec‘ggte@ .eanﬁﬁteaﬁf“adaﬂ?r ucture of
encrypt ed dat ' . ¢l ai in: i ndi i dual pigece.of the
encr%%t ed cut@raa a |(sillléleélbéltrcgi;ﬂﬁ)t?l e‘%&a%ﬁﬁgip}rﬂ%%%%ﬂlgg %%ip{“li gg%eede%ﬂ%ﬂegﬁfgf}ﬂ%ys
so as touweradsit asdnchypesl conbRioffdatiul ti pl e pieces of the plain text cut data
with an encryption key different fromthat of the other pieces of the
plain text cugendetiag basidconditiarodeta inchidingadata omsd 1eab€6nd Hta cbidaionn My Gle Of
the nmul tiple encryption keys is used 2 0 to render each individual piece
of the eﬁ&ﬂ%wea deqiyptipa of theencnyptehemdiondlataanddetonditivn. in Teecasadf St ruct ur e
of encry5t$ﬂ%dat%f?cc.ordi g toclaim?25, wherein: there are multiple

pi eces of" YRUSR of teenceymiad condition dat ad ece of the encrypted

C_O ndid i on dat &)nhéctﬁ@%é’ Bﬁl&%lebﬁ/iegesslo@ %eoe%%ry%fted cut data, the encrypted condition data

and the basic condition data as one to render them as a series of encrypted data premised to

be decrypted by a predetermined decryption processing apparatus, and wherein:
in the step of connecting the multiple p.ieces of encrypted cut data, the encrypted
condition data and the basic condition data as one to render them as a series of encrypted data
20 premi'sed to be decrypted by the predetermined decryption processing apparatus,
the encryption processing apparatus connects the encrypted cut data, the encrypted
condition data and the basic condition data as one to render them as a series of encrypted data
in a manner the encrypted condition data is positioned ahead of the encrypted cut data having
its decryption allowed or prohibited according to the condition included in the condition data
25  which is a source of the encrypted condition data and also the basic condition data is

positioned ahead of the encrypted condition data.

- 25. A data structure of encrypted data connecting the following as one to render them as a

series and premised to be decrypted by a predetermined decryption processing apparatus:



25 nultiple condition data encryption keys so as to encrypt at |east one of
mul tiple pieces of the condition data with a condition data encryption key
different fromthat of the other pieces of the condition data; and 86 the
basi ¢ condition data includes the data on which of the nmultiple condition
data encryption keys is used to render gach individual piece of the
encrypted condition data as the encrypted condition data. 5 30. The data
structure of endiplppegesiof ancaptdrait data bbtaiediby eAbryptitge nditiple pieecseiptapt ed
data is generated by an encryption processing apparatus conprising

encr ypt i SR<ticEY Ay Abtained by chisiag subjest dgtaiamiain #gtgnamrqdb@namdy:pmbmﬂmss in

redeterm i.ece of the encrypted cut data is
p

ned timng; ,each jndiyidual
encrypt eav@yagrseflﬁtar:gﬁgdg?y Iirﬁg‘?ffﬂnflpfff@g‘é%@%ption keys generated by the

encryption ke | t crypt ,.at ast. qne th

nul tiple pi ec)eég&gﬁt%{i E%ﬂ%{;%ﬁﬁ?élﬁﬁggﬁ ygg?rgﬂuvﬁg 0“%08%%}8?'1“@%8»93@?%% er ent
f rom thatle:2f o 6f LdoRtioRi ' '- ndi tion
data includes the data fél?q?(?g%ﬁ%?xgﬁ %@‘ﬁ@fg?%ﬁ%@“ﬁ@ﬁéﬁe&h@each

i ndi vi duahcnypeedeuodath el o@rditidned thaiéasel of prohibi9Cdetpipdidn ol Backlinditiigadat a
structure of encrypted data according to claim30, wherein: the encryption
key geneiPiaceaf theenaeypipdrost date withtaepreduserypnedike yiony s (sedetdraiincdhdgorita ek | on
keys generated iin the same order are always the sane ones in the case of
generating the2 aﬂgmqnﬁq@ylgd dlataan all¢ast enegrhamengditionimthesasgef and 20

t he data r.identifying,the encrypti.an key used en each individyal piece
of the. I8 s Rl REin: e ERRdioR o abf Bron bRt Bhe rase onpropiund

i ndi £t egedbsHdN ' | 146 r han.key is generated. 32. The data
structur eeor enp‘?f}%%%%? a%(gggccornd‘}ed%a%(@we?%% 31, wherein: 25 the

encrypt ed dat g fof tH3@REIyPleAtuPYatR thEBEIrYREA BShdMALERS ifi0h8 BRAE Bintftion data,
conprising encryption key solution generating nmeans for sequentla(inl y

- gener at i thg epotyptadarondition dhtads positiered dbeddeofdbemuied sutatatiagingtike sol utions
generated in the sane order fromthe initial state are always the sane
ones; decryption allowed or prohibited according to the condition included in the condition data

which is a source of the encrypted condition data and the basic condition data is positioned

15  ahead of the encrypted condition data.

26.  The data structure of encrypted data according to claim 25, wherein there are multiple
pieces of the condition data to satisfy the following conditions (1) to (3):
(1) each individual piece of the condition data is associated with at least one of the
20  pieces of the encrypted cut data and includes the data on at least one of the condition in the
| case of allowing the decryption of the associated encrypted cut data or the condition in the
case of prohibiting the decryption of the associated encrypted cut data;
(2) as for the multiple pieces of the condition data, every piece of the encrypted cut
data is associated with one of the multiple pieces of the condition data; and
25 (3) no one piece of the encrypted cut data is associated with multiple pieces of the
condition data, and
the basic condition data includes the data on at least one of the condition of which
piece of the encrypted condition data should have its decryption allowed and the condition of

which piece of the encrypted condition data should have its decryption prohibited.



87 the encryption key generating neans generates the encryption keys based
on the solutions received fromthe encryption key solution generating
nmeans; and the data for identifying the encryption key used when each

i ndi vi dual piece of the encrypted cut data included in the condition data
is encrypted indicates the solution usegs 5 when the encryption key is
generated. 33. The data structure of encrypted data according to claim 31,
wherein: the encrypted data is generated by an encryption processing
apparatus,_conprising encryption k&% sol ution generating nmeans for

sequenti @ty JORERBSIHGuEHT spryREed dalacgcerdng @Giabggﬁ@é2ga‘ﬁhﬂiﬁii1rth¢rber s so

bl ways ¢ KON B85 SRS Bieihes O et BB o b it B D, gener at o the
S0 ut on' genes RRERAA ok Rengfd the Q05 ypESIEsink BTG, BREH T iR o
e cond T Pameileatoth PR R Bryblith don pR MR et ey B

used when genéfatfongatidnefoe fensifyingaudee ylldwedieperfoit dr pdhibitbl rodat a
structure of encrypted data according to claim25, wherein: there are

mul ti pl e peifenisg die deseyption of af loast dee picceod théenypted putakitagondi ti on data i s

generat ed by encryption _processing apparatus _conprising condition data
encryption ke&’r}&ﬂ’é?teﬂl?ﬁ mfermation op ageriad allowme the decpyntion o gt lepgpne aiece,

ti ' fermned timng; h igdivi | pi f th
SRR S R R A I T M AT
condjgi OBnQﬁfe@cgf‘l%léﬂérgﬁgdléﬁty&tzQ%H@rat ed by the condition data encryption

key 25 generating nean 0 as to encrypt at |east one of the nultiple

pi eces of the(7yaifeimhaten oadyikich ¥f e rul6H18 PidcbOsF tﬁé‘Eﬁ’Qr?ﬁtﬁﬂi YL daBTsHOGM have
different fromthat of the other pieces of the condition data; and the

basi ¢ coftsldedrpptichedpvied of infesndtion oavtdci of the detiplé picoes sfthe eirghitd o dat a
‘encryption key used when each individual piece of the encrypted condition
data i s dweshptidhavesss deggyptivh pradubitedst r uct ure of encrypted data according
to claim 34, wherein:

15 28.  The data structure of encrypted data according to claim 25, wherein:
each individual piece of the encrypted cut data is encrypted by using one of multiple
encryption keys so as to encrypt at least one of multiple pieces of the plain text cut data with
~ an encryption key different from that of the other pieces of the plain text cut data; and
the condition data includes the data on which of the multiple encryption keys is used

20  torender each individual piece of the encrypted cut data as the encrypted cut data.

29.  The data structure of encrypted data according to claim 25, wherein:
there are multiple pieces of the condition data;
each individual piece of the encrypted condition data is encrypted by using one of
25  multiple condition data encryption keys so as to encrypt at least one of multiple pieces of the

condition data with a condition data encryption key different from that of the other pieces of

the condition data; and



the condition data encryption key generating neans generates the condition
data encryption keys so that the condition data encryption keys generated
in the sane order are 5 always the sane ones in the case of sequentially
generating the condition data encryption keys fromthe initial state; and
the data for identifying the condition gdata encryption key used when each
i ndi vidual piece of the encrypted condition data included in the basic
condi ti on dat theitmsiewondifiom data invdidea thesdatden whithrof ithe mhltipte doditioaddiat i on
data encryption key is generated. 10 36. The data structure of encrypted
dat a accGhefiyAton keygisnsed s rengdprach individeal pise phtheenaeyptedi conditinn dataad they an
encryption progessi. aratus conprising condition data encryption key
sol ut i oneﬂggfgﬁegtcf’?l‘ijgﬁ%gﬁg for sequentially generating solutions which are
pseudo-random nunbers so that the solutions generated in the sane order
fromthe 15 initial state are always the sane ones, and wherein: the

condi §i onpdat ¥hesh ¥PhdrR o B)c Eﬁ%iae&rﬁﬁg@@c 95 alkidein'® condition data
encryption keys based on the soOlutions recefve romthe condition data

encryption kethe eaclypietidatads pateddtedby ﬁiﬁé{[t&jrptﬁiﬁci)rbét@siﬂg\hﬁpz&ﬂﬁs é&ﬁﬁﬁﬁﬁ%’i ng the
condition data encryption key used when each individual 20 piece ot the
encr ypt eédnergpiain keyrgederating mehnsdfor génerating nadtiple eocrygiion keysdapredesrmined ypt ed

i ndi cates, the solution used when the condition data encryption key is

gener at MBS  The data structure of encrypted data according to claim 36,

~ wherein: the encrypt.ed data i ener at ed an encryption processing
appar at us con%ﬂpﬁéﬁlcﬁﬁlﬁ% P&eé’ﬁd’lfﬁ?eg‘ﬁwﬂ@?eél Cé%t.g%mwm WIS PurPIdB%er at i ng
means, f op, JU=Toi ' | g i ' [ o-random
e o AR ERryRlonAF Rl R Tty B B K LbuE ARBRY REH BREESb 11 o
state ar g 124s08NSof the nfuddifle BRES ofaRS pMBLESI dit 489 wil§ éil%ﬂghibh Q%Q&f&m
encrypti on key generating ireans generates the condition“data encryption
- keys bas&dmathattdfehesathert pieves of theqilaie texftt cardathandondi tion data encryption key
sol ution generating neans; and the data for identifying the condition data
encryption kefie penshitigrhdata mbides theidatadionidensfyrigthe endryptien kayarsye ivhen each
condition da(tia i ncluded in the basic condition data is encrypted
individual prece of the encrypted cut data is encrypted.
15
 31.  The data structure of encrypted data according to claim 30, wherein:
the encryption key generating means generates the encryption keys so that the
encryption keys generated in the same order are always the same ones in the case of
generating the encryption keys sequentially from an initial state; and
20 the data for identifying the encryption key used when each individual piece of the
encrypted cut data included in the condition data is encrypted indicates the order in which the

encryption key is generated.

32.  The data structure of encrypted data according to claim 31, wherein:
25 the encrypted data is generated by an encryption processing apparatus comprising
encryption key solution generating means for sequentially generating solutions which are
. pseudo-random numbers so that the solutions generated in the same order from the initial

state are always the same ones;



i ndicates the order in which the solution used when generating the
condition data encryption key is generated. 38. The data structure of
encrypted data according to claim25, wherein: 10 each individual piece of
the encrypted cut data is encrypted by using one of nultiple encryption
algorithms so as to encrypt at |east ong;,of nmultiple pieces of the plain
text cut data wth an encryption algorithmdifferent fromthat of the

ot her pi eces de engeypsionikay gencratingtmeiat generatesithe kacrypticti kdys bagidioa theic! udes
the data opp_which of the multiple encryption algorithns is 15 used to
render ea®HUCRTSPEYEGIrom the encsyptionckeyselujion gencsatinggmeamszandt he encrypted cut

data. 39. The d truct.ur f ted d di ng, | ai 5,
wher ei n: t hoPl SRS e shaepiin uen et Forp nabidReiess i 1i dual
ner ei n: 2 e cpugrir et e vi
Tl pl e SRR HE e Rt 8oy e S BB ORISR 00, e

of nukti pj,&nnjl@@@gyp@hk@@s g&@ﬁité(j_on data with a condition data encryption
algorithmdifferent fromthat of the other pieces of the condition data;

and the basic condition data includes the data on which of the multiple
condition data encryption algorithnms is used to render each individual

pi ece of 3Bhe &hedstpsactasmdienirypted data acafdimg te hkrim 3¢ widreid: condi ti on dat a.
40. The data tsn%ructurf.(e1 of encrypted data according to claim25, wherein: 90
the encrypt ed™§EREyPEdsaiads gensiated by An eRE YR RSACSSFIDS ARRATYS eQIRRISALIS

encrypt | SRRt B P Eera i BFR Bt e tRDY renhebatRas ish e of
th g ' : [ h i ple.
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‘means sosafe aré QWIS Mehmdtonkgast one of the nultiple pieces of the plain
text cut data with an encryption algorithmdifferent fromthat of the

ot her pieces tht enérgpiidiekay gemrtating inetad genesinst thdrencegiibintkie@nbatad an itc| udes
the data for identi f(hyi ng the encr ygt ion algorithmused when each
i ndi vi duslufiensdeceifed: frem dhecengpipsion &ay selutien penemtiog ypstaesi and 0
the data for identifying the encryption key used when each individual piece of the
15  encrypted cut data included in the condition data is encrypted indicates the order in which the

‘solution used when generating the encryption key is generated.

34.  The data structure of encrypted data according to claim 25, wherein:
there are multiple pieces of the condition data;

20 the encrypted condition data is generated by an encryption processing apparatus
comprising condition data encryption key generating means for generating multiple condition
data encryption keys in predetermined timing;

each individual piece of the encrypted condition data is encrypted by using one of the
multiple condition data encryption keys generated by the condition data encryption key

25 | generating means so as to encrypt at least one of the multiple pieces of the condition data

 witha condition data encryption key different from that of the other pieces of the condition
data; and
the basic condition data includes the data for identifying the condition data encryption

key used when each individuval piece of the encrypted condition data is encrypted.



41. The data structure of encrypted data according to claim40, wherein:
the encryption al gorithm generating neans generates the encryption

al gorithns so that the encryption algorithns generated in the sane order
are always the sanme ones in the case of generating the encryption
algorithns sequentially fromthe initiafgstate; and 15 the data for
identifying the encryption algorithmused when each individual piece of

the encrypted cut data included in the condition data is encrypted
indicates the _order in which the encryption algorithmis generated. 42.
The dat a %t r udfifdaastruereof snaypied Watasceerdingig clagm dtawhemain: wherein: 20 the

encrypted datg i s nerat ed by.an encrypt.ion processing. appay.atu
conprising e er‘%‘aﬁl(?ﬂ dﬁfaﬁ’BFﬁy\éH?H o ifﬁﬂggwgpﬁgqqqgtqégﬁggrfat{wmg%%emi ally
gener at i ng~S8L& i ] - - that the sol utions
generated | lﬁﬁt %%k?ag%g%c}{rt g%rcoﬁ gglr%ﬁﬁﬁ%dﬁ%ﬁ{y?ﬂgfﬁé@% grragefl 2‘9 gTe\/\S/ﬁ?/lg otr(ﬁcé % me
ones; 5t halhefgthdPidn@ ok 80the thid FRRATAlAINI R AR AR VDNt dataeen%a@ﬁwt Ion

al gorithnms based 25 on the solutions received gromthe encrypti‘on

al gor i t hikegofromitheinifid statet, k) neans; and the data for identifying the
encryption al gorithmused when each individual piece of the encrypted cut
dat a i ncl udedtherlatafer ientfyingthe denditiosdasmenrppton keydisahwhen ¢dvh isdividialon

used when the encr yBti on %I,gorithm is generated. 91 43. The data
st ruct ur &%6F © W&ﬁ?ﬁ‘%/ ted gqndition g dpclededdn ghehagic Londifipe fatpis enchgptedher ypt ed

st ruct _ _ e
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sol ufgons which are pseudo-random nunbers so that the solutions generated
in the sane order fromthe initial 5 state are always the sane ones; the
encrypti 88, al ke ddth snghae oRbAPptoR ARG a6RRGHR kEelatn 85,8M:¥Rt | on al gori t hms
based on the solutions received fromthe encryption algorithmsolution
gener ati ng netinsncrapied thte isgdnerdtad by aleeidriptiongrodessignappapitaOconairgaid t hm
used when each individual piece of the encrypted cut data included in the
condi t i ofomshiien data engeyRtisndey isplytion gencrating rocane fori saqueniticRy gar@rating sehitiohs on
used \/\/nenh ner at i ‘? the encryption algorithmis generated. 44. The data
structur& aé‘ﬁBﬂ}a ek %W‘@%&%Wjﬁhﬁ&h? olutionsgenerategiin the same qrégsfeom the

mul tliEpl ehﬁﬁﬁ%&?ﬁ‘, EH'L, af\@a?zs G i teio%@s,da%}i%herein:

the condition data encryption key generating means generates the condition data

encryption keys based on the solutions received from the condition data encryption key
solution generating means; and
the data for identifying the condition data encryption key used when each individual
2.0 piece of the encrypted condition data included in the basic condition data is encrypted

indicates the solution used when the condition data encryption key is generated.

37.  The data structure of encrypted data according to claim 36, wherein:
the encrypted data is generated by an encryption processing apparatus comprising
25 . condition data encryption key solution generating means for sequentially generating solutions
which are pseudo-random numbers so that the solutions generated in the same order from the

initial state are always the same ones, and wherein:



the encrypted condition data is generated by an encryption processing
apparatus 15 conprising condition data encryption algorithm generating
means for generating multiple condition data encryption algorithnms in
predeterm ned timng; each individual piece of the encrypted condition data
is encrypted by using one of the nultiphe condition data encryption

al gorithns generated by the condition data encryption algorithm generating
means so as t chegradifion data dngpption key gdnetdtiog mdans péreragiesthe sofitioihéat2 0
condition data with a condition data encryption algorithmdifferent from
that of t%&fyaflﬂ%%ysmaé@é@ e selyorsyseRiYeddioE dhexcondiiontdate evamsiption &ayli t i on

data i nClsHH:%%gtggﬁeéﬁqata fﬁa(g}rSh%} ntifying the condition data encryption

al gorithmuse i dual piece of the encrypted condition data

i t ed. : . . { di.ng t
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data encryption algorithnms generated in the sanme order are alWays the sane
ones i n tidicaessthe ofdes aowhichitied dojutpansedivhaggéneeatingnbl édrditiohadatn erRBPidAL | ON
algorithns fromthe initial state; and 92 the data for identifying the
condi ti orkeﬂa‘?cﬁnéﬁ%qdypti on al gorithmused when each individual piece of the
encrypted condition data included in the basic condition data is encrypted
i ndicates the order in which the condition data encryption algorithmis

enerate 5 T ta.structure of encrypted ta according to claim
| gl15, Wnerg’lg'n: egd%t?]gtg?/cgﬁrgd)fgg?rgpﬁegd@tgﬁg?%{l@g){%ﬁm%ggﬂﬁpvﬁm on p?ocessi ng
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fromthe initial state are always the sanme ones, and wherein: 10 t

condi t i owitianznenyptigmpaigorithal dififerdnh frogethet aftthegrhabsitces @€ fR4iA Sext ket data;
condition data encryption algorithnms based on the solutions received from
t he condﬁlﬁq on data encryption algorithmsolution generating neans; and the

T ndtvi dual *pi 0 St fon % FERlst U dsin ¥hGh o BecovHeleaEaDTn plgonpa e
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39.  The data structure of encrypted data according to claim 25, wherein:
there are multiple pieces of the condition data;
each individual piece of the encrypted condition data is encrypted by using one of
20  multiple condition data encryption algorithms so as to encrypt at least one of multiple pieces
of the condition data with a condition data encryption algorithm different from that of the
other pieces of the condition data; and
the basic condition data includes the data on which of the multiple condition data

encryption algorithms is used to render each individual piece of the encrypted condition data

25  asthe encrypted condition data.

40.  The data structure of encrypted data according to claim 25, wherein:



generated. 47. The data structure of encrypted data according to claim 45,
wherein: the encrypted data is generated by an encryption processing
apparatus conprising 20 condition data encryption al gorithm solution
generating nmeans for sequentially generating solutions which are
pseudo-random nunbers so that the solutgpns generated in the same order
fromthe initial state are always the sane ones; the condition data
encryption al derencripiagaiaes isigieneyatad hy sn gecrgptinnegwrotdseing apphiratioe nomdpdising
encryption al gorithng based on the solutions received fromthe condition
data enc r‘?ﬁ‘iypgﬂn @lsogﬁlabgqn@wg Segns fon egrsmating muliipleenseyptign dlgerithnasing f or
i dentifyi JoPRA =t;g.c@grﬁdi.ti_on data encryption al gorithm used when each
i ndi vi du prece of e encrypted condition data included in the basic
condition data,d ; i .n('c?;;p‘? r; ' ' h ution used
when generati ﬁ%dhﬁﬂ%ﬁ@g%y %%gor? t@%‘% a e%icél{)ggfl @3%&531 rg%?%kﬁng}léogee%@b%t ed. 93
48.  As deqiylfiple @ficiyp@GEASIMNR RRASTAkY By HRY erd BRIt Sef s &f 4558
according to claim 25, conprising: basic condition data reading neans for
readi ng basiayptanttiastone of dieanfitiple fidves ofthe plaity rixe utdRatawitle A€ Endpystibn
condition data reading nmeans for reading the encrypted condition data from
t he encryf'{ﬂo'é'm&tf&ferégﬁhﬂyﬁl@t—:@ftb@lpthdapi&CereximmaiMQKtszut data;rapddi ng t he
encrypted cut ,data. fromthe ncrypted data; .10 encrypted condition data
decrypting rre%@?%‘?oﬂg]%t?;}‘}fthﬂ% ﬂlarfg"”egé ideptibdng ths sneiypHon dgerthipusednder it
as the c Lt an i £. determ ned that e _encr ed condition data read
by the 8"%@#‘%@&89@%@81. RFeH° ?3“?@6{641%‘8 ﬁgn‘ﬁﬁ%gﬁ&res with a condition in
the g@se of allowing decryption of the encrypted condition data indicated
in the basic condition data read by the basic condition data readi ng nmeans
or if deue.rmmatmmmheoeawf%@é&daﬁ%&mihgﬁb SainR400f%rdin: NOt match with a
condition in the case of prohibiting the decryption of the encrypted
condi ti on dat g edayptypt dlgayithmagenerfating theansy/ genemgesahe tndristiovialieeithps ¢ thaof
the encrypted cut data read

e encryption algorithms generated in the same order are always the same ones in the case of

generating the encryption algorithms sequentially from the initial state; and
15 . the data for identifying the encryption algorithm used when each individual piece of
the encrypted cut data included in the condition data is encrypted indicates the order in which

the enci‘yption algorithm is generated.

42.  The data structure of encrypted data according to claim 41, wherein:

20 the encrypted data is generated by an encryption processing apparatus comprising
encryption algorithm solution generating means for sequentially generating solutions which
are pseudo-random numbers so that the solutions generated in the same order from the initial
state are always the same ones;

the encryption algorithm generating means generates the encryption algorithms based
25  on the solutions received from the encryption algorithm solution generating means; and
the data for identifying the encryption algorithm used when each individual piece of
the encrypted cut data included in the condition data is encrypted indicates the solution used

when the encryption algorithm is generated.



by the encrypted cut data reading neans to render it as the plain text cut
data only if determned that the encrypted cut data indicated in the
condition data decrypted by the 20 encrypted condition data decrypting
means nmatches with a condition in the case of allow ng decryption or if
determ ned that the encrypted cut data gipes not match with a condition in
the case of prohibiting the decryption; and connecting neans for

connect i f§- t hdhpdatastruetire of ¢ncnypted ddaccyptling thylaithdidebergipt i ng  neans as
one to render it as the subject data. 25 49. A decryption processing
appar at us f or FSEFYBIcAlsta 18 gensiaieq By @A cRIVRLIIOFRSSIRG appAratys sompiidng

i sing. basi di tian data readi f di _basi
condi t 1 onieryPaS B LobarhaliSE neas & abemilaEteratiuraliunme sk

di wdf uihe i1i.qn data f he.encr.ypt ed
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f rom §he stagart MR¥B4 tiadadie dpe@nCrypt ed condition data decrypting neans for
decrypting the encrypted condition data to render it as the condition data

i f det er m nedtheleatryptien slgonithpt gaherainginidans gelftifes taendyptido@g@ithny phed
condition data reading nmeans matches with a condition in the case of
al | owi ngondiecsolpions fecsived iieneihe eperyptior dgaiithioselutnagenemdtivgmedns; and he basi ¢

condition data read. by the. basic condition data_reading neans or if

det er ni ned t h@f’ df‘ﬁ&"’é‘%‘@?’}‘r%{‘%ﬁ‘& Ry RiosRlgnrithmgised when ?ﬂ‘/‘g‘ ipgividnalpieqs of

condi tiog,.l C t prohi.bi.ting,the decryptiaon,of.the encryptedq.
condi ti oﬂledézg‘f Qﬂ%é‘é%?g% imﬁ:gu%gélﬁg‘efc ad‘é‘SBF?‘BB? %‘gcqff?‘%d l?lq%ﬂaffﬁlﬂéeo"réé{)m ich ¢ o
rendey i theAdnitidf ubbdvRer Sfikratih fdé'ftfypgi kiR il that each

i ndi vi dual pi eceuof t he %eﬁlcrraypggh cut g%ﬁl%o&ggﬁgsséegh%?e%éncrypt ed cut data
readi ng nmeans matches with a condition in the case of allow ng decryption -
15 of the encrypted cut data indicated in the condition data decrypted by
t he encr ¢$t edlheokudi stiusture dherecrygaed gab howrding nsclaim 2§, wiekreinm ned t hat the

encrypted cut_ data does not match with a condition in the case of
prohi bi ting tthecasemplinlepieess of the eonditipptdath; cut data; and

the encrypted condition data is generated by an encryption processing apparatus

15  comprising condition data encryption algorithm generating means for generating multiple
condition data encryﬁtion algorithms in predetermined timing;
each individual piece of the encrypted condition data is encrypted by using one of the
multiple condition data encryption algorithms generated by the condition data encryption
algorithm generating means so as to encrypt at least one of the multiple pieces of the
20  condition data with a condition data encryption algorithm different from that of the other
pieces of the condition data; and
the basic condition data includes the data for identifying the condition data encryption

algorithm used when each individual piece of the encrypted condition data is encrypted.

25 45,  The data structure of encrypted data according to claim 44, wherein:
the condition data encryption algorithm generating means generates the condition data
encryption algorithms so that the condition data encryption algorithms generated in the same
order are always the same ones in the case of sequentially generating the condition data

encryption algorithms from the initial state; and



connecting means for connecting the plain text cut data decrypted by the
decrypting neans as one to render it as the subject data, and wherein: 20
the encrypted condition data decrypting neans decrypts the encrypted
condition data to render it as the condition data only if determ ned that
each individual piece of the encryptedggondition data read by the
encrypted condition data reading neans matches with a condition as to

whi ch of nul t iths datgplos identififing the conditignp detd enarpplicn dgorithtnaissthohkniedvhve it s
decryptian_ al ] owed oré'ljlwf0 it does not match with a condition as to which of

the mul t iixIdyplasece of shegncryptedeaadifionsatadpeladed inrtheibasic eondition datade it s
d ti i.bi-t ed: . and, t h ting. decrypts t, ted cut
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condition data. 95 50. A nethod inplenented by the decryption processing
apparatus for decrypting encrypted data according to claim 25, conprising
the stepsi6f or Thigatd etidtiel FRnENPEE AiitaHDcordMR RS Blakts 48] whdrE@di Ng the basic
condition data fromthe encrypted data; 5 reading the encrypted condition
data from t hethereacrypteddlatieis generateditly ag eidpgptiaarrygussifly apparstas eorhprasig he
encrypted data; decrypting the encrypted condition data to render it as the
condi t i ofoRdifien f4ta gedrppiandgorithmasolutivn geeeratingToeanstfodsequendially genctating

mat ches vviltg a C]i9 ition(’in tae cas% of gllllovvi ng‘&_g(ljlgcryption of the

encr ypt ed”EBAY V6N BF R3S Fn o aYmPRrssA dhat Ehgso gesmded indthe samerorsier j f
10 determ . rypted conditio ata does not match wth a

condi ti ogﬂ??ﬁ@‘ﬁ@a%astg%g@%‘ﬁ%h %W’il%(a"etshaé‘ﬁ f%ii on thereof; decrypting
eachygndivid i &1 : i;t.as:the
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i ndi cat eendryptidealgtelthypbasd oaahdlidlitihs deded e 8% c%&iﬁpﬁ‘dﬁt@%ﬁél?bﬁ& in the
case of allowi ng the decryption thereof or if 15 determ ned thaf the

encr ypt edlgetthmisalatiohogeperating metiadh) amdt h a condition in the case of

prohi biting the decryption thereof; and connecting the plain text cut data
decrypted by thadatgderidentifiipgthappnditionglata me)méinua?gorﬁthmasedtmmbhect dat a.

20 51. A decryption t hod i | e ted b he decryption processin
appar at fia vd(ihYa? piece OPEIGS encryptrgﬁ con tqon 8ata¥nc uded in theyb%sic conc?ition data is J

15  encrypted indicates the solution used when the condition data encryption algorithm is

generated.

47.  The data structure of encrypted data according to claim 45, wherein:

the encrypted data is generated by an encryption processing apparatus comprising

20 condition data encryption algorithm solution generating means for sequentially generating

solutions which are pseudo-random numbers so that the solutions generated in the same order
from the initial state are always the same ones;

the condition data encryption algorithm generating means generates the condition data
encryption algorithms based on the solutions received from the condition data encryption

25  algorithm solution generating means; and

the data for identifying the condition data encryption algorithm used when each
mndividual piece of the encrypted condition data included in the basic condition data is
encrypted indicates the order in which the solution used when generating the condition data

encryption algorithm is generated.




decrypting encrypted data according to claim26, the nmethod conprising the
steps of: reading the basic condition data fromthe encrypted dat a;

readi ng the encrypted condition data fromthe encrypted data; reading the
encrypted cut data fromthe encrypted data; 25 decrypting the encrypted
condition data to render it as the condytion data if determned that the
read encrypted condition data natches wth a condition in the case of
allowing decryption of the encrypted condition data indicated in the basic
condi ti on,dat (riead b\ﬁ the .basic condition data reading nmeans or if

det er mi neB- t hat dFREPUIRPIQRSEURE FBATANYS ToR derayRingshe enciypted data eqarding io

condi ti onagl: f prohibiting the decryption thereof; 96 decrypting
t he encr;bpl)éf@déyg?lﬁﬁlggggto render it as the plain text cut data only if

det er mi ned t hghgie iR b o P r read by the
encrypted cut dat g&mrlﬂéadi %&Hn%gﬁgﬁeﬁﬁatg%ﬁféesﬁ%%@% C}:ngrillgigfliﬁg%flﬂ%g?ﬁe case of
al | oweng ehbwgprdaiaypt i on of the encrypted cut data indicated in the
decrypted condition data or if determned that the 5 encrypted cut data
does not mat chnaxyptd eorchitiati datoreading nvens fy ecadlingnthe bihdrypied gofidigosléns yivhi on

t hereof; and connecting the decrypted plain text cut data as one to render
it as t hdh&snsywaed ¢pia, and wherein: in the step of decrypting the
encrypted condition.data to render it as_the condition data, 10 the
encrypt ed conﬁ‘f%ﬁdﬁit ta reacing MeARsHQr fegding thrsencryptedcutdatademaihe on dat a
only if determiped. that each individual piece of the read encrypted
condition a matches with a condition as to which of nmultiple pieces of
the emcrypt ederfeopsted Eicthat t§&k@fﬁ|p(ﬁn i 1} . ifoit
does not match wthdg&iggﬁ%i(% on ds tgwmeﬁflééﬁégg&?g%‘%g{épp gg?g%delgg%f t he

encr ypt edatatormiider ioas thacanditionlista ifeeerinifeddRATNPEicoyptad QftidRidnathia RRGHES i N
the step of decrypting the encrypted cut data to render it as the plain

text cut theenaryptadendition vptagehding meatsanatshedeithypterdition inelseise bf alisvihfe
plain text cut data based only on the decrypted condition data. 52. The
encrypti ?Ff&tt?eégé%awm eondifiondaprigfliegted en thediasic tonditien dataread®ytthe
conditio S(i‘lcaé a.generating means generates | tiple pieces of the condition
data and“Tnc Iﬁg&l ({T% §AGhe Qleé%%l ‘? ﬁ?}ﬁmiuﬂ t thg sacrypted copdifion daa dpgst i on
of ¢ e HREPHihAMWhEHBA in the case of prohibiting the decryption of the encrypted
condition data;
| decrypting means for decrypting each individual piece of the encrypted cut data read
by the encrypted cut data reading means to render it as the plain text cut data only if
determined that the encrypted cut data indicated in the condition data decrypted by the
20 encrypted condition data decrypting means matches with a condition in the case of allowing
‘decryption or if determined that the encrypted cut data does not match with a condition in the
case of prohibiting the decryption; and |
connecting means for connecting the plain text cut data decrypted by the decrypting
means as one to render it as the subject data.
25
| 49. A decryption processing apparatu.s for decrypting the encrypted data according to
claim 26, comprising:
basic condition data reading means for reading the basic condition data from the

encrypted data;



data generated by encrypting the other pieces of the condition data in at
| east one piece of the condition data. 25 53. The encryption processing
apparatus according to claim1l, wherein: the condition data generating
means generates nultiple pieces of the condition data and has at | east
several pieces of the nmultiple pieces ofathe condition data associated to
decrypt the encrypted condition data generated by encrypting those several
pi eces of theen@%ﬁ@&@?%ﬂn@b@%ﬁﬁﬁdﬂﬁéﬁﬁpéﬁﬁﬂﬁ@hﬁbﬁﬁ@ﬂ??ﬁﬁdC@mﬁﬁmmdgeﬁ@avera
g§6ﬁﬁqgitLon data are generated to include data on a condition
h

pi eces of
for decrf%élﬁ: _ dfgﬂ’crypted condition data to be decrypted follow ng the

encrypted congdj Vol h ition data. 5 54.
The encrypti ogh%?@g%gg@r?ga%g%g g‘kﬁ%@%é@?ﬁ%@%@@%‘fﬁﬁ%&m&é n: the
basi ¢ congdedyped ddat a generating nmeans includes a condition in the case of
allowing decryption of a piece to be decrypted first out of the pieces of
the eBcrypt edenwypted canlidat data dengpthigateddy fanReyptihg heLAVSHR BhaEes of the
condition data. 10 55. The data structure of encrypted data according to

cl ai m 25 datafe render it ag thercenditien duthtif giternpnethtbat thé endrgptedoatidifiondatatead band at
| east on iece o é@e_cg&ditiqn data includes data on a condition in the
case of ?I’SWH%{‘H’ Hippitsreating meanspaighesavitie » pendiiamindhe easg ehallowing by
encrypti 0 ' f.the conditi.on _data. 15 56. The data
structur g Q%r eonncéf?g% %@rﬁgic%%&tbﬁ%maga%ﬁé? thenasic,gandigon, fiatatr??gﬁﬁ’ the e

mul tipl epRd; : ndit | Y S l; RI f the

Tl 1 pl o ny SeaRifn REreadil mcaof FoBroninet 83T eI AU TbRY BHETH] it ape
encrypt edociaadh igmn maﬂioﬁemﬁfeada%ﬂwoﬁmhgnﬁé 8 %ﬁ%f%vﬁfcﬂ@té@ eces of
the 20 condition data in predetermned order; and each of tHose several

pi eces ofondikorcdatali ti on data includes data on a condition for decrypting a
pi ece of the encrypted condition data to be decrypted follow ng a piece of
the encrypt EcERHAE tegns foadacryptieg te suciypted wut dqta torrgndendt asahelplhinoexidat a.

25 57. The data,structure of encrypted data according to claimb56, wherein:
cut d%?a only if determgned that eaccb %glv?dual piece of the encry;?ted cut data read by the

encrypted cut data reading means matches with a condition in the case of allowing decryption

15  of the encrypted cut data indicated in the condition data decrypted by the encrypted condition
data decrypting means or if determined that the encrypted cut data does not match with a
condition in the case of prohibiting the decryption of the encrypted cut data; and

connecting means for connecting the plain text cut data decrypted by the decrypting
means as one to render it as the subject data, and wherein:

20 the encrypted condition data decrypting means decrypts the encrypted condition data
to render it as the condition data only if determined that each individual piece of the
encrypted condition data read by the encrypted condition data reading means matches with a
condition as to which of multiple pieces of the encrypted condition data should have its
decryption allowed or if it does not match with a condition as to which of the multiple pieces

25  of the encrypted condition data should have its decryption prohibited; and

the decrypting means decrypts the encrypted cut data to render it as the plain text cut

data based only on the decrypted condition data.



the basic condition data includes a condition in the case of allow ng
decryption of a piece to be decrypted first out of the pieces of the
encrypted condition data generated by encrypting the several pieces of the

condition data. - --- - ----- -—----
95

50. A method implemented by the decryption processing apparatus for decrypting
- encrypted data according to claim 25, comprising the steps for the decryption processing
apparatus of’
reading the basic condition data from the encrypted data;
5 reading the encrypted condition data from the encrypted data;
reading the encrypted cut data from the encrypted data;
decrypting the encrypted condition data to render it as the condition data if determined
that the read encrypted condition data matches with a condition in the case of allowing
decryption of the encrypted condition data indicated in the read basic condition data or if
10  determined that the encrypted condition data does not match with a condition in the case of
prohibiting the decryption thereof;
decrypting each individual piece of the read encrypted cut data to render it as the plain
‘text cut data only if determined that the encrypted cut data indicated in the decrypted
condition data matches with a condition in the case of allowing the decryption thereof or if
15  determined that the encrypted cut data does not match with a condition in the case of
prohibiting the decryption thereof; and
connecting the plain text cut data decrypted by the decrypting means as one to render

it as the subject data.

20 51. A decryption method implemented by the decryption processing apparatus for
decrypting encrypted data according to claim 26, the method comprising the steps of:

reading the basic condition data from the encrypted data;
reading the encrypted condition data from the encrypted data;
reading the encrypted cut data from the encrypted data;

25 decrypting the encrypted condition data to render it as the condition data if determined
that the read encrypted condition data matches with a condition in the case of allowing
decryption of the encrypted condition data indicated in the basic condition data read by the
basic condition data reading means or if determined that the encrypted condition data does

not match with a condition in the case of prohibiting the decryption thereof:
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decrypting the encrypted cut data to render it as the plain text cut data only if

determined that each individual piece of the encrypted cut data read by the encrypted cut data
reading means matches with a condition in the case of allowing the decryption of the
encrypted cut data indicated in the decrypted condition data or if determined that the
encrypted cut data does not match with a condition in the case of prohibiting the decryption
thereof; and

connecting the decrypted plain text cut data as one to render it as the subject data, and
wherein:

in the step of decrypting the encrypted condition data to render it as the condition data,

the encrypted condition data is decrypted to render it as the condition data only if determined

- that each individual piece of the read encrypted condition data matches with a condition as to

which of multiple pieces of the encrypted condition data should have its decryption allowed
or if it does not match with a condition as to which of the multiple pieces of the encrypted
condition data should have its decryption prohibited; and

in the step of decrypting the encrypted cut data to render it as the plain text cut data,

_ the encrypted cut data is decrypted to render it as the plain text cut data based only on the

‘decrypted condition data.

52.  The encryption processing apparatus according to claim 1, wherein:

the condition data generating means generates multiple pieces of the condition data
and includes data on a condition in the case of allowing decryption of the encrypted condition
data generated by encrypting the other pieces of the condition data in at least one piece of the

condition data.

53.  The encryption processing apparatus according to claim 1, wherein:

the condition data generating means generates multiple pieces of the condition data
and has at least several pieces of the multiple pieces of the condition data associated to
decrypt the encrypted condition data generated by encrypting those sevefal pieces of the

condition data in predetermined order; and
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those several pieces of the condition data are generated to include data on a condition
for decrypting the encrypted condition data to be decrypted following the encrypted condition

data generated by encrypting the condition data.

54.  The encryption processing apparatus according to claim 53, wherein:
the basic condition data generating means includes a condition in the case of allowing
decryption of a piece to be decrypted first out of the pieces of the encrypted condition data

generated by encrypting several pieces of the condition data.

55.  The data structure of encrypted data according to claim 25, wherein:

there are multiple pieces of the condition data; and

at least one piece of the condition data includes data on a condition in the case of
allowing decryption of the encrypted condition data generated by encrypting the other pieces

of the condition data.

56.  The data structure of encrypted data according to claim 25, wherein:

there are multiple pieces of the condition data; J

at least several pieces of the multiple pieces of the condition data are associated to
decrypt the encrypted condition data generated by encrypting those several pieces of the
condition data in predetermined order; and

each of those several pieces of the condition data includes data on a condition for
decrypting a piece of the encrypted condition data to be decrypted following a piece of the

encrypted condition data generated by encrypting the condition data.

57.  The data structure of encrypted data according to claim 56, wherein:
the basic condition data includes a condition in the case of allowing decryption of a
piece to be decrypted first out of the pieces of the encrypted condition data generated by

encrypting the several pieces of the condition data.




