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(54) Titlee METHOD AND DEVICES FOR PRINTING A FRANKING MARK ON A DOCUMENT
(57) Abstract

A method and a systom for checking a franking mack [T s
(28), comprising at least an identiication code and & wnique encoding PCD
bit string, said system comprising means for: a) reading network oD

the franking mark (28), b) decoding the franking mark (28),
¢) checking whether the identification code is correct by MTU \
comparing it to data stored in a a memory (40), d) checking

whether the unique bit string is valid by comparing it to data
stored in said memory (40). Yy comp g . 100
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40 the manner in which said unique bit string is conposed nust conply mﬁth
a known rule, the value of a follow ng unique bit string for folé
electronic postage stanp can be predicted, which is disadvant

regard to possible fraud . 15 In an article by J. Quittner in FOX Mar ket .
Wre of 9 April 1998, "Neither bugs, nor hackers, nor Pitney Bows will keep
E-stanp fromdelivering your postage", available on the Internet on 5 May
1996, such a system which neets these specifications and originates from
the firmof E 20 Stanp,, is described. The system of E-Stanp al so makes use
of a personal conputer for printing a franking mark on a postal article
directly with the aid of a regular printer connected to said personal
conput er. The personal conputer is connected, via the Internet, with the
United States 25 Postal Service. Via the Internet, "electronic postage
stanps" can thus be bought at the United States Postal Service. The
franki ng value of the electronic postage stanp is debited directly fromthe
.savi ngs bal ance of the related client and stored and protected in the PSD.
.The PSD is a 30 snmall box which can be inserted at the rear of a regular

| aser printer. As soon as a user has issued a command to print -an

el ectroni c postage stanp on a postal article, an el ectronic postage stanp

i s downl oaded and the printer prints a two-di nensional bar code, after

whi ch the value of 35 the printed "postage stanp” is debited fromthe total
20 May 2003 ° 3 franking value in the postal security device. In the system
of - E-Stanp, the electronic postage stanp according to the publication of J.
Quittner conprises in . any case an identification coda of the user, an 5
identification code of the postal security device, the franking value, the
delivery type (for exanple express ' delivery), the sender's address and
the date. ‘Further, the electronic postage stanp can also contain data
related to the sendlng conpany and roomis provided for possible 1o
advertisenments. The object of the present invention is to provide a nethod
and a system which can check such el ectronic postage stanps. |In accordance
with the first aspect of the invention, there is provided nethod of
produci ng and checking a franking marks (29) conprising:
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20 May 2003 3a storing a set of unique bit strings in a first nenDry (28)
in a central office (34)y:eonnected to a plurality of tern1n jzoogﬂaklng
one or nore of said unlqﬁm)blt snrlngs avail able to at | east one sai d

o o b UM . %A [T

"storing said copy of sai.d.unique bit Strings in conbi, ,on Wth said

identification code in a second nenDry (40); reading ( 0- 804) of a

franki ng matMethosl and devices e printingeda Erankdaguiiik; onleg0di ng
(808-810) ofg, nking mark (28) to render a decoded identification code
and a decoded uni que bit string; checking (908-910) whether the decoded
identification code is correct by conparing it to data stored in the second
menory (4 0) checkln (1002-1014) whether the decoded unique bit string
is valid by conpHi§ rfbreﬁ jcfé‘feo\“ def Felatied thee asoedhodnoory (40). In

accor danse wheKigy Saecﬂll’&iﬂ@ﬁp@%aﬁfc t@ﬁatné@n}_éﬁ&i %ﬁ&gé IO# ovi ded a
system for prod checking a frank I ng nar orrpﬁ rhg nmeans
for: storindg dgﬁfgaaéiﬂQnRQQﬁta%Qr¢r&quheabitr%trnm@Dry (28) in a
central office @ygang: emafmbtgegepfgfékgtyfgiaégéﬂgﬂglstég%? maki ng one

or nore of said un| bit strings availablé one sai d
terminal s (f?lecltéc?é‘l ReSteaR Itamastthme b8 aighy e mark sp:(:ia')teadcmy of

sai d uni queabpbsali wlldleCQSS})'élaffﬂ{kn‘%é Nf}naé‘&}iorg%r%%fé Cﬁinqperco fh 204

storing ald €9 %y i sai d uni que bit r1ngs 1'n
conbi natf onRFER &did cCaBnTheRkessHh Q:oﬁlléamhl@gs‘&bm fersalid 4Mstal

article. In the context of the present invention, however,
"franklng mark" has.a wide meaning. The concept "franking
mark" can refer to all kinds of marks which can be placed
on arbitrary documents for securing said documents. Besides

15 postal articles, such documents can also be value documents,
such as admission tickets, payment slips, etc., which are
protected by such a mark.

' Besides the details of the checking process, the
substance of the present invention is also described in the

20 .Netherlands patent application 1010616, of which the
priority is claimed.

The use of electronic postage stamps is, for example,
known from the following two documents publically disclosed
by the Engineering Center for the United States Postal

25 Service (USPS): "Information Based Indicia Program (IBIP),
Open System Indicium Specification" and "Information Based
Indicia Program (IBIP), Open System Postal Security Device
(PSD) Specification", both dated 23 July 1997 (draft
documents) .

30 With such a method, -electronic postage stamps can be
obtained and printed on postal articles. The device, for
example a computer, with which the electronic postage stamp
is printed is thereto provided with a Postal Security
Device (PSD), to which a unique identification code is

35 related. The electronic postage stamp comprises various



readi ng (800-804) of a franking mark (28) after it has been printed on a
docunent; decoding (808-810) of the franking mark (28) to reggﬁ@aa% coded
identification code and a decoded unique bit string; The pre ¥ tion
wi |l be explained belowwith reference to sone drawi ngs i ntended only as an
Il lustration of the invention and notgas a limtation thereof. In
particular, the invention has. broader "application than postal traffic only..
Zo nnay Zoos 4 Fig. 1 shows an enbodi nent of a system according to the
invention, i@lemertsusefi wvhimteaofewnaraf menetionedcasrigeciipippi ch one or

nore el ectrogj S{age.gla tored; Fig. _2a shows the.steps of a
net hod for p?%%ﬁplig gntggeEgnggﬁ*gSBigPa§8d§tﬁgptgﬁiESDthgﬂoﬁélBge°§ieps
ofda n?thod the @ﬂmm¢dtagofhaneiﬁcﬁemehtaDO?égﬂgtéfan@heifrﬁﬁkgﬂgu§glu%
made of a coyptar. a_shows the ,stegs for printing an electfonic

post age staﬁ%?'§%FF§%gt§§ gﬁgﬁéﬁ?h@ngt@pglngabP?Lgmﬁﬁgéﬁ-eTE@t@@ﬂF§n§ﬁhnp,
i n whi chSuseof sthmdinotementabt eegibtgs. rdprasendberbovot e ﬁBﬁQﬁaEP a

met hod accor&Qf%%to thf ig Egtion i n, whi ¢ch gse i s made of a personal .
computer; Fig. Y ¥ %ﬁ?%cﬁﬁ?ﬂFﬁé ebeFRECRHG cPOSBAge| AtAMP&Hi ch use
is made of avipdr svel rebapeiiePSDEi The GcHmBIRAENES | 68! { HeSPOPScaL SORL T NY

process for postal articles; Fig. 7 shows sone el enents for checking a
f ranki ng narc;k)qd%maﬁg%be gCOPEERES At | hRe uinagenantabwregbskatrts whi ch

further ill usiprsente sheckine PIOCEEEind 'p&k Ipodta] f féfér N§YREE 2

o 11 co. Baf PHELAAHST 218 YR AR CAMRLaRE 1D B EEHAAGES Jaomposed MUBE
comply with a known rule, the value of a following unique
bit striﬁg for a following electronic postage sﬁamp can be
predictéd, which is disadvantageous in regard to possible
fraud.

15 In an article by J. Quittner in FOX Market Wire of 9
April 1998, "Neither bugs, nor hackers, nor Pitney Bows
will keep E-stamp from delivefing your postage"; available
on the Internet on 5 May 1998, such a system, which meeﬁs
these specifications and originates from the firm of E-

20 Stamp, is described. The system of E-Stamp also makes use
of a personal computer for printing a franking mark on a
postal article directly with the aid of a régular piinter
connected to said personal computer. The personal computer
is connected, via the Internet, with the United States

25 Postal Service. Via the Internet, “electronic postage
stamps” can thus be bought at the United States Postal
Service. The franking value of the electronic postage stamp

' is debited directly from the saﬁings balance of the related
client and stored and protected in the PSD. The PSD is a

30 small box which can be inserted at the rear of a regular
laser printer. As soon as a user has issued a command to
print -an electronic postage stamp on a postal article, an
electronic postage stamp is downloaded and the printer
prints a two-dimensional bar code, after which the value of

35 the printed “postage stamp” is debited from the total



25 exanple via the public switched tel ephone network (PSTN) 46.
Communi cat-i on paths via other networks are of course possible,.ln s
case, use can be made of the Internet. Comrunication can al sozpﬂ%y%qozsfce in
ot her ways, for exanple via CDROVs, floppy disks, etc. 30 The terminal 2
shown in Fig. Z conprises a processor. 4, which is coupled to display neans
8 for comunicating with a user. Said termnal 2 also conprises a nenory 6,
which is connected to said processor 4. Reference nunber 10 .
di agrammtifall refers to a keyboard, with which a user can 3~ input data
and i nst r uctf¥nkingr vedid pnothesposéal Teeblikrsty d48viBY.2003 5 end, said
keyboard ZO is ¢ANPRGL §g {éo sai.d p%ocessor 4. Said procéssor 4 is further
connected to a Secure ALE E‘glﬁtpﬁ' EATRn Bt f ket o postagd extdnpAM' ) .
The SAMB | sACPwahing €ogthd pubshidhtridraly.2 u'i% @%”W mg‘g) gAI\/B ,my 5
. al so be pr 1t DUl S dei(%er n}'nfgial 2. If desi reg, k may WPEABESE HBunt ed
near or 5i n .edﬂchange ) 19ept Ml catan mastle oifowei msBiry. ah, said terminal 2
i s providdedidantii fimativntdsud 3¢ A ; aid_i.nput/out put unit
12, a bank el ATI\ﬁ card can be#!{aotpi%r?s%égt é%cu#:ﬁg@l HSJ?‘F ﬂtﬁ unit 12 is
. thereto provi J509 YR LR drhensted isanyalyeec d foec examp(leoexpess) whi ch can
be_brought deliorenyy Acthenisdhddio DazaasaA0LAE ATVECAR LB, 25  per sons
—and/ :

skil'l ed i ngtllé%t%rt wil | l&now. Wth such a bank “car eaff® the
user can i‘&ntr VY HI RIS agey stamgr cast ad sp| Nopsgdmntlathn rebetedesb t hat

sai d bank/ AT sand iten ictinpandn ade nis Jihe user can.herewith al so
effect&\f‘ayﬁgggr%g_ti ons, for ng{(]arrpl- gb?ﬁlel%aek;éﬁﬁdgg gﬁ%eg’gt??igﬁ?c post age
stanp ich st St?g‘e&tisnt ed on a postal article. 20 Said input/output unit
14 is arranged forThecepjéhft 8f tREO ' : ' 8, Whi ch can be a chip
card. To tfhigs,end, said ?n ut/ou’tt.g%t bggg%gelgﬁg%g%%ro%’vil e FWPERVINE & nore
sui tabl e connectofg cgr?(%ﬁﬂ diHch man ahacietsudh relaetpoiegsostiget -
shown) on 8tampship card 18, as persons 25 skilled in the art will knhow On
such an information carrier 18, one or nore electronic postage stanps, in
an enbodi nent of the invention, are stored. Such postage stanps are then
preferably storel GREFETIaNGce ttiitdh tdte of iiests axgpecit heht that i pvenpden( MAC)

and/ or protBekkORsbyrensedign odi nent, .the ATM card/ bank card
is a nmultifuncti ona}6 chip .ca?a(it%\%}# &@{Ionfoergoucalr’?% e %@e%yﬂgf%r payment
purposes, Btenking matkss (@89sidenipriisimg:or other applications. An exanple
of such a chip card is the Chi pper of the Netherlands KPN Tel ecom and

Post bank. I n that case, 35 said cards 16 and 18 can be the sane card and
sai d 20 May 2003 6




i nput/out put nmeans 12 can be omitted. Alternatively, said information
carrier 18 can also be a card with, for exanple, a nagnetic Sbm4y doach
itself is not provided with processor neans. Data can then be witten 5 to,
read fromand deleted fromthe nagnetic strip by said termnal 2. In that
case, electronic postage stanps can be stored under protection by encoding.
It - is imaginable that said termnal 2 has>® supply of such magnetic strip
cards and that a customer buys one or nore of such cards. On the io
magnetic strip, one or nore of such electronic postage stanps can then be
stored. Such nagoeing stseép chirdsigae bitdetpodsgbl éncar d$rs€pmempakl y, chip
cards can 0. be used, as. di sposabl ards. In_Fi.g, 1, the reference nunber
50 rof era(2H aiRranRFRGEa REERTRe 6L dSPPARREAY Fchi REIZOLLLYpPovi dod

Wi th inputéputpatsmeans 21 for accepting said information carrier 18. Said
franking machine 20 is also provided wth a processor 23, which, besides
bei ng connect eBakéngapaei apunpoat pht sabdnyn2que| bis| sbrévafeavedlable

wei ghi ng a , prin 2 AM,19. Via said input/output
means 21,Q§a$§ %%%%gsgg? ég %gédcgﬁgﬁgpgégewa}fh the information carrier

18: Wth the atrdceivihe feoghabgleransorb, ofheafitlankichfgna@ehi(ae 20 can
determ ne the weight of a postal article 22. 25 Wth the aid of said
printer 29?p¥h%ffg%hﬂiﬂﬁlﬁﬁﬁhph5 5BréRfASshBsEqURAPRAY BRI Wi thnfBr nati on 29
on the posgaht 8fiEset oR2c081 AnlNELLEPRhE08228 6OBR! b$esaifHOLng%aRPLE L
humanr eadabl e data 24 related to the mail -sendi ng” organi sation 30 (or other
advertisifg¥ings el combinamhpRi Wgthi gaideideoriskanplienachde dode)

enabl i ng t] jien ion of the postal article in a stanping/sorting
machi ne, %%%8§8f¢§ﬂ§%kg(%g?k 28, for exanple in the formof a

t wo- di mensi onatef@ingode0@8g80whi 68 sorrahRsnfumbier (2p9ssifbky emceaded, 35
information. Said franking mark 28 shall at |east contain a 20 May 2003 7
uni que biPe’RrPRNtEAcONse BPCWRFBR/ Wi || be explained further on, and an
identification . Iheghdent hii gat | Ldent.Lthe Re us €. the
per son who pur%ﬁgggénghg8gﬁeggpgn§? Eggtgggﬁg?gﬁpﬁbgﬁdﬁgﬁ)tﬁg %39%5 W th
whi ch t heabdécad&dnidentkfisapiont eddel Antlhe ddentefli catidoe bdde i s coupl ed
to the pripting device, this can, for exanple, be a unique code associ ated
with saidsgikPgQ. In that case, the owner of the franking machine is
responsi bl e foehporsh§l esbsasdow Whetherusaeotieebaetr aded tpFIage ont anps.
ZO As identification code of the user, the nunber of said bank card 16 can
be used. FRESbARKCEEFBChuRBeFOTBaREPEr 18I FoadghrqdtokaRbdr hecFeceEoupl ed
to the usgemoWhi kgo@, reasonabl e degree of ~certainty can be provided that
the user 1s the owner of said bank card 16 by having himidentify 1s

hi nsel f via a Ehéckbde. (1002-1014) whether the decoded unique bit

string is valid by comparing it to data stored in said the
second memory (40).

In accordance with the second aspect of the invention,
there is provided a system for producing and checking a
franking mark (28) comprising means for:

storing a set of unique bit strings in a first memory
(28) in a central office (34), connected to a plurality of
terminals (2);

making one or more of said unique bit strings available
to at least one of said terminals (2);

receiving from at least one of said terminals (2) a
copy of said unique bit strings in combination with an

identification code and storing said copy of said unique bit



Further, said franking mark 28 can conprise information related to the
termnal 2 and the franking machine 20, as well as the type %m&sigm
delivery (regular, express delivery, registered, per air mail, etc. 20
The franking value can also be printed on the postal article 22 in
human-readable form 31. On said postal _article 22, space is allocated for
the address 30 of the addressee. The sy& em shown in Fig. 1 conprises a
device 32 to 25 read in said postal articles 22 during dispatch fromthe
sender to the addressee. If the unique bit string directly represents a
franki ng e&kdegst he toamblinadgival wéthf eaiexdnenetifdaatienckecdedn Bhe data
read in bgegaig devi ce %% zqn be supplied to the exchange 34. The

i nfor mat i 58 CRAPCRSTETY, (A84d i n by said device 32 can be supplied to said
exchange 34 inraadipgi Q808-80ABNRE" a FRankApY! Wak®k t(2S)i Hffid@LiOnh40 a
processor 36 present in said exchange 34, said exchange 34 is provided wth
sui t abl e PRBOt PréAKSd4eNWRi diecamenténnect ed to sai-d 3s processor 36. 20

May 2003 8 For 4 ntioRQG _ h a Iy he jnavention,,said
exchange 34 isdgggbgggbﬁeﬁgrggﬁée Eﬁﬁgﬁ %%é%ldéﬁﬁérs %%ﬂ iﬁfgﬁﬂdﬁﬁ

cour se t hesdeapdedotideaguiifiedttionbeopky andalal Yiesepidatum inpiiias. They can
refer to different s fields within one larger nenory. Fig. 2a shows a
possi bl e Ehﬁ&ﬂpﬁent of the functioning of the termnal 2 during operation.
A customer arrir4es itd 4 ' AR WaNSSEES, 1 heSy d.+16 (this
shal | hereinafter gbﬁggg %E%FgFg?htgl%g ggt%§§Ha%1§%é%#§gfgh§¥}any

(mul ti-fukefrsaary &hi pover drawdngise indendspowailyy aisn@ot /idutyattrateizors 12.

The processo d iat moni_t qr, 8 ich e Q ectronic

post age s§§n%25t%§9§§§§§He¥h@aﬁgg £5 ﬁagéml$ﬁgﬂéﬁ%ﬁ%ﬁ%g59£;nah¥or exanpl e,

i ndi cat e phatibalairshehet dnpenthiase hasf badlsideg bppaarchthibd ttHan t erm shal |
be used here'nifter for every possible type of information carrier 18) with
100 eIectPBﬁ%e poERageCsPRAYs of 80 cents. This takes place in step 202.
The processor 4 reads the nunber'of the bank card 16 and asks the user to
identify hinmself with his PIN code, 20 steps 204 and 206. In step 208, said
processor 4 checks, in a manner known per se, whether the custoner has
identified hinmself correctly. If not, an error nessage follows in step 210.
After the error nmessage in step 210, said processor 9 can 2s return to the
begi nning of the flowhart drawn in Fig. 2a. Alternatively, a user, as
known per se, can be given three opportunities to enter the correct PIN
code.



If a .user has identified hinself in the correct manner, the programin said -
processor 4 junps to step 212 and reads 30 a franking nunber.ol ﬁéﬁq§rdance
with the invention, the franking nunber consists of a bit Stglﬂ% his
unique and is selected froma set of unique bit strings. The set of unique
bit strings is stored in said nenory 88 in said exchange 34. Said exchange
34 is connected to 35 several termnals 2 distributed across the country
and can, 20 May 2003 9 for exanple via the PSTN 46, make one or nore
uniquedfranking EﬁgbeﬂSshﬁmblahlembbdﬁméhe &QtaobyuﬂéﬂgﬁgEb%HKgagtb”HHEerS
to said termyy In,t .,event, a certain_anoupt _o esi red unj que,

f ranki ng nug%Q?éREgﬁnbel?rgﬁéFgrPgﬁ barmade, 9fisap: FRFO¥MAREPRCRERIRY BB in
t he exchangewBilchoohbeoremory éléﬁtfbﬁiéeﬁ@%ﬁabezst£$§§r8§£iHé'Htoﬂ?wﬁver,
each of the termals,h2 cgn havEgstored a_certain supply of unique franking

nunbers in sai d feRor $365PEMSr EREngteRs PRap Methednéerr pgavicingoan
establishb a ebeceedhdd pesvega tbaempgerm nal 10 2 and the exchange 34 each
tirme a transactign mﬁéB a custoner takes place. Transm ssion of the unique

bit strings can b&9pr dPeEhays; thenptepeopLapt Mekhadr fornprowddingutheue
franki ng nunékestionibepoBedgy 38amb, tie ﬁKf@ﬁ”G@esﬂsQRQ&%SBE’aféguﬁé le,

of bit strings OE_lZS i5 bits. This set thus contains such a |arge nunber
of uni que franki hg9nuABePRoVEathenstapedEpsr Prdahingndar electiropéccover ed
for years topéstege Ps ably prior to step 212, the custoner pays the

franking.-card 18 _in an electronic manner. This is done with 20 the . aid of
the bank%ard. |8i9n 3PnBRAWE khewAtpes Ser pwintingtansajeckaopicf said

bank card 16st&mp, rggw,@;[c}ba@gecggqnad)@yé@n% LakkeeP) ace by debiting the
cust omer' s bank Eflancg. The manner in which this Is done is known to those
af t98nd%do0o

skilled in the a8adndb pbhgwi thef gEepsr oéxpl mathpdnaneoeding £6 t he

case that satite bianNeressh 16n GORDEN SESe rgpi %& h ,@9&1&.0\'\/@0'
can be debited dhr"gctéy fromthe bal ang{eb g!#l&g%i gﬁbﬁ c%r%aajiG‘.go ynent can
ta

al so take pl ace hshaWg fr 8¥&5eWraqceRdangr 69i the, inventhen, in

i Nput / ousputwisichrasss ﬂé,médée@ﬂr@gﬁefsf&%i N8opited8 i n which both the
I dentification gpgg a dﬁihe rel at franki ng nunbers are stored. In an
enti

enmbodi nent, sai }gragmatsgaliyshawg fr aaktHRInDEBERSSaferst ored
with a nessaupstal erticlds on code MACL, which is calculated by the SAM 3

of the term nal EE 2 5q&$ther with the processor of the bank card 16. As
known, g. ows some elements for checking a franking

mark;

20 Figs. 8 up to and including 14 show flowcharts which
further illustrate the checking process.

In Fig. 1, reference number 2 refers to a terminal,
which, for example, is set up in the wall of a post office.
Said terminal 2 can communicate with an exchange 34, for

25 example via the public switched telephone network (PSTN) 46.
Communication paths via other networks are of course.
possible. In this case, use can be made of the Internet.
Communication can also take place in other ways, for example
via CDROMs, floppy disks, etc.

30 The terminal 2 shown in Fig. 1 comprises a processor 4,
which is coupled to display means 8 for communicating with a
user. -Said terminal 2 also comprises a memory 6, which is
connected to said processor 4. Reference number 10
diagrammatically refers to a keyboard, with which a user can

35 input data and instructions for said processor 4. To this



20 May 2003 10 a MAC is a checksum of supplied text by neans of which it
can be checked whether the supplied text is valid. Each nodi 1;?8@@%}) 3N t he
text (in this case the identification code and the franking %bcan be
detected. A MAC can 5 only be cross-calculated with a secret key, which is
~known only to said SAM 3 and the appropriate postal authorities. The -
generation of MACL and the storage ofS%the required data on the franking
card 18 takes place in the steps 214 and 216. io If several franki ng

nunbers are made available fo e, the calculation of as many s ma
cost too nmuch?1 nedt q‘h‘é‘?%‘??ﬁ'@ ﬁ IR Gommectead: t@alsé‘r}ldatPirGﬁeéﬁoﬁAél ﬁﬁ}%e

linited to apn@d:es&catlonwVﬁi:;ﬂH@c id&ﬂiééﬁéaattlo% Ged@ir@nd/ or ot her known
dat a such as, date val ue etc. an alternatrve for the
S3ers

_cal cul ation %‘FC%S ke Mogrls (B’él’satldrye@arlﬁeé’n 'SMY ). ofhe BAM3

further protestsieawelin e ghol &itHin RGGATSAr 24 rzrfefs%r ! n of
the i dent 1 fic t| on code V\A% the issued frankin nber?lsgkreoa?egtﬁgg g‘;%&yMACl

andl or. prot e313Q) B® BreMR AHE1de teraninadhang fSAﬂeSMﬂesii Sh¥Bemayhi s

i nformation éPerH® ot ed dditt ¥ & |AcHander 3 POSSI bl € fraud can be
checked centr al Ii step 218. This wll be further ‘di scussed later. |f
B|

~desired, a term teéd@bm%w%rﬁmylm deld i f} ess@Bl tharninali Ralis2 which
i ssued the f b2 Ak G th 180 CiaHp Lh:elcﬁ{dtfﬁ r#lttshq_zrrermry .T{?xn galig franking
can e

card 18. If desired, said term nal or m part of cal cul ation
whi ch the MAPHAAOUSHIH Wit Ao tehAntialcazsier M&brcprdcmrr ben not be

changed 16Nnot A ek & | hefe Bpdt DutFashians a2 g e,ifdggcwlgﬁr ng

of franking machine 20 in accordance with the net h as expl ai ne

reference t P T ML IRidiahles Ganneaqtons fneth ghownd 1«8114(%1\1 {cap ‘be

I nput / out UthrRaft 2 e;% hi
pulropose By doi ng soih%néﬁgﬁf%s?gﬁhmgg& %%gdql\/a 8“3;‘;‘%?f H g? 't he
franki ng cardf REEIRNS el ddpthes ast tHd I kol n@ir‘hi’crﬂumél aobauika

sui tabl e i npsrd RARE/ df ATMXAHRY,C thd QI En NYent %g;gh ﬂé&ﬁIfUE% | ssues a

command to sajd processor 23 to print an electronic tg'g anp on post al
article 192, sifegdior RN Raymantcedso s erV@s'lteﬁitl’@tl |S§he§’d hiainde/ASNC kraanat

i nstruction &a&ﬂw dif @l e@GhorSilce puiids, éic%%%f)rhe?;%vfi%%dﬁl%t her

MA, CL with t related identification code and franki ng nunber,

i dent i fi cat i D STUPHMETH&FHEANE n F U BEmRLe éﬁ%d&?ﬂmtm%aﬂrom sar d
franki ng caredlelftrdriiprrsanige frmiw i60a BN rited I %dpggt%i' d

franking card 18. will al so be rea On the basis of the read-in data, the
f ranki ng macHi tﬁ'éﬂﬁJ conpiles, in a predeternined manner, a franking mark

and 15 points trssmrurrﬂsmetmﬁ;alt aiii€! B4 205 St hads. fJf’ dddeptaiy afid
oo 8 Tt G0 A bt b 3 YR Gare Taneiig.
can be pri nterdi,orsaifte ipgaitdowvpute nRearids it fart&?u%vd.déd WA onet @ 27.
more suitable connectors which can come into contact with
the processor (not shown) on said chip card 18, as pereons

25 skilled in the art will know. On such an information carrier
18, one or more electronic postage stamps, in an embodiment
of the invention, are stored. Such postage stamps are then °
preferably stored under protection of a message
authentication code (MAC) and/or protection by encoding.

30 In an embodiment, the ATM card/bank card is a multi-
functional chip card, which inter alia can be used for
payment purposes, but also offers possibilities for other -
applications. An examp;e of such a chip card is the Chipper®
of the Netherlands KPN Telecom and Postbank. In that case,

35 said cards 16 and 18 can be the same card and said



. the user,

20 The situation can be such, for exanple, that said processor 23 is able
to check whether the franking value is sufficient in view of l~ght of
said postal article 22. To this end, said postal article 22 Fémﬁaﬁgﬁgd by
t he wei ghi ng neans 25, which send a melghlng signal to said 25 processor
23. The franki ng nunber can, for exanple, belong to a certain sub-group of
all uni que franking nunbers which are®only allowed to be used for postal
articles up to and including 50 grans. A separate sub-group of unique

franki ng nunqers t hen avail abl e wei ght cl.ass and per type of 30
postal deli {/Tgﬂp %sluﬂl" qeans b Jé&hbﬁheg‘léﬁﬁek directly whether the
franking Va|Uelf$ltHﬁﬁ§ﬁlvéEWL ééldfﬁﬁfdﬁhdﬁﬁbntaﬁrﬁﬁéﬁ 1§aé$nt9 sYSpE Vvia
a display (not shown The_ f printed 1n the

rankln% for exang ,
formof a twl GOTEn¥ishal 0% exsuples @nmﬁﬁéeﬁé§t§ r%PtWQ4Qh2§FSQEf is
Preferably th@tf p&awa@dﬁwﬂtrPWde%%xaEnehﬁQSt Dhb& car?OchdyY k?é)%:ﬂ@ten

foll ow . QQ ta: the rel ated franking nunbe the 1dentification code of

t h&Or e FRARaE TOBd@nst dedetest fram) tbe BAGnatie Ste iy hmmm code

whi ch |dent|teem hhe br.anly | a ed 5
with a further N&C (MAC2), g?gﬂﬁﬁ?ﬁ¥£d%?ECFEgB§Fa§t¥%§@%éE$?m C2 is

cal cul at ed bftexfA18NPRT: Rrateatidiong byaencading. té’geme#mwinahhe thatm ng
card 18, whi %Blﬁheé%QnEEStz soroyug,?q%,%ghsacnrﬂs gase c (895 V%m%
te case

Alternatively, the data can a I n enco orm In
t he encodi ngapﬁlkégafél ac Eugitiamerh duyisd ope REomArer 9PHt %WmmmﬁeM|mss

(possi bl i npbbfeRgct Ber&baC'dh% Qafr ?no%%%alsuéhgaféaéfémé c9§éé<5§d SAMLY

may keep track of a counter roma certain nonent

reflects t heSt8mPRF fa‘ﬁﬁu‘n‘be@pm mrﬁdanﬁuﬁa MAgRALIE r 3kl M casiseetn ke 20
up to the noageposaBger Bagdds NoptaRhant yof chﬁbScSP&é‘t@éntJn% B Qadeq PRL!

of the frankin nark Optional ly, the franklng mar k SO conpri se:
addr ess i nf o HEPPBRLLE S8&CSssee and sender (possibly return address),

service infornat iTanFagch 185 tHE PStdite n@ﬁlbeﬁ‘:XQ'OeﬁfQE '{!er £ and
date and tinme. This |E¢ornat|on can then be EFOVI ded wt % rSQ%ing

encoded Wi t MMEABIRG 0y 828N firgnkd ngatrachilng 2Re §|Er@Yl@?QwWi%hyptographlc

~ techni ques. ﬁpﬁt/éﬁﬁpﬁ{:afh@a\% mcffb&ea%ee{ae&nerwi&diﬁf&ﬁ@{% rﬁga.?éigﬁfk
on the postai8 gﬁile 22, said frank |2%Qnac Iné 20 can render eac

fol |l owi ng us d fizenk ingnmachingnBlr ignathAe Pravided whih as

i npossi bl e. phbsessses2pl, aghiich,S bR 1368 bémh§ BBHnESLE@NEe diqgexanmpl e, by
deleting the relgged frankin nunber on_said franking card 18, 3o Upon

di spatch of TRRUBASPLPUE, feans 21, disnPiSeeraBReEbed F‘éc‘ﬁ’v@’l‘m%d?‘%la%stal
article2p2 Wb}, aaprﬁngeteg7thma,aasmqugln a sorting centre. There said
postal article 22.wll .be . ,read jn with the al of the nmeans 32, and it can

be checked agai n'dAeSAIE dNRPLYRUtRUL, Meanse 23, Fad Brﬁﬁéﬁsgﬁf?chéﬁtly
franked. Thecommosidatéeedtal theadhfothatidd MRy r280314.3

With the aid of the weighing means 25, the franking
machine 20 can determine the weight of a postal article 22.
25 With the aid of said printer 27, the franking machine
20 can subsequently print information 29 on the postal
article 22.
Said information 29 comprises, for example, human-
readable data 24 related to the mail-sending organisation
30 (or other advertising), as well as a marking sign 26 (for
example a bar code) enabling automatic orientation of the
postal article in a stamping/sorting machine, and a franking
mark 28, for example in the form of a two-dimensional bar
. code 28, which contains further, possibly encoded,
35 information. Said franking mark 28 shall at least contain a



franking mark 28. The means 32 thus collect all read-in franking marks 28
of all postal articles which are provided therewith. All fra ,@ ?%g(s 28
are subsequently sent to the exchange 34 and are there read in %
processor 36 5 via the input neans 44. Said processor 36 stores the
inputted franking marks in the nmenory_42. At an earlier stage, said
processor 36 had already received datZ fromthe terminals 2 related either
to franking nunbers issued with rel ated identifi cation codes 10 and MAC s,
or to encode@h{ @k eI ation,codes. Said data
‘were stored in dtihe rr:g?r[)?egplgéb %%&sror o?teglgl&F l"‘ﬁ‘hﬁ? explagp edessor 36 is
able to corrp%‘f% he® o aalﬂ@c@h v-’Edjanmiitdafkilonpubd&eam&e45}deg{;1§{c§£ﬂgﬁge in

t he nenor 15 _menory 40. Thus it can be
checked m%efﬁ%?%%%é?gﬁgﬁgtﬁ%%%% g' grlhel REESPR WBﬁoPyrQhaMethe

i ndeed~ : ssuieqﬁrqnﬁecmta?kag@ stawipgr ,ant:ib!erl gnahuévgébxg Qﬂtﬁo‘gﬁic%h&?h

term nal scode-A gy chigne, co aye, been tanpere in

any way, said processo%éggﬁldg‘rel% Ii1fh be dFS@EPFg iogtienncede dMCL and

l\/ﬁcz ?r teﬂcd‘d%lprﬁ &9 rﬂi’hmduhnmnmeleﬁniaﬂkl g/giga%n, ﬁgbg fayageTe ﬁféo[bé% can
en ‘further, Y, e or which user irtegularities

have occurréld eeﬁgﬁ]tg@ t(ﬁﬁin(’f’g%b Saf" eﬁAﬁli - uhRgtBaty casew ithes the

user and/or AWREISAN Fhen ﬁamltiarmma:hiae 2s Aeépbﬁéfbléhfsk @gf?pg ace by

en

processor 3@ [ ue franki n nmbers were s 0 the
termnals 2, r:‘zgirdqtéﬁgr?r{plr% (9%]&3‘955["8"??% E@gﬁu%‘emesf n the rrermry 40.

tth c](c)uré% Silgd fk%ﬁﬁje@tmxmkmmmw DEF ltqaeshﬁégd tﬁei'iﬁ gL t ¥dt|hn
e first p anki n ch were alre sen o
termnals 2 cg%th?n nlo%) Joar I be, ¢ Sgaunﬁ’e‘ RaPkecéé‘éo‘hW’acbs aftexakl sent
fo the exchanydigmehpuniper ehiichalis doapbedhes, thd dséi! S;Lh n% al r eady
be conpared S so that it can checked
directly mg%%g&:ﬂ?ﬁl% %%4% %?Oﬁgrgﬂgbgﬁn??ﬂgb%lﬁ’l’ifé‘f%d$%sw he hiser
termnal s 2ifethei pyoed quarslmxdgbankbeadeGCBymmﬁﬁ@rﬁlﬁr vblh mory

i C

38. If ide HARgkhRo r sses an identification code uni quel y
identifies the owneF,&% I§:lt ﬁnp%%égéard 5 16, it is possible to inplenent the

i nvention with [Es&heary msid f/xhlndmnglmarkram the é@zﬁﬁti@é in 1 5R" ks

28 the pr ocgéigfeQGtgthgh i ¥O I ich custoners have used
whi ch franki ng mbers. Th?grg&gi%g 8:% %@?bﬁ?f@'rf%aﬁa?tﬁélﬁ%s & for
exanpl e, ne¥%S }eaﬁhéhﬁot\i@ﬁgnﬁ BOSthb @@kimrwtrd@tﬂéﬁz ad¥brdEOr M sai d
processor 3gedivehe, Weghktheggt h nkl ng mark 28. | n that
case, d proce?‘sgr 36%esta8 éhgér\g%&'{lh&%lf% oW much the customer must
pay for sendl ng ThEe frankisag p@iu&l cant atke, benprmﬁledhsnotﬂi@r p&StAD
dependent U@;@t\lcj_QI’ZQSlﬁXﬁ - fo4 he postal arti cI e 22 and the
type of di spatch The bal a{&@éﬁofégﬁe cug{%%rra t the bank is then debited
for the rel at edOBnBaAd Postadnansickeod®, pspase. i nsl B6cawéd t £6:5. 1
course, an adu@égg 3@”o?etﬁ8”£d8{: {4g, bal ance can be debited at another
bank, w th which a manner inown per se, a communication link is

est abl i shed. Th'ghﬁd?é(ﬁft&g'e shpwnhiis Qigerhad::omprhmﬁoal devidat3s hey i ssuance

of frargsi ngrewdrbes s n val ug whi.c equired in
-vi ew of the_ weight ?ﬁﬁd ﬁ&s}fﬂ g{f‘@%fésjspa%chél‘g’f Cﬁ' "Q] é’r‘{“} he 22 The
uni que frari¥? QSt%uﬁBEradgr@ﬁ&eorﬂ@ the i uteirgqud ibgat |sm¢1qf tdigRAHA

ticle 22. h t f t
article réﬁh@eéé@ﬁlglggfgﬁﬂpﬁ?d‘pﬁ%’g %%1@%}3% 0 erI’I se i nformation

related to the franking va ary, of cards are
possi bl e: R caRbsbef checkedp| Bhe ldat < araln) i&ﬂfbwcﬁh‘iopmlilc% s» cards
(for exanpl&aasieds, 8184 pt8at'flg§)exclhnaz;[gr}eec§y ree

e information which is
30 read in by said device 32 can be supplied to said exchange
34 in any prior art manner.

For inputting the information to a processor 36 present
in said exchange 34, said exchange 34 is provided with

Suitable input means 44 which are connected to said
35 processor 36.



di fferent ways of paynment are further possible in both cases: entire

pre-paynent of each el ectronic postage stanp, entire post- pag each
el ectroni c postage stanp, and a conbi nation of pre-paid and post- palg
el ectroni c postage 35 stanps . 20 May 2003 t5 Figs. 2b and 3b show

flowcharts for an alternative enbodi ngnt of the method according to the
I nvention. Said alternative nmethod is related to an enbodi nent in which a
uni que franking nunber is not applied per postal article. 5 In sonme cases,

a customer coul droy stingXenferiiihgl Q32 %fetﬁBEieaE%fr@l'iggt EbC{:ﬁé h%—m@ﬁ)

Wth the means avallable at thi's tinme for storin on Cre
and/ or car d$33oEXFAR nﬂetﬁ4n&§n§FP€e§@bl$spr¢Yld§d|w#m&sthreetmemoniessuch

| ar ge amount3g,ofaoyniseye o’ @Bkir-ag eua@era | 0 exanpl e, of
128 bits. Thi s prohl.em can be circunvent re §§Ep?%QGgF%% %&?§%nk|ng nunber

with a certﬁqﬂs&89ﬁ@§iS@EﬁﬁéteTmémﬁﬁiﬁéd Tb¢chen|deﬁgrahoedéffenent st anp

wth coumtemlegdgxwr%hquoag theqRas Fig. 2b. Step 252 cor15 responds
to step 202 in Flg 2a. E gQE h§m8£yan abbrevi ated way that a user

nust identify hifikkl f2a f%\owéx@rrﬂoéslibltehembadnmen&soéxphal fliadctdonlimgoasi s

of steps 206f2§ge|@e§hgn 7a onds with step 212 in Fig. 2a.
20 After the processor ahag §gggn§ ?é% ?ﬁg nunber, said processor 4, in

step 258, readsAacﬁﬁﬂﬁmﬁﬁ‘ﬁmnyyessamdSpidcesxmunélcanadd fLheertsohiaxanpl e,
. by asking t S I 3¢t 8 sych a counter _val The
Sam tugs of Thecaztnee, (TR bhRL1 nbPehRRLdr PHE W MO E00dR HR.

magni tude of the counter va ermn t hat
the rel ¥ ed PFanﬂlhgnhdﬁEMrcnaﬁ be asgd(mwitnfﬁancvﬁ¢uallhehtpuﬁaed)cah.

represent atHBNEbRL¥s ahu@nphkﬁguﬁ? 98u€‘8599§d1?héﬁ%§§ér§$l%ﬁg yboard

~stanps. The user can n er ounter- value vria
10. so | n stEpuesbs,s¥ig phecmesbton gen@hb@hstyﬁéﬂoﬁnel@etbanie of the

denti ficat th t
Va6, Al tebparageethmbdtcharbust gt ALY %0 RIS | IR AP One Bt o1
val ue, therQ?Br%xaﬂﬁlﬁhehnéééatél?hétohedwbmﬂesanormmr¢hasmamgédaﬁking
cunnoti cegd. ca2@ My (2R3 é@rﬁnogéff ﬁéz?sééjﬂepéfﬁg E@% fbétgggﬁﬁe'ther

MACL with the identification ¢ ank i'ssue t he
counter val B@ssypl ?hEYEﬁc@ﬁeanﬂ@xmatbnnt¢mrtxenk1&g whnm 180 electronic

postage stamps of 80 cents. This takes place in step 202.
- The processor 4 reads the number of the bank card 16
and asks the user to identify himself with his PIN code,
20 steps 204 and 206. .

In step 208, said processor 4 checks, in .a manner known
per se, whether the customer has identified himself
correctly. If not, an error message follows in step 210.
After the error message in step 210, said processor 4 can

25 return to the beginning of the flowchart drawn in Fig. 2a.
Alternatively, a user, as known per se, can be given three
opportunities to enter the correct PIN code.

If a user has identified himself in the correct manner,
the program in said processor 4 jumps to step 212 and reads

30 a franking number. In accordance with the invention, the
franking number consists of a bit string which is unique and
is selected from a set of unique bit strings.

The set of unique bit strings is stored in said memory
38 in said exchange 34. Said exchange 34 is connected to

35 several terminals 2 distributed across the country and can,



5 Again, said franking card 18 can have any enbodi nent such as expl ai ned
above with reference to Fig. 2a. In step 264, the processor 4,34 €F 7 copy
of MACL with identification code, franking nunmber and counter value, or the
encoded formof said data, to the exchange 34. The to exchange 34 again
stores the data in the nenmory 40 andqt hus knows how often the rel ated
franki ng nunber may be used. Fig. 3b“shows a flowchart of the functioning
of ‘franking machine 20 for the enbodi ment in which use is nade of a

o sub L1 eq g EamEse Yir ke nPRISETIaRE Gl N s intans “Sai d st ep

has submtted a request prin
cor r esponds tf6a§i<é59302mbﬁr$r'| gvatbabke fvom tise tdet G haRfudasrfubiHG t ed

this request nugBetBechra e ither MACL with identification

.code, frankin enEeFBangﬁéong%?R]gmg%% a:g‘? @é Y R R SRIGEREN fARMNE r om

t he franki ngo&afeésigedThisqueakesapking mumlséﬂ@ Gdrt bd Nt SOked e
unter value is still qreater

Than sere 1 FraneasrIOf PRon e WERGR ' Tl X SRtiangen tbeio itheor

al l owed to b@en@éyl 6 uinhthe arefrmina) ror m&g&iﬁly}%dﬁé@éﬁp eth d¥ter
step 358, thgp step 352. . If the counter value is, indeed
greater than zerogh?] g% %%’?q?ﬁo? FRF QO?:e%%tEfr I3 supplee 2f Windaus ep
360. In steprMKllsgl dmpbenesisorsaﬁ:l Qﬁiﬁd]@&%%@fdﬁéﬂﬂtﬁf %o I thaUt A g

- manner - t hat mar k_cal ul ated b sald rocessor 23 Is print ed on
t he post al ar§]| c% a‘ggl-g%a'fod 93 P fareorineg Reteteamailye premmided wi t h

MAC2. AlXCer ndtanc| tyl;xe aé}icl%'xgmt?% DI et lﬁkaemd-_%rf QiBA h the
franki ng mar % 3_17 Thereafter,, in step 362, the processor 23
-y coun er-val

decrenents t BNSIAS PR £ ti@ iWlisrieebity striings e
that the relfaéledoelrpmleedte:hhlmganwrp)ﬁromtbenaiﬁﬁ}; once less, or to
decrenent the awv a I urse the cal cul ati on of MACZ al so

t akes the nodifi giaécgéﬁtééf ‘éljr? %'ge %iﬁf’ R UREMbeYR inithe nemeryr38ofe
then forms pehe Q?fcharegé r.'hlnlaorgs:lraaudg Fdoretdmplegstod W iH@irds df 158

remar kedst hagy g¢e r}ﬁ% ue franki n lo nunber and ‘act ual
counter val ue then Stl| entt al s ST 9 npmkey Qf gmnigue

string, howehZankine munbensmthali tthet haed rmmwﬁw rimbdrss W11 hge uni que
franki ng nurdigse rb@efocyryr%rll GQu c{o value is then jointly read by the
u y ST0Te

means 32, and subsequent’ly al so d in the exchange 34, 15 via the input
means 44 with thereferaply mripocessste3@12n the customer pays the

franking card 18 in an electronic manner. This is done with
20 the aid of the bank card.16 in a manner known per se. That
is to say that, if said bank card 16 is a regular bank card,
payment takes place by debiting the customer's bank balance.
The manner in which this is done is known to those skilled
in the art and does not require further explanation here. In
25 the case that said bank card 16 comprises an electronic
purse, the amount owed can be debited directly from the

balance of said bank card 16. Payment can also take place in
cash.

The processor 4 then provides, via the input/output
30 means 14, a separate franking card 18 in which both the
identification code and the related franking numbers are
stored. In an embodiment, said identification code and said
franking numbers are stored with a message authentication
| code MAC1l, which is calculated by the SAM 3 of the terminal
35 2 together with the processor of the bank card 16. As known,



the menory 42. Said processor 36 then has the possibility of checking

whet her each conbination of franking nunber and counter val ugging,yistged
used only once. Since the related information is protected by MAC2 or is
securely stored by 20 encoding, illicit nodification of these nunbers can
be detected by processor 36. Said prqgessor 36 can al so check whether the
custoner has used the franking nunber fox the permtted nunber of times. 25
It will be clear that the embodinment according to Figs. 2b and 3b, just as

t he enbodi msnt cordin Fi 2a_and 3 n, be used t re-, and
post - payment® chf Joﬁa?l‘%’?‘?k?ggp%g lqaﬁtﬁ’ﬁg BY¥oDARRENP a@%@?ﬁi%ﬁ to
Fig. 1, whereanudse i sSheaked orhdtieef rwlmmdw téxtt 9s39aledal re&cht he use
of the franki Qﬁefcfrd 18 to a nunber OI.}rE -sel ected fragkl ng mach:Lnes 20.
To this end MHEFCARKPRGIE FRR HOKEaHTbE Addo FRABAENE L AAPRBAELFARHRR ng
machi ne codesodd edrid €€hé Of Sanh i A Wﬂﬁ%'nnﬁé agte@EeHh'ﬁhMA@ecé'ﬁe of

said franking card 18 is permtted. further option is to
i mpl emenf t IRNLY RenfrPRmrcatcud ated W#F*Sl?cﬁe&rﬁﬁnhéb’rtﬂbﬂ-céahﬁ OWRe

franking cardilylfd ssald s Pom@dife UstepriieBeposPayshllhof eyl W th

franking cards 18 can then i n-pointe formation related to said
fraudul ent | YR& EPNS BRIy %%r hsa%ri:ﬂ%éf—%QG?n@ﬁuﬂéﬁ saquiredopdatary

franking cargh ¥he SEPSERLEN ddrd SPE Oed L RI0In EﬁEaEEQPEOZH'eand

fraudul ently ~" used franking cards 18, can then be transferred
"unper cei vedl&-0 the franki ng machi nes 20, which store the 1o rel ated

i nf or magpon in axfregawréno:er%ﬁma nihbér & Ued RideMalvia i1 U IeRR! Lk eused
franking card 18 wishes to print an el ectronic postage stanp, the franhking

machi ne 20 &% Gaketlation Qhrag manndAGH ey cgsingopemych timgaval id.
. This can be ﬂm&f@eramﬂéﬂ@igangtﬁélecﬁcaum&anosft mcn5m5§a95' ng card 18

or maki ng them non readabl e, b sinply refusin rint an electronic

post age st ang™ifRg b9 3 lﬁﬁ#f‘é%l%ra’-\ﬁgé%"%ﬁ/ tﬂ@séﬁspgiﬁﬁgaai@ancgéedeadéaged

. As an al ter ratiate #bwh Natls Sstih s WHEEof AskhankivaguBueker, which for
exanpl e_can be used by the custoner for, a 20 predet erm ned nunber of days,

can al sd%be used*s TARsaikernatipesier| the icalrulation afhe WMACY Whkech

post - pay nentdaitak ksaw | #L& B dfvted afe erddtRidd &6k nurrber is still
uni que, but the rang‘légghnurrber i s used for nore_than _one postal article

22. Since in that°%a ¢F PRPHGCELPR 2B the holey dhe Hnecessete 4. anki ng
number can prefeAthBDy serd- aprwggl@sotwmtehbaman codeswitAf ehabl e
in such an enbodi t t o | N code whi CE t he user of t he franking
card 18 req 'Srsé’?C{mrf qp &3 PRILHAGEY PYaMACLs 2B/ CRePFPERRERE
nmachi ne2@0. biyn dridd gL, t S aikk Ixdliaidd M, MabAche s r@esithde arranged such

that it can ck the PIN code asspci ate th saldfrankln card Fi
Lhat 11 can schecl (e DI code assprial ed Wt s d Lien g cand, 1, Fio

fraud can be checked centrally, step 218. This will be
further discussed later.
If desired, a terminal code, which uniquely identifies

25 the terminal 2 which issued the franking card 18, can be
stored in the memory of the franklng card 18. If desired,
salid terminal code can form part of the calculation which
the MAC1 has supplied. The terminal code, namely, can then
not be changed unnoticed either.

30 Fig. 3a shows a flowchart of the functioning of
franking machine 20 in accordance with the method as
explained with reference to Fig. 2a.

A user inserts his franking card 18 in the
input/output means 21 of the franking machine 20 intended

35 for this purpose. By doing so, contact is established



invention in which use is nade of a PC of a user instead of a termnal 2
such as shown in Fig. 1. 20 May 2003 19 Parts which are id tm5§@06§1
Figs. 1 and 5 have the sanme reference nunbers. In Fig. 5, reference nunber
52 designates the mcroprocessor of the PC 50 of a user. The m croprocessor
5 52 is connected to a nonitor 54, a printer 62, a keyboard 58 and, if
desired, a nouse 60. In one enbodineﬂﬂ; the m croprocessor is

al so. connected to input/output nmeans 14, which can accept a bank card 18

(mul ti-functj ~hipga lat i Cs qr for determ_ni the io
encodi ngs ofbgﬁg&%gtgﬂgokgénﬁiﬁhtgg%%?ﬁ% ﬁﬁ%r%@ﬁo@gﬁﬁﬁsﬁﬁf:g§1°5etggupled
to a SAM 64. fraskimgruopchinesdn.57iks suitaddieedhpuar mexasp! (FoH axkhp1BSTN,
to a server .gy to ich seyer conput er._ systemnms:- can be connect ed.
Several ser vér Eégg{)é?r%l’ Cg%@bggggnzro e i 5€&adF SWSth & 1rAMmagith teofAde: i ons
to PCs. Sai dpsecegssosy8Beto7friatcannedietd rionichpoteltin gt ath oﬁagés%aﬁyer

tem 7 | . 72, to whi SAM or HSM (= Host
SLaurity hodiretSs Zanohy opoBDCRE RRtel encasks A diav ARty Labes SA

But with rrpghhh'afgachéanﬁanaﬂrﬁkt):iaﬁ ih&scwg&epmfei%,ccéﬁléwimki %Blid
et ween sai n e _server st can, for exanple, take place
with an InteP%%%ég?gfo%%Ir?P ?iFﬁéF'E@k§h8%5%aQQQMﬁﬁﬁégéQﬁ an enbodi ment
of the 25 fuhdenvhfihgaviohheoBE 2fdi Fridhkieennemibedl, tdie gtHeesent invention
for rel oadin apk card 18 with g certain desired anount to be spent on
el ectronic s?%§$€+9¥fﬁeiﬁﬁ F8$%t§§gt8%ﬁh2r @gﬁﬁﬁ BUMRE 4 o fensgegigda form
el ectronic sfromp said Svahkénbaskreand.l8f pa-dsent!,eRrHdZeddi®al code,
mcroprocess‘gléi 2 waits until a uiar submi.ts a reguest for. providing an

n

amount for o Hor2torefedp, sate fankdvds Camss Lerowidde@dsondesuch a
request, thereadr makes use of the known input means, such as keyboard 58
" the 1nputf out Bt ORI 28§30 shee F SRl s LS A SV MAERINg @
the nonitor 3@ cempibes) einaskpretetesained naemex,y i FF]iind ndrkiatied
pank card 1EPTHER O uPR obERLPORE NS SFFICIS Bhar RiRP 306 To This 0 | °
end, said franking machine 20, in a manner known per se, is
provided with an opening in which.the postal article 22 can
be inserted, so that the franking mark can be printed on o
the postal article ‘22 with the aid of the printer 27.
20 The situation can be such, for example, that said
processor 23 is able to check whether the franking value is
sufficient in view of the weight of said postal article 22.
‘To this end, said postal article 22 is weighed by the.
weighing means 25, which send a weighing signal to said
25 processor 23. The franking number can, for example, belong
to a certain sub-group of all unique franking‘numbers which
are only allowed to be used for postal articles up to and
including 50 grams. A separate sub-group of unique franking -
numbers is then available per weight class and per type of
30 postal delivery. Said processor 23 can thus check directly
whether the franking value is correct, ahd, if this is not
the case, warn the user via a display (not shown).
The franking mark, for example, is printed in the form
of a two-dimensional bar code 28 on the postal article 22.
35 Preferably the franking mark comprises at least the



S mcroprocessor 52 can read the nunmber of said bank card 18. Subsequently
the user shall have to identify hinself, for exanple with th é}%ﬁ 32 PI'N
code, in order to nake clear that he is the legitimte user oP ank
card 18. The checking of the PIN code preferably takes place, as known 1o
in the prior art, on the bank card 18, ,jtself. Said m croprocessor 52 can
subsequent|ly assune that the: user hasl®een identified in a uni que manner
“with the aid of the bank card nunber, for exanple. This takes place in step
404. Alternat| ﬁéﬁ the m croprocessor 52 can ask the user to 15 enter the

conmbi nati on &P Rngafdtaintde Hedated fsankipohaumbsrgusheonbi nation, via
keyboard 58, 1€EhQ&fWEhQﬁohhb%d§ﬂd¥'ﬁ%éCQ%%§eth§C%|&*uﬁﬁltﬁﬁdgco§0§h|n t hat

case, said PC 50 nust have this conbination o ata securely store 20 I'n
step 406, thEeKMdpgpr eeddigh ar dqaadiing machdne tmiakmgchudblenté.ifitetse
exchange 34. ¢fhi TS gna I g ence to
the figs. 2a and %fgﬁﬁghﬁéequen?ﬁy t he *gﬁﬁfiéglgl%ﬁéda%3¥§fmkkgﬁ§% , 25
together5W|tWitheab§nKtb@¢dMB® (g@ﬁ@ﬂategeapWAﬁtaMAﬁn Mhetﬁeahkang of t he

i dentificatigg,godg,ah Lhemeser.s tﬁq %teg‘d 3’ %?&'ﬂ 19 nﬁﬁeg natr‘lu Ve y 9 said

bal ance that was nmade aval able for e ron
server systeﬁﬁ¢blﬁal89I§P§§t@#remuddlmgeofrahklngemmmﬁld@bl@hi&h code, the

franki ng nu I kes n step
410, the mcroorocgsaast BE BRETLAEY Mk S pRbReRAdE ThER, BB, ohe.
t he frank|ngAhﬁﬁﬁaatéﬁélyaldhbahameec@m BﬂGObbekpaamdeHBinlbn@ndemtodlng

step hagel akepris PhaphiibASLRAd Phe? MAGAIRLCHRRELCR ICFRE0IHA0S, Of the

20 May 2003 |6en I cation co klng nu
bal ance are QfokadwOncrwptbamhpmamdteahnauups41ppsﬂiblyednedu§ﬁmkpnﬂﬂﬂ

sends a copy. Qgcghéhgﬁeyﬁgl |ngs g?ﬂ%h @ E@gﬁre heg%éﬁgkl unber 5

and t he bala enc |f|cat|o ng
nunber and thtapkl afica, counties &h@m@ngéIQm.aS@eit@Mmhmngen$4im Mln&gamn

store said dfggléetgtghge%ft&ﬁggldﬁfntte hePo ?ﬁl%ratrﬁ&n%t 'haQ‘?erffr%an% ence

on the bank 1o card 18 that can use or elfectronicstanps 1s°Co
Fig. 4bl8hovRagBing 28enp &Pt ithig qomemt congerseshi Mhehgontient loderthis

provi ded wi {Soanbak 3eA8n 8380 18! paTl: e RS F0akikily fack.|anking mark on

a postal article. ~5 ter the re ogramis starte step 450, said

PC 50 waits unti pPFﬁénéé-érY hdhes dixanking manky 28 caroraled mAmpyié r anki ng

mark, step 98ddress information of addressee and sender (possibly
return address), service information such as "registered",

20 "express delivery", etc., and date and time. This
information can then be provided with a MAC and/or be
encoded with the above-mentioned data with the aid of known
cryptographic techniques.

After the franking machine 20 has printed the franking

25 mark on the postal article 22, said franking machine 20 can
render each following use of the used franking number on

~the franking card 18 impossible. This takes place in step
308. This may be done, for example, by deleting the related
franking number on said franking card 18.

30 Upon dispatch of the postal article 22 from a sender
to a receiver, said postal article 22 will, at a given
time, arrive in a sorting centre. There said postal article
22 will be read in with the aid of the means 32, and it
can be checked again whether said postal article 22 has

35 been sufficiently franked. The means 32 read at least the




Via step 454, said PC 50 experiences how high the postage costs nust be
that are to be processed in the 20 franking nmark. The user - qvgp%ﬁj t he
post age costs, for exanple, via the keyboard 58. It is inmaginab at this
step is automated with the aid of an automatic wei ghing device (not shown),
connected to said PC 50, which weighs,the postal article, after which the
postage costs are 25 automatically det®r i ned and passed on to said PC 50.
The user has brought his bank card 18 into contact again with the

i nput / out put S |n W t he a d of his
Plﬁ code. pTthﬁ?g?Séfggggsg? 5?ﬂreagghﬁﬁa? Hﬁﬁg Fﬂg ect Lf Bﬁaé the 30
f ranki ng nunﬁganﬁﬁagtmérgstaa|owaaamcpoetanharbaukesawﬂld@ aﬁéeprééﬁdeEhe

M cr opr ocess se ntgl k t ep,458 et her the actual bal ance
‘is su?flmenteﬁ géw?gg dgg?rg %n%2ﬁ§g§35§§t28 fFendbseauenthyesentt ke user

t hen fol|omsthe2exwa9ngeos4zanunaseephéﬁe reatiaihi by, ther ﬁééaPﬁsr ggat the
user nustg re§39r Q|§ Bﬁ%a@pe on ? e bagk card. In step 4p

n1croprocessor 5 he PP BeaRs B nPBLdePrPEeREP Rt 3G $F%h%$n§hﬁark

cal cul ated b#nphetsawfsaﬁk;ngnmhhgspQﬁtaheamémgky 22 after the user has

inserted .the postal _article 2z in the printer In_that regard, SAM 64,
together with thé@bgﬁkg }gefSStEQPCuFEPQSPNQEQSSHrtﬁé hadi alseadyl data

whi ch are |n€¢Gdeﬂedndaba Eremkthe ﬁthznéMBng ﬁ@lg@edtéﬁthgﬁnﬁbflcatlOn
code, the ung g#g 3@5 g nunmber, E i Iance and the postage
costs. As an a ern%t TVEPPEP dSPUSHaYiRE 5o @E%ﬂd fprtifieotien) @odasa can
be encodfd. ame M@@hsprefetabbncaﬂéa ﬁﬁahﬁiﬂq AutiSe £O4Q1 M £81 dpsguel v

identifies tep t he actual balance is decrenmented in
. 1s step 464 éh{%# c?f%é eﬁOS g datesWerer 250ked Imhcthevnemous

bal ance t herd@ elwe@mtﬁrd)besaobuns t'ma:hsl §a§all{3fo@g§é$§.bj§ {erafiat bgr
' whi ch 1s descri bed

el ectronic S mar ked, t hat enbodi nent

on the basis < @E EI gséhél déﬁ% LRGSkve Hﬁ?qEQean?V%HR‘PW éberfteryused
just until t3foxTAdeyi il theal memery s42x peitie deh&loaeyLr st Sihdigeih hea f§t ual

_ bal ance ;and I age costs are i.ncluded in each franklng
mar k, tﬁgrert?és}l%ﬂf ﬁmﬁ?ﬁ%nggfc%n N ﬁlée‘g#? s‘f’???ﬁe’be?hﬁ)ofs’fﬁﬁ BRgicle. 25
After step Aubeinm presenin tetsahd memosyeh2 4m5é)re Thﬁdé@d/@é‘éuéd t he

cust onmer pr h ner restores the
bal ance on ﬁ{tgg gfa%}rﬁ(h%%snﬁvﬁgéfi:g‘tﬁhé ﬁ%gr‘gff@" %‘?r% %'al?l}elﬁe%ﬂﬁﬂter

known per s&oden angforx e@m dﬁramleimtgebnachnm«eamb@g&mvé Areserp| eBédvi a the
exchange 34Mﬂyunm&1 rodirect fron1t nk card 18
5 thlszgonprlses a onlc paﬁiégggbog 9 can éé&lve th ect Yy

from the MACl and MAC2 or encoded data included in the
franking mark. Said processor 36 can then further derive
for which terminal 2 and/or which user irregularities have
occurred. The identification code, after all, uniquely
identifies the user and/or the SAM 3 in the terminal 2.

25 A further check takes place by processor 36
maintalnlng which unique franking numbers were sent to the
terminals 2, for example by storing said franking numbers
in the memory 40. Of course said franking numbers can also
be stored in another memory. In the first place, said

30 franking numbers which were already~sent to the terminals 2
can then not be sent again. In the second place, the déta
sent to the exchange 34 by the terminals 2 can then, in a
first round, already be compared to the issued franking
numbers, so that it can be checked directly whether the



It is also imaginable, however, to |l et paynent be nade | ater, as expl ai ned
above with reference to the enbodinent 35 of Fig. 1. In thatzb sbost he
bal ance | oaded i n the ban) 20 May 2003 23 card | 8, does not represent a
total amount which can be expended on el ectronic stanps, but the nunber of
times that the franking nunber provi 44d can be used. The advant age of

post ~paynent is that the user does not need to weigh his 5 postal article
22.in advance in order to have the correct franking value included in the

franki ng mar t : he. f ranki rk re _tgo, uniqyuel entifies
t he user, an %@F\ b}s?{é‘a%%%?l é,SﬁgsgaﬁHegﬁﬁU%?gg?ﬁgﬁts ? YR gpdéﬁége bank
bal ance can ﬁeamhimgnnhmbérg whiichederébsenvefromhthe ﬁemprgs@@ce of the
uni que franking th i.dentificatiqn code and_t I nt balance
guar ant ees t hat ggngg o?%ﬁ?kéPﬁuEﬁéknguE°ﬁﬁﬁaﬁsﬁyaﬁugﬁﬁﬂgé

fraud can becd@&enhbdhlunEQMalylxdehtlfﬁeéUth@ebwhe&abkedhéhbbnklvﬁﬁﬁwiOf
or togetQpr n_i e.to

i ncl ude an |%§ht}? %ﬁt?ngg?i ggéiﬁ$6§$?ﬁ eﬁﬁgfigxepﬁ&%nggi%5|&qﬂ%ﬁ case,

t he owner of paymerE, SAF1eE ha BAM Qﬂomsthgsﬁeﬁéibéﬁ FeankifgCAEreE JBNRE!
of the electronic gostg e sta s and foi g L fraud carried out with
the 20 PC 50P*9¢e§%° %ntB €8 BnsaRivoealivipfesd vec ¥bdsh SUHONR LR r am

for purchasum@m@é@c&hmwaaﬁkaﬁe ﬁﬁﬁiﬁ&r&p PHLBObpeakl @Rerules. In a
further enbodlrmﬂhﬁiy aid of a go a standard PC w t hout SAM 64
can be used.P?%f 1E§5Eha§aFBe2§e§E?5§ cah?bt S¥AMBILE, cBPAFMERS TS, The
franki ngorrarweiqhtt hen @h@ob'@@aa@ bbeiceenye aéha Lﬁfb&ﬁ\ 8¥S AR BB | N
server syste éﬁ? t to said PC5 t hen conbi nes the

KW

recei ved fra ?@FpBQQFBb@rOYEEF gh?o ﬁﬁP RIama@Lkr i4fs Ihis on

t he post al an:hatslcfaé’é wsaid 3prbBesabd 96 estabBishds kR that s Hdpt ead
nps, on bank card

of working with the storage of a bal ance for el tro C S
78, "one. 1 arishy s ke fatolie RemRat, BEY | E9BISFIGRAPnERE ERIAGEEEOTLAL h <
case, paynendstidle) eohe Cind @netaaneﬁtwimgpdeiaehabht hgbﬁ plﬁxg \C/iv: {ﬁc; Iny
20 Nay 3503 D Rr ERF IBLPEE. Of0tBErPaREAh PREBELE Bl PPa e tiser
must uni quelof |djfspaﬁ¢hhlmlbaléﬁéeeéﬂnﬁhe Muéboiwe& AtMthenbatkbies and an
assacl atod Rully RIGLECRN e LPRDC LN SRLLORLUER 511 1 nfBiE3, Rhafly ap on
franki ng narde vmlrfstaeanhlqﬂetlbis,sbfl ogunae, ban gknevdiced cand ber ¥t on a
SSuTerty Ak S B haEERACEE, BRCEnS Babhe e WARYEVEE
20 a manner known per se, a communication link is established.
' The advantage of this alternative method is that the
issuance of franking numbers is not yet coupled to the
value which is required in view of the weight and the type
of dispatch of said poétal article 22. The unique franking
25 number is then only an identification of the postal article
22. The franking number does then not need to comprise
information felated to the frahking value.
In theory, therefore, two types of cards are possible:
. loadable cards (for example chip cards) and non—ldédable
30 cards (for example magnetic strip cards). In theory, three
different ways of payment are further possible in both
cases! entire pre-payment of each electronic postage stamp,
entire post-payment of each electronic postage stamp, and a
combination of pre-paid and post-paid electronic postage
35 stamps.



10 1010616, of which the priority is clainmed. Below, the processing wll

further discussed of docunents provided with such a franklngégﬁwéx &¢ﬂ
particularly on the checking of the validity thereof. As an % t hat

regard, the situation that the docunments concern postal articles will 15 be
di scussed. As nentioned before, the docunents are not required to be postal
articles. First, a short descriptioni®i ||l be given of the "BriefPost 2000"
(LetterMail 2000) system which was devel oped by the Netherlands PTT Post.
This is followed by 20 a description of how the franking mark can be

checked in the spids NRWrag@ssb Showl OSicREEPs ﬁb‘foé‘ﬁtéftéfﬁ&gﬂgew Llhl n
Ivisible in

Bri ef Post 200 25 di a rannatlcally expl aj ned in . and
two producti oﬂaé‘teé‘s"sé%tg € (T Mtﬁ%’iﬁln%r‘i%f%tiW@WOQL&@@ Mai |
Small) and "Brdeafmastvdmainod Led Lesididd 19 O » erfled i rich 01&{%1%&“9 large

postal articles respectively. 30 These two categories are sor
di fferent metHigss frankimaaryneer ety amJEwtamgcpwsabompugbezhe

. sane but ssepa aigie/ ddPdLMENt Qs SGkd %I%Sﬁl?sh Leof Si)ééb NGy

pﬁ?ﬁe this
sorts the mail for the sorting centres: . secon sor g pass
sorts the ni9stedr ariiclas, tpr exanphe 2(70?8t125th¢16ﬂm23 a‘dalilaablerator

delivery | n EhiiOid 1P A idd) dd¥a fdd Uro@lf | Mlr@oamafopeadegl upbon

the . information in the address’inmage o encodi g conput er
net wor k det d5AvAced e dpmagnret e ovtiilon. 1t nig qmmpolee thestgzeem has

o sec. avaadl o Uit 98 Sldhd ot g hialagh! | chelicing,

phyS|caIIy present I'n the sorting na ne (do SOX
machi ne Yor %Ime G Vot138 hZH'eSs&h#ﬁ@#%b@éﬁe&'&@rﬂtscsnbemqenhedy

pl aced on ”lﬁj dvildidd'% (AR RIng HIRERS: §Per-a SOLLLAIn| QdEHeLp! 0 - NTS

I ndex is placed for "Brlerpost el n" upon success encodrng-, in t he
first sortnﬁfkﬁbs, the sorting information is established herewith, for

exanpl e as a ba@%%“%éﬁﬂb&r%bfaﬁfoviﬁﬁﬂgeaﬁeé?@éthﬁibngtggﬁxwiEp'S can

subsequently be read reli abl dentificatron 1nd his is
pl aced for "984N&E%0 S<§ﬂﬂka nen on thee Ravbui of Fig. "Hpi eSpept 2KRecar-was

not avaiikablespdrniddo %1’%{5"20‘@ indeyg () is not printed, but a sequence
nunber (1X) iIs placed {;g'sortlng information is then stored in the
conput er net wor 1 |%§ hows 1n an abbreviated way that a user must

identlfy himself, for example in.the manner as explained on
the basis of steps 204-210 in Fig. 2a.
Step 256'corresponds with step 212 in Fig. 2a.

20 After the processor 4 has read the franking number,
said processor 4, in step 258, reads a counter value. Said
processor 4 can do this, for example, by asking the user
via the monitor 8 to supply such a counter value. The
magnitude of the counter value then determines the number

25 of times that the related franking number may be used.
Alternatively, the counter'can represent a monetary value
which can be expended on electronic postage stamps. The
user can enter the counter value via the keys of the
keyboard 10.

30 In step 260, said processor 4 generates MAC1l on the
basis_of the identification code of the user, the franking
number issued and the counter value. Alternatively, said
data can be stored in encoded form. The counter value,
therefore, is then securely stored and can not be éhanged

35 unnoticed.



20 to this nunber. For the sorting machine for "Briefpost Goot", this is

done for all postal articles in connection with too short a E‘gﬁg}g@gl
delay line; for the sorting machine for "Briefpost Klein", this thod is

used only if the sorting information is not available on time (within 30 25
sec.). In the second sorting pass, thggsorting information is | ooked up on
the basis of the identification index. For "Briefpost Klein", an
identification index can also be used if the encodi ng conputer cannot

hin a certain ti The mail pust then

determ ne the soxii N mat L on W :

pass 30 through t eé%éséé)és'or%%% Bﬁégeﬁﬁ‘ﬁn |shxes ?T%Mll

(KI'X): this tihedddesdritfi ot idroreadeptiee fiwh kiost aluntde aihdd e uste
nunber, pos i unher, .or prepai |y nunber,_ for exanple in the
formof a bgfro gf(rzlt(g: (eie‘%?ﬁl%s&l rsg%:antn%a%ic‘%ﬂ?(gﬁi% & E&@ Seandking eard
customers oA8the mail as a part of the address: 20 May 2003 26 4. speci al

custoner. i ndex: gthiss is_an,internal index used by the Netherlands PTT Post
whi ch is attach& 61 podFHt %Q'?’E’r%% GREd 1§ gan haveyigny wrbodimented, for

exanpl e, fosuchl esaexplaered ebove RPItK N fdetices e iFigy Pass, " Bri ef post
Klein", the encq_.di M%@s oplsti ngui shes between online and offline
encodi ng: 1. onlh g: EhiRrocessRr f crands \ihereny ohMAGE twikh
| nformat i onidenth€imitidne ceielb!driof g tinbek B Udhrited VRSO geC. )
2. offline gﬂéodi ng. tgglf:o is the process whereby, If the onliné erncoding
was not succassPFOsess formrt s34k datarsso thie gEchange iy ®he with an
i dent i fi0cat esahandex 3l XMgadmd sHoTE I UHY |dat o rimhge,,@@}gi :
address 15 jﬂqg‘ggs the%rti ng information is as yet esta I?ﬁoﬁceédﬂ\%%
after a second" palS¥oPLtse H”%streslt?r‘i‘? f 5Rnkd ngs nigben mawm ke ugedhe mail .
Fig. 7 shows anFdganike shiowan £ Eish cia Pe oo itheMFunttSiash gy Uped in regard
k consists of an encodi ng

computer ot BhmkbE! Bethingodondorodte SRboMBSHNG R Sl RssC (omAdR
Conputer): ohis doshtelutes the encoding operations over the encoding neans
articl oy o ey B SRR N T Bt Prg e s g Mkt A he
det er mi nes ¢wstemeti hgsi sibmintiedn &f Wedutstbdde priatinPidn electronic
postage stamp. Said step corresponds to step 302 in Fig. |
3a. ‘ »
| As soon as the customer has submitted this request,

20 the franking machine reads either MACl with identification
code, franking number and counter value, or said data in
encoded form, from the franking card 18. This takes place
in step 354.

In step 356, the processor 23 checks whether the read-

25 in counter value is still greater than zero. If this is not
the case, the related franking number is not allowed to be
used further and an error message follows in step 358.
After step 358, the program returns to step 352.

If the counter value is indeed greater than zero, the

30 program of the processor 23 proceeds with step 360. In step
360, said processor 23 controls the printer 27 in such a
manner that the franking mark calculated by said processor
23 is printed on the postal article 22. Said franking mark
is again preferably provided with MAC2. Alternatively, all

35 data are printed in encoded form in the franking mark.



3. second address reader SCD (Secondary Coding Cevice): 30 this attenpts to
determ ne the sorting information for.mail|l which was not enc%gﬁ%ggb She
first address reader; 4. address retrieval system ADB ( AddreSs ta8ase):
this .attenpts as yet, in the case of unreliable results of the first
addr ess reader PCD and of second address reader SCD, 35 to ‘determ ne

reliable sorting information;. 20 MAY 2003 a~ 5. video encoding station
VCD (Vi deo Coding Device): here the sorting informati on can be determ ned
manual ly for the remaining mail:. 6. decoding unit DD (Decodi ng.Device),

which is arrangeﬁnéré&ftéfcOﬂhnstéﬁeséz@nkh@gpﬂaééésé¥3zé dé@Ferhiic OSt al

articles. It is remarked that further or alternative encodi ng neans are

possi bl e i n &R qaunter vuenewdtigy Feambing idardifeckie PRALE O sorting 1o
machi nes. An ddRdd@EhPRrEhef 7 1 QT b {GuéBeiiMeing aisEd iy @ or nore
Mai | Transport Units MU Each MU Is arranged to read and prirt indexes.
Each MIU i s Wiesh onesi kRS wi @5 8o cdperemand the anad yablmivalumges which

serve asginput fof éB@r@@CeﬂEnBa§§g§H £bn 42 WREST&148e dRbs &ﬁ?processed

by one of the MiUs, it Is segrega . categorised In "Briefpost Kl ein"
and "Bri ef p@Adigird "gounfer ypaine blnto (aceouriach postal article has a

uni form positio SA8| ng. nkj ¥ Lon, ¢ f this, use is
preferably naden%?énig |§g S§h§?82 ggigﬁ thgpgg?%gngé%€2?g)€%%d st anped
(i.e. deval fnanding maek ad® enatips pospalnarti¢len?ng value). This is
preferably done wth.t ' f +Sehif = I Lhe
SOSVA (Segregate?kpﬁzcgé%%ggﬁg gﬁatsggﬁpkﬁgbﬁgéﬁ%%% ngﬁéfgggwg?ﬁggegﬁe

t ask of 1@eparumbewy 5d cactaah babkterrvahvefthentsbilbsentabls exavwpiguegiro

order envel gpgs ; : L hi I S @Mﬁ$. d. der.
There are sev.eraﬁ%‘%?b@?%ritéﬁgéﬁg%gg%?gg%1 cht eéé'o %lg?ﬁcggge%%fgan be
read in theRitorethan the rumbpreofubbteantbthemarigne t frankioesnwnber.are
made kiy the camphascdfPeh LBGnteL! vAIuERGE ERENAJoLALYY FabalBG EREOTI NG
process: fromsaid i mages, via a special encoding Unit cOnnected”to the
cameras 100/Means ¢ cand anbsequentbyr atsdestered rinrthpeexchange 34,

determ ged. viY ScSUSHSu means 44 with the aid of the processor 36, in
" the memory 42. Said processor 36 then has the possibility
of checking whether each combination of franking number:and
counter value is indeed used only once. Since the related
information is protected by MAC2 or is securely stored by
20 encoding, illicit modification of these numbers can be
detected by processor 36. ' o
Said'processor 36 can also check whether the customer
has used the franking number for the permitted number of
times.
25 It will be clear that the embodiment acéording to
Figs. 2b and 3b, just as the embodiment according to Figs.
- 2a and 3a, can be used with pre- and post-payment.
Optionally it is possible, in the embodiment according
to Fig. 1, where use is made of the franking card 18, to
30 restrict the use of the franking card 18 to a number of
pre;sglected franking machines 20. To this end, the
franking cards 18 can be provided with those franking
machine codes, related to said franking machines 20, on
which the use of said franking card 18 is permitted.



20 May 2003 28 considerable increase of the data streans in the encoding
“network, since 100% of all i mages nust be sent additionally t @gm
encodi ng unit. Another possibility is the application of a dédi bar
code reader which, for exanple, supplies an ASCII string as output data,
.whi ch subsequently, via the encoding,network, can be further transported to
a verification database system At ci8i ce, such a bar code reader can be -
built into the sorting machine for, exanple, but also into io the SOSVA. In
this case, the inpact on the sorting process is nminimal, and the bar codes’
28 of al nost al | Anfttker eapeion be tenithslemamtiathy s¢atbh shewkesdn

herewi th. So I nes, the delivery address, or, at_|east _the postal code
- t her eof , vml?f%énfrflcrflﬂé ith “ﬁfé’?rrg:ﬂ’la Farh ot 1‘%‘?h€¥%ﬁb£@9 gardpelfBonment
the- franki ngissakso saXbachtedd d aasiqu maksEd | Posiblefl srhgadpitnery
address al sofbe oJTes avac'il a1b4 e. This information, can firstly be used to
speed up the F%rg]ﬁ}r% READHLY A ek Py RInRqinked esinSormat horn Opti cal
Char act es Recelatdd ot ($33R fvdddu it 139 W@éﬁl&&&%&?&ésmdbéﬁcuy
whether irregul arities wth the delivery address (and thus Eerhaps with the

use of .the UMuLDiinckuded)oman athddranndecankingecard 48¢ings and

franki ng’ margubsdyuisntdescrddiet fiefdvmmtildie FEaEs 06 é‘h&ﬂkﬂ&ﬁﬂﬁién?i? ng
in the franki niqq)rgark 28 can be used as a neans for indicating the validity

of a franki kNG 9R4ds 48 dsamdihen bendxansfesredeparture of the
method is t Meunsercafi viedTe W o i HHIEF RRirtk i5iqf in(ﬂ:ﬁ:ﬁ{e@%@,tﬁigéﬂ%wge gﬂlés a

30 uni qug bi t ]rs1at rekg%g{ , in that, case, only valid once. nment 1 one ,
restrictfPons™$ % iQApdt By MemonYht E¥ota shownhar L car gystameread
to this poi it fienafdleidlyUsdeifianiadd Y E B _&i"é’hé{s‘“ﬁé”?rint an
(af f or dabl e)'stq{eéﬁf the art (a smart card with which only a Tew, for
exanpl e | esSHRCLIONI O POStAGR AfaMphs thee fFanking machingi 90ocapr act i cal

20 May 2003 ditetde)he redlatidddFrfadkildy Tdied 1eehd opelaép iheiapRiigation
q

of a "purse” .or counter on the smart card in conmbination with a unique bit

string. SuctHaufaguPehidons Sithes byhdelehing e seortents ag, ther
- exanpl e1sn cydnkidg @ard 1B D15 i hen Hor-Sredab 86 &l Yr Bl Belp1y
beforehand'refusing to print an electronic postage stamp. Thereby
. further damages by possible fraud can be decreased.
As an alternative for the use of a counter, a franking

number, which for example can be used by the customer for a.

20 predetermined number of days, can also be used. This is
only possible in the embodiment with which post-payment
takes place. In that case, the franking number is still
unique, put the franking number is used for more than one
postal article 22. Since in that case a franking card 18

25 with a certain unique franking number can be used for a
non-predefined number of times, it is preferable in such an

- embodiment to apply a PIN code which the user of the

franking card 18 requires in order to use said franking
card 18 on the franking machine 20. In that case, said

30 franking machine 20 must be arranged such that it can check
the PIN code associated with said franking card 18.

Fig. 5 shows an alternative embodiment of the |

invention in which use is made of a PC of a user instead of
a terminal 2 such as shown in Fig. 1.



Checks. The checks are restricted to those which are possible in the
sorting process. Figs. 8 up to and including 14 show 1o flom??ﬁh%§obgr
clarifying the checks. Scanning the franking mark (Fig. 8) ost al
article 22 (letter) is read in by the MU with the camera 100 for
est abl i shing the address data, stepnig 800. In doing so, a full image of
. the front of the postal article is In this i mage, the

(two-di nensional) bar code 28 is sear ched for, step 802. It is subsequently
anal ysed whet her the bar code 28 contains an el ectronic stanp in the sense
20 of the invenfapbs whiph8fde idemnbtical simoFigde tased 5higapestRe article

I S processe mai|l .. step 806. If an electronic stanp is present,

t he bar d.gaxgeg 'S m%?epr %ﬁ%‘coded so that the information becones
avai | abl e st eplBOBig se®, neafeseneeommbé‘ﬁrsz hiiésignapesi ehe25 decoding
unit DD (Deg Devi ce uld b egrated int e enpod network (Fig.
7), besides J?(%l ea%%o% h%g %I“ Etf]é) g{)rﬂa Y¥¥s0n O¢@RSPranki ng

- mark caﬁnotSZJasjezmﬁeabmd resta ymorsd g &ew,, aﬂ‘[ﬁ‘rﬂ@ﬁéﬁ sz;ta Ckéybéakaad to a

‘separate prgeess p 812 ubse entl e Proof 30 of Pa ment fieldis
val i dat ed, eaﬂl%'ml Ifﬁ‘i tPRE “F’Hb@gﬁ“e@ DeR®di ng of

f ranki ng mic:(c&imn@élﬁdr J@%Ié@%rﬁt@hé@é& 7S w\s@/é\&p‘i@rm@éﬁwm a 2D
35 DataNhtrwx Sa&ﬁfode Thi s contains different |nfornat|on 20 2003

30 units, a IRGFSRYi 7 drarf X dr kB ofmibel shimpetienahinki ng per son),

enci phered ﬂﬂlwazrm)eﬁ)romfé&mdlmn?erbﬁnmﬁm@éirﬂﬁsﬂn etggents). The
enC|phgred I nforsmation_itself is built up, of data el epents or the digital

5 si gnatur & NIPFHIES Qi Uerdat? tRidPs Pidtedy sty rapryopLocReactt fe
di gital si great Wee dzm.tpngacgeufter@tmwmh the aid of the private key of the

d dth t aki th th I bl I k f
B e e I RLSERERLBERRE B S, ahA et Cal PURL LGRS $PYR © Y ©

" signature. the RSTN.checka areiver payses 70 heo mwpéhoéeﬁéwﬁn&omﬁutéb dat ed
(step 814). sy\éqzlen%at anr9 ng Oc?énnectpgy rregevéxsatle pservgr systems can be

15 provided, each with their own connections to PCs. Said
server system 70 is connected to the exchange 34. Said
server system 70 comprises a server processor 72, to which
& SAM or HSM (= Host Security Module = a computer system
with the same functionality as a SAM, but with much larger

20 capacity) 74 is connected.

The communication between said PC 50 and the server
system 70 can, for example, take place with an Internet
protocol (IP).

Fig; 4a shows a flowchart of an embodiment of the

25 functioning of the PC 50 in the context of the present
invention for reloading a bank card 18 with a certain
desired amount to be spent on electronic stamps. Fig. 4b
relates to the actual printing of such an electronic stamp
with such a bank card 18.

30 In step 402, the microprocessor 52 waits until a user
submitg a request for providing an amount for one or more
electronic postage stamps. For executing such a request,
the user makes use of the known input. means, such as
keyboard 58 and/or mouse 60. In this regard, the user first

35 inserts his bank card 18 in the inpﬁt/oqtput unit 14.



The Proof - of - Paynent contains a nunber of data 15 el ements and checki ng

el ements. The checking elenents are (for exanple) MACS whichzghegng3the
data el enents (protection can al so take place via encoding or encryption).
The data el enents are the franking mark and the.identifications of the
payment neans (for exanple snart Zonférd | 6/18), the issuing machine 2, 50
and the franking machine 20 (or pri if desired), and the paynent

- See Fig. 9, in which the follow ng steps of t he valldatlon process for the
use of MACs are shown (for the use of encoding or encryption, the diagram
i s ahal ogous): JHe MicIRRrOegsBer si2p vha, thednenblkr Herexemftemd- i n

MACs are val 4 case, I IS
valid and a separate process, 'S éxecute re
dshs THEP ud¥t dd o J%r&i%bg}?fmégff 7 €a dixh;;ufe{ ?Jb{?h{%&{bgﬁ
valid, read 4t0r4e |T@e4$t |darx:atte cdme)f o téamplei roy Meehivee? iR rtihg
franking ma t thei gy st eps
908-912. 5. %h nt| |l§1521%{ritbérs1 Jgfb‘?ﬁﬁougé\?rten rreanrsheancf)atlh éjxlk ‘\%/l\?]et her
this is @& pmr@woﬂrﬁ% cezm Jaeta;b thize coumber ofitsdid thenisteed JOB. 912
-and i s~not i 5 V. t st be
20 May 2003 s%q(rél ﬂ%ﬂé}(l}ﬁcwég |ng %ereaééa?a%%(ﬁé(mﬂ}gn%) |£sr§tr]fe%])nu
f r anki Ing Falelxamplpr Mltdfdt td{e tehiad mﬁtaalPIaMEcodie, Ziéntmtmr %ot . mdke scbemnder ns
asinple lo P N sLripgs se on
A i Rt S e S i e e
prlnted I;dhesknmgﬂwitﬂhé:ﬁ?nnu?dﬁtpnéf?ﬁg?b¥usakgfnﬁkﬂﬁe,laswh%QMnthg
count er . defi;ne er..a.n er q i.mes a [ riyg, may. be used or
a bal anc‘sej |:"sr;ll %g & =R 'oﬁ’hg“h%d??‘é’é Chd an&"'%‘ﬁaﬁébrﬁ]%fddﬁ}ﬁﬁ%' bi t
S]'El‘lb_ng and mnae:soio Smsiarbesxﬂ:kmchmhf t¥g ?lesmnkemdoeftdne,uééw astb ?aﬁl on
o] iotostrig nmore often t opce,. a ouynter_is alwgys
still wuni que ortqeg%h%tJ %'Hbt r‘tﬁrﬂﬁrvﬁlﬁﬁhtﬁée a?]dé]o‘?ft‘#bé g%?%%a%%r 0
t he vali di t pupbethe figm cg}antplte.st‘]rh:hg takebepltiacerim necep AQ4r all, this

Tl AR IV, nd i Mo fAdel8ob o8, E6F 480 Ehdndl B! O

of validity, I'S can a upon Hanner— o paynment
(bef or eldpr oﬂn&eﬂgthlee Qﬁmh}lmﬁilctn af |h@brcardenum@1:eami RINf arrel at ed

bostal 3"t ehecht! U6 iR, Rldifes dd, TWRL Reybsata!s et DRscheer
provi ded zo and/or printed e cas’e i t7strings no Ravi ng
been’ provi d@bisaldla§ad>l-ﬁ1&xhat§}<d£bekpqzalkwebeeherEC Sthd/ b ttuatoog&e,bel ng.

valid, the basakepo sos it ¥alid olfs |GBHEIhECTBA!bE ufa Seutey D

string, to which a certain balance T s e Co 1 on o Ysaid bit
25 string aﬁ&°§&ﬁd bal ance (counter value) shall have to be present in

memory 49, Spocit Sdy dde Miske DeFOPEp2GRALSRL LBRhestNauAgRllkNall on uas

not printed on a postal art ubsequent | nati on nust
be desi gnat é&ap&ingy bR mtprthe exrchangs B ng'éhiﬁe‘Pfh‘gUV%ll $H. a3sama the

o et s L SRR A SR ESCEndTEAYE. Ok b
Subsequently the SAM 74 of the server system 70,

25 together with the bank card 18, generates a MAC, MACl on
the basis of the identification code of the user, the
related franking number and the balance that was made
available for electronic stamps. Alternatively, said server
system 70 calculates an encoding of the identification

30 code, the franking number and said balance. This takes
place in step 408.

Iﬁ step 410, the microprocessor stores, at choice,
MACl, the identification code, the franking number and said
balance on the bank card 18. If an encoding step has taken

35 place instead of a MAC calculation, the encodings of the



-

2. the manner of paynent allowed (before the provision thereof or after
printing on a postal article) and 35 3. conbinations of the qum%?idd@g wth
bal ance (counter 20 May 2003 32 values) printed on postal articles. Note:
it is also possible to maintain only a current counter value centrall vy
and, upon detection of a bit string with a certain counter value, to nodify
this centrally registered counter val2t. 5 This will be expl ai ned
hereinafter, Processing and checking on the basis hereof is explained on
the basis of steps 1002-1014 in the flowhart of Fig. 20, which speaks for
itself . Depbdernifiipatidohecodepethefl fmankiny, npmisepadnd othe osgidt - pai d,
the use i's registered dif ereatlé. kbr% s%ngle and nore fundanental
inplenentati?> a%fetﬂgecﬁ RREdaPB EPEo 58 S ﬁFg: as will be explained
hereiPafter. PayIrnktiep 4de2anche( pleevieay ®isttem 10 s8n@si actepg. of certain
set of unl que,

it stripngs.Js present ,on the card 18 which bit strings are
mar ked as sd%ht'%FtﬁébggtEhﬁsgdﬁﬁgﬁﬁéﬁaFHanSPﬂeQStW% Lrapking nypbetie bit

.strings can @dhcliepbasentef 68 thAkN ehicdowed)svaFuener i8asPi PEcaeedni n

conbination with a counter zo (bal ance). In each case it holds that: ‘after
use of the d erE8§, FﬂﬁkiﬁquBmEPF apfi fhe BRLanGeal t9. the exGRapge. pai d
bit strings,34hesabiit egbhbnganse willeaigatiar edoteecsatdi g4eabih $€5ing or
totally per card 18, i.e., per set of unique bit strings). For each
franking, a™¥YEYt28f this balance is then subtracted. \hen the bal ance is

used up, the bitAsteirngtep 432) whe Brorehiecldfng PaleAse bs the bamk as

that for, the "norpal” | oadable cards. In first instance, the sinple nethod,
Fig. 11}9xﬂF?ﬁeSggiﬁﬂPEnﬁﬂPeB? HREQ fOFcrdertrontEi EFRMPSri8s0n to
i npl ement t heonpretédndanental one, Fig. 12. Sinple. In the nost sinple

case, such as exPiSﬂ”%ﬂ ggoagehow a user, with his bank card 18 which
has thus been provided with a balance, can instruct the PC
50. to print a franking mark on a postal article. '

15 After the related program is started, step 450, said
PC 50 waits until the user has submitted a request for
printing a franking mark, step 452. '

Via step 454, said PC 50 experiences how high the
postage costs must be that are to be processed in the

20 - franking mark. The user can enter the postage costs, for
example, via the keyboard 58. It is imaginable that this
step is automated with the aid of an automatic weighing

" device (not shown), connected to said PC 50, which weighs
the postal article, after which the postage costs are

25 automatically determined and passed on to said PC 50.

The user has brought his bank card 18 into contact
again with the input/output means 14 and has identified
himself again with the aid of his PIN code. The
microprocessor 52 reads MACl, the identification code, the

30 franking number and the actual balance of the bank card 18,
step 456. ' .

The microprocessor 52 subsequently checks, step 458,
whether the actual balance ié sufficient for the desired
postage costs. If not, a message to the user then follows



35 basi.s of steps 1102-1108 in Fig. 11, only a total value is 20 Nhy 2003
33 mai ntained. Hereby it is not possible, for exanple, to de?g

until the counter value registered in the centrally (nmenory ) reg|stered
counter value has becone zero. There is indeed the guarantee that
ultimately the 5 msuse wll be disc@gered and that the total m suse cannot
be nore than the initial balance. Fundanental. |If all frankings are
registered, i.e. for the unique 1o bit strings it is registered which

counter val ugn stepi n80gdeRth N eHgONESr POSA 1éfttﬁé€ th8eigePimigecan be
detected. The |nd|€|d aF count er 3alue§ nué?bref | ect a? Pﬁgglﬁﬁ?Fa

count er vaIuéeﬁﬁgrBeEhSUQBHaﬁﬁecQﬁsébﬁtb%@kycalﬂrs |s further expl ained on
the basis of stepp 32@g 4498 %Ee'ﬁiEQSPEBQ&QQGEtSQf%Eb@ru&%s &g% initial

counter val ue can be considered as an T nterval counter ue is a
sub- i nt er val PEhBE@BT 62N6@ PRENENRefEavking markachapaniabedsby- theeSRM s

e or ITPUE4, 258 £HE HBbER1 ohrfli1g Fo | AEELY LA THEL: SRUE' 1hBR-ERA T 11

counter val ue, oes tO Ooccur as or ex
because cert &h# P?%ﬁﬂédaﬁééﬁhe 32tinlbbemprénhQVeEZOfIerbhatoredawdvery, or

because a DaSAMOé4th€oPé£ﬁéfewiEPE y@éngségfd2§8RE&&??BESEEEGMB%&”E”t

(post - paynent Hefe a a unique bit
string i s "uSBdthe" b@éiseaﬁhalladsaetwbmchFareténhhuded inptbeefirankimg

easons, a CHOLES GROCLHROR: DEWCRROhDPENSE: PbnAckALIUEND! Lgtileng fOT a

series of 30 iransactions 1o be define Gsirmg up the bit
string, 1@ cofirarking mpwberd hbeeatbval healano&i andwhhehpoptageasosits.

o L ona At A L0e AR PE° Lok URTLELSC 1RE H3ELRAN iAc) OMRRaCNARIY A

limt can be I nposed upon t ance
noney) . Upondéiéééuﬂd@etQFGOdeéLoQUGn@atazpraégrabbg also contains a

PC~code which uniquely identifies said PC 50.
After step 462, the actual balance is decremented in
15 step 464 by subtracting the postage costs therefrbm. The
~ new actual balance then represents the amount that is still
available for further electronic stamps. |
It is remarked that in the embodiment which is
described on the basis of Figs. 4a, 4b and 5, a unique
20 franking number is used just until the original balance is
expended. However, since the actual balance and the actual
postage costs are also included in each franking mark,
there is still mention of a unique bit string per postal
article.
25 After step 464, the program returns‘tO‘step 450.

The payment by the customer preferably takes place at
the moment the customer restores the balance on his bank
card. This can take place electronically in a manner known
per se. In that regard, the debiting can again take place,

30 via the exchange 34, from a central bank balance} or
| directly from the bank card 18 if this comprises an
electronic purse.

It is also imaginable, however, to let paymentlbe made
later, as explained above with reference to the embodiment
35 of Fig. 1. In that regard, the balance loaded in the bank



34 of the card 18 is required. For post-paynent, for exanple, a counter is
i ncremented by one, or by the franked val ue, for each franki w 3| S
possible until a certain limt is 5 reached, after which the pre i‘'ousl y
nmentioned rel oading of the card is required. At the nonent of rel oading,
the card hol der can be "di scharged" for the use up to that nonent,

provi ded, of course; that payment of23he franked obj ect can be guarant eed.
10 An |an enentation variant consists of actually decrenmenting the counter
froma maxi mum val'ue, which can be sinply set upon purchase. As soon as the
count er readlh%’%dow tdn;es:)lmotstrep@stmrtometortmlaIaMud%orwmh ntdrecdoaise, the

limt can t 40 t rg al which is 15 sufficiept
for practical purposes %?%%‘féor{ﬁﬁ%@&%heg# 6’%% L Qhstines thakken

i nto consi dethe |fman1¢1lmg1 numbdy nioviniedacan, bel vadd. smﬁé | &dvdt 2ge NBENt ai n
t he nunber ankin s see steps 1302-1308 in Fi The -option of used
bal ance .i s %%?JL{ ﬁ% 15 that ?’gﬁJr“@ Ih fosfoes g’rﬁﬁ‘ig‘b%sv?l nent al .
g}a For _cﬁeckp‘»cmgtaguranmm 223143:1 Ianiiila\ﬂdéud:n mmtxeb ftd/a{é)@é £ &&@réletque ]

It string. {..pe malnfal ne r,in Lt ma [ exa |s t he
appropri ate rrear‘}%”}go ‘Prr# l"‘Fpﬁcg % ?ﬁ@lﬂ é‘?eﬁ'élﬂ g s?% of
steps 1402- 1488 finarKing unﬂar)Becamsetddwemd@;wwr 1&:1&54‘..%@ tl%@ hder,

pri nci pl e, t|v and artlcl once fra k st be offered ~
withinalimte glerl eqtheéﬂglﬁ Laﬂﬂ esH‘? VeSS HB QBs¥ReERed by
mai nt ai ni ng mmcrbadmnueercamlw amntalte.daaity M&dhm@@@@%ﬁﬁ@é of the
rel ated Ber Thi s eandthe are nodi fied daily. K Here 35 too
the optiton &fF SRS C’r#g ¢ dentiiioabions jn

the figure. déder iahd Iﬁhéldwﬁrewtm&q@nc‘ehe dmattrantd”eeé hela ¢ Seaéﬁ%bseblto 5

h I
pre- paynment .. the,gheeking \.?rpldq&eqeretd%nrt?faite%q ' hat t:‘Ifz:aud can be

detected immediately.
It is further remarked that, instead of or together .
15 with an identification of the user, it is possible to
' include ah identification of the SAM 64 in the franking
- mark. In that case, the owner of the PC 50 with SAM 64 is
responsible for the correct payment of the electronic
postage stamps and for possible fraud carried out with the
20 PC 50. It is then up to said owner to subject access to the
program for purchésing an electronic postage stamp to
authorisation rules.
In a further embodiment with the aid of a PC 50, a
standard PC without SAM 64 can be used. In this case, said
25 PC 50 cannot safely calculate MACs. The franking mark is
then produced either centrally in the exchange 34 or in
server system 70, and sent to said PC 50. Said PC 50 Ehen
combines the receiyed franking mark with possible other
information and prints this on the postal article 22 with
30 the aid of printer 62. In that case, instead of working
with the storage of a balance for electronic stamps on bank
card 18, one franking mark per time is retrieved from the
exchange 34. In this case, payments of electronic postage
Stamps preferably take place directly either by debiting a
35. user’s bank balance, or from bank card 18 with an



of the use is therefore identical. Only after the possibility of
post - paynent is activated, will the thereto rel ated checkingzg y 2003
registration cone into consideration. Since in general only lo"a l'rmted
nunber of frankings will be relevant here, a bitmap to neasure can be used.
In first instance, the pre-paynent m&hj be used up, after which the counter
w Il be used. As soon as the counter™’'s at 0 (or has reached its nmaxi num
limt), the i5 unique bit string is used up. Qther aspects: optinmal use of
conputer resources and CPU tinme. As nentioned, a postal article is held
within the ®leginomic pursee Tor cantendawhthappasibper fvaudi thereugsd

seconds) i N p B4 Iﬂﬁ?ﬁ | . i fi | Bri ef Post
2000, in orégghigjo a?ﬁgs%@e%%???ngg?%ggfha?ﬁ%né?é%é?glnggeﬁislf present,
t he postal M/ bank beunkeer vanidf annasseciateli B§NtaPkef8rablykl y and
reliably 25 <§EH."' | 0, con n,tLhe therlands_ the situation js
such that, a]f erﬂltr%é%f%r? %%? iﬁgfiﬂist?kﬁep BS?aVigBt EEPESC%JFé @éoﬁﬂd to
t he sortbng mendhexlaing e PRt Eodélon, where a second sorting pass takes
. pl ace, see also FrLg._6. There i,s tine,,6 30 I, rticul C uter tinme,
bet ween the. fi rstignaggeégﬂges&ﬁ:t g ﬁ‘f?&r%ﬁp@m% 8 9 Be&Sortion to
the del ay betitdem tthieici\ies smi'andtsﬁngndambéi ggnﬁaasédsaﬁatbﬁgﬁtéhegﬁeaond
sorting pas e in_an_other cent . This time my be ed ,as
comput o o1 SRR, X dfls MaBieeactll FbL s BloBebs e Rug BBt et ed o,
uni que bit <20 iNvyemisdeciS9B iwithether Netherlangsppasenpoappblyatidoh
count er .yal : be_pl ac op, a physical data,carrier for
subsequéﬁt ;)iﬁ%/lsof@arﬁ’ (ﬁé)t'a‘f%%[‘igﬂ,e &Qﬁgafﬁgh’ #St ﬁlﬁﬁ@eBOSPéimﬁrt F‘E?es.
Transfer 5 giroxmissided avickhn, bef fapthee, daksaskaleoll deeungntst ppo¥ided
connecti on. i he second. sorting pass an_al.npst _conpl e check,. can
take place, 'Si rl?cery{‘%éna'tﬁ%al@ﬂ"égn’&?rgceﬁPaaP?rgéFé’EﬁEgyrgna%gFI gﬁpg,king
toget her wi f &he waljdity ttiséreogs A8 dat egamplenihhghadayegardpunthie
val ues). '“éﬁ?&%&¥®h éﬁgi the documents concern postal articles will
15 be discussed. As mentioned before, the documents are not
required to be postal articles.
First, a short description will be given of the
"BriefPost 2000"™ (LetterMail 2000) system, which was
developed by the Netherlands PTT Post. This is followed by
20 a description of how the franking mark can be checked in
the sorting process. '

BriefPost 2000.
Automatic sorting within BriefPost 2000 is

25 diagrammatically explained in Fig. 6 and divisible in two
production processes for the sorting of "Briefpost Klein"
(LetterMail Small) and "Briefpost Groot" (LetterMail
Large), related to small and large postal articles
respectively. ‘

30 These two categories are sorted by different

| machines. In principle, however, both categories comprise
the same but separately implemented sorting passes:
1. first sorting pass: this sorts the mail for the sorting
_centres;

35 2. second sorting pass: this sorts the mail for delivery to



probl ens of geographical separation of sorting centres is dealt with. Prior
to being transported to a checking location, the unique bit Qbm%ﬂggﬁﬁpad
during the first sorting pass 15 can be arranged in a sequence ichis as
advant ageous as possible for the check, so that during the actual check the
| east possible amount of tinme wll bezé:_eeded. Such an advant ageous sequence
can be (al pha)nunerical, for exanple.®“The check can physically take place
in the exchange 20 34. Instead of that, however, the check can al so take
place in a nunber of geographically separated |ocations, for exanple at the
| ocati ons whbP® Padlsaddressopri Agrpdesivekysipl aceostrroEfhakebokt nore

difficult to maintrai RRANE 1R IRrt Basss | Ry e ause this
Tequires the, 25 tran§por§lof iss&éggﬁﬁique %ntéagﬁﬁéﬁgs“ éntﬁggéeparated
.checki ng centREQrpahian gimatharaddress #magenofdtheamaihet boekencodinygi on

bet ween the é$ﬁ§ﬁf@9.ﬁéﬂﬁéﬁﬁ 88¢e HAEnEXCRARY oﬁéi?ﬁgiggé?@£%§§#|eﬁﬁ|)

duplicates of franking nmarks on postal articles o erent
.sorting 30 dehipreipten bkeigpatemi basi A0t secseevaillablei figrpthss Fn the

event that t ' e | Sk LAt (] '
o ot ect ed. mpeEre | YL eBiboRRe Sobba1 Hiticte 16 PRABKATIRERERRE 1 &
si npl e mannein tighe epeir bbng machinéefdoesdobtveppludtoetbesséretrgvers). 35

Fur t her nor e, p4 i L | h qrt t 3, 37.al t hough .
all pr ocessonrlésé%#éé S%?i 3%12%%?%@%{ ugrgéeh r ekﬂgvgoﬁgéggg/g%aé%ggti?ﬂg%ﬁ

bl ocks, theySuRSeweentdy apbaced on phecmadd in &hy SoteroEnbndexey;: i.e.,
as, for jgxanpl p | hg o]4 SQLS IL.ch, #hal ¢ are 5
o aced ¢ sone i SE R oddanesEk) oL RYRNI ARSSLCRIRLEN, 68 ERIEFpolt
functi onal i tAeimtyuper suetesafiny tencedingd:bygnsbthewiiiesbusorthrge

necessary, iy TTeYh& OSPEL Bfiq 20AESEHE+ #8H 9596kRhn el RNk Rerb@itn20sNBY
example as 'a bar code on the mail. In the second sorting
pass, this can subsequently be read reliably;

15 2. identification index (IX): this is placed for "Briefpost
Groot", or if the encoding for "Briefpost Klein" was not
available on time. A sorting index (SIX) is not printed,
but a sequence number (iX) is placed. Any sorting
information is then stored in the computer network, related

20 to this number. For the sorting machine for "Briefpost

- Groot", this is done for all postal articles in connection
with too short a mechanical delay line; for the sorting
machine for "Briefpost Klein", this method is used only if

~ the sorting‘infofmation is not available on time (within 30

25 sec.). In the second sorting pass, the sorting information
is looked up on the basis of the identification index. For
“Briefpost Klein", an identification index can also be used
if the encoding computer cannot determine the sorting
information within a certain time. The mail must then pass

30 through the first sorting pass again later;
3. customer index (KIX): this index contains, for example,
the péstal code and the house number, post office box
number or prepaid reply number, for example in the form of
a bar code. This is an index which can be registered by

35 customers on the mail as a part of the address:



Clains 1. Method of producing and checking a franking marks (29)

conprising: a. storing a set of unique bit strings in a firsé B 653(28)
in a central office (34), connected to a plurality of terniné?s ?%); b,
maki ng one or nore of said unique bit strings available to at |east one of
said termnals (2); c. receiving frogggt | east one of said terminals (2) a
I copy of said unique bit strings in®onbination with an identification
code and storing said copy of said unique bit strings in conbination with
said identification code in a second nenory (40),; d. reading (800-804) of a
franki ng mar i -( 2Pecdialecustoner yadexsr thisdisnan dptexpad; ladegetimdichg
(808-810) of | ) r :d kdent iiisGaty on code
and a decode%%ﬂiﬁr{&é@{dﬁgﬁ. Pt@%é:cﬁ,’?iﬁ‘gh( gSS-QSEg%ﬁve\Eet%ﬁe foltsﬁz?ldecoded
i dentificati 8¥tdedes icomtdskens .c Sadar iingert isouseda fosr exampliehe ferond

menory (40), .4, | -1014) whether the decoded unique bit string
s valid by g%%gggﬁﬁyqfh%ﬁy¥§%¥1stored in said the second nenory (40). 2

A met hod &ccor di ngFen thei fiast isoxtind pass i trkdfoast i Kkeinle the the

Code. and/ or * ScRaLHe” e Ml sbindiafed Belyedn BRIIHE AL SR "

checki ng (902neediingf: t he Message Aut hentication Code and/or the encoding.
1. online encoding: this is the process whereby the sorting
information of the mail is established within a certain

10 time (30 sec.); A
2. offline encoding: this is the process whereby, if the
online encoding was not successful because of a time
excess, the mail is provided with an identification index
(IX) and subsequently, from the associated stbred address

15 images, the sorting information is as yet established,
which, after a second pass of the first sorting pass is as
yet placed on the mail. _ )

Fig. 7 shows an example of an encoding network which
can be used in regard to the present invention. The

20, encoding network consists of an encoding computer CC and
various encoding means:

1. encoding computer CC (Coding Computer): this distributes
the encoding operations over the encoding means and -
determines the encoding strategy to be carried out per

25 postal article;

2. first address reader PCD (Primary Coding Device): this
determines the sorting information for the bulk of all
mail; |
3. second address reader SCD (Secondary Coding Device):

30 this attempts to determine the sorting information for mail
which was not encoded by the first address reader:;

4. address retrieval system ADB (Address Database): this
.attempts as yet, in the case of unreliable results of the
first address reader PCD and of second éddress reader SCD,

35 to determine reliable sorting information;



20 May 2003 38a 3. A nethod according to CQaim1l or 2, in which the
franking mark conprises a termnal identification code aSSOCI a
term nal which provided the unique bit string to a user. Eﬁtlﬁ&]%ddf
according to any of the preceding clains, in which.the identlflcatlon code
conprises a user identification code d/or a printing identification code,
said printing identification.code bei"flg associated with a printing device
whi ch printed the franking nark 5 A met hod according to any of the

precedi ng cIa| es nbi na |on of the
uni que bit st r ﬁé‘lea&naéqgéocgj(fh e”T’t W(%ﬂ{ & aI q&?rtp € the
fol l owi ng sttdwes sorez,lrsgjtntxtmrmaugmmecmtbﬁ eleterimineld manualdmifvmaheount er

. val ue store que bit string in said 20 May 2003 39 nenory
-(40) and ch% r2\‘J'i%ﬁag‘lﬁaﬂ'’the‘remaining counter value anmounts to nore than

zero, and, iéf. siecddm'rg eatab| DB h{ Decddiig t[baafjfdear;kiwmﬁ_dmrgjg i&;\aa{ gedi and,
i f not, he est bI| h|n tha franki.n invalid. 6. A nethod
accor di n% t °§n§‘a "’lrll’aﬁ’p"l d“%t‘H&e’g ﬁ %d ’?‘?@dﬂf"mﬁ"n Rfv'tﬁttﬁ'?' t he

franki ng namhﬁmmnysses a conblnatlon of the unique bit string and a
counter val ue andgthe net hod alsghco ri ses the i 10 ste

follown
checki ng whet her S%i 45cofBRRkEAoRNEEC Pgthﬁrsardﬁﬁﬁetaa%gve)enca Hnglf so,

t hen est abl mhmgatﬁmtpdmuankmn@x@aﬂktuﬁevalld and, if not, then
est abl i shing that the fraaglng s invali met hod, according to

A
any of the precedng &PgP nglﬁeﬁHPE# %PsS°P§eEh%ngﬂ thei ARFtdngeri od of

val i di t yo asmclﬁlrmk Wi Arh imofta:mklparfmdsk ttwés O irRfl makh et rod
according t 6 or ed t hat t he

f ranki ng rra%ﬁr&gc{?aw P& 2% 'P%?Vﬁﬁff TE?%?Q%‘EF ftﬁ’ri%t t i g HTY AFent
of an accouatrrasigeicectd ardd® andnkrgt Nividexes O.EdtHMMIWdi icgDEgli ng to any

of the precedin | ai I n whi ch e_fran mark is | ocated on a
postal arti glrgv'amsﬁce(gﬁ,wrfg} q nEPREkR Joégdg‘P’F %{}?gs "&J‘ﬁt emagea Wiyt 2s a
first arid tslaﬂ:lvteafatserlwptstecﬁdﬂﬂ tio¢ t o dEmg ' Committkd N Whi ch the steps a and
b are e§§cuted |thPe f|
ore e mail is processed by one of the MTUs, it
is segregated (i.e. categorised in "Briefpost Klein" and
"Briefpost Groot"), put up in bins (i.e. each postal
article has a uniform position of address side and franking
designation; for this, use is preferably made of marking
20 sign 26 on the postal article) and stamped (i.e.
devaluation of postage stamps or printed franking value).
This is preferably done with the aid of a "Schift-, Opzet-,
en Stempelmachine" SOSMA (Segregate, place-on-end and
stamping machine). The SOSMA has the task of separating
25 certain bulk streams from the rest (for example giro order

envelopes etc.). For this, the FIM code is applied.

Bar code reader.
, There are several options for the manner in which the
30 bar code 28 can be read in the process.

For example, use can be made of the images which are
made by the cameras 100 in the sorting machines as input
for the encoding process; from said images, via a special
encoding unit connected to the cameras 100, the contents of

35 the bar codes are retrospectively determined. This causes a



. sorting centre and the information obtained therefromis sent to a
checking centre, after which the steps ¢ and d are executed HgH&EgZGQ%cking
centre prior to ~30 sorting in the second sorting centre. . y 03
39a 10. A system for producing and checking a franking mark (28) conprising
means for: a. storing a set of uniqug%?t strings in a first nenory (28) in
a central office (34), connected to aplurality of termnals (2)~ b. making
one or nore of said unique bit strings available to at |east one of said
term nal s (2%' c, .receivipng fromat |east one of said termnals (2) a copy
of said uni qoengidesabiaginereaspipfisthordata istreamerin ftkat eorodiag and
storing sai Oneewdyr ' hOl4!Eo PI tyq i | Lo, Wit b, sal

i dentification codﬁJc [ ﬁﬁg&'%g%%% ?rgn%]r'%/ {rﬁ{}% ; Jﬁh%%_%?gﬁ%g%gﬁégly
franki ng mark® (985h a3k een¢eding weth. printed on a docunent; e. decoding

nd a deboded. uni Gne ber ErrPapi iy, Re L ERC EpBRRcRTOP, RET Reladiardh 0o

i denti fi Cat i AT ceRMe | seade¥ et&f@y, cbopexamplie, tsuppliestanedSCiIsaid the
e TR o8 et el e paldra L el Rt
(40). 20 MStwde, 403n tbe Awysherm transphrted ot aiveddficatibinch the
o Nbssage. AT Ll Miobte SIS By P S8l Pah 8o
al so conpri Jai Heaket ¢ othe heekt ng (189ch 0te! ) fathe dkample, Avubealsoatinto Code
and/or ype SOMBAYMA. In this case, the impact on the sorting process
is minimal, and the bar codes 28 of almost all mail streams
to be handled manually can be checked herewith.
Sometimes the delivery address, or at least the
postal code thereof, will be. included in the franking mark.
| }5 'Therefore, at the moment the franking mark is read, at
least an essential part of the delivery address also
becomes available. This information can firstly be dsed to
speed up the reading out of the printed delivery address 30
. with an Optical Character Recognition (OCR) unit, and
20 secondly to establish directly whether irregularities with
the delivery address (and thus perhaps with the use of the
unique'bit string) have taken place.

Unique bit strings and franking mark.

25 As described before, the presence of a unique bit
string in the franking mark 28 can be used as a means for
indicating the validity of a franking (or of an arbitréry
document). The point of departure of the method is the use
of a new unique bit string for each transaction. Thus a

30 unique bit string is, in that case, only valid once. As
mentioned, restrictions in the storage capacity of, inter
alia, smart cards can lead to this point of department not
being realisable at the current (affordable) state of the
art (a smart card with which only a few, for example less

35 thap 10, transactions are possible is hardly of practical



12. A systemaccording to Caim110 or 11, in which the franking mark

- conprises a termnal identification code associated with a tggmdiAggshi ch
provi ded the unique bit str~.ng to a user. 13. A system accordin o any of
the clains 10 up to and including 12, in which the identification code
conprises a user~identification codegnd/or a printing identification code,
said printing identification .code being associated with a printing -
devi ce~which printed the franking mark. 14. A system according to any of
the Gaim Hieik hO0s31deiBal #dNgnid nad Walerh iRl 1ANCHRIaBRAH AU SES
a conbi nati-on of the unique bit string and a counter val ue, the system
al so conpri £ ardaug seldr orecovnberaon ke sSowrtheasdudne copbinatd oremi ni ng
counter val tQr i th [ l.que chi trd kh [ and

- Ghocking whirya % ARIMETLIE Aealhdic stich B bndguelpa¥, SeTTEY Yl thon

and, if so, vaiddl doralskeiveradg tiihes,t forf exanpde dor kombinatiion aidh i& not,

t hen est abl iishi t .~k he fr i 16§ Jvall A system accordi ng
"to any os tk%qa%%ens &L(S:hugst gggrﬁgggﬁgl%gller%nfﬁ ﬁlgrqgvz\.ﬁ%%ﬁq?he franki ng mark
conprises a conbination of the un~.gq~ie bit string and a counter val ue and
the system h%%k%orrpri ses neans for: 20 May 2003 41 f. checki ng whet her
sai d conbi nation d6ccurs in said nenory (90), and, if so, then establishing
that the fr dile mheaksk aire valsitdicked, td theise whdahe strablpcstsiidbg g Hat t he

franking mark s invalid. 16. st gm accor di . A t he inms 10
up to and ir%eu}oﬁgl%, %ﬁloggsﬁr'o?ii%d \%lnl Cr%%a%sn &&1 c@%ﬁglmsek%"gr a
period 6 vdlicdichprassdoiracde rdifyi nighehfer anhldakg.mar k has expired. 17. A
system according to Claim14, 15, or 16, which, i.f 1o it is established
that the franking mark is valid, starts a routine for the automatic

post - paymrentSc@nningacheufraaking awadk Wkig.t 89 .franking mark. 18. A system

according to any t i o] Lpcl udi Ty i {ch e
franking mark is oecaélgs ofFl %ﬁa@lpéjog%%l (%%?g #Aﬂi c%?&f :l(.)rrx ?ﬁ\é\@ig%kbeﬁ'gf
delivery is widght ¢liei camerkhed 90 Lol estadid shisge dihee radd resso b sy t S0P
centre, ,and g 1.C atel g, J ] | r [ td r L S€S
means a%rgangg@'mb g)?g% t?ﬁd gt gggﬂatigﬁacgéb %\ﬁ}%oﬁfég)g’r}g% ﬁ%%%%éﬁnti on
obt ai ned 20 amtdmleails s@des a and b to a checking centre, and the checking

centre conprises ypals; O{mé"i\%cg’%ﬁ“Eg?'a%\’ggisﬁ?@ﬂgédﬁ%i Q%E%Zga?}si Q\g in

. the second sorting centre. _ )
Hf e. Ay. A5y ReaTshsdafpr Asker AQ2.ARE is syhsequentdy amalysedwhethayr A

An. AHF . AGHY A& AR Aighe 28A B indNarfVe Wt ditt Vestiamk"h -8 vEbaBEX] ca] ¢
a] ca] ca] ca] ;{ﬂ cal ca].ca] ca] ca] ca] ca] ce}l].ca]] cal cias] cias] cna] cal ca] cggga] gag] cal] ca
U] caU] cd? c dayveniipn, itep 804. If th ot the ¢ . th
postal article is processed as regular mail, step 806.
" If an electronic stamp is present, the bar code 28 is
interpreted/decoded, so that the information becomes
available, step 808 (see next section). For this, a special
25 decoding unit DD (Decoding Device) could be integrated in
..{;p the encoding network (Fig. 7), besides the PCD and the SCD.
If for one reason or another the franking mark cannot
| be decoded correctly, step 810, the posﬁal article is lead
to a separate process, step 812. Subsequently, the Proof-
30 of-Payment field is validated, step 814. Step 814 is
detailed further in Fig. 9.
Decoding of franking mark (step 808).
The franking mark 28 contains, for example, a 2D

35 DataMatrix bar code. This contains different information
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The Proof-of-Payment contains a number of data
15 elements and checking elements. The checking elements are
(for example) MACs which protect the data elements
(protection can also take place via encoding or
encryption). The data elements are the franking mark and
. the identiflcations of the payment means (for example smart
20 card 16/18), the issuing machine 2, 50 and the franking
machine 20 (or printer 62, if desired), and the payment.
See Fig. 9, in which the following steps of the validation
process for the use of MACs are shown (for the use of
encoding or encryption, the diagram is analogous) :
25 . 1. Read MACs, step 902, and check whether the read-in
MACs are valid, step 904. If this is not the case, the

franking is not valid and a separate process, step 906, is
executed.
2. If the MACs are valid, read the identifications of
30 the issuing machine 2, 50 and franking machine 22 (printer
62), step 908, and check their validity, steps 908-912.
3. Read the identification of the payment means and
check whether this is a‘plausible one. This can also be
, carried out in the steps 908-912 and is-not a rigid check.
35 : 4. Finally the validity of the payment must be
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'<&I (- #10%{%&3&1 (Jfﬁfun?““‘%zg string plus counter", in which the
counter defines either a number of times that the bit
string may be used or a balance, is used, the following
applies: the combination of unique bit string and counter
10 must be checked. As remarked before, the combination of bit
string, although used more often than once, and counter is
'éiways still unique for each franking. Firstly, with the
aid of the database 40 the validity of the unique bit
_ string can be determined. After all, this must have been
15  issued. If the bit string has received a certain period of
validity, this can also be checked. Dépendent upon the
manner of payment (before providing the unique bit string
or after processing of a related postal article by the post
office), it must be registered what has been provided
20 and/or printed. In the case of unigue bit sfrings not
having been provided, already having been printed before,
and/or no longer being valid, the franking is not valid.
If there is mention of a unique bit string, to which
a certain balance is related, thé combination of said bit
25 string and said balance (counter value) shall have to be
present in memory 40. Specifically it must become apparent
that such a combination was not printed on a postal article
before. Subsequently, this combination must be designated
as having been printed and no longer being valid.
30 In the database 40, the following data can be stored
for each unique bit string:
1. the date of issue and period of validity,
2. the manner of payment allowed (before the provision
thereof or after printing on a postal article) and
'35 3. combinations of the.bit string with balance (counter
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explained on the basis of steps 1002-1014 in the flowchart
of Fig. 10, which spéaks for itself.
Dependent upon the manner of payment, pre-paid or
10 post-paid, the use is registered differently. More simple
~and more fundamental implementations of the checks are also
possible, as will be explained hereinafter.

Payment in advance (pre-payment).

15 In pfinciple, a certain set of unique bit strings is
present on the card 18, which bit strings are marked as
such in the database 40 when the card 18 is sold. The
unique bit strings can each represent a certain (fixed)

. value or each be used in combination with a counter
20 (balance). In each case it holds that: after use of the
counter(s), the unique bit strings are invalid.

For the pre-paid bit strings, the initial balance is
registered (per unique bit string or totally per card 18,
i.e., per set of unique bit strings). For each franking, a

25 part of this balance is then subtracted. When the balance
is used up, the bit string is used up.

The checking process is the same as that for the
"normal" loadable cards.

In first instance, the simple method, Fig. 11, can be

30 implemented, until there is sufficient reasorn to implement
the more fundamental one, Fig. 12.

Simple.
In the most simple case, such as explained on the
35 basis of steps 1102-1108 in Fig. 11, only a total value is
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5 misuse will be discovered and that the total misuse cannot

be more than the initial balance.

Fundamental.
If all frankings are registered, i.e. for the unique

10 'bit strings it is registered which counter values are

indeed printed on a postal article, then copies can be

detected. The individual counter values must reflect that

the initial counter value has been used up consecutively.

This is further explained on the basis of steps 1202-1208
15 in the flowchart of Fig. 1l2.

The initial counter value can be considered as an
interval. Each counter value is a sub-interval thereof. Now
the intersection of each pair of sub-intervals must be
empty, and the union of all sub-intervals must cover the

20 ' initial counter value. The latter does not need to occur as
a whole, for example because certain franked postal
_articles were never offered for delivery, or because a part
of the balance is not yet used.

25 Retrospective payment (post-payment) .
Here also two methods apply. In princ1ple, a unique
bit string is "used up" for each transaction.
For technical implementation reasons, a choice can be
made between the use of a unique bit string for a series of
30 transactions to be defined. Besides the "using up" of the
bit string, a counter is applied here for the franking
which, just as in conventional franking machines, registers
the use that is to be charged.
A limit can be imposed upon the balance that can be
35 used (in time or in money). Upon exceeding this, reloading
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provided, of course, that payment of the franked object can
be guaranteed.
10 An implementation variant consists of actually
decrementing the counter from a maximum value, which can be
simply set upoh purchase. As soon as the counter reaches 0,
-the bit string becomes invalid. For unlimited use, the
limit can then be set to an extremely large value which is
15 sufficient for practical purposes.

Simple. o
If the checking of duplicates is not taken into
-consideration, then, in first instance, it will suffice to
20 maintain the number of frankings: see steps'1302-1308 in
| Fig. 13. The option of used balance .is not indicated in the
figure, but works analogously.

Fundamental.

25 For checking duplicates, all individual counter
values for the unique bit string must be maintained. In
 principle, a bit map, for example, is the appropriate means
to this end. This is further explained on the basis of
steps 1402-1408 in Fig. 14. Because the counter values are,

30 in principle, consecutive, and postal articles once franked
must be offered within a limited period, the actual size of
the bifmap can be restricted by maintaining which counter
value was the last before the commencement of the related
period. This state and the bitmap are modified daily. Here

35  too the option of employing a used balance is not included
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activated, wili the thereto related checking and
registration come into consideration. Since in general only
10 a limited number of frankings will be relevant here, a
bitmap to measure can be used. .
In first instance, the pre-payment will be used up,
after which the counter will be used. As soon as the
counter is at 0 (or has reached its maximum limit), the
15 unique bit. string is used up.

Other aspects: optimal use of computer resources and CPU -
time.

As mentioned, a postal article is held within the

20 sorting machine for a certain maximum period of time (30
seconds) in "Briefpost Klein", during the first sorting
pass of BriefPost 2000, in order to obtain the sorting
information (postal code). If present, the postal code can
be derived from the franking mark 28 quickly and reliably

25 (during said 30 seconds).

In the Netherlands the situation is such that, after
the first sorting pass, the postal articles are brought to
the sorting centre of the destination, where a second
sorting pass takes place, see also Fig. 6. There is time,

30 in particular computer time, between the first and second
sorting pass, which is longer in proportion to the delay
between the first and second sorting pass( sometimes the
second sorting pass takes place in an other centre). This
time may be used as computer time to carry out the

35 necessary checks.
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_ database is available, together with all unique bit strings

10 detected on that day (+ counter values). In this way, the
problems of geographical separation of sorting centres is
dealt with..

Prior to being transported to a checking locatlon,
the unique bit strings read during the first sorting pass |

15 can be arranged in a sequence which is as advantageous as
possible for the check, so that during the actual check the
least possible amount of time will be needed. Such an -
advantageous sequence can .be (alpha)numerical, for example.

The check can physically take place in the exchange

20 34. Instead of that, however, the check can also take place
in a number of geographically separated locations, for
example at the locations where the second sorting pass
takes place. This makes it more difficult to maintain one
central database in exchange 34, because this requires the

25 transport of issued unique bit strings to the separated
checking centres via a data carrier or via anvadequate
network connection between the checking.centrgs and the
exchange 34. Note that (illegal) duplicates of franking
marks on postal articles offered to different sorting

30 centres can be identified in the second sorting pass..

In the event that the delivery address is included in
the ftanking mark in a protected manner, it is no longer
possible to copy the franking mark in a simple manner to
send mail to different delivery addresses (receivers).

35 Furthermore, it will be clear to the expert that,
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several cooperating subprocessors which, at choice, are
5 placed at some distance from each other and provide the
desired functionality. They are preferably controlled by
- software but, where necessary, they may comprise analogue

and digital circuits.

10
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b. making one or more of said unique bit strings available

% to at least one of said terminals (2);

C. receiving from ‘at least one of said terminals (2) a
copy of said unique bit strings in combination with an
identification code and storing said copy of said

unique bit strings in combination with said

identification code in a second memory (40);

d. réading (800-804) of a franking mark (28) after it has
been printed on a documeht;

e. decoding (808-810) of the franking mark (28) to render
a decoded identification code and a decoded -unique bit
string; _ } _

£. checking (908-910) whether the decoded identification
code is correct by comparing it to data stored in the
second memory (40),

g. checking (1002-1014) whethef the decodea unique bit -
string is valid by comparing it to data stored in said

the second memory (40).

2. A method according to Claim 1, in which the
identification codé and the unique bit string are
protected with the aid of a Message Authentication
Code and/or by means of encodihg and the method also
comprises the step of checking (902-904) of the
Message Authentication Code and/or the encodipg.
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3.

A method according.to Claim 1 or 2, in which the
franking mark comprlses a terminal 1dentif1cation code
associated with a terminal which provided the unique
bit string to a user.

‘A method according to any of the preceding claims, in

which ‘the identification code comprises a user
identificétion code and/or a printing identification
code, said printing identification code being
associated with a printing device which printed the

franking mark.

A method according to any of the pfeceding claims, in
which the franking mark comprises a combination of the
unique bit string and a counter value, and the method
also comprises the following steps:

subtracting the counter value from a remaining counter
value stored with said unique bit string in said
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. memory (40) and checking whether the temaining counter
value amounts to more than zero, énd, if so, then
establishing that the franking mark is valid, and, if
not, then establishing that the franking mark is

5 invalid.’ o

6. A method according to any of the claims 1 up to and
inciuding 4, in which the franking mark‘comprises a
combination of the uniqce bit string and a counter
value and the method also comprises the followlng

10 | steps:
| f. checking whcther said combination occurs in said-

' memory (40), and, if so, then establishing that the
franking mark is valid, and, if not, then establishing

" that the franking mark is. invalid. _

15 7. A method according to‘any of the preceding claims, in
' which also is checked whether a period of validity
associated with the franking mark has expired.

8. A method according to Claim S, 6 or 7, in which, if it
is establlshed that the franking mark is valid, a

20 routine is started for automatic post-payment of an
account related to the franking mark. ,

9. A method according to any of the preceding claims, in
which the franking mark is located on a postal article
which, for the sake of delivery is sorted in at least

25 a first and thereafter a second sorting centre, and in
which the steps a and b are executed in the first
sorting centre and the information obtained therefrom
is sent to a checking centre, after which the steps ¢
and d are executed in the checkihg centre prior to

30 sorting in the second sorting centre.
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(28) comprising means for:

a. storing a set of unique bit strings in a first memory
(28) in a central office (34), connected to a plurality
of terminals (2);

b. making one or more of said unique bit strings available
to at least one of said terminals (2);

c. receiving from at least one of said terminals (2) a
copy of said unique bit strings in combination with an
identification code and storing said copy of said

- unique bit strings in combination with said
identification code in a second memory (40);

d. reading (800-804)of a franking mark (28) after it has
been printed on a document;

e. decoding (808-810) of the franking mark (28) to render
a decoded identification code and a decoded unique bit
string;

f. checking (908-910) whether the decoded identification
code is correct by comparing it to data stored in said
the second memory (40);

g. checking (1002-1014) whether the decoded unique bit
string is valid by comparing it to data stored in said

the second memory (40).
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' : ' "Code and/or by means of encoding, and the system also
comprises means for checking (902-%04) the Meséage
Authentication Code and/or the encoding.

12. A system according to Claim 10 or 11, in which the
franking mark comprises a terminal identification code’
associatéd with a terminal which provided.the unique
bit string to a user. |

13. A system according to any of the claims 10 up to and

~ including 12, in which the identification code
comprises a user'identification‘code and/or a printing
identification code, said printing identification code
being associated with a ﬁrinting device which printed
the franking mark.

14. A system acéording to any of the Claims 10 up to and
including 13, in which the franking mark comprises a.
combinatiqn of the unique bit string and a counter
value, and the system also comprises means for:

e. subtracting from the counter value a remaining
counter value stored with said uhique bit string in
‘said memory (40}, and checking whether the remaining
counter value amounts to more than zero, and, if so,
then establishing that the franking mark is wvalid,
and, if not, then éstablishing that -the franking mark
is invalid. '

15. A system according to any of the Claims 10 up to and
including 14, in which the franking mark comprises a
combination of the unique bit string and a counter

value and the system also comprises means for:
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checking whether said combination occurs in said
memory (40), and, if so, then establishing that the

franking mark is valid, and, if not, then establ;shing

that the franking mark is invalid.

A system -according to any of the Claims 10 up to and
1ncluding 15, also provided with means for checking
whether a period of validity associated with the
franking mark has expired.

A systsm according to Claim 14, 15, or 16, which, if
it is established that the franking mark is valid,
starts a routine for the automatic post-payment'of an
account associated with the franking mark.

A system according to any of the Claims 10 up to and
including 17, in which the franking mark is located on

~ a postal article which, for the sake of delivery is

sorted in at least a first and thereafter a second
sorting céntre, and in which the system in the first
sorting centre comprises means arranged for executing
steps a and b and for sending the information obtained
from said steps a and b to a checking centre, and the
checking centre comprises means for executing the
steps ¢ and d prior to sorting in the second sorting
centre.



