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busi ness rel ati onshi ps are replaced by el ectronic, automated nmechani sns.
Ceneral ly, automation can renove physical barriers that help |limt exposure
to fraud. NRERGR®UNPNducts business with another in person, sone societal
nornms, as well as legal constructs, may be used 35 to help ensure that a
transaion is authorized and enforceable. Wen a 1 WO 02/ 067176

PCT/ USO2/ OB1FE |ty ansaction is done over the Internet between two parties
(who may not know each other, or know anything about each other), the
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contracts to support business processes.
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2. DESCRIPTION .
Large scale computer networks such as the Internet and the World Wide
Web (WWW) have made it possible for companies to automate certain aspects of
their businesses where previously it was not possible or cost effective to do so.
25 Recently developed technologies relating to the Internet have been used to
replace earlier forms of communication for doing business (e.g., telephone, fax,
mail, and personal meetings). These traditional methods of doing business have
historically been supported by norms of behavior and laws that are well
understood by the business and legal communities. However, when business
30 entities agree to transact business over the Internet, some of the fraditional
mechanisms for identifying and enforcing business relationships are replaced by
electronic, automated mechanisms. Generally, automation can remove physical
barriers that help limit exposure to fraud. When one conducts business with
another in person, some societal norms, as well as legal constructs, may be used

35 to help ensure that a transaction is authorized and enforceable. When a
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processes. Business processes may refer to any conbination of manual and
automated activities that inplenent the goals of a commercial entity such
as a conpeoy2odmcesses that don't involve external entitPes/usosona | ed

i nternal processes. Those processes that are externally focused, involving
at | east sonme 10 interaction with other entities, are called shared
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t he present i Eve(re}t i og_; Fi %glr,e 3 i,% a flow diagram of i1dentification and
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bet ween participants using an el ectronic Contract acc ng to an
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business transaction. Use of external CAs results in the disassociation of the

25 terms and conditions of a business agreement with the security mechanisms used

to enforce the terms and conditions. This disconnect results in opportunities for

fraud to occur.

Furthermore, applying security at lower layers in the network increases the

degree of trust a user must have in the computing system used for electronic

30 business practices. A better approach is needed whereby parties to a shared

process are better able to articulate the limits, explicitly or implicitly contained in a

business contract, to the computing system. Additionally, methods for managing

the lifecycle of electronic contracts are needed.
2



Figure 6 is a flowdiagramillustrating the signing and verifying process
for an el ectronic contract according to an enbodi nent of the present

i nventi owoeansb72@ Figure 7 is a diagramillustrating a sappr@seysstam f or

i npl ementing and using an electronic contract according to an enbodi nent of
t he present invention. DETAILED DESCRI PTI ON 25 Enbodi ments of the present
i nvention conprise nethods of using a data structure called an electronic
contract. The electronic contract nay be used to enabl e the automation of
busi ness to busi ness (B2B) el ectronic conmerce (econmerce) w thout

sacrifi ci rgRIFESCRISTIEAE B tNE D‘ﬂﬁﬁiﬂ%@i c contracts may be 30 broadly
applied to any electronic relationship based on public key cryptography,
where use of keys helps identify actions associated with a business

relati@nship a t i I Ly i ned by
contr a?t | aw. %%%ﬁtéﬁoﬂ%ﬁ{e@%&' 8&%%%%3@@@%?@%%@%%‘2%% smfor
" bi ndi ng putsink thesfollowiGg Glztaiied tiescipdioh UblR resent ikeyrsionfin vbiplt entiti es
(e.qg., people, conpanies, etc.) with shared sub-processes of business
processes, thereby tying process decisions to public keys which are in turn
tied to (non-elFgre ohiis)a isgrams sf chatetabusinesshprocees&n dicovriry & dnhe
present invel?nt . on SL%%FOI"[ shgred Hpcesses W t hout the use of trusted third
parties 590 R QTS PERSENLINVERION i es) and help to deter potential for

fraudqon such FQfeIsRSa diagraRPdiuaRafirfg ah dlBErdHiE eeRtadtHRBEIRY t&laho _
describe a method and apparatus for managing the lifecycle of an el ectronic

contract . eMROJIMEBLAitas PrRsentiawentioni ocess for creating and nodifying a
shared busi nesgiqroeRsa dw bR éra8eRRichliS? Al RANCHALBRMrScmGe n_each

party is a shared contributo agent, wthn om nant au? rcty or
hi er ar chy usingnn elretrerie conrtsact aheordingda tanambodimentofdine presenbinwentionpher e

rocess,  The o SH ohi B BorEBGHh “be HheRki” RS eRRtnet B Eher o

t her ed$ magwtronic domtract accordirgto an embotinient bhthegiresent dmieptiognt ract to

actual resourc of the parties for perfornmng 15.operations qf the shared

process. The p?s&’éﬁtgab%r%a th'.agf%gt My#iratingo ?Céré}f)“ﬁ iGOBE el g’f?ﬁé(ﬁ'&gerrent.

uses eventyrélEdseriy 4FR6RMRY &8N EMbbMEIERE oftha (Peddi®UBAtiom the |ifecycle. This

approach prevents unnecessa%yw%lih};g_aon state variables to detect the need
r

for lifecycle ElMigess arfipw: tegrimhsigaing andoeniding procgss for
Processt Nn' @8I ontfEER SELIERY To Bh eh{b%dﬁﬁerﬂfogﬁﬁ}&ere%&%%%n%nﬂ ate In a

symetric, distribute ' ! preservin rust seneniics that
are ca@Ptured i frigng i isad diagrae Pustratiagt & samiplensystemrioolimplementingtasd t hi r d

parties. | "'E?h‘& i cal ' r i i : ted,
evol ve, ar%%l re 92?@5@2{3 8%“%9%?#’2?‘?3}8%?1%?%0@#%@@% %]E%régggﬁ}’%?éhs of
physi cal world 25 relationships, a process for creating, updating and

di sposing of electronic contracts is needed. A iifecycle and associ ated
system may be defined for the electronic contract. The lifecycle defines

t he steps DEVAILEDDESCRIPAIONIg, nanagi ng and retiring an el ectronic
contr&gt. I n one enbodi nent, a publish ' and subscribe apparatus my be

used i npl enent the |ifecycle methods. 30 Use of a publish and subscribe

model faci | it aEpghddMMEREBIYf tRE pRésint Ienfors @BkpASE ntRSAEBE BsiAg a'8ata as
drives execution of the lifecycle itself. 4
structure called an electronic contract. The electronic contract may be used to
enable the automation of business to business (B2B) electronic commerce (e-
commerce) without sacrificing end-to-end security. Electronic contracts may be
30 broadly applied to any electronic relationship based on public key cryptography,
where use of keys helps identify actions associated with a business relationship
and where the physical world relationship is also governed by contract law.

Embodiments of the present invention provide a mechanism for binding public
3



WO 02/ 067176 PCT/ US02/ 03170 Reference in the specification to "one

enbodi nent" or "an enbodi nent" of the present invention neans that a
parti cul avo bB@t7imee, structure or characteristic descri bedPCH/USO2983TL | ON
with the enbodinent is included in at |east one enbodi ment of the present
i nvention. Thus, the appearances of the phrase "in 5 one enbodi nent"

appeari ngkéys ofaegal ehtineaees., poome gdumparids ekpewith seared obarecesses of
necessarlhy,all referri n?r@t{o tB/e sanme en?odl.man%o. Vﬁen tradh.gﬁ entities
Wi sh to sPUYRESSRORESSeSyMALBREIING PREEST JBTRIANT J0 PUPKE Yoy scWHEN @5 iR of
cryptogr apjy e w%bﬂ%le%%wc?]twstr@sbugm@%& NERRRY ermsineges of e
exchanges are neani ngful if the sender can be authenticated by 10 the

‘receiver, P%GBHBV%iﬂnrﬁglpﬁgﬁﬁb?'ieﬁw,roﬁﬁﬁéé_ﬁ withaut the Hge Sh HUSIEH dhif B?ﬂe%f a
contragt, @ cgﬁ{fiééfé%tﬁ&ﬁie éﬁ@ﬂgg t&/Befer ESfehﬁac#abﬂréhd iﬂ%ﬁ%ﬁ%c@s‘s@é‘.s of

ternms and'con Ions correspond data Structures (such as process
“definitions, rBhbodimmads aff Y queseiti wvieayien asa .desciibe A coetfod and

representation of shared . proce el enents | s needed to, avgid. syntactic

di sagr een_@?ﬂa.ra%n%tmﬁn?ﬂ"g%éli‘%gﬁ?&ﬂ?'eﬁyaﬁ§|38F§8'°e?8"§f?°tT\tﬁ\gneo\.'?_%' | Hﬁ%’% _
contract Herifdieafhragbsd @brEre@ting MpAUMRAIf)MgIL sRBMINb OGNSR TBICESS. Itnterim
steps can be taken between parties to specify syntax and semantics

el ect r oni twehtifienpdries 4s pertaipeappivwhereini qaghl rartyoisbo shargd | cqsdrilbytes or
Enbodi pents of th resent invention praqvide,such a _commobn repre tation
in an1gFe@9?'Hmi‘e"t$oBﬂ1 Pminank {4t Ert'tryoﬁf Sm(argmt}ya@{qongh %rpeaéé%{? iisée]nti on

ties publ {edfokeeatls bRGRAbhIRRL WoNEHISERDS Pait) ARET ScroOSTBHELIC BBEIONS
exchanges. &e current approach for negotiating a business relationship

bet ween t wthesr duming qEertiiess iafcthalebatasd mgocessr adlhey gleatrane egyit@skent . The
tradi ng partner agreenepnt approach typically does.not _associate ublic
key with BFPYFEH HESa‘ﬁ‘{tF\Hr %ssvﬁ‘ém@x{)shéﬁgrﬁ%éﬁdpﬁ%}n? 6?“%5@3%@"'0%%8& S0
used t o PLAHRSkhdBRZAYAR EontPact RanEeshl ResoRess bhthedgdrtie®For déreorntiagli Nng
partner agreenment approach may require -P“bl i c keys associated with trading

partnébs operagionsust ethet sharedparegese. gihe apresgnt @BP@HCHO& Hlestreaar e _
par tner  KE9RTAFY FreBYSPRe ot 4des e Bt T TERRefhhe fECiotice Bk o

present | nvent ion

i nst ead U%ﬁéngésOiﬁsm'éilgeéme.of‘rhﬁseé;s;ﬁbacrpErddeamumeoasgavwlrr@n@@ seaatract 30
between trading partners (2 or rmrce]_z, tl ereby providing_el ectronic evidence
ofig !l

of the joivatiablas ete i datectf thaeneed froveleerehangeshar EhisyHionsgwyes

processes. The digital signature, over the ni A I at
eact sevapamybedier srbuRiboafy Biotons s fosdbisadt, ErdRRILRnG & WET

el ect pgni ?r@&"r‘& IrfdntioRPs R 8t inda Sy@HTEtAE, distribWRdRsBALWHIIEETéddBarg03170
busi ness (or legal) entities or parties cooperating together. The parties

cooper at e thértousdhsemanticsc thasnareagerittach i PhYeikal BrofidesQrisactyy YW es, and

conventions described by th lectronic contract. Each party (legal entity)
identifi edlmfogv'f'ﬂér ﬁ%%?%&énf%@ghtract agrees to and will be bound by the

contract. Eachipaid phyéital world, contractual relationships are started, evolve, and
are terminated. Similarly, in electronic representations of physical world

25 relationships, a process for creating, updating and disposing of electronic
contracts is needed. A lifecycle and associated system may be defined for

the electronic contract. The lifecycle defines the steps involved in creating,

managing and retiring an electronic contract. In one embodiment, a publish

and subscribe apparatus may be used to implement the lifecycle methods.

30 Use of a publish and subscribe model facilitates movement of electronic

contract documents as well as drives execution of the lifecycle itself.
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5 assune legal liability and obligations as defined by the contract. Under
previ ous approaches, if a third party such as a CA cannot be found that
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such that dispute resolution can be arbitrated with human intervention. The
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WO 02/ 067176 PCT/ US02/ 03170 are such that by signing the electronic
contract, the parties jointly agree to the terns and conditions of the

el ectronwo eped7imct . An el ectronic contract may be appli e##Cyarseredify to any
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securtDt y happéning dhtngrilie tragsactions sHeaehithere l%i@die;ﬁddﬁfsthem@"mbpéﬂ@@t ronic
contract a S nt)

gener al tg%n&?f@r? é%tjc? é‘%{' ﬂ??geogl@%(gws'%e orrra or;r t'!se %@?gntﬁﬁgagfr?ﬁggreenent
nane and pr«muiﬁs 4 methochfod a&owmg rtiwpantles' tstiefing the alnticipdtedi cotronynichtioa.
Namsspace t hori s section 32 .describes third parties representing a
namespacé& '}ggéph?‘?g Kt 8CtWe AENR; % %\ar?%eprgpﬁsﬁﬁp@gpamﬁ QAYSIE (Led in the

el ectr Onla@to?ﬁatwarm@@ﬁon bitedasand aaRitionsaftth@busihéssokldtibrsisipar ed processes
may be defi ned by standards or o her earglkgs external to the. tradi ng part ner
c

rel at'Ponshi p. Fikeshde s Ha9raR 8 SO# 0es5o PHREesses ACePIaManiq RNa
referenc rﬁabdﬁrﬂéntd&fthe' ﬂﬁs&ﬂtlh\fléhtloﬁqué‘hé@%aﬂ(b)énd'B‘HQ'd‘é’!s‘ir% tdedonbliet of the

process definition woul'd not be included he el ectronic contract, but

r ef er enc @RWRNIS PUSINESS NQQ@QSéceé\‘ﬂmﬁghn@nlyO M%eows e e A thisf er ences
accept ed f i des data
acepted Rnblad B RSB GIR A SIS s i riuibay o

el ectr omusmgcmslngket eled:troras somiraaai as definad msthamesw irtyentld!rabPértwAd'tas t he

w0 02006 A1 DEBHP Ak 6 5leryoleFebe PRociRted, P YAGE deBles BN BRFD, o' °

ar b| t er, pariglB. eSipdlarly, patyBihag apadhlof on&eymoraeiéctmmcaumnesé procassesn f or the

arties ddr ess e 0 and f etc ocess
:Onf or mat f@n‘ﬂég'(! Bﬁﬁ'ﬁg%% %9369 M@spafyprfgp Bﬁﬁd) r8§er&6n\}2enﬁb §e§ P e;%%rg n{‘fr ocesses
of the shanggctbissionsst uppd f&@t&ﬁwsh@rtséme@pmarfd BautiothatfA trbsts Byatdatheand
semantics of roJe names. In or%er t o shar ro ef t he art| need to
have comiBsHiigedl RsthroResses: apd &t Husls Aplaﬂgggg r%’ﬂ-ﬁ 9&35@8@ SSEYr anpl e,

par t psA @gheabmearém@%ﬁﬂa@c&eua)é&ﬁgsnééwmurwo@aomm (IfEXMLSiHGheas " P. O
agent”™ for” A's subordi nate who performs this function. Party B, however,

m ght usembasimentn twmt: ﬁgn@vf&sé?oth f ¥man e readabler and | HACkpe B@?@@Pl@r med by

B' s subor 9@%“ e sane
function. rghfégéﬁ%te'%'ﬁ'gﬁa rbggﬁrelglgleéhmhe dW§W§§§ﬂ£ ta@?@“&eﬁes f(grda!? k?eEhbum ness
process susedfooverification Db nfassagre exehangss rb&t\léeﬁmﬂé\eetf@dm partpgre AARNK or mi ng
access c |on if one of A's processes related to purchasing
wer e bei ﬁ%}#fﬁhﬂﬁ‘g@gﬁ Phen a "P.O agent" would 15 be specified, but if the
procesds is shmdxbeipmﬁnwgrmme aapriceseta produte sompaseuit fars 0B by B,
‘this woul d thorl V4 | on t rchaser
inBto "ﬁgbﬁrd'%}gﬁt qeRURE Oﬁ q%gxngtpﬁcg%(pgm élgétﬁérf]cggm% pogiasdé}riw ces
secti on Ibdrsndtedeananst tHeateguls of Biscm‘eceésatInrmpeduﬁocwedamner,sﬂpmght of the

‘shared process. Such services ma ri se sayjn h| Ves rform ng
audits, AKYEtA PEGESRPONRropHeS é@Fée‘i’?éH foraf #o 6hg‘ﬂ ec’rvpc%'édog

descri bed herei n, other support serv®ces may al so be speC|f| ed. For
archi ves, the sectl on describes the |ocation of where the archive is
stored, and the



cryptographi c keys used to secure the archival data. For audits, the
section describes the |ocation of where the audit data is stored, and the
crypt ogr aphoroe2%7ékeys used to secure the audit data. For PCHRABOHAMIZ0 t he
section describes the | ocation of where the tinestanp data is stored, and
t he cryptographi c keys used to secure the tinestanp data. In various
enbodi nentsgpotdmates pan tthers trustythb eesutpbbiscprocess: ovi this wae, AratdiB e)ayaudi t,

and ti rrest t ' ' hird
party. |t nehER PRBRSRTRIN & VAR Y e APy SRkl Rt P o
Bhi S aesor ol merapeRRI bb%e??“‘rfcm“i"b' o e i e ho oot e provi ded.

. v
"Digital siCQHHPW'%%tP crteﬂH‘ﬁe qug?ﬁéh{lr % Bﬁg%g&g\epgs 8? e'[(él%s 'gtg:”gnet he
el ectrani Qn\FéHthaQﬁe é@@trbrﬁ@rdo»ﬁtractgmcladé@ RNUBKE kel bOENNEsRmMBtric

_ multi-lateral and 9 WO 02/ 067176 PCT/ USOZ/ 03170 i ndependent verification.
This sect |Q5thﬁ&ryfﬂpbl§rﬂ|!#){ pair dpgpeef o§ifyABE R-es rl?f r Q"H@”B@Bt‘? felugtsmag be as

digital sigaahusgacisd sorresﬁé)crtﬁel SORRPbY Fralin ﬁamn%f% Ql%r bared) thelhe
pend or appended ?

digital signatures may 0 the electronic
contract . eleditanid ccsmtcem d@aenmu@trpd@gonar@ﬁr epeationa LMasiics a@Parations.

DAY, BeMimBa B2, b By, BRI BodBondRo LontalRD. 5, the Hleetronic, |

<| ELEMBNT d@in¢raetill can( béDaterpretediSby nAit withe the <expeethtihT thatDBlsainterpeetadon, >
<| ELEMENT Iél%l:\gnﬁ%al{”f %lsi g: Signature; > <1

* Kk Kk kK k% % R R S b b S S S kS S b b Rk Sk S S b bk S S R S b b b > <|

R R O eibddiments” bf *the * presERt ’iﬁ\iéhﬁéﬁ *ﬁr’bV“ﬁlé* ét* st * the* follewingl5 <! - -

| NTEL eContract DID --> <I-- Fi ane: | A DI righ
Cor por at i JRatRso- - the present invention' Greates an electronic ‘docum)ento?g% Iﬁ\t ' NTEL

FEREEEEE S adtronic ’ééﬁt* 1 "c B ’ihé‘t*c%ﬁf*a*lﬁs* ihformatién hetéssary tc" Alfldw §pédific legar! __
<| DOCTYPE e%ont ract 20 $ EMENT eContract (EC nf% NamaS?)ace*Ieg
Cont r al i rﬁmlt|e$>l(e)§e§§rtuf'%1 0 seel PR IEh1 D), toc%\sﬁaﬂﬂﬁ putomjatedrexehpnges f&ﬂahs CDATA

Gener al i ndrgptogtapbic keys @Bh 48qal entities. 1t also associates the cryptographlc keys

kkhkhkkhkkhkhkkhhkhkkhhkkhhkhkkhhkhhkhkkhhkhkhkhkhhkhkkhhkhhkhkhhkhhkhkkhhkhkhkk khkhkhkkhkhkk hkhkkhkk ki) rxk¥*x

<1 ELEVENT &4 (9entfigls. SRRIRRTIHNG saRsRTRSRIE8 8 the hares, Biecess: o i
Agr eenent |ﬂ1a&#cPC@6$éés> ma)ELEé/ENEre%gnm&nwlyt Bades¢rtRGOARAYwagd. EL EVENE

Revi si on (H| S > 30 <l A ST Revi A LI <| ELEMENT

i ot or 3D ENeROEER Fos Srsqirbr aouase sl AEuR R AelEs g apEs el s

FRE I AR *Ee* L5 " thi I SrtioRn™is ot Tikditet it *Sobba il s et * *The* rocess
definition for the shared process has the property that the semantics of contractual

obligations of the business relationship of the parties are integral to the process
definition. The present invention thus associates a human readable contract with
25 a machine readable, electronic contract (the process definition) such that dispute
resolution can be arbitrated with human intervention. The electronic contract
explicitly declares services jointly agreed to by the parties for the shared process
such as auditing, time-stamping, and saving of archives. The electronic contract
, also explicitly declares information that may be used to qualify the semantics of
30 security related decisions affecting the shared process, such as definition of name
spaces and role mappings. Additionally, the present invention uses multiple
digital signatures to bind associated information. The semantics of the signatures

7



<I'-- Nanespace Authorities --> 35 <I __
*************’.,_*************************************************_ >

<! ELEVENWOezi&s3pmce (1d, Location, PublicKey?)> <| ELEVENTPCE/USSIAGIDATA) >
<| ELEMENT Publi cKey (#PCDATA)> <I __

kkhhkkhkkhkkhhkhhhkhhkhkhhkhhkhkhhkhhkhkhhkhhhkhhkhkhhkhhkhkihkhhkhk hkhkhkk hkhkhkkhkhkkikkikikk*k*k_ > 40 <|__
Contract &ref such thatlby-signing the electronic contract, the parties jointly agree to the
***************************************************************__>

<1 ELEVENTEEDRANG Serditigneshine fleqtieniceantest: 10 wo 02/ 067176
PCT/ US02/ 03170Ad @idotrohic édrittast malvease appliedagarieealifMb ahycretatiohshipmileyéng wit h

S B e At e PR SR RETE s /A 1>
eenen
JOnesJQhnaw%é‘@r@er&mrbaﬁwﬁwb_s'm@mer feall .flirkistiBa vios Be>efébiroit Al nf 0>

<NaneSpace> <l d>333333<l | d> <Locat i ef =" intel . conf 3" ><| [
' <Publ i cKeyer@r@s@qupmegﬁwgm%sﬁge%%ﬂorrWaéﬁ”;a%r E%E?aﬁﬁiﬁgkéi@%' on

<NaITESpaC H 3 </ Caii:i . "P"!!”| : | . .
<Publ i cKe%&F‘IEgggﬁl ﬁgFEdgg E?Eg\gogg%%g'gﬁ?l c'Keu@%aﬁWfre@;/asgggﬁl on
<Cont r act Britio-M<Coemes.cand Faiy Yionend interae tRAG aéQ?r,dS,epi@ah@rr. d868TAnd is the

contract. ., </ k Lol & YeRerd o @Bt i "ok d="Waned, 25
3000" ><I Vel sk Tor bl YoE gitglis” Fim@Rudye, Baid 2 0or
ELa! 3He§gﬂg§zen<@udt Bavidarieotd o Miechiinglo ARepoto rRCR-TRANE3S 1< SDgpantrg et Idf c Key

eyi d=" 9283>, 30 ti aAESCY 38Af f a7f f <I Si gni ngPubl i cKey>
</ Li abl eP. eil%?l’?qﬁa%f‘tﬁfoé‘in aﬂﬁ%%eegéﬁ% 0> 359<Pr gcessDef %lype:" pur chase
order” ref="wigatandgral dizgurh ifustiting anneleBpdrad/mppirac >accbrdimgRtd endonai nl d=

92345" rol e="Purchaser"><| FronmRol.e> <ToRol e d i nl.d=' 54321" =" P h
Agant * >/ PERSABET S HepBresBi BY BN YO BRDR CTES Of & SleBcERe| nf o

<Ser vi cel RhRtract v As6 Bkifsed iftheresam iettronidi contractdifécyanembnagerdmmment >
15 invention and the invention is not limited in scope by the particular version of
electronic contract used. In one example, the electronic contract 18, also called
an interoperability agreement, defines an arrangement that associates trading
partners with keys, contract and business process elements (sub-processes),
from which security mechanisms may base access control decisions. The
20 electronic contract comprises at least the following sections. In one embodiment,
general information section 30 provides information specifying an agreement
name and identifier, and a current revision level and history data. Namespace
authorities section 32 describes third parties representing a namespace
corresponding to the domain of the cryptographic keys used in the electronic
25 contract. In some cases, part or all of the shared processes may he defined by
standards or other groups external to the trading partner relationship.
Namespaces allow a public key to be associated with a reference to the defining
entity. Operationally, intricate details of the process definition would not be
included in the electronic contract, but referenced externally. Namespaces define
30 the set of external references accepted by trading partners. Contract information
section 34 provides data about the underlying business agreement that is the
subject of the electronic contract. It associates parties who may be liable under

the contract with public keys. This section may include data such as contract
8



72 WO 02/ 067176 <I | nteropAgreenent> PCT/US02/ 03170 Cenerally, the

el ectronic contract allows the parties to performthe 5 verification tasks
of ident Wooabé7ers, aut hentication, and authorizati on of cecFls0ze3I7ONS
between the parties relating to the shared process. The el ectronic contract
of the present invention nmay be consulted when two types of security

deci si ons .aém.mdealm;tylmnodpﬁréaﬂona{at@rwmm liesle party, signthgnguiplier keyst s. The
first decision concerns eter

Shoul d 10 B8 SeEi8pt IPTTYAUANTRE BE, BRa 480 TR co LB AR AoE LR 2R 1o

affili at|0ﬁu,ﬁ5grstg busi ness process or processes shared between the

sender’'s conpan the receiver's conp In this ca the_el ectronic
" cont ract i dent i roggsq IdoraAtinR seetons 3@ pchYé‘%/s 2 GHARPHIG gfarpfer RAMES BIHPp. The

sender E&% e wrémsursnk&s%frw@s%t Iaﬁataegbét%c@né#lapma §itax ahg one of

t he partle e business relationship 15 (e.qg. artl%/ A or" B). The
" second decS@ﬂenﬂQﬁleeTP}ﬁ pewes.f In pedes 4o gbarg eroae%aﬁ&r thecpartigs [ﬂé?‘#é‘? REVe e

requested &% or m[ﬁ%&f@épﬂghgﬁg%&@&%ué ocRiRgUE! 'P&r%&tﬁg\‘gﬁ?g Rf Table

) contains’in processors I n either artner
domain to nmycﬂuppoarmnrghasei ardeii procesping batiuse aiterms sugtiras g&I@.i agentaferexi st

I n at Ieas QW y mantic

Al= senan @)or(?nat{e Vg/ﬂqg‘&é%in% th%&H?cuf?ﬁB)rBaqgu¢ Q SV\Z%/‘%?% '8ﬁ?6\us—éjfg‘ree tgﬁﬁ c B).

tE\r/]al ui'altld) ;)n"mjrcleasbh’?for ﬂ“{ﬁ same fanctioe alerrbe]eclfmmédmy Bs smbbmnmtwl Tbuos, ftbecatjﬁ e
e elec I‘OI‘II,C contrac nf or mat.i on _ne ssar er m t he

25 mappi ngPas av%gif%r%(ﬁpﬁmsr}gg '}fcﬁ"BﬁgurEé‘PFo Jeha0) 'OR reﬁ?%ngé

aut hori Zestr%CHIsﬁal%t@%[EOﬁéfﬂds or the R@éu@essagmmslefsunwlocmsés T furttenl e

nanes defined in B. Definitions comon to

o.be jin th
el ect roni cillystiatedbe. example.evhen peHOMMIBg, AGPe% SPRTEH! qvégﬁf'?'?'l 'I(‘bé’f‘Fcfﬁ Afd
aut hori zat bf)%{be@ié??e?a%&‘% Hﬁl‘cﬂgmtﬁ?‘ m@r@%fn%%ﬁué‘é!@& tAEH a2PIO sl \Tv@ulén

enbodi nment e present I nven 50, a receiver of

messagé5f r ben spesifiede rout dié rihe f precesshis SBARSY bewnnésga@er@@ﬂnthfheteﬂ'@nder to
the receiver OfL:it r the
process shd?lggw%sgi)v\ésr ﬁggﬁe pa%?ttﬁ%sﬁ?wd Rl ?Hb&tﬁ&q e?]b'gE%ae?tﬁ HE]'gn "eipe

recei ver' s magping)of ‘porehbsér’ el ta'tP. Dnagém” jor & grefthie alentrontd comtnaat, maan 13 WO

02/ 067176 PCT/ Ug02/ 0 170. ner el y detern ni ' | £ f nder .

In some enbodi nBHPRO™ PEVIFEY S&Fy%gé Hgg&rﬁbﬁgg?@ﬂlabﬂ gg'&l%e%%&%t rﬂ%}éé?}ﬁﬁsgﬁ

l dﬁgt i ficaid Qillppdgﬂ:j of that shaired ﬁfocéb@dsanﬂ?er\ﬁmhnay coapeise zsdgmggﬁ’chlt/es ephone
nunber, e-mai | address, r identificatio and the

bi'ock. 89° PREoraRS AvaRs ALiEEPdahe datsmEts MiPGien SRPF SHRGESEE i ¢ ne
sender a paek¥ided KBInCbBRt EATHTH Mté@ﬁia@)als&be@b@@iﬁecﬁ4%i éhehivesetheer
associ at es the sender's organization with a business rel ati gonshi ng th the

recei ver' s seetipinidasciibes abeqigetien 8 Wheiei de RJrbNRelt $9elhe €t he
el ectroni ¢ Fﬁﬁ%éﬁﬁm'ﬂ&hm tséélfe rﬁﬁésé’fﬁﬁlval-rbét% aFpp Gudlts, OtheT8ctiBA

performed w't relyi'rng on a trusted third party {such as a certificate
aut hority) deecmheevllhdeloaatm eowhere ﬂ‘l@oﬁl&ﬂ datp lﬁl*‘é@@ﬂc Bpd dae Fryriographienent

securi by of §§%5&9 TIRLGR 8RR IRED EdPirhdRamBs ! in8Ssection describes the
location of where the timestamp data is stored, and the cryptographic keys used
to secure the timestamp data. In various embodiments, third parties may be
employed to provide the archive, audit, and timestamp support services. If the
service is outsourced to a third party, the section should specify the public key of
30 the third party so parties A and B agree on the selected third party providing the
service. This associates a public key of the third party with the service provided.
Digital signatures section 40 allows trading partners to digitally sign the
electronic contract. Each party signs tge contract, allowing both multi-lateral and



If Aand Brelied on a third party C, verification processors in A would
know public keys of A and C, but not B. Requestors in B would know about B
and C onwo oM¥eetmea request is sent to AfromB, a certifi BETASHYETIC | s
needed (indicates 15 C knows B). However, A would not know if the contract
A agrees with neans the sane as the contract B agrees with. Terns and

condi t i onsingépéridentyetification. arralsceeﬁtrahnadyicmmm‘rseedigttalrﬁgha:tumsnbfaahnet that C

may not have re res curate B or A Lnh contyast th.t

D bsent 1 HHES B welr s SioBSITEATEY o GRE B croe WilleSSR I Bethikirtisdlng &
both partipge ggis siditataas inmdybd Qre\l@édd%)zl drraepeﬁd&rto&héewaﬁbnreeouﬁaag 20 a
key already known to them resp ect B's public keé The receiver

-at bl ock 56 |derﬂbi|€f|%'l°"t%%nﬁt@r9r‘iﬂp aﬁaae@lﬁﬁtrpn@rr@ntsactt"hé%ﬁé Py other
corresgpn é%nbﬁ\/é%%gﬁ’é dE0h8y BO@Eed processes. At block 58, the receiver
verifies t t he a%l on requested in the nmessage by the sender
‘corresponds to the 25 ternms and conditions of the agreenent; - the action
is allowed by the process (i.e. it is defjped); and - the action is allowed
for the sender. This verification may be perforned by using roles (e.qg.,
can sender S do requested acti on X according to the electronic contract?).

Dgrtal celflLLales nak, 30,08 **m*mgﬂt*,**a**tﬁgh lgue for working through
subor di nat €- ganl za I ons o? th ties a processing systemin

conpantp A FIELEMENT Signe %’A atﬂqé'hs‘ﬂ"%'m d issue a certificate certifying
t he processEMGEMENT éWatg; Ay> a processing systemin B may have sane
rel ati onshf'ﬁLEMEN'BJASBIgnaWée %dgtge%lgnatg &ystem of A nakes a 14 WO

02/ 067176 RETHFOSTZFOS T IO FattEst 6 HE P otEssr iy syst em of B, then the

pr ocessi ng<lySHE g Bt ger et e taRt - HE T prdtessi ng systemof A is as
trust v t hyl-adTELveCdntras) BXTO + t he contract between A & B. If the role or
ot her aut heokd Riltname: 1ABTOH=#d to the processing systemof Ais defined in
the contr aet- (&) @upyright INTELE orpbetion 12606--pr ocessi ng system of B is safe in
asserting &hat-tfreprotessig-system ot aregttteri-zed to make t he
request. TPOETYPEigCHragt] ows processing systens to act on behalf of A
and B.ogrhusiE| HVMENT eaddotrads € (BEInksi bl NaméShsce*n  8oniehatrifs onPocassihfoact nmay
be provi dege,s,%lfhfg,hggmmw)j»ty of conmmuni cati ons may be enf or ced based on

the 10 keys e |Shas QRIRUSDATASIMPRMESEs between two parti es.
Addi t i onal Ly_, ok AR 1D B b Y SN BB ki SNk G OGS+ RRAN-BE+B8REeci Tied in the

el ectroni ccont mABY¥n e provided by entities other than the
pri nmg:tl ,ar,t*uggﬁ *@*P&maem*r*am**t*m**&uﬁku*a*my**t*hat each of the principal

parti es may, E rin@ Iée/r é&g r%‘fs(evrs% ugh the previous
errent

di scussi on etween two parties, 15

enbodi nment S t A{W sal so be used for nulti-| ateral
arrangerrent . gies r shared processes. Figure 4 is a
di agr of . %gvlpg ss 101 and their interactions
accor dithg T ) ij%g % e invention. Entities of party A 10
are shown WL A h onpany officer A 100, 20
gmgptl 1 i"\-@é#ltiﬁ %‘gﬁps% af A 104. Entities of

process owder! al9 oISt HRBMEI G4 Nl T G RaATk S Al £
party B 12<atre shovvn on thﬁ ht side of Figure 4, Such as conpany officer
B 106, protkss Nomespaserygtnollies wpe or pp**g*gg*umgl*pants of B 110.

K%k, **************** ************ oo ok e ok

Initiabdy, <bath Barty W s |ngto be a tradi ng_partner- exchanges one or more
public key §’Ei-ﬁ/'%ﬂ dld dpcatigny E”W'Q@Vt% other party using a
reliable o&tELcﬁMwﬁddhﬂ%(hﬁﬁTétﬁ 25 Each party may send one or nore public
keys to ths!EHEMEN QQWCK%@*P&M% nmay erformed by corrpany of ficers
of the par gl-e§*{E* g EERTERY T ****A**I’ﬁﬁ* " ESHpany of fi cer B 106). The
rel i ab40it yl-of Cbetracitnfof--band nmechanismis such that there is a very |ow
Ti sk that a&hy*BtHbfreReyPIregait st oA party MEE" répraced with anot her key
wi t hout t he!BUIEMENRTdeomifactihfe (presenting party (e.g., via a "nman

Contractld,

Contract,
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30 in-the-mddl e" attack). In another enbodi nent, a cryptographic hash of
the public key, also called a key fingerprint 114, may be exchanged in

pl ace of wdexgblsi c key. In sone situations, an exchange pETmse/062%0
fingerprints may be preferable to the exchange of the keys thensel ves,

al though the invention is not limted in 15 WO 021067176 PCT/US02/ 03170
scope in this respedfalidityRerignpany officers or other |egal representatives
exchangi ng keys and/GreatiéyD4dtenger prints have the authority to legally
commit their organi zgbjteRs and est abl i sh business rel ationshi ps with other
entities. Were undqmifdb: pof of authority is lacking, ostensible
authorigy oy gpsede i #ﬁ:@ﬁ@ATgpparty S representative depending on the
" circumst anggs epMiEN nRacUPicasrTAyRet her ostensible authority can be
inferred og, del R bR ¢ interaction. Therefore, it may be

pref erabl e A SO\ AiivPerih $0RIEDATA ARFLIEDIS EDATA HIUPLIRSI cal wor | d
prior to sgfgl RTE AL SHBE elgsgs processes Hence, public keys and
o?\t

key fipger Vi tvveen conpany officers.
There 2‘? gréI‘I Eﬁ?Aé forife E?hange For exanpl e,
t he corrpanx { F]g‘tl u5| ness cards, conpany

Lﬁhf?éhﬁiﬁs% 3 %, (;%% /hg‘?ﬁ?éﬂ'ﬁﬁi?? AR Toe

negot i % oL et OoVear AL TG L Gl Ll e L@tﬂlﬁgf;sﬁm,gmtﬂ e 15 conpany officers
di gital'Yy sign Iectr ontract 116 (which defi nes” the shared process
101 ) usinght he géfi}

**** ************ **9**** D:?**is( Mupﬁl -I«S;***A**(;an-pany Of f I cer rmy
del egat e signi fesponsi b |$ ectronic con ract to anot her key,

but if he & ENd °§Qﬁ5“1‘f6 BEOC§§§P%E? rRE‘ieMaPngr)Ft aut hor| ty under
the cont r aclELEMBYNTProeessDed (HRGPALAY A role certificate m

el ect r 20 c <HSCUABhProcrssher MypeaNMTIKEN HMREN-DiRaf IDRRA AMRLRP

i nf or mat i o!EURMENS RerfosmerReleiaaping {lromitole heaRake)gr ocess. Rol e

certifi cat e¢ELEMENE FyomRote EMAIyY>parti ci pants to the other party to verify,
accor di ng xATH4STr uStomRoles dbmhainkdd CRATHe #REQUIREDR: coat rMTOKEMt t he
present i ng#RBAWRED aut hori zed to performat |east a part of the shared
procesgs Rel-edomatrild Isctat dSeydd fingempriot for iadepadg -such as a parti ci pant)

W th a shaxegl EMBNTFSEORYe EMPEYH . The role certificate may be signed,

t her eby bi REIATTLISHETIRRYe Wotrfairiith DA A ¢REQUIRECOrde NMTDKENHREQUIRED k ey
used to pesforma digital signature of the role certificate nust be a key
fromthe elgctronheresntract-for-tireoshareg+process+or a del egate of that
key (eag.. 410 t BapseHBekfdeshierarchy). The parties nust agree on a

del egation rreeham*M*ae*@&mm@#**{*he«*weavtk**aﬁ**ef***tvhe**eLect roni c contract.

The 30 del egatinBENTESdRREHIS REhVES AER" ITHREsaRp-pf role certificates
defini ng 1 uWyes %mmmﬁﬂtﬁg@c@sx’sﬁ Hslturmwm@ytm RagjiRigidkeyocess. The

el ectronic \;e agent 118. The 'archive agent
may dlv\%%l’l by the process owners 102, 104, as

)

16 02/] eﬂabufcﬁe WBAIRSPLSIRRGP be agent 120)
110. I ong. e° %ﬂt@eﬁag‘%@% phvdeLbK ient ) as the

110. In one,,
purchase/sﬁb

toget her) . SALTLI Eéi?én bAﬁ#&E&UFRéHQC“O”S may be handl ed
20

< | *******************'k**************************************‘k****_ >

<l-- Comment -->

< | ***************************************************************__>

<IELEMENT Comment (#PCDATA) >
]> <I-- end of DOCTYPE InteropAgreement -->

45
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5 Conpany officer A 100 then issues one or nore authorization certificates
122 to process owner A 102. Simlarly, conpany officer B 106 issues one or
nore aut WO bzet7a®n certificates 122 to process owner B 108CTRIS6REHI0 owner s
automate the shared process. Authorization certificates informthe process

owner of authori ty to handle el ements of a shared process. Role
certificates andapte dullugiratosandexageie XMl doedmpat complyingswith the apayrti on -

descri bi ng §&Sifdrfe b Geshpfidrght s/ duti es of the key hol der. Authorization
certificates ex élrlﬁc)?tly stgte the perm ssions, while role certificates

identify a group to which the key htakleH belongs. A role certificate

expects the gatekeeper (e.g., verifier) to know what perm ssions are

per m SSI5)I’IS<|GIKQIQDAQIEGHI$HBHJ'[ hori zation certificate is presented, the

gat ekeeper checkdAfrdo>pernissions locally to see if the requested access is
al | owed accordi ng t o 4Ageemehtidhe7 AT 7kiAgreemenbid>certificate and the rol e
certificate. Process shgnegremtiNanerSmithaiones)signbheihgrdementNamety to perform
particul ar oper ati onscRexistorarv=t100">keRewsoit | shared busi ness process. This
i ncl udeg) partitigiafp>0of roles 20 defined by the shared busi ness process
and contai ned i rkNdigeSpgsd> oni ¢ contract, and del egation of roles to
participants via rol ege333shpeades 124. A process owner may be a person, or

any processing systemjyssibr RfPHMMRHBICBR/PEeARsatigner function. A process

owner rmay update t he JpRREesyHESEIRIKERERRE kBTogu3C/PUBAEKE38 o a conpany
of ficerqygso the g %Prfé% - be 1 ncorporated into an 25 updated el ectronic

contract. Parti Q é@g be persons or processing systens (e.g.)
resources) enpl o y, >p performone or nore elenments or portions
of the shared process | S0l h_%(a f Jformthe role of
enforcmgthelntegrlg tﬂ % g g’lgﬁgétg §§g%t f{ b Joints occurring
anyvvherggl n the Ngce b ){} IE ants r’Ja ? 74 ter ﬁ%%e%(m

pur chas®’ subscri 20 to be a part of the process, COI’ISI stent with
their designate [0 ertificate. Participants may
use their private key 7% 12'3 5)9 ff ther party bound to the

el ectroni c contract 'ss'ﬁg?ee.ﬁo % g/%:on*rec> WD 02/ 0G7176

PCT/ US02/ 03170 Thus, iddragr="y é1 QB Ae="A¥dnti on provide a system

of cont#act 30 Oct"bf/e@"dﬁb@% §?| ons, and verifications through which processes
may be shared bet vveerFQ"Pafdﬂ teralannb 999<iCueaticnDaie®™, aut omation strat egi es
may be incorporated iTebl@RARTSYst em wi t hout conpronising security
requirements. 5 Figure 5 SoataciNamerdanatancork/Coataciiarae=ct roni c contract
li fecycl e processing accoriginariiblieKeinkayilT188983528Bhe present invention.

At bl oc¥0 200, the parties det etioAmBOiIBEfag8E3¥for a shared process. This may
occur fornmally or informlkiSignihgRulliekewrate of fi cers or ot her
representatives det ersfiinblePhedy>a shared aut omat ed busi ness process will be
or is needed. AcuGodiractintfo>10 enbodi nents of the present invention, either
party may initi atRrotéssiefoectronic contract lifecycle. If the parties agree
that a s#hared process<Processdet tipettpunctiase opdert refs"weay. standbehog/ Key
fingerprints at bl ockrfpfdrmataeMapisinge keys at bl ock 204. Although the
exanpl es shown herei n det aFkorARBleURENIGR3R 845 helewtmpcliaverPafRrb@Roldt |1 S
considered to be within tkFoReRIOMAINIKES4BDYVEBleEPUrERadtave any nunber 15 of
parties COOREéﬁ‘:‘WoRBlea shared process. Thus, all parties may exchange
keys an ey fingegpgirbrhterrRERMupppigBany of ficer or representative may
record which key and/gprdegyshéfdger print belongs to which other party. This
process may) on SPpE.ReMmfs ons, be as sinple as exchangi ng business cards
cont ai ni ng the k@é'érvﬁzg key fingerprints. If the public key of a party
is too long to b@s@ﬁﬁéelﬁff 20 exchanged, the parties may exchange key

fi ngerpﬁnts i ns§& eys. At bl ock 206, the parties negotiate the terns
and condltions 0 e. ngg rﬁ(:mtract governing the shared process, as
‘wel | define the gt; % $or process elenments. In sone cases, the

el ectroni c contract

conpletely rep{ ce a paper contract. 25 At block
208, the parties sign/verify the electronic contract. Figure 6 is a flow
diagramillustrating the signing and verifying process for an electronic
contract according to an enbodi ment of the present invention. The signing
process involves steps to circulate and sign the electronic contract using
one of the public keys contained wthin the electronic contract. The
conpany officer or 30 one of his or her delegates {e.g., process owner or
participants) digitally signs the electronic contract for his or her

organi zation. At bl ock 300, the unsigned el ectronic contract may be
presented to a conpany offlcer for one of the partles such ~as _conpany

Y Y A A NN E— —



WO 02/ 06717G PCT/ 0S02/ 03170 public keys) of the trading partners with whom
processes are to be shared. At block 302, conpany officer A 100 uses his or
her key fwageequiont to verify that B's public key in the eCealSonoiico
contract represents a legitimte relationship between A and B. If the
verification passes) at block 304, conpany officer A signs the 5 electronic
contract wi<flhteropAgieement® key t hat corresponds to a public key already
contained in_the electronic contract. At block 306 conpany officer A then
sends the electronic contract (signed by A) to conpany officer B 106. At

bl ock 308, conmpany officer B verifies the contents of the electronic
contract, vali d&enemilyhahet blectanit r carttraick allowsi $heerpartigés Holerforen bthei ness

"relatiopshi p.and key fingetprints exchan ' contr . i ons.
A bl ock 3 YBrTERSanp=t 1 o eriet ety caotentepish, e LTy RR8h LA P ey
_cont ai nedf ;canﬁﬂﬂﬁ-\é@dti?ﬁﬁlr Bm???gme_r @@ttietslhfelaﬂlm \ter inei Gaarietdn pms_etshTtgleen
conpany officer B a oc signs the electronic contract w

o1 vat s ke ROHRDICGAT@ShGh S Bsa Tt TATtEnasy bp roasy b HhEH fud YRFS: lc

el ectroni ¢ «geityMekisidnd akd e dRiiRg TofMinications aewvedr tweeradhgparhets.gns t he
original electronic contract fields and does not sign the si g%rstsgres t hat

may have bdég fiipldeninien conasies eeiRfPIAING if AMIRSRIA 4SIgRR PyBstan 8Uldapt ur e
the ordgr i ' [ t app I ; rpet thel he
olectr g ¢ BBkt b 18 biler $4sBaHR the SeRfielcbpany MAIADN oA the or

t he cont r adusiness tinpeessatreprocessei shaged babyean tiet sandgr'siopmpzoytand enpany

officer's signature. At blogk. 3 ffi S .

el ectronic’ E‘?ﬂ\’?r&?‘c‘forﬁ%W' t'Sﬁﬁﬁﬁ%’gﬁyﬁ%@?%éﬁ%&fggd ae?\gl?%scﬁw@g%gfdgﬁ I8
C(r)]rrpalny of fangetheh oEntratieal treatiensHangtice ISF?Sert of ‘e inﬁqsfsage raiagrﬁ!aemrbefsf on
the electronic contract. nce, .coppany icer A verifies conpany,officer
B's si gnat A4heidicaigdding OES#'?aIt%Q%B%fS%PP IeRd} tﬁ%m’ﬁ'f‘ﬁ%ﬁr‘?ﬂ%’oﬁg'p
contragi. 28 qWisiyWbE BY.NTRe E¥EbriRiRdddisieh aéterrfings ifftie defdards asthofizazhtopar ty
must participate in the actions shown in Figur nsur.e .t hat eaf:h party

e 61to
i s aut hor i Zedfofr the raayasted 8Fti%eTE%§|e§H°B‘F%QE’§9t (&8 shopaipthe exprgpie
el ectroni ¢ GOpdi@G cGitana! ipfornhaﬁorﬁ R AIBWE SorobedsORy S BiieH tratsg ggrtﬂéﬂ

parties, indicating that a parties agree to the contract. 30 ferring

agai n to Fidpmainge resplee anwigiiias ibsrenHgated aghens. aAmbigyiies ean exst i dkt roni ¢
contract, | L lhuted to the parties. In one enbodi nent, the
e Biofiry fon

el ectronic e Stored by an archive agent 118 19 WO 02/ 067176
PCT/ USQ®/ 03170 at (siyoiak A248yntak8),cout isersardigehnt= samanticl). de a service to

ensure availability of the electronic, contract_ {o Lt erested parties,
process owners, 'an()éyﬁtg?‘tpi Eﬁygfﬁ’%é)' $H§(stéhf'€§ _a%eéngl‘thﬁa%)' be operated by a
third party or jointly by the parties to the electronic contract. The

el ectronic contract itself 5 ensures docuynment integrity in the t

i nvention) hencd th’CH{ \Ruthgrization, gy g’& pﬁF#BW%(g t?ynta@gﬁuh/mﬁgéﬁégﬂces.
The archi ve,2g086 tHEYIeBrME @6ntrdtt cohefis hsiitfornationatdcessaryite pprfomete owner s
A 102 and B 108. Next, each process owner identifies st#tg{zé)eﬁgﬁrgt.l Ci pants

T

usi ng t3% &napRiRgni Korckavss 4R apienessApians prrmed by, 42%%r
partici p?”téctiﬁf}é’ %%F@%@Bg%.v\k&@ Ay Q&MY AR hah & AARENE8 defifed in
el ectroni c contract. The

rocess owner issues a role certificate at bl ock
212 to a paBit Defipéinns cemmoady betiaBry alsotaedn dae elestrpaificor®@gar ti ci pat e
securely in shar r S e FATon [ QG I sek e an
el ectronic cont r@@?rehggg%eg%%?ﬁ?@d,& fﬂ%én%ﬁhiﬁ#ﬁ@fh%féé%i ‘ﬁgb?sesﬂb(c)
parti ci pantgsind-an keleumohicciquinact acegrding ks anvetripodinpent of M praseBidnyaMioAgent

120, in ord to notified in the t _of a of

aut hor iet(l/ (g{ BI.OF‘k aﬁg"@geﬁvﬁr Q@sr??ssgﬁggfgo&% §@{cgegﬁ%$hg@?§glg§ ‘T‘rlllde:é}bgrﬂﬁ ci pant
‘al so at bl oglssigh frogi Hieesendear tethei reeeivbe may henmiquestgt apraation datbeact .
The el ectroni¢ contract y. be distributed.at 20 block 216 by t )

pur chase/ subRtarmesd agRat ?6“? H@@é@isb?@dgt??tWﬁ?? ?%‘? Bﬂﬁ%eg .Z(eﬂ" %‘Fos%ﬁdﬁﬁ%,

‘parti ci pant garty"Bh& MR FedeiRrs TREgY RiedEfsRionRAthé prasent hventien magessarcont r ol
deci si ons based on participant credentjals relative to the processes for
whi ch el ectronic contracts exist. The 1t?arti ci pants may al so nmake
performance enhancenents given an 25 electronic contract. A participant may
mai ntain a cache of electronic contracts that it supports and registers to
be notified if an electronic contract is updated. A participant nay operate
i ndependently until external events require a resetting of the cache.
Additionally, participants may pre-conpute the validity of electronic
contracts and certificates inplicated as part of the



30 shared process. The results may be cached by the partici pant based on
conputing resources available to the participant. In a resource restricted
20 WO &) 0B06ive PCT/ US02/ 03170 environnment, the partici panuseesitoel y on a
renmote agent that performnms verification operations and returns results. At
bl ock 220, the shared process may be updated. if the business process
changes, tierely de&ifl_grlriimggﬁnfidéﬁﬁﬂelefoettf?d Qeﬁder.cmmsbaﬁtembnydimntse?;ma)edr 5 The
process owner notifies the conmpany. .officer,. and the.co ny officer

Gt or mi nosMeY nBh bR e AR BBEL G ientEkaiof tambayes L elsmheet §has
appropri at gd Yramed) add?EBE MeléPHohE efiurfiBer; elmbilF fdtRESY, | fakSayerEidonifFicatss
agreenent, appl ying, process changes and re-signi ng, the el ectroni ¢ gontract;
-2) apply pRyBees hiBeslikend MhPGKeS3i dhe tTReCHpL defgMIines: &t 1S8RES Hr 3) 10

refuse g0 &@Bh&aﬁé}?(égﬁ?ﬁ“@%\% géaﬂeeaﬁoangtte%e RIRIbAIcTENrhERYIRS blobr saced f or
process changes. If the physical world contract, process validity period or

“certifi cat bevareivenasspelatasdthe spneers orgpeizaliahyille adysiness relpiianshipewith

pur chase/ syhsgl : ] d e i fid

Corpr o sebiPofoeer 8 g Rlon 88 LachelCol 2 pliot Soregmert by EiiE e 15
resol ut i onelgtiepic wagtrae includerkinctiemessagey , Thisiasgacigiiaganay bapedauoedal |y to

all particj JTerm i ] tr.onL G r . led in
a manner sWﬁﬁ]‘g?ely@gu@dgﬁj %%Iattﬁid éﬁ§¥ g&%ﬁrdéc%gés}}'ﬁc\%?% ﬁ%@'ﬁgon%gor\{&% 22? ficers
causi nt0 t heorpmopagatedokeyohiesarciupdade tb ehpletmeansecwrinobf et corhmunicatiors

aut hori zat'é n forhtpe shared process. 20 The contract |ifecycle described
herein is %Hﬁ@f‘rti%wpﬂ 'F@'spect to the parties. Any of the parties may

initiate and respaid Boelddesr 4 eiiidCparonC! watfichiidrepioebsscpy BNA oulthiengw esent
invention reduces security risks over prior ar }%%at ens by renovi n%éa
tem

k
trusted  hPWRICHENERT A @b bl neb R Retusiora e SRR, knavpbedt s apd
model . Wt Bmg.h er%rﬁfl ?étti]ueésg}é%ht A fRH BeAtb&iftate troh$ Cl i Rbbddd (imfcdtds t he

rel ationships set arties accordi _nghto the el ectronic contract.

Si nce 1he PanowsBardoweygroAneuilgnphigiovaif §he eordracthagiees wih preens dle have
equi val ent ra Ly . Srfit j

descripti o%%H%ragr%i #8%scogg’sg?g?%%g?és?ﬁgﬁ'gféé@gn%“a?ﬁven{qn%n%ftﬁﬁgeaateeen e%g%ri bed.
For pur posesntaihediptrenelectoonic specadt that Gumiy mst havestepraseatadi #ourately to

confi gur at ons r et f [ [ royj (o) . andi ng
of the pr egeq{tA.}'\ﬁbgcmct{%ﬁ_v%%{bg\ﬁiggerﬂt%\{ebﬂ8@@%@%{?&?@5@*&%&%& 'Fggee#%&the art
hﬁVl ng thebét_%een%ﬂ&ﬁ@%&néﬁarﬁﬁlhém%_ %jlﬁ)ﬁtd)mréy the atﬁer.t’s?gsrgnztum:t_l:slasglr? t hat
the present invention na racticed wit t the specific details. In

ot her sast ar'ﬂ%éﬁeﬂ%\f FUW%%&F&MW@QE r8 %%ust PERIICSEYsi npl i fied i n order
not to obscure the BEEENtati HYSt 5@ Nderfifigd dihe® frfsOhing heorditRBENbSf ithwent i on
may be inplenented in hardware or 5 software, or a conbination of both.

However, eROEEMAEHCOTEEPONMENG R ORE| YnMRER Shalgd PrRpessesnt Ak Plgek 38mile er
programs exeeuil Dgrifdy tRePIr anmebl e systens conprising at |east one
processor, a data storage system (including volatile and non-volatile
menory and/ or st otheyactirerasiuestpd iathe messagmby ithesendescorespansg tathe east
one output device 0, ied to input data to perform 10
t he fu%@ti ons desé?r%e%{%@féﬂgﬁkfg@?%%h@ut put information. The out put
i nformati on may- béheapgtiandd atlovedhby the processoliepitiis dbfinedrandi n known f ashi on.
For purposes of this | ] i sing systemusing the electronic
contract i ncl ud'es%%?agc&sl%%ﬂ#‘&%@for eggél}%%?'ocessor, such as, for exanple, a
digital signasl veriuatiosomayDSE)performiedr b arsinglrbles, (eagy, ayapl serdero® dpecific
integrated circuit 15 (ASLQ),. or m_Cr opr.ocessor,,,. The.proqr be

| ot Srrent cEFUEsEtagnCabrorira e dud R BPrSERRRRED: | BBl es i

| anguage t Be EMPILYECC R £ tedhniud fBF ReAGR] NBosgisseiiordifh®e Proagizationsnafithal so be
i npl emented in assenbly or machi ne | anguag

e, if desired. |n fact, the
i nventi on %o Ratiep; fiatacessingsypten & HyrA i%@”tﬁ?r'ﬁﬁdg?}'r‘éﬁﬂ?'?lé‘ W'g
| anguage. - jq3,8Wodiiite LRI H6cING Y SRt SRiIbAY brobaishigetad
| anguage. e prograns may be stored on~a’'renovabl e 'storage nedi'a or device
(e.g., floppp rohykave saee rekasianghip witheBo 1f,the pongessing- sysiard 6 Adeakes ash
menory device, digital versatile disk14DVD), or other storage device)
readabl e by a general or special purpose programmabl e processing system
for configuring and 25 operating the processing system when the storage
media or device is read by the processing systemto performthe procedures
descri bed herein. Enbodi nents of the invention nay al so be considered to be
i npl emented as a machi ne-readabl e storage nmedium configured for use with a
processi ng system where the storage medi um so configured causes the
processing systemto operate in a specific and 30 predefined manner to
performthe functions described herein. An exanple of one such type of

o o e o o . o o -



WO 02/ 067176 PCT/ US02/ 03170 for exanple, to execute the processing for
enbodi nents of the nethod of using the electronic contract, in accordance
wi th t hewo esmni7éi nventi on, such as the enbodi nent descri PeEVUR&BIT. Sanpl e
system 400 is representative of processing systens based on the PENTIUM I,
PENTIUM err) 111, and CELERONTM 5 m croprocessors avail able fromlntel

Cor por at i oegquestt dsfom@hpmbéwngswstemsof B( |thsm1 thd phopssing RestefP P B RISt ( PCs)

poxes. andaRBNIE RB3! BRcPraF S TECR B O Hblp 8 LUSlorihl s AR eges 1 o

bl ock di agharopirast Bytweam A@BOflfQﬁ\s?r&é@?%tﬁ@%utﬁéni&ﬂ@n&%s@ibﬁ&?fﬁ the
i nvention. The system 400 i ncl udes a processor hat processes data

- signal s. FTGERISNG systemR) Apls gefifsdetd the SOTHFQ%W Bud $0B. then he ansnits
data sign r§c@@‘ir(¥j§é§95t8ﬁ'\05ﬁBS|§rsaf@% af,@brﬁﬁ@%at%gmw@é%%mg Lystde oF s iem 400.

System 400 i ncl s’ a nenor . ry 4 store Instructions and/ or
“dat a repr e3dhRIEedLlp Make the gmregt {f hatcaﬁtﬁgcateeal&v&upe@ssuyg pysteas doackh02. 15
The instrugt &Wéﬁa ata may conprise code for perform ng any and/ or
all of the tec n| gues "the present invention. Menory 406 may al so contain
addi ti onal sof thse tlamdsfea’tlvdaww ohoubligh&eyy in Ancelettconie woniractOBayehe r esi de

br dge/ mendPyoeb A0 e SeSha) RvRulieRs Tuft Re HralediRel s 20 and
menor wmoafywer shardg eliseess procesﬁesdtét%e#hﬂo gartiest Addaionalyi, gl partiet ween
processor

t t th t em 400, and
bri dges th%lpcﬂ’)gftaseé‘f'ﬁ%%n?ymﬁ ﬁ. B é@gg@ggﬁg%ﬁéﬁadw‘%’ E%ngrov ¢ a first
i nput / out Pyt ertitie®)othersthad Zhe bAndipal HafidRodi the Rbntraktan BLES aGad)ithat badh 413

interfaces to a display device (not shown) for displaying inmges rendered

or ot her wi ¥feth zaormcaf@w@awswav ﬁrélsbﬂ@pﬁvmor&r&nﬁwqeepromgr t dlthowghethe Fi r st
/0 bus 4lgtelBls RERISSRA fochsdtdloh BUSIaRraP aAEeMEN Bovidbn ™Mol pRkRsDuSes.
First 1/0Obus 412 provides comruni cati on et ween conponents i n system
400. Almetewbedigents qif| the m&amylnwtmugnad alsp thee ysedsforl noltblagerall2. | n

sonme enbod] Y, be coupled to the
first | /Odéjgﬁ‘%?eﬂg9&@%&%&@@%&%&%@?@2&@&(@ Plhjc?e&g@%m all ows coupling of
a di splay devi ddgure ésystaemagm of pasticiranis irma shared fpmnesbefmmemm thaiit spl ay
device (nat, s he, system .The signal s
from pr océg?{ﬁ&'z?@% apﬁ?rgﬁ-@nto em%:rggpb%ﬁggr%ﬁf ?‘/B’Y g‘?%{@’ devi ce
control | erA4barneheiva Wralie lelftfswémifl r@O«ththeéh lcamrpaﬁy Wificar A goe] s to a
user of system 400. A second |/0O bus rise a si ngl e bus or

combi At i HOEFSSRNRETA OBy 2Rd onerioE ”&R!@cﬂ?ﬂ“‘?' %’t%gEAﬂﬂ‘ﬂ prIiEd o5 party B

conmuni cat{DRréd isRkwnbeh WEE Tight SRIEPENERuFe 14) sil)éﬁtééﬁbétﬂganf\oﬂ'%bﬁ gBhosage
devi ce 422 may be coupled to the ' second [/O bus 420 keyboard i nterface

424 may bePTOSRSS @UNES {1A8, 3R BRRIOr MOre partisgnts,of B 410, Hpmlly‘ eAckypabe 425
my be Cowkﬁﬂgtfb ‘b@east?&d?ﬁé’ detoP cfes TBife L!ﬁ%ofe“ﬁbuf;hd ReR ffageqfray be

coupled to a uSer input device, such as ™a renote cont e, joystick,
or tr ackbaasymmgtrlcé(ﬁarmire withdhe pther garty bping aisliable out-pbar meehanism. system

An audjo @é(}%ﬁ g&#gfﬁ\afgenﬁatynebﬁr f‘éﬁbﬁ’ﬂlctl& 518 3¢ f?\'éf' gét[t)gkbmé e Bﬁ di i ng

pr ocessl ng nalst one o nor e oud ers own). A
bus bri dganagaecpmnf;mrmed bymmplahpoﬁrcech;;m‘ the@attiess(exgqrummplabwtufﬁoégé\ 0.

Enbodi nents_pf the pr ti on ate the ,system

200t o hes ForbPanbRfRes JoBY e, BeBlifh AGhERfot S Betiiigh it Luch 1

pr ocessi ngthabthebe ispg Ve Iowdishythattenyspisiie ey @ledentacetoopaty was paglagssor 402
with another key without the knowledge of the presenting party (e.g., via a “man-

30 in-the-middle” attack). In another embodiment, a cryptographic hash of the public
key, also called a key fingerprint 114, may be exchanged in place of the public
key. In some situations, an exchange of the key fingerprints may be preferable to

the exchange of the keys themselves, although the invention is not limited in
15



executing sequences of instructions in nmenory 404. Such instructions may be
read into nmenory 404 from anot her conputer-readabl e nmedium such as data

st orage wavexw782, or from anot her source via the networkCTostrBhtoer 414,
for exanple. Execution of the sequences of instructions causes processor
402 to 20 execute el ectronic contract processing according to enbodi nents
of the prmpé inntmmtremectl nTha eﬂmmrryabfﬂeerseﬁbaﬂhéremal heprduaritativas cui try

ol oment SiebBRIRG Kexs apdr sy Rt i the AU RHL oot e kM v ont | on

i's not |ingy gaﬁ‘nzétmr@nan@m%mb‘hsﬁ mmsaa*elaﬁangﬁpdﬂWW@th@r @nftiged. t NWhard
sof t war e. The el enents of system 400 performtheir conventi onal

- functions H‘Weé)'ar%ﬁéqo \)%Iquir}@rﬁ'&\(/\}ﬁ 'Pﬁk'f‘%eo%tﬁ'f's‘buarﬁ%l?ﬂrtty MAYabe dgiaraingtyr age
devi ce 5422fo%$aﬁ?s¥éﬁ@s&ﬂaﬁﬁ&&éﬁ@?1dtr@% fh%rd’lfr‘cﬁﬁ‘\@.fa%%sf or the executable

instructions and data structures for el ectronic contracts in
“accordance wit Ht ey bg eselgar whether |0§t¢nslbl*ﬁ3|aé rityepsit Pedoferied ais¥wwo st ore

on a shortgy %?%rn{“ei?c‘ﬁjoﬁict i'ﬂf‘er&&c;tﬁ)%”t %Hlaféhé S’itrM‘a‘g Pre:? Gabfd! th'awa,g én‘ﬁﬂl

el ectroni c contrac n accor dance nvent
executi on tadipg qnadsetsr engaye \Whihee phy\slmhwmtpnon tdnesﬁabmyrar@emdomlataﬁ with

reference to. |IIus t|ve nt,s ' SCI | on_i s _not ded to
be. const r Jopas BTpesely RNER RIS Keys iy GRSo/FRNIsCRrY 8530 R ar 1 ous
nodi f i1t i ipnpedbnt b@tvuelehusérhpénweifﬁdéts)dl Thaies areaat Wehst aeverbhavaygnfyodi nent s
of the invention, wglch are ap%arent tf ﬁrsons skilled in tgﬁdart to which
t he mvent?%‘?@pﬂi@? (FXCHANGE e EQE EXPBIPIS, 4NGi QORIRANY HITICRYs Y ANSIEabhe of
the inventdeng n%e Fusined® 92’6963&%@&1@%&@&%@" cbﬁpﬁh@'lﬁ@ﬂtdr@ or other

PCT/ US02/ 03170 1. A method of managi ng a |ifecycle of an el ectronic

contract regnusmani,ihaying Qn@IQithfﬁmbbC b@\t&@&ﬁor&ewf@sgmrmtsoofﬁa@ ppdiessharing a
busi ness pr oCesgg-ofFar hﬁl‘ﬂ@?ecé'q&on%nﬁ' E&t%ﬁ'g&,& g|$ f] F BRfiBnHip,!

parties; negotiatingt I c contract y signi ng 'an
veri fyifng cdmp@ye@‘ﬂcemudigltadiyitsrgmelect[mc sootrag) 16! @vhicky deffne@athe§haced

Cer e, Panbioeks Y00, B0 3Kk MORA°SREPACRBSRey b " X BafiBeby bR Faycl "
busi ness pdaelegste signihg respunsibiityt foetheudectrorie gentract to another key, but if he
or she does so, he or she must explicitly limit authority under the contract using a
role certificate. A role certificate may be an electronic document including a public
20 key and distinguishing information such as a role relevant to the shared process.
Role certificates may be presented by participants to the other party to verify,
according to the trust rules defined in the electronic contract, that the presenting
party is authorized to perform at least a part of the shared process. Role
certificates associate a resource (such as a participant) with a shared process
25 element. The role certificate may be signed, thereby binding the key with the
information contained therein. Any key used to perform a digital signature of the
role certificate must be a key from the electronic contract for the shared process
or a delegate of that key (e.g., in the same key hierarchy). The parties must agree
on a delegation mechanism as part of the creation of the electronic contract. The
30 delegation mechanism may include issuance of role certificates defining rules for
using the keys and managing the shared process.
The electronic contract may be stored by archive agent 118. The archive

agent may distribute the electronic contract to the process owners 102, 104, as
16



regi stering, by the participants, to receive the electronic contract;
distributing the electronic contract to the participants; and 15 perform ng
t he shar svb amrnss process by the participants. 2. The neChadoxwd31d ai m 1,
further conprising updating the shared busi ness process by nodifying the
el ectronic contract and redistributing the electronic contract to the
Ear t :c ci panell agfo Eurcﬁb@e/mﬂ;}dmde @bent mOnaMho ihliumhﬁay Eismbutf ites thegeleetedrangi ng
ey fingerprint etyween t parties and usi t e i ngerprints in
verifying EW%F@CP?%‘P@”@O&“P 33[3 q@@n&_e%@?ﬁ@% B%he’lea 980 fn%é? ein
negoti at i ngetdipne batlyraNthe PIRBRdRISULEEIIRYS hg@ﬁt_ (€Rit 93, Ehéir AghdtiBhsMaRNbe
conditions of the electronic contract and defining allowable roles for
- parti ci panfandietitogetiéEss el enents. 5. The method of claim1, further

conpri g ng st oréaaps.hseoﬁicepwm'd fhehOB8UcCone Br Moré dutHdrBhiich 88rafiéatBsi Or 1O
di stributing the electronic contract and wherein registering to receive the

“el ectroni c1&binpragescompen A 362, Bgnitarky cempany effieer dil e issEps aps eF MeEe agent
to recel Veg%@@ri%tﬁ%&e?ﬁ?lcﬁhe%%ﬂ t%gpfrgl rﬁsa&ﬁnvﬁzé 4p§! ?ﬂégeéf otthers YoREHO6717G

PCT/ US02/ 0 e net hod of . - rern ectronic contract is
di stri but ethet shared peacessi pAutrorizationr gertificates ainfautl itheh precessudwoel 196 nodel .

5 7. The o] i h | Si rm i I ronic
contract ggﬁtﬁg@tyf £/9 ﬁ%a?\dﬁgej%?ég{'t%oﬁf cé:g%%ﬁ(gcé} 8(t"‘%)sr-‘é‘hal fga‘gut% %gﬁ%‘ggi g'ﬁl of the
shar edi®usautheszationcestificales PpbFfometaheithilat fohetiom 2 destribing mestricfians| ory
signing and ,ver.ifyin he 10 el ectrqgni,c coptract.copprises..cross-checking
each ot her ”%htﬁ}#{j{"%/sal s’iﬁqﬁnﬁ)ﬁ held&sy, %F@E‘P’? cﬁ?ftg'cé{%%t F@F'tgys?fﬁe%%%rt i es,
W thout i ng&misdiens? Whistreld tértifichtegridantifp.a Aoy to OlSicls ARBT kesi hoided _
storage nedium having a plurality of machi ne readable nstructions, wherein

when the i BAPRgRt FoFde sedificate: axrastbhihes optekeerar de.g.1¥erfien) 1o hadns

rovide fo ' ) I j r ing a
p Fgﬂ’ﬁé@&@%r@ a'pPiéo??ﬁéfé forOthe ) @gﬁﬁ&&hﬁorﬁ?%ﬁfﬁéﬁ@s iRBILESARE! NQ

rel ati onsh et ween at st two parties sharing a business process by

exchanth ngp@missions éjao. f I rare agthopizatione cetificaiesis peageniesh ithg gatekeapett roni ¢
contract, digi Molall Y e efelyls b SSUi ng
rote certi 9#%}1(%2('%# q%rﬁ%%ﬁrﬁgpgﬂﬁtté%g I%/tqugqgﬁlgf%%ﬁ %ﬁése:’s%(ﬁagsgu pr océe(g:s%?dl?%e role
certifi cat s kdfh deff ithe nguthatizadionz aeitificatef apdr thecirplantcsriifioateer f Braveas | east

oo o lahegRE IR AP B A P SRR CBlBL
di stri but i pgevanetethecdvierdli shatebusinésst protéss. Prhis Inclupias partitianidgéréles m ng
the Sh% eddg#nseid%eys ﬁ1ep sr.hoacrgg %ugi}%eésh;e)rd%%gé iaﬁéi %%tqga?ried in the electronic contract,
and delegation of roles to participants via role certificates 124. A process owner
may be a person, or any processing system used to perform the process owner
function. A process owner may update the process by communicating any
change 128 to a company officer, so the change may be incorporated into an
25 updated electronic contract.

Participants may be persons or processing systems (e.g., resources)
employed by a party to perform one or more elements or portions of the shared
process 101. Participants may also perform the role of enforcing the integrity of
the shared process at strategic points occurring anywhere in the process.

30 Participants may register 126 with purchase/subscribe agent 120 to be a part of
the process, consistent with their designated role as defined by a role certificate.
Participants may use their private keys to secure messages to another party

bound to the electronic contract during the shared process.
17



25 10. The article of claim9, further conprising instructions for updating
t he shared busi ness process by nodifying the electronic contract and

redi stri lwo o;@7i1se el ectronic contract to the partici pant pcTAo2/0Bh® articl e
of claim9, further conprising exchangi ng key fingerprints 30 between the
parties and using the key fingerprints in verifying the electronic
contract. 27  THdS)2hbodiiént®CT tHaSOREORLmntidn pfoMdes tsystetn 6f coHtr@ict, 9,

wherein negotiating.the electrgnic coptract conprises determ ning terns and
condi t 1 ons 7. {ARICGAEBE, SR VerDRRTonS: THRRBMIAE REPOSFFeIAY P GHESSY or
parti ci panpgtweBfl RFRRS Sp&HRIENt S Fulthdrdord Neadbinbfidi® Statehidk Mnday fibe t her
conprising, instructions for storing the electronic contract by an archive

i 1 ng >C . !
-agent pri of"CPHOFAIEH inip e RYFtem avithobteorBproRidian BeeHElty ERqYirgments: n _
instrucgions fogiglR0istigr igngioho ié‘gﬁ%lnvqlltg]é?l%tiﬁ%egfew&i& EONA R fifeC@T | S€
instructions for~registering with a purchase/subscribe agent to receive the
" el ect r oni cPOEASS ARG @CRYrdingetopan embogdimend .of tie presemhinvantiors| ét block|200m 9,

wh inth ' ) . ) . t ot o
hecor di ng T REhes ABlefmiriiné Ak 15 &'shhieabtbihs’ I M dcu KRR of, o
further commforimalipgwhers taanparaten offfcers toer sthemréprgsertatives détecninenthat cant r act

by nodi fyi e C Lec.contract to halt authorizatjon,of the shared
bﬁsi nessypg'gaéégs?f\{{fgfatt%gﬁ%m%él bﬂ%ﬁesﬁl \g‘l mbg, Ofnar @??ﬁiqqﬁst Pﬁﬁ?rfj@ﬁs? or
digitatdy emg?dingammf \theiﬁrﬁfsm ihh@ﬁcblne@ithﬁmbart?gﬁéy amliatepimpr ¢l8€tronic .

I nstructions for cross- cki ng eac ot her's digit si gnatures on the
el ect roni CC‘&"BW(CE 5@9’%9 ﬁﬂﬁ\e ¢ agreg; ﬂb@@ﬁ?rﬁ\?o‘?r{i’gﬁia‘é ﬂeﬁagﬁa’e@eﬁ e d
party. 17. périey th@MekeHangenay fifherprhints @€ WdcR 202 and/et PabiiORéys SORbERCE

conprising; at |least two parties to share a business process represented by
the 25 el ed®4-ofitboygihthesexamplas shown hgrein detal Arpracess ghared) kejween o

par E ihgi B:pg?ﬁ‘ggé, iPRdoRsidbRY BhelifHIR He Sopkldf tRRVEMAUS HATE anPhamBeF: €ach
15  of parties cooperating in a shared process. Thus, all parties may exchange keys

and/or key fingerprints. Each company officer or representative may récord which

key and/or key fingerprint belongs to which other party. This process may, on

some occasions, be as simple as exchanging business cards containing the keys

and/or key fingerprints. If the public key of a party is too long to be easily

20 exchanged, the parties may exchange key fingerprints instead of keys. At block
206, the parties negotiate the terms and conditions of the electronic contract
governing the shared process, as well define the allowable roles for process
elements. In some cases, the electronic contract may completely replace a paper
contract.

25 At block 208, the parties sign/verify the electronic contract. Figure 6 is a
flow diagram illustrating the signing and verifying process for an electronic
contract according to an embodiment of the present invention. The signing
process involves steps to circulate and sign the electronic contract using one of
the public keys contained within the electronic contract. The company officer or

30 one of his or her delegates (e.g., process owner or participants) digitally signs the
electronic contract for his or her organization. At block 300, the unsigned
electronic contract may be presented to a company officer for one of the parties,

such as company officer A 100. The electronic contract comprises at least the
18



exchangi ng public keys associated with the el ectronic contract, negotiating
the electronic contract, and digitally signing and verifying the electronic
contract waee/@ntisi ve agent coupled to the parties to storBCTW8003gTed and
verified 30 electronic contract; and a purchase/ subscri be agent coupled to
the archive agent and the parties to receive registrations fromthe

parti ci panjublien@yfs) ditise tiakimgepartners ivith eehcam grocessés are &l beshargidc Sbont r act

to th i Ci . 18, Th
clai m 17 SRS B0 QR SR 007 ook ek e Pfto e RLTET B o
in the syspic key iPtheldlgctiirid entedct Rdprégenis/a lagitviatemelatienshilp betaeentAwo

parties enforce authorizati, f tici ts t f I
Dhared bushHbEs iF Hyeriratan jiassee o bIsBR ok, ey HriEe § SO e |

systemgf é&Eé\t&HiéZontfréﬁtt\Mﬁ{ AGOPIAS kB tifat! @respeidd fo & puelié Rey dPeady
_presentation by a first participant of a first party to a second
parti ci pangordgingd Belherelegieanigcandragbri fy, according to trust rul es defined

in the elect ronAt%lG&Pﬁé%Q%Oﬁnéﬁéggtofﬁ ¥ ihbf lseRds EHeCéIBé‘t?énliéS égn?kﬁokﬂ%ibﬁ&ﬂ to

performat |east part o are usi ness process. 1 The system of
claim17, héyddrconmeanyaefficersBclQss s At tidagk 208 eompasy' effiegrgB tverifies dtat ur es

exchange KEYFTgErBE S@diopie,Gunursef nBNGARE Bat sTbrbt BT i PP0) oS
17, whey ei thet hisipess i adatibeishipniane tkey mingevprints neic¢hianged ofduting: edrdeact oni ¢
20 Ao, AVOSIRIBHRTSy . By SIReSATPAEDIRel B Vertes Rs HgnaRi@ iy R S
g- ﬁg‘ ﬁf‘uAL\%L%X%ngi@@&n\éckﬁ& thS - ledfonfy E8%radY; & MI\véfratidh passes, then
o ' corhpany EJfficere B at block 312 signs the electronic contract with B's private key
that corresponds to a public key already contained in the electronic contract. In
15  one embodiment, company officer B only signs the original electronic contract
fields and does not sign the signatures that may have been appended to the
contract. It may not be important to capture the order in which signatures were
applied as part of the contract. The electronic contract also allows for withesses
to notarize the signing of the contract. In this case, the witness may digitally sign
20 the company officer’s signature. At block 314, company officer B 106 sends the
electronic contract back to company officer A 100. At biock 316, the company
officer A may use the exchanged keys to verify the signatures on the electronic
contract. Hence, company officer A verifies company officer B’s signature using
company officer B's public key contained in the contract.
25 When more than two parties are sharing a process, each party must
participate in the actions shown in Figure 6 to ensure that each party is authorized
to be a part of the shared process. As a result, the electronic contract contains
the signatures of representatives of all parties, indicating that all parties agree to
the contract.
30 Referring again to Figure 5, once the parties have signed and verified

the electronic contract, it may be distributed to the parties. In one

embodiment, the electronic contract may be stored by an archive agent 118
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changes, change of authority (e.g., changes in keys), or security

compromises. The participant also at block 214 registers to receive the

original electronic contract. The electronic contract may be distributed at

20 block 216 by the purchase/subscribe agent to the registered participants. At
block 218, participants implement the shared process.

Participants make access control decisions based on participant

credentials relative to the processes for which electronic contracts exist.

The participants may also make performance enhancements given an

25 electronic contract. A participant may maintain a cache of electronic

contracts that it supports and registers to be notified if an electronic contract

is updated. A participant may operate independently until external events

require a resetting of the cache. Additionally, participants may pre-compute

the validity of electronic contracts and certificates implicated as part of the

30 shared process. The results may be cached by the participant based on

computing resources available to the participant. In a resource restricted
20
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101" 10%& (c)e'tgrmmes if the process change invalidates the contract and responds
appropriately. The company officer may: 1) renegotiate the business
agreement, applying process changes and re-signing the electronic contract;
2) apply process changes and then re-sign the electronic contract; or 3)

10 refuse to apply the process changes. Other events may trigger the need for
process changes. If the physical world contract, process validity period or
certificate validity period expires, the archive agent and/or the
purchase/subscribe agent may need to be notified. If the keys are
compromised or security holes are discovered that affect the process,

15 resolution steps may be triggered manually, but propagated automatically to
all participants. Termination of the electronic contract may be handled in a
manner similar to updating the shared process, with the company officers
causing the propagation of an updated electronic contract that halts
authorization for the shared process.

20 The contract lifecycle described herein is symmetric with respect to the
parties. Any of the parties may initiate and respond to electronic contract
lifecycle events. The present invention reduces security risks over prior art
systems by removing a trusted third party, such as a certificate authority,
from the system model. With the present invention, authentication is implicit

25 in the relationships set by the parties according to the electronic contract.
Since the parties are conjoined principals, the keys of the parties have
equivalent authority to manage the shared process.

In the preceding description, various aspects of the present invention have
been described. For purposes of explanation, specific numbers, systems and

30 configurations were set forth in order to provide a thorough understanding of the
present invention. However, it is apparent to one skilled in the art having the

21
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the functions described herein and generate output information. The output
information may be applied to one or more output devices, in known fashion. For
purposes of this application, a processing system using the electronic contract
includes any system that has a processor, such as, for example, a digital signal
processor (DSP), a microcontroller, an application specific integrated circuit
(ASIC), or a microprocessor.

The programs may be implemented in a high level procedural or object
oriented programming language to communicate with a processing system. The
programs may also be implemented in assembly or machine language, if desired.
In fact, the invention is not limited in scope to any particular programming
language. In any case, the language may be a compiled or interpreted language.

The programs may be stored on a removable storage media or device
(e.g., floppy disk drive, read only memory (ROM), CD-ROM device, flash memory
device, digital versatile disk (DVD), or other storage device) readable by a general
or special purpose programmable processing system, for configuring and
operating the processing system when the storage media or device is read by the
processing system to perform the procedures described herein. Embodiments of
the invention may also be considered to be implemented as a machine-readable
storage medium, configured for use with a processing system, where the storage
medium so configured causes the processing system to operate in a specific and
predefined manner to perform the functions described herein.

An example of one such type of processing system is shown in Figure 4,
however, other systems may also be used and not all components of the system

shown are required for the present invention. Sample system 400 may be used,
22
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and/or data represented by data signals that may be executed by processor 402.

mory 406 may store instructions

15  The instructions and/or data may comprise code for performing any and/or all of
the techniques of the present invention. Memory 406 may also contain additional
software and/or data (not shown). A cache memory 408 may reside inside
processor 402 that stores data signals stored in memory 406.

A bridge/memory controller 410 may be coupled to the processor bus 404

20 and memory 406. The bridge/memory controller 410 directs data signals between
processor 402, memory 406, and other components in the system 400 and
bridges the data signais between processor bus 404, memory 406, and a first
input/output (/O) bus 412. In this embodiment, graphics controller 413 interfaces
to a display device (not shown) for displaying images rendered or otherwise

25 processed by the graphics controller 413 to a user.

First /O bus 412 may comprise a single bus or a combination of multiple
buses. First /O bus 412 provides communication links between components in
system 400, A network controiler 414 may be coupled to the first I/0 bus 412. In
some embodiments, a display device controller 416 may be coupled to the first /O

30 bus 412. The display device controller 416 allows coupling of a display device to
system 400 and acts as an interface between a display device (not shown) and
the system. The display device receives data signals from processor 402 through
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The user input interface may be coupled to a user input device, such as a remote
control, mouse, joystick, or trackball, for example, to provide input data to the

10  computer system. An audio controller 427 may be coupled to the second I/O bus
for handling processing of audio signals through one or more loudspeakers (not
shown). A bus bridge 428 couples first I/O bridge 412 to second 1/O bridge 420.

Embodiments of the present invention are related to the use of the system
400 for handling electronic contracts. According to one embodiment, such

15  processing may be performed by the system 400 in response to processor 402
executing sequences of instructions in memory 404. Such instructions may be
read into memory 404 from another computer-readable medium, such as data
storage device 422, or from another source via the network controller 414, for
example. Execution of the sequences of instructions causes processor 402 to

20 execute electronic contract processing according to embodiments of the present
invention. In an alternative embodiment, hardware circuitry may be used in place
of or in combination with software instructions to implement embodiments of the
present invention. Thus, the present invention is not limited to any specific
combination of hardware circuitry and software.

25 The elements of system 400 perform their conventional functions in a
manner well-known in the art. In particular, data storage device 422 may be used
to provide long-term storage for the executable instructions and data structures for
handling electronic contracts in accordance with the present invention, whereas
memory 406 is used to store on a shorter term basis the executable instructions

30 for handling electronic contracts in accordance with the present invention during
execution by processor 402.

While this invention has been described with reference to illustrative

embodiments, this description is not intended to be construed in a limiting sense.
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5 1. A method of managing a lifecycle of an electronic contract representing
a relationship between at least two parties sharing a business process comprising:
exchanging public keys for each of the parties;
negotiating the electronic contract;
digitally signing and verifying the electronic contract;

10 issuing role certificates to participants of the shared business process, the
role certificates defining authorization of participants to perform at least a part of
the shared business process and for using the public keys;

registering, by the participants, to receive the electronic contract;
distributing the electronic contract to the participants; and

15 performing the shared business process by the participants.

2. The method of claim 1, further comprising updating the shared business
process by modifying the electronic contract and redistributing the electronic
contract to the participants.

20
3. The method of claim 1, further comprising exchanging key fingerprints
between the parties and using the key fingerprints in verifying the electronic
contract.
25 4, The method of claim 1, wherein negotiating the electronic contract

comprises determining terms and conditions of the electronic contract and
defining allowable roles for participants and process elemenis.

5. The method of claim 1, further comprising storing the electronic contract
30 by an archive agent prior to distributing the electronic contract and wherein
registering to receive the electronic contract comprises registering with a

purchase/subscribe agent to receive the electronic contract by the participants.
26



L 10%&' ()-F :109%& ()-!) 3"10%iu& ()-zXvydEbC !'!!l S&I0%& ()-f$109%& ()- S#
109&' ()-!10%& ()-1 , z109%& ()-fmlO%& ()-,-./}[MP1 10EE 10EE

10EE!\ " y A 0%&dz&io( ) - ' y2" 109&' ()-!ffy, @ 10%& () - PCT/US02/03170
)s109%&' ()-' 10%& ()-/<KpaBM?1 10EE 1L 10%& ()-!$& 109%&' ()- 10%& () -

109& ()-! &LO%& ()-s910%& ()-1CH[9MP1 10! f @ " 109%& () - 3! NS! 109%& () -

1098 ()-F s109&' ()-!N @9! 10%& ()- ! @9 109%& ()- .HRUV}"?241 1

igos/gl ?;/&S’(*? 18{32(@?%% bl : Igc%éf};g%% f,gv{/tgmé@%ﬂqftronic contract is distributed to

the participants according to a publish and subscribe model.

5 7. The method of claim 1, further comprising terminating the electronic
contract by modifying the electronic contract to halt authorization of the shared
business process.

8. The method of claim 1, wherein digitally signing and verifying the
10  electronic contract comprises cross-checking each other's digital signatures on
the electronic contract by the parties, without involving a trusted third party.

9. An article comprising: a storage medium having a plurality of machine
readable instructions, wherein when the instructions are executed by a processor,
15 the instructions provide for managing a lifecycle of an electronic contract
representing a relationship between at least two parties sharing a business
process by exchanging public keys for each of the parties, negotiating the
electronic contract, digitally signing and verifying the electronic contract, issuing
role certificates to participants of the shared business process, the role certificates
20 defining authorization of participants to perform at least a part of the shared
business process and for using the public keys, registering, by the participants, to
receive the electronic contract, distributing the electronic contract to the
participants, and performing the shared business process by the participants.

25 10. The article of claim 9, further comprising instructions for updating the
shared business process by modifying the electronic contract and redistributing
the electronic contract to the participants.

11. The article of claim 9, further comprising exchanging key fingerprints

30 between the parties and using the key fingerprints in verifying the electronic

contract.
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comprises determining terms and conditions of the electronic contract and

defining allowable roles for participants and process elements.

13. The article of claim 9, further comprising instructions for storing the
electronic contract by an archive agent prior to distributing the electronic contract
and wherein instructions for registering to receive the electronic contract comprise
instructions for registering with a purchase/subscribe agent to receive the
electronic contract by the participants.

14. The article of claim 9, wherein the electronic contract is distributed to
the participants according to a publish and subscribe model.

15. The article of claim 9, further comprising instructions for terminating the
electronic contract by modifying the electronic contract to halt authorization of the
shared business process.

16. The article of claim 9, wherein instructions for digitally signing and
verifying the electronic contract comprise instructions for cross-checking each
other's digital signatures on the electronic confract by the parties, without involving
a trusted third party.

17. A system for managing a lifecycle of an electronic contract comprising:

at least two parties to share a business process represented by the
electronic contract, each of parties comprising at least one participant for
performing an element of the shared business process, each of the parties
exchanging public keys associated with the electronic contract, negotiating the
electronic contract, and digitally signing and verifying the electronic contract;

an archive agent coupled to the parties to store the signed and verified
electronic contract; and

a purchase/subscribe agent coupled to the archive agent and the parties to
receive registrations from the participants and to distribute the signed and verified

electronic contract to the participants.
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5 19. The system of claim 17, wherein the at least two parties enforce
authorization of participants to perform elements of the shared business process
without use of a trusted third party.

20. The system of claim 17, further comprising a role certificate for

10  presentation by a first participant of a first party to a second participant of a
second party to verify, according to trust rules defined in the electronic contract,
that the first participant is authorized to perform at least part of the shared
business process.

\

15 21. The system of claim 17, wherein the parties cross-check each other's

digital signatures on the electronic contract.

22. The system of claim 17, wherein the parties exchange key fingerprints
between the parties.
20
23. The system of claim 17, wherein the parties determine terms and
conditions of the electronic contract and define allowable roles for participants and
process elements.
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