1 SECURI TY MANAGEMENT SERVICE Field of the Invention

[ 0001] The present invention rnelates to nobile device

security. In particular, the invention relates to a

system and nethod for securing a nobile comuni cation

devi ce. Background [0002] Mobile conmunication

devi ces, such as a nobil e phone, have since becone

the nost widely spread technol ogy and the nost common

gadget in the TAMANAGEMEN T SERWVICEY
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carried by userg. As t éﬂﬁﬁ%FeénE%ﬁﬁﬂnication devi ce
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%gg£édential infornmation. [0003] Therefore, it is

Important that the information stored on or _

transmtting through the nobile communi cati on device

is properly protected to ensure the confidentiality,

integrity, and the avail ad#ackespund personal )

[ mati o > : 4], 1l.n a rdance th, one .
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conmuni cati on device from unauthorized access of | o
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drivers to detect for any unauthorized access of the

?0%8&}' cat oﬁérefore, it is important that the information stored on or transmitting
through the mobile communication device is properly protected to ensure the

confidentiality, integrity, and the availability of personal information.
Summary

[0004] In accordance with one aspect, the present invention provides a secure
communication manager for securing a mobile communication device from
unauthorized access of applications, data and hardware resided on the mobile
communication device. The secure communication manager comprises a plurality of
secure services adapted to operationally monitor and control of access and execution of
the applications and data; a plurality of drivers operable to interface the hardware with
the secure communication manager; a secure core operable to handle and manage the
secure services and drivers to detect for any unauthorized access of the applications,
data and hardware, the secure core is operable to detect the unauthorized access based

on security requirements and restrictions defined by the secure services and drivers.



data and hardware, the secure core is operable to

detect the unauthorized access based on security

requi renents and restrictions defined by the secure

services and drivers. 2 The secure communi cation

manager resides and operates at a operating system

| ayer of the nobile communication device. [0005] In

dihe seqvisoebmmpnicatidremgragsr eestlosmuthopastenal mepeagbre system layer of
S| n operates. at the operating system |l ayer as

g&s%g@?ec%&f'%géionlcﬁvgﬁbt her embodi nent, the plurality

of secure services include a secure data service for

managi ng data access _and transm ssion, a secure .
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nobi | e conmruni cati on device. The secure data service

may be operable to handl e data security, wherein the
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mobile communication device. The mobile communication device may comprise one

or more wireless communication module.

[0007] In a further embodiment, the drivers include a secure algorithm driver

for driving a secure algorithm operable to facilitate security processing.

[0008] In yet another embodiment, the drivers include an audio/codec driver

and a camera driver.
Brief Description of the Drawings

[0009] This invention will be described by way of non-limiting embodiments of

the present invention, with reference to the accompanying drawings, in which:



Brief Description of the Drawi ngs [0009] This

invention will be described by way of non-limting

enbodi ments of the present invention, with reference

to the acconpanyi ng drawi ngs, in which: 3 [0010] FIG

i illustrates a bl ock di agram show ng architecture of

a secured nobile comunication device in accordance

\#a1A] one eMl6di imdhtstrates ahidogh dfagrim showizigt arohitecamel of a secured

0011] FIG 2 illystrates a Rkl ock djagram of a
g’é‘g’ﬁﬁ%i FUBEpgRI ﬂ?vxge d’bﬁﬁCF@Ha‘%PSn‘Hﬁ i Mgt sBPodiwgnicef jthe present
ageatiganeg W th one enbodi ment of the present
invention. 4 Detailed Description [0012] In line with
t he above summary, the follow ng description of a

r of j .4 ¢, and ternative enbodi nents are .
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in the art, however that this invention may be
practiced w thout such specific details. Some of the
details may not be described at length so as not to
obscure the invention. For ease of reference, conmon
reference nunerals will be used throughout the figures
when referring to the same or simlar features conmon
to the figures. [0013] FIG 1 illustrates a bl ock
di agram showi ng architecture of a secure nobile
comuni cati on device 100 in accordance with one
enbodi nent of the present invention. The architecture
of the secure nobile communication device 100 can
generally be presented in three layers: a | owl evel

| ayer 110, an operating system (0OS) Ilayer 120 and a

hi gh-1 ever layer 130. The [ow | evel l|ayer 110 incl udes
a canera device 112, an audi o and codec device 114, a
secure algorithm 116, a secure processor 118 and
ot her device hardware 119. The device hardware 119

i ncl udes a device processor, input/output (1/0
interfaces and transceivers integrated in the nobile
comuni cat i on



device 100. The OS layer 120 includes a device OS 122
and a security service 125. Jhe device OS 122 is
responsi bl e for managi ng and coordinating activities
for the low |evel |ayer 110 and the high-1level |ayer
130. The secure service 125 is provided in the OGS

| ayer 120 to suppl enent the device OS 122 for handling
and managi ng secure op@etailéddnsscrptiothe nobi | e

conmuni cati on device 100. The secure service 125
allows the nobile comruni cation device 100 operates
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al gorithnms and/or cipher to secure the nobile
comruni cati on device 100. The high-level layer 130

ARrises goft MaiRisRRRY 'aclﬁbél@rd m%%'cﬁﬁ slhg%ﬁ AehHd8ure of a secure

appli cations bundl'ed W th e co ni cation
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devi ce 122, it conprises drivers ‘and service
lepipichR0aand a lyghdevex bet BY. fhe lg%’riéYfEllla)@pél&membS abamére device

[ i.cation.d 100.
TR TR st e R gedit i Tu 1R Seoure processor 115
appbtheeddvitRshat@are 439 dqlle devicé herdWRR 1 B MORITMA BdlibOprocessor,
devi ce 100, activati r%ra transm_ ssi on protocol via
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I/
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The danee ©E 122 I’ierdspdmsilﬁe oo mmaiapingtand Rodeiitiag aaﬂikdtlai for the low-
t he mal, node, .t he general operations

leRp gy a0 eni b e Ve ve 1t b sblasactp ﬁsr‘@@f'ebﬁ iseovided in the

B8 2 H & s@AGhERNRERevice OS 122 for handling and managing secure

operations on the mobile communication device 100, The secure service 125 allows
the mobile communication device 100 operates in a normal mode and a secure mode,
which can be triggered by a rightful user manually. Under the normal mode, while the
secure service 125 may still assist the device OS 122 in handling some security
operations, it only provides a minimal security service typically as required by the
industrial standards and protocols. Under a secure mode, the secure service 125 loads
up its secure services and drivers to control and manage operations of the mobile
communication device 100. The secure service 125 may further work in conjunction
with additional algorithms and/or cipher to secure the mobile communication device
100. The high-level layer 130 comprises software applications 132 that include

applications bundled with the mobile communication device 100 and any user installed



conversation between two nobil e conmuni cati on devices
is usually coded/ decoded with conmon codec. Any
eavesdroppers nmay intercept the transm ssion between
the two devices through the air and listens to the
conversation. In another exanple, when the nobile
comruni cati on device 100 i s handed on anot her person
rapplidatiensr i Glandrally, thmappimdmahs PR &elly Begesdblei HyyardCaiRSEing the
% per sonal, dat su as aqpress book,
W COBMpmIcatign e‘é‘F% HOrBMP. node provi ded
by the secure service 125, the above nentioned
probl em can be elimnated. [0015] Still referring to
[oed] 1, whdefarhiag et toethe clenigni@R 22Nt devipies i®eissand services

T By B S S8t G SOt o devic

qe0MIRE gaiemmpé&%a&&ﬁ% ctb@itidedhs gl;&ds ﬁfggaf;?h&ahons 132 resided

processor 118, when present, is adapted andl e and
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ad)lg.@rsatlhm bleﬂsﬁeeﬁaﬂwob mohile mbﬁﬂmtni)caftlunt deefces énhandle ¢dded/decoded
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Byv® H@&lﬁéscthﬁﬁltgﬁ%@élr afi® fifERs ﬁ)ot'ﬂ% BhterLaipRd Iﬁ%ﬁoth%r example, when

catering for ~ different type of operations on
ﬂt@bmbbﬂﬁc comuwingation dediev il08 i3 dand®! of @84BEr Perstthaot the rightful
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AlagoRvRamd &ed Uidet IR REGHThE HBVMEE By Lk secuﬁf‘é’ervxce 125 the
sof t war e a@del ications (including the device OS 122)

pvgwagdioges problenaeandhpeliminatedccess sai d devi ces 112
and 114, locally or renotely, the access are verified
by the security service 125. Simlarly, executions of

pons appl i sallirefRfink3d KIG. QY Shel MEmobRAtdhRSnREtdN & vice 100 is
appl.ications 132 on the nobile connunication device

Iitched amdeisthe jsequag)mode, the security service 128 fully administers the security
of the mobile communication device 100. The dedicated security processor 118, when
present, is adapted to handle and process the security operations of the security service
125.  Such dedication processor not only lighten processing load on the device
processor of the mobile communication device 100, but allowing more complex
security features to be implemented to enhance security without compromising
performance of the mobile communication device 100. In conjunctions with the
dedicated security processor 118, the secure algorithm 116 can be adapted to further
enhance the security level. The secure algorithm 116 includes ciphers, codec, keys

generators and handlers, biometric detector, access controller and etc. catering for

different type of operations on the mobile communication device 100.



[0017] In accordance with another enbodi nent, the

secure algorithm 116 is provigded as a software

nodul e. [0018] In an alternative enbodi nent, the

security manager 110 is handl ed by a

processor/controller of the nobile comunication

device. [0019] FIG 2 illustrates a bl ock diagram of a
deeri ty sdiwther unflert the semlve Ineodec operutivrsathionigh dy icmﬁera device

f FIG,. 1 th one enbodi nent of th
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ecure processor

awﬂmé ooheapplfvations £X28rae nddb b8 RBRnthudRM1i6E devi&l100TdRE restricted.
software applications include a phone application 251,

mul tinedia recorder and player application 252,

rﬁﬁ?]ag' ng q]?'%.l 184 cgntﬁxﬂ? thEInEI%{) (ﬂnelalppt 9&' ONp go 116 is
Bl R B S 2 Aol

user” data applica ess o
pmd@imslasmﬁtuamWO&ﬁé [0020] To faC| li tate t he
security surveillance and control, the security
service 125 conprises a secure core 200, a secure

foRha Servi ggag QﬁTrthl\%e&HE&inﬂyﬂnt ﬂig‘;sg%lﬁutg%éﬂa%& 1169¢ hafiled by 2

Secure access validation service
ataqyessot/bentohliey of th2 @& bila comoumécationdededr i ver 209 and a
secure canera driver 210. These services and drivers
are adapted to interact with respective software

frord) cat i omgGandinarsies slk difiganobi 4 §ecu?1@y”§é+@ic@ YriRD mobile

deV|ce 100 all owi ng the nobil e Tonmuni cati on devi ce
wonwmcgp@v aeeice el Hl6eduire aeovdanonvetit ondteenbodiment of the

PRSI RAIC) 6pRB"L S 0o SRy b securi
Bm@mﬁﬁciebaﬂd Lol Qbr bditﬁ I8RLI¢V4 Sayer! IEAWAIS 2008KirRBm! BRd high-
type of data being accessed and providi ng/ defining

kelidavey softeigtn pepiiagtiens orTl‘@abwdwrﬁe 3?41 - rahmhmclude a secure
ﬁ gé\ﬁgxre%ai” %te&ﬁ% 'a%&{lﬁﬂﬁgsg,pé ﬁf]éi gi“ g}ntﬁ% %_10} agapera device

Rée ﬂ“hefsoftha'erﬁpblzbaﬁlom snhicy a:phdrférhpﬁﬁ&’dﬁbﬁ 21 naflthiA¥ia recorder
aJE)CPl i cati oPs at a higher-level layer to i nt er act
player application 252, messaglng applications 253, Internet applications 254, user

data applications 258, wireless module 256, and user applications 257.

[0020] To facilitate the security surveillance and control, the security service
125 comprises a secure core 200, a secure data service 202, a secure multimedia service
204, a secure access validation service 206, a secure algorithm driver 208, a secure
codec driver 209 and a secure camera driver 210. These services and drivers are
adapted to interact with respective software applications and hardware of the mobile
communication device 100 allowing the mobile communication device 100 to operate
under a secure environment. The services handle applications and data at the higher-
level layer of the mobile communication device. The responsibilities of the services
include checking the type of data being accessed and providing/defining security

requirements for each type of data that requires protection. The drivers handle the



therewith. The drivers include requirenments and

condi tions of usage of the hardware and al gorithm

under the secure node. [0021] The secure core 200 is a

mai n conponent of the security service 125 that is
responsi bl e for managi ng and controlling the services

and drivers 200, 202, 204, 206, 208, 209 and 210.

[I:iatdissrard: hmds @&gﬂr&hmdﬁnpltﬂnemsécw &he ofogy-RO6I ﬁWEirt of Sthe mobile
dat a nat %gpﬁﬂardmare activities that ? quire
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HREEWEh, CTNhE d?iQQrs TRABGEE feqblFEmERAS and lcgfi\ﬁh@&doﬂ?sggé/\@f ¢ hardware
activities based on the I nstructions provid In t

¢nd gigodthnanuded thesecwe n¥dwle. pr ocessi ng and security
operations are generally performed by the rel evant

hardware or software application as appropriately.

[60R#2] The TheGdERe AaE2ME VA G Qdmbpsnddi QY ittlesechifily service 125
handl i ng data security. The data can be text data and

st 19 iearfingibirafon mapagish and epnferdinsiservigeainnd drivérs 860, 202, 204,

R g

dighauics anddntdvdredcivideathabpRubpst@iRy angltionatviddihel services and
called _to process the data. \Wen_ necessar t he

dexeipe éﬁﬁ%%‘*e?%@@ﬂmaﬁ‘éﬁﬁhﬁélﬁtaefké@ﬂ@s}m a9 aptvities based on
autlhsﬁﬁ'& O‘AQ r&ﬂ V\ﬁfé %Lesé{“@f % aﬁ@tdrﬂrgﬁs aﬁe QProcessing and security

orlzatl e a are being
apaessecre @h&:ra/llgfr pdrfocmed by thecdlavdesharéwark\or 3gftware applxcauon as
bi o-matri x and passwords to determne if the user 1Is
PPRECPHYEYT ul owner to use the nobile device. [0023] In
addition to the secure data service 202, the
mul ti medi a data requires the secure nmultinedia
BoRYUi ce 202ic scqureedyin ogess 202 is hevidedtfonbatidlingdbta security. The

ore sen secur ta.serv 202... The
38 34 Uit gt P ol e a1 S S Weo and
S Yindal Q5 AR YRk MAbres BbSIE AR, Bt &cCantR) it ik fe (?a%j service
conpreSS|on/deconpre33|on of the multinedia data.

3@% dyee ofuthe datady Wentifiad and @Mpfanlampheatmes cai}eéeto |pmrcess the

n I I edl {s | stin di a_dat
Bhm ooV bt s CRT B¢ R Bt S 2l AR GRENS relevant
H'mﬂicﬁtad)risyto pérfdrel ealifidaions afl AMaizaaehsbehbamesedaly are being
one Qr nore
created or accessed. The verification includes verifying bio-matrix and passwords to

determine if the user is the rightful owner to use the mobile device.

[0023] In addition to the secure data service 202, the multimedia data requires
the secure multimedia service 204 to pre-process of the multimedia data before it is
sent to the secure data service 202. The secure muitimedia service 204 manages the
encryption/decryption, noise or echo cancellation, and compression/decompression of
the multimedia data. The secure multimedia service 204 further secures creation of
new multimedia or edits existing multimedia data stored on the mobile communication

device,

[0024] Typically, different types of data can be handled by one or more

corresponding software applications, for example, multimedia data corresponds to the



correspondi ng software applications, for exanple,
mul ti nedi a data corresponds tg the 8 phone
application 251 and the multinedia recorder and pl ayer
application 252, instance nessages or emmils
correspond to nessagi ng applications 253, Internet
contents <correspond to Internet applications 254 and
phend spphiastiondilraad ponsisltincedidecosler arditiayer applicatied 262) instance
255. The Internet applications 254 incl yde
%@é%%vege?maﬁlwpﬁﬁﬁmﬁe@s FGEHGNE A tcgt,wrasng%h@fmnﬁ@ contents
EbBedpoRd 18ahRiRPRbpIRALIGRNESL 2R LG UgR, fcbxlrgs onds to the user data
expl orer/viewer, ‘el ectronic address/ phone 80&,
eppladatonl a?SSandllet dntefr®0 24plidatons e234 éncludse sis web-browser, instant
val i dation service, 20 rovides controls..on. .
tsielian CfieRs Spd ik fkEs o8 Nt afithr pigtlionn 295 dngude file
BRPlb R/ VERBLNE Gl O AFRYhESINK, e-dd1endE aRBSLDI 1Tty
i ncludes | ocal and renote access. For avoi dance of
doubt, the local access refers to physical usage and

s of bile [.gation devi by a.,user
T28her “or 160 T GErD ALEMo R R Be hefigd” Yonteols on
aefesdibili0o Aa®sS dnd daldinfiehialién oLOBMULYIlE @bingAnGRYibE device 100.
t hrough communi cati on neans, such as_w rel ess
dbmpaerstiltlity includon desal prd raeets pecasp dEor ayridase gf doubt, the local

Li - vi : . SUC

AGEERRR OIRVHRL AR bEEpAE: oD MAER: BEhHhENER device by a
dedrawhathpt br adti ® gh@olSuset;hthe wemetcarsesswelotsetoZmbessnd the mobile

the user .appljcations 257, and acquires verifications,
ﬁ?ﬁ@ﬁluﬁé’éﬁggarc{?yw‘?hethﬁ@{g vi FPEUDGRHR e My nBtch  as  wireless

EEARNIEELANS Undsehel fRie mBal ahe Webih %&sm&zﬁion service 206

control's, user applications executions, etc. pendi ng
ownithss atiyypdedf sigadtucat oOniker buenete dpplidatiosecide the user data

jdat i [ interacts with s ware
A B s S WRgRt Tl 2980T s Fer iR Ftad acauires
LB O0HYANEn h8d8%ar@l ThEAkfviliBy RERe YRGIREEHMSISSER, user input
200 to handl e nore conpl ex validations processing as

datgumitetess Wednlenemdtobsauyer arpdicalmg rexesiionsiagte.oMepending on the

ervi,.ce 2 may. initiate nulti- |level/step . . ,
Bk 01" PR ool 86 e dotssn ARy R eBeyice 2R interacts witn
BotkWare | Dptationk iaf s6@kh@Ney&GaRardRrPiIpseEHesk thBru®lare layer or
the neans in software and hardware | ayers. Wen any

bpid Broughethe sequreiseicof(ty) tamhandle more seplexawdidations processing as
Yafulrdat | Qhefi Chtkifiny? ARe CRERES(ARASS sBRER5 20 mhdy" Ynifllic mulsi-

level/step verifications to increase the security level. The multi-level verifications can
be processed through the means in software and hardware layers. When any one of the
validations fail, the secure access validation service 206 ceases/denies accessibility of
the pending operations through the secure core 200, The wvalidations and
authentications provides by the secure validation service 206 to protect the mobile

communication device from unauthorized access.

[0026] The wvalidations and authorizations provided by the secure access
validation service 206 include PIN code access, biometric verification, face
recognitions and etc. The validations and authorizations are generally required before

the execution of the relevant feature or access of the relevant data. It is also possible



t he pendi ng operations through the secure core 200.

The validations and authentigations provides by the

secure validation service 206 to protect the nobile

conmuni cati on devi ce from unaut hori zed access. [0026]

The val i dations and authorizations provided by the

secure access validation service 206 include PIN code

deg ais sehire matidattony sdrivike Q61 edairk aalidations Qgidi &uthetszalbek while

etc. . The validatigns and authorizations are generally )

pessTiRe thedesties or dafa of dhequehilsrosrmymiation davigd 09.c Mhgrerequire,
. . i ‘RO i

Pl E RS PSR L BBy Bh ol Lor bR BB RR! ko Processor

a0 iandt tho reecan chlgartthior 259t floe regamplel dor aalidasishngnd Rathorizations

features or data of the nobile conmunication device

PHYSSMHere require, the secure validation service 206

may work in conjunction with the secure processor 260

and the secure algorithm 259, for exanple, for

@Vldat i ondn additienytdatr thatuelatessto the bersst apglicftRO2BY and the user

ddition,. da that relates, to the I nter.ne . .
BRGiopeituight 3SRt r UM Tpe SgbeiSl s 6207 ater g verification
BHro6EPHhe dedtRdficeiNRliAREIH Rrelad 2ogser vi ce 202 after the
veritication through the secure access/validation

service 206. [0028] The drivers are provided to all ow

k(Lb&g]r actio The ba?h'\éﬁse&et é’%glﬁg& 2‘{? taillrc}g/ Hl%éﬁét{%ﬁ]ts h]béﬁyéo@;l}vt tlﬂe operating

€ respective hardwar gorithns a

kev@h 122yéth thee8pedtite hatitas shdag@ithing aPAE tdve Whal layéM@der the
secure algorithmdriver 208 is used to _drive the

St woder breatenan g wawret g sboulyeaPibis i dyye the secure
L A0 SRSE ot B 2 PSS Mo 8 s i v v

theeahdio/'coltec wevide 2 58ammd ahe daveraedrdet 21@8demsad td Heve the camera
ri.ve uch as. the audi o/ codec dr.iver 209 and the

devits 381 E“&?Té wﬁaﬁi%? arqjolgpdaredrever gHY agd dhe camera

ARst Y6 ' ' D R ith min

PRt O iy S s P By, PG il gr with minimal

seutifye fedures. c eVhAS theshalrivdey areegrodided én thy setes eservice 125, the

T T R ——
S@iMd &evided P23, SThLIRI seAdaPT B0 iRihdr @881 RF ri@Wing new drivers

drivers
so that drivers’ activities are also monitored and protected under the secure service 125.

[0029] The secure algorithm driver 208 interacts with the secure processor 260
and in conjunction with the secure algorithm 259 to achieve higher level of data
security. The secure processor 260 includes a dedicated processor unit integrated in the
mobile communication device for handling security related processing. The secure
algorithm 259 includes algorithms and processes that are adapted to handle
encryption/decryption, validations processing and etc. Generally, the algorithms and

processes are proprietary and configurable for better security protection.

[0030] The audio/codec driver 209 processes inputs/outputs from/to the audio
device 258 of the mobile communication device. The audio device includes

microphones and speakers. Under the secure mode, the coding/decoding and



so that drivers' activities are also nonitored and
protected under the secure sefyice 125. [0029] The

secure algorithmdriver 208 interacts with the secure
processor 260 and in conjunction with the secure

al gorithm 259 to achi eve higher |evel of data

security. The secure processor 260 includes a
dentipeatied/dprongessam ofhihe audicegpadiedrd protdoeed fobliahemission. The
communi cat i devi ce_for handling, security rel ated )
SPOER SEVitg, | pneroisstihe 2udich JEnalh Mo SETY RRAHFEE Ption of the audio

3| Ar pi® BOdiRECESRABSIdMRAWRES n8daREdhE gu(ﬁlarbghég«,t driver 209

a
encryption/ decryption, validations processing an
Gamerealisghled/tfeemalatpolr by hilrs seaake paro c2Mls dberabe disable/terminate the

proprietary.and.configurable for.better, security

BhaPleoirievifoBsoR Ben st BhiscRlsker 500

processes inputs/outputs fromto the audio device 258

of the nobil e communi cation device. The audi o device

iMf8ildes MmimHaphdhesameth dnverkMs procerges inphts/aeps érom/to the
codi n ecodi d. oy s .

SBErn AP oI BB B g it mages g ovidso Under the

peqrec e othet ratdigRebding Bhé co@Ptossios ldét@Bprédion of the
protects the audio signals via encryption/decryption
spPUTRutaigiase Pegtgtted fon tigpsmigsipme Biegppspre service 125 protects the

1SS e [ d [
e R A0 R PSR A Qo P SR B R, W
B ssdrhethe kpmadtas ddives/ 26dr cuinriset disdtial/teamiiaticndee @esteaore 200,
58, n a security threat is detected. [0031 . .
é?qwhy;@%??leﬂﬁgﬁe%{ﬁe ﬂﬂeiﬂ’/é?&@éoge‘ﬁ?eoéggs eh 4 securty threat s
lgpREg/ out puts fromto the canera device 261. The
I nputs/outputs include still images or videos. Under
the secure node, the codi ng/ decodi ng and conpression

ressi-gn qf. the inputs/output e ot ected f.or .
WA oot Of° Shiudrd s, BRUAFRY il oop, BB o 1 s
QAIEREBod i Hh O Hiah Weotldrale€iR6s ¥PIdcOR ARGIMRL oA r@fuifeRdicated
canera i nputs/outputs. Wien necessary, the canera

drivetein de ey bervite 430 Iferdseccwe wppratien under thesegersunaede.
core 200, thereby disable/term nate the audi o/ codec
devi ce 258, when a security threat is detected.

[6832] Theldid fddstas® tR4tothe dedividne applidafiohPland hardware of the
|Ilustrat|ons,onlc;/..lt IS .

mobile communication device are illustrated in FIG. 2 by way of example only, not
limitations. It is understood that along with the technology advancement, it is
foreseeable that the mobile communication device will integrate with more features,
which can be software-based or hardware-based, or both. The security service 125 may
be expended accordingly to include other services and devices in accordance with

another embodiment of the present invention.

[0034] It is understood that different transceivers may require different wireless
module 256, In accordance with another embodiment, a mobile communication device

may consist of more than one wireless module 256 for different wireless transceivers.



understood that there nay be other devices or secure
algorithns that require dedicgted drivers in the

security service 120 for secure operation under the

secure node. [0033] It is understood that the software
appl i cations and hardware of the nobile comrunication
device are illustrated in FIG 2 by way of exanple

ooy, not The reduaity Grasured proivRled mol eccstdamde Wlithtthalpossent invention

with the technol qgy agdvancenent, it.isS .foreseeabl e
BHLATIY RSP ERATL A Ratr ool i Byt REgreegss wrongful
Wodr Fr iR 0€ind & HoWhnSst mis hé %ﬁﬁé‘@oxﬁﬁluﬁféﬁﬁim&j&@sed or

har dwar e- based, or both. The security service 125 may
be expended accordingly to include other services and

jces in.accordan wi th. anoth odj nt .of...t he
Eq%‘éélem | nd B CPBREUTT e S5ty Sefrg{caﬁéé?%?%eodoﬂrﬁ%ﬂs{acﬂﬂags a secure
dbilfies 8fd itd ScansaRicY 8NGw TRYuFBSHxbsitnf f erERt swduki®) assvice 125
nodul e 256. I n accordance w th anot her enbodi nent, a

poshiides aslditional sestrcoservieds e enably apd Huinage efmmopaappHesiions and
ne W reless dul.e for different wirel ess

?P%ﬁ@%@f&@?@?g%T%ﬁﬁﬁéggftThe security features

provided in accordance with the present invention not

onl% protects transm ssjon from being stolen off the

) g . .\

F937] put aMylepsregiist enbpdimgniy have been dessribed apg) idustrated, it is
N ol SS] | . Con devi

TperSBaiundl ARG, oRTIBAE U BREHAE SombBHRAS thereof
tadd| bd adads ta thecpreeent Sovantion nwilnahit | depasing| frbml| thei &spe of the
al l ow for further expansion. The security service 125
PPG60TeRs additional secure services to enabl e and
manage conmon applications and operations under a
secured platform [0037] Wile specific enbodi nents
have been described and illustrated, it is wunderstood
t hat many changes, nodifications, variations and
conbi nations thereof could be nmade to the present
i nvention w thout departing fromthe scope of the
invention. 12 dains



1. A secure conmmunication nmanager for securing a

nobi | e conmuni cati on devi ce fipom unaut hori zed access

of applications, data and hardware resided on the

nobi |l e communi cati on device, the secure comuni cation
manager conprising: a plurality of secure services

adapted to operationally nonitor and control of

access and execution of theChgpki cati ons and data; a
plurality of drivers operable to interface the

hardware with the secure comunication nmanager; a

$ecur @ 00 BRRTdMNLoh MdiaREH Br 8driARAFUDilhBIRGHERIon device

services and drivers to detect for any unauthorized

frote ysautiiorizhd agpsh jof aappbeasionsiadada andl baadvaneresidadhen the mobile
ecure. core s er ahl et t he unaut horl.zed

S EeafBLE ik BRSHAR Sob By OrL mplfe FOHbATA
restrhqlirglty sfedecinedebyicdshalaprRa ub epeRkivhalBSmanidor and control of
drivers, wherein the secure comruni cati on nmanager

PSP expertioped Sheepphieationggad d¢ting  system | ayer of

the ng%llllt%llg/o U loggragfev b Gniefnce Bfe ?ﬁiwvﬁe with the secure
comuni’cati on manager according to claim 1, erein

téramsecaien mamagRini cati on manager resi des and operates

at the operating system | ayer .as a service. 3. The .
secur 8 SE&%&WF@%F?%E gk rend daies 5 SeEUE|sgivifeg and drivers to
WABLSHOP abi ) SndlihdrBlel tibcesRfof IRE W5 Rica 8N4 A8 nf q{ai’ﬂélﬁar@, the secure

secure data service for managi ng data access an

torans npgshlone defestetheupauthdrijededeas bavedi ape s¢aritneauagements and
vohc% coﬁgr%.uni gat ion and a. secir e access validation
LR dgmed By ithetecy Ssedes @4 AVeRecuti on of

appl i GableaheaBeire dahmudicatiBe nRRi dr SeSRITHARIopatatedit a operating
device. 4. The secure communi cati on nanager accordi ng

sxstanh lyan of thomwbde gomhmaingaton deviegat a service i s
operable to handl e data security, wherein the data
i ncludes text data and nultinedia data. 5. The secure

2OMMUThE 3édudd comMAIBREL GE eRhbd et @ dilgalborldm Wheh&kth the secure
the secure multinedia service is adapted to

epBRERication monagse repises art pRasEeaMdhe pRGBHEISRY S SIelay ¢reas a service.
mul ti medi a dat a.

3. The secure communication manager according to claim 1, wherein the plurality
of secure services include a secure data service for managing data access and
transmission, a secure multimedia service for managing voice communication and a
secure access validation service for validating access and execution of applications and

data of the mobile communication device.

4, The secure communication manager according to claim 3, wherein the secure
data service is operable to handle data security, wherein the data includes text data and

multimedia data.

5. The secure communication manager according to claim 3, wherein the secure
multimedia service is adapted to operationally encrypt/decrypt and encode/decode the

multimedia data.



13 6. The secure conmuni cati on nmanager according to
claim 3, wherein the secure cess validation service
operable to control accessibilities of the

applications and data, of which, the accessibilities

i ncl ude | ocal access and renote access, wherein the

secure access validation service deni es access when a

al i ddbi aacifraicbmmudicafibe msaapéreaccomniingocelbino 8, whaeiethe secure
according.to claim6, wherein the g‘llda ion includes

P0G BelisH e saguice Bpesile p contEl psessiblighs e RRRliFations and data,
bf %%1’1' Eﬂe%éesml%lht;@ ?nc?ls\t/ﬁel‘{()@ai GROI BhE Al AP alREA YR erein the secure

according to claimé6 erein the secure acceéss
vedesshedlidanors snrvice deniss adagstvebntaovabidetiondilval i dati on
for accessing a wreless conmunication nodul e of the
nmobi | e communi cati on device. 9. The secure

goMMUIThg akdctrt BARAMcaBi6h Ofifdhalr t RcoldhgN 8, cMBBT 8] Avhercin the
the nobile comrunication device conprises one or nore

wikiddtion sndwudemPhiN sadé agvesro Biometrid gerifithon edifage recognitions.
comruni cati on manager according to claim1, wherein
the drivers include a secure algorithmdriver for

gri vi Mhe dcaR€ YoRnaingatibh Managar aoblidgtof @int bl dherein the secure
securi tly processing. 11. The secure conmunication

ABaeaY &RTIGRIOBr W Yiee tlfb adapipdnta prowide eiahdaties forjagepssing a wireless
LOGLHAR 280 ARALR/ FAEGoRd YHimARdatbnGRIRE2 driver.

9. The secure communication manager according to c¢laim 8, wherein the mobile

communication device comprises one or more wireless communication module,

10.  The secure communication manager according to claim 1, wherein the drivers
include a secure algorithm driver for driving a secure algorithm operable to facilitate

security processing.

11. The secure communication manager according to claim 1, wherein the drivers

include an audio/codec driver and a camera driver.



