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Claims 

1. A method of wireless communication comprising: 

transmitting a registration message (305; 355) to a network (130-b-1; 130-b-2) to 

establish a secure connection based on a mutual authentication and key agreement (315; 

365) with the network (130-b-1; 130-b-2) for at least non-access stratum, NAS, 

messages between the network (130-b-1; 130-b-2) and a wireless device (115-c-1; 115-

c-2), the secure connection based at least in part on a wireless device identifier and 

security capabilities of the wireless device (115-c-1; 115-c-2) included in the 

registration message (305; 355);  

transmitting, over the secure connection, an attach request (325; 330; 370) 

including capabilities of the wireless device not included in the registration message 

(305; 355) to access the network (130-b-1; 130-b-2) subsequent to the mutual 

authentication and key agreement (315; 365); and 

exchanging NAS messages with the network (130-b-1; 130-b-2) over the secure 

connection.  

2. The method of claim 1, wherein the attach request (325; 330; 370) is 

piggybacked to a security mode complete message transmitted to the network (130-b-1; 

130-b-2).  

3. The method of claim 1, wherein the registration message (305; 355) is an attach 

request (325; 330; 370) message, a tracking area update, TAU, request message, or a 

service request message. 

4. The method of claim 1, further comprising:  

encrypting subsequent NAS messages based in part on the key agreement 

established as a result of a successful authentication with the network (130-b-1; 130-b-

2).  

5. A method of wireless communication comprising: 

receiving a registration message (305; 355) from a wireless device (115-c-1; 

115-c-2) to establish a secure connection based on a mutual authentication and key 

agreement (315; 365) with the wireless device (115-c-1; 115-c-2) for at least non-access 

stratum, NAS, messages between the wireless device (115-c-1; 115-c-2) and a network 

(130-b-1; 130-b-2), the secure connection based at least in part on a wireless device 
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identifier and security capabilities of the wireless device (115-c-1; 115-c-2) included in 

the registration message (305; 355);  

receiving, over the secure connection, an attach request (325; 330; 370) 

including capabilities of the wireless device not included in the registration message 

(305; 355) from the wireless device (115-c-1; 115-c-2) to access the network (130-b-1; 

130-b-2) subsequent to the mutual authentication and key agreement (315; 365); and 

exchanging NAS messages with the wireless device (115-c-1; 115-c-2) over the 

secure connection.  

6. The method of claim 5, wherein the attach request (325; 330; 370) is 

piggybacked to a security mode complete message transmitted to the network (130-b-1; 

130-b-2).  

7. The method of claim 5, wherein the registration message (305; 355) is an attach 

request (325; 330; 370) message, a tracking area update, TAU, request message, or a 

service request message. 

8. The method of claim 5, further comprising:  

encrypting subsequent NAS messages based in part on the key agreement 

established as a result of a successful authentication with the wireless device (115-c-1; 

115-c-2).  

9. An apparatus for wireless communication comprising: 

means for transmitting a registration message (305; 355) to a network (130-b-1; 

130-b-2) to establish a secure connection based on a mutual authentication and key 

agreement (315; 365) with the network (130-b-1; 130-b-2) for at least non-access 

stratum, NAS, messages between the network (130-b-1; 130-b-2) and a wireless device 

(115-c-1; 115-c-2), the secure connection based at least in part on a wireless device 

identifier and security capabilities of the wireless device (115-c-1; 115-c-2) included in 

the registration message (305; 355);  

means for transmitting, over the secure connection, an attach request (325; 330; 

370) including capabilities of the wireless device not included in the registration 

message (305; 355) to access the network (130-b-1; 130-b-2) subsequent to the mutual 

authentication and key agreement (315; 365); and 
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means for exchanging NAS messages with the network (130-b-1; 130-b-2) over 

the secure connection.  

10. The apparatus of claim 9, wherein the attach request (325; 330; 370) is 

piggybacked to a security mode complete message transmitted to the network (130-b-1; 

130-b-2).  

11. The apparatus of claim 9, further comprising:  

means for encrypting subsequent NAS messages based in part on the key 

agreement established as a result of a successful authentication with the network (130-b-

1; 130-b-2).  

12. An apparatus for wireless communication comprising: 

means for receiving a registration message (305; 355) from a wireless device 

(115-c-1; 115-c-2) to establish a secure connection based on a mutual authentication and 

key agreement (315; 365) with the wireless device (115-c-1; 115-c-2) for at least non-

access stratum, NAS, messages between the wireless device (115-c-1; 115-c-2) and a 

network (130-b-1; 130-b-2), the secure connection based at least in part on a wireless 

device identifier and security capabilities of the wireless device (115-c-1; 115-c-2) 

included in the registration message (305; 355);  

means for receiving, over the secure connection, an attach request (325; 330; 

370) including capabilities of the wireless device not included in the registration 

message (305; 355) from the wireless device (115-c-1; 115-c-2) to access the network 

(130-b-1; 130-b-2) subsequent to the mutual authentication and key agreement (315; 

365) and 

means for exchanging NAS messages with the wireless device (115-c-1; 115-c-

2) over the secure connection.  

13. The apparatus of claim 12, wherein the attach request (325; 330; 370) is 

piggybacked to a security mode complete message transmitted to the network (130-b-1; 

130-b-2).  

14. The apparatus of claim 12, further comprising:  
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means for encrypting subsequent NAS messages based in part on the key 

agreement established as a result of a successful authentication with the wireless device 

(115-c-1; 115-c-2).  

15. A computer program comprising instructions, causing a computer when 

executed, to perform the method of any of the claims 1-4 or 5-8. 


