UM O TETITS

gﬁ&RDl NG MEDI UM W TH A SI GNED HYPERTEXT REGORDED THERESRPS COPY)
| GNED HYPERTEXT CGENERATI NG METHOD AND APPARATUS, AND S| GNED
HYPERTEXT VERI FYI NG METHOD AND APPARATUS 5 BACKGROUND OF
THE | NVENTI ON The present invention relates to a systemfor

el ectronically circul ating various dbcunents necessary for business
transacti ons and, nore particularly, to a nethod and apparatus for
secure 10 circulation of electronic tickets, electronic certificates and

simlar documeREGORDING MEDIUM WITHQM&IG‘MD HYPER WBKITERECORDED

Eh:ez::tei o ect ;ﬁgl o«?ﬂ@?ﬁf tﬁdéﬁﬁ)%%ﬁ n@d}e}qﬁ (Mgﬁgggr ce,

bet ween the 15 partAND)mREARATUSnsaCtlons over networ ks To circul ate

such 5 docunments over the Internet or simlar networks shared by an
I ndefinite nunber of people, it is necessary to protect the docunents
fromfraud, BACKSROUND Cff THEINVENTION he docunents, wiretappi ng and

| nper sonati on. Typical technol ogies that have been pr oposed 20 to prevent
fraud are digital sThegqresentcdmventionaelates tearsystem fos @leceromicady Dat a

Security Inc. and ESI GN by N ppon Tel egraph and Tel ephone Corporation.
Wth the di gcxr@ulanggawam@w&a@mmtérnecessaryff@rrbusmgu wansaggons
signature) schenme, a signer .encry Bts a Cfurrent u3|% a secret key
whi ch no one@B s TNQEE #hinethod I S§€UH8cunent

vert 1yi i + nachfaioB o efectEiic kB RBERP ¢ °@f"e B SHEIaR el 1
and has nOt docu?ﬁgﬂtsa%eéseéddesmpUOn contents change while in circulation.
With the recent expansion of electronic commerce, the
electronic cash, electronic ﬁckets, electronic certificates, purchase '
and order slips, and so forth have come to be éxchanged between the
15 participants of transactions over networks. To circulate such
documents over the Internet or similar networks shared by an
indefinite number of people, it is necessary to protect the documents
from fraud, for example, alterations in the documents, wiretapping
and iinpersonation. Typical technologies that have been proposed
20 to prevent fraud are digital signature schemes such as the RSA
scheme by RSA Data Security Inc. and ESIGN by Nippon Telegraph
and Telephone Corporation. With the digital signature (hereinafter
referred to simply as a signature) scheme, a signer encrypts a
document using a secret key which no one but the signer knows and
25 the recipient of the document decrypts it using a public key
corresponding to the secret key, thereby verifying that the
document has been duly signed by the signer himself and has not
been altered.
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-27 However, since a change in the contents of a signed
docunent breaks the signature, sonme contrivance is needed in the
application of the digital signature schenme to a docunment, for

exanpl e, an electronic ticket whose properties, such as a reservation 5
status, a paynent status and the ticket e¥ner's identification, change
dynamcally while in circulation. In a sinple schene, as depicted in

Fig. 1, upon each occurrence of a change, the docunment to be changed

is attached wth cligpgfevetl,gineé aochalege ihlhedcohtamtsrobasignedas been
changed to what contents, and the docunent is signed again tn 10 its
entirety. |ndocamént breaksahe signatiung) some cdrtrivaneeds neededinltheat i on
of the signature. That is, an issuer signature 103 is attached to an

i ssuer | D l0application ofiithebdigitalxignature seheme to a doeumeent], forgnat ure
106 is attached to the issuer |ID 101, the main . body 102 and the issuer
si gnat ure 10examplesageelectranictickeidwhosecpeopertias, AS A NEFEIVAKIQ s
way, upon each occurrence of a chan i eceg of _jnformation

e, all ]
attached fo StfUSodMAIMEIY stafus and the dckes 'pldentificationchange
Wih eoeh n marstcabravuns mibifation o i foitle e tiahé, 2 depicteshin
105), ..., the ch i & 0 t |
Cbtorn an ut Al AR ehChdiihieled of A affE e dfifument RIRLXE RSy |
in body 102- xLhi& A 285 S s
e 98 pHRE R WA SRR A6 akribing yHLACHFopel B has
i gnat i trs,. : . b5 | |
o Poaed ¢ o BEERINEAS o whiar contentd AAIHEUGeuARNEINEARD agH B S Y
é ;g kag 3 1?3 tn}] gtiécétrh%irety.dqw Feolt 1 ehetiedwi eachuinditaterhe arepest be

application of the signature. That is, an issuer signature 103 is

attached to an issuer ID 101 and the main body 102, and then a
changer-1 signature 106 is attached to the issuer ID 101, the main
body 102 and the issuer signature 103, a changer-1 ID 104 and

15 change information 105. In this way, upon each occurrence of a
change, all pieces of information attached to the document so far, a
changer-n ID 107 and change'informaﬁon n are attached with a
changer-n signature 109.

With such a scheme, however, all pieces of the change

20 information 1 (105), .., the change information n (108) need to be
| analyzed to obtain an ultimate or up-to-date value for a certain
property of the main body 102--this involves complex processing.
Moreover, the multiple signatures attached to the document
inevitably raise signature processing costs.

25 Furthermore, not everybody is usually allowed to freely
change the properties or attributes of an electronic ticket, contract

document or the like, but it may sometimes be desirable that the



-3- ticket or docunent be changed .only. by persons of particul ar
Capabilities; for exanple, the changer of a reservation status,

paynent status, or the owners is limted specifically to an issuer, a
bank, or an agent, respectively. No general - purpose scheme for 5 such

capability control has been studi ed. -3- Mor eover, an el ectronic
ticket, contract or simlar docunent IS sonetines attached with
anot her docunent while in circul ation, and it may be desirable to

linit the dogitiitior dobanwériebeathdieged only byprpérsondrof paeteiilaocunent ;

for exanple, the change of the 10 reservation status, paynent status, or

t he owner needpabibitiess forcaxample, thetdhangersef aaréservatiorestatus;gheck, or
transfer certificate, respectively. No general - purpose schene for such
control has Ipagrmentditatiis;er the owners is limitedesprdificallybty an issuer, aas

not been avail abl e any gener al - purpose schene for allowing only a
person of a pank,qanan agentezpspectively.o Npgereralpurpose scheme fosr

property of a docunent _nor as there been_avail abl e any
gener al - pur pégﬁhm@ﬁbfrc%@@lzgﬁﬁgb?en St‘éa-ll?jd-a particul ar kind of

Gocament 1 oqui vi oo HltRovans ag Setfronit §6kat, con®AZE ol sl dbcydient

DoCel Peu ot ol S nER PR Rl P Bl aStmBRt et R D b GIATRR, 1 0

giOC“”e”t havi,pg & ﬂfagpﬁﬁtdegi.?é‘blé %o Hipfoade docur%h't‘%oitge %itfefdﬂc{ﬁ kQy and
gned for preventing alterations, all pleces of “changé i nfornation

nmust be anal g)?gﬁ ulhv i ra . &l ' ' onpl ex
pr ocessi ng. ¢ S%gf%g&gﬁﬁ&%% ON ple, tHgChaﬁglépfinglfher ef.ore an

obj ect ofg t hgefeReaidn i StAEN, Py et stdtds, ¢ the owner need to be attached

with a reservation ticket, a check, or transfer certificate, respectively.

No general-purpose scheme for such control has been studied yet.
As described above, there has not been available any

general-purpose scheme for allowing only a person of a particular

15 capability to change a particular field or property of a document nor
has there been available any general-purpose scheme for attaching
only a particular kind of document to the original one; hence, in the
case of circulating a document requiring such control, it has been
necessary to develop special software for each application or for

20 each kind of document to be circulated. And, to refer to an ultimate
or up-to-date value of a document having a property that is changed
while in circulation and signed for preventing alterations, all pieces
of change information must be analyzed, giving rise to the problem
of involving complex processing.

25
SUMMARY OF THE INVENTION

It is therefore an object of the present invention to provide a



-4- recordi ng medi um havi ng recorded thereon a signed hypertext
capabl e of defining diverse capabilities of changing respective

properties in a docunent, a recordi ng nedi um havi ng recorded t hereon a
hypertext capabl e of defining the type of docunent to be 5 attached, a
met hod for changing each property val ue ot attaching a docunent, and a
gener al - pur pose net hod and apparatus for .detecting a fraudul ent or
mal i cious alterations or attachment of a - docunent.

Accor di ng t orecérding mghiumdiaving recorded thereon ansignes bypertexpr ovi ded
a recordi ng nedi um having recorded thereon a hypertext, made up of a
plurality of capablajoﬁ@lajtgmmgdlmmpabﬂmes of changing respedine of sai d
plurality of Iinked docungg;s maki ng up sai ¢, hypertext conprises an

i denti fi er oPTOREHUES NchSIOGREERbA FERPrding megiurphaying regprded i ssuer,
fo sard at | Bieieone aubeRitt capAble of Blining Bl TR dotimdnt S ! 1
o oper &y ot RHEC ek et FOE cBRRENE Satfl BrobRetl Ve arptachiliy
docurent ) . afcleri Ahd ABEHARABhrhBIEHEMO8 A BHIESAMR 4" ¥

o gnet ryper (Bt g patilent ge maliciogd AUEMUBAS G ARAIIHRATGFd " ( ne

| i nk- dest i najpefint@stiment may be a schema which defines its docunent
type. 25 In the recording nediumw th the signed hypertext recorded
thereon, the constra¢cording treadisst aspectrofitee presemyinvention, thereviy ue
of a particular one of its propert.ies. .

10 provided a recording medium having recorded thereon a hypertext

made up of a plurality of linked documents, wherein:
at least one of said plurality of linked documents making up
said hypertext comprises an identifier of said atleast one document,
an identifier of its issuer, at least one property definition part, and
15 anissuer signature attached to said at least one document in its
entirety; and
said at least one property definition part includes the value
of the property defined therein, an identifier of a document located
at the destination of the link (hereinafter referred to as a destination
20 document), and a constraint definition part for defining constraints
on said destination document.
In the recording medium with the signed hypertext recorded
thereon, the constraint on the link-destination document may be a
schema which defines its document type.
25 In the recording medium with the signed hypertext recorded
thereon, the constraint on the destination document may be the

value of a particular one of its properties.



In the recording mediumw th the signed hypertext recorded t her eon,
the constraint on the destination docunent may be its hash val ue.
According to a second aspect of the present invention, there 5 is provided
a nethod for creating a hypertext nade up of a plurality of |inked
docunents, which conprises the steps of:-5- ' (a) formng at |east
one of said plurality of |inked docunents by an identifier of said at
| east one docunent, an identifier of its i ssuer, at |east one property
definition part f OrInd&ie pecerdihg medianeivith tiueomgnedhypérﬁ@ttﬂi‘e@brdedst
one docunent, and an issuer signature attached to said at | east one
document in ﬂiere@ﬂ ithet gonstraint on the déstinationr docamengt hmay besits hetshl east
one property defi ni ng part, if it has a link, an identifier of a
destinati on valueent and a constraint defining part for defining a
constraint on said destination 15 docunent; (c) generating a
uni que document i dekeddridingfter azsedondrmspect of thetpresentrinvention.cdene t he
destination of the link at the tine creating a source docunment, and
i'ncor por 8t i ri§ Reevided qusethod f@@@‘eaﬁmgaa hymertext madeypiafia Pﬁ-&r

i dentifier of future 20 destination docunent, |n sal at | east one

property def¢f1d g QQﬁl—m?ﬁn s, which gomprises Ofand (d)
ESQﬁ[ "HeF when ¢ ndboartrpecty ARt ond of safl Bbl‘a‘{‘éié eoﬂmked) 8BRS, e
pr50vi ded a ﬁf‘f‘%%@’ﬁ“@%ﬂﬁ?f}%@?ﬁgﬁwﬁ ‘27&%919{ eeglhglrﬁigﬁﬂﬁper ?ere 'S

whi ch conprigeget e f£itSoné property definition part for defining the value of

10 a property of said at least one document, and an issuer signature

attached to said at least one document in its entirety;
(b) incorporating into said at least one property defining part,
if it has a link, an identifier of a destination document and a
constraint defining part for defining a constraint on said destination
15 docﬁment; | |
(c) generating a unique document identifier for a document
not yet instantiated at the destination of the link at the time of
creating a source document, and incorporating said unique
destination document identifier, as an identifier of a future
20 destination document, in said at least one property definition part of
| said source document; and
(d) generating said destination document with said unique
document identifier when the body of said destination document is
instantiated. |
25 According to a third aspect of the present invention, thereis
provided a method for verifying the validity of the signed hypertext

which comprises the steps of:



- 6- (a) verifying whether said destination docunent satisfies
said constraint defined in a source docunent which is said at |east

one docunent; and (b) verifying the validity of an issuer

si gnature of each 5 docunent maki ng up the hypertext.

According to a fourth aspect of the presefit invention, there S

provi ded an apparatus for generating a signed hypertext of the above
structure when a docunent at the destination of the |ink has not been

instantiated at the(a) veridyingfwhetier saitd destideaioR HocuiBentYatsfies

conpri ses: means for generating a unique docunent jdentifier

for a ysgid constraintaiefineddndasomee;document which 1®3aid aerleaseri ng
therein said unigge docunent identifier as an identifier of a future
desti nati on dmeudeaumenteusd ate the source 15 docunent; and

means for generating said docunent at the destination of t he link with
sai d uni que documenfqb ) venifying rthenealidityiofies isswersignature of eash | s
instantiated,, said instantiated doilnent belng I|nked as t he

desti nati®n GQcuwrant g upthe According to a
;gﬁtceﬁffsfagozh;h reg&yl ¥h§§|o th%QﬁO%E@%gﬂﬁ@%&%éhgggéﬁgba paratus-
Cdent 1o o POERIEI A %pparama Sor ssneraling, 8 SERed t Rtal: aﬁhaéﬂe
docurent | SC BRSPS kB P RHERP ot Y BBkinaripn of e R M
defined in t B%t%ér?fnﬂ%ﬁiﬁ@@d a@'%ﬁe time of defining a source document,

10 which comprises: | |

means for generating a unique document identifier for a
yet-to-be instantiated document;

means for storing therein said unique document identifier as
an identifier of a future destination document to generate the source

15 document; and

 means for generating said document at the destination of the
link with said unique document'identiﬁer when said destination
document is instantiated, said instantiated document being linked as
the destination document to said source document.

20 According to a fifth aspect of the present invention, there is
provided an apparatus for verifying the validity of the signed
hypertext of the above structure, which comprises:

means for verifying whether the identifier of a destination
document is the same as a destination document identifier defined in

25 a source document;

means for verifying whether the destination document

satisfies the constraint defined in the source document; and



-7- means for verifying the validity of the issuer signature

of each. docunent nmaki ng up the hypertext. BRI EF DESCRI PTI ON OF
THE DRAW NGS 5 Fig. 1 is a diagram showi ng an exanple of a
conventi onal si gned docunent changi ng net hod,; Fig. 2is a
bl ock diagramillustrating the entire conflt guration of a signed
hypert ext; Fig. 3 is a diagramshowi ng the data structure of a

signed 10 docunent that is a constituent of the signed hypertext;

Fig. 4Ais a di agramesns for verifidngatife vhlidityiof e Bsuer siphakeré vf
definition part with no |ink; Fig. 4B is a diagramdepicting
t he data strleqdardogﬁrmentmalﬂmptmejhype'rtem part with a link and the

rel ati onshi p between the 15 property definition part and a signed

destination docunent in terns of constraints; Fig. 5is a
di agram depi ct i rllﬂ:the data structure of a schema definition for a
si gned documBRIEF DESCRIPTION @FgTHE DRAWINGSr am showi ng an exanpl e of the

definition of a 20 plane ticket represented by a signed document wi th an
i nconpl et | i nkigiek i% g@h@ﬂg anse ¢.of a conventiongl; g. 7

I's a diagram showi,ng an exanple qf the definition of a val ue- change
certificate ﬁﬁﬁ%@éﬂ?wt%wm%t whi ch certificate is
attached to a |ink addegd.to {he,;owner tD.aroperty in Fig. 25 : .
B8 1 a di agranfied 48 AAOEK dkErany i SRirde el edliré tontiepration o
the plane tigire] R HyberindxeS

?

Fig. 3 is a diagram showing the data structure of a signed

10 document that is a constituent of .the signed hypertext;
Fig. 4A is a diagram depicting the data structure of a
property definition part with no link;
Fig. 4B is a diagram depicting the data structure of a
property definition part with a link and the relationship between the
15 property definition part and a signed destination documentin terms
of constraints;
Fig. S is a diagram depicting the data structure of a schema
definition for a signed document;
Fig. 6 is a diagram showing an example of the definition of a
20 plane ticket represented by a signed document with an incomplete
| link defined for an owner ID property; |
Fig. 7 is a diagram showing an example of the definition of a
value-change certificate represented by a signed document, which
certificate is attached to a link added to the owner ID property in Fig.
25 ©6;
Fig. 8 is a diagram depicting an example of the schema

definition of the plane ticket shown in Fig. 6;



L3

- 8- Fig. 9 is a diagramdepicting an exanple of the schema
definition of the value-change certificate showmn in Fig. 7,

"Fig. 10 is a flowhart showi ng howto verify the validity of t he
signed hypertext; 5 Fig. 11 is a table show ng exanples of the

rel ati onshi ps of si gned docunents, pPoperties to be attached thereto
and constrains on the signed docunents; Fig. 12 is a

bl ock diagramillustrating an exanple of a system in which the
hypertext accordi ngFigh 9 irapdiagram idepictingnan example of theaschemmad;

Fig. 13A is a block diagram show ng an exanple of the configuration of
a docunent selefinition pf gherealuerahange certificatershowrsniRiga7bl ock di agram
showi ng an exanple of the. configuration of a user termnal device in
Fig. 12. 15  DEfg. Jkbipadtewehant showing hrewrtermrifyabe waidity of

A detail ed descripti r‘hwill be given, with reference to the

acconpanyi ng ‘8¢ :ﬂﬁa YPEEWddi nents of the present invention.

ngg.rdiZHt thainl Ieus g ?h;ishgftca&ﬂf@i gura.t ion_ of %lqssgﬁp%ﬁgye?aeﬁg% .2091_.2:30
el o v R Hotnefits, ircites o Bedarasnda tito"Sa Yanstrains '
docunent ZOOOhO&féE% dH&tﬁﬁ@h{é)f the link (which docurment w ||

herei nafter referr 0 as a root ’docunent) is a signed 25 docunent. The

docurment |ocated atpjgaqip ﬁ%‘ﬁlﬁé‘kkﬁﬁgﬁéxdi‘lﬁ%dtd‘ﬂﬁng an éﬂ&?ﬁ?lér}gi'hgsréfs‘iéﬁfr red

to as a destination docunent) except-the ro cunen si gned
(220, 230) oin wisichndte (R4ferte4®hccénding to the present invention is created

10 and used;

Fig. 13A is a block diagram showing an example of the
.conﬁguration of a document server in Fig. 12; and
Fig. 13B is a block diagram showing an example of the
configuration of a user terminal device in Fig. 12.
15 |
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
A detailed description will be given, with reference to the
accompanying drawings, of embodiments of thé present invention.
Figs. 2 to 4B illustrate the configuration of a signed hypertext
20 250 according to an embodiment of the present invention. The
signed hypertext 250 comprises, as depicted in Fig. 2, a linked set of,
for example, HTML or XML hypertext documents 200 to 240 . At
least the document 200 located at the root of the link (which
document will hereinafter referred to as a root document) is a signed
25 document. The document located at each destination of the link
(hereinafter referred to as a destination document) except the root
document may be signed (220, 230) or unsigned (210, 240). And



s

-9- t he docunents may each have different destinations. In the
exanple of Fig. 2, the docunent 210 has the docunent 230 at one
destination of the link but no docunent at the other destination--
this indicates that a docunent may be | ocated there in the future. 5

As depicted in Fig. 3, one signed docunent-9%200 i s nmade up of a schem
| D 201, a docunent |D 202, an issuer |ID 203, the main body 204 and an
i ssuer's signature attached thereto in their entirety. However, for

exanpl e, as i rthieh@ocanrerdls iz dachente differeherdedtinationscohethies are

protected fromalterations by virtue of a hash 10 constraint specified by
anot her si gnedxdampieof Fg02, chewwrument 210 dad the doourhkat @30 attonef

t he docunent 210 are controlled b ot her nmeans such as access contr ol
of a server, tdestinanentofothelink éutatlm clamiment it theeothemn diestindtionet
necessary. In such an instance, the issuer_ |ID (corresponding to 203)

and t he i ssuerthds indicates dhat a decnmenphmay holowgpdothene-inishe rel0
o i ni t1 ort hai specAs deDicted irrBge s e fgneroAngument 200 isimage up of
when the scheSGSTRa 11 201, galoqiBstth 202, ardssusE D04, GiebiAiruaddy -
avai | abl e, " so Sk and A8 TIRRRE sAaeHaRES sRtactiid uBPe B AREI BB S cument
mnner o - Howektfries Efanflc A8 i SRS Cae T dochriBtte 1 yileots

the docurptehB ggg [gf;a?teetéc? RSP Al terafios Bg%ﬁmé%f 2UBISHON- Th_e 25

i ssuer ID 203 1s an | er of a person or organizatlon 0 signs

the dOfunwt . constraint specifiedrpy ariwther’§iéned] dotnpiadt 2000 Wwheipr e
property

alterations in the contents of the document 210 are controlled by
other means such as access control of a server, the prevention of .
alterations by the signature is not necessary. In such an instance,
the issuer ID (corresponding to 203) and the issuer’s signature

15 corresponding to 205) of the document 210 may be omitted. The
schema ID 201 is an identifier of a schema deﬁnition that specifies
the structure (format) of the signed document 200. When there is
no constraint on the document type, or when the schema ID is
specified by a schema constraint specified by a different signed

20 document as described later on, the schema ID is available, so that
the schema ID 201 may also be omitted. The documentID 202 is an
identifier of the signed document 200 and is provided in manner to
be unique among all the documents concerned. In some cases, the
document ID 202 may also be omitted as described later on. The

25 issuer ID 203 is an identifier of a person or organization who signs
the document.

The main body 204 is composed of one or more property



-10- definition parts 206 and 207. These property definition parts
are . each fornmed by a tuple of property nanme 302 and val ue 303 as
depi.cted in Fig. 4A, or a quadruplet of property name 402, val ue 4083,
destination docunent ID 404 and constraint definition part 405 as 5

depicted in Fig. 4B. For exab@l e, the signed docunent 200 is a
concert ticket, the property nanmes 302 and 402 are category nanmes such
as the "date for the concert” and the "site for the concert”, and the

val ues 303 agfbfinitiorf Hares QG@&&@Q@WmTEéséﬂgg\?pg?%?gé;fyﬁ% i)%'}#,ﬁg&-é of

the categories, 10 such as "1998-03-03"and "
destination each formedrby laDrdpke bﬁpﬁr@ﬁ tndmer 302 andvglaeé 303uent
e

| ocated at the destination of | ink. The constraint definition part

405 is a depioted i Fig.[4A, opatquadrupletef ptopetty nanfe 402, dadhié a3 on

docunent or its property value, which will be described later in
det ai | . WhendestinationdgamentddD 40di andpeonsteaint defimitiomppaft 406 as
property nane 302 and the value 303 as shown in Fig. 4A, the val ue of

the propéettydepictacdpadigndBd by the property name 302 is interpreted as
t he val ue 303. When the property definition part 301 is
formed by a 20 quabPtigxample, thgsigned doeument 200 ds amoncerssicket; the

%Eﬁ t PFRBEFBY Siinies 04 r%i&gp‘iﬁ%‘gék{#téﬁp af@%%%@@i&@f%&%@k
et her o0 g R B e R Ph BB PR A 105 Ao
by 7 S0 HEcoher SRl BRI K el ol AR,
herei naffer beclhals ©r998-0BCOBPIAic “Ne York! OftyVBaHe. “PRe destination
document ID 404 is an identifier of a signed document located at the
destination of the link. The constraint definition part 405 is a

constraint for restricting the structure of the destination document
or its property value, which will be described later in detail. When
15 the property definition part 301 is made up of the properfy name
302 and the value 303 as shown in Fig. 4A, the value of the property
represented by the property name 302 is interpreted as the value
303.
When the property definition part 301 is formed by a
20 quadruplet of property name 402, value 403, destination document
ID 404 and constraint definition part 405 as shown in Fig. 4B, the
~ interpretation of the property value differs depending on whether
or not a document is located at the destination of the link which is
referred to by the destination document ID 404. That is, when no
25 document 410 is located at the destination of the link referred to by
the destination document ID 404 (The link in this case will
hereinafter be called an incomplete link.), the value 403 is



%

Interpreted as the value of the property represented by the property
nanme. Wien the docunent 410 is |ocated at the destination of the |ink
referred to by the destination docunent ID 404 (The link in this case
will hereinafter be called a conplete link.) 5 and if the docunent 410
satisfies the constraint defined in the -11- constraint definition part
405, the main body 414 of the destination - docunent 410 is interpreted
as the value of the property represented by the property name 402.
Wien the docifesp d &s the vdlgeadf thalproperdystdpiriseditedf | i nk
referred to by thgﬁﬁgst?%atlon 10 docunent I5§20£!butbdgggloo?ﬁ§atlsfy t he
constrai nt dgf tyrndulm: Whettisé docuimeati4iQ iotocmted 408het he si gned
hypertexts 200 and 410 are regarded as invalid. Incidentally, the
plurality of destimatign of thelliknieferredatra by2tite destizaition ddranaetlt TDer ent
destinati ons. | f the destination docunent is not instantiated
at the tine &04$Thgdimkani thiswaseswillhereinaftere calleda conmpletatdiriey of f
(which document will hereinafter be referred to as a source docunent),
a urf® quéngbifuthedocument FHO satisfies:thecanstraint defingdéndhed i n

advance and i s stored s a, future d i on, d nment 404 |n the
sour ce docurréﬁpsmﬁﬁp& rfﬁié &Fﬁi aé’ﬂrﬁflrpﬁ) Hag degtinalione)

5“ né% E?Dﬁmﬁﬁgﬂ&%““ fw‘ 18%4 ' aéci‘t"the prgpe@ggﬁgm”ﬁ?;ggjﬁ
u 0 A
I D 404. f‘éﬁr EB&Htd %S’ tHe i’?.SRFrW R \?@?ﬁ?qﬁéﬁﬁ&hﬁwﬁf@g 405
, in 25 gpgg Eﬁﬂa
ggﬁstlrgi nt t4 an pr operty va ue constral f%f% ga/scrl Eiég%d&%el ow,

but varigys golaimeAn D404t 5ut deéel et §éﬁ'&sﬂp?ﬁéfdﬁﬂ§rﬂnﬂ&@ﬁned in the
constraint definition part 405, the signed hypertexts 200 and 410

are regarded as invalid. Incidentally, the plurality of property
definition parts 206 and 207 may have different destinations.
If the destination document is not instantiated at the time of
15 generating the document from which the link branches off (which
document will hereinafter be feferred to as a source document), a
unique document ID for the destination document is generated in
advance and is stored as a future destination document ID 404 in the
source document, which is thén signed. And when the main body
20 (value) 414 of the destination document 410 is instantiated, the
document 410 having the instantiated main body 414 is generated
as a document of a document ID 412 specified by the
aforementioned destination document ID 404,
The constraints in the constraint definition parts 405 are, in
25 this embodiment, a hash value constraint 406, a schema ID
constraint 407 and a property value constraint 408 as described

below, but various other constraints, such as the specifying of the



-12- range and type of each property value or the relationship

bet ween the property values in terns of nagnitude, may be defined in
t he constraint definition part 405. The hash val ue
constraint 406 is used to prevent an invalid 5 substitution of the
destination document 410 when it has beefl2- conpletely established at
the time of generating the source docunent. The hash value is
generated for a set of schema |D 411, docunent 1D 412, issuer |1D 413

and nai n bodyahpé aid fgpe of eade Piropsd rtywﬂwarrtheﬁﬂélaummbeb@m@eﬂal ue

is defined as one of t he constral nts which are defined in the
constraint deherptopertyavalues in 4&msfofl magnionde] male bendefiored i thé01 in

t he source signed docunment 200. Furthernore, the docunent |ID 412 of

t he desconstraintdiefimitian parti4Dilef i ned as the destination docunent ID
404 of the source signed docunent 200. Wth this schenme, it is 15 possible
to detect an inval |7&'gedmh value coststraiatcdQ6iisatseshto preventiam invakid wi t h

a docunent pre ared for ?égl fferent purgose because_ t he hash val ue

constrai i i §u iltggpil%f) e destinadeon qa@mentﬁ@v\ivhmﬂohas heemash val ue
dest nat i on GoUBRErED esrialivned Alate time of eReraling the SRS sat | sf i ed
constrai nt i dosiiaeta The s Pliiess %'Gt@a%rat?ﬁteforasef 8E sERelRg Y41 L, 415
have been pr Sosuifefif HELS, A3ACEAM 33 PahH fifin body’s 13 dﬁ?veemtﬁt VD5

scheme by RSaegﬁ&ﬁ Wdcwnégwm dﬁ&tﬁé hw{f%aiﬁg wgglés;sh@%ﬁ ally,

it is disclosed in Ross J er sod, esour-ce

\L/@g at Oérld(ﬁ[‘J s%f ymmaggg@mﬁ:mhre deﬁllféctialhI 1 coastraift defihitfonYdrd V\gg e
405 of the property definition part 401 in the source signed
document 200. Furthermore, the document ID 412 of the
destination document 410 is defined as the destination document ID
404 of the source signed document 200. With this scheme, it is

15 possible to detect an invalid substitution of the destination
document 410 with a document prepared for a different purpose,
because the hash value constraint is not satisfied. Moreover, the
provision of the hash value constraint ensures the detection of an
invalid alteration in the destination document, since the hash value

20 constraint is not satisfied in the case of an invalid alteration, either.
Hence, when this constraint is provided as referred to above, the
issuer signature 415 of the destination document 410 can be omitted.
A variety of methods have been proposed to generate the hash
value; for example, the MDS5 scheme by RSA Data Security Inc. or the

25 like can be used. Incidentally, it is disclosed in Ross ]. Anderson, et
al., “The Eternal Resource Locator:_ An Alternative Means of
Establishing Trust on the World Wide Web,” 3rd USENIX Workshop-



on El ectronic Commerce, 31 August-3 Septenber 1998, that catal og

I"i sts of medical information prepared and updated by doctors in

respective areas of specialty were nade public as an HTM document on
the World Wde Wb and that the hash value of each 5 |I|ist was provided at
the destination of the link to prevent th¥- destinati on docunment from
being altered. The present invention enabl es the destination docunent
to be restricted by diverse constraints as well as the hash
constraint. on Electronic Commenee, 3Auguise-dSeptemiven 99 8)rthatecatalog

I dentifier generated 10 t he sanme nethod as that for the docunent |ID nmay
be specifi edlists of megli e@lﬁgﬂmum prepaned angdr updapedlyy idoctors in
destinati on docunent. PIS al so prevents the substitution of the

desti nati on J@éﬁﬁﬁm’evﬂ@ﬁs of spgci @ﬁé’tﬁ&éﬂ%@ﬁtp@bhﬁ%t%ﬂ HEMIa dltffler entS
oqui red to Maritielt on %Wﬁéﬂ Wi Yveh dnd shatane i gatus, of eath "

' id nt 408
led”to 17 m HE b G oRiadl aE e HRSRAIRGA of st HEk to o Co:zt ;OC i (r)]P Ijre
stanti at edﬁﬁﬁwcﬁﬁf‘?ﬁﬁ%ﬁ} F?%@Q%@%%&?W%%&F&&V LANE

n a
Jequi req  cnables the deRuSAUSRRORRAN (FHR rEHIAEADEATELSE T 110

mat ch t he con@mahteastwémas thelHadh toRs&@ihf be consistent with the
schema whi ch Is referred to by the schema ID (the latter requirenent

bei ng the 25 preseAlternfatively mélmvisfdmrofdunﬁdluéidentﬁ@&hgéh@?ﬁédf as

described with reference to F| g. 8, for instance). Accordingly, the
veri fi catQ onbyf thensamemethoehas thaqﬁorehetdmcwmentdb nmaybed §pedfiedas
-14-

a constraint on a particular property in the destination document.

This also prevents the substitution of the destination document with

a signed document generated for a different purpose. Accordingly,

in this case, the signed document is not always required to have the
15 document ID 412 as depicted in Fig. 4B.

The schema ID constraint 407 and the property value
constraint 408 are used to limit the issuer, other property value of
the destination document, or the document structure in the case
where no document is instantiated at the destination of the link

20 when the source document is generated.
'The schema ID constraint 407 is a constraint that requires
- the schema ID 411 of the destination document not only to match the
constraint 407 itself but also to be consistentwith the schema which
is referred to by the schema ID (the latter requirement being the
25 presence of a specified number of values in each property as
described with reference to Fig. 8, for instance). Accordingly, the

verification of this consistency requires the derivation of the schema



definition fromthe schema ID, and this can be done using, for

exanpl e, a nethod which specifies the schema | D using Universal

Resource Identifier (URI) or the |ike specified by the Wrld Wde Wb
Consortium (WBC) and obtains the schema definition placed on 5 a network
usi ng the HTTP protocol specified by | ETEl4-A schema definition
expected to use can be obtained on an off-line basis by pl aci ng a
cache nenory locally in the server or term nal. One schema
def i ni ti on S@lkefimiton fesnatiseschenta 1D amed this can beteme uSidg) forschenma
definer ID 502, schema ID 503, issuer ID 504, 10 body structure definition
505 and sche@xampleye methed whickospecifies thelsphelm%l)wusmg 'Lanersal

The nmeta-schenma ID 501 is an identifier for the structure of

schema def i niRgsemrceddemtifier (R e the Atke spesified e the Wesld W1de

SLf ttttf ggefﬁeéé%ﬁfwgﬁi 'g%»m RAI05 e s debirison SC“Si%&oghe
schema de?i n&1 Fb"% qgngnth%l tgggﬁsggcpg%fby tETE. of'gSFRSHA on who
Gof i ni ti on: soFTTig SprcEdi 'Esceﬁgﬁa $%?%§m%%%'qdq?@&éﬁpsdb%§h§ﬂi§ﬂ?§a
e scher IeiAdid A7R90 hiuhbe)chlly 1n eRBrathaiPdshigar Th o ke
recording medi um OrOh%Cﬁhéﬁa deﬁnﬁhéﬁOSd)@ cfdrﬁiﬁriét% @tst?:szfu et

transaction, the schema definition is“valid for tﬁe scﬂ D 503.

25 Theches2IDIID BXtHeamh ddfinet ID@OI SstremaIP503h @ssﬁi&ﬂmi 504,
documents 200 and 410 to be defi ned by the scherma definition. i

exanpl e, 10 n boey sgmictiirded éfimition 505 fancbnthentaanleﬁmelasxgmmr@ $86tas
depicted in Fig. S.

The meta-schema ID 501 is an identifier for the structure of
the schema definition, which, on the occurrence of a change in the
structure of the schema definition, enables the new and old schema

15 definitions to be distinguished from each other and hence facilitates
the transition from the old to the new schema definition.

_ The schema definer ID 502 is an identifier of a person or
organization who defines the schema. The schema ID 503 is an
identifier of the schema definition 500 itself. With the schema ID

20 503 incorporated thereinto, the schema definition 500 is signed by
the schéma definer. This makes it possible to verify that, for
example, even if cached on a local recordihg medium or received
directly from the other party of a transaction, the schema definition
500 is valid for the schema ID 503.

25 The issuer ID 504 is to limit the issuer ID of the signed
documents 200 and 410 to be defined by the schema definition. For

example, in the case of defining a different schema in a plane ticket



for each airline conpany, the identifier of the conpany can be
specified as the issuer I D 504, but in the case of defining a comon
schema of a plane ticket in the airline trade, this property is not

specified. 5 The body structure definition 505 is a part that
defi nes properties which are requi re’dS dependi ng on the kind of an
el ectronic ticket or certificate. In the case of a concert ticket,
such properties as the date and place for the concert are defined, and

in the case f6r@ach airfineneompeury, the ideptifierrof tse aompanyerzr ber e dat e
and the flight 10 nunber are defined. These ropertles can freely be
defined by t Kpecified as\de issararnty S%rbubmﬁge case pf definingia ommon

t hese ro ertie each nmandatory_ or optiqnal, or whether a
plurality of schema, g @eﬁfaerzs@]métew@ctheaérhm teade, Hrisppreperty is 8okl so

possible to fﬁ@cretely specify a property value that is desired to be
fixed for 155P€ hema The schena definer signature 506 is

301, scndhm deri nor The bORP s Al HRAABoR S5 ISk et ST 6 “e”f;‘d'th
d
Zonst Eiﬁt BBk fits .%#*%%?ﬁ et B RO B o SRS
[ 4 500
iuglngt Seflne outsmi’lﬁﬁ&té grll:{e) %ﬁ% atoﬁe co%@gﬁhﬁdﬁﬁﬁ ned

by the schengsg thel date m&dﬁﬂﬁcéﬁﬁbrﬂi@c@ﬁc&%fax@deﬁﬂéﬁ? tAnd % thB®ase ofa

constraint 405. he property value constraint 408 s to speC|fy

one or nore plane mmkm; suchqim?emes hs tiesdepattwre datereid the flibhe | ssuer

| D 413 or mai n body 414 is constraint is effective, for exanple, in

- 16- 10 adumbenareydefned. c {(Theseppopetties aandfreedy béwdeﬁrredabyym@l ues
when

schema definer. Furthermore, it is defined whether these
properties are each mandatory or optional, or whether a plurality of
values can be specified for each property. It is also possible to
concretely specify a property value that is desired to be fixed for

15 each schema.

The schema definer signature 506 is a schema definer’s

signature attached to the set of meta-schema ID 501, schema definer.
ID 502, schema ID 503, issuer ID 504 and body structure definition
505. While in this embodiment the schema in the constraint

20 definition part 405 has been described to be referred to using the
schema ID on the precondition that the schema definition 500 is
defined oﬁtside the signed document, the contents which are defined
by the schema definition 500 may also be defined directly as the
constraint 405.

25 The property value constraint 408 is to specify one or more
property values in the destination documentID 412, issuer ID 413 or

main body 414. This constraint is effective, for example, in



t hey cannot sufficiently be restricted by the schema definition

constraint which is referred to by the schema ID constraint. This

property value constraint is useful, for exanple, when it is desirable 5
to specify a particular conpany ID as the 'value of the issuer 1D 413

in addition to the constraint by the comién schema defined by a

I ndustry trade group or simlar independent organi zation. : Fig.
6 is a concrete exanple of a plane ticket expressed by the

abovernent i ongdlditigmedl ?émﬁngaopéfﬁmn@ onést tﬁ'eg?régéﬁgﬂvéﬁles?ﬁﬂféﬁt e
exanpl e of a value change certiTicate 700 that is attached as t he
desti nation dheyrenindtiéufffdientiBbel resttictotipy thedcienbidefiontion it
owner | D property is changed. The concrete structure of the pl ane

ti cket 600 i sonsfraind wiyich i¥ peferredkis byctirerscBéthal EDi corestraint. ThiSig. 8
but the structure is basically the sanme as that of the signed 15 docunent
200 shown i npEopersy viaiue donstraintisarseful cfonexenmple, wien it is desirable

schema I D 601, a docunent |D 602, an issuer |ID 603, bodies 604 to 612
and an i Ssuefo spgeifyuapaticulancanpany Has heyvalue of theissuer P sbld ty
definition par pe 604, arture date 605, a flight

ts, .a rights t a d
Inﬁn?ﬁirstsggé %@Qﬁfﬁg&%@é?eﬁﬁ?qml f%?tmggo was _first an ?ﬁc?np?étz'e
I e o i s RN
?Léa\(ﬁg: Bg E:Ee val uel:1 h r}aga . f@r%i?g ) évggﬁgﬁﬁs ?ﬁl ot of
certificate g@%&ﬁa %tgﬁbh'eﬁ g‘??%‘%@%&%gﬁ gmg(%%f %t)hghgﬂ:%g?nu?sgai s .
basi cal Iy t héoﬁé?@teaé(éxh@e‘i’ff d V&lue chaflgsldertifi QlteO0 TRAL i¢taftathRdas N

Fig. 4B; that 1s, the value change

-17- celié iddstirieti g Hocurmedd 410 ¢Figh 4B eithe Pladk tiekee 60EWheP
702, an i ssuer I D 703, bodies 704 to 708 and an issuer signature 709.
The its owner ID property is changed. The concrete structure of the

plane ticket 600 is defined by a plane ticket schema 800 depicted in
Fig. 8 but the structure is basically the same as that of the signed

15 document 200 shown in Fig. 3; that is, the plane ticket 600 is made
up of a schema ID 601, a document ID 602, an issuer ID 603, bodies
604 to 612 and an issuer signature 613. The bodies 604 to 612
have, as property definition parts, a rights type 604, a departure
date 605, a flight number 606, a departure 607, a destination 608

20 and owner ID 609 to 612. In this example, the prepared plane
ticket 600 was first an incomplete link with the owner ID property
restricted by the schema ID and the property value, but afterward it
was rendered to a complete hnk by attaching the value change
certificate 700. The concrete structure of the value change

25 certificate 700 is defined by a value change certificate schema 900 |
depicted in Fig. 9 but the structure is basically the same as that of the
destination document 410 shown in Fig. 4B; that is, the value change



bodies 704 to 708 are a value 704 that is a new value, a destination
docunent 705, a schema ID restraint 706, a property value restraint 5 707
and a new date 708, respectively. The value of the owner IDis

interpreted as a val ue specified by the val ue 609 when the val ue

change certificate 700 is not attached, ahd the value is a pair of new

val ue 704 and new date 708 when the val ue change certificate 700 S
attached. 10 In this exanple, by specifying the destination docunent
| D 705 gertificate 0@ ismade ug of/a schenvalDe7 0bpagioamment [P @2 780
forms an inconplete link with the new val ue property restricted by t he
schema | D coissuen HY 703, hodiethéOdr epéNSyand am isswer sigmaturer709. Thence,
the ticket can be further_changed by attaching another value 15 change

certificate bOdins 0108 e ¥alyestO4 thalds enewanvgdue, a destinationat e

fest iﬁgf‘ | on’ dlodurBenf Eﬂf%ﬁgéﬁ%@vh lf?ﬁ%%ﬁ??ﬁég 'pf;n:'c’%%%&@t?ﬂuﬁ nse;g'a?nrom |
' ' . | D ' 20

o E’ﬁl at f) endfT 8hd B AR08 PR Rl -c e vHELSE The Og‘ﬁelg Tﬁgé

S b B SRR oo vk WAL

Hocument o baAhBeE AT OIS HIG! AUAEE AP HRE yalye 1 Bpir B psd"o

unaut hori zedyvagaé TP ark] HRW €Rite07T08 when the valﬁ?%%%ﬁfﬁﬁ@a%e &3 and

702 are each so given as to be uni que anong al ocunents as

ment i oned pr &yvaetaghed.Such
- 18- identifiers can be generated, for exanple, by a nmethod of.

gener at i1y a Imithés exiimplenibyuspedifyingithe déstihatiomedotusaeénoiDDCE
RPC (Distributed Conputing Environnment Renote Procedure Call)
705 as the new value property, the value change certificate 700
forms an incomplete link with the new value property restricted by
the schema ID constraint 706 and the property value constraint 707.
Hence, the ticket can be further changed by attaching another value
15 change certificate to the new value property of the value change
certificate 700 (thatis, by placing another value change certificate at
the destination of the link specified by the destination document ID
708).
In this embodiment, the value of the schema ID of the signed
20 document to be attached is specified as the schema ID constraints
611 and 706 to thereby restrict the schema of the signed document
to be attached. Furthermore, the value of the issuer ID is specified
as the property value constraints 612 and 707 to restrict the issuer
ID of the signed document to be attached, thereby preventing it from
25 Dbeing changed by an unauthorized person or organization.
The document ID’s 602 and 702 are each so given as to be

unique among all signed documents as mentioned previously. Such



publ ished by the Open G oup. Wien a plurality of signed 5 docunents

form ng one signed hypertext are distributed over a network, it is
possi ble to generate, as the docunent ID s 602 and 702, uni que
identifiers by the Universal Resource | denéi fier (URl) specified in
the Wrld Wde Wb consortium (WBC). - -18 The destination docunent

ID 610 (404 in Fig. 4B) is 10 generated in advance even in the case of an
i nconpl ete link in which no destination docunment has been generated
yet, and t he idestifierts ean be generateshffor exanopls by armethod ofgenerating

si gned docunent 600, ich, .1s then attached with the signature 613
(205 in Fig. &D,}Im\é@iaﬁa\ﬁ]mé}mquel eimﬁ@gtq?rme spegidication DEORPE10 in Fig.

4B) i s generatgd, .t he ue 15, 610 (404) is stored as the document | D 702
(412) and thzblsmb'a@&ﬁ?avpyﬁl%éw&ﬂnﬁmqﬁemqtgcﬁ@; ure £al) si gnat ure
709 (415). W t hi eme,~the s titution qf _the destination
document 700pubhsk3§qtb}é%§§32ggn&;mm %%Eﬁ”?ag*tyaoﬁﬁﬁ nt purpose
is detectgd ' | e ] e en the val ues of the
20 “dest | hat o HAERRBERB TR Seritd ByHERYF rsaiElng 86t Eh

t he docunent 4 : [ | ' ’

case where tﬁle va uéqéhstaﬁgseﬁ?g%wgégg} g%%ﬁ%g%@gﬁgéngﬁg&égg and 7wgsgned
docunent, to@ni ieRG t ' qqﬁ?te ' iTAle !c[iﬁﬁ}] pr epar ed
when the desti nzaltﬁi%on doﬂéft}rériésm?& gﬁlél ke yﬂtsg1 E%égggégte |n¥5§URfIr)ue future.
Figs. 8 and $pebifiecdinnghiceWofld WidecWeta cdeisortitimWae) he pl ane
ticket 600 and the val ue change certificate 700, respectively.

-19- ~ The schehhedi¢stination dpeuirieretsID 161 G (406l in Fignf4Bpth si gned
docunent, that is, it specifies the kinds of properties required to .

have, valliesgeperateshinadianceevendnf thedass of an sdempletedink in whidher

properties that are nqt fixed by the schema are mandatory
no destination document has been generated yet, and the destination

document ID 610 is stored in the source signed document 600, which
is then attached with the signature 613 (205 in Fig. 3). And, when
the destination document 700 (410 in Fig. 4B) is generated, the value

15 610 (404) is stored as the document ID 702 (412) and the
destination document 700 is attached with the signature 709 (415).
With this scheme, the substitution of the destination document 700
with a signed document prepared for a different purpose is detected
as invalid because of a mismatch between the values of the

20 destination document ID 610 of the source signed document 600 and
the document ID 702 of the destination signed document 700. In
the case where the value change certificate 700 is made as a source
signed document, too, the destination document ID 705 is similarly'
prepared when the destination document is likely to be generated in

25 the future.

Figs. 8 and 9 show examples of the schema definitions of the

plane ticket 600 and the value change certificate 700, respectively.



5 or optional. A plane ticket schenma 800 conprises, as
referred to previously with reference to Fig. 5, a neta-schema |ID 801,
a schemn definer ID 802, a schema ID 803, an issuer |ID 804, bodies 805
to 810 and a schema definer's signature 811. In this enbodinment, 10
whet her each property is nmandatory or opti%®nal can be specified by t he
follow ng four kinds of definitions. #Exact | yOne: One val ue
nmust be set. #ZeroOrone: Zero or one val ue nust be set.

#OneOr More: Qife Sschepiedefinigonspécifiessdie stiucture of eadHeighelibre: Zero
or plural values nust be set. The neta-schema 1D s 801 and 901
are each an idtenirhéngrthatis, it specifies the kindsaf phepertieseedefired ttoon and
#Systemis stored as a system defined fixed val ue.

schema def i nihavey) vatesffortproperties thayare dixed |h;athe|szhmnaa:admed to be
high in the frequency of use, and hence it is_ provided by the system
in this embosvhether propenties dhatanemnot fixedehyathe schema aze mandatory
#SysVal ue. This schenm can al so be defined by an ordi nary schema
definer a& i©rtoRHEAaL with the plane ticket schena definition 800. In

t he exanpl e of the ti et s hema of F there.is stored a
pl ane ticket as a f xsﬁmi% %I%§QI’}E Bas refeﬂ’ﬁ R main body,

e R RGPS e el o A
;tzag;)ect i vel ;H@-ﬁ:eﬂafﬁg((gzﬁg#@ch&%%?q e cgﬁé%q‘ggj%*’l ca @ig@e%(%%gg%
g(r)gpg];tgl 8a| ues ? e st(girjggfl %Q%%Tg:ltr}e gg% andemgu;{ééve%gh 5 906.

10 whether each property is mandatory or optional can be specified by
the following four kinds of definitions.
#ExactlyOne: One value must be set.

#ZeroQOrone: Zero or one value must be set.

#0OneOrMore: One or more values must be set.
15 #ZeroOrMore: Zero or plural values must be set.
* The meta-schema ID’s 801 and 901 are each an identifier for
the structure of the schema definition, and #System is stored as a
system-defined fixed value.
A schema definition 900 of the value change certificate is
20 assumed to be high in the frequency of use, and hence it is provided
by the system in this embodiment, and the schema ID is given a
special value #SysValue. This schema can also be defined by an
ordinary schema definer as is the case with the plane ticket schema
definition 800. In the example of the plane ticket schema 800 of Fig.
25 8, thereis stored a plane ticket as a fixed value in the rights type 805
in the main body, and there are defined the numbers of property
values to be stored in the departure date 806, the flight number 807,



Turning next to Fig. 10, a detailed description will be given of a
procedure for verifying the validity of the signed hypertext. The
verification of the signed hypertext is conducted by specifying a

si gned docunent (a root signed docunent) with no |inks fromother 10 signed

docunents and verifying all signed docum@ts |inked from t he
root si gned docunent. For exanple, in the hypertext 250 of Fig. 2, the _
si gned docunent 200 is the root signed docunent. In Fig. 10,

each tine thehardieArtarea808, €08 Hestinitfor'809 Aaid the GwheraD @(}@t}gsggai nt

(specified by the 'schema ID)" are provided 15 which are require

satisfied byré§pectigebel dittherxazfipld l@f tke valuevcﬂiélift' edertificatesehenvd

verification is output” as valid (norna termnal) or invalid (abnormnal

t er mi nat i on) 90Ghefi Figned sitpreviare defitvedinrthe mdia bedyf ites niimbers o

docunent, the property val ue constraint and schema | D constraint that
are provi dedptroperte vatues ¢oibé storethimthe mewoalus §08dandaheenevadate
enpty. The verification procedure begins with receiving the
schema 5 PB6.romthe signed document 200 to be verified (step 1001).
When t he signed docunent has_no schema | D prope[téb the schema ID._is

e o Spesi o1 cherk s o e Lo ot il ChEor tal nie pre o oo
consi st ent pmﬂtm%?gmﬁ r‘,’eﬁﬁﬁﬁlg th@t‘f%&%’x@éﬁ?oﬁi%@éﬁﬁypg text. The
Ione et ! hehildain P S Herkd BPereRtiz babRetisd &Y shetinfBea b i s
bt ai ned, - SETREE QOEMERE CAT0R: (hieq imehtf yHHERB HitdeE HobFother, | ne
aystem W RRCddOCRUALAROANElyerify g Al fEnRPdbRtmAts Hale PR |
si gned e woBbkidried dovumeat. For example, in the hypertext 250 of Fig.

2, the signed document 200 is the root signed document.

In Fig. 10, each time the property value constraints and the
schema ID constraint (specified by the schema ID) are provided
15 which are required to be satisfied by the signed document 200 to be
verified, the result of verification is output as valid (normal
terminal) or invalid (abnormal termination). When the signed
document to be verified is a root document, the property value
constraint and schema ID constraint that are provided for the
20 verification of the root signed document are empty.
The verification procedure begins with receiving the schema
ID from the signed document 200 to be verified ( step. 1001). When
the signed document has no schema ID property, the schema ID is
used which is provided as the input for the procedure. If the both
25 of them are specified, a check is made to see if their values are
consistent with each other, and if not, an exception event is

generated. If neither of them is specified, it is assumed that no
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The issuer ID and the respective definition parts in the body of the
si gned. docunent 200 are subjected to the process of steps 1003 to 1018
as described bel ow. 10 A check is made to see if the signed docunent
has a yet-to- be verified property definition part (step 1003).

When the yet-to-be verified property defi-Bl4ion part is found, the
‘process goes to step 1004 and the property definition part I s taken
out of the signed docunent 200. If no yet-to-be verified 15 property
definition pagnstsafitsrate $lafzeplrmthe dsasmicnttypie. L0lfe schemall® is used
processing in step 1016 will be described | ater on. When t he
property def itoi téamivedhe schemar stept HOOBY. aThepdchema IDtanriog ebitximeadie
302 and property value 303 as depicted in Fig. 4A (with no I'ink), the
process goes {0t exaspple by dewnkeadingit firom 2he petperk threiighi theuseoft is
represented by a tuple of property nane 402, property val ue 403,

desti nation @&t protacal emthe like,onpre=gaahing itin adacplbsystens, as

shown in Fig. 4B, (wWith a li t he process goes to step 1006 (step
1005). Th p.rsses‘éwgm &H@Fgﬁ) firom the sengler ipthe case pdaere the Hgneds
When there is;a Iinkt.the dﬁs%i@aiion docunent 1D 404 is t aken out
fromthe desf*%%Fpsn'dﬁ ? tep 1006). When no signed

docurent s | ocat 1 (RGe1SH hAA AL SIoANSye dennirion pars n shehodse
AR S Boruphly DURSERS SHRECt N SR BIecal 5 Cp e

conpl ete |inkpO3 ke IUPS%‘@SS%EQ&SibEﬂ_ Béﬂg?,.lOOS (step 1007). 5 When a

docunent is located at the destination the link, the desti nati on

si gned dpgunent 410Ai shetk 4 madeaodsde ek signe@W@od®ment haehoyt-ps-1 f

t he destinati on docunent | D 404 of the source
be verified property definition part (step 1003).

When the yet-to-be verified property definition part is
found, the process goes to step 1004 and the property definition part
is taken out of the signed document 200. If no yet-to-be verified

15 property definition part is found, the process goes to step 1016.
The processing in step 1016 will be described later on.

When the property definition part is represented by a tuple
of property name 302 and property value 303 as depicted in Fig. 4A
(with no link), the process goes to step 1011, whereas when the

20 property definition part is represented by a tuple of property name
402, property value 403, destination document ID 404 and
constraint definition part 405 as shown in Fig. 4B (with a link), the
process goes to step 1006 (step 1005). The processing in step 1011
will be described later on.

25 When there is a link, the destination document ID 404 is
taken out from the destination document (step 1006).

When no signed document is located at the destination of the
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docunent is consistent with the docunent ID 412 of the destination
si gned docunent 410. When the hash val ue constraint 406 on the 10
destination docunent 410 is provided,.the hash value is cal cul ated

fromthe destination signed docunent 410 and checked for consi st ency
with the hash constraint 406 (step 1008) -22- : Wien t he
abovenenti oned conditions are not satisfied, an exception event is

generated (step 1015), whereas when they are 15 nmet, the process goes to

step 1010 (stink $pedified by the destindtion dbeurteent IRI40H (8 ThectakecsPRAt
410 is verified. Step 1010 is the process itself shown in Fig. 10 and

the flow of pnoonyslets link), thepprecessegoesto stgptl01 bewherdiscatiemthhé t he
destinati-on signed document 410. In this instance, if the schema
constraint i signedidoawmeant 1asloaatad1@1trthenﬂemnau@man thhecase afoaunent ,
the specified schena | D I's provided as the_input of this procedure.
Wien a propecomplete liakkithe Precesegogs torstep, 1@93y(362€§ b@GVDded as the

st ep 1h0s, or wriEREA HRchEieiRochted atshe demnation ofrie Biacnt™ "
382,:2‘?:2051 HeRHE N sigbed Shodiienn 4 10 is phytaln “éd%ﬂ&&%h“&gﬁﬂ%&?éééﬁéﬁwe
M the se ?%895?@@%%@%%%& SOERERY G811 1o

schema dRSdrAbht 9§ c«ahrsfgtaﬁ@ chP§D'4 9o &3 qsgﬂ%&%ase

checked for consi stency MAt e I ned concrete va

where no sigried dviineat UEL0.S uﬂiéﬂetae Hasmaaﬁaeé@nﬁ?m at)%n%#tgéwgee

5 aforenentloned constraints of #ExactlyOne, #ZeroO On
and #Zerrgr Miestfizgicp doduraent & X és iprovideds the htsh vfalue is cal&kﬂ%&ed

constraints are satisfied. If the destination signed docunent

fails these fromfthedestination sigeedidociement 4 50 gard chieckedsfep
consistency with the hash constraint 406 (step 1008).

When the abovementioned conditions are not satisfied, an
exception event is generated (step 1015), whereas when they are
15 met, the process goes to step 1010 (step 1009).
Then the destination signed document 410 is verified. Step
1010 is the process itself shown in Fig. 10 and the flow of processis
applied recursively to the verification of the destination signed
document 410. In this instance, if the schema constraint is specified
20  as aconstraint on the destination document, the specified schema ID
is provided as the input of this procedure. When a property
constraints are specified, they are provided as the input of this
procedure (step 1010).
When no link is found in step 1005, or when a link is found in
256 step 1007 but no signed document is present at the destination of
the link, the property value 303 or 403 in the property definition

partis checked for consistency with the schema. For example, when



1013), and when the signed docunent passes the verifications, the 10

process goes to step 1012 (step 1011). When the property
constraints are specified as a constraint on the source signed
docunent, a .check is nmade to determ ne whet her the constraint is
satisfied. If not, an exception event ‘i s-23- generated (step 1014),
whereas when the constraints are satisfied, 15 the process goes to step
1003 (step 1012). When no property definition part is found to

be verified arconcretet\aduecfm thataproperphmnakidadyhdefineg in theeddherniaon
parts 206 to 207 3) have been verified, the issuer signature is

verified (stégfini uomoi)@nemn step 1002, fthetvalues3083 ot 403t isrchdckddfohe
verification, an, exceptio vent is generated (step 1018), and when

t he signatur §0§§§§%§CYW e@@%ﬂﬁ@&@iﬂ@ﬁe@ Nalgeochs ewhang noor
vt oo b anefyee, B HREE4 5 PRt Sidnatempiion but B 5 PEr
of 11 niked donfimsnentie p3haars ekt One, ALERYTne * P 11T
-24-

docurent bodf OHeGRMBF S TR #EERI Mo R SRR, ac@ﬁéé{w#%ﬁ o eeif e
d t
e ent | rarse Rohsuind Are SR AN HE LR Wi el docymEht ™"
property of 400 fiilthlestovurHidations,tin ExXcabiish By e tqelg”éhéﬂa&gt (st h' nk

attached to that property. Accordingly, the process g an
ultimate or 1P189; antewhen thefsigeed doanaeint phxs‘ésfme verifiddtichy eHee

anal ysis of history of changes in other properties, and hencé the
entire pdlocepsdcesscgoed o stepli®l2dstep 1011).

When the property constraints are specified as a constraint

on the source signed document, a check is made to determine
whether the constraint is satisfied. If not, an exception event is
generated (step 1014), whereas when the constraints are satisfied,

15 the process goes to step 1003 (step 1012).

When no property definition part is found to be verified in
step 1003, that is, when all the property definition parts 206 to 207
(Fig. 3) have been verified, the issuer signature is verified (step
1016).

20 -If the issuer signature fails the verification, an exception
event is generated (step 1018), and when the signature passes the
verification, the process ends normally or returns to the main
program (step 1017). _

Thus, the present invention offers such advantages as listed

25 Dbelow.

(1) One document is represented as a signed hypertext

composed of a plurality of linked documents, which are each made
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10 (2) According to the present invention, the schema of a
destinati on docunent can be specified as a constraint therefor on a
recordi ng medi um havi ng recorded thereon the signed hypertext of t he
above structure. This permts restriction of the type of the si gned
document that is |ocated at the destinat®én of the Iink. 15 ©(3)
According to the present invention, the value of a particul ar property
of a destination docunent can be specified as a constraint therefor on
a recordi ng upddiiandemimentidesitifier) a documyent issuercidentdfieppae structure.
This permts restriction of the, ~~ value of a particular property of a

si gned docundacument bedypasdestination dasumens Kfﬁmaﬁe@: arganstraint oy

exanpl e, by specjfying,the, val ue of the issuer |ID property 203, the
"ssuer of 1 hheidlestination dRsameEnt and an issusr signatigearachedior s o, it

Gl ot ron o tHORBMSHL s ERitraty ish thiaEultie, AR OR R heiRes in o

[ 2 . t t.asSt at
exanpl e, the S|g%e ¢ . prop - A ingly, the . L 25!
he- att achodCQLurhAERE Ui fir e 86 W81 VALEL Of R I BROprty dodthot
cont ract andissleive i habgsis SPRIstoPgLIREhATBES [ therPropertidl, agpment s

to signed docunents. (4) According to the present i'nvention,

the hash val henoé the entirdgriocessingcandersimpliifiede specified as a

constraint therefor on a . recording nedi um having the signed hypertext
of the dove {29 acaordingHiosthe presentdnventionyrthe schemalefai nati on
docunent or its replacement wiith-a djfferent docunent. Hence, in the

case of a destination document can be specified as a constraint therefor on a
recording medium having recorded thereon the signed hypertext of
the above structure. This permits restriction of the type of the
signed document that is located at the destination of the link.

15 (3) According to the present invention, the value of a
particular property of a destination document can be specified as a
constraint therefor on a recording medium having the signed
hypertext of the above structure. This permits restriction of the
value of a particular property of a signed document that is located at

20 the destination of the link. For example, by specifying the value of
the issuer ID property 203, the issuer of the destination document
can be restricted. Furthermore, it is also possible to freely control
the state transition of an electronic ticket or contract in which values
of an owner (1101), a reservation status (1102), a payment status

25 (1103), a settlement status (1104) and other properties may vary
with the processing of the signed document as will be seen from

Table 1100 of Fig. 11 showing, by way of example, the signed
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10 long docunent |ike a provision of a concert ticket 1107 shown in Fi g.

11, it is possible to make the docunent public as a signed docunent on
the network instead of describing it directly on the electronic ticket
to be circulated and to describe only the destination docunent | D on
the electronic ticket for circulation. T pernits efficient and 15

secure transactions. (5) The apparatus according to the
present invention which creates the signed hypertext of the above
structure whdocament typesiproperiesiobeattaclsed thezeto aneticanstriaénts or of
defining the source docunent, conprises: neans for generating a unique

20 docunent theattachead donuments.- tImdidentallynisealsd 165 amehi 106eansa

for storing the unique docunent_identifier as an_identifier of a future
desti nati on contrasttand staep salyepapetiheard sa:n beringplrmentad ase
source docunent; ~and neans_ for .generating an instantiated docunent
usi ng the i daH@chments &Qélgla%dtcﬁécwg- destination 25 document in the

oL o BEC SR AR on, Al s,
PoSSIDl e 0 Geithind RS HRE imed 35 o consirsint theofor o
purpose | ! peabieg it asy Bl S0 sl @ epie ke (o7 e

source si gneguqReupENt ’éggﬁ Per@%n'ﬁteﬂfe%ﬂ@ iy ¢he’ dé§¥nabion &6\1‘%{ Erof

[gp] w w)

the substitute signed nt, permtting the detection of
invalid subsitstigplatement with a difféfent doceipnenat UHehee, ietheydiye bha
si gned hypertext of the above structure according to- the present.

i nventi d® colung desumentlike a prowisioneokangndest ititket 1167 stiowhein Fig.
destination docunent for
: 11, it is possible to make the document public as a signed document
on the network instead of describing it directly on the electronic
ticket to be circulated arid to describe only the destination document
ID on the electronic ticket for circulation. This permits efficient and
15 secure transactions.

(5) The apparatus according to the present invention which
creates the signed hypertext of the above structure when no
destination document is instantiated at the time of defining the
source document, comprises: means for generating a unique

20 document identifier for a yet-to-be instantiated document; means
for storing the unique document identifier as an identifier of a future
destination document in the source document and for generating the
source document; and means for generating an instantiated
document using the identifier stored as the future destination

25 document in the source document, the instantiated document being
linked as a destination document to the source document. With this

apparatus, it is possible to generate the signed hypertext



10 constituency with the destination docunent identifier defined in the
sour ce docunent; neans for making a check to see if the destination
docunent satisfies the constraints defined in the resource docunent;

and neans for verifying the signature of the issuer of each docunent
forming the hypertext. Wth this apparat#§; it is possible to detect, 15
by a nmechanical flow, an unreserved open plane ticket 1102, an unpai d
reservation ticket 1103, a settled docunment 1104 with no settler's
seal , a contdgnanitabliyi tIf asigreed docwrnemprepayeshfor aldifferent paper board
1106 with no stanps affixed thereon, and so forth as depicted in Fig.
11. 20  purposads kated athendpgstinationcof the dink ap ar substitnte forcthe
hypertext verifying apparatus al so be_inpl emented by reading out

programs anddes@Bapoan xbauvahie of dhepgestinatipn document ID in
T en he e SORICe SUEReRlADCIIERS GSes BOF TALKS the VARG PEIRE 25 and

iC e hy n an
used. In_thig exanple,..a t wor has, conpegt ed t hereto user
Lorm nal 8 51dacnaiet AR Sebsituts gt dndipent Peonttihethe 42
and docunent rVer.s n 21l N+S efinition
-27- fﬁ#‘}% oiitﬂ%aﬁh‘;ai%ﬁ%ﬁﬁwem definition distribution
servers 41 and 42 t/her I ' I | '
and el ectronic cert(|%§i@%?é@rgﬁjdggs&gg%ﬁmgﬁstﬁéam&%6fthe
The docunen!aBey¥striduire dQiqinEtotpROFRUSIIrARHGR corfiprisidhl iRl

configuration conprises, as shown™in . 13B, a hypertext orm ng
part 31A, a fuidehéckingdtisé idenufivr of the Udstinadonudsotment feit or age part
31M connected to them and a network connection part 31Cfor -

has ol 5o Che San cont, guratLon a6 doser] bed 10 Shove. For onamie a2
si gned cert i Sourteedgeument; anegns for making a check to see if the destination
document satisfies the constraints defined in the resource document;
and means for verifying the signature of the issuer of each document
forming the hypertext. With this apparatus, it is possible to detect,

15 by a mechanical flow, an unreserved open plane ticket 1102, an
unpaid reservation ticket 1103, a settled document 1104 with no
settler’s seal, a contract 1105 with no revenue stamps, a stamp-rally
paperboard 1106 with no stamps affixed thereon, and so forth as
depicted in Fig. 11.

20 In the above, the hypertext Creating apparatus and the
hypertext verifying apparatus also be implemented by reading out
programs and interpreting and executing them by a computer.

Fig, 12 is a block diagram illustrating an example of a system
in which the hypertext according to the present invention is created

25 and used. In this example, a network 10 has connected therefb user
terminals 21 and 22, schema definition distribution servers 41 and

42, and document servers 31 and 32. In schema definition
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formng part 31A as nentioned previously is stored in the docunent
Storage part 31Min correspondence to its ID, and a destination
docunment of the certificate is sent via the hypertext distribution part
31B, for exanple, to the docunent server 32 in Fig. 12 and stored in 15

Its docunment storage part 32M -27- The user terninal 21 is forned
by a conputer, and its function configuration conprises, as depicted
inFig. 13B, a hypertext receiving part 21A, a hypertext verification

part 2 | B, amemwiiks 41M @edrE2ZM i tharschetha definitidn rEkhebutdsp! ay part

21D. The user 20 termnal 22 is also simlarly configured. For exanple, on
receiving a serveps dleandck2ttheretdre definddschenmatalobglddreonipeickers

acqui sition part 2 1A, a user displays the plane ticket on the
hypertext di apideglesaronic certificatasdin eorréspondenge tbahieypEDtsext
verification part 21B fol |l ow ng, for instance, the verification
procedure of Fig. 1bhetdeeumentsasvesrinisformed e aeomputer; and itkien
there is recqrded as,in the plane ticket, as a destinati on docunent, a

docunent 3 D RaRcHgnAd ARoR comprises, as showhin Figy k3B &ypentast
e e o P P e bt P butionmark3 18, ardocamentat or
conducted _antpiERd BArYSTN Gt Ted o Hertls Bl 8 e BySRE titieckion part

(T ust pat s ve S Sf ftohfettilgithe fyBertéxt Bistrfhution paft 318 he > TS

i nvention i sqapahieRPServéer s E\ﬁ&sal?%'e?gba%ame é&iﬁgui’é‘ﬁbﬁré? described EFFECT

OF THE | NVENTI ON 10 escr ove, according to e present
Inventi a® aabove. For example, a signed certificate generated by the hypertext

forming part 31A as mentioned previously is stored in the document

storage part 31M in correspondence to its ID, and a destination

document of the certificate is sent via the hypertext distribution part

31B, for example, to the document server 32 in Fig. 12 and stored in
15 its document storage part 32M.

The user terminal 21 is formed by a computer, and its
function configuration comprises, as depicted in Fig. 13B, a hypertext
recéiving part 21A, a hypertext verification part 21B, a network
connection part 21C, and a hypertext display part 21D. The user

20 terminal 22 is also similarly configured. For example, on receiving a
plane ticket at the user terminal 21 by the hypertext acquisition part
21A, a user displays the plane ticket on the hypertext display part
21D and verifies it by the hypertext verification part 21B following,
for instance, the verification procedure of Fig. 10 stored as a program.

25 In the verification, when there is recorded as in the plane ticket, as a
destination document, a document ID having recorded therein, for

example, a change in the owner, the destination document is read out,



up-to-date value of a particular property can be obtained only by

tracing the link added to the changed property. Furthernore, by

defining a destination docunent by diverse constraints and an

identifier, a schema, property values and a hash value of the 15 docunent,

it is possible to detect by a nechanical -#ocedure an I nvalid change

I n the docunent by an unqualified person or invalid substitution of

t he destination docunent with a docunent prepared for a different

pur pose. Thi formample,fremt ithe documentoserver 31 usiegptihé Iddstir{tichangi ng
a particular property in the docunent and to 20 |imt the type of the
document t hadocumensdby ¢hehi the verificativntofothe destination dodumienit ibe
apparent that many nodifications and variations may be effected without
departing fr&enductedopaddf it ievalidethe changeuptie etwner desesibed in the

I nventi on. -29- WHAT IS CLAIMED | S:

1. A recordi festnationdecumentds judgedito bervalidi gned hypertext nmade up of
| | f link d ts, L n: ] t | t o] f said

01 D al 11y5 of docuneLie A00VE 15 shebelst iiswasing of dheprasenohentpnsa d a

| t d . | ty., definiti t d, '

st gnature ar g s bpafit Af 1Be BRenticit 18 Arntanle o Rrts other

said at |eas y definition part includes a property val ue, an
i dentifier opsgggeé%ﬁ%g{llg‘on docunent, and a constraint definition part for

defining a constraint on said destination docunent 2. The recording
medi um of claim 1, wherein said constraint on said destination docunent

defined in sEFFECTOF THE INVENTIONoN

10 As described above, according to the present invention, an
up-to-date value of a particular property can be obtained only by
tracing the link added to the changed property. Furthermore, by
defining a destination document by diverse constraints and an
identifier, a schema, property values and a hash value of the

15 document, it is possible to detect by a mechanical procedure an

| invalid change in the document by an unqualified person or invalid
substitution of the destination document with a document prepared
for a different purpose. This makes it possible to control the
capability of changing a particular property in the document and to

20  limit the type of the document that is attached while in circulation.

It will be apparent that many modifications and variations

may be effected without departing from the scope of the novel

concepts of the present invention.
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part is a schema of said destination docunment which defines the docunent

type of said destination docunent. 3. The recordi ng nediumof claim
2, wherein said schena is defined by a schema definiti-on specified by an
i dentifier outside said destination docunent. 4. The recording

medi um of claim 2, wherein the contents @&-said schenma are defined as part
of said constraint in a source docunent which is said at | east one

docunent . 5. The recording nmediumof claim1l or 2, wherein said
constrai nt opWHAT ISGLAIMEDISdocunent is a specified value of a
particul ar property of said destination docunent. 6. The recording

mediumof claim1l or 2, wherein said constraint on said destination
docunent is a hash value of said

-30-  destination HoAuresording medium havingeracodidegl theetieon afsighedm 1, 2,
3, or 4, wherein said at | east one docunent contains an identifier of a

schema that B¥pessext ma@@apr@ﬁ llib@-h linkes] dneaumenss,avhgreisti um of
claim1l1, 2, 3, or 4, erein ai,d gﬁstkggi@on docunent is present a
val ue of a propertydl ﬁ‘ilql?% 1141' 8% cwmends is compased of an

o070 at | easideRbARE A “eex'“mf &Wsﬁ%&%&“&%&#ﬁ@'a&d@éﬁﬁ”? and
QTePeQStdﬁﬁLbB%sgﬁf% .n.[béﬁPaiif%gSE{%ésﬁéﬁ%uiéeéﬁ##%ﬁi & e

9. A signed q&gﬁ fs f linked docunents, wherein:
sal d ura lﬂ(%F?Sgcu ; e

at | east one tS1"s conmposed of an
said atleast one property definition part includes a property

-4

value, an identifier of a destination document, and a constraint
definition part for defining a constraint on said destination
document.

2. The recording medium of claim 1, wherein said constraint
on said destination document defined in said constraint definition
part is a schema of said destination document which defines tlie
document type of said destination document.

3. The recording medium of claim 2, wherein said schema is
defined by a schema definition specified by an identifier outside said
destination document. |

4. The recording medium of claim 2, wherein the contents of
said schema are defined as part of said constraint in a source
document which is said at least one document.

5. The recording medium of claim 1 or 2, wherein said
constraint on said destination document is a specified value of a
particular property of said destination document. |

6. The recording medium of claim 1 or 2, wherein said

constraint on said destination document is a hash value of said

R YA



identifier of an issuer of said at | east one docunent, at |east one
property definition part and an issuer signature attached to said at |east
one docunent in its entirety; and said at | east one property
definition part includes a property value, an identifier of a destination
docunment, and a constraint definition paBb-for defining a constraint on
sai d destination docunent. 10. The signed hypertext of claim?9,
wherein said constraint on said destination docunment defined in said
constrai nt dgéstihation doctiimeng schenma of said destination docunent which
defines the docunent type of said destination docunent. 11. The
si gned hypertext of7.cThereeordingmediumi of ekiith do2s 3, om4, wherain said
destination docunent is a specified value of a .

-31- parti cat keastrane dogusentcantrizsiamidentifierofaschema that definese
signed hypertext of claim9 or 10, wherein said constraint on said

desti nati on idsclomMent tyDeash val ue of said destination document.

13. A nmethod for creating a signed hypertext d of lurality. of
ke Socurons, o iokbest el dsioblp 8 iiapinion o
of sard ar g dSiinabehHecdnRn I3 RIEERE, 2 Yalle cf HbtonfrntHeRBitidthG
(by “hen oa A5t F SRS OGSt doBlurn@Atss SBRCHRES PR piBridrty el
Constralnt - dRpice: OF dRe yafe df eAld bESbePty iy SAN tadh oo HIBBLI S Fon

docunent;  definiti6f) pAA'SF SaidSodred dbtvurHent @id wHeR! hb idsstiAtion

docunent

document is present, the value of said property of said at least one
property definition part is specified as said property value.

9. A signed hypertext made up of a plurality of linked
documents, wherein:

at least one of said plurality of documents is composed of an
identifier of an issuer of said at least one document, at least one
property definition part and an issuer signature attached to said at
least one document in its entirety; and

said atleast one property definition part includes a property
value, an identifier of a destination document, and a constraint
definition part for defining a constraint on said destination
document.

10. The signed hypertext of claim 9, wherein said constraint
on said destination document defined in said constraint definition
partis a schema of said destination document which defines the
document type of said destination document. '

11. The signed hypertext of claim'9 or 10, wherein said

constraint on said destination document is a specified value of a

* c L M s *



not yet instantiated as said destination docunment at the time of creating a
source docunent which is said at | east one docunent, and incorporating said
uni que docunent identifier as a future destination docunent into said
property definition part of said source docunment; and (d)
generating said destination document wittBlsaid uni que document identifier
when the body of said destination docunent is instantiated. 14. The
met hod of claim 13, wherein said constraint on said destination docunent
defined in spadticulat fofrsdidadestination doeahsewst.of sai'd destination
docunent whi ch defines the docunent type of said destination docunent.

- 32- 15. TRBeTinet $igriedt hypervtext3of cheineihosdi@ wheseireisaidon sai d
destination docunent is a specified value of a particular property of said
destinati on cdonsteaint on said destisatine decumentis al hash y&luehef said sai d
constraint on said destjnation docunment is a hash value of said destination
docunent destinariom dasuBentor verifying a si gned hypertext nade up of a
plurality of Iinked at | east jone of said pIurallty of

docunent s is comos@gogjmﬁgﬁ%i'%%g asigned, ymrt%l:enadenmg dne
St tachod to DAL BF HEES dabiifentt, sat0 ith ol CoRbrisig the staes Oeast
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least one document in its entirety;
(b) when said property definition part has a link,

incorporating into said property definition part an identifier of a
destination document and a constraint definition part for defining a
constraint on said destination document; '

(c) generating a unique document identifier for a document
not yet instantiated as said destination document at the time of
creating a source document which is said at least one document, and
incorporating said unique document identifier as a future
destination document into said property definition part of said
source document; and

(d) generating said destination document with said unique
dqcument identifier when the body of said destination document is
instantiated. |

14. The method of claim 13, wherein said constraint on said
destination document defined in said constraint definition part is a
schema of said destination document which defines the document

type of said destination document.
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one docunent; and (b) verifying the validity of an issuer signature
attached to each of said plurality of docunent form ng said signed

hypert ext . 18. The verification nmethod of claim 17, wherein said
step (a) includes a step of verifying the consistency of a schema of said
destinati on docunent which defines the deliment type of said destination
docunent 19. The verification nethod of claim 17, wherein said step
(a) includes a step of verifying the value of a partlcular property of said
destinati on docunenl5. The method dhelaien ilf3 qahepmmshiub@o@fstﬁﬁﬂtrbﬂzmd
wherein said step (a)

i ncl udes a sdestimatien idodument isarspedifiedahee @fdeparﬂaulaunpﬂopewa
21. The verifying nethod of claim17, 18, or 19, which further conprises a
step of verlsgﬁdn eshnation sloaumentt i fi er of sai d destination document is

consistent with a dggtl nation docurrent identifier defined in said source
docurment . helainmish wietein said constraint dadsaish a

program f or xecutlon a co uter hod or, generating a signed
hypertext nmat&SHBALOn h@&hk’ wﬁfdesﬁnamam dogumenst one

Saidat feast ond S%Zuéeﬁ{é?ﬁb?if S °f Sigiied Wotmentert sipden e 2
and sai d fﬁ?%&%ﬁ%ﬁﬁ’é Bk el ?Iiﬁw%ﬁf 4t1EA3E e O gL BRI
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conpri sing one document, at least one property definition part and an issuer

signature attached to said at least one document in its entirety; and
said at least one property definition part includes a property value,
an identifier of a destination document, and a constraint definition
part for defining a constraint on said destination document; said
method comprising the steps of: |

(a) verifying whether said destination document satisfies
said constraint defined in a source document which is said at least
one document; and

(b) verifying the validity of an issuer signature attached to
each of said plurality of document forming said signed hypertext.

18. The verification method of claim 17, wherein said step
(a) includes a step of verifying the consistency of a schema of said
destination document which defines the document type of said
destination document.

19. The verification method of claim 17, wherein said step
(a) includes a step of verifying the value of a particular property of
said destination document.

20. The verification method of claim 17, wherein said step
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the steps of: (a) generating a unique docunent identifier for a
docunent not yet instantiated as said destination docunent at the tine of
creating a source docunment which is said at | east one docunent; (b)
i ncorporating said uni que docunent identifier as a future destination
docurment into said property definition p@8t of said source docunent; and
(c) generating said destination docunent with said uni que docunent
identifier when the body of said destination docunent is instantiated.

23. The reco(a) heclueldsurstdp dfareniBring\hciasin vadid off saidadestination

- 34- further conprises a step of specifying, as said constraint on said
destinati on documemt. a schema of said destination document which defines
t he docunent type of said destination docunent. 24. The recording

nmedi um of cl ai m 22,2khEhei verifying method ofralaim Tonp8i oesld whigh of
specifying, as said constraint on said destination docugent, the value of a
property of fartherccomprisemaddepnehverifying whethersaid ddepdifigy ﬁgaﬂﬂn of
claim?22, wherei,n said

Card const 1 abRBUBATEN dAeeneRbis SHGLEREMVICA e Ason ddgiment S °°
ecor ded, - asiAERRBGF AeBRddn.Stid SaREoe dAcRGRE: " et hod for veri fyi ng
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and an issue gnature attached 1o sa .
signed hypertext made up of a plurality of linked documents in

vt

which: at least one of said plurality of documents is composed of an
identifier of an issuer of said at least one document, at least one
property definition part and an issuer signature attached to said at
least one document in its entirety; and said at least one property
definition part includes a property value, an identifier of a
destination document, and a constraint definition part for defining a
constraint on said destination document; said program comprising
the steps of: _ |

(a) generating a unique document identifier for a document
not yet instantiated as said destination document at the time of
creating a source document which is said at least one document;

(b) incorporating said unique document identifier as a future
destination document into said property definition part of said
source document; and

(c) generating said destination document with said unique
document identifier when the body of said destination document is
instantiated.

23. The recording medium of claim 22, wherein said program
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| east one docunent in its entirety; and said at |east one property
definition part includes a property value, an identifier of a destination
docunent, and a constraint definition part for defining a constraint on
sai d destination docunent; said program conprising the steps of:

(a) verifying whether said destination d84unent satisfies said constraint
defined in a source docunent which is said at | east one docunment; and

(b) verifying the validity of an.issuer signature attached to each of said

plurality offieheFerdmpeisesnd stép d)ﬁsph’@ﬁqu)@ﬁ §xid constrain® én d4i€

recordi ng medium of claim26, wherein sai'd step (a)
-35- i ncl udestinasioepdotunsent, \d schéta ob said tlestinatiorn dothanenewlsiahd

destination docunent which defines the docunent type of said destination
docunment.  defines 2 dohamenbtyipe pfisaidudestinatisnndotuménrt.ei n sai d step
(a) includes a stggbof verifying the value of a particular property of
said destination (heerecording meztinmmiof dlavn i, wheseinsaist programpe,
wherein said step (a) includes a step of verifying a hash val ue of, said
desti nati on ﬂm@rﬁompnses a sgep ofwpedfying, s m comsragntom sad 27, or

29, wherein a| m further,co | se ste er1 y. whet her said
i dentifier 5 &aPM%t (ﬂ)‘@u% iaoB g’c’ dz?ﬁ’éﬁ@%t i on
docunent ide tlf er defined in said source docunent. 31. A signed
hypert ext ge 9?§VFHH:apparatus which: fornms a signed hypertext by a

focument & by an i adn Hareeorairi At Fabio L wistdbiiiptbirdn
an issuer offjidhdrdlomhpiivesd $té9 Vi §ucifing, as said constraint on said

destination document, hash value of said destination document.

26. A recording medium on which there is recorded, as a
program for execution by a computer, a method for verifying a
signed hypertext made up of a plurality of linked documents in
which: at least one of said plurality of documents is composed of an
identifier of an issuer of said at least one document, at least one
property definition part and an issuer signature attached to said at
least one document in its eriu'rety; and said at least one property
definition part includes a property value, an identifier of a
destination document, and a constraint definition part for defining a
constraint on said destination document; said program comprising
the steps of:

(a) verifying whether said destination document satisfies
said constraint defined in a source document which is said at least
one document; and

(b) Vei'ifying the validity of an issuer signature attached to
each of said plurality of document forming said signed hypertext.

27. The recording medium of claim 26, wherein said step (a)
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| east one property definition part, and an issuer signature attached to
said at | east one docunent in its entirety; and, when said property
definition part has a link, incorporates in said property definition part
an identifier of a destination docunent and a constraint definition part
for defining a constraint on said destinags-on docunent; said apparatus
conpri si ng: nmeans for generating a uni que docunent identifier for a
docunment not yet instantiated as said destination docunent at the tinme of

creating a s f/\@éﬁf,drfg
- 36- ’ %geﬁgjhésgoﬁ)sr@Pncorporatl g Sal(%isl}%tlaeggé gg?ugrr@?\%den?aﬂer as
an identifi eae@hmﬁmwméhtwmd@fmé@ﬂie 'dasdiuﬁéhi' # tHDRPSE Sti Sd g

definition part of said source docunent; and

sai d desti natjecsurmmmremcuméhtsal d unique docunent i dent i fier when the
body of said destination docunent is instantiated. 32. The signed
hypertext gener at i ng8ajiiher recording ahediufii of chaizh Z6ywheteirogaid sesp (BRNS

for specifying, as said constraint on said destination document, a schena
of said destimeludes aisteprafivertifyingditie vatue of aipantieular ppepef’qzsafdaud

destination docurrent 33. The signed hypertext generating apparatus
of clai m 31, dgstiERA dmmaanbn ses rreans for speci fying, as said
constraint on said stination docune ', al ue of a property of sajd
desti nati on documsni16 e recording tne Ciﬁlﬁérztfbw @é@& am%gtema) at us

Const raint W@%ﬁéﬁ?ﬁﬁ&%@?@?ﬁ%ﬁ b o AeRinAB0R | nat i on

docunent . docume?ét An apparatus for verifying a si gned hypert ext made up

30. The recording medium of claim 26, 27, or 29, wherein
said program further c_ompi‘ises a step of verifying whether said
identifier of said destination document is consistent with a
destination document identifier defined in said source document.

31. A signed hypertext generating apparatus which: forms a
signed hypertext by a plurality of linked documents; forms at least
one of said plurality of documents by an identifier of said at least one
document, an identifier of an issuer of said at least one document, at
least one property definition part, and an issuer signature attached
to said atleast one document in its entirety; and, when said property
definition part has a link, incorporates in said property definition
part an identifier of a destination document and a constraint
definition part for defining a constraint on said destination
document; said apparatus comprising:

means for generating a unique document identifier for a
document not yet instantiated as said destination document at the
time of creating a source document which is said at least one

document;
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of a plurality of |inked docunents in which: at |east one of said plurality
of docunents is conposed of an identifier of an issuer of said at |east one
docunent, at |east one property definition part and an issuer signature
attached to-said at | east one docunent in its entirety; and said at |east
one property definition part includes a @B&perty value, an identifier of a
destination docunent, and a constraint definition part for defining a
constraint on said destination docunment; said apparatus conprising:

f . f . . . : . . g
nmeans for verifyi ngmdeid €sr $@é k?%tméﬁggulﬂi@ﬁb ent1d%}]£1herias

-37- sati sfies said constrai nt "defi ne rce docunent S said

at | east oneatpideretifierasfia future destirition d&dﬁﬂﬁ%&@%ﬂ%@lﬁ&é& fan
nt T orfi ng

I ssuer signature attached to each of said plurality of docu

sai d signed ldafiition part of saidGofte dppanmints asid cl ai m 35, wherein said
destination docunent verifying nmeans includes neans for verifying the

consi stency of a scmgansforgenevatingnsaidodestination decuchereivithssditle
docunent type of said destination docunment. 37. The apparatus of

cl ai m 35, whandguesdogument identéfienwvhenthe bodyyofi gaid destinatiodes neans
for verifyi n% t he val ye,of a partjcular property of said destination
docunent . ocumggnt 3¢, mglandiateds of clai m 35, wherein said destination

docunent verifyin i nclu nmeans for verij,fying a hash yal ue of said
destination dogungﬁ%e Slgn§&éﬁYR@r‘5‘??ﬁa3§F§§aWé@ aragls of claim 3, 33,

whi ch furthe i 3 [ j her said jdentifier of said
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said destination document, a schema of said destination document

which defines the document type of said destination document.

33. The signed hypertext generating apparatus of claim 31,
which further comprises means for specifying, as said constraint on
said destination document, the value of a property of said
destination document.

34. The signed hypertext generating apparatus of claim 31,
which further comprises means for specifying, as said constraint on
said dgstinaﬁon document, hash value of said destination document.

35. An apparatus for verifying a signed hypertext made up
of a plurality of linked documents in which: at least one of said
plurality of documents is composed of an identifier of an issuer of
said at least one document, at least one property definition part and
an issuer signature attached to said at least one document in its
entirety; and said at least one property definition part includes a
property yalue, an identifier of a destination document, and a
constraint definition part for defining a constraint on said
destination document; said apparatus comprising:

means for verifying whether said destination document
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identifier defined in said source docunent.

.37-

satisfies said constraint defined in a source document which is said
at least one document; and

means for verifying the validity of an issuer signature
attached to each of said plurality of document forming said signed
hypertext.

36. The apparatus of claim 35, wherein said destination
document verifyihg means includes means for verifying the
consistency of a schema of said destination document which defines
the document type of said destination document,

37. The apparatus of claim 35, wherein said destination
document verifying means includes means for verifying the value of
a particular property of said destination document.

38. The apparatus of claim 35, wherein said destination
document verifying means includes means for verifying a hash
value of said destination document.

39. The apparatus of claim 35, 36, 37, or 38, which further
comprises means for verifying whether said identifier of said
destination document is consistent with a destination document

identifier defined in said source document.

O g iy

c
L
L) s .



