A System and Met hod for Searching Physical Objects FIELD OF | NVENTI ON

The present invention relates to a system and nethod for searching physi cal
obj ects. \BOCHKIGROYD Wth the advancenent in informariscrommndoost
comuni cati on technol ogy, search engi nes have becone so efficient at
generating information to a search query that it is not necessary to

downl oad and save data locally anynore. Thus, it is now an effortless task
to ook up information on the internét. Further, less tinme and
effort in planning and organi zation is required w thout conprom sing on

efficiency. For, gxapple | e' il allo 1L1S | abel | ed and
searched effi cf\eﬁyﬁﬁm@%ﬁ@wﬁﬁsﬁarm%%?%%lggwﬁ g and filing
their emails. However, searching for physical objects remains a
tedious and difficult task. Alot of time and effort may be spent in

| ooking for a particular object or in organizing the physical objects for

easy refri i ture. Therefore, a need exists to provide a
system g?]%"edmgil:hfgﬁl%&;ﬁogﬂejarchi ng physical objects to address the
above-nenti oned problem SUMVARY In accordance with a first aspect

of [Lhe preseihelieht iinid'Rlifted fo BISPULAPSAmIRICR bolrcRRATILBE. PhYSI cal

obj ects, the systemconprising: one of nore tags, each tag being di sposed
on one @b@@tﬁ-ap ed object; one or nore substations, each substation arranged
for conmmunication with tags |ocated within a range around each substati on;

one or nore base stations, each base station arranged for
BACKGROUND

With the advancement in information and communication technology, search
engines have become so efficient at generating information to a search query that it is
not necessary to download and save data locally anymore. Thus, it is now an effortless

task to look up information on the internet.

Further, less time and effort in planning and organization is required without
compromising on efficiency. For example, Google’s Gmail allows emails to be labelled

and searched efficiently. People can now do away with organizing and filing their emails.

However, searching for physical objects remains a tedious and difficult task. A lot
of time and effort may be spent in looking for a particular object or in organizing the

physical objects for easy retrieval in the future.

Therefore, a need exists to provide a system and method for searching physical

objects to address the above-mentioned problem.

SUMMARY

In accordance with a first aspect of the present invention, there is provided a
system for searching physical objects, the system comprising: one or more tags,
each tag being disposed on one associated object; one or more substations, each
substation arranged for communication with tags located within a range around each
substation; one or more base stations, each base station arranged for



2 communi cation with substations |ocated wthin a range around each base
station; an interrogation engine residing in each base station for

i nt err ogawongoe/iomseesponse to a search query, the subst acirsego00s00609n t he
range around each base station, to determ ne whether a search object of the
search query is within the range around the respective substations.

The system nmay further conprise one or nore query termnals for inputting
the search query and for displaying sgarch results. Each substation
may provide a |list of the tag descriptions of tags within the range around

sai d eacPPrBIMEIcaHPH With SUPSiations: I8¢aied ¥ithHA EgeREoYNshRaghdhass station; 94l ue

i n?i cati M\?grﬁﬁgaﬁb@@ﬁbin&?r}?ﬁﬂ@\bh? e%él@ﬁbé@?ﬁﬁ@ﬁ?ﬁqmev&géw-in r%sponse e
interrogation engine, if,one tag.is in the rapge around two or. nore
Subst at PTRISN i ke HieyrubSRtonsn ity the, Tofe® Hipuithisash PaTe AR, dohi gher
val ue i ndeteahineeviodthen gsabrehit olgery tdfi thes seachiquedy is within thd k@ndeaground

descript] A I descriptions of the respective physical objects
t he tags{hgﬂgsﬁlﬁéggggtéﬁ&s' Each base station may be arranged for

| abel i ng a space corresponding to the range of said each base station as

public or priygd @gsrt%dmgggurjtﬁgrecro%%‘%io%@ &W%%e%&’&y .t@fn‘ﬂﬁ%?%rt iﬂﬁut@ﬁ?r ch

queries in a mann dependent on her the space’is p ic o vat e
associ at ¥\ sgiafeh guary enpd for displayimpegaretatesuits: be arranged for |abelling the
associ ated object as public or private,, and the interrogation engi ne may
process the search queries in a manner dependent on whether the object is
public or priGashesursiaiianamay Pipvide a ligkef the tag desqriptiongiad tagsgwithiorihengi ne
may i nst fangb bsil Sdd @ack 8absBtisrEeUhE SneRodattinéigind Mg@tidr Wifiea s8a&ch

obj ect i uhblic_and is | ocated in a privafe space.
J i%dﬂ:aave of sfjllgnal strengtﬁs }rom the resp%ctive tags. P

The interrogation engine, if one tag is within the range around two or more
substations, may assign said one tag to the substation for which a higher value
indicative of signal strength is received.

The tag descriptions may comprise descriptions of the respective physical
objects the tags are disposed on.

Each base station may be arranged for labelling a space corresponding to
the range of said each base station as public or private, and the interrogation engine
may process the search queries in a manner dependent on whether the space is
public or private associated with a user.

Each tag may be arranged for labelling the associated object as public or
private, and the interrogation engine may process the search queries in a manner
dependent on whether the object is public or private associated with a user.

The interrogation engine may instruct display of search results in a binary
form if the search object is public and is located in a private space.



3 The interrogation engine may instruct display of search results in
a binary formif the search object is private associated with one user and
t he sear oWoabjeior2ses | ocated in a private space associ areu/Seods/0amot her
user. The interrogation engine may be inplenmented centralised in the
base-station, or the interrogation engine may be inplenented in a
di stributed manner on the base-station and one or nore of the substations
or tags. An interrogation engi ne protgcol may be optim sed for energy,
| at ency, or both, . In accordance with a second aspect of the present
i nvention, th&he interegaliongenging mavhbatree disdiay ehsaarchnpsilisain afjiratys, the
met hod cRImrif Sle@ardhi )OSt i Brile a85odBRES WitAShe RBF And 8% £8Ir&WoHkefagsed on
one asso |a{§;§d OEEJ ect; arrangl n gne or re substations for comunication
with tag@REedt 8PTYAEHPRCE aF ?F(j%e W ARORRE HSQubst at i on; arrangi ng one or
nore base stations for comunication with substations |ocated within a
range around ch base .station; utilisin n.interrogati,on engine residing
in each base gﬁeaﬁtecmog,agpn CRODF raRyaks w&lelﬂﬁl‘:ﬁpgscﬁaﬁglgegdn sRasEcHe®Rery, the
subst at i on¢henirttérrogatibe ermirnge meayobe dmpkeatentsts én st disfribntedt madagebnithe whet her
a searchpoll {i?HP{m Bfie BPﬁlroF@oﬂiiigrsﬁbét?Ec\’H tdpihyd he range around the

ubstati ons. € netho

respective s mayg?'urt her conprise utilising
one or nore query termnals for inputting the search query and for

di splaying seahGlielr8giidrsengine protbBs MY 0Bkl b Bhelch RiG i sing
each substation for %r ovi 3l%g ap?l st rgg't eogg’éls escri p?{gghs to'?&t %tés W t hin
t he rangeCtBround sai d each substation to the interrogation engine together
with a value indicative of signal strengths fromthe respective tags.
The net hod maP/ further conprise utilising the interrogation engine, if one
tag i s w thin AECHERRE WiGuAISIRIoRSRASE f StiBs PERSEBhAVenEPn.aergris ng sai d
one tag pvided ssmbiodtibiosedretiingBhydical objeaite the/mkttddl ddhsiatrgy Bispbsifg gnal
strength i s received. . . . . .

one or more tags, each tag being disposed on one associated object; arranging one

or more substations for communication with tags located within a range around each

substation; arranging one or more base stations for communication with substations

located within a range around each base station; utilising an interrogation engine

residing in each base station for interrogating, in response to a search query, the

substations within the range around each base station, to determine whether a

search object of the search query is within the range around the respective

substations.

The method may further comprise utilising one or more query terminals for
inputting the search query and for displaying search results.

The method may further comprise utilising each substation for providing a list
of the tag descriptions of tags within the range around said each substation to the
interrogation engine together with a value indicative of signal strengths from the
respective tags.

The method may further comprise utilising the interrogation engine, if one tag
is within the range around two or more substations, for assigning said one tag to the
substation for which a higher value indicative of signal strength is received.



4 The tag descriptions nmay conprise descriptions of the respective
physi cal objects the tags are di sposed on. The nmethod nmay further
conpri se wonargiong2each base station for |abelling a space/scaomeds@ondi ng to
the range of said each base station as public or private, and utilising the
I nterrogati on engine for processing the search queries in a manner
dependent on whether the space is public or private associated with a user.
The nethod may further conprise arrangi ng each tag for labelling the

associ ated obj ect as public or private, and utilising the interrogation
engi ne for prbkedag Agseripdione mayhceuipise desgiipHonmahdie mepestanphysicakhet her

t he obj eskjetts ti'Rlgs@rotispbsdpée associ ated with a user. The net hod
may further conprise utilising the interrogation engine for instructing

di splay of search results in a binary formif the search object is public
and i s | ocat ethe methqar ﬂn‘aﬁlh‘lﬁﬂﬁlﬁaﬁmpri?e arrangiﬁ@%aﬁﬁbb@désféﬁ?fn #&rl?wnng:@hrrpri se
utilising the interrogation engine for instructijin I splay o ear

results T & %rrﬁgpgalncﬁ%g Fﬂ H%F rw@e ge%ﬂ"gﬁa%ﬁg%&et Stﬁéorlg)?? 9%@@ LB EBY wi t h
one user utilisthgt the éaragatiohjedging forl moedssthg thea sparch ajueriepdnea assoer at ed

Wi th aNOL{G dUSEL whether the ASOETS AP YAl HELISLGRARHSE, LIp! ement i ng t he

I nt errogat’i on engi ne centr ase-station, or® T'?%I enenting the
i nterrogation engine in a distributed manner on the base-station and one or

more of the syhStALHBaSMA) AARS: comprise T&%d&ﬁ@“%ﬁoﬁ% F 1 L BELNGS RS | Se
optim sing an interrogation engine Br ot oco r energg, [atency; of both.
BRI EF DEEERrRORbEct pempubiisvemiadvate, and utilising the interrogation engine for

processing the search queries in a manner dependent on whether the object is
public or private associated with a user.

The method may further comprise utilising the interrogation engine for
instructing display of search results in a binary form if the search object is public and
is located in a private space.

The method may further comprise utilising the interrogation engine for
instructing display of search results in a binary form if the search object is private
associated with one user and the search object is located in a private space
associated with another user.

The method may further comprise implementing the interrogation engine
centralised in the base-station, or implementing the interrogation engine in a
distributed manner on the base-station and one or more of the substations or tags.

The method may further comprise optimising an interrogation engine protocol
for energy, latency, or both.

BRIEF DESCRIPTION OF THE DRAWINGS
Embodiments of the invention will be better understood and readily apparent

to one of ordinary skill in the art from the following written description, by way of
example only, and in conjunction with the drawings, in which:



Enbodi nents of the invention will be better understood and readily apparent
to one of ordinary skill in the art fromthe followng witten description,
by way ofwexaspiogsenl y, and in conjunction with the drarcmgs2odervoaiai ch: 5
Figure 1 shows a schematic diagram of an architecture of a system Figure 2
shows a sanpl e display of search results of the system Figure 3 shows an
overview of a protocol used with a prototype of the system Figure 4 shows

a small-scale systeminplenentation o6 the systemin a room

5a shows a flowchart illustrating two possible subset approaches for
arriving at a protocol for the system Figure 5b shows a flowchart

Fi gure

i 'lustrating pigasd bhitoves péchenritit iagiaed 6fan architecture &fiz08ysnba shows Tabl e |
whi ch shows hardware device paraneters of the system Figure 6b shows Table

Il which shows sinulation paraneters of the system
Figure 2 shows a sample display of search results of the system.

Figure 3 shows an overview of a protocol used with a prototype of the system.

Figure 4 shows a small-scale system implementation of the system in a room.

Figure 5a shows a flowchart illustrating two possible subset approaches for

arriving at a protocol for the system.

Figure 5b shows a flowchart illustrating possible state action pairs.

Figure 6a shows Table | which shows hardware device parameters of the

system.

Figure 6b shows Table Il which shows simulation parameters of the system.

Figure 7 shows Table Il which shows energy-latency values of protocols.

Figure 8a shows an increase in both energy consumption and latency incurred

when smart tags are replaced by dumb tags.

Figure 8b shows a slight decrease in the energy consumption and a larger

decrease in the latency incurred when a centralised system is changed to a distributed

system.

Figure 8c shows a significant increase in latency incurred and little change in

energy consumed when globally relevant results are required instead of locally relevant

results.

Figure 8d shows an increase in both energy consumption and latency incurred

when a low overlap system is changed to a high overlap system.



Figure 7 shows Table Il which shows energy-Iatency values of protocols.
Figure 8a shows an increase in both energy consunption and latency incurred
when snarwotagsiozase repl aced by dumb tags. Fi gur eC8lscabrowsocat sl i ght
decrease in the energy consunption and a | arger decrease in the |atency
incurred when a centralised systemis changed to a distributed system
Figure 8c shows a significant increase in latency incurred and little
change in energy consunmed when gl obaléy relevant results are required
instead of locally relevant results. 6 Fi gure 8e shows an increase
bot h energy consunption and | atency incurred when the nunber of tags per
subst ati on i nEiger@sés shows an inkriegsts GolBlesdigysomsunplioh eariClalokh iRRESY

consunpt| | peurred. when the nunber of smart tags per
subst at i ‘gﬁ&? ﬁ‘cg?]gh@lggaﬁé?égﬁ?%uésqg%oﬁv{gcrsasce&rrput er inplenentation of the
system as shown in Figure 4.

Figure 8f shows an increase both energy consumption and latency incurred when
the number of smart tags per substation increases.

Figure 9 shows a computer implementation of the system as shown in Figure

DETAILED DESCRIPTION

Unless specifically stated otherwise, and as apparent from the following, it will be
appreciated that throughout the present specification, discussions utilizing terms such as
“sending”, ‘“calculating”, ‘“determining”, “broadcasting’, “generating”, “retrieving”,
“outputting”, or the like, refer to the action and processes of a computer system, or
similar electronic device, that manipulates and transforms data represented as physical
quantities within the the computer system into other data similarly represented as
physical quantities within the computer system or other information storage,
transmission or display devices.

Figure 1 shows a schematic diagram of an architecture of a system 100 for
searching for physical objects. The system 100 comprises tags 102, substations 104 and
base stations 106. The tags 102, substations 104 and base stations 106 are embedded
at the time of manufacture of objects. Alternatively, the tags 102, substations 104 and
base stations 106 can be placed on the objects by a user of the system 100. For
example, by using printable antennas, it will be simple to write descriptors (e.g. book
with author and fitle) of the objects into the tags 102 and stick the tags 102 onto the
objects.

The system 100 adopts a hierarchical architecture, where the objects in lower
tiers are more mobile than the objects in higher tiers. The base stations 106 are at the
highest level of the hierarchy in the system architecture. Each base station 106
represents a locality, such as a room, which is static and stores a descriptor of the



DETAI LED DESCRI PTI ON Unl ess specifically stated otherw se, and as

apparent fromthe following, it will be appreciated that throughout the
present sweabddwaiseon, di scussions utilizing ternms suchpra3/SGermanongt,
"cal cul ating”, "determ ning", "broadcasting", "generating”, "retrieving",

"outputting”, or the like, refer to the action and processes of a conputer
system or simlar electronic device, that mani pul ates and transforns data
represented as physical quantities within the the conputer systeminto

ot her da]ta simlarly represented as physical quantities within the conputer
syst em oPCYPhi9- HChF At Papetingon the sivemfdae incaliy. HreHParybYIgve Cks.

Fi gur ﬁ Msiwwﬁseastamrmﬂbﬁerdb@@iff}gﬁ\ @bdiaon, ahé Bbgbé%tdﬂibﬁs abe %Iﬁ)ﬁélt%fzﬁ 400 for
searchin or Si C obj.ects. e, syst nprises tags :

subst at i §W‘13bt§eqéﬁ%f'@'§§é’c °§?in8%rﬁ6®a"fﬁtg]e% 51%%02, substations 104 and
base stations 106 are enbedded at the tine of manufacture of objects.

Al ternativel yq. t ags,. 102, sub iQ 0 d. ba atigns 106 can be
pl aced on theT%%;Bgag%s&%§5éh§ l}gérc%# aé%ecragtyé} Ae%rﬁﬂ{l]dﬁw eﬁglr %%gtéonazlt}ggue&ﬁy usi ng
pri nt abl idestificatiomatlFID} readels dredeyioepIvéhichocammuricate sthi fhie aubstationg. 1dook wit h
aut hor &ﬁ% ' t j£ Wt t g:%)% nd. s&il gs 102
onto the o_jtb('aé‘(g:‘% gs?catBEs 1%&%65%&39{ %88 %8%?’2%a |gﬁ'g€56h$'bg tIIz‘ar ?ﬁ%?ecture,
wher e t htaiigsisd@bare ling paxeared, ither progessingmng enpisiy|bardeiham thé sulsitgtions 404 n hi gher

tiers. The tgs o5t bOOGHiHQRHRFRUBLd. t he highest level of the hierarchy in
the system architecture. Each base station 106 represents a locality, such

as a room which is static and stores a descriptor of the 7 locality (e.qg.

Jack' s of fi cejhe SpREMONNY0L el 48NS héR (el bh@le!rﬁl&anlch%)én%ﬁa%r%?%?ﬁécpﬁ ggg or
€ Dase statl ons

nore base stati| onswé,OGl%er Iocallt%. In addition, t .
al so act s Unigue.oWAIGH Fe RGRIY: Halih ed 1fHRRIG @PSieNe 98 ogqasionalyt AR’ 102.
ITge ba]csge@tsatibnws(l):z}l%ﬁe mwﬂobaealbsttﬁméupbbﬁvve\;hm rskation&iad6 OE&dhesiibe hfwﬁn

entifi i,on readers i.C ch .co nicate Wth t
subet at | BRk 488 R et (€ raon Sbleicsting Bbia bR RS loo Aty o
capabi | i substatiold h@tecdrhlerrbaseultithap iadriec hetvark end relgy inforeatich totdrg fron@cessi ng
and ener substati o 104 and tags 102 can be significantly
r educed.t% b%gé QFF’H%’QEB‘%E'?‘ gtsi%gﬁtgﬁiﬁ4{b}rlése e ng%g%'%l%\?gﬁ PBPSFRE l%r archy
and descmeineryodyjdeprosgssinggeaphbifitiest This, is Whireslucartiee bandge lof cempatatioraaida change

ositio - S : j - req r t he
Fospect 1 S0 Bineg GEAPhONE qltalih 100 EhTha eGP LUBUREIR BE WY, o1
(e.g. coepeer. falskamplefof aieviepthat can be Lsechas ashkstation. 104 ipBkyeal ¢k whioff _
subst at i apgy aBéﬁRefer\ﬁBt@wﬁHEtRFuﬁ?%d%ﬂ hoc network and relay information

to and fromthe base Station 106. The substations 104 used are nore conpl ex
and possess sinple nenory and processing capabilities. This is to reduce

the burden ofTHomgUicRLis ARt loeSEIBYI A 1HSHiclPORL TRB tad HB2 WIBRIALH @S 104
can be a hybrid smart dust device and RFID reader. An exanple of a device

that carPBertticee RRoks Whjslk gig pasily roevable. Brole tag (OZAtores R eagfiriards-ga
Ber kel eyBddkt 14ariyi dited) SREHIDUj@RAG attached to. The tag 102 is at the | owest |evel
of the hierarchy. The tag 102 is attached to objects, e.g. books, which are

easily novabl e. Each tag 102 stores a descriptor (e.g. Book Harry Potter)
of the obj ectThe tags10®t ¢dcb&& RPID tag. RFIDs can be divided into two fundamental

categories, load based or RF based. Load based tags work via inductive coupling
between the RFID reader and the tag and as a consequence, the detection range is
limited to 15cm or less. Due to the limited range, the base stations 106 may not be able
to hear responses from the tags 102 and the substations 104 will have to be responsible
for relaying information from the tags 102 to the base stations 106. Thus, a large number
of substations 104 are required for receiving transmissions from all the tags 102. On the
other hand, the advantage of using the load based tag is that the accuracy will be higher

since the range is limited and each tag will be in range of very few substations.



The tag 102 can be a RFID tag. RFIDs can be divided into two fundanent al
categories, |oad based or RF based. Load based tags work via inductive
coupl i ng wetzemern7ishe RFI D reader and the tag and as a censsgaenme)osl he
detection range is limted to 15cmor less. Due to the limted range, the
base stations 106 nmay not be able to hear responses fromthe tags 102 and
the substations 104 will have to be responsible for relaying information
fromthe tags 10210 the base stationsgl106. Thus, a |arge nunber of
substations 104 are required for receiving transm ssions fromall the tags
102. On the other hand, the advantage of using the |oad based tag is that

the accuracy RFID tdge dahdeefurtiemeReddited Mgactive bi phdsh@. PassiRAelystag W | |1 be
i n range_ of ve%% f ew Su&ﬁi}éﬁlti 0 .can _be further

ns. E? . RFI D éargs
cat egor i $&¥ §APE dR{GS5e 0205 PV%  Sipsg siofarmatiary and TEAYEE PO SRINFT M UBvi ces
whi ch cabatteniby. $¥heme ai ndapienatdiatesatidnT egthi ceeryy, pavsive ftagsn eaddner bgs. \Wien
a reader i t ] r assiye r ond by, transm.tting
t he st orter£ |ﬁ@h§rﬁrﬁ'aet %}ggr?dw%gn%@\ﬁ/aﬂ%(éaagvagfag\ésqftrlfgﬂgé)sag%\?%pﬂgﬁd%/ﬂ]eg C{(])hne0 do not
require feawes pewppiuppliratidean ldshélr aflong pericsingf tiper: Aodthef advantage Arfiosingr
advant aggaffardihB0ve KRS B! DA% oHGHBRIdavkadEar Be'REH affi{anEld ayi ces can
be used and can save costs due to econom es 67" scal e wever, " usi ng
passi ve dugylo aegnomins efespaler Howevers seinalpresiys tigsdory beidasdeiney seglahlag wil |
respond Miotdeol becaAiEs GvbR!t @b Swill R Ghith’ Rs AbscMpitrs iGpBUREYof! What th On
the other hand, active tagS are battery powered and thus capable of nore
processi Y Bowever, there may be a trade-off between cost and perfornance
benefit for using active tags. Al ternatively, custom zed passive
tags, also kngwn as_smart tags, which include sinple |ogic gates, sumers
and conpar at or'8 t'&%\ﬁﬂ’ﬁgﬂﬁg%cﬁcg?%ﬁgﬁ %r%@éﬂ%ryé’o&ﬁr‘?éjng%d %‘ﬁ’p@f’%g?l?é i'ry with
i ts descpriopésingaRidwees etk hgy bendliirat@ofldeyvded ¢d€ afidl @eformDMES benefit
nodi fi cag:i ons ar.e possi bl e wi thout adding external energy sources such as
bat t eri €' "¥BREYVYP ¥9ust oni zati on | eads to a | oss in economes of scale
resulting in a trade-off between the performance and cost of the system
An exanpl e of |, i i f_1he stem 100 is described.in. t
fol | ow ng. V%eAﬁQ@gﬁ\Eel r’%gv% tg'ﬁ%§8 8° 'Yent(s?é%na Soqoijmeoc‘% A5 %88'5"‘%}{0'21[5‘8&560n a
query t esimplealogitigntesprsupimérs and moetaeaionsocanhiee liasd Srhait itags a@Gable do a
net wor k g§ﬁ§Q ' 1S s hysi cal
objects In a %ﬁ@eséga “é-{rl}afsg%fe%wrﬁ”e%@ﬂ LF)&} h%ﬁ’?%sg%d@ﬁ%%n@gﬁ%g} :é‘r:r;"'f; p‘(ia)rface of
t he systm@adifictionTisee ipaswble adiboutsadsling pyemal aoeprsdeies safh agibafedesyi ces
such as eRkiPPotRYiRhSiea®CloS s iq'e@bﬁﬁhieé%?'sﬁél@%é.lltf]rgniq dpakd.-grphones
to be used as query termnals 110. The query is théen sent to one or
nor e basketyeen thepsrfommancesn cod obthersysted 106 t hen broadcasts the query to
the substations 104 and the tags 102 in the vicinity. The tags 102 with one

or nore matching query words stored in themrespond to the base 9
An example of an application of the system 100 is described in the following.

When a user wishes to find an object, he places a query on a query terminal 110, which
is connected to the base station 106 via a network backbone 108. The query terminal
110 is used to query the physical objects in a physical environment by providing a
human-machine interface of the system 100. The interface is platform independent,
allowing devices such as desktop computers, personal digital assistants, and mobile
phones to be used as query terminals 110.

The query is then sent to one or more base stations 106. Each base station 106
then broadcasts the query to the substations 104 and the tags 102 in the vicinity. The

tags 102 with one or more matching query words stored in them respond to the base



stations 106. The substations 104 listen to the tag responses and report
the Receive Signal Strength Indication (RSSI) values fromthe tags 102 to
t he base wW0anIoI0328206. Whenever a search for a plrggisGabocmbjoect e. g.
cellular phone is nmade, the physical object is |ocalized with respect to
objects in the higher levels of the hierarchy, e.g. coffee table.
Therefore, the tags results are displayed in an order of decreasing match
counts along with estimated rel ative ¢ocation of the tags 102. The match
count is determ nq_g by the nunber of descriptors on the taﬂ 102 which match
the querStionse! Y0 T isybstriRns: 1Wnlisten tostheiag desrsysessantrepertibe Reseivag 102
wi th t heSighhisStahbbnndi@tionIRebI) haiaesrbhend ags 102 1dvhk Batdsatighsi 10gm RSSI

val ue. Figure 2 shows a sanple display of search results. Despite
the time varying nature of the wireless channel, RSSI is used to estinmate
t he appr oxi nelVbeheeat isearchfortalpthysibjlebjecbe.gactdialat plasHeat nfadycthe ahy<idis ar e

assuned I rgel tatic.environment econdly, a

' anam soiect BEBlzba o 88 o oBlkBbuT R oS E RIBES s e AT ferialPen 104
The | ocaliablea hemfose, rthe tags rasuliayese bisplagetinvart tridar of ddaredsimgahatcladowss equal to
the tranggl $si . | LS.l . I
T S

t he obj elbe nguibekPiydesrinters@nitoe tag WRevhittomatchitioe algrecthe relativhlogationdsicased i n
met al  e. &tinkitdeb bRk t @k 4 [ h that

t he ant en,rtlla IS oy;1 %he gﬁgqedttga_glf@t&ﬂ% t‘;ﬂ}%tsg Qg%}\ﬁlwh@ﬁi gﬁr;sl tﬁg\?glg ?)gjfect S
encl osedviift thimaxiraura RSSA alHetRigyre 2iskows a spglecdigniayof search resulisf erri ng back
to Figure 1, the system 100 al so enables a variety of new applications

whi ch involve_ the sharing and tradi ng of Ehysi cal resources. For exanpl e,
in a univer si?§ePEGHRLMe ¥aryiag aptee ofifhe Wirlest ehannpli RSShlevised ip sdimatar ed

bet ween the abposibise fedtic sfdrabBjectsduiedianBelolRiedsndaetlRaGREd &Sbdei ng for
advertising them

sal e, With%l*t havlin to %o t hropugh the effort  of
The  syst @MDY SHIR SBT ROmERES- geasndl, o EaBEMission TRAIeSl APEHE 91l PR <
physi cal mpybs essd dorsthd pubstationutdldi The Ceakiation etros isnaivaysapqindeaivitin Hf

shari ng ks LI l.ege campus, the system 100 allows t.he user to

desi gnatée?'%(% %ferlra?'glgﬁggéelttgo © BABRESSIR (508F ea%%ec?%g}?aéjgyvmgflsm °885‘L5 as
pri vat e.smgihteansmissicmlrbegescardehas, RIB it bidfident o balpeholisanctatothatdbjset of t he
public | A e i 1010 e private b S.
Furt her bﬁ?ﬁ@ @gb&n@é’n%é%ﬁogﬁﬁﬁi (léa%cgér)g@}?lgl a'Jgpeglgég%qémbrg&g!aé?gc%a@ggaﬁ(by ot her
peopl e. crbinet, the subptalions 1 Grecarr be fesigned| stinle thad thef antenra iappliheattsida 0bf t he
system SEALH T rq L oar eClk | yacy risk
t hat thgﬂgy@tglméloo t'f Zﬁlgiéﬁ?g@tdﬁ]ée%%g?ct glt% ftuﬂ'il r%s{ei}glt gﬁ%&%tﬁggs@%@%l ess

t echnol cﬁﬂ?"k-o comuni cate. Therefore, there is a need to provide for secure
aut henti cati on and access to guard the privacy of both physical objects and
physi cal spaces. Privacy of objects is provided by cryptographic techniques
whi | e privacyR&erriag Raskite Hewei bethepsystast (00 glsqgaables 1y yariety of newag

pr evi ousdpplicttisRs whieH invelvk @6d shafifg kRd rading bf MsRaCRBo AR FBteaRPi&ied for by
its owner and gbjects marked. a E‘ﬁ‘ﬁjﬁlé‘f are searchabl e by anyone. Each user

. as
i s aut héhtW"VaFsEY GaMRYe YPRIIS)VE: 8 t9 1fndaRAoks Ga rbeoEhyER| betwasy pri vat e
crypt ogrpfessork eyd stadentd. rused agxtf Isdokt NainUse tagged sl beilkg féit &4, aitdoar new

users. . G yen t har r onstraints of the tags 102 and
subst at ihgp@gfbg?¥I]r9uqi§ﬁﬁgﬁor?§§asq%8|ﬁlgmg €My conplicated authentication to
be perforned by the tags 102 and substations 104. The tags 102 and

subst ati ons 4 tpre information either in encrypted formor as

cl ear text alll?‘ Vé}%%ﬁ{ %%(?113@8 eﬁ'gglggr%‘? 53‘%[&8 rgﬁgcﬁpthe I\?SFréﬁ‘g\vér‘),f%f%P}%yS&ia 0

pr ovi degoasassons dyfthe peblicr Konsiderts simpleoapmptichtiongsf shfiridesokeien doliegeni r el ess
channel J LT T. \V ) . 0 i on 106 is designed
o do t riampuE e shiten 10 ASEYnS RS B eokhiicCh oBRRR sBF Gl 82 bl T on,

al | obj évddherest whiledibolss g arivater Apyobkiis ablPrto veteemivbjtbe existeaceof ared r

descr i pUgiztiof 3F 1P bEHlic 5dkg i N Be Bodtib!defi kPl he Bl fodill eCts
have their descriptors stored as clear text. en an owner queries for his
obj ect s,Further, Heetspr pynehwish hispeeenphspaesitodhe sdaechgblerby atkerpenple. 110 usi ng
his public key. The encrypted query and its plain text are sent to the

desi gnat ed base stations 106 at the sane tine. The encrypted conponent

mat ches the private objects while the clear text conponent will match all
the public objects. Al results are then returned to the query term nal

110, where the encrypted descriptors are decrypted with the owner's private
key.



In the system 100, physical space can be designated as public, private or
off-limts. Any user can query for physical objects in a public space but
only an awmDhoos/mers2user can search for objects in a spaleTiSBGa0061080091
designated off-limts. The authentication is done by the security agent 112
residing at the base station 106. The security agents 112 11 conmuni cate
with the query termnals 110 via secure tunnels. Users will be

aut henti cated before they are allowedi¢o query the locality served by the
base station 106. RSA encryption-based handshaki ng can be used to prevent
any unaut hori zed access of the locality, allowing the ower of the locality

to grant and VRRY tRCERISS- eléthér&swthts :ﬂfp‘ﬂé’&"@h oﬂhé SR Ned b@eéi;c epg of the
space. The s i s thus of %mts one but the_ owner he space.
Vol b &

The secuPi'f&? RTENFTY Seed] RY4CY ”§'6f SYSIRhAR? facss i'SotHe é?CtﬂW?é base
station fHeGsystehi t00 usesiviteless tethinolaby BdconhrhricieVifHegsio@N thefdRRERdedot O t he

Ol R S8t Smellhor B Sriind8 oRord W by el R
private objpestsd phygicat abdopsaPrinzey pf bhjeate it previded by ofypgraphicgectmiqugser y
st at ement,, u%%'t%%'?t; °fs§ai%zf parﬁ\h&#{]@ %cﬁpt e'g&grmym cation between the tags

102, the s ase s atiton 106 of the system 100. The
system 100 is designed with the objective of minimzing transm ssion cost.

Specifically, a P%M%%‘&ér%@de%}é&%{a be!hé' srhvétd L2088 géa h%def&?bﬁg and

recei vi ng node from nmilti SOUT con g provi si on
r et r ansni'® (g ﬁﬂgﬁm@cﬁpé}@(&@‘% asyryblig %etaeﬁéceabler@c r&amr@mEach userAssi ngl e

query segghomi bealdt&h b tt&ﬁmb‘teﬂo'd?@bﬁ f r t ry
term nal 110Q lCFli?g éNq I s sehétilpt:gobltjmlgoeg‘gs%fwgitéaﬁigﬁgrlgme After

recei vi nbeXsH% P?fortﬂl‘f‘eusﬁé%wgtb&tqr‘%ﬂﬁe@@f@?‘f‘h”ﬁ%@ the nunber of substations
104 at step 302 At step 304, the substatl ons 104 reply with the respective
ceeds to send the query

| D. the b 106

to all the su 'gtt ﬁér T’@% c%fs rain g‘g,ta%ébgeﬁggf%gﬂah@slmﬁ delseiati ne t he
nunber Ofeaslhgsfoi(lﬁtyl dilortuliheatletjCaauthetr)tlcatﬁmli;t)oE1 @gSpé’Wmd é?[ﬂy}’th&l tdyst To2 "aﬂ?lpefLI ve
| D at st ti S oadcas 0 a e
tagg 132&5)D ?atig?s 36‘31@ {éﬁgslggs at o ntﬁ“‘i'm (? tof%fn? rgﬁ??fgg Gdfors of

t he t agserdptediforst@ms3ddar tekicalbagy thed el gtmpte ariecisaaps Matdovas tHi®4 with
L S obak pfiddR% 4BR6E! P Th SRR HS REfardl otk SREUE TirkBs Xy s o

tags 102 e respective ors are tation
104 in aChamﬁldsrreﬂwrﬁdfﬁwqmryaermlrwdhe@nbase slatiom1 66 isadesigieBR@dodhery. At

the same,dd re conpiled and a match count vector is
sent to ?ieg%gsgh@?%toﬁtgﬁﬁf%gyg?on?t ep 316. The 12

At initialization, all objects are marked private or public. Private objects have their
descriptors encrypted using the owner's public key while public objects have their
descriptors stored as clear text. When an owner queries for his objects, the query
statement is encrypted at the query terminal 110 using his public key. The encrypted
query and its plain text are sent to the designated base stations 106 at the same time.
The encrypted component matches the private objects while the clear text component
will match all the public objects. All results are then returned to the query terminal 110,

where the encrypted descriptors are decrypted with the owner’s private key.

In the system 100, physical space can be designated as public, private or off-
limits. Any user can query for physical objects in a public space but only an authorized
user can search for objects in a space that is designated off-limits. The authentication is
done by the security agent 112 residing at the base station 106. The security agents 112



mat ch count vector conprises value pairs, nanely a match count and the
nunmber of tags having the match count. Based on nmatch count vectors
fromall wbeoeuivsisati ons 104, the base station 106 make®cCa/sghalsaboodeci si on
on the match count threshold for the tags 102. Due to a high degree of
overl ap, repeated downl oading of tag descriptors is avoided by first
requesting the tag identities fromthe substations 104 as well as the
associ ated RSSI values with respect tofthe substations 104 for matching
tags with match coupts equal to or above the match count threshold at step
318. At SQRpUAsHe ik bELgbewi GHRingls 8o MR weewet Hanelsg YIors nuibee of

mtat c h3<2: gmnthaqtaat@d RE®re ;ﬂ@dytme\éagb?ea &5 gest th? |dcfamy %tuﬁéa testyi a8 s)_a%%@%aﬁon t At
step ase station n requests fo e tags w e tag
Gestr i ot 10k KoR AR Cophithebo dbtnd, B BBy Srey o trot e Sabhaithasiied 109
reply wi adeeshef thadodaltyaaltbwRiSihewainee ofiheHocatise afraritanthueng ubsdsat Tigs 104 at
step 324, ..Fi ase statl reguests for the.l qgcations of the
subet at | HEreB! dhy draGBAAE LA Aind Bt MESeRe sy Byl B rdfae

r espect i ind therewndrofithespaes.ep 328. Steps 320 to 328 are repeated and carri ed
out sequentially for all the substations 104. The search process is

conpl eted when all the relevant information is retrieved fromall the

subst at i ons 1D security agefits {143 uge gtapglard iseftwargrastheptication oit thet@se atation

descri pt fues whichti§ Ry el R6hREd LiRBDoMeRed dhdl dohe@bd {%Utpé léq?gth'-sgbﬁéd E)Qé(b'oﬂet he

d
vicinity of _each tag 102 and the respective estlnmated proxi mty based on
RSSI r ealfithdusrtBeredsnoiqs litieeiseisephydurabily.npcessing power, ormogumwiicatiomows a
smal | - scaleeheads T6 BuppoR! srBiption bostvaRbouMctd, ivbicany b ARideNhé siz8 8fhn The
system 400"&? deve)] oped . to explore the various 1ssues in design of the
syst em 4YNAUSY SEIRMETAESSE | npl enent ed using Crosshow s M CA2 wirel ess
sensors. The M CA2 note features an 8-bit AVR RISC m crocontroller with 4KB

f ith f f . ' . Ih id
2 radio | nk DALEE SR ETURIDEOT SabMtare fosTin decrperatons fTEETS lseq

i n oper ahe basostatidre1 06odf ¢he Fisteny di@0. ThetsastemeltDss dexigrebesddihithé objectie®f sent

over nul tipl.e S.:S| I packet, size. of, 29 bytes .is provided
in Ti nyorgl.n%l%ggi[% Ié%%n%?léﬁ gfie(' ?%G%Ei;éél\[}r'? ed yﬁ&"ﬂ@' %)@Ql% t?%glgﬁéﬁloﬁﬂp%ﬂp% query
i s condudinglel. regeignarnoidei omnimultiatee dolrged lradulsas provisidrt forgdéthetinguang st ri ng.
The syst e ; rek i present a list of matching
tags in %%r\égrﬁglpﬁ ecr"{ sFﬁ%g’r%mefé;wgé&Hﬁé%ﬁ&qnhy further inquire on the
possi bl e | ocations of any specific tag of interest. The conputer 402

has a gat eways RRgR §UP) sSMDeftd ARNAUL Yid iﬁﬂﬁti@e{hiteh uebiu@élfﬂ f'h%? ueh'®

gateway (not shown) serves as dn I nterface between t1ons” 408 and
t he conpgfmapalsi®, (Fayee hhddesausty isrsenbip the haspstationt 19§ Afiersisbeivingdhen t hi n

t he comyllesy, thebad sthifdh diEmvey t'héb]'uﬁyb@%pélfﬂéﬁ‘a%oﬁé‘q'o@hﬁ&eﬁ @oé‘.%eétéﬁ ate
devel opnent and, trijials. The system 400 assunes that the tags 410 can

. .The sy .
respond TWnieSUBHaNMNS 104 replemta the respecliyelDir e nat ches. In addition, the
tags 410 also have the ability to respond with the match count for a query.
The net hod an S or, searching for physical objects is inplenmented on
t he conput er ‘%Oégp é@ﬁ]e tqaéﬁlslt‘i}'ogh&ﬁnt%@?\ C&G&%"‘Q?e'{‘q theaguase t9 apitdrent ed as
an i nt ersubgiatiore1@N At sep 398 theasibstaerspiidedet gy B8N feibRE of%Es UbRth Wi t hi n

:E EZ gggﬁ%‘% gfc@ﬁggr&eﬂg% ]l&s rIeE)H/CvE/i{hntﬂetrgs%egt?v%HBta(? rste%O% Otb%fgrg tdeue(‘.:&bs%a}{llgnsne thod of
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104 broadcast the query to all the tags 102. At step 312, the substation 104 requests for
tag descriptors of the tags 102. At step 314, the tags 102 reply to the substations 104
with the respective tag descriptors. Steps 312 and 314 are repeated for all the tags 102.
The respective tag descriptors are downloaded by the substation 104 in a round robin
fashion and cached in its internal EEPROM memory. At the same time, query statistics

are compiled and a match count vector is sent to the base station 106 at step 316. The



The conputer 402 conprises a conputer nodule 902, input nodul es such as a
keyboard 904 and nouse 906 and a plurality of output devices such as a

di spl ay 9986,20@na7s2i nt er 910. The conput er nodul eCIBB200s/00@anect ed
to a conputer network 912 via a suitable transceiver device 914, to enable
access to e.g. the Internet or other network systens such as Local Area
Network (LAN) or Wde Area Network (WAN). The conputer nodule 902 in
t he exanpl e includes a processor 918,1a Random Access Menory (RAM 920 and
a Read Only. Meno 922. The conputer nodul e 902 al so includes a
number o'fna?lcrqp‘fﬂ“f'&?%ﬂtc 9”6?3 Valle PRiEeReMel 2 BRlchiAcENt ang fher mpeEof924 to
t he di sptagy h8dRg thendattih Edunat erf ace 926 to the keyboard 904. 14 The
conponents of the computer nodule 902 typically comrunicate via an

i nterconnected bus 928 and in a manner known to the person skilled in the
rel evant art.Based on ﬁﬁhtehaptpitiveetbisdmnplabgmaswsmtubr)qﬂOzlatHeyoasarstdtlbﬁdOBO the

user. of ﬁgﬁescgg%%gpﬁecﬁe(?& SRERAF R ntdt?iFe%hglE% Stﬁdwg 4 i, S age

menory carrier and a cor
medi um d¢¢gr@e 0 V&”@Iatrepeﬁteﬁ@tgml@eimgcd t@@escrlptom i avdidechippiiretiequestingy a

persan St'ﬁle|t%j§%e'nﬂnés%rﬁ"tﬁe éJb%FatlBFQéE%E %{EH%‘% tBQ%sQ&Ya’?é&RbS?%IES& witfr & al'so

perforned using the Internet
cont rol | ©8PeGi tq the Sé?%é’féﬁ"isdﬁ‘*lfﬂf matening @@éwbmmmcounﬁt%luﬁﬁdloaa@\@ttbe age of

progr am ghatch %@Mﬂﬂr&ﬁ@l@@'ste‘bk@l@ Ue fag ﬁﬁMh%QsQ:bstatlons 104 re}S?"Jvnil'Vthteh?g on the

suf fici e@b}/1 of gﬁ proxi mate localization, a confidentia er tria
syst em 46 NHRPeR{MAttEEPUNtsARd R%tﬂd@h‘edﬁfhééﬁ%echﬁ’dh%é\&@tﬁat@ﬂ%éf"bt| ons 408 are

placed in the room In the user trial, the roomand the four objects are

mar ked public Ten r.andom subj ects with no prior know edge of pr eci se
layout of the &% %%ﬁ?@?ﬁcﬁ@@nt 0§ jthep fq?é'GFtag'gE&h%lS?@ct’Vgh tﬁe t/#@ room
They ar edescsptbtmﬁ/lﬁm e dea/eawaewﬁuswr@ thé Eﬁbéié’d%n§y§4 eébly‘lﬂﬁh fHedag Wo

bj ect E h th i
ot “Fn°VELAFESSL YGEE Ratsl) ke e Slsb0s 1805 spl Pttt I?aﬁ?éag%? the
obj ect s sthiipn 40@ rémwlstsn’g)rftbe loc&nmné, af lthe sUbE&atB)ﬁstmm al StéppBZﬁ/Iad@Sthé he users

ith h I ti bj ect
the samet PeieiBhe TP RlE e BRGEARE BRIl ¢0GeP 328 SRR RPade P o: gnt
to pr evermae%tﬁv apst caried ioglisdquentisdly for all the wiilvstations t16é. Biedsaafcr; precesgss em 400,
t he ma%&nﬁﬂf&e«%%?ﬁ‘gﬁiﬁlg ngﬁlrﬁuﬁc?'ﬁngﬂgh Ghifiel e AR U lth]esjub sgfma standard

devi ati on of en ranges rom to 300s.
Wth the aid of the system the timng inproved to a maan of about 39.8s

wi th standar dadRy bRd bpme%feal%ﬁ(b%ceéé tﬁé tag_l_t]}['@'scﬁbtgllsrﬂf g@ecﬁ@d({agg Mpbi gre taken

i nprove about 2s and 110s respective were I nst an I'n" which the
subj ect lighwé sypstaiipnsetidcin thg ‘f"éJP'tYaﬁf éﬁ‘ffet'ﬁtg P2 modtthe Kespsglivecpstinyited t he ai d

of the sysigfy A8 SRSSISBACINGYRE.Ent 8 thd 4lidr) f2emMRI ARt S between about 15s
to about 70s.
Figure 4 shows a small-scale system implementation 400 of the system 100 in a

room. The system 400 is developed to explore the various issues in design of the

system 400. The system 400 is implemented using Crossbow's MICA2 wireless sensors.

The MICA2 mote features an 8-bit AVR RISC microcontroller with 4KB of RAM with

512KB of EEPROM for persistent data storage. The mote provides a radio link based on

the CC1000 Low-Power RF Transceiver. TinyOS is used in operation of the mote. All

query statements and descriptors are sent over multiple packets since a maximum

packet size of 29 bytes is provided in TinyOS.

The system 400 comprises a computer 402 used as a query terminal and a base
station 404. The computer 402 is connected to the base station 404 via a serial link 4086.



15 RSSI readings are heavily dependent on the transm ssion power.
Furthernore, the readings are also found to be dependent on directionality
of a nonopol2eocanrmsana. A high overlap may be expercersceasionoomwhe
system 400, due to the relatively long transm ssion range of the RF-based
system which may present nunerous constraints on the scalability of the
system As each substation 408 needs to service nore tags 410 in its region
of transm ssion, a huge requirement afd nenory has to be incurred to cache
the tag descri gt ors. Therefore, the menory requirenents of the substations
408 have Bl CUAIePiaMided & s drer dough whigh angieshisrtoaahgrd-of SeaEn &/st em
400. initiatedrl N tHRY @Bérampattifg theSdldnp strihg@MHeNsyststs el Csvageski sgarénd thus a
hi gher probpabili t\g/ of m SS‘%L?E% Iglac Etz@-[he&{ esrl ting.ret ansm’gsi ons can
produce SRR PRY Eresgpt g ¥Rt OEMAENing fags 1p QEiey o fefreding TEEVANEHANKEl access
may | eadnéyofutther inued dnahe possildel B citions obasy speoiiic fy ofttseges. Thi s nmessage
queue fornms a significant anount of nenory requirenent in the substation
408. This suggests that a "little or no" overlap systemis desirable when
it comes to SyetempeidridRdasya gatewale mates(not shatr) exttaviaddga thee bayied limlange RFI D
may be uggd I ik y cause
i ncreas e@%dg\t‘%gétgg’%gﬁogg g%wmwesqs aﬁﬁﬁ%ﬁ%é gg&g’géﬁﬁ?{ aﬂﬁgﬁlg%o%ﬁ gmanar ked
pri vat e,the hemputar 402. The das¢ atatiers 4% isjmplemeateddi seftvare withindhe carmputehanel y
public qpj Lﬁ“lﬁiesthepé\}a\ﬂgﬁlg r@&ﬁﬁéssegw\@l‘ég 0 cbEEra B el Imdnd @ndtiM&! fhspace and
y a tnir

private objects owne Barty. Anot her_.apﬁ)l ication of the system
400 for Syplems4Q0asshnnes dkatdhe tags ¢Y sap eespene gonditianplly orqieriek if ihpse gfe user s

for a quaskh&y IPaditidnl theQbgPii(y a6 el Betability B rBsdonatvithtRaafitdScal@scr i bed
in the foll ow ng. I n an exanpl e scenario, there are three

char act P52 9%¥ce, Bob and Charlie. Alice has designated the room as her
private space. The room has sonme public and sone private objects which

Al ice owns. b ha i stakenly_left his cell phone, which is rked
iverosr At Beholant e tu Shpreho e Rbv SR e SR P BB ¢ he
base st ahe@ampieri402Akcioanaticatyrshawit live RigueaBedt ateg kad ingppdemdhtedeastan sear ch
for all .public,.and private,objects which she o nd t I i gns of

t hese oHF%ErPgaté?ne epg "G nsé‘é:ht 8#@ ic(?gq.pUt%G%QL%r 'Ergéagegéeﬁgfeﬂp%tﬁhm th her
privat e domyputemi2,t hrd prgitucing bhe ctosnputern402 Honnductctihet hetlgideaf theext

query. | ! . security agent (not shown) at the base station 404
ensur es %ﬁ&%&%@ggnﬁ?ﬁary answer, indicating the presence or absence of

the object in Alice's room is returned to Charlie w thout providing the

location of it Qh&REr 46d AhGfset & @Puter module 902, input modules such as

a keyboard 904 and mouse 906 and a plurality of output devices such as a display
908, and printer 910.

The computer module 902 is connected to a computer network 912 via a
suitable transceiver device 914, to enable access to e.g. the Internet or other
network systems such as Local Area Network (LAN) or Wide Area Network (WAN).

The computer module 902 in the example includes a processor 918, a
Random Access Memory (RAM) 920 and a Read Only Memory (ROM) 922. The
computer module 902 also includes a number of Input/Output (1/O) interfaces, for
example /O interface 924 to the display 908, and I/O interface 926 to the keyboard
904.



| f Bob searches for his cell phone in Alice's room the clear text query
and encrypted text with Bob's public key are sent together. In this case,
Bob' s celwophav®72s2l | natch the encrypted query. HowevePCTsGR2§06a0Mmonar y
result, indicating the presence or absence of Bob's cell phone in Alice's
room is returned to Bob. Desion of Query Protocol Referring back
to Figure 1, the design choices of the system 100 (Figure 1) are dependent
on devices, e.g. custom zed passive t@gs with conparators and query
protocols used. Two issues of critical concern are energy and | atency.

Si nce the subBteaeeropenentsi ohihe exnapytatmogulecolzatypically semeteicate M@ gy is a

criticalinfpsiteeRdiAlo B M B DAaRRBSIBTNRDIARE PaFdbnaskilRASH it Rleva@t ensur e
dur abi | i t% of the device and system 100. In addition, results nust be
‘0

ret urned? the user as quickly as possible to enhance user experience.
A net hodol ogy used to design a delay optinmal protocol and an energy opti nal

protocol is scrihed.in the fol] ow ng. A vali rotocgl is a .se f
actions, whi gﬁ"%?ﬁ’ igatiqrRrogiAIp & yﬂ?@@?‘dﬁﬁ"ﬁgﬁ ﬂ'ﬁpﬁ?ﬁ 0@?@3 gorpRutgr %%% red end
state. Téscoded shradath stdragptrieiunatucnas a AWRCGM br dasracierang caviar badl e t o
the system i.ng the neth I e [ n f 100 with
differ en?eagelbj'i?'%@g&%?r&eggopgﬂgr?\%gés/ts ’fotgrgg] ee%%d%ﬁiaHﬁn%%ﬁ%%ﬂ%%%%%@%r& 'é% in the
f ol | owi ng30.slt avil el bprretiatesipby s personvekilkBdbimetheoirttthat fhenaearchingnforat i on
perfornme ' ontl pal . iving at
B br ot ocansfel pBRelkitenHid B peiifhd BARE e, The SHfcdDh Fooll 1s "2

f | owchar is reqd asd contraligdimis pyecition &y dip prasessas 916t Intsrpedigictaterage ofrmke a

choi ce belpEndbASAS RPIRRTINCFIRIRPosdel T total costs. 17

substation € query statenent"to the tags at step 508. At step 510,
the tags know the query statenent. At step 512, the tags cal cul ate match

count -i dent i tt&gedf) 4% sufiieridyed? apbrbxinidi€ IdAMMAtIKACIVChITRIcAR GReCPNbN i dS. At
step 516, the taﬁ&s send h count-ids to the substa | f

) the matc ] t i ons.
option 56 syslew Qé%?mdﬁetegmaaqgsﬁeb@etﬁangSaxréﬁ»bﬁtafw%4080%9:8!%05?ors to
t he tagsinahe floftP Irbth8 .uséY triglt B rbath andl e fb@dshjdotave tnitekeatligublicf or t he
descriptors. At step 522, the tags reply with the descriptors. At step 524,

t he substations know all the tag descriptors. At step 526, the substations
cal cul at e t heTémiamtioraGubjecisdgith no prior kiowlddge lofiptecistdqyon? 8f therrotratane opt i ons

504 and ?gt(?dcté(r| o u%J ?rtleaggcg);g o Pecc): S |tnh errr%gr%h Tﬁgyl/J %tre' iinqs.%ru«:(;,)ffed 6H)lloéatc]ee t\kc?gs'
objects with the system 400 and two objects manually. For each pair of objects, one is
visible and the other is not in visible range. The subjects are given a simple description
of the objects they are looking for. Similarly, the system also provides the users with very
simple and coarse description of the location of the objects. At the same time, all the
substations 408 and tags 410 are hidden from sight to prevent any extra visual cues.

Without the aid of the system 400, the mean time taken to locate the objects is
about 101.4s with a standard deviation of about 87.3s. The time taken ranges from
about 10s to 300s. With the aid of the system, the timing improved to a mean of about
39.8s with standard deviation of about 35.5s. The minimum and maximum time taken
improve about 2s and 110s respectively. There were 3 instances in which the subject
gave up on searching for an object without the system. With the aid of the system 400,
the user managed to find the objects between about 15s to about 70s.

With the application and testing of the prototype, RSSI readings were found to
vary for a variety of reasons besides proximity of tags 410 and substations 408. The



To enabl e systematic search for the best protocol, all possible

conbi nations of actions are explored. Each action brings the state of the
syst em f revon2o006e10v32anot her. I n addition, each action ispragsceomoeaowi t h a
cost representing the effort required to execute it. Thus, the cost of a

protocol is the sunmation of costs associated with all its actions. At the
sane tinme, each action requires a certain pre-requisite state before it can
be perforned. To fornulate a tragtable problem it is preferred to

ensure that the states are MNarkovi an. Th| S can ensure thatthe possible

acti ons BPSbdeaflingsapre hgavily rﬁ’&@%‘&qﬁﬂ&ﬁf‘ £ trHEMiRsion; BRIers 4fthemore, the A
primtiVveeadingtard SséiRlihd @rbd GefenBévafirettitRalith 67 RIGAEPAE afteARyi Ce 1 n the
system For exanple, primtive state A of Figure 5a represents that the
substations know the query statenent entered by the user. An action
transforns tha rﬁgrsmeﬁn;ﬁmv\bemmrérrdeﬁiwmesiyetbm 40D, tdhet@tHeerelaaveiy longurs a
cost in &ns L OCESS. of el gborsémtété/e Shid I%e actloe al o QN f‘zgn geterm ne
the subs a 't ?ﬂ‘ [HPE % SB e %&[ o 16 "ﬁydﬂF% r%& [ns(? d‘«?sc?tnf‘ ae%t as

" Subst at boite seladiliyuditye sysbamn"anabh stbstation 408 regds teserpice mare tegssitli@t e A as
a pre-re A M| tate B.
18 HH{ eé%n%t%%n?l ne'g aHsl%g Y cte ?réﬁ%) %’ﬁ%‘l‘lyp‘ %g@g% rféggr'gli Ldo(\r{e?cgéarrpl e, a
state [ Aths] tagggsczﬂ@tm diherefdre pihe memarg re,cweeenm ah e Bibstagorh#thhave tri gur e

5b. Thus 0O to state [A; B] 532

usi ng Acto?g%%%m%?&%meﬁ?d;m%yrmmgmeh%? ter deﬁsﬁlﬁaéghe states and actions
for the system an optinmal protocol can be designed by finding the m ninmum

cost path fropmghResieaid te%dltsﬁh%h%d?&ae‘éﬂ%%ﬁg&a&t by ﬁwQ%SHIQL dpeaablmt/ate 534.
Several end, states can be accepted for the 'grot oco|] for t stem Thus,

an artif PEigping RacksisatBS reqvitiog r%té"’ﬁ‘sﬁ‘éssfo@é&ﬁ EerPP%ﬁﬁafgr?edetl%Ylsr ©58%€&i bl e end

states usmBgthe RMst|teSfirmehariel atsese rrﬁ@} RAd A thOSIck896r acdue0d tbSstérbe acti on
whi ch noves, ever % stat cont ai ni nqu% rrﬁotlve state F to theegrbltrary End
S

State 53RS74NGi hﬁté“%%sé?% Pt & sandfigan’s a0eres QEMYROY gr aph
and acti muraaenadgelse sdﬁaﬁuoad@e Mhis sagyestythiat adﬁtﬂeepnadomlab@yétbe\ iener gy or

del ay requi.r ecute.the respective test

o gor i ¢ hilroreBE B ERT 1o SB T SRR i E BhotE e elertis & prdiiinere
opti mal PRFH oyl be used to radea thengintber toh sulzdiatioas msheqlmtedg;qt Midy eausei tive
states a forrrul ated. The primtive states basically
represenﬁgt%éeiﬁgéﬁ%gg&g each device, which can be roughly categorized
into query statenent, rrat ch counts, descriptors and any deci sion nade.
Therefore, ca I t f be
per f or nmed. Onr e[hg % H% ,lggﬂ\ E mér@s?@’l%gé Flbége I%% mr%%glggi%sﬁéf%gg?%ns IS
bounded bkjegtado |Cﬂm5tﬁ9rfaﬂ$'bﬁy ®uhliq gwﬁ@s,amrlvateeomw$ @temed by the ﬁé’nﬁfr oinihei ve

states. %t&%?aéenlaﬂd %ﬁMe tdBFectsn&DﬁéHiBy QNthir@ p%ﬂ?tﬂﬁéthéeé{b&%atﬁfn & peess it
to gain new information. Fﬁiocesa ng i ons can be exhaustively

listed. Pystgm 489%@:1%8&@“&908%4@89' retusagrchtorslitferent; Kinds<af apersifprsa auery

reachabl gf £ p@iic APPHVEES &t & bHeatS bRdc@ i HdscAPePRithOdIWhgsS it is the
starting primtive state. At the sane tine, each prinitive state has to

have an action that allows it to nove to another primtive state unless it
is the endi NYInRr éfahipkescenatie, th&biasemmamestmb Baeaﬁcet:hatuemucmti ve
states a ct.ions, are consi tent thedi)]{)gm bl e stgg re | isted,
there ma a% eslonaidiine PO 4 4e prT’@ﬁ?SSR?&EST'B‘T oG JpR§OMByPY ?E'F' [some

consi der ptivate) objebs whicheXlicofovirisatBab leaen mitstalcbnBs leftclaib | gellrsdne e dhich 89, 350.
This congjderation is ref rred for th 0 bl e. Such
consi der BTG 1ol ARE FBE; ThbatRl Beh i b8whf BRldhd p08 5 2V E 0,
be gener statich W ireAlmeIsyhdIﬂe authlemmams&r@oaibwblmlce Theedrnck tfoma]l pdblit leadst at es
can be aHﬁ\%@Btﬁgcts which she owns and the locations of these objects are returned to Alice.

If Charlie does a search for public objects in Alice’s room, the clear text query
and the query encrypted with Charlie’s public key are sent together. Since Alice’s private



19 It is noted that an inventory of the RFID tags by the substations
is a one-tinme process, which is of negligent cost to each query. It is also
assunmed twetoadw7isase station i s conputationally powerf ecTacdodsion@opower ed.
Thus, any conputation within the base station suffers negligible delay.
Based on the fact that the mnimzation of energy is to achieve durability,
any energy cost of actions perforned by the base station is neglected.
Conmuni cati on between the base statiotéand the substations incurs cost at

t he substations, h, cannot be ignored, Therefor e _ener nsunpti on
of the. pYBruR Bieencg i G brssavan sl by Phls Lt BIPEASMSARGHES, ags.
Figure we@h@mqmﬁpl Ie- daddMung: lthes b@M&lt)hagedMﬁ@t simwm;@t Iﬂﬁ aaﬁ eraﬂommou he
system 10S {_GS@ éo I har Wi?._' e %1 E‘e are us ea C i%bem €t Qe ener gy
and | at ency CoSt '3¥ ttﬂ% %SP?‘%EHS' P 1S PrRRRISS WX B%%" £r% R PPIGEd" f r om
cur r ent | Alicisaiobmb IsgretuanetiiarGharlizamitiopt progidbgdbs oatien M t@A\Bbjeeinis tiise’s

Skye- Teky 3, /RFI D reader and 13015693 RFID tags. Figure 6b shows Table Il

whi ch showa’ si mul at i on paranmeters of the system 100 (Figure 1). Wth the

techni que as descri bed above and values in Tables | and |1, the optinal
protocol s f Or e Rl iferReoBAhiOSIRRorkORPAIcRd Fb%ﬁ?%é’rblélfrftéﬁr(ﬁ]&y Ghgi ces
avai | abl e during system desi rin ystem desi gn, t he use of

cust om z@RErgried texit\a@tB%apulwrkewrQ:ﬁﬁrémemqﬂﬂaﬁsaﬁet, Bab's call ebenawibs t he
tags to ﬁqa@h&H@%haftyh@a dun). mmeg%g/da birtafy sémrttma@%gcme b Sk lrNsmM t

t he descriptor of s according to a match_count threshold. The

appr opr i 2RENSHBIRRL St)?e"ﬁhgﬁ"éw'ﬁa Str%O’BU§FPtEI"6§WCt$\%b system hierarchy is al so
investigated. In a centralized system the decision for selection of tags
cannot b§ I.oca# 53/ EErfor rre! d by the substations. In a distributed system

t he deci n of tags can be locally perforned by the

subst ati ons. Referring batk it Figlieot, ftb&lddsugﬂnalhouhéseofrﬂes gysteam cl@0 (Pigug! Dhatkl y or

| ocal |y & e«ﬁg nr)[ i n a centrallzted s stem A‘ag ﬁLlé rel evant result is one
whi oh cotEheDfgop Helicss. b4e HESMIZPYT bevaive Pds ML cBPetglo™ indodrerys

sel ect edprotugs!s héeds )Twol fEsses @ﬂmntn@ cainbemaartehenmgyltamdaiatbnpylestnceythpal rs to
be retur S i j

Al ter nat s iBng 18 B2 ol @ be teRPRRRELE Let R SEHeRN BRbwon that gy
as mat chsfmwhlne memed @p m@@bmssiue toremswngtdvnabilityioft the Wdviceland sysjerpairs. | n
such casgs |4 Q@dltrcﬁﬁ'r@stuﬁ Wiuls*t ?Fet&rﬂ%mth%%sgpgé‘gw}fkl gb gx@éi‘ﬂe to Elq'nance
Subsequently, to tést ect of overlapping coverage by the
substatl%‘-‘r%exl?eﬁ@n@?)tl rral prot ocol s are conputed after changi ng t he val ues
in Table Il. The value of "sum of tags under each substation” ENT is
changed from 2260 to 7500 and the val ue of "nmaxi mum nunber of tags under a
substation" niuieinodaogy Ysse de design @ delay eptimal protpeol pad wBsensray: ?reitnaal nunber

of sel ecetbcbAg aesoﬁb&é B tha ilowiMg XA %ﬂm ;ﬂﬁtas‘@@ns aketstlagtdrRdwhies Britgia

subst ati on' rTE ﬁ‘lﬁ g are changeg 0 totﬁ‘ﬁo and .10 to_50 resgectlvely
for deci HN AY0 Fen@sStardioa stadeto % eP state, Joe Longiraint of pptimizelicngdd to 160
and 10 tm_?_ﬁ!ét bescﬂiaag la\l@lla}ﬁldtﬁrthdegﬁémoms?ly tn@hcéﬁndmw@y tﬂecried‘eﬂndl}é,etdﬂe base
statl on. ese Vv ue e C nge tore ect egree 0O over 1 ng

S ouer ot SEm TRl e RS chiibed & invESloaall ThE HatiadPly HebssBRR,
changed mnmwoB&Nhg 1sl:§)smell bmpemeéﬂtata/elsobsemmﬁﬁerﬁnefoﬁti&g&tioapdrfémmtao to 50
to repreﬁn a hl%h nunberg(gf tags. Based on the above-nenti oned val ues,

Dikstra"s a?ﬁBtt'rP %e{yspratg 'to determ ne the protocols and the sel ected
optimal protocols are presented in the foll ow ng. Energy-Latency Opti nal

Protocol for Ghshhb) BELRGnUEA BiBidlol @ Pk JFdthd STl Lshr&Rhal | Rigdr§! €vant

Results
5a shows a flowchart illustrating two possible approaches. It is possible to make a

choice between these options by comparing their total costs.

At step 502, the substations know a query statement. After step 502, a choice
has to be made between two options 504 and 506. If option 504 is chosen, the



1) Query termnal queries base station 2) Base Station sends query
statnment. 3) Substations send query for all descriptors. 4) Tags all reply.
5) Subst avpanes/wadseul at e mat ch- count from descri ptors. @LCTSGhatcanIONS

cal cul ate match count vector. 7) Substations calculate | ocal match count.
8) Substations send |ocally decided match count. 9) Base Station

approxi mates match count based on | ocal ones. 10) Base Station sends

gl obal Iy deci ded approxi mate nmatch cotnt.

substations send the query statement to the tags at step 508. At step 510, the tags know
the query statement. At step 512, the tags calculate match count-identities (ids). At step
514, the tags know the match count-ids. At step 516, the tags send the match count-ids
to the substations.

If option 506 is chosen, the substations send a query for all descriptors to the
tags at step 518. At step 520, the tags know the query for the descriptors. At step 522,
the tags reply with the descriptors. At step 524, the substations know all the tag
descriptors. At step 526, the substations calculate the match count-ids.

At the last step 528 for both options 504 and 506, the substations know the

match count-ids of all the tags.

To enable systematic search for the best protocol, all possible combinations of
actions are explored. Each action brings the state of the system from one to another. In
addition, each action is associated with a cost representing the effort required to execute
it. Thus, the cost of a protocol is the summation of costs associated with all its actions.
At the same time, each action requires a certain pre-requisite state before it can be

performed.

To formulate a tractable problem, it is preferred to ensure that the states are
Markovian. This can ensure thatthe possible actions at each state are independent of
the previous states.

A primitive state is defined to represent the knowledge of a device in the system.
For example, primitive state A of Figure 5a represents that the substations know the
query statement entered by the user.

An action transforms the system from one primitive state to the other and incurs
a cost in the process. Given a primitive state-action pair, one can determine the
subsequent primitive state. Action 1 of Figure 5a is described as "Substations send
query statement". Action 1 requires primitive state A as a pre-requisite state and brings

the system to the next primitive state B.



11) Substations filter for selected tag ids based on gl obal approxi mate
estimate. 12) Substations filter descriptors for globally selected ones
(appr ox- meioah)6/1018» Subst ati ons send gl obal |y sel ect ed trag/sdeswron@oor s
(approx-match). 14) Base Station filters sum of globally approxi mated tag
descriptors. 21 1) Query termnal queries base station. 2) Base Station
sends query statnent. 3) Substations send query statenent. 4) Tags

cal cul ate match count. 18

A state is defined as a vector of primitive states. For example, a state [A;B] 532
consists of primitive states A and B, as shown in Figure 5b. Thus, the system can be
moved from state [A] 530 to state [A;B] 532 using Action 1 of Figure 5a.

After defining the states and actions for the system, an optimal protocol can be
designed by finding the minimum cost path from the specified starting state 530 to a
desired end state 534. Several end states can be accepted for the protocol for the
system. Thus, an artificial end state, which can be reaéhed from the various possible
end states using a costless action, is created. A costless action is the action which
moves every state containing primitive state F to the arbitrary End State 534 in Figure
5b. The states are represented as vertices of a graph and actions as edges. Each edge
has a weight corresponding to the energy or delay required to execute the respective
action. Any shortest path algorithm, such as Djikstra's algorithm, can be employed to find
the optimal protocol.

According to the above methodology, 45 primitive states and 64 actions can be
formulated. The primitive states basically represent the knowledge of each device, which
can be roughly categorized into query statement, match counts, descriptors and any
decision made. Therefore, careful permutation of the possible primitive states can be
performed. On the other hand, the possible list of processing actions is bounded by the
information available at the device, i.e. the primitive states. One can only send the
information to another device or process it to gain new information. Thus the processing
actions can be exhaustively listed. It is essential to check that each primitive state must
be reachable from another primitive state via an action unless it is the starting primitive
state. At the same time, each primitive state has to have an action that allows it to move
to another primitive state unless it is the ending primitive state. This can ensure that the
set of primitive states and actions are consistent. If all the possible states are listed,
there may be a total of 3,518 x 10" possible states. By careful consideration, the
number of states can be drastically reduced to 89,350. This consideration is preferred for
the problem to remain tractable. Such consideration is demonstrated in Figure 5b, where
a total of 32 states can be generated while only 14 states are possible. The listing of the
states can be automated.



5) Tags reply match count-id values. 6) Substations cal culate match count
vector. 7) Substations calculate local match count. 8) Substations filter
for | ocalwgs@lecised tags. 9) Substations send mat ch cowaotrsicdomfoodoocal |y
sel ected tags. 10) Base Station filters locally selected tag match

count-ids. 11) Base Station decides match count based on locally sel ected
mat ch-count ids. 12) Base Station filters locally selected match count-id
for gl obal approximate. 13) Base Staggon sends match count-id of globally

sel ected tags (approx). 14) Substations send query by globally sel ected ids
(approx-i d). ltis noted that an inventory of the RFID tags by the Substations is a ohe-time

process, which is of negligent cost to each query. It is also assumed that the base
station is computationally powerful and line-powered. Thus, any computation within‘the
base station suffers negligible delay. Based on the fact that the minimization of energy
is to achieve durability, any energy cost of actions performed by the base station is
neglected. Communication between the base station and the substations incurs cost at
the substations, which cannot be ignored. Therefore, the energy consumption of the

protocols is only those incurred by the substations and the tags.

Figure 6a shows Table | which shows hardware device parameters of the system
100 (Figure 1). The hardware values are used to determine the energy and latency costs
of the various actions. These values are derived from currently available hardware,
namely the Crossbow's MICA2 sensors, Skye-Tek's RFID reader and ISO15693 RFID
tags. Figure 6b shows Table Il which shows simulation parameters of the system 100
(Figure 1). With the technique as described above and values in Tables | and I, the
optimal protocols for various scenarios are computed based on different choices

available during system design.

During system design, the use of customized smart tags that can calculate and
transmit match count of the tags to the substation is investigated. The smart tags can
also transmit the descriptor of the tags according to a match count threshold. The
appropriate amount of processing to push down the system hierarchy is also
investigated. In a centralized system, the decision for selection of tags cannot be locally
performed by the substations. In a distributed system, the decision for selection of tags

can be locally performed by the substations.

It is also found that the results can be globally or locally relevant in a centralized
system. A globally relevant result is one which consists of all of the most relevant results
of the “number of selected tags” Nrs). This requires all match counts and identity pairs to
be returned to the base station for selection to be performed. Alternatively, the base
station may decide based on other statistics such as match count vector or a subset of
the match count and identity pairs. In such cases, the results will be termed as locally

relevant.



15) Tags reply based on globally approxi mated selection (id). 16)

Subst ations send gl obally sel ected tag descriptors (approx-id).

Ener gy- | awerogs/wadsaes of the sel ected protocols are tabecatsedodsroodiabl e |11
shown in Figure 7. Row 702 of Table Ill shows the energy and | atency val ues
for a low overlap systemby sinulating with either 30 smart tags or 30 dunb
tags and with the values in Table I1I. Row 704 of Table Ill shows the
energy and | atency values for a high2overlap system by simulating with
either 30 smart tags or 30 dunb tags and with the val NI T = 7500 max,
NI T = 225 an@ubsgagpntly, soiest fg.effedy gf(%‘ﬁe”@p%'@ﬂ POVerfEC%st 8nsu8§/ e ount
deci ded Mmbmo@aagtaaé témsuted a@er oaaﬁlguﬁg thebuatued irs Yablem The vﬁblb 5( ‘S)JmI 160,

max, NIT s)= 40 for decj sion [of0) d e th tion,
i.e. Rgsayndss fash st ﬁ?t'o” T 'SFé‘gW‘@m}EJiHB'?‘ %d%%% %’H’e ﬁi‘é éﬁer gy and
| at ency “¥akiHR hdhbét dﬂt’ég*samdblaé(Isﬂlgstﬁldnbmaﬂ,LMbBrchaﬁgécanbl\‘ﬁ ts IZQﬁI'Ehel ng with
either 10 smart tags or 9@ g vgshthe vaIE —75300 max,
NI T = 228lugpgf rtwt?*(@)mbméb%?'e tagﬂgi\( §) ands fmaximuy BEMRETRf SEIPCIRSHAds ¢ ount
deci ded @Meﬁ@eumﬁhaﬁbmﬁms areEbhaﬁgbéﬂ fedn mﬁuub edo syﬁ e 5@ressbu;wesgor— 160,

max, or, de ch count e
station deP'S@Rﬁé( rE%tﬁ'P P&Wt9388§%¥ B}ﬂ g/Ubnm'onsRSWHI %85‘ @ﬂngg? QX? tlpe(% h%bsws t he
ener gy asshdciieinfoy dedibive sy htatciacams tiecidubly thg brse statinnbese oblueages by

ENT < FOBe e e 525isB S hlpr Rl vt 0 | *Re §1°-"50 or deci i on

by match count decided by the substations, i.e. a distributed system or
ENT(S) = 160, NT deslidy the
base &tati on. Flmg the r(u%t{er qﬁl Je 6erd§1%lst%h&p lstelﬁgtcﬁQné‘éagF?‘ggm\j\dﬁighﬂgl S
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In the su (1uent round e smart tags whj ch have match counts
great er RFWQ san«iatherﬁe@mqwtl@abora@ré@a af%pr%%'ﬁ%@ tb\ﬁ’ foHowiRgi r descriptors.
Meanwhi | e, dunb tags can only reply with the respective tag descriptors to

the uerIg(riergy-Latency Optimal Protocol for Distributed System with Dumb Tags returning
Locally relevant Results
1) Query terminal queries base station
2) Base Station sends query statment.
3) Substations send query for all descriptors.
4) Tags all reply.
5) Substations calculate match-count from descriptors.
6) Substations calculate match count vector.
7) Substations calculate local match count.
8) Substations send locally decided match count.
9) Base Station approximates match count based on local ones.
10) Base Station sends globally decided approximate match count.
11) Substations filter for selected tag ids based on global approximate estimate.
12) Substations filter descriptors for globally selected ones (approx-match).
13) Substations send globally selected tag descriptors (approx-match).

14) Base Station filters sum of globally approximated tag descriptors.

Energy Optimal Protocol for Distributed System with Smart Tags returning Locally

relevant Results



Figure 8a shows an increase in both energy consunption and | atency incurred
when smart tags (points 802, 804, 806 and 808) are replaced by dunb tags
(poi nts 8%0,2081@728814 and 816). Figure 8a shows that thecemserges/ooaasuned

i ncreases by an average of about 17.66 tinmes, while the delay incurred

i ncreases by an average of about 1.31 tines for a | ow overlap system when
smart tags (points 802 and 804) are replaced by dunb tags (points 810 and
812). It is found that in all the optimal protocols for smart tags, the
mat ch count is tabulated by the tags. This reaps the benefits of parallel
processi ng, WhREeYitemies! qhﬁfﬁlb@ﬁ%sﬂﬂf'?rh dunb tags, and thus providing a

| ower ener gy 2¢RaSdSBtibrPSerAB duérylsei@ent. at ency i ncurr ed. Fi gure 8a
shows that the_ener )A consuned and |l atency incurred for a high overlap
system by usPhg! %Pé@% Uy HEeMeh and 816) is increased by about 37.25
tinmes and 2. Zﬂ.TégdmCulaeepemhlonehty as conpared to using smart tags (points
806 and 808) oth v i flcantly | arger than that for |ow

overl ap systg?’nj?agl%rgf)@%?% cm{nt |d\'%!;uefster to use smart tags for a high

overl ap systé)TSubszéllomlaaalgeldtetmatah dowt vedort ed system (points 822 and 824)
The energy CC}?%HIFE?& A0 1. h@q&yal MR B, changes by about 0.990 and 0.996
ti mes respect TR % the tag descriptors are retrieved using
a globally d@tsd@qlatm‘p‘(ﬁherdgrdﬁ@allvﬁelégﬂs@ltaﬂs The difference is that the

di stributed g B8 G{(ét%n%%ﬁd Fn'a%h%hﬁthd%Plkseéuyts@re%f%h%g% to be decided locally,

resulting in e savin In energy and’| at ency. The results are
af fected by JQ}B@?PSS@&QH%’@SG logglly selegted taemateh SPUitidhs are nodel | ed as

Crossbow M CAZy Q%ég%ﬁon a\é&d‘é@ nFAESSBTRE AR Ibéﬂll?s&@lﬂ@d maldhsount ids. ener gy
for conputati on may !é%nl ficant c m*rum cation.

Secondl y, thézbﬁﬁ?ee%taB?n@Vé?'P ly selecisd @%ﬁng%”ﬁgsfogglalﬁ?q@e@ﬁ‘fn Fpact to the
(r]I esul t. gl g Ur13§§95§$l@ﬂ@1 §é}@g mdiéh dodhBiacy g?baﬂy*‘&lauaitsgé)(ﬂpenbx}syst emis
ecrease y 836 a 0. 507 ties r,.du and . smart tags
respecti vel y@ gHWﬁ’Péaert‘cgq‘fer%g‘é%‘ﬁt’?'gﬁejseggedé%s@%oxﬁ@r smart tags, a
signi ficant deyTagseplyhaettoyylobaiyapprctintdtedibaedtiod (8§66 ti nes can al so be
observed. Th of erter t system for a high
overl ap systg'ﬁ}9 gum‘?étmnsﬁ?@%glgg@? sg%z%teﬂ%g ES%%H&' Fsc(%hﬁjd Emg'r ease in |atency
incurred and little change in energy consuned when gl obally rel evant
results (poi nt
results (poi %n%r%ggteﬂwj §§% Oﬂﬁg SEIQ&HH cﬂ%éd;%ér%a(g étﬁgﬁf?%]%géﬁ gﬂ\cgquay
r el evantin Figsicd 7.5Row 782 obFablalll shewsdhe eeeroyrapd Idensy yRkes & ClamRPERP t o
ensurin | &t b rdradvi e RBREY ¥n CONsuned
i ncr easgels 8&, g' %ﬂ%g\% %tﬁ.é[ﬁj%%%?f[%ss d;’re:?;glg?l Ségéy. Folr gleobal I yn rel evant
results,Tetbh?e" match count and identity pairs of the tags are all delivered
to the base station, contributing to the increased |atency. However, as
match-identities are small in size and queryi ng b |dent|th B el i m nat es
F>g§a' ©

any unnecessdtgy d0érofiTagledf! showe theeppray e igls He% FE e RO Vel .

Figure st%Wsﬁh]%imé Wﬁﬁ @ltl‘le‘i 3@%rﬁaﬂ%®a&%d dunfep9 ¥nd @Ns theedivesNipg from
about 1:350 tines to times and an increase in latency incurred

rangi ng ¥ 7208, atxulNT E %2353%4 ﬁ@s(sl) 5 20otexdN x5 3G fop deciFien by mated eRMBE | ap
system (&%@%E%g%ge %%%ug%%} ¢! §dl§ﬂ?iﬁ gd §t8maorI’EP@RS?V 960 Q‘ﬁ’aﬁw%)em‘dﬁgl nts

838, 840 ere1s a ar e | hcrease’ in both energy consumed
and | at edﬁcyslanhytmateuCOﬂﬂidecld@m@r@elbgs%lSﬂamrgeei heendintisad sYAtefbst due to the

| arge nunber of repetition, especially observable in dunb tags. 24

Row 706 of Table lll shows the energy and latency values for a system having a
low number of tags by simulating with either 10 smart tags or 10 dumb tags and with the
values, =N'; = 7500, max; N't = 225 and =IN'{(S) = 200, max; Ny, = 50 for decision by

match count decided by the substations, i.e. a distributed system, or ZN'T(S) = 160, max



It is observed that the exact nunmber of selected tags will respond if the
querying is perfornmed using identities decided by the base station having a
conpl et e woetzomf1onmmsch count and identity pairs. However PCIiSGausrgemg i s
performed using a threshold match count decided at base station, the
descriptors of tags in the vicinity of nore than one substations will be
retrieved multiple tines due to overlap. Thus, the nunber of returned
results have to be scal ed. Figﬁre 8e shows an increase in the energy

consuned ;and enc urred, of 284 tines nd about 98 times
respectel\l é’ '@'OHM?tCBfCOPﬁ Bj«?f?j bé'u’t??tba?tsiac?ﬁ 'iOHtY%aasggn]t ¥ 10

(poi nts s&é{@mand 848) to 30 (points 849 and 850). Figure 8e al so shows an
increase in the energy consunmed and | atency incurred of about 3.084 tines
and about 1.383 tines respectively when the nunber of tags per substation
i s increased Ravori0alef Tabts Mishods theaentr@ad)d latenSPvelpes for ¢ sggemainiingsy) .
eroure BhyRlate: Sl BA tﬁgt. 44 Gt eﬁhe@%o%ﬁr%gt§§sﬁorséwmnwag§'aaamh% Fi gure

8f shows an I ncreas ergy consuned and tency I ncurred about

1. 185 t ivebssaBd: 500, mar I £i226 and SRt + 200.ymawk &yt S0 femdRsisiass bys nar t
tags per r 0 )k A 60) for
2" ah st i BAERaoE eplabd py BETsEBaRsL AR byt or SRfS) £ B8 M
consumedN'age 4(afoenieylsuondtyr meithaounibdadided. Ip5thei hase staiignabea cqntcaﬁaect i mes
respectl\g,g%é,'gv\hen t he nunber of smart tags per substation is increased from
10 (poi nt ) to 50 (point 862) for a distributed system For a
centralised system Figure 8f shows an increase in the energy consuned and

a decrease ing Q%%?QWhicﬂCa‘HB\K/% SotROAY bpdratedid nUIfBRS roRNds 8RAIKEd InQRS ti nes

respectively he nunber of smart ta per substation is jncreased from

10 ( poi rﬂrstgew)d tthe smartjagsnwhighdpve Fffiaé%heég(efth%ﬂg‘éfysrﬁ%ﬁﬁé‘dd’ﬂth ReFagehin the
ener gy %ﬁgmha%dbé@hsm%uwwyrtﬂé sm‘artata@ywmh%@ve trigf@scount gtbget 1. 086
times respectively when the nunb g\irrﬁ ta er sub {Jagj: on .is

i ncr easdfe? YRS 1'15‘35('"%1 ‘f‘f? 36‘595 to rﬁs%‘?f'd("]ﬂ gir §%587q'p’i° UMPda9%y st em

It i's ohsmrongteplpalithtiferespediioa )y dedc@ners &y theaquerred and Iatency incurred is
approximately linear with the nunber of tags, which indicates the

scalability of the system At the sane tinme, the increase in energy
consuned and H:@Irersaysﬁowswrruedrebse sntedth eneffgg rcossmm ptionzaysl, Iatehbyomicurged or nore

Feoul t s Whier et S 1A Bo Sl BN E are PPiaged iy pulb IR BB e e gy
opt i nal MQQBMMcSStﬁ)eFlgw&r&& showb éhait thengriecgl conblamed indeeages byan awssagener gy
efficiengy i andsd. éé?ﬁ\@é,r wﬁlleo{?'n%ecfe‘{aspmm}r%dnﬂérre %M 6 57 S m@& %'F%boutnpﬁpv' ng the

per f or mance of one ne ?p requi remént on the oth
However , tumsefOtelo\M@Vﬁmﬂm@tem whes sinad tRgy (points BE2 |a9d $6¢) @’ssrépleeftﬂ bywr the

del ay Op&dn‘iﬁi agel mﬁ@eéﬂ)yaﬁb%q}glt |§fd%9°c9$ts1n all the opti é’lrﬁraﬁﬁols itbr drsarPbser ved

that a signi #l caﬁt savin tency can I eve f or egoi n I obal | y
r el evanttagssthptmatch count Tphtabyga@dehy é@e merT hl?etﬁaﬁédb% heéle%tﬁ H@r% | nst al |

and easypheesdin§: whith is ot S&s@b?@%tﬁ@iuwbaiv\ﬁgumtﬂu@rfﬂm% hobwebnendrgy ng of
queri es Bnd présenting search results ich allows a user to interact with

the syst@msenpionand 4 lawadalenPuiicuiete systemis robust to reconfiguration of
physi cal spaces and requires m nimal changes when such reconfigurations

occur. .
Figure 8a shows that the energy consumed and latency incurred for a high

overlap system by using dumb tags (points 814 and 816) is increased by about 37.25
times and 2.71 times respectively as compared to using smart tags (points 806 and
808). Both values are significantly larger than that for low overlap system. Therefore, it is

better to use smart tags for a high overlap system.

Figure 8b shows a slight decrease in the energy consumption and a larger

decrease in the latency incurred when a centralised system (points 818 and 820) is



Further, security may ensure that the systemis not vulnerable to

unaut hori zed access. Privacy may ensure that the novenent and | ocations of
privat el ywounesdiootspect s cannot be continuously tracked aou/sehjmev@di abelled
private can only be searchable by their owners, while objects |abelled
public can be searchabl e by anyone. The system al so al |l ows searchi ng
of physical objects across wide areas e.g. office buildings, university
canpuses or across a city. Search regalts can be returned quickly and the

search process can utilize systemr r s bandwi dt h ener etc as
ef fi ci efhpRgesstopp istrfpyted system (PPt""ﬁM%Eg aﬁ@ %%éra a?P&E?YbSPrﬁ”’BSE yski |l ed
in the %téndyhﬂéurfédr@faﬂ%@s bR Eb&ti 0098 &ittl0.906 m‘mésfreswchmm Imrb;athbtmsafa.de to the
pr esent |nven($| on as s

f . .
from t hdhSHY GESCB‘?tO@c?fBé\A@FV‘?%BS'?%ﬁgéi?ctl?agiﬁ%geHg n%@i\n&lﬁr? dfﬂ%er Tolr ggent
enbodi meliffeteraeds thahteadigirieyted syshem atiovgs thernsaich nouait Ithreézq@tpt@ @@Idﬁ@l

il ust rqtcéma' r%rb @Bgfﬁ Iétﬁe a\}’nlu@ﬁhv\ﬁer%%\%l ?a?e%% 107282PCT/ SC2006/ 000091 26

support _ _ ggal a us can search for objects which
are located in different localities, and rermte search whereby the user can

place a quer YL O RALRlAEREY y a8 hdbls, ARIADRL BEdafipb WRE Indaasdgbone may

be used to con I ous base stations and query term nals together.
Thi s netaacﬁﬂ@smwﬂdtﬁf& AeNpFor, ydidkxgsineumed iarge idky PRWERNKS.dBRISEBIY VPt y, such

SZO;f\al\llghl P?htag?rgglaW\A@ll bet |cféH Sthped EAthb@r 8dmibRicatich SBtaHaNO e a W de
degree of overlap of the system has significant impact to the result. Figure 8b shows that
the latency of the distributed system is decreased by about 0.836 and 0.507 times for
dumb and smart tags respectively as compared to the centralised system. For smart
tags, a significant decrease in energy consumed of about 0.566 times can also be

observed. Therefore, it is better to use the distributed system for a high overlap system.

Figure 8c shows a significant increase in latency incurred and little change in
energy consumed when globally relevant results (points 830 and 832) are required
instead of locally relevant results (points 826 and 828). As such, the cost of ensuring
globally relevant results in a centralized system may be higher as compared to ensuring
locally relevant results. The latency incurred and energy consumed increase by about
1.789 and 1.097 times respectively. For globally relevant results, the match count and
identity pairs of the tags are all delivered to the base station, contributing to the
increased latency. However, as maich-identities are small in size and querying by
identities eliminates any unnecessary querying of descriptor, the energy increment is

minimal.

Figure 8d shows that there is an increase in energy consumed ranging from
about 1:350 times to about 3.329 times and an increase in latency incurred ranging from
about 1.133 times to about 3.245 times when a low overlap system (points 834 and 836)
is changed to a high overlap system (points 838, 840, 842 and 844). There is a large
increase in both energy consumed and latency incurred. Thus, there is a large increment

in cost due to the large number of repetition, especially observable in dumb tags.



A system for searching physical objects having one or nore tags disposed
respectively thereon, the system conpri sing: one or nore substations
ar ranged wonoworwmsai cati on with tags |located within a raogscacwwneat | east
one of the substations, and at | east one of the substations configured to
comuni cate a descriptor of a location of the at |east one substation;

a base station arranged for comrunication with substations |ocated within a
range around t he base station; and 24 an interrogati on engi ne residing
in the base station and configured to i erro ate, i ngiptgnsetoasearch
query speci fVl'ﬁ@bscﬁrquéﬁéttth%ﬁéa‘“éf‘u'tnﬁér ?fh“g? clegt %Y"@cf?%po & JHEYEEi ons

Wi t hi R ié}%r{oﬂﬁg@uaﬁ@wa%trebejebiaé@bgaﬁ@tba@astaﬁ@n deviey mcnlieplatmd*ief mateh at hl east
one physical ob t he searc u 0 n the
ranges &P‘(‘Mrﬂi‘dt tf")é?g\é'%t %e"?{rb'gtqé{?ryg'ﬁs's perfd rﬁé%& ﬁ% ﬁ‘?%%gg\r/l\@ra% nor e
subst at icons c&bﬂed@ﬂfbagilsﬁdori ahe egs@iptorsint] tage deitivee vicinity pEmoemnthantanet he
interrogati d r gs, to
determ abﬂ%&nﬁé(‘?}ﬁ)%éetrevgg&l{%ﬁ)\l/ee p {/g'ir])%fe?l)l &e[’)%@? hgge[hgrﬁﬁmgﬁre&ls}%%ﬁceﬁ query
based aftedultahbve to heaacbledn t he one or nore tag descriptors, and to

comuni cate the one or nore tag descriptors matching the search query to

the interrogation engine; and wherein the interrogation engine is
configured t Gigles 8erahnws anliowgaseoln Be angeayagonswasd apH dtpRgysinedred s ect

based atabbﬁ’ca%si @Hié@féndoébohh@i @@%é@ﬁé&be&ﬂ‘ve&hﬂqém&mmibe{afoftt% pespective

subst ation systemas claimed in claim.l opprisjng a
query t Stbstatian 'ﬂ@fﬁ%eﬁﬁm1@1@”!"!#%%%&?4:?14%@%?9(%3 f‘%é ?f?é?)q% E'B ear ch

resul ts.giso3shohiCarsineicat #sthe! B corizufledi diil Ihtepty amumebewomts 0stast one
of the substations is configured to prowtﬂe a list f t he ttﬁgt ?escrlptors

of tags tiMssaAansyakgy Hr31§3ttﬁ'éesr ES5RRCNPEIY YHP: 8 WQ{ TR ¥6 % '™ & rogati on

engi ne, jh@efielonM0 (pommts/golehd Sud) weB0 (peintsf 852 w54t rengt hs from the
respective tags. 4. The systemas clainmed in claim3, wherein the

interrogation engine is configured to assign the substation for which a
hi gher val ue F@rmagsﬁdm aMrexpandedsvids bhon ares, 856ratiowatin Figuesf 8esiFigwse 86t r engt h

Is r ecel Pwﬁﬁpén(ga%sset lat %%E&g?%o%%éa‘:&idt ’a?e%%g ﬂ%lu%a Rk Qb(gl.nel {g8 el OUNd

the two S armed 1n clairns 3 or 4,
wher ei n dndeatoat) 1d4 8 dinigst resgeativeip whes tUeswambpt pbﬁgaléftaqsnéefr%@ﬁ@@@n e

physi Callncrgése%tf%rﬁ '?8 (6&&585%5 % gb ?Wﬁ%O?Fbr a distributed system. Figure 8f also

shows an increase in the energy consumed and latency incurred of about 1.25 times and
about 1.052 times respectively when the number of smart tags per substation is
increased from 10 (point 858) to 50 (point 862) for a distributed system.

For a centralised system, Figure 8f shows an increase in the energy consumed
and a decrease in latency incurred of about 1.222 times and about 1.006 times
respectively when the number of smart tags per substation is increased from 10 (point
864) to 30 (point 866). Figure 8f also shows an increase in the energy consumed and
latency incurred of about 1.407 times and about 1.086 times respectively when the
number of smart tags per substation is increased from 10 (point 864) to 50 (point 868)

for a centralised system.

It is observed that the increase in energy consumed and latency incurred is
approximately linear with the number of tags, which indicates the scalability of the
system. At the same time, the increase in energy consumed and latency incurred is

smaller for smart tags, allowing for more smart tags per substation to be deployed.



78 6, The systemas clained in any one of the preceding clains, wherein the
base station is configured to designate a space corresponding to the range
of the basestemisa as public or private, and wherein tIreTiSGReNsH0GALi on
engine is configured to process the search query in a manner dependent on
whet her the space is public or private. 7. The systemas clainmed in claim
6, wherein at |east one of the tags is configured to designate the
respective physical object as public2sr private, and wherein the

i nterrogation engine is configured to process the search query in a manner
dependent on whether the physical object specified by the search query is
public or prir¢éhehe al&)veTB@ItSMﬁttleém@&igrcbfadpm‘MI protacbla) e deldympfimalvret ei n t he

interro tlone i.ne f d t I
0o bi Ay gp Seleiofoie PG Gis Be S8 e Rl B, BuBel tiergy TSI
publ i c afittiersy bod Etawyinolzepredyiatreos pireless Sx@sterﬁhemawmeﬁh%lsertqr@ﬁh@ﬁj I n any
one oF clal m?‘rre@né ?r*pil)ies rgfntﬂe%lﬁ.'ujentteﬁ{ 5r9 LA, RBRERE, b tQQH%Ith'dFéad to

S p

i nstruct f& nar formif the ysi cal object
speci fi eﬂpbysl\tdﬁFlQeﬁusclh nqtmhsyr\fleé fonthe delay 9%1%@@611 goergy apimalgeioeler and t he
physi cal object specified by the search query is located in a private space
associ ated wi th anot her user. The systemas clainmed in any one of the

precedi ng cl diuier, \A’?rllér@isﬁw?%éhqtrﬁ é'ﬂf"ﬁ@%‘tt|36Wn%ri©||'cﬁ%n(‘(¥o‘f?ﬁrli’%@§h'%‘f?d by

i nt errogg;ebgﬂg%mbme@rvg,t,tqgghtsopt| m zed for energy, latency, or both. 12.
A nmet hod for Searching physical objects having one or nore tags di sposed

respectively thereon, the nethod conpri sing:
The system as described above is simple to install and easy to use. The system

uses natural human language for inputting of queries and presenting search results,
which allows a user to interact with the system at ease. In addition, the system is robust
to reconfiguration of physical spaces and requires minimal changes when such

reconfigurations occur.

Further, security may ensure that the system is not vulnerable to unauthorized
access. Privacy may ensure that the movement and locations of privately owned objects
cannot be continuously tracked and objects labelled private can only be searchable by

their owners, while objects labelled public can be searchable by anyone.

The system also allows searching of physical objects across wide areas e.g.
office buildings, university campuses or across a city. Search results can be returned
quickly and the search process can utilize system resource such as bandwidth energy

etc as efficiently as possible.

It will be appreciated by a person skilled in the art that numerous variations
and/or modifications may be made to the present invention as shown in the specific
embodiments without departing from the spirit or scope of the invention as broadly
described. The present embodiments are, therefore, to be considered in all respects to

be illustrative and not restrictive.

It is appreciated by a person skilled in the art that the system may not only relate
to searching of physical objects within a single locality. The system may be able to



interrogating, by an interrogation engine of a base station in response to
a search query for at |east one physical object, one or nore substations
wi t hi n a wanga/armsand t he base station; r equest iPag/Saadere@ei vi ng,
by the one or nore substations, in response to the interrogating, one or
nore tag descriptors fromthe one or nore tags |located within a range
around at | east one of the substations; determ ning, by the one or
nore substations, whether the respec2sd ve physical objects match the search
uery based at least in part on the tag descriptors receive r t he one
gr rr)t/)r eS\npgH;bothyide area Se%éﬁlﬂ”fﬁ?f?%%? i“ﬁﬁ?CWeFFFQF}Brn%bJ%qS Wﬁﬂ’% ageu[?g ations to
t he i nt grdifsaht 19Ba1BBE i dMa @motd18edvérs whaiehy ititnusdrivanaoiececs qoenydranagn

descriptors t ching the search ery, and t i i t he

int erro@ﬁ’lt\’%ﬁn‘i%ﬁb‘?%g‘"o%stﬁﬁg B%yg&étzagﬁ%}% may bg Use Fgﬁ Cgp ﬁ%ﬁéﬁgy @ egst one
physi cabagtbitatidnsbasktdueat tbedsdls iopetiart This relveorld éackkiopeonaywflspRXplocat i on of
the respective, substati . o] +&l Al I I further
conpris H&'Q&?ﬁW?PR&“%ecg‘ﬁB’r f’/&% earsmlbﬁ\éﬁr’%%g'r‘ g?(ﬁg\/ﬁt ?’Hg%t v!gﬂ%ggﬁggbﬁ%gry and
for di spystgm magroseamvdde gespaphical ar29. 14. The nethod as clained in clains 12
or 13, further conprising providing, by the one or nore substations to the
interrogation engine of the base station, respective values indicative of
signal strengths fromthe respective tags received by the substation. 15.
The method as claimed in claim 14, further conprising utilizing the

i nterrogation engine For assigning to the substation for which a higher
val ue, anong two or nore substations, indicative of signal strength is
provi ded, to at |east one of the tags |ocated within the range around the
two or nore substations.



16. The method as clained in clains 14 or 15, wherein the tag descriptors
conpri se descriptions of the respective physical objects the tags are

di sposed on. 17. The method as clained in any one of clains 13 to 16,
further conprising configuring the base station to designate a space
corresponding to the range of the base station as public or private, and
further conprising utilizing the intZtrogation engine to process the search
query in a manner dependent on whether the space is public or private. 18.
The nethod as clainmed in claim17, further conprising configuring at |east
one t &g MMSdesi gnate the respective physical object as public or private,
and further conprising utilizing the interrogation engine to process the
search query in a manner dependent on whether the physical object specified
by the search query is public or private. 19. The nethod as clainmed in
claims 17 Qkyslém fdruedbigihg pRYEal 6bj8ds bdvild @Heng nidi€ tighiBpsR@Addpedtivengi ne for

I nstr gefebNAndéysRhpdonristhgsearch result in a binary formif the physical

obj ect speC|f|ed by the search query is public and is located in a private

space:  2nIDROFUNHIR ELALIEG: LnACANS O LT Adnad b1 Lher
compr i 5 é&ﬁﬂagoneo@gm 5 bl 8P, O8RS o0 o Bel e g 1 Sol 2y of

sear chiresdul ecified by the

sear cfPYORFA ggfjgﬂr RRf 8{%/1105%%08&%136 a&?w@tt%e&@ ad?@r and the physical object
specified by the search query is |ocated in a private space associated with
anot her usklase sotionaranged g C%‘%‘"‘(‘:‘P5?%6““?15%?“6%0%6%1”5?‘ﬁ‘sa rqRee ROy

f ur t h@e bassi#ptiosialg optim zing an interrogati on engi ne protocol for energy,

| at ency, or both. An apparatus for facilitating searching of physica
obj ect s haani ingrrogeioarengine ecstdigsindhsipss edtisreaplaonfigety td ineregae, inhe appar at us
conpr iespdnge to a search qaerpapeifyingtat Gastooa bt th padsitad objeomuhe sdfseatinnd Witline or nor e
subst @t irn3s atoas@tiRbavd dthiion, & debn@theaviuitd tHehe [dasme phaditdBbjcanPecified an

i nt er pyoGatdHeh |RE) @qeodaféalvctmgmeraartgfaea@aﬁ@th%&@sbb&we@n&t&mi igured to
interrogate, in response to a search query speci fying at | east one of the
physi cal O\Pme‘?&h%he $id&r Age Qlbs {59 s and! n‘e‘a@ére b0t g4 F‘ercé“vé“% WagLher, the at
W“MW%PE h&3he SSRGS %hﬁ% %&%& aGHELY aml%&ﬁthn

th ocati on of

the a ?eég%cfw?)ﬂ & r@}fz }éﬁse rlS QB?W 3 gcf‘ etaStI‘%B ! Opﬁhe partS’ Iy
descr‘iaﬁfj‘E?F“BtPrsaa” t@a‘PFE’HJ! e ot 'Bweﬁa&r ST At %aﬁr%wewot he
inter Bdﬁ@ﬁﬁﬁ“@haﬁﬂ%’ﬁ?%n1the one or nore substations.

wherein the interrogation engine is configured to determine a location of the at least one
physical object based at least in part on the descriptor of the location of the respective substation.

2. The system as claimed in claim 1, further comprising a query terminal for inputting the
search query and for displaying search results.

3. The system as claimed in claims | or 2, wherein at least one of the substations is
configured to provide a list of the tag descriptors of tags located within the range around the
substation to the interrogation engine, together with a value indicative of signal strengths from
the respective tags.

4. The system as claimed in claim 3, wherein the interrogation engine is configured to
assign the substation for which a higher value, among two or more substations, indicative of
signal strength is received, to at least one of the tags located within the range around the two or
more substations.

5. The system as claimed in claims 3 or 4, wherein the tag descriptors comprise descriptions
of the respective physical objects the tags are disposed on.



30 24. The apparatus as clained in claim23, wherein the interrogation
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anong two or nore substations, indicative of signal strength is received, to
at |east one of the tags |ocated within the range around the two or nore
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query is public and is located in a private space.

9. The system as claimed in any one of claims 6 to 8, wherein the interrogation engine is
configured to instruct display of a search result in a binary form if the physical object specified
by the search query is privately associated with one user and the physical object specified by the
search query is located in a private space associated with another user.

I1. The system as claimed in any one of the preceding claims, wherein the interrogation
engine comprises an interrogation engine protocol optimized for energy, latency, or both.

12. A method for searching physical objects having one or more tags disposed respectively
thereon, the method comprising:

interrogating, by an interrogation engine of a base station in response to a search query
for at least one physical object, one or more substations within a range around the base station;

requesting and receiving, by the one or more substations, in response to the interrogating,
one or more tag descriptors from the one or more tags located within a range around at least one
of the substations;

determining, by the one or more substations, whether the respective physical objects
match the search query based at least in part on the tag descriptors received from the one or more
tags; and

communicating, by the one or more substations to the interrogation engine of the base
station, the one or more tag descriptors matching the search query; and

determining, by the interrogation engine of the base station, a location of the at least one
physical object based at least in part on the descriptor of the location of the respective substation.

13. The method as claimed in claim 12, further comprising utilizing a query terminal for
inputting the search query and for displaying search results.
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4. The method as claimed in claims 12 or |3, further comprising providing, by the one or
more substations to the interrogation engine of the base station, respective values indicative of
signal strengths from the respective tags received by the substation.

5. The method as claimed in claim [4, further comprising utilizing the interrogation engine
for assigning to the substation for which a higher value, among two or more substations,
indicative of signal strength is provided, to at least one of the tags located within the range
around the two or more substations.

16. The method as claimed in claims 14 or |5, wherein the tag descriptors comprise
descriptions of the respective physical objects the tags are disposed on.

17. The method as claimed in any one of claims 13 to 16, further comprising configuring the
base station to designate a space corresponding to the range of the base station as public or
private, and further comprising utilizing the interrogation engine to process the search query in a
manner dependent on whether the space is public or private.

18.  The method as claimed in claim 17, further comprising configuring at least one tag to
designate the respective physical object as public or private, and further comprising utilizing the
interrogation engine to process the search query in a manner dependent on whether the physical
object specified by the search query is public or private.

19.  The method as claimed in claims 17 or 18, further comprising utilizing the interrogation
engine for instructing display of a search result in a binary form if the physical object specified
by the search query is public and is located in a private space.

20.  The method as claimed in any one of claims 17 to 19, further comprising utilizing the
interrogation engine for instructing display of a search result in a binary form if the physical
object specified by the search query is privately associated with one user and the physical object
specified by the search query is located in a private space associated with another user.

22.  The method as claimed in any one of claims 12 to 21, further comprising optimizing an
interrogation engine protocol for energy, latency, or both.

23.  An apparatus for facilitating searching of physical objects having one or more tags
disposed respectively thereon, the apparatus comprising:

a base station configured to communicate with one or more substations located within a
range around the base station; and

an interrogation engine residing in the base station and configured to interrogate, in
response to a search query specifying at least one of the physical objects, the one or more
substations, to determine whether the at least one physical object specified by the search query is
located within the range around the respective substations, and to determine a location of the at
least one of the physical object based at least in part on a descriptor of a location of the one or
more substations received by the interrogation engine from the one or more substations.
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24. The apparatus as claimed in claim 23, wherein the interrogation engine is configured to
assign the substation for which a higher value, among two or more substations, indicative of
signal strength is received, to at least one of the tags located within the range around the two or
more substations.

25.  The apparatus as claimed in claim 23 or 24, wherein the base station is configured to
designate a space corresponding to the range of the base station as public or private, and wherein
the interrogation engine is configured to process the search query in a manner dependent on
whether the space is public or private.

26. An apparatus for facilitating searching of physical objects having one or more tags
disposed respectively thereon, the apparatus configured to communicate a descriptor of a
location of the apparatus to an interrogation engine of a base station, to request and receive one
or more tag descriptors from the one or more tags, to determine whether the respective physical
objects match a search query specifying at least one of the physical objects, based at least in part
on the one or more tag descriptors, and to communicate the one or more tag descriptors matching
the search query to the interrogation engine.

27.  The apparatus as claimed in claim 26, wherein the apparatus is configured to provide a
list of the tag descriptors of tags located within the range around the apparatus to the
interrogation engine, together with a value indicative of signal strengths from the respective tags.
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