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SECRET SHARED DATABASE JOINS USING SORTING

CROSS-REFERENCES TO RELATED APPLICATIONS

[0001] The present application claims priority from and is a PCT application of U.S.
Provisional Application No. 63/334,531, entitled “SECRET-SHARED DATABASE JOINS
USING SORTING™ filed April 25, 2022, the entire contents of which are herein incorporated

by reference for all purposes.
BACKGROUND

[0002] The secret sharing technique allows different parties to see the result of joins
in their respective database table without compromising the security of each party’s
individual database table. For example, consider a situation where party A and party B both
have user data. Each party generally does not want their user data to be shared with the other
party but may want to perform a query (such as a join) on each other’s data. By using secret
share database join, party A or party B would be able to access the joined database table
without revealing their own private database table to each other. Therefore, it is desirable to

provide techniques to perform joins of secret shared databases in a variety of situations.
SUMMARY

[0003] One embodiment of the disclosure includes a method of performing a secret-
shared join of a first database table and a second database table stored respectively on a first
computer and a second computer. The method comprises of performing, by the first
computer, a multi-party computation in conjunction with the second computer: storing the
first database table having a first column and a second column, the first column used to join
the first database table and the second database table, wherein the second database table
includes the first column and a third column, wherein the first column is a matching column
between the first database table and the second database table; distributing shares of the first
database table to the second computer , wherein the second computer distributes shares of the
second database table to the first computer; modifying first values of the of the matching
column of the first database table by appending a first identifier that indicates the first values
correspond to the first database table, thereby generating first modified values; modifying

second values of the matching column of the second database table by appending a second
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identifier that indicates the second values correspond to the second database table, thereby
generating second modified values, wherein a modified value includes (1) a first value or a
second value and (2) either of the first identifier or the second identifier; generating an
unsorted list that includes the first modified values and the second modified values; sorting
the first modified values and the second modified values of the unsorted list to create a sorted
list; determining a bit vector by comparing a current modified value of the sorted list to a
previous modified value to determine whether the current modified value is a matching value,
wherein a bit value in the bit vector specifies whether a row having the matching value of the
first database table and a row having the matching value of the second database table are to
be combined in a combined row of a combined database table; and

generating the combined database table using the bit vector, values of the second column of

the first database table, and values of the third column of the second database table.

[0004] These and other embodiments of the disclosure are described in detail below.
For example, other embodiments are directed to systems, devices, and computer readable

media associated with methods described herein.

[0005] A better understanding of the nature and advantages of embodiments of the
invention may be gained with reference to the following detailed description and

accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] FIG. 1 shows an exemplary one-to-one database join between two database
tables.

[0007] FIG. 2 shows an exemplary one-to-many database join between two database
tables.

[0008] FIG. 3 shows a flowchart corresponding to a secret-shared database join

method according to some embodiments.

[0009] FIG. 4 shows exemplary tables of sorted and unsorted values of matching

columns from a first database table and a second database table.

[0010] FIG. 5A shows exemplary tables and bit vectors according to some
embodiments.

[0011] FIG. 5B shows exemplary tables with row notations.

[0012] FIG. 6 shows an upstream method of duplication using a tree.

2



WO 2023/211581 PCT/US2023/015568

[0013] FIG. 7 shows a downstream method of duplication using a tree.

[0014] FIG. 8 shows exemplary servers doing a secure multi-party computation on

database tables.

[0015] FIG. 9 shows a flowchart corresponding to performing a secret shared

database join on shared databases.

[0016] FIG. 10 shows a block diagram of an example computer system usable with

systems and methods according to embodiments of the present disclosure.

TERMS
[0017] Prior to discussing embodiments of the disclosure, some terms can be
described in further detail.
[0018] A “database join” may refer to two or more database tables being joined on

“matching values™ of a “matching column”. A “primary key” or “matching column” may
refer to a database field (column) from each database that is being used to join between two
databases. For example, a first database may be joined with a second database using a
common field (i.e., a field that exists in both databases), more specifically using values that
are common to both databases in the common field (matching column). The values inside the
matching column of the (irst database table can be dillerent than the values inside the
matching column of the second database table. The values that match within the matching
columns of the two databases can be referred as “matching values™ or “primary values™. A
“private set intersection” (PSI) may refer to a database join performed between two or more
computers (each storing a respective database table) without exposing their raw data to the

other computers.

[0019] A “‘server computer” may include a powerful computer or cluster of
computers. For example, the server computer can include a large mainframe, a minicomputer
cluster, or a group of servers functioning as a unit. In one example, the server computer can
include a database server coupled to a web server. The server computer may comprise one or
more computational apparatuses and may use any of a variety of computing structures,

arrangements, and compilations for servicing the requests from one or more client computers.

[0020] A “multi-party computation” (MPC) may refer to a computation that is
performed by multiple parties. Each party, such as a computer, server, or cryptographic
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device, may have some inputs to the computation. Each party can collectively calculate the

output of the computation using the inputs.

[0021] A “‘secure multi-party computation” (secure MPC) may refer to a multi-party
computation that is secure. In some cases, “secure multi-party computation” refers to a
multi-party computation in which the parties do not share information or other inputs with
each other. Determining a PSI can be accomplished using a secure MPC. The inputs from
each computer in an MPC may be secret shares of a value that is known to one computer. For
example, a first computer can split a database value into multiple secret shares and distribute
the shares among the computers. Only the first computer may know how to assemble the
shares to reconstruct the database value. One way to generate the shares is by selecting a
random number and then taking an XOR of the random number and a value of an individual

database table, which can be done independently for each value in a database.

[0022] The term “secret sharing” can refer to any one of various techniques that can be
used to store a data item on a set of computers such that each computer cannot determine the
value of the data item on its own. As examples, the secret sharing can involve splitting a data
item up into shares that require a sufficient number (e.g., all) of computers to reconstruct

and/or encryption mechanisms where decryption requires collusion among the computers.

[0023] A “client computer” may refer to a computer that uses the services of other
compulters or devices, such as server computers. A client computer may connect o these
other computers or devices over a network such as the Internet. As an example, a client
computer may comprise a laptop computer that connects to an image hosting server in order

to view images stored on the image hosting server.
DETAILED DESCRIPTION

[0024] Secret sharing techniques can allow different computers to see the result of
joins in their respective database tables without compromising the security of each
computer’s individual database table. Prior to joining, the values of the individual database
tables used for joining are secret shared among the different computers, where the shares
(also referred to as secret shares) from different computers are used to obtain the values of the
individual database tables. The shares of the individual database tables may further be used
by the computers to perform a secret-shared database join. After a secret-shared database

Join, each computer can obtain a share of values of the joined database table.
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[0025] Certain techniques of performing a secret shared database join are limited.
Only database tables with unique matching columns are able to perform secret shared
database join. This severely limits the type of database tables that can be joined using secret
sharing, as only database tables with one or more unique matching columns can be joined. To
solve this problem, embodiments can perform a database join that allows secret shared
database join between a database table with a unique matching column and a database table

with a non-unique matching column (i.e., one that contains unbounded repeats of values).

[0026] Embodiments can perform a secret shared database join by first obtaining
some or all the values of the matching columns of the two database tables, where the
matching column of a first database table is unique, and the matching column of a second
database table can be unbounded. The values of the first database table and the second
database table can be modified by appending a first identifier and a second identifier, where 0
represent the first identifier and 1 represent the second identifier, to create modified values.
Each identifier represents which database table the values are from. The modified values can
be stored in an unsorted combined table (also referred to as an unsorted combined list). For
example, if the first database table has unique values for the matching column of {a, b, c, e},
and the second database table has unbounded values of the matching column of {b, b, ¢, d,
e}, then embodiments can modify and combine these values to create modified values of {ao,

bo, co, eo, b1, by, c1, d1, e1} in the unsorted combined (join) table.

[0027] The computers can sort on the unsorted combined table where a modified
value from the first database table comes first, and modified values from the second database
table that match the modified value of the first database table come next. For example, for the
unsorted combined table {ao, bo, Co, eo, b1, b1, ¢1, d1, e1}, the sorted combined table can be
{a0, bo, b1, b1, co, c1, eo, e1, di}, where b1 comes after bo but before co because b1 matches with
the bo. The sorting is also applied for modified values c1 and e1 from the second database

table.

[0028] The computers can compare the modified values inside the sorted combined
table to produce a bit vector, where a value of 0 indicates there is no matching value from the
second database table to the first database table, and a value of 1 indicates there is matching
value from the second database table to the first database table. The bit vector is determined
by comparing the modified values of neighboring rows in the sorted combined table. For
example, the embodiments can output a bit vector of {0,0, 1, 1,0, 1, 0, 1, 0} for a sorted
combined table {ao, bo, b1, b1, co, c1, eo, e1, d1}, as b1 matches with bo, c1 matches with co, and

e1 matches with eo.
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[0029] The computers can combine one or more values of one or more other columns
of a row that has a matching value from the first database table with one or more values of
one or more other columns of one or more rows having the matching value in the second
database table according to the bit vector {0, 0, 1, 1,0, 1, 0, 1, 0}. Effectively, the matching
values in the row of the first database table are combined with matching values of the row of
the second database table. Having a value 1 in the bit vector indicates that there is a match of
the current value between the first database table and the second database table. Therefore,
whenever a bit vector has a value of 1, the row of the first database table can be combined
with the row of the second database table on a matching value. For example, for the sorted
combined table {ao, bo, b1, b1, co, ¢1, eo, €1, di} and the bit vector {0, 0, 1,1, 0, 1,0, 1, 0}, the
row of the first database table with the matching value bo would be combined with the rows
of the second database table with the matching value b1, as the bit vector for those b1 values
have a value of 1. Once at least some of the rows from the first database table with matching
values are combined with the second database table, the combined rows could then be copied

to a combined database table.

[0030] In some embodiments, the computers can combine rows of the matching
values from the first database table with the second database table using a tree. In such a tree,
each leaf node indicates a value of the sorted combined table. Using a first set of functions,
the node values in the tree can then be updated from leaf nodes to a root node of the tree
during a so-called upstream processing phase. After the root node is updated, and using a
second set of functions, the tree can then be updated from the root node to the leaf nodes
during a so-called downstream processing phase. During this downstream processing phase,
rows of the matching values of the first database table can be combined with the rows of the
second database table that have matching values as the first database table. The combined

rows may then be copied to a combined database table.

L DATABASE JOIN

[0031] A database join, or inner join, may involve two database tables joining on
matching columns between the two database tables. There are many other operations that are
useful in finding a relationship between two database tables, such as union, intersection, outer
join, and etc. Among the operations used to find the relationship between two database tables,
one of the most commonly used operations is inner join. The inner join first determines
matching rows from the two database tables by determining values that match as between

columns of the two database tables (so-called matching columns). These matching rows of
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the two database tables are then joined based on the matching columns to create rows of a

combined database table.

A. One-To-One Database Join

[0032] A database join may be a one-to-one join where matching columns of both
database tables are unique. A unique matching column is a column with no repeats of the
values in that column. Therefore, when performing a join between the two database tables
with unique matching columns, the matching row of one database table is related to exactly

one row of another database table.

[0033] FIG. 1 shows an exemplary one-to-one database join where a first database
table 102 and a second database table 104 are combined on matching values of the matching
columns (labeled as the “primary key” column in FIG. 1) to produce a combined database
table 106. The primary key column of the first database table 102 and second database table
104 are unique matching columns. The matching rows of the two database tables are

combined into the rows of the combined database table 106.

[0034] A database table may be comprised of series of columns. For example, the
first database table 102 is comprised of values1 column, values2, column, and a “primary
key” column. The second database table 104 is comprised of “primary key” column and
values3 column. The first database table is joined with the second database table along the

matching columns “primary key” to produce the combined database table 106.

[0035] The combined database table 106 does not include rows where “primary key™
values do not match between the first database table 102 and the second database table 104.
Therefore, in the example of FIG. 1, only the matching rows where “primary key” values of
the first database table 102 and the second database table 104 match, such as rows with
values “a” and “g” in the combined database table 106, are in the combined database table
106. These rows are determined by combining matching rows of the first database table 102
with matching rows of the second database table 104 on matching “primary key” values.
Since the names of the matching columns (primary key) f(or the [irst database table and the
second database table are the same, they are combined into one column in the combined
database table 106.

[0036] In the example shown in FIG. 1, the values “a0” from values1 column and
“al” from values2 column of the first database table 102 are from the same row as the value

“a” [rom the “primary key” column. In the second database table 104, the value “a3” (rom
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values3 column is in the same row as “a” from “primary key” column. Since the first
database table 102 and the second database table 104 are joined over the “primary key”
columns, the combined database table 106 would combine the matching rows of the first
database table 102 with matching rows of the second database table 104 where the “primary
key” values match. For example, since the “primary key” value “a” matches for both the first
database table 102 and the second database table 104, values “a0” from values1 column, “al”
from values2 column, “a” from “primary key” column, and “a3” from values3 column will be
combined into one row. The combining of matching rows from the first database table 102

and the second database table 104 is also applied to the matching “primary key” value “g”.

10037] Each matching row of the first database table 102 is related to exactly one
matching row of the second database table 103. For example, there is exactly one row from
both the first database table 102 and the second database table 104 with the matching
“primary key” value “a”. There is also exactly one row from both the first database table 102

and the second database table 104 for the matching value “g”.

B. One-To-Many Database Join

[0038] A database join may be a one-to-many join, where a matching column of one
database table is unique while a matching column of another database table can be
unbounded (i.e., can be repeated). Therefore, when performing a join between a first database
table with a unique matching column and a second database table with unbounded matching
column, each matching row of the first database table is related to one or more rows of the

second database table.

[0039] FIG. 2 is an example of a one-lo-many database join. FIG. 2 shows a database
join between two database tables, where the “primary key” column for both tables are used as
matching columns to join a first database table 202 and a second database table 204. The first
database table 202 has a unique “primary key™ column. The second database table 204 has an

unbounded “primary key” column.

[0040] In the combined database table 206, the rows where “primary key™ values do
not match between the first database table 202 and the second database table 204 are not
included in the combined database table 206. Only the matching rows where “primary key”
values of the first database table 202 and the second database table 204 match, such as rows
with values “a” and “g” in the combined database table 206, are in the combined database
table 206. These rows are determined by combining matching rows of the first database table

202 with matching rows of the second database table 204 on matching “primary key” values.
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The second database table 204 can have rows with duplicate matching “primary key” values,
such as rows with the value “a”. In this case, the rows of the first database table 202 with the
matching primary key values can be used multiple times to combine with the rows of the

second database table 204 with duplicate matching “primary key™ values. Since the names of
the matching columns (primary key) for the first database table and the second database table

are the same, they are combined into one column in the combined database table 206.

[0041] For example, in FIG. 2, rows with primary key values “a” and “g” match for
the first database table 202 and the second database table 204. In the first database table 202,
the values “a0” from values1 column and “al” from values2 column are from the same row
as the value “a” from the primary key column. In the second database table 204, there are
three rows with value “a” from the primary key column, having values “a3*”, “a3”, and “a3!”
respectively. Since the first database table 202 and the second database table 204 are joined
over the primary key columns, the combined database table 206 would combine the matching
rows of the first database table with matching rows of the second database table where the
primary key values match. The second database table 204 has rows with duplicate matching
primary key value “a”. Therefore, the rows of the first database table 202 with the matching
primary key value “a” is used multiple times to combine with the rows of the second database
table 204 with duplicate matching “primary key” values “a”. For example, the matching row
of the first database table 202 with values “a0” from values1 column, “al” from values2
column, “a” from primary key column is used three times to combine with matching rows of
the second database table 204 with value “a” from the primary key column and values “a3*”,
“a3”, and “a3!” from values3 column. The combining of matching rows from the first
database table 202 and the second database table 204 is also applied to the matching “primary
key” value “g”, but in this case there is only one row in the second database table 204 having

a value for primary key “g”.

[0042] It can be seen that each matching row of the first database table 202 is related
to one or more matching rows of the second database table 204. For example, there is exactly
one row from the first database table 202 but three rows from the second database table 204
with the matching “primary key” value “a”. There is exactly one row from both the first
database table 202 and exactly one row from the second database table 204 for the matching
value “g”. A one-to-many database join brings lots of flexibility compared to one-to-one join.
For example, in the case of a database table that stores information relating to user activity
such as accessing various network services, a database join between an encrypted user table

(unique user information) and an encrypted action table (many actions per user) is most likely
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to need a one-to-many database join because — for this example - any given user can be
expected to access more than one network service, thus conducting more than one action, or

even perform the same action multiple times for the same network service.

I1. PERFORMING SECRET SHARED DATABASE JOIN

[0043] As seen in FIG. 1 and FIG. 2, performing a join between two database tables
generally accesses all the elements in both database tables. This may not be a problem if the
datasets are owned or controlled by a single computer. However, if the database tables are
owned or held by different computers, both computers would need to reveal their private
database tables to each other to perform a join operation. Exposing private database tables is
undesirable. To address this issue, secret shared database joins that use secure multi-party

computation can be used to join private database tables.

[0044] Generally, secret share database joins are useful when there is data in a private
database table on one computer and data in private database table on another computer, and
each computer does not want to give access to their own private database table to the other
computer. For example, consider a situation where computer A and computer B both have
user data. They do not want to share their user data to each other but may want to perform a
query (such as a join) on each other’s dala. By using secret share database join, the computer
A or the computer B would be able to access the joined database table without revealing their

own private database table to each other.

[0045] FIG 3 shows a flowchart corresponding to a secret-shared database join
method according to some embodiments. Step 305 combines the values from matching
columns (o generale an unsorled combined table. Step 310 sorts the values in the unsorted
combined table to create a sorted combined table. Step 320 compares the values in the sorted
combined table to generate a bit vector. Step 330 combines the matching rows of the first
database table 202 with matching values to the matching rows of the second database table
204 with the matching values using the bit vector and copy the combined rows to a combined
database table 206. Step 340, once the combined database table 206 is computed, secret

shares of the combined database table 206 can be provided to each server.

[0046] In step 305, the values of matching columns of two database tables are
combined to create an unsorted combined list (also referred to as a table). For example, in
FIG. 2, the values of the matching column of the first database table 202 “a”, “b”, and “g”
and the values of the matching column of the second database table 204 ““a”, “a”, “i”, “g”, “a”

are combined. All the values of the matching column of the first database table 202 can be
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stored first, and all the values of the matching column of the second database table 204 can

come after.

[0047] Prior to storing values in the unsorted combined table, the values of the
matching columns of the first database table and the second database table can be modified
by appending a first identifier and a second identifier, where 0 represent the first identifier
and 1 represent the second identifier, to create modified values of the matching columns.
Each identifier represents which database table the modified values are from. After
modifying and combining the values, the unsorted combined table would include {ao, bo, go,

ai, a1, i1, g1, a1}. Details of such modifying are provided in later sections.

[0048] In step 310, once the values of the matching columns of the two database
tables are combined to create the unsorted combined table, the modified values inside the
unsorted combined table are sorted to create a sorted combined table. The modified values
inside the unsorted combined table are sorted in such a way where a modified value from the
first database table comes [irst, and modified values from the second database table thal are
equivalent to the modified value of the first database table comes next. For example, since
“ao” of the first database table 202 and three “a1” of the second database table 204 match,
“ao” from the first database table 202 would come first and the three “ai” of the second
database table 204 would come next. The generation of sorted combined table from the
unsorted combined table is further described below with reference to FIG. 4. Because both
database tables are secret shared, the sorted combined table will also be secret shared among
the parties, and the sorting will also be done securelv (e.g., by techniques described in Koji
Chida, Koki Hamada, Dai Ikarashi, Ryo Kikuchi, Naoto Kiribuchi, and Benny Pinkas. “An
Efficient Secure Three-party Sorting Protocol with an Honest Majority™. Crypiology ePrint
Archive, Report 2019/695, 12 June 2019)

[0049] In step 320, each value inside the combined table is compared to its previous
neighboring value (e.g., the left neighboring value when the first database table has unique
values in the matching column and the first database table has a lower computer identifier
than the second database table). The result of the comparison is recorded in a bit vector. The
bit vector indicates whether the current value from the second database table has a matching
value in the first database table. The bit vector may have a length equal to a sum of a number
of rows from the first database table and a number of rows of the second database table. A bit
value of 0 indicates there is no match, and a bit value of 1 indicates there is a match. Because

the first value of the combined table would not have a value to compare to, the first value of
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the bit vector will always be assigned 0 to start. Further details with regards to generating a
bit vector will be described below with reference to FIGS. SA-5B.

[0050] In step 330, once the bit vector is formed, the rows of the matching values of
the first database table are combined with the rows of the matching values of the second
database table. For example, the bit vector may be used to identify when the rows of the
matching values of the first database table are combined with the rows of the matching values
of the second database table. Using the bit vector to determine which rows to combine will be
described below with reference to FIGS. 5A-5B. Once the matching rows of the first database
table have been combined with the matching rows in the second database table, the combined

rows may be copied to the combined database table.

[0051] In step 340, once the combined rows have been copied into the combined
database table, the secret shares of the combined database table may be distributed in a
variety of ways. For example, the shares can be used as an individual database table for
another secret shared join, or they may be combined by a server to access the values of the

combined database table.

III. SECRET SHARED DATABASE JOINS

[0052] The secret shared database join is a multi-party computation in which all the
parties, or servers, perform each step in secret shared database join. Prior to performing a
secret shared database join, the individual database tables that are used to join and output a
combined database table are secret shared. The shares of the individual database tables are

given to each computer performing a secret shared database join.

[0053] The shares of the individual database can be generated in various ways. One
way to generate the shares is by selecting a random number and then taking an XOR of the
random number and a value of an individual database table, which can be done independently
for each value in a database. The random number or the XOR difference can be sent to the
other computer. Multiple random numbers can be used when there are more than two
compulters. Another way Lo generale the shares is by generaling random values in such a way
where the addition or the multiplication of the random values can result in the value of the
individual database table. For example, if there are three secret shares need to be generated
for three computers, then two shares can be randomly generated, and the values of these two
shares can be subtracted or divided by the value of the individual database table. This can be

done independently for each value in the database. The listed two methods can require that
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the number of shares needed to reconstruct the secret or value of the database is equal to the

number of shares that are split into.

[0054] The shares of the individual database can be generated in various ways
without the limitation of having the number of shares needed to reconstruct the secret to be
equal to the number of shares that are split into. One way is by using additive-shamir
technique. The additive-shamir can sample a random polynomial function (p(x) = ao + ar*x +
... a1*x*7) with the highest degree being the minimal number of shares to reconstruct a
secret (k) minus one. Each share can have a value xi = p(i) fori =1,...,n, where n is the total
number of shares that are split into. The secret or the value of the individual table can be the
result of the function for input 0 such that p(0) = secret. Using a polynomial interpolation,
any number of shares greater than or equal to k can be used reconstruct the polynomial
function to find the value of p(0), or the secret. Another way is by using replicated secret
sharing, or additive-replicated technique. For some random value d, total number of shares n,
and minimum number of shares to reconstruct a secret k, the random values x1,..., Xd-1 can be
randomly generated such that x4 =x - x1 - ... - x4-1, where x is a secret value. Each party or
computer can have some unique subset of x1,...,xd such that for all subsets of size k, these k

subsets will have all of the values x1,... x4, which can be used to reconstruct the secret.

[0055] The individual database tables that the different parties use can be secret
shared in a variety of ways. One way is to use an output database table of the secret shared
join in one instance as an input database table of the secret shared join in another instance.
Another way can be the computer holding a complete individual database table distributing
the shares of the individual database table to other parties directly. Details regarding secret
sharing of the individual database tables and the output database table are further described

below with reference to FIG. 8.

[0056] The secret-shared database joins may be comprised of three steps: sorting,
comparing, and duplicating. Because the individual database tables are secret shared among
the servers, the join between the two individual database tables requires identifying which
values from the second database table match with the first database table on matching
columns. In order to determine which values match, the values of the matching columns of
the two database tables may be sorted and compared to determine a bit vector. Once the bit
vector is determined, the servers can use the bit vector to determine the matching values and
combine the rows of the matching values from the first database table to the second database

table. The combined rows can then be duplicated into a combined database table.
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A. Sorting

[0057] FIG. 4 shows an exemplary table of an unsorted combined table 406 and a
sorted combined table 408 of matching columns from a first database table 402 and a second
database table 404. The first database table 402 match with the first database table 202 in
FIG. 2, and the second database table 404 match with the second database table 204 in FIG.
2. The values of the matching columns (“primary key™) of the first database table 402 and the
second database table 404 are combined into the unsorted combined table 406, which are

sorted to generate the sorted combined table 408.

[0058] In the first database table 402, the values under the primary key column are
“a”, “b”, and “g”. In the second database table 404, the values under the primary key column
are “a”, “a”, “1”, “g”, and “a”. Since the primary key column is the matching column, the
primary key values of both database tables are [(irst combined to generale the unsorted
combined table 406. All the values of the matching column of the first database table 402
come first, and all the values of the matching column of the second database table 404 come

after.

[0059] Prior to combining the values to generate the unsorted combined table 406, the
values of the matching columns of [irst database table and the second database table, or the
primary key values of the first database table and the second database table, are modified by
appending first identifiers and second identifiers, where 0 represent the first identifier and 1
represent the second identifier, to create modified values. The subscripts in the unsorted
combined table 406 represent identifiers that indicate which database table it came from. For
example, “ao” in the unsorted combined table 406 would be the matching value “a” from the

first database table.

[0060] The unsorted combined table 406 then goes through a sorting operation where
a modified value of the first database table comes first, and modified values of the second
database table that match with the modified value of the first database table come next. For
example, since the first modified value of the first database table is “ao™, this is appended first
and the next modified values that are appended would be the values of the second database
table that match “a”. Therefore, in the sorted combined table 408, this is represented as {ao,
ai, a1, ai,... } since there are three “ar” modified values in the second database table. If there
is no match, then the current modified value of the first database table 402 is appended and
the next modified value of the first database table 402 is used to check if there are matches in

the modified values of the second database table 404. For example, since there is no modified
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value “b1” in the second database table 404, the modified value “bo” is appended and the next
modified value “go” of the first database table 402 is checked to see if there is a matching
modified value in the second database table 404. The sorting is applied to all the modified

values in the unsorted combined table 406 to generate the sorted combined table 408.

[0061] Because both the first database table 402 and the second database table 404
are secret shared, the modified values of the unsorted combined table 406 would also be
secret shared, and the sorting must be done in a secure setting. The secure sorting protocol
may be done using techniques described in Koji Chida, Koki Hamada, Dai Ikarashi, Ryo
Kikuchi, Naoto Kiribuchi, and Benny Pinkas. “An Efficient Secure Three-party Sorting
Protocol with an Honest Majority”. Cryptology ePrint Archive, Report 2019/695, 12 June
2019.

B. Comparison

[0062] FIG. 5A shows exemplary combined tables which are used to generate bit
vectors. The values inside a first sorted combined table S02A are compared to produce a first
bit vector 502B. The values inside a second sorted combined table 504A are compared to

produce a second bit vector S04B.

[0063] The values inside a sorted combined table are compared to generate a bit
vector. Comparing the values of a bit vector always involve looking at adjacent (previous)
elements of the sorted combined table. The bit value 1 indicates there is a match for the
current value between the first database table and the second database table. The bit value 0
indicates there is no match for the current value between the first database table and the
second database table. In the example below, the previous element is considered (o be to the
left for ease of illustration. The bit vector may have a length equal to a sum of a number of

rows from the first database table and a number of rows of the second database table.

[0064] If the left adjacent value is from the first database table and the current value
1s from the second database table, and the values match, then the current bit will have a value
ol 1. If both left adjacent value and current value are [rom the second database lable, and the
values match, then the left adjacent bit is copied to the current bit. This is because if the left
adjacent bitis 1, it means that the left adjacent value matched with the value from the first
database table. Since the left adjacent value is the same as the current value, it means that the
current value has a match with the value from the first database table. However, if the left
adjacent bit is 0, it means that the left adjacent value was not able to match with the first

database table, and since the current value has the same value as the left adjacent value, there
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is no match with the first database table. In all other cases where the values do not match, the
current bit will have a value of 0. Also, by default, any bit vectors will have a default value of
0 as its first element, as there is no value to the left for the first combined table value to

compare.

[0065] For example, in the first sorted combined table 502 A, the first value is “ao™.
Since the first value “ao” does not have any value to the left to compare it with, the first bit
vector 502B will have its first element to be 0. The second value of the first sorted combined
table S02A has value “a1”. Since the first value of the first sorted key value pair 502A has a
value “ao”, the first value and the second value match. This will give the second value of the
first bit vector to have a value of 1. as the two values matches, and are from different
database tables. The row having the matching value in the first database table can match with
multiple rows having the matching value in the second database table. Since both the second
and third values of the first sorted combined table 502A are from the second database table,
and the values (a1) match, the second value of the first bit vector S02B is copied to the third
value of the first bit vector 502B, which is 1. The fourth value of the first bit vector 502B will
also have a value of 1, since the third value and the fourth value of the first sorted combined
table 502A are from the second database table and match. However, the fourth and fifth
values are different, as the fourth value has a value of “a1” while the fifth value has a value of
“bo”. Therefore, the fifth value of the first bit vector S02B would have a value of 0. These
comparison between the values will continue until all the values inside the first sorted

combined table 502A are compared.

C. Duplication

[0066] FIG. 5B shows exemplary tables with row notations. The first database table
506 matches with the first database table 202 in FIG. 2, the second database table 508

matches with the second database table 204 in FIG. 2, and the combined database table 510
matches with the combined database table 206 in FIG. 2. Each row in the database tables is

denoted with row notations to indicate the rows of the primary key values.

[0067] Once the values inside a bit vector are determined, then rows of the first
database table with matching values are combined with the rows of the second database table
with matching values. The row having the matching value in the first database table can
match with multiple rows having the matching value in the second database table. For
example, the row v_ao of the first database table 506 with a matching primary key value “a”

will be combined on the matching primary key value “a” to the row v_ai of the second
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database table 508 with a matching primary key value “a”. After v_ao of the first database
table is combined with the row v_ai of the second database table 404, the combined row
(v_a’) is copied to the combined database table 510. Since there are three v_ai rows in the
second database table 508 the row of the first database table 506 (v_ao) will be combined
three times to the three v_ai rows of the second database table 508. The combined database
table 510 would have three combined rows (v_a’) with the matching primary key value of

[T

a

[0068] Since the values inside a sorted combined table are secret shared, the bit vector
is be used to determine which values need to be copied. Having a bit value 0 from a bit vector
indicates that there is no matching value in the first database table for the current value. Since
there is no matching of the current value, embodiments move to next bit until bit value 1

comes.

[0069] Having a bit value 1 from a bit vector indicates that there is a match of the
current value in the [irst database table. If the le(t adjacent bit value is 0 and the current bit
value is 1, then the row of the left adjacent value is copied to the row of the current value. For
example, in the first bit vector S02B, the first value is 0 and the second value is 1. The row
(v_ao) of the matching value (first value) is combined with the row (v_ai) of the matching
value (second value). In another example, in the first bit vector 502B, the second value is 1
and the third value is 1. The row (v_ao) of the matching value (second value), which is
obtained previously from the first value, is combined with the row having the matching value
(third value) of the second database table. The rows of the matching values are combined to
create combined rows. The combined rows are then duplicated to the combined database

table 206.

[0070] The first database table 506 and the second database table 508 can be joined to
generate the combined database table (e.g., combined database table 510) in various ways.
One way to perform a join is to copy all the rows of the second database table 508 to the
combined database table 510, and copy and combine the rows of the first database table of
matching values to the combined database table 510. The rows that do not have matching
values can be deleted from the combined database table 510. Another way to perform a join
is to combine rows of the first database table 506 of matching values and rows of the second
database table 508 of matching values, and copy the combined rows to the combined

database table 510.
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[0071] When the rows are combined for including in the combined database table
510, the combined rows would have values of {v_a’,v_a’,v_a’,v_g’}, wherev_a’ andv_g’
indicates combined rows of the first database table and the second database table with

matching values “a” and “g”.

[0072] However, there are cases where a row having the matching value from the first
database table is combined multiple times to the rows of the matching value from the second
database table. For example, for the second sorted combined table S04 A, there is one
matching value “ao” where the row having the matching value (v_ao) is combined with seven
rows of the matching value (a1). This is also indicated in the second bit vector 504B where
only the first value is 0 and the rest of the bit vector values have a value of 1. Combining the
matching row (v_ao) one by one will result in a linear number of steps (n) and a linear
runtime (O(n)). This is computationally inefficient. To solve this, a tree can be used to
combine the rows of the matching values from the first database table to the second database

table.

IV.  DUPLICATIONS USING A TREE

[0073] Combining of the matching rows from a first database table to a second
database table can be done using a tree to increase the efliciency in computation. The tree can
be a binary tree whose nodes have at most two child nodes, which are referred to as a left
child node and a right child node. A node without any child node is called a leaf node, and a
node without any parent nodes is called root node. The algorithm using a tree to combine the
matching values of the first database table to the second database table is separated into two

phases: an upstream phase and a downstream phase.

[0074] The upstream phase consists of updating the parent nodes starting from the
leaf nodes all the way up to the root node. For example, the leaf nodes (602A — 602H) will
have initial values which will be used to update parent values (e.g., nodes 603A — 603D), and
the updates will continue until all the way up to the root node (605A). Each node in the tree
will be updated with an array of three values using a first set of functions that is described in
detail with reference to FIG. 6. Updating the nodes in the tree has a logz(n) number of steps,

with a logarithmic runtime of O(logz(n)).

A Upstream Phase

[0075] FIG. 6 shows an exemplary tree 600 that performs upstream method of
duplication. Leaf nodes (602A — 602H) of the tree 600 are comprised of values inside a
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sorted combined table 606A. Each node in the tree has an array of three values: node’s
current item (v), node’s product bit (p), and node’s left-most bit (1). For ease of illustration,
the example is for a left-most bit, although the order can be swapped, and a right-most bit can

be used. The array for each node is determined according to the first set of functions.

[0076] The sorted combined table 606 A matches with the first sorted combined table
502A from FIG. 5A, and a bit vector 606B matches to the first bit vector 502B from FIG. SA.
The sorted combined table 606A is comprised of values x1,... ,xn, where each subscript
number represents the index of the table and x represents the element at the index. For
example, the x1 of the sorted combined table 606A indicates the first value ao, x3 indicates the
third value a1, and etc. Similarly to the sorted combined table 606A, the bit vector 606B is

comprised of values y1,...,vn where y1 represents the first value 0, y3 represents 1, and etc.

[0077] Each tree node is associated with an array of three values (v, p, 1): item value
(v), product bit (p), and left most bit (I). A leaf node i is given the initial item value of xi of

the sorted combined table 606 A, the product bit (p) ol yiof the bit vector 606B, and the lelt

most bit (1) of yi of the bit vector 606B.

[0078] As an illustrative example, a first leaf node 602A has an item value (v) of ao
corresponding to x1 of the sorted combined table 606A. The first leaf node 602A will have a
product bit (p) of 0 corresponding to y1 of the bit vector 606B, and the left most bit (1) of O
corresponding to y1. The second leal node 602B has an item value ol a1 corresponding (o x2
of the sorted combined table 606A. The second leaf node will have a product bit (p) of 1
corresponding to y2 of the bit vector 606B, and the left most bit (1) of 1 corresponding to y2.

[0079] A third leaf node 602C has an array of (ai, 1, 1), fourth leaf node 602D has an
array of (a1, 1, 1), fifth leaf node 602E has an array of (bo, 0, 0), sixth leaf node 602F has an
array of (go, 0, 0), seventh leaf node 602G has an array of (g1, 1, 1), and eighth leaf node
602H has an array of (i1, 0, 0), where each item value (v) in a leaf node corresponds to the it
element in the sorted combined table 606A and each product bit (p) and left most bit (1)

corresponds to the i element in the bit vector 606B.

[0080] After the leaf nodes are updated, arrays of nodes (v, p, 1) in upper level of the
tree can be determined. In particular, given child arrays where a lefl child has an array (vo, po,
lo) and a right child has an array (v1, p1. 11), the parent node has an array (v’, p’, I’) according

to the first set of functions where

v’ = V(1 x0R py}
P’ =Dp1*Po
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l'=lo

[0081] As an illustrative example, consider a node 603 A with two child nodes 602A
and 602B. From the earlier example, the left child node 602A has the item value (vo) of ao,
the product bit (po) of 0, and the left most bit (lo) of 0. The right child node 602B has the item
value (v1) of a1, the product bit (p1) of 1, and the left most bit (11) of 1. The array of three

values can be obtained by applying the functions:

v = V{1 xoRp} = V{1x0R1} = Vo = Qo
p=p1*pp=1+0=0
l’zl():O

Therefore, the node 603 A has an item value (v’) of ao, a product bit (p’) of 0, and a left most
bit value of 0.

[0082] A node 603B has an array of (a1, 1, 1) with a left child node 602C with an
array of (a1, 1, 1) and a right child node 602D with an array of (a1, 1, 1), a node 603C has an
array of (go, 0, 0) with a left child node 602E with an array of (bo, 0, 0) and a right child node
602F with an array of (go, 0, 0), and a node 603D has an array of (i1, 0, 1) with a left child
node 602G with an array of (g1, 1, 1) and a right child node 602H with an array of (i1, 0, 0) by

using the first set of functions.

[0083] A node 604A has an array of (ao, 0, 0) with a left child node 603 A with an
array of (ao, 0, 0) and a right child node 603B with an array of (a1, 1, 1), and a node 604B has
an array of (i1, 0, 0) with a left child node 603C with an array of (go, 0, 0) and a right child
node 603D with an array of (i1, 0, 1) by using the first set of functions. A node 605A has an
array of (i1, 0, 0) with a left child node 604 A with an array of (a0, 0, 0) and a right child node
604B with an array of (i1, 0, 0) using the [irst set of [unctions.

[0084] The upstream computations are done for each level of the tree, determining an
array (v, p, 1) for every node in the tree until the root node. The item values of the nodes after
upstream computations can be seen in FIG. 6. The following computations of nodes can be
processed in parallel, which results in a runtime of O(log2(n)). Once all the nodes of the tree
are updated by the upstream phase, the downstream phase will push values back down the

tree to the leaves, starting at the root.

B. Downstream Phase
[0085] The downstream phase consists of updating the children nodes starting from

the root node all the way down to the leaf nodes. The nodes in the tree have already been
20



WO 2023/211581 PCT/US2023/015568

updated with arrays of three values from the upstream phase, and the downstream phase uses
the arrays from the upstream phase to update item values of the nodes. For example, the root
node (705A) and its children nodes (704A and 704B) will have initial array of three values

(v, p, 1), which will be used to update the values of the children nodes (704A and 704B). Each
node in the tree will be updated with an updated item value (v) using a second set of
functions that is described in detail in FIG. 7. Updating the nodes in the tree for the

downstream phase has a logz2(n) number of steps, with a logarithmic runtime of O(log2(n)).

[0086] FIG. 7 shows an exemplary tree with node item values after performing a
downstream method of a duplication. As the downstream phase starts from the root to the leaf
nodes, the tree nodes are updated according to operations that determine a node’s item value

(v), product bit (p), and left-most bit (1).

[0087] Starting from the root node all the way down to the leaf nodes, the nodes will
be updated according to following rules: given some internal parent node with an array(v’, p’,
1), aleft child node of the parent node with an array (vo, po, lo), and a right child node of the
parent node with an array (vi, p1, 11), the item values of the left child node (vo”) and the right

child node (v1”) will be updated according to the second set of functions

vy =if (I, = 1) then v, else v,

vy =if (pp = 1) thenv', else vy

That is, the updated item value of the left child node (vo’) will have parent’s item value (v’) if
its left most bit (lo) is 1. Otherwise, it keeps its original item value (vo). The updated item
value of the right child node (v1’) will have parent’s item value if the product bit of the left
child node (po) is 1. Otherwise, it will have the left child node’s original item value (vo). Once
the item values of the children nodes are updated, other values of the children nodes, such as

product bit (p) and left most bit (1), are no longer used.

[0088] As an illustrative example, a node 705A has an item value (v’) of i1. A left
child node 704 A has an item value (vo) of ao, product bit (po) of 0, and left most bit (Io) of 0.
A right child node 704B has an item value (v1) of 11, product bit (p1) of 0, and left most bit
(1) of 0. These values are determined by the upward phase that updated every node with
arrays (v, p, 1) in FIG. 6. Applying the second set of functions used to obtain the updated item
value of the left child node 704A, since lo is not equal to 1, the updated item value of the left
child node (v’0) will have its original value vo (a0). For the updated item value of the right
child node 704B, since po is not equal to 1, the updated item value of the right child node
(v’1) will have the original item value of the lell child node vo (ao).

21



WO 2023/211581 PCT/US2023/015568

[0089] A node 704 A with an updated item value of ao has a left child node 703 A with
an array (ao, 0, 0) and a right child node 703B with an array (a1, 1, 1). By using the second set
of function, the left child node 703A will have an updated item value of ap and the right child
node 703B will have an updated item value of ao. A node 704B with an updated item value of
ao has a left child node 703C with an array (go, 0, 0) and a right child node 703D with an

array (i1, 0, 1). By using the second set of function, the left child node 703C will have an

updated item value of go and the right child node 703D will have an updated item value of go.

[0090] When pushing values into the leaf nodes, an extra logic is added to the right
child node (v1;), where

vy = if (I = 1) then (if (po = 1) thenv', else v,), else(v,)

That is, if the left most bit of the right child node (1) is 1, then the updated item value of the
right child node (v1’) will have parent’s item value (v°) if the product bit of the left child node
(po) is also 1. Otherwise, it will have the left child node’s original item value (vo). However,
if the left most bit of the right child node (11) is 0, then the updated item value of the right
child node (v1”) will keep the original right child node item value (v1). The item values of the

nodes after downstream computations can be seen in FIG. 7.

[0091] As an illustrative example, a node 703 A has an updated item value (v”) of ao.
The left child node 702A has item value (vo) of ao, product bit (po) of 0, and left most bit (lo)
of 0. The right child node 702B has item value (v1) of a1, product bit (p1) of 1, and left most
bit (11) of 1. The arrays of children nodes are obtained from the upward phase in FIG. 6. The
operation in the second set of function used to determine the left child node (v’o) stays the
same. The updated item values of the left child node 702A (v’0), since lo is not equal to 1, will
have its original item value vo (ac). Applying the updated logic used to obtain the updated
item value of the right child node 702B (v’1), the updated item value of the right child node
(v’1), since its left most bit (11) is 1 and po is 0, will have the item value of the left child node

vo (ao).

[0092] A node 703B with an updated item value of ao has a left child node 702C with
an array (a1, 1, 1) and a right child node 702D with an array (a1, 1, 1). By using the second set
of function, the left child node 702C will have an updated item value of ao and the right child
node 702D will have an updated item value of ao. A node 703C with an updated item value of
go has a left child node 702E with an array (bo, 0, 0) and a right child node 702F with an array
(go, 0, 0). By using the second set of function, the left child node 702E will have an updated
item value of bo and the right child node 702F will have an updated item value of go. Anode
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703D with an updated item value of go has a left child node 702G with an array (g1, 1, 1) and
aright child node 702H with an array (i1, 0, 0). By using the second set of function, the left
child node 702G will have an updated item value of go and the right child node 702H will

have an updated item value of i1.

[0093] When the leaf nodes are updated during the downward phase, the row of the
updated item values are combined with the row of the original item values to create a
combined row. In FIG. 7, the nodes 702B, 702C, 702D are updated with the item value ao
while the node 702G is updated with the item value go. The rows of the updated item value
and original item value are combined to create combined rows. For example, the original item
value of the node 702B is a1 and the updated item value of the node 702B is ao. Since each of
these item values in FIG. 7 are based off of the matching columns of the first database table
402 and the second database table 404, the row of the first database table 402 with the
matching column value ao will be combined with the row of the second database table 404
with the matching column value ai to create a combined row (v_a’). These combined rows
would be duplicated to create a combined database table 206. Since all the combined rows are

secret shared, the combined database table 306 will also be secret shared.

V. SECRET SHARES DISTRIBUTION

[0094] The shares of a combined database table (e.g., combined database table 206)
could be distributed among the servers. The shares may be distributed such that a single share
does not permit the server to identify the values of the combined database table. If the server
wants to access the values of the combined database table, then the server needs to

communicate with other servers to obtain all the shares of the combined database table.

[0095] The individual database tables that the different parties use as inputs for secret
shared database join are both secret shared prior to join. The individual database tables may
be secret shared among the servers in various ways. One way is to use an output database
table of the secret shared join in one instance as an input database table of the secret shared
join in another instance. In such a scenario, each computer may also hold a secret share to the
input database tables. Another way is for the parties with the complete individual database
tables to distribute the shares of the individual database table to the other parties directly. Yet
another way can be that some external parties have already distributed the secret shares of the

individual database tables to the servers before the join.

[0096] FIG. 8 shows three servers (first server 802, second server 804, and third
server 806) that each hold a secret share of a first database table R (R1, Rz, R3), a second
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database table Q (Q1, Q2, Q3), and a combined database table T (T, T», Ts). These servers
may communicate to each other by sending their secret shares to one another to perform an

operation such as join.

[0097] Since the first database table R and the second database table Q are secret
shared, a secret shared database table join can be used to join the two database tables to
output the combined database table T. Because the first database table R and the second
database table Q are secret shared, the secret database join between the two database tables is
performed using multi-party computation involving all three servers. Therefore, every step
involving secret shared database join such as sorting, comparing, and duplicating can be done

among the three servers.

[0098] The output of the secret shared database table join, i.e., the combined database
table T, can also be secret shared, and the shares of the combined database table T may be
automatically distributed among the three servers as a result of the join. If needed, the three
servers can communicate with each other o exchange the shares of the combined database

table T.

[0099] The shares of the combined database table T distributed among the servers can
be used in various ways. One way is to use the shares of the combined database table T as an
input database table for another secret shared database join. Another way is to access the
values in the combined database table T. A server can access the values in the combined
database table T when the server obtains all the shares of the combined database table T. The
shares of the combined database table T can be obtained by the server communicating with
other servers to receive shares of the combined database table. However, the other servers can
deny the request to give the shares to the server and prevent the server from accessing the

values of the combined database table T.

[0100] Embodiments of the disclosure have a number of advantages. Using the
embodiments of the disclosure, a one-to-many secret shared database join is possible. Prior to
this invention, only a one-to-one join secret shared database join was possible, severely
limiting the types of database tables that could be joined together. Distributing the shares of
the combined output also gives more power to each server. Each server, by having a share of
the combined output, has a power to give access to the combined output to other servers.
Therefore, in a situation where combined output may expose important information of a
server, the server can choose not to exchange the share to other servers and prevent other

servers from access to the combined database table.
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[0101] Additionally, the embodiments are fully composable, meaning an output
database table of the secret shared join in one instance can be used as an input database table
of the secret shared join in another instance. This allows the computers to keep doing
operations (e.g. join, intersection, and etc.) over and over while keeping the underlying data
secret. It is also possible to perform a private set union operation as a set of SQL join

operations, since a one to many relationship is allowed.

VI. EXAMPLE METHOD FOR SECRET SHARE DATABASE JOIN

[0102] FIG. 9 shows a flowchart corresponding to performing a secret shared
database join on shared databases. The secret-shared database join of a first database table
and a second database table are stored respectively on a first computer and a second
computer. The secret-shared database join is a multi-party computation method involving the

first computer and the second computer. The method comprises steps 910 through 970.

[0103] As described above, the database tables are secret shared among the two
computers, and potentially additional computers. For example, a value in the first database
table can be split into multiple shares, and each share can be distributed to a different
computer. The first computer can generate shares of the first database table, and the second
computer can generate shares of the second database table. The shares of a database table are
generated such that a single share does not permit a computer to identify the values of the
database table, but can reconstruct the values when a sufficient number of the shares are

combined.

[0104] Step 910 comprises storing the first database table having a first column and a
second column by the first computer, and storing the second database table having a [(irst
column and a third column by the second computer. In some embodiments, the first database
table and the second database table can have more than two columns. For example, the first
database table 202 in FIG. 2 has three columns. The columns in the first database table and
the second database are database fields with specific properties. For example, the first column
can be a database field of “user ID”* and the second column can be a database field of “user
names”. The first database table and the second database table each have first columns, and
the first column can be used to join the first database table and the second database table. The
values inside the first column of the first database table can be different than the values inside
the first column of the second database table. The column that is being used to join between

the two databases is referred as the “matching column™ or “primary key”, and the values
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within the matching column that are the same between the two databases are referred as the

“matching values™ or “primary values”.

[0105] Step 920 comprises the first computer distributing shares of the first database
table to the second computer. The second computer also distributes shares of the second
database table to the first computer. In some embodiments, the shares of the first database
table and the second database table are already distributed prior to storing in the step 910.
The shares of a database table are distributed such that a single share does not permit a
computer to identify the values of the database table. If the computer wants to access the
values of the database table, then the computer needs to obtain all the shares of the database

table.

[0106] Step 930 comprises modifying values of the matching column of the first
database table and the second database table. First values, or values of the matching column
of the first database table, are appended with a first identifier that indicates the first values
correspond to the [irst database table. In some embodiments, the first identifier is indicated
with number 0. The first values and the first identifier are combined to generate first modified
values. Second values, or values of the matching column of the second database table, are
appended with a second identifier that indicates the second values correspond to the second
database table. In some embodiments, the second identifier is indicated with number 1. The
second values and the second identifier are combined to generate second modified values. A
modified value includes (1) a first value or a second value and (2) either of the first identifier

or the second 1dentifier.

[0107] Step 940 comprises generating an unsorted list that includes the first modified
values and the second modified values. The first modified values and the second modified
values can be combined such that all the first modified values of the first database table come
first, and all the second modified values of the second database table come after. The

unsorted list is also referred to as an unsorted combined table.

[0108] Step 950 comprises sorting the first modified values and the second modified
values of the unsorted list to create a sorted list. The values of the unsorted list is sorted
where a first modified value comes first, and second modified values that match with the
corresponding first modified value come next. For example, an unsorted combined table 406
in FIG. 4 has a first modified value of “ao”. This is appended first and the next values that are
appended are second modified values “ai” that match “ao”. Therefore, in the sorted combined

table 408, this is represented as {ao, a1, ai, ai,... }. If there is no match, then the first modified
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value with no match is appended and the next first modified value is used to check if there are
matches with the values in the second modified values. The sorted list is also referred to as a

sorted combined table.

[0109] Step 960 comprises determining a bit vector by comparing a current modified
value of the sorted list to a previous modified value to determine whether a match exists. A
bit value of 0 can indicate there is no match between the current modified value and the
previous modified value, and a bit value of 1 can indicate there is a match. If there is a match,
then this indicates the current modified value is a matching value in the matching column of
the first database and the second database. A bit value in the bit vector specifies whether a
row having the matching value of the first database table, where the row includes values of
the first column and the second column, and a row having the matching value of the second
database table, where the row includes values of the first column and the third column, are to
be combined on the matching value and copied to a row of a combined database table. The bit
vector may have a length equal to a sum of a number of rows in the first database table and a
number of rows of the second database table. In some embodiments, a tree can be used to

combine and copy to the combined database table.

[0110] Step 970 comprises generating the combined database table using the bit
vector, values of the second column of the first database table, and values of the third column
of the second database table. The matching values between the first database table and the
second database table are determined by using the bit vector, where bits indicate if match
exists. The combined database table consists of combined matching rows, or rows of the
matching values of the first database table and the second database table combined on the
matching values. The combined matching rows consist of values of the columns from the first
database table and the second database table, such as values from the first column of the first

database table and the third column of the second database table.

VII. COMPUTER SYSTEM

[0111] Any of the computer systems mentioned herein may utilize any suitable
number of subsystems. Examples of such subsystems are shown in FIG. 10 in computer
system 10. In some embodiments, a computer system includes a single computer apparatus,
where the subsystems can be the components of the computer apparatus. In other
embodiments, a computer system can include multiple computer apparatuses, each being a
subsystem, with internal components. A computer system can include desktop and laptop

computers, tablets, mobile phones and other mobile devices.
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[0112] The subsystems shown in FIG. 10 are interconnected via a system bus 75.
Additional subsystems such as a printer 74, keyboard 78, storage device(s) 79, monitor 76
(e.g., a display screen, such as an LED), which is coupled to display adapter 82, and others
are shown. Peripherals and input/output (I/O) devices, which couple to I/O controller 71, can
be connected to the computer system by any number of means known in the art such as
input/output (I/0) port 77 (e.g., USB, FireWire®). For example, I/0 port 77 or external
interface 81 (e.g., Ethernet, Wi-Fi, or other network interface) can be used to connect
computer system 10 to a wide area network such as the Internet, a mouse input device, or a
scanner. The interconnection via system bus 75 allows the central processor 73 to
communicate with each subsystem and to control the execution of a plurality of instructions
from system memory 72 or the storage device(s) 79 (e.g., a fixed disk, such as a hard drive,
or optical disk), as well as the exchange of information between subsystems. The system
memory 72 and/or the storage device(s) 79 may embody a computer readable medium.
Another subsystem is a data collection device 85, such as a camera, microphone,
accelerometer, and the like. Any of the data mentioned herein can be output from one

component to another component and can be output to the user.

[0113] A computer system can include a plurality of the same components or
subsystems, e.g., connected together by external interface 81, by an internal interface, or via
removable storage devices that can be connected and removed from one component to
another component. In some embodiments, computer systems, subsystem, or apparatuses can
communicate over a network. In such instances, one computer can be considered a client and
another computer a server, where each can be part of a same computer system. A client and a

server can each include multiple systems, subsystems, or components.

[0114] Aspects of embodiments can be implemented in the form of control logic
using hardware circuitry (e.g., an application specific integrated circuit or field programmable
gate array) and/or using computer software with a generally programmable processor in a
modular or integrated manner. As used herein, a processor can include a single-core
processor, multi-core processor on a same integrated chip, or multiple processing units on a
single circuit board or networked, as well as dedicated hardware. Based on the disclosure and
teachings provided herein, a person of ordinary skill in the art will know and appreciate other
ways and/or methods to implement embodiments of the present disclosure using hardware

and a combination of hardware and software.

[0115] Any of the software components or functions described in this application may

be implemented as software code to be executed by a processor using any suitable computer
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language such as, for example, Java, C, C++, C#, Objective-C, Swift, or scripting language
such as Perl or Python using, for example, conventional or object-oriented techniques. The
software code may be stored as a series of instructions or commands on a computer-readable
medium for storage and/or transmission. A suitable non-transitory computer-readable
medium can include random access memory (RAM), a read only memory (ROM), a magnetic
medium such as a hard-drive or a floppy disk, or an optical medium such as a compact disk
(CD) or DVD (digital versatile disk) or Blu-ray disk, flash memory, and the like. The
computer-readable medium may be any combination of such devices. In addition, the order of
operations may be re-arranged. A process can be terminated when its operations are
completed, but could have additional steps not included in a figure. A process may
correspond to a method, a function, a procedure, a subroutine, a subprogram, etc. When a
process corresponds to a function, its termination may correspond to a return of the function

to the calling function or the main function.

[0116] Such programs may also be encoded and transmitted using carrier signals
adapted for transmission via wired, optical, and/or wireless networks conforming to a variety
of protocols, including the Internet. As such, a computer readable medium may be created
using a data signal encoded with such programs. Computer readable media encoded with the
program code may be packaged with a compatible device or provided separately from other
devices (e.g., via Internet download). Any such computer readable medium may reside on or
within a single computer product (e.g., a hard drive, a CD, or an entire computer system), and
may be present on or within different computer products within a system or network. A
computer system may include a monitor, printer, or other suitable display for providing any

of the results mentioned herein to a user.

[0117] Any of the methods described herein may be totally or partially performed
with a computer system including one or more processors, which can be configured to
perform the steps. Thus, embodiments can be directed to computer systems configured to
perform the steps of any of the methods described herein, potentially with different
components performing a respective step or a respective group of steps. Although presented
as numbered steps, steps of methods herein can be performed at a same time or at different
times or in a different order. Additionally, portions of these steps may be used with portions
of other steps from other methods. Also, all or portions of a step may be optional.
Additionally, any of the steps of any of the methods can be performed with modules, units,

circuits, or other means of a system for performing these steps.
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[0118] The specific details of particular embodiments may be combined in any
suitable manner without departing from the spirit and scope of embodiments of the
disclosure. However, other embodiments of the disclosure may be directed to specific
embodiments relating to each individual aspect, or specific combinations of these individual

aspects.

[0119] The above description of example embodiments of the present disclosure has
been presented for the purposes of illustration and description. It is not intended to be
exhaustive or to limit the disclosure to the precise form described, and many modifications

and variations are possible in light of the teaching above.

[0120] A recitation of "a", "an" or "the" is intended to mean "one or more" unless
specifically indicated to the contrary. The use of “or” is intended to mean an “inclusive or,”
and not an “exclusive or” unless specifically indicated to the contrary. Reference to a “first”
component does not necessarily require that a second component be provided. Moreover,
reference to a “[irst” or a “second” component does not limit the relerenced component to a
particular location unless expressly stated. The term “based on” is intended to mean “based
at least in part on.”” When a Markush group or other grouping is used herein, all individual

members of the group and all combinations and subcombinations possible of the group are

intended to be individually included in the disclosure.

[0121] All patents, patent applications, publications, and descriptions mentioned
herein are incorporated by reference in their entirety for all purposes. None is admitted to be
prior art. Where a conflict exists between the instant application and a reference provided

herein, the instant application shall dominate.
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WHAT IS CLAIMED IS:

1. A method of performing a secret-shared join of a first database table
and a second database table stored respectively on a first computer and a second computer,
the method comprising performing, by the first computer, a multi-party computation in
conjunction with the second computer:

storing the first database table having a first column and a second column, the
first column used to join the first database table and the second database table, wherein the
second database table includes the first column and a third column, wherein the first column
is a maiching column between the [irst database table and the second database table;

distributing shares of the first database table to the second computer, wherein
the second computer distributes shares of the second database table to the first computer;

modifying first values of the of the matching column of the first database table
by appending a first identifier that indicates the first values correspond to the first database
table, thereby generating first modified values, wherein a first modified value includes a first
value and the first identifier;

modifying second values of the matching column of the second database table
by appending a second identifier that indicates the second values correspond to the second
database table, thereby generating second modified values, wherein a second modified value
includes second value and the second identifier;

generating an unsorted list that includes the first modified values and the
second modified values;

sorting the first modified values and the second modified values of the
unsorted list to create a sorted list;

determining a bit vector by comparing a current modified value of the sorted
list to a previous modified value to determine whether the current modified value is a
matching value, wherein a bit value in the bit vector specifies whether a row having the
matching value of the first database table and a row having the matching value of the second
database table are to be combined in a combined row of a combined database table; and

generating the combined database table using the bit vector, values of the
second column of the first database table, and values of the third column of the second

database table.
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2. The method of claim 1, wherein the row having the matching value in
the first database table matches with multiple rows having the matching value in the second

database table.

3. The method of claim 1, wherein the sorted list comprises one of the
first modified values followed by one or more second modified values that match the one of
the first modified values.

4. The method of claim 1, wherein the values of the matching column of

the first database table are unique to each other.

S. The method of claim 4, wherein the secret-shared join is a one-to-many

database join, wherein the matching column of the second database table is unbounded.

6. The method of claim 1, wherein the bit vector has a length equal to a
sum of a number of rows in the first database table and a number of rows of the second

database table.

7. The method of claim 1, wherein nodes of a tree are used to combine
the row having the matching value in the first database table with one or more rows of the

matching value of the second database table.

8. The method of claim 7, wherein the tree has an upstream phase for
updating parent nodes starting from leaf nodes to a root node using a first set of functions,
and a downstream phase for updating item values (v) of child nodes starting from the root

node to the leaf nodes using a second set of functions after the upstream phase.

9. The method of claim 8, wherein the first set of functions is used to
update each node of the tree in the upstream phase with an array of three values: node’s
current item (v), node’s product bit (p), and node’s left-most bit (1), wherein the array of three

values is used during the downstream phase to update child nodes.

10. The method of claim 8, wherein the second set of functions specifies
whether a row of an updated item value of a leaf node is to be combined with a row of an

original item value before updating of the leaf node.
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11. The method of claim 1, wherein a share of the first database table is
generated by selecting a random number and then taking an XOR of the random number and

a value of the first database table.

12. A first computer comprising:
a processor;
a network interface; and
a non-transitory computer-readable medium comprising code for instructing
the processor to implement a method of performing a secret-shared join of a first database
table and a second database table stored respectively on the first computer and a second
computer, the method comprising performing, by the first computer, a multi-party
computation in conjunction with the second computer, the method comprising:
storing the first database table having a first column and a second column,
the first column used to join the first database table and the second database table,
wherein the second database table includes the first column and a third column, wherein
the first column is a matching column between the first database table and the second
database table;
distributing shares of the first database table to the second computer,
wherein the second computer distributes shares of the second database table to the first
computer;
modifying first values of the of the matching column of the first database
table by appending a first identifier that indicates the first values correspond to the first
database table, thereby generating first modified values, wherein a first modified value
includes a first value and the first identifier;
modifying second values of the matching column of the second database
table by appending a second identifier that indicates the second values correspond to the
second database table, thereby generating second modified values, wherein a second
modified value includes second value and the second identifier;
generating an unsorted list that includes the first modified values and the
second modified values;
sorting the first modified values and the second modified values of the

unsorted list to create a sorted list;
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determining a bit vector by comparing a current modified value of the
sorted list to a previous modified value to determine whether the current modified value is
a matching value, wherein a bit value in the bit vector specifies whether a row having the
matching value of the first database table and a row having the matching value of the
second database table are to be combined in a combined row of a combined database
table; and

generating the combined database table using the bit vector, values of the
second column of the first database table, and values of the third column of the second

database table.

13. The first computer of claim 12, wherein the row having the matching
value in the first database table matches with multiple rows having the matching value in the

second database table.

14. The first computer of claim 12, wherein the sorted list comprises one
of the first modified values followed by one or more second modified values that match the

one of the first modified values.

15. The first computer of claim 12, wherein the values of the matching

column of the first database table are unique to each other.

16.  The first computer of claim 15, wherein the secret-shared join is a one-
to-many database join, wherein the matching column of the second database table is

unbounded.

17.  The first computer of claim 12, wherein the bit vector has a length
equal to a sum of a number of rows in the first database table and a number of rows of the

second database table.

18.  The first computer of claim 12, wherein nodes of a tree are used to
combine the row having the matching value in the first database table with one or more rows

of the matching value of the second database table.

19. The first computer of claim 18, wherein the tree has an upstream phase

for updating parent nodes starting from leaf nodes to a root node using a first set of functions,
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and a downstream phase for updating item values (v) of child nodes starting from the root

node to the leaf nodes using a second set of functions after the upstream phase.

20.  The first computer of claim 19, wherein the first set of functions is
used to update each node of the tree in the upstream phase with an array of three values:
node’s current item (v), node’s product bit (p), and node’s left-most bit (1), wherein the array

of three values is used during the downstream phase to update child nodes.



