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4 1 Data Decryption Apparatus 5 In a Subscription Tel evision Signal
Regei vitng System This invention is related to the field of digital video 10
signal processing, and nore particularly to apparatus for decrypti
tel evision signal received froma transnission channel such as a b ﬁ@égt
satellite,- for exanple. Subscriber video and television services, such as-
cable and satellite broadcast/receiving systens, often encrypt various 15
broadcast services, such as video and gudio, by neans of a control word or
"key" to limt access to only paid subscribers. The encrypting process at a
transmtter may be in accordance with various techni ques. Sone of these

techni ques are descri bed Wiy d Data Encryption
Al gorithm' AN 20 _X3. %gﬁﬁm']b P%Bffg 5% I onal St ndard for
| nf or mai on etsS sa:rsp&mt wsg,@n ugd eeeIINS a Syskemang |
X3.106-1983. 25 In accordance with the principles of the invention, whén

predeterm ned informati on such as "plaintext".information which is not to
be decrypted is received by decryption apparatus, such

This invention is related to the field of digital video
10 signal processing, and more particularly to apparatus for
decrypting a television signal received from a transmission
channel such as a broadcast satellite, for example.
Subscriber video and television services, such as cable and
satellite broadcast/receiving systems, often encrypt various
15 broadcast services, such as video and audio, by means of a control
word or “key” to limit access to only paid subscribers. The
encrypting process at a transmitter may be in accordance with
various techniques. Some of these techniques are described in
. “American National Standard Data Encryption Algorithm” ANSI
20 X3.92-1981, and in “American National Standard for Information
Systems-Data Encryption Algorithm-Modes of Operation” ANSI
X3.106-1983.

25
In accordance with the principles of the invention, when

predetermined information such as “plaintext” information which
is not to be decrypted is received by decryption apparatus, such
predetermined information is conveyed via the decryption

30 processor rather than being routed around (ie., physically
bypassing) the decryption processor. The normal operation of the
decryption processor is modified so that the input predetermined.
information is conveyed by the decryption processor and appears

unmodified at an output of the decryption processor.
35 ' ,_



predeterm ned information is conveyed via the decryption 3 0O processor
rather than being routed around (ie., physically bypassing) the decryption
processor. The nornal operation of the decryption processor i.s nodified so
that the input predetermned information is conveyed by the decryption
processor and appears unnodified at an output of the decryption processor.
35 2 Brief Description of the Drawings 5 In the drawings: Figure 1 is a
bl ock di agram of decrypting apparatus gccording to the principles of the
present invention. Figure 2 is a block diagramof a satellite video signal
1 0 broadcasting and receiving system including the decrypting apparatus
of Figure 1 in a transport Brigft Defcfiptioneof . thei fraedngs 13 depi ct bl ock
di agranmsg and tabl es which are hel pful in understanding the decrypting
operation of the apparatus shown in Figure 1

In the drawings:

Figure 1 is a block diagram of decrypting apparatus
according to the principles of the present invention.

Figure 2 is a block diagram of a satellite video signal

10 broadcasting and receiving system including the decrypting
apparatus of Figure 1 in a transport unit of Figure 2.

Figures 3-13 depict block diagrams and tables which are
helpful in understanding the decrypting operation of the
apparatus shown in Figure 1. '

15 Figures 14 and 15 respectively show a state diagram and an
associated logic table for an input main state machine in the
system of Figure 1.

Figures 16 and 17 respectivel'y show a state diagram and an
associated logic table for an output state machine in the system of

20 Figure 1.

The decryption apparatus shown in Figure 1 operates in

25 accordance with the Data Encryption/Decryption Algorithm (DEA),
which is a standard algorithm for encrypting and decrypting
digital data as discussed in “American National Standard Data
Encryption Algorithm” ANSI X3.92-1981. In particular, the Figure
1 apparatus operates in an “electronic codebook mode” as

30 described in “American National Standard for Information
Systems-Data Encryption Algorithm-Modes of Operation” ANSI
X3.106-1983. In this example it is assumed that a received input -
datastream contains data from five sources or “services”
associated with a subscription television system, and that the

35 decryption apparatus provides ten decryption keys, two for each
service. The use of two alternate keys for each service



15 Figures 14 and 15 respectively show a state di agram and an
associ ated logic table for an input main state machine in the system of
+~Figure 1. Figures 16 and 17 respectively show a state diagram and an
associated logic table for an output state machine in the systemof 2 0
Figure 1. The decryption apparatus shown in Figure 1 operates in 2 5
accordance with the Data Encryption/ Decryption Algorithm (DEA), which is a
standard al gorithm for encrypting and decrypting digital data as di scussed
in "Amrerican National Standard Data EncByption Algorlthn1 ANS| X3.92-1981.
In particular, the Figure 1 apparatus operates in an "el ectronic codebook
nmode" as 3 0  described in "Anerican National Standard for Infornmation
Syst ems- Dat AAGYANpgeowHYARYOMS: Bmetiribskelf, Bideltisonot aNBrentdy 106-us683. | n
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keys, two fogackadkieyses \d & bihework comprising 56r detryptiorms Hity aadcB service
parity check bits. In the disclosed system, the 8 parity bits are not
used. :

10 An input signal may comprise either encrypted ciphertext
data, or unencrypted plaintext data. In accordance with the DEA
standard, “plaintext” is intelligible text or signals that have
meaning and that can be read and used, and decryption is the
process of transforming ciphertext into plaintext by means of a

15. standard algorithm. The input signal is in the form of a parallel 8
byte datastream of 8 bits/byte. An input 8 byte shift register 10
acquires input data one byte at a time in response to a clock. The
clock signals are not shown to simplify the drawing. Thus 8 bits (1
byte) are clocked into register 10 during each clock cycle,

20 whereby 8 clock cycles are required to fully load register 10 with
64 bits. Elements 12, 14, 16 and 18 form a decryption processor.
The loading of input register 10 is accomplished while the
decryption processor is performing the data decryption algorithm
on 64 bits of data from a previous input cycle. Since the standard

25 data decryption algorithm (as will be discussed) is composed of 16
iterations, and 8 clock cycles are required to load register 10, the
clocking speed of decryption processor elements 12, 14, 16 and 18
is twice as fast as that of input register 10, ie., twice as fast as the
speed of acquiring the next 8 bytes of input data. .

30 The decrypting operation is under the control of a state
machine 20, eg., a microcontroller. State machine 20 may be
programmed to cause the system to wait between decrypting data
while the rest of the next 64 bits of input data is acquired, or it
may be programmed to cause the system to proceed directly to

35 decrypting new data. after completing the decryption of the



3 advantageously allows a given key, which is not currently in use,. 5 to be
nodi fied periodically w thout disrupting current decryption processing
usi ng the other 'key. According to the DEA standard, each key is a 64 bit
word conprising 56 decryption bits and 8 parity check bits. In the

di scl osed system the 8 parity bits are not used. 1 0 An i nput

signal may conprise either ‘encrypted ci phertext data, or unencrypted

pl ai ntext data. In accordance w th theyDEA standard, "plaintext" is
intelligible text or signals that have neaning and that can be read and
used, and decryption is the prqcess of transforn1ng ci phertext into
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instruction to decryption processing elements 12 and 16, and to
output state machine 22. To bypass the decryption operation for
a plaintext data input, state machine 20 causes “I” register 12 to
be loaded from input register 10, then register 12 waits (“idles™)

15 for an interval encompassing the 16 decryption iterations (as will
be discussed in connection with Figure 3) without performing the
iterations, after which the contents of register 12 are passed to
output register 26. Since a final data permutation (inverse
permutation) at the input of output register 26 is predetermined

20 to be the inverse of the initial permutation at the input of register
12, the plaintext output data from register 26 is identical to the
input plaintext data. Thus the decryption bypass function is
advantageously accomplished without resorting to the circuit and
interface complexities which would be associated with the use of

25 switching networks for sw1tchmg the plaintext data around the
decryption processing network.

An input ciphertext/plaintext digital signal received and
processed by the disclosed system is in the form of data packets
including a data component which is subject to encryption, and an

30 associated header component which contains data-identifying
information. The header is not encrypted. The input Bypass
control signal to unit 20 is produced in reponse to a control bit
included in the header of a received data” packet that is sensed by
an input signal processing network (not shown). The Control signal

35 from unit 20 contains information that instructs register 12 to idle



25 data decryption algorithm (as will be discussed) is conposed of 16
iterations, and 8 clock cycles are required to | oad register 10, the

cl ocki ng speed of decryption processor elenents 12, 14, 16 and 18 is tw ce
as fast as that of input register 10, ie., twice as fast as the speed of
acquiring the next 8 bytes of input data. 30 The decrypting
operation is under the control of a state machine 20, eg., a

m crocontroller. State machi ne 20 may ?e programmed to cause the systemto
wait between decrypting data while the"rest of the next 64 bits of input
data is acquired, or it may be programmed to cause the -systemto proceed
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out put 1 0 signak dnput goannitr 26 is ;genenatedi by 20 inpwiesignahiproogpsing
network preceding unit 20 (not shown) that senses the header of
10 a received 8 byte data packet and, after eight bytes are sensed
(indicating that input register 10 is full), generates information on
the Control signal line that causes the output of input register 10
to be loaded into register 12. This information also informs output
state machine 22 that another block of data has entered the data
15 processing pipeline, which data block will be output from shift
‘register 26 under control of -unit 22 after the sixteen-step
iterative decryption process has been completed as will be
discussed. '
Figures: 14 and 15 respectively show a state diagram and an
20 associated logic table for state machine 20. When the Start signal
is received, unit 20 first initializes the decryption system by
loading 64 bit input data from unit 10 to unit 12. Unit 20 then
counts the 16 iterations of the decryption, after which unit 20
waits for the next Start signal. In anticipation of the last Start
25 signal still being present at the end of the decryption process, unit
20 goes to-state “Done-Wait” and waits for the Start signal to
disappear, after which unit 20 waits for the next Start signal. The
13 states associated with the 5-bit data words between 10001
and 11111 are not used and do not occur, since only 19 states are
30 needed as shown in this example.
| Figures 16 and 17 respectively show a state diagram and an
associated logic table for output state machine 22. When unit 22
receives a Done (Not done) control signal from state machine 20, .

that signal indicates that data is being decrypted or is being
35 passed through the apparatus in the bypass mode. Unit 22 then
advances to a Ready state. When state machine 20 signals



instruction to decryption processing elenents 12 and 16, and to out put
state machine 22. To bypass the decryption operation.for a plaintext data °
i nput, state nachine 20 causes "I" register 12 to be | oaded from i nput
register 10, then register 12 waits ("idles") 1 5 for an interval
enconpassing the 16 decryption iterations (as will be discussed in
connection with Figure 3) without performng the iterations, after which
the contents of register 12 are passedg 0o output register 26. Since a final
data pernutation (inverse pernutation) at the input of output register 26
is predetermned 20 to be the .inverse of the initial pernutation at the
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produced incoafeRd. (I & DOk’ Signl lis received while states R1 through RS
are being used, then at the end of the count state machine 22 goes
directly to distributing the next 8 bytes.
The codeword permutations defined by the DEA standard
15 are implemented by a'pr)ropriately arranging the data bits on the
data links interconnecting units 12, 14, 16 and 18 in Figure 1. A
decipher bit selection function performed by unit 18 is
advantageously implemented by a combinational logic network.
Specifically, the bit selection function may be implemented 'by
20 means of a 6-input, 4-output combinational logic arrangement as
will be explained subsequently. The use of combinational logic for
performing the bit selection function is considered to result in
economy of hardware and faster operation of the selection
function compared to the use of a ROM-based Look-Up table, for-
25 example.
Output state machine 22 allows the plaintext output to be
conveyed to the output channel via register 26 one byte at a time
while the next 64 bit sequence is being processed by units 12-18,
and while another 64 bit sequence is being acquired by input
30 register 10. Output state machine 22 may be programmed to
either wait after the last byte of a given sequence has been
conveyed by output register 26 (since the next 64 bits may not
have been completely decrypted), or state machine 22 may
immediately begin distributing the next 64 bit plaintext output
35 sequence. Thus state machine 22 and output register 26 may wait
in the case of data occurring at a '§low or non-uniform rate, or unit



kncluded in the header of a received data packet that is sensed by an input
signal processing network (not shown). The Control signal 3 5 fromunit 20
contains information that instructs register 12 to idle 5 for sixteen
iterations in the plaintext bypass node, as noted 5 above. The Control
signal fromunit 20 also contains information that instructs a nultiplexer
in register 12 to select either the output of unit 10 or the output of unit
18 for processing. The Start signal input to unit 20 is generated by an

I nput 'signal processing network preceding unit 20 (not shown) that senses
the header of 1 0 a received 8 byte data packet and, after eight bytes are
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been conpl etprdcessedi bt bis dot wesplétely decrypted, or if new data is
decrypted and is waiting to be distributed to the output channel
10 via register 26. This is determined in response to, for example,
- Control signal information from unit 20 indicating that a given
block has been decrypted after sixteen iterations.
In the -“bypass” mode, when unencrypted plaintext mput
information is present, the input plaintext information is

15 conveyed from input register 10 to output register 26 via
decryption processdr units 12 and 18, which exhibit modified
operation in this mode. Specifically, the output of unit 18,

- corresponding to block 622 in Figure 6, is not used during the 16
iteration cycle over which decryption is otherwise performed.

20 The bypass mode is facilitated by causing register 12 to idle
during the bypass mode, as follows. When a 64 bit input has been
received in the bypass mode, the decryption processor and state
machine 20 commence operation in substantially' the same way as
during a decryption operating mode. Data is transfered from shift

25 register 10 to register 12 with a permutation of bit positions as
described previously. In each of the 16 iterations of a decryption,
the right half of register 12 gets the previous left half of register
12, and the left half of register 12 gets the output of
combinational logic circuit 18. However, there is only one iteration

30 in the bypass mode. In this one bypass iteration, the right half of
register 12 gets the previous left half of register 12, and the left
half of register 12 gets the previous right half of register 12.
Register 12 maintains its value until output register 26 is ready to
accept data from register 12. Register 12 maintains its value by

35 conveying output to input on each clock. '



Figures 14 and 15 respectively show a state diagram and an 20 associ at ed
| ogic table for state machi.ne 20. \Wen the Start signal is received, unit
20 first initializes the decryption systemby |oading 64 bit input data
fromunit 10 to unit 12. Unit 20 then counts the 16 iterations of the
decryption, after which unit 20 waits for the next Start signal. In
“anticipation of the last Start 25 signal still being present at the end
of the decryption process, unit 20 goeg to state "Done-Wait" and waits for
the Start signal to disappear, after ich unit 20 waits for the next Start
signal. The 13 states associated with the 5-bit data words between 10001
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Ready st at eAm¥¢moant Matiomad hStandxrdsiX$h2s19816 The decryptlon process
is essentially the inverse of the encryption process which is

10 described in more detail below.

The data encryption/decryption algorithm is designed to
encipher and decipher 64 bit data blocks, under control of a 64 bit
key. Deciphering uses the same key that was used for enciphering,
but with the schedule of addressing the key bits altered so that

15 the deciphering process is the reverse of the enciphering process.

A block to be enciphered is subjected to an initial
permutation “IP”, then to a complex key-dependent computation, -
and finally to a permutation IP-!that is the inverse of the initial
permutation. The key-dependent permutation may be defined in

20 terms of a cipher function “f” and a key schedule function “KS.”
Descriptions of computation and enciphering operations are
provided below. The following notation is convenient to an
understanding of the following material. Given two blocks L and R
of bits, LR denotes a block consisting of the bits of L followed by

25 the bits of R. Since concatenation is associative, B1, B2...B8, for
example, denotes-a block consisting of the bits of B1 followed by
the bits of B2 ... followed by the bits of BS.

The enciphering computation is illustrated by Figure 3. The
64 bits of an input block to be enciphered are first subjected to

30 initial permutation IP, as given in table 1 of Figure 4, before being
received by register 12 in Figure 1. The permuted input has bit 58
of the input as its first bit, bit 50 as its second bit, and so on, with

. bit 7 as the last bit. The permuted input block is then input to a
complex, key-dependent computation described by the equations

35 that follow below. The output of that computation, called the
“preoutput”, is then subjected to the permutation given in table 2




that the decryption: process is Done, output state machine 22 5 counts out
the 8 bytes (states S1 through S8). Unit 22 then waits for the Done then
Done signal sequence. If a Done signal is received while the 8 bytes are

- being distributed, unit 22 keeps track of this by finishing the count with
state RL through R8. If at the end of the count the decryption is still not
done, unit 22 goes 1 0 to the Ready state and waits until the decryption
process is conpleted. I'f a Done signal recei ved while states Rl through
R8 are being used, then at the end of ?he count state nmachine 22 goes
directly to distributing thé next 8 bytes. The codeword pernutations
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exanpl B0 of unit 10 to the input of unit 12. Alternatively, this could be
accomplished by using. a logic network. The inverse permutation
performed at the input of output register 26 may be accomplished
similarly.
The computation uses the permuted input block as input to
1'5 produce the preoutput block. Except for a final interchange of
blocks, the computation consists of 16 iterations of a set of
operations including calculation of cipher function f, which
operates on two blocks, one of 32 bits and one of 48 bits, and
produces a block of 32 bits. For example, let the 64 bits of the
20 input block to an iteration consist of a 32 bit block L followed by a
32 -bit block R, so that the input block is designated as LR. If K is a
. block of 48 bits chosen from the 64 bit key, then the output L’R’ of
an iteration with input LR is defined by.
L’=R '
25 "R’=L +f(R,K) (Equation 1)
where in this example “+” denotes bit-by-bit modulo 2 addition.
As stated earlier, the input of the first iteration of the
calculation is the permuted input block. If L’R’ is the output of the
sixteenth iteration, then R’L’ is the preoutput block. At each
30 iteration a different block K of key bits is selected from the 64 bit
key designated as KEY. This is accomplished by selectable 56 bit
shift register 16 in response to the Control signal from unit 20.
Specifically, shift register 16 shifts the 56 bits of the then active
key one or two places for each iteration, as a function of a "
- 35 predetermined. key schedule, and 48 bits are selected each time as
indicated by function “K” at the output of shift register 16. In this



Qutput state nachine 22 allows the plaintext output to be conveyed to the
out,put echannel via register 26 one byte at a tine while the next 64 bit
sequence i s being processed by units 12-18, and while another 64 bit
sequence i s being acquired by input 3 0 register 10. Qutput state machine
22 may be programmed to either wait after the |last byte of a given sequence
has been conveyed by output register 26 (since the next 64 bits may not
have been conpl etely decrypted), or siﬁte machi ne 22 may i nedi ately begin
distributing the next 64 bit plaintext output 3 5 sequence. Thus state
machi ne 22 and output register 26 may wait in the case of data occurring at
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detail. Let KS be a function that takes an integer “n” in the range

10 from 1 to 16 and a 64 bit block KEY as input and yields as output
a 48 bit block Kn, which is a permuted selection of bits from KEY.

Kn=KS(n,KEY) (Equation 2)

Kn is determined by the bits in 48 distinct bit positions of KEY. KS
is called the key schedule because the block K used in the nth

15 iteration of Equation 1 above is the block Kn determined by
Equation 2. As before, let the permuted input block be LR. Let Lo
and Ro be respectively L and R, and let Ln and Rn be respectively

L’ and R’ of equation 1, when L and R are respectively Ln-1 and Rn-

1 and K is Kn. That is, when n is in the range 1 to 16

20 . Ln= Rn-1

Rn = Lan-1 + f(Rn-1,Kn) (Equation 3)

The preoutput block is then R16L16. The key schedule KS produces
the 16 values of Kn that are required for the algorithm, as

. discussed in greater detail in the DEA publication “American

25 National Standard Data Encryptlon Algorithm,” American National
Standard X3.92-1981.

During the deciphering operation performed by the
apparatus of Figure 1, the inverse permutation IP-l.(the final
permutation in Figure 1) which is applied to the preout block is

30 the inverse of the initial permutation IP applied to the input.
From Equation 1 it follows that
' R=L’
L=R’+f(L’K) (Equation 4)
Consequently, to decipher it is only necessary to apply the same
35 algorithm to an enciphered message block, taking care that at. each
iteration of the computation the same block of key bits K is used



Control signal information fromwunit 20 indicating that a given block.has
been decrypted after sixteen iterations. In the "bypass" node, when
unencrypted plaintext input information is present, the input plaintext
information is 1 5 conveyed frominput register 10 to output register 26
via decryption processor units 12 and 18, which exhibit nodified operation
in this node. Specifically, the output of unit 18, corresponding to bl ock
622 in Figure 6, is not used during tP? 16 iteration cycle over which
decryption is otherw se perforned. 20 The bypass node is
facilitated by causing register. 12 to idle during the bypass node, as
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used in the sixteenth iteration. In connection with the above it is
noted that permutations performed at the transmitter/encryptor
are the inverse of permutation performed at the
15 receiver/decryptor. Thus initial permutation (IP) at the decryptor
in Figure 1 has a corresponding inverse pefmutation performed at
the encryptor. |
The sixteen step iteration process (Figure 3) 1nvolves the
calculation of 16 key-dependent cipher functions f(R,K) performed
20 . by combinational logic bit selection network 18 in Figure 1. It
should be understood that f(R,K) are actually decipher functions in
the context of the decryption apparatus of Figure 1. The decipher
functions are the .inverse of the.cipher functions performed at the
transmitter/encoder. Figure 6 shows additional details of network
25 18. Referring to Figure 6, each calculation is performed with
respect to a 32 bit block “R” designated as 610, and a 48 bit block
“K” designated as 616. Block R is one-half of an input 64 bit data
block, and K is a block of 48 bits chosen from a 64 bit key. Block R
is expanded to 48 bits (block 614) by function “E” performed by
30 unit 612, to be compatible with the length of block K when blocks
R and K are combined by unit 626. As noted previously, for each
iteration a different block K of 48 key bits is chosen (permuted)
from the (shifted) 64 bit key according to a predetermined
schedule. _
35 A combinational logic bit selection network 628 includes a
plurality of unique selection functions S1, ... S8 which essentially



Register 12 maintains its value until output register 26 is ready to accept
data fremregister 12. Register 12 maintains its value by 3 5 conveying
output to input on each cl ock. 8 More specific information concerning
the DEA Data 5 Encryption/ Decryption Al gorithm performed by the apparatus
of Figure 1 follows inmmedi ately bel ow, based on the DEA publication
"Anmerican National Standard Data Encryption Al gorithm"™ American National

St andard X3.92-1981. The decryption pragess is essentially the inverse of
the encryption process which is 10 dggcribed in nore detail below The
data encryption/decryption algorithm-is designed to enci pher and deci pher

o4 1 o neGhClie HOHEToP UG Sl o Eon AL el QRGeS 1
the key it fungtien ¥l .se- t B tproduces e unigueneomhipationc ©fs4 i euipné bidver se of
the enci pheiy 1@spoREEID. 6AIMPHRC bitsOrdeRi vl ifedM afl EfclusiiccORe ok an
initial pernutation )P, then to.a ¢ | ex .key-dependent conputation, and
nal 1y Lo BEBEPHG6A0-oThaL 18 ¢46h ols the coelechon cRCHioRs SWpItAes
one set of original bits for another set of bits. The 6 bit to 4 bit
substitution -is in accordance with the DEA standard. The original
10 bits for which the substitution is made are either plaintext bits or
' encrypted bits, depending on whether the operation is being
performed at a transmitter/encryptor or a receiver/decryptor.
More specifically, in Figure 6, block 610 represents an input
data block. to unit 12 of Figure 1, and element E represents an
15 expansion function performed within unit 12 in Figure 1. Block
614 represents a 48 bit output block from unit 12 in Figure 1.
Block 616 represents an output data block from unit 16 of Figure
1 as applied to an input of unit 18 in Figure 1. Network 626,
processor 628 and a permutation function P indicated by element
20 620 are included within unit 18 in Figure 1, which produces an
output 32 bit data block designated by 622 in Figure 6. Elements
612, 614, 620 and 628 of Figure 6 perform the cipher function “f”’
shown in Figure 3. The elements of Figure 6, particularly elements
612, 614, 626, 628 and 620, may be employed in both the
25 encryption and decryption processes.
- In Figure 6, element E denotes an expansion function that
receives an input block of 32 bits and produces an output block of
48 bits. Function E is such that the 48 output bits, written as 8
. blocks of six bits each, are obtained by selecting the input bits in
30 the order indicated by table 3 in Figure 7. Thus, the first three
bits of E(R) are the bits in positions 32, 1, and 2 of R, and the last
two bits of E(R) are the bits in positions 32 and 1. Each of the
unique bit selection functions S1, S2, ...S8 receives a 6 bit input
block and produces a 4 bit output block. This process is illustrated
35 Dby table 4 of Figﬁre 8, which contains values for function S1. If S1
is the function defined by table 4, and B is a block of 6 bits, then



pernutati on. The key-dependent pernutation may be defined in 20 terns of a
ci pher .function "f" and a key schedule function "KS." Descriptions of

conput ation and enci phering operations are provided bel ow. The follow ng
notation is convenient to an understanding of the followng material. G ven
two blocks L and R of bits, LR denotes a block consisting of the bits of L
followed by 25 the bits of R Since concatenation is associative, B1,
B2...B8, for exanple, denotes.a bl ock, gonsisting of the bits of Bl foll owed
by the bits of B2 ... followed by thelgits of B8. The enciphering
conputation is illustrated by Figure 3. The 64 bits of an input block to be
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per nut e® i nrepreserd, tint bage & binary fpm, as number rigt tlm tranget05 & its
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in the range O to 15 and is uniquely represented by a 4 bit block.

10 That block is the output of SI(B) of S1 for input B. For example,.
for binary input 011011 the row is binary 01 (ie., row 1) and the
column is determined by binary 1101 (ie., column 13). In row 1,
column 13, the number 5 appears, so the binary output is 0101.
The complete set of selection functions S1, S2, ... S8 is shown in

15 table 6 in Figure 9. | |

Table 4, which defines selection function S1, may be used as
shown, ie., as shown in the specification of the DEA standard noted
above. However, in the illustrated Figure 1 system, table 4 in
Figure 8 was rearranged as shown in Figure 11 to facilitate the

20 wuse of a combinational logic network rather than Look-Up tables.
Specifically, as shown by the table in Figure 11, the table was
rearranged so that 6 bit input B represents (in base 2) a number
in the range 0 to 63, without altering the order of the bits in B. In
the table of Figure 11, the “Output” represents the quantity S1(B)
25 discussed above. _

' The table of Figure 11 was “further arranged, as indicated by
the table of Figure 12, so that the unique 4 bit ouputs -
(representing numbers in the range 0-16) could be used to
‘determine the four possible 6 bit B inputs (representing numbers

30 in the range 0-63) that produce the output. That is, the table of
Figure 12 represents the relationship between a 4 bit output and
possible 6 bit B inputs. Finally, a Boolean algebra expression was
created that describes the function represented by the table

~ shown in Figure 12. This Boolean expression is used to synthesize
35 a combinational logic circuit, using conventional logic circuit
' design techniques, for the selection function indicated by the table



of Figure 5, which is the inverse of the of the initial pernutation. 5
Thus, the output of the algorithmhas bit 40 of the preoutput block as its
first bit, bit 8 as its second bit, and so on, until bit 25 of the

preout put block is the last bit of the output. The initial pernutation
performed at the input of register 12 nmay be acconplished by rearrangi ng
the wring that connects the output 1 0 of unit 10 to the input of unit

12. Alternatively, this could be acconpjished by using a |ogic network. The
i nverse pernutation perforned at the input of output register 26 may be
acconplished simlarly. The conputati-on uses the permuted input block as

i nput to 15opriguteelzhe?lguﬁsMBplshoWsocﬂe VEDEPicoder for im Pémeifﬁﬁgcmenge of
bl ocks, r# Bc%qjgut atlorn sc.lons 2 a\“ﬁ 6 1t latlon@ Igalyfl e s]{'@i&attlons
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desi gnated &er synthesiging eombinatiopal JOg (GrGHES ar 1aask Ofctltes asher key,
then the oubRtiselecfion®fufbtibh €SB, ON S8, WhHieW Welddtidms fREHBRE dt¢- L' =R 25
R IOf(Rhozvn in table 6 oi( Iiﬂgureoé1 'Hw -described re-arranging of

decryption tables could also be done at a transmitter/encryptor,

but it is not necessary to do so.

The permutation function P yields a 32 bit output block
from a 32 bit input block by permuting the bits of the input block.
15 The permutation function is defined by table 5 in Figure 10. The

output P(L) for the function P defined by this table is obtained

from the input L by taking the 16th bit of L as the first bit of P(L),

the seventh bit of L as the second bit of P(L), and so on until the

~25th bit of L is taken as the.32nd bit of P(L). Assuming S1, ....S8

20 are eight distinct selection functions, P is the permutation function
function, and E is the expansion function. To define f(R,K), blocks
B1, ... B8 are defined as blocks of 6 bits each for which

B1B2 ... B8 =K + E(R). (Equation 6)
‘The block f(R,K) is then defined to be
25 ' P(S1(B1)S2(B2) ... S8(B8)). (Equation 7)

Thus, K+E(R) is first divided into the eight blocks as indicated in
Equation 6. Then each Bi is taken as an input to Si, and the 8
.blocks S1(B1),S2(B2), ... S8(B8) of 4 bits each are consolidated into
a single block of 32 bits that forms the input to P. The output

30 (shown in Equation 7) is then the output of the function f for

' inputs R and K.

In the satellite transmltterlrecelver system of Flgure 2, a .

transmitter section processes signals from-a source 30. In this

_ example source 30 includes a plurality of audio and video sources,

35 eg., including -television signal sources which contain information
in the form of transport packets including a payload data



where in this exanple "+" denotes bit-by-bit nodulo 2 addition. As stated
earlier; the input of the first iteration of the calculation is the
permuted input block. If L'R is the output of the sixteenth iteration,
then RL is the preoutput block. At each 30 iteration a different block K
of key bits is selected fromthe 64 bit key designated as KEY. This is
acconpl i shed by selectable 56 bit shift register 16 in response to the
Control signal fromunit 20. Specifiagl y, shift register 16 shifts the 56
bits of the then active key one or t pl aces for each iteration, as a
function of a 3 5 predeterm ned key schedule, and 48 bits are sel ected

FaCh 1™ GG S dad EtGAR hoc "B GITEN' esebet = 10,
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co?rput at i ondpAsioR, M “ﬁ%&f‘rﬂ E@Jﬁ%’%%é{'aﬁﬁplﬁe?aﬂﬁf?%e Pﬁﬁi@gi on that
takes an i nprpesséd"'by nunite 32rgrl B340 from 1 to 16 and a 64 bit bl ock KEY
as input and yiegfls, 45 AYhPWource 30 are encoded and compressed by a
10 unit 32, which in this example includes MPEG coding apparatus.
MPEG is an international standard developed by the Moving
Pictures Expert Group of the International Standards Organization
for coded representation of moving pictures and associated audio
~ stored on a digital storage medium. Encoded signals from unit 32
15 are provided to a Quaternary Phase Shift Keyed (QPSK) modulator
and FEC (Forward Error Corrector) 34, which encodes the 'signal
with error correction data and QPSK modulates the encoded signal
onto a carrier. Unit 34 performs both convolutional and Reed '
Solomon (RS) coding. Uplink unit 36 transmits the compressed and
20 encoded signal to satellite 40, which broadcasts the signal to a .
selected geographic reception area. In this example satellite 40
operates in two modes, which trade off channel capacity and
transmission power. In one mode, satellite. 40 transmits 16
 channels at 120 watts each, and in other mode transmits 8
25 channels at 240 watts each.
The signal from satellite 40 is received by an antenna
(not shown) and is coupled to an input tuner circuit 44 of a
receiver. An output signal from tuner 44 is QPSK demodulated by
unit 46, decoded by means of units 48, 50 and 52, and applied to
30 a transport processor 56. A QPSK demodulator suitable for use as
unit 46 is commercially available from Hughes Network Systems
of Germantown, MD (integrated circuit type No. 1016212), and
from Comstream Corp., San Diego, California (No. CD 2000).
Transport processor 56 transports a decoded output signal. from
35 unit 52 to appropriate decoders within unit 62 depending upon
the content of the signal from unit 52, eg., audio or video



a 48 bit block Kn, which is a pernuted selection of bits fromKEY. Kn =
KS(.n, KEY) (Equation 2) Kn is determned by the bits in 48
distinct bit positions of KEY. KS is called the key schedul e because the
block Kused inthe nth 1 5 iteration of Equation 1 above is the block Kn
determ ned by Equation 2. As before, let the pernmuted input block be LR
Let Lo and Ro be respectively L and R and let Ln and Rn be respectively L'
and R of equation 1, when L and R aritiespectively.[err] and Rn- 1 and K
is Kn. That is, when n is in the rang to 16 20 [err] =
[err] [err] [err] + [err] (Equation 3) The preoutput block is

then [err] . hinkflof koS LSRG e Sl 2
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Equation 1 idtec%tk(?ﬂvské)t?}t li'&'_ih'gs of available program material for each of
' 10 the several sources, audio and miscellaneous items. A satellite
system typically provides many more channels than broadcast or
cable systems, with many more program listings which
advantageously ' should not be decrypted.
Audio and video output signals from unit 62 are
.15 respectively applied to an audio processor 66, and to an NTSC
television signal video encoder 64 which encodes the video signal
to a format suitable for use by signal processing circuits in a
standard NTSC consumer television receiver 68. The audio signals
from unit 66 are applied to an audio input of receiver 68.
20 A microcontroller 60 responds to an input User Control
- signal, eg., from a remote control device, and operates
interactively with tuner 44, demodulator 46, decoder units 48 and
50, and transport processor 56, as described in detail in a
copending PCT patent application (RCA 87,182) of John S. Stewart.
25 Briefly, microcontroller 60 provides a Frequency control signal to
tuner 44 in response to a user’s channmel selection, causing tuner
44 to tune to the appropriate channel. QPSK demodulator 46
synchronizes with the tuned channel, provides a demodulated
signal to decoder 48, and also provides a Signal Quality control
30 signal to microcontroller 60 indicative of the quality (eg., signal to
noise ratio) of a received signal. Demodulator 46 also provides a
Demodulator Lock control signal to microcontroller 60 indicating
whether or not demodulator 46 is synchronized with the input
signal.
35 Decoder 48 uses a Viterbi algorithm to decode and correct
bit errors in the demodulated signal from unit 46. Decoder 48



L=R + f(L,K (Equation 4) Consequently, to decipher it is
onky necessary to apply the sane 3 5 algorithmto.an enci phered nessage
bl ock, taking care that at. each iteration of the computation the sane

bl ock of key bits Kis used during deci phering as was used during the
enci phering of the 5 block. This concept can be expressed as follows: [err]
= [err] [err] = [err] (Equation 5) where now [err] is the

pernmuted i nput bl ock for the deci pherigg cal culation and LoRo is the
preout put bl ock. That is, for the 10 eci phering calculation with [err]
[err] as the pernmuted input, K16 is used in the first iteration, [err] I n
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coding rates provided at the transmitter. When satellite 40
operates in a low power mode, the transmitted signal uses a rate

10 2/3 error correction code, for example. When satellite 40 operates
in a high power mode, the transmitted signal uses a rate 6/7 error
correction code. A Code Rate control signal, eg., a binary signal
developed by a comparator network in microcontroller 60,
signifies either ‘that the code rate used by decoder 48 should

15 remain unchanged, or should be switched to another programmed
code rate. The Code Rate control signal may instruct decoder 48 to
change the code rate as a function of the Signal Quality signal
which indicates a low quality received signal, or as a function of
the Demodulator Lock signal which indicates that demodulator 46

20 is not locked to (synchronized with) the received signal, coupled
with an Error signal from Reed-Solomon decoder 52 indicating the
occurrence of a decoding error.

If decoder 48 is using an incorrect error correction code rate

for a given input signal, it is unlikely that RS decoder 52 will

25 provide a normal output. An Error signal from decoder 52 will be
analysed with regard to the Signal Quality and Demodulator Lock
signals from demodulator 46. If the latter two signals indicate that
the input signal is of acceptable quality and that demodulator 46
is synchronized with the input signal, it is likely that a decoding

30 error manifested by the Error signal is caused by the fact that
decoder 48 is using a code rate different from that of the received
signal, ie., the error correction code rate of the transmitted signal
was changed at the transmitter. If the Signal Quality or
Demodulator Lock signal indicate a poor quality received signal or

35 lack of demodulator synchronism, the Error signal may be due to
these factors (eg., caused by rain fade) rather than to an incorrect .



cal cul ation of 16 key-dependent cipher functions f(R K) performed 20 by
conbi national logic bit selection network 18 in Figure 1. It should be
understood that f(R K) are actually deci pher functions in the context of
-the decryption apparatus of Figure 1. The deci pher functions are the
i nverse of the cipher functions perfornmed at the transmtter/encoder.
Figure 6 shows additional details of network 25 18. Referring to Figure
6, each calculation is perforned mﬁthlﬁiépect to a 32 bit block "R’
designated as 610, and a 48 bit block ™K" designated as 616. Block Ris
one-hal f of an input 64 bit data block, and Kis a block of 48 bits chosen
fron1a 64 b e B p 48 4 ction
o per(}{ 'cgdb Yate beﬁi% '%s'e? ByPae rtQS NEF%OQPVS'BO&E%E 6@ %}nﬁ theh paction
when' bl cbks WAIkna Rredeicuming éunsy cfare Examining, dCBPET\ﬂ oarsanyl Sfor each
iteration aagiafiherent block K of 48 key bits is chosen (pernmuted) fromthe

(ST oo oSSl o TR s LA il 1,
uni que sel epachetsf socanoorighifal sequedteptimh fesmsnRezd-yolomd blocks
in accordance with known techniques. For this purpose de-

10 interleaver 27 relies upon an 8 bit sync word inserted by the
encoder at the beginning of each RS block, thereby providing RS
block synchronization. The de-interleaved signal is supplied to
Reed-Solomon decoder 28.

15



formthe basis of the cipher/decipher function. Each selection 5 function
S1,.... :S8 produces a uni que conbination of 4 output bits in response to 6
i nput bits received froman exclusive-OR |l ogic network 626. That is, each

of the selection functions substitutes one set of origi ' t her
set of bits. The 6 bit to 4 bit substitution is in acc+[]i!lﬂ|l“i“[1ﬂlll$ﬂﬂDEA
standard. The original 1 0 bits for which the substitul I'6 nade are

ei ther plaintext bits or encrypted bi tiSg dependi ng on whether the operation
is being performed at a transm tter/encryptor or a receiver/decryptor. Mre
specifically, in Figure 6, block 610 represents an input data block, to
unit 12 of Engithe 1. and elenent  E represents an 1 5 expansion function

per f or withrnunit 12 in-Figure 1.. Block 614 represents a 48 bit out put
bl ock fromunit 12 in Figure 1. Block 616 represents an output data bl ock

fromunit 16 of Hi.glir & kysterapfor edcdiving, ifromt aotomminittions Felemell.

Net wor k 626, process.or .and a, pernutati.on fancti P i ndi cat

el enent 20 & é’i@e‘ér?&"ﬁ |ﬁb€e‘&ad\M4"ﬁ?§F t lﬂgl‘ﬁdﬁlnéi Sﬁ&eypf?&mmcta(%&&[%ces an

out put 32 banddatmencrypkediciifpratationy d@astneam gpracedsing eapparatéd?2, 614,

620 and 628c3§mﬁégmﬁ 6 performthe cipher function "f" shown in Figure 3.
0 Igute 6

The el enents - , particularly elenents 612, 614, 626, 628 and 620,
may be ldhpl oyed inpwotmeans fors regeivingt said Jatastseamyt i on processes.

information decryption means for receiving signals

containing encrypted and unencrypted information from said
input means, said decryption means (a) in a normal first .mode
exhibiting normal decrypting operation in response to a received

15 signal containing encrypted information, and (b) in a second mode
exhibiting modified operation in response to a received 'signal
containing unencrypted information such that said unencrypted
information is-conveyed via said decryption means essentially
unaltered to -an output of said decryption means; and

20 output means for conveying signals from said output of said
decryption means to an output channel.

Qo

2. Apparatus according to claim 1, wherein
said apparatus in included in a subscription satellite
25 Dbroadcast system for broadcasting information from a plurality of
sources including a plurality of unencrypted program guides and
decryption keys.

- 3. Apparatus according to claim 1, wherein
30 said input means comprises an input shift register;
said output means comprises an output shift register;
- said decryption means includes an input storage device for
receiving data from said input shift register; and



[n Figure 6, elenent E denotes an expansion function that receives an.input
bl ack of 32 bits and produces an output block of 48 bi | '
such that the 48 output bits, witten as 8 blocks of six bits each, are
obtained by selecting the input bits in 30 the order ummmllf ﬁmmme 3
in Figure 7. Thus, the first three bits of E(R) are th ns
32, 1, and 2 of R and the last two bits of E(R. are thé bfts"ir pdsifions
32 and 1. Each of the unique bit sel egtgon functions S1,.S2, ...S8 receives

a 6 bit input block and produces a 4 bit output bl ock. This process S
illustrated 3 5 by table 4 of Figure 8, which contains values for function

S1. If Sl is the shimcae@ﬂypdﬁfd rhﬂéahy 3iionth ﬁélfitﬁei Sda?eab|pé‘ihuﬁﬁt16n|§i ts,
t hen n:i13 (#é IS det p ows.. The fi lastf bits of B5
represe ge“%”ﬂ? ;§F§ ﬁn‘iluu‘l?bé?lq ¢ r‘Qﬂ 8 5 18T et that

nunber lprésc'i'hhedn d[tbsfaflowvltlnomls pﬂrf&mmg esadt itératioasg é?ftea nunber in
the .range 0 lﬁcﬂl5 llgll!e? lt QﬁEa r&i%bﬁﬁs (?l ﬂro Ql& acmc?yétlohh b Sigthe
ith row and he Tange d I's unlquely

representedolb‘yp&téls ft mgwar 10 That bI ock is the out put of S1(B) of S1
for input B. For exanple,

10 4. Apparatus atcording to claim 3, wherein
said output shift register conveys data to said output
channel while said decryption means is processing a subsequent
data sequence and said input shift register is acquiring a further
| data sequence. " ' |
15
5. Apparatus according to claim 1, wherein
'said decryption means includes means for performing an
initial data permutation (IP), a key-dependent iterative
computation, -and a final permutation that is the inverse of the
20 initial permutation (IP-1).

6. Apparatus according to claim 1, wherein said decryption
means comprises
' a storage device having a first input for receiving data from
25 said input means, a second input, a first output coupled to said
output means, and second output; and
a’ bit selection network having an input coupled to said
second output of said storage device, and an output coupled to
said second input of said storage device.
30
7. Apparatus according to claim 6, wherein
said bit selection network is responsive to key bits.



for binary input 011011 the rowis binary 01 (ie., row 1) and the col urfn i's
deter mi ned by binary 1101 (ie., colum 13). In row 1Wﬁ&ﬂber
5 appears, so the binary output is 0101. The conpl et of sele

in

ti0o
functions S1, S2, ... S8 is shown in 15 table 6 in FigusheepHas 1%&1-
whi ch defines selection-function S1, may be used as sho - wn '
the specification of the DEA standard noted above. Howe ' t .
in

illustrated Figure 1 system table 4 iyy Figure 8 was redrranged as shown
Figure 11 to facilitate the 20 use of ‘a conbi national |ogic network rather
than Look-Up tables. Specifically, as shown by the table in Figure 11, the

tabl e was rearranged so that ApQtact "GUith DIgsI8sgRE S (i n base 2) a number
in the range 0'to 63, without altering the order of the bits in B. In the

table of Figure 11, the "Qutputirepresents the quantity S1(B) 25
di scussed above. The tabl e aF%&’E 1QRs Hm(}&w&ranged, as indi cat ed

by the tabl elnf ariSubsctiption tTelevisiomiSigndl bReceiving Gyxteasent ing
nunbers in the range 0-16) could be used to determ ne the four possible 6
bit B inputs (representing nunbers 30 in the range 0-63) that produce the
output.5SThat is, the table of Figure 12 represents the relationship between

2Xgr gistsi gﬁt algts R4 LAVEP! 6 SAtbiicB-brtidkast SigRAlsY inQuBRRg SRyn?! 9ebra
definition television signals includes apparatus (Fig. 1: 12-26) for
"decrypting encrypted signals. When unencrypted “plaintext”
signal information which is not to be decrypted.is received, the
10 plaintext information is applied: to the decrypting apparatus.

- Normal decrypting operation is modified so that the input
plaintext information appears as unaltered plaintext information
at the output of the decrypting apparatus. A bit selection network
(628; S1, ... S8) associated with a decipher function ( f(R,K) ) of the

15 decryption apparatus employs a combinational logic network (18,
628) rather than Look Up Tables.

Fig 1



.created that describes the function represented by the table shown in
Figure 12. This Bool ean expression is used to synthesize 35 a

conbi national logic circuit, using conventional logic circuit design

techni ques, for the selection function indicated by the table 14 of
Figure 12. Figure 13 shows the VHDL code for inplenmenting the 5 Bool ean
expression of the table in Figure 12. Techniques simlar to that described
above for the tables shown in Figures. qg* d 11-13 for selection function
S1 are used to create Bool ean expression or synthesi zing conbi nati onal
logic circuits for each of the.other bit selection functions S2, ... S8,

whi ch selection functions are 1 0 ~shown in table 6 of Figure 9. The
described re-arrangi ng of décryption tables could also be done at a
transmtter/encryptor, but it is not necessa TiERT tation
function P yields a 32 bit output block fronpg%ggTE?npeﬁ%Lt bmgggpby
permuting the bits of the input block. 15 The per ation function is
defined by table 5 in Figure 10. The output P(L 0 i on P defined
by this tabl 8TART obtained fromthe input L bylOt fl9HET REGISTERH bit of L as

the first bit f'PP(AL , -BYTE)
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t'he seventh bit of L as the second bit of P(L), and so on until the 25th

bit *of L'is taken as the .32nd bit of P(L). Assuming S1, ....S8 20 are
ei ght distinct selection functions, P is the permutation function function,
and E is the expansion function. To define f(R K), blocks Bl, ... .B8 are
defined as blocks of 6 bits each for which B1B2 ... B8 = K'+ E(R).
(Equation 6) The block f(R K) is then def'zw to be 25

P(S1(B1)S2(B2) ... S8(B8)). ( Equat 7) Thus, K+E(R) is first
divided into the eight blocks as indicated in Equation 6. Then each Bi is

taken as an input' to Si, and the 8 blocks S1(Bl),S2(B2), ... S8(B8) of 4

bits each are consolidated ipfa8 S PLE&§|OCK of 32 bits that forms the
i nput to P. The output 30 Erf Equdtion 7) is then the output of the
function f for i d o S Lte transmtter/recei ver system
of Figure 2, a tﬁ‘&@ﬁrﬂlﬁ@f €Ction oc@@ﬁéi gnals froma source 30. In
this exanpl e source 30 [#€l| udes a plur itquf audi o and video sources, 3 5

eg., including tel efpIRR]s 9nal sourg FREQUENCY nf ormation in the
formof transport pi ncl udi ng 24p ata
36
SIGNAL
VODUATOR] /| iMoo I —
ANDFEC | 46 DEMOD. LOCK ¢ l 60
34/ T l MICRO-
| CONTROLLER
| ENCODER VITERBI | 4 44
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T ¢ ¥}
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2| SOURCE 50/ uenmznwwml
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15 conponent and an associ ated header conponent which describes 5 the
contents of an associated data conponent. The data packets fromthe
respective sources are subjected to asynchronous tine division multiplexing
(ATDM onto an output path before bein rocessed by units 32 and 34.
Signals fromsource 30 are encoded andgﬁgﬁpressed by a 1 0 unit 32, which
in this exanple includes MPEG codi ng apparatus. MPEG is an |nternat|onal
standard devel oped by thg Mvi ng Plctura..--pert C}oup of tJhe Intlernationa
St andards Organi zation f& 1

associ ated audi o stored dlrﬁa digital storgge nedi um Encoféd signals from
unit 32 15 are provided to a Qujz . t Keyed (QPSK) nodul ator
and FEC (Forward Error Correct or INH'JAW\HERMUEAHGNG the signal with error
correction data and QPSK nodul at onto a carrier. Unit

34 performs both convol ution Fomon (RS) cgding. Uplink unit 36
transmts th whi ch

br oadcast s tﬁgﬁ In this
exanpl e satell 40 nnel

capacity and transn155|on po
channel s at 120 watts each,

2.0
%‘F, satettTrre—=%0 tw:uraKi‘tS 16
de transmjs 8

L1=Ro Ri=Lp @ 1(Ro. K1)
£ "
H—O—1
Lo=R4 Ro=l1 @ f(R1.K9)
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Lt e f Ja---- ———-
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.25

channels at 240 watts each. The signal fromsatellite 40-is received by

an.antenna (not shown) and is coupled to an input tuner circuit 44 of a

receiver.

An out put signal fromtuner 44 is QPSK dehodul ated by unit 46,

decoded by neans of units 48, 50 and 52, and applied to 30 a transport

processor 56. A QPSK denpdul ator suitable for use as unit 46 is

commercially avail abl e from Hughes Net V\DM
(integrated circuit type No. 1016212), 1

California (No. CD 2000).

output signal from3 5 unit 52 .to appr
T

16 i nfornmati on.
unit 52 and exam nes

- dependi ng upon the content of the sign

Systens of Gernmantown, MD

from Const ream Cor p. ,
Transport processor 56 transports a decoded

San Di ego,

e decoders withi n unit 62

munit 52,

€g.

audi o or video

Transport unit SGIMHAEIPEBMWATWIPed data packets 5 from

P T s routin
Transport unit 56 i n§Budes5q he d@crypt340n a aratl& shd\Dn inigure 1. gl n
this satellite subscﬁﬂpt i 092 syst ur35ncry i nt bt i nfdrmation
i ncl udes header dat af2 decrgé)t i or46<eys 8 i st Qngs 022 avai I4abl e rogram
material for each of 64 40

57 49 41 33 25 17 9 1

59 51 43 KT 19 11 3

61 53 45 37 29 21 13 5

63 55 47 39 31 23 15 7

TABLE 2
INVERSE OF INITIAL PERMUTATION IP-1

40 8 48 % 56 24 64 32

39 7 47 15 55 23 63 3

38 6 46 14 54 22 62 30

37 5 45 13 53 21 61 29

36 4 44 12 52 20 60 28

35 3 43 11 51 19 59 27

34 2 42 10 50 18 58 26

33 1 41 9 49 17 57 25

TABLE3
EXPANSION FUNCTION E

32 1 2 3 4 5

4 5 6 7 8 9

8 9 10 11 12 13

12 13 14 15 16 17

16 17 18 9. 2 21

20 21 22 23 24 25

24 25 26 27 28 29

28 29 30 31 32 1

. FIG.7



1 0 the several sources, audio and m scellaneous itens. A satellite system
typical by provides many nore channel s than broadcast or cable systens, with
many nore programlistings which advant ageously shoul d not be decrypted.
Audi o and video output signals fromunit 62 are 1 5 respectively applied
to an audi o processor 66, and to an NTSC tel evision signal video encoder 64
whi ch encodes the video signal to a format suitable for use by signal
processing circuits in a standard NTSCHfrsuner tel evision receiver 68. The
~audio signals fromunit 66 are applied to an audi o i nput of receiver 68. 20
A mcrocontroller 60 responds to an input User Control signal, eg., froma
renpdte control device, and -operates interactively with tuner 44,

denodul at or 46, decoder .units 48 and 50, and transport processor 56, as
described in detail in a copending PCT patent application (RCA 87,182) of
John S. Stewart. 25 Briefly, mcrocontroller 60 provides a Frequency
control signal to-tuner 44 i ‘esponse to a user's channel selection,
causi ng tuner 44 RﬁBZBﬁB)tg,QL appropriate channel. QPSK denodul ator 46
synchroni zes w tfr=rngtoumned channel, provides a denodul ated signal to
decoder 48, and als oWil@es a Signal Quality control 3 0 signal to
m.crocontroll er 60 i tive of the quality (eg., signal to noise ratio)
of a received signal. noghH @4or 46 al so provides a /616

48 BITS K(48 BITS)
; 626 i
o ;
(1) (82) (83) (54) (s5) (86 ) (57) (s8)
18--"
e
oy 2818 .

FIG.6
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Denpdul ator Lock control signal to microcontroller 60 indicating whether or

not denbdul ator 46 is synchronized with the input signal. 35 Decoder
48 uses a Viterbi algorithmto decode and correct bit errors in the

denodul ated signal fromunit 46. Decoder 48 17 includes interna

net wor ks, as known, to synchronize its operation 5 to the incom ng

denodul ated signal ip order to ef ectivgjpldecode t he denodul ated si gnal .
Decoder 48 operates gt one of twojerror¥correcti on decoding rates, which

correspond to error Forpge+rdPeofli ng rates provided at the transmtter.
When satellite 40 opgratgs in a |pw power node, the transmtted signal uses
arate 1 0 2/3 errof coffrection gode, for exanple. When satellite 40
operates in a high W [ iRdeweche transnmitted signal uses a rate 6/7 error
correction code. A (pde te contyol signal, eg., a binary signal devel oped
by a conparator netwprk itn mcrocpntroller 60, signifies either that the
code rate used by dgpo@2) BFVFMd 1 5 remnin unchanged, or should be
switched to another progfamed cople rate. The Code Rate control signal may

i nstruct decoder 48 ko
™~
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change the code rate as a function of the Signal Quality signal which

indi cates a low quality received signal, or as a function of the

Denodul at or Lock signal which indicates that denodul ator 46 20 is not

| ocked to (synchronized with) the received signal, coupled with an Error

si gnal from Reed- Sol onon decoder 52 indicating the occurrence of a decoding

error. |If decoder 48 is using an incor error correction code rate for a
given input signal, it is unlikely that decoder 52 will 25 provide a
normal output. An. Error signal frontdecoder 52 will be analysed with
regard to the Signal Quality and De or Lock signals from denodul ator
46. If the latter two signal t he.i nput signal is of

accept abl e quallty and t hat g%“gghﬁgé ﬁé éahchronlzed mnth the I nput
signal, it . e TS SRR

signal is caused by the fact that decod51 48 is u5| ng a code rate dlfferent
fromthat of4the¢ r¢gei vied 2 grigl, 11e. .8 t he erfor gorqctifpn gode(ratpe of

t he transm tQ ed5si ghal 4/vas14chaagecl3 at theixragsmigtelt [f9thg Signalg
Quality or DBenodiul 34 or 8 ocR si gnal 2i ntil cats®e d2poof qual ity r¥cei §ed @i gnal
or 3 5 [ackhofl2denbdulZitod syBchrbni shn the 1Etrr03 s143na10 may) bebdudldto
these factors (eg., caused by rain fadefarather than to an incorrect
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18 code rate being used by decoder 48. M croprocessor 60 nmay then 5 wait a
predeterm ned tine before exam ning the control signals again.

De-interl eaver 50 restores the ordering of data signal packets to an

ori ginal 'sequence, and fornms Reed- Sol onon bl ocks in accordance wi th known
techni ques. For this purpose de- 10 interleaver 27 relies upon an 8 bit
sync word inserted by the encoder at the B?ginning of each RS bl ock,

t hereby providing RS bl ock synchroni zation. The de-interleaved signal is

supplied to Reed-'Sol onon decoder 28. 1 9 Cainms: 51. In a systemfor
receiving, frompB c@ynpyTcati ops , agd ygnal dpgit astream
i ncl udi'ng encryEEEU‘TﬂTU;%ati B, rypgedggﬂzygﬁathegg—égbzgﬂieam
processi ng appar@tus thnpri si 8 13 32 4 - 48 15
1 0 10 33 15 49 5
2 4 18 10 - 34 1 50 12
3 15 19 6 35 12 91 11
4 13 20 6 36 14 52 9
9 7 21 12 37 8 a3 3
6 1 22 12 38 8 54 7
7 4 23 11 39 2 95 14
8 2 24 5 40 13 56 3
9 14 25 9 41 4 57 10
10 15 26 9 42 6 98 10
11 2 27 5 - 43 9 99 0
12 1 - 28 0 44 2 60 5
13 13 29 3 - 45 1 61 6
14 8 30 7 46 1 62 0
18 1 31 8 47 7 63 13
4-BIT OUTPUT
6-BIT INPUT B
4-BIT 6-BIT
OUTPUT POSSIBLE B
0 28 1 62 59
1 6 15 34 45
2 8 39 4 11
3 29 16 53 56
4 2 2 41 7
9 21 49 24 &
6 19 20 42 61
7 5 30 47 54
8 14 31 37 38
9 2 26 43 82



10 I nput means for receiving said datastream information decryption
means. for receiving signals containing encrypted and unencrypted

i nformati on fromsaid i nput nmeans, said decryption neans (a) in a nornmal
first node exhibiting normal decrypting operation in response to a received
1 5 signal -containing encrypted information, and (b) in a second node

exhi biting nodified operation in response to a received signal containing
unencrypted i nformation such that said un€drlypted information is conveyed
'via sai-d decryption nmeans essentially unaltered to an output of said
decryption nmeans; and 20 ° . ‘out put nmeans for conveying signals from
sai d out put of said decryption nmeans to -an output channel. 2. Apparatus
according to claim1l, wherein said apparatus .in included in a subscription
satellite 2 5 broadcast system for broadcasting information from a
plurality of sources including a plurality of unencrypted program gui des
and decryption keys. 3. Apparatus according to claiml1, wherein<3 0

said input means conprises an input shift register; said output neans
conprises an output shift register; said decryption neans includes an input
storage device for receiving data fromsaid input shift register; and

WITH B SELECTED

P(1T04) <= * 900 * WHEN * 011100 OR * 000001 * OR * 111110 OR* 111011 *
* 0001 * WHEN *000110*OR *001111°OR " 100010 *OR* 101101 *
*0010* WHEN *001000"OR *001011*OR*101100"OR" 100111 * .
*0011" WHEN *010000"0R " 011101 *0R " 111000"OR " 110101",
* 0100 * WHEN * 000010 * OR * 000111 * OR * 100000 * OR" 101001 *,
*0101* WHEN *011000"OR * 011011 "OR * 111100 OR " 110001 *.
*0110" WHEN *010100"OR *010011" OR *101010"OR* 111101 *.
*0111* WHEN *011110*OR *000101*OR*110110"OR" 101111 ",
*1000* WHEN *001110*OR*011111*OR *100110*OR" 100101 *.
* 1001 * WHEN *011010"OR * 011001 "OR " 110100"OR" 101011 *.
*1010* WHEN °010010"OR 010001 °OR " 111010 °0R" 111001 *,
"1011"* WHEN "001100" OR "010111"OR * 101110°0R" 110011 ",
* 1100 * WHEN "010110"*OR *010101"OR " 110010 " OR* 100011 ",
“1101* WHEN *000100°OR *001101"OR *101000°OR* 111111,
*1110 " WHEN * 000000 " OR " 001001 "OR * 100100 °OR* 110111 ",
*1111* WHEN *001010" OR * 000011 * OR * 110000 OR* 100001 *

FIG13
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20 said decryption neans perforns iterative data pernutations 5 in said
norral * fy rst node, and in sai.d second node idles for a prescribed interval
wi t hout performing said iterations, after which interval data are passed

fromsaid decryption neans to said outﬁwg shift register. 10 4,
Appar atus according to cl a| m 3, wher ei a‘ll d output shift register conveys

data to said output c sarg—teeryli on neans is pro¢eSS| ng a
ence m\,@%@)BMBASSshlft regrségr is acquiring a

subsequent data s
further data segfience. 15 5. Apparatus accordsmﬂ]to claNg 1, wherein said

decryption meags includes means.for perfor| nitial Wta pernutation
(IP), a key-dependent i terat1 ve conputati 0| nal permytation that
is the inverse\of AT i STAREr- rrut - P 6. Apparytus

according to ch\ai'R Meklei al‘s~s VR IOI’IDE;’IS hpri ses
. o\ y—— )
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a storage device having a first input for receiving data from 25 said

| Nnput » ReANs, a second input, a first output coupled. to said output neans,
and second output; and a bit selection network having an input coupled to
sai d second out put of said storage device, and an output coupled to said

second i nput of said storage device. 30 7. Apparatus according to claim§6,
wherein said bit selection network is resppfsf ve to key hits.
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"_Abstract of the Disclosure

Data Decryption App'aratus
In a Subscription Television Signal Receiving System

A receiver of satellite-broadcast signals including high definition

television signals includes apparatus(12-26) for decrypting encrypted

signals. When unencrypted "plaintext" signal information which is not to be
decrypted is received, the plaintext information is applied to the decrypting
apparatus. Normal decrypting operation is modified so that the input plaintext
information appears as unaltered plaintext information at the output of the
decrypting apparatus. A bit selection network associated with a decipher
function of'the decryption apparatus employs a combinational logic network (18)
rather than Look Up Tables. “

Fig 1




