Title: METHOD AND APPARATUS FOR REMOTELY MONI TORI NG A Sl{&Bvarch 208pst r act :
The present invention is directed to providing systens and nethods for
renotely nonitoring sites to provide real tinme information which can
readily permt false alarns to be distinguished, and which can identify and
track the precise |ocation of an alarm In exenplary enbodi ments,

moni toring capabilities such as intrusion/fire detection and tracklng
capabilities, can be i mpl ement ed through the use of nmultistate indicators
in a novel interface which pernits inflormation to be transmitted using
standard network protocols (IP) froma renpte site to a nonitoring station
in real-time over preexisting comunication networks, such as the Internet
(304). A wireless network -(302) can al so be established using browser

encapsul ated comuni cati on prograns to transmt ,
METHOD AND APPARATUS FOR REMOTELY

NKJNTTCEUDN};\ST[E
7 BACKGROUND OF THE INVENTION
Field of The Invention: ) |
The present invention relates generally to inonitoring a remote site.
More partiéularly, the present invention is directed ﬁ) monitoring‘a remote
_ site by prov1dmg real time transmission of outputs from a plurality of
digital and/or analog multistate sensors which detect intrusion and/or fire,
and communicate this information in an efficient, and effective format.
Background Information: _ |
Existing intrusion detection Systems and their respective monitoring
_ stations -typically provide binary off/on alert information to the user. |
Known security systems employ binary status detection devices due to the
availability and low cost of these sens'ors,. and report only active (versus
inactive) alarm status information. For _examplé, an indicator, such as a
lamp or audible output, is on when a particular sensor is tripped, and is off
when the sensor is reset. Some known methods. capture dynamic poiiat
 state transitions using, for gxample,‘ latching sensors that hold 2 transition
state for a limited period of time, then reset automatically.

Systems that offer more detailed information resort to specialized
commumication protocols and proprietary interconnection s«_jlutions. For |
example, monitoring systems for property protection and surveillance are
known which transinit live audio and/or video data. However, becausea

' large number of video surveillance cameras is not oniy cdst prohibitive,
but generates largé quantities of data that canmot be easily transmitted to
remote monifbring sites in real time, these systems have not achieved the

wide spread use associated with binary off/on systems.



data packets which conply with any standard w rel ess | ocigl macR2o08t Wor Kk

protocol (306). Communi cations can thereby be established between a web
server (420) enbedded in a centrally |ocated host nonitoring station (202)
and a separate security panel (206). 16 March 2004 1 NMETHOD AND
APPARATUS FOR REMOTELY MONI TORI NG A SI TE BACKGROUND OF THE | NVENTI ON
Field of Lvention; The present. invention relates generally to nonitoring a
renote site. Mre particularly, the present invention is directed to
monitoring a remote site by providing real time transmission of outputs
froma plurality of digital and/or analog nultistate sensors whi-ch detect

i ntrusion and/or fire, and connunicate his information in an efficient,

and effective format. Background | nf or m&7i on: Existing intrusion detection
systens and their r ori n st ati ons typically provide binary
off/on alert i nforrrgfﬁq%ﬁs “EEP‘?P@T b &formatipng gveens enpl oy bi nary

status det ect i yphitei¢ated Sy %%%&g and Iow cost of these
- logus hk’na#‘\% wdypace,

sensors, and report only active

i nfor mat i on. %ﬂy&mxﬁw aiﬁrtanformdmmﬁﬁoqrparﬁ&ﬂhrﬁ%to% oii’dﬂé Qfﬂj?:“d' bl e out put,
is on when a par. sensor S trlpped and is off Wwhen the sensor is
reset. Sone k %H’éﬂ silance. dhms mnformation suchtmlﬂae presizsiiddatioh USi ng,

for exanpl e, transi state for alimted
period of ti rre aCﬁ(sen rese au’t Epga{'l‘éjegaf Relicepffigersior e det ai | ed
i nformation radord inport@mey| evenzwhen £ RRFRRIABr d't‘%e&f Péﬁ a“d ngOprl etary

i nterconnection solutions. For exanple, nonitoring sy T operty
protection andhgwmummfmﬂﬁommmmemfbmmﬁ m&ﬁaﬁkﬁj' o and/ or

:’[S dﬁgt d a f‘y C“g:)ﬁ‘ﬁﬂ;’gr% ﬁgﬁ aﬁ#fggto radk e trads ”pse{nogémgﬁtczfr%uzg ;ﬁ/eellniﬂld?r?; o LA
~and yet still be able to resolve the current location of the intruder.
In addition, known binary off/on systems can not distingwish
* whether an alarm is real (ie., gcnumc) or false, When police arrive on the '
scene of a buﬂdmg where an alarm was tripped, they do not know whether
the alarm is real or false and they are blind to what is inside the building,
Substantial time and money is expended in having police respond to'large
numbers of false alarms. In situations where the alarms are valid, the
police do not know this for certain, and can be taken by surprise.  They
enter the building not knowing where the subject(s) might be.
The same drawbacks exists for fire monitoring and surveillance
systems Although fire alarm systems are often tied du'ectly into the local
| fire company, the false/real alarm dlscnmmauon exact location of the fire,
and the movement of the fire are unknown to the fire company which
receives and responds to the alarm.

Accqrdingly, it would be desiiable fo prbvide a system and met'hod-
for monitoring a remote site, whereby the false/real alarms can be
‘accurately distinguished, and whereby movement of intruders or fire can be

reliably tracked while still pinpointing the precise location of the intruder



but generates large quantities of data that cannot be easiMachrepsnitted to
renote nonitoring sites in real tinme, these systens have not achieved the
wi de spread use associated with binary off/on systenms. 16 March 2004 -2
Systens that supply binary offlon alert information, even sophisticated
systens that enploy multiple sensors in a nonitored space, only resolve
alert information to a particular sector, or zone, of the building under
surveillance. Thus, information such as the precise |location of a
potential intruder, is not provided for responding police officers. Mre

i nportantly, even when a | arge nunber of sensors is used to increase the
resolution of alert information, the use of binary on/off indicators
prohibits any ability to track an i ntruddr' s novenent t hrough t he buil ding
and yet still be-able to resolve the current location of the intruder. In-
addition, knowfr ﬁarIyW&Nd/%l?PQ?gml%@mrﬂﬁﬂe&l%mfmt@ntoma her an al arm

bui | 6t ng. wher o ‘Ssyele s, P pit HAEBERE bESABlel iRt e, " The Al arm i<

real or false and they are bSUMMARYOE mmﬁ}? bui I'di ng. -
Substantial time and noney is expended in having police respond to-large

numbers of false al a'fhﬁsprasftmgm\tmaonmcmmprhﬂdmgaymarmd\/mbﬂhddsthe
police do not ow for. certain, and e taken by surprl se. They

enter the buil Pﬁﬂ:ﬂ%‘f’fy W%@EQPW e @formation which ’Fﬂ’é sane

dr awbacks exi Str'éaci:fjf %%P I &, ALt hough
fire alarm systens a?e often t d| rec gﬁi’st{ﬁi#ﬁ %\{ﬁ&m 'X,aggrrpany,
the fal se/real tadckrtheprellmammoﬁnn abicac In bmqimrengjod&h@tﬁl re, and the

movenent of the fire ,are unknown to the fire conpany which. . recei ves and
responds to thén%mg}fl’ﬁg%E%@PHF%@!@“@“W@I%@W%@@H@CWWOV| de a

Systemand et gflaififibs, S bt Hblthefire* b Gatthk G Y R0 REGEST "

al arms can be
' a novel interface which permts information to be transmitted using

-

standard network protocols from a remote site to émonitofing station in

 real-time over preexisting communication networks, such as the Internet.
A wireless network can also be established using browser encapsulated
communication programs (for example, active X @ntrol, Java appléts, and

- so forth) to transmit data packets which comply with any standard wireless
local area network ﬁrotocol. Communications can thereby be established
‘between a web server embedded in a centraily located host monitoring
station and a separate security panel deployed in each of the buildings to be

. remotely monitored. In exemplary embodiments, communications can be

handed off from the centrally tocated host monitoring station to a mobile
monitoring station (for example, toa laptop computer in a responding
vehicle, such as a police or fire vehicle). The handoff can be such that

- direct cbmmunicaﬁbns a‘r_ercst.ablished between a security panel located at a
site being monitored and the laptop (for example, over a cellular nethork),
or indirect communications can be established via the host monitoring
station. . | '



accurately distingui shed, and whereby novenment of intruderigarer 2004e can be

reliably tracked while still pinpointing the precise |ocation of the
intruder 16 March 2004 -3 or fire. It would also be desirable to provide
this information to nonitoring sites, for use by responding personnel, in

real tinme. SUVWMARY O f' THE I NVENTI ON The present invention is directed to
provi di ng systens and nethods for renotely nonitoring sites to provide
real time information which can readitd pernit false alarms to be

di stingui shed, and which can identify and track the precise |ocation of an
alarm |In exenplary enbodi nents, nonitoring capabilities such as
intrusion/fire detection and tracking capabilities, can be inplenented

t hrough the use of Thd ndtworiatcen bewkied &t woedé the primamelisuandlenf @ges Whi ch pernmits
information to_be .trgnsnmitted usjin standard network protocols froma
remte site torego%%ﬁ’tﬂ d %Flﬁflﬁt?{ﬁ‘giar‘iﬁﬁogﬁ’lélfqr e aY tpidsBkiYst i ng

comuni cat i on {ebWRIsK focaiHIF aftnthlRn)ib, ShAR) distinfuith BRlSBSmEet wor k can al so
be established using browser encapsul ated co nication prograns (for

exanpl e, act i vdultiptestiate. o multistede, aplidations araprdvidedtof repretent 4 sensoransmi t dat a
packets which W th, any standard.wirel.ess .local area network
pr ot ocol . Comrﬁogir%%%?lghésac}égﬂx?rhcgpg’ﬁﬁeﬁgwﬁi?sﬁﬂgsHé&umﬁ’élﬁ'\f\%en a web server

enbedded in a gent; (@lduﬁeﬁtgqﬁtaﬁﬁnfaﬁéﬁcmiaﬂieg‘d%dE}Qamoﬁtg’il,i(is?fécélﬂf}iﬁ‘ separate

security panel deployed ii each of the buildings to be "renofely nonitored.

In exenpl ary eH#BHI(HEWt i1 alamintrdisehiedorrd 6 ramonsporing dledn oWithf r om t he
centrally | Ocattngs%nli\.ﬁﬁgtatg%-ﬁctaﬁ&sn@le%o%g&sBf)ana gﬁ)(geirloe mepioring station
onputer in g ’{/@ﬁl

(for exanple, to a laptop c a respondi 8'8° such as a

pol i ce or fi rerackéd, ahdyet thjeedisridatibn ofihe berudedire thadill vdi r ect
comuni cati ons. are. est abl i shed between a security panel |ocated at a site
bei ng noni t or ddeHHif sadgjitigpal tragkingahility giveppelicedirensen g fagticalet wor k), or

i ndirect comMupgaideQthe SaRe BEMEFLRIN e ib%gtio\ﬁio%tﬁe@ﬁbjg%ge AR oring station.
track any subsequent movements as they close to make the arrest and or fight
the fire.

Generally speaking, exemplary embodiments of the present

invention are directed to a method and apparatus for monitoring a space,

the apparatus comprising: a security panel located at the space, said

security panel having a plurality of sensors; and a monitoring system for

receiving in real time, self initiated updates in point sensor status information

regarding the space from the security panel over a network using a network
. protocol, said monitoring system including a graphic interface to display said

information in real time as multistate outputs associated with each of said

plurality of sensors.



16 March 2004 -4 The network can be used to provide the 1% Maahy200dsual
alarmstatus reporting that gives the nonitoring authority (user) the
ability to identity the precise location of an intrusion/fire, and to

di stinguish false alarms. Miltiple state, or nultistate, indications are
provided to represent a sensor. For exanple, each sensor can be identified
as being: (1) currently in alarm (2) currently in alarmand acknow edged
by a nonitor; (3) recently in alarm (4) not in alarm (5) disabled; or
(6) a non-reporting alarm Wth these nultistate indications, the
novenents of an intruder or fire can be tracked, and yet the precise

| ocation of the intruder/fire can still be identified. This additional
tracking abi-lity gives police/firemen a thactical advantage at the scene as
they know the |ocation of the subject/fire and can track any subsequent
movenents as they cl Bsemplarshembodimentaprexide upditest inforgiation; hereal tise,

Ceneral |y speaki n np nbodi nents qf the present i nvention are
directed to a n?g ﬁ’ﬁ gg'b%‘?f;ﬁﬂ%"f?ﬁs H’BWH wcludeddn figpar at us
conprising: a Sgabé bbin mr&pcﬂére hﬁffﬁﬁ? ?m % r| ty panel
havi ng a pI urali'ty of Sensors gra?m torimg system or gcel ving in

real tine, sel fpronidedas adnctpﬂ:hiua];mpmespmaﬁbn eEnanoristorsitStolpdiftf stk ON
regar di.ng the space fi ﬁ: 5(& securlty anel over a network using a network

protocol, said Sa Hieayperyisony sxdnitodingo di spl ay
ts a somated wi th each
isPitbtad ciord

i o B #“E@n%@ﬂﬁrﬂsaé%ﬁﬁf% Mo rent s

provi de updat edintlutingrdti A0t Lirhited 92 thelisBof a bh&gétﬁt‘iﬁrf‘ﬂosi E@mﬁ%ﬁ} Whid{ sensors
associ ated wi th-point alarms included.in the space being nitored. The

gr aphi cal di spl %R eptiongiyodisent informationte the user via a cellular telephone
network and/or via paging service in real-time. Alternate embodiments

(@ )]

can also include security measures, such as the pseudo-randomizing of port
 access to the network to secure command and control commumcanons
BRIEF DESCRIPTION OF THE DRAWINGS
Other ob__]ects and advantages of the present invention will become
more apparent to those skilled in‘ the art upon reading the detailed
description of the preferred embodiments,. wherein like elements have been
design_atéd by like numerals, and wherein:-
Figure 1 shows an exemplary graphics screen viewed through a
. . security panel web page, wherein the graphics display contains a floorplan
layout, with special icons overlaid on a bumap to identify sensor points and
their status;
Fl'gure 2 shows a general overview of communications transpired
between four basic subsystems; _
Flgure 3 show basic components of an exemplary system block -
diagram;
Flgm-e 4 shows a detailed diagram of an exemplary host computer

ina supervxsory momtormg system;



provided as a hierarchical representation of network-to-m March@opgi nt
status wusing, a plurality of tiered screen displays. The supervisory
nonitoring systemcan be configured as a central or distributed nonitoring
systemincluding, but not limted to, the use of a base station host
conput er which can optionally direct information to the user via a cellular
tel ephone network and/or via paging service in real-time. Alternate

enbodi ments can al so i nclude security nmeasures, such as the
pseudo-random zi ng of port access to the network to secure conmand and
control conmmunications., BRI EF DESCRI PTI ON OF THE DRAW NGS O her objects
and advantages of the present i nvention will beconme nore apparent to those
skilled in the art upon reading the detafted description of the preferred
enbodi nents,, wherein like elenents have been designated by I|ike nuner al's,
and wher ei n: .Fi gur e FigWgo\whows 3§ adesailed-diggrgmagfancexemplary fenibeved t hrough a
security panelc§E@ ge, wherein the graphics display contains a floorplan
| ayout, with specral icons overlaid on a b|tnap to |dent|fy sensor poi nts
and their statics; Figite® S&Oﬁ,lggv&tﬁleqq{%% conmuni cati ons
transpired betmeen four basic subsyste gure fPRLLY B nponent's
of an exenpl-ary sysfmbﬂwbwsmmmd@wraaﬁ @Wm&n@l | ed di agram of
an exenpl ary hgqst onputer in a supervisory nonitoring system 16 March
2004 . -6 Figu om5 a detailed—diagranlof an exenplary renote

conputer; Figure 6 Fﬁ?ﬁfé 'I di agr.am of an exenplary security panel;
Figure 7 shows a deta |e(§%gl agram g?gia?r"g,?, 355 Wm)bl l e conputer; .
- Figure 9 shows exemplary commumcatxons between the security
panel and the host computer; o

| - Figure 10 shows exemplary communications between the host
computer and the remote computer;
Figure 11 shows exemplary communications betweeﬁ the security
- panel and the remote computer; and
| Figure 12 shows exemplary communications between the security
panel and the mobile computer.
DE'I‘AILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
1. Functional Overview
Before describing details of a system for implementing an
- _ exemplary embodiment of the mventlon, an overview of the invention will
be provided usmg one exemplary display of information that is provided at
~ a supervisory Wm accordance
with the present invention. Referring to Figure 1, the graphical user
' interface provides a screen display 100 of a.parﬁcular floor plan 102 in a
. building being monitored for intrusion and/or fire detection. In the Figure
1 example a web browser included in the supervisory monitoring system
is dlsplaymg a bmldmg floor plan 102 for an elementary school with its
) alarm points, and illustrates a two-person intrusion in progress. In this
black!wlute rendlnon points not in alarm are white circles 104. Two



Figure 8 shows an exenplary display screen; Figure 9 shdaéMaxkapbary
conmmuni cati ons between the security panel and the host conputer; Figure 10
shows exenpl ary communi cati ons between the host conputer and the, renote
conputer; Figure 11 shows exenpl ary conmuni cati ons between the security
panel and the renote’' conputer; and Figure 12 shows exenplary communications
between the security panel and the nobile conputer. DETAI LED DESCRI PTI ON
OF THE PREFERREi ) EMBODI MENTS . 1. Functional Overview Before describing
details of a systemfor inplenenting an exenplary enbodi nent of the

I nvention, an overview of the invention will be provided using one

exenpl ary display of information that is provided at a supervisory

moni toring system s graphical user interface in accordance  with the
present invention. Referring to Figure 1, the graphical user interface

provi des a scrb&ﬁ‘-kml@iﬂ%lﬂﬁlm nﬂuate#varpomlslthatai'd: insimultasiechd dlari. 2

bui | di ng bei ng nito Si.0 nd/or fire detection. In the Figure
1 exanple, @@DM@@F“ ﬁgﬁgi\(gj Hﬁ‘ga% éﬁﬂ%alfrmsmmtmg system is
di spl ayi ng a b OR! @ceﬁﬁ’i school, with its

al arm poi nts, gﬂ%‘ﬁPP ustraf‘é@&g&{é person iﬁ’brus%‘ﬁ tnn g’g‘?]@% In this

bl ack/white renditi Gispatiledss thyes differéiit 3tatsfct eaRhipk:, ﬁb{ﬁiﬁﬁm}O4 Two 16
March 2004 -7 black circles 106, 108 indicate two points that are in

si nul t aneous aFgHeRtly iyplarmg; agdmlm@a;cmoe@teﬂmthﬂmm@mmm show

e ot now i n et S B TR 1 Borpland arSiids ﬁ%@é%ﬁ%%?i
not in alarm féxe&enta!atm;]ﬁb:ﬁtla’t&mus%@%sbffa@ atbfflmﬁ&é? BB g th the

sensor |ocated at -~each alarmpoint in the Figure 1 9] an to prow de a
multistate i ndagawillappreciate that any number of states can be provided, suchas

additional states to represent inoperable or disabled alarm points. For
| example, as will be described with respect to an exemplary embodiﬁ:eﬁt,
' six such statf:s can be used. , | |
~* The user can apply pattern discrimination through visual
representation of alarm point conditions provided by the display at a
- moment in time, referenced herein as an “event slice™, to precisely
understand and convey the nature of the intrusion. By monitoring the
. display of alarm states, false alarms can be readily distinguished from
' genuine alarms (that is, actual intrusions and/or fires). Fo£ example, a
. - mouse cursor associated with the supervisory meonitoring system's |
graphical user interface can be positioned next to a pafti_'culaf alarm point
icon to access additional alarm point information. This alarm point
.infOrmaIion can identify the type of sensor situated at the alarm point (for
example glass breakage detector, smoke detector, and so forth) and the
room number or area can be 1dent1fied
" The F1g11re I event slice associated with activity in the sPéce being
monitored (that is, a snapshot in time of a condition monitored at thé

graphical user interface), can be interpreted in the following manner: -~



for each alarm point at the user interface. O course, tt6ddsrceleobded in the
art will appreciate that any nunber of states can be provided, such as
additional states to represent inoperable or disabled alarmpoints. For
exanple, as will be described with respect to an exenplary enbodi nent, six
such states can be used. The user can apply pattern discrimnation through
visual representation. of alarm point conditions provided by the display
at a nmonent in tinme, referenced herein as an "event slice", to precisely
under stand and convey the nature of the intrusion. By nonitoring the

di splay. of alarmstates, false alarns can be readily distinguished from
genuine alarns- (that is, actual intrusions and/or fires). For exanple, a
nouse. cursor associated with the supervigory nonitoring system's graphical
user interface can be posjtioned next to a particular alarmpoint -icon to
access additional al §r m p&hsilatgineendition 19, remiesentsia doon semsat thai Wgsor mat i on
can identify the type of ' | t.uat ed at..the alarmpoint {for exanple,
gl ass breakage detector, @%@P&BF@W%&%@&F%&%@ the room

nunber or area can b i de'mhéidt@ﬂconﬁitﬂmﬁﬂ%ﬁ‘zéenﬂ’fﬂfoﬁ%'ﬁgﬁcﬁiiﬁg ated with

activity in the space being nmonitored (that”is, a snaps me of a
condi tion nonitored at thwas treaptly nedlams and ismoer fl@f hlarm@n be i nter preted

in the follow ng manpger: rch 2004 -8- The | atch condition 110
represents a door seWsor ﬁ%w%?%ﬁ‘iMékﬁqupfﬁsamamﬁtimdeﬁestomw out of
alarm b) The latch condiign ' : jon. detector that was
recently in alarmand i s now 3%%88?%2@95@%11% ?‘Fec%'ﬂ‘gﬁ M$ns 114 and
116 represent notion det ehfmtﬁeméﬂl@fmmp&hﬁtw(ilétg gKdin 1 on 1125
these conditions informghe user of two separate tracks I".e.,, paths) of
an intruder (or spread oMiiT}des (ogypread of a fire); - N : '
d) The two points 106, 108 are in simultaneous alarm. By

positioning the mouse cursor at each of these points, the

user can determine that these points are, for example,
. motion detectors in Rooms 3 and 19 of the school,
respectively. |
An analysis summary can be displayed to indicate that an iiltrusion
occurred at the-front door and that there are at least two .inﬁ'uders, one
going left up the North hall and the other going right down the East hall.
| The display indicates that the intruders are currently in Rooms 3 and 19,
.  An'ACTIVITY icon 118 can be selected to review details of all time évent
' data for cai;h alarm point including, for example, the exact times for the
break-in m-1d t.1_1e time frame of the intrusion for use by the user aﬁdlor law |
enforcement. |
' Real-time updates to the Figure 1 display can be continuously
- received by the gupervisory monitoring system over a communicatioﬁ
. network, spch as an mwmeUEthemct communicéﬁon lnetwork,' for the -
. ~ purpase of subsequent tracking. The supervisory monitoring system can
include a host computer, configured with an embedded web éerver, that

acts as the principal monitoring station for any number of security/fire



The two points 106, 108 are in sinmultaneous alarm By pi@diaichr200g t he
nouse cursor at each of these points, the wuser can determ ne that these
points are, for exanple, notion detectors in Roons 3 and 19 of the school,
respectively: An analysis sumary can be displayed to indicate that an
intrusion .occurred at the front door and that there axe at |east two

I ntruders, one .going left up the North hall and the other going right down
the East hall. "The display indicates that the intruders are currently in
Roonms 3 and 19. An ACTIVITY icon 118 can be selected to review details of
all tinme event data for each alarm point including, for exanple, the exact
tinmes for the break-in and the tinme frane of the intrusion for.use by the
user- and/or law enforcenent. Real-ti ma-ﬂrpdat es to the Figure 1 display can
be continuously, received by the supervisory nonitoring systemover a
cormuni cati on ¥ETRANELs equinped withembeddedhweb Striversrand Ioemed i 6@l 6on net wor k,

for the - purp A trackl n The supervisory nohitoring system
can include aqﬁost conpﬁ}%%e& 5’8‘ cpQte, bravseess fixed aed server, that
acts as the pr |mmabmb@wmb%&%&%éu%8@§dg@ %gurl ty/fi re 16

March 2004 -9- al arm panel s equi pped wi AR | ocat ed
in one or mr@fﬂﬂ@tmtymemm ng- moni tored. Renote browsers, fixed and
mobi | e, can al so be,linked.intp the system from aut hori zed police, fire,

and private securi 0JTHHOR detecton WSG@WJ%ﬂ@@&D@m&m&nbhs@dand
subj ect | ocati ¢faciofddce I a wth e ary, enbodi nent s
of the present inventi on%{% ng %ﬁ’(’)\/\#\lbggﬁ%%& “?ﬁmﬁsﬁﬁ ﬁ%ﬁndﬁmgunct i on
wi th a novel .n&nowhsensoptechnelogiesin comuncEys Mathea n(Wangﬁ ﬂ*ﬂ&tﬁt ate
ere

condi tions canl._be cat egorl zed into six fundanentally at es:
pomt state condmons can be categorized into six

fundamentally different states:

' (1) A point currently in an alarm stéte'

(2) A point currently in an alarm state, and acknowledged by a
monitor;
3) | A point recently man alarm state, but unacknowledged as a
current alarm;
(9 - Apoint not in an alarm state;
Gy A point that has been disabled; and
6 A non—reportmg point.
The last two states, disabled and non-reporting (or fail), reprcsent
 inoperable point cond:tlpns. The remaining four active point conditions
- provide the monitoring opcrétor a clear indication of which points are
- actively set into alarm, their smultanelty (multiple pomts of intrusion), and
- whlch alarms have been recently in a state of alarm but which are not
cun'ently in alarm. Each of the point conditions is represented on the
.- SCreen dlsplay by a unique icon, combmmg shape and color for wsy
recognition.
In0perab1e point conditions appear unobtrusive. They do not
dlstract the operator from real-nme alarms but send a clear notification



(1) A point currently in an alarmstate; (2) A point curtéhgalch2004an al arm
state, and acknow edged by a nonitor; (3) A point recently in- an alarm
state, but unacknow edged as a «current alarm (4) A point not in an alarm
state; (5) A point that has been disabled; and (6) A non-reporting point.
The |l ast two states, disabled and non-reporting (or fail), represent

i noper abl e point conditions. The remaining four active point conditions’
provi de the nonitoring operator a clear indication of which points are’
actively set into alarm .their sinmultaneity (nultiple-points of intrusion),
and which al arnms -have been recently in a state of alarm but which are not
currently in alarm Each of the point conditions is represented on the
screen di splay by a unique icon, conbini-b@ shape and col or for easy
recognition. |noperable point condltlons appear - unobtrusi ve. They do not

di stract the opthatthese ointsarendt-contributing tothe secirityanenitortdgprocat i i cati on
16 March 2004 - t hat .t hese . points are not contributing to the security
‘moni toring proc amrﬂqmpvéuaﬁkmavaqi @@Wmﬂmm supervi sory

i tori t at, b dt
o 71 i, e P B B i M 7P
second col or * (boicéxaniple, mhﬁga/\&émaaﬁfswmaﬂ(shbﬁa@%&)a{o% nfi 866 ON new

activity rather than the door that had been |eft open. T e non- aI arm ng .
poi nt icon appe@u@laa;weu@w» allmgéhemﬂramntoﬂ:cnsunlnewgmwmtymama and shape.

An icon that i-s, alarmn | or, and shape represents the alarm ng point
(unacknow edgecﬂlﬂnm&@ %Séég%le e 3R ROI ACO 2RPEAed on
the screen, clearly visible, but not dlsturbmg in color and shApe An icon that is

' alarmmg in color and shape represents the alarmmg point
- (unacknowledged) .

W]nle increasing the level of information displayed on the ‘screén,
the icons act as easily discernible s’ymbols‘ without cluttering the screen and
confusing the operator. The increased level of information displayed
provides the operator tools to récognize the presence of.multiplc intruoders,
the ability to discern a falsely-triggered alarm (isolated alarming sensor)
froma legitimate alarm, and the visual “tracking” of their activity. The
monitoring authority (user) can then apply pattern analysis to real-time

| changes in alarm states to discriininaie between false and genuine alarms,
’ and to track movement of an intruder or spread of a fire. |
Generally speakmg, a hierarchical approach can be used to pinpoint
'_ alarm conditions among plural spaces (for example different buildings)
~ being monitored. For example a high level dlsplay can mclude a large
geographlqﬂ area, and can include mdxcatmns of all facﬂmes being
monitored: Where any alarm in a given facility is nipped; the user can be
- notified in the high level display. ‘B-y moving 'the cursor to that facility and
clicking, a detailed floorplan such as that shown in Figure 1 can be |
provided to the user. | |



the icons act as easily discernible synbols w thout cluttedvianh 20b& screen
and confusing the operator. The increased |evel of information displayed
provi des the operator tools to recognize the presence of multiple
intruders, the ability to. discern a falsely-triggered alarm (isol ated
alarm ng sensor) froma legitimate alarm and the visual "tracking" of
their activity. The nonitoring authority (user) can then apply pattern
analysis to real-tinme changes in alarmstates to discrimnate between

fal se and, genuine alarnms, and to track novenent of an intruder or spread
of afire. Generally speaking, a hierarchical approach can be used to

pi npoi nt al arm condi tions anong plural spaces (for exanple, different
bui | di ngs) being nonitored. For exanpl €ll-a high | evel display can include
a large geographical area, and can include indications of all .facilities
bei ng nonitored,. WhesupeMisony monitomngsystene car displaiytay indicitiondaale the user

can be notified in.the. high,l.evel display. By npving the cursor to that
facility and SIOPURPAGSIGS £rPgH“fWB‘§Pp¥%¥ﬁ’éﬁ’@FPsd seronds fromnthen Fi gure |

can be  provi dfihe!:Psenbr Mefted atfh n@&r ' 8 oSO Mo TPNI toring
system can di splay an i ndicat ?onea %&%ﬁl oreﬁ%%g'lgm Fdwser
within, for excomlition.lAdmeuseadlitk dutheidonerepiesetiting e ficdlity|iRapkRd at the
space being rma}étored is tripped into an g?ar.m conditiotg. A mouse click on
the icon repr cSERTH K YD intetnieve, for bapween displayat Soortplas yehesmit o
retrieve, for ' oQr schematic. (such as that of-
Figure 1) from&';iJ e a(%]{aggfﬁ 3 F?P{?L%&Sé%‘%rﬁ? ﬁé%&&?@jﬁmfﬂdi spl ays

al I al arm poi nttat displaysiad aldiniﬂilﬁnis%ﬁélﬁdéd}”m%ﬁéféc‘ﬂﬁ%@n&ﬁ{ifgﬁn%lﬁt ates.

Subsequent -chariges n_al arm point :conditions are.lypica spl ayed in
1-4 seconds fr#meshSubsaguentchangesriniaari pajieconditions aretypiallyi t y. Upon

R L L N
hyperlinking to thi §ipbfRnfhdba 6 aivif! thé MRy ARG cAMdiddens using,
local Taw enforcement agem;ics that then direct an emergency. response by :
- hyperlinking to this same building visualization of alarm conditions usiﬁg,
for example, a remote browser located at the police/fire dispatch center.
Responding ofﬁpers at the scene can also access this visual display of alarm
conditions by linking to that facility's security panel thiough a wireless
LAN hub protocol and encapsulated browser communication broadcast
~ instructions. For example, browser encapsulated communications programs
o ' (e.g., active X control, Jav_a applets, and so forth) can be used. By. clicking |
| on a MAP icon 120, maps showing directions to the facility, or any other
maps (such as complete floor plans of the fécilitg)' can be displayed.
" In its fire monitoring role, the system can use the same eﬁcapsulatcd
browser communication protocols to spawn real-time updates of changes in
- fire alarm points tha_t are displayed visuélly on a monitoring Site's web |
browser. Again, the v1sual display can be a building floor plan overlaid
with icons detailing all fire alarm point sensors: Pattern analysis can be
‘used to discriminate a genuine alarm from a false one and to track the

| spread of a real fire. Like police, firefighters at the scene can access the



for exanple, a renote browser |ocated at the police/firelgMaphtzgoqcent er.
Responding officers at the scene can al so access this visual display of
alarm conditions by linking to that facility's security panel through a

wi rel ess LAN hub protocol and encapsul ated browser communi cati on broadcast
I nstructions. For exanple, browser encapsul ated conmuni cati ons prograns
(e.g., active X control, Java applets, and so forth) can be used. By
clicking on a MAP icon 120, maps showing directions to the facility, or
any other maps (such as conplete floor plans of the facility) can be
displayed. In its fire nonitoring role, the systemcan use the sane
encapsul ated browser communication protocols to spawn real -tinme updates of
changes in fire alarmpoints that are didplayed visually on a nonitoring
site's web browser. Again, the visual display can be a building floor plan
overlaid with w%’ahﬂlsn’gmf alama conitions threbgh anlgeal wirckeOEANShuPat t ern

anal ysi s can 'bql.. sed togﬂing{i miég;e a genuine alarmfroma“fal se one and
to track the s.&”gﬁlé i WHFIESS comuugmisattqu-protacplse suahisapretaeblst he scene
can access the oM with ok TEEER ¥t L.di sal f. alarm condi tions through
a local wirel es?gﬁtlr_AN Kub ?tfel BFa g%f'ggh\l;en | c?%ldgwl’ Pﬂ&ég%wsé%mmni cation’

protocol s, suclencapsplatedomaimunication progrgmsishéh a4 setivEREc&Rzo1 1wl Ot 0COl
standard, and browser e&g&gsul ated conmuni cati on programs such as active. X
control., Java ’Bﬁ'ﬁ?&f’gs& o forth. Thus, electronic security and fire

al arm protection camﬂg W) ermts real energencies to be
di sti ngui shed, . .and. whi chaé%irﬁggegunw;%ﬁ%&lmw&CFFP@PF‘P‘GMI s with
real -tine on- twhictoperaniisirealremirp ities 16 be st REhishdr AG WillaPp@illenr ©ffective

fire fighting. Encapsul ated browser ..conmunication . progr e .used so
that real -ti rrel%ﬁﬂi%F‘FWQndﬁ&ﬁghtcgsWhﬂm:ﬂabﬁrﬁdamth&lsaéﬂaiaﬁirﬁjaﬁohn a renote

LG AR e IR e T I PR
- communication programs are used so that real-time conditions of security
and/or fire alarm points in a remote protected facility can be displayed on a
_central supervisory monitoring station’s web browser and/or on remote,
-_authorizéd browsers. |
. On-the-scene wireless connectivity can also be used by reSpoﬁding
police/fire response units where these units connect into the live
visualization to tract the inu'uder(s) or ﬁght the fire. In both securify and
‘ﬁr_e monitoring, embedded maps accessed via the MAPS icon 120 assist ig
W | 7 getting response units quickly to the scene. Once on the scene, police
officers or firefighters can access the visualization of alarm activity through
a wireless interface of a remote browser residing on a laptop computer and
the building’s security panel contammg an embedded web server. In |
:accordance with exemplary embodiments, a miique communication‘ protocol
combines a qonveﬁtional wireless protocol, such as the 802.11 wirelesé
protocol, with e;icgpsulatcd ‘browser communications..
| Exempla;y embodiments can provide interactive reporting of facility
security information between four basic subsystems over an

. Internet/Ethernet communications link. The four subsystems are:



On-the-scene wirel ess connectivity can al so be used by rsyeanati2og4
police/fire response units where these units connect into the live
visualization to tract the intruder(s) or fight the fire. In both security
and fire nonitoring, enbedded nmaps accessed via the MAPS icon 120 assi st
in getting response units quickly to the scene. Once on the scene, police
officers or firefighters can access the visualization of alarmactivity
through a wireless interface of a renote browser residing on a |aptop
conputer and the building s security panel containing an enbedded web
server. In accordance with exenplary enbodinments, a uni que conmuni cation
protocol conbines a conventional wrele protocol such as the 802.11
wirel ess protocol, with encapsul ated br comuni cat i ons. Exenpl ary

enbodi ments can proy, teractive reporti ng of facility security

i nf ormati on bet ween :lﬂ %ﬁ%‘? Cj&s”d‘ﬁﬁysterrs over an |Internet/Ethernet
communi cations |ink. The ﬁ!ﬁegﬁ : reh 2004 13 (1)
Security Panel This subsyste§“b§¥rect o ?g?és%%/gtaéyﬁw vah i vi dual
sensors and reports thei memwsmdﬁpbmmm&dﬂﬁ d mobile
conput er subsystems Enbedded web pages can be used to row de ost,

renote and nobile users @@@q@km@mmmwworﬁmbedﬂhéu&btlﬂged&m Host
Conput er This subsystem h a%rhb?edded web .server interface,

provides a real -tinme di sp St remels and mobileysersdetailedat i on of
all the sites within a seﬂ@fmhﬁoﬂ\&;mrslﬁeand their status. Qther renote
subsystens used to renotely nonitor .the sites can gain access to the
security panel at ed2h siHast Compotegh the host conput er- web page. A | ocal
browser interface prOVIq%m; QF Qgﬁfﬂﬁgﬁ ut er Operaaggsgggfiia&gxihe
prowdes a real-time display of a reglonal map deplctlng the
localmn of all the sites within a security network and their
status. Other remote subsystems used to remotely monitor
the sites can gain access to the security panel at each site
through the host computer web page. A local browser
interface provides the host computer operator access to the
same detailed infqrmation. l?rowser—encapsulatcd
 communications programs operating within the host maintain
real-time status of the sites/alarm points and contimially
update the display screen. , |
3 RémMCCmmm&n _
_ This subsystem accesses the embedded web server“within the
host computer through, for example, an Internet browser |
- program, which displays a map of the area sites and their
' current status. Using the mouse, a site can be selected to
view the details of its status. Upon selectioﬁ, the remote
‘subsystem can be directly connected via a hyperlink to an' -
embedded web server within the security panel. Similar to
thie host computer, the screen updates of site and point status



sane detailed information. Browser-encapsul ated communifsiaei20p40gr a
operating within the host maintain real-tine status of the sites/alarm
poi nts and continually update the display screen. (3) Renote Conputer This
subsystem accesses the enbedded web server within the host conputer
t hrough, for exanple, an Internet browser program which displays a map of
the area sites and their current status. Using the nouse, a site can be
selected to viewthe details of its status. Upon selection, the renote
subsystem can be directly connected via a hyperlink to an enbedded web
server within the security panel. Simlar to the host conputer, the screen
updates of site and point status 16 March 2004 -14 is maintained through a
br owser - encapsul ated communi cati ons pr.déf“am (4) Mobile Conmputer The
nobi | e conputer can gain conneciivity to the ethernet network |local to the
security panel through a Yifapiaued thiqueh g beewser-encapsikatedn t he oper ati ng
range. "Broadcast packet seombiiid encrypted packets which can be
ecrypted by the nobile conpu‘terg ca:ﬁP sént by the security panel and be
used to instruct the4yobi MebileQopipuer how to directly access the security
panel's web server through an Internet browser program Once connected to
the security panel web. %%Pﬂb%mwmm&ﬁﬁqrﬁaheeﬂﬁfn&perate
|i ke the renote conputer,. . eral Conmuni cations Overvi ew
Communi cati ons bet ween thneen\“;%'l&%qgﬁllafsi?ma&ﬂemF%h&‘éf#b& LAN,

‘ once it is within the operating range. “Broadcast packets”
(for example, encrypted packets which can be-decrypted by

the mobile computer) can be sent by the security panel and

be used to instruct the mobile computer how to directly
access the security paﬁel'slweb server through an Internet
browser program. Once connected to the secunty panel web
page, the mobile computer interface can operate like the
Temote computer. '
2.‘ General Communications Overview | ~
Communications between the variops subsystems are represented in
Figure 2. Standard browser and web server tools are éombined ﬁm
unique graphics and communication programs to effecf real-time
performance'through minimal bandwidth. , o
Figure 2 provides a general overview of the communications that
transpire between the four basic subsystems; that is, (I)a hbst computer
202; (2) a reniote computer 204; (3) security panel(s) 206; and (4) mobile
computer 208, Commﬁnications between tbé ﬁbst compﬁter 202 and the
security panel(s) are rgpresenteﬁ as communications 210, with arrows
- indicating the direction of information flow. For example, following a
powerup indication from the secuﬁty panel,_and a cohnectidn by the host's
-local browser to the security panel's embedded web page, files regarding
site information (suck as floorplan) and alarm status information can be



Figure 2. Standard browser and web server tools are conbié®dreN 2004 uni que
graphi cs and comruni cation prograns to effect real-tine performance hrough
m ni mal bandwi dth. Figure 2 provides a general overview of the

communi cations that transpire between the four basic subsystens; that is,
(1) a host computer 202; (2) a renote conputer 204; (3) security panel (s)
206; and (4) nmobile conputer 208. Communi cations between the host conputer
202 and the - security panel (s) are represented as comuni cations 210, with
arrows indicating the direction of information flow For exanple,
following a powerup indication fromthe security panel, and a connection
by the host's -local browser to the security panel's enbedded web page,
files regarding site information (such'bi' fl oorplan) and al arm status .

i nformati on can_be 1 2004 -15 sent to the host. Simlar protocols
can be fol | owed®H 'Ptfg?ga &mﬂgr Pf@éﬂﬁﬁbrﬂauebﬁfgﬂewwwmmd&ew emai ni ng

subsystens. Corggﬁﬁh,ﬁﬁm tﬁ%ﬂ‘@fem -hos uter 202 and the renote
conputer 204 are represg%Pee as co ‘""('%ﬁlt X%“r%—iz Commupaicationsiruni cat i ons
bet ween the ' r debventhehoit @bmplter 208 ahd theSRA1H mnéi 206 are

| rec

represented as communjcations 214. Final I Y, cati ons between
the security ﬁwemmmmnsamum@acmm@ﬁm%

comuni catlons in the art_ will appreciate that t he
information fl oW f e%%gﬁ%gﬂ “B?q’t ECYLY; RATS I(Mﬂﬁﬁfﬁdapﬂemmecbm hs

illustrated Incﬁtﬂittrﬁhaﬁoﬁszm bpindRy &@??ﬁ,ﬂﬂ{ nd that .
conmmuni cations fromany one or nore o P&C?’BB&?%W &HitYshown in

Figure 2 can b@amlmddwnmbﬂétcwmpmacﬁrer eﬂiﬂe@ﬁd\ﬁfmﬂﬁﬁa&h four basic
t he user. Mire detalled di scussions

groups shown, in a Mﬁﬂe& red ;
of the speci fic co apﬂmdm&winfdrmdmnwl ary
enbodi ment i || E&h&ﬁ crjbed wth respect to
Figures 9-12. HH?VI\-/ever wgggfgl{e‘%e%#%ﬁ%@% ﬁ'ﬁ?ﬁ Ustted indFigues; 2 are
commruni cat i onsbyavdyrofeﬁcampmomquﬂdlthit déﬁmmmcauons from any one or more of

-~ the four basic subsystems shown i in Figure 2 can be provided with respect

-

to any other one of the four basic groups shown, in any manner desired by
the tser. More detailed discussions of the specific communication paths in
-‘ accordance with the exemplary embodiment illustrated in Figure 2 will be
described with respect to Figttres 9-12. However, for a general -
understanding of the basic communiwﬁons, a brief overview will be
| provided with respect to Figure 2.

L ' .As illustrated in Figure 2, most intersubsystem communications are
| initiated by cxecuting a conventional Internet browser program (stlch as
'-Microsoft"s Internet Explorer, or Netscape) in accordance with an

exemplary embodiment that is represented in Figure 2 as an “Internet
Browser”. When the t)mwser is directed to a specific site address (both
the host computer and thc security panel are assxgncd Internet protocol (IP)
addresses), the browser software attempts to connect to the port at the IP
address The embedded web server at the addressed site recognizes the
connect request at the port as a request to transfer the web page information
(contained, for example, ina HTML file). Once transferred, the browser

§
3



provided with respect to Figure 2. As illustrated in Fi gi8ah 2008t

I nt ersubsystem communi cations are initiated by executing a conventi onal

I nternet browser program (such as Mcrosoft's Internet Explorer, or

Net scape) in accordance with an exenplary enbodi nent that is represented
in Figure 2 as an "Internet Browser". Wen the browser is directed to a
specific site address (both the host conputer and the security panel are
assigned Internet protocol (IP) addresses), the browser software attenpts
to connect to the port at the IP address.. The enbedded web server at the
addressed site recogni zes the connect request at the port as a request to
transfer the web page information (contained, for exanple, in a HTM
file). Once transferred, the browser 16 -Mrch 2004 -16 software begins to
process the instructions within the HTM. file. Wthin the file are

ref erences to 20fWaphpesinsto|psoeass te instoypdtione svithimithe HEMEfilel cCWidh@s pr ogr am

to be executed files are n cal J avallable t he browser
sof tware reque&éh%%%fgmw&gﬁaﬁg@ﬁ? lﬁ/ amd@st web - server,
using a hypert @¢innnifé#ions pRigpiioh @k&i@d o and locally
saved), the browser software d| spl afls an execr%bces ?ﬁe&#t\iﬁ?%ys'as directed
by the HTM. fi lawailatiies the bpiwses software rdinsstsalie traneener tae bl HEP

background thathﬁt he , site and poi nt status i-cons are witten on, serving as

visual status P9 WeP Berger sing ahypsrextdransfer peeteeal (HTTR)e Quuerruni cat i ons

pr ogram perforrﬁcé;?gd”g Il on twe n _the subsystens
and the painting o fhe ot f%ve?%ﬁgﬁ%ﬁsﬁﬁ% |eoﬁ‘€“t?%veal a
change in poi ntthefilesias direstdbythe HIME@l€en i cons are repa| nted to reflect
t he new conditions. These br owser - encggsul ated communi cati on prograns

enable real-tine p eewcamﬁielnumpjmckgmunﬂshanhwr ks
such as the I@ﬁ@%ﬂ&b()m?smﬁséo%@a%/ Writfer: on, serving as visual status indicators

to the momtormg operator. The communications program performs both
- the real-time communications' between the subs)rstems and the painting of
the status icons. When the communications reveal a change in point or site
| status, rhe screen icons are repainted to reﬂect the new conditions. These
. brOWSer—encapsu!ated commuinication programs enable real-time
performance over conventional communications networks such as the
~ Internet. -
3. System 0verv1ew
Flgure 3 depicts a general system block diagram of an exemplary
secunty system, compnsed of the security panel 206, the host computer
202 the remote computer 204, the mobile computer 208, and an optional
w1reless LAN hub 302. The security pane] is installed within the space
(that is, the physical facility) being monitored, and is permanently
connected to an Internet or Ethemet network 304. The wireless hub 302
- can be mstalled at the facility site to provxde connechvnty for the mobile
computer 208 via a wireless LAN 306. The host computer 202 can be
installed anywhere so long as it is connected to the same Internet or

Ethernet network 308 to which the security panel is attached. The remote



Figure 3 depicts a general system bl ock di agram of an ex@mhghy2oogdecurity
system conprised of the security panel 206, the host conputer 202, the
renote conputer 204, the nobile conputer 208, and an optional wreless LAN
hub 302. The security panel is installed wthin the space (that is, the
physical facility) being nonitored, and is permanently connected to an

I nternet or Ethernet network 304. The wireless hub 302 can be installed at
the facility site to provide connectivity for the nobile conputer 208 via
a wireless LAN 306. The host conputer 202 can be installed anywhere so
long as it is connected to. the sane Internet or Ethernet network 308 to
whi ch the security panel is attached. The renote 16 March 2004 -17 conputer
204 can be installed anywhere so | ong aslv4 can access, the sane |nternet
or Ethernet network 310 to which the host conmputer and the security panel
are attached (pompute204 cdn be-installedrayshefeoso lohg ad tecafiaRidss theCafpaut er 208
must be wi thin the cov e area of the wireless LAN hub to ~access. the
secufity panel 'Fé?ﬂpﬁgﬁﬁ%@lmolwmﬂmmﬂlMQmm@amth206 noni t or s

t he status of ' | I within th itored facility

via data [i nks%@ﬁﬂ%ﬁ%i@@%@bbﬁgﬁgh%@s%{o@: epgbie STATUS

message i S sentcomputdr@08anist be Wit e aﬁ,@rag@%fwlﬁ%eﬁﬂf&&&i%NHﬁH?A' y
I spl ay

nmoni tored by an operator, ~repaints the icons shown on its screen
to reflect the agpesstheisecuritypanebovesithe wireless LAN $0fanel . Any nobil e

conputer or renote C uter. . _cur |y connected tq the security panel . -
reporting the chan_g:@{}':p W@Bﬁ%@ﬁ“ﬁ%ﬁ%&? HRUS O sGCRrILY F@P’é@ﬁé on their
own di spl ay- af tigdtalldsewiiBiithe floRltledFLSTHIW Vi N$ifks ; ;y Figure
4 details hardware and-software corrpone1 tgl-so%?aan exsg%bm%n%g@igmput er

202. The CPU msehsorichanggs 02, ad?OBYE SFAT US megsage oseptito mie okt €l processor,

such as 80486, _Pent'{u%&ll l"Hxlil’ or any ot her processor) :
N computer ZUZ. “1he host computer, usually monitored by an operator,

repaims the icons shown on its display screen to reflect the updated
condition of the security panel. Any mobile coﬁaputer or remote computer
currently connected to the security panel reporting the changed point
condition can a]so fepaint the icons on their ov&n display after the next
status query r&sponSe.

a, Host Computer \

Figure 4 details hardware and sofiware components of an-exemplary
host computer 202. The CPU motherboard 402 for example, (e.g., based
on Intel i:rocdssor',‘ such as 80486, Pentium I/II/IXY, or any other processo;')
is a conventional personal computer that will support any desired network
operatinig system 414, such as any 32-bit operating system including, but
'not_ limited to the Mic;osoft NT Operating System 20. An eXemplary
motherboard will feature, or accommodate, Ethernet communications port
404 for interfacing with an Internet or Ethernet network. A hard disk 406
can be installed to suppoﬁ information storagé. A keyboard and mouse 408
can be attached for operétor interface. A display, such as an SVGA

“monitor can be attached via an analog or digital video graphics applicatioﬁs
port 410 for a visual dlsplay unit. The NT Operating System 414 can be

'
|



I's a conventional personal conputer that will support an Mashred4 net work
operating system 414, such as any 32-bit operating systemincl udi ng, but

not limted to the Mcrosoft NT Operating System 20. An exenpl ary

not herboard will feature, or acconmodate, Ethernet comrunications port 404
for interfacing wwth an Internet or Ethernet network. A hard disk 406 can
be installed to . support information storage. A keyboard and nouse 408 can
be ttached for operator interface. A display, such as an SVGA nonitor can
be attached via an anal og or digital video graphics applications port 410
for a visual display unit. The NT Operating System 414 can be 16 March 2004
-18 installed in a standard nmanner, along with the Internet Browser
software package 416, such as Internet-EBxplorer (any version, including
version 5.0 or greater) available fromMcrosoft Corp. An enbedded web

server 420 isIOs |in @ standansmanner halong withthé IntemesBRAIseySbrw@ever or the.
GoAhead- web se | ocal cache rectory 418 is.installed with web page
support tool s{’X‘:g‘[?%ﬁéf? A j{'b‘ﬁ@@ gFP’QS“((?ﬂ)éV"TFT@Qb thidingaperyiondi apsul at ed
communi cat i onsop te?) BvailhBle Ekﬁt esired

i nf ormati on. Egegréot)o@vCorrpufdé?rH i gur eh?agt ﬁ%%&ﬂ% SERYFT P war 6

conponent s of tShustchd)(such aotheMidrosdiipersonal Web/sembrer MRTEARAE Wb 9
such_as 80486, Pentium I /I1VIIl, or any ot her

based’ on Intelﬂg_g aessi)

processor) v hiacaleach eggmwl&ommmwmmgewt t he

desi red net wor such .as apy 32 operating system
i ncl udi ng but ir?otgo%ﬁéci %?@%#A‘? Jegippal l&eﬁ"&?ﬂsﬂg’%stem 20. The

mot her boar d wi ¢dmuhenicatiens pRograffis BEAPARL fildsiAa" %H%?catlons 506 with
an Internet or,_ Ethernet nel?work vi a Et hernet gérﬂfhé‘g’g ard disk 508 will
support mf_orn_’ﬂf@@ﬂﬁﬂm orage A keyboard and nmouse 510 will provide :
operator interface. bAn anl tor can be attached via port 512 for a
visual display unit.” The ote :

Fxgure 5 details hardware and software components of the remote
computer 204. The CPU motherboard 502 (e.g., based on Intel processor,
such as 80486 Pentium I/II/HI, or any other processor) is a convennonal

| personal computer that will support the desn'ed network. opcratmg System
504, such as any 32-bit ope;atmg system, including but not limited to the
Microsoft NT Operating System 20. The motherboard Wﬂl feamrc,'.or
accommodate Ethernet communications 506 with an Internet or Ethernet
network via Ethernet port 506. A hard disk 508 will support informatioo
c - storage. A keyboard and mouse 510 will provide operator interface. An
| SVGA monitor can be attached via port 512 for a visual display unit. The
operating system 504 is installed in a standard manner, along with an
Internet Browser software package such as “Internet Exoloref” package
514. A local cache directory 516 is installed with web page support tools: |
| . supporting graphic files (for example, individual room layouts floorpians,
. side view of multi-story facility; and so forth), locaJ data files, encapsulated
communications programs, and local data files. | |
c. Security Panel



operating system504 is installed in a standard manner, ti Magh®@i0h an

I nternet Browser software package, such as "Internet Explorer"” package
514. A local cache directory 516 is installed with web page support tools:
supporting graphic files (for exanple, individual roomlayouts, floorpl ans,
side view of nmulti-story facility; and so forth), |ocal data flles
encapsul ated - conmuni cati ons prograns, and |local data files. c. Securi ty
Panel 16 March 2004 -19 Figure 6 details hardware and software conponents
of the Security Panel 207. The CPU not herboard 602 (e.g., based on Intel
processor, such as 80486, PentiumlI/I1U1lIl, or any other processor) is a
conventional personal conputer that will support the desired network
operating system 604 such as any 32-bitl%perating systemincludi ng, but
not limted to the Mcrosoft NT Operating System 20. The rmtherboard wil |
feature, or accommitigire GddisilsigirdwaremandisoftviROmponbntd Bf tHe SYchf

Et hernet network via_ Fthernet port 606. A hard disk 608 will sup ort :

i nformation st@REY7- Tike GPd %50359@%@ garbaped omntell procesier, auel andard

A W .610 tal |l ed h
Those " avai | abrs Spa88 Pl GATED B A oE p eSS0 15 A ComfensRngl ogr am 015 | o
al so i nst al | ed petsonhlusinimtdraBal willouppdrt HRSdesfeal HMo g@bg&?ﬁ:g%ﬁt&@o' s, such

e

as RS485 communi catlons ‘protocol s. 6 4 are supporte
comuni cat i ons 6@t %ﬂm@%-bﬁgpemungsyst&mmdudlhggrbmndtﬁmhedmmcess

devices. As.su uts deo pture boa ds 616 and direct digital
| / O boards 618%@155038&3@33&?? g@r Irg Wil deatareg@¥put er Fi gure
7 details the haigimbsa té%eiﬂéttcﬂﬁﬁﬁﬁﬁ& rm: conput er 208.
The CPU not her board 702 (e.g., base oﬁlﬂ}ne%‘[l 4 f—’%ﬁ]l/ll/lll or
any ot her procaesmr}:mE&mpentﬁ%naﬁhhﬁmlsmmstwﬁmbﬁppbrﬁlhﬁranbh support

the desired network Qﬁlel’atl ng system 704, such
torage. ‘The operating system can be installed in a standard manner. A

Windows oompatible embedded web server 610 is installed (such-as those |
available from GoAhead software). A main application program 612 is
also installed, including local data files. Commumcatlons pro!:ocols, such
* as RS485 communications protocols.614, are supported to facilitate
communications with the sensors, sensor controller and other access
devices. As supporting inputs, video capture boards 616 and direct dfgital
- 1/0 boards 618 can be added to the local bus 620.
| d.  Mobile Computer :
Figute 7 details the hardware and software components of the
AMobile computer 208. The CPU motherboard 702 (e.g., based on Intel
' 80486, Pentium I/II/]]], or any other processor) is a conventional laptop -
computer that will support the desired network operating system 704, Such
“as any 32-bit operating system including, but not limited to the Microsoft
* NT Operating System 20. Add-on boards can be installed to interoperate
with, for example, IEEE 802.11 Ethernet communications 706 compauble
with the installed wucless hub 302 (shown in Figure 3). A hard disk 708 is
installed to support information storage. An integral keyboard and mouse |
710 are attached for operator interface. A display, such as an SVGA LCD



as any 32-bit operating systemincluding, but not |imteth Mar¢hh200d cr osoft
NT Operating System 20. Add-on boards can be installed to interoperate
with, for exanple, |EEE 802.11 Et hernet comrunications 706, conpatible

with the installed wireless hub 302 (shown in Figure 3). A hard disk 708 is
installed to support information storage. An integral keyboard and nouse
710 are attached for operator interface. A display, such as an SVGA LCD 16
March 2004 20- nonitor 712 is attached for a visual display unit. The
operating systemcan be installed in a standard manner, along with any
Internet browser software package 714, such as Internet Explorer (for
exanple,. version 5.0 or greater). A local cache directory 716 is

installed with web page support tools: -@hpportl ng graphic files (i.
i ndi vi dual : roomlay(%ut floorplans, side view of nulti story faC|I|ty,

and so forth), TQR®ES 42 isattachedsfo r@m&q@édislalayd!nimdmmmﬁemiﬂg)gﬁtﬁeg{arrs ~and
| ocal . data fil %ﬁmﬁaﬂ %%es%n?m&fl ay_ Fiqure details screen display graphic
conponents. These  conpofe lgﬂ%{?h%ﬂngm Ys’@?é@ﬁsbrawwrlsaﬁmmo t he.
host conput er, pa Uﬁcm@ﬁgg&m jfpg r ysers éhese di spl ay

u exa THen s

conponents are nade avar | abl e thro O95f standard

browser techn&Festgr). rkmbsm:hadlrdctgr)a‘btﬁ snstalled ﬂ[tﬁ vfeﬁaé sﬂg_%o

comruni cati ons dﬁ‘ho‘\ﬂp Whe @ﬁs?rowser software initial S, it
generates the W p%ﬁ%@‘@@%’ Ifa m“ﬂ&rmlaymnﬂbb@lmmpv\ser
addresses an egjaeqaef of MR- ﬂsﬁéﬂﬁﬂ t uter or security panel,
an HTML. file is trangferre%}a #ﬁsﬁ&eﬁﬁ IPF’Q%@ <Ancapsated o an

encapsul ated gompiunicatiomgrofahs, Bfiflocal difa fliegp! ayed. This file represents
for exanple, a regional map, the facility floorplan, or an individual room

| ayout. Also refer EncedSPWeﬂﬁBSBlﬂWL fileis the execution of an _
pavhod “and oper at Hint B YPRRLACEBBRR £reid cRP AT Sea, nt 11 NG
real -tinme - Components are common to the screens available to the host computer,
relltote computer and mobile computer users. - These display components
are made available through, for example, the use of standard browser
technology, encapsulated graphics data and real-time communicatione
programs. When the browser software initializes, it generates the window
frame 802 on the display 800. When the browser addresses an embedded |
- web page within the host computer or security panel, an HTML file is
transterred. Within the HTML file isa reference to an encapsﬁlated
graphtc image file 804 to be dlsplayed This file represents, for example,
a regtonal map, the facﬂxty floorplan, or an individual room layout. Also
referenced in the HTML file is the execution of an encapsulated
communications program 80e. This commumcatlons program is spawned
and operatee in tandem with the browser software, maintaining real-time
comntunications with the site containing the embedded web page.
The eommumcanons software queries and monitors the condition of
the panellpomt status of the remote sites. Upon initialization, and as npew -

status is received, the communications program “paints” new icons 806



conmmuni cations with the site containing the enmbedded webiGldgeh 2004

communi cations software queries and nonitors the condition of the

panel / point status of the renote sites. Upon initialization, and as new
status is received, the comrunications program "paints" new icons 806 16
March 2004 -21 atop the graphics display, the icons representing the

| ocation and status of the depicted site/point. In an exenplary

enbodi ment, there are six states represented by the icons; (1) ALARM
(point/site in alarm but not acknow edged), (2) ACKNOALEDGED (ACK D) ALARM
(point/site in alarmand acknow edged by security nonitor), (3) RECENT
ALARM (point/site recently in alarn), (4) NORMAL (point/site not in
alarm, (5) DI SABLED (point/site di sabl® and (6) FAIL (point/site not
respondi ng) .- These . differ e&tﬂ?lst ates allow the monitoring user to determ ne

the current and®°R HeSTPPHICYsRIRY, 1B icprs represeuHBg theslogationand #ats §fial i zat i on

of multiple poigtg i ion, and the ability to visually discrimnate
bet ween | egi ti mat e_e@%tgﬁ ?gfpélgﬁ'y-t riggered alarns. Al comunicati ons anong

the networked conpcinemexemplary enbedieiene,dherei avg sidd AReafepreetted dyanpacket s
of any known network protocol. 4. System Communications a. Security
Panel - Host ConmiGeRss 1) MARMpeint/gite & 2lanm bpteotasknemledged)o® bet ween t he

security panel it 2. on the a i cation of
power, the se-cﬁegydﬁgmgmmw@@%&%{s desi gnat ed
host conput er Idaknamag&ﬁb sufigOmbaitor) B RECENTIACARSE (pdinfEid er sends a
HEALTH STATUS REQUEST 904 ydat agram tor?ag(:: security panelh? A r'tegpeat ed

failure to receecently inatarm)s@) NORMAI (®int'sitecmt és akarm),(5) BASABLEIpuUt er
that - the panel, co ni,cat.i ans i f.ail.ed and its, icop is updated.
Wien received (BQmpﬁ%eﬂ'ﬁgl?b@&?ﬂJngAgﬁﬁP@ﬂﬁﬁ%%éc?@ B8Yhedbestt 0 a | ocal

data file. different states aliow the monitoring user to determine the current and

~ recent location of an intrusion, provide the visualization of multiple points
of intrusion, and the ability to visually discriminate between legitimate and
falsely-triggered alarms.' All communications among the networked
‘components are transferred using standardized data packets of any known

network protocol.
4. System Communications )
a. Security Panel-Host Communications

Figure 9 details the communications between the security panel 206
, and the host computer 202. Upon the application of power, the security
panel sends a PowerUp Message 902 to its designated host computer IP
address. On regular intervals, the host computer sends a HEALTH
'STATUS REQUEST 904 datagram to each security panel. A repeated
failure to receive a responée packet 906 indicates to the host éomputer that
the panel communications link has faﬂed and its icon is hpdai_ed. When
-~ received by the host computer, this message is logged into a local data file.
When initially engaging communications with the security paﬁel, the host
computer sends a POINT STATUS REQUEST 908 to thie security panel.,
Until an initial status has been determined, all icons are rrepresente-d withan



When initially engagi ng comunications with the securitylblash,200he host
conputer sends a PO NT STATUS REQUEST 908 to the security panel. Until an
initial status has been determ ned, all icons are represented with an 16
March 2004 -22 UNKNOMWN icon (such as a circle with "?"). If the request
repeatedly goes unanswered, the site is deternmned to be inoperative and
Is represented with a FAIL icon. The successful receipt of tine PO NT
STATUS response packet 910 causes the host conmputer to repaint the screen’
icons to represent their current determ ned condition. Wen an enabl ed
poi nt status has changed, the security panel sends a PO NT STATUS nessage
912 to its designated host conputer IP gddress.. Upon its receipt, the
host conputer repaints the icons to repf€sent the current status. Wen a

nonitoring OPERARN h os} .conputer wants to acknow edge an

annunci ated al arm c%\cﬁﬂ?ﬂﬁh a%ﬁ%ﬁi%@@pac)(elf@@m@sﬂsw t he
security panel gogd @isweted, the' sk gs arm.bei ng. acknow edged.
When récei ved gy the security paneﬁ&]ﬁ%g%%g?ﬁogﬁmwef’?@“rﬁﬂ‘ﬁ@% updat ed

and a new PO NWitmnFAB. iemsage 916 is sent back to the host conputer.

Agai n, -the receipt thFthi S fﬁlcket_ causes the host conputer to repaint the
i cons on the screen. F“f‘f?éé preceint phte dIQINE STA TRESwespamse gackebbeo a poi nt

group of poi nt ggneRk ' ' an. ALARM DI SABLE nessage. 918 is sent
(containing a mask re?ﬁ%@?@ﬁﬁﬁ%‘ﬁ&@ﬁﬁ“%ﬂ%mm«%ﬁm%@m ved by the
security panel cutrém determfineciosvaiitionn $ehen 5 HaBied pﬁﬂﬂ' | ew PO NT
STATUS nessage 920. is.sent in response. Its recel ptsﬁg%cha%egﬂﬁ%’ conput er
repaints the i BriscuniymBclsepdesn POINT STATUS essadeco 0Tt desighipred - Conmput er
Comruni cat i onshg't%g %?éfe ilsvﬁommni cafions between the renote conputer
204 and the hos %ﬁ% SS.\\HBAD 1t ZeGeitothe hoshenmapuiten repaintsithees to -
attach to the gofsid feprés¥st B currbnt&iaeyt €S a conpatible browser software
' When a monitoring operator at the host computer wants to

acknowledge an annunciated alarm condition, an ALARM ACK packet 50

is sent to the security pahel, along with a reference to the alarm being
acknowledged. When-received by the security panel, the condition of ihe
point is updated and a new POINT STATUS message 916 is sent back o
. the host computer. Again, the receipt of this packet causes the host
- computer to repaint the icons on the screen. If the monitoring' operator
' wants to disable a point, group of points, or an entire site, an ALARM
. | - DISABLE messagé 918 is sent (contaiiﬁng a mask referénce for the poiﬁt
~ array). 7_When. rn_:ceived by thé sec_urity' panel, the point condition(s) is(are) -
- modified and 2 new POINT STATUS message 920 is sent in response. Its
receipt by the host computer repaints the icons dxi the screen display.
b.  Remote Computer-Host-Computer Communications
| .Figqre- 10 details communications between the remote coinputcr 204
and the host comptiter 202. Whien the remote computer user wishes to
artach to the security system, it executes a compatible browser software
- - package and connects to the Iiltemet'or Ethernet network (e.g., Internet
Service Provider (ISP) dial-up, local hardwire, and so forth). When |



package and connects to the Internet or Ethernet networKI§Maxgh,20D4t er net
Service Provider (I1SP) dial-up, local hardwire, and so forth). Wen 16
March 2004 -23 actively connected, the user directs the browser to the IP
address of the host conputer, seeking to connect to the host conmputer's
web server 1002. \Wen accessed, the enbedded web server software downl oads
the HIM. file 1004 that defines the host and/or security panel web
page(s). The HTM. file includes the reference of a graphics file. If the
current- version of the file oes not locally exist, the renpte conputer
browser makes a request 1006 for the HTTP transfer of the.. graphics file
fromthe host conputer. Once received fromthe host conputer in transfer
1008, the --graphics file is locally stor-@3 (in cache directory) and is

di spl ayed on the browser screen.. The HTM. file then instructs the .
execut i on of a acHvelineanuestado e waeodirects the bigaiser, toi the TP addyesy ¢fithe ver si on of
the file does not, |ocall xi St, the renpte conputer browser requests the
HTTP transfer -“m%q’é@WQW%ﬂmmmswﬁwim. Once

received fromthe hoghef I o h- - ' ni.cations
programfile is locally stored gﬂr?g | @@%@%@%&%@%&@Wﬁ ©1014. This

program runs i HTMdfie 1004 thatdefiex theihost MdovseRturiyHahvbweb pagd(goes not

prevent or hinder normal browser activity. Once  started,” the ‘
communi cat i ons ﬁ%@fﬁ% Hlegingludes thereferanse of p@raphics fleqUfthessurrentquest i ng

the status of the.varigus:panel n@hé&h%é@@i&i{ﬁ%ﬁ%ﬁg S\Qa%gg, 1 the

communi cations pregramrecei Ves )

i cons over|l ayi ngakeba rex i@%ﬁﬁ&@@Hﬁmﬁ:ﬁ&@idﬂﬁéﬂgﬁﬂﬂbﬁﬁh&ﬁ&ﬂa@e current
status of the sites. Wen the renote conputer  user  séleets the 1con of a -
site for nore dostgampuitte Qnesrceeivedfromathe hostreanmpuietiin tenyfeh 1068 | thek t o

t he EP address of ,t.he..sel ected secufit el (connecting to the enbedded
web server wit WW%@%A%@W&@%&%@@%@MW #ndBeions with

the panel in abigpediscied] Fie HPMINAle HER Gislied il LichEGPEFS to the host
~ communications program.. Again, if the current version of the file does not |
locally exist, the remote computer browser requests the HTTP transfer of
the file from the host computer via reciuest 1010. '
" Once received from the host computer in transfer 1012, the
communications program file is locally stored and immediately executed at
step 1014. This program ruas in tandém with the existing browsef
software and does not prevent or hinder any normal browser activity. 'Oncc
started, the communications program begisis a continuous polling sequence,
X requesting the status of the various panel sites via requests 1016. When the
comﬂ1unicaﬁon5 program receives the résponse statas messages 1018, all ‘
the icons overlaying the graphics screen are fepainted fo indicate the
' current status of thé sites. When the remote computer user selects the icon |
of a site for more detail, the browser software can immediately hyperhnk to -
the IP address of the selected sccurity panel (connecting to the embedded
web server within the panel in step 1020), and perform communications
with the panel in 2 manner similar to that described with respect to ihe host .
computer and Figure 9. |



conputer and Figure 9. 16 March 2004 -24 c. Renot e- Secur 16 Marr604

Comruni cations Figure 11 details the comuni cati ons between the renote
conputer 204 and the security panel 206. The renote conputer gains access
to the security panel through the host conputer via a hyperlink
connection. Wien selected, the browser is directed to the | P address of
the security panel,” seeking o.connect :to the security panel' s enbedded
web page 1102. \Wen accessed, the enbedded web server software downl oads
the HTML file 1104 that defines the security panel's web page. The HTM
file includes the reference of a graphics file. If the current version of
the file does not locally exist, the renote conputer browser requests the
HTTP transfer of the graphics file 110628romthe security panel.. Once
received fromthe security panel in response 1108, the, graphics file is

| ocally stored (in cache directory) and is.displayed on the browser
screen. The HTM. Me- then instructs the-execution of a conmuni cati ons
program Again, if %he cRemetgtSegurityi RamebCommuniicationsioes not | ocal |y exi st;
t he renote conputer Fig@a 4 kes a request 1&%& for the HTTP transfer of
the file fromthe ‘seéu Y\fc ?@e e auens, befwesnthetrgmotecenmputer panel i n

response 1112, mmw'bmm'o%gwbk%hﬁﬁu%&%%éﬁgﬁg{tﬁ%%gd

i mredi ately executed at 11T4. This program runs
exi sting browseecuitytpaneldhrongti thiohest cotppeer viand hyperinlnéltinedion. NV
browser activit '

C tarted, .f hé comuni cations -program begins a
conti nu?Uf polsf\qeﬁga:og’ﬁ Rweer lﬁéefe‘ée&iq]@etlﬁeddre_as gf thefsecurity panelus poj[ Rt s
via a status . rgg4esko & E}cpﬁ c | i QNs_programLecei ves the
response status nessages . % ,g%' P@M&%@@Fﬁ@f’ﬂgﬁ Iﬁ%r aphics -
:/gr e’ﬁnzg(r) 2 r2 Eﬂﬁhen ackesed| thaientiedddéd wels servandofthat Uswhloadd BeAd TS 16
rch 2004 - , -
— file 1104 that defines the secutity panel's web page. Tke HTML fite

" includes the reference of a graphics file. If the current version of the file
does not locally exist, the remote computer browser thuests the HTTP
- transfer of the grabhics file 1106 from the seéurity panel. .Once received -
from the securiiy panel in response 1108, the,.graphics file is locally stored -
(in cache directory) and is displayed on the browser screen. The HTML
file' then instructs the-execution of a communications program. Again, if
the current version of the file does not locally exist; the remote computer
‘browser makes a request 1110 for the HTTP transfer of the file from the
‘ ' security panel. Once received from the security ‘panel in response 1112,
the communications program file is locélly stored and immediately exccutéd
at 1114. This program runs in tandem with the existing browser software
and does not prevent or hinder any normal browser activity.
"~ Once s,té;ted, the communications program begins a continuous -
~ polling sequence, ;'equgsiing the status of the various points via a status
request 1116. ‘When thp communications program recéives the response
status messages 1118, all the icons overlaying the graphics screen are
repainted to indicate the current status of the points. ’.



d. Mobile-Security Panel Comunications Figure 12 det ai | $6 Mamshi2i0dat i ons
bet ween the nobile conputer 208 and the security panel 207. The nobile
conput er 208 gains access to the security panel through a wireless |ocal
area network, enabled by the wreless LAN hub 302 and/or any. avail able
wi reless network including, but not limted to existing cellular telephone
networ ks. The nobil e conputer browser.software is executed, referencing a
| ocally held web page 1202. The HTM. il e references both a graphics
display file 1204 and an encapsul ated communi cati ons program 1206 (which
Is already installed in the nobile conputer). After the screen is painted
with the graphics imge, the comunications programis executed at 1208.
Thi s program continues to search via thé3wireless interface. card for a
br oadcast packet congainipg,. an address, such as an encrypted |P address,
of the local securit$ paniiobile-Sgpausity PanelrCmmpnsicad®BRESS nessage 1210 i s
rogram the address is

recei ved by the nobg; : muni cati,ons pr.

decrypted and the ?‘%ﬁ%%?%@%@FWW&é@mﬂ?@@Pﬂhem& addr ess
of the securi tandphesdcurifxpaiet 207 The elotil| i NbhakS. J.dentical to the
renot e-security panel . chrrpr;ﬁir?i cations, Ogﬁllgcﬁg@gkg?ggia@g%ﬁéﬁs?%@he ’
descri ption of SPPUil agel theygh i wigelessdlocad arecidt@orig @hibled b§the |t Wil | be
appreci ated by _t. /. ed i.n the art that the present 1nvention can be
enbodi ed i n ot f%’?é@%ﬁ i%‘%%gﬂrﬂ?dwftwm%mel@s netpiork incdudipg,rbut or
essenti al char%tgﬁji@aitggxfsﬁ%gaf‘ﬂ -ngt% esent |y di,gcl osed enbodi nents are
therefore considered in all r spec%rs' R@%‘fﬁ%ﬁ‘rﬁ ost?}E?oc"“F’R}Fer :
restricted. Thérewssreofivardis exeasted, ireferéminglioeale Hell e iugaRRRRded - cl ai ms

rather than th fm g description and all changes t =come " within the
meani ng and raﬁ&'@ referencse bothcr graphiss displaydilel 4004 andan enbraced

therein. 16 Mieabpsttd dulifiilariofs HldUrih 42b8 (which is already instalied in
-+ the mobile computer). After the screen is painted with the graphics image,
g the communications program is executed at 1208. This program continues
. to search via the wireless interface card for a broadcast packet containing
an address, such as an encrypted IP address, of the local security panel.
Once the BROADCAST ADDRESS message 1210 is received by the
‘mobile computer communications program, the address is decfypted and
the browser is directed (hyperlinked 1212) to the IP éd&ress of the security
~panel. Execution after this point is identical to the remote-security panel
communicatiqns, and reference is made to the description of Figure 9
regarding the connection activities. |

It will be appreciated by those skilled in the art that the present

i:;v_ention can be embodied in other specific forms without depaiﬁng from

‘the spirit or essential éhax‘acteristics_ thereof. The presently disclosed

.. embodiments are therefore considéred in all respeéts to be illustrati\fe and

-not restricted. The scope of the invention is indicated by the ‘appenﬁed'
claims rather than the foregoing description and all changes that come

- within the meaning and range and equivalence thereof are intended to be | |
embraced therein. ' |



1. Apparatus for nonitoring a space, conprising: a securléMagh804| ocat ed
at the space, said security panel having a plurality of sensors; and a
nonitoring systemfor receiving, in real time, self initiated updates in

poi nt sensor status information regarding the space fromthe security panel
over a network using a network protocol, said nonitoring system i ncluding
a graphic interface to display said i %ormation inreal tine as nultistate
out puts associated w th each of said fpfurality of sensors. 2. Apparatus
according to claim1l1l, wherein the network is an Ethernet network. 3.
Apparatus according to claim 1, wherein the nonitoring system includes
encapsul ated comruni cations prograns. 4. Apparatus according to claiml1,
wherei n sai d i nPBads¢laimadds: recei ved usi ng a standard I nternet browser. 5.
Appar atus accordi ng to I rein sald information is displayed
using a bitmap repr egén‘fgéf%dcﬁlsjfg l\ﬁ,rsggllgogmgﬁas T MSP8ons overlaid on said
bitmap to identify saisecusieypateblozndd bimbe kpsk MaitbsechrityNapanavisg ;according to
claim1l, wherein said information is displayed wusing an icon on a display
to represent a BBHHIY PEFFNS9rSealdh sensor. 16 March 2004 -27 7. Appar at us
according to claim 6, Webe: i L b V. Of, Ld.nultistate
out puts, at least a 1? I rst&gl:‘@ssygll% r?g%telgg]tfng’ﬁg r%aﬁf{ﬁ bnﬁt%lﬁﬁéfﬁgug%t?sﬁﬁi cation
that a sensor. psintsensor stbuimfonoatntregandingthe epan dronf ths sdcarity it bedrat e

out puts being an_indi.cation he}[ sai d, sensor ,was recently in an  alarm

y .
condi tion, and AEHCPLISHE fafecol sud mopitorngsyslempclading aaiaehici on  t hat
sai d sensor is fdrficdtoAdisphyald ifRHkAdnR reaPtimSRPRALRLME dufhuRCSYAARCce W th

claim7, wherein said
with each of said plurality of sensors.

2. Apparatus according to claim 1, wherein the network is an
Ethernet network.

3. Apparatus according to claim 1, wherein the monitoring system

includes encapsulated communications programs.

4. Apparatus according to claim 1, wherein said information is

received using a standard Internet browser.

5. Apparatus according to claim 1, wherein said information is
displayed using a bitmap representation of said space, with icons overlaid on

said bitmap to identify said sensors and their status.

6.  Apparatus according to claim 1, wherein said information is

displayed using an icon on a display to represent a condition of each

S€NSOT.
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condition can further be an indication that said sensor tddaisb@004di sabl ed.
9. Apparatus in accordance with claim?7, wherein said condition can
further be an indication that said sensor has been failed. 10. Apparatus in
accordance with claim11l, wherein nonitoring of said display can

di stinguish false alarns fromgenuine alarns. 11.. Apparatus according to
claim1, wherein nonitoring of -said display can be used to track
sequential activation of said sensors, yet provide information regarding
the nost recent sensor placed into an alarm condition. 12. Apparatus
according to claim1, conprising: a renpte nonitoring system which can
access said information. 13. Apparatus q&gording to claiml, conprising: a
nobi | e conputer which can access said inférmation. 16 March 2004 28 14.
Appar atus according 4o claim1 wherein said information can be displayed
as a hierarchy of displa Bﬁ%@ﬁy%ﬁtﬂatafhﬁ@éwh@mnmd@mﬁﬁonmd

hi erarchy of sq;ee‘g@dfisgmlﬁﬁﬁiséﬁf "g,g[s il i Jdot bei ng noni t or ed,
and with at |east One additiona &q' ve’Inwol#sggi%éEtﬁq?é?grlﬁ g access
to floor plans heing amindiratiemiit haeidor i Afan difm GRIING, 4SeAGRSlRe to cl aim
13, wherein said nobile conputer includes: neans for accessing I nformation

cont ai ned wi t hiTRS5REE QRYS beipg 3 dedicationathatsaichsensor veascreyenitycinagidr ess

nmessage broadc -1 e said bile conputer and said security.
panel . '16. App??%rpﬁéoﬁ%d&glﬁéé d@%ﬁ?ﬁ}‘&‘%%’ﬁé’ﬁ‘@“ﬁ Flamdigation conput er
accesses said ithitaaidhdensut iv inot i aH A esndigéyor K- 17. Apparatus according
to cliaim 16, wherein said wireless network includes a cellular tel ephone
network. 18. Method for nonitoring a space, conprising the steps:

8.  Apparatus in accordance with claim 7, wherein said

condition can further be an indication that said sensor has been disabled.

9. Apparats in accordance with claim 7, wherein said
condition can further be an indication that said sensor has been failed.

'10.  Apparatus in accordance with claim 1, wherein monitoring
of said display can distingnish false alarmg from genuine alarms.

11, Apparatus according to claim 1, wherein monitoring of said
d_isplay can be used to track sequential activation of said sensors, yet
provide information regarding the most recent seasor placed-into' an alarm

condition.

12 Apparatus aci_cqrding to claim 1, comprising;

a remote monitoring system which can access said information.

13, Apparatlis according to claim 1, comprising:

a mobile computer which can access said information.



local ly nmonitoring outputs froma plurality of sensors |tMaeh 2804t he
space; and transmtting information associated with a status of said
sensors, in real time, over a network using a network protocol, to a
supervisory nonitoring system said information graphically representing
multistate outputs associated with each of said plurality of sensors
wherein a first of the graphically repgesented nultistate outputs
indicates a sensor is in an alarmcondition, and a second, different
multistate output, indicates that the sensor was recently in an alarm
condition. 16 March 2004 -29 19. Method according to claim 18, wherein
said information is 4rdmnpaiatusedcarding tp dainah stleadreshicmformatienat i ons progr ans

and a standard rne rowser.. 20...Met hod accoy di to claim18, wherein
sai d informati o(lriliH tb? d %ﬁ%ﬁ?‘ﬁsggg‘%mg%Pwlgﬁﬁ’eﬁcm%%Wﬁjﬁﬁﬁ%ﬁt&lﬁ_’ Kyelofstemi s

di splayed at t hsaid lerpehy bfsofedn GBpYShbWihe AL ROb&n P! T Map
representation of said space, with icons overlaid on said bitmap to
identify said Sepubred, ithh &t lpastengtadditiopal leveboftseid hasrarchyiprogiding cl ai m 20,

wherein a thirqma%sﬁﬁ@ﬂﬂﬁgﬂgﬁ&%hﬁk%ﬁﬁ%%gﬂk%bis an indication that said

sensor is not in an alar condi'tion. t hod according to claim18,
wherein said informati on can be displayed at said supervisory nonitoring
systemas a hierarchy of display screens, with at |east one |evel of said
hi erarchy of screen i spt ss#reNdmg feuldldim| é3.f adicteint iseid bebilg nonit or ed,
and with at |eagh QREnmadaiti onal level of said hierarchy providing access
to floor plans fOlB any of said facilities. 23. Method according to claim
18, wherein said supseams Sar yocessigi infihAEbnS yotANBdi Witkin "R $edustg Pangier whi ch
accesses information

via use of an encrypted address message broadcast by at least one of said

mobile computer and said security panel.

16. Apparatus according to claim 15, wherein said mobile

computer accesses said information via a wireless network.

17.  Apparatus according to claim 16, wherein said wireless

network includes a cellular telephone network.

18. Method for monitoring a space, comprising the steps:

locally monitoring outputs from a plurality of sensors located at the

space; and } -
transmitting information associated with a status of said sensors, in

real time, over a network using a network protocol, to a supervisory

monitoring system, said information graphically representing multistate

outputs associated with each of said plurality of sensors wherein a first of

the graphibally represented multistate outputs indicates a sensor is in an

alarm condition, and a second, different multistate output, indicates that

the sensor was recently in an alarm condition.



contained within a security panel at said space via use BﬁMaWhéﬁeéypted_
address nmessage broadcast by at |east one of said nobile conputer and said
security panel. 24. Apparatus according to claim1, wherein said nmonitoring
systemis a nobile conputer which includes: means for accessing information
contained within said security panel via use of an encrypted address
nmessage broadcast by at | east one of s#’d nobile conputer and said

security panel.
19.  Method according to claim 18, wherein said information is

transmitted using encapsulated communications programs and a standard Internet

browser.

20. Method according to claim 18, wherein said information
transmitted to said supervisory monitoring system is displayed at the
supervisory monitoring system using a bitmap representation of said space,
with icons overlaid on said bitmap to identify said sensors and their status.

2]. Method according to claim 20, wherein a third of said
fnultistate outputs is an indication that said sensor is not in an alarm

condition.

22. Method according to claim 18, wherein said information can be
displayed at said supervisory monitoring system as a hierarchy of
display screens, with at least one level of said hierarchy of screen displays
showing multiple facilities being monitored, and with at least one additional
level of said hierarchy providing access to floor plans for any of said

facilities,

’ 23.  Method according to claim 18, wherein said supervisory
monitoring system is a mobile computer which accesses information
contained within a security panel at said space via use of an encrypted
address message broadcast by at least one of said mobile computer and said
security panel.

24, Apparatus according to claim 1, wherein said monitoring

system is a mobile computer which includes:

means for accessing information contained within said security panel )

via use of an encrypted address message broadcast by at least one of said

mobile computer and said security panel.





