1-6 June 2005 DIGITAL IMAGING DEVICE WITH IMAGE AUTHENTICATION 5 CAPABILITY Field
of the Invention This invention relates to digital photography, and more particularly to verification of
image authenticity. Background and Summary of the Invention 10 Digital photography enables users
to take photographs without conventional chemically-based film, providing a nurgl}gﬁeo%o%%vantages. A
solid state image detector, such as a charge colipled device (CCD), records images which are stored
electronically. Other devices such as scanners are also used to generate digital images. 15 Once a
digital image is created by a camera or any other means, it becomes a data file that is essentially a
string of binary bits. Other than the stored visual content of the image, the data contains no
information about the image's physical source or time and location of origin. Like other types of
computer files, an image data file may have appended to supplementary meta-data it that describe its
origin. For example, 20 the computer file itself may identify the time and date of the file's creation.
However, both the image data and the meta-data are easily altered, with no means subsequently to
establish Whetﬁ@gﬁﬁ'ﬁk@ﬁﬁ@‘ﬁﬁ%@ﬂ%ﬁﬁmﬂﬁﬂ APPEFEENTIGATION the data or image
stored in the data. Conventional film photeg(pplisrmgysbe physically examined by discerning 25
experts to detect image alterations, as alterations to the physical film, paper and/or grain patterns can
be identified. However, chemically-baseg;fijmqghpéqaianaisdo not necessarily document the sources,
times and locations of their creation. Thé ease and undetectability of th%lg%ﬁdification of digital images

makes them infaHér inyanficnrsirtestn daia mpes ety 28 LIRS I8N or law 30
enforcemegt whare, Gie iMegubvhingynage is paramount. Moreover, the lack of 2 6 June 2005

Background and Summary of the Invention

10 Digital photography enables users to take photographs without conventional
chemically-based film, providing a number of advantages. A solid state image
detector, such as a charge coupled device (CCD), records images which are stored
electronically. Other devices such as scanners are also used to generate digital
images.

15 Once a digital image is created by a camera or any other means, it becomes a
data file that is essentially a string of binary bits. Other than the stored visual content
of the image, the data contains no information about the image’s physical source or
time and location of origin. Like other types of computer files, an image data file may
have appended to supplementary meta-data it that describe its origin. For example,

20  the computer file itself may identify the time and date of the file’s creation. However,
both the image data and the meta-data are easily altered, with no means subsequently
to establish whether there has been any alteration, even with a close examination of
the data or image stored in the data.

Conventional film photographs may be physically examined by discerning

25  experts to detect image alterations, as alterations to the physical film, paper and/or
grain patterns can be identified. However, chemically-based film photographs do not
necessarily document the sources, times and locations of their creation.

The ease and undetectability of the modification of digital images makes them
inferior to film images for any purpose such as legal documentation or law

30  enforcement where the integrity of the image is paramount. Moreover, the lack of



positive, unalterable supplementary information associated with an image limits the utility of even
conventional film photographs for certain critical evidentiary purposes. The present invention
overcomes the limitations of the prior art by providing a method and apparatus for authenticating a
digital file. The method and apparatus 5 operate by generating an image file or ogt}glrle file in a first
device such as a camera: The file is processedaising a function to generate a second data file, which
is stored in the device. It is then determined if a suspect data file is identical to the image file by
processing the suspect data file with the same function, and comparing the result with the second

data file. Jhesecandidaislblapirememuatitiforafationgasotitedyyith peimagedimytstbeed in the device,
and the function used to generate the second data file operates. to ensure.that the second data file is
much smBlERtIeAS AR GRITGAtARTS iR Pé%‘?é?%ae‘g@rfﬁﬁ(?ﬁ’%ﬁ't‘h%‘ %?%ﬁ%‘%%ﬁ?rgmﬁéﬁ%%vs a simplified
block diagram ofg camera areakdiRGeramdary aiarrashesifaripeior aftby mveidinma Figure 2 shows
a flow chart illustrating operation of the invention,, Detailed Descr#gio aof a Pref%&rsed Embodiment

Figure 1 siwshasl andanpesates Koy mghsniisatngaddta) SteintPe B 34 8PRARIY, focused on a CCD
16, ‘“Q"‘Chgt?eﬁ%ﬁ&?emtﬂmg%%%é AR 5t tiedhausiTie AQ The gevtasaahiacannected to a main
odule

memory 2;and to a second non volatile memory module 24, which.is permanently attached
to the howsineraA Bapfleisgnoseystdtasing|edtnetioni o 2516183 seranddai fbleny ssor, and may

nclude a clock, and cpnnected insdueers; 30,11 MaylRgidSIERAERING feniors, GPS receivers

positionaF%?ﬁ lon'sensars, cell phone receiver, or other means 25 to receive signals to receive
or providerisge filatey pasitisingitd smpethdatinfiernativtheseme: incéneand @B Y rounding the
generation of each image recorggild Feor, ingtance, the cameras SxpRstireidiimapede recorded,
including %‘ﬁﬂS@"ﬂfé"g%}rgEFo%ecgﬁ g%%rﬁ'e?%resané{ type. The processor includes a stored unique
devigg identifiee fEmassadiatested in the device, and the function used to generate the second

data file operates to ensure that the second data file is much smaller than the image

data file.
Brief Description of the Drawings

Figure 1 shows a simplified block diagram of a camera according to the

15  preferred embodiment of the invention.
Figure 2 shows a flow chart illustrating operation of the invention.

Detailed Description of a Preferred Embodiment

Figure 1 shows a camera 10 having a housing 12 supporting a lens 14. The
lens is focused on a CCD 16, which is connected to a processor 20 in the housing.

20 The processor is connected to a main memory module 22, and to a second non-
volatile memory module 24, which is permanently attached to the housing. A
supplementary data collection chip 26 is also connected to the processor, and may
include a clock, and connected transducers 30 that may include temperature sensors,
GPS receivers, positional and orientation sensors, cell phone receiver, or other means

25  to receive signals to receive or provide time, date, position, and any other information
about the circumstances surrounding the generation of each image recorded. For
instance, the camera’s exposure data may be recorded, including exposure duration
and lens aperture and type.

The processor includes a stored unique device identifier (ID) associated
30 uniquely with the particular camera, or the ID may be stored in another component

connected to the processor. The main memory 22 may be a RAM chip or removable



30 uniquely with the particular camera, or the ID may be stored in another component connected to
the processor. The main memory 22 may be a RAM chip or removable 3 6 June 2005 media with
significant capacity suitable for storing the data for a number of images. A typical size for a removable
memory is _10 - 50 Mb, so that approximately 410_-_100_ images of .5 _ _1_ngggg5bd§epending on
the camera's compression method, may be stored before replacing the memory or out-loading the 5
data is required. The memory is preferably removable as illustrated, or may be permanent, with a

connector or other communication means f t-loading,image torage or viewing
device. TIﬁ@é&WHH&‘MW@%@é%ﬁ&ﬁrﬁ?ﬁgﬁ %%gfﬁéa%acg%?&{%%gﬁaﬁgﬁn%ﬁ memory,
typically aRquit;c11 il fbhiseraidsR Wersiberage mmpach favise i dfpfisimiehriated all the
images expected to be recorded during the life of gle camera, as I\{vill be disscussed below. The code
files are eath i the0raniBages 86--5100 LR C25lo AR IS 8832 B560° image codes to be

stored. The mMemory24ishpe Mapsstiaiasiset e heiegmier mtmenporoaghiatingthpering. In an
alternative embodiment, the memory may be replacea%LeFﬁan toretd or arcahi\ggg. In the 15 preferred
embadimeata dnraseirki:e ThsRERBR IS RGHTARR SO LA IR 8 %7591 BehilE™Nne reading of data

stored in (96 MEmAr,ifine AiRcRSSP6ISahe s ARACebRhtiasif counkuiddgimagh of the other
components. Alternatively, the components may also be connected to each other, such as by a data

bus, or otrdetart[ealmsmlpelmmaemUiﬁﬁéﬁiﬂ)ﬁeé{h%ng the 20 components needed for the operations
discussed below, The epg%%%§§g{gi§1 5%%&?3%4&%%@&%&1@%@@|fh§}{t&{é’lﬁ{hlﬁ embodiments,
rforme

) 'tl“he% C ) .
various of these functions may be p by dedicated devices connected to the processor. The
process ofepesatjappicaligatious illusthbedinishpvidesdbn siaerss RApAREN e sUs by the lens

and B R AT R e tranesicors gather and
record SRR Heatasyssed below. The code files are each in the range of _50__-_100__ bytes,
allowing 10,000__-_20,000__ image codes to be stored. The memory 24 is
permanently attached to the camera to ensure against tampering. In an alternative
embodiment, the memory may be replaceable, and stored for archiving. In the
1s  preferred embodiment, an interface connector 32 connected to the memory 24 permits
the reading of data stored in the memory.

The processor is shown as a central device connected to each of the other
components. Alternatively, the components may also be connected to each other,
such as by a data bus, or other means to permit communication among the

20  components needed for the operations discussed below. The processor is discussed as
having many functions. In alternative embodiments, various of these functions may
be performed by dedicated devices connected to the processor.

The process of operation proceeds as illustrated in Fig. 2. Each image is taken
in step 40, by the lens focusing an optical image on the CCD, which records and

25 stores an associated raw image data file and transmits it to the processor. As the
photo is taken, the various clocks and transducers gather and record supplementary
image data in step 42, and transmit the information to the processor. The processor
accesses the device ID 44. The processor then processes the combined data of the
image, supplementary data, and ID, to generate an Authentication Code (AC) at step

30 46. A record is added to the memory 24 that includes the image’s AC. The code may

be based on the image data alone, or may be based on the combined data. In step 50,



image data in step 42, and transmit the information to the processor. The processor accesses the
device ID 44. The processor then processes the combined data of the image, supplementary data,
and ID, to generate an Authentication Code (AC) at step 30 46. A record is added to the memory 24

that includes the image's AC. The code may be based on the image data alone,6qr m based on
the combined data. In step 50, 4 6 June 2005 tthe AC is transmitted to the memoryu54, preferably

along with at least some of the supplementary data, to enable the codes to be readily accessed and
indexed, such as by exposure number, time, date, etc. Meanwhile, in step 52 the conventional image
data file instoeed inatseniteddoctsemamemathorpRsrbhtelensmyith 1 1585Lr TR REY® such as printers

or digital arcflives, a}acfsﬁé %E‘SQ >4 1 eﬂépfe%t ematic %Iggyig&g&éggqx{gqm@ggﬂgg AC file serves to

create a SHRPIRZER edheton e origina small enough for compact storage, but large
enough tgyeakestie miahebjlime)idutscete iMenawliflerémsiepsgetitacaritentimnaldgagerate the same

AC. Even if the same image file were only slightly modified 1Q i V. robability of a
commond&te fHeds S117d4P e 52T Solﬁ%a C ety ?o?]‘?gerqrg‘n?fe?’?@%t‘ﬁ’@} adiied

urpose “of the invention is to detect just such
manipulagiensiiainnay aatipraaticdssieaoitheemaked eye. A common suitable function is the

"checksum," which is any function that involv rocessing all araspihstantial apaunt of the original
data, to generate§ Y@éﬁ%‘ﬁ?fr%&@ﬂ‘%‘%%ﬁffoaﬁﬂg%w :ﬁlé %é%ed up to generate a very large
number. £ Tigxanoid sigrnguaciioadiessotigainiambenadilcbot ghede sosigatfistateiiis are truncated.
The size of the resulting number, that is, the number of hits, is determin & bglancing test based
on the ndBHdBEEFAMBY H&#?Iflé?\}érp%?#%‘%%'rmﬂl?ﬁ%‘i‘ 3 tci}g%palgeé?é?a{rgﬁggé%l e more bits provide

more se%gm%%@%g%@qgﬁgm@ (Bvehapgielentlyincertithl wese balydlightipivaddifmdory sizes

available cost ctively, 20 the number of bits may be schted so that. thg grobabilitsyé of any two

imades yialdisgatheasahs prrbabilifn o # om0y SHAUHRACSRLA VAT SR CBhcems. The
Comp“tat'cfhf%fiﬁl%&ﬁ‘&%smay&m% Sisficianthn pooHY exathadjtnwoblon alseableytodimputer
prohibitively long (or impossible) t6 modify the data file ofan =~ .
naked eye. A common suitable function is the “checksum, which is any function
that involves processing all or a substantial amount of the original data, to generate a
resulting number. Typically, all the bits are added up to generate a very large number.
15 To avoid storing a needlessly large number, all but the lest significant bits are
truncated. The size of the resulting number, that is, the number of bits, is determined
by a balancing test based on the needs of the application. Fewer bits permit more
compact storage, while more bits provide more security against coincidentally (or
fraudulently) identical results. With typical memory sizes available cost-effectively,

20 the number of bits may be selected so that the probability of any two images yielding

the same checksum is negligibly small, without any storage size concerns.

The computation of the checksum must be sufficiently complex that it would
take any computer prohibitively long (or impossible) to modify the data file of an
altered image to have a particular checksum (and without noticeably re-altering the

25 altered image), either by deliberate computation or by trial and error. This can be
achieved, for example, by computing two or more independent checksums for each
image such that changing any image pixel values to satisfy one checksum would
inevitably not satisfy the other(s).

The first condition is a tradeoff between the reliability of authentication and

30  the size of the memory 24. A theoretically perfect but technically impractical

checksum would be the entire actual image. However, with the cost and size of



altered image to have a particular checksum (and without noticeably re-altering the 25 altered image),
either by deliberate computation or by trial and error. This can be achieved, for example, by
computing two or more independent checksums for each image such that changing any image pixel
values to satisfy one checksum would inevitably not satisfy the other(s). The firséj:l?rédégg isa
tradeoff between the reliability of authentication &nd 30 the size of the memory Rt eoretically
perfect but technically impractical checksum would be the entire actual image. However, with the cost
and size of 5 6 June 2005 memory required, it would not be practical to store every image
permanembfﬂﬂrghﬁ:cpﬁmdgrﬁ.vﬁoﬁlzﬁabttmgkﬁgﬁht@%%?@r‘éﬂfbé}@%gﬁ'e%‘ﬁ{&?‘?d}?f&lﬁb‘ﬁ bability of 2128
that two images co%@ave the same AC.or che C sheghksum condition is
necessar§8Pfe i ‘éﬁgFg%%%Pé)r{eé}l?ﬁe%e% 5%%/% dso e c?e%%l%%?s@ggggopgﬁes while
preserving,itsiAeg by dhakingve uiisaslangas: distcloutacdbhebangeout the image. A correct checksum

algorithm will prevent this by making it effectively impossible to comput o.ghgnge the image to
yield a preselectBaeseeRATRECKSHIRITAPRUET A g%% WS H%n[t)?%)?\e/i%%%%{;éio 4

eeping the checksum

algorithm; secret andRaying a-vvaiedsarpropsfasnhitclfawthinginatiod byatciipgtween an image
and its originating’camera. The authentication process proceeds wh%gl anai{ng %E%%gﬁlrated by the
camera mulstiehangnedirehuded thieugh e oG IMacohERTT SRR TYEOUHTD demonstrate that

the image %eén@%ﬁas%%ymﬁ&wmgﬁew {hecHpRemantaryidate tegaraeg the
circumstances in which the Image was generated. For instance, the 15 conditi f the image may not
£

be suspett, aldhetasrccaheheskstimmad fghreleyvelntstrmiorGe S YASHXEd within the
camera, Rgoé’%gneg%ﬁéeﬁﬁg&ﬁlnﬁkﬁmgQ&Qfaﬁﬁmﬂﬁ%%eastﬁ%%ﬂWﬁbdbﬂhahmera. The process

begins at Ste , where the image to be analyzed is identified, and procured in electronic form in
step162 fonanalyisisionhmaiebdeeemea FpgeiABLTS UIBRARNEEI S Yenerate the 20 original AC or

checksum, so if g4pplg 8%95&%%@9& e deyicRibh wR i BgElgehbifted by the camera
must be authenticated, such as to establish ownership of the image, or to demonstrate
that the image was not tampered with, as well as to verify the supplementary-data
regarding the circumstances in which the image was generated. For instance, the
15 condition of the image may not be suspect, but the time it was taken may require
verification. The memory 24, fixed within the camera, provides the actual
authentication of any images captured with that camera. The process begins at step
60, where the image to be analyzed is identified, and procured in electronic form in
step 62 for analysis. The procured data must include all data used to generate the
20  original AC or checksum, so if supplementary data and the device ID were part of the
data to which the checksum function was applied, they must be gathered in the same
form as when the checksum was generated. Preferably, each image file includes this
information.
Analysis may proceed in step 64 in any computer (not shown) in which the
25 subject image data is stored. The suspected data is processed by exactly the same
function as was the original data, yielding a candidate authentication code (CAC). In
step 66, the computer is connected to the camera via interface connector 32. The
computer requests the camera to search through its authentication code memory for an
entry matching the CAC.. If a match is found, that indicates that the image and data
30 in question were in fact created by that camera, and have not been altered. If no

match is found, then the image did not originate with that camera, or has been altered



data to which the checksum function was applied, they must be gathered in the same form as when
the checksum was generated. Preferably, each image file includes this information. Analysis may
proceed in step 64 in any computer (not shown) in which the 25 subject image data is stored. The
suspected data is processed by exactly the same function as was the original d tf‘dl%éi‘ib%i?g a
candidate authentication code (CAC). In step 68, the computer is connected to the camera via
interface connector 32. The computer requests the camera to search through its authentication code
memory for an entry matching the CAC.. If a match is found, that indjcates. that the image and data 30
in questiamsaerevinfattar datedatipth nERROHMERE Hb\‘?’é“ﬁBtsB%lfe%Hﬁ‘f%gymatch is found, then

the image id ot originate Wi, gl CAMRIR. SHRASRASR AR Bbolie2ABRiin some way since it
bodi I

creation. M SR RhICR security is particularly critical, the camera may include unique
stored dafapgtirealiinceskibte(sutticis by shemtidphieasioonifiqUaras p s By multiplication with

a large unigue number in the generatiopn of each AC) .S0. at PR IR YES R IsaaRble even of

applying thes %ﬁ%‘ﬁ’%’éﬁ%@ge‘ggéia?a%%t 6?8\%%@%(‘?%{%% f?g]?n being tes?gg]l gy a tamperer who

seeks to maniByRehg@ia NTaiwpieteme tier dteat e migingl tAG:dtheacamprECENAYs internal

checksum computation process ensure aQéainst the g(&?sibili%%%f lg{;tering inauthentic records into the
entl

memory sepkariel mAPIRREEABA St A HAY OHRFAVERTE RE S cation. The former is achieved by

integrating the 13 memay 24dand thetacaieirgiprcorsainioripricatechsarnepainsirtheare with no
connectivity to external devices that might record false records éﬂgo tqeanmearpgrr%ﬁgé.oil_ikewise, if the
camera ipohsiRibHAE coerns TGRSR S FERAIg R EHESRCYitb HtaThasta i

SO originate from

nardware (N3¢ GR0AN Jpeied horiek ARl e ooRiona tyrlaneititie preferred
ra

embodiment, cam as a selector that enables the user to_ select wh%étlher an image is to be
recaled iemomUtientichtatveofdingpretosiatnaedicaseh samEabar iR B4'8nd record the image

Convemi%%ﬂ%c%@?gl{gségtgg%f%%ﬁc%s that might record false records into the memory 24,
Likewise, if the camera includes time, date or location stamping with the AC, that
data must also originate from hardware that cannot be modified short of physical
alteration of the camera.

15 In the preferred embodiment, the camera has a selector that enables the user to
select whether an image is to be recorded in an authenticatable format, or whether to
conserve the memory 24 and record the image conventionally without storing the AC
file.

While the above is discussed in terms of preferred and alternative

20  embodiments, the invention is not intended to be so limited. For instance, the
principles above may also be applied to almost any digital object and its associated
hardware, such as images and scanners, digital videos and camecras, email
communications, documents, and other computer generated files and computers on
which they are created.

25 We claim:



file. While the above is discussed in terms of preferred and alternative 20 embodiments, the invention
is not intended to be so limited. For instance, the principles above may also be applied to almost any
digital object and its associated hardware, such as images and scanners, digital videos and cameras,
email communications, documents, and other computer generated files and cortr)guterg gg which they
are created. 25 We claim: 6 June 2005 7 1. A digital imager (10) comprising: a tr W 8 (16)
operable to generate an image data file from an ithage formed on the transducer; a processor (20)
operable to generate a second data file based on the result of a selected function applied to the image
data file, the selected function being a checksum function operable to generate the second data file;
and a memoty devided{gdaldorageci@d)todim@nisimgessor and permanently attached to the digital imager
and operable to storetghrc]a\ Secorn&géata filre ip a non-n\éol éile mlemorydd%vﬁf qfin r%sldent within the
digital imager, the r%erﬁo?y%gvi tgﬁﬁga%ff oP &N R g@r&apéaﬁl%s% p fed W0 el ed during
the life offtheechag dine 2ZraAsdapgraratus according to claim 1 wherein the imager is a digital camera (10).
3. An apparatus according to one of ¢laims 1 or. 2 wherein th ory (24),.is operable to store a
it of difere AU ABBE o0 AL R RO A TR R B a2 e B aratus
according telactgdhencti micapmiddico3heheraia daa mikEmnibeysaestee f(2) i pminpaehtgkattached to the
'MAGET- £ inction operable to generate the second data file; and

a memory device (24) connected to the processor and permanently attached to
the digital imager and operable to store the second data file in a non-volatile memory
device being resident within the digital imager, the memory device storing all of the

image data files expected to be recorded during the life of the imager.
2. An apparatus according to claim 1 wherein the imager is a digital camera (10).
3. An apparatus according to any one of claims 1 or 2 wherein the memory (24)
is operable to store a multitude of different second data files, each corresponding to an

image data file.

4, An apparatus according to any one of claims 1 to 3 wherein the memory

device (24) is permanently attached to the imager.



