" HOVE GATEWAY AND METHOD FOR ANALYZI NG NETWORK ACCESSI NG BEHAVI OR OF USER
AND MONI TORI NG NETWORK QUALI TY BACKGROUND  5Technical Field The
present invention relates to a hone gateway, and in particular, to a hone
gateway and a nethod for anal yzing user online behavior and nonitoring
network quality. Related Art Wth the popularity of fiber to the hone, a
variety of Internet-based data services 10 becone increasingly diverse, and
the services are inseparable froma honme gateway. The hone gateway is an
intelligent hone network interface unit, achieves interoperability between

an external [ Tﬁ:“b@ pyehol d, so
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anal yzi ng user online behavior and be utilized to summarize market trends,
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about various pressures on network providers. To solve the 25network
quality prg@lﬁgaA}pe provider is required to real-tinme nonitor network
quality an _

With the popularity of fiber to the home, a variety of Internet-based data services

10 become increasingly diverse, and the services are inseparable from a home gateway. The
home gateway is an intelligent home network interface unit, achieves interoperability
between an external access network and multiple Internet devices in a household, so that a

user can obtain a variety of services (including existing services and possible future

services).

15 With rapid development of Internet and the rise of a variety of network applications,
more and more business information and business activities are released and performed on
the Internet, therefore click to visit frequency of online users, to some extent, may reflect
potential business values of the Internet. When some information is more frequently
clicked by a user, it indicates that the information is more popular and has greater potential

20  business opportunities. To this end, the business information may be obtained by
analyzing user online behavior and be utilized to summarize market trends, mine business -
hotspots, thereby contributing to rapid and stable growth of the market economy. In the
meantime, with the rapid development of the Internet, users demand increasingly high
network quality, which brings about various pressures on network providers. To solve the

25  network quality problem, the provider is required to real-time monitor network quality and

make a corresponding adjustment on the network according to a monitoring result, so that
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make a correspondi ng adjustment on the network according to a nonitoring
result, so that 1 users can enjoy the best service. The foregoi ng
busi ness informati on and network quality are reflected based on a hone
gateway, and the hone gateway is becom ng increasingly prom nent.
Currently, a home gateway based on PON uplink has gradually replaced a hone
gat eway based on LAN 5uplink, therefore, how to use a hone gateway to
achi eve anal ysis of user online behavior is very inportant for a provider,
which is also an urgent problem SUMVARY The technical problemto be
sol ved by tusers paresinytthé besesetvien 1S how to use a hone gateway to achi eve
anal ysis of user online behavior. 10To solve the foregoing techni cal
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provi de a netho yzing user online or and nonitoring network
qual ity i n gatchepeandabevays gaewhyt ihbequatilpicieaiald pontiteat. f Juremilng imeps.

A10. Collect user, onlin t a. Lfa0 . anal t cke rriving
at 2 home gaiSaR P BORS RS R, epine@"EpbAE BichBh BaRATCEAR
nmoni t or ed, wphiok, genefb@; Bovato use a home gateway to achieve analysis of user online behavior is

very important for a provider, which is also an urgent problem.
SUMMARY

The technical problem to be solved by the present invention is how to use a home

gateway to achieve analysis of user online behavior.

10 To solve the foregoing technical problem, the technical solution adopted by the present
invention is to provide a method for analyzing user online behavior and monitoring

network quality in a home gateway, and the method includes the following steps.

A10. Coliect user online data, specifically: analyze a data packet arriving at a home
gateway according to characteristics of an object to be monitored, and generate a
15  corresponding online behavior CSV file according to analyzed data and upload the file to -

an FTP server.

A20. Monitor network quality, specifically: simulate periodically, by the home
gateway, PPPOE dial-up, actively initiate TCP, DNS, HTTP and FTP service availability
detection, generate a corresponding network quality CSV file according to a detection

20  result and upload the file to the FTP server.

A30. Analyze the online behavior CSV file and the network quality CSV file, to obtain

user online behavior and network quality results.

In the foregoing solution, in step A10 and step A20, the online behavior CSV file and
the network quality CSV file are uploaded to a specified FTP server according to an upload

25  cycle delivered by an integrated terminal management system.



15correspondi ng onl i ne behavior CSV file according to anal yzed data and
upload the file to an FTP server. A20. Monitor network quality,
specifically: sinmulate periodically, by the home gateway, PPPCE dial -up,
actively initiate TCP, DNS, HTTP and FTP service availability detection,
generate a corresponding network quality CSV file according to a detection

20result and upload the file to the FTP server. A30. Anal yze the online
behavior CSV file and the network quality CSV file, to obtain user online
behavi or and network quality results. In the foregoing solution, in

step A10 and $n th foxegping sebutionl in siep BEhdhe watissVadalyse inimeplerprataddy oV kKBqual ity
CSV file arg.upl oaded to a specified FTP server according to an upload

25cycl e delivered by an integrated term nal nanagenent system In the
foregoing solution, in step A30, the statistical analysis is inplenmented by
a VEB client. In the foregeing opelgiinngisoster i OO, it kaokp paintois ampgEKd pdint is

nmount ed at i _ : fp _ " the
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hone gat eway,” _ et 1's analyzed I n a hook function according to
char act &r i ghé¢ dasa picketlj enalyzed in dbockolunation@gdeording foochamatiorisigs POAPI¢s @dicoaded
to an appligafi YL [nfShallRATS ufibadde ted 1R KapB REFHN 1ER] b9 Mea1dr NaRink
applicati on&(ﬁglg(/)%?’ %art er gg?fat' lé@ The vali gﬁi nf or n%t ] o%, E':t'flo obt ai lr? a
result of tdemmmsisetionkidibe bpimeticarlayer further collajep thepyalid ofergationy taobtaginiaon, t he

process of apal vzing t .packet in the home gateway 10is as foll ows.
Al101. Anal-yrgsélﬂ%ﬁeﬁggﬁgﬁgeg%?lgvé&port and a protocol of the data packet in

t he hook point at NF PREROUTING HOOK in the Netfilter frame when the data
packet passes e hrederggpinhelytion fhe piggsse pf analyzing the dagqaoket mthehgmngateiradt her
the projpcol ofthe data packet is IPPROTO TCP, if yes, the 15process

pr oceedsooto 2\18!4 and ot herwi se, the process skips to Al04. A103.

Execute QQ analysis to determ ne whether a destination port is 80, if yes,
the process pro@tetmalyzs apifaidreshd noftsed aipswocot pfdhgdatreasketdi ths hoplopontoe

at NF_PREROUTING _HOOK in the Netfilter frame when the data packet passes through

the Linux kernel.

A102. Determine whether the protocol of the data packet is IPPROTO_TCP, if yes, the
15  process proceeds to A103, and otherwise, the process skips to A104.

A103. Execute QQ analysis to determine whether a destination port is 80, if yes, the

process proceeds to A105, and otherwise, the process skips to A106.

A104. Determine whether the data packet is IPPROTO_ICMP, if yes, adding 1 to the

number of icmp packets, and otherwise, the process skips to A116.
20 A105. Execute HTTP protocol analysis.

A106. Determine whether the destination port is 25, if yes, the process proceeds to

A107, otherwise, the process skips to A108.
A107. Analyze a sent mail.

A108. Determine whether the destination port is 110, if yes, the process proceeds to



A104. Determine whether the data packet is IPPROTO _ICWP, if yes, adding 1
to the nunber of icnp packets, and otherw se, the process skips to Al1l6.
20A105. Execute HITP protocol analysis. A106. Determ ne whet her the
destination port is 25, if yes, the process proceeds to Al07, otherw se,
the process skips to A108. A107. Analyze a sent mail. A108.

Det erm ne whether the destination port is 110, if }es, the process proceeds
to A109, and otherw se, the process skips to All0. A109. Analyze a .
received mail . A110. Determ ne whether the destination port is 1863, if
yes, the prold8smdpthsoried thetppocadsiskips emdil dk her wi se, the process skips to
All12; 5Al111. Analyze NMSN | ogin. All12. Determ ne whether the destination

port is 1863, Ao VEeSivst NeecPhOEfSS Proceeds to All3, and otherw se, the
process skips to Alli? Al13. Anal yze MBN | ogout. All4.

Det erm ne whet her the destination port is 16000, if yes, the process
proceeds to 1@W19Detepineoyhrsherithsedesingtion pet 55804k xesh fielpracssspreEedsdoanal yze

next data pREAKEeind otherwifd IR prétR& K78 bl MANGVANG.
5 All1.Analyze MSN login.

A112. Determine whether the destination port is 1863, if yes, the process proceeds to

A113, and otherwise, th.e process skips to A114;
A113. Analyze MSN logout.

A114. Determine whether the destination port is 16000, if yes, the process proceeds to

10 All15, and otherwise, the process goes back to A102 to analyze next data packet.
A115. Analyze AliWangWang.

A116. Determine whether protocol of the data packet is IPPROTO_UDP, if yes, the
process proceeds to A117, and otherwise, the process goes back to A102 to analyze next

data packet.
I5 Al17. Perform QQ analysis.

In the foregoing solution, when QQ protocol analysis is performed, analysis is
performed for data packets with all UDP data packet data field starting byte being 0x02,
login and logout states and account information are obtained through analysis according to

data packet characteristics of QQ login and logout.

20 When MSN protocol analysis is performed, analysis is performed for data packets with
all source ports and destination ports being 1863, login and logout states and account
information are obtained through analysis according to data packet characteristics of MSN

login and logout.



A116. Deternine whether protocol of the data packet is | PPROTO UDP, if yes,
the process proceeds to All7, and ot herw se, the process goes back to Al102
to anal yze next data packet. 15A117. Perform QQ anal ysis. In the
foregoi ng sol ution, when QQ protocol analysis is perfornmed, analysis is
perfornmed for data packets with all UDP data packet data field starting
byte being 0x02, login and | ogout states and account infornation are
obt ai ned t hrough anal ysis according to data packet characteristics of QQ
| ogi n and | ogout. 20When MSN protocol analysis is perfornmed, analysis is
performed for VenaAlpWeneW angwirotecel|dnalygis isceerisoneds agglpsisl ssharfaamgdofer gaiat s
bei ng 1863, i tr bk QL I i ned
t hr ough anéF9§¥§p§§@g¥%?%§U§%§@§%§ﬁﬁa§ﬁgﬁggﬁ§?é39g¥?%??@qu°ﬂ$%ﬁgﬁﬁgin and
| ogout . accanheinfolinatinay\abtginpd dragblanalpss yespulinggo detafpacket charasteaibiesi s i s
perfornmed fQr tagpackets with all source ports and destination ports
bei ng 16000, Alhogﬁnﬁwglﬂﬂ Olgglgag\é{b"sof]tgt es and account- i nformati on are obtai ned
t hrough anal ysis according to data packet characteristics of Al iWangWang
| ogi n arfd | ogduthe fotegoinpsoliivere died rrywets| quelityrinclydge timst debwy k) igrapackst 1psicl udes

time delay, L] ﬁ'TTP/@‘i‘ﬁléérvickgﬁlaEiﬂ e and HTTP/ FTP service availability. In
t he foregoing solution, the networkK quality nonitoring includes the

foll ow ng steps. ~ A201. Obtain an SN nunber, %éging server address, a
DNS dest i nat i dmthaderegairg soduiiomTte nesyorkquality megigoring ingdudes the dellowangdeswor d and
other information of a gateway device by 10readi np, a configuration file

config. _ AW203btaifaR 8N rAiniber, 2 PRist9br ddbieks] a DINE@Gtination addfe6)An FRer f or m
step A204 if the net _nonitor child thread is successfully created, and

ot herwi se, EFF addiEsstepscAzOme, a passwordagndsothqn,iglopmasion fd smAeRYIYF Bhi | d
thread, |Seteitd MBhagHSic REEERCe in the

A202. Creat a net_monitor child thread.

A203. Perform step A204 if the net_monitor child thread is successfully created, and

otherwise, perform step A205.

A204. Execute the net monitor child thread, set a timer cycle sequence in the
15 net_monitor child thread to execute the following tests: obtain user basic information,
destination address ping test, FTP server availability test, HTTP server availability test,

DNS time delay and jitter test.
A205. Monitor the net_monitor child thread.

A206.Determine whether the net_monitor child thread exits in a normal manner, if yes,

20  the process proceeds to A202, and otherwise, end the network quality monitoring.

In the foregoing solution, in step A10 and step A20, according to upload periods at
different intervals in the configuration file, the online behavior CSV file and the network
quality CSV file generated are uploaded to a specified FTP server in batch, the
corresponding online behavior CSV file and the network quality CSV file in the gateway

25  are deleted.



15 net _nonitor child thread to execute the following tests: obtain user
basic information, destination address ping test, FTP server availability
test, HITP server availability test, DNS tine delay and jitter test.

A205. Monitor the net_nonitor child thread. A206. Det er mi ne whet her
the net_nonitor child thread exits in a normal manner, if yes, 20the
process proceeds to A202, and otherw se, end the network quality

noni t ori ng. In the foregoing solution, in step AlI0 and step A20,
according to upload periods at different |ntervals in the configuration
file, the onl imthe ferhgoingsol@iow; ihistep ABfdcammumeation biwemrdh¢ injegrasyd teimigal

gener at ed p T , €he hom
correspond%lgla%eﬁr}egﬁgﬁge%gv?é% @} f%?(?‘gf EﬁﬁLégﬁ%él&BQE&%ﬂaﬁeEy %:S\c} f6| le in
t he gat ewayaRvay staedndtcemimunication|whet the Hooreegewvayisoptratingon, in step A30,
conmmuni cation between the integrated term nal managenent system and the
hore gat eway Wrthesﬁ(ﬁnﬁ%@mms&%'tﬂ@m\f@%dttgﬁmhﬁrﬁ?anggc'i'r%w'st%ﬁqaﬁrgtsreﬁﬁd
conmuni cat i on en gateway Is operating hé home gat eway
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val ue rel at | Y A petdrrhdae %m YULRIHeP sdr! drffinDSacONT

if the SmﬁtgﬁfﬁRgQE@E19% hg%“&£& ocessi n 0 lfsorrrede ofreghfse whet her
user onli ne:OHaitlan @&Cb&a@pllmdptawésnst\mk 1] ltt\ muzﬁprm@d)rmss\/mwnmfat F7t1§ﬁ

nmoni t ori ng ess et XIS | if yes,
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killed andekha,mbmanegnmnessmnskﬁkﬁamEM¢oﬁwsmgaaimsmmmdbymghksambmﬂmprocess
is received and a S|9 B ﬁe35| % funct%onlbgw%émm(%ed When t he hone
gat eway is BPEPEEFHGS refer% i 40¢ 8§18t PP FEMG AT OMETAGEEnt syst em perforns
uni form configurations and delivers the configurations, the hone gateway is
15 responsi bl eVhar thertiotiengptawag ic opératng; dbd onegratert terminglomanagementi ystemi | e of
user online b haV|o set swi.teh L .ue o a rations
are valid aq {fe Fo’rm %onﬁéuratlon %ﬂver? tl%é conl% Pﬂg$n%bﬁhgclliegs?1§e g%ﬁ\%&%%n trol :

t he prores Sresptormble Cﬁcb’rtwmlin,g thd tcmrﬁgmanmwmng cbh’églsatgpna]le off wwadenlink ehavior,
configuration f user.. onl i.n ehaV|or
anal ysi s f uiftt |58Vﬁt°‘"§g %P%g’dn%ﬁﬁe }é\{gtcgrﬁ}?ﬁu s?nsvxﬁ{ v%hcf)after theyfting, a?nrclie at’

col l ection @gﬁbessmanﬁsam2&omﬁﬂmmebnmuahmﬁyamnnihﬁwna@nmqpmesgnﬁxm&h if the
switch is t prne N éj g rocess ﬁhat ex ﬂi and F ants, } z;I]elsther t he
user onliné %Iéi? g(‘:'fﬁ ieR, {5 & ?5 s %’ ert%%“”ﬁcgt t RSGIRM S ehﬁ‘t’)ﬂ 8 iy
process exifwh&ionakdumtdibhSddtditideOviRIRE @SBerS online Ndatd bﬁl’ecﬂidiﬁptld@ﬁﬁ aadlai ne
data col | ecti on process nor. the netmorhéﬁua i ty. noni orlng Frocess exi sts.

The pr edbnt MRS MIPEN MPUNIPHRE PP iC8ISs 4% S ‘étt}é% on. il £ PRSI gat eway

exists and restarts if either the user online data collection process or the network quality
monitoring process exists, and starts the two processes if neither the user online data

collection process nor the network quality monitoring process exists.

The present invention further provides a home gateway, and the home gateway

25  includes a user online data collecting module and a network quality monitoring module.
The user online data collecting module analyzes a data packet arriving at the home gateway
according to characteristics of an object to be monitored, and generates a corresponding

online behavior CSV file according to analyzed data and uploads the file to an FTP server;



25 includes a user online data collecting nodule and a network quality
noni toring nodul e. The user online data collecting nodul e anal yzes a data
packet arriving at the hone gateway according to characteristics of an
object to be nonitored, and generates a correspondi ng online behavi or CSV
file according to anal yzed data and uploads the file to an FTP server; the
network quality nonitoring nodul e periodically sinmlates PPPOE dial -up,
actively initiates TCP, DNS. HITP and FTP service availability detection,
generates a correspondi ng network quality CSV file according to a detection
resul t and tphawdsk gundityf mogitdrimgt heduleT pergwlioally sinBifdtes PPRQIe riialiupy astitvelyn
anal yzes user._onl4 Vi in Ipﬁ;re t eway,. .kher .effectivel
obt ai ni ng 6%1E1?t8%p%¢1%i @%ugﬁﬁgsgnqanf or nsﬁﬁ'i?tgn\,g@%{aﬁhﬁgeagep%ﬂg’bgéélle%lagegsg
i nf or mat i orotrespsudimauiatwerk rpslike CSVrfda dsoating tianieteltimsi madtsaint oplopdsttse filkher eby
contri buti Qg t& agi d and stable growth of the market econony, and nekes a
cor r espondihg® Eﬁ"& tHent on a network according to a network quality
nonitoring result through nonitoring network quality, 10thereby providing
di ffererdt ser hegsesamdingénviomgnalizes st oslecvbebevigual kthpnteogaieerys theBikly EF
DESCRI PTI O.\Ieffg::ti -gpl%bgiQAl (':\AE%S ondinFIbgsinéISs Iirﬁ t@haﬁglb.%%%ésgheslg\fsﬁggsqfl%hngloﬁgr am of
a user online data collec m% mogul e Tn the présent i nvention,
FIG 2 is aofkhmomaddeandrkafirendseandomhé hesirdat botspols| theteby ponitmbutting tprapsleamtd
i nvention; | G i.s. a flow chart of HITP protaocol analysis in.th
pr esent 1 Rl Gy o e ReaRy. o akina st G s EREMERL G 4™k or
qual ity nonict@dinggo faumatvorinqualityt menipiragemiuld thveigh i oetitoring nEtwGrk Hualsy,a

di agram of | npl enent.i ng..user basic information collection in the present
Cnvent 1 n: OB ERowting AegRl A i Gpd Bl Bntorg AL B Te. aval | abi 11 ty
in the present invention; FIG 7 is a flow chart of inplenenting DNS
time delay attai nnent r BRIEFMDESERFEHOMOF THE BRANWINGS

FIG. 1 is a schematic structural diagram of a user online data collecting module in the

present invention;
FIG. 2 is a flow chart of user online data collection in the present invention;
15 FIG. 3 is a flow chart of HTTP protocol analysis in the present invention;

FIG. 4 is a flow chart of implementing a network quality monitoring function in the

present invention;

FIG. 5 is a diagram of implementing user basic information collection in the present

invention;

20 FIG. 6 is a diagram of implementing HTTP service availability in the present

invention;

FIG. 7 is a flow chart of implementing DNS time delay attainment rate in the present

invention;

FIG. 8 is a diagram of interaction between a home gateway and a home gateway



FIG 8 is a diagramof-interaction between a hone gateway and a hone
gateway nmanagenent system when the gateway starts in the present
i nvention; and FIG 9 is a diagramof interaction between a hone
gateway and a hone gateway nanagenent system when the gateway operates in
the present invention. DETAI LED DESCRI PTI ON 5The present invention provides
a hone gateway and a nethod for anal yzing user online behavior and
nonitoring network quality, sets a user online data collecting nodule and a
network quality nmonitoring nodule in the hone gateway, controls execution
of the two mapdgdnest systemughen shegaeoas staits mghepratenolnvéntion;ked hone gat eway,
generates according to data that interests a user a correspondi ng online
‘behavi or CSV fuk e I: i \/ i f i of the
user online dfgg(g' %g{?edzﬁg?ﬁ%wﬁ%ﬁlﬁg%gn%%% an&?“v\%r”h_ﬁgg}altdﬁ ;qﬁ%%d&%&%g
nodul e, uplnandgemenbsysiemeshen ghesgataway opiratgs T presepidnpveatienr di ng to an upl oad
cycle delivered by an Integrated Term nal Managenent System (I TMS),
perforns statistical analysis perAfieel DESeRIPTHORI online behavior CSV file
and network quality CSV file in the FTP server on a WEB client, and outputs’
an analysis result, so that a provider may have a 15cl ear and direct
under st andi ng 19F PIF&EH RioR @r s g hpe aﬂaxwmﬁweﬂzﬂﬂm qrglyzing usegAalinet hod
for anal yziygawisrehd Mnitten Ok Qfuali dsefi0NMide P bl 1Y da@tdbﬂédﬁn?lﬁﬂu!dhfe%nﬂ@ a hone
gateway provided by the present invention includes the follow ng steps.
A10. Col | ecetwpse quiiity imparterigamodiyle & the dmeyaatesiny seagroly ea%&uaorpaﬁ%sttwar riving
at a home ggasRNRYhB&shOl FHobds fis CRARAGH el ol CoateMay an &Rl 8dcoldthghs damni t or ed
(i ncluding various instant 20 nessagi ng software _and gane software%
generat e a BYAMESHHASFHG C@ﬁFﬁpﬁéd'béﬁgmeth@SW GSY Eleznd grahrrgk aurlEnGPYzed
data i mEacci dARCEMidR & BPake diflink Qfa%oll@&%g%b&ﬁéj ahd)Ehef hét@oﬁcoqu%ﬁtyFTP
server. A20. Monitor network quality, specCifically: sinulate
peri odi cal |yonitgging medHe wplogd thaneilps topppetiel] IATE sgpyer acecpiding ty an yplpadagysleTCP,
DNS, HTTP Vi 6.6 aVai i LN -
corres pondiadr%gvﬁgeata\lxg%& fé]lﬁeﬁfa?%\ﬁyir%:r%&/ﬁag il\}ﬁé‘ageglg%? ??%‘5'9{1( éTlggggéeg%ﬁ%%tmsmal

analysis on the corresponding online behavior CSV file and network quality CSV file in the

FTP server on a WEB client, and outputs an analysis result, so that a provider may have a

15  clear and direct understanding of user online behavior and network quality.

The method for analyzing user online behavior and monitoring network quality in a

home gateway provided by the present invention includes the following steps.

A10. Collect user online data, specifically: analyze a data packet arriving at a home

gateway according to characteristics of an object to be monitored (including various instant

20 messaging software and game software), generate a corresponding online behavior CSV
file according to analyzed data in accordance with a specific format and upload the file to

an FTP server.

A20. Monitor network quality, specifically: simulate periodically, by the home
gateway, PPPOE dial-up, actively initiate TCP, DNS, HTTP and FTP service availability
25  detection, generate a corresponding network quality CSV file according to a detection

result and upload the file to the FTP server.



‘result and upload the file to the FTP server. A30. Analyze the online
behavior CSV file and the network quality CSV file, to obtain user online

behavi or and network quality results. The present invention is
described below in detail in conbination wi th acconpanyi ng draw ngs. 5(1)
Col | ect user online data. FIG 1 is a schematic structural diagramof a

user online data collecting nodule in the present invention and FIG 2 is a
fl ow chart of user online data collection in the present invention. User
online data collection is inplenented by nmounting a hook point at a
Netfilter 10 PAB8nahize sheldntinkbdbeyinetSV dluandaheretkerk quality Ge¥ fug. te ptainook

poi nt, i.eTmﬂgﬂﬁﬁﬁéggg&?ﬁﬁP%ggﬁ%%ﬁﬁ?rgﬁhg packets of different types to be

noni tored are ana unction to obtain effective nonitoring
information, the valid information is forwarded to an application |ayer by
means of Net LiThk presartrinyentioniio descrbed belpey mpsistail dacompingtippeyithf ageempanyme| t er s
the informtj gl 0 obtain data that interests a user, generates a _
correspondi ng onl i ne behavi or 15CSV file and upl oads the file to the FTP
server. User online data collection mainly includes the follow ng content.
(a) Recdrd al KDGRllsctasss @ainedlayy a user and tinme, anal yze HTTP protocol s
(top-level domain nane and fully qualified domain nane), extract HTTP

i nformation, iFRG! UdianghenfBidkelbnial QG of § gQeghite dafi @lecti@uddale idthd SO on)
and search key words under the search 20engine§,and consu ti?g website
domai ns ( APresetapysagon angF IS 2oif p; flow chart qfyuseg,on ‘?Eéatﬁ'éff’\l?t‘g&‘fbf PEFSEd sent
by a mai |l ghyeRfddn. €xtract mail information such as recipients, senders and
mai | subjects; and (c) Analyze applications such as QQ MSN

le;)?/\fggl/\fgg ﬁénﬁgd thnhl)éle giéggcg ecgliéa.és (l:r;[lplgllﬁ‘g)nltel:dcg‘}'E Im%ﬂnt%ngfaofu%it ;I)o?rﬁ a% léllC[Getgl%er

10 frame of a Linux kernel, a data packet arrives at the hook point, i.e., enters a hook function,
data packets of different types to be monitored are analyzed in the hook function to obtain
effective monitoring information, the valid information is forwarded to an application layer
by means of NetLink communication, and the application layer further filters the
information to obtain data that interests a user, generates a corresponding online behavior

15 CSV file and uploads the file to the FTP server. User online data collection mainly

includes the following content.

(2) Record all URLs accessed by a user and time, analyze HTTP protocols (top-level
domain name and fully qualified domain name), extract HTTP information, including:
searching engine (google, baidu, youdao, and so on) and search key words under the search

20  engines and consumption website domains (ALI, taobao, and so on);

(b) Analyze mails received and sent by a mail client, extract mail information such as

recipients, senders and mail subjects; and

(c) Analyze applications such as QQ, MSN, AliWangWang and Feixin, and extract

application information such as application name and access time.

25 The process of analyzing a data packet in a home gateway is illustrated in the



25The process of analyzing a data packet in a hone gateway is illustrated
in the follow ng. Al101. Analyze an I P address, a port and a protocol of
t he data packet in the hook point at NF PREROUTING HOOK in the Netfilter
frame when the data packet passes through the Linux kernel. 5A102.
Det er mi ne whet her the protocol of the data packet is | PPROTOTCP, if yes,
the process proceeds to A103, and ot herw se, the process skips to Al04.
A103. Execute QQ analysis to determ ne whether a destination port distport
is 80, if yes, the process proceeds to AL05, and otherw se, the process
ski ps to AI@Bwing. Al104. Determ ne whether the data packet is

| PPROTO CWP, if yes, execute 10i cnppkg++ (adding 1 to the nunber of icnp

packets), andAQbh%EnWhé@an fﬂ‘a%dfé@é?%?%ﬁ andh P3tde® Aebiata pacl|<:e|t éltggglocﬁ)%%t e HITP

protocol analysis (the analysis process I's as shown in A106.
Det er mi ne whdFHRRERGETENG tHOQK i thep¥atiiltadifmmgovhenithe duga packetypasses thaighr ocess
proceeds tq  ALO(, Qifperwi se, the process skips to A108. 15A107. Analyze a
sent nail. Al08." Determ ne whether a source port srcport is 110, if
yes, the process proceeds to Al109, otherw se, the process skips to Al10.

A109. Adal y 7 e A402.Qdegqrping whsther the protocol of the data packet is IPPROTO_TCP, if yes, the
process proceeds to A103, and otherwise, the process skips to A104.

A103. Execute QQ analysis to determine whether a destination port distport is 80, if
yes, the process proceeds to A105, and otherwise, the process skips to A106.

A104. Determine whether the data packet is IPPROTO_ICMP, if yes, execute
10 icmppkg++ (adding 1 to the number of icmp packets), and otherwise, the process skips to

All6.
A105. Execute HTTP protocol analysis (the analysis process is as shown in FIG. 3).

A106. Determine whether the destination port distport is 25, if yes. the process

proceeds to A107, otherwise, the process skips to A108.
15 A107. Analyze a sent mail.

A108. Determine whether a source port srcport is 110, if yes, the process proceeds to

A109, otherwise, the process skips to A110.
A109. Analyze a received mail.

A110. Determine whether the source port srcport is 1863, if yes, the process proceeds

20  to All1, and otherwise, the process skips to A112.
Al11l. Analyze MSN login.
A112. Determine whether the destination port distport is 1863, if yes, the process

proceeds to A113, and otherwise, the process skips to A114.
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" A110. Determine whether the source port srcport is 1863, if yes, the
process proceeds 20to Alll, and otherw se, the process skips to All2.

All11l. Anal yze MSN | ogin. Al12. Determ ne whet her the destination port
distport is 1863, if yes, the process proceeds to Al13, and ot herw se, the
process skips to All4. Al113. Anal yze MSBN | ogout. Al14. Determ ne

whet her the destination port distport is 16000, if yes, the process
proceeds to All5, and otherw se, the process goes back to Al02 to anal yze
next data packet. 5A115. Analyze AliWang\Wang. Al16. Determ ne whet her
prot ocol of thdl3analypaMddtlogant] PPROTO UDP, if yes, the process proceeds to
All17, and ot herw se, the process goes back to Al102 to anal yze next data

packet . Al T4, BaESREWAEhENRL M@sitiﬁatio;a(ﬂoﬂ aiaso& & €500 NG y%@,lth'é bRRessWhen QQ
protocol analysis Is perforned, analysis is perfornmed for "'data packets with

al | UDP datpeocpettskietA 4t and plprvisst shet prageshpees haek g AJRB 20 apgdygennexhdatRogout
states and ggepunt information are obtained through analysis according to
dat a packet characteristics of QQ login and | ogout. Wen MSN prot ocol
analysis is perforned, analysis is perfornmed for data packets with 15 al
source pgorts adds-deebiznAliWsneWend s bei ng 1863, login and | ogout states and
account information are obtained through analysis according to data packet

char act eri sti ag16fDEMiAcO@hdihaapebtbsdyofithe data pablesd iAIAPRITHMITIP, (iALds) ther ot ocol:
analysis is perfornmed, analysis js perfornmed for daka gﬁ kets wth al
sour ce por tPEOCEHPraEses et | [dn2optbawise: the POSEO GOy gk Ao folBtiEe 884t es

data packet.
A117. Perform QQ analysis.

10 In the foregoing solution, when QQ protocol analysis is performed, analysis is
performed for data packets with all UDP data packet data field starting byte being 0x02,
login and logout states and account information are obtained through analysis according to

data packet characteristics of QQ login and logout.

When MSN protocol analysis is performed, analysis is performed for data packets with
15  all source ports and destination ports being 1863, login and logout states and account
information are obtained through analysis according to data packet characteristics of MSN

login and logout.

When AliWangWang (ALI) protocol analysis is performed, analysis is performed for
data packets with all source ports and destination ports being 16000, login and logout states
20 and account information are obtained through analysis according to data packet

characteristics of AliWangWang login and logout.
As shown in FIG. 3, the process of HTTP protocol analysis is as follows.

A1051. Determine whether a data packet has GET, the process proceeds to A1052 if

yes, and otherwise, the process skips to A1055.

11



" 20 " and account infornation are obtained thr ough anal ysis according to data
packet characteristics of AliWangWang |login and | ogout. As shown in FIG 3,

t he process of HITP protocol analysis is as foll ows. A1051. Determ ne
whet her a data packet has GET, the process proceeds to A1052 if yes, and

ot herwi se, the process skips to Al1055. A1052. Determ ne whet her an
obtained link is a commpon URL, if yes, the process proceeds to A1053, and
ot herwi se, the process skips to A1055. A1053. Determ ne whether the data

packet has HOST, the process skips to A1052 if yes, and otherw se, the
process ski psAl052ATBESmirs AUGEEr ah pdiaget dinkhiat donenopr ORbeidlyves, shqvptocessht t p

orot ocol  and LELUARL0. % o080 Bl ERUEpRigLhe protocol s a htip

protocol, and Féeturn to noni t ori ng. The network
quality nonitoring nodule mainly nonitors quality conditions of the network
oper at i on enviAl6Firdleterming evhethentheldaguicket iay HOSTathe psocesickipgdo AEPE2 if

connecti On’yeégg‘iﬁ@!§e*‘ji£?‘hg§{°§%ﬁ is(lh%ﬁ.Asl‘éEXi ce availability and FTP service

avai l abi li ty, other n nitoring data. FIG 4 is a flow chart of
moni toring network quality, including the follow ng major steps:

A201. OBtain &d08NIndigstsahat the ppiaep! 4ol a ptt prgrasels andgetprigo fest i nat i on
address, an FTP server address, a user nane, a password and ot her

i nformation ofa 1850 EWRMNARN 16t0bW islht@ARbB& 1 2nd R @yTat ion file config.
A202. Create a net_nonitor child thread. A203. Performstep A204 if

the net_nonitor chil tf]r ead js. successfully created, and ot herw se,
perform step twork quality ROBPTIEy acut e the net _nonitor child thread, set a
timer cycle sequence in the

The network quality monitoring module mainly monitors quality conditions of the

network operation environment, the network quality indicators include TCP connection,
10 DNS time delay, HTTP service availability and FTP service availability, and other network
monitoring data. FIG. 4 is a flow chart of monitoring network quality, including the

following major steps:

A201. Obtain an SN number, a ping server address, a DNS destination address, an FTP
server address, a user name, a password and other information of a gateway device by

15  reading a configuration file config.
A202. Create a net_monitor child thread.

A203. Perform step A204 if the net_monitor child thread is successfully created, and

otherwise, perform step A205.

A204. Execute the net monitor child thread, set a timer cycle sequence in the
20  net_monitor child thread to execute the following tests: obtain user basic information,
destination address ping test, FTP server availability test, HTTP server availability test,

DNS time delay and jitter test.
A205. Monitor the net_monitor child thread.

A206. Determine whether the net_monitor child thread exits in a normal manner, if yes,

12



20 net_nonitor child thread to execute the following tests: obtain user
basic information, destination address ping test, FTP server availability
test, HITP server availability test, DNS tine delay and jitter test.

A205. Monitor the net nonitor child thread. A206. Determ ne whether the
net_nonitor child thread exits in a normal manner, if yes, 12 the process
proceeds to A202, and otherw se, end the network quality nonitoring.

After the network quality nonitoring nodule in a home gateway obtains the
uni que SN of the hone gateway, the nodul e executes child thread net_nonitor
of the net workogaaprpeepdntori20arand gthenrded. end thaeetaikruplith sronderingt  t he child
thread net _nonitor is to periodically and 5 cyclically execute sub nodul es
for inpl enent ixpg: ie Lyl ﬂfﬂﬂ%y'rﬁéﬁltgpﬁg heAIOH a(%dé%‘ﬁfewga%tgmé vk Qhiged §9n

obt ai ni ng nodul e, a destination address ping test nodule, an FTP server
avai | abi I i tof thediomerggtenian themprutpexcevtgeehildyhicadamst Lmenjtog elshe pywotkequaliid a DNS
time del ay , t f d by
execut | ng. (T SuRE Ae duin BRE SRR B R it L e Yo bR o
for obt & nicygicalleexeouts iseb mndldqrsn@t lrmiem@tlgenetwgérq%hmncomtnrl@q fa, userrteasisr ocess
I's as shown, bl o déalmh%'n?&dﬁfé RAGRARE SadEE PREdedt (YA af s WrferOf 2
term nal, correspon aranet ers are obtai ned hrough syst em commands,

onl i ne dur aatvaldnblhtssteabn@duwed HIAPoarykr avatlabiify cashmedwé, and # DN tirondelani@stal | are
witten int

obt ai ni ng c'g?dr%(lae andd) réaﬁgggﬁg{)@?@‘égﬂ %{3 Eg&du\? g)%/c?{étﬁlgiltggglgo @E@Fes h
A20411. Reabe dmlﬂnlesepbwd_lmugntpar aneters froman XM. file of a term nal,
determ ne whether there is a command of reading power-up tine, if yes, the
process;ski ps A

h20412. Dot or M e e B R et G S e AR 0 R S ess
if yes, 20 ithe sp@m@sfl@kﬁ,pslat@ paedaes andeadt fem ens¥MLt file ?fr@)émaﬁ)roceeds
to A20413. 4 rmi.n i rgmﬁtﬁ o] dj.ng
online ti rreorre%pAgé) gl :?)f'i ﬁPl%{e?Sog?eesgb%YE&t 'ﬂﬁ% c%rh A%%TG%&%%O% er Wi (]jslggt% I
process pr obedcd mmugmmm convermoﬂmduonD@nderam ane waltien hietp & EéNeﬁlesarwd
command of Eaagecptg fl_-fl.i,l ne. t| me, if yes, the process skips to A20416. and
ot herw se, PHé process proceeds to A20415.

15 The step of obtaining corresponding parameters and online duration is as follows.

A20411. Read corresponding parameters from an XML file of a terminal, determine
whether there is a command of reading power-up time, if yes, the process skips to A20416,

otherwise, the process proceeds to A20412.

A20412. Determine whether there is a command of displaying an MAC address, if yes,
20  the process skips to A20416, and otherwise, the process proceeds to A20413.

A20413. Determine whether there is a command of reading online time, if yes, the

process skips to A20416, and otherwise, the process proceeds to A20414.

A20414. Determine whether there is a command of reading offline time, if yes, the

process skips to A20416, and otherwise, the process proceeds to A20415.

25 A20415. Determine whether there is a command of displaying the current time, if yes,

13



' 25A20415. Determne whether there is a command of displaying the current
time, if yes, the process proceeds to A20416, and ot herw se, the process
exits. A20416. Convert the related paranmeters according to a specified
format. Amai nfunctionforinpl enenti ngHTTPserveravail abilityis
http_service_test_entry(), the process is as shown in FIG 6, the nunber of
times of request 5 is read in the configuration file config, the nunber of
times of request, the nunber of tinmes of success, the nunber of tinmes of
unavail ability, and the nunmber of tinmes of threshold exceeding are

i ni tializedhe prodess wotcadstoa P Iz ent] otherWisFRheproesss exdends a connecti on request
to a server to obtain user basic information, and the user information is

written into a)ghy Eglh\eenq eia?ed%gnlagﬁg?sckcr:&diﬂ? tda {peSREY Rfmat1 0The step of

anal yzing the url sendi ng, e HITP client, a connectlon request to
a server to obtain user basic |nfornat|on are as follo A2042]1.
Perform a HTTP r efgiest fynsHoserfper betereetingn HTBr PﬁVﬂiaﬁW%Pﬁémand“

anal yzi ng tlﬁ’tﬁ dRlice test_entry(), tHBPRAER-is FEMBWATNLION 8hdWRImbeP6f MM rebestt | MES

of request is |less than a preset i15number of times of request, if. yes,
per f or m5A2021!2=3d inthel cotiiguraiipsBle cputig GerAumpenat times of reapgsy i nupbeRelHimes

whet her 3& %egr m%tdu%ef' St emébﬁmvadam@esmd ttmeen@m?%? $imeb BF @RL SO

A20424, an rw se, the process exit . Determ ne whet her
connecti on qxseeslmg@eeslsﬁlallzedl grl igdlen atnhlefzqﬂr oEdJR Cb?'ﬁé@éiw copneAR@YRguestnd

ot her wi Se, t@ﬁ/ep{o%%{%ﬁ?us@(ﬁ tSé lni%%%%i% M&rl%ﬂﬁatl\@ﬁ%tvbﬁ&eanﬁ@\sﬁ@t € i S

302, if yes, the process ok I ps
and is uploaded to an FTP server.

10 The step of analyzing the url and sending, by the HTTP client, a connection request to

a server to obtain user basic information are as follows.

A20421. Perform a HTTP request for server connection after initializing and analyzing

the URL.

A20422. Determine whether the number of times of request is less than a preset

15  number of times of request, if yes, perform A20423, and otherwise, perform A20427.

A20423. Determine whether host information is obtained, if yes, the process proceeds

to A20424, and otherwise, the process exits.

A20424. Determine whether connection is successful, if yes, the process proceeds to

A20425, and otherwise, the process exits.

20 A20425. Determine whether a HTTP state is 302, if yes, the process skips to A20427,

and otherwise, the process proceeds to A20426.

A20426. Determine whether the HTTP state is 200, if yes, the process goes back to
A20422, and otherwise, the process proceeds to A20427.

A20427. Determine whether the number of times of try is greater than 5, if yes, the

14



and ot herwi se, the process proceeds to A20426. A20426. Determ ne

whet her the HTTP state is 200, if yes, the process goes back to A20422, and
ot herwi se, the process proceeds to A20427. A20427. Determ ne whether the
nunber of tinmes of try is greater than 5, if yes, the process exits, and
ot herwi se, the process goes back to A20423. A main function for

i npl ementing TCP connection data obtaining is ping test _entry(). A main
function for inplementing DNS tine delay and jitter is dns_test _entry(),
the process is as showmn in FIG 7, paranmeters (including the nunber of

ti mes of DB desskits, andoth@NSet the prodess Boasda¢kon A n or a destination | P)
are initialized in the configuration file config, a traceroute result is
obt ai ned thr ougRai} ARG fopﬁnﬁm%ﬂgT@?Qgﬂ]ec@&?daYasdb%nﬁ ls%@tae&te@are,
performed on the traceroute result,; the result is vvrlt nto~ Vflle,
and the CSV file is fipnally upl oaded to the FTP serv

function for |WP@@?&‘!OH§°‘P1‘PI%“V%& DRPaimedelpy eid JCthTFf ﬁ‘ﬁL‘G%‘d?%&%Fhﬁad
rate) 10is JrdRssSighy kit ﬁsm(;) Pdnidcert hﬁclﬁalagtﬂefnualbu bR Aasiesl gagh tine
and get upload time and oad’ rate through obtaining FTP upload time and
fie sizé. DNS s é%h‘ﬁg’nt @awmni hdespaiieyi 1B} acgyitiplized 13 ip ¢andsiatioiofile

qual ity CS\ioffid & {reldd fedt fsecrbva%ﬁedl #rdRgh alpipetink TMBARD bSknatnal Rlsl 4s: A
‘default route needs to be added when upl oading the online behavi or CSV
file and t Hatigmes amevf@mkedcmahq wer@@v resultethe reyelt sjwristen éntg mE/ Ve Gadigg,
therefore § TP upl oad script needs to include
two functi ?Fzsv ﬂkﬁ%ﬁﬁag@gbﬁgéedg?&%Fggﬁgwgrhd uploading files in batch. To this
end, the present invention designs two interfaces. 1) An initialization
interface: redt@pin funsdommrdmplameniing FdPserver Falahalin (GER W%"VV doxalagd riwer

3ulopl Y, 102nds P@pfsgfvreel Rith] Akt 2R ot PfileRBIda@dRaki kit Bhd 288 ipPAdafteeind! TVB
elivers an | P,
upload rate through obtaining FTP upload time and fie size.

Uploading the online behavior CSV file and the network quality CSV file to the FTP

server in batch is implemented as follows:

A default route needs to be added when uploading the online behavior CSV file and the
15 network quality CSV file, the file is then uploaded, therefore an interface that generates
FTP upload script needs to include two functions: adding a default route and uploading

files in batch. To this end, the present invention designs two interfaces.

1) An initialization interface: restart the home gateway after the home gateway has no

power supply, and perform initialization; or perform initialization after ITMS delivers an IP,

20  auser/password related to FTP. If initialization is successfully performed, an initialization
success flag is set as 1, scripts of get tr069 are deleted, only upload scripts shell are retained;

if initialization is not successfully performed, the initialization success flag is set as 0, in

this way, whether initialization is successfully performed may be determined through the

flag when uploading.

25 2) An upload interface: first determine whether an initialization flag indicates success,

if yes, directly execute upload scripts; if the initialization flag indicates not success,
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20 "a user/password related to FTP. If initialization is successfully
performed, an initialization success flag is set as 1, scripts of get tr069
are deleted, only upload scripts shell are retained; if initialization is
not successfully perfornmed, the initialization success flag is set as 0, in
this way, whether initialization is successfully perfornmed my be

determ ned through the flag when upl oadi ng. 252) An upload interface: first
determ ne whether an initialization flag indicates success, if yes,
directly execute upload scripts; if the initialization flag indicates not
success, iimfiglizatiorziapertormied ageanr. filoinitelizatigmisrperformed shacesshiilly athe 8ag issetger f or med
SUE0ESST LY b 0 hha Blogli, ACHLARE, Ry U 08 AL eikgOR o
per f or med amna‘;lesﬁcimlk hyt,peffhmleﬂ|sa@:e$sﬁlll$ﬁtﬂle fisg B setge Oegentrectd filds @z deleeeddel et ed.
According to experinental statistics, it takes 30s fromthe first operation
to obtaining %c& gmlr "?o @ﬂ)@{l&gﬁ{% SQJUS 556 R0 3{)§ f%ﬂn é}llef ﬁxlsm) eka"@lI b%@Bﬁtgﬂmgr
generating scripts are success y performed in initralization

i nitial i5>zattholf aod ngdend it iwag ligk.r |Ir§tr8tlarhayt10be>r emwne@lcravgsaarmnwﬁme@ﬁél&uti ng
it o pop 2 pftormed ER iR, (REALEER Sy Berlifiihe ASARIALAME QL ADEABSIAD | 1E
in a path @keduheoﬁﬁli’mplgahng/vay in the_formof a 10 CSV fi I e, the pr esent
invention reads cycles at different intervals in the configuration file
ual i £y Cv T e W BSreER AT, £Hedish b HORHIAL dietolicte PabhuDShe By

upl oad cyclresvoak quhllt}fmommmg moduly id ssorcmmtah@thcqulﬁq Ipueegatenay fri ﬂhemeieﬂlfét es the
15i n t he ho:mﬁgatdemds dne ge&mt@tbrﬂnoe bmwbo(dégtf l& mdeietwork q(:&)} @&Yfﬁdﬁrlm

statistical online et lity
Csv file onba§°ﬂ3@5 eicgfg S%“r’ﬁrnal'cg?ar? i'en t u\‘/’\een JC tﬁﬁ%‘ F‘hl a}réérgghgt eway
is inpl errerttoeﬁiglmmohdilé aelstes m&opes@sechng DMWrbblnavmrféWaﬁlataedl yetestkafalityhes in
the hone g rocess |tnB contr ol usi v responsi bl e
for openi ngé%}éclﬁ R S eSO OBSHNPH%H o1 IWf%ron ﬁg T ¢ eflu5¥n°(§%%eos ave

accor di 15g tif tHedhgthe iceteway 8 r@fucedo tieriowesoikvelgur at i on, i nstant deliver and
taking effect instantly, so as to avoid the user onl i ne behavi or anal ysi s

function O.Ccug CPerflE D Ea¥1]st1c91{ ar?al\!s%nc% &1' rgglmeobe?];\t;g &quﬁaneqaglfk&{u?}g@ce'

Semaphore is e hanner commini rocesses
sui t abl e f oES¢filermni WEBIcbentbet ween

Communication between ITMS and the home gateway is implemented as follows:

The present invention separately establishes in the home gateway process itms_control

20  which is exclusively responsible for opening and closing the user online behavior analysis
function according to requirements of uniform configuration, instant deliver and taking
effect instantly, so as to avoid the user online behavior analysis function occupies memory

for a long time to affect gateway performance. Semaphore is one manner for
communication between processes, and is suitable for communication between

25 itms_control and the home gateway because of advantages such as transmission of less

information and instant messaging.
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" 25itnms_control and the hone gateway because of advantages such as

transm ssion of less information and i nstant nessagi ng. When t he hone
gateway is just started. the process of communi cation between | TM5S and t he
honme gateway is as shown in FIG 8: A switching value related to user

online behavior in the configuration file beh.conf is read, if the value

i ndi cates no opening, no processing is performed; otherw se, whether user
5 online data collection process collect_data and network quality

nmoni toring process net_nonitor exist sinmultaneously are determ ned, if yes,
the two procedées tixrlonkd gatedyfis fust stared. thh@rocessif avmmdnitaiogrbesveet FEMS
procedure th ate rating; otherwi se, if neither

col | ect_dat 9&?8510315@%0????3?“@%“5 gﬁpt(:%he two processes are started; if one
of collect_data and net_nonitor exists, the process that exists is killed
and the ot her Apsvabig viekie rdlared taavserohling bghayrpalin Q@rwniigurathe fidggkaltcopf e agent
process is S Q;Egm' i RN ment
system and %%éﬁﬁ%sn\{?mégn(%%es;hg oc'lfleégg #’g)g?sggg\&e Bt%élﬁog%a hproggegsi ng
function i smhmeciataecbllecuoanmnestsh@lhamtzgamév\mywmrk Wdﬂt}ﬁtﬂdﬂgqrmg’ﬂpmeﬂsti on
bet ween | TNB’( ?‘n%gnttrheguspglrrrneatgnat WaXreldSe (S m%!{' ¥mes e two ocbss%shae} Ik-lilvﬁ fRSr forms
uni form cont-gurati ons an elrvers e 19°61s,

gateway is ahdeslﬂorlssltdnieé td arervthé pniongiutehthatabﬂhmgugaewayns opemtmoaouhmmﬁsegdr ation
file of user onI| havi or set val ue to indi

confi gur at iSHE & @e‘i}a A " P mf"ﬁ' %tM ﬁﬁ t‘ﬁ%d”%%?fﬁ% a §ﬁa‘§?ﬁgl& OBea process
i tns_contr abllect hietaphmﬁasmomton’rsx@t@ Nhé procdse tiansistdiakilled M e biheegrsceshg
configuration after recel Vi ﬂ‘% t he @Pgnal reads the cg@fti gurati on t1‘i le to
determi e viHEETret SERY SEUG B =GRt T 24551 HECHR FalPRAPSIBE 105 SAPPETEaolnct i on

is tur ned Matwed R R tehihes mahlement ssitth and B hbme gatak ) pRlcbR G4 fetdivdaraagass and
a network guallt noni t or j ng %aocess exist if the swtch is turned on,
kills a protBaProesyinedipeioa iswe ekt arts if either the user online dat a

col l ection process or the network quality nonitoring process exists, and
starts the twWipnotesses pitewsi isheperitheg, iseancton! bateccdalTME ahl eth¢ ihomepr ocess

nor the network qualjt t cess sts The vention

Mo ot ey SRk B SOt PR S an Gl Bal D e e

st ruct ursal cﬁhﬁg’i@:&lohﬂstﬂé ﬂﬁdlebgbtd»\l‘h@ ierrespendible Me Miitiog  theldehfxtatib@e ed aal

solution that_is degée g or simlar to the present inventi oqleshoul d
t t

i
fal | withirfopfigiraiog H‘S%rc8 ine, Pehaﬁﬁrpf%%éan1tﬂ%tVPlaﬁ to - pdicpigst

configurations are valid after the writing, and sends a signal to a process itms_control; the
process itms_control learns that ITMS delivers the configuration after receiving the signal,
reads the configuration file to determine whether the switch of user online behavior
20  analysis function is turned on, determines whether a user online data collection process and
a network quality monitoring process exist if the switch is turned on, kills a process that
exists and restarts if either the user online data collection process or the network quality
monitoring process exists, and starts the two processes if neither the user online data

collection process nor the network quality monitoring process exists.

25 The present invention is not limited to the preferred embodiments, any one should
know that any structural change inspired by the present invention, and any technical
solution that is identical with or similar to the present invention should fall within the

protection scope of the present invention.
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VWhat is clainmed is: 1. A nethod for anal yzing user online behavior and
nmonitoring network quality in a honme gateway, conprising: 5A10. collecting
user online data, specifically: analyzing a data packet arriving at a hone
gateway according to characteristics of an object to be nonitored,
generating a correspondi ng online behavior CSV file according to anal yzed
data and uploading the file to an FTP server; A20. nonitoring network
quality, specifically: sinmulating periodically, by the home 10 gateway,
PPPCE di al -up, actively initiating TCP, DNS, HTTP and FTP service
avail ability ¢dgtsqaid on, generating a corresponding network quality CSV file
according to a detection result and uploading the file to the FTP server:
and A30. analyzing the online behavior CSV file and the network quality
CsV file, to oWhiskla@edisonl i ne behavior and network quality results. 152
The nethod for anal yzing user online behavior and nonitoring network
quality in a hoRBn@RSEMRAYNAGAR GeNBnitre behAidhahd nRb@igIndRorktq@Rlihlid aand
step A20, the online behavior CSV file and the network quality CSV file are
upl oaded t JORCEHEVRY CBAPESHIS server according to an upl oad cycle delivered
by an integrated term nal managenent system 3. The method for
anal yzi g useralontaélretinpelnay bolincaduth, spatifically: nmalyeibyvar datag packett ariving at 20honme
gat eway ac&grding to claim1, “herein.in stﬁﬁ.ASO, the sta istiCﬁI anal ysi s
i's inpl enerPB HYVEY\RERPriINg dpcharacterigyics pf, an fhjegh fp P%fnogﬁaﬁe?fﬁ%@m %7 online
behavi or andrreapBhdifs bilhe Belhawvt ICSYURlk iataordifg & daVReddieMRlyuphadpediafilet 0
claim1, wherepn in step A10, a hook point is nounted at NF PREROUTI NG HOOK
in a Netfil'®?& FfF $"of a Linux kernel of the home gateway, 25the data

packet is analyzed in a hook function according to characteristics of
obj ects to be A20. monitoring network quality, specifically: simulating periodically, by the home

10  gateway, PPPOE dial-up, actively initiating TCP, DNS, HTTP and FTP service availability
detection, generating a corresponding network quality CSV file according to a detection

result and uploading the file to the FTP server; and

A30. analyzing the online behavior CSV file and the network quality CSV file, to

obtain user online behavior and network quality results.

15 2. The method for analyzing user online behavior and monitoring network quality in a
home gateway according to claim 1, wherein in step A10 and step A20, the online behavior
CSV file and the network quality CSV file are uploaded to a specified FTP server

according to an upload cycle delivered by an integrated terminal management system.

3. The method for analyzing user online behavior and monitoring network quality in a
20 home gateway according to claim 1, wherein in step A30, the statistical analysis is

implemented by a WEB client.

4. The method for analyzing user online behavior and monitoring network quality in a
home gateway according to claim 1, wherein in step A10, a hook point is mounted at
NF_PREROUTING_HOOK in a Netfilter frame of a Linux kernel of the home gateway,

25  the data packet is analyzed in a hook function according to characteristics of objects to be
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nmonitored. valid information is uploaded to an application |ayer by neans
of Netlink communication, and the application |layer further collates the
valid information, to obtain a result of the user online behavior. 5.
The net hod for anal yzing user online behavior and nonitoring network
quality in a 5honme gateway according to claim4, wherein the process of
anal yzing the data packet in the hone gateway is as follows: A101.
anal yzing an | P address, a port and a protocol of the data packet in the
hook point at NF PREROUTI NG HOOK i n the Netfilter frame when the data
packet passmsutpwdougid mnfeembtionujs Wdoaded to 20 Applitatietelavembnintrgnsvhe Nedinkt he
pr ot ocol of 5:E eeds to
AL03. and GPRIRAF B, BREEbogh Suldrel fomheFcopls HESuid gRRREEPoEREC
anal ysi s toad&mémumﬁeomhe&hmnma.destlnatlon port is 80, if yes, the process

proceeds to Al105, and ot hervvi se, the process skips to AlO6; A104.
det erm ni ng ‘A@e’f&%eth&efg orllifie bERRGT RMGN&.Me%& qu%ﬁf}hﬁlg 1 to
t he- 15nunber icnp pac ot erw se, the proceSs skips to

A105. eXec dtomagaﬂeWTPaqgm@!rmd@ Iclaamé,l wherein the process D gnaltésteehedat Pngw'ﬂethher t he

destinatio r es, the process proceeds to Al107, otherw se,
fow: p p
t he procesgmg'L8 ggtelv?y %Eigdé A107. analyzing a sent nmail; 20A108.

determ ni ng vvhet her the destination port is 110, if yes, t he process
proceeds to APJO!l. asakziog e dRiaddresst b @oxs e @ Psotagal 9 thelame nagket in the hoplg

anal yzi ng %ofn?cé?N\FﬁﬁRﬁﬁbleNG_HOOK in the Netfilter frame when the data packet passes
through the Linux kernel;

10 A102. determining whether the protocol of the data packet is IPPROTO_TCP, if yes,
the process proceeds to A103, and otherwise, the process skips to A104;

A103. executing QQ analysis to determine whether a destination port is 80, if yes, the

process proceeds to A105, and otherwise, the process skips to A106;

A104. determining whether the data packet is [PPROTO_ICMP, if yes, adding 1 to the

15 number of icmp packets, and otherwise, the process skips to A116;
A105. executing HTTP protocol analysis;

A106. determining whether the destination port is 25, if yes, the process proceeds to

A107, otherwise, the process skips to A108;
A107. analyzing a sent mail;

20 A108. determining whether the destination port is 110, if yes, the process proceeds to

A109, and otherwise, the process skips to A110;
A109. analyzing a received mail;

A110. determining whether the destination port is 1863, if yes, the process proceeds to
Alll, and otherwise, the process skips to A112;
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A110. deterni ning whether the destination port is 1863, if yes, the process
proceeds to Alll, and otherw se, the process skips to All2; All1l.

anal yzi ng MSN | ogi.n: Al12. determ ning whet her the destination port is
1863, if yes, the process proceeds to Al13, and otherw se, the process
skips to All4; Al113. anal yzing MSN | ogout; 5A114. determ ning whet her
the destination port is 16000, if yes, the process proceeds to All5, and
otherw se, the process goes back to Al02 to anal yze next data packet;

Al15. anal yzi ng Al i WangWang; Al16. determ ni ng whet her protocol of
the data packét!li.snippmOVISNUpEN: | f yes, the process proceeds to All7, and
ot herwi se, the process goes back to Al02 to anal yze next 10data packet; and

AL17. perfor mgg; QeaBRingSitRther the QestiiifonPoHNO U3 d301t @ MeVpbdags Mo&kdp! i ne
behavi or and nonitoring network quallti in a hone gateway according to

clai m5, wherldi mdwkenvisthsrroecsesokipatf Vi s i s performed, analysis is
performed for data packets with 15 all UDP data packet data field starting

byt e being 0XQ@43hﬁg?ﬂn§N@)“Qggwt states and account information are
obt ai ned through analysis according to data packet characteristics of QQ
| ogi n and | ogout ;

, when MSN pr.otocol .analysis js.perforned, analysis is
performed for ‘Adéi"adeﬁ’é’@i{‘é‘tgsw'i‘/ﬁ%ag the, ‘%Sté‘lﬁ‘ﬂ?‘b B"%Er 10g b(gﬁﬁyed’e@f PSS SROEEPt s
bei ng 1863,10A0@5, An@Bfeme@Otht plokéass @Sesaack BCCIOD RS analyze next data packet;

Al15. analyzing AliWangWang;

A116. determining whether protocol of the data packet is IPPROTO_UDP, if yes, the
process proceeds to A117, and otherwise, the process goes back to A102 to analyze next

10 data packet; and
A117. performing QQ analysis.

6. The method for analyzing user online behavior and monitoring network quality in a

home gateway according to claim 5, wherein

when QQ protocol analysis is performed, analysis is performed for data packets with
15  all UDP data packet data field starting byte being 0x02, login and logout states and account
information are obtained through analysis according to data packet characteristics of QQ

login and logout;

when MSN protocol analysis is performed, analysis is performed for data packets with
all source ports and destination ports being 1863, login and logout states and account
20  information are obtained through analysis according to data packet characteristics of MSN

login and logout; and

when AliWangWang protocol analysis is performed, analysis is performed for data
packets with all source ports and destination ports being 16000, login and logout states and

account information are obtained through analysis according to data packet characteristics
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20i nformation are obtained through anal ysis according to data packet
characteristics of MSN | ogin and | ogout; and when Al i WangWang pr ot ocol
analysis is perforned, analysis is performed for data packets with al
source ports and destination ports being 16000, |ogin and | ogout states and
account information are obtai ned through analysis according to data packet
characteristics of AliWangWang | ogin and | ogout. 7. The nethod for

anal yzi ng user online behavior and nonitoring network quality in a home
gateway according to claiml1l, the network quality conprises tinme del ay,
jitter, packKéliWang¥Wangiogineand 1¢gpTP/ FTP service availability. 58. The net hod
for anal yzing user online behavior and nonitoring network quality in a hone

gat eway accor @i fge H&n6d il ThatyziNd@kLilink BenalRk WRT KofitiAnk hYwdRNL0f iRY
conpri ses: A201. obtaining an SN nunber, a ping server address, a

desti nat i orhog¥daiEyay agardmppo slapy drthgpriverkgualyy geraprisaaipe delay, Hgewpachetand

ot her i nf orpatho,LfiTRpBRb WY AYhGRyPY reading a configuration file
config; 10A202. creating a net_nonitof child thread, A203. perform ng

step A204 if the net nonitor child thread i s successfully created, and
ot herw e, pert Shsrnpod fasgnadygyms user onling hahaviok and mpRiEPring Ak HBHMIBA chil d

thread, setffiGaRwhi BRbrd5EGh Blaff AUMRESEN iH namrmranmrﬁt_@ﬁngtwn{gﬁis&shread to

execute the following tests: obtain user basic iInformation, 15destination
address ping test, FTP server availability test, HITP server availability
test. DNS ti nmé‘2§éd %a“%m%i ap SNy mbep @ping server address, a DNS destination address, an

FTP server address, a user name, a password and other information of a gateway device by

reading a configuration file config;
10 A202. creating a net_monitor child thread;

A203. performing step A204 if the net_monitor child thread is successfully created,

and otherwise, performing step A205;

A204. executing the net_monitor child thread, setting a timer cycle sequence in the
net_monitor child thread to execute the following tests: obtain user basic information,
15  destination address ping test, FTP server availability test, HTTP server availability test,

DNS time delay and jitter test;
A205. monitoring the net_monitor child thread; and

A206. determining whether the net_monitor child thread exits in a normal manner, if

yes, the process proceeds to A202, and otherwise, ending the network quality monitoring.

20 9. The method for analyzing user online behavior and monitoring network quality in a
home gateway according to claim 1, wherein in step A10 and step A20, according to upload
periods at different intervals in the configuration file, the online behavior CSV file and the
network quality CSV file generated are uploaded to a specified FTP server in batch, the
corresponding online behavior CSV file and the network quality CSV file in the gateway

25  are deleted.
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" A205. nonitoring the net_nonitor child thread; and A206.  determ ni ng
whet her the net_nonitor child thread exits in a normal manner, if yes, the
process proceeds to A202, and otherw se, ending the network quality
nonitoring. 209. The nmethod for anal yzing user online behavior and
nonitoring network quality in a honme gateway according to claim1l1, wherein
in step Al 0 and step A20, according to upload periods at different
intervals in the configuration file, the online behavior CSV file and the
network quality CSV file generated are uploaded to a specified FTP server
in batch, theledieesgoddorgalyring ner benabelgvicCavd mphitoriag detvaek quetitan k

_qual Ity C.Sxo&lelogtelwgv ta@ %nﬁf’li { i gﬁ(v%erg%l ﬁlts? " A30, corr&rgmic F g&&lp&dth or

anal yzi ng user “online be For “@nd’ nonrtoring networ quality 1n a hone
gat eway acGaegatad) tdnainal MbmgdmemBgsten and thedoap gaBGay conprises cabmuamcdiienween
the integrated. . term nal managenent system and the hone gat nprises
comuni cat i"OK" \‘Aﬁg“ﬂmf ﬁ%teﬁﬁfh%a'%ang%?m}s{?lgar g wglﬁr(ﬂ%hg%ﬁ%rfg ﬁ?t(e:\g?’\l l?)\ré\fg%//%tgn the hone
gateway i s operating; 5when the hone gateway starts, the integrated

term nals managbeetit heme ggawd)i stgts, the andegraiedswintio inmgageaicntsystendiredeads aus er
.Onl | ne be‘has%lltg{inl Oalgep C1s {0' St gﬁlﬁn% eLNi&' igqgc\el\g&q%urahgn tt‘lheebe?lvg.ohfm g val ue
is 0, no process%ng IS pértorned;, otherw se, etfer user onliné data

col | ect i on spitddes saloolid €cto gaicassangdis rpetfomndd; gthawisey whethiet asdr myplipe datess

net _nonitor_gexi.st sinultaneously.are determn if ve t .Qcesses
P b v R e R T R T DR e
honme gat ewaimulGnapely atel degrmiped af yos, kg twof proessehae kdlet lfies tndithtraresianted to

net _nonitor exists he t rocesses are started; i.f gne.of coll|lect data
nd et Oorineh PP e tahdherioBRostsind: Sutt By i St Sk Bbrer
process i s ndk adtimehitoAexditgmial tws ricefdys drbigardgieifonpofwies_dam ahéaei meditand a
signal processing functjon is.executed: and when the hone.gate IS
operating, TKE thtpé‘ﬁFsétt% XISE i ﬁﬁ?y?@rfﬁﬁgﬁbﬁrrﬁm%eﬁ%ksé?ﬁni‘g a 5;5%4 %e% h‘ﬁi form
confi gur at a9 paiaeks deletaividsind b sighd pfdcendingtfimetion istkeukaymdgat eway i s
responsi ble for witing the configurations into a configuration file of
user online behavipor, sets a swtchin alue to indicate the configurations:
are valid aft &} ﬁlge DY i8RV 2 iy CLEHEE gheslln%ﬁj'aa?edt tg_mém%rrg?:nea &My ?nsﬁls_tgn&nt rol ;

t he pr oges etfbifis oifvkm adonfigdritéhs raad eleliveng tHeh@nfipgaddns, theddsnet f@eway is
configuration file to determ ne whether a switch of. a user online behavior
anal ysi s 20°SPPERIRE fO5 e hy s08 g‘&fﬁt,lonaé'{t%Pr?‘f’#égé"wgﬂee?fu eru(gglf‘e h ARe dat a
col | ecti on spis@GRSShiAR taldge WBahIEHKhe Wadflgusatiomdré odlidgtepthe oeBing el Séndsh t he
switch is turned on, kills a Frpgess t hat existsi%pd restaLts i f eh%her t he
user onl i ne'&iakQ aBPEsTHMB oML RS Brogess (s (o8t olopier dirs1ving edignaldFidg

8" Ocessl leXitEé SonfRFAtich &Eld @dﬂéﬁmﬁﬁ@whﬁ’tl&ﬁ&sﬁﬁﬁ:hiéf ddet BAYinet BrBavisinaBRlsi ne
ata collection process nor the networ ual it nitori i )
ian R i hve\% g nl%{]erlg oq{elctpo% [Err OSE5na §XI sts

2511, ARhorfEHaPr dhdymed BfmtdEmHlys Whether a user o ta ¢ ocess and a

network quality monitoring process exist if the switch is turned on, kills a process that
exists and restarts if either the user online data collection process or the network quality
monitoring process exists, and starts the two processes if neither the user online data

collection process nor the network quality monitoring process exists.
25 11. A home gateway, comprising:

a user online data collecting module, configured to analyze a data packet arriving at a
home gateway according to characteristics of an object to be monitored, generate a

corresponding online behavior CSV file according to analyzed data and upload the file to
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a user online data collecting nodule, configured to anal yze a data packet
arriving at a hone gateway according to characteristics of an object to be
nonitored, generate a correspondi ng online behavior CSV file according to
anal yzed data and upload the file to an FTP server; and a network
quality nonitoring nodule, configured to sinulate periodically PPPCE
dial-up, actively initiate TCP, DNS, HTTP and FTP service availability
detection, generate a corresponding network quality CSV file according to a

detection result and upload the file 5to the FTP server.
an FTP server; and

a network quality monitoring module, configured to simulate periodically PPPOE
~dial-up, actively initiate TCP, DNS, HTTP and FTP service availability detection, generate
a corresponding network quality CSV file according to a detection result and upload the file

5 to the FTP server.
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