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The present invention relates to a nethod of authenti- cating playback

i nformati on reproduced froma di sk-type re- cording nmedium a disk playback
apparatus for playing back a di sk-type recordi ng medium and an

entertai nnment apparatus which uses infgrmation reproduced froma disk-type
recordi ng medi um Description of the Related Art: In recent years,

di sk-type recording ' | - ' r | rded as pit
according to a prede?ggﬁgggﬁwﬁ%?ﬁgﬁhgygﬁgyﬁg%%dﬂﬁégﬂgéﬁﬁéﬁor I nf or matf on
st orage nedi u of e pliTER pﬁﬂﬁgg ' Wins is
t hat they haverﬁéls ar g%?%?gr%g?%g%gétsérggg capacrl‘t y. ﬁe%&%ﬁgg k-type
recordi ng nmediuns, which are in w despread use, incorporate an information
protection nmeas- ure to protect the stored information agai nst unauthori zed
duplication. Those di sk-typsaccERoUND CONENHENENRERTRONt ect- ed to prevent
the stored information from being copied w thout the consent of the author.
Prot ect ed wliekdt ypethecindengiondi uns are played back by a dedi cated disk
pl ayback apparatus. Before the di sk playback apparatus plays back a pro-
tect ed di sk-typFheepuoedeny detieadionheediatiespltaymacietippdraf autBenti-

1 WETHCD OF AUTHENTI CATI NG | NFORVATI ON, / DI SK PLAYBACK APP&R%Q%leE&D
heVl ntion:

cating playback information reproduced from a disk-type re-
cording medium, a disk playback apparatus for playing back a
disk-type recording medium, and an entertainment apparatus

which uses information reproduced from a disk-type recording

medium.
Description of the Related Art:

In recent years, disk-type recording mediums which sto-
re information :ecorded as Qits according to a predetermined
format are finding uée as major information storage mediums.
One of the features of the disk-type recording mediums is
that they have a large information storage capacity.

Some of the disk-type :ecording mediums, which are in
widespread use, incorporate an information protection meas-
ure to protecf the stored information against unauthorized
duplication. Those disk-type recording mediums are protect-
ed to prevent the stored information from being copied
without the consent of the aufhor.

Protected disk-type recording mediums are played back
by a de@icated disk playback apparatus.

Before the disk playback apparatus plays back a pro-

tected disk-type recording medium, the disk playback appara-
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tus deci des whether a predeterm ned code for protecting stored information,
=" a security code, has been witten in the protected disk-type
recordi ng mediumor not. Stated otherw se, the disk playback apparatus

pl ays back a protect- ed disk-type recording nmedium after confirm ng that
the pro- tected disk-type recording mediumis a legitimte disk. Such a

di sk pl ayback systemis generally knomggas a security system There have
been illegal attenpts to reproduce infdrna- tion from non-protected

di sk-type recording nediuns with a special device attached to a disk

pl ayback afiyer flepidaseheihae ainr eyarined, steftar§ox pretRchlingcurity
code witten in a certain area on a protected di sk-type re- cordlng medi um
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recordi ng medi um wh e authentic f8d in

an authent i 6aiidy SraEeesoanesobtaliy obfufl 24°4 Péﬁitiﬁ&ﬁ'ecéﬂsﬁe pl ayed

back by a d ack appar at us to whi ch t'he special device I's connected.
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I nvention to
system.

There have been illegal attempts to reproduce informa-
tion from non-protected disk-type recording mediums with a
special device attached to a disk playback apparatus.

| Heretofore, it has been customafy to read a security
code wrltten in a certain area on a protécted disk~-type re-
cording medium loaded in the disk playback apparatus thereby
to authenticate that protected disk-type recording medium is
a legitimate disk. The ébove.special device operates as if
.it could read a security code though it is in.fact incapable
of reading the data of the security code, so that it can
authenticate a disk-type recording medium which should not
be authenticated in feality.

Using the abbve special device, an illegally copied
disk-type recording medlium which should not be authenticated
can be authenticated in an authenticating process when it is
to be played back, and can be played back by a disk playback

apparatus to which the speclal device is connected.

SUMMARY OF THE INVENTION



provi de a nethod of authenticating information to reliably detect a

i sk-type recording nmediumitself which should not be authenticated or a
speci al device that may have been at- tached to a disk playback apparatus
for authenticating the disk-type recordi ng nedi um whi ch shoul d not be

aut henti- cated, for thereby stopping any process that is being car- ried
out, and to effectlvely prevent the di sk-type recordi ng nmedi um whi ch shoul d
not be authenticated frombeing illegal3 |y copied. Another object of the
present invention is to provide a disk playback apparatus having an

aut henti cati ng fdads fihenafidne Amehlactef cthet boegsentadnNentioat ibog
information to reliably detect a disk-type recording nmediumitself which

shoul d not PFOVAdiehehimehed off andrntikgating ctnfarnakdenn 0e reddabdm ached
mech um whi 5 LRI SRR pRYoR TR e e b, fEretf ¥hIgH MBoM Bess
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apparatu I ng neans per ng t he
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recor di ng ne e aut henti cate or a specl al
devi ce thatcdwyg harer besaraﬁiasﬁsﬂpmg aaﬁysbrabag.b,a%aaﬂoa%r Hdihd Var- 4

aut henti cati ng the di sk- type recordi ng nedi um whi ch shoul d
ried out, and to effectively prevent the disk-type recording
medium which should not be authenticated from being illegal-
ly copied.

Another object of the present invention is to provide a '
disk playback apparatus having an authenticating means for
prexrforming the above method'of authentiéating information to
reliably detect a disk-type recording medium itself which
should not be authenticated or a special device that may
have been attached to a disk playback apparatus for authen-
ticating the disk-type recording medium which should not be
authenticated, for thereby stopping any process that is be-
ing carried out, and to effectively prevent the disk-type
recording medium which should not be authenticated from be-
ing illegally copied.
| Still another object of the present invention is to
provide an entertainment apparatus having an authenticating
means for performing the above method of authenticating in-
formation to reliably detect a disk-type recording medium
itself which should not be authenticated or a special device.

" that may have been attached to a disk playback apparatus for
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not be authenticated, for thereby stopping the execution of a program or
the like read fromthe disk-type recording ne- dium A nethod of

aut henticating informati on according to the present invention conprises the
steps of perform ng an abso- lute authentication process for authenticating
a recording mediumw th information for authentication being recorded in a
predeterm ned position therein, according to a first rule at a
predeterm ned tine, and perform ng an @arbitrary authen- tication process
for authenticating the recording nmediumac- cording to a second rule at an
arbitrary autkenfidathingl ahleadiskphypat wrecomdimigapwedivumahicl csherldn on a
di sk-type recordi ng nedium according to the present in- vention conprises
absol ut e anohehei suthentisated,ofogethereby FFonpias dha exeeteler cafion
process for authenticating a recording nmediumw th information_for

aut hent i caii BROBERR ofe &&¥eddd-Ken read %&%ﬁh%&}%ﬁﬁm%ﬁm@m me-
according to a first rule at a predetermned tine, and arbitrary authenti -
cation neafdUfor perform ng an arbitrary authentication process for

aut henti cati ng hﬁle(rg'—ﬁl:)g %g%ﬁ}dé% aGgGor di%&%@%zﬁfrﬁ%ﬂ%c#%%égtF%nthe
arbitrary tine. “A tai g%ﬁﬂ ' ' cessing
accor di ng. PRt B SR 4G 3epd R oo B dbfing o TELUT
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a recordi ng nedi um ormati on aut henti cation being recCorded
N a pre- mpedium with information for authentication being recorded in

a predetermined position therein, according to a first rulel
at a predetermined time, and performing an arbitrary authen--
tication process for authenticating the recording medium ac-
cording to a second rule at an arbitrary time.

A disk playback apparatus for playing back informatioﬁ
on a disk-type recording mediﬁm accérding-to the present in-
vention comprises absolute authentication means for perform-
ing an absolute authentication process for authenticating a
recording medium with information for authentication being
recorded in a predetermined position therein, according to a
first rule at a predetermined time, and arbitrary authenti-
cation means for performing an arbitrary authentication.
process for authenticating the recording medium according to
a second rule at an arbitrary time.

An entertainment apparatus for performing processing
operations using programs and data reproduced from a record-
ing medium according to the present invention comprises ab-
solute authentication means for performing an absolute

authentication process for authenticating a recording medium
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determ ned position therein, according to a first rule at a predeterm ned
time, and arbitrary authentication neans for performng an arbitrary

aut henti cati on process for authenti- cating the recordi ng nedi um accordi ng
to a second rule at an arbitrary tinme. First, the absolute authentication
process is per- fornmed according to the first rule at the predeterm ned
time, and if the absolute authenticati process results in nornal

aut hentication, then the arbitrary authentica- tion process is perforned
according to the second rule at the arbitrary tine. Even if a special

devi ce forW%Phi#%ﬁQE?%F%P%kf%Fo?uF%%FF%ﬁaE%%BbPFFPQ Fecositde ey & Prar
coper 1S, gt BLete g ek € fLekc be CecRRdhIe e ULt S 0 S
according (FeRetSERLAER HPet" BRRCAxpEehRFYopRRRe Ryttt ey e,
cannot be. ot SeHELq e, QPoBERAEYS authBn®i BatiBhY AN o A ARARLT 00
recording ngg 4y Fhé 0rB&8oPh N dmgaglﬁmbﬁchﬁﬂdi' %ktw Wy %égfbﬁ{}g{laé Wt an

wi t hout the specTal device connected thereto, then the

aut’henti cat Appi praeeseiget ects the di sk-type recording nedi um as being
illegally copied, and the di sk playback apparatus does not play back the
di sk-type recor dfFigste- the Gbgolite authentication process is per-

formed accoxrding to the first rule at the predetermined
time, and if the absolute authentication process results
in normal authentication, then the arbitrary authentica-
‘“tion process is performed according to the second rule at
the arbitrary time.

Even if a speciai device for nullifying a disk pro-
tection éapability is connected to an apparatus for play-
ing back a disk-type recording medium, i.e., a disk play-
back apparatus, to nullify the absolute authentication
process, since the arbitrary authentication process is
performed at the arbitrary time and according to the sec-
ond rulé which is different from the filirst ﬁule in the
absolute authentication process, the arbitrary authenti-
cation process cannot be nullified by the special device.

If an illegally copied disk-type recording medium 1s
to be played back by thé disk ‘playback apparatus without
the special device connected thereto, then the absolute
authentication process detects the disk-type recording
medium as being illegally copied, and the disk'playback

apparatus does not play back the disk-type recording me-
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If an illegally copied disk-type recording mediumis to be played back by
the disk playback apparatus with the special device connected thereto for
executing a programrecorded in the disk-type recording nedium then the
ar- bitrary authentication process detects the disk-type re- cordi ng nmedi um
as being illegally copied or detects the special device as being connected,
and forcibly ends the program bei ng executed. Therefore, even if the
speci al device which can authenticate aédi sk-type recordi.-ng nmedi umt hat
shoul d not be authenticated is connected to the disk playback appa- ratus,

t he di sk- timm.r ecordi ng nedi um that should not be authenticated or the
speci al device can reliably be de- tected, and any process bei ng perforned
can be stopped,Ifm@n Halleglly skopied diskrivpg wecordlognmediam kgl y be
prevented from being copied. The absol ute_authentication process nmay be

per f or ned tthdre tpleaYRd Kbagk by cbhe dlhgk nRdrERRSkapPPaFatNg ¥dddsdd® for the
first tinme, and the arbitrar%eauthentication Erocess may be perfornmed at
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decl ared if,J8en§nhoaTEAL 88 H8ingUihEBERITY ¥dPiRd or detects the
special device as being connected, and forcibly ends the
program being executed.

Therefore, even if the special device which can
authenticate a Qisk-type recording medium that should not
be authenticated is connected to the disk playback appa-
ratus, the disk-type recording medium that should not be
authenticated or the special device can reliably be de-
tected, and any process beiné performed can be stopped,
so that the disk-type recording medium éan effectively be
prevented from being copied.

The absolute authentication process may be performed
when the disk-type recording medium starts being accessed
for the first time, and the arbitrary authentication process
may be performed at least once after the absolute authenti-
cation process.

The first rule in the absolute authentication process
may be that normal authentication is declared if the infor-
mation for authentication is detected as being recorded in
the predetermined position, and the second rule in the arbi—.

trary authentication process may be that normal authentica-



detected as being not recorded. The absol ute authentication process may
‘conprise an authentication information detecting process for detecting the
i nformati on recorded in the predeterm ned position when the recording
medi um starts being accessed, and an absol ute deci sion process for

decl aring nornmal authentication if the detected information conprises

I nformation for authentica- tion, and the arbitrary authentication process
may conprise an arbitrary information déetecting process for detecting in-
formation froman arbitrary position except the predeter- mned position on
the recor dEhgnniEi Qﬁplmdéﬁfarﬁhet dafpramatiqnfer rethenticatden dsing
normal authentication if the detected jnformation does not conprise

i nf or mat i ofeE8rFted: RénbedRd APt MREIKdeR- rule in the absolute

authent et on BECSSS (T D ety nor Tl pULhenl Lol on Lp doglonsd 1 o
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a normal signal 1f ormation for authentication is recorded in the
predet er M EREIRADH ig¥bcddE HHSAekParing RYLRAN! hGRheak 10EAGR/TS I )the

conprise an absol ute deci sion
detected information comprises information for authentica-
tion, and the arbitrary authentication process may comprise
an arbitrary information detecting process for detecting in-
formation from an arbitrary position except the predeter-
mined position on the recording medium, and an arbitrary de-
cision process for declaring normal authenfication if the
detected information does not comprise information for
authentication.

The first rule in the absolute authentication process
may be that normal authentication is declared if a signal
'indicating that the information for authentication is re-
corded in the predetermined position is received, and the
second rule in the arbitrary authentication process may be
that normal authentication is declared if a signal indicat-
ing that the information for authentication is not recorded
is received.

The method may further comprise the step of employing
access means for accessing the recording medium and output-
ting a normal signal if the information for authentication

is recorded in the predetermined position, the absolute
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process for declaring normal authentication if the normal signal is
Teceived, and the arbitrary authentication process nmay conprise an
arbitrary decision process for declaring an abnornmal authentication if the
normal signal is received. The information for authentication may be

modul ated ra- dially of the recording nmedi um and recorded therein. The
recordi ng nmedium may conprise a disk-type recording nmedium the information
for authentication being nodul ated radi&lly of the recordi ng nedi um and
recorded therein, and the absol ute authentication process and the arbitrary
aut hent i caanthheptbocationaproospsi weyt pomprigse en @hswkutey) degisient ed
conponent fromthe recordi ng nedium detecting the information for
authentlcaP?@ﬂe$$oﬁPFh@eﬁééﬁﬁ§9e60€@#ﬂoﬁéﬁpe&%*YQiiﬂﬂn#E)V#ﬁn?@#m@%e
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medium, the information for authentication being modulated
radially of the recording medium and recorded therein, and
the absolute authentication process and the arbitrary
authentication process may comprise the steps of detecting a
modulﬁted component from the recording medium, detecting the
information for authentication from the modulated component,
and deciding whether the detected information for authenti-
qation is in agreement with predetermined information and
recorded in the predetermined position, and outputting a
normal signal if the detected information for authentication
is in agreement with predetermined information and recoxrded
in the predetermined position.

The access means may comprise means for performing the
steps of detecting a modulated component from the recording
medium, detecting the information for authentication from
the modulated component, and deciding whether the detected
information for authentication is in agreement with prede-
termined information and recorded in the predetermined posi-

tion, and outputting a normal signal i1f the detected infor-
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I nformati on and recorded in the predeterm ned position. The nethod may
Turther conprise the step of forcibly ending a processing being executed if
ei ther the absol ute authentication process or the arbitrary authentication
process does not result in normal authentication. The nmethod may further
conprise the step of displaying infor- mation representing an authenti cated
result of either the absolute authentication process or the arbitrary

aut hen- tication process before the proeess being executed is forcibly
ended. The above and ot her objects, features, and advan- tages of the

present i mettiomnfor | auticentkcatienappaianagieemenite Wili qurede tesaingdi on
when taken in conjunction with the acconpanying drawings in which a

pr ef err ed igrformait hemtand recopdedenn itheepriedietiermimad toysidkiomf il -

| ustrative exanple. BRI EF DESCRI PTION OF THE DRAWNGS FIG 1 is a block

di agram of .a vithe® mekkodpparvaturther compnigea dhehstprphtforedblyon;
FIG 2 is a block diagramof a security code detector and a di sk pl ayback
control | ereRiRG arRrPGesFhBPabedngn exeguiiedy dde £l e e irFolnEevi deo
gane apparatus; FIG 3 is a block diagram of a program executjon con-

troller of2gbReeRtiecatiqRePLipFEss: OF thecarhbity IPNER PSR ELOB ocessi ng

sequence of afoss A9p8UhBE Lett S R Sieifor €y e QSN AR OF 2N

method may further comprise the step of displaying inforQ
mation representing an authenticated result of either the
aﬁsolute authentication process or the arbitrary authen-
tication process before the.process being executed is
forcibly ended.

The above énd other objects, featurés, and advan-
tages of the present invention will become more appérent
from the following description when taken in conjunction
with the accompanying drawings in which a preferred em-

bodiment of the present invention is shown by way of il-

lustrative example.

BRIEF DESCRIPTION OF THE DRAWINGS
FIG. 1 1s a block diagram of a video game apparatus ac-
cording to the present invention:
FIG. 2 1s a block diagram of a security code detector
and a disk playback controller which are incorporated in a
disk access mechanism of the video géme apparatus:
FIG. 3 is a block diagram of a program execution con-

troller of the video game apparatus;

FIG. 4 1s a flowchart of a processing sequence of an
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process; FIG 6 is a flowhart of an authentication decision process; FIGS.
7 and 8 are a flowchart of an arbitrary authenti- cation process; FIG 9 is
a view of an inage displayed on the display screen of a display unit; FIG
10 is- a bl ock diagran1of an overall arrangenment of the video gane
apparatus; FIG 11 is a plan view of the video gane apparatus; and FIG 12
is a perspective view of the video game appara- tus. DESCRI PTI ON OF THE
PREFERRED EMBCDI MENT A vi deo game appal@tus, which incorporates the princi
pl es of a method of authenticating information, a disk play- back

appar at us, agftie@pi €8t EhfameaREE appar at us accordlng to the present
I nvention, wll be described belowwith refer- ence to FIGS. 1 through 12.

The vi deo gane Bppar &t iis, agehewehhytdesi gnahbdohytehauttiearairea yomer al 10
in FIG 1, uses a disk-type recording nmediumwhich my conprise a CO-ROM a
CD-R, a Droece®¥b- R, or the |like. The disk-type recording mediumwl|
hereinaf- ter be referred to as an "optical disks". As shown in FIG 1, the
vi deo gane appaF&fusé1dshasfiowchdrikoficansgukbenddicahinvh fadgcimicassi ng an
optical disk 12 and readi ng various prograns and various data fromthe
opti- cal BF8Re32f and a program execution controller 16 for re- ceiving

vari ous prograng and vari Qus data fromthe disk ac-
FIGS. 7 and 8 are a flowchart of an arbitrary authenti-

cation process;

FIG. 9 i1s a view of an image displayed on the display
screen of a display unit:

FIG. 10 is a block diagram of an overall arrangement of:
the video game apparatus:

FIG. 11 is a plan view of the video game apparatus; and

FIG. 12 1is a perspective view of the video game appara-

tus.

DESCRIPTION OF THE PREFERRED EMBODIMENT

A video game apparatus, which incorporates the piinci-
Ples of a method of authenticating information, a disk play-
back apparatus, and an entertainment apparafus according to
the present invention, will be described below with refer-
ence to FIGS. 1 through 12. |

The video game apparatus, generally designated by the
reference numeral 10 in FIG. 1, uses a disk-type recording
medium which may comprise a CD-ROM, a CD-R, a DVD, a DVD-R,
or the like. The disk-type recording medium will hereinaf-
ter be referred to as an “optical disk”.

As shown in FIG. 1, the video game apparatus 10 has a
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cess nmechanism 14 and controlling the execution of the pro- grams according
to predeterm ned processi ng sequences. The di sk access nechanism 14 has a
spindle notor 18 for rotating the optical disk 12 about its own axis, a
notor drive controller 20 for controlling the spindle notor 18, and an
optical pickup 22 for optically reading data recorded in the optical disk
12 and outputting an electric RF (Radio Frequency) signal representing the
read data. The RF signal contains wobbling data produced by radial wobbling
novenent of pits and grooves recorded in the opti- cal disk 12, and nain
data (progfifk argegs: mechapissedde o5y acressing rar FRECAL ¢hakodRica

di sk 12. The di sk _.access nechani sm 14 al so, has secyrjty_code detector 24
for ext acBRfigTRa0Ing: VEF Ot BLASTEms &G SATeSR $ath FROMRERS) SRER-1  om

Y T
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he. i 0 dgeh PORERE- T 1 ot NG S PR SndoanPR er. chac 5™,

exchangi ng gdabis GRRIYHIMY Kb heddieindd e procddsiByNsdghdncéle pProgram
execution controller 16 has a display con- troller 36 for "displaying

i nformation rel aHe/ gk alcdss ImécHdieidm CB4 | BAs0a 8pihapkaottdict 184 for

rotating the optical disk 12 about its own axis, a motor
drive controller 20 for controlling the spindle motor 18,
and an optical pickup 22 for optically reading data recorded
in the optical disk 12 and outputting an electric RF (Radio
Frequency) signal répresenting the read data.

The RF signal contains wobbling data produced by radial
wobbl;ng movement of pits and gtooves recorded in the opti-
cal disk 12, and main data (programs and data) represented
by the pits recorded in the-optical disk 12.

The disk access mechanism 14 also has a security code
detector 24 for extracting a security code for authentica-
tion from the RF signal from the optical pickup 22, and a
main data demodulator 26 for demodulating the RF signal from
the optical pickup 22 into the main data.

The disk access mechanism 14 also includes a dlsk play-
back controller 28 for checking the security code against a
predetermined code and controlling playback operation based
on the checked result, a main data buffer 30 for holding the
main data from the main data demodulator 26, and an inter-

face 32 for exchanging data depending on the type of the
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The optical pickup 22 can be noved radially across the optical disk 12 by a
‘head actuator 38 which is controlled by a head drive controller 40. The
notor drive controller 20, the head drive control- ler 40, the security
code detector 24, and the disk playback controller 28 are controlled by a
CPU (Central Processing Unit) 42. The video ganme apparatus 10 operates as
follows: The optical pickup 22 optically reads data recorded in the opti-
cal disk 12 and outputs the read datajas an RF signal to a circuit system
at a later stage. The security code detector 24 detects a security code
from wobblmarn ddata. and t hen checks the security code against a
predeterm ned code. The di sk playback controller 28 controls playback

oper ati on basedla® phegramckuyedcntiant conbreilhersadséuhasy acddspdeyecian- 24.
The main data denodul ator. 26 reads nain data and deliv- ers the main data
via the net¥¥ohber B6ffer dbsphaving infermatien zeladimee o @&fr dwastecution
controller 16. The program execution controller 16 controls the execution
of a progr%ﬂ?k%?ﬁ%?@Ei B PReasOpsPled Hailk d4ra, and controls the display
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actuator 3§ }2.f04e14BC 8RB er 40.

The motor drive controller 20, the head drive control-
ler 40, the security code detector 24, and the disk playback
controller 28 are controlled by a CPU (Central Processing
Unit) 42.

The video game apparatus 10 operates as follows: The
optical pickup 22 optically reads data recorded in the opti-
cal disk 12 and outputs the read data as an RF signal to a
circuit system at a later stage. The security code detector
24 detects a security code from wobbling data, and then
checks the security code against a predetermined code. The
disk playback controller 28 controls playback operation
based on the checked result from the security code detector
24.

The main data demodulator 26 reads main data and deliv-
ers the main data via the main data buffer 30 and the inter-
face 32 to the program execution controller 16. The program
_execution controller 16 controls the execution of a program
relative to the supplied main data, and controls the display
controller 36 to display an image of authentication informa-

tion on the display unit 34.
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pi ckup 22 radially across the optical disk 12. In FIG 1, the main data is
Yecorded on the optical disk 12 as a train of pits nodul ated according to
the EFM (Ei ght to Fourteen Modul ati on) code, for exanple, which is a
nmodul ati on scheme for digital audio discs. If the optical disk 12 is a disk
obt ai ned through a normal channel (hereinafter referred to as a legitimte
di sk"), then bits or grooves are radially wobbled in a fully
circunferential or partial signal area ¥h the optical disk 12 according to
a nodul ati on process with a carrier using a 22.05 kHz signal in the NRZ
( Non- Ret ur n-t o- ZJB‘FQ))mcﬂéfPJ?ndniféeommbmlheskmziswomta‘pédedt by the CPU
predeterm ned |inear velocity, for_exanple, é the spindle notor 18. The
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(Eight to Fourteen Modulation) code, for example, which is a
modulation scheme for digital audio discs. i

If the optical'disk 12 is a disk obtained through a
normal channel (hereinafter referred to.as a "“leglitimate
disk”), then bits or grooves are.radially wobbled in a fully
circumferential or partial signal area on the optical disk
12 according to a modulation process with a carrier using a
22.05 kHz signal in the NRZ (Non-Return-to-Zero) form.

The optical disk 12 is rotéted at a predetermined
linear velocity, for example, by the spindle motor 18. The
spindle motor 18 which rotates the optical disk 12 is con-
trolled by the motor drive controller 20. The motor drive
controller 20 energizes the spindle motor 18 based on a con-
trol signal from the CPU 42.

The 22.05 kHz signal of the carrier is a signal having
a frequency which is one-half of a sampling frequency (44.1
kHz) for compact disks (CDs). Predetermined information for
authentication, i.e., a security code, is recorded in a mul-
tiple manner in a TOC (Table Of Contents) area of the radi-

ally wobbled component.



each legitimate disk. If the optical disk 12 is not a le- gitimte disk,
then no security code is witten in the opti- cal disk 12. The optical

pi ckup 22 detects an RF signal fromthe op- tical disk 12 which is rotated
by the spindle notor 18, and sends the detected RF signal to the security
code detector 24 and the nmain data denodul ator 26. The optical pickup 22 is
noved radially across the op- tical disk 12 by the head actuator 38. The
head actuator 38 npves the optical picRdp 22 to a desired position radially
of the optical disk 12. The head drive controller 40 con- trols the head
act uat or 38 basBaeosegurdtyr spdei Badl havendaia@ OfUseyerpde bt@ag i tgndode
detector 24 serves _to detect a secu- rity code fromthe RF signal fromthe
optical dil®s12. cege. cempPR,tey differenty APPRTETHS & @%G2 2PAetidk- t he

carrier conponent of 22.05 kHz frogmthe RE signal, .extracts wobbling data
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The optical pickup 22 detects an RF signal.from the op-
tical disk 12 which is'rotated by the spindle motor 18, and
sends the detected RF signal to the security code detector
24 and the main data demodulator 26.

The optical pickup 22 is moved radially across the op-
tical disk 12 by the head actuator 38. The head actuator 38
moves the optical pickup 22 to a desired position radially |
of the optical disk 12. The head drive conﬁroller-40'con-
trols the head actuator 38 based on a control signal froﬁ
the CPU 42. _

The security code detector 24 serves to detect a secu-
rity cﬁde from the RF signal from thg optical disk 12. Spe-
cifically, the security code detector 24 detects the carrier
component of 22.05 kHz from the RF signal, extracts wobbling
data superposed on the carrier component, and detects a code
from the wobbling data. The security code detector 24 de-
cides whether the detected code is a security code or not.

The disk playback controller 28 issues a start-of-
authentication command and an end-of-authentication command

to the CPU 42. The CPU 42 controls the detecting process of



The di sk playback controller 28 controls the playback of the optical disk
21 based on a control signal fromthe CPU 42 and the decided result of the
security code detector 24. The mai n data denodul ator 26 ends main data
produced when the RF signal is denodul ated by EFMto the main data buffer
30. The main data buffer 30 tenporarily stores the main data, and sends the
main data via the interface 32 to the program execution controller 16 in
response to a control signal fromthe dizsk pl ayback controller 28. If the
main data is an audio signal, then the interface 32 outputs the audio
signal to arhaugécusigpatodst Aetectdrt Ral bdsedllon Y rStarkesed i on
controller 16 serves to control the execution of a program The displ ay
control | er &6théntheapionr eommandyt aod controlllserthes smourbty ¢dde ddspl ay
of images on the display unit 34 in certain instances, as de- scribed |ater
on. The di shéapounké :0 ouikpuitsdbeadecided dlesyildy tirvithe dbsk npglaybaghki d
crystal display panel or the like, and dis | ays i nages based on di spl ay
dat a obtain@ﬁnéyoiﬁ@rp?§gP@ﬁﬁ@k@@uﬁh@nQ@ﬁﬂﬂ' auitherst iggkler cepmmgndeode
detector 24 and the dISk Ia back control_ |l er 28 may not_be independent
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CPU 42 and the decided result of the security code detector
24.

The main data demodulator 26 ends main data produced
when the RF signal is demodulated by EFM to the main data
buffer 30. The main data buffer 30 temporarily stores the
main data, and sends the main data via the interface 32 to
the program execution controller 16 in response to a control
signal from the disk playback controller 28. If the main
data is an audio signal, then the interface 32 outputs the
audio signal to an audio signal 6utput terminal 44.

The program execution controller 16 serves to control
the execution of a program. The display controller 36 of
the program execution controller 16 controls the display of
images on the display unit 34 in certain instances, as de-
scribed later on.

The display unit 34 comprises an image display device
having a liquid crystal display panel or the like, and dis-
plays images based on display data obtained by the program
execution controller 16.

The security code detector 24 and.the disk playback

controller 28 may not be independent components, but may be



10 is to authenticate the optical disk 12 with information for

aut hentication recorded therein at a predeterm ned posi- tion, according to
a first rule at a predetermned tine (ab- solute authentication process),
and to authenticate the op- tical disk 12 according to a second rule at an
arbitrary tinme (arbitrary authentication process). This function is
performed by an authenticating neans 100 shown in FIG 2. The

aut henti cating means 100 will be descri b®8d below with reference to FIGS. 2
and 3. As shown in FIG 2, the authenticating_neans 100 com prises a

nodul at ed 85FpBHEEA a8efe£MNGE1088ds Plogk é’fdg'—-het &&Y g neans 104, and an

aut henti cati on deci si on neans 106 which are included in the securi code
detector 24, an® ShpFaghendstis F@E‘ﬂtﬂﬁqré’afnéﬂ’ﬁé’di‘g‘?‘? S ii0)g ﬁ@%#é%n

means 110, _and rbitrary.decisi.on neans 112 which are included in the
di sk pl ayb&gkw g'ﬂ‘t %& p&sc%._bei &It in FIG 3, the authenticating means
100 al so conpri | r - st 1. catd | i a
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read wobbl i ng a Dw. The detecting neans 104 has a function to detect a
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regi ster 130 or a second register 132, fromthe read wobbling data. The
solute authentication process), and to authenticate the op-

tical disk 12 accbrding to a second rule at an arbitrary
time (arbitrary authentication process). This function is
"performed by an authenticating means 100 shown in FIG. 2.

The authenticating méans 100 will be described below
with reference to FIGS. 2 and 3.

As shown in FIG. 2, the authenticating means 100 com-
prises a modulated component detecting means 102, a de-
tecting means 104, and an authentication decision means 106
which are included in the security code detector 24, and a
playback instructing means 168, an absolute decision méans
110, and an arbitrary decision means 112 which are included
in the disk playback controller 28. As shown in FIG. 3, the
authenticating means 100 also comprises an arbitrary authen-
tication activating means 114, a program executing means
116, an authentication signal decision means 118, and a
forced ending means 120 which are included in the program
execution controller 16.

The modulated component detecting means 102 has a func-

tion to demodulate an RF signal S, read from the optical



aut henti cation decision nmeans 106 has a function to deci de whether the
detected code Dc is in agreenent with a security code Ds stored in a

regi ster 134, and output the decided re- sult. The playback instructing
means 108 has a function to instruct the CPU 42 to play back the optical
disk 12 at dif- ferent access positions in an absol ute authentication proc-
ess and an arbitrary authentication process. The absol ute deci si on neans
110 has a function to be activated by am ab- sol ute authentication
instruction fromthe playback in- structing neans 108 and aut henticate the
deci ded reddisk khQq Readitweblling | datayRvsi okhaedesectd ngec §6adsd Qb t he
first rule_, The arbltra%{ deci sion nmeans_112 has a function to be activated
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106 is normal. When the optical disk 12 starts to be accessed for the
sult.

The playback instructing means 108 has a function to
instruct the CPU 42 to play back the optical disk 12 at 4dif-
ferent access positions in an absolute authentication proc-
ess énd an arbitrary authentication process. The absolufe
decision means 110 has a function to be activated by an ab-
solute authentication instruction from the playback in-
structing means 108 and authenticate the decided result from
the authentication decision means 106 according to the first
rule. The arbitrary decision means 112 has a function to be
activated by an arbitrary authentication instruction f£rom
the playback instructing means 108 and authenticate the de-
cided result from the authentication decision means 106 ac-
cording to the second rule.

The first rule is that normal authentication is de-
clared if the decided result from the authentication deci-
sion means 106 is normal and abnormal authentication is de-
clared if the decided result from the authentication dec;-
sion means 106 is abnormal. Conversely, the second rule is

that normal authentication is declared if the decided result
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first tinme, the playback instructing means 108 reads an ac- cess position
stored in a first register 140 and issues the read access position as a
seek command to the CPU 42 based on an instruction fromthe CPU 42 in order
to carry out the absolute authentication process. The CPU 42 supplies

I nformati on. such as the access position contained in the seek conmand from
t he playback in- structing neans 108 tf the head drive controller 40 (see
FIG 1), and outputs a start signal to ®he notor drive con- troller 20.
Based on the start signal the notqr drive con- traoller 2Q enerqizes_ the
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Instruction signal Sa to the arbitrary authentication activating neans 114.

on an instruction from the CPU 42 in order to carry out the

absolute authentication process. .

The CPU 42 supplies information such as the access
position contained in the seek command £from the playback in-
structing means 108 to the head drive controller 40 (see
FIG. 1), and outputs a start signal to thg motor drive con-
trollex 20. Based on the start Signal, the motor drive con-
troller 20 energlzes the spindle motor 18. Based on the in-
formation from the CPU 42, the head drive controller 40 con-
trols the head actuator 38 to move the optical pickup 22 ra-
dially across the optical disk 12 to the access position
represented by the information.
As shown in FIG. 3, the program executing means 116 has

a function to execute various programs. For example, if the
absolute authentication process results in normal authenti-
dation, then the'program executing ﬁeans 116 transfer main
data sent via the interface to a main memory (not shown),
and executes a program transferred to the main memory. In

addition, if the absolute authentication process results in

normal authentication, then the program executing means 116
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In response to the activation instruction signal Sa fromthe program
‘executing neans 116, the arbitrary authen- tication activating neans 114
out puts an enable signal Sb indicative of a start of execution of the
arbitrary authen- tication process to the playback instructing neans 108
shown in FIG 2. The authentication signal decision neans 118 determ nes an
aut hentication signal Sc fromthe absol ute deci sion neans 110 or the
arbitrary decision nmeans 112, and out pk% a sig- nal Sd indicative of the
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118 is sup Sc2 1 ndicative of abnormal authentication

from the absol utgh desdsbRde "e8NEnd 18ce06at 16nan Ristiraict 198C i it Tesns 112,
t he aut hentication signal de- cision neans 118 outputs a signal Se
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fromthe autimaticmtactisaghing meansi dh4nmeutputss an femdhirer exiigorall b neans

120 causes the program executing
indicative of a start of execution of the arbitrary authen-
tication process to the playback instructing means 108 shown
in FIG. 2.

The authentication signal decision means 118 determines
an authentication signal Sc from the absolute decision means
110 or the arbitrary decision means 112, and outputs a sig-
nal Sd indicative of the execution/
continuation of a program or a signal Se indicative of the
forced ending of a program.

Specificallf, when the authentication signal decision
means 118 is supplied with a signal Scl indicative of normal
authentication from the absolute decision means 110 and the
arbitrary declsion means 112, the authentication signal de-
cision means 118 outputs a signal Sd indicative of the exe-
cution/continuation of a program to the program executing
means 116. When the authentication signal decision means
118 is supplied with a signal Sc2 indicative of abnormal
authentication from the absolute decision means 110 and the
arbitrary-decision means 112, the authentication signal de-

cision means 118 outputs a signal Se indicative of the
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means 116 to generate an interrupt for the forced ending, forcibly ending
‘the program which is being executed at pres- ent. Based on the enable
signal Sb fromthe arbitrary authentication activating nmeans 114 and an
instruction fromthe CPU 42, the playback instructing nmeans 108 reads an
ac- cess pasition stored in a second register 142 and issues the access
position as a seek coonmand to the CPU 42 in order to carry out the
arbitrary authentication process. As ir2Qhe absol ute authentication
process, the CPU 42 supplies information such as hgp ggess posi tion
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second register 132. Since the code Dc detected by the detecting neans 104
is differeshtiromthe security code Ds stored in the regis-
Based on ‘the enable signal Sb from the arbitrary
_authenticatién activating means 114 and an instruction from
the CPU 42, the playbaék instructing means 108 reads an ac-
cess position stored in a second register 142 and issues the
access position as a seek command to the CPU 42 in order to
carry out the arbitrary authentication process.
As in the absoiute authentication process, the CPU 42
supplies information such as the éccess position contained
in the seek command from the playback instructing means 108
to the head drive controller 40 (see FIG. 1), and outputs a
start signal to the motor drive controller 20. Based on the
start signal, the motor drive controller 20 energizes the
spindle motor 18. Based on the information from the CPU 42,
the head drive controller 40 controls the head actuator 38
to move the .optical pickup 22 radially across the optical
disk 12 to the access position represented by the informa-
tion.
In the arbitrary authentication process, the detecting
means 104 detects a code Dc recorded in an access position

based on positional data (data indicative of the access
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ter 134 associated with the authentication decision neans 106, the

‘aut henti cati on deci sion nmeans 106 outputs a decided result representing
abnormal deci sion. However, because the arbitrary decision nmeans 112 out-
puts a signal Scl representing normal authentication accord- ing to the
second rul e when the decided result fromthe authentication decision neans
106 represents abnormal deci- sion, the frogranlexecution controller 16
carries out a nor- mal process. That is2lthe authentication signal decision

nmeans 118 out put.s _a sian d j.ndicative of the ex < tion/continuation of
a program pgsﬁ.ﬁ:&o& 5}%%@&9?\95%% Eﬁ%isﬁ?ﬁcgggi)nﬁté?&?%a&no& t he
aut henti caty i be descri bed below with reference to FIGS. 4
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i ndicates a given start position (an.access posi- tion stored in the first
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seek command for causing the optical pickup 22 to seek the access position

to 22 t 0 PUHR . adtirentication G462sibhemdianls P0Gy batiputnta déetded
i s- sues a rotation conmand for setting a node of the CPU 42 to a standard
speed to theesiAS 4pepresenting abnormal decision.

However, because the arbitrary decision means 112 out-
puts a signal Scl representing normal authentication accord-
ing to the second rule when the decided result from the
authentication decision means 106 represents abnormal deci-
sion, the program execution controller 16 carries out a nor-
mal process. That is, the authentication signal decision
means 118 outputs a signal Sd indicative of the execu-
tion/continuation of a program to the program executing
means 116.

Processing operation of the authenticating means 100
will be described below with reference to FIGS. 4 through 8.

The authenticating means 100 executes the absolute
authentication process in step S1 §hown in FIG. 4.

The absolute authentication process will be described
below with reference to FIGS. 5 and 6.

In step S101 shown in FIG. 5, the playback instructing
means 108 indicates a given start position (an access posi-
tion stored in the first register 140) on a recording track

of the optical disk 12, and issues a seek command for

causing the optical pickup 22 to seek the access position to



In step S103, the CPU 42 controls the notor drive con- troller 20 to
‘energi ze the spindle notor 18 based on the ro- tation comand issued in
step S102. The CPU 42 al so con- trols the head drive controller 40 based on
the seek command issued in step S101 to cause the head actuator 38 to nove
.the optical: pickup 22 radially across the optical disk 12 until the optical
pi ckup 22 noves to the start position %g- di cated by the seek command.

Then, the disk playback controller 28 i*Ssues a pl ayback command to the CPU
42 to play back the optical disk 12 fromthe indicated start position in
step S104. thg &PPp 4205, the di sk playback controller 28 issues a comand to
start authentication to the CPU 42. In step S106, an actual authentication
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step S207 ivatMvrt conmatdors@hed et séep i S102¢! 2r88. CPU 42 also con-
trols the head drive controller 40 based on the seek command
issued in step S101 to cause the head actuator 38 to move
the optical pickup 22 radially across the optiqal disk 12
until the optical pickup 22 moves to the start position in-
dicated by the seek command. |

Then, the disk playback controller 28 issues a playback
command to the CPU 42 to play back the optical disk 12 from |
the indicated start position in step S104. In step 105, the
disk playback controller 28 issues a command to start
authentication to the CPU 42.

In step S106, an actual authentication decision proéess
is performed on the basis of the command to start authenti-
cation. FIG. 6 shows a processing sequence of the authenti-
cation decision process.

In the authentication decision process, the modulated
component detecting means 102 decides whether the carrier
component of 22.05 kHz is present in the RF signal S, which
‘ils read from the optical disk 12 by the optical pickup 22 in
step S201 shown in FIG. 6.

If the carrier component of 22.05 kHz is present in the



In step S202, the nodul ated conponent detecting neans 102 deci des whet her a
wobbl i ng conponent is superposed on the carrier conponent or not. If a
wobbl i ng conponent is superposed on the carrier conponent, then control
proceeds to step S203. If a wobbling conponent is not superposed on the
carrier conponent, then control goes to step S207 in which an abnor nal
decision is declared. In step S203, the,godul ated conponent detecting nmeans
102 denodul ates the carrier conmponent to extract the wob- bling conponent,
produci ng wQbbl j ng
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data (code %'c)sjr%rcﬁkggzg]&e‘!t‘ﬂﬁgéggf’ ?gﬁaf’te&aﬁa%btecmtl ngﬁréeqaz:; 1}%45%% sots
I st 130 { ' . { 205, t t ti ti
515 el oA R4, 1B S S A
the ‘opt: ol g1 SEiEn BpRteoE oblls! 16, Ep%sY07! 3 Wi od BonoliEl ¢

I n agreene ' i S ' code Ds, then control proceeds to step
S206 in whp%ﬁﬁgéﬂgrggf %%%%#%%Yis declared. If the detected code Dc is not

in agreement W tfintHeeSesd62! YtAEIRRE1atBAN cofplon@n IR d SlFMnedd | N
whi ch an abnornmal decision is declared. Referring back to the routine shown
in FIG 5, 102 déskdes wHephaybackobbling tompdhentsuss suprpddsl tenend
t he absolute authentication to the CPU 42 in step S107. Based on the
command t o the taerietrheompoaentnert hetCPUI4£2 acomtbbdlinng heomspenent yisode
detector 24 to output the decided result to

superposed on the carrier component, then control proceeds

to step S203. If a wobbling component is not superposed on
the carrier component, then control goes to step S207 in
which an abnormal decision is declared.

In step S203, the modulated component detecting means
102 demodulates the carrier component to éxtract the wob-
bling component, producing wobbling data Dw.

in step S204, the detecting means 104 detects data
(code Dc) indicated by the positional data stored in the
first register 130, of the wobbling data Dw.
. | In step S205, the authentication decision means 106 de-
cides whether the detected code Dc is in agreement with the
security code Ds stored in the register 134 or not, i.e.,
whether the optical disk 12 is a legitimate disk or not.

If the detected code Dc is in agreement with the secu-
rity code'Ds, then control proceeds to step S206 in which a
normal decision is declared. If the detected code Dc is not
in agreement with the security code Ds, then control goes to
step S207 in which an abnormal decision is declared.

Referring back to the routine shown in FIG. 5, the disk



t he di sk pl ayback controller 28. The absol ute decision neans 110 nakes a
‘deci sion ac- cording to the first rule in step S108. If the decided re-
sult fromthe authentication decision nmeans 106 indi cates a nor nal

deci sion, then control proceeds to step S109 in which normal authentication
I s declared, after which the absol ute authentication process is finished.

| f the decided result fromthe authentication decision neans 106 indicates
an abnormal decision, then control goe3%to step S110. In step S1I O the

di sk pl ayback controller 28 deci des whether the optical disk 12 is an audio
di sk or n@ldamsack oconbteoliérn R8cihbssedsi a chamaGq doe@ndd thiee ahsalaste di sk
12. If the optical disk 12 is not an audio disk, then con- trol goes to
step S1l | awthenthcabhonrnbp theh€RVi 4at Lnnsitepd&di0Fr-ed Bagfederoniiieh t he
absol ute authentication _process is finished. If the optical disk 12 is an
audi o di skeomman@pte) epd thenapghepsicatieBeddheo CHlet2srentnalssitye s112,

t he di sk plagba k control ler 28 resets a disk playback conditigon for the

optical diSgCYBLtE SRAguaPLetYnatk tRoAETPRYY Ehe peqidad sk it di sk
12. The augdio sigpal,ouiput termn 44 _shown in FIG | outputs an 25
audi o signg$? é%gﬂtﬁéa %ES#UFQnﬁﬁfﬁgﬁfiggrion process is finished. At this
Sl ane, conL Lo kR ERSLIRCRUMBBILCR, paloll A ol UK AR L0
the cording to the first rule in step S108. If the decided re-
sult from the authentication decision means 106 indicates a
normal decision, then control proceeds to step S109 in which
normal authentication is declared, after which the absolute
authentication process is finished.
If the decided result from the authentication decision
means 106 indicates an abnormal decision, then control goes
to step S110. In step S110, the disk playback controller 28.
decides whether the optical disk 12 is an audio disk or not
based on the data recorded in the TOC area of the optical
disk 12. . |
If the optical disk 12 is not an audio disk, then con-
trol goes to step S111 in which abnormal authentication is
declared, after which the absolute authentication process is
£inished.
If the optical disk 12 is an audio disk in step S110,
then control proceeds to step S112.
In step Sllz,-the disk playback controller 28 resets a
disk playback condition for the optical disk 12 to an audio
playback mode, and plays back the optical disk 12. The

audio signal output terminal 44 shown in FIG. 1 outputs an



aut henti cati on signal decision nmeans 118 deci des whet her the absol ute

aut hentication process has resulted in normal authentication or abnornal
authentication in step S2. If the absolute authentication process has
resulted in norrmal authentication, then control proceeds to step S3 in

whi ch the aut hentication signal decision nmeans 118 outputs signal Sd

I ndi cative of the execution/continuation of a program (in this case, a
signal for activating a progran) to t Re program executing neans 116. In
response to the signal Sd, the pro- gram executing neans 116 transfers nain
dat a del i vapgddof sdgnde @nsk the @absofatienmuiheanticathennpracasgsois (not
shown). In step.S4, the display controller 36 displays an imge indicative
of normal S&PASREGat ih BHs shags acanrierh rayectike Ruthepticptignspl ay
unit 34 based on an Eﬁftr ction fromthe pro an1execu%ing ans 116. For
exanpl e, aBTORGRT i A% EN'ETT 1A AYXHIATHIRTHPRFPREFEURE HOHPrI e 52 of a

h i,cal, .di sk 12, ' f 5 b
Ghecked. “such ad AP RIARAAI 010 (I JhePE.roufhe 13n8unaTh Bl cdee 8"
| Vi | t t | ' |
01115 2 | SRRSO oy HAE qdbes LI g DogTodbTELg)GlysSRY
Tai N MDY Yrish 1H4GE Wibthent1dddh SERocts hHE 2Bt taAY 1AUHBERERCAL i On

process is carried out. Itrary authentication process is per- forned
when the praRERAErestidn tofEabhRotndl PRatREhEaEAY16h LATRYed iS2). outguts an

activation instruction signal Sa to

the absolute authentication process has resulted in normal
authentication, then control proceeds to step S3 in which
the authentication signal decision means 118 outputs signal
Sd indicative of the execution/éontinﬁation of a program (in
this case, a signal for acfivating_a program) to the program
executing means 116. In response to the signal Sd, the pro-
gram executing means 116 transfers main data delivered from
the disk access mechanism 14 to the main memory (not shown).

In step S4, the display controller 36 displays an image
indicative of normal authentication on a display screen 50
(see FIG. 9) of the displaj unit 34 based on an instruction
from the program executing means 116.

For example, as shown in FIG. 9, the displayed image
includes a title 52 of a game program read from the optical
disk 12, a string of letters 54 to be checked, such as an ID
number of the optical disk 12, and a sentence 56 giving a
license statement.

After the image has been displayed, control proceeds to

step S5 in which a game program, for example, stored in the

main memory 1is executed.



the arbitrary authentication activating neans 114. The arbitrary

‘aut hentication process will be described belowwith reference to FIGS. 7
and 8. First, a present status of the CPU 42 is acquired in step S301. The
di sk "pl ayback controller 28 controls the playback of the optical disk 12
under the control of the CPU 42. The operation of the optical disk 12
under the control of the CPU 42 can thus be changed by issuing a conmand
fromthe disk playback controller 28 to the CPU 42. Specifically, it is

d i ned i h h f _th | S . d
determ ned |1 SHEPaHIoh hpb"RsRLERSRY ShEbURLOA B RUARAS g o rea
The proces O4 GLEP SERd hgbﬁ%h@daﬁ’ﬂfxe%iﬁa’t%udbﬁ:‘&o@s@’ " éjgfé%-
controller | SSuUues a conman or acqulring t he pre- sent stajt u (0] t he

CPU 42 10 ¢4k ilién ¥HE ”pfb?ﬁghggﬁ%g@inbhﬁeﬁh%k 18lea G FIREI Y |5 28

checks the present status © 42 which has beenac- quired’in step

S301. If thsmpéeaeiiysbatpatsl ahhactVatiohs ingteuchalon A diad gwde the
pl ay node, or the seek node, then the arbitrary authentication process

cones to athé€ndrblitrabe pnethentichiiva actibatfhd sdans ixTngeither the read
node, the play node, nor the seek node, then control proceeds to step S303.
27 I n step S303Thet arbitizargeauthenltdcatiens prodlessotidil I8 idesatitiedig or
not based on the present status of the CPU 42 which has been acquired in
st ep S301.belovwhwithi meferepce: ¢o ¥EGSs 7oemd ®g, then control proceeds to
step S305. _First, a present status of the CPU 42 is acquired in
step S301. The disk playback controller 28 contiols the
playback of the opticai disk 12 under the control of the CPﬁ,
42. The operation of the optical disk 12 under the control
of the CPU 42 can thus be changed by issuing a command f£rom
the disk playback controller 28 to the CPU 42.
Specifically, it is determined in step S301 that the
present status o£ the CPU 42 1is in a read mode, a play mode,
a seek mode, an error mode, 6r a spindle rotation mode. The
processiqg of step S301 1s carried out when the disk play-
back controller 28 issues a command for acquiring the pre-
sent status of the CPU 42 to the CPU 42.
Then, in step S302, the disk playback controller 28
checks the present status of the CPU 42 which has been ac-
quired in step S301. If the present status of the CPU 42 is
in eifher the read mode, tﬁe play mode, or the seek mode,
then the arbitrary authentication process comes to an end.
If the present status of the CPU 42 is in neither the

read mode, the play mode, nor the seek mode, then control

proceeds to step S303.
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‘If the spindle notor 18 is not rotating, then control proceeds to step S304
Tn which a conmand to rotate the spin- dle notor 18 is issued to the CPU
42. Thereafter, control proceeds to step S305. In response to the issued
command, the CPU 42 controls the notor drive controller 20 to ener- gize
the spindle notor 18. In step S305, the playback instructing neans 108
indi- cates an arbitrary start positiomfan access position stored in the
second register 142) on a recording track of the op- tical disk 12, and

I ssues a seek c usi Ivi9e t1Pe £ KRe 2dpiRat 8ot be
access positionqto t g(ggﬁzsﬂ'@rﬁéﬁ&‘iﬁmﬁip S306, theedigk pl aybgck

control | er 1%%@%&&&:@11& HoO b d1s sesseng stavds efF the GBY 42
to a standard speed to the CPU 42. In step S307, the CPU 42 controls the

mot or dri va2ceihidH dldsemheth tacquliafesi zin tdiee s pSB0le nbfothé8spaaddeomot-he
ro- tation conmand issued in step S306. The CPU 42 also con- trols the head
drive cont ey a8 43 hastationg ;| hehee atomiorobnprocseadd to step S30B.t o cause
t he head actuator 38 to nove the optical pickup 22 radially across the
optical disk 12 IfttHe tspingle oadten ckiple2nabveetatinge thent cepdinolon i n-
di cated by the seek command. Then, the di sk playback controller 28 issues a
pl ayback prxscesdsirl $eP B3@buULn Which| aycemprughEoopeitake ek SPANT om
the indicated start position in ste

S308. I.n step 309, the disk playback
control | er & iMAtRS 18 cbFmbfTued Egaﬂﬁeaq:ﬁpt RZry ggﬂ‘f&ﬁt"-it@&i &ntFHhe cru
42. proceeds to step S305. In response to the issued command,

the CPU 42 controls the motor drive controller 20 to ener-
gize the spindle motor 18.

In step S305, the playback instructing means 108 indi-
cates an arbitrary start position (an access position stored
in the second register 142) on a recording track of the op-
tical disk 12, and issues a seek command for causing the op-
tical pickup 22 to seek the access position to the CPU 42.

Then, in step S306, the disk playback controller 28 is-
sues a rotation command for setting a mode of the CPU 42 to
‘a standard speed to the CPU. 42.

In step S307, thé.CPU 42 controls the motor drive con-
troller 20 to energize the spindle motor 18 based on the ro-
tation command issued in step S306. The CPU 42 also con-
trols the head drive controller 40 based on the seek command
issued in Step S307 to cause the head actuator 38 to move
the optical pickup 22 radially across the optical disk 12
until the optical pickup 22 moves to the start position in-
dicated by the seek command.

Then, the disk playback controller 28 issues a playback
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In step S310, an actual authentication decision process is perfornmed on the
basis of the command to start the arbi- trary authentication. The '

aut henti cati on decision process is carried out in substantially the sane
manner as shown in FIG 6. Specifi- cally, the detecting neans 104 detects
wobbl ing data (code Dc) indicated by the positional data stored in the
second register 132, of the RF signal §%err] outputted fromthe optical

pi ckup 22, and the authentication deci $i®on nmeans 106 deci des whet her the

detected code Dc_ is i e t, wth t - rit t. Inth
posi 11 on CRRERCLEY DA (14 18 JPLRK IRART e | PRNGRbCBLEn HAoERuri 1y

de Ds t d d i.h ' t of 22.05 kHz t
bo. pr osentchriA i e At dReat ot b Fhe FRBETL 0 106 mmkes an
brior mal  deci sigp. i i 5] the disk
ol ayback contr o S b J020eE ok pIEa COpERaNTor 28 Panting i cat i on

to the CP | R0t af3BEFa P dben&RrTBagibA 8B0thBecaYt RNt i cati on,
t he CPU 4%“%%%??%?§?B%e segﬁﬁﬁty égge detector 24 to output the decided

result to the digksPdpySetk, CRNtaA6tELT X8thdhtisabibhadrcdesoni prodears 112
makes a deci sion ac- 29 cording to the second rule in step S312 shown in
FIG 8. |fighsesipsified orsthé basistbe Bhéheamanti to dearti thenaahd.-106

i ndi cat es an abnornmal decision, then control pro- ceeds to step S313 in

whi ch nor netraryt dethenticahion. de-

The authentication decision process is carried out in
substantially the same manner as shown in FIG. 6. Spec%fi-
cally, the detecting means 104 detects wobbling data (code
Dc) indicated by the positional data stored in the second
register 132, of the RF signal S, outputted from the optical
pickup 22, and the authentication decision means 106 decides
whether the detected code Dc is in agreement with the secu-
rity code Ds oxr not.

In the position indicated in the arbitrary authentica-
tion process, the security code Ds may not be recorded, and
;the carrier component of 22.05 kHz may not be present.
Therefore, the authentication decision means 106 makes an
abnormal decision.

Referring back to the routine shown in FIG. 7, the disk
playback controller 28 issues a command to end the arbifrary
authentication to the CPU 42 in step S311. Based on the
command to end the authentication, the CPU 42 controls the
sécurity code detector 24 to output the decided result to
the disk playback controller 28.

The arbitrary decision means 112 makes a decision ac-
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clared, after which the arbitrary authentication process is finished. If

‘t he decided result fromthe authentication de- cision neans 106 indicates a
nor mal deci sion, then control proceeds to step S314 in which abnor nal

aut hentication is declared, after which the arbitrary authentication
process is-finished. In step S7 of the main routine shown in FIG 4, the
aut hentication signal decision nmeans 118 deci des whether the arbitrary

aut henti cation process has resulted in2grmal authentication or abnornal

aut hentication. If the arbitrary authentication process has resulted in

nor mal aut Aerdleg- tei She seceendomls igossePadidtd shaypr I iTLGhi8h the

aut hen- tication signal. decisjion neans 118 qQutputs a sjgnal Sd_indi- cative
of the executiohfcd iﬁﬁ%ﬁqﬁﬁ<ﬁe§¥ﬁﬁw£§QQﬂWhﬁfQQﬁhFQﬁég?t%P%i%ﬁ%£548F

he si gnal meahs; 08, tpdlgakad Y R al ASGTE ot Pr conbraf BER G, o

th - which i ty ' '

aut hont caPEBRSpor asen ST VRS BEmA TR el PRI Bz o) o
hent i caPFGH"prGo 8 hat Tes reatt .

aut hont | caPTos St SEERE A A R S O Pk e PROE e 1o

aut hent i catd;on sHaal Kdecind WedEHE dosh Pt Pbbd €ndi StheRRicat3Bn de-
i ndicative of the forced ending of a programto the forced endi ng neans

120. In resA@ish hieddie tognedfeatddca foaral edt1g16n3nEhéR0contirbuct S
the display controller 36 to display an inmage
proceeds to step S314 in which abnormal authentication is
" declared, after which the arbitrary authenticatlon process
is finished.

In step S7 of the main routine shown in FIG. 4, the
authentication signal decision means 118 decides whether the
arbitrary authentication process has resulted in normal
authentication or aﬁnormal authentication. If the arbltrary
authentication process has resulted in normal authentica-
tionn, then control goes back to step S5 in which the authen-
tication signal decision means 118 outputs a signal Sd indi-
cative of the execution/continuation of a program (in this
case, a signal for continuing a program) to the program ex-
ecuting means 116. In response to the signal Sd, the pro-
gram executing means 116 continues the execution of the pro-
gram which is currently being activated.

If the absolute authentication process has resulted in
abnormal authentication in step S2 or the arbitrary authen-
tication process has resulted in abnormal authentication in
step S7, then control proceeds t§ step S8 in which the

authentication signal decision means 118 outputs a signal Se
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representative of abnormal authentication. The display con- troller 36
‘controls the display unit 34 to display an i mage representative of abnornmal

~authentication on the display screen 50. For exanple, the display unit 34d
di spl ays a nessage "TH S DI SK CANNOT BE USED', for exanple. In step S9, the
forced endi.ng means 120 issues a forced ending interrupt to the program
executing nmeans 116. In re- sponse to tRg forced ending interrupt, the
program executing neans 116 forcibly ends the programwhich is currently

bei ng execyfgficatiivel BECEREPEDIAA EhARAGEDIOR BRoYyraD it D forddE
transfer of data to a nenory such as a nenory card which saves a tenporary

result of ghRaifigMmenfsi akerrupted, nmaking it inpossible to save or read
data. Wien the processing of step S9 is finished, the proc- essing
operation of th&narbseohiseattiondhreaignall Seqnmthe  carcesh cendichn micayes

of fered by the authenticating neans 100 will be descri bed bel ow.

Her et of or el20ninetmuctls tte display soembrolie® @6 4o ididpkayhesn tnagenmary
to carry out only the absolute authentication process in step Sl.

Speci fi cal rgpreisentatdyee off dhmarmal authentdeatdnam. wihe diisplay ceerai n
area of the optical disk 12 is read to effect authentication. |If,

aut hent i catredler 3§ fontnoish the fsplaghymdit gHeste ALSRIPBRR olrage

executing the gane program_I|f authentication is not normal,_thepn the, gane
b 0gr am doES PRABSALA T Hse Hy AR, SRS LGR OR oHie| HHSRLRY ce. for
generatingg%ggg%ngd

For example, the display unit 344 displays a
message "THIS DISK CANNOT BE USED", for example.

In step S9, the forced endiﬁg means 120 issues a forcedt
ending interrupt to the program executing means 116. In re-
sponse to the forced ending interrupt, the proéram executing

" means 116 forcibly ends the program.which is currently being
executed, and interrupts the transfer of data. For example,
the transfer of data to a memory such as a memory card which
saves a temporary result of the game 1is inter;upted, making:
it impossible to save or read data.

When the processing of step S9 is finished, the proc-
essing operation of the authenticating meané 100 comes to an
end.

Advantages offered by the authenticating means 100 will
be described below. Heretofore, in terms of the routine
shown in FIG. 4, it has been customary to carry out only the
absolute authentication process in step Sl.

Specifically, when a game program is activated, data
written in a certain area of the optical disk 12 is read to

effect authentication. if authentication is normal, then



cation data at all tinmes is connected to the video gane ap- paratus, then
‘it is possible to nmake authentication normal at all tinmes. If a special
device for inputting a signal indicative of nornal authentication is
connected to the disk playback controller 28, then it is also possible to
make authentication normal at all tinmes. If such a special device is used,
then it returns an authentication resul8lindicating that authentication
data has been read normally no matter which area of the optical disk 12 may

be read. A =Te] CTrselelo] S n& N t] i ca
di sk 12 isggti}tq: %Jg%t igtg%_tsteg:%l n a?f’das;%iq‘{c} grtyé%e% at anl_l%r ﬁtgrg?@et *)}Brrég?tg'ﬁé
arbitrary ggt ReRthep@iict P G8S Hot Il | théwldthé 0Ogah hPBgREAYAcEes

aut henti cation process (the absol ute authentication process). Specifically,

si nce authg@&i@@éﬁﬁ15§ﬂﬁgiékguﬂﬁé¢m inonly a certain area of the optica
disk 12, no authentica- tion data can be read when an arbitrary area of the
optical disk 12 Tnedefsre, fif & pepécialladévicé ofogegensiratgnaubhiiehenti~
tication data at all tinmes is connected to the video gane apparatus, then
it returns catimon [Geita et iakil rebmes isidcemnected tbatheuwlidebi gameompdat a
has been read normally though in fact it cannot read authentication data
fromthe omanafius, Q@renlitk 19 peasthlente makposuthentdcgitdon moxrmal

deci ded whet her. such a special device_is connected or not for

aut hent i catdtorilok ¥Heespt | BRl adPRRCID21 devigepforalpprrtddndefeslgRalo above

's an area J?ri( fgg.tfvg i(\)/g nngzqnslailii g&tggn’}:fgation is connected to the disk
playback controller 28, then it is also possible to make
authentication normal at all times.

If such a special device is used, then it returns an
authentication result indicating that authenfication data
has been read normally no matter which area of the optical
disk 12 may be read. |

According to the embodiment of the present invention,
the optical disk 12 is authenticated in an arbitrary area at
an arbitrary time (the arbitrary authentication process:
step S6) in addition to the above authentication process
(the absolute authentication process).

Specifically, since authentication data is written in
only a certain area of the optical disk 12, no authentica-
tion data caﬂ be read when an arbitrary area of the optical
disk 12 is read. If a special device for generating authen-
tication.data at all times is connected to the video game
apparafus, then it returns an authentication result indicat-
ing that authentication data haé been read normally though

in fact it cannot read authentication data from the optical
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optical disk 12 where authentication data is recorded. If the arbitrary
faut henti cation process results in nor- mal authentication, i.e., the
decided result fromthe authentication decision nmeans 106 indicates an
abnormal de- cision, then control returns to step S5, and the game pro-
gramis continuously executed. If the arbitrary authentication process
results in ab- nornal authentication, iéf , the decided result fromthe
aut henti cati on decision means 106 indicat®s a normal deci- sion, then the

gae i s i rgebk ups ed BhsbiCoh' 2SI 8bodb HRiAcipleal Culledeciaddial data

can be prevented frombeing re- ad or ved an e gane programthat is

currently JagbtHefXsu€RUbedpeaiaflonei/Bby B8 eddadcthd 0dH ndtd M the display
screen 50 of the display unit 34 displays a nmessage "TH S DI SK CANNOT BE

USED", foraethsntecathonebsr ehecvprichladipkeilal. datiec arditfamprarey mal |y
aut henticate an optical disk 12 that should not be authenti- cated normally
I S connectedfénréefietoi dboveans apparshusxteptt lae gipenc gosditsiorn Zor hidie
shoul d not be authenticated normal- |y or the special device can reliably
be det ect edpthcadr diskbly wheaer apithenyigatdens dadiand s aredaxfledit, e. g.,
the transfer of data to the main nenory or the execution of a gane program
As a consequenc&f the gpbidziaxy smthentdgation proressresltspelyrreent ed

from bei ng illegghgé copied. The authenticating neans 100 may be provi ded
as a |li- bRatya tdradiofay o& -catited détﬁ}dé*%ecﬁﬁ%ﬂw FEPH e am of

appllcatlogu%gg%gqggtion decision means 106 indicates an abnormal de-

cision, then control returns to step S5, and the game pro-
gram is continuocusly executed.

If the arbitrary authentication process results in ab;
normal authentication, i.e., the decided result from the
authenticétion decision means 106 indicates a normal deci-
sion, then the game is interrupted or the transfer of data
is interrupted, so that data can be prevented from being re-
ad or saved and the game program that is currently being ex-
ecuted can forcibly be ended. At this time, the display;

bjspreen 50 of the display unit 34 displays a message ‘THIQ
DISK CANNOT BE USED", for example.

Therefore, even if a special device which can normally
authenticate an optical disk 12 that should not be éuthenti-
cated normally is connected to the video game apparatus 10,
the optical disk 12 that should not be authenticated normal-
ly or the special device can reliably be detected to forci-
bly interrupt any process being carried out, e.g., the
transfer of data to the main memory or the execution of a

game program. As a consequence, the optical disk 12 can ef-



The arbitrary position indicated in the arbitrary authentication process
scorresponds to an address. The ad- dress may freely be established as a
paranmeter of a called library function and stored in the second registers
132, 142. Inasnuch as the address can freely be established at the

devel opmental stage of application software, it can be established
differently for every title, every lot,_and every N pieces of application
software for a powerful copy prevention function. An overall circuit

ar r angeMenkoQt 1BeyY be §-eAI AP Er o i) Mg flespibad bel ow i th

reference to FIG e circulrt of the video gane apparatus 10 shown in

FIG 1 is a singhef h@d:h@ﬁt%atu&fgf e toPmdPepe i peovoasr agpa- Liat us
10, and corresponds to the overall circuit of the video gane apparatus 10

shown i n FbEary0 fanctdldrowry meie bpidailledi aid lékedbted pindhepogeaml 8 t he
notor drive controller 20, the optical pickup 22, the head actua- tor 38,
and t he heagpdiicatiomtsofitwarel) shown in FIG 1 correspond to an opti cal

di sk drive 381 shown in FIG 10. The interface 32 shown in FIG 1
corresponds to &hel @xlddrany poSiC@sdntiboated FnGheOarbhsrdicypl ay
controller 36 shown in FIG 1 corresponds to a GPU 362 shown in FIG 10.

34 The CPUamthemdi#eatiqn Rracess reerRRRROREGS steran 3addsasan | Ahe ed-10.
The vi deo gane agﬁﬁratus 10 reads an %ggéécation ro- gramfromthe optical

di sk 12, afFsSSaa%eLRRIBRe | 23tk as a parameter of a called
library function and stored in the second registers 132,

142. h

Inasmuch as the address can freely be established at;
the developmental stage of application software, it can be
established differently for every title, every lot, and
every N pieces of application software for a powerful copy
prevention function.

An overall circuit arrangement of the video game appa-
ratus 10 will be described below with reference to FIG. 10.
The circuit of the wvideo game apparatus 10 shown in FIG.:i

~ 1s a simplified circuit arrangement of the video game apé;-
ratus 10, and corresponds to the overall circuit of the
video game apparatus 10 shown in FIG. 10 as follows:

The optical disk 12, the spindle motor 18, the motor
drive controller 20, the optical pickup 22, the head actua-
tor 38, and the head drive controller 40 shown in FIG. 1
correspond to an optical disk drive 381 shown in FIG. 10.
The interface 32 shown in FIG. 1 corresponds to a PIO 396
and an SIO 387 shown in FIG. 10. The display contfoller 36

shown in FIG. 1 corresponds to a GPU 362 shown in FIG. 10.
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program according to instructions fromthe user, i.e., the game player. For
“exanpl e, the video gane apparatus 10 ex- ecutes a gane programmainly to
control the progress of a gane, the display of game images, and the out put
of sounds. The video gane apparatus 10 conprises a control system 350

i ncluding a central processing unit (CPU) 351 and its peripheral devices, a
graphi c system 360 including a graphic_processing unit (GPU) 362 for
generating and storing imge data in a3frame buffer 363, a sound system 370

I ncl udi ng sqﬂﬁﬂ 0Gessi n Lt (SP 7 e LRJ S| ugds and
sound effggfﬁ, a %gn%ﬁéﬁhdg%bﬁg%ht(##ﬁé%%géﬁﬁ%r %o%?&??ongnéﬁg oggicm
di sk i“‘”ﬂ#&‘ | icati on prograns are recorded, a conmunication controller
390 for controlTing signals froma manual controller 320 as an input neans

for entering i ngid Usfd&dSgdh@ MpPErAERS - 16 "Hedds 2afuaBbledat 20N prblom a
menory card 500 which stores gane settings and a portable el ectronic device

400, a busy@fp #romhikd speican-aisr! 13ysand ekécutbs ghapabﬁlabammn%o,
t he sound system 370, the optical disk controller 380, and the

communi catpesgcant 4etobediigOter tnstpactions fndmather akksl, H/.©.i,nttdef ace
(PIO 396 and a serial I/Ointerface (SI0) 397 which inter- face another
appar at us.gdihe pbayeol sKetreex8iipleonphesvideoChamasapparpeuspl®r ex- 35 a
device controller 352 for controlling interrupts and di- rect nmenory access
(DMA) dat secutesfargamenpragranonaingdy tonpensrnd FheapProsresseoF wenory

(RAM, and a read-onlx'nennry (ROM) 354 for storing various prograns such
as an op- game, the display of game images, and the output of sounds..

The video game apparatus 10 comprises a control systgm
350 including a central processing unit (CPU) 351 and its |
peripheral devices, a.graphic system 360 including a graphic
processing unit (GPU) 362 for generating and storing imagé-
data in a frame buffer 363, a sound system 370 including a
sound processing unit (SPU) 371 fdr generating music sounds
and sound effects, an optical disk controller 380 for con-
trolling an optical disk in which application programs are
recordedn_a communication controller 390 for controlling
signals from a manual controller 320 as an input means for
entering instructions from the user, and data supplied to
and from a memory.card 500 which storés game settings and a
portable electronic device 400, a bus 395 to which the con-
trol system 350, the graphic system 360, the sound system
370, the optical disk controller 380, and the communication
controller 390 are connected, aﬁd a parallel I/0 interface
(PIO) 396 and a serial I/O interface (SIO) 397 which inter-
face another apparatus.

The control system 350 comprises a CPU 351, a peripher-



erating systemor the like for managing the main nmenory 353, the graphic
‘system 360, and the sound system 370. The CPU 351 controls the video gane
“apparatus 10 in its entirety by executing the operating systemstored in
t he ROM 354. When the video -gane apparatus 10 is turned on, the CPU 351
executes the operating systemstored in the ROM 354 to start controlling
t he graphic system 360, the sound systﬁ§§370, etc. For exanple, when the
operating systemis exe- cuted, the CPU'351 initializes the video gane

appar at Us 391 deflded it ofa AL i d] £1.66CL At RRpRATabAC A ter

controls the optic c contr 0 execut an ap- I't'cat'1 on

program r e¢aide thehidbriy ctiids A DM SKadda ASanhE€eAPPhI RALhOReRDRY T3 S

executed, the CPU 351 controls the graphic system 360, the sound system

370, etc. %a?ie.hsam a iREidoitdedss £ tidieey f (RAM) heard@eh readhbangby
controlling the display of inmages and the generation of nusic sounds and

sound ef f eglemordyn (ROMYX BB4 (o yst@riBdOvanbousypkbgrah 3athcaks iats opH
t he above aut hentication processes to deci de whether the optical disk is
| egi ti nmat e exratiiotg tsysrewoconr tae alikenfdori magnpgingd thac nafino memoxnypt3 Sl
disk that is not legitimte. The graphic system 360 conprises a geonetry
transfer tigs graphic (s¥s)ecI69 orandr the nsayndosysitem 870r-ansf or mat i ons
and other processing, a graphic processing unit (GPU) 362 for generating
i mge data accorBhei LR Mmrﬂ%nﬂxﬂevtﬂe%sﬂneawwa& izpaltsr

storing image data generated b
g éhtiretygby executng the operating system stored in the ROM

354.

When the video game apparatus 10 is turned on, the CPU
351 executes the operating system stored in the ROM 354 to
start controlling the graphic system 360, the sound system
370, etc. For example, when the operating system is exe-
cuted, the CPU 351 initlalizes the video game apparatus 301
in its entirety for conf@rming its operation, and thereafter
controls the optical diéé controller 380 to execute an ap-
plication program recorded in the optical disk 12. As the
apblication program is executed, the CPU 351 controls the
graphic system 360, the sound system 370, etc. depending on
instructions entered f£rom the usér for thereby controlling
the display of images and the generation of music sounds and
sound effects.

In the control system 350, mainly the CPU 351 carries
out the above authentication processes to decide whether the
optical disk is legitimate or not to prevent data from being
played back from an optical disk that is not legitimate.

The graphic system 360 comprises a geometry transfer



the GPU 362, and an i nage decoder 364 for decoding i nage da- ta conpressed
tand encoded by an orthogonal transform such as a discrete cosine transform
The GTE 361 has a parallel arithnetic mechanismfor performng a plurality
of arithnetic operations parallel to each other, and can perform coordi nate

transformatdions, |ight source calculations, matrixes, or vectors at a high
speed in response to a request fromthe CPU 351. Specifi- cally, the GIE
361 can cal cul ate the coordinates of a“maxi- nmumof 1.5 mllion polygons

per second for a flat. shading process to plotting one triangul ar pol ygon
Wi th one ceRgner LSTEXAPLcEow PREERENERE S89TdIAEYR FEangEREmRSIERA s 301

boor i vat 2ud | dERet EREURETaBY: hoSroohns, RrOE sRias 83{@%3%4 om t he
(rane but 1597 eererAL PR 8R68, 8REaShBrERaRal0 O Barblandlt £rolf dilh (¥
t housand PQHQOQSFB%?SS&EE r 388 !‘ef)frfstamgr Iiﬁn.ggeecgfag%fg e%eq:aﬂfeé? B;;&P”

RAM and is capable of simultaneously storin nera t he

GPU 362 or¢hgegpydaka,t haRshar 1Rdghr aBtbRer s @@zordéc%ﬁnga%a[@f& g
I mage data for. display. The frame buffer 363 has a storage capacity 1

Moyt es, fotae&aﬂ?h:@sséﬂdah& encddelab§ ad axthobonll tiRindPormdtudty £f a
hori zontal row of 1024 pixels and a vertical colum of 512 pixels. The
frame buffar diedrbae e@oginpl dyanas€arfinor storing im age data to be
outputted as video output data, a CLUT (col or

The GTE 361 has a parallel arithmetic mechanism for

performing a plurality of arithmetic operations parallel to
gach other, and can perform coordinate transformations,
_iight source calculations, matrixes,.or vectors at a high
speed in resbonse to a request from the CPU 351. Specifi-
cally, the GTE 361 can calculate the coordinates of a maxi-
mum of 1.5 million polygons per second for a flat shading
process to plotting one triangular polygon with one color;
for example. With the GTE 361, the video'game apparatus 301'
is able to feduce the burden on the CPU 351 and perform
high-speed coordinate calculations. |

According to an lmage generating command from the CPU
351, the GPU 362 generates and stores a polygon or the like
in the frame buffer 363. The GPU 362 is capable of generat-
ing a maximum of 360 thousand polygons per second.

The frame buffer 363 comprises a dual-port RAM, and is
capable of simultaneously storing image data generated by
the GPU 362 or image data transferred from the main memory
353, and reading image data for display. The frame buffer

363 has a storage capacity of 1 Mbytes, for example, and is



| ook-up table) area for storing a color |ook-up table which will be
‘referred to by the GPU 362 when it .generates a poly- gon or the like, and a
texture area for storing texture data to be subjected to coordinate
transformati ons when a polygon is generated and mapped onto a pol ygon
plotted by the GPU 362. The CLUT area and the texture area are dynamcally
varied as the display area is varied. The inmage decoder 364 is controlled
by the CPU 351 to decode i mage data of 3&till or noving image stored in

| mage dat a MU By OrELF B HECB00r 4B4oTs ™ PARCPOMRE A RE fr ame
buf fer 363 ﬁz&gjﬁg}gg’éﬁﬁegn{m Bob Usiilnsod Blskgiaund for an | mge

plotted by soun system an SPU 371 for

generat- ing MusygeSeHads pageRd 9k5ehhS atl 9_ FIPTERG- i
CPU 351, a sound bﬁffer 372 tor storln%§mgVe g?n1§§ta fromthe SPUS§71 and

a speaker 3{gef@atQUt8UbLI BAtPUEitedsasNYidedO bt g@lftf Ata, E&%mﬁﬁ‘f& cisd by
the SPU 371. The SPU 371 has an ADPCM (adaptive fferential PCM function

for reprodutbsg-ip- bableguatedatarvbitolihas abeon canaedad-wis thild which
differential sound data by ADPCM a repro- ducing function for reproducing
t he wavef orwillat besrefesred to By tthe sSPUNG62uWhen I dengmrsste polmed
effects, etc., and a nodul ating function for nodul ati ng and reproduci ng the
wave- form danaost shedlilket,h@ndo@ndelxiroer a322 fhire starihg yeximeydata be

used as a sanpling sound
to be subjected to coordinate transformations when a polygon

is generated and mapped onto a polygon plotted by the GPU
362. The CLUT area and the texture area are dynamically
varied as the display area is varied.

The image decoder 364 is controlled by the CPU 351 to
decode image data of a still or moving image stored in the
main memory 353, and store the decoded image into the main
memory 353. Image data reproduced by the image deéoder 364
is transferred to the frame buffer 363 by the GPU 362, and
can be used as a background for an image plotted by the GPU
‘362.

The sound system 370 comprises an SPU 371 for generat-
ing music sounds, sound effects, etc. based on commands from
‘the CPU 351, a sound buffer 372 for storing waveform data
from the SPU 371, and a speaker 373 for outputting music
sounds, sound effects, etc. generated by the SPU 371.

The SPU 371 has an.ADPCM (adaptive differential PCM)
function for reproducing 16-bit sound data which has been
encoded as 4-bit differential sound data by ADPCM. a repro-

ducing function for reproducing the waveform data stored in
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source whi ch generates nusic sounds, sound effects, etc. based on the
‘wavef orm data stored in the sound buffer 372 according to commands fromthe
CPU 351. The optical disk controller 380 conprises an optical disk drive
381 for reproducing application prograns and data recorded on an opti cal

di sk such as a CD-ROM or the |like, a decoder 382 for decodi ng prograns and
data that are recorded with an error correcting code added thereto, and a
buffer 383 for tenporarily storing dat 2% ead fromthe optical disk drive

381 | | h f h i cal digk b i gh
speed. An tHB37SRG BetFes.372 T deeebateoseldetEagt=ae s tosouAadid a
ded tical_disk iLch | b tical .di dri 381
nel udes MRt iR Bepetice, Saf anatelBind, bR aRLoaRo1ng e s e
ADPCM dat ' , ' | 4-bit diff tial dat f
To-bit di Yar GaFa SHEBLE LR LAR bophATBhERE 30" T L Ted ot he SPU”
371, converted ifigr ebinhnkgs2ERl 39008hA paNsRAPLECY Lanfiny Sfuipoaker

373. The PCM dat a, recorded as 16-bit digita ecoded by

the de- coglgnrd82wAfent Bee2BRbsCRubfclEbradEe soRRak ¥rsdtts ThaOpti cal
disk for use in the optical disk drive 381 may be a so-cal l ed CD-ROM for

exanpl e. Abakeéasbnpther waweformddand stegeddana ther stamd muffew iIED gane
are recorded in the optical disk. The conmuni cation controller 390

conpri ses accontingc#e tommandst frbmnthea@PUn33al for controlling

conmuni cati on

The optical disk controller 380 comprises an optical
disk drive 381 for reproducing application programs and data
recorded on an optical disk such as a CD-ROM or the like, a -

fdecoder 382 for decoding programs and data that are recorded
with an error correcting code added thereto, and a buffer
383 for temporarily storing data read from the optical disk
drive 381 so as to allow the data from the optical disk to
be read at a high speed. An auxiliary CPU 384 is connected
to the decoder 382.

Sound data recorded on the optical disk which is read
by the optical disk drive 381 includes PCM data converted
from analog sound signals} in addition to the ADPCM data.
The ADPCM data, which is recorded as 4-bit differential data
of 16-bit digital data, is decoded by the decoder 382, sup-
plied to the SPU 371, converted thereby into analog data,
and applied to drive the speaker 373. The PCM data, which
is recorded as 16-bit digital data, is decoded by the de-
coder 382 and then applied to drive the speaker 373.

The optical disk for use in the optical disk drive 381

may be a so-called CD-ROM, for example. At least programs



with the CPU 351 via the bus 395, a controller connector 309 to which the
'manual controller 320 for entering instructions fromthe user is connected,
and a pair of nenory card inser- tion units or slots 308A, 308B for
receiving the nenory card 500 as an auxiliary menory device for storing
gane settings, etc. and the portable electronic device 400, the nmenory card
insertion units 308A, 308B being contro%éed by the communi - cation control
mechani sm 391. The vi deo gane apparatus™I0 is capable of perform ng a video
gane based on quane @%qgran1recorded I n thg optical disk 12 that is | oaded
in the optid¥ Fage (datdofPErusS8oin e, VitrAcIaMG af& H9oOTSed He ko
gane apparatQ§ %%bwgtl be described belowwith reference to FIGS. 11 -and
12. The vidgﬁ:U% %ﬁratus 10 has a rectangul ar casing 302 which houses a
di sk | oadi ng uni 0] kall = I t ' | oadi ng .an
optical disk suc h%sg%ﬁ@@%&t %gﬁﬁ?ﬂ%&%@ g)ér()e%%?n |Ilnlgsfecr%'re§ uc%r jpica-
suppl Vi ng appbh CabhePoPr AEERIR1 ERCEYE! BOrVLERRGATIRy Wiimiiftod difh 5107
supports a reset swtc 4 tor resetting a video galife, a power supply
switch 305, yarili ke COPUT 851 5% ACRNE0BuEOB 98NN dntib i |Qafids g dd¢
optical disk 12, and two slots assenblies 307A, 307B. The video gane
apparatus lfonlyiSR §HEPhafitdalM tbnapbhiler 3240 foal ieHtd¥ Y s thicBions
comuni cation |ink, rather than being supplied fromthe optical disk 12.
The port abl £frehetheonserddsi conftectedd thd mnmpadr cofh-mdniaty eta?inserbe
connected to the slot assenblies 307A,

tion units or slots 308A, 308B for receiving the memory card

500 as an auxiliary memory device for storing game settings,
etc. and the pértable electronic device 400, the memory card
insertion units 308A, 3083_being controlled by the communi-
cation control mechanism 391.

The video game apparatus 10 is capable of performing a
video game based on a game program recorded in the optical
disk 12 that is loaded in the optical disk controller 380.

Outer structural details of the video game apparatus 10
will be described below with reference to FIGS. 11 and 12.

The video game apparatus 10 has a rectaﬁgular casing
302 which houses a disk ioading unit 303 substantially cen-
trally therein for loading an optical disk such as a CD-ROM
or the like as a recording medium for supplying application
programs including video games. The casing 302 supports a
reset switch 304 for rgsetting a video game, a power supply
switch 305, a disk control switch 306 for controlling the
loaQing of the optical disk 12, and two slots assemblies
307A, 307B.

The video game apparatus 10 may be supplied with appli-
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307B. A nenory card system nmay al so be connected to the slots assenblies
«307A, 307B. The manual controller 320 has first and second control pads
321, 322, a left button 323L, a right button 323R, a start button 324, a
sel ector button 325, anal og control pads 331, 332, a node selector switch
333 for selecting control nodes for the analog control pads 331, 332, and
an indicator 334 for indicating a selected control node. The nanual
controller 320 also has a vibration iffart- ing nechanlsn1(not shomm)

di d th f t { t t 320
depondi ng SFEFB reﬁégs%’ﬁ%Lvé%%e“bpméﬁaéggiﬂa"aférnﬁm Theroten Ben

l ectri - th ly 307B th 302 b
goﬁﬁegior %ﬁ%glﬁegnﬁgs ﬁ§§|°8 F? I?gfge Oyare cohﬂect:dcfzgggc- tivgls
to the slot ass;gg étéﬂgé e1868-0h 18 a%a@iée%o%aﬁglop'%ea‘%f&%g%%e the

entertai nment s com petl exanple he “vi deo

gane apparefailég13§§ycaﬁVﬁerr%ane&tbas%at laﬁa 5 s e®iqEY i395a307A
307B. The portable electronic device 400 has a control neans and a menory

nmeans thergpfB.antl fmafoR9’ CArd ByRteMChayThled BReHNNAGtERIHN GG LI t her
| ndependently or in conbination with the video gane apparatus 10. For

exanpl e, tbeopsr agbemblie4l 3@l78Gt 3o7BC devi ce 400 upl oads data to and
downl oads data fromthe video gane apparatus 10, and perforns a ganme while
bei ng connect edThe mhaualdeondaodleppd2at heslEidst tamsl iddamid atcartrol

enbodi nent, the main data are nodu-
: pads 321, 322, a left button 323L, a right button 323R, a
start button 324, a selector button 325, analog contrql pads_
331, 332, a mode selector switch 333 for selecting control |
modés for the analog control pads 331, 332, and an indicator
334 for indicating'a selected control mode.

The manual controller 320 also has a vibratioh impart-
ing mechanism (not shown) disposed therein for imparting vi-
brations to the manual controller 320 depending on how the
video game proceeds. The manual controller 320 is electri-
cally connected to the slot assembly 307B in the casing 302
by a connector 326.

If two manual controllers 320 are connected respec-
tively to the slot assemblies 307A, 307B, two users or game
Players can share the entertainment system to play a com-
petition game, for example. The video game apparatus 301
may have more or less than two slot assemblies 307A, 307B.

The portable electronic device 400 has a control means
and a memory means therein, and can perform a predetermined
operation sequence either independently or in combination

with the video game apparatus 10. For example, the portable
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| ated according to EFM and then recorded as pits on the op- tical disk 12.
However, the main data may be nodul ated ac- cording to another nodul ating
process and then recorded on the optical disk 12. In the illustrated
enbodi ment, pits and grooves are nodul ated radially of the optical disk 12
according to the NRZ nodul ati ng process. However, pits and grooves nmay be
nodul ated radially of the optical disk 42 according to ano- ther nodul ating
process. In the illustrated enbodi nent, pits and grooves are nodul at ed

radi al ly of k aaly i ' the i 455”%9¥ﬁ55 2 kHz.

However, pi?%Qgﬁggg?%oég?i%yk@??g}&aﬁeﬁﬁ%i%I y of the %%%sl c%?ggi sk 12
using a cargrgh ¢REPY1ERL Yard UdiRirdtizUCand *Eef@aﬂngaaggérﬁé%ﬁfiéed

to the program execution con- troller 16 has been’illustrated as data

representi npesfiyt eoRnedRE AUY aiies vildud \Rime Edphktdtws t1@nsferred to the
pro- gram execution controller 16 may be data representing other program

contents. Wiile hethe ildaistridted anbodingit At ataliat @at&pate ®moat-ng
an operation program the main data nay be data for performng a certain
processi ng 3dafjednaccoxrding itm@EFM @l tHer heecmrdediads pstsuoh theappthen
t he program execution controller 16 executes a programfor perform ng the
above 42 tdeplaidd sl d@essitiayenepe e main gtats may bai modulatedhacdat a
to be displayed on the display screen of the display unit 34 has been

i || ustrat ed ¥R 5q |anathes meodulating presresacid okhencregerdad ansk

12, the strifd oftical aisk 12.

In the illustrated embodiment, pits and grooves are
modulated radially of the optical disk 12 according to the
NRZ modulating process. However, pits and grooves may be
modulated radially of fhe optical disk 12 according to ano-
ther modulating process. In the illustrated embodiment,
pits and grooves are modulated radially of the optical disk
12 using the carrier componént of 22.05 kHz. However, pits
and grooves may be modulated radially of the optical disk 12
using a carrier component of another frequency. -

The main data transferred to the program execution con-
troller 16 has been illustrated as data representing certain
game contents. However, main data transferred to the pro-
gram execution controller 16 may be data representing other
program contents.

While the main data has been illustrated as data repre-
senting an operation program, the main data may be data for
performing a certailn processing sequence, e.g., image data.

- If the main data is such data, then the program execution

controller 16 executes a program for performing the above



|l etters 54 to be checked, such as an ID nunber of the opti- cal disk 12,
and the sentence 56 giving a |icense statenent. However, the data to be
di spl ayed on the display screen of the display unit 34 may be various other
data. Although a certain preferred enbodi nent of the present invention have

been shown -and described in detail, it should. be understood that various
changes and nodi ficati ons may be nmadeggherein w thout departing fromthe
scope of the append- ed clains. 43 Vhat is clained is: 1. A nethod of

Ut hent | c AR Gstqfihe, (RIBeRed ko PuSt 88 Bhe AREA BRMAF hT TS
i nformation fon EEH&H¥E #Euﬁéwh£$é§ékééc |&i§%£é§d§5§5ghn§§ RR: ition

t herei n, accor ing to a first efer tine, and pertormng

an arbi tr jsauhei€add %@rsééﬁsiims@f%@@tasathegtiem SQCQESdh“Q

medi um according to a second rule at an arbitrary tine.

aCCOFdlFE)ééhéﬂﬁﬁd@ﬁamviﬁﬂ&lﬂrémlﬂh@bﬁﬁtﬂé&la&igﬁnlﬁcath@nsEEQﬁ@S%f'S
performed when said recording nme- diumstarts being accessed for the first

tine, and sstters-54ito by chébked| caichnapranesp namperf ofmeteabpitdast
once after said absolute authentication process. 3. A nethod according to
claiml, wekealiskal2, fandtthel senhesaeddabgiving aullieehiseastaktememdnss i S
that nOrm}-llowever, the data to be displayed on the display screen of

the display unit 34 may be various other data.

Although a certain preferfed embodiment of the present

invention have been shown and described in detail, it should -

be understood that various changes and modifications may be

made therein without departing from the scope of the append-

ed claims.



authentication is declared if the information for authenti- catiomTs
‘detected as being recorded in said predeterm ned positj) | ond
rule in said arbitrary authentica- tion process is tha”"mmﬂﬂ",mm'ﬂm
authentication is declared if the information for authehticatuom I's '«
detected as being not recorded. 44 4. A nmethod according to claim 3,
wherein said absol ute authentication prgcess conprises an authentication
informa- tion detecting process for de?gcting the information record- ed in
sai d predeyga® §18dcAalimedonswhen said recordi ng nedium starts being
accessed, and an absol ute deci sion process for declaring normnal
authentication if the detected informati on conprises information for

aut hentication, and said arbitrary authentication process conprises an
arbitrary infor dat iAo mediiosk iafh guibherdsicatimgl etrefdrmayt i oh pr cempoisingm an
arbi- trary position except said predeterm ned position on said recording
medi um andhen s&epst sy deci si on process for de- claring nornal
authentication if the detected i nformation does not conprise information
for aut henti cat Rerfagmingmamabsglatiaianthentieatian precess £ard first
rule in said absolute authentication process is that_normal authentication

i s declare&ﬁqh%¥gﬁiﬂﬁﬂn9rﬂﬂ?ﬁﬁ?qﬁiqguﬂ§Q%ﬂﬂiYﬁEPn%FfBﬁmPBF°ﬁufﬁ§ntication
ul e i Sa PR GTAGR AU iRd TSR b ce 2r ¢ S ERERL aflngp BT tdon® o
aut hent | catyon. 4.5, declared d @, S| 9pAld g8t 480a  hRbabRErkbeamathey for

aut henti cation n fecor 1 S recei ved.
and

performing an arbitrary authentication process for
authenticating said recording medium according to a second

rule at an arbitrary time.

2. A method according to claim 1, wherein said absolute
authentication process 1is performed when said recording me-
dium starts being accessed for the first time, and said ar-
bitrary authentication process is performed at least once

after saild absolute authentication process.

3. A method according to claim 1, wherein said first
rule in said absolute authentication process is that normal
authentication is declared if the information for authenti-
cation is detected as beling recorded in said predetermined
position, and sald second rule in said arbitrary authentica-
tion process is that normallauthentication is declared if

fhe information for authentication is detected as being not

recorded.



6. A met hod according—to charm5,~further conprising the step of enpl oying
‘access neans for ' ' e- cording nedium and outputting a normal
signal if the i n{mmmmwﬂmﬂmut hentication is recorded in said

pr edet er m ned posut timon,s sald absol ute authentication process
conprising an absol ute decision process for declaring normal authentica-
tion if said normal signal is receive%ghand said arbitrary authentication
process conprising an arbitrary deci si process for declaring an abnor mal
authenticationgif Asﬁlg‘éh@ﬁr %g:lcoi'd@i’%le oS 1898 Ed wherdiABi0d AccOLdESI to
claim1l, wherein sald recor I ng 'um conprises a disk-type recording
medi um tHﬁth&nti&h%&bhp?f@@ééﬁﬂéaﬁﬂfﬂgéﬁ(thaﬁﬁhbﬂﬁxhﬁﬁiéﬁ iRebahay of
said recordi ng medi um and recorded therein. 8. A nethod according to claim
4, wherei 9164 detectifly PrOJERE HOIC @SV AEh A tthes kirl fend €LoM d-éGor@di um
the in- formation for authentication being nodulated radially of said

r ecor di ngettednusaddd predetdathiney @ositdh wWhesreisaisdi reedsdlng emedium

aut henti cati on process and said arbitrary authenti- cation process conprise
t he st epssthrtdebednongcrcaenshd atad com@Eisokute dechsion cppodesyg fier di um
detecting the information for authentication from said nodul ated conponent;
and deci ddgglardnige nommald @auhentigahomtiHtherdeteeted infarnahion in

agreenent with predetermined information and recorded in said predeterm ned
posi ti on, CoRPTdFesuHNSymation for authentication, and said arbitrary

authentication process comprises an arbitrary information
detecting process for detecting information f£rom an arbi-
trary position except said predetermined position on said
recording medium, and an arbitrary decision process for de-
claring normal authentication if the detected information

'~ does not comprise information for authentication.

5. A method according to claim 1, wherein said first
rule in said absolute authenfication process is that normal
authentication is declared if a signal indicating that the
information for authentication is recbrded in said predeterxr-
mined position is réceived, and said second rule in said ar-
bitrary authentication process is that normal authentication
is declared if a signal indicating that the information for

authentication is not recorded is received.

6. A method according to claim 5, further comprising
the step of employing access means for accessing said re-
cording medium and outputting a normal signal if the infor-

mation for authentication is recorded in said predetermined



normal signal if the detected information for authenticafion is in
vagreenent with predeterm ned informati on and recorded ' [
predeterm ned position. 9. A nethod according to claim®é, Tmﬂl]‘”ﬂﬂlm'”m”,m
record- ing nmediumconprises a disk-type recording nedium *the 1h- 8 s «
formation for authentication being nodul ated radially of said recording
medi um and recorded therein, and mherei% sai d access neans conprises neans

for performng the steps of: detecting @ nodul ated conponent from said

recordi ng g&sy € 9i] §§i§c§i§eal§lhs bRtReMRU AT i rEdesd i&aﬁﬁf&iﬁgﬁﬁai d

nmodul at ed ‘conponent; an ci ding whether the detécted I nformation

aut henti - #B46PALESAE8180bAETRBLeYS! Fol' SdRUAAINY thd AT NEk10én 86a - .
recorded in said predeterm ned position, and outputting a normal signal if

the detectedonnisr saidonormalagigaal dat retdidvrdd), agidesaid arbbtrary
predeterm ned information and recorded in said predeterm ned position. 10.
A net hod aauathéntjcatiohapmotesisuicompricdny sl ragebieratepdec¢isionci bly
endi ng a processing being executed if either said absolute authentication
process orpzaceassr forr deglarinananc abnormalo ;azthenbicabionetfil said nor nal

aut hentica- tion. 11. A nethod according to claim11, further conprising the
step of: normal signal 1s received.

7. A method accoiding to claim 1, wherein said record-
ing medium comprises a disk-type fecording medium, the in-
formation for authentication being modulated radially of

said recérding medium and recorded therein.

8. A method according to claim 4, wherein said record-
ing medium comprises a disk-type recording medium, the in-
formation for authentication being modulated radially of
said recording medium and recorded therein, and wherein éaid
absolute authentication process and said arbitrary authenti-
cation process comprise the steps of:

detecting a modulated component f£from said recording me-
dium;

detecting the information for authentication from said
modulated component; aﬁd

deciding whether the detected information for authenti-
cation 1s in agreement with predetermined information and
recorded in said predetermined position, and outputfing a
normal signal if the detected information for authentication

is 1n agreement with predetermined information and recorded



47 displaying information representing an authenticated result of either
sai d absol ute authentication process or said arbitrary authentication

process. 12. A disk playback apparatus for playing back iul Inm

di sk-type recordi ng medi um conprising: absol ute authent il mmml ﬁmlﬂmr‘ '
perform ng -an absol u- te authentication process for autherftiattng"as *
recording me- diumw th information forgeaut hentication being recorded in a
predeterm ned position therein, according to a first rule at a

pr edet er m 141 depradet srhihédr yosttDeAtl i cation neans for performng an
arbi- trary authentication process for authenticating said record- ing

medi um according to a second rule at an arbitrary tinme. 13. A disk playback
apparatus according to claim 12, wherein said absol ute authentication nmeans
conpri ses nmeans9f oA pethodnaagordingabeotiliadmabt, hwheredn eaigr oeswrdrccor d-
ing to said first rule when said recording nmedium starts be- ing accessed
for the fiisg medbumaadmprigesr ai digkytypehrecoriddag medivans thenpinises

means for performng said arbitraré aut henti cati on process according to
sai d secongormpbiar fexrsaubhertirpsionabgingsBrdrdadedthaadicddiyorHr ocess.

14. A di sk playback appar at accor.di ng t laim 12, wherein said first
rule in sang§b§698Fggggtﬂ§ P@a??gnr53855§§ bFF d ARl sheredds ofatd

aut hentication _neans_i s 4§ .
access means comprises means for performing the steps of:

detecting a modulated component from said recording me-
dium; .

detecting the information for authentication from said-,
modulated component; and .

deciding whether the detected information for authenti-
cation is in agreement with predetermined information and
recorded in said predetermined position, and outputting a
normal signal if the detected information for authentication
is in agreement with predetermined information and recorded

in said predetermined position.

10. A method according to claim 1, further comprising
the step of:

forcibly ending a processing being executed if either
said absolute authentication process or said arbitrary

authentication process does not result in normal authentica-

"tion.

11. A method according to claim 1, further comprising
the step of:



that nor mal —autthentication 1S declared if the information for

~authent|cat| being recorded in said predetern ned

p05| tion, mlmc“ﬂﬂlmmw mL: in said arbi- trary authentication process
per f orned by gald arbitra¥y *aut hentication neans i s that nornma
authentication is de- clared if the information for authentication is
detected as being not recorded. 15. A % k playback apparatus according to
claim 14, wherein said absolute authentlcatlon means conpri ses aut hen-
tication informyisplaeingtingolR@tson Ofepeéschtifigt b authletiRiated
recorded in said predeterm ned position when said recording nmedium starts
bei ng accesseshilianf asbthert esalbdi absobutaranthéntidatian pyrovessalor
authentication if the de- tected infornmation conprises information for

aut hent i catsasid awbii teady cavthentjcabionnpreaessn neans conprises arbitrary
I nformati on detecting neans for detecting information froman arbitrary
position except said predeternined position on said recording nmedium and
arbitrary decision neans for_de- claring normal_ authentication if the

det ect ed i nf or mat? ond88XnBLAEBAGK SBPREREPRALCLEN PRGYIng Rawk dafumae.

A di sk pl aypback appar ccordin claim 12, mhere n said first rule in
salh abgolﬁ +°3? gﬂta gﬁ gﬁpﬁrﬁégg§%889fﬂpﬁé I%ﬁﬁﬁéutel e

ST C o RS BRSSPI oL
sai d predet gamaefeRPTLht BN grB%%E'V%Gr G%&%ﬂﬁié%%%ﬁ&’él4é%6£hfﬁﬁche-

arbitrary authentication process perforne
dium with information for authentication being recorded in a

predetermined position therein, according to a first rule at
a predetermined time; and

arbitrary authentication means for performing an arbi-
trary authentication process for authenticating said recoxrd-

ing medium according to a second rule ‘at an arbitrary time.

13. A disk playback appargtus according to claim 12,
wherein said absolute authentication means comprises means
for performing said absolute authentication process accord-
ing to sald first rule when sald recording medium starts be-
ing accessed for the first time, and said arbitrary authen-
tication means comprises means for performing said arbitrary
authentication process according to said second rule at

least once after said absolute authentication process.

14. A disk playback apparatus according to claim 12,
wherein said first rule in sald absolute authentication

process performed by said absolute authentication means is



said arbitrary authentication neans is that normal authenti- cation is

Ts ot recorded 15 received. 17. Aisk playback apparat us (ANNAUEATTIN

claim 16, further conprising: access neans for accessing sail recérdings *
medi um and out putting a normal signal if the information for authenti-
cation is recorded in said predeterm ned position; said absolute

aut henti cati on nmeans conprising absol ute deci sion neans for decl aring

nor mal autdiRil ifc¥mOD ddtitaiEidiion £4 Wdldted ecei ¥RE; iafgrRatdoar bitrary
aut henti cati on neans conprising arbi- trary decision nmeans for declaring an

abnor mal aghenititenticatiod Bidetestdd & PpelngsreeoededdinlBaid di sk

pl ayback apparatus according to claim 12, wherein the information for

aut hent i c agrede termimed apesti ton di and ysafd ssedondcondiengnnedidnazbd -
recorded therein. 19. A disk playback apparatus according to claim 14,
wher ei n t Heraxy cawthénticationt pencésat penfosmeddbyasaddr arbditzhcy of said
recordi ng medi um and recorded therein, and wherein said absolute

aut hent i caauthenbheation meaws aisi that spgrmalnentheatieatieandscfpri se:
50 nodul at ed conponent detecting neans for detecting a nodul ated conponent
from sai d eteEedi h§ BRei W°H@?g%?9nﬁ°ﬁeaﬁ§hPBFiEf@ithPi A§ erdectes: @i on

for authentication fron1saig nodul at ed conponent; and aut henti cation
deci si on nReMRIFRPLERFAFAG nhet her t he

15. A disk playback apparatus according fo claim 14,
wherein said absolute authentication means comprises authen-
tication information detecting means for detecting the in-
formation recorded in said predetermined position when said
recording medium starts being accessed, and absolute deci-
sion means for declaring normal authentication if the de-
tected inforﬁation comprises information for authentication,
and said arbitrary authentication means comprises arbitrary
inférmation detecting means for detecting information from
an arbitrary position except said predetermined position on
sald recording medium, and arbitrary decision means for de-
claring normal authentication if the detected information

does not comprise information for authentication.

16. A disk playback apparatus according to claim 12,
wherein said first rule in said absolute authenticafion
process performed by said absblute authentication means is
that normal authentication is declared if a signal indicat-

ing that the information for authentication is recorded in



det ect ed i nf ormatiom for—authentication is in agreement with predeterm ned

i nformati on and neaded g n-said predeterm ned position, and outputting a
normal signal i f”"’!m@mw MHL formation for authentication is in
agreenent with predetel-"gn MWhformati on and recorded in said
predeterm ned posi- tion. 20. A disk playback apparatus according to claim
17, wherein the information for authenyipcation is nodulated ra- dially of

sai d recording nmedium and recorded therein, and wherein said access mnmeans

compri ses: 5898UbILALaCRARN"polak It 09 JRRANS I, dREUAL0 Sosmill 2l o

conponent rom recor I etecting means tor detecting the

i nformatiop,har 1aUGBSAL KeRHitYaly ARt TRINE 15N G %&&@é@@rxfée&foﬁﬁéa by

aut henti cati on decision nmeans for deciding whether the detected infornmation

for authenghgal a@bitrary AWtPRIRAcatiidh Mdal erdn fiedt | AdBMABt Aathandi -
recorded in said predeterm ned position, and outputting a normal signal if

t he detect edtilon fier @eldlardd i Eignaibtimiicsting aghatntheé snfbrma-
predeter- mned information and recorded in said predeterm ned posi- tion.
51 21. A ditdonplfarb ack heyidncs tiisom cico rmb thgréaoxded ni g 2receivedr conpri si ng
means for forcibly ending a processing being executed if either said

absol ute aut hentication proc- ess perforned by said absol ute authentication
means or said arbitrary authentication process performed by said arbitrary
aut henticati on fgand RAAYRAGK t aPPAFRF RS | 2eCPRAARIc ko claim 16,

further comprising:

access means for accessing said recording medium and
outputting a normal signal if the information for authenti-
cation 1s recorded in said pfédetermined position;

sald absolute authentication means comprising absolute
decision means for declaring normal authentication if said
ﬁormal signal is received; and

said arbitrary authentication means comprising arbi-
trary decision means for declaring an abnormal authentica-

tion if sajid normal signal is received.

18. A disk playback apparatus according to claim 12,
wherein the information for authentication is modulated ra-

dially of said recording medium and recorded therein.

19. A disk playback apparatus according to claim 14,
wherein the information for authentication is modulated ra-
dially of said recording medium and recorded therein, and
wherein said absolute authentication means and said arbi-

trary authenticatlion means comprise:
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tion. 22. An entertai nment apparatus for perform ng process—-ng-operattons—

*usi ng programs and data reproduced froma re- cording nedi risj.na:
absol ute authentication means for perforning an absol u- tejﬂ“ﬂaﬁmj‘ﬂﬂﬂml I“l
process for authenticating a recording ne- diumwth infor PO Y

aut henti catdi on being recorded in a predeterm ned position therein,
according to a first rule at a predetermned tine; and arbitrary

aut hentication means for performng a®%rbi- trary authentication process
for authenticatinguiaid record nd rule at an

- di di ng t
arbitrary tine.m9 ?ﬁegn?%??ﬁ?ﬁhg%?gE%%§$%§3§g%Bég%BFﬁS%F§% ﬁgﬁnFZZ,
wher ei i d | yt t henti cati ' f f or mi
eai - abso BPAALAERt EoREPRERL o BbhoR-LRCEPqELRERL: BRATRATT 1 1 Tl ¢ When”
sai d recording HEQFH@L?Q%\EﬁnQefornaeﬁgﬁﬁiﬁﬁgtﬁgr fih%ﬁda;t&tozf iggy, and said
arbitrary authen- "trcatron neans conprises freans for performng said
arbitrary au#ﬂsﬁﬂea%&ggs EFQﬁe§§iﬁCﬁedﬁl89eHOc%ﬂlb@n%@ﬁﬂn%rfdl| e at 52

| east once after sal olute authentication process. 24. An entertainment
appar at us accor dyffieh®icatidn?dect8ebal Reankd bl Hedidithd WHstHbahgM ut e
aut henti cati on process performed by said absolute authentication neans is
that nor majegethea idFormationdEoraaathehtibativhoimtinagmiement with
authentication is detected as being recorded in said predeterm ned
posi ti on, pirédetiedmimedndnformationaiandareicoridedr yingaiaghtprsie ternpiroedss
performed by said arbitrary ' :
position, and outputting a normal signal if the detected in-

formation for authentication is in agreement with predeter-
mined information and recorded in said predetermined posi?

tion.

20. A disk playback apparatus according to claim 17,
wherein the information for authenticatien is modulated ra-
dially of said recording medium and recorded therein, and
wherein said access means comprises:

modulated component detecting means for detecting a
modulated component from séid recoxrding medidm;

detecting means for detecting the information for
authentication from said modulated component; and

authentication decision means for deciding whether the
detected information for authentication is in agreement with
predetermined information and recorded in said predetermined
position, and outputting a normal signal if the detected in-
formatioﬁ for authentication is in agreement with predeter-

mined information and recorded in said predetermined posi-

tion.



aut hentication neans is that normal authentication is de- clared if the
dnformation for authentication is detected as being not recorded. 25. An
entertai nnent apparatus according to claim?24, wherein sﬁmmﬁﬁﬂm”ﬂ I”m
aut henti cati on nmeans conprises authen- tication informnat y ns
for detecting the in- formation recorded in said predeterhined ‘poditton®

when said recording nmediumstarts belng accessed, and absol ute deci- sion
means for declaring normal authenticat dn if the de- tected information

f 1 t hegt i ti
e ot Lot T3, 80 dith A A A0 SBLeALRG EB AU G cot on
i nformati ogy Ega@za%og{ﬁfgﬂ{gy ROfd 1y PEEPIL BRI énaiﬁgeAeb%ea.d,F&ﬁgi tion

on said recording medium and arbitrary deci sion neans de- aring

nor mal  aut heAhigC Adedntida tire dhetist ashidf 981008 daeEeALca®IBh Poc-

I nformation for authentication. 53 26. An entertai nnment apparatus
accordi ng e@sCpairfickhed\sy adaid abbdiutsé dntkRenbtisatioabmelanise or said
aut henticati on process perfornmed by said absol ute authentication neans is
t hat nornahnhﬂﬁnany(authnntinatibnnpmb¢ésa pegfiakmeddbyatsaiidn gribidiraxye

i nformation for authentication is recorded in said predeterm ned position
i's recei veduthehsigat ber greans| @0es Bof drasbltr dnyngrmedn@uddendiiqaocess
performed by said arbitrary authentication nmeans is that normal authenti-
cation is dd@red if a signal indicating that the informa- tion for
authentication is not-recorded is received. 27. An entertai nnent apparatus
according to cl aim 26,

22. An entertainment apparatus for performing process-
ing operations using programs and data reproduced from a re-
cording medium, comprising:

absolute authentication means for performing an absolu-
te authentication process for authenticating a recording me-
dium with information for authentication beilng recorded in a
predetermined position therein, acdording to a first rule at
.a predetermined time; and

arbitrary authentication means for performing an arbi-
trary authentication process for authenticating said record-

ing medium according to a second rule at an arbitrary time.

23. An entertainment apparatus according tp claim 22,
wherein said absolute authentication means comprises means
for performing said absolute authentication process accord-
ing to said first rule when said recording medium starts be-
ing accessed for the first time, and said arbitrary authen-
tication means comprises means for performing said arbitrary

authentication process according to said second rule at
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further conprising: access neans for accessing said recording nmedi-unrand—

soutputting a normal signal if the information for authentis ' '
recorded in said predeterm ned position; said absolute & mﬂﬁm I}ﬂmm’mﬂ}ns
conpri si ng absol ute deci sion nmeans for declaring norm

said normal- signal is received; and said arbitrary authentication neans
conprising arbi- trary decision neans f decl ari ng an abnornal authentica-
tion if said normal signal is received. 58 An entertai nment apparatus

2Cc0r 11 | QL 22 VIR 80 e Bblcatiq dutSRRIDSAMlasgeg, O S Lipe

rat ron tion nodu- | at ed
radially of said recording nmedium and recorded 54 thereln 29. An

entertai nnment apparatus according to claim24, wherein said recording

medi um conpri'sega ﬂhs%nttw%aim% epidrtdist Boddiint O FRéiRin! 25

aut hentication being nodu- lated radially of said recording nedi um and

recorded t{peebAn 8addVFareith el @b selid abddivaY infthem: ieatsoand said
arbitrary authentication neans conprise: nodul ated conponent detecting

nmeans for gebeekisnperHurthednbyd sl @bsuldte awdich ot Jon gneans uls
detecting neans for detecting the information for authentication fromsaid
nodul at ed ¢hato nextrala o tieniaicattan drs degiamed mdahe oknfermakagnuhet her
the detected information for authentication is in agreement with
for authentication is detected as being recorded in said
predetermined position, and said second rule in said arbi-
trary authentication process performed by said arbitrary
authentication means is that normal authentication is de-
clared if the information for authentication is detected as

being not recorded.

25. An enterfainment apparatus according to claim 24,
wherein said absolute authentication means comprises authen-
tication information detecting means for detecting the in-
formation recorded in said predetermined position when said
recording medium starts being accessed, and absolute deci-
sion means for declaring normal authentication if the de-
tected information comprises information for authentication,
and said arbitrary authentication means comprises arbitrary
information detecting means for detecting information from
an arbitrary position except said predeterminéd position on
sald recording medium, and arbitrary ﬁecision means for de-
claring normal authentication if the detected information

does not comprise information for authentication.



pr edet er m ned -+nfornmatiom and Tecorded in said predeterm ned position, and
*out putting a nog ' "detected in- formation for authentication
is in agreenent ﬂi‘ H“Emu ﬂ'"ﬂwned i nformati on and recorded in said

pr edet er m ned p N entertai nment apparatus according to claim

27, wherein said recording nediumconprises a di sk-type record- ing medi um
the information for authentication being nodu- |lated radially of said

recordi ng nediun1and recorded t herei n, d wherein said access neans
conprises: nodu nt. det t|n ans f tin dyl,at ed
conponent fron1 :ﬁ#ﬂﬁ%f éin rn%?ﬁn%§§°ﬁ§i§§ak ?g E@ ?ECtlng
the infor o, | £$ﬂH£ nand

aut henti cati on eC|s§1|§'(l§r1t¥r?'\r:¥a§n€a"%d f?fg %ﬁ er ﬁﬂt(f}a{&gggggal nf or mat i on
for aut hen%&%@e d"'alﬁb&i&é’ét&ﬁﬁh@ﬁ’éibﬂi%ﬁahb%sa&% _
recorded i n sal predetern1ne p05|t|on and outputting a normal signal if

the det ect e@halthndrfdBldWthdREicat it §adéoateal Nfadr e2gRAl Wndlcat-
predeter- mned information and recorded in said predeterm ned posi- tion.

31. An ent amicghihE tt1ep phi Bbifa BLeW o Jatithéhtigat2onf Wst ecord@sad i ng
means for forcibly ending a processing being executed if either said

absol ut e agdiehtprsietermimed posipioh olsedebgivadd ahdolsati@d meidvexd i cati on
means or said arbitrary authentication process perforned by said arbitrary
aut hent i catifudre rigarsatidearbbtraryuauthenhicationuproseissaperformed by
said arbitrary authentication means is that normal authenti-
cation is declared if a signal 1ﬁdicating that the informa-

tion for authentication is not -recorded is received.

27. An entertainment apparatus according to claim 26,
further comprising:

access means for accessing sald recording medium and
outputting a normal signal if the inférmation for authenti-
cation is recorded in said predetermined position:

said absolute authentication means comprising absolute
decision means for declaring normal authentication 1f said
normal signal is received; and

sald arbitrary authentication means comprising arbi-
trary decision means for declaring an abnormal authentica-

tion if said normal signal is received.

28. An entertainment apparatus according to claim 22,
wherein said recording medium comprises a disk-type record-
ing medium, the information for authentication being modu-

lated radially of said recording medium and recorded



tion. 32. An entertai nment apparatus according to claim 22, further

‘conprising display neans for displaying information representingan——————-
aut henticated result fromeither said abso-

said arbit r_ary aut henti cati on neans. e authent! Ca”"mclmﬁiﬂ!m'w”!"

54

therein.

29. An entertainment apparatus according to claim 24,
whereln said recording medium comprises a disk-type record-
ing medium, the information for authentication being modu-
lated radially of said recording medium and recorded
therein, and wherein said absolute authentication means and
said arbltrary authentication means comprise:

modulated component detecting means for detecting a
modulated component from said recording medium;

detecting means for detecting the information for
authentication from said modulated component; and

authentication decision means for deciding whether the
detected information for authentication is in agreement with
predetermined information and recorded in said predetermined
position, and outputting a normal signal if the detected in-
formation for authentication is in agreement with predeter-

mined information and recorded in said predetermined posi-

tion.

30. An entertainment apparatus according to claim 27,
wherein said recdrding medium comprises a disk-type record-
ing medium, the information for authentication being modu-
lated radially of said recording medium and recoxrded
therein, and wherein said access means comprises:

modulated component detecting means for detecting a

modulated component f£rom said recording medium;
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detecting means for detecting the information for
authentication from said modulated component; and

authentication decision means for deciding whether the
:detected information for authentication is in agreement with
predetermined information and recorded in said predetermined
position, and outputting a normal signal if the detected in-
formation for authentication is in agreement with predeter-

mined information and recorded in said predetermined posi-

tion.

31. An entertainment apparatus according to claim 22,
further comprising means for forcibly ending a processing
being executed if either said absolute authentication proc-
ess performed by said absolute authentication means or said
arbitrary authentication process performed by said arbitrary

authentication means does not result in normal authentica-

tion.

32, An entertainment apparatus according to claim 22,
further comprising display means for displaying information
representing an authenticated result from either said abso-

lute authentication means or said arbitrary authentication

means.



