IDENTITY VALIDATION SYSTEM AND METHOD

TECHNICAL FIELD

[001] The present disclosure relates to a system and method for validating an identity of

an individual.
BACKGROUND

[002] Many situations call for validation of a person's identity. For example, merchants
are often faced with the issue of validating the identity of a consumer, for example
as part of an enrolment or on-boarding process for an online service. In another
example, a merchant, or employee of the merchant, may be required by law to
verify that the consumer is above a certain age for purchases such as alcohol. Age
verification is typically performed by the consumer providing the merchant with a
form of identification, typically a government-issued document such as a driver’s

license, which the merchant then validates by inspection.

[003] It may not be possible for a merchant to readily determine if an identification
document presented by a consumer is genuine or fraudulent. In addition, the
consumer may be a tourist or foreigner and as such, the identity document provided
may be issued by a foreign government and/or may be in a language that is

unfamiliar to the merchant.

[004] In a further example, it may be a requirement in certain countries that guests of a
hotel provide some form of identification at the time of check-in. Typically, the
employee of the hotel makes a copy of the identity document, such as a passport,
and stores it. It is difficult for the hotel staff to be able to validate that the guest is
indeed the holder of the identity document and to verify that the identity document

is genuine.

[005] For online purchases, there is no reliable mechanism for validating the identity of
a consumer. For example, an e-store that offers products for delivery may not be
able to verify the age of a consumer, other than by prompting the consumer to
confirm that they are above a certain age threshold before they are allowed to
purchase alcohol. In these circumstances, often no further verification is required
beyond the consumer selecting the option, “Yes, I am above 18 years old” (for

example).



[006] Existing systems therefore fail to provide a secure and reliable method of verifying
the identity of a consumer. It is desirable therefore to overcome or alleviate one

or more of the above-identified issues, or at least to provide a useful alternative.
SUMMARY

[007] In a first aspect, the present disclosure relates to an identity validation system

comprising:

at least one processor in communication with computer-readable storage,
the computer-readable storage having stored thereon instructions for causing the
at least one processor to:

receive, from a requesting device, an identity validation request, the identity
validation request comprising identity data and a payment credential;

determine, from the payment credential, an issuer of the payment
credential;

transmit, to the issuer, a verification service request message that
comprises the identity data and the payment credential;

receive, from the issuer, a verification service response indicating whether
or not the identity data has previously been associated with the payment
credential; and

based on the verification service response, transmit, to the requesting

device, an indication as to validity of the identity data.

[008] The identity data may comprise an identifier of an identity document. For example,
the identity document may be one of: a passport; a driver’'s licence; or a

government issued identity card.

[009] In some embodiments, the identity data is associated with a plurality of identifiers
of respective identity documents; and wherein the verification service response
comprises a positive indication as to validity of the identity data if all of the

identifiers have previously been associated with the payment credential.

[010] In some embodiments, the instructions further comprise instructions for causing
the at least one processor to generate a confidence score based on payment data

associated with the payment credential.

[011] In some embodiments, the instructions further comprise instructions for causing
the at least one processor to generate a token to be sent to the requesting device

for storage at the requesting device.
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The verification service request message may be an ISO 8583 or ISO 20022
message, and the identity data may be encoded in a private data field of the ISO
8583 or ISO 20022 message.

The identity validation system may further comprise:

an issuer system that is configured to:

parse the verification service request message to retrieve the
identity data;

perform a lookup operation to match one or more identifiers in the
identity data to identifiers that have previously been stored in association
with the payment credential; and

transmit a verification service response indicating whether or not the
one or more identifiers have previously been associated with the payment

credential.

In some embodiments, the issuer system is configured to, prior to said lookup
operation, perform a user verification operation comprising:

retrieving communication data associated with the payment credential;

sending, to a user device, a request for user verification using the retrieved
communication data;

wherein upon receipt of user verification from the user device, the issuer

system is configured to perform the lookup operation.

In some embodiments, the user verification operation comprises one or more of:
matching a received passcode with a passcode associated with the consumer; and
matching received biometric data with biometric data associated with the

consumer.

In some embodiments, the passcode is a string of alphanumeric characters issued

by the issuer system to the user device.

In a second aspect, the present disclosure provides an identity validation method
implemented by one or more processors, the method comprising:

receiving, from a requesting device, an identity validation request, the
identity validation request comprising identity data and a payment credential;

determining, from the payment credential, an issuer of the payment
credential;

transmitting, to the issuer, a verification service request message that
comprises the identity data and the payment credential;

parsing the verification service request message to retrieve the identity
data;
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performing a lookup operation to match one or more identifiers in the
identity data to identifiers that have previously been stored in association with the
payment credential;

transmitting a verification service response indicating whether or not the
one or more identifiers have previously been associated with the payment
credential; and

transmitting, to the requesting device based on the verification service

response, an indication as to validity of the identity data.

The method may comprise a user verification operation comprising: retrieving
communication data associated with the payment credential; sending, to a user
device, a request for user verification using the retrieved communication data; and
upon receipt of user verification from the user device, performing the lookup

operation.

In some embodiments, the user verification operation of the above method
comprises one or more of: matching a received passcode with a passcode
associated with the consumer; and matching received biometric data with biometric

data associated with the consumer.

In some embodiments of the method, the passcode is a string of alphanumeric

characters issued by the issuer system to the user device.

In some embodiments of the method, the identity data comprises an identifier of
an identity document, such as of a passport; a driver’s licence; or a government

issued identity card.

In some embodiments of the method, the identity data comprises a plurality of
identifiers of respective identity documents; and wherein the verification service
response comprises a positive indication as to validity of the identity data if all of

the identifiers have previously been associated with the payment credential.

Some embodiments further comprise generating a confidence score based on

payment data associated with the payment credential.

Some embodiments further comprise generating a token to be sent to the

requesting device for storage at the requesting device.

In some embodiments of the method, the verification service request message is
an ISO 8583 or ISO 20022 message, and wherein the identity data is encoded in a
private data field of the ISO 8583 or ISO 20022 message.



[026] In a third aspect of the present disclosure, there is provided one or more non-
transitory computer-readable media for causing at least one processor to perform

a method as disclosed herein.
BRIEF DESCRIPTION OF THE DRAWINGS

[027] Embodiments of the present invention will now be described, by way of non-limiting

example, with reference to the drawings in which:
[028] Figure 1A is an architecture diagram of an example system for identity validation;

[029] Figure 1B is an architecture diagram of another example system for identity

validation;

[030] Figure 2 is a sequence diagram of an embodiment of a process for identity

validation;

[031] Figure 3 is a sequence diagram of another embodiment of a process for identity

validation;

[032] Figure 4 is a sequence diagram of a revalidation process flow for a user who has

already had their identity validated by the process of Figure 3;

[033] Figure 5 is an architecture diagram of an identity service apparatus of the system

of Figure 1; and
[034] Figure 6 is an architecture diagram of an issuer system of the system of Figure 1.
DETAILED DESCRIPTION

[035] Embodiments of the invention provide an identity validation system. The identity
validation system may be configured to receive, from a requesting device, an
identity validation request, the identity validation request comprising identity data
and a payment credential. For example, the identity validation system may be, or
may comprise, a payment network, such as the Banknet processing network

operated by Mastercard International, Inc.

[036] The identity validation system may determine, from the payment credential, an
issuer of the payment credential, and transmit, to the issuer, an account verification
request message, such as an account status inquiry message, that comprises the
identity data and the payment credential. Conventionally, an ISO based verification
service is used for determining validity of a payment card (e.g., checking that the
card has a valid number, is not expired, and that the corresponding account is in

good standing). As used herein, the verification service is not for checking validity



of the card, but rather for checking validity of information relating to the identity

of an individual.

[037] The identity validation system may also comprise an issuer system that is
configured to parse the account status inquiry message to retrieve the identity
data. A lookup operation is performed to match one or more identifiers in the
identity data to identifiers that have previously been stored in association with the
payment credential. The issuer system then transmits a verification service
response indicating whether or not the one or more identifiers have previously been

associated with the payment credential.

[038] Based on the verification service response, an indication as to validity of the identity

data may be transmitted to the requesting device.

[039] Advantageously, the identity validation system makes use of the fact that issuer
systems routinely store data relating to the identities of their customers, due to
regulatory requirements such as "know your customer" (KYC) regulations. That
data is stored in association with one or more payment credentials. Accordingly,
identity validation requestors, such as merchants, may transmit a user's payment
credential together with the identity information they wish to validate (such as a
driver's licence number), and the request may be routed by, for example, a
payment network using the payment credential, in a manner similar to a standard
credit card or debit card transaction. However, rather than a transaction request,
the validation request is sent as a non-financial request message in the form of a
verification service request (such as an account status inquiry request).
Accordingly, in at least some embodiments, existing payment system infrastructure
may be used in an entirely new way to provide novel functionality to merchants

and other identity validation requestors such as healthcare providers.

[040] Identity data validated by the system and method of the present disclosure may
comprise one or more of: national ID; passport number; given name; surname;
date of birth; address; and phone number. Payment credentials that may be
associated with one or more of these may comprise primary account number (PAN)

or a tokenised form thereof; expiry date; and card verification value (e.g., CVV2).

[041] Figure 1A shows an example system 10 which comprises an identity validation
system 14 that is in communication with an identity validation requestor, in this
case an in-store platform 32. The in-store platform may be, or may include, a
point-of-sale (POS) system, for example. The architecture shown in Figure 1A is
suitable for implementation of in-store identity validation, i.e. situations in which a

user 22 is in possession of a physical payment device such as a payment card or a



payment-enabled contactless device such as a smartphone 18, and uses that
physical payment device to interact with a suitably equipped reader such as a

payment terminal 33.

[042] The identity validation system 14 is also in communication with a plurality of issuer
systems 16. Embodiments of the invention will be discussed below with reference
to a single issuer system 16, but it will be appreciated that, in practice, many
different issuers 16 can form part of the system 10. In some embodiments, one or
more issuer systems 16 may be considered to be part of the identity validation

system 14.

[043] In-store platform 32 may make an identity validation request to the identity
validation system 14, which processes the request and routes it to an appropriate
issuer 16 based on its content. The identity validation request may be initiated by
the in-store platform 32 receiving input from a user 22 whose identity is to be
validated, for example via a computing device of the user such as mobile device
18, and/or via a merchant device such as a point of sale (POS) terminal 33. For
example, user 22 may tap, dip or swipe a payment card at terminal 33 to enable
the terminal 33 to capture payment credentials including a PAN and expiry date of
the payment card. These payment credentials can then be sent by terminal 33 as
part of an identity validation request. In another example, user 22 may tap mobile
device 18, which has stored thereon one or more tokenised payment credentials
(e.g., in association with a digital wallet of user 22), and terminal 33 may transmit

the tokenised payment credentials as part of the identity validation request.

[044] The identity validation system 14 may comprise one or more of: a payment network
20, such as Banknet of Mastercard International Inc.; an identity service 26 that is
in communication with the payment network 20; and a data store 28 that may

store information relating to issuers 16 that support identity validation.

[045] The communication between the identity service 26 and the issuer 16 may be via
ISO-based messages (e.g., ISO 8583 or ISO 20022), such as an account status

inquiry (ASI) message, or may be via an issuer API.

[046] In-store platform 32 may form the identity validation request (for example, via the
POS terminal 33) and transmit the request to payment network 20 via acquirer 15,

and the payment network 20 may thus be triggered to call the identity service 26.

[047] System 10 also comprises a token service 40, such as Mastercard Digital
Enablement Service (MDES). The token service 40 may cooperate with issuer 16

to provide, to user 22 via his or her computing device 18, tokenised payment
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credentials that are more secure than raw payment credentials such as primary

account numbers (PANSs).

A tokenised payment credential, or simply "payment token", is typically a substitute
payment number that has the same format as a PAN, and is securely stored in
association with the PAN in a token vault that is only accessible by token service
40. A payment token may also have certain rules associated with it (known in the
art as domain controls) to further reduce the risk of fraud. For example, a token
may be a single-use, limited-use (e.g., limited number of uses and/or time period
in which it can be used), limited by total transaction value, and/or limited to use at
specific merchants or in specific contexts (e.g., online transactions only). All this
information is stored in relation to the token at token service 40, and can be
provided to the issuer 16 to assist the issuer 16 in deciding whether to approve or

decline a transaction.

Figure 1B shows an alternative architecture which is suitable for implementing
identity validation in a "card not present" scenario. In Figure 1B, a user 22
operating a computing device such as smartphone 18 interacts with a merchant's
web platform 30 (or alternatively, a mobile application server). In certain
embodiments, the web platform 30 may cooperate with an acquirer system 15
and/or a payment service provider (PSP) system 34, to transmit identity validation
requests to identity validation system 14, as appropriate and as described in further

detail below.

The identity validation system 14 of Figure 1B further comprises an identity service
API 24 for making calls to the identity service 26, and in some embodiments, the
web platform 30 may communicate directly with identity service 26, via API 24 (for
example), to make identity validation requests. The identity service 26 may
subsequently communicate with issuer 16 to request processing of the identity
validation request at the issuer 16. The communication between the identity
service 26 and the issuer 16 may be via ISO-based messages (e.g., ISO 8583 or
ISO 20022), such as an account status inquiry (ASI) message, or may be via an

issuer API.

In other embodiments, web platform 30 may communicate with payment network
20 via PSP 34 and acquirer 15, thereby triggering payment network 20 to call the

identity service 26.

Figure 2 shows a sequence diagram of an example method 200 for validating an
identity of a user 22, the identity validation method 200 being carried out in an "in-

store" environment. Although referred to as "in-store", it will be appreciated that



the method 200 is applicable in non-commerce contexts, such as in hospitals or
other healthcare contexts where the primary purpose of identity validation is non-
commercial. The method 200 is described below with reference to the architecture
of Figure 1A, though it will be appreciated that it may be implemented in different

architectures.

[053] At step 202, a request to enter identity information for validation by user 22 may
be initiated by in-store platform 32. For example, a display of a standard POS
terminal, or of a mobile POS terminal, of the in-store platform 32 may display a
prompt to enter the identity information. In some embodiments, a mobile POS
terminal may prompt user 22 to scan a document containing the identity
information, such as a government-issued identity document (e.g., a passport,
national ID card or driver's licence). For convenience, both a standard POS terminal
and a mobile POS terminal will be referred to below as a "terminal" 33, and
distinction will be drawn between the two only where necessary. In the
embodiment of Figure 2, the standard POS terminal or mobile POS terminal may
act as a requesting device to transmit an identity validation request on behalf of

in-store platform 32.

[054] At step 204, the user 22 provides identity information, for example by entering an
alphanumeric string using a keypad or touch screen of the terminal 33, or by
scanning a document with a camera that is part of, or is attached to, the terminal
33. The user 22 may also simply provide an identity document to the merchant for
performing the data entry. In other embodiments, identity information may be
transmitted directly from a user 22's mobile device 18 to the terminal 33, for
example via a digital wallet application executing on the mobile device 18. In some
embodiments, more than one set of identity information may be entered - for
example, details relating to both a national ID card and a driver's licence may be

entered.

[055] Also as part of step 204, a payment credential may be entered by the user 22 or
by the merchant 32. For example, user 22 may tap, swipe or dip a payment card
at the terminal 33 or at a payment card reader thereof, to cause the payment card
credential to be read in conventional manner. Alternatively, a PAN of the payment
card may be entered manually at the terminal 33. In another variation, a
contactless device that carries a tokenised payment credential of the user 22 may
be tapped at a contactless reader of the terminal, to initiate a transaction using a
payment token that is associated with the contactless device and/or with a digital

wallet application executing on the contactless device. Examples of contactless
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devices are smart phones, smart watches, fobs, and wearable devices such as rings

or bracelets that carry NFC circuitry configured for contactless payments.

[056] The payment credential, or the tokenised payment credential, may be entered prior
to or after entry of the identity information at in-store platform 32. To this end,
the terminal 33 may be configured such that it does not send any request until it

receives both the (tokenised) payment credential and the identity information.

[057] At step 206, the in-store platform 32, for example via terminal 33, generates a
verification service request message. The verification service request message
may be formatted according to ISO 8583 or ISO 20022, for example. In one
example, the verification service request message is an account status inquiry (ASI)
message. The identity information entered at step 204 may be encoded in a private
data field, such as data element (DE) 48 in the case of an ISO 8583-formatted ASI

message.

[058] Still at step 206, the verification service request message is transmitted by the
terminal 33 to identity service 26. This is typically done indirectly, by the terminal
33 first transmitting the verification service request message to the merchant's
acquirer 15, which then transmits it to payment network 20 of identity validation
system 14 in conventional fashion. The payment network 20 receives the
verification service request message, and detects that it is an identity validation
request. The payment network 20, on receiving the verification service request
message, may first scan any data fields that may indicate that the verification
service request message is a non-standard verification service request message.
For example, the payment network 20 may check whether a private data element,
such as DE 48, of an ISO 8583 message contains any data, and if so, flag the

message as an identity validation request.

[059] On detecting that the verification service request message is an identity validation
request, the payment network 20 may identify the issuer of the payment credential,
for example by performing a BIN lookup on the first few digits (typically, the first
6 digits) of the payment credential. The payment network 20 may then route the

request to identity service 26.

[060] Identity service 26 may check, in data store 28, whether the issuer identified by
the payment network 20 supports identity validation. If it does not, identity service
26 returns a decline message (typically in the same format as that of the verification
service request message, e.g. ISO 8583 format) with a message code indicating

that identity validation is unsupported. The decline message is returned to terminal
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33, via payment network 20 and acquirer 15, and an indication of the decline and

the reason for it may be displayed on terminal 33.

[061] If the issuer does support identity validation, the identity service 26 transmits the
verification service request message to the issuer 16. If the payment credential in
the verification service request message is not tokenised then the identity service
26 may transmit the verification service request message directly to the issuer 16.
On the other hand, if the payment credential is a tokenised payment credential,
identity service 26 first transmits, at step 207, the verification service request
message to token service 40, so that token service 40 can detokenise the tokenised
payment credential and transmit the verification service request message with the

linked payment credential (PAN) to the issuer 16 at step 208.

[062] At step 210, the issuer 16 may check whether the payment credential of user 22 is
enrolled for identity validation. If user 22 is enrolled, in some embodiments, the
issuer 16 may perform an identity validation process to validate the identity
information in the verification service request message. If the user 22 is not
enrolled for identity validation, the issuer 16 may simply respond with a decline

message.

[063] As part of the identity validation process, issuer 16 may retrieve, in a lookup
operation, account information for user 22, based on the payment credential
submitted as part of the verification service request message. The account
information may comprise independently validated identification data, such as a
passport number, driver's licence number, national ID number, etc. The
independently validated identification data may have been provided by user 22 at
the time of creating their account, and have been manually or automatically

checked by issuer 16 as part of a KYC process, for example.

[064] Once issuer 16 has retrieved the independently validated identification data, it may
be compared against the unvalidated identity information data in the verification
service request message to check whether the identity information data in the
verification service request message matches what is already on record. For
example, if there are multiple items of identity information on record, each one of
them can be compared against the identity information data in the verification
service request message to check for an exact match. If there are multiple items
of identity information data in the verification service request message, issuer 16
may require an exact match for each one with one of the multiple items of identity

information on record.
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[065] Optionally, at steps 212-216 and as shown in dotted lines, a user verification
process may be performed by issuer 16. This may be performed either before or

after the identity validation process discussed in the previous paragraphs.

[066] In the user verification process, at step 212, the issuer 16 may generate a request
for user verification of the identity validation request, and send the request to
device 18 of user 22, using a previously configured out-of-band channel (typically,
a one-time passcode sent to the user's mobile phone number or email address, or
to a mobile banking application executing on the user's device 18) of user 22,
details of which are stored in association with the user 22's account at issuer 16.
This is important for obtaining permission from the user 22 to perform the request

as well as to verify that the request originated from the user 22.

[067] At step 214, the mobile device 18 receives the user verification request and
prompts the user 22 to verify the request. For example, this may be by requesting
the user 22 to enter a password associated with an account or by sending a one
time password to the mobile device 18 and requesting that the user 22 enters the
one time password in a digital wallet application or mobile banking application

executing on mobile device 18.

[068] The response from the mobile device 18 is sent back to issuer 16 at step 216. If
the user verification is unsuccessful, a decline message is sent to terminal 33, via
payment network 20 (optionally, via token service 40 if applicable) and acquirer
15.

[069] At step 218, the issuer 16 transmits the results of the identity validation process to

identity service 26.

[070] For example, if there is a match (for all identity information in the verification
service request message), then the identity of the user 22 is considered to be
validated and the issuer 16 sends an verification service response message
indicating an approved status to the identity service 26. This may be sent directly
to the identity service 26, or as depicted in Figure 2, may be sent to token service
40 at step 218 to re-tokenise the payment credential, with the verification service
response including the re-tokenised payment credential then being sent by token
service 40 to identity service 26 at step 219. For example, the verification service
response may simply comprise a "00" response code that indicates approval
without any further information, thus indicating to terminal 33 that the request was
approved and that the user 22's identity information is therefore valid. In some

embodiments, further information may be included in the verification service
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response. For example, a code indicative of the type of identity information that

matched with the information on record may be included.

[071] When the identity service 26 receives the verification service response, it may
generate a session number, at step 220. The session humber may be used to keep
track of previously validated identity information, and may be transmitted to the
merchant's in-store platform 32 (step 222) so that the merchant can retain it as

proof of validation. This may be useful for audit purposes, for example.

[072] In an alternative embodiment of a method 300 for identity validation in an online
environment, as shown in Figure 3, instead of forming an ISO message for a
verification service request (e.g., in accordance with the ISO 8583 or ISO 20022
standards), the web platform 30 may directly communicate with identity service
26, by sending a request via API 24. The method 300 is described below with
reference to the architecture of Figure 1B, though it will be appreciated that it may
be implemented in different architectures. In the embodiment of Figure 3, a
computing device of the web platform 30 acts as a requesting device to transmit a

request for identity validation.

[073] At step 302, the web platform 30 initiates an identity validation request for user 22
at identity service 26, via the API 24. The identity validation request comprises a
payment credential of user 22, and identity information that the merchant operator

of web platform 30 wishes to validate.

[074] The payment credential may be entered by user 22 at the web platform 30.
Alternatively, the payment credential may already be stored at the web platform
30, and retrieved by web platform 30 when user 22 logs in at web platform 30 to
access their account (card on file). The actual payment credential, such as a PAN
of a payment card, may be stored at the web platform 30. Alternatively, a
tokenised form of the payment credential (referred to herein as a payment token)
may be stored at the web platform 30, to reduce the risk of fraud if the web platform
30 is compromised. As before, the payment token can be detokenised, at token

service 40 and as needed, for issuer 16 to process the identity validation request.

[075] Similarly, the identity information may be entered by user 22 at the web platform
30, if not already stored at the web platform 30.

[076] At step 304, identity service 26 stores the payment credential as session
information, and retrieves an address of an access control server of issuer 16,

transmitting this address to the merchant 30 at step 306.
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At step 307, merchant 30 sends a user verification request to the address of the
access control server of issuer 16. This triggers a user verification process. To this
end, steps 308, 310 and 312 in Figure 3 may be performed in substantially identical
fashion to steps 212, 214 and 216 of Figure 2 (as described above), respectively.

At step 314, the access control server of issuer 16 returns the user verification
result to merchant 30. If the user verification result is negative, the request is

declined and a decline message is displayed to the user 22.

Otherwise, at step 315, the merchant 30 generates a verification service request
message that comprises the payment credential, the identity information that is to
be verified, and the positive user verification result, and transmits the verification
service request message to identity service 26. For example, the verification
service request message can be an ISO 8583 or ISO 20022 message, and the
identity information can be stored in a private field such as DE 48. The verification
service request message may also comprise a transaction score that is generated
based on data relating to the request. For example, the transaction score may be
indicative of a confidence level that the transaction is being carried out by the actual
cardholder (as opposed to an unauthorised person such as an underage relative),
and may be computed based on merchant location, previous transactions
conducted with the same merchant or the same merchant type, and so on. For
example, a transaction being conducted in a merchant location or with a merchant
that has not previously appeared in transaction records for the account associated

with the payment credential may receive a lower score.

At step 316, the identity service 26 receives the verification service request
message, and validates it by confirming that it contains a positive user verification
result. The verification service request message is then sent to issuer 16 for

processing.

At step 318, as before, the issuer 16 conducts an identity validation process by
comparing the received identity information in the verification service request
message to the identity information on file (as retrieved via a lookup operation),
and if there is a match (for all identity information in the verification service request
message), then the identity of the user 22 is considered to be validated and the
issuer 16 sends a verification service response message indicating an approved
status to the identity service 26, at step 319. The identity validation process may

also take into account the transaction score generated at step 304.

For example, the verification service response may simply comprise a "00"

response code that indicates approval without any further information, thus
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indicating to identity service 26 that the request was approved and that the user
22's identity information is therefore valid. In some embodiments, further
information may be included in the verification service response. For example, a
code indicative of the type of identity information that matched with the information

on record may be included.

[083] At step 320, identity service 26 may initiate an on-behalf token request to token
service 40 to request generation of an identity token that indicates that the identity

information has been validated.

[084] Token service 40 transmits a tokenisation authorisation request to issuer 16, at
step 321. The tokenisation authorisation request may comprise the identity
information. It may also comprise merchant-specific information such as a
merchant identifier, merchant name, merchant location, type of goods sold,
merchant account ID (e.g., user's account on the merchant site), and any other

suitable information.

[085] At step 322, in response to the request, the issuer 16 may approve digitisation of
the identity information, and send an authorisation approval to the token service
40.

[086] At step 323, having received the authorisation approval, the token service 40
generates the identity token, and transmits it to the identity service 26. The
identity token contains an identifier that is mapped to the identity information at
the token service 40, and also contains the result of the identity validation process

performed by issuer 16.

[087] In one or more embodiments, the identity token may have domain controls applied
thereto. For example, the identity token may be restricted to the channel (e.g.,
merchant 30) for which it was requested. Details of any such domain controls may
be stored at token service 40 and/or issuer system 16. The identity token may

also have a restricted lifetime such that it expires after a given period, for example.

[088] At step 324, the identity service 26 transmits the identity token and the session
number to the web platform 30. Accordingly, the identity token may be used by
the merchant operator of web platform 30 to validate the user 22 when the user
22 next logs in, for example to make an online purchase. The user 22 does not
then need to re-validate their identity, for example for age verification purposes,

when performing a further transaction at the web platform 30.
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[089] An example of an identity validation flow for a returning user 22 who has previously
validated their identity at merchant 30, as in the process of Figure 3, is illustrated

in Figure 4.

[090] At step 402, merchant platform 30 prompts user 22 to verify their identity, and to
this end, user 22 may select an option to use an identity token from a previous

validation. This selection is sent to the merchant platform 30 at step 404.

[091] At step 406, the merchant platform 30 transmits an identity validation request to
identity service 26, the identity validation request comprising the identity token of
the user 22.

[092] At step 408, the request is forwarded by identity service 26 to issuer 16.

[093] At step 410, the issuer 16 may check whether the identity token comprises an
indication of a previous identity validation approval, and may also transmit, to

token service 40, a request to detokenise the identity token.

[094] Token service 40 detokenises the identity token at step 412 such that the identity
information to which the token is mapped can be retrieved. This is transmitted
back to the issuer 16 at step 414.

[095] At step 416, the issuer 16 receives the identity information, and checks whether it
is still associated with the user 22's payment credential. The issuer 16 then
generates a message indicating an approval (if still associated) or decline (if no

longer associated) of the request.

[096] At step 418, the message indicating the approval or decline is transmitted to

identity service 26, which then forwards it to merchant platform 30 at step 420.
Identity service 26

[097] Figure 5 shows an example computing device 500 that is capable of implementing
an identity service 26 of the system 10. In some embodiments, multiple computing

devices 500 may be considered to be a single system.

[098] The components of the computing device 500 can be configured in a variety of
ways. The components can be implemented entirely by software to be executed
on standard computer server hardware, which may comprise one hardware unit or
different computer hardware units distributed over various locations, which may
communicate over a network. Some of the components or parts thereof may also
be implemented by application specific integrated circuits (ASICs) or field

programmable gate arrays.
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[099] In the example shown in Figure 5, the computing device 500 is a commercially

available server computer system based on a 32 bit or a 64 bit Intel architecture,
and the processes and/or methods executed or performed by the computing device
500 are implemented in the form of programming instructions of one or more
software components or modules 522 stored on non-volatile (e.g., hard disk)
computer-readable storage 524 associated with the computing device 500. At least
parts of the software modules 522 could alternatively be implemented as one or
more dedicated hardware components, such as application-specific integrated

circuits (ASICs) and/or field programmable gate arrays (FPGASs).

[100] The computing device 500 comprises at least one or more of the following standard,

(a)
(b)
(c)

commercially available, computer components, all interconnected by a bus 535:
random access memory (RAM) 526;
at least one computer processor 528, and

a network interface connector (NIC) 530 which connects the computer device 500

to a data communications network and/or to external devices.

[101] The computing device 500 comprises a plurality of standard software modules,

(a)
(b)

comprising:
an operating system (0OS) 536 (e.g., Linux or Microsoft Windows); and

structured query language (SQL) modules 542 (e.g., MySQL, available from
http://www.mysqgl.com), which allow data to be stored in and retrieved/accessed
from an SQL database 28.

[102] Advantageously, the database 28 forms part of the computer readable data storage

524. Alternatively, the database 28 is located remote from the computing device

500 shown in Figure 5.

[103] The boundaries between the modules and components in the software modules 522

are exemplary, and alternative embodiments may merge modules or impose an
alternative decomposition of functionality of modules. For example, the modules
discussed herein may be decomposed into submodules to be executed as multiple
computer processes, and, optionally, on multiple computers. Moreover, alternative
embodiments may combine multiple instances of a particular module or submodule.
Furthermore, the operations may be combined or the functionality of the operations
may be distributed in additional operations in accordance with the invention.
Alternatively, such actions may be embodied in the structure of circuitry that

implements such functionality, such as the micro-code of a complex instruction set
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computer (CISQ), firmware programmed into programmable or
erasable/programmable devices, the configuration of a field-programmable gate
array (FPGA), the design of a gate array or full-custom application-specific
integrated circuit (ASIC), or the like.

Each of the blocks of the flow diagrams of those parts of the processes 200, 300
and 400 performed by the identity service 26 may be executed by a module (of
software modules 522) or a portion of a module. The processes may be embodied
in a non-transient machine-readable and/or computer-readable medium for
configuring a computer system to execute the method. The software modules may
be stored within and/or transmitted to a computer system memory to configure the

computer system to perform the functions of the module.

[105] The computing device 500 normally processes information according to a program

[106]

[107]

[108]

(a list of internally stored instructions such as a particular application program
and/or an operating system) and produces resultant output information via
input/output (I/0) devices 530. A computer process typically comprises an
executing (running) program or portion of a program, current program values and
state information, and the resources used by the operating system to manage the
execution of the process. A parent process may spawn other, child processes to
help perform the overall functionality of the parent process. Because the parent
process specifically spawns the child processes to perform a portion of the overall
functionality of the parent process, the functions performed by child processes (and
grandchild processes, etc.) may sometimes be described as being performed by

the parent process.
Figure 6 illustrates an exemplary architecture of an issuer system 16.

Issuer system 16 may comprise an issuer processor 602 that is in communication
with a core banking system 610. In some embodiments, issuer processor 602 and
core banking system 610 may be co-located on the same premises and/or be

operated by the same entity.

Core banking system 610 comprises at least one data store that stores data relating
to customer accounts, comprising payment card accounts. For example, a first
data store 612 may store transaction data relating to transactions made with
payment cards issued by the issuer 16, and a second data store 614 may store
account data for customers, comprising payment card numbers (and related
information such as expiry dates, card verification values, credit limits, etc.),
respective account balances corresponding to the payment cards, and KYC

information comprising name, address, phone number, passport number, national
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ID and the like. In some embodiments a single data store may store both the

account data 614 and transaction data 612.

[109] Issuer processor 602 comprises a number of modules for processing transactions,
comprising non-financial transactions such as account status inquiries of the type
used in embodiments of the present disclosure. For example, issuer processor 602
may comprise an identity validation module 604 that receives ASI requests,
validates the identity information in the ASI requests using input data from the
account data store 614 (and in some embodiments, the transaction data store 612),

and sends ASI responses back to a requestor, such as a merchant.

[110] Issuer processor 602 may also comprise a user verification module 606 that is
configured to perform a user verification process. User verification module 606
may transmit a verification request to an account-holder via a previously agreed
channel, such as a mobile banking application, a mobile phone number provided by
the account-holder when creating an account, or an email address (any or all of
which may be stored in account data store 614 for retrieval by the user verification
module 606). User verification module 606 also receives a verification response,
such as a response to a prompt to provide a one-time passcode, from the account-
holder, and verifies that the received response is the expected response.
Conditional on the verification, the issuer system 16 may then perform another
action, such as sending the ASI response. In some embodiments, the user
verification process may be in accordance with a 3D-Secure (3DS) protocol, such

as SecureCode of Mastercard International Incorporated.

[111] It will be appreciated that many further modifications and permutations of various
aspects of the described embodiments are possible. Accordingly, the described
aspects are intended to embrace all such alterations, modifications, and variations

that fall within the spirit and scope of the appended claims.

[112] Throughout this specification and the claims which follow, unless the context
requires otherwise, the word “comprise”, and variations such as “comprises” and
“comprising”, will be understood to imply the inclusion of a stated integer or step
or group of integers or steps but not the exclusion of any other integer or step or

group of integers or steps.

[113] The reference in this specification to any prior publication (or information derived
from it), or to any matter which is known, is not, and should not be taken as an
acknowledgment or admission or any form of suggestion that that prior publication
(or information derived from it) or known matter forms part of the common general

knowledge in the field of endeavour to which this specification relates.
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CLAIMS

1. An identity validation system comprising:

at least one processor in communication with computer-readable storage, the
computer-readable storage having stored thereon instructions for causing the at least one
processor to:

receive, from a requesting device, an identity validation request, the identity
validation request comprising identity data and a payment credential;

determine, from the payment credential, an issuer of the payment credential;

transmit, to the issuer, a verification service request message that comprises the
identity data and the payment credential;

receive, from the issuer, a verification service response indicating whether or not
the identity data has previously been associated with the payment credential; and

based on the verification service response, transmit, to the requesting device, an

indication as to validity of the identity data.

2. An identity validation system according to claim 1, wherein the identity data

comprises an identifier of an identity document.

3. An identity validation system according to claim 2, wherein the identity document is
one of the following:

a passport;

a driver’s licence; or

a government issued identity card.

4, An identity validation system according to claim 2 or claim 3, wherein the identity
data is associated with a plurality of identifiers of respective identity documents; and
wherein the verification service response comprises a positive indication as to validity of
the identity data if all of the identifiers have previously been associated with the payment

credential.

5. An identity validation system according to any one of the preceding claims, wherein
the instructions further comprise instructions for causing the at least one processor to
generate a confidence score based on payment data associated with the payment

credential.

6. An identity validation system according to any one of the preceding claims, wherein
the instructions further comprise instructions for causing the at least one processor to

generate a token to be sent to the requesting device for storage at the requesting device.
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7. An identity validation system according to any one of the preceding claims, wherein
the verification service request message is an ISO 8583 or ISO 20022 message, and
wherein the identity data is encoded in a private data field of the ISO 8583 or ISO 20022

message.

8. An identity validation system according to any one of claims 1 to 7, further
comprising:
an issuer system that is configured to:
parse the verification service request message to retrieve the identity data;
perform a lookup operation to match one or more identifiers in the identity
data to identifiers that have previously been stored in association with the payment
credential; and
transmit a verification service response indicating whether or not the one or

more identifiers have previously been associated with the payment credential.

9. An identity validation system according to claim 8, wherein the issuer system is
configured to, prior to said lookup operation, perform a user verification operation
comprising:

retrieving communication data associated with the payment credential;

sending, to a user device, a request for user verification using the retrieved
communication data;

wherein upon receipt of user verification from the user device, the issuer system is

configured to perform the lookup operation.

10. An identity validation system according to any one of the preceding claims, wherein
the user verification operation comprises one or more of the following:
matching a received passcode with a passcode associated with the consumer; and
matching received biometric data with biometric data associated with the

consumer.

11. A system according to claim 10, wherein the passcode is a string of alphanumeric

characters issued by the issuer system to the user device.

12. An identity validation method implemented by one or more processors, the method
comprising:
receiving, from a requesting device, an identity validation request, the identity

validation request comprising identity data and a payment credential;
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determining, from the payment credential, an issuer of the payment credential;

transmitting, to the issuer, a verification service request message that comprises
the identity data and the payment credential;

parsing the verification service request message to retrieve the identity data;

performing a lookup operation to match one or more identifiers in the identity data
to identifiers that have previously been stored in association with the payment credential;

transmitting a verification service response indicating whether or not the one or
more identifiers have previously been associated with the payment credential; and

transmitting, to the requesting device based on the verification service response,

an indication as to validity of the identity data.

13. An identity validation method according to claim 12, comprising a user verification
operation comprising:

retrieving communication data associated with the payment credential; and

sending, to a user device, a request for user verification using the retrieved
communication data; and

upon receipt of user verification from the user device, performing the lookup

operation.

14. An identity validation method according to claim 12 or claim 13, wherein the user
verification operation comprises one or more of the following:
matching a received passcode with a passcode associated with the consumer; and
matching received biometric data with biometric data associated with the

consumer.

15. An identity validation method according to any one of claims 12 to 14, wherein the

identity data comprises an identifier of an identity document.

16. An identity validation method according to claim 15, wherein the identity document
is one of the following:

a passport;

a driver’s licence; or

a government issued identity card.

17. An identity validation method according to claim 15 or claim 16, wherein the identity
data comprises a plurality of identifiers of respective identity documents; and wherein the
verification service response comprises a positive indication as to validity of the identity

data if all of the identifiers have previously been associated with the payment credential.
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18. An identity validation method according to any one of claims 12 to 17, further
comprising generating a confidence score based on payment data associated with the

payment credential.

19. An identity validation method according to any one of claims 12 to 18, further
comprising generating a token to be sent to the requesting device for storage at the

requesting device.

20. An identity validation method according to any one of claims 12 to 19, wherein the
verification service request message is an ISO 8583 or ISO 20022 message, and wherein
the identity data is encoded in a private data field of the ISO 8583 or ISO 20022 message.



