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(57) Abstract: Systems and methods are provided for advanced persistent threat 
detection on a network. The method includes capturing data packets from a net -
work and performing layered session decoding on the captured packets. 
Metadata is extracted from the decoded packets and is stored for analysis. Ana­
lysis of the metadata is used to detect advanced persistent threats on the net­
work. The system includes a network and a processor coupled to the network. 
The processor is configured to capture data packets from the network and per­
form layered session decoding on the captured packets. Metadata is extracted by 
the processor and stored in a memory coupled to the processor. The metadata 
may then be analyzed to detect advanced persistent threats on the network. 
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FIG. 6 



WO 2014/153176 Al III llll IIII III Hill III III III III fill I II llll 111 II 111 mill llll 111 llll 
TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW, , , t, . t. , tU t. t, „ ' ' ' •<' — before the expiration of the time limit for amending the 
KM, ML, MR, NE, SN, TD, TG). /. , . , . f .. f 7 claims and to be republished in the event oj receipt oj 

Published: amendments (Rule 48.2(h)) 

— with international search report (Art. 21(3)) 


