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(57) Abstract: Systems and methods are provided for advanced persistent threat
detection on a network. The method includes capturing data packets from a net-
work and performing layered session decoding on the captured packets.
Metadata is extracted from the decoded packets and is stored for analysis. Ana-
lysis of the metadata is used to detect advanced persistent threats on the net-
work. The system includes a network and a processor coupled to the network.
The processor is configured to capture data packets from the network and per-
N form layered session decoding on the captured packets. Metadata is extracted by
the processor and stored in a memory coupled to the processor. The metadata
may then be analyzed to detect advanced persistent threats on the network.
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