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JUL 2006 Plo 208089659 [0001] A portion of the disclosure oljc.‘t,.ﬁé%?l
docunent contains material which is subject to copyright protection. The

copyri ght owner has no objection to 5 the facsinmile reproduction by anyone
of the patent docunment or the patent disclosure as it appears in the Patent

Copyri ant 1 ghts what SSEIEPHORRS R ERA T QU RIS 6 T he 'Sof twar e
.and data as described bel ow and in the drawi ngs hereto: Copyright(c) 2001,
Intel Corporation, Al R ghts Re§?rl_.)4ﬁ?| I-}‘EI\F'E OF THE | NVENTI ON [ 0002]

pa aGH I (?)

‘[he I nvention rel ates generally sses, and nore
particularly, to semaphores for managi ng access to shared system resources.

BACKGROUN JTHE | 0 ens, that perfor rall. cessing
conpr 1 se. 00T aneou POMALOL BB ook ik dRteMAle i HoPlaite ARER

usi ng paral il_eé\iﬁroc_essi ng is, ngot.ec'_ti nq, the caontents of a conmmon, resource.
[0004] OneVRiEBRSYRIEC t8 caryrghbriotedtian. TheigopysghtowneRbas e Obigatien tps
generally a hardware or software flag. In nultitasking systens, a semaphore
is a varithelfacsimile repreduaiiens by kaysravithepatent dooumentsoineqmtent i s used
to lock the 20 resource that is being used. A process needing the resource
checks t hefisdesmphmyritappedistietine Patdiendenadentirg Offied patoni file hreracdady, des

how to proceed. A senaphore indicates to other potential users that a file
or other He¢etHdrideSrekBrvbs ali copyright rights whatsoever. The following notice
J applies to the software and data as described below and in the drawings hereto:

Copyright © 2001, Intel Corporation, All Rights Reserved.
10 FIELD OF THE INVENTION

[0002] The invention relates generally to parallel processes, and more

particularly, to semaphores for managing access to shared system resources.
BACKGROUND OF THE INVENTION

{0003] Systems that perform paralle} processing comprise simultanéous‘ly
t) 15 executing processes. A bommon problem when using parallel processing is

protecting the contents of a common resource.

[0004] One known way to implement this is to use a Séméphore, which is
! -genera.lfy a hardware or software flag. In multitasking systems, a semaphore is a
variable that indicates the status of a common resource. It is used to lock the
20 resource that is being used. A process needing the resoﬁrce chepks the
éema_phore 1o determine the resource's status and then decides how fo proceéd.

A semaphore indicates to other potential users that a file or other resource is in
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.WD 03/ 060714 use and prevents access by nore than one process. 12 JUL ﬁlﬁ%

PCT/ US03/ 00BX003[08¢706] However, when nultiple processes needpaghR§HedsSo @
comon resource, problenms such as starvation and/or deadl ock may occur.
Starvation occurs when one or nore processes are prevented from accessing

t he conmmon . ' and deadl ock occur when one or nore processes
l.ock each o?%%?ﬁaﬁhi\&né%ﬁcg‘? mgre MHATCGEEB06] This is further

conplicated when there are nultiple resources. The classical approach to

sol ving thi blems to inpl enent, a semaphore for each resource.

However , \A,h@rqagsﬁe nurBeyeysn %@BJF‘E E%o%r@%’é@?’v@%ﬂ paeeRs, totghicemmian sol ut i on
I's not very effective. BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0007] The present
i nvention i'§SPYiCEsProRlesss sychay starveliemphd/or deddivak ragy oveyr, o$tdriationat i on,
in the figures of the acconpanying drawings and in which |like reference

nuner al s r foskrs wheh wnbar rebrenmrotesstarieprabémBd fidm [aQ:eQ&;ing'tﬁé cbn{tn?]or‘?‘

bl ock diagramillustrating a systemarchitecture in accordance w

-gener al Senbesturest sndPleideck e wHOAR of; rlng‘ﬁ% ?)r ;Scsesﬁsg licgﬁﬁk%g'@a %irrrfs a

illustrating a prior art systermfor using semap es.
bl ock di aggsdpel 1§ ] . system havi ng sel f-contained 20 semaphore
systemin accopgglr@yr\?q%ﬁ&e@g@di ments of the invention. [0011]] FIG 4 is a
bl ock diagramillustrating a self-contained semaphore systemin one
embodi ment y@jogine | YRGS Riknet complicated when there are multiple resources. The

classical approach to solving this problem is to implement a semaphore for each

.

resource. However, when the number of resources becomes very large, this

10 solution is not very effective.
' BRIEF DESCRIPTION OF THE DRAWINGS

- [0007] The present invention is illustrated by way of éxample, and not by
way of limitation, in the figures of the accompanying drawings and in which like

reference numerals refer to similar eléments and in which:

15 [0008] FIG. 1 is a block diagram illustrating a system architecture in

accordance with general. embodiments of the invention.

[0009] FIG. 2 is a block diagram illustrating a prior art system for using
semaphores. |
[0010]  FIG. 3is a block diagram illustrating a system having self-contained

20 semaphore system in ac’;_cofdance with embodiments of the invention.

[0011] FIG. 4 is a block diagram iliustrating a self-contained semaphore

system in one embodiment of the invention.
2




;12 JUL 2009 WO 03/060714 PCT/ US03/00659 [0012] FIG 5 is a f*gwg[nrgqgg
Il lustrati mg&tlhod for using the self-contained seraphore s%zt emot FIG
4. [0013] EI & i"$ a block diagramillustrating a sel f-coRCAUSE %8 mphor e
system having a timer el enent in another enbodi nent of the invention.
[0014] FIG 7 is a flowhart illustrating a method for using the
sel f-cont ajopad] semERIENPis/ ASWERAT ilbbiatity alrf&hal 5t @sinﬁ ﬂ;lé_sélfJabﬁfafned_

a

diagramillustrating a system havi ng semaphore systemt interacts with
a gl obal ' | r es,W th enbodi nents of the invention. 10
[0016] FI g%&ﬁorg%g ocC Ogﬁgtgj'r%m Il lustrating a global priority queue of
the gl obal arbiter of FIG 8. [0017] FIG 10 is a block diagram .
il lustrati sema : Is S. W Lter in
one enbodi[@g;ll?] of tﬂ%%\/@%ﬁlg% HF@E‘%}'@@%@ %‘%I?—Eo@igx%%é@%m%&ﬁ%ﬁeagr am of
how t he gl gbal priority queue of . 15 the gl obal arbiter.in FIG 8 operates.
f0019]  Fi &3 Paviaor Bk elemetin sPelier snBoTEIaRs " 116 INVREIAE maphor o
systemof FIG 10. [0020] FIG 13 is a block diagramillustrating a

th a, gl obal

semaphar e em haying_a tjinmer elenent, and that .interacts w

ar bi te? i r[a%ffg embo II§EKt|S &f Otws-‘@afdﬁtaﬂoséw&%met @é)icir]“qfﬂ? qge‘%—gor&tamed
flowhart illustrating - nmethod for the semaphore 3 12 JUL 2M WD 03/ 060714
PCT[ US03/ §gBBphore system of FIG. 6. ' ‘

[001 5] FIG. 8 is a block diagram illustrating a system having semaphore
J ~ system that interacts with a global arbiter in accordance with embodiments of the
invention.
10 [0016] FIG. 9 is a block diagram illustrating a global priority queue of the

global arbiter of FIG. 8.

[0017] FIG. 10 is a block diagram illustrating a semaphore system that

interacts with a global arbiter in one embodiment of the invention.

| [0018] FIG. 11 is a sample flow diagram of how the global priority queue of

15 the global arbiter in FIG. 8 operates. -

[0019] FIG. 12 is a flowchart illustrating a method for the semaphore

system of FIG. 10.

[0020] " FIG. 13 is a block diagram illustrating a semaphore syStém having a

timer elemént, and that interacts with a global arbiter in one embodiment of the
20 invention.
[0021] ~ FIG.141s a flowchart ilustrating « method for the semaphore
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systemof FIG 13. [00221 FIG 15 is a block diagramillustrati ﬁ& ajwar?‘%ﬁa

| ogi ¢ ci rcuwb Base7ihe semaphore systemin accordance with gepgisglinosso
embodi ments of the invention. DETAILED DESCRI PTI ON OF THE I NVENTI ON 5

[0023] In one aspect of the invention is a nethod for a fairness-based

semaphore s sﬁeg_énfgr managi ng access to shared system resources. The
nmet hod corrﬁ‘g/ﬁ of lﬁre’!ﬁ-i ng a resource, and then determning if that

resource is being requested by another process, or if that resource is
process. If it is being requested by another process,

| ocked by angger . L ) 1
then the rd96¢glce isFvah is o black disgmradistratingiagpraplilogicrcinuitden the. | f
the resource is | ocked by another process, then the process is not granted.
access to skeapteosysien] Btbrdanceawitagensml entbadiivbatsasfithenmaditiopnt s, the
semaphore system may conprise and use any conbination of a timer el enent
and a gl obal arbiter having a global priority block. 15 [00251 The present

i nvention includes var iDEFANED BHSCRIPTHON OFPWTHE INVENTEON | bed bel ow. The
operations of the present invention nay be perfornmed by hardware
conponents or may be enbodi ed in machi ne-executabl e instructions, which

may be Usefl023]causelraoige aepadt-af the irhention 39 &GHhethoB Yo P2 FEridsRCIessS or
l ogic circuits progranmed with the instructions to performthe operations.

20 Al t er nasémapbiorel YR tERIEAHIZABE] céé%sRgrshgréaeg/sfeé{mare§egﬁgeefﬂw@ of

hardware and software. 10026] Thé present 1 nvention m provided as a

ot ude o e e (uetihd K RSEs, et dreragnd it lssllsisn cn

I ncl ude a nmachine-rea
may be used.to programa conputer (or other electronic
115y e‘bemg ré)qu tedn})y ano%ar process, ortif that resource is locked by another
process. Ifitis being requested by another process; then the resource is given to
10 the process having a higher priority. If the resource is locked by another process,

then the process is not granted access to the resource.

{0024] in variations and different embodiments, thé semaphore system may
pomprise and use any combination of a timer element and a global arbiter having

a global priority biock.

15 [0025] The present invention includes various operations, wﬁich will be
“) o described below. The operations of the present invention may be performed by
hardware components or may be embodied in machine-executable instructions,
which may be used to cause a general-purpose or special-purpose broCessor or
logic circuits program.med with the instructions to perform the operations.
20 Alternatively, the operations may be performed by a combination of hardware and

software.
- [0026] The present invention may be provided as a computer program
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.devices) to performa procesé according to the present inventj‘an_ UI.h?UﬁS :
but is not Iimted to, Ioﬁ)!

machi ne- r di um may i ncl ude,
di sket tes, %@gﬁ%ﬁ?ﬂgi sks, 5 CD-ROVs (Conpact Di sc-Read Onl WW?'BK%‘?, and

magnet o- opti cal disks, ROVMs (Read Only Menories), RAMs (Random Access
Menories), EPROMs (Erasable Programmbl e Read Only Menories), EEPROVs

(El ect r omagRRicE whicksRBYandiaes hé.rE8RShIOMIHATRAVIRS btorBB aNGebh OF

optical cards, flash nefory, or other type o I ne-r
medi um sui . ri l,ectronic instructions 00271 Nbreover,
The pr eseniercunf which a8 pEdEu G iRplstn oo li! BB TmmtreredtonFam

pr oduct , er.ei rB theeélprogram may be transferred froma _renpte conputer
(e.g., a sEPVIERS) P PeslongR Brcesy asenisinglo he pyesent inventian. bhe MALhIng- dat a
signals enbodied in a carrier wave or other propagation nediumvia a 15
communi cat feadablenkedising maydnalgdenbai ismet Viovteddonfiennyi dishettes; optidaldishs,
herein, a carrier wave shall be regarded as conprising a nachi ne-readabl e

medi ums | nCDIROMS (@orhpa2@liséRéad Ohly Mehiotee}, ahdsyiahREILOBtdAN didikisCh
enbodi nents of the invention nmay be i npl ement'ed. 1t conprises at | east one

104 (only oanLfTEERSORG eridfies). Fydte R o At Mhr2bs) TR amory”

104 (only one s

one.shoun) TIPS PRAPITEYe SR LB fprits) B p BN (RERBHERHG =tEna (he”

CPU 102 c rises. a pluraljty of rocesses 112 (only one shown). 5 WO
03/ 060714%3@68%0@’@@@@/ %g@@@nﬁy Memories), mag(netic ¥Jr optical card%, flash

J _mémory, br other type of media / machine-readable medium suitable for storing

10  electronic instructions.

[0027] Moreover, the present invention may also be down'loaded as a
computer program product, wherein the program may be transferred from a
remote computer {e.g., a sérver) to a requesting computer {e.g., a client) by way
of data signals embodied in a carrier wave or other propagation medium via a

15 communication link (e.g., a modem or network connecﬁon). Accordingly, herein, a

- carrier wave shall be regarded as comprising a machine-readable medium.

Infroduction

[OD.‘ZB] FIG. 1 illustrates a system 100 in which embodiments of the
invention may be impiemented. It comprises at least one CPU (central processing
20 uhit) 102 (only one shown), af Ieast one memory 104 (only one shown), and a bus
106 fhrough which the CPU 102 an.d memory 104 interact. The memory 104
¢0mprises-a plurality of resources 108 (only one show’n), and a plurality of
semaphogés 110 (only one éhown), and the CPU 102 comprises a plurality df '

processes 112 (only one shown).




,[0029] FIG 2 illustrates a prior art system 200 that that a bgyiL 2006
i

I mpl ement edwiorsteb@isystem 100 of FIG 1. In the system 200, {: / SC%L&ﬁlOZ
conprises a plurality of processes 202, 204, 206, and plura @’%’*( 59

resources 208, 210, 212, 214, where each resource 208, 210, 212, 214 has a
correspondhg& semaphore 216, 218, 220, 222 for managi ng shared access to
the resour t8¥%08, BIR)2 Blugiratess prdrtart spdteNe200 teachalnpggwece 208, 210,
212, and 214 may correspond to the senmaphore functionality of semaphores

216, 218, maAflem2dRd inaPs eyeRhI0bMf FIS] mggﬁg@e%%mrfggzwag%ﬁg? {ﬁt Qer

than as separate semaphore objects 216,

Fesour ce. 208 P10 @ BPRMEREPricdsShe PR 805 A ’%@%U?ﬁi&%_ @%%ﬁn-*@t@%ao hine
sending a read conman

status of skfed resource 208, 210, 212, 214 b ;
over the s%/*stﬁgﬂ?bgi‘ﬁl‘%erﬁoe% eﬁegmﬁri@@@@aﬁe&b‘}%gm corespendings pondi ng
senaphgre 216, 218, 220, 222. If the desired resource 208, 210, 212, 214 is

15 avarl abteNaRheEe 21 fe218.r290, 28 des marprin@ehiared Gt coss i thee msdLres@oBmNd t 0
the correspondi ng senmaphore 216, 218, 220, 222 to change the status of the

semaphor e 2Z106212,1314. 22erm28¢sly; eachirisotkesi208, 2 16 a9, 2hA%8Y mla? enbodi ment s
of the invention, a systemis described in which senmaphores are associ ated

with a preomsspomd hemeldehibhdie TRkt AeIBABObSal 50 oked. 1t

i ndi cates the unavailability of a speci ( urce 1ol S phore's
Ts corr onynasPeaTyS: SN o PRI 22 Gt r Bt pestopile [0032) The
90061 at ot PP IRE 208y 218 285 Ak ess. A semmphor e System det ects 6 1 2
; JUL 2006 _
10 | [0030] In a prior art embodiment, when a first process 202, 204, 206 wants
to access a resource 208, 210, 212, 21 4, the first process 202, 204, 206 checks
the status of the desired resource 208, 210, 212, 214 by sendin'g a read command
over the system bus 106 to the resource’s 208, 210, 212, 214 corresponding
sgmaphore 216, 218, 220, 222. If the desired re'source"208, 210, 212,214 is
15 available, then the first pracess 202, 204, 206 sends a writeucommand to the

corresponding semaphore 216, 218, 220, 222 to change the status of the

) semaphore 216, 218, 220, 222 from unlocked to locked.

[0031] in embodiménts of the invention, a system is described in which
semaphores are associated with a process rather than a resource. ‘When a

20 semaphore is locked, it indicates the unavéilébility of a specified resource for the
semaphore’s corresponding process. When the semaphore is unlocked, it

indicates that its corresponding prdcess Is not currently using any resource.

- [0032] The semaphore may be changed'by the occurrence of one or more

events associated with its corresponding process. A semaphore system detects
. 6




WD 03/ 060711 PCT/ US03/ 00659 the occurrence of these events anjlf cdbir 206 t he

st atus of hore In one enbodinent, the senmaphore e
sel f-cont ai nedﬁl n that a first semaphore syst em arbitrat eﬁﬁiﬁsﬁy?@eéﬁ? of a
first process by comuni cating with a second semaphore that arbitrates on

behal f of a second process. |In another enbodinent, the semaphore systens

arbitrate fheroddiflehcé B ARSe ARnks BAGTOAFOISAHE siitls ofl ERESEIPADbhEROMnar@ obal
arbiter for conflict arbitration processing. These enbodinents are further

descri bed I t he -
mvent i on, a0 é‘iﬁ%s%‘éedﬁ“?ﬂﬁ% ST ArnyOdtree it S@E@tﬁh%%
conprises a Iura C 302, 304, 306, and .the 04

Gonbri ses %E?fﬂ@ﬁ iraipson BeBSE PEQTrsigaooss by SapmENcating B BB syst em
316, 318, 320. In the s%sten1300 each process 302, 304, 306 has a

cor r espondieiBarire Shararbiiaiesan debali o @ sespodiypcastdgianptbaae@lodingss t o
t'he resources 308, 310, 312, 314. Alternatively, a single semaphore 15

syst em5324he aeniaphshasgstems abitramemnam&ses;bémm]prboesém, besard ptions
bel ow, processes 302, 304, senmaphore systens 316, 318, and resource 308

are depi ctRheh@ehd hptid ngﬂ&)él BebifdrFbE ééﬁﬂié{rhrﬁﬂl%?@:ﬁﬁnrbé’éssﬁd‘DTﬁé@@esSes and

their correspondi ng se hore systens for a given resource 308. However,

one of or )l nderstand that the 20 descri ptlons
%ln%%'@%ms éref[] EQngéérbw%‘%BM and resource 310, 312, 314, and

apply process sermap ore sys
any ot her processes, semaphore systens, and resources that may be defined,

but are nw&gﬁ%@?scussed herein. Semaphore Conprising Local

5'PI)I ority

| [0033] In one embodiment of the invention, as illustrated in the system 300

10 of FIG. 3, the CPU 102 comprises a plurality of processes 302, 304, 306, and the

memory 104 comprises a plurality of resources 308, 310, 312, 314, and
semaphore system 316, 318, 320. In the system 300, each process 302, 304,
306 has a corresponding semaphore -system 316, 318, 320 for managing shared
'éccess to the resources 308, 310, 312, 314. Alternatively, a single semaphore

15 system 324 can be shared by all processes.

[0034] In the descriptions below, processes 302, 304, semaphore systems

316, 318, and resource 308 ére depicted to illustrate the arbitrétion process for
two processes and their corresponding semaphore systems for a given resource
308. Howeve'r, one of ordinary skill in the art would understand that the

20  descriptions apply process 306, semaphore system 320, and resource 310, 312,
314, and any other processes, semaphore systems, and resourées that may be

defined, but are not illustrated or discussed herein.

Semiaphore Comprising Local Priority Block

7




.~~~ .7~ JUL 2006 PCT |1US03/00659 [0035] FIG 4 illustrates pgoce ﬁe 02,
304 havi ng oo oz®&poradi ng semaphore systens 316, 318. Each qﬁiéﬁ#%%&%@%hore
systens 316, 318 conprises a semaphore 400 to indicate the availability or
unavailability of a resource, and a |local arbiter 402 that arbitrates for
access to a given resource 308 5 on behalf of its correspondi ng process
302, 304 by{Ugﬁﬁl t or i figGevieiliustrates pracesses 362pdddihayingrarespodaing 304 to
determ ne the status of the semaphore 400. [0036] In one enbodinment, a

senmaphor e seataphcdd 8ysiehis BaG, Wi Eaemaf He scirapioresyatdrRs 816P31®rity bl ock
404 that has a fixed priority for its corresponding “process 302, 304. Each

30 ; : SN : : Eir et
R aher or oo eep e ShaPRRte A0 Loiftichto e aveitBitly O Uiy debity of &) BC0cc"
302, 304 th ‘ 308 .t.he | I bi t 402 I th
cont 11 ct bYCET PR he PeR AP ie Behabatiens Jooaesensio HeNCNIFITHE gher
pri oritg._ZFor exanpl e, of process Pl has Eri ority=1 and process P2 has :

pri ori t y=20n Rgialfeol itsicoreespogring ppress 892.t3hby maniteingfeventeefsitses P1 and
P2 simultaneously 15 request a given resource R the local arbiter 402 wll
grant proceésgesiondisy praces’ 305k Gadde delerniine thdszites optheaserhaiplidrami OBR.
[0037] FIG 5 illustrates a nethod of the above-descri bed enbodi nent. It
starts at bl ock 500 and continues to block 502 where it is determned if

there is a[l36]1ict beoneembpdimest aReraaphqesystanBA608¢8 may additiosaihR
(i.e.,.does Pi's 20 request |I.D. equal P2's request 1.D.?). If there is a

conflict, thapriéd aildcal¢irin '6@@kﬁb4%é§hé@§ﬁkea?rwﬂiyi,sbriitg cﬁfn%%?éﬁdfh an P2's
Iégal priority at block 504. If Pi's local priority i1s greater than P2's

Lovass™t s Yob¥es SPE AR CRAR LR ARNIEA! 8 Lo RlapRU O e oG

access is

It 1s l%et %fr%? Sr%geég h:tgrl%%r oF Tower frio%tgi/ ?ha!mog Ié(r?:gond process. If more than one ‘
process 302, 304 requests the same resource 308 the local arbiter 402 resolves

the conflict by giving the resource 308 to the process 302, 304 with the higher
priority. For example, of process P1 has priority=1 and process P2 has priority=2,
where 1 is a higher priority than 2, then if processes P1and P2 simultaneously

15 request a given resource R, the local arbiter 402 will grant process P1 resource R

because P1 has a higher priority than P2,

) - [0037] FIG. 5 illustrates a method of the above-described embodiment, |t
 starts at block 500 and continues to block 502 where it is determined if there is a
- cénﬂic_t between process P1 and process P2 over a resource R {i.e., does P1's
20 réquest I.D. equal P2's request 1.D.?). If there is a conflict, then it is determined if
'P‘I 's local priority is greater than P2’s local priority at block 504. If P1’s local
priority is greater than P2's local priority, then access is granted to P1 at block

508. Otherwise access is denied to P1 at block 512.

[0038] If there is no conflict; then it is determined if the resource R is locked




8 WD.03/ 060714 1 2 JUL 2006 PCT/US03/00659 by P2 (i.e., if P! ZS Jueapst

. D. does Eﬁt) ckual P2's request |.D., then does Pi's reques D. equal
P2 s current?PA8M;ed 1. D.?) at block 506, and if P2 has r@@mﬂoﬁWs_ | ock

on R at block 510. If Ris |locked by P2, and P2 has released its |lock on R,
then access to resource Ris granted to P1 at block 508. If Ris |ocked and

o2 T, oL f PHSBSCH Y8t ¢, ok P oBlef 2 SPBL AT R @R B ) oK

512. If there'ls no con resource
access to rante to Pl e} 0 The od ends

bl ook 514, fegﬁﬁﬁtﬁr%%m@&?&q "G HiBskent b D BlockcBag. A P2 Soms8) 1 n
yet anot her enbodi nen as illustrated in FIG 6, a semaphore 10 system
316, 318 dwoeléﬁﬁﬁ@ébloﬁ& 16 df Ras Inaked byo22, m1dJE’2&1as|rataaseﬂet$dnck 80, Each
semaphore system 316, 318 may conprise a local priority block 404, as

di scussed thBnaecesstovssbure R ig gremtecttee et bidik 0@t If Reisdockechand M2 t he
time that its corresponding process 302, 304 has waited for a given

resour se 30Q8 nuttrblekbed o dKeh Rt ﬁnéﬁ%@@@éﬁ:ed%cb@@f&ﬁ étrbIB 5¢abgdi ment,

the tiner 600 is purely tine-based, where it counts t er of cl ock

crbod ment f?ﬁ%ﬁPﬁ@%@o%W@%*@?%ﬂ{??q??f b Bl B,

enbodi nent ,
he one

1o  corr cLpRMTRE %@ﬁ@bﬁgﬁfe@ K BAb: % MRWacRS SAEEoTet .  he 20

timer 600 is |ncrenented every time another process is granted access, and

reset (for exanpl e €ss rant d access. [0041] In
t-hi s embodi nment, re %Wré?"ﬁggcgffg@?f&’% 1gier e ges. :
[0039] in yet another embodiment, as illustrated in FIG. 6, a semaphore

10 system 316, 318 may comprise the local arbiter 402, pius a timer element 600.
Each semaphore system 316, 318 may comprise a local priority block 404, as
_discussed above, as well as a timer element 600 that keeps track of the time that
its corresponding process 302, 304 has waited for a given resource 308 without

locking its semaphore.

15 . [0040] | In one embodiment, the timer 600 is purely time-based, where it

| ) counts the number of clock cycles that have passed since the request for a lock
was giveh. In another embodiment, the timer 600 is a counter that determines
which other processes have been granted access to the same shared resource as
the one its corresponding process is requesting. In the latter embodiment, the

20 timer 600 is‘ incremented every time another process is granted access, and reset

{for example, to 0) when its own process is granted access.

[0041] 3 In this embodiment, the iocal arbiter 402 grants a first process

access if it has been waiting longer than a second process. For exanﬁ_ple, if the

9




access if it has been waiting longer than a second process. Fpt giangige, if
the 9 WO 03VOAIPEWI4' 1 JUL 2006 PCT/ US03/ 00659 process Pl haviusgs/00659
priority=1 has been waiting |onger than a process P2 having priority=2,

then the local arbiter grants process Pl access. |If process P2 has been
the | ocal arbiter grants process P2

waiting | o t rocess P1l, the >
access. |f %@#%Smbgg@ewf?&&e- 1b|é%?189\%h1 Wais Hng@futﬁ‘ﬁnaﬁ@[ﬂﬂeséfpoa hadingt hen
the 5 | ocal arbiter determ nes which &rocess has the higher priority, and

grants t hePrBHBEEstheR the lesrd anbitgrearapisi proress Bé cssess.| f processBRdast hat i s
process Pl1. [0042] A nethod illustrating this enbodinent is illustrated in
t he fl owchheenavaiting lBnger ttEmeproetso B 1f tenathprioes $ebikl grasyBRess PRy st em
begins at block 700 and continues to block 702 where 1t is determned if

th ' eud. i ki P R.
T there | e cont T P R A o T e BRI D
iti : ti K £04.. 1f th ' flict,
then 10 | cogat BhierBuimlac e Hoed TS BB diahe pigiG-uit SaSiheyl oci

conflict, and Pl and P2 have been waiting an

706. [0043] - If thﬁ;ﬁ i % . \
equal 15 RRGERE W P?rs%@} SrPriosityRecEss: dadhipcape; haf scpocgss Bty i s
greater than P2's local priority at block 712. If P1's local priority is

ccess i s anted to P1 at bl ock

reater t s logal priqri . then : s gr .
g314. Qhe&%ﬂé acce rm%tﬁ%ﬂ(ugh%p%g Q’l‘sémahﬂ%ﬁni *ﬁl‘%—.‘St[ﬂiﬁdﬂ} the flewehart pk a
confli ct,é;and P1 and P2 have not been waiting an equal 20 anount of tine,
it is det &% ded'hermpthasforisawncess Pilisgsamapfesrefsystarn degirsoalr leciR700an P2
at. block 708. If Pl has been waiting |longer than P2 for resource R, then

. and continues to block 702 where it is determined if there is a conflict between

10 process P1 and process P2 over a resource R. If there is a conflict, then it is
- determined whether P1 and P2 have been waiting an equal amount of time at
block 704. If there is no conflict, then it is determined if the resource is locked by

process P2 at block 706.

[0043] If there is a conflict, and P1 and P2 have been waiting an equal
15 amount of time, it is determined if P1’s local priority is greater than P2's local

priority at block 712. if P1's local priority is greater than P2’s local priority, then

) - access is granted to P1 at block 714. Otherwise access is denied to P1 at block
716.
[0044] If there is a conflict, and P1 and P2 have not been waiting an equal

20 amount of time, it is determined if P1 has been waiting longer for the resource R
than P2 at block 708. If P1 has been waiting lohger than P2 for resource R, then
acce'ss fo resource R is granted to P1 at block 714. Otherwiée, access 1o

resource R is denied to P1 at block 716.
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.access to resource Ris granted to P1 at block 714. Qtherw s aggg?%o
resource Ris denied to P1 at block 716. 10 WO 03/060714 12 J 6

PCT/ US03/ OBESE/f@45] 1f there is no conflict, then it is HETASHPMEP it the
resource Ris locked by P2 at block 706, and if P2 has released its |ock
on Rat block 710. If Ris |locked by P2, and P2 has released its | ock on

and P2 hadPiatl 1 ol oo B b2l HEPEIS ferkipiecdt fithebiree RiZadetar
oock, T b SR ot IE s R o,

ends at block 718. System Having G obal Arbiter [0046] |n anothe

embodi mentlogted heP2rarshPRdas reiasad i Ipsk 68 R.ihen @cosss IhESOWPa e em 800
conprises a CPU having a plurality of processes 302, 304, 306, and a nenory
conpri si ngrantetue & 1i dtyblotk 740U R és [038&Ed aBHR2 B&QnoBﬂefleamtﬂitalqﬂkmraiRi ty of
processes 302, 304, 306. In the system 300, each process 302, 304, 306 has

a  cor 5espReKPAgs aéﬁ&ew&sﬂéﬁeﬁi B8k 7343 if tRER isQo BB, agdther ed access
to the resources 308, 310, 314. Alternatively, a si ngl e semaphore

system 32 I r tem 800
conpri sesz}%éalrggg ;Q%g%*g?:{@g tgypﬁff(pre’ﬁ ﬁg%% \%?énggeg?gﬂ?éf E?é%ﬁ%@?ﬁfﬁﬁt he
descripti rocesses 30 semaphore systenms 316, 318, and
resource %&9]‘% \Qﬁﬁpaeglﬁs nds F’ﬁ? ch?ré] 8 he arbitration process for two
processes and their corresponding semaphore systems for a given resource

20 308. wever ,. one ry skill in the art would understand that the
. ystem Hav{r]m {oba g«rbl y

[0.046] In another embodiment of the invention, as illustrated in FIG. 8, the
10 system 800 comprises a CPU having a plurality of processes 302, 304, 306, and a
mémory comprising a plurality of resources 308, 310, 312, 314, and a plurality of
processes 302, 304, 306. In the system 300, each process 302, 304, 306 has a
corresponding semaphore system 316, 318, 320 for managing shared access to
the resources 308, 310, 312, 314. Alternatively, a single semaphore system 324
15  can be shared by all processes. Ad.ditionally, the system 800 compriseé a global

arbiter 802 for resolving conflicts.

[0047] in the descriptions below, processes 302, 304, sémaphore systems
316, 318, and .resourcé 308 are depicted to illustrate the arbitration process for
two processés and their corresponding semaphore systems for a given resource
| 20 308. Howéver, one of ordinary skill in the art would understand that the |
descriptions éppiy process 306, semaphore system 320, and resource 310, 312,
' 314, and any other processés, semaphore systems, and resources that may be

“efined, but are not illustrated or discussed herein
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descr.iptions apply process 306, semaphore system 320, and res"ﬂo&r&&w
312, 314, snslosagys9t her processes, semaphore systens, and resources that
may be defined, but are not illustrated or discussed herei nFCIPS9390880. 200
WD 03/ 060714 PCT/ US03/ 00659 [0048] As illustrated in FIG 9, a gl obal
arbiter 802 nag conprise a queue 900 (hereinafter "global priority queue")
havi ng ent ri0848p02, FHillusBEtedIAFICIA0a gldbkRarifit 8021RapesHpriea eyl Y
.corresponds to a priority, and each entry value indicates a unique
process. (A0lethessihafedn gl i i N cess,
and the entry val ue ind?cﬁ?rlﬁﬂg%brﬁmgﬂ@ﬁﬁiéﬁﬁ@p@%&g}g} Qﬁ?,ﬁ?(ﬁ,g@y, each
process is [ | e havi.ng, a_priority, val ue (where
The ontry S1ar ot 314 RERR: SLA Enlrd cbitBe AR o BB LERY” gPYceh Vil e
access to it is t he bottom of the queue such that it

\;m .éaeigou_rce rmvgg to., t} _
has the | owkdrates A EHbyS pragesse dABpmatiyelsLaacheRlry Eraysouresnpndda URigUSNe
queue for all resources such that a first process Pl that is granted
access ovePreresscandithy el valke indicstesdue pribrityhaistheqwocess)i dnitially, ehah P2
for all resources, or the global arbiter 802 may conprise a plurality of
queues eachrazess isassighed té an@ntigInthiequss RatiRgta PriofityVEluePAfRE Sh&l t hat
I's granted access over a second process P2 subsequently 15 has | ower

priority toaty PRukes tHdBrdtie8 ddman! 9%6&&9?@09@9@3 Qgﬁﬁgﬁ%ﬁcggst a

illustration, the latter of the two I npl enentations scussed.” However,

ot onent a o 1T e ednE sRefl &hBiabelf ruchile! APafie iy 20 [ o0s1)

i npl enent ati on W

_I.n\l one enbpor%nrtrﬁnt, as illustrated in FIG 10, a semaphore system
10 [0049] A global arbiter 802 may comprise one queue for all resources such

that a first process P1 that is granted access over a second process P2
subsequently has lower priority than P2 for all resources, or the Qlobal- arbiter 802
may comprise a plurality of queues each corresponding to a resource such that a
first process P1 that is granted access over a second process P2 subsequently

15 has lower priority than P2 for the given resource.

[0050] For purposes of illustration, the latter of the two implementations is
} discqssed. However, it should be understood by one of ordinary skill in the art

that either implementation will work.
Semaphore Compﬁéing Local Arbiter Only

20 Jo051] In one embodiment, as illustrated in FIG. 10, a semaphore system
316, 318 may comprise the local arbiter 402, and each process 302, 304 is
assigned an initial priority in the global priority queue 900 of the global arbiter 802.

The rarzings change as the processes are granted access to the resource 308.
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3-16, 318 may conprise the |local arbiter 402, and each process‘[%OZjULSngg;)Eal

assigned ap. initial priority in the global priority queue f €
arbiter 80%d@3ﬂ?8%fanai ngs change as the processes are graﬁggﬂﬁgﬁ/é 38 to
t-he resource 308. 12 WD 03/060714 12 JUL 2006 PCT/ US03/ 00659 [0052] A | ocal

arbiter 402 for a first process communicates with a local arbiter 402 for

a second P[[OESQFS to Aedl Binier b2 réved firdt préce@édhmunidated AR @ losald

conflict, e global arbiter 802 resolves the conflict by giving the
resource t e | i I fd QL Ly AS raLned by
its gl obalé}gblglg???iloqgaué%eow@8%&&&%%2@%@3?&‘:9{8%%ggég'cglifﬂgésrga{ I gher
priority in th | obal prjorit ueue  than process.P2,  then if prpcesses
B and b2 Gt B et pb G A0 Ssoles die CPabiotpEaMnd heasepicedBIBS)
arbiter grants access to the resource Rto P1. [0053] An exanple is

i |1 ustrat edocessrwith thet highise global proritg psplaieasined tyiits glpbal prigritpguedtd P5
are at one tinme or another conpeting for a given resource, Rl. 10 Assune
that tle @ogbdromsizonpleyif pusisesiFy thaw & ihigHarqdicsite im theadlolbXl prasity eele ghest
priority and P5 initially has the lowest priority (step 1). At step 2, P1

and P2 CQH&?b?od‘egé Pl tRén if&‘)ﬁo%@@s tFi‘Ir‘§r1dd Pong@utanBassIPréhifist Brdigsh ty than

P2, P1 is granted access a en noved to the bottom of the queue in step

U5 Lnan PeSSofbFR frakaltoRbabiRg i o eiheilsl IR E Gt Pr

step 5. At step 6, Pl and P4 conpete for RL. Since P1 has higher priority

7 ohe st el 80, SR BRI PR G 10 SR T RPSIT, U R
Py, P2 is %_rgnt g a&cess and noved to the bottom of_ the,queue. In télfs
P2 3a§ aPB@ PG argrat one time or another competing for a given resource, R1.

manner, i
10 Assume that the global priority queue is initialized such that P1 has the highest
priority and PS5 initially has the lowest priority (step 1). Atstep 2; P1 and P2
compete for R1 at the same time. Since P1 has higher priority than P2, P1is

granted access and then moved to the bottom of the queue in step 3.

[0054] At step 4, P4 and P5 compéte for R1. Since P4 has higher priority
15 thanP5,P4is granfed access and moved to the bottom of the quede in step 5. At
step 6, P1 and P4 compete for R1. Since P1 has higher priority than P4, P1 is
| granted access and moved to the bottom of the queue at step 7. At step 8, P2
and P1 compete for R1. Since P2 has higher priority than P1, P2 is granted
access and moved to the bottom of the queue. In this manner, it is apparent tﬁat
20 fairness is achieved since processes that have not been granted access to R1

have higher priority than processes that have been granted access.

[0055] The method discussed above is illustrated in the flowchart of FIG.
12. The methnd for a process P1's semaphore system begins 2 block 1200 and

continues to block 1202 where it is determined if there is a conflict betWeen
13 '




20 fairness is achieved since processes that have not been &r:’an‘t”éld @g%ess.
to R haveW®i@§He¥71priority than processes that have been gremiuso@csess.
[-0055] The net hod di scussed above is illustrated in the flowhart of FIG
12. The method fora process Pl's senaphore system begi ns at bl ock 1200 and

conti nues [t iIs determped. if there is, onf.

bet ween 13bw‘%§%%%%'%‘$2f%‘fs§ﬁfé 9%J6® F‘??ﬂl{@%/ 8’6%‘@6&%&@5@ Cgltﬁﬁﬂdt 'Br ocess
P2 over a resource R there is a conflict, then it is determned if
P1's gl obafejsmined § P1§ @lpbalt riiority imoreater hppRR’s lobst prigritytatiblecik1235H4.

If P1's global priority is greater than P2's global priority, then access

i s grant edHftRi’s giotat phibriyks geeBer BainelPRissybolzal peipsity, theteadasbstie ghdntat! tbl ock
1212. 5 [0056] If there is no conflict, then it is determned if the

resource RPrISatlmdkemoéwoff?er@tseté&@éslg%me@ﬁé P afilobirgon el eased its |ock

on R at block 1210. If Ris Ilocked by P2, and P2 has released its |ock on
R, then access to resource Ris granted to P1 at block 1208. If Ris

| ocked Sanc[OBSBEaS NOfF tHetb§a.R8 GohtiRt, |tﬁéh 98 d@temﬁh@@ He resdlfbd gjts%él?e%s to

R at bl ock 121 If there is no conflict, and t resour ce I'S not

'Tlﬁékﬁiit nodSenge oo TR fb@n{ KA e%ge@%ﬂﬁ&éﬁﬁgi SR azgh: FRBG T rer
FIG 13

Eeﬁa”ﬁﬂér[qu%ﬁa bh P2 8nd P ettt s Boiinn Hobtan aecsst 4 1R i mer

el ement 600 that 15 keeps track of the tine that Its correspondi ng process

has wai te@r?'af}e%tod?“véhb[oﬁ'ééaﬁﬁcg Raiis lﬂﬂkﬁdleusldkﬁ’zmgasgobraieaw@rgits lagkaon R, each

process is given an entry in the global priority queue 900 of the gl obal
@}bl ter 8(1129n P1is denied access to R at block 1212. If there is no conflict, and the

10 resource Ris not locked by P2, then access to resource R is granted to P1 at

block 1208. The method ends at block 1214.
Semaphore Comprising Local Arbiter and Timer Element

[0057] In another embodiment, as illustrated in FIG. 13, a semaphore

éystem 316, 318 may comprise the local arbiter 402 and a timer element 600 that
15 keeps track of the time that its corresponding process has waited for a given

resource without locking, supra. Additionally, each process is given an ehtry in

the global priority queue 900 of the global arbiter 802.

[0058] When multiple processes request the same resource, the local
arbiter 402 for a first procesé P1 of the multiple processes resolves a conflict
20 between P1 and a second process P2 of the multiple processes, where P1 has

higher priority than P2, as follows:

[0059] . the local arbiter 402 will grant access {o the process that has

been waiting longer, as determined by the timer element 600;
14




[ 0058] When nultiple processes request the same resource, the 005
arbiter 402véHosne7isi rst process P1 of the nmultiple process %ﬁé
conflict 20 between P1 and a second process P2 of the rTLI|tI processes
where P1 has higher priority than P2, as follows: [0059] the | ocal arbiter
402 will grant access to the process that has been waiting |onger, as

det er mi ned @60t he ti mer eif botinprogeeses havatboah eadtirgithesahk ape6t of time,
PCT/ US03/ 00659 [0060] if both processes have been waiting the sane amount

of time, thesrarhitizitionds offfoadedadfthe aitddl bbitehg0ake bedolvs id esnfB&l2 t o
resolve the conflict. [0061] Once arbitration has been offloaded to the
gl obal arbiter 802, the global arbiter 802 consults the global priority

queue 900 [096det er mi Oacavarisitration hak beehhffldaMedtbahe $6i5al HBiterDR, ias hi gher
priority. The global arbiter 802 then grants access to the process 302,

304 havi nggibhgl ei“rbﬂét%O?Ebﬁédlfsytheﬁﬂgéﬁ gnﬁt@y%té'e %de%?én Esi@fe‘? WE o BESE

The nmethod for a process Pl's

EE?&LQ‘?S%@&@?%&CJS%%%p%“éegﬁé fos @e@é’reéreot@t " b ot b tcﬁee&s“.ggaas
conflict, then !t s det ermined whet her P1 and P2 have been waiting an

equal amp(fAfCesT qm?eoréPPeﬁ 8%, Q%hawﬂﬂ theydigher prigdtyconf I ict, then it is

determined if the resource is | ocked by process P2 at block 1406. [0063] |f
there is flict,. and Pl and P2 have been waiting an equal anount of
time, it "Etg&@@term' ﬁé@ ?*ﬁ ipptrates Biaprasess: iThg methgge‘atarpr@ﬁem; PPss gl obal
15 priority at block 1412. If P1's global priority is greater than P2's

gl obal pris8MEpora sstermdeagins et bigckriMe0 am Rintiauebito blockd1402 Whbr inisse
‘agcess is denied to Pl at
determined if there is a conflict between process P1 and process P2 over a
10 resource R. if there is a conflict, then it is determined whether P1 and P2 have
been waiting an equal amount of time at block 1404. If there is no conflict, then it

is determined if the resource is locked by process P2 at block 1406.

[0063] If there. is a conflict, and P1 and P2 have been waiting an equal
| amount of time, it is determined if P1’s global priority is greater than P2's global
15 priority at block 1412. If P1’s global priority is greater than P2’s global priority,
then access is granted to P1 at block 1414. Otherwise access is denied to P1 at

block 1416.

[0064] If there is a eonflict, and P1 and P2 have not been waiting an equal
amount of time, it is determined if P1 has been waiting longer for the resource R
20 than P2 at block 1408. If P1 has been waiting longer than P2 for resource R, then
access to resource R is granted to P1 at block 1414. Otherwise, accessto
| _ re_seurce R is denied to P1 at block 1416. |

[0065] If there is no conflict, then it is determined if the resource R is locked
15
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bl ock 1416. [0064] If there is a conflict, and P1 and P2 have,not ;jegp(t

wai ting an wquabeo7anount of time, it is determned if Pl hage /00Bddt | NG

| onger for the resource R 20 than P2 at bl ock 1408. If P1 has been waiting
I"onger than P2 for resource R, then access to resource Ris granted to P1
at block 1414. Ot herw se, access to resource Ris denied to P1 at bl ock
1416. [ 006BY PRfatitenkel 406, mmdcbREIhastreledsed iistlocls oo at bioskd 4i10. thi8 is esour ce
Ris locked 15 WD 03/060714 12 JUL 2006 PCT/ US03/ 00659 by P2 at bl ock

1406, and lotk&2b#2, bAH FIBREs réleas@fits WEkRMR, Hettdcdetbo résolfcé R isl ocked
by P2, and P2 has released its lock on R, then access to resource Ris

oant e ol ik PSR, I8 ARl 8 PR S 1

| ock on R

conflict, andd.he resource Ris t.locke P2, then_agcess,to resource
RO o i BR8P SEGEES 18,43 3t BRiek 1Kn drbrg T np SiuEf et booe)
FIG 15 is a basic circuit di a%ramfor I npl ementing a | ocal arbiter 402 as

descri Bed TesowgBduismaitlackad bu&2 Hamacess terreseuics R bograsied togdd at
illustrate circuitry for determ ning whether any conflict exists. Elenent -

1500 10 ddieckri4bs Thenhsthod dnidsstt bipakcBti8. P1 and a second process P2 are
requesting the sane resource R and el enent 1502 determnes if Pl is
requesting a resource that P2 has | ocked. Elenent 1504 accepts input from

t he gl obal[0@66]ori t y FEGodk i$ a babig erouitrdiagitzine forimptasientiag alogdi arbiperi ori ty,
and el ement 1506 accepts input from the tiner elenent to determ ne which

process hagzhredestfibéd W ehtititimentsoftA8Grilentioh. eXamdngs 1500 apdl1®oal arbiter
_40.2 corresponding to a process P1,
e iltustrate circuitry for determining whether any conflict exists. Element 1500
10 determines whether a first process P1 and a second process P2 are requesting
the same resource R, and element 1502 determines if P1 is requesting a resource
that P2 has locked. Element 1504 accepts input from the global priority block to

determine which process has higher priority, and element 1506 accepts input from

the timer element to determine which process has been waiting longer.

15 [0067] For example, for a local arbiter 402 corresponding to a process P1,

access to a resource R will be granted if:

joo6s] - P1 does not request the same resource as P2, and P1 does
not request a resource that P2 has locked. This is represented by the circuitry of

FIG. 15 as follows:

20 [0069]  If element 1532 is TRUE, then access fo R is granted to P1. If
element 1532 is FALSE, then access to R is denied to P1. Element 1532 is TRUE
if both elements 1508 and 1530 are TRUE.

[0070] Element 1508 generates a TRUE signal if P1 and P2 are not
' 16




same resoungg ofifsors, and Pl does not request a resource t

| ocked. This is represented by the circuitry of FIG 15 as

[0069] If elenment 1532 is TRUE, then access to Ris granted to Pl.

el ement 1532 is FALSE, then access to Ris denied to P1. El enent 1532 IS

TRUE if buaquestiegting sahe(8saunde.l TB0sa © 1R dquekDRIEDTifidd damntot ezl P2's
generates a TRUE signal if P1 and P2 are not 16 WO 03/060714 12. JUL 2006

PCT/ USO3/ ORGf@st RBHERE, 'ﬂﬁbﬂ 5'¢F§ﬁé’r§1 h%Pi%L{:{é?%rat Lﬁ’elél{1ﬁﬁ)t11 gogi_eques_t .
i dentifier does not equal re uest dentifier en a TRUE signal is
generated at el ement 1508. [0071] El enent 1530 generates a TRUE signal if

both el eme 526 157Ban
gener at es lf;lwg,ZISE S?E%(?P éflﬁl‘zi %g?ﬁ%g.% ?%ggl%eﬁg{r?ﬁ@i%qgémgﬁ%ﬁggﬁser at es g FALSE
signal. Th t 151 erates a F P1
does not r@ueé?ﬁeggfeag?ﬁ‘cseg?ﬁggﬁ iy I1g25é%? e@ﬁﬁt‘?‘lsI‘r"ar-é)'[‘:$E @Wgr‘ﬁe'&ﬁ
gener ates e} FAL%‘E&%% if either el enent 1510_ or 1524 generat es a FALSE
si gnal > FdPei@g & 18hd generates gdifdrSk signgl. FhusHospxwapie, elemedbes not

. request the sane resource that P2 requests - in other 10 words, this

gener at es 1@ agnevsiasea FAGRE sigialél Rfrdoes ho0 seqUesd adps@ircédhat PBthasequest
the sane resource as P2, Pl requests a resource that P2 has | ocked, but P2

rel eases ttcked @imilafl| slensent 4626 senbRledY FEAESE Gidriiftdi ﬁ&eﬁ&lé‘n@érﬁt@'ﬁ 0
[0073] If elenment 1532 is TRUE, then access to Ris granted to Pl.

or 1524 generates a FALSE signal. For example, element 1510 generates a

access to a resource Rwll be granted if: [0068] Pl does noty %egygsgggghe

- FALSE signal if P1 does not request the same resource that P2 requests - in other

10 words, this generates the opposite signal of element 1508.

[0072] . P1 does not request the same resource as P2, P1 requests a

resource that P2 has locked, but P2 releases that lock. Thié_is represented by the

circuitry as follows:

[0073] If element 1632 is TRUE, then access to R is granted to P1. If

15 element 1532 is FALSE, then access to R is denied to P1. Element 1532 is TRUE

: ) jf both elements 1508 and 1530 are TRUE.

[0074] Element 1508 generates a TRUE signal if P1 and P2 are not
requesting the same resource. Thus, if P1's request identifier does not equal P2's

request identifier, then a TRUE signal is generated at element 1508.

20 [0075] Element 1528 generates a FALSE signal if either element 1512 or
1514 generates a FALSE signal. Thus, for example, if element 1512 generates a
TRUE signal instead (because P1 requests a resource that P2 has locked), then

element 1514 must generate a FALSE signal. This occurs if P2 releases its
' 17 |




15 el.ement 1532 is FALSE, then access to Ris denied to P1. EI1®B&EL12§§§ i's
TRUE if bol'® ®(08%dhts 1508 and 1530 are TRUE. [0074] El enemcTiistSosss
generates a TRUE signal if P1 and P2 are not requesting the sane resource.

Thus, if Pl's request identifier does not equal P2's request identifier,
El ement 1528

then a TRUEUEkﬁ@@ogi(gﬂgf@ﬁﬁi%}é?gHﬁ{lar@},grléﬁ{ané‘gg% gél?ellf%g N pepahif FALSE

generates a
si gnal . Thu% for exa i f element 1512 generates a TRUE signal instead

| e,
(because P¥! %fq%féme@fggﬂ@%w@@ gengrates snbALBEigny!, Fonexanglensamens14
must generate a FALSE signal. This occurs if P2 releases its 17 WD
03/ 060714 1210 geneeies aP@LSESeRMROFTY does Aot foquestiheddrte fbsduree that P2
Similarly, elenment 1526 generates a FALSE signal if either elenment 1510 or

1524 gener miests FAloBreSWBRR thi5 YenBrRBE ife oﬁégﬁﬁéi?n%% 81kt 3568, ?nFAI_‘SE

signal if P1 does not request the sanme resou a 2 riequests -
.other words, this generates the opposite signal of elenent 1508. 5 [0076]

Pl request07B8p sames r esopq eeqast&ihe Eémb%e%rc%%?,t%ggﬁ]ggt {e(;ﬁzj‘%ggl?&at hat

P2 as |l ocked, (or if Pl has requested a resource t hen

P2 has rel t . | ted, | pnger for .t soyr ce than
2. Thi s i S eae Rl P2 s ookl tof T £ R Rk Bfrad 8 165autSe hqidha RaB st |
el enent 1 [ UE, then, acce to is granted to P1. If 10 el enment 1530
s FALSE, THRE 2N ElesFRBLogkh P has Wealashiongenshe sosmuge than bot
el enent s JPSEfES and 1528 are FALSE. [0078] El enent 1528 generates a FALSE
signal if Fea-t HB igrepresented by the cirrwitey ol dtSess WIBASSE si gnal . Thus, for

eﬁanpl e, elenment 1512 generates a
[0077] If element 1530 is TRUE, then access to R is granted to P1. If

10 element 1530 is FALSE, then access to R is denied to P1. Element 1530 is TRUE

if both elements 1526 and 1528 are FALSE.

[0078] Element 1528 generates a FALSE signal if either element 1512 or
| 1514 generates a FALSE signal. Thus, for example, element 1512 generates a
FALSE signal if P1 does not r_equesté resource that P2 has locked. Also, if
15 element 1512 generates a TRUE signal instead (because P1 requests a resource
that P2 has lbcked), then element 1514 must generate a FALSE signal. This

occurs if P2 releases its currently locked identifier.

[0079] Since element 1510 genérates a TRUE signal if P1 has requested
the same resource as P2, element 1526 generates a FALSE sfgnal under the

20  following circumstances. P1 énd P2 have not been waiting the same amount of
time, causing element 1518 to generate a FALSE signal, and therefore, causing
e_lement 1520 to generate a FALSE signal. Since P2 has not been waiting longer

than P1, element 1522 rgenerates a FALSE sigr:l. Consequently,_elemént 1524

i8




FALSE signal if Pl does not request a resource that P2 has | opedULARMD, if
15 el ement WOIBP6e@her at es a TRUE signal instead (because Prcn‘ﬂmmenﬁss)a
resource that P2 has | ocked), then elenent 1514 nust generate a FALSE
signal. This occurs if P2 releases its currently |ocked identifier. [0079]

esour ce. AENBItOR PdTRE ST UL PRI CPRIGSEH R AR o 25 8

resour ce &HENSH
foll owi ng ci rcumstances. Pl and P2 have not been waiti ng the sane anount of

time, caudbaigt sllement 15¥) generatrma iU signal. SRS §imgranded aceessciodre,
causing elenent 1520 to generate a FALSE signal. Since P2 has not been
wai ting longer than P1, elenent 1522 generates a FALSE signal.
ConsequentP§80le| enent 15P4 regueElsOBe GE0TaLreSDRICH S PROB1 iPODt USpE/stiog 50
generates a FALSE signal, and el enment 1526 generates a FALSE signal. As a

Fesult, elrmrrteiiﬁ(l”z;s@&fcﬁ%ﬂcﬁ ifTRURasirggaéste@aceBduice thatRRdrdsdocless to
R [0080] P1 requests the sane resource as P2, Pl is not requesting a

resour s i PRgATelcaskAdhatiger) i?ﬁﬂaé‘@?rté Bra8s PESQUILE SERERL ot g B8 has

| ocked, 5 then P2 has re eased 1 has waited fo

TP %9%%855’%3%%3#& Pl ek e

gl obal
foll ows: I f el gEEQEt s TRUE, then access to Ris granted to Pl.
ss to Ris denied to P1. El enent 1530

1f el emefY fl%%@“i'@yp :
Is TRUE 10 if both el enents 1526 and 1528 are FALSE. [0082] El enent 1528

gener at e

FALSE s [ ith nt 1512 or_ . 1514 tes a FALSE
_SJ}gnaI §1 for e&gpﬁﬂ‘@n %%qu‘;igﬁlﬁ’e@f&%?é@ Rals grantegde P
element 1530 is FALSE, then access to R is denied to P1. Element 1530 is TRUE

10 if both elements 1526 and 1528 are FALSE.

[0082] Element 1528 generates a FALSE signal if either element 1512 or
1514 generates a FALSE signal. Thus, for example, elemeht 1512 generates a
FALSE signal if P1 does not request a resource that P2 has locked. Also, if
- element 1512 generates a TRUE signal instead (because P1 requests a resource
15 that P2 has Iocked), then element 15‘14 must generate a FALSE signal. This

occurs if P2 releases its currently locked identifier.

[0083] Since element 1510 generates a TRUE signal if P1 has requestee
the same resource as P2, element 1526 generates a FALSE signal only if element
1524 generates a FALSE sighal. P1 and P2 have been waiting the same amount
20 of time, causing element 1518 tor _generate a TRUE signal. Since element 1518 is
TRUE, element 1522 is neceSSarIIy FALSE. P2 does not have a higher priority
than P1 so element 1516 is FALSE causing element 1520 to be FALSE. This
caus#s element 1_524 to be FALSE, and, therefore, element 1 526. As aresult,
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.FALSE signq%oié/§$ does not request a resource that-P2 has |8§keHH-EW§%,if
el emrent 151 gg A& es a TRUE si gnal instead (because Pl r eBUERSE3/H659
rresource 15 that P2 has | ocked), then elenment 1514 nust generate a FALSE

si gnal . TE;; occurs if P2 releases its currently |ocked identifier. [0083]
Since ele emeBL 058@ nenaiAss a8 THIYE Sd i 5.P1 _has requested_ the same
resource as P2, elenegt 152%8generaf%@%gﬁéxlgé'§9 ?déﬂp9s$ﬁjgienent 1524
generates a FALSE signal. Pl and P2 have been waiting the sane anmount 20 of
time, causing elenent 1518 to generate a TRUE signal. Since elenent 1518 is
TRUE, element 1522 is necessarily FALSE. P2 does not have a higher priority
than P1 so elenent 1516 is FALSE causing el enent 1520 to be FALSE. This
causes el ement 1524 to be FALSE, and, therefore, elenent 1526. As a result,
19 WO 03/060714 JUL 2006- PCTI US03/ 00659 el enent 1530 generates a TRUE
signal, and Pl is granted access to R 20 WD 03/060714 Conclusion "r JUL
2006 PCT/ US03/006i 9 [0084] Thus, an invention has been described for a
semaphore systemthat 1is based on process events rather than on resource -
events. In one enbodi ment, the process event is a sinple fixed priority. .
I'n anot her enbodi nent, the process event is a fairness-based dynam c
priority. [0085] _

o
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In the foregoing specification, the invention has been descri#\bﬁdjw-tzrga%
ref erence WO &M6871i ¢ enbodi nents thereof. It will, howeverCThStzeG6dent
that various nodifications and changes may be made t hereto w t hout
departing from the broader spirit and scope of the invention. The -
specificatjon and drawi ngs are, 10 accordingly, to be regarded in an

i |1 ustrat iGROGUBIGRr than a restrictive sense. 21 22 12 July 2006 WHAT IS
CLAIMED IS: 1. A nmethod conprising: requesting access to a resource for a
first process, the first process having a corresponding first senmaphore;
det er ni ni #808@et her Thue, ariventien has beenglescobed & hyemapbormeystenicdbat, t he
second process having a correspondi ng second semaphore; and denying the
first procebaseioorpodesstdventsaathertean bntregotieeavents. | Ih it egbadimssed by
the second process as indicated by a | ock on the resource, wherein the

l-ock is il gRicess alehts aSRFRRIHERMBMHRAYE 1n 2notts dbdthert, the ?'gdti‘&éss

further conprising the first process having a correspondi ng fi | ocal
prioridgy . ' (. -hayi a correspondi ng second | ocal
priori%y.eggqf%gqﬁgﬁﬁggg%%%gﬁgﬁﬁwgﬁ¥kﬁ€¥her conprising: granting the first
process access to the resource if the resource is not being accessed by the
second p s as j_ndi : the- ng senmaphore. 4. A machi ne-r.eadabl e
e um LIO0B8EC i el sl st TioBlRR: MeRTRRR fes BreeRERARLHIR] "or

fl iskett i cal,. di sk Di sc- R I
megnet o, SRS By sRCo e Tt ety o sbe B "
Er asabl e Prpgrannqggﬁ_Read qaéy I\/bm)ryib an glggtronaggetéf Eras?ble
Pr.ogr ammasireURsaeditipationsmanst ghangesdgay bieanade therato wiihouixdepsating framl a
iﬁﬂash menory, the nachine-readabl e nmedi um having stored thereon data
r epr esentthedromtes spiritiamst saopei aftise iMviegltion TR specification and drawings are,

10 accordingly, to be regarded in an illustrative rather than a restrictive sense.
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executed by a machi ne, cause the machine to: request access to a resource
for a first process, the first process,having a corresponding first
semaphore; determ ne whether the resolrce is being access%qug&o second
process, the second process having a correspondi ng second sénmaphore; and
deny {Whartfid E8AnrDq8ess access to the resource if the resource is being
accessed by the second process as indicated by a | ock on the resource,
wher e{.n t hg medl cbrdprishngi cat ed at the second semaphore. 5. The
machi ne-readabl e medi um of claim4, further conprising the first process
havi ngq@estingoacress poa disoged for Stirst poats, preifiest pioyesa heviddecsegondngfirsicess havi ng
a corseespbereli ng second local priority. 6. The machi ne-readabl e nedi um of
claim4, wherein the sets of instruction which, when executed by the
mac hi $EEMnngMiainertae Easoyrprds Aeipghaqsessed by g peaqnd praeess. thassecpidaressss havipess t o
the r®S83RCEENG JecPRLssMEERI:@8Yi s not being accessed by the second process
as 1 nghG ﬁ‘\g fi%E r%g'%s %@C%ant% thse%gsao?lpcgrif%he rééou'?é% is‘?ﬁn{?ﬁa ra%t usS GC Oqﬁréescl rr|] :rocze%s z:al'sz
suy S EE R A e inled
plurality of processes 1 ncluding a 11 rst process an a second process; and
the processor is further to request access to a resource for the first
process, the ridticdilof HAICE EFthEravnPasing tefirstesdtes By & icbiedsp SR ARG 06al priority
det erandtes ash@tdlpesceshigaving a@umraspondinglzecond Ialqeissed by t he second process, the
second process having a correspondi ng second semaphore; and deny the first
process access to the resource if the resource is being accessed by the
secont protesethed of plaje e Burther cBpPisindock on the resource, wherein the lock is
indicat%d %t.tpe second senn hore..%. The apparatus of cl%i 7, fuyrther

I { I ro a ly y 1 age: con H ;
com ST Rt e e T e eI B APRgasorreet BY Besbeontr i or 1 ¢y

r
and the Secon 0CESS

I'ng 'a correspondi ng second local priority. 9. The
apparatus of claim7, wherein the processor is further to grant the first
process agcmsshireQedddBle medium, the machine-readable medium selected from the group consisting of
a floppy diskette, an optical disk, a Compact Disc-Read Only Memory, a magneto-optical disk, a Read Only
Memory, a Random Access Memory, an Erasable Programmabile Read Only Memory, an Electromagnetic
Erasable Programmable Read Only Memory, a magnetic card, an optical card, and a flash memory, the
machine-readable medium having stored thereon data representing sets of instructions which, when
executed by a machine, cause the machine to:

request access to a resource for a first process, the first process having a corresponding first semaphore;

determine whether the resource is being accessed by a second process, the second process having a
corresponding second semaphore; and

deny the first process access to the resource if the resource is being accessed by the second process as
- indicated by a lock on the resource, wherein the lock is indicated at the second semaphore.

5. The machine-readabie medium of claim 4, further comprising the first process having a
corresponding first local priority and the second process having a corresponding second iocal priority.

6. The machine-readable medium of claim 4, wherein the sets of instruction which, when executed by
the machine, further cause the machine to:

-grant the first process access to the resource if the resource is not being accessed by the second process
as indicated at the second semaphore.

7. An apparatus comprising:




resource if the resource is not being accessed by the second process as
indicated at the second semaphore. 1Q The nethod of claim2, further
conprising: determning if access to t%e resource is SIWWbU@@Q@M§|y bei ng
requested by the second process; and granting access to the'resource to
one of cdrgl Jréc'é%ndlfnﬁ‘ﬁ@ﬁrﬁ P it? 106EANE Bh%ﬁ@%ﬁpr&%\éé&%cﬂmmb%ﬁﬁs& prlo%é‘land

pri ora tatofd prbér@sfangst 1 ocal priority and the second local priority; The
machi ne-readabl e medi um of claim5, wherein the sets of instructions mhlch,
when texpoudsadr is fapthdrite nachi ne, further cause the machine to: determne if
access to the resource is sinmultaneously being requested by the second

pr oc e'egueskgrgesyrian resaweeivsthe rst mecesa dim firet@racesshaeing# certpepdnding firshsenekae;and

t he second process having a higher local priority of the first |ocal

pri or§Sgm4 ﬁgf’ BeesRHcy ‘%E%{”g ?S‘F?%‘F"i’ pythe i%“"”dl'l’féceébﬁ%ﬁ $opRd REPoEEs Bavineg,

wher i°H~THP8 Bﬁ%@gg KMaplorg: gp ?her to: determine if access to the resource is

si mul éeﬂ{?%lﬁ?‘étfrop%'s e ?ﬁql%sskﬁer r&yf tﬁ@%s&ﬁ&‘%&el% GER8d bf‘tﬂg sec%ﬁ@@r%%egg GESs to

the r.ﬁﬁ%@@ 19ckQIAGheY saurt% é Rk R3Rgi se&n@ 9 apheeess having a
hi gher local" priority of first local priority and the second | ocal

priority. 13. A systen1conpr|5|ng. a nenory having a plurality of resource
bei ng. acceBraegpdytuaoflaim 2| futher edmpisiag @eSies proessd havin adoadesdoydiod firstdemanphor e
assodgirigtitg @nduihe kedohe protess dbvinga airegrondiag seend lacatip@tityl2 Jul y 2006 a processor
coupled with the nmenory, wherein the processor is capable of executing the
plurality of processes, the processor is further to request access to a
resoyrce f flrst s of the Iura i sses, the fi
oroc e gl et i e b o B e 4
% PRI URZIRETRE PY 18 SELE PIPges &5 g Al 8LEeFRY a second
process o T he plurality of processes, the second process having a
correspondi ng second semaphore of the plurality of semaphores; and deny the
firstiopr oces mela @68aiin@, luRBericefpisinge I f the resource is being accessed by

t he second process as
determining if access to the resource is simultaneously being requested by the second process,; and

granting access to the resource {o one of the first process and the second process having a higher local
priority of the first local priority and the second local priority;

11. The machine-readable medium of claim 5, wherein the sets of instructions which, when executed
by the machine, further cause the machine to:

determine if access to the resource is simultaneously being requested by the second process; and
grant access to the resource to one of the first process and the second process having a higher local
pricrity of the first local priority and the second local pricrity.

12. The apparatus of claim 8, wherein the processor is further to;

determine if access to the resource is simultaneously being requested by the second process; and
grant access to the resource to one of the first process and the second process having a higher local
priority of the first local priority and the second local priority.

13. A system comprising:

a memory having a plurality of resource being accessed by a plurality of processes, and a plurality of
semaphore associated with the plurality of processes; and




i ndi cated by a | ock on the resource, wherein the lock is indicated at the
second semaphore. 14. The system of cl,gim 13, further conprising the first
process having a corresponding first [focal priority and ﬁﬂﬁl%@&?nd process
having a corresponding second |ocal priority. 15. The systen1o claim 13,

wher e Brob&8oRb@&ERHR thd Rerhy WHeFei Mﬂe&f oBsorifEaphbik 3 ex Q&Rﬁgﬁé %%?E%? to the
I €SOUBrEEbshds, il BrocBBOME fifthdrSo RGle 5&0@ 6@ résoarel!s ¥f||ts ﬁe fporS as

i ndi Cﬁb&ﬁiséist the RISt Sre&R 8 Havire BORBYIoRdingl st s tlﬂﬁph%béﬁifﬁ'@ﬁfral@ @'sém%ore erein the
processor is further to: determ ne |f access to the resource is

si mul degeredesihgthbethenpsouecpie béingladoysset By s esondiprpeas eftse plarlty ofpréiatseadsess t o
t he rseson rrecesphaying aghrredpending stondrsenes®rengithethealyed serdapomsess havi ng a
hlgher Iocal priority of the first local priority and the second | ocal

pri or{qny thefimst P%{C%@%S @d’?ﬁ)’ﬁ?@!’?ﬁg\;h? EEg§RIEeR 1P hgjngreceesped byihg selead r@cesagdur ce
for anfifgie yﬁ’r'?)‘c‘é*s‘sherfﬁ?fi“ﬁ@ wherein He 19ck s idicatidcht g seerd pABRRIO®y st em  having a

fi rst priority; determning if a second process having a second

cor r egponding, sggrap&am3sfwe¢eaméar§gae%é&ss9&9 h quqﬂarﬁexpdna.ngf Rodapauest i ng

accesgiofi ahdPe SABNE Brob. &3 P oﬁ@ﬁ@d’ So requesting
access to t he shared resource th en grant| ng access to one of the first

and second processes having a higher priority. 18. The nmethod of claim 17,
wher el t hinefsystat otalaim d @ odreckipthe procésserss fuethgarts grantltiocfast ppickardctéseso thtat  are
f i xedesayreetifee neeayreds nat beifig accessed By Secermid prooesss gslicated at thineearedt hod of

cl ai reI2Phafkherein the first process has a first wait tine and the second
process has a second wait tine, and wherein granting access to said one of

the fjrst nd eco sses i s based east in part on a conparison
of th1le6 fir Cg%’ﬁag efe'thﬁB@cesﬁﬁf'S%H%erﬁ%t hod of claim 17, wherein the

i T StyoRhhik e Eé’ceQQWe' r@%m@ i éﬁgniagrg(}%f}ﬁw Hqﬂéstedyb queée%grQJ pr%e% E(g:

arbiter, and wherein t secon ty conpris con
on t Qﬁar@b&fe\ﬁd to el r@ddufc talsrRUR tHafrirst blaGesd laRP Bk s@(foh!:l b@Eess$aving a higher local

priority of the first local priority and the second local priority.

priority

17. A method comprising:

requesting access to a shared resource for a first process having a first corresponding semaphore system
having a first priority;

determining if a second process having a second corresponding semaphore system having a second
priority is also requesting access to the shared resource; and

if the second process is also requesting access to the shared resource, then granting access to one of the
first and second processes having a higher priority.

18. The method of claim 17, wherein the first and second priorities comprise local priorities that are
~ fixed for the respective first and second processes.

19, The method of claim 17, wherein the first process has a first wait time and the second process has
a second wait time, and wherein granting access to said one of the first and second processes is based at
least in part on a comparison of the first and second wait times.

20. The method of claim 17, wherein the first priority comprises a first global prigrity queue of a global
arbiter, and wherein the second priority compnses a second global priority on the global priority queue of
the global arbiter.




12 July 2006 21. An apparatus conprising: a plurality of shared resources;
one or nore circuits to performa firgk process and a second process; a
first semaphore systemincluding a first semaphore correspopgiogsto the
first process; a second semaphore systemincluding a second senmaphore

cor r espondamgpph@nlsRemp@GRpd process; one or nore arbiters to arbitrate for
access to the plurality of shared resources for the first and second

pr ocesplelitpaksbdredtesbaasd; in part on information in the first and second
semaphore systens. 22. The apparatus of claim 21, wherein the one or nore
ar bi t enewpr awranircute to perform gfirst procelss amdx segondyfrodebe i rst semaphore systemto
arbitrate on behalf of the first process; and a second |ocal arbiter of the
secordiSESREBMF e SKR BRPYIRO it semaphorasprisenearing torthe firat psesesind process. 23.

The a parat us of cla¥n12%,.mherein t he one or nore ?rpiters conprise a
gl ob a$ eacPrE)I %eglraphore system inctuding a second semaphore corresponding fo the second process;

one or more arbiters to arbitrate for access fo the plurality of shared resources for the first and second
processes based at least in part on information in the first and second semaphore systems.

22. The apparatus of claim 21, wherein the one or more arbiters comprise:

a first local arbiter of the first semaphore system to arbitrate on behalf of the first process; and

a second local arbiter of the secon'dr semaphore system to arbitrate on behalf of the second process.

23. The apparatus of claim 21, wherein the one or more arbiters comprise a global arbiter.




