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Reference to Rel ated Applications This application clai 08 Qatdber2005 from a
Provi sional Application Ser. No. 5 60/287,212, filed April 27, 2001, which
I s -hereby incorporated by reference. Background of the Invention The
present Wovewbileh rel ates to network-based conputing agtusepisese
particularly, to a high speed network-based conputer system operating over
the internet. 10 Network-based conputer systens have been used for many
years by conpanies in order to connect individual users within a conpany,
often at nmore than one geographic logation, to central processors or
servers. The advantages of a network include the ability to consolidate
all work on one or nore central conmputers, which provides efficient data
backup that is not advers ffe dware failure or "crash”
of any i ndividual conput e%ﬁ@&‘ﬁ)&i}ﬁ@%ﬁsﬁ e of network-based
software is also an advantage, as users nmay have access to specialized

software for which individual copies for each enployee would not be
justified. The cost for suB¢fexenee tediadatpdApplications a net work may al so be |ess

ed. The cost for suBHeswe Ut f
porm t1ea to 20 Dakippttfton AR opRin S fitdhal ApdhBRARERG, 7o 1301

. one"tinme is limted.
Such netSnor &¥28%213r Bled Apsl 37, d6Glc which ik Heasbg itcompdiataddyatieyndze |inmted to
| conpani es that install or | cﬁls gr%%:% 8?&13%‘%%mjm cations |inks between the
The present invention relates to network-based computing and, more
particularly, to a high speed network-based computer system operating over the
internet.
10 Network-based computer systems have been used for many years by
comparnies in order to connect individual users within a company, often at more
than one geographic location, to central processors or servers. The advantages of a
network include the ability to consolidate all work on one or more central
_ computers, which provides efficient data backup that is not adversely affected by a
15  hardware failure or "crash” of any individual computer or workstation. The use of
network-based software is also an advantage, as users may have access to
specialized software for which individual copies for each employee would not be
‘justified. The cost for such software for use on a network may also be less
expensive than individual copies, particularly if the number of users permitted to
.20 access a given software package at any one time is limited.
Such networks as previously described have traditionally be limited to
companies that install or lease dedicated communications links between the
network computers and the individual workstations. Access to the network is
limited to employees or third parties who had been specifically installed and
25  properly set-up by the network administrator. The number of network users is
- known and controlled, and the capabilities of the network, e.g., speed and
processing ability, is designed knowing those numbers. As new employees or
network users are added, the need for additional network capability can be

predicted, and the network can be upgraded to accommodate those needs in a

30  planned and organized way.




network conputers and the individual workstations. Access to the network is
limted to enployees or third parties who had been speciz7ignadtey2003st al | ed
and 25 properly set-up by the network adm nistrator. The nunber of network
users is known and controlled, and the capabilities of the network, e.g.,
speed andVOp¥WYEBEsing ability, is designed knowi ng thoxa/userise4ss. As new

- enpl oyees or network users are added, the need for additional network
capability can be predicted, and the network can be upgraded to
accomodat e those needs in a 30 planned and organi zed way. 27 Cctober 2005
WO 02/ 091185 PCTI US02/ 13449 2 The advent of network-based conputing over
the internet brings the advantages of dedicated networks to individual
users or subscribers, giving individuals access to specialized, expensive
conput er softwar i f i.ndi vidual purchase due
to infrequency O?h%%@%%ﬁﬁgggPHP%%ﬁgghpﬁ goﬁ%ﬁ% &EP?EBP%*:%Ckup of data
that is st orﬁﬁhnﬁigc&dfeiemeitmd(wmks ®lisdividud esdrd @ubschbigfgiving The design and
adnlnlstrathﬁu such an |nter$et based network presents probl ens,

however. Thé® aeogst 10 PEFIElizGH. CRRADRYE Romania ol habeppldngt e in 1 arge and
unpr edi ct abl dsingyfor uaglfmﬂa{ampdde t&'ﬂ%@ﬂﬁﬁy ik bﬁd&kﬂ CoflvéRlaPaind
S users who d d

i mpl enent . e nunber net wor kK system r esour ces at
the 10 sane f@ha bagksp IOf dati thapis elored on thy ngbranly & alsed desitahisenafinst oner s.

Net wor k security ortant. to only

aut hori zed usergﬁfo a3@@§%%e§§m¥% %ﬁ% ﬁ%ya%?%ﬁmﬁﬂﬂﬂp’q%W?%ﬂFusers to have

access to omtqbldﬂaehmcvawmahmbaﬂdfﬂa@uﬂﬁﬁ&ksﬁ?ﬁs@ﬂbdﬂsmgyvtrdﬂyﬁl security is
possi bl e through .user hentl fion and data encrﬁttlon but such

functions aldef a}ngdmprle@ctta ng network upgrades difficult to plan and
implement. Large numbers of users who demand network system resources at the

10 same time results in processing delays and unhappy customers.

Network security is also a concern. It is important to allow only authorized
users to have access to the network, and to allow users to have access {0 only their
own data and documents. Providing this security is possible through user
authentication and data encryption, but such functions 'also require the use of

15  network system resources and may also increase processing time, which appears to

the user as a slowing of the network operation.




15 network systemresources and may al so i ncrease processing tinme, which
appears to the user as a slowi ng of the network operat 20Wctebér Giober 2005
3 Summary of the Invention It is therefore an object of the present
invention to provide a high-speed internet-based network systemthat

rapi dly adjusts for changes in the nunber of concurrent users. It is a
further object of the invention to provide an internet-based network

systemthat permts rapid enc tion and decryption of user data and
docunents. It is a further ‘E@P%‘Ffaq‘ﬁé“‘i'eﬁ'v‘%tlon to provide an

i nt ernet - based netoWmkref¥SLEBiERBE the Pre8@t iiﬂ\r)ém%&ﬁb?mv?deaaﬂﬁ%@ép%&& i butable in
order to accommobdate changes in the nunber of network subscribers. These

and ot her objuiseres-baged neeelopisteapibatrrapidlyfagdivgts forechanges it the nedbatodwi ngs  and
the descri ption,of..hes; enbodi ments. According to a first aspect of the
present invention, there is provided a network conputer system conprising:
a first server prbisadiurtberabeetsd thedmantiqal topadvideyandfiterabi-lewsdd nedtorkeast one

additional server.controlled by said first server; a rality of client
obi ect s or i GPRSEHASRYHEE B Py ATty Srcs R foEHY

oper ati vel y connekid afgribaiobjeftiof &e iMﬁﬁ&ﬂb?rcﬂ&de'aﬁ%&ém&%s@qﬁwdrﬁna' servers,
said distribution nmeans permtting said first server to control the

di st ri but i onsYSFmdbat i eagilyjseahblesmil distribuighle fiparferdapgommedate ehapees #t d at | east

one additi on@k nSBhMeF Sethdrk QBLdBLRat i on of said access by said clients.
According to a second aspect of the present invention, there is provided

in a network conplhessandypdeeehjects with beeothefappargrt Gvindhaifjustroeé gawiingsa pl ural ity
of ~ and the description of the embodiments.

According to a first aspect of the present invention, there is provided a
network computer system comprising: a first server providing access to a
plurality of client; at least one additional server controlled by said first server; a
plurality of client objects originated by said first server; and distribution means
operatively connecting said first and said at least one additional servers, said
distribution means permitting said first server to control the distribution of said
client objects between said first and said at least one additional servers in
anticipation of said access by said clients.

According to a second aspect of the present invention, there is provided
in a network computer system, a method for providing access to a plurality of
clients, comprising the steps of: originating a plurality of client access objects by
a first server, said client access object being under control of said first server;
distributing said client access objects by said first server between said first
server and at least one additional server in response to the number of said clients
that are anticipated to attempt to access said first server; providing a
communications connection between each of said clients and said client access
objects; and severing said communications connections in response fo an event.

According to a third aspect of the present invention, there is provided a
network computer system comprising: a network server; a plurality of client
connection objects created and controlled by said network server; a plurality of
client computers having access to said network server via said client connection

objects; and wherein said client connection objects are created in anticipation of




clients, conprising the steps of originating a plurality of client access
objects by a fast server, said client access object beRnp@cwdderomontrrol of
said first server; distributing said client access objects by said first
server between said first server andzat |east one additional server in
response to the nunber of said clients that are anticipated to attenpt to
access said fi ﬁt server:; providing a conmnunicatjons connection between
“each of sai dsaé‘f‘?r@ﬁ‘?@ﬁ&?%%ﬁ?s@gF‘Eape‘ﬁ’(‘,’&l&%"“@l‘ﬂ whergn themndeyed i ng sai d
conmuni cat i odgd ARAMREhEMDS objBets BSRONELsi@ndoR\EREr isAGERIAINY to a third
aspect of the present invention, there is provided a network conputer

syst em conpr#sdieigharythe aumberief sliany epmpugerp pxneeted toregfestcicieato sabbnnect i on

obj ects creatgdo@ndeontrolled by said network server; a plurality of
client conputers having access to said network server via said client
connecti on obj ecAscordingitowtfeurdh aspeaiofithe lpraait inentac themens pljviizila are created
in antici patﬁeg‘gorgf 01%7 tOct ober 2005 3aﬁsai d cli ﬂglt con"%{t ers accessing said
networ k ser V&I ARFCRREFESSH ST BTG T6T fungtiong! fapsramevidipg it iac®n obj ect s
created by saiofle aehuRickeebivpiiteisSa QAR fuh&@ioRk! la@k 8ALIRALIH Byt he nunber of
client corrputbers expected to request access to said network server.

Accor di ng t PREESESJOY 295es5108 @pd mapipylpEngdats @srocipted arthipsriculahiapks, b provi ded a
network commiiaRlicHHRlicRORY LRk hiod difSbiighlih ARbpdidy SFaiPr OV di ng
interface to one or nore client cOnputers; a secon unctional |ayer

- ori gi nati ng «¥pecsesknungig elreguets forasidetisitodjcats by waid ichert atipgerdatnd, associ at ed

i th particy i d.client . id client objects bei
or i gi hat ea AP AR Rber SP0R e b 3l PRl RAL B eina ot “eara

cl i ent obj eciisntleympaied te bickéait ojestput ers; and a third functional |ayer
responsive to said first functional |ayer for routing said :




.client computers to a client object. 27 Cctober 2005 WO 02/091185

PCT/ US02/ 13449 4 Brief Description of the Draw ngs Fi gue®Qktdbsr 2003l ock

di agram of the network conputer systemin accordance w th the present
invention. Figure 2 is a diagramshow ng the functional |ayers of the
conput er VeyeXYM8s of the present invention. Figure 3 i a/nfshmsohart
illustrating an aspect of the operation of the network conputer system of
the present invention. 27 Cctober 2005 WO 02/ 091185 PCT/ US02/ 13449 5
Description of the Enbodiments Referring to Figure 1, there is shown a
network conputer system 10 that inclgydes a central server 12. Server 12 is
of conventional design, but it has been 5 found that a Unisys ES7000
conput er provides the desired capabilities needed for efficient operation
of the network system Server 12 is operatively connected with conputer
14a, which fornms a connection machine or factory with individual users on
t he network. Conputer 14 iBg@fp@&ﬁpﬂ@ﬂaﬁﬁgnhbmngynctionality, i ncl udi ng
firewall 16a. Individual users, represented by I ndividual user conputers
18a, 18b, 10 andFfigwe lisgbloghdipgram of he ssimotk ermpules sYSISEON gerordanes i ety of

met hods, but,:d | .Jvely shown in Figure 1 and described herein as
bei ng vi a t?}védl?hr?tﬂerésh@“ J<)aﬁsfi gnated 19 in Figure 1. The nunber of

i .ndi vi dal - user sFigure 2\is4 dingraf shewingthe functional layers of the computer system

-of the present invention.
Figure 3 is a flow chart illustrating an aspect of the operation of the

network computer system of the present invention.




given tinme may vary considerably; and may increase or decrease quickly.
This wvariability i's shown in Figure 1 as individual usef Guoshet2@ys 18n
shown in 15 phantom System 10 may bring additional connection nachines,
such as conputer 14b (with firewall 16b), shown in phantom online as
needed t Wsiigilge i ndi vi dual wusers, such as user conmtrasedBms System 10
- therefore provides efficient scalability to add connection conputers as
needed. I n accordance with an aspect of the present invention, server 12 is
able to 20 prepare for client- or user-requested connections before the
user conputer actually nmakes the congection request. This is acconplished
by creating, or registering, a sufficient nunber of client or user
~connection objects 20 with the operating system of server 12 at the tine
of startup of server 12. The nunber of client or user connection objects
20 that are registered is determ ned based on an estinmate of the 25 nunber

of users that are expected D@crigtinaFith Pnb6dildeats, such that the number of
avail abl e user objects is equal to or exceeds that nunmber of expected

~users; however , RefFrEnainigwre df thepiieshowa A neierk enmputer systrm et ar e
regi ster ed gunBORARH sher HEREAREDL s UPORLIGAARLARLA, BXSLEM r esour ces of

server 12. The presence o prepare egl stered ‘'user connection objects
20 al | ows sfmmeéhatl@UnisysFS 7000 compeithr ptovides thesipgredicabilitiesndedadfer nunber of

user connect4.on requests.that all 27 t ober. .2005 WO 02/ 091185

bt US0n/ 13 SRSt b el Nesv A2 i ReN D G HAL OB A and
consume t hecapuie 444, WhichGBin®GL nrRtion bR Yr B4k Sy 348 il AdlaeeaNd regi st ered
- to make sure sufficient nunbers of connection objects are available. To

i nprove ef f PEEREROBs (opnuisil4 isopprates secyritydenctiondlitpdedlusing s onl y
: firewall 16a. Individual users, represented by individual user computers 18a, 18b,

10 and 18c, may connect to computer 14a through a variety of methods, but is
llustratively shown in Figure 1 and described herein as being via the internet,
designated 19 in Figure 1. The number of individual users on system 10 at any
given time may vary considerably; and may increase or decrease quickly. This
variability is shown in Figure 1 as individual user computer 18n, shown in

15  phantom. System 10 may bring additional connection machines, such as computer

14b (with firewall 16b), shown in phantom, online as needed to service individual
users, such as user computer 18n. System 10 therefore provides efﬁcient
sczﬂabih'ty to add connection computers as needed.
In accordance with an aspect of the present invention, server 12 is able to

20  prepare for client- or user-requested connections before the user computer actually
makes the connection request. This is accomplished by creating, or registering, a
sufficient number of client or user connection objects 20 with the operating system
of server 12 at the time of startup of server 12. The number of client or user
connection objects 20 that are registered is determined based on an estimate of the

25  number of users that are expected to request connection, such that the number of
available user objects is equal to or exceeds that number of expected users;
however, the number of client or user objects 20 that are registered or prepared is
dependent upon the available system resources of server 12. The presence of
prepared and registered user connection objects 20 allows system 10 to be

30  immediately responsive to a large number of user connection requests that all




5 maintained for the length of time necessary to fulfill the request of the
user. For exanple, if afile is to be transferred, the?2fidcebeedgish is
given at the beginning of the comrunication session, so that when it is
determ ned that a block of data has been transferred equal to the
predet er vvonexhofiss e size, the file is deenmed to have beamusesesasf erred, and
the connection is consequently severed. By the above-described 10 process
of maintaining prepared client or user objects, which permts rapid re-
connections with users when further activity is desired, term nating user
communi cati ons does not adversely aff&ct the network's ability to respond
tinmely to a particular user's requests. Server 12 may al so act to

di sconnect any user if° there is no request activity for a predeterm ned
period of ting. 1@19 stem 10, which utilizes TCP conmuni cations protocols
Wi th users, YEZhGP &HRC TRE- ophRSETS GFE Counssicdiapd canshuas the comecion s enbodi ment |

i nformat i on oBdek 26:Smoré Bhjectf bk €8 atsd A GSeikBRd SRRk S R ﬁﬂmgw th user

requests, so that server 12, via connection conputers l4a and 14b, can
continue a ©bennaedtianobisctovenelavalablei ent as long as there are client or user

requests to proc n Lesppnses to send. The 20.ahove system al so
permts dynamc ggf%ﬁggéﬁc%ﬁ%élgggﬁsygﬁglrgﬁ?gfcgijtaiua?{c%n%tgp 1?)f”%ydi stributing the
~ creations of netmgineiset the lehpitl of /e Yigdchsary to BIAL theaeduesDf &% usd@NYor conputers or
processors wt hi nééahtg]énetv\ork as necessary, so that the operation of the

operating s§&ams /8 0e wonsfegred dhe flganethds givempdea kegingreof Bfed. By this
process, se E&ﬁﬁluﬂigadmlégsgﬁh%@%a? whOEH ¥Rl BnEE RLYPIILAbE d4 has been

conpr essi on/ deconpressi on, and other functions to other conputers or
processor s, transfpsted ggual brithe predetermined fidet sizer the ifidecia desanedito have bsgrst em 10 i n

order to sp C | . user r s _and.t @ avoi d overl oading the
o O, *PEERHACERA o ol S Sl AT 8525 s RSBl 020, 19,
conput el0 sy ptoedss dmbiataingmeebdaticdt @b tiser bbjoss, wdivhlpetntisanmd refhe first |ayer

21 is the communj cations |l ayer. that js responsible
connections w1ﬂ? users \gﬁ/en further actlvisty is degired, terminating user

communications does not adversely affect the network’s ability to respond timely
to a particular user’s requests. Server 12 may also act to disconnect any user if
there is no request activity for a predetermined period of time.

15 System 10, which utilizes TCP communications protocols with users,
transfers information as packet streams. In this embodiment, information such as
data files shares the same packet stream with user requests, so that server 12, via
connection computers 14a and 14b, can continue a conversation with a client as
long as there are client or user requests to process and/or responses to send. The

20  above system also permits dynamic data compression and encryption by way of
distributing the creation of compression and encryption object across as many
computers or processors within the network as necessary, so that the operation of

- the operating system of server 12 is not adversely impacted or slowed. By this
process, server 12 may delegate encryption/decryption,
25  compression/decompression, and other functions to other computers or processors,
such as computer 22, that are located within system 10 in order to speed processing
of user requests and to avoid overloading the processor resources of server 12.
As illustrated in Figure 2, network computer system 10 is composed of four
functional layers. The first layer 21 is the communications layer that is responsible

30  for the TCP/IP message traffic between network system 10 and the user computers




30 for the TCP/IP nmessage traffic between network system 10 and the user
conmputers 27 Cctober 2005 WO 02/ 091185 PCTI US02/ 13449 7218etobd8005. . 18n
This layer 21, also referred to as the statel ess request handl er, supports
mul ti ple TCP servers running concurrently, and is responsible for

utilizi ngvcagdeotigonal TCP servers | ocated within the naicakkgsenecessary
during operation to support the users requesting connections wth sever
12. The 5 conmuni cations |ayer can sinultaneously and seam essly support
user communi cations via HITP applications. The comuni cati ons | ayer al so
IS responsible for detecting and resQIving network intrusion and service
disruption attacks. It also utilizes asynchronous transaction | oggi ng of
user attributes, such as wuser |IP addresses for the comrunications |ayer,

for exanpl e. tem 10 utilizes 10 separate thread for this transaction
| oggi ng fun&?%gb"m}ﬁl%ﬂ%ﬂﬂ%er?h ag&?"éf?‘l‘ toif thp statless fgyest handlett abl e

user -rel at egdy ﬁé\ﬁlﬂﬁi 10 Ngg%ma%h RS e |ogging thread
whi ch t hen peépPor ns k?e resqeuest e loggl ng ? ’nctlﬁg%%@g?ltgﬁo?ent ly wth other
t r ansact i onufiligieg ddditional IKP woversietated mithindhahetivankes n&8sshry dugfigrred to as the

encryption and ; ression layer. Milti.ple encr [ and conpression
al gorithns Waté%ﬁ%g%gﬁ%e&gﬁ%ffﬁy%ﬁ% ‘iﬂnﬂ‘?cﬁlgfl%‘ﬁﬁﬁhﬁv%gﬁ' gﬁfénpl e, 56- and
128- bi t RSAcahiyphicgioaplayer caFfiBuipkoRly Mdeesaly’ssioansabj ects are created
and managed dynamically based on_the nunmber of connected users to provide

fast encryptPBRUBFRioasYp HddE 2pplicgiions g Fhecomymynicagars laypralso sayer al so
tili th ' AVA Wl ki 1.t asynchr onous
utilizes &s%cglgi?lm A mﬂrss\élxmg%lgm}ﬁmgﬁ%& il d%&%ﬂgi‘gﬁ

transaction | ng of enctyption conpression attri such as
user - i dent i attasks. dhasogilizesasychronpysitrapsaction logging of user attributes, such as

user IP addresses for the communications layer, for example. System 10 utilizes a

10, separate thread for this transaction logging function, which runs in parallel with the
main executable user-related transactions. The system posts messages to the '
logging thread which then performs the requested logging function concurrently
with other transaction functions.

The second functional layer 23 is referred to as the encryption and

15 compression layer. Multiple encryption and compression algorithms are supported
concurrently, including for example, 56- and 128-bit RSA cryptography.
Encryption and compression objects are created and managed dynamically based
on the number of connected users to provide fast encryption and compression of
data as needed. This layer also utilizes the Iogging thread previously described to

20 | permit asynchronous transaction logging of encryption and compression attributes,
such as user-identified encryption algorithms.

The third functional layer 25 is the broker service or transaction routing

'layer. This layer is responsible for identifying the type of user transaction being
requested, and routing that transaction to the appropriate business objects 27. The

25  business objects 27 relate to the particular type of transaction, such as, for
example, file services, email services or services related to the user's personal
information manager. In accordance with an aspect of the present invention, the
transaction routing layer routs the requested transaction to the appropriate business
object, and can accommodate the addition of new business objects which add new

30  orimproved services io the network. As an example, a new business object for a




The third functional layer 25 is the broker service or transaction routing
| ayer. This layer is responsible for identifying the typeQafobuesE5
‘transaction being requested, and routing that transaction to the
~appropriate business objects 27. The 25 busi ness objects 27 relate to the
parti cul &0 eyPusdf transaction, such as, for exanpl erdiiuisesedvi ces, enail
services or services related to the user's personal information nmanager.
In accordance with an aspect of the present invention, the transaction
~routing layer routs the requested transaction to the appropriate business
obj ect, and can accomodate the additg on of new business objects which add
new 30 or inproved services to the network. As an exanpl.e, a new busi ness
object for a 27 QOctober 2005 WO 02/091185 PCT/ US02/ 13449 8 new ser Vi ce,

e.g., videoconfer.encin mayv.be added.. wi.t.hout, disrupt.ing the operation of
The’ net wor kiR sk e RareRT B v e oMbl Bt B { Gent T Ty ¢ he
transact i onopeigtion@fitie nefwotlo The@radPPti@RbhtRgayRHSS ARtifucd i Rehtif¥ the The
transaction routing |ayer 25 also utilizes the |ogging thread for

asynchr onou&a 45108 484 1091 o theggPogTiale busiieprenbiect fipclic tnygction s g file

| ol ved T Nydubfe @SRRI BRGne thBR ro: AAM M EaRGRL SO | 00S the

| ength of tine t occurs tor intormation to pass etween functi onal

| ayer, i ologging phHcogaroayd tydes eqf.fis zfileimvohed it thetramsastionkequiie Thourt h | ayer 29
‘is the data,l ayer.. Th at g l.ayer is responsible_.for.. providing data

servi ces toloigﬁ%g ﬁr?addgsgﬁiogsgt&dg@goﬂﬂr%etﬁﬂgf%ssgr %?IE]@P%TP???SSTM s layer 10
i1l ustrati vedtwednsonctiondVliaye B0drler Bkavpe thé fficikat pofh@hdtRotkhi ch i nforns the
appropriate functiaonal |ayer of the requested file location within the

network file stBiedgpeth lpsF 2isdbaata layase The data Iy dn egpenpble fori s provi ded to
the encrypt poGidlnd¥si sbiiced¥8 it ufeh GéqHikd R RinebdWdidels' . Thid 143 empodi ment,

a copy of the origina
- 10 illustratively uses a Microsoft SQL Server data engine which informs the

appropriate functional layer of the requested file location within the network file

storage. For example, the file location path is provided to the encryption layer to

permit encryption of the file. In the embodiment, a copy of the original file is

made and encrypted. Original stored files are not modified. The file location path
15  is then provided to the user who requested it.

Figure 3 illustrates the processing steps that occur within the functional
layers of network computer system 10. Queuing is used to pass information
between layers. As can be seen in Figure 3, the stateless request handler (SRH) 21,
or communications layer, receives a transaction request from a remote user

20 computer 18a. For purposes of this example, the remote user 18a has requested a
file that has been stored by network computer system 10. SRH 21 passes this
request to the compression layer request queue 26 which performs the step 28 of
acquiring any necessary decompression and decryption objects. New objects are
created if needed. Decryption and decompression of any requests or data is then

25  performed at step 30. In the example being described, the request is decrypted and

' decompressed if necessary and forwarded to transaction routing layer input queue
32. From queue 32, the request is passed to the broker service or transaction

. routing layer 25, which identifies the type of transaction requested and transfers
that request to the appropriate one of the business objects 27. The designated

30  business object causes the data layer 29 to request any necessary encryption and/or



made and encrypted. Oiginal stored files are not nodified. The file

| ocation path 15 is then provided to the user who requegVe&ttiter 26t5gur e 3
illustrates the processing steps that occur within the functional - |ayers
of network conputer system 10. Queuing is used to pass information between
| ayers. A¥O8HIWIBE seen in Figure 3, the statel ess requsatUsazisddder (SRH) 21
or conmmuni cations |layer, receives a transaction request froma renote user
20 computer 18a. For purposes of this exanple, the renote user 18a has
requested a file that has been stored by network conputer system 10. SRH
.21 passes this request to the conpregsion |ayer request queue 26 which .
perforns the step 28 of acquiring any necessary deconpression and
decryption objects. New objects are created if needed. Decryption and

deconpr essi L. or . i.s th 25 perf.ormed at step 30. In
t he exanpl e(ggrélp i %S e%béer%l&ggag %Isetrﬁ%mgg %ggriyp % %’%&%Ormy‘%?% AR Heco npressed if
necessary aiide. fTheilld edioh Path isthengivénan tHeatnnit@ichidyne layer) piilchthegue 32. From

gqueue 32, the request js passed to the broker service or transaction
routing | aydicasgan itRrctile o the usef Who fegpestedfit- ¢ r ansacti on requested and

transfers that 4#86HeaRtordsentl _mﬁggﬁgg&hqmgﬁgg@hgie?ggg@gganess obj ects 27.

The desi gnat ed 30 business object causes the data 9 to request any
necessarg edescyipad ip detaih iy the fopegodgidotsapticn s mbedRodhateh PCT/ US02/ 13449 9

et oa iRl Shn BRkoR Al ik ik Sp B R gB 0B R Eo SRR o rrunt cat  ons
| ayer, whi clrestrieeive, itftefghederassd] thatdaB ks srefehied mbedindatd Hage begr wWho request ed

it. Wile tgs resent,anention has been illustrated in the drawing and 5
descri bed i ‘H‘gltaélﬁldeﬁCH edrmd thet alleanges qad medifications thatwould brapeertood t hat

such or would occur to one skilled in the art are to be protected.
.10




illustration and description are illustrative in nature and are not to be
considered restrictive, it being understood that only the&dgstefenred

~ enbodi nents have been shown and described and that all changes and

nodi fi cations that would be apparent @p would occur to one skilled in the
art are to be protected. 10 27 October 2005 10 What is clained is: 1. A
networ k conputer system conprising: a first server providing access to a
plurality of clients; at |east one additional server controlled by said
first serVWaptisclagingdi®al ity of client objects originated by said first

server; apd di é&h&ﬂg&ﬁﬂm%%?ggﬁgggégﬁﬁﬁgly connecting said first and said

at | east one additiona istribution nmeans permtting said
~first server tm fiistrderet plokiirg stass b plontigfofshérds; client obj ects between

said first and said at |east one additional .servers in anticipation of said

access hy said2§%? ﬁF%?mg?m$h§”ﬁ%53ﬁF lle‘gg}‘rﬁﬂigﬁtﬁ‘;‘ﬁremdescribed in daim

1, wherein sai Ohdpnhmni@bf&ménﬂfb'eeisbﬁghate@@ QRlfEstis§vadMal to or greater in

- nunber than said plurality o% clients. 3. The_ network conputer system

described in Cdstrgutiongpeads ongratively sorngringiaish et ang saif atleps pngaddifionak s sai d

first SerflersViaid &E’tﬁbﬁt%%%ﬁg rﬂﬂtti;ll-%gai&]ﬁI’SY\@JrerrQ@%F{he%ﬁ‘Ebgﬂblg%s%dl bed in
ur { her g a plur

any one of Clainms 1 to 3, onprisin alrty of encryption

obj ect s mliegjiohiattebetwgenssaid dirdt indstaidsi levst pnecadditidnag servdrsinedtidigatios af sdidf i r st t o
said firsg ang%sa'gkgr | east one additional server. 5. The network conputer

systen1dé§%?f of'T R} y one of Clains 1 to 3, further conprising a

plurality of conpression objects originated by said first server and
di stributed b
2. yI'he network computer system described in Claim 1, wherein said plurality of client

objects is equal to or greater in number than said plurality of clients.

3. The network computer system described in Claims 1 or 2, wherein said plurality of clients

access said first server via the internet.

4. The network computer system described in any one of Claims 1 to 3, further
comprising a plurality of encryption objects originated by said first server and distributed by

said first to said first and said at least one additional server.

5. The network computer system described in any one of Claims 1 to 3, further
comprising a plurality of compression objects originated by said first server and distributed by

said first server to said first and said at least one additional server.

6. In a network computer system, a method for providing access to a plurality of clients,
* comprising the steps of:

originating a plurality of client access objects by a first server, said client access
object being under control of said first server;

distributing said client access objects by said first server between said first server and
at least one additional server in response to the number of said clients that are anticipated to
atterpt to access said first Server;

providing a comnunications connection between each of said clients and said client
access objects; and 7

severing said communications connection in response to an event.




said first server to said first and said at |east one additional server. 6.
In a network conputer system a nethod for providing aceesktdbera0qs urality
of clients, conprising the steps of. originating a plurality of client
access objects by a first server, saidiglient access object being under
control of said first server; distributing said client access objects by
said first server between said first server and at |east one additional
server in response to the nunmber of said clients that are anticipated to
‘attenpt to access said first server; providing a conmunications connection

bet ween each o ' ' . .S al |ient, .access objects: and severing
sai d com"rZ' ni caﬁezﬁlgﬂg%g%sgc e;%o’ﬁ&?ar]fﬁ ?ég%%ﬁléles aidp l%fg]htg\?Zﬁlﬁn{ %e%:ffr%lg?&fOOS 11
7. The netquwbtode geaichmthumbedhan saidpluniier«ichemai d plurality of client
objects provided is equal to or greater in nunber than said plurality of
clients. 8. The nmethod described in Clains 6 or 7, wherein said first

server pravi deShaaaeodddseribodan Qlaihslb 8t 7,twheRiin 6id BRE Serddr BroviiRs hatkgnpet . 9.
The net hod,(géscr_l bed .in any one of Clains 6 to 8, further conprising the

step of  FHRIPAHYPIsigtsyigitherigtegrt. encr ypt i on obj ections origi nated by said
first server and distributed by said first server to said first server and
said at |east one additional server. 10. The nethod described in any one of
Cains 6 %0 8, THamethed desenihpdiis amypoelof Chiirep6 af 8, fimtley cothpriping the stepbf ty of

conpr essi Qn_.qQbj riginated by. said first serv and distributed by
said fir "‘s’lgﬁ’%g‘ﬁﬁ‘f‘%&&?ﬁ’cﬂ“’%&‘ Sigfiir onired P bty aiblalied br
server. 1shid fitsieservet loadiddBsGeivbeshdisaidanicagnge additdmi &Bve t 0 10, wherein said
comuni cations connection is maintained only so long as to fulfill a

particular client request.
10.  The method described in any one of Claims 6 to 8, further comprising the step of

providing a plurality of compression objects originated by said first server and distributed by

said first server to said first server and said at least one additional server.

11. The method described in any one of Claims 6 to 10, wherein said communications

conpection is maintained only so long as to fulfill a particular client request.

12. The method described in any one of Claims 6 to 11, wherein said event comprises the

passage of a predetermined period of time.

13. The method described in any one of Claims 6 to 11, wherein said event comprises the

fulfillment of a single client request.

14. A network computer system comprising;
a network server;
a plurality of client connection objects created and controlled by said network server;

a plurality of client computers having access to said network server via said client

connection objects; and




12. The method described in any one of Clains 6 to 11, wherein said event
- conprises the passage of a predeterm ned period of tinmeygkdhedigoyret hod
described in any one of Clainms 6 to 11, wherein said event conprises the
fulfillment of a single client request.;514. A network conputer system
~conprising: a network server; a plurality of client connection objects
created and controlled by said network server; a plurality of client

conmput ers haviRg:af 83 &l Ld: S r.ylia.said client ~connection
obj ects; and 27 Cct oﬁerll%ggéﬁ%%oaﬁéﬁ% Erescg'{':ﬂ)d[e%& ?‘{%“}ﬁp SIﬁH&ﬂqe%ﬁn%Wﬂcgs are
creat ed ifreesainEenig astnork eskves apdiwbireie e mmbprtfani clietteesdctich Stjéds Geimbdr K

server an ' of. sajd,cli.ent connection objects created by
sai d net th)%% se%%%gggdgg%ﬁhooorgfea{ﬁ f ap e “Pﬁ’gﬁ' ‘{‘%ﬁgeqﬁﬂ‘ﬂﬁ?teﬁFxE‘P"F‘@ﬁ?

conput er sregygsbced ta wid nebgorkstrvaccess to sai d network server. 15. The
networ k conmputer system described in Caim 14, wherein said network server
al so creates and controls encryption/decryption objects. 16. The network

conput er Eyst eihedeswrk amapitdt sf@idh destAbedih @1@&&45@&&@9%&%&&1%&% afth SO
17. The network

creates and control s.conpression/ deconpressi on obj ects.

conput er %?&S@H@&%‘%@hﬂ&%ﬁ?ﬂ@%pma‘?ﬁ%erei n said network server also
creates and controls business objects. 18. The network conputer system
described, jn (,}lh?i m 17, wherein the creation of business objects increases
the f unct%donm e petyicenmpuiis syaank deserysdiie Claiy 4 ¢ ovlerein sidhetmeiinsesar also
ereation @éatesﬁﬁ&Qoﬂaléﬁicﬁﬁéﬁesgmg&‘bﬁlp@sﬁf &ss and does not disrupt the

operation of said network conputer syste

17, The network computer system described in Claim 14, wherein said network server also

creates and controls business objects.

18.  The network computer system described in Claim 17, wherein the creation of business
objects increases the functionality of said network computer system, and wherein said creation of
said business objects is seamless and does not disrupt the operation of said network compruter
system.

19. A network computer server comprising:
a first functional layer providing interface to one or more client compiEers;

) a second functional layer originating client objects for accessing and manipulating data,
associated with particular tasks, by said client com;;uters, said client objects béin.g originated in
anticipation of an expected number of requests for said client objects by said client computers;
and

a third fimctional layer responsive to said first functional Jayer for routing said client
computers to a client object.

20.  The petwork computer server described in Claim 19, further comprising a fourth
functional layer providing cornpression/decompression and encryption/decryption functionality
for said data.




19. A network conputer server conprising: a first functional |ayer
providing interface to one or nore client conputers; a $2cRishef 2003 i onal
| ayer originating client objects for accessing and mani pul ati ng data,
associated with particular tasks, by sgkd client conputers, said client
objects being originated in anticipation of an expected nunber of requests
for said client objects by said client conputers; and a third functional
| ayer responsive to said first functional |layer for routing said client
conput er s2t-0 aTk¢ patwierksbinpeter sep@r defabaddn Widaitns ¢DomfY, ehesarsagrfirtescri bed in
Claima19, g [ -} Sl fourth functional |ayer providing
conpr essi g%fﬁd%nggl%ér}g’g&ﬁ%%agg%f?(élﬁecclrﬁf}ﬁtﬁo% 088%,9@5‘% on functionality for said
data. 27 Cctober 2005 13 21. The network conputer server described in
c ai s 19%% 2_?1,6 wherein said fi rgt ',gﬁgncti onal | ayer gr ovi des at | east one
client cofffiect i SHPOBIEEPTPEY SeHbAGTETRAG R 205 A &aas 19 b 2 o wdereinseld i n any
one of C e fafictioBalddyer Wooidei & 16R1 she a?ﬁl%ﬂgn F BGldd¥Yal 1ch@VRE ofaRMVIERS at
| east one application requested by at [east one of said client conputers.
23. The n®¥EB¥HES-conmput er server described in any one of Claims 19 to 22,
wherein said third functional |ayer determ nes the nature of the
application requested by said at |east one of said client conputers.

: 23, The network computer server described in any one of Claims 19 to 22, wherein said

third functional layer determines the nature of the application requested by said at lcast one of

said client computers.






