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In a technology known as Bluetooth, a consortium of communications and data
25  processing companies have proposed a standard for use of these frequencies to establish
ad-hoc short range wireless networks in which mobile devices can couple together for
data communications and also can couple as transients into fixed networks that support
wireless access. This standard can make communication and digital data network
services accessible to mobile devices in everyday use. Personal electronic devices, such
30  as cellular telephones, pagers, personal digital assistants, laptop and “palm-top”
computers, etc., can exchange data and participate in powerful and/or wide ranging
networks, without the need for network cards, cables, connectors and interface software

that typically are needed to couple a desktop computer to a local area network.
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message, such as
20  spreading communications over the bandwidth. However the sender and the receiver

must operate at the same frequency at the same time. “Random” access also generally
means that various devices each can transmit data whenever they have data ready to
transmit. As a result, two or more devices may transmit messages at the same time.
Overlapping messages that interfere with one another are said to “collide.”

25 When two messages collide, it is possible that neither one will be received without
errors. In that case both messages must be transmitted again at a later time. Sometimes
one is received correctly and not the other. In networks subject to collisions (sometimes
called contention networks), it may be possible for a prospective transmitting device to
signal a targeted receiving device to expect a message having certain attributes (e.g., a

30 stated length) and/or to warn other devices off, before attempting to transmit the
message. It may also be necessary for a receiving device to signal some form of
acknowledgment message back to the sender (ACK) after receipt of a message, such as a

measure of the received message length, or parity check information, etc., which might



measure of the received nessage |length, or parity check information, etc.,
whi ch m ght WO 02/ 067469 PCT/ USO1/ 48411 -3 be checked for accuracy. These
pr ocedur e80Omay6de9 needed because of the possibility that PaTrSsyvayel

transmtted on the contention netword nmay not have been received due to a

col I'i sp Eheﬁ@ﬁ fOEREGRS Tﬂé’s‘aesﬂlfo@@&@reg?fﬁéﬁhg@ﬁee&@fﬁé&%ﬁ bf Pr?eﬁ@s‘siﬁﬁ& ihk ONs

can occur enever a nessage transm ssion by one 5 device affects

r ecept 4 emesedgeatrahdraittedon dlye cotentibh nstworkmpyodavelbesntreceivied doe so a

havi ng random access to transmt over a_network medi um happen to transmt
rressag@%ulS]@ﬁ/ ane represenipandasirablepverhpad.sane carrier frequency or channel)

at the sametine. T qes. _ef LV, | i etel.y,: | f the
ressages. onMreBus Tl SRR Fah S Ehtnti d SRR IT el Ve,
first gepiedaffeds d8leptitf dthdthé: inegdizRg ACERsioh Bay BcSRCAREN FRSIREScaNd
garble only the endimost bytes of the nessage. The sender and receiver

cannot havisgiragdbsthadckss ter ramsrhitevepametwbrk tredmandegpp e toriratseit estssages
Col l'i sions al so nay ocg¢ur ﬁije to Ies,sﬁgr;?rect conflin(j{?i. Fi)r exanpl e,?,rg

t r ansnPB $hesrme mediumyieg-efie SmmFEreriiparaRer plekannsl) of thesiimedne kage or
ghost : . LLisi .

o oot Depfhs s EERENAS Lop MRS ARAGIAERY (A Wi s oty bR alattyy. |
that ORér SRSApIRStHERYading dipeasf o et eldasigeaamibians eplapt he led&iﬁﬁ@dgb lodlang
nessages may be correctly received. The conponent bytes of the two

colQ i dsesgnevsessgge andygasbleranly theoendmobt leytes ot tha ingssagre Thesender azhnot be
di stingui shed from.anot he the .receiver(s). If receiyed at all, a data
error Eﬁfﬁwﬁé C?%?@‘?ﬁﬁ%’;?htﬁé CHEL ge\%ara_ryqf{é\e)erppﬁagﬁ%prﬂgﬁﬁrﬁ curred at an
unknown posihilRibdshlbdthasPodles 38%o 16ERMRL PInilR, qur%(Fi[{yﬂQVarﬁ&%ﬁﬂkgionBOt h
colliding nessages are transmtted again. It Is genera consi dere

ef i ci entntadjqrentchardel nwesirmearfarenet woeffedied hraxge or ghastiofel tyarsieigtedandom
access to transmt. Sonme |level of contention is general lé tolerated in the
P

i nt er eBesHigeanRy Enterieye. Armoliifian &ypistlisafies)s thaeasaplen ofbplrevertapmingi si on
e Bior Beoiges VLRI TE KR SR SHER Rt SrmBE ey L D e
traffigvh Sollidihy nfidda @l thhp b@r&§r@5ﬁ¥ ?éal::ce;'cix_k&i.}’l"he EQa oﬁl&rl]ttﬁ;ﬁeg bf gyt due

to contention can becone severe if ic is heavy. heavy traffic
si t uat ¢allidingemessagesinssi bemired os gattded dudytiat egaen¢ssage tamiaibe i ncr ease

ot 1 ePHPBIBAY OO o ey CH Dl Faceitonkaadl AOIAE BERAAIE e coul
or ARyl 85 SO I g UG RERHL 2 A TFBEBR T 0
20 message, rendering the error uncorrectable. Both colliding messages are transmitted
again.
It is generally considered efficient to permit devices on a network to have
- relatively free random access to transmit. Some level of contention is generally tolerated
in the interest of efficiency, and where necessary, messages subject to collision are resent.
25  Message contention reduces the message throughput of a network. The effect of
contention on throughput may be trivial when traffic is light and collisions are unlikely.
Load on the throughput due to contention can become severe if trafficis heavy. Ina
heavy traffic situation, re-transmissions necessitated by frequent collisions increase the
traffic and make additional collisions likely, requiring more re-transmissions. With very
30 heavy traffic, the network bandwidth could theoretically all be consumed by
unsuccessful colliding messages and colliding re-transmissions that result.

What is needed is a method and apparatus that facilitates efficient

communications among the devices that participate in such a network. Advantageously,
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of the Fig. 3 is a timing diagram illustrating the possibility of message collisions in the
arrangement shown in Fig. 1.
Fig. 4 is a timing diagram as in Fig. 3, illustrating coordination of the devices
20 shownin Fig. 1, according to the invention.
Fig. 5is a flow chart illustrating the steps according to the invention whereby
message collisions are avoided in a multiple access frequency hopping network
according to the invention.
Fig. 6 is a plot of two modes of error correction between which the devices are
25  switchable in order to manage the priority of access to time slots in which a collision is
predicted to occur.
Disclosure of Invention
The present invention is arranged to minimize collisions without adding
sﬁbstantially to the regulation of communicating devices, and thus to facilitate the
30 formation and operation of personal area networks and ad-hoc networks. Any of the
communicating devices can become an access point or node through which other devices

communicate. One or more of the communicating devices can be coupled to a fixed or

hard wired network, to function as an access point providing data services to mobile
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ACKPLSSequipped device functions as a master or access point that synchronizes slave devices in

an ad-hoc or “pico-network.” This piconet couples devices within a limited range (e.g.,
10m to 100m) and may also couple with other piconets and/or with access points that
have means for data communications with fixed networks or other resources. Master
and slave devices thereby couple into data communication with one another and/or

25  with other mobile or fixed devices in a transient manner. In a configuration adapted for
commercial use, for example, a user carried mobile device couples transiently into a
network located on the premises of a particular business or facility, which has one or
more access points capable of packet switched data communications using frequency
hopping over a short range. The business or facility network might have a single access

30  point device or plural access point devices, or may have a single unit capable of
operating simultaneously on two or more piconets (i.e., conducting simultaneous
communications using two or more frequency hopping sequences. Devices operating on

a given piconet are synchronized and follow the same hopping sequence, namely a
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user deverdhehardavidih biigistue of heeharmel banswidbearichivenpiagaete.y until the
file downlogd, 130,000 opportunities are shared by all piconets that might interact, for

20  example because they are close enough in space that their transmissions overlap. In each
individual piconet, the master and slaves (which are the mobile and stationary user
devices) share 1,600 packets per second because the jumping sequence of channels is
dictated by the master. Assuming that addressing methods successfully allot each
successive packet in the jumping sequence to one user device, the maximum possible

25  throughput of a piconet would be achieved, at 1,600 packets per second.

Many of the communications that might be needed by user devices, employ the
available communications capacity in bursts. When downloading a file, for example, a
user device makes extensive use of the communications capacity until the file download
is complete. To keep up reasonable throughput from the perspective of users (i.e., so

30 thatno user has to wait a very long time), the number of active user devices permitted
on a piconet is limited, for example to seven. The “inactive” user devices are placed in a
“sleep” mode temporarily. In the event that a user device needs to commence a

communication, it can apply to be placed back into the active device queue.
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slaves (plus inactive or “parked” slaves) that adhere to the master’s frequency hopping
sequence when coupled to the piconet.
A client/server arrangement is possible using a piconet as described. In one
configuration of a piconet, a master or a slave that is in wireless frequency hopping
25  communication with other devices over a piconet, can be a processor or other device that
is also coupled into a hard wired network, for example having several processors and a
network server coupled by cables through Ethernet network interface cards. The hard
wired network can be coupled to one or more devices functioning as one or more
wireless access points. A short range application of such a wireless arrangement is a
30 personal area network. Users of terminal devices of various types, such as laptops,
cellular telephones, personal digital assistants, etc., may have use for a high bandwidth
network connection for specific or general purposes. The devices may also

advantageously use services such as large database servers and other services, wide area
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1020 By using frequency hopping on demand communications between the user devices and
the network access point (AP), a high bandwidth data connection is made available to
support such services. ‘
Message packets contain some information in addition to their data content. A
header or trailer in each transmitted packet identifies the transmitting unit and the
25  destination unit. In a frequency hopping arrangement, the transmitting device and the
receiving device must coordinate with one another such that the receiving device hops to
the same frequencies at the same times as the sending device, in sequence.
The hopping sequence or next frequency of a given pair of communicating devices
can be anticipated by other devices or by a supervisory device. The supervisory device
30  might be a master or an access point or an outside controller, with means to discern the
hopping sequence of the pair. There are various issues as to how an anticipated conflict
might most efficiently be handled. For example, if two access points anticipate a slot

collision, either of the masters could have the option to (1) abstain, or (2) use additional



the sane frequencies at the sane tines as the sending device, in sequence.
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bandwidth expended on dealing with contention, using frequency hopping
communications over several channels and confining transmissions to coordinated time
division slots. The time slot and frequency hopping sequences of each connected user
devices are made known to a controller associated with the network in a centralized
25  control embodiment. The sequences are made known to the other access points in a
distributed control embodiment. The controller may be one of the master devices or a
separate entity.
The frequency hopping sequences of each of the APs currently in communication
over the network are thus known and collisions can be anticipated. According to one
30 inventive technique, the controller assigns priorities to the devices. Alternatively, a
protocol observed by the devices can determine priorities. The priorities can be

determined, for example, as a function of message latency, previous unsuccessful
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and are resolved'in favor of a highest priority user device (or perhaps a
nunber mepsageqhecessingraspyireisy ilbedligher prerityedgidas might nsseigher frenpmjssion
devices. Prioyi bi es can be.varied as fcli rcugstan e change . Zoyggrti larly
| f 1 hePVEBrYRicBdOR AL gruge ISmBEs demaBelen ke X gePadti beeaddedcy)
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swtc hex%%%lée L2180& 1'3191510{%'7 d80eL PRYITRR! ¥arl 689 aried as circumstances change,
20  particularly if the priorities are assigned in part based on message backlog (latency) or
other factors that change from time to time.
In another example, collisions are anticipated and two or more or all of the devices
continue to transmit notwithstanding the anticipated collision. However the probability
of reception is improved by switching, during the anticipated collision, to a more robust
25 ~mode. After the collision, the devices switch back to the normal and presumably less
demanding mode.
Thus, according to the invention, spread spectrum packet-switching radio devices
are operated in two or more ad-hoc networks or pico-networks that share frequency-
hopping channels and time slots that may collide. The piconets can be short range
30  wireless associations of communicating devices according to the Bluetooth industry
protocol, or another protocol or arrangement having comparable features and needs.
One device in each piconet is a synchronizing master and others are slaves that follow

the master’s frequency hopping sequence. The sequences of two or more operating
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it will
20 In Fig. 1, some of the localized networks or piconets 19, 20, 21 can be wholly

defined by wireless communication links between the communicating devices 22 that are
members of the respective piconet 20, shown by broken lines. One or more devices on
one or more of the piconets can also provide access as gateways to other networks,
piconets or stand-alone devices. In Fig. 1, three piconets are shown, but it will be

25  appreciated that additional piconets and communicating devices 22 can participate in a
coupled-piconet “scatternet” as shown.

The master and slave designations of the communicating devices refer only to the

fact that the master 25 of each localized network or piconet group 19, 20 or 21 determines
the frequency hopping sequence to which the master 25 and all its associated slaves 27

30 conform when communicating on the piconet 20. In other respects, the master 25 and
the slaves 27 can be peer devices. The communicating devices 22 can transmit and
receive message packets for communicating with any of the other devices 22 that are on

the same piconet 19, 20 or 21. Such messages also can be relayed between piconets. For



25 appreciated that additional piconets and communi cating devices 22 can
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20 communication device in a vehicle (not shown), a PCMCIA card in a laptop or the like,
or even an otherwise isolated peripheral device such as a keyboard for user input or
printer for output, etc., that uses wireless communications to communicate with a
processor.
There are particular benefits for mobile communicating devices 22 if data
25 communications are established with fixed networks 40 that can support large databases
and other services that may be useful when operating a hand carried device but are not
practical to maintain on a mobile hand carried device. One of such other services can
comprise communication facilities along pathways other than wireless. Thus at least
certain members of at least some of the piconet Wireless networks 19, 20, 21 (such as AP
30 48) can be coupled to alocal or wide area network 40 on an intranet, extranet, local area,
wide area or global network (e.g., the Internet). Such an embodiment is shown in Fig. 2,
wherein a hard wired local network 40 couples a full panoply of network resources to

mobile devices 32, 34 ,36. This provides a range of services to devices that individually
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canurbetwicenficonets 20. Thus certain of the devices 29, 28 respectively, operate
simultaneously as a slave on two different piconets, or as a master on one piconet and
slave on another. In the Bluetooth protocol, the available wireless communications
bandwidth in the industrial-scientific-medical (ISM) band is subdivided into specific
frequencies or channels. The protocol or rules of access determine the frequencies that
25  canbe used and the minimum rate at which the piconets and their devices 22 must
change from one frequency to another. In this manner, the available bandwidth is
shared among a plurality of piconets and devices 22 that may compete for the available
bandwidth and access time. Usage is spread over the channels by the frequency
hopping.
30 The industrial /scientific/medical band, which is employed according to the
exemplary Bluetooth standard as well as other frequency hopping arrangements,
occupies 2.402 to 2.480 GHz, subdivided into 79 channels of 1 MHz bandwidth. This

frequency band is not necessarily limited to low power or short range applications.
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20 commercial objective, the mobile device becomes a temporary member of the ad-hoc or
pico-network 19, 20, 21 and can enjoy most or all of the services that would normally be
available only to devices that are wired into a local or wide area network by other means
such as Ethernet connections or telephone modem lines or the like.
The services that are provided via the mobile devices advantageously relate to an
25 (;bjective associated with the location where the network 20 is operated. For example, a
shopping mall or retail store might operate a Bluetooth-capable access point and/or
provide other ad-hoc network support on its premises to enable shoppers to access a
database of information about its products and services. A similar protocol that is apt
for coupling different devices located at a residence is known as the Home RF SWAP
30 protocol (“Shared Wireless Access Protocol”). Using the retail example, shoppers who
visit the mall or store come within range, and can access the establishment’s database. In
this way, the shoppers could be directed to product locations, can determine and

compare product specifications or prices, authorize or close transactions, view



avai l abl e only to devices that are wired into a | ocal or w de area network
by ot her means such as Ethernet connections or telephone nodemlines or
the |i ke.wOhe/erswi ces that are provided via the nobil e deeirase1/48411

advant ageously relate to an 25 obj.ggtive associated with the [ocation

wher e r 1S4 it XAARhE: : ' : |1
ot or o Tr R ] e B et A e e T e
ad- hocadredrisag&k obofferedt seoniced. ST edfns@mitai@izalahdnsludepwtoriptlaccess a

dat abase of information. about its products and services. A simlar

pr ot ocesftaklimeny’saancess pRint ang pesgiated devisets) day e caniewlude ether dewisegence

I s known .as the-Ho = SVWAP .30._protocaol ("Shared W rel ess cess ..

Pr ot 0c81 SowR Fik e Ay e So8mppir S fath i dR et ihortingst o o
cone WMok nedR8ein anggé},sg%%;s the establishnment's database. In this
way, the shoppers could be directed to product |ocations, can determ ne and

conpar e pr obuttte expewpleishawindnFigr2, puck esorametuialiesmbltishnlens eniphbopecte ons,
view WO 02/ 067469 PCT/ USQ1/ 48411 ;@15 rqonoti onal opportunities, and
ot her vPROLBIAFE RO elWipnkg ap fROWE: dfle esiariishmand conlebhaveiq avrredymteaness f er ed

: : . . . q tabl i s ,
2 ccess BBpRE e NS R bR P sl T R RE My B B bR P st e
as shoyéingRhbiveh aslexanfiplel. [FRFighe the veAbas 6@t Gaé k&frebérittd bBB1stRYIsteh S)
supporting 5 ad-hoc networking or access points. In the exanple shown in

Fi 1f. 2as ssueérsaovpherbtaca aktvestkadt skowmbdrhe appyetiatqrbthat éheseridodks coumil@
pi co- net wor ks @as. shown. . The establl | shment coul d ]Pni%e ]g W red intranet
conpr i SPAgSE Tt SancHans of adiaple ser(rr Q Perhepmrupiile sseysre fhakarg iy dain

e 1 oalEincliod Rt RURERARS EMIRUE Xor ol e PE-ER Lty on®

shoul draigeirppfiesvall 26l thdras colsied tblhe kiteftlifl ord@piocfaeilitatdiastdsped glabatt i ons
of a single server or perhaps nultiple servers that are in data
comurietatarkp Ginidasarsangeroentsicoald acqeas i compangsanislecaren metwietlner kthean
include a. router. or . firewal |l .46 that is couple o,t | nternet in order
tof¥ actTigatat. aBe 1o BB Srintinak s S8Rt pltodh seReble DT a bt o es
a COMPARYsSpUInEBr AAPX RBFAHOLK TBe APREFvElIs eg&gﬂp@awﬁh%lea@&é faAbmieihgor k
or intranet” I s rendered Bl uetooth capable b network access point o

"AP"  sard egceiking theeicdRapableasf seadaguanmp esteiving nadsshgapiclkatewhilatspping ng
and recei ving device capahle of sending and receiving nessaﬂe packets while
hoppi né\rovghé@'glﬁpﬁ%fr@qﬁﬁmﬁ- cHieNE) ssEvervalppeempyises a goRireBetonprqessory

Cont B SRRk S NIRRT B et oohneti o
Wi g2l egsmbRlrBeiewithendBi@devices 22 such as the wireless telephone, personal
organizer or palmtop computer, pager or other device as shown in Fig. 2.

In the Bluetooth standard, when two Bluetooth-equipped devices come within
range of one another, certain preliminary operations are effected with the result that the
devices determine the frequency hopping sequence that will synchronize

25 communications between the devices. The sequence is provided by one of the devices,
deemed to be the master. The other device conforms to the frequency hopping sequence
and is a slave. If additional devices come within range, they become slaves and conform
to the frequency hopping sequence dictated by the operating master of the piconet. In
this standard, addressing limitations permit seven active slaves to each master.

30 Additional slaves can be associated with a piconet, but typically those numbering over a
given maximum (e.g., seven in Bluetooth) are placed in a less active mode (e.g., they are

“parked”) when up to seven other slaves are active.
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20  master and generally conducts packet switching operations in a conventional manner.
Any possible data processing function might then be supported. Inasmuch as the
piconet participating devices include mobile devices carried by users, the system is
particularly apt for coupling a mobile device into communication with a network,
providing location or enterprise specific data to a mobile device that is brought onto a
25  premises by its user, and other similar functions.
~ Whereas a master can support a limited number of active slaves (and additional
parked ones), if an establishment or the like needs to communicate actively with a larger
number of devices, it might provide multiple APs 48. Even within the limitation of
seven active slaves, the devices can be arranged as a number of overlapping piconets as
30 shownin Fig. 1, sometimes known as a scatter-net. Although each piconet has a limited
number of active slaves and one master, any of these devices can potentially be equipped
to function as a membe; of two or more piconets at a time, or can be operated

simultaneously to adhere to two different ongoing frequency hopping sequences,
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20  inventory database can be maintained by a product supplier, or a flight scheduling
database for an airport, or an index of CAD or schematic drawings for an engineering
firm, a document management program for a law firm, etc. Typically, one of the servers
on the network operates as a firewall and enables users to access the Internet while
blocking messages that might enable outside access to user subdirectories.

25 It is not convenient or appropriate to require occasional users such as visitors to
one of the types of establishments mentioned, to have hardware to connect via hard wire
to an enterprise computer system, nor is it convenient to provide mobile users with
facilities by which they can physically connect to a network. However, it is convenient
for mobile users to have wireless access to a network using their own hand carried

30 device. Access can be provided over a relatively large geographic area via a wireless
cellular telephone system. Advantageously however, such networks are configured like

a cell phone network but the cells are geographically limited to an area associated with a

particular enterprise, using short range radio communications. Short range service can
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thgd  addition to the short range radio transponder of the access point or AP 48, the PAN
system has all the capabilities of a local area network and can have a network server or
controller, one or more servers for applications such as databases 42, email 44, and an
Internet firewall 46.
The data throughput of the personal area network is partly a function of the
25  number of APs coupled to the network. However, throughput per piconet may degrade
if the number of APs is increased. One problem is co-channel and adjacent channel
interference among two or more piconets. Fig. 3 graphically illustrates an example
wherein a number of APs are operable at the same time to maintain piconets, and are in
sufficient proximity to communicate on the same frequency channels or at least to affect
30 one another by crosstalk or the like. The packets of each respective piconet are
represented by different shading or hatching types. In the example of Fig. 3, the network
may employ packet switching, wherein the time slots are defined by the frequency
hopping intervals (in Bluetooth, 1,600 hops per second through an arbitrary order of



serves the function of hard wire connections in an enterprise |ocal area
network 40. In 20 addition to the short range radi o transponder of the
access powpoto206746F 48, the PAN system has all the capabi IPCTius81/¢f418 | oca
area network and can have a networkigserver or controller, one or nore

ser vergqliehti@PPMISAEh &%elS BeRvah Tal2has 2380 GHETHiL. FilusthfesdouBlBt er net
firewal I 46. The data t hroughput of the personal areéa network is partly a

f unct i codlinéns &ed 2Eplewrdbiésions S52Pdhere npssages dha hevarktpor tinelndefvequency

t hr oughput per, pi conet may degrade. if the nunber_of APs_.is increased. One
br 061 JREGHerB SvighanA RO hesR e NAREIB e EREt PLFahead SR ose: ror o
pi cone ? g. 3 graphically illustrates an exanple wherein a nunber of
APs are opérable at the sanme tine to maintain piconets, and are in

sufsfi ci ent Ae@rtmg 1 the esaitiheaiteor thé becgaereefofenieRacalisions einsl deirat

| east to affect 0 one "another by crosstalk or the like. The packets of
each risygest phsysisine throughput arepraided vedelsytay ffisitanm. shadheyndn Higitds thag
types., I n the exanp] e .,of Fi 3,,. t.he net wor my e py. packet..sw f.chi ng,
uher o bt R Rl Sl O by TR TS, hOHPRG TRESIAERL (T
Bl uet T ' of Q67469
PCT! USROG R0 BaRDhe MtV RR A, Pl S e B QB e
Fig. Sdmﬂih%shépic@ped@wbcﬂlismwdlbisi ons and triple collisions 52 where
nmessages that overlap_in tinme and frequenc interfere with ogne anot her

beause t heArspgingtasdgianestionthe A epnirellers dfprediss colligions basekondher di ng
to the. present, inventi.on. the occurrence of packet colli§ nd their

| mpact TR SRRRE ot BeR SRPEVRURERIS of mERE fnd it el A e on i 1
Fig. _‘%eo?ﬂ@phi@é‘l!?ﬁ% diferkasdfesifaRat Afdeablarfeebie AAGhRYC TRS %féq[he sages.
This i cconplished by anticipating collisions and nodifying the behavi or

of t hehqppisgeequerececsfl the domgnpnicetieg slevitas cangbe hepguted petitd AR arabhimillen
slots. 10 Accordi,n\%)‘1 to the invention, the AP _co%rol lers 4

di ct,
col | i Aowhepagartighlar levide ORBRRGESHOBYNHELEERB @%th@%ﬁ- E{l‘?qr%éé&%lym e
P10 ot phiterf Bt edch H0Gko 7 beATRALARTY AR AY BhuBHBPENLD thd dhélibh o B

conmmun&atd (@., 4By heppirtasedientepi bedbiavedy A afnt@@lmrr@mﬁhedres fige When a
particul ar device commences conmunication thr ough t he AP. ternatively, 15

t he pateppingeeqeendes dévihe deviges inecamneimicadiony an@ engyiks ¢heimpehaingfqodlisiohe
oPer 8100 Ot 0SS E L e IOBRLRS, SEAUETCE G be cbserve), The
and e &Fcdd e cbPPGIERLE AldabRidPBom communicating during the conflict time slot.

20  The AP controller determines which of the devices will be permitted to transmit by a
priority assignment technique, using one or more criteria as discussed below.
Alternatively, all the potentially-colliding communicating devices except one can be
handicapped relative to the one that is given priority, as also discussed herein.

According to another alternative or additional technique, during the collision slots one

25  or more (or perhaps all) of the colliding piconets adopt a more robust form of
communication, for example using a more demanding error correction scheme, a higher
power level or the like.

Disabling transmissions from all the communicating devices save one, effectively
reduces the throughput load on the network by eliminating the processing,

30 acknowledgment signaling and retransmission that the devices would be required to
undertake in the event of a packet collision. During the collision of two packets, neither
packet might be received without errors. The expected acknowledgment is not returned

or an error is reported to the transmitting device and the particular packet must be re-
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demandi'ng overhead (e.g., error correction) on one or nore of the 5
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Isggséln{}l%l%%& grs]mge %Il{xsle (grhaen aA jaggn hanne ;e cp,%ntl}b the E];s()srigné[c{] %phgﬁgll‘ip}gdevice
or devices can be allowed to transmit and the others required to abstain. It is possible
20  that more than one priority device may function successfully at the same time, for
example where each receiving device captures the sender’s transmission. According to
an advantageous embodiment of the invention, variations in the power level and in the
error correction level can be coordinated with anticipated collisions. Where no collision
is anticipated, the communications proceed without added error correction. Where a
25  collision is anticipated, the error correction can be increased. Alternatively or
additionally, the priority unit can be instructed to use a higher transmission power level
during the anticipated collision or adapt in another similar way during the collision
event. '
Non-priority devices are allowed to resume transmissions once a collision event
30 passes, and/or the error correction level, power level or the like can revert to a less
demanding default level.
Preferably, information is exchanged between the devices and/or the APs that

may warrant alteration of the priority assignments. For example, the devices can report
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20 communications capability of the piconet.

An AP that has the lowest throughput likewise could be assigned the highest priority,
as a method for equalizing the throughput among all the co-located APs. The priority
can be assigned based on other factors such as battery life, so that a device with a battery
that is fading or approaching its limit can receive a higher priority so as to complete a

25  function before ceasing operations. The priority also may be assigned on factors which
are related to other factors than equality of access. For example, a higher priority might
be assigned routinely to devices associated with relative more expensive subscriptions,
or an urgency of the message or a priority encoded in the message (e.g., 911 messages),
etc.

30 Preferably, however, priority is assigned to achieve some optimization of access to the
communications facilities. Thus priority can be proportional to the number of retries a

device makes, which can be reported to other units on the piconet. Any AP thatis
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20 namely a 1/3 rate forward error correction code (FEC), a 2/3 rate forward error

correction code and an automatic repeat request (ARQ) scheme for data. The FEC
scheme builds redundancy into the message packet data payload so as to reduce the
number of transmission errors that occur, requiring re-transmissions. Fig. 6 illustrates
the gain associated with the system when error correction is applied. Maximum
25  likelihood sequence estimation (MLSE) with zero error correction (see 61) adds less
overhead than more extensive error correction. Forward error correction by repeating
three bit per symbol techniques (majority decision and modified template being see 62,
63) can improve error correction gain by 5.3 dB60.
According to the invention, one means by which the priority of the respective piconets
30 can be controlled is to switch the higher priority piconet into a more extensive error
correction mode. Any forward error correction that is employed causes increased
overhead and reduced throughput compared to operation without error correction in an

error-free environment. Bluetooth error correction is flexible or variable. Generally, the



colliding transmtters may overpower another. According to the enbodi nent
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20  are left free to operate without the overhead of added error correction or other
regulation.
The sequence of steps according to the invention is illustrated in Fig. 5, in conjunction
with the remaining figures. Initially, the respective devices 22 (see Fig. 1) may be a
plurality of peer devices. Some of these devices can be associated with networks 40 that
25 are fixed in position (Fig. 2). Others of the devices are mobile so that such devices come
into communication range of other devices and establish wireless communications. The
mobile devices establish communications with other mobile device or with fixed devices,
which are equipped for freqﬁency hopping communications according to the same
protocols, such as Bluetooth, Home RF or another protocol.
30  Specifically, as shown in Fig. 5, a given device first establishes a piconet by initiating
communications with another device or joins a piconet that has already been established.

The subject mobile device at step 62 searches for an active channel in a repetitive loop.

According to the Bluetooth protocol, the mobile device can check a number of the



15 piconet to transmt and disable a low priority piconet during tinme slots
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onge! nz?pphes to a situation where two or more piconets are sufficiently coupled due to
overlapping ranges or otherwise, so as to interfere when crossing the same frequency in
their hopping sequences. Collisions may occur directly by nearby piconets using the
same channel, or indirectly by crosstalk in adjacent channels or the like.

25 According to the invention and as shown in Fig. 5, the two piconets, each having a
plurality of communicating devices, are made aware of one another’s frequency hopping
sequences. In a preferred arrangement the piconets are made up of personal networks,
e.g., as in Fig. 2, which have radio communication units functioning as network access
points (APs) 48. A given device or network can have one AP 48 or can have more than

30 one, which are capable of joining or maintaining different piconets, which have different
frequency hopping sequences. Nevertheless, the unique ID codes of the master of each
piconet (e.g., AP) are known. The ID codes of two APs on a personal area or similar

network, that both function as masters, can be shared by communications over the
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prediction I nterva m ne the particular

sequeneeiietitifiy collisiun tite slbe. Mhetdeviceshhppiragleetheaotitson tiendsoey ol ned
(step 66) and conpared at least for a first and second w reless network
over appreadtcollisionstidis invqleegdeterminiag velichof fge praspecidye colliding sl ot s,

A A e T e
e SeOpgPe i 1 Bea ey dsign, lrodipicqldipgs, con be
cond r okdmmnsynieaiion pactedofres bfame debotbest the periritized pinonets are adjusted to
reflect the priority. The priorities are assigned for the reasons discussed above, typically
(but not necessarily) to equalize access to the communications capabilities of the network
as a whole. Thus, for example, two APs or other devices can exchange information as to
the size of their message queues, or statistics characterizing recent access, etc. The
25  devices are programmed to employ the same method for assigning priorities. The
higher priority device proceeds or its communicating capabilities are enhanced. The
lower priority device abstains or its communicating capabilities are deliberately limited
or retarded to give the higher priority device an advantage.
In the example shown in Fig. 5, the priorities are adjusted such that one of the first and
30  second networks has improved access to transmit during said time slots in which the
frequency hopping sequences coincide 68, by virtue of differences in error correction. At
step 69 in Fig. 5, the error correction procedures of the higher priority device are boosted

(and/or those of the lower priority device are reduced). For example, the higher priority



sufficient communication with all the associated master device ID codes to
predict collisions using an appropriate applications process. 15 The

col | i si owOaneemapped over a prediction interval and conp&cedsat/4&tep 67 in
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hatd i ripplkely theices qr&fjetvacaen‘gﬂi traaﬁmtﬁgwgeéﬁgﬁbﬁ 9 ‘Eﬂqﬂﬂpﬁ- ey Regeossible
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hi gherpibtifizhfivn RNpELerdiCed @RS tathighanedety dowel bé shb@sbfolver priority
device are reduced). "For exanple, the highér priority WO 02/ 067469

PCT/ USO TheFadduencg hropeing eequances can be eomphieshand s/ priovities essighest hythe
error correction, .and/ or the. |l ower riority. device can,reduce qor, elimnate
't s erdeyiceoRPRLiHa mereess M edacedingbd et oG APFELPY Birrt e

| oyer pLiofid onditiet ?laatmgn%%hﬁ'rsglﬂfzwmiéé cﬁ?evdfccﬁe%‘é%ﬁﬂéﬁf, Wld YAl 6piRisgt es a
message transm ssion durlng ec iston tinme slot. The Tower priority 5

devi cedewivesihisiaddtesol theliffodtiation (hametptitd inabtet IDeogles) ndcessavpitd a
collision. Alternatively, the |lower priority device can be pernmtted to
at t enpantigpaisrepfreqeency hoppisgicobcidenssandimessagaicabisioie Faergtarg aayrgrall

correctjon or, other inpose andi.cap e.d.. a reduced power. |evel).. In
Chor ¢, ObRsE leBaE paBERGE: BEAERon inBiang® bR ERGROL Fhen B Whught co,
it is Hk@Midighekidgs hi gh priority device will transmt successfully. It
Is 1o unlitkely that neither device will transmt successfully due to
cotd i si dccordinggty the iposdidil the priadtitytassignpneds easy froghtime tnismie; dmd can be
successfully during the corH,I_i ct, but the. .
reassessed for every new collision time slot that is predicted (step 70). At least, the
priority assignments are made for a next collision time slot by a time at least as early as
the preceding time slot. Some or all of the devices that establish piconets are mobile
devices, which occasionally join and depart particular wireless networks as they move
25 into and out of range from time to time. Similarly, the application programs operated by
the devices may have date transmission needs that occur in bursts, often due to user
input selections. As a result, the message throughput situation and potentially the
message latency loading varies for each of the devices. These aspects and other similar
aspects can be reassessed to make new priority assignments as needed.
30 Accordingly, it is an aspect of the invention that information is provided on the
network as needed to determine when collisions will occur, and information is provided

to assess priority needs. Any or all of the devices can predict collisions. The devices can

be programmed to automatically determine the priorities of the devices on the network
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20  as having more than a predetermined number of packets latent in a queue, or having
abstained during a given percentage of previous collision time slots.

The invention is particularly useful in situations in which multiple frequency
hopping piconets are deployed in a close geographical region, such as a Bluetooth
configuration in which many user devices are possible but each piconet is limited to a

25  master and seven or fewer slave devices. Even with several concurrently active piconets,
the hopping sequences are readily made known and therefore the collisions can be
anticipated and scheduled around, preferably by a prioritization scheme that spreads
access to the communication facilities evenly among the users according to some form of
measure.

30 Although abstinence by low priority devices or piconets during predicted
collision periods is one way in which the operation of the piconets is adjusted to reduce
or eliminate collision problems, additional error correction may be applied to the packets

of higher priority devices or piconets where the collisions are known to occur, with
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evenly t ing to sonme formof neasure. 30 Although
abstiﬁ%%ggggytpgﬁﬁggﬁg??%§8%§Vices or piconets during predicted collision
periods is one way in which the operation of the piconets is adjusted to
reduce or elimnate collision problens, additional error correction my be
applied to the packets of higher priority devices or piconets where the
collisions are known to occur, with WO 02/ 067469 PCT/ US01/ 48411 -28
conparabl e effect. The distinction of priorities, whether used to govern
access or the likelihood of capture, has the effect of inproving overal
nmessage t hroughput capacity. Error correction and simlar burdens are
reduced during the slots that are known to be collision free. The error
correction applied during collision slots as shown in Fig. 6, can 5 achieve
a 5.3 dB coding gain for high priority device comunication. A nunber of
addi tional variations, inprovenents and specific applications of the
foregoi ng techni ques are possi ble and shoul d now be apparent to persons
skilled in the art. Various changes in the details, materials, and
arrangenments of the parts which have been described and illustrated above
to explain this invention nay be made by those



lo skilled in the art without departing fromthe principle and scope of the
invention as defined in the appended clains. WO 02/ 067469 PCT/ USO1/ 48411
-29 What wWe oeloed4ned is: 1. A data conmuni cati on system coRPmMiGSON¢R416 a
plurality of radio devices comuni caying together in groups defining

net wor Wehat isélaliBésis:certai n nenber devices of the networks transmtting on
the respective said network during tine slots and at radi o frequencies
determ ned by a frequency hopping sequence; wherein at |east two of said
groups having different frequency hoppi ng sequences 10 are sufficiently
rel ated that messages transmitted by at |east two of the nmenber devices

can coll i deAlsiate goBiragnigatipn s¥stesneomprigingehannel and rel at ed channel
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behavi or during the tinme slots at which the sequences coincide
suf fi c¥IMENGe/t o produce said interference, in a manner that reduces one of
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close in at | east one of physical proximty  and signal strength to produce
sai d can ¢adlidaby cAusifigmtdedsh ove wignicbannemrsleland chavheliintetferahes ei n each
of the networks cgng{/i ses.a master, device and at | east one slave device,

wher ei PET¥FRENRRTSARCY L fheat least fWp Spid HYDShe r adi o frequency hoppi ng
seauence. | AR b SPRRMAT AN O AR RSP bl e

sl ave devi ce. a conmmuni ca eém O al’m

devi cekopsivg sequeniees cdHE askast @slsditigroags endl idaueiatinepito gt seatdeage for

each said network is derived fromthe unique address of the master device

of 15aj sequenges ¢oingdesuffitientliataprashireshishiritererspse;emdaf clai m 1, wherein at
s be
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which the sequences coincide sufficiently to produce said interference, in a manner that
reduces one of an incidence and an effect of collisions during the time slots when the
sequences collide.

20 2. The data communication system of claim 1, wherein the groups having different
frequency hopping sequences are sufficiently close in at least one of physical proximity
and signal strength to produce said collisions.

3. The data communication system of claim 1, wherein each of the networks
comprises a master device and at least one slave device, wherein the master device

25  determines the radio frequency hopping sequence for the network, observed by the
master device and at least one slave device.

4. The data communication system of claim 2, wherein the devices have urﬁque
addresses and the radio frequency hopping sequence for each said network is derived
from the unique address of the master device of said network.

30 5. The data communication system of claim 1, wherein at least one of the networks
that alters its behavior abstains from transmitting during the time slots at which the

sequences collide.

-29-



-29 WO 02/ 067469 PCT/USO01/48411 -30 6. The data conmuni cati on system of
claim1l1, wherein at |east one of the networks that alters its behavior
changes awoloe@sioone of transm ssion power and error corr @CTiusal/4d4evel |
during the tinme slots at which the gequences collide. 7. The data
conmmunpcat i The H4sd esmeturicaticn dysteesfaildintdi wheédeih gkhsta® Of theltworks
networks that alters its behavi or i's chosen accor di ng to a priority
repet i thai@ﬂtﬁrmedhupon changasmap deaiss one of trepemigsianpdwer andr érgonornregion

net wor 8 Thed nruni cat.i stemof claim7, wherein the priority
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bet ween the devices, an interfer ence | evel said transm ssions, an error
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for the. devibeslatmcamimihieatiet systéas. of laimTHiewhatein donprioticyls aaosdest bavedf

claiml1, wherein the network |s nfigured according to at |east one of
| EBE sPRAdwrppanmnaf the devices sac %géﬁgwef ksfor @b teast angphea pQWeRiewsfép&or k
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pl ural Iy~ of "peer devices rFrsin shlng ess

f r eque peyshERRb] af @FFBHECALIfARS t@ﬁbf«fﬁ@ibr{sv\@ data ﬂ‘&bﬁgﬁf)ut bhghedR¥p&@sesuch
that a plurality of the devices associated as nenbers of a first wireless

25 net neikorksea byitetyr omididnt amessageshtrrsy amduoper af peemous adpmidis bugh a
predeterm ned freque n uence; establi wi r el ess. freguency
hoppi nbraeélm%ﬁ.ceatqf R Preragk THBFACToReTEn bl HEAHE N HaYics
differgnt, plurality of the devices are simlarly associated as nenbers of
a seco Wi rel ess network operable to step through a different 30
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sequences of the first and second wirel ess networks differ but can
coi nci gwnner pending §p gptimhige datathyoughput for the devices on all the networks.

11.  The data communication system of claim 1, wherein the network is configured
according to at least one of IEEE standard 802.11, a Bluetooth scatter network, a Home
20  RF network and a Metricom Ricochet network.
12. A method of data communication using a plurality of peer devices, comprising
the steps of:
establishing wireless frequency hopping communications between two or more of
the devices such that a plurality of the devices associated as members of a first wireless
25 network are synchronized to time slots and operable to step through a predetermined
frequency hopping sequence;
establishing wireless frequency hopping communications between two or more of
the devices such that a different plurality of the devices are similarly associated as
members of a second wireless network operable to step through a different
30 predetermined frequency hopping sequence, wherein the frequency hopping sequences

of the first and second wireless networks differ but can coincide in particular time slots;



WO 02/ 067469 PCT/ US01/48411 -31 conparing the frequency hoppi ng sequences
of the first and second wireless networks over a prediction interval and
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frequepcy hoppi ng sequences are conpared and the priorities are assigned
by at ﬁ%ﬁginé;%&uﬁ'ﬁg‘fse lﬁﬁafﬁfce synchroni zi ng one of the networks. 10 14.

The nmethod gfieGh@bBelidviota@ldhstbnt BRRle $RFBN el iR HEMIER KPRide
e S Ak

devi ces opera to joln an depart said wreless netwo romtime to
tine. fat ohkefiht fiost aofd weandviidelevdhreterorks hes ahpleasi alnliey tosdceive during
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| east one of abstinence and a change of at | east one of transm ssion power
and ernetwardsr ection |level during time slots in which the frequency

hoppi n e nces, cqQincide. 17. The nethod of c]Jaim 12, wherein, the.
bokbvi 0 | o 1herantbad.el ca Ky vhergin %trlﬁeﬁtégm%g tﬁ%ge@fﬁr@a e anqbélﬁscfﬁvg%d

i odj | Li LT second
ﬁg[ :/vgr éé&la%e @ﬁ?ﬁ%@ﬁ%g ggé{tgﬁgdl {rkn’%%?ésts\ﬂ% g‘& ce)lﬂzns {%ﬁ% tfbllrrﬁeﬁg)itﬁﬁg's are assigned
for eath | nThame@hbl of WHiE13, RehdreROgRNE Yed0 BAE Rlhst@Y OPeeshble b BEhdtean 19.

The method of claim 18, wherein the priority is accorded based on a
conpar assoniatabableasteneefthedirstanid s¢nondenatpiorks foabsrin feemt conenvofcatingpower

e ok RaRlSR 08,00 shal, ane, dlract on belueen Lag devices, an
L Brmas! ot Aok IRl e BRI RN e
capt ur assoefatet hi heastaste oftbeshgand gesooyl ndtaorks tf altersitdiseliavitdi oy atledsidevi ce
type: gr?e of abstinence and a change of at least one of transmission power and error correction
level during time slots in which the frequency hopping sequences coincide.
17.  The method of claim 12, wherein the behavior is altered according to priorities
20  assigned and reassigned periodically based upon current conditions of the first and
second networks.
18.  The method of claim 17, wherein the priorities are assigned for each instance in
which the frequency hopping sequences coincide.
19.  The method of claim 18, wherein the priority is accorded based on a comparison
25  of the devices and the networks for at least one of: a power level of transmissions in at
least one direction between the devices, an interference level of said transmissions, an
error level of the transmissions, a data throughput of the respective networks, a battery
condition, a message latency, a number of previous attempts to fransmit, a capture

effectiveness, message urgency, terms of a subscription and device type.
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