DESCRIPTION Title of Invention BASE STATION DEVICE, GATEWAY DEVICE, CALL
CONNECTION ESTABLISHMENT METHOD, AND WIRELESS COMMUNICATION 5 SYSTEM
Technical Field [0001]The present invention relates to a base station apparatus,  gateway
apparatus, call connection establishment method and wireless 10communication system, for
controlling call connection establishment. Backgrpupe AstN0002] A macro cell base station apparatus
for wireless communication (macro base station) having a large cell radius is 15provided mainly
outdoors, gngidmadditien tpthis, 3rd Generation Partnership Project (3GPP) is studying to provide a
femto cell base station apparatus (femto base station) having a cell radius of approximately several
tens of mekeAsSik & hAUSEhDdIdD &fWdé, and AT indosifdeHity ISUED @Ad fesTauRaNE 20[0003] FIG.1
shows a system configuration in the event a femto base station is provided in a household. As shown
in FIG.1, irf& hodsbhdlid M EN ke EHad (Hoacditidh W BRE ftoSSaseO5vhlioH MhGR elePRone, an IP-TV,
and furthermore a plurality of personal computers and suchlike devices, share one xDSL, FTTH or
suchlike Interret %@hnectmg 25network via fixed-line system. The femto base station is connected with
a core network via a concentrator (GW). [0004]Lately, to provide a solution for increasing traffic of, for

Technical Field
[0001] The present invention relates to a base station apparatus,
gateway apparatus, call connection establishment method and wireless

10 communication system, for controlling call connection establishment.

Background Art
[0002] A macro cell base station apparatus for wireless
communication (macro base station) having a large cell radius is

15 provided mainly outdoors, and, in addition to this, 3rd Generation
Partnership Project (3GPP) is studying to provide a femto cell base
station apparatus (femto base station) having a cell radius of
approximately several tens of meters in a household, office, and an
indoor facility such as a restaurant.

20 [0003] FIG.1 shows a system configuration in the event a femto base
station is provided in a household. As shown in FIG.1, in a household,
it is likely that, in addition to a femto base station, an IP telephone, an
IP-TV, and furthermore a plurality of personal computers and suchlike
devices, share one xDSL, FTTH or suchlike Internet-connecting

25 network via fixed-line system. The femto base station is connected
with a core network via a concentrator (GW).

[0004] Lately, to provide a solution for increasing traffic of, for
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1 example, data communication, many mobile operators are forced to improve equipment and
facilities. Consequently, by introducing a femto base station, it is possible to keep the cost lower than
providing additional base stations outdoors and off-load indoor-originated 5communication traffic
directly to the Internet. By this means, it is expected to reduce load of a core network in a mobile

network system pAsad 4 FUtYie neueQ BuTTeRICAUPRIaVING 18 A peelis PerpiseaRd @ fyobile terminal are
expected to be able to communicate directly each other, via a femto base station, without traversing

mobile opéerators 20eguémerwarkpanthpitivice varldus setpraative, deyvieesoidubimyser. [0005] Next, the
steps of call connection establishment in an IMT-2000 packet system, disclosed in non-patent
literature 1ffon ex&riples wilk be. déscribesisiBlisgt Flisc2 pPRéfereingt tboMes . th anUr caftéiagconnection
established wjth a Radio Network Controller (RNC) 15through Radio Resource Control (RRC) call
connectiorf84iHIBAMBAL proicétrme @9 e télalond: brderiigigrsdsN, using a service

t, which is a GPRS Mobijit t (GMM) protocol signal (ST 12). A servi t
essage HETARSITBHTHORAY L L Sighaliiol BORREE on FEMEAEIBA 16F <ty ifing) 2obetween
the UP N.(service type; signaling). [0 SGSN,perf hepticati i
for the U TS e D L R B R R o o=

identified agrayalid HRuindicates BING fednitiate cinhiering processing for @ fagdie gpnnection by a
security mode 25command, which is an RANAP signal (ST 14). Then, if ciphering processing has

been perfarod sucsessiulya thecWEagdesisheak sbnnection esiabisheneireusingea BIDP context
activation request (or 2

other, via a femto base station, without traversing mobile operator’s

10 core network, and provide various interactive services to the user.
[0005] Next, the steps of call connection establishment in an
IMT-2000 packet system, disclosed in non-patent literature 1 for
example, will be described using FIG.2. Referring to FIG.2, a UE,
after a connection established with a Radio Network Controller (RNC)

15  through Radio Resource Control (RRC) call connection establishment
procedure (ST 11), requests a start of service to an SGSN, using a
service request, which is a GPRS Mobility Management (GMM)
protocol signal (ST 12). A service request message includes
information to request a signaling connection {connection for signaling)

20  between the UE and the SGSN (service type: signaling).
[0006] The SGSN performs authentication processing for the UE
having requested signaling connection (ST 13), and, if, as a result of
this, the UE is identified as a valid UE, indicates RNC to initiate
ciphering processing for a radio connection by a security mode

25 command, which is an RANAP signal (ST 14). Then, if ciphering
processing has been performed successfully, the UE requests call

connection establishment using a PDP context activation request (or
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"Activate Packet Data Protocol Context Request”), which is a Session Management (SM) signal (ST
15). [0007] In this SM signal, an Access Point Name (APN) to specify a target data network (packet
data network: PDN) for the connection is 5provided, so that the SGSN, upon receiving this SM signal,
acquires IP address information of the GGSN to connect to, based on the APN information, through a

Domain Name Systenp {RS) prasepkes Jhendinen suepssiully agauiringsthedRadgress of the
GGSN, the SGSN transmits an RAB Assignment Request, which is an RANAP signal, to 10the RNC,

and requestatunnahestapiMNment betwe@nithie RNC and the SGSN (ST 16). [0008] Next, the SGSN,
having checked the tunnel established between the RNC and the SGSN, transmits a PDP context
creating relftiést [or ICreste PHPsGortoxe Réguasstt) Awhichisi 6 PRBIN Linnelingci6Protocol (GTP)
signal, to the GGSN having the IP address acquired through the DNS procedure, and requests call
connectiort @8bIisHM st TP tke(DEST 4752[0609PHNEIET P 9gille S88RAPNOREYMation is

provided, so that GGSN having received the GTP signal can, identjfy the PDN to establish 20 the
connectiod, Bas&d stﬂéq)ﬁﬁ%lﬁfgrﬁg ion RAFer’ é@ﬁ%ﬁ‘éﬁ §ﬁ§f§/agoﬁﬁﬂé’t’et§’%e{ﬁ)connection

establishmept piocessings e, SGS3 1eparad inat call cpnnestion ssablishmenyprocessing has
been performed successfully, by means of a context creating résponse (or "Create PDP Context

Response’), whighiis,a GRR-2igRak 3563 18 INAhIRIS pelkin timedhe, @SN, configpigs routing
information (i.e. route selection) for the UE, and manages the routing’information as PDP context.
upon successfully acquiring the IP address of the GGSN, the SGSN
transmits an RAB Assignment Request, which is an RANAP signal, to
10 the RNC, and requests tunnel establishment between the RNC and the
SGSN (ST 16).
[0008] Next, the SGSN, having checked the tunnel established
between the RNC and the SGSN, transmits a PDP context creating
request (or “Create PDP Context Request™), which is a GPRS Tunneling
15  Protocol (GTP) signal, to the GGSN having the IP address acquired
through the DNS procedure, and requests call connection establishment
for the UE (ST 17).
[0009] In this GTP signal, also, APN information is provided, so that
GGSN having received the GTP signal can identify the PDN to establish
20  the connection, based on the APN information. When the GGSN
successfully completes call connection establishment processing, the
SGSN 1s reported that call connection establishment processing has
been performed successfully, by means of a PDP context creating
response {or “Create PDP Context Response™), which is a GTP signal
25 (ST 18). At this point in time the GGSN configures routing
information (i.e. route selection) for the UE, and manages the routing

information as PDP context.



[0010] Next, a response signal from the GGSN is transmitted to the UE using a PDP context activation
accept (or -Activate PDP Context Accept”), which is an SM signal (ST 19), and the UE starts
transmitting and receiving user data (i.e. packet communication) (ST 20). At this 5point in time, the
SGSN configures routing information for the UE, and manages the routing information as PDP context.

[0011] Withghisoyay NbBraugh-dis,abQuesseres alrosesing san IMTa2Q00; paekel sygtem sets up
logical connections between a UE and a GGSN on a per connection basis and performs tunneling,
thereby 10€itabling packetcemmerication: {0012} Mex; therstepst of nafficoff-agiag for
communication traffic between a femto base station and the Internet or home network, without
traversing fobteiGperitors dere métivosigwill K€ dekeiibeddising BIG 3aNeterthatppatis gn F1G.3 that
are the same as in FIG.2 will be 15assigned the same reference codes as in FIG.2, and their detailed
descriptiorBWilf e briftted SAB St Hefe HdttAb Feiie) bakeastandn(Rds IMe-SGENthiY GGSN

functignalities shown.in Fli"z'\ﬁﬁﬁ sincefthe UE cannot be aftached to more than one SGSN at same
time, anotFer A4<iniptidh & §ive ot R I&L p Haly 'R 88 SN thatB6is located in
a core network. [0013] The femto base station, hayjng,received a PDP context activation request
transmitte F%gr%[gtﬁse %E rgginr‘%ofl Er%a%n]rs ea?t%ﬁi% raesq\ges t%otﬁgeéésm and, instead, selects an PDN to

connect tOL@@§? ORARN:ifform 'jo&%i%gq@%%gg%@%@'gg@id?gme 25that, for
example, the 1SP to provide broadband access to the use's home can be identified based on
information wiglurieebin, ARN [90ddnt haferatp kase staliondRie Nt PEICEST Ballepnnection
a GGSN on a per connection basis and performs tunneling, thereby
10  enabling packet communication.
[0012] Next, the steps of traffic off-loading for communication traffic
between a femto base station and the Internet or home network, without
traversing mobile operator’s core network, will be described using
FIG.3. Note that, parts in FIG.3 that are the same as in FIG.2 will be
15  assigned the same reference codes as in FIG.2, and their detailed
descriptions will be omitted. Assume here that the femto base station
has the SGSN and GGSN functionalities shown in FIG.2. Also, since
the UE cannot be attached to more than one SGSN at same time, another
assumption is given that the UE keeps being attached to one SGSN that
20  is located in a core network.
[0013] The femto base station, having received a PDP context
activation request transmitted from the UE, does not transfer this
request to the SGSN, and, instead, seiects an PDN to connect to, based
on APN information, using its own SGSN function (ST 21). Assume
25  that, for example, the ISP to provide broadband access to the use’s
home can be identified based on information included in APN.

[0014] The femto base station determines to process call connection
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establishment for the UE using its co-located GGSN function which the femto base station owns.
Later, by performing processing from ST 16 to ST 20 in FI0.2 using the GGSN, SGSN, RNC and Node
B functionalities provided in the femto base station make it possible to 5establish logical connections
between the UP and the GGSN, on a per connection basis, and consequently enable communication
traffic origipating fam anfente daserstation oibe ef-loaded ditagtntorthe: tnterneh arheme network,
without traversing a mobile operator's core network. 10 Citation List Non-Patent Literature [0015] NPL
1: 3GPP Tf23t060a¢ ¢.81Q (ib:Summary af dnyenbion Eetdhnmical £ pobleas s1§Q016] H @Bdever, there are,
for example, following problems on the above-noted off-loading method to incoming traffic via a femto
base 20statioh Hirdktly frdfm. the dmernbedrhonbe fbbork ROOT73NbiNadly, he steps of receiving an
incoming call for a UE in idle state are initiated as agaging procedure with broadcasting within a

specific aréansdRERNEth® P 1 dvthithdibad ity ReasHTrMAn o ¥ fhihdaes Hk ieddming call for a
UP arrives at an,SGSN, the, SGSN 25fransmits informatiqn.indicating t E has received the
ncoming <8 BB AR kAR TR R5E DB B O LR IE 4750 UEb oD G dofiotoet whether
there is anclgg%@é@%%aﬂg(s){st,hgnd consequently enable communication traffic

originating from a femto base station to be off-loaded directly to the

Internet or home network, without traversing a mobile operator’s core

network.
10

Citation List

Non-Patent Literature

[0015]

NPL 1: 3GPP TS23.060 v7.8.0
15

Summary of Invention

Technical Problem

[0016] However, there are, for example, following problems on the

above-noted off-loading method to incoming traffic via a femto base
20  station directly from the Internet or home network.

[0017}] Normally, the steps of receiving an incoming call for a UE in

idle state are initiated as a paging procedure with broadcasting within a

specific area to discover the UE. With the paging, when information

to indicate an incoming call for a UE arrives at an SGSN, the SGSN
25 transmits information indicating that a UE has received the incoming

call, to base stations in the UE’s registered service area.

[0018] The UE can detect whether there is an incoming call for the
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UE based on signals from a base station at predetermined timing. When there is an incoming call
detected, the UE transmits a service request shown in FIG.2 to the SGSN (ST 12). The service
request includes information to indicate that the service request is a response to 5paging (service type:
paging response). Following this, through the call connection establishment procedure shown in

F1G.2, logicl ganegchians &he ksiablished hetween shet b and 1beG GaN: 98 suger connection basis

and tunneling is performed, thereby enabling packet communication. 10[0019] Next, FIG.4 shows the

steps of calleemnactian establisboient whan afcincamingicall for aAHs mifves ais festo base station
from the Internet or home network.In FIG.4, a femto base station receives a packet for a UP from the
Internet ortegmesiethovkn( ST RR):. 0ORGhThedemid BaséXstatiohlirarsmits @ pagirgtmessage to the
UE 15using the co-located SGSN and GGSN functionalities in the femto base station (ST 23). [0021]
As mentiongglaisevel therwr gttt it g ivracSh sitirasesrd tethaHc Enid, Apes Rietsétiiy paging,
transmits a service request including information as a pa inl% response, to the SGSN in the core

20networkR &5 BH) (16039 YRE SEXENTH {15 ROAS HbtwdrR HaVing §dleiret e €8riRe request
(service type; paging response) from the UE, there,is no record pagi sage having been
g 11 Cglu%ictl 55 aé%%g&e&étgéf)sc&d re sflowne&l 9?@5"61%&]&1% {]

transmitted 10 the SO at an’incorrect service request has been received

from the UP, 25and sransitsa sendse Seissing.messans (gr, sSandesReleqy 1o fag UP (ST 25).
[0023] If a service request is rejected by the SGSN, subsequent
connection basis and tunneling is performed, thereby enabling packet
communication.

10 [0019] Next, FIG.4 shows the steps of call connection establishment
when an incoming call for a UE arrives at a femto base station from the
Internet or home network. In FIG.4, a femto base station receives a
packet for a UE from the Internet or home network (ST 22).

[0020] The femto base station transmits a paging message to the UE

15 using the co-located SGSN and GGSN functionalities in the femto base
station (ST 23).

[6021] As mentioned above, the UE is attached to a SGSN in a core
network, and, upon detecting paging, transmits a service request
including information as a paging response, fo the SGSN in the core

20  network (ST 24).

[0022] In the SGSN in the core network having received the service
request (service type: paging response) from the UE, there is no record
paging message having been transmitted to the UE, so that the SGSN
detects that an incorrect serviée request has been received from the UE,

25 and transmits a service rejecting message (or “Service Reject™) to the

UE (ST 25).

[0023] 1If a service request is rejected by the SGSN, subsequent

6



6 security procedure (UE authentication, preparation related to radio interval ciphering, etc.) cannot be
performed, and the UE is unable to successfully finish the call connection establishment procedure for
the incoming call from the Internet or home network. 5[0024] A possible solution to the above problem
is to temporarily attach the UP to an SGSN co-located in a femto base station, and process a service

request framdfe; HPJRdbecia-docated GBI BN e Bass:sialion dioweyer,in i case, since

security procedur€ are carried out in the co-located S of the femto base station, 10information

related to the &t Authghtieationdieedsdahe mevedrtormihe, core nebvork SGAN todhe femto cell.
That is to say, important information related to user authentication is memorized in a femto base

station whichdsdikely iy bemprdvideddnla generaltuser'sshobieslama ndspacesdit of this, there is a
possibility that the security level might be 15degraded. [0025]lt is therefore one of objectives of the
present invéstiohibepeaide arbdde dmtiom abparhis cgatdway apparatus, call connection
establishment method and wireless communication system that, when there is an incoming call for a

UP from thid [htérhet OriHEiR Hetiont 2B a1 HhiedBoar st édhre diohedeR iy etiddessfully without

decreasing fhe seeuritplevel In aggolyle commupiarion nework, Salutign o Problem [0026] A base
station apparatus attording tothe present invention 25adopts a eonfiguration’having: a receiving

section tha receives 2ARGING FESPOCSE: . RATING oM. Wireless, comeRisatign ferminal

apparatus; a judging section that judges whether the paging response is a response to the paging
which the lpass statiee appaaius hasvssHad;anchastransimiting seetieniiiah whea the paging

response is judged to be a response to the paging which the base station apparatus has issued,
includes a cegtiest tortchange obalsenticé FGGestd the faging base station,

10 information related to the UE authentication needs to be moved from
the core network SGSN to the femto cell. That is to say, important
information related to user authentication is memorized in a femto base
station which is likely to be provided in a general user’s home, and, as
a result of this, there is a possibility that the security level might be

15 degraded.

[0025] 1t is therefore one of objectives of the present invention to
provide a base station apparatus, gateway apparatus, call connection
establishment method and wireless communication system that, when
there is an incoming call for a UE from the Internet or home network,

20  are able to carry out connection setup successfully without decreasing

the security level in a mobile communication network.

Solution to Problem

[0026] A base station apparatus according to the present invention
25 adopts a configuration having: a receiving section that receives a

paging response to a paging from a wireless communication terminal

apparatus; a judging section that judges whether the paging response is

7



5response, and transmits the paging response to a gateway apparatus. Advantageous Effects of
Invention [0027] According to the present invention, when there is an incoming call for a UE from the
Internet or home network, it is possible to carry 10out call connection establishment successfully
without degrading the security level in a mobile communication network. Brief Description of Drawings

[0028] 15F]G L shaws @ch{gi%rﬁit}gg @B@C\Hirﬁi@%mmﬁﬁ@%ﬁﬁﬁwhas i§l(ed is a sequence
diagram showing the steps of call connection establishment in an IMT-2000 packet system; FIG.3 is a

sequence giayrant showing ikessieps oftduectyn20othloadiponeompmication jtiaffie driginating from a
femto base station, to the Internet or home network; FIG.4 is a sequence diagram showing the
steps of cdilecanmeption establishpreginig theieveht thens ¢ssaatingomppg caibfohasUBsired femto base
station, from the Internet or home network; 25FIG.5 shows a configuration of a wireless
communiciiptiéystént SE6FdiARTE BIMESdMhent $13F Bfe!SEdeH: INVEMtIRREIIE.6 is a block diagram

showing a configuration (g)f the femto .
57 response, and transmits the paging response to a gateway apparatus.

Advantageous Effects of Invention

[0027] According to the present invention, when there is an incoming

call for a UE from the Internet or home network, it is possible to carry
10 out call connection establishment successfully without degrading the

security level in a mobile communication network.

Brief Description of Drawings
[0028]

15 FIG.1 shows a configuration of a wireless communication
system;

FIG.2 is a sequence diagram showing the steps of call connection
establishment in an IMT-2000 packet system;

FIG.3 is a sequence diagram showing the steps of directly

20  off-loading communication traffic originating from a femto base station,
to the Internet or home network;

FI1G.4 is a sequence diagram showing the steps of call connection
establishment in the event there is an incoming call for a UE, in a femto
base station, from the Internet or home network;

25 FIG.S shows a configuration of a wireless communication system
according to embodiment 1 of the present invention;

FI1G.6 is a block diagram showing a configuration of the femto

8



base station shown in FIGS; FIG.7 is a block diagram showing a configuration of the GW shown
in FIGS; FIG.8 is a sequence diagram showing the steps of call connection 5establishment
between a UE and a femto base station according to embodiment 1 of the present invention; FIG.9A
shows direct transfer contents of an HNBAP or RUA signal; FIG.9B shows information
elements of NASUPAATIRG seeast ROimFormation; FIG.10A shows direct transfer contents of an
S1AP signal by which NAS information is first transmitted from a UE to a core network;

FIG.10B shows infBidielion eléiweritsiol aridStipaating 4% cotgiand; &6l is adlck diagram
showing a configuration of a femto base station according to embodiment 2 of the present invention;
FI6.12 is asdeeneeltiégbam showing the steps of call connection establishment between a UE and a
femto base station 20according to embodiment 2 of the present invention; FIG.13 is a block diagram
showing a ConfiguFaIt%ﬁgdﬁaaféﬁfﬁéwnce diagram showing the steps of call connection

5 establishment between a UE and a femto base station according to
embodiment 1 of the present invention;

FIG.9A shows direct transfer contents of an HNBAP or RUA
signal;

FIG.9B shows information elements of NAS updating request

10 information;

FIG.10A shows direct transfer contents of an S1AP signal by
which NAS information is first transmitted from a UE to a core
network:

FIG.10B shows information elements of a NAS updating

15  command;

FIG.11 is a block diagram showing a configuration of a femto
base station according to embodiment 2 of the present invention;

FIG.12 is a sequence diagram showing the steps of call
connection establishment between a UE and a femto base station

20  according to embodiment 2 of the present invention;

FIG.13 is a block diagram showing a configuration of a femto
base station according to embodiment 3 of the present invention;

FIG.14 is a block diagram showing a configuration of a UE
according to embodiment 3 of the present invention; and

25 FIG.15 is a sequence diagram showing the steps of call
connection establishment between a UE and a femto base station

according to embodiment 3 of the present invention.
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base station according to embodiment 3 of the present invention; FIG.14 is a block diagram showing a
configuration of a UE according to embodiment 3 of the present invention; and 25F16.15 is a sequence
diagram showing the steps of call connection establishment between a UE and a femto base station
according to embodiment 3 of the present invention. Description of Embodiments [0029] Now,
embodiments of the present invention will be described in detail with reference to the accompanying
drawings. The following 5embodiments will be each described based on a wireless access technology
standardized by-3GRR, sidiab denesatPacket Radio Service (GPRS) and Universal Mobile
Telecommunications System (UMTS). However the present invention is not limited to Long Term
Evolution (103 #at it beingplesénte standattized ¢8e8BGRP ontirelesd hbeeds sk@tdatihologies
standardized by 3GPP, but is equally applicable to WLAN (Wireless Local Area Network), Worldwide
Interoperabili§efer MitFBwEvE pzes S Wi AXT feB RABIHGIEs Bidchiag SIEEEBE2 96l aFEEB02.16€ and

IEEE802.16m, and still other wjreless access technologies such as 3GPP2. 15[0030] (Embodiment I)
FIG.55hoRB A Hﬁgaﬁatmfﬁ%fbaevﬁ?&%s%eésmhﬁ%ri%%% 8Pstert ZELBGIRG $6 ¥ mbodiment 1 of the

T IS SOl YA e LT b 0 e b
premise (NQFe 43 LndSIRRs AN MANAYES 1RIRUIRAIRA MILEIBTS CoPNREiqAsMGee]ves
However the present invention is not limited to Long Term Evolution
(LTE) that is being presently standardized by 3GPP or wireless access

10 technologies standardized by 3GPP, but is equally applicable to WLAN
(Wireless Local Area Network), Worldwide Interoperability for
Microwave Access {WiMAX) technologies such as, JEEE802.16,
IEEE802.16e and I[EEE802.16m, and still other wireless access
technologies such as 3GPP2.

15  [0030] {Embodiment 1)

FI1G.5 shows a configuration of a wireless communication system
according to embodiment 1 of the present invention. The wireless
communication system shown in FIG.5 has UE 100, femto base station
110, GW 140, and a core network.

20 [0031] Femto base station 110 is provided in user’s premise (home)
131, assigns and manages resources for wireless connections, receives
information that is transferred via the physical layer of UE 100 for
uplink traffic, and transfers received downlink data for UE 100. That
is to say, femto base station 110 plays a role of an access point for UE

25 100, on a wireless access network.

[0032] UE 100 communicates with the core network, the Internet or

home network, via femto base station 110. In the home network, PC

10



information that is transferred via the physical layer of UE 100 for uplink traffic, and transfers received
downlink data for UE 100. That is to say, femto base station 110 plays a role of an access point for UE
25100, on a wireless access network. [0032] UE 100 communicates with the core network, the Internet
or home network, via femto base station 110. In the home network, PC 10 130 is provided for

example, angoPs 339,38d HJF 100 sammunicaiedireally . ¥ig iemie hase siation; 110 without

traversing the core network, and provides various interactive services to the user. [0033] GW 140 is

located betveesn femiobase stabiene1dQ tind a corevbnBbvarkr angreancanttates and relays,
communications between SGSN 150 in the core network and a plurality of femto base stations 110.

Such the configeratiotheto placetfeniodrasei statiennonstriansharently. to the core network nodes makes
it possible to deploy a large number of femto base stations 110, without increasing the processing load
of core 10n&otk edaimetits §0034] SCENY s0maitntE G SRsEest artoprdviflethin thedsre network, so
that SGSN 150, upon receiving a service request from UE 100, performs an authentication process for

UE 100 anB&SHirdis 2afl COMTEttion Estamishrians pcree@@émg%%meérb@wam 2HF BGSN 160. Also,

15GGSN manages addresses #)r data communication, to assign to, UE 100, required for packet
communic{ﬁ%}nﬁoggsf&f&.gﬁﬁs“éqg oc%nga?gPar%r%ﬁé%iﬂgogétr:%trﬁizjbua%a iésrtlaé%?g%tlo[ebéase station 110-

shwon in RG &, 19 FIGBregeiving, seetion LA quipuyis an ﬁﬁ%%qp&m%ﬂm

k.Heey data
transmitted from UE 100, to6 20wireless control section 112.Also, receiving section 1§1§; outputs a

the core network nodes makes it possible to deploy a large number of
femto base stations 110, without increasing the processing load of core
10 network equipments.
[0034] SGSN 150 and GGSN 160 are provided in the core network, so
that SGSN 150, upon receiving a service request from UE 100, performs
an authentication process for UE 100 and controls call connection
establishment processing between GW 140 and GGSN 160. Also,
15 GGSN 160 manages addresses for data communication, to assign to UE
100, required for packet communication.
[0035] FIG.6 is a block diagram showing a configuration of femto
base station 110- shwon in FIG.5. In FIG.6, receiving section 111
outputs an RRC signal and uplink user data transmitted from UE 100, to
20  wireless control section 112.  Also, receiving section 111 outputs a
Home Node B Application Part (HNBAP) signal, RANAP User
Adaptation (RUA) signal and downlink user data for UE 100,
transmitted from GW 140, to GW control section 113.  Also, receiving
section 111 outputs data received as input directly from the Internet or
25 home network, to core network function section 114.
[0036] Wireless control section 112 terminates the RRC signal output

from receiving section 111, and establishes an RRC connection with UE
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Home Node B Application Part (HNBAP) signal, RANAP User Adaptation (RUA) signal and downlink
user data for UE 100, transmitted from GW 140, to GW control section 113. Also, receiving section
111 outputs data received as input directly from the Internet or 25home network, to core network
function section 114. [0036] Wireless control section 112 terminates the RRC signal output from

receiving spgtion 1ikand &staRlishes@n BRE canpersion WithJE s 409, A139.frem sbe RRC signal,

wireless control section 112 judges that UE 100 is requesting transmission/reception of Non-Access

Stratum (NAS) ferntation veilh theisqre metwaiks and aiipptsdNASFinfarmatiore ¢@ GW control section
113. Furthermore, wireless control 5section 112 encodes control information output from OW control

section 118 as amRRCASIgnal{ amd dutputs itthe tRR € signad tto Wik 100 d/iattansmittig section 115.
[0037] Also, wireless control section 112, upon receiving uplink user data from UE 100, terminates the
wireless pratbeonastPsutpUtsthe user i odatd @ OW corftié dedtipATEL SWARSA crefisy ebntrol section
112, lcjsgon recejvingl downlink user data for UE 100 from OW control section 113, performs wireless

protocbl prifeedSifg ACcoPdifg o pradaterififotIAM 8 R Ahdre ah<ints AR UE 100 via
t itti ti 15. [003 trol ion11 the HNBAP. ar R i | 150utput
ransmitting section, 11 gan %g@fvs%r%‘%égtggl 'g\j‘{mﬁ%ﬂﬂ%‘*gﬁfé Rggna o pvgéork%_fﬁlsigna outpu

from receiving section 113 *8nd termi signal fronT thecore ne 86T GW control
section 113 judgeswhether. qr,not it4s necessary to transmit an RRC signal to UE 100, based on the

RANAP signal or a coritrol signal output from network function section 114, and, if transmission is
necessary| Qutouts camsen! infesmatiopothalod Gis autnut fromyde cque. Behwpsk gyl crreeiwork function

section 114, to wireless control section 112. [0039] Also, OW control section 113 requests core
network fudetiorfiseatiolE 11400 jucgenuheshgromiot INASHRtarmaliamtbou B 100 dudputdrom wireless
control section 112, or NAS information from the core
10 data to GW control section 113. Also, wireless control section 112,
upon receiving downlink user data for UE 100 from GW control section
113, performs wireless protocol processing according to predetermined
parameter | and transmits data to UE 100 via transmitting section 115.
[0038] GW control section 113 processes the HNBAP or RUA signal
15 output from receiving section 111, and terminates the RANAP signal
from the core network. Also, GW control section 113 judges whether
or not it is necessary to transmit an RRC signal to UE 100, based on the
RANAP signal or a control signal output from network function section
114, and, if transmission is necessary, outputs control information that
20 1s output from the core network or core network function section 114, to
wireless control section 112,
[003%9] Also, GW control section 113 requests core network function
section 114 to judge whether or not NAS information for UE 100 output
from wireless control section 112, or NAS information from the core
25 network, needs to be processed. Based on the judgment result in core

network function section 114, GW control section 113 includes NAS

information for UE 100 in RANAP, adds NAS updating request
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25network, needs to be processed. Based on the judgment result in core network function section 114,
OW control section 113 includes NAS information for UE 100 in RANAP, adds NAS updating request
information to an HNBAP or RUA signal, and transmits these to GW 140 via transmitting section 115.
[0040] Also, when NAS information for UE 100 is output from core network function section 114, OW

control seqhag Ak 319uiPHistheNADATNIRMRatianiQ nitelesd GorHohsectian dd 2, @Wcontrol section

113, upon receiving downlink user data for UE 100 from OW 140 or core network function section 114,
terminatesitddnspertmetvork prgtecot and busputs user data to wireless control section 112. Also,
when uplink user data for UE 100 is output from wireless control section 112, OW 10control section
113 perforiddt&nspdrt svetwdrknprdtoS ol iprovassimg acvokding (8 predetarniidedpaganteter 1, and
transmits uplink user data to OW 140 via transmitting section 115, or outputs uplink user data to core

network fuREBI® SediidiT A, fosAI Tl Wb rkFaHGohcsdEnBn 1 24vebrnsestBgta P UE 100,

15received djrectly from the Internet or home network yia_ receiving section 111, and qutputs a control
signabfor SIS Tolckl E6IFScHOR T LI G067 B cShWof SEHDh 155! R8bA3T Also, core

network fupgtion sectior};n clﬁlné ﬁd‘%i Brgi{)\g% g/(vﬁhgr%%kfgr OEb%% %a(;ircr)lnéw pg@dg,rt% Drgcess the NAS

information feceived 201t information processing necessity judging request

output fromy QWcenia| Se6toR113,,1pen procsssing NARiosmation, sere ek fypgtion section
114 outputs information for requesting OW 140 to update this NAS information based on NAS

information tegeived ser dengrates NAS defesmation et tikm 1002and 2bautpuks the gengrated NAS
information to OW control section 113. On
user data for UE 100 1s output from wireless control section 112, GW
10 control section 113 performs transport network protocol processing
according to predetermined parameter 1, and transmits uplink user data
to GW 140 via transmitting section 115, or outputs uplink user data to
core network function section 114,
[0041] Core network function section 114 receives data for UE 100,
15 received directly from the Internet or home network via receiving
section 111, and outputs a control signal for establishing logical
connection for UE 100, to GW control section 113.
[0042] Also, core network function section 114 determines whether
femto base station 110 needs to process the NAS information received
20 from UE 100 based on NAS information processing necessity judging
request output from GW control section 113. Upon processing NAS
information, core network function section 114 outputs information for
requesting GW 140 to update this NAS information based on NAS
information received, or generates NAS information for UE 100 and
25 outputs the generated NAS information to GW control section 113. On
the other hand, when NAS information needs not be processed, core

network function section 114 instructs GW control section 113 to
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the other hand, when NAS information needs not be processed, core network function section 114
instructs OW control section 113 to promptly output the received NAS information to GW 140.
Incidentally, core network function section 114 functions as a judging means. [0043] Also, when uplink
user data for UP 100 is output from OW 5control section 113, core network function section 114

performs %ﬁ‘”&ﬁ%ﬁﬂ%ﬁ&ﬁ%rk}ﬁrQ@m‘@&)%%@%%%QWg o predgtarmyned parameter |, and
transmits data to the Internet or home network via transmitting section 115. Also, when downlink user

data for URnk(d éa ailtputfeam fieceaiving Sactiao 4 kkcetsa natwdda inetionasestion gidoterminates the
10packet data network protocol and outputs data to OW control section 113. [0044] Core network
function sevtem .14 has non-CN incoming call detection section 116, and, when there is an incoming
call directly from the Internet or user's home network without involving the core network 15(CN),
non-CN in¢BRiRg cal istectibAtsédtibnky ¥ehetnbrizes Mt HideoHitry e ¢ama €3N from outside the
core network. E0045] Transmitting section 115 transmits an RRC control signal output from wireless

control seGRIMFIALS 6 UPP1007 ARY TrBREH i LREHST TS HaRsits BEWATMRCIRES K UE 100,
output 70fré)m wireless ontr(%I se(ition 112, to UE 100.,Also trans%&tﬁgﬂsectéon 115 tr%nrsmits NAS

information ?5?&%%86?@u%u%?on? 8W%%1&%F§§&fgﬁﬁ%§?t8r6 seo, t?gﬁ%%ﬁtleng section 115
transmits yplipkguserdata, tog L 10QnQUIpHE D QW SArRLseeHRN 13, i GHY 40, and outputs

uplink user data for UP 100, output from
section 115.  Also, when downlink user data for UE 100 is output from

receiving section 111, core network function section 114 terminates the
10 packet data network protocol and outputs data to GW control section
113.
[0044] Core network function section 114 has non-CN incoming call
detection section 116, and, when there is an incoming call directly from
the Internet or user’s home network without involving the core network
15 (CN), non-CN incoming call detection section 116 memorizes that the
incoming call is a call from outside the core network.
[0045] Transmitting section 115 transmits an RRC control signal
output from wireless control section 112, to UE 100. Also,
transmitting section 115 transmits downlink data for UE 100, output
20 from wireless control section 112, to UE 100. Also, transmitting
section 115 transmits NAS information for UE 100, output from GW
control section 113, to GW 140. Also, transmitting section 115
transmits uplink user data for UE 100, output from GW control section
113, to GW 140, and outputs uplink user data for UE 100, output from
25 core network function section 114, to the Internet or home network.
[0046] FIG.7 is a block diagram showing a configuration of GW 140

shown in FIG.5. In FIG.7, receiving section 141 outputs an HNBAP or
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25core network function section 114, to the Internet or home network. [0046] FIG.7 is a block diagram
showing a configuration of OW 140 shown in FIGS. In FIG.7, receiving section 141 outputs an HNBAP
or RUA signal containing NAS information for UE 100, transmitted from femto base station 110, and
an RANAP signal, transmitted from the core network, to femto control section 142.Also, receiving

section 14% RO [2GAIIBY pHnk 415€A datador /110 frem feniabase statiore 4By aperforms
predetermined transport network protocol processing, and transmits the uplink user data to the core

network vididransmitting sactianii4g. Algos b FON Fee@ivingndowilinksuset elatar fon WEe100-tom the core
network, receiving section 141 performs predetermined transport network protocol processing with the
user data, meidmeaishits dfittre cominiibk eserdata o feils basestationg 14k viadrdddmitting section
144, [0047] Femto control section 142 includes the RANAP signal output from receiving section 141 in
an HNBAPUBPRUACSIHHAIS &adidikg e prétfercionined paanetsr feamia tbansntits thig td ¥8mto base
station 110 15yia transmitting section 144. Also, when an HNBAP or RUA signal including NAS
informmation? fSf UEM R RIGHES T 1Gih TELRIIAG! SEEHA 1 R X Rkt LHAHEP 88BN 4D terminates the

HNBAP or RU@}Isliqga%ll,lgi%kﬁ.%&the RAN Ptgigﬂgl includingwl\éog% information f%)trilllJE 100, and outputs

this RANAB%?gnaﬁ fo Core’ Retwork control section 143 with Nﬁér&f} gt‘ilng re%uest information in

the HNBAE o5 RYA signal. {90481, G:ore-aetvork cantrolsaalian 143 has Nasipfarmation,ppdating

section 145, and, when RANAP signal containing NAS information for UE 100 Is output from femto

control segienckAe, NAR dHiorratian undating sactian A5 RMeRwrEesndupdaias the NAS 25
information for UE 100 contained in the RANAP signal, based on the NAS updating request

informationrand NBAR orvRIJRA pignalaeperieddisenise: iAlsoh earesnedwork soatiokseaiinn 143 outputs
the RANAP signal containing updated NAS information for UE 100, to the core network, via
trandrlittinthseétiormlink 0940 Trarisnfieintpsbetors latdarandiits thtr MNBARGreRUA signal

section 144,
[0047] Femto control section 142 includes the RANAP signal output
from receiving section 141 in an HNBAP or RUA signal according to
predetermined parameter 1, and transmits this to femto base station 110
15 wvia transmitting section 144. Also, when an HNBAP or RUA signal
including NAS information for UE 100 is output from receiving section
141, femto control section 142 terminates the HNBAP or RUA signal,
picks up the RANAP signal including NAS information for UE 100, and
outputs this RANAP signal to core network control section 143 with the
20  NAS updating request information in the HNBAP or RUA signal.
[0048] Core network control section 143 has NAS information
updating section 145, and, when RANAP signal containing NAS
information for UE 100 is output from femto control section 142, NAS
information updating section 145 overwrites and updates the NAS
25 information for UE 100 contained in the RANAP signal, based on the
NAS updating request information in HNBAP or RUA signal reported

likewise. Also, core network control section 143 outputs the RANAP
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containing NAS information for UE 100, output from femto control 5section 142, to femto base station
110.Also, transmitting section 144 the RANAP signal output from core network control section 143 and
containing updated NAS information for UE 100, to the core network. Also, transmitting section 144
transmits the uplink user data for UE 100 output from receiving section 141, to the core network, and

transmits k@the:tewnlinkuser eata tofemis base stedian 4 ¥0.-[Q060] dveXo theesteps of call connection
establishment between UE 100 and femto base station 110 when there is an incoming call from the

Internet orteime remise reatwoik thorg e 400 nniférto base station 110, will be described using FIG.8.
15[0051]In FIG. 8, in ST 101, femto base station 110 receives a packet for UE 100 from the Internet or
home netw8id oreTiamvont fuacisadeeioht i irfenits WhsettthlienP120 Meving esddived a packet
for UE 100, starts the stetgs for establishing logical connection for UE 100. In ST 102, core network

function s&QbF A &ratts B PHGFY StepPtd YoGichtd that PRI E O HA BN received. Then,

femto?base station memorizes, in non-CN in ing call detection section 116, information
indicating ﬁ%%’b’agfjﬂ% 6?0?88&% %1Ssebsetea§1:iﬁn iaift(i(i:'[(}:;‘due}E %Oa’ c%ﬁ]%g% if@osﬁg\%ﬁél b%42‘;1 received

from the Inernetyar Agms network, 2310952] 15T 108, b 100, defedis that,acall fgrJE 100 has

been received, from a paging request, and establishes RRC connection with femto base station 110.

In ST 104,ddE: 400 franspaits aaseruise; ieayast tiowasis cwrendy eonnectingeSEeRLR0, via femto

base station 110, in order to answer the paging request.Incidentally, the service request includes
information\indicatisngsapaging sespansd 400531 S Ts105 feplia basa:station AdOdEcidEs whether to
processes 5the NAS signal received from UE 100 or to forward it to the core
output from receiving section 141, to the core network, and transmits
10 the downlink user data to femto base station 110.
[0050] Next, the steps of call connection establishment between UE
100 and femto base station 110 when there is an incoming call from the
Internet or home premise network for UE 100 in femto base station 110,
will be described using FIG.8.
15 [0051] 1In FIG.8, in ST 101, femto base station 110 receives a packet
for UE 100 from the Internet or home ﬁetwork. Core network function
section 114 in femto base station 110, having received a packet for UE
100, starts the steps for establishing logical connection for UE 100. In
ST 102, core network function section 114 starts a paging step to
20 indicate that a call for UE 1.00 has been received. Then, femto base
| station 110 memorizes, in non-CN incoming call detection section 116,
information indicating that a paging procedure has been initiated due to
a call for UE 100 having been received from the Internet or home
network.
25 [0052] 1In ST 103, UE 100 detects that a call for UE 100 has been

received, from a paging request, and establishes RRC connection with

femto base station 110. In ST 104, UE 100 transmits a service request
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network. Core network function section 114 of femto base station 110, upon receiving a NAS
information processing necessity judging request from GW control section 113, judges whether the
received NAS information (service request: paging response) is a response to the 10 paging request
which femto base station 110 transmitted in ST 102, based on information memorized in non-CN

incoming calEiectan SEGHOn LA NAS £hesinIQ0Rg ] 41, STAQS) (Bpio base Saton 140 encodes

the NAS information (service request: paging response) received from UE 100 15using an RANAP

direct transfed ceneodeswRANAP psinig a dirgettiansierahiaprotaeolcomplying with taecontrol

interface specifications between femto base station 110 and GW 140, and outputs the results to OW
140. [0055]:Fdla.d: shdwshihe diteni diansfapcontepia gfran ftBAP or 20RUA signal. Also, FIG.9B
shows information elements of NAS updating request information (or "SR Modification Request"). In
FIG.9A, a itdssape typé ihdibating thit thesmesstige i$ Hdirect demsiér th @GN domaire $Beindicating to
which CS/CP domain the message is directed, and an RANAP message, which is upper protocol
RANAP 25sel Are SheRdieteraMRImMbra: Hdird Htrandredesmtandsiart SR M6afRation Request, and,

as shown in FIG.9B, thijs SR Madificatipn Request contains infoymation indicating the necessity to
modify thelt7 56 of the KeRTE FIUELPTH 1R REARIAB EAsabe CMBdREATSH NEBebbly, and

information fesresenng e agal porients a be madied when modiicaion ks redyied

("Modification Contents according to the judgmerit result in qolllr?]‘sotrmation

(service reguestPAOLIRIRANSE) dhat has NEBNGaINRHdS the received NAS
information (service request: paging response) is a response to the
10 paging request which femto base station 110 transmitted in ST 102,
based on information memorized in non-CN incoming call detection
section 116 (NAS check).
[0054] In ST 106, femto base station 110 encodes the NAS
information (service request: paging response) received from UE 100
15 using an RANAP direct transfer, encodes RANAP using a direct transfer
of a protocol complying with the control interface specifications
between femto base station 110 and GW 140, and outputs the results to
GW 140.
[0055] FIG.9A shows the direct transfer contents of an HNBAP or
20 RUA signal. Also, FIG.9B shows information elements of NAS
updating request information (or “SR Modification Request™). In
FIG.9A. a message type indicating that the message is a direct transfer,
a CN domain ID indicating to which CS/CP domain the message is
directed, and an RANAP message, which is upper protocol RANAP
25  itself, are included. Furthermore, a direct transfer contains an SR
Modification Request, and, as shown in FIG.9B, this SR Modification

Request contains information indicating the necessity to modify the
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a response to a paging request which femto base station 110 has issued, the HNBAP or RUA signal
contains NAS updating request information. In this case, the IE type of modification necessity in
FIG.9B shows "Necessary," and the IE type of modification contents shows change 10from paging
response to signaling (paging response -> signaling). if, on the other hand, this paging response is a

regular pa@%&’erS?R%'%S?eEQJ%Q%H%é@ﬂ‘i‘ﬁ%ﬁé"ﬁl&'ﬂ?x&q@rﬁ Detworkdhe JANBARQ,L,RUA signal does

not contain NAS updating request information, the IE type of modification necessity shows "Not

NecessaryNandste E)typeot Afmadificatior sanientsds natrefaiencedindaW 448.0057] In ST 107,
GW 140, having received the HNBAP or RUA signal from femto base station 110, terminates HNBAP

or RUA, andqicksdputhe RANAR Qighal nTikery quNAS (pliadidif regliest (Dfortmation)is included in the
HNBAP or RUA signal, that is, if the IE 20type of modification necessity in FIG.9B shows "Necessary-
and the IE)pe @f mbbificsion toatentthshvvwds ereirgecfoh pagidg ré8pdhéeto signaling, GW 140
terminates the RANAP, picks up NAS information (service request: paging response) for UE 100, and
updatés séRACETRAIEIR tHE NASSiRfHHTHom BHR AGIRS ot tBaighefifd SARY S ISNAS

updating request information is not included in the HNBAP or RUA signal is, if the IE type of
mocificatioh HERSEARD 1 A1 e oh SRR R NALLLE&H IOV Ead HGE ot Drbbes

_ _ | _ SE40 8688 no rogessstﬁg ANAP signal
picked “pw?t(%d ERBEL LAY 9%&‘1” SOPNAGIOR 8Kab 'éﬁ@%?(?%t GRS AeRGUPRT AY 3GPP. with the
core network. [0058] In ST 108, 140 encodes the updated NAS‘information (service request:

signaling) by ap; RANAP directtransies agala, &hd SEansmiLs theyresuitiia. 58 IN PP in the core
network. [0059] In ST 109, SGSN 150, having received NAS information (service request: signaling)

from UE 1060]dudges:that aneghlansetrvige unitiatiali fequesh hasnbegmsreaewadeiamgdE 100, and
carries out call connection establishment steps prescribed by 3GPP, with UE 100, via 10femto base
statiof 110r[00603 ¢nrSTres othwee ciores netwhbirkeh Gvirgg ffipisbepiosecurty procetiome)with JE 100,
transmits -service accept,” which indicates that predetermined steps in response to a service request
from UE 100 HageBE&R BapcesStifly peifbEni&aP I SFE 180D I THBHAf PACCHIEIIFRF ROTHE 1Srdsult of

judging the necessity to process NAS information recejve
Jucging pag?ng reyquegt rom tlf\e core network, tile %{NBAP or RUA signal does

not contain NAS updating reguest information, the IE type of
modification necessity shows “Not Necessary” and the IE type of

15  modification contents is not referenced in GW 140.
[0057] In ST 107, GW 140, having received the HNBAP or RUA
signal from femto base station 110, terminates HNBAP or RUA, and
picks up the RANAP signal. Then, if NAS updating request
information is included in the HNBAP or RUA signal, that is, if the IE

20  type of modification necessity in FIG.9B shows “Necessary™ and the IE
type of modification contents shows change from paging response to
signaling, GW 140 terminates the RANAP, picks up NAS information
(service request: paging response) for UE 100, and updates service type
in the NAS information from paging response to signaling. Also, if

25 NAS updating request information is not included in the HNBAP or
RUA signal, that is, if the IE type of modification necessity in FIG.9B

shows “Not Necessary,” GW 140 does not process the RANAP signal
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from SGSN 150, received NAS information indicates a service accept, core network function section
114 of femto base station 110 detects that security procedure have been successfully carried out

between UE 100 and SGSN 150, and the signaling connection has been successfully 20established
between them. [0061] In ST 111, using predetermined parameter 1, femto base station 110 requests

UE 100 to stayt thesteps of estalishingconnestiondion seyyice Mt Uk 19Q;@imReaues PDP Context
Activation”). APN, which is information to specify the connection destination data network 25(PDN), is

set as onedhe redaiermined, paiameier do and dhiscARN also represents, for example, the ISP
network providing broadband access to the user's home. [0062] In ST 112, using the parameter
acquired in ®T5811, GESDA fEquests tal conmettion estaplishedehtAdfemitorbase station 110 by a
PDP context activation request (or "Activate PDP Context Request"), which is an SM (Session
ManageméRgr Sigifar.S0es3] i Srhing Jabradie BedfeADITHS tHae s deledyate forskrvice is
established between femto base station 110 and UE 100. [0064]In ST 114, femto base station 110,
having che€RB§THAE £ HadissBebidr witr DE! 200 Ra 6t SeE¥Eflily established, transmits a PDP

context acP&iE@%&acFE%ﬁr%ﬁtigﬁégDlF,’S ?f(ﬁ%g% l%rcécggetlkt?\;]éhﬁn‘(? illg) onn%'\a/lt%%nal’ to UE 100, and,

in ST 115, and ase station S nsSmitting and receiving user data (packet

communication); {903l Thys- pergiding thembedinent Tyhep theteisep agoningigal for a UE in a

femto base station from the Internet ome network, only when detecting that the paging response

received framythe; WiE s hatbe Kasnonse te deevegueshirorp the demiqibase iatian, theifemto base
station modifies the service type of a service request transmitted from the UE from paging response to

signaling, ana fewasdsdite pPHgng ¢aspaese messagbdd a ¢dr & AEtwoikh Wiien 8écwity procedure are
successfully finished between the UE and the core network, the femto
10 femto base station 110.
[0060] In ST 110, the core network having finished security procedure
with UE 100, transmits “service accept,” which indicates that
predetermined steps in response to a service request from UE 100 have
been successfully performed, to UE 100. Then, if, according to the
15 resulf of judging the necessity to process NAS information received
from SGSN 150, received NAS information indicates a service accept,
core network function section 114 of femto base station 110 detects that
security procedure have been successfully carried out between UE 100
and SGSN 150, and the signaling connection has been successfully
20  established between them.
[0061] 1In ST 111, using predetermined parameter |, femto base station
110 requests UE 100 to start the steps of establishing connection for
service with UE 100 (or “Request PDP Context Activation™). APN,
which is information to specify the connection destination data network
25  (PDN), is set as one of the predetermined parameter 1, and this APN

also represents, for example, the ISP network providing broadband

access to the user’s home.
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20base station carries out call connection establishment steps directly between the femto base station
and the UE, so that it is possible to transmit communication traffic having directly arrived at the femto
base station from the Internet or home network, without degrading the security level in a mobile
communication network, and without 25traversing the core network. [0066] Also, although embodiment

1 has been glggsrbed uging YMTS syster 3% ARSXAPRIERHER dhat 3 B\M updates NAS information,

in an LTE/SAE (Long Term Evolution/System Architecture Evolution) system, the contents of direct
transfer meggage sheoxin i ke Qiare diffetanthiRReA] fol Ge10A dhawsstheicantentsof a direct transfer
that transfers NAS information, which is contained in an SIAP signal representing a 5control protocol
between alténite basexstatitny and a cone astwork’ AndiwhichAPRafismitted Rrsyfrom™a.,UE, to a core
network, in an LTE/SAE system. Also, FIG.10B shows information elements of a NAS updating
command Por "SRiMedifiddtioh aptiieatdf I nmeRIGeIUA siemebsage type, which shows an indication of a
direct transfer to forward NAS 10information transmitted first from a UE, to a core network, a

NAS-BDU [itfchlis NAS TniorihatidAdiseIp s ShrbHAtEH cthéntatr $patiyifg 820 8 femto base

station and so an(eN P SJAP ID, TAI, E-UTRAN CG1, ), a Q:J reason to start RRC connection
(RRC establis Srtﬁér? chaﬁldse ?%a‘?é? ?ﬁcﬁfd@é%%ﬁ%eersr%ﬂgﬂnlgﬁ 1flré]c t%raggﬁe'r to transfer the 15NAS

formaton g4 TaSTYeR TS 11 UE, AR SR Mpdificelin gty s ckiged end. oS

shown in FIG.10B, this SR Modification Request includes information to show the necessity to modify

the type ofia gegyice: fRauest inothe NHSeR RY dcMadifinatienthisressity - aRd-fiarmation to show the
actual contents of modulation 20in the event modification is necessary ("Modification Contents").
[0068] In the core netwiark havingaescaived thetSRiMddlliafiontext Accept™), which is
10 an SM signal, to UE 100, and, in ST 115, UE 100 and femto base station
110 start transmitting and receiving user data (packet communication).
f0065] Thus, according to embodiment 1, when there is an incoming
call for a UE in a femto base station from the Internet or home network,
only when detecting that the paging response received from the UE is
15  the response to the request from the femto base station, the femto base
station modifies the service type of a service request transmitted from
the UE from paging response to signaling, and forwards the paging
response message to a core network. When security procedure are
successfully finished between the UE and the core network, the femto
20  base station carries out call connection establishment steps directly
between the femto base station and the UE, so that it is possible to
transmit communication traffic having directly arrived at the femto base
station from the Internet or home network, without degrading the
security level in a mobile communication network, and without
25 traversing the core network.
[0066] Also, although embodiment 1 has been described using UMTS

system as an example such that a GW updates NAS information, in an
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Indicator, if the IE type of modification necessity in FIG.I0B shows "Necessary" and the IE type of
modification contents shows change from paging response to signaling, NAS information having a
service 25 type of a paging response is updated to NAS information having a service type of signaling,
and subsequent processing is continued. [0069] (Embodiment 2) Embodiment 1 has been

described pygty thatafenie MSW@Th@%ﬁV@gﬁéﬂﬁlh@mﬁE@cﬁ@w isaeessatystpsupdate a service
request from a UE, and a GW actually updates the service type of a service request from the UE from

paging resfionse i aignaling: conseguenitynbincase ihatsighalihpidcenceniieshin a GW on a
temporary basis, the GW is likely to suffer increased load due to RANAP signal terminating processing
and NAS infdrriationFupdating yroesssing doie perfofnaedi t& Sotutionficr avcit ucts Possibility will be
described in this embodiment 2 of the present invention. 10[0070] FIG.11 is a block diagram showing a
configuratibifcf férfEBAsE 8taticH AP 0sagesidid th BnfdbaireRt 31 9f M prESEARTAPENtoN. Note that,
parts in FIG. 11 tP]at are the same as in F|G.6 wjll be assigned the same reference codes as in FIG.6,

and their de?4ile8 JRECHSHIBHS Wil B omlffE: FRE ST 18 HifraRt ofiPFFG 8 Attt NAS 15
mformatlor‘];v lllled%fln t§gcgon} fltég tﬁrcS r netvxéoilféur}%tlgncg%%tlggtlz?dﬁ‘[oon V\ihfﬁ /lg,%%lnformatlon
tpdatin ke

for UE 100 an g reques information are output from control section , NAS

information ypdating seclipneh4s Updales the NAR-iermauaefaLE 109 haged grythe NAS updating

request information. 20[0072] FIG.12 is a sequence diagram showing the steps of call cofinection

establishmantbeivaen Y ESINOag feona bade siatienr120 acgordingl wembadinenti? of the present
invention. Note that, parts in FIG.12 that are the same as in FIG.8 will be assigned the same reference

codes as inypl€s. 8; land thieirdetailcich desoription$ witl ive @5ommittder [R0781 WwrEIGNLR Sin ST 206, femto
base station 120 picks up NAS information for UE 100 (service request: paging response), and
upddies serdesmaiedn e NAS titférmbtiofr fronkpedindgresgonsents sigpklingNOGH)IM'ST 207,
femto base station 120 encodes the updated NAS information (service request: signaling) using an

RANAP diféBf fiaisidl AehdBaR MRt RANAB kighal LEN G & ARECE FaRSRr ashieRb b1 e
a UE, a femto base station and so on (eNB UE ST1AP ID, TAI, E-UTRAN

CGI, ete.), and a reason to start RRC connection (RRC establishment
cause), are included. Furthermore, in the direct transfer to transfer the
15_ NAS information that is transmitted first from the UE, an SR
Modification Indicator is included, and, as shown in FIG.10B, this SR
Modification Reguest includes information to show the necessity to
modify the type of a service request in the NAS-PDU (“Modification
Necessity™), and information to show the actual contents of modulation
20  in the event modification is necessary (“Modification Contents™).
[0068] In the core network having received the SR Modification
Indicator, if the [E type of rﬁodification necessity in FIG.10B shows
“Necessary” and the IE type of modification contents shows change
from paging response to signaling, NAS information having a service
25 type of a paging response is updated to NAS information having a
service type of signaling, and subsequent processing is continued.

[0069] (Embodiment 2)
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5complying with the control interface specifications between femto base station 120 and GW 140 (for

example, HNBAP or RUA), and outputs the results to OW 140. [0075] In this way, with embodiment 2,
a femto base station itself updates NAS information from a UE, and by this means is able to 10 reduce
the processing load of a GW and transmit communication traffic that directly arrives at the femto base

station from the Intefpgh,ak ARME NNOHLLR thes bip wathatagane Netwark HOOL Gk fepRodiment 3)
Embodiment 1 and embodiment 2 have been described such that 15a GW or femto base station

updates thé«servite e bt ehbE mendicd requast fsmr pagingpiéspoase:te signadinge However, in
LTE/SAE system, which is directed to an object of providing improved mobile communication service
and which fscamext!dgie nardtio oMo it wollmupititent Bystemy hewitgpevolve s romddMTS, it is
required to 20ensure integrity and confidentiality to NAS information between a UE and a CN. It would
become pd&siBis tidkathitheabdiades i searityIe08I® Wionead itérmetiats poHE™dYh as a GW
and/or_femto base station to modify directly the NA _inforggy’on. So, a femto base station and UE that

are applicdBI& 15 Dot UMFEAHRA FETSAE BIERERH I B dRECRHERRAFAE e RESHImId 3 of the
present inveqtian[00AT] £1G 135 lock dipgrarm shaningasenfiousation of femio base station 125

. 1 in
according to em%o I e present invention. Note that, parts In are %he same as

in FIG.6 wi k@%&%ﬁ@f@%@@@@@%ﬁéﬁ&@ms&%@@&ig Bl &ndheindetpllad Agsgriptions will be
omitted.FIG. 13 is different from FIG.6 in adding paging

A solution to avoid such possibility will be described in this

embodiment 2 of the present invention.

10 [0070] FIG.II is a block diagram showing a configuration of femto
base station 120 according to embodiment 2 of the present invention.
Note that, parts in FIG. 11 that are the same as in FIG.6 will be assigned
the same reference codes as in F1G.6, and their detailed descriptions
will be omitted. FIG. 11 is different from FIG.6 in adding NAS

15 information updating section 145 to core network function section 124,
{00711 When NAS information for UE 100 and NAS updating request
information are output from GW control section 113, NAS information
updating section 145 updates the NAS information for UE 100 based on
the NAS updating request information.

20 [0072] FIG.12 is a sequence diagram showing the steps of call
connection establishment between UE 100 and femto base station 120
according to embodiment 2 of the present invention. Note that, parts
in FIG.12 that are the same as in FIG.8 will be assigned the same
reference codes as in FIG.8, and their detailed descriptions will be

25  omitted.

[0073] In FIG.12,in ST 206, femto base station 120 picks up NAS

information for UE 100 (service request: paging response), and updates
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processing section 127 to core network function section 126. 5[0078] When non-CN incoming call
detection information for UE 100 is output from non-CN incoming call detection section 116, paging
processing section 127 creates a paging request including a non-CN incoming call information, and
transmits this paging request to UE 100, via transmitting section 115. 10[0079] FIG.14 is a block

diagram shewingea:GoRfiguration of Uk 10Mhanserding in empadiment 3:.0fdhe rresent invention. In
FIG.14, receiving section 101 outputs an RRC signal and downlink user data transmitted from femto
base statiqm 428} to Wirglesschnfesh sedioye 1021 ikh{0080] Ml relbss tontipldsreldoN AG?2 terminates the
RRC signal output from receiving section 101, and establishes an RRC connection with femto base
station 125nAdse) stiretessagontrolrseptiost 102 monitgrs e paging dhamhaP(RO ) trarsmifted from
femto base station 125 at predetermined timing, and judges whether or not a paging request for 20UE
100 is inclGH6Q dfrthes Red Al stidtior 102 T8rth i Hu& ishvefeinebmingaalir abtection section 103,

and, when a paging request for UP 100.is received, non-CN incoming call detection section 103
RGeS whEREP oF Aok AORECH] SrEORITY SARSRIB hARAFICIFERIOBE, TEFBR<CN FEbh G Bal

information js.inclugded, non-CN,in call_25 et§ﬂiﬂ§1 ctio é includes non-CN incoming call
information tl%téoélag%% ?3£J§§] arll%%%qrutg’fﬁfggg%ing req@eﬁsf {oriﬁl{f )éoarll%ﬁ%loélet&}lot:ﬁ 104. Also,
wireless coptrol.segtion LeAencoges NAS information output from NAS control section 104 as an

RRC signal, and outputs the RRC signal to femto base station 125, via transmitting section 106, using
uplink transpaiSSipn StepkiRreseribed by SRR 081 NAS santsob sestinn 104, Uperrreceiving a

paging request 5including non-CN incoming call information from non-CN incoming
updates NAS information from a UE, and by this means is able to
10 reduce the processing load of a GW and transmit communication traffic
that directly arrives at the femto base station from the Internet or home
network, to the UE, without a core network.
{0076] (Embodiment 3)
Embodiment 1 and embodiment 2 have been described such that
15  a GW or femto base station updates the service type of a UE service
request from paging response to signaling. However, in LTE/SAE
system, which is directed to an object of providing improved mobile
communication service and which 1s a next-generation mobile
communication system having evolved from UMTS, it is required to
20  ensure integrity and confidentiality to NAS information between a UE
and a CN. It would become possible risk which degrades the security
level to allow an intermediate node such as a GW and/or femto base
station to modify directly the NAS information. So, a femto base
station and UE that are applicable to both UMTS and LTE/SAE system
25  will be described in this embodiment 3 of the present invention.
[0077] FIG.13 is a block diagram showing a configuration of femto

base station 125 according to embodiment 3 of the present invention.
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call detection section 103, creates a service request having a service type of signaling, and outputs the
created service request (NAS information) to wireless control section 102.1f the paging request does
not contain non-CN incoming call information, NAS control 10section 104 outputs a service request
having a service type of a paging response, to wireless control section 102 in a regular manner. [0082]
Transmittingeseation, 19srtransmiitsansRIBE: sigaaheosdaining NAS ifosmation couipik frem wireless
control section 102, to femto base station 125.Also, transmitting section 106 transmits user data
15o0utput ftorm figherapplivatiors (natsshoum Nl the figork X toifedwtabbst dtattonpl 25 §0083] F1G.15 is
a sequence diagram showing the steps of call connection establishment between UE 100 and femto
base statidﬁiilzg?at@éﬁa%’g to BibddirteAt 5 orank ugehl GyehticHl Na@ Bietipurts 20in FIG. 15
that are the same as in FIG. 12 will be assigned the gaﬁe reference codes as in FIG. 12, and their

detailed dEESHHSHREMFBE Wnited. LOGRAFIA BIOTE, IHET 1982 SpaHiNg prftessing section 127 of

femt ion 125 includ -CNi [ | inf tion.d ing. 2 t for UE 100,
and Vol b pag e UL B0 To0a8) e BT U3, NAS Chm ol ShLh 108 bf UE 100
creates a envice, [RAHSSh NAYINGASEIViss fyRe2f sigpaling INASINipFMation, gigation). [0086] In ST

304, UE 100 transmits an RRC signal containing NAS information and having a Service type of
signaling, gieateskin ST303¢ 10 femterkasesstatianihedr SIRRE{]idhig Mays aceRrding to embodiment

3, a femto base station
incoming call information, and transmits this paging request to UE 100,
via transmitting section 115.

10 [0079] FIG.14 is a block diagram showing a configuration of UE 100
according to embodiment 3 of the present invention. In FIG.14,
receiving section 101 outputs an RRC signal and downlink user data
transmitted from femto base station 125, to wireless control section
102.

15 [0080] Wireless control section 102 terminates the RRC signal output
from receiving section 101, and establishes an RRC connection with
femto base station 125. Also, wireless control section 102 monitors a
paging channel (PCH) transmitted from femto base station 125 at
predetermined timing, and judges whether or not a paging request for

20  UE 100 is included. Wireless control section 102 further has non-CN
incoming call detection section 103, and, when a paging request for UE
100 is received, non-CN incoming call detection section 103 judges
whether or not non-CN incoming call information is included. If
non-CN incoming call information is inciuvded, non-CN incoming call

25 detection section 103 includes non-CN incoming call information in a
paging request and outputs this paging request to NAS control section

104. Also, wireless control section 102 encodes NAS information
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includes non-CN incoming call information in a paging request and transmits this paging request, and,
upon receiving processing of the paging request including non-CN incoming call information, a UE
itself modifies NAS information, so that it is possible to guarantee the 10impartiality and ciphering of
NAS information, and, consequently, in both UMTS and LTE/SAE systems, it is possible to transmit
communicatiepdeafticithal dsecty awvives ai the femigshasRRatiendram thednierpet:orctheme network,
to the UE, without traversing mobile operator's core network. 15[0088] Embodiments of the present
invention HaRd beiem descrifsedtabovee (60899 Al$8 Saltheugh case st haye betn wdsifibed with the
above embodiment as examples where the present invention is configured by hardware, the present
invention caf BisE Bid HE286 By SoRWar e 1200090 Bach Hunéfiohtblock employed in the description
of each of the aforementioned embodiments may typically be implemented as an LSI constituted by an

integrated R8It THESE S RBPBEChARAGLRR cHifs SPBAGSRS B R%afyPAHENERS o single chip.-LSI”

IS adogtedig%ﬁe ﬁfjnt thri}so irp_@ﬁ??l?oc%e rfagerrcea to 6%5 "ICé" }g S r(r)nmI_SI 'ﬁ'i%l}gelrnl_c%l ﬁ';ior 25"ultra LSI"
depending on di er’ﬁ’ﬁg extents of mt%lgr ion. ][d f]rlj—lﬂrtther, the me Rod of circuit mt%%ration is not

imited to Lsyis. and dmpleieniation ysing:dedicated.siveulry o genaral RUIDOSE, Rracessors is also

possible.After LS| manufacture, utilization of a programmable FPGA (Field Programmable Gate Array)

or a reconfigyealle HICOSHQ \/gﬁgr@,ggﬂ@g&:{'@@&;%@t@@tgggﬁ@E@@Qﬁﬁte@ell@{\xwgin an LSI can be
reconfigured is also possible. 5[0092] Further, if integrated circuit technology comes out to replace

information) to wireless control section 102. If the paging request
does not contain non-CN incoming call information, NAS control

10 section 104 outputs a service request having a service type of a paging
response, to wireless control section 102 in a regular manner.
[0082] Transmitting section 106 transmits an RRC signai.containing
NAS information, output from wireless control section 102, to femto
base station 125. Also, transmitting section 106 transmits user data

15 output from higher application (not shown in the figure), to femto base
station 125.
(00837 FIG.15 1s a sequence diagram showing the steps of call
connection establishment between UE 100 and femto base station 125,
according to embodiment 3 of the present invention. Note that, parts

20  in FIG.15 that are the same as in FIG.12 will be assigned the same
reference codes as in FIG.12, and their detailed descriptions will be
omitted.
[0084] In FIG.15, in ST 302, paging processing section 127 of femto
base station 125 includes non-CN incoming call information in a paging

25  request for UE 100, and transmits this paging request to UE 100.
[0085] Im ST 303, NAS control section 104 of UE 100 creates a

service request having a service type of signaling (NAS information

25



LSI's as a result of the advancement of semiconductor technology or a derivative other technology, it is
naturally also possible to carry out function block integration using this technology. Application of
biotechnology is also possible. 10[0093] The disclosure of Japanese Patent Application No.
2008-280339, filed on October 30, 2008, including the specification, drawings and abstract, is
incorporateddgiginiby reference in its entirety. 15Industrial Applicability [0094] The base station
apparatus, gateway apparatus, call connection establishment method and wireless communication
system ac¢Oflirig to theSgreseht inehfiontare appticall R, Fosigxarhplen molbilegcdimriunication
systems. 20 Claims 1. A Serving GPRS Support Node (SGSN) comprising: a receiving unit
configured! ftf PeBeRlE0a SETYide FéfdestanssHy by Bebeérvied o pecofwwhide ik madifiéd i the service
request message to indicate an UE-initiated service request at a traffic offloading apparatus, the
service redletfH&s 8496 & tdAENitted from a user equipment (UE) in idle mode as a paging

eoposse FAposESan Wil oouiaued o peroms e o Neeess o ge U
request is §QRRING. 123 Th¢ BRIYINGGTRR SHRRGHLNATE (SGSNL ACSIUNR Lo glagm 1.
transmits this paging request, and, upon receiving processing of the
paging request including non-CN incoming call information, a UE itself
modifies NAS information, so that it is possible to guarantee the

10 impartiality and ciphering of NAS information, and, consequently, in
both UMTS and LTE/SAE systems, it is possible to transmit
communication traffic that directly arrives at the femto base station
from the Internet or home network, to the UE, without traversing
mobile operator’s core network.

15 [0088] Embodiments of the present invention have been described
above.

[0089} Also, although cases have been described with the above
embodiment as examples where the present invention is configured by
hardware, the present invention can also be realized by software.

20 [0090] Each function block employed in the description of each of the
aforementioned embodiments may typically be implemented as an LSI
constituted by an integrated circuit. These may be individual chips or
partially or totally contained on a single chip. *“LSI” is adopted here
but this may also be referred to as “IC.” “system LSI,” “super LSL,” or

25  “ultra LSI” depending on differing extents of integration.

[0091] Further, the method of circuit integration is not limited to

LSI's, and implementation using dedicated circuitry or general purpose
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wherein the authentication process for the UE is call connection establishment steps prescribed by
3GPP. 4. A controlling method, to be performed by a Serving GPRS Support 20 Node
(SGSN), the method comprising: receiving a service request message, a service type of which is
modified in the service request message to indicate an UE-initiated service request at a traffic
offloading pppasatitssthe sEIVieR seopiest Massage Sitransmitieturomuailiserteemipment (UE) in idle
mode as a paging response; and 25performing an authentication process for the UE. 5. The
controllingmethediacebidifd (6 &lalmedd Wherena e 1 inifiated Aervice sequest is signaling. 306.The
controlling method according to claim 4, wherein the authentication process for the UE is call
connectiort eseatiistridniesrps praseribbansy@mppetions and settings of circuit cells

within an LSI can be reconfigured is also possible.

5 [0092] Further, if integrated circuit teéhnology comes out to replace
LSI's as a result of the advancement of semiconductor technology or a
derivative other technology, it is naturally also possible to carry out
function block integration using this technology. Application of
biotechnology is also possible.

10 [0093] The disclosure of Japanese Patent Application No.
2008-280339, filed on October 30, 2008, including the specification,
drawings and abstract, 1s incorporated herein by reference in its

entirety.

15 Industrial Applicability
10094] The base station apparatus, gateway apparatus, call connection
establishment method and wireless communication system according to
the present invention are applicable to, for example, mobile
communication systems.

20
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Claims

1. A Serving GPRS Support Node (SGSN) comprising:

a receiving unit configured to receive a service request message, a
service type of which is modified in the service request message to indicate an
UE-initiated service request at a traffic offloading apparatus, the service request
message is fransmitied from a user equipment (UE) in idle mode as a paging
response; and

a processing unit configured fo performs an authentication process for
the UE.

2.  The Serving GPRS Support Node (SGSN) according to claim 1,

wherein the UE-initiated service request is signaling.

3.  The Serving GPRS Support Node (SGSN) according to claim 1,
wherein the authentication process for the UE is call connection establishment

steps prescribed by 3GPP.

4. A controlling method, to be performed by a Serving GPRS Support
Node {SGSN), the method comprising:

receiving a service request message, a service type of which is modified
in the service request message fo indicate an UE-initiated service request at a
traffic offloading apparatus, the service request message is tfransmitted from a
user equipment {(UE) in idle mode as a paging response; and

performing an authentication process for the UE.

5.  The controfling method according to claim 4, wherein the UE-

initiated service request is signaling.
6.  The controlling method according to claim 4, wherein the

authentication process for the UE is call connection establishment steps
prescribed by 3GPP.
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