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A TRANSM TTER FOR TRANSM TTI NG A SECURE ACCESS S| GNAL
Field of the Invention The present invention rel ates

WO H0yeed8e access systens and, in particul ar, RGI/AU2008/001490
systens for renote entry access. Background Fig. 1
shows a conventional arrangenent for providing secure
access. A_user 401 nmakes a request, as depicted by an
ar AARANSME, TRREQRTRANSNHT A SBEURE ACTESHSIGNAL
nodul e 403 is typically nounted on the external janb
of a secure door. The Hidduwfshe BB2ntient ypical ly a
secure code of sone type which is conpatible with the

code Ei pyesemdiventitdSrelatilifo sédlre Q¥SRP!Ostednd eanﬁeﬁyﬁﬁfticular, to
402 can be a card nunber stored within a conveniiona

syggeﬁfgif&iltem&@é&?ug&gsst.o direct the request 402 to a
card reader 403. Alternatively, the request 402 can be

a sequence of secret hun’(%ri directed to a keypad 403.

The request 402 can al so D& & tric signal from

t he er 4%1 directed, to a correaggndi ng, bionmetric

sensdiSsb$how @ copxpptjoual,prrangemene fori Rroidgigajechie agcess. A user
fingerprint. Qher physical attributes that can be

40} sagkes & [SHBEALRS dﬂpmﬁ@{ by en sirgial02, dinedtedity ¥ opdsegntry module 403,
retinal or iris pattern, face pattern, palm

Theondduje#as iotypanatly swunted cbhibe extdenat funty ofm eeduee déb?. The request
conveys the request 402 by sending a correspondi ng

4021 Ngpicaldp adQRbe! Eslchdyf BetypeWyHieH is BmPa®B Wit R code entry
405 which is typically situated in a renbte or

mbdiAE 905 SIS, R A& EmpIth heGRBIP UbL Cad | ithi
the securi tuy %f or n‘gt i or(1a p?%\??ggd C%ggﬁzé%ggp&h%igtg%d within a
i r Ing.a database 4Q7 as.depicted an arr.ow
coy o Bl iR, Ch 18 e et R E Y B B Fender 405
appropriate access privileges, then the controller 405
ALy, %é% E@é@sté%rﬁpfﬁe&sseaemcet%ewt BynRers gijootod to a keypad
to a device 409 in order to provide the desired
403¢ cEBe reqrigst H& care also becahionetric sigaabfrem the wser 401 directed to a
| ocki ng nmechani sm
corresponding biometric sensor 403. One example of a biometric signal is a fingerprint.
Other physical attributes that can be used to provide biometric signals include voice,
retinal or iris pattern, face pattern, palm configuration and so on.
The code entry module 403 conveys the request 402 by sending a corresponding
signal, as depicted by an arrow 404, to a controller 405 which is typically situated in a
remote or inaccessible place. The controller 405 authenticates the security information
provided by the user 401 by interrogating a database 407 as depicted by an arrow 406. If
the user 401 is authenticated, and has the appropriate access privileges, then the controller
405 sends an access signal, as depicted by an arrow 408, to a device 409 in order to
provide the desired access. The device 409 can, for example, be the locking mechanism

of a secure door, or can be an electronic lock on a personal computer (PC) which the user

401 desires to access.
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of a secure door, or can be an electronic |ock on a
personal conputer (PC) which the user 401 desires to

W@ e@wess25@&irrent systens as depicted in Fig. 1 PCT/AUS@®SA01490
conmuni cati on protocol called "Wegand" for
conmuni cati on between the code entry nodul e 403 and
the controller 405. The Wegand protocol is a sinple
one- Wareaaswieny ppdepicied dn Hgnl palipgp ajopEaygation protocol called
i ncreasing or decreasing the bit count to ensure

“Wingapd8 rfess sommunicatipn detwesin themade ¢ntry enedule 463 Landtthe controller
conpani es. The W egand protocol does not secure the

405 NTTeWidgand peitoepl S atsimplevenvdyndats pettoevitthat smadiel odified by
403 and the controller 405. Mre advanced protocols

inGbdsthed 8y 'ﬁ%_cé%ing AHE i BBut SRUchRIrd HaRIeAGRSs W IHROPRIGRE among

vul nerability of the Wegand protocol over |ong

.di stance.routes. .RS ' I ' :
b OREraf BB 2 Wfeeuf HRieHb! HoBh 36F sedtict g Yormation
recei ving ends, je. the d nt nmodul and the
bejugiseRidiefupen 85 cp %&thﬁg 0% ad the ﬁP%%‘éFFF Wse he
| ength of the path 404 nonet hel ess provides an attack
poi ntMergradysnced puetopelp ssdtasRP 487 hape beemhiised igrder to overcome
have becone a popul ar neans for emtting the request
thel O@perabitite o thexWik gayd partoeol aver lohg dfstansasyutes BSe488rid a duplex
convenient to carry for the user 401. Typically,
préo8Ni gTidrin g CaticEiptioA raapAti Bt énati boetu tel transtiittingidnd receiving ends, ie.
including an integrated circuit (1C), a capacitor, and

th%‘\ﬁg&i ¢tryMab A 08 £ANAE ChAoiie 4@9&%@%@?@'&? i tHel\Sre 6t dase. The

en a proximty card 410 1s place hi'n range of

t de entty nodule 403.(or " : " .

toggls o el Ao TRFlsS RRGide o el 305he bnaleffrifel Hereon.
coil _and charges the capacitor, which in turn .
ener d’lrﬁ’é@l‘iyﬁ‘é‘r‘fsé‘aﬁfﬁ %f’?%g‘fo? BT Yea0S fof eﬂ%t}ngrtﬁg rqquest 402, since
then transmits a card nunber stored within the |C _via

profisityo cardg sare rcheepsi easintoe He and conmenieRdlo SAEY yiopdhe yser 401.
403. The field emtted by the code entry nodul e 403 o

Tpacally] prximitescardstqongaisd sini inddoivie ciricliy ineluding an2iBtgrated circuit
The field emtted by the code entry nodul e 403 for

(IQ_EV@&aﬂ%R&, BhiYa 6&I,0%hich deyy Romdcted iar suies withidGhdvlrd. When a
ese newer proxim tyr cards are

proximity card 410 is placed within range of the code entry module 403 (or “card

reader”), the code entry module 403 presents a field that excites the coil and charges the
capacifor, which in turn energizes the IC on the proximity card 410. The IC then transmits
a card number stored within the IC, via the coil as transmit antenna, to the code entry
module 403. The field emitted By the code entry module 403 for older proximity cards is
typically around 125 kHz. The field emitted by the code entry module 403 for newer
proxirrﬁty cards is typically around 13.56 MHz. These newer proximity cards are
typically in the form of contactless RFID cards which are also known as “contactless
smartcards”. Proximity cards have a communication range of 0-80 mm in most instances,

allowing the user to place the card 410 within 80 mm of the code entry module 403 in
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typically in the formof contactless RFID cards which
are al so known as "contactless smartcards”". Proximty
W@ 200d®953588/e a conmmuni cati on range of 0-80 nm i PICTBE2008/001490
i nstances, allowing the user to place the card 410
within 80 nm of the code ent¥y nodul e 403 inorder for
the card to be read the code entry nodul e 403. The &
orderciornthe earthinibedesdb Ry ﬁ%fh gede eniryemedulerfiOdndhe derst | ‘ersgmunication
exanple, to the distance to within which the proximty
rangaydugfers, lipahandsdrived cadmptente yhardidtanee 18O itinirs tvhideh the proximity
brought in order for their respective transmt/receive

modilt @peand tie dode2birg nidiuie 3 ExRstSR bishglatiaroyder for their respective
comuni cati ons. Conventional proximty cards (e.g.,

tran@%@re&é?@@arft%a?fﬂ Eé é‘tﬂg tc; Kﬁlév%gﬂﬁﬁﬁct&@%oﬁﬁﬂur@&tioﬁﬂ by

he user 1, and | ost proximty 'card 410 may be
S SIS 20) B e 2
v B R o ST ST B

result many users have | ooked to upgrade their
pergomosel Bhinythe slesiresb aeqess. adneist, dhese e bepr i Bigheincigspes of such
secure systens. However, the cost of such up-grades is
fravdiutgmnt duﬁevityowithe:onemﬁmat proxomite caids eviizee hoautlysrised dersons steal
facilities to inplenent the upgrades. Summary It is an

the QAIRCt AR refift MafP BérsiHaAvensdked tb apgrdsttagit ipedAimity card secure
overcome, or at |east aneliorate, one or nore

accgél ; QAR LABESHh ?Ifmﬁi‘é Sdchgs R@feﬁ%n GESROeE, thACERI I di6h bp-gRades is

t aspect o e prese I nvention there is
datr nsn1t r

nigR 0Bt pBrear B R e S ey B Ty oY iR e vpgraces

to a controlled item Saléj access bei ng dependent on

i nformati on contained in MAE¥ure access signal, the

transmtter conprising: a biometric sensor for

r eceltvis g ebjtsit crfethe ingessnp inttention i selesaially grverrgmenion gt least

the bionetric signal agai nst nenbers of a database of
amélicne} sriccorsh@n disadesitagen df existing arrangements.

According to a first aspect of the present invention there is provided a transmitter
for transmitting a secure access signal to a system for providing secure access to a
controlled item, said access being dependent on information contained in the secure
access signal, the transmitter comprising:

a biometric sensor for receiving a biometric signal;

a processor for matching the biometric signal against members of a database of
biometric signatures; and

enabling means for enabling an inductive circuit, based on the matching of the

biometric signal, to transmit the secure access signal conveying the information to the
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enabl i ng neans for enabling an inductive circuit,
based on the matching of the bionetric signal, to
WO e@pOssE8 t he secure access signal conveyi ng tPEI/AU2008/001490
information to thesystem upon the inductive circuit
bei ng placed within range of -&-radio frequency field
emtted by the system . According to another aspect
Sysfenp frop & %é‘}ﬂucwﬁx elsguitobeing plased svithinvangedofan nalitditqodney field
transmtting a secure access signal to a systemfor
eigitisdihyithe syséemar e access to a controlled item said
access bei ng dependent on information contained in the

secur Acemrdimgso singthat asptedftfbﬂmé peedert GiRtih rt‘Here is rov1ded a method
receiving a bionmetric signal; matchi ng t he n%

ofs traﬁ@hlttﬁﬂg,alanﬁcul@eﬁ&%sss@fxalatodgtsa R)'V?(ﬂ?é SB&g% C'flccess to a

signatures; and enabling an |ncht|ve c rcul

cd?ﬂ’roll@@ ifot CQﬁJ‘ %&fss t’o@ﬁlglbfie%gﬁé I y Slr%n zftlrgtfag?cgpggg 1q dhe secure

he secur€ Access Si
S n.the i.nductive CI rcuit being placed
act‘:Q{::\'hsli; izﬁ%g‘é‘p@’f)dﬁo’?lgﬂfa 8frequency field emitted by the
system _According to still another aspect of the
pr eséiteiVingaipmatricsigneli s provi ded a conputer program
product having a conputer readable nedi um having a
conpunaichisgotheabiometror digdalt hgainitnmbmbetsr aN anitithba’dg of biometric
secure access signal to a systemfor providing secure
sigmatess and a controlled item said access being
dependent on information contained in the secure

accesdnablisg) ah andu'&ﬁv@&?cgflta%fe‘ar%}{)gé @%Fhlﬁg ﬁltlé) falophetnc signal, to

receirving a bi onetric si gna
TR SN0 TRIRE PRIt rn

ucti.ve, rcu} % on the matching of the
1ncl(i)1fc Wgtq{cglt eing place thin range of a radio frequency field emitted by the

system.

oF

According to still another aspect of the present invention there is provided a
computer program product having a computer readable medium having a computer
program recorded therein for transmitting a secure access signal to a system for providing
secure access to a controlled item, said access being dependent on information contained
in the secure access signal, the program comprising:

: code for receiving a biometric signal;
. code for matching the biometric signal against members of a database of
biometric signatures; and

code for enabling an inductive circuit, based on the matching of the biometric
signal, to transmit the secure access signal conveying the information to the system upon
the inductive circuit being placed within range of a radio frequency field emitted by the

System.



signal, to transmt the secure access signal conveying
the information to the system upon the inductive

W@ prests4dbei ng pl aced within range of a radi o PCEYUZN8H01490
field emtted by the system According to still another
aspect of the present inventidon there is provided a
system for providing secure access to a controlled )
i t emAgoREding do stllcanegher spprst of thmPrasaRfcingentisinothste jscprovided a
signatures; a transmitter sub-systemconprising: a

sybtiemnfet proyidieg saurd ancessde eicontna]led it et syistens canpdising:
means for matching the bionetric signal against
nmenbey &tdfasd bﬁbidﬁk&maﬁglaafredgi onetric signatures; and
means for enabling an 1 nductive circuit, based on the
”atC@t%sﬁﬁttér@ﬁb-@%&@iﬁtcﬁh?rﬁh nal, to transmt a secure
access signal conveying rnformati on upon the inductive
circuit bei | ace i.thin radi o, frequency

) field; and agt% P%gg}cvsgrr&%E@J-rggleé}%g%ggg%%%lgi%%';gl’msans for

emtting the radjio freguen i el d;, neans for
ecei ving GRENS: TR ft. bpeanciic cven i3St Jpepbers of the
the . radio frequency field being emtted; and neans for

databese of gmeiedigrabrey; addcess to the controlled item
dependent upon said information. According to still
anot her aspmednsdbr ehabling eadndudtive emtcivibnbaseé oa the matching of the
provided a transmtter sub-systemfor operating in a

biSMEERMiERA, b6 AMninfi0a SEEHE AcaBS BSEnal @oBveMy ifotBgtion upon the
item the system conprising a database of biometric
10 inﬁﬁ&ﬂ/@?nﬁf:@ﬁbdﬁg?p@&?ﬂ WethirsdRey ot defibPBeldBass for
emtting a radiro frequency field, neanhs for receiving
al tri';msm'tted by the transmtter

2 ugfeg%? %iﬁgrcsglﬁgsyﬁ%glﬂ%m’fk O 8t ovi di ng

means for emitting the radio frequency field;

means for receiVing the transmitted secure access signal upon the radio
frequency field being emitted; and
15 means for providing conditional access to the controlled item dependent
upon said information.
According to still another aspect of the present invention there is provided a
transmitter sub-system for operating in a system for providing secure access to a
controlled item, the system comprising a database of biometric signatures, a receiver sub-
20 system comprising means for emitting a radio frequency field, means for receiving a
secure access signal transmitted By the transmitter sub-system, and means for providing
conditional access to the controlled item dependent upon information conveyed in the
secure access signal; wherein the transmitter sub-system comprises:

a biometric sensor for receiving a biometric signal;
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condi tional access to the controlled item dependent

upon i nformation conveyed in the secure access signal;
wWob@pe5a34g he transmtter sub-system conpri ses:P@EI/AU2008/001490

bi ometric sensor for receiving a bionetric signal;

means for matching the bioneto-ic si gnal agai nst

nmenbers of the database of bionetric si gnatures and

means for %ﬁl%@ matchingy the biomstrie (fignal pgsinst grembss of the

mat ching of the biometric signal, to transmt a secure
dagebesesef taorgetaic stapatress; agd sai d i nformation upon the

i nductive circuit being placed within range of the

radi o frequesnay fo1 edablindaadhdiciige teircit,i bdsedioattheimatching of the

aspect of the present invention there is provided a

bib1BERIc\EEInab 48 1AUSHR {eBhireAREER LAl bdhv@yﬁ%%ﬁﬁmnff&{nauon upon the
provi di ng secure access to a controlled rtem the

at ures,
indHE ThaRTRe %B%?@v?ﬁm@% n%fﬁil%?ad%@{#eﬁﬁi??{&c
for rece|V|n r|c neans. f or chin .
e (XGRS & S motics asneet SE 2 apSanriny iy {Faegprowded a
of biometric signatur es and nmeans for enabling
regqivRI SEP-wEstem oy Pperating won sistamn @rrmptlﬁmgses\ﬂretweess o a controlled
bi onetric signal, to transmt a secure access signal
iteng rthie yystam icmhpﬁsﬁngiaoda,tahM%OQI)imneh@ sigiresra gasnyitet @insystem
conprises: nmeans for emtting a radio frequency field,

coffpidhgf Dbiohtied vérder fdiactdiang i bibedirked s, Aea@SHr matching the
signal fromthe transmtter sub-system upon the

bﬂf}lﬂgﬁ‘ﬁts@fﬁl §$ fsg'rﬁelﬂ?érg] 8f meacfa%aé’,é & iBrcANO8 g fturds, rafﬁ@'rﬁeans for

requency means for providing coRditional

ena ess nﬁlolctlve A?gl%gr ol nslag ?)n tl]i eﬁ%ﬁﬁﬁgrﬁq‘qﬂé bféﬁ%?nf Qg?al tﬁ) transmit a

her “aspec
resent |nv§nt|on there is rOV|de sten1f

SCpTS AP & S0 COP B YR BeRrmiago n‘@hwmghmﬁ {4 pp-gptem comprises:

controlled itens, the system conpri si ng
means for emitting a radio frequency fiel

means for receiving the transmitted secure access signal from the
transmitter sub-system upon the inductive circuit being placed within range of a radio
frequency field; and

means for providing conditional access to the controlled item dependent
upon said information.

According to still another aspect of the present invention there is provided a
system for providing secure access to one of a plurality of controlled items, the system
comprising:

a database of biometric signatures;

~ atransmitter sub-system comprising:

a biometric sensor for receiving a biometric signal;
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a database of bionetric signatures; a transmtter
sub-system conprising: a bionetric sensor for
WO e@eiosismg) a bi onetric signal; means for deter mPei/Ag2G08/001490
the received bionmetric signal matches a nenber of the
dat abase of bionetric signatdres; a plurality of
proxi mty nodul es associ ated vvlth the plurality of
cont r ol | ed Theaasdor (deler@inpg if ethecrtem@ecg REoTRgtrig a&l&nal matches a
plurality of proximty nodul es; and nmeans for
m%ﬂﬁﬁlOﬁﬂgdaﬁd’oaswhi@nmémmeﬁetrl c signal matches a
menber of the database of bionetric signatures, the
sel ected proylumlity ofb@ubdmidi tlodokRs eandsed ewith ythe plurality of
transmt a secure access signal conveying information
coitrQMtdniy; t he sel ected proximty nodul e upon the
proxi mty nodul e being placed within range of a

roxim Ly hatt fdf%lgﬁf X ﬁ%‘u&w@{&“ﬁ“@mﬁﬁ%@ end

receive
conpri si ng; neans fo .rad 0 uen
f| eI d adaptn%e@nf Oraeél? %{}Wég% lgldleiﬂ'cogl CC%S a member
means_ for receiving the transm tted secure
of a@ée@eﬁa@sg il bigpsiia IstEnales the cwlestedy Proxanidy gepdie which can
emtted; and nmeans for providing conditional access to
conmusralyetrmmlmmcum doeessisignal depepagnufoupativrssiprgd in the selected
i nformation. According to still another aspect of the
profifsgNinotuléeionothet toxienitys npdald Beidg pliced nwithiht nhgé of a radio-
transmtting a secure access signal to a systemfor

I of
frefgggl;(dpﬂﬁe?@ 2SRRI B REHAS thel R1cRRA p%mﬁu@ i dRld; ad

I'tenms, sald access being dependent on

i nf oranr% ?19& sﬁ@ﬁ%s%rﬁ%gmp%sﬁ@e secure access signal, the
smTter

trans

means for emitting said radio frequency field adapted to activate the
selected proximity module;

means for receiving the transmitted secure access signal upon the radio
frequency field being emitted; and

means for providing conditional access to the selected controlled item
dependent upon said information.

According to still another aspect of the present invention there is provided a
transmitter for transmitting a secure access signal to a system for providing secure access
to one of a plurality of controlled items, said access being dependent on information
contained in the secure access signal, the transmitter comprising:

a biometric sensor for receiving a biometric signal;

means for determining if the received biometric signal matiches a member of a
database of biometric signatures;

~ aplurality of proximity modules associated with the plurality of controlled items;
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a biometric sensor for receiving a bionetric signal;

means for determning if the received bionetric signal
woradoehsss4e nenber of a database of bionmetric PCT/AU2008/001490

signatures; a plurality of proximty nodul es

associated with the pluralit$y-of controlled itens;

means for selecting one of said plurality of proximty

nodummesns foi gelgetingsoned seif abirality ofiproximity meedsisseend

bi onetric signal matches a nenber of the database of

bi ometeans fari grahting,af thet teecised binnaetrip sigoahinaychemduhemnber of the

whi ch can consequently transmt a secure access signal
dat@Bave O HiGmbtiic Qs gatirey) tied leetbd prokiheityselogaleashiphi 0xi Bdrsyquently

nodul e upon the proximty nodul e being placed wthin

tra{lﬂgig% cufe SO ﬁs:sﬁ\?ﬁ%%% ier.ﬁbﬁné%%pét&‘édtiﬁ tRE _tsciﬂlg&&& proximity

sel ected proxim According to sti

not her aspect. of th i ] re. k.
P e B PPty b G £ EHE lase i Btk 40 3pliS-frequency feld
proyi ding secure access to one of a plurality of
ad%?fi/?ooarqtlé’ﬁlteiﬂi‘%ﬁ‘?"tqd‘rfgo’él%ﬁyéﬂ?‘sﬁﬁpri sing a dat abase of
biometric signatures, a transmitter sub-system ) .
conpricsprding ihslanpther asnestop! they piesentiipyengion there is provided a
bi ometric signal, neans for determning if the
redebee i subdyktiemnint nisystsingfoal provitlinigesecaravecdssy tobne lof a plurality of
dat abase of bionmetric signatures, a plurality of ‘

coRtr SNt dri(s, TR W <Bsn 3G:EpGdiag 6 Uaribhde éftdombtiicadigiayured, a transmitter
controlled items, neans for selecti ng one of said

sug-lrs]g%?{ni dofn zsilﬁg)gigﬂiétﬁc nagﬁiﬁ]blr & r&REliNEaBiomekric signal, means for

ng, 11 received bionetric signal matchées a
b he dat ab £ bi i i
degeg]ngg{l% ?}% 6{)%%:%%( ﬁfgﬁ}ﬁ%éc Vs\}l(%%gﬁtr%agcﬁleg 'oa?] S'?’lg%lixﬁeeﬁf’?fyhgedatabase of

transm t a secure access si.gnal cqnveying. i nfor I O .
biameFeCREMONRS  BINEAIb @ oM PORREY FEOUA TR e Plurality of
proxi mty nodul e being placed within range of a.
contrdlilal iteresweerny fHi etlactingapneaf seidapluraliy of maexigdyemedeles, and
proximty nodul e; said receiver sub-system conpri sing:
méms s émabliggiif thengeebaidtbismelinio signatimatuhys & ineinbead fhteatdtabase of
to activate the selected proximty nodul e;

biometric signatures, the selected proximity module which can consequently transmit a

secure access signal conveying information stored in the selected proximity module upon
the proximity module being placed within range of a radio-frequency field adapted to
activate the selected proximity module; said receiver sub-system comprising:
| means for emitting said radio frequency field adapted to activate the selected

proximity module;

means for receiving the transmitted secure access signal upon the radio
frequency field being emitted; and

means for providing conditional access to the selected controlled item dependent

upon said information.



means for receiving the transmtted secure access
signal upon the radio frequency field being emtted;
wanaoneams for providing conditional access torP€TIau2008/001490
sel ected controll ed item dependent upon said
i nf.ormation. According to stiPt another aspect of the
present invention there is provided a systemfor
per f &cpeAeatoseidll ppotherpspaelt ofotlie RrRwens yayeatipn there is provided a
conprising: a database of one or nore bionetric
sysséry fiatperfosming o secste tembacyion ghe system iceinpysing: bi ometri ¢
sensor for receiving a bionetric signal; neans for
mat chigagbidReone GEor€bising i sigaairagt menbers of the
dat abase of biometric signatures to thereby determ ne

an aythanti, hPEbm an ; and neans for generating a
first pass depehdent upon sai d authentication

signal, sai swor d b e i ng to an
5 encryption %r%e&gg oLl oA BbReRe SO, 7D,
said first password co an _enc ed va
representi HtfaF%\rI%D% ’B%tﬁ]ﬁ?‘&b Sn&ﬁﬁ’&mé; §h%‘gi1 Feaingt %"&Fﬁ of the
conpri sing; means for receiving the first password;
datebasesf binmeide signamrasdo theechy detpsmingean atheatisationsignaliand
recei ved password; and neans for performng the
t ransact i omdans eforongenbmting aial dirste passeterd Adependiéntg upon said
still another aspect of the present invention there is

au%ﬁ’f(daﬁ@ﬂ stenhl, s8id SasbwEdBedlp federBREacordIfg itd aR edtFhHoN process
for perform ng a secure transaction, the system

10 ba§QBL! SH miic gﬁ’tbeélﬁe Ofai P IREEH4, sk\%oﬁi G&ﬁbﬂﬁlﬁg anfencrypted value

secon m corrprl sl ng neans recel ving a
ass and or perform ng the secure
re rP%go%ﬁnélﬁ aB%f ‘flaval | abl e

~ asecond sub-system comprising;

means for receiving the first password;

means for determining the funds available based on the received
15 password; and

means for performing the transaction based on the available funds.

- According to still another aspect of the present invention there is provided a first
sub-system for operating in a system for performing a secure transaction, the system
comprising a database of biometric signatures, a second sub-system comprising means for

20  receiving a password, and means for performing the secure transaction based on available
funds dependent upon the password, the first subsystem comprising:
a biometric sensor for receiving a biometric signal;

means for matching the biometric signal against members of the

database of biometric signatures to thereby determine an authentication signal; and
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funds dependent upon the password, the first subsystem
conprising: a bionetric sensor for receiving a
wheronesasige signal ; neans for matching the bi onkCT/AT2008/001490
si gnal agai nst nenbers of the database of bionetric
signatures to thereby deternildie an aut hentication
signal ; andnmeans for generating the password dependent
upon sai d dueanenen sencrasimgshe passyorhdepsndent aipgnakauthantication
is generated according to an encryption process based
sigimal,avlibreiarshid pasgwird vapereratsdhactofding to graasorpptibn process based on a
conprising an encrypted val ue representing said funds

dyadiiid MPLevalv; GaId dirBiChak&wérd] dolnpRRRENAl endSpest Vdfl’\ﬁe tePfesenting said

present invention there is provided a systemfor
ﬁﬂ&!&%ﬁﬁﬂ@g a secure transaction over a network using a
card, the system conprising: a database of one or nore

bi onetric,.si gnat.yres:.. a first bsystem conpriging: a .
oi ot ot A8 Sl PR aspdel 15 ThE Bl 1 @ king hgre is Frovided a
means for matching the bionetric signal agai nst
SYRESHDL & sPH OIS 8 eqWgsEansactinoAYarr 3 AelyshASing:3 qagd, the system
thereby determ ne an authentication signal; and nmeans
cofprisg@her at i ng a password dependent upon said
aut henti cation signal, said password bei ng generated
ac corgldatghbakoofoneyr@igtp bicmetiic sigasiardsased on a dynami c
i nput value, said first password conprising an

encr yPfRsubaysin tORHASIAR! | Ng said magnetic stripe
card; and a second Sub-system conprising; neans for

readi ng th%l@ﬁx@%ﬁ%@?&?fé@r’éc&% I \idHetHR Sighas swor d;

neans for au ati ng the re€ei ved pas rd based

on the car dmeans for matching the biometric signal against members of the

database of biometric signatures to thereby determine an authentication signal; and
| means for generating a password dependent upon said authentication
signal, said password being generated according to an encryption process based on a
dynamic input value, said first password comprising an encrypted value representing said
magnetic stripe card; and
| a second sub-system comprising;
means for reading the card,
means for receiving the password,;
means for authenticating the received password based on the card
number encrypted within password; and
means for performing the transaction based on the authentication.
: According to still another aspect of the present invention there is provided a

method of transmitting a secure access signal to a system for providing secure access to
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nunber encrypted within password; and neans for
perform ng the transacti on based on the
wa@eaobestsiegat i on. According to still another aspenAUf08/001490
the present invention there is provided a nethod of
transmtting a secure accessllsignal to a systemfor
provi di ng secure access toone of a plurality of ) )
ong @it & allvrelityi o€ eentrellgdditeme.csaid scery eripe rigpendegh on information
i nformati on contained in the secure access signal, the
conteinbd th thepeurs hevgss dignadttbpmetifod coenpeisinigrilye steis afhet ri ¢
signal; matching the bionetric signal to a nenber of a
dat"ap@gﬁ,iloéa‘gjog{m{dgigl@;i gnatures; selecting one of a
plurality of proximty nodules, the selected proximty
modu hﬁt&ﬁﬁ%@xe %?&R&ﬁ?%igﬁal% ta'hx&ﬁbérgﬁﬁtda?%ﬂﬁseqf bidifetric signatures;
a ditens; an

plurality contro ; enabl i ng the
sel ect.ed. proxi m t ul if .the receive [ '
< onarierrt et nuBE: S Gro b e A A Eb Kty modute
signatures,  1the enabl ed sel ected proxim.ty nodule
beipgiagspeiatet Wifh ablgast gpe p félﬁé*hﬁrﬁ 1/ canfé%@ﬁ‘ﬁé%fée%is
signal conveying information stored in the selected
pr oxiendtlingrthel selectedhpraxingiéy modwienifithe reseivpd bisarahdc signal matches
pl aced within range of a radio-frequency field adapted
a theémb&tdf\ihé datthge 9€bpaietdc pignatires) the epahlédseldutabprokmgity module
to still another aspect of the present invention there
being RB¥L8GoP rBRNARh el OfechRY 04 sighab coB@YING information stored in
trransaction over a network using a card, the nethod
. S . , Y I . o
(o GRS ot WA R o MPERINE, BoE beBETIARY within range of a
.her eby de L N n aut henticatjqn si.gnal
oGRS RSEP SR MR e ROy modthe
aut henti cation sjgnal, said password bejn enerated .
accorifeatling ta stk rapthst psrech Pgé]ées §rel§%f§e’8"%ﬁl q ol Rrovided 2
I nput val ue, said password conprising an encrypted
methoddor perioreseg @i seqursairahseetiog Oyes sl netyvork aisingr ¢l carg, the method
determ ne said card nunber from said card;
comprising:

| matching a biometric signal against members of a database of biometric
signatures to thereby determine an authentication signal; and
generating a password dependent upon said authentication signal, said password
being generated according to an encryption process based on a dynamic input value, said
passwdrd comprising an encrypted number representing said card;
" reading the card to determine said card number from said card;
authenticating a received password based on the card number, encrypted within
password; and
| performing the transaction based on the authentication.
According to still another aspect of the present invention there is provided a

computer program product having a computer readable medium having a computer
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aut henticating a recei ved password based on the card
nunber encrypted within password; and perform ng the
wao ca@nssasts on based on the authenticati on. AccopPdi/Ay2108/001490
still another aspect of the present invention there is
provi ded a conputer progrant prroduct havi ng a conputer
r eadabl e_nedi um havi ng a_ conput er program r ecor ded .
Progiaip apgerdesh theyeim Eyitapsmiding & tacreAcse signak foghgysteny fog providing
system for providing secure access to a controlled
sequre agcessaiodn eadedled lieing gaid @peassi being slepéndent ominfonmation contained
contained in the secure access signal, the program
in fHREPEUrS ab@ss sigad, theprdgaricwinpgsiaghi ometri ¢ signal ;
code for matching the bionetric signal to a nenber of
a dagg@gﬁﬁr&%hghgggkﬁﬁéﬁ§§g&g;ures; code for selecting

one of a plurality of proximty nodules, the selected

Phe. 5o orpiine di; PRoRRRGHRRITE kil of £RRGH AR Homerric

.enabling the selected proximty nodule, if the

SIgN@WESSyed bi ometric signal matches a menber of the
dat abase _of bionetric, signatures, the enabled selected | |
pr oxicpdle fprseleciing onsi ofg Riwahtyfmseximity mediesyheselegted proximity
secure access signal conveying information stored in

mddute Issthg essediaied oxinatilgashobud féheplorality ef gemdolled itgms; and
nodul e bei ng placed within range of a radio-frequency
fi el doddantcpabling e kéldat®piokimite hdukyifthexdesived biometric signal
nodul e. According to still another aspect of the

magfrﬂgeg %%erhﬂéﬁ%ﬁth@@at&%é 6f bidmietRY éigﬁﬁu@%Qﬁ@%ﬁﬁ deleeftd Pdximity

uct having a conputer readabl'e nedi um having a

m(gcﬁlgggtg%rg rcghglgﬁrtae? OF ?r%s%%gin%;g%e \El\cgclruEe Qéjcresspﬁ @;%O&{lﬁ% information

n over a usi ng

N e N R T
signatures to thereby determ ne an authentication

rangegifal radignfiequency field adapted to activate the selected proximity module.

According to still another aspect of the present invention there is provided a
computer program product having a computer readable medium having a computer
pro grafn recorded therein for performing a secure transaction over a network using a card,
the program comprising:

code for matching a biometric signal against members of a database of biometric
signatu.res to thereby determine an authentication signal; and

| code for generating a password dependent upon said authentication signal, said

password being generated according to an encryption process based on a dynamic input
value, said password comprising an encrypted number representing said card;

code for reading the card to determine the card number from said card;

code authenticating a received password based on the card number encrypted

within password; and
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code for generating a password dependent upon said

aut henti cation signal, said password bei ng generated
wW@ewonshsmg) t o an encryption process based on aPdyAHRG08/001490

i nput val ue, said password conprising an encrypted

nunber representing said cardt3-code for reading the

card to Sfeter i ne the card nunber fromsaid card; code

aut hefRdeciar PoEPrming theitiaasactian baxed onthe authentichtien.car d

nunber encrypted wi thin password; andcode for

per f oPHhen gsnerts of ithaiwaentionrerb alse disoloséche

aut hentication. Other aspects of the invention are

al so discl osed. BBredf DXRehpiion bPtheDrawifgd awi ngs Sone
aspects of the prior art and one or nore enbodi nents

of t hgomé &s bR RS i r N | ef er e
to the dr avwﬁér?tgss, in %hh?gr?ﬁ %llds %ﬁ% Og %g\/\?\l\%&g%(ﬁ@eeﬁ{si ‘%ﬁﬁ]ﬁ present

B &L A R (B LG ER T Bhi O img

securg, access accordj.ng.to an exenpl ary enbodi ment of
Uhe prBS RISy BT eBHOME PR anEEmeRt (is DirYids RpREe odcess:
nmet hgﬁi,g()f operation of a transmtter sub-system of the
syst of lﬁiagfun?:‘mmlgbk’@k dingien &f aexvstemh dooproaridieg keahre access
of operation of a receiver sub-system of the system of
aqepgglingto aj eemplarg bihediareneotihp peesedt iavemeibhpd of
operation of the transmtter sub systemof Fig. 2

wher eFigh® shdvs an exanplé bf & afethddhifipetation of B tahi@MRteR Bub-system of
exanpl e of a nmethod of operation of the receiver

thehste oF €. @f Fig. 2 where the ICis a smart card
chip; Fig. 6 is a schematic bl ock diagram of the

Zﬁf&mg Irrg g@)‘?sé ?g?ﬁg%gl 'nogf73(A H%ﬂg) Z i(%%{g%o%nofa el }eggigg} Eub—system of
the system of Fig. 2;

Fig. 5A shows an example of a method of operation of the transmitter sub-
system‘of Fig. 2 where the IC is a smart card chip;

Fig. 5B shows an example of a method of operation of the receiver sub-system
of Fig. 2 where the IC is a smart éard chip;

Fig. 6 is a schematic block diagram of the system in Fig, 2;

Figs. 7A and 7B show an alternate arrangement for enabling the proximity

" module in Fig. 2;

Fig. 8 shows how the .secure access system of Fig. 2 can support multiple
selectable proximity modules;
Fig. 9 shows an example of a method of operation of the arrangement of Fig. 8;
: Fig. 10 shows an example of a method of making an online payment using the

arrangement of Fig. 8;
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nodule in Fig. 2; Fig. 8 shows how the secure access
systemof Fig. 2 can support nultiple selectable
w@e@iosssy nodul es; Fig. 9 shows an exanpl e of PEI/ABL108/d01490
of operation of the arrangenent of Fig. 8; Fig. 10
shows an exanpl e of a nethodl4f naking an online
payment using the arrangenent of Fig. 8, Fig. 11 is a
f unc®igrdlis b%@momlzbé?%ﬁl@gra@ of ergengiial PUPPLPSENABYGI YEiem upon
syst em upon which the nmethod of Fig. 10 may be
whichpthe mesthatof Fipggl0 h2y baavpleaentedanpl e of a met hod of
debiting an anount of funds from an account stored

W t higig,t 12esHof@Rgnixhindle SUH nfeytfldes ddbitingtt ardo@ @f $unds from an
Fig. 13 shows how the secure access systemof Fig. 2

acCtiht &gfb‘&%i'ihiﬁﬂﬁe stiter sH01 s‘?éﬁlio‘?@?%f. g_raﬁcffhm ty nodul es
r nt; an

accordi ng to anot her enbodi I'g. 14 shows an

exanpl.e a method of performng a ur tian

oy i S e Reghe o s iR A ol BB grbr more

i ncl udi ng Best Mo It is.to be noted that the
COHY%’éle%liPé?@méfdﬁ?%d‘%i?é&cF?th%o'aBa@R@?fB e@le 889 on

relating to prior art arrangements relate to ) )

di scUlg.i bnshouss adczample of amethed d@sriarming af ssewiegtagsaction using

know edge through their respective publication and/or
theisreangBhneht &gl 8. not be interpreted as a

representation by the present inventor(s) or patent

appl i cant that such docunments or devices in any way

formpart of the comon general know edge in the art.

Were referenc e{aﬁem Clli '&{]ﬁlc Be dgf the
0 na/or T eat

acconmpanyi ng draw ngs eps a ures, which

12 1 3E Rk B0 AT b on R P scion
reﬁsafaigg ﬁ{a :fsglgg igg%%)nggriler(l)tg erglg%ei t(?)n(gigc)nissiléplé %? %of:l?n?erftg %} "@Vites which
form pﬁblic knowledge through their respective publication and/or use. Such should not
be interpreted as a representation by the present inventor(s) or patent applicant that such
documents or devices in any way form part of the common general knowledge in the art.

Where reference is made in any one or more of the accompanying drawings to
steps aﬁd/or features, which have the same reference numerals, those steps and/or features
have for the purposes of this description the same function(s) or operation(s), unless the
contrary intention appears.

Fig. 2 is a functional block diagram of a system 100 for providing secure access
according to the exemplary embodiment.‘ A user 101 makes a request, as depicted by an
arrow 102, to a biometric module 103. The biometric module 103 includes a biometric
sensor 121 and the request 102 takes the form of a biometric signal which corresponds to

the nature of the sensor 121 in the module 103. In the embodiments described herein, the

biometﬁc sensor 121 in the module 103 is a fingerprint sensor and the request 102



10

15

20

25

Fig. 2 is a functional block diagramof a system 100
for providing secure access according to the exenplary
wepdvomsasesit . A user 101 makes a request, as depCT/ABEZDOBYO1490
an arrow 102, to a bionmetric nodule 103. The bionetric
nDduIe 103 includes a bionetdfec sensor 121 and the
quest 102 takes the formof a bionetric signal which
tYEIQ? hetaken the fosmtafea thumbrpressfon pserson pancl 18dt shownhen the module
nodul e 103. In the enbodi nents descri bed herein, the
108i oiternativedig isobioi2frid sensdrel 2dnday be 13Bonsiverto one or more of voice,
fingerprint sensor and the request 102typically takes

refinid phtdérfl) @is pattéMUfie PARSS afDpanS@RSRhrafighe! (not
shown) on the nodul e 103. Alternatlvely, the bionetric

sensofyel Aballiy 1 Be 1&&%&%@@5‘ \§ &e‘B};c&’&? b9’ 2 8w°§04’ oé %@er identity

retinal pattern iTrs pattern ace pattern and

n The dule 103 a
aafyiie Eb uffs i ife Fafet 0B Y {lvn&’awrgmthe biometric
105. %ﬁ%@ xample if the request 102 is the thunb
SCR0E pan Y el detabasen s coptains onpor mefe memhery igdhe form of
dat abase 105 contains one or nore nenbers in the form
bierhetsico signatutess feyn anthorseds eserauagednst setiichs dhes reqpeiind02 can be
whi ch the request 102 can be authenticated. If the
authetatitdted, Hf thehidentiterofltht user aldilhé&nbuthadtRdted successfully, then the
successfully, then the bionetric nodule 103 sends a

bisthewidlmddifie 103 et siglal 806 194 coh’ﬁ‘@l‘lbrﬂ@qe'lyﬁdﬁgre&lﬁng the signal
signal 106, the controller 107 sends a signal,

IOgeﬂiecéo%ﬁ‘oﬁé{r iy %HQFII @%1 ab Qe c‘?e\ﬁ' l%f%hg%j‘xn 21903 syitel tch module

nprising a "norna pen' y 5su
chanlcal Qf el ectronj, i n1con ctor SW, Tt C
%P“B’é“st&gea P I‘@??Entsws ’ég‘% ‘SHY f’é*?a 9@% gl r?f ectronic
, the switch nodule 113 is connected to a
(e, .sp @szmrﬁowum §Wech pgy bepaedodmplgrasat theyich 126,
conprises an inductive circuit fornmed froman |1 C 128,
a coiAs 4e28 iarkiga2cthpaviitcbrmddde 1hhiig hornested 3o meprostmityy module
series. The I1C 128 has information in the formof a

126niTheprogifrdtyniodife 136 osrplisss bhiindwrtive sidcuit fokmed &ohCan IC 128, a
128. The switch 127 of the switch nodule 113 is

co%lqgggglggdg?a;pﬁclﬁﬁ nisg iwl'ﬂtcfﬁ Erép%t%gx’eﬁe%i@ zr;r%r{eg e eT‘h@ 'IC. 128%had iformation
in S Rl 584 Xrnq{lg Carl 00T bdrdRGHR alglgmo?y of the IC 128. The switch
127 of the switch module 113 is connected in series with the IC 128, the coil 129 and the
capacitor 131 of the proximity module 126. Accordingly, the proximity module 126 is
similar to that used in conventional proximity cards such as those provided by financial
institutions such as VISA®, MASTERCARD®, AMERICAN EXPRESS® and so on.
However, the switch module 113 is configured to close and open the circuit formed by the
IC 128, the coil 129 and the capacitor 131, thereby enabling and disabling the proximity
module 126, respectively.

Upon receiving the signal 112 from the controller 107, the switch module 113

closes the normally open switch 127 for a predetermined period of time (e.g., four to five
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simlar to that used in conventional proximty cards
such as those provided by financial institutions such
W@20090R44¢8 ), MASTERCARD (r), AMERI CAN EXPRESS(P(QT/ALzh08/001490
on. However, the switch nodule 113 is configured to
cl ose and open the circuit f&rired by the 1 C 128, the
coil 129 and the capacitor 131, thereby enabling and
seendab| Within Hais pesed the induetivg drcpitein the ppeximityedagd modale 126 is
receiving the signal 112 fromthe controller 107, the
ensbled aid mag bleepldckd byl the @sertl0é widrimedrgy of pamdiovirdqubndy?ffeld being
for a predeterm ned period of tine (e.g., four to
enfitt®E 5 @0dHAS Jentr¥ thbdile 1B0S TRIfidd ehfifed BYURS bod &itFyCMblule 130
in the proximty card nodule 126 is enabled and may be

ex@iltéocﬁéjcaYI%éiErrda'a‘%g%éQﬂe wp'égi'tdé 1'3@!‘Qﬁicﬁgn furh RAErBizes ’bh[eeIC 128 and

frequency ng emtted by a code entry~nhod

30.. The . Jield. emtted byt C rv, nodul e 130.
v il o bRl aPa R TR R g dEbictea by an

mhi?g%in turn ener%izes the 1C.128 and thus activates
atoRe L ik STRVEY 2Red gnab yia cqit-ay srnsipit Anfengasig the code entry

as depicted by an arrow 132, a secure access_signal, ]
medue tlﬁb dscordamngly,rthe sedure agncemhsignalti32tin drapsmitednitiz $he inductive
nodul e 130. Accordingly, the secure access signal 132
ciricgit.t TanSedrt adcess aighllel 32nid wohfigered iforceaniveyiny énfommation including
access signal 132 is configured for conveying

thé Edr@ hifbeORole GHitleh B Iﬁélﬁoxf?ﬁlif%dm. stored within
the menory of the 1C 128. The switch 127 is preferably

i mpl [ . LA/t | r
whor T aSRen 27,50 PRy Fapnicpl b (P ERA AERHRLIp arrangoment
will close.but wll au ticall tupn.to £ he . .
wifes warp gehan gt riepBil B B St 157 Nl 0B i parpatioatt
period. Accqrdingly,. if the proximty card du) 26 .
refush foghe prEpaly RepositicRat thyvgd obfhemgddiemunchperipd Aedordingly,
modul e 130 within the predeterm ned period, then the
if fhieqiraixigniyt caedi mogtutehk26de det placadywithid iherange ofithiel code entry module
charge the capacitor 131 as the switch 127 has opened
130hgittdh tieupreddtemmacd patiddy éheh Chd A8ld endittbd B theaswde entry module 130
capacitor 131. In this instance, the user 101 again

wilBdeR %h&ﬂ%@ thEeupastorlBA dsthOERREN 127 BAABhRed e EFdak fBirhad by the
nmodul e I26.

IC 128, coil 129 and capacitor 131. In this instance, the user 101 again makes the request

102 in order to enable the proximity module 126.

Upon receiving the secure access signal 132 including the card number from the
proximity card module 126, the code entry module 130 sends a signal, as depicted by an
arrow 108, including the card number to a controller 109. The controller 109 tests the
card number received from the code entry module 130 against a database 115 of card
numbers, this testing being depicted by an arrow 114. If the incoming card number
received from the code entry module 130 is found to be legitimate, then the controller 109

sends a command, as depicted by an arrow 110, to a controlled item 111. The controlled

item 111 can be a door locking mechanism on a secure door, or an electronic lock (or key
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Upon receiving the secure access signal 132 including
the card nunber fromthe proximty card nodul e 126,
wo bmoosases entry nodul e 130 sends a signal, as PEpAU2®8/001490
by an arrow 108, including the card nunber to a
controller 109. The control t Br- 109 tests the card
_nunber received fromthe code entry nodul e 130 agai nst
cirguif)fnspeseonel epraputei(PE) thatie tosbe aqepssed by thepsepd P hgAccordingly,
depicted by an arrow 114. If the incom ng card nunber
accest & the dofitradledtiteen ¢ bties dependentrod theinf@ation (@ gn dha card gumber)
legitimate, then the controller 109 sends a command,

co@inde i the@dclRy acdbsakigANy 1820, TheGyste@OITORbVides ¢dnditichallaccess to
The controlled item 111 can be a door | ocking

th k@ MeR1 A1 AGSHHENt  the rinﬁﬂnak@gd&aahsd {Pee doBlire access

eycircuit) on a personal conputer ( that is to be
sed by the user 101. Accordingly, access to the

. ac
Slg@Sﬁ olled item 111 i s dependent on the infornmation
(e.q.,. the card nunber tained in the re acce .
S onliis paisd harang farterien S6° RS accoeivini i f it recrbEs dae signal

to the controlled item 111 dependent upon the )

108 ipcdnding therearbmembercand; qenverts e signal HiSdatsa &gy g5 depgsted by an
It is noted that the controller 109 contains a

artoeCcEi0y that thé 8onthallerri@@earvese. t he signal 108 i ncl udi ng
the card nunber and converts the signal 108 into a

f or mThashidarRkes ehodile arv3aklsoWnkafpordtératat tibgst comt madcherism for
109 can use. The bionmetric npdule 103 al so

pré@g@ggg{(d%ﬁ&st ehiesioP %i%%i%%rfop E}@éﬂlﬂife,nﬁke the form of

to the user 101. s nmechani’'sm can, or

exanpl e, .take the fay. f I Li.gh it L
on Ger Lk yorids, RS GRS Sz cBhGh ool brogili g feedback.
depicted by an_arrow 123 o the user 101. Alternately,.
doBiokeckDYATAT 123 i dhcsch AN M EAtol ety fegnecifhism can
audi o signal provided by an audio transducer 124 L )
talgr thei foim @f audivdid eignplapiovided bySimpydie |tsansduser 434 providing audio
entry nodule 130 may al so incorporate one or nore
feeatablan snsifidarlyriby icodeentfyemoidalekl 30amay elsuseeorprate Ofteeor more
transmtter sub-system (or transmtter) in Fig. 2

mbdhishe f:Drbhigidgabtddaskeh i eSer 101.

- The transmitter sub-system (or transmitter) in Fig. 2 falling to the left hand side,
as depicted by an arrow 116, of a dashed line 119 may be implemented in a number of
different forms. The transmitter sub-system 116 (or transmitter), including the biometric
modulé 103, the switch module 113, the user ID database 105, the controller 107 and the
proximity module 126, may for example be incorporated within a remote fob (whichis a
small portable device catried by the user 101) or even a mobile (cell) telephone. The
biometric module 103 may be powered by an internal battery of the fob or telephone.

' Similar to the transmitter sub-system 116, the code entry module 130, the
controller 109, database 115 and the controlled item 111 form a receiver sub-system 117

as seen in Fig. 2.
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as depicted by an arrow 116, of a dashed line 119 may
be inplenmented in a nunber of different forns. The
WO e@n®mseg er sub-system 116 (or transmitter), PCDAURI08E01490
the bionetric nodule 103, the switch nodul e 113, the
user | D database 105, the coHtroller 107 and the
proximty nodule 126, may for exanple be incorporated
wi t hilhegode eptre mesplg WA dnay be ananmiad inpa rpt!f%tbq:téf? gadlpguge on the
carried by the user 101) or even a nobile (cell)
outsitlecjaimbnef a Fheurbd dowt. r e tine dodtance) thenehanbel ywoeddryethelsignal 108
an internal battery of the fob or tel ephone. Simlar

typi€allyN@sed b el thédimS Uowy ek et £d8e ertbemeadle 180tidy communicate
nodul e 130, the controller 109, database 115 and the

wiftOBE ok (ﬁ%& ilb%@i_?,:'a%rél%sr%ﬁnﬁ@rﬁ@iu %rchﬁx%%z) ﬁé@;@g&é 4i6n #5108,

seen I n he code entry nodul e

of a B etPad R G ETE RSB0 Mg St R ppoatea n
an iaesivN 6 bt MRS TooH sPe Lyl HgieRiom L Bl protected area

with the controller 109 via a wrel ess comuni cati on
sughasranedrmoyeed dupbedid i theakselthat a wirelesoenmumpiigstiopoghannel is used
dat abase 115 and controlled item 111 are typically
bylthe aigadl 108, die lonattmeststhblcentasléa 199dk ofisowrsé caldséstent onith reliable
space or alternately in a suitable protected area such

re@‘ﬁﬁ@ﬁld&ﬂ@%f&%sgigﬁgq&ljgd. In the case that a wirel ess
conmuni cati on channel is used by the signal 108, the

L ocati y o _ _
ocaty, ﬂﬁ %%? REHEBAL Qﬁﬂr}%notaﬁ% laﬁrcg.trm‘ﬁﬁﬂéa?e% \gﬁﬁ{‘%gg.foﬁ?ﬁller 109

withre e receptiron o [ ess sign

i SEFERE hRhwhiRaR B5ute: B AR 1P b9 SR u55h Sins cose
channel ,. the signal 108 may be based upon yollin
%‘élre codes can
be

Haoygryer, tdneoted, thit thissismpersly oRgrarepgansd, g afber §
arrangenent, and other secure codes can ggually M

equalydbe Tiseds Thizgrfoexsample, eithar nérthe Bludteot| uprogesoh(armthe Wi Fi
protocol, or the W Fi(tn) protocols may be used.

préletdls Ahytedeed.provi de a substantially non-repl ayabl e

non-r epeat abl e and encrypted
Rolling codes provide a substantially non-replayable non-repeatable and encrypted
radio frequency data communications scheme for secure messaging. These codes use
inherently secure protocols and serial number ciphering techniques which may be used to
hide clear text values required for authentication.

. Rolling codes may use a different code variant each time the transmission of the
signal 108 occurs. This is achieved by encrypting the data from the code entry module
130 with a mathematical algorithm, and ensuring that successive transmissions of the
signal 108 are modified using a code and/or a look-up table known to both the code entry
module 130 and the receiver sub-system 117. Using this approach, successive

transmissions are modified, resulting in a non-repeatable data transfer, even if the

information from the code entry module 130 remains the same. The modification of the
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radi o frequency data comruni cati ons schene for secure
nmessagi ng. These codes use inherently secure protocols
warpwInsasisal nunber ciphering techni ques whi ch PEI/AD2008/001490
used to hide clear text values required for
aut hentication. Rolling coded®may use a different code
variant each tipme the transm ssion of the signal 108
coge diythe sigpglsl 08sfop epghetyansmpspiaandigyificantly yedacesahe likelthpod that an
the code entry nodule 130 with a mat hemati ca
intrbdpy rdan acpesarttie éxfermatiog dndatepkaydbe sisfourationatosthiesby @am entry at
of the signal 108 are nodified using a code and/or a
sohreAktetifimleabl € known to both the code entry nodule 130
and the receiver sub-system 117. Using this approach,

succemsl ¥Rnidtdd HPnafthkO Wataphee 18IS isRehn fiﬁsﬂgi hng bl 3{311 of the
formati on

non-repeatable data transfer, even If the I

5 SO Y 0T e e oo i
Oafonnbiasie dabimec L Bromi sEpReandt SRIPeL nove, the

information to thereby gain entry at sone |ater tine.
trapyanithar s tsystems] igniaclydingdhe defabase 10§ may ke snplemgnied @s a remote
2 to be part of the transmtter sub-system 116. The
fobubwherst d¢im 166 rmgorpmates | the diometoicy (4.806fi{gegmif) gautligntication
cont ai ni ng the database 105 of bionetric signatures.

arPRgBasE! IHRF\RBAN an altfifate haafFanidr) the blonsetsé sighdtd@ database 105
i ncl udi ng the dat abase 105 may be inplenented as a

ca%gﬁgﬁ)g?tg@ﬁl tﬁ@hr.%{:éivérrkﬁb—fsgﬁeﬁlnlq‘?_rtﬁgétﬁ&e@itﬁ g BIn@dRES L ®, in which

I ngerprint) authenticationf arrangenent.

However., 1n.an. al a rpan nt: [ j .
case ﬁ%t%@%i’%@&i&%gﬁﬁe@fﬁ g‘% ﬁlg)c N n?%ﬁ]tl%el%rgg%g \?éer signature
subqustem 17 together with the controller 10%, ﬂlﬁ?‘ | In th
dafghash 1 &nea 1pR1EBYHATCE SV PIGhSCPBY WEEGRSHIMMEIEHUIoR«pRel. In the
nmodul e 103 and the signature database 105 can al so be
evsat thet thedsegunsracaess sysiem Wi0ris being anplindifo pepviding secure access to a
channel. In the event that the secure access system
PQOthensthbedeogred T ican stare phe \biahetgicsegnatee anfcths sautlorised user in
PC, then the secured PC can store the bionmetric
inBdrBd) 3 éth&ryOind the PEah Bk lis8gtatédehtol the sub-system 117 of Fig. 1.

" The combination of the biometric verification and proximity module 126 in a
remote fob provides a particularly significant advantage over current proximity card
systems. If the remote fob is lost by the user 101, the lost remote fob may not be used by
an una;lthorised person to gain the desired access. Further, the security of conventional
proxinﬁty card systems may be improved without the need to upgrade existing
infrastructure.

Fig. 3 shows the method 200 of operation of the transmitter sub-system 116 of
Fig. 2. The method 200 commences with a testing step 201 in which the biometric sensor
121 in the code entry module 103 checks whether a biometric signal 102 is being

received. If this is not the case, then the method 200 is directed in accordance with a NO
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internal nenory, and the PC can be integrated into the
sub-system 117 of Fig. 1. The conbination of the

wher@aesasie verification and proximty nodul e 1PGI/AL2@8/001490
renote fob provides a particularly significant
advant age over current proxi-Adty card systens. If the
renmpte fob is |ost by the user 101, the | ost renpte

arfQyp bagkytoribe stse 204 da aggomn iy pa thenetherskandpthedupmeticgignal 102 has
the desired access. Further, the security of

besp meaeitedothan tipy methoidt300da ditedgds inearsomiagcdrwith mpY BY edtow to a step
W t hout the need to upgrade existing infrastructure.

202. gThSst8p Q08 dofiparddtthe decéBRA Mioraereic aigran 102 witteinformation in the
transm tter sub-system 116 of Fig. 2. The nethod 200

biSRERREERNE BtaBade D5 iR Srdth B ertslre thik B IbEINdAE si i
1bi onetric sensgra121 iln trhe cce)de entry r?o%% egflt%al received 102
. = eth ' tr] ' 02 i ei ng
s R 5 ueblLBhPlse? 40) SP Rl FnB SR R-Phah Titie et nod 200
Is difected in accordan 1th a rrow back .to th
step @ff’%eﬂugntﬁs%&g 16D 2033 chers GEARRCr i qOmpRRSOR 1n the step 202
bionetric signal 102 has been received, then the, )
yighds Wel dended  anthyintiedicad  [rihe biwmetsia signaire matoliss iy pehenticated,
to a step 202. The step 202 conpares the received
thbn tirehethed 20@isalireted inatdordantowithta YES amnrotvie alstaprdklr il the step
signature database 105 in order to ensure that the

20 eEetdiit®list 40! seh@¢ ehe/ igndi0212 Jo tth@tswafch thiedule dNBf tol close the
user 101 of the transmitter sub-system 116. A

nﬁﬂﬁﬁg?)#i@ﬁ"swﬁ@ﬁ tl%‘? Qo SHIBR HB3ofl h}@@k@ %&Eﬁgﬁ WHM the proximity card

conﬁ son Int efstﬁp 202 ylrelds t Ire
i _ . . , . . .
RS20 b e O BTt 5oy PRI o At e s

accordance wth a YES arr to a step 204. hi e.ste

205 oo hecumAmI Grd Tefiois bq&%p@%ﬁ%(rtgm@e sl e Sae entey
sw tch nodule 113 to close the normally open swtch )

mo@die30,he onil 1 BRiscesicited @8l ¢horgee thawapaeitpriidénwhigh in turn energizes
proximty card nodule 126 is placed within range of

theHe 123deTh IC Y1 280tlen eradahits, B dapiatedtbyeam escowst3p t1ROERrd number
upon the proximty card nodul e 126 being placed within

sthie@ Witih theolC 198 GRER @I fo/theRdut enthpthodufee] 3001 Thel@Bthod 200 is

is excited and charges t he capacitor 131, which in
thll Gle &OPTUcEEance with an arrow 206 back to the step 201.

" Returning to the testing step 203, if the signature comparison indicates that the
biometric signal 102 is not authentic, and has thus not been received from the proper user,
then the method 200 is directed in accordance with a NO arrow back to the step 201. In
an alternate arrangement, the NO arrow from the step 203 could lead to a disabling step
which would disable further operation of the transmitter sub-system 116, either
immediately upon receipt of the incorrect biometric signal 102, or after a number of
attempts to provide the correct biometric si gnal 102.

Fig. 4 shows the method of operation of the receiver sub-system 117 of Fig. 2.

The method 300 commences with a testing step 301 which continuously checks whether
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the IC 128. The I1C 128 then transmts, as depicted by
an arrow 132, the card nunber stored within the IC
wQa2®9/052538 t he coil, to the code entry nodul e 1B0T/AT2®8/001490
nmet hod 200 is then directed.in accordance with an
arrow 206 back to the step 2G1-. Returning to the
testi S 203, if the signature conparison
the stgna ?%lnﬁlﬁatngtth% cay dvwerber gﬂ%b@ﬁarpcqml frem ggge entry module 130.
aut hentic, and has thus not been received fromthe
The seie80 Lis@erformeshby the.coptrbldat 1290 Aisdonli ascthe eignainl 08 is not received
accordance with a NO arrow back to the step 201. In an
thalmethothB@) BrdissegdnnriccordmtceNGHRa NG abfodMint HbopiPmater back to
could lead to a disabling step which woul d disabl e

th eﬁhﬁfl O RERHe ol 1088 teaiRedithe ﬁfetlﬁidb:?(ﬁ)Yé t(ﬁt@:t@& §om the step

eit | rmedl ately upon receipt of the incorrect
SO SRS B b S0 IR S, Yo BRI Sompers

he th d of .0 ation o he. re er.,sub-system 1
th8f°afff§ St SHeivHE R GEes b iEne COY R 3P, B2 Biof card mumbers
step 301 which conti nuousl y checks whet herthe si gnal
stsmé mﬁtq daiabase 1he Aayulsenyebiciestingsstenc20? isaresiopmed by dhg controller
code entry nodul e 130. The step 301 is perforned by
1@% e In dbatstepl 308r if1the. cadd ruonbgr asceived en direakbighdlg 108 ineuccessfully
received the nethod 300 is directed in accordance with

matchiéd SgalieWa ichrdanuntRp stdgediarthe dathieal 119 tHenehs inefhod®D0 is directed
When the signal 108 is received, the nmethod 300 is

inHcE&RLRYE WP ERGRIER 53&%;)2%’ y,means of a YES arrow to
a step 302. In the step 3 the controller 109

Conpallrne%gféﬁns%irtﬂe @és'ﬁﬁ)cﬁfer 186 %l:;ﬁ’c%%?ﬁ%ﬁi?oe}%% af 1 6‘?0 ) the, controlled

si gna & &4

dat e 115. A subse uent esting.ste

iS58 18 e X BRI R SRIBR %?ch%edf%ﬂ Prie Bhd 4 S lirected from
the card nunber received on the signal 108 is

the gtep 894 fag Iepictad by 19a arrayal tshack te tedtandMer stored in
t he database 115 then the nethod 300 is directed in
accor Ranméngvotthe tesivESstap 30Wvif the aasitreymt®d deceivied tohehe sigpal 108 is
304 the controller 109 sends the control signal 110 to

ndtRBcdsthin dﬁ’h‘laﬁiﬁed bdthst bhrd hu@hibed el & the atabaetlng by the controller
secured door). The nmethod 300 is then directed from

109 then the method 300 is directed from the step 303 in accordance with a NO arrow
back to the step 301. As was described in regard to Fig. 3, in an alternate arrangement,
the method 300 could be directed, if the card number match is negative, from the step 303
to a disabling step which would disable the receiver sub-system 117 if the incorrect card
number where received once or a number of times.

 In the exemplary embodiment described above, the IC 128 merely stores
information in the form of a unique card number. In an alternative embodiment, the IC
128 may be a smart card chip which may be used to store one or more other values as

well as the unique card number. Such an embodiment provides particular advantages

where the transmitter sub-system 116 is being used to pay for a service. For example, the
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the step 304 as depicted by an arrow 305 back to the
step 301. Returning to the testing step 303 if the
w@e a0od/oseseber recei ved on the signal 108 is notPCT/AU2008/001490
successful ly matched agai nst card nunber stored in the
dat abase 115 by the control I-82-109 then the net hod 300
is directed fromthe step 303 in accordance with a NO
1GARSvimgy clirther co@pEieg BMOrny(ngh shewa): cppfaiming, ar cHered value”
to Fig. 3, in an alternate arrangenent, the nethod 300
reprssinting endimodnt efimonéy wheredhe tramumitter subasysteni $16 is being used for
negative, fromthe step 303 to a disabling step which
payinigl the ¢Hirs ahladuk beothecfoimerf pablic Sxspem 117 if the
i ncorrect card nunmber where received once or a nunber

of tipyessAldRotvle BAREPS8H Bf %qubﬂ%mhed@a%feﬂidf@&dsuﬁggytgm 116 of

the 1C 128 nerely stores information int orm
LN d | ter nat.:Vv: ' , .

rifict e B TPE ot Sl Ol 8 Vil eplienting an
store_one or .nore qther values as well as. the unjque

Aol O JRERSY: IS RSFPTancE BithE AICBAEYR QRO c 1k method 500
advant ages where the transm tter sub-system 116 is

cogEneises ath 4 testing step 504 g avhich the tigmetsicasepsas 124 Ha thee code entry
128 may further conprise a nenory (not shown)

meduie dDichecka Wisdtleredbivmietred’ sigagdr ¥2dn thieing meeiverb ufft thisf is not the
noney where the transmitter sub-system 116 is being

cabi§ gk 1BE nAd 00 B dirbere irdaccardadse @ith ANIG rarfoor acRfto the step 501
public transport. Fig. 5A shows a nethod 500 of

in gfro ti ﬁ,goﬁfthé Bhet haME The HRIMSEHE sihaf 802 hdSp&dn fecBived then the

t C 128 is a smart card chip containing a

sto v.al repr Nk i t_of n j

mhB4 3018 oo U FEEHRY ol BCPHR et BP B Step 368, The step 502
500 co nces with a testi step.501 in which . the . .

coBRRSHS 1hP GoSETRIcHiomsRic; St d 02 it e yAR g he pigetric signature
checks whether a bionetric signal 102 is bein .

databass 188 in| grdethtos ensyrey ghat tthe biomaelric tsfgngl W?@“Wgt HBdissthgt of the
is directed in accordance with a NO arrow back to the

rigitfid us 110l rof ¢he teampmitter sulpnydidre 1d6her hand, the
bi onetric signal 102 has been received, then the

met hogl $aB&kqusntticéiBizt #6h K03 @Bk AalRer\whé RoRpXiEonain! e step 502
to a step §02. The step 502

yields the desired authentication. If the biometric signature matching is authenticated,

then the method 500 is directed in accordance with a YES arrow to a step 504. In the
subsequent step 504 the controller 107 sends the signal 112 to the switch module 113 to
close the normally open switch 127 to allow the coil 129 to be excited when the proximity
module 126 is placed within range of the code entry module 130. Then at the next step
505, upon the proximity module 126 being placed within the field of the code entry
module 130, the coil 129 is excited and charges the capacitor 131, which in turn energizes
the IC 128. The IC 128 then transmits, as depicted by the arrow 132, the card number

stored within the IC 128, via the coil, to the code entry module 130.



conpares the received bionetric signal 102 wth
information in the bionetric signature database 105 in
wW@e@ens25e8 ensure that the bionetric signal reckCwatu208801490

is that of the rightful w®er 101 of the transmtter
sub- system 116. A subsequent testing step 503 checks
i theenext istepc®ip theipsovimity modnle i 2p r@oivey asigtel, b depicted by
desired authentication. If the bionetric signature

the arraval 83)i fngn itlse eadelvntry incatude 130, hRntht ldesoribed attaiddiheng the signal
directed in accordance with a YES arrowto a step 504.

133 is feBeiVEEviaURS 861U ETY adtin@Ris ARdcdiViCart@ital ThéPht (AOAeRQ o5 07, the

the signal 112 to the switch nodule 113 to cl ose

IC 128" QcrBhd d%s Ql’?e?gto o L4l %ﬁ: &féd@%&hﬁﬁ’ﬁe E%n&ﬂftl ’ﬂlﬁg é?le&:rmmed

-excl ted when t e proxi 'S place thin

nge of t ent 30. Th t
amount PP Seeschf e BEE £ (i, fF Pl b bdh apoee %‘&eaﬂatwe
within the field of the code entry l e 130,
embodignsn, thogiznal 185 peedesd Ereode snirh @Oéaﬁalélotra%y lfsﬁlde a value
which in turn energizes the 1C 128. The 1 C 128 then
indicating ansmauet thes needsite be deprgmentsddrorn theigoredtwalredarstep S07. In
nunber stored within the IC 128, via the coil, to the
this inscimde, thatiCyl28dedremd® that stdded vahet bys theparb@fiit rep’resented by the
proximty nodule 126 receives a signal, as depicted by

value ebGval Rt B8, colik adyhRoaade] 3t rA(cdHMiﬁkl@ 129 stdréd WaRe is
descri bed arrangenent, the signal 133 is received via

sl 9, 881 29 eSS AR BT U o

mformaﬁ%%}a(ﬁ cgf %sg etrcre{%cﬂ gef,r lé{p‘x%)t?m }gers%%grtge%c%sg %?l a4 hind the
npl e._ I n anot her alternatlv e rrent

proximifg OCleL| AAREVET B to Ve BircSERe }e%m‘gqci R éteng§7 Théfiinod
i nclude a val ue indicating an anount that needs to be

500 is therc disentert imchciprsianeeiwitls e pmelw P88 back 9 the sisp50%. I1n this
instance, the IC 128 decrenents the stored val ue by
t Fig. SBoshotvsr epetod il 6 df byeratien vhtheaecaorisubdydternrhl 7 lod Fig.
code entry nodul e 130. Accordingly, the stored val ue

2 whert $hdRC12RBOHRAs RNt dArdadHBY Bénthinirf theStdrb@Walue of Fig. 5A. The
predeterm ned or variable) depend| ng on the

method $PESRIeRs (Wit i tgﬁﬁm%ghge Wﬁ%ﬂb&'}ﬁm&&m}a&{@ﬁs yRefhBPthe

Secure access Sign

signal 108 including the card number has been received from code entry module 130.
The step 511 is performed by the controller 109. As long as the signal 108 is not received
the process 510 is directed in accordance with a NO arrow in a looping manner back to
the step 511. When the signal 108 is received, the method 510 is directed from the step
511 by means of a YES arrow to a step 512. In the step 512, the controller 109 compares
the card number received by means of the signal 108 with the card numbers stored in the
database 115. A subsequent testing step 513 is performed by the controller 109. In the
step 513 if the card number received on the signal 108 is successfully matched against a

card number stored in the database 115 then the method 510 is directed in accordance
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proximty nodul e 126 never has to | eave the user's
hand. Foll ow ng step 507, the nethod 500 is then
wa@lReoensxsds i n accordance with an arrow 508 backP@€DAUL®S/001490
step 501 . Fig. 5B shows a nethod 510 of operation of
t he receiver sub-system 117 of Fig. 2 where the I1C 128
s the smart card chip containing the stored val ue of
Fig. 5A. The nethod 510 céfmences with a testing step
.. 511 which continuous|y checks whet her e _signal 108
with ai"%éﬁ (NG 1 AStepad - o 561514 i CoRERLiey AP e & Sigaal. a5
entry nodule 130. The step 5 11 is perforned by the
represerded g)b prrew 180t Hig. 2, do dheagode eatry e 13Bindicating that the card
recei ved the process 510 is directed in accordance
numbenivtas sacdsi3fally matédhieda | oopi ng manner back to the step 5
1 1. When the signal 108 is received, the nmethod 510

I Sinthé QRéMetiTS SbsdIMeRE GIFIS. 4, BY aiRANEbP IwhichihS sfirédvatue
to a step 512. In the step 512, the controller 109

shoulcﬁ?é&ﬁ%?&?%rgg%(gﬁ,r@ﬁm{ of the %Pég %S?%Pé%ﬁ%e@ f }fot%&?ever, in one

e card nunber I'n the
dat abase 115. A subs ent testing st 513 is
arcangl R TRE gt By HBRETHE Mo R v dirinepteg may be
..the card nu r recej on the signal 108 |j .
variab cﬁ’e’s‘gh‘?fpltgg Bate eﬁwaﬁgﬁi 3 this, inskage. isignak 1 3¢ mgviipelude a
the database 115 then the nmethod 510 is directed in
value reprasentzngctboivelie of ¥eSamer row to a step 514. In the step
514, the controller 109 sends a signal, as represented

byAaktepvB1534f tife deidg.enfly rhaduléd é36 ateermiviesythanthel storg@Falue is
i ndicating that the card nunber was successfully

more 1Hah @S thre, |{Rert BR Bbth6d B0 iy GireARPBY AEVES @frolv ©. a §iép 5168 The
anmount by which the stored val ue shoul d be decrenented

code e&'&r\)@e@%&}@%@% adh R&tlﬁ@ulfa? : Ol(lf aﬁ&x%ﬁsteﬁigc?g‘lmg quS to dgtermine

i h onée arrahgenent, anou h th

. st or,ed, val ue shoul.d be decrenented may be vari abl e
if the §tareg valugds pmorg H@“#éertgrei's variable). In this instance,

the signal 134 may include a_val ue representin he . .
vaPhistepf S ko dhe gode eniy wpdye P8 Sepgs t Sl%‘gel 38 n'gr(be proximity
nodul e 130 determ nes that the stored value is nore

moduleHR6 to adifate dhat theesioned valwe shodd ecleprempinfed yeihe pyedgtermined
YES arrow to a step 516. The

amount. As described above, the signal 133 may include a value indicating an amount
that needs to be decremented from the stored value. At step 516, the code entry module
130 may also send a further signal to the controller 109 which in turn sends a signal 110
to the controlled item 111. In this instance, the controlled item may merely produce an
audible tone indicating that the fare has been paid. Alternatively, the controlled item 111
may olﬁen a gate or enable a turnstile. The method 510 is then directed from the step 516
as depicted by an arrow 517 back to the step 511.

Returning to the testing step 513 if the card number received on the signal 108 is
not successfully matched against card number stored in the database 115 by the controller
109 then the method 510 is directed from the step 513 in accordance with a NO arrow

back to the step 511. In this instance, the controller 109 may send a signal 110 to the
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code entry nodule 130 may read a particular nenory
address in the I1C 128 to determne if the stored val ue
WO 2000052548 han the fare. At step 516, the code BCI/AY2008/001490
nodul e 130 sends the signal 133 to the proximty
nodul e 126 to indicate that -2he stored val ue shoul d be
decrenmented by the predeterm ned anpunt. As descri bed
coppelled itemel Idj whigh theassorngds anaudibée aletap dadicatgithattthe gare has not
an anount that needs to be decrenented fromthe stored
beealpael. At step 516, the code entry nodule 130 may al so
send a further signal to the controller 109 which in

tur n Beciéngtosthe edting kept 919, iethe @BHE @htr ehdduliM Il detedntines that
this instance, the controlled itemmy nerely produce

th8BioRdiN 4 Sis 1 QR Ehd e Gae! fi8n 'iﬂ%aﬁrlofégg Sﬁégﬁiigﬁmﬁﬁ;@ﬂ (;c%ee step 515 in

paid. Alternatively, the controlled it

e e I tuynsti| e, e t hod 0.is th
BoRheafity OO eted sk B e Sep 30 Keatl” iy MRl 1 ontolle
ack to the step.511. Returning to the festing step .
105558y pehoSigla A oy o 1 Hach fifnasotadaan audible aler
not ~successfully matched agai nst card nunber stored in
toripdicaa thab thedaredms pot beea pesht rol | er 109 then the net hod
510.is directed fromthe step 513 in accordance with a
NO arlndhe éabéditment dfeFigs.cfA &ildlSB,Ithe tddeseninyshadide 130 tay include a
controller 109 may send a signal 110 to thecontrolled

lidfi@ @yhial dWEiaﬁ}'f’(IKj]an@&W(ﬂﬁt Soway dbPpR vl FeeliBack to the user 101.

I ndicate that the fare has not been paid. Returning to
t ] ' 1 ' 0)
In B S el 15 e doltc Gy FRRRISTAY e RLRY fdomount of the
fare hen,,t he praoc 510 iis directed.fromthe ste
foi B el B R s e st A eRiei g i SRl amount of
511. Again, .in this instance, the controller 109 nay
mgRgyomthe pEgamity cardmgodule 1ent rol 1 ed item 111 which
t hen sounds an audible alert to indicate that the fare
has ribie tsasmiiteri saib-systerhbl Gersodrscmipadt wish réfergmce 6\FigsdSA and 5B
5B, the code entry nodule 130 may include a liquid
méy ukbadle w@hfiphrey t¢ khihle saluean b¢ nddedstooth stdred viluev iFdi axpmple, a
f eedback to the user 101.

cash station similar to a train ticket vending machine may be configured with a card

reader Similar to the code entry module 130. In this instance, upon entering an amount of
money into the vending machine (e.g., via a note collector) and providing a biometric
request to the bio sensor 121, the proximity module 126 may be placed within the field of
the card reader 130 of the vending machine. The card reader 130 may then send a signal
to prof(imity module 126 indicating the value of the money entered into the vending
machine and the corresponding amount by which the stored value is to be incremented.
The transmitter sub-system 116 including the switch module 113 and the
proxirﬂity module 126 may also include an LCD screen (not shown) for providing
feedback to the user 101. The LCD screen may be used for displaying information, such

as the stored value, stored on the transmitter sub-system 116. In this instance, at step 507
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In this instance, at step 515, the code entry nodul e
130 may display the anount of the fare as well as the
wa@ewans2sef t he stored val ue representing the rROEADRI0§/001490
anmount of noney on the proximty card nodule 126. The
transmitter sub-system 116 as6described with reference
bﬁ.Figﬁ' 5A and 5B may al so _be configured to enable
ol the irsthasl 30, thedeleD 08 thefgansmifierub-sysiem 1R§masydipplpy theamount of
cash station simlar to a train ticket vendi ng machine
thadgretas welhhs gherasapunt ofi the geared vabmdaepreséntingahe ramaitiag amount of
code entry nodule 130. In this instance, upon entering
maneystoredtin dfe Ifnofale prokimitimodeledi2eg IaEding@née g L.CPIaad the IC
a note collector) and providing a bionmetric request to

13 ehdidRdSANGS rtraﬁgrilliftt_elr Fﬁb@@e&m 1Y mAp B Fowerbd TYa 'B@tteery (e.g., a

placed within the field of the card reader 130 of th

i i . T ader.-13 .
ofRE ROSRARY fniny 8 rERHE SO AR i RRIRY Y RRor I3l etermine
t he nmoney. entered i.nt o the vendi ng machi ne an e .
the ow%%o%fdmaeyamwm&yomve ETaPFf@ oaEYRiEmy glé E’Yt presenting a
Jbe increnented. The transm tter sub-system 116 )
bipmefrifgragyesth eAlicr the hiomeftic dag bgem avthenticaieddini the tyanner described
nodul e 126 may al so i nclude an LCD screen (not shown)
abfove, the emodintmf thesdivd vhlueandshize dispayetiosn the TID.LCD
screen may be used for displaying information, such as

the sTis &0 128Inws; alsé BE @ded fo R érasiRIdetalls, eedith S¥@r@Naccount
116. In this instance, at step 507of the method 500,

bdlitfel, Per@hal iﬁ@nﬁﬁ&ﬂﬁﬂhﬁﬁﬁ&ss(l*?ﬁ Féfxﬁf/&rﬁtﬁé@peﬁ@%ﬂ? H?tﬁle Wgain, after

t he -anount of the fare as well ‘as the anobunt o
rem ' LALLE t,5.0f .
o BIRAGH Hi Her! RROGRRREA 07 i Sab SN MALARUD. o8 persopal detils,
this instance, LCD a | C,128 (ncluded jn_.the
medieRRra o oatnst By arenmador Y msg bR dmiaed 89 B bGP o1y
(e.g., a battery incorporated within the renote faob). )
I n t hike {428 meay, alschie ysesk torshare it desildpnfarmatiemgo that a record is
anount of noney remaining on the transmtter
ket lof thesdaseraridlimb yhap theseset il O atteriyptodrizt gdin acegsitsthe controlled item
After the bionetric has been authenticated in the

1ranner descri bed above, the anmount of the stored val ue
may -be di spl ayed on the LCD.

As will be described in detail below, the ICs such as the IC 128 may also be used

to generate a one-time dynamic password for use in online banking applications or the
like. If the identity of the user 101 is authenticated successfully upon the user presenting
a particular biometric (e.g., an index finger), as described above, then the biomeiric
module 103 sends the signal 106 to the controller 107. The controller 107 may then
access a key stored in a key database 113 (not shown) and generate a one-time password
using the key and the current time which the controller 107 determines from a clock (not
shown). The password may be displayed on the LCD. The password may be generated
using the RSA encryption algorithm. However, any suitable encryption algorithm may be

used (e.g., Data Encryption Standard (DES), Blowfish, International Data Encryption
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The 1 C 128 may al so be used to store personal details,
health records, account bal ances, personal

w0 d@ppstsicat i on nunbers (PIN) and/ or ot her perPCTan2008/001490
data. Again, after a bionmetric has been authenticated
in the manner described abové’-the personal details,
nmedi.cal _recqrds, account _ bal anges and/or PIN nay be

Algpahm (HERN. « Hie vepmayrben gr thsyeemeratedypasgwerg tead from the

store audit trail information so that a record is kept
L@P torea abentigation pergertiae naswnakeomp@ier and empmadications network
gain access to the controlled item111. As will be

(sebeBigr 1 Ddd order detraké abehlow,bahkiag tfaasstioh, fos etdngplé.C 128
may al so be used to generate a one-tinme dynanic

pas s WHtrhf¥mitt&esiblsydithi N6 BARKY ¥ (AP RksEMEd RiboRImdiE may be
like. If the identity of the user 101 is authenticated

C . . Iy I a td .
sl SE ERSRULY UARALLICHHTE b BTG Bl RO L ogking of o
th th I gnetrj.c modul e 103 sends the signal .106.t0
caf e ATTien APt . TP e P e act by e e msatiider.
a key stored . in a_key database 113 (not shown) and
gener Bictransgyiter suksypaashid: of 4 elgthersanbodiments dessabed may also
current tinme which the controller 107 determ nes from
beaussdomkresond tareas ohwipls, temeppasksvor dheviike.ndndhispinsipact, dhe internal
the LCD. The password may be generated using the RSA
opRruteng [if itles re8biy areas, histel Hmdaeme parky nsdyi salel the atmsnyified ib-system
al gorithm my be used (e.g., Data Encryption Standard
1160ER poBl @Mvitin 4 RSSO aH, a0RbxdaRi1a, BNhe Yibér QNA! DR i1dePT01 may
(1 DEArjp). The user may then provide the generated
thgl?%ﬁgﬂ{edﬂlreet?%sfnri@ép stup-esPétQR I @f‘i‘ﬂlﬁ'ﬂﬂ%e%'ﬁ?lgg 'o? %éﬁersé{ﬁf hotel or
Vi a‘a personal conputer and conmuni cati ons networ
see Fig. 11) in order, to make an online nki
o{R rack it thaif roglzngp bornES of Akl e g bifoimymodute 130
116 of any of the described enbodi ments nmay be used in
is mpupkask onedegsjRmb ot NesR § SalsetesPedi¥eont rol I ed item 111
is the central locking of a car. The controlled item
111 nAyy ahitableaatd seatire nathafiomeay be ased fan pemgating the user ID database
i mobiliser. The transmitter sub-system 116 of any of
105 eviT BB tsfondRsey. | BiomBRi sibfidtures may be added to the user ID

database 105 or deleted from the database 105. For example, if a biometric signal has
been received by the biometric module 103 and the user ID database 105 in Fig. 2 is
empty, then the received biometric may be treated as an “administrator.” This would be
the case, for example, if the biometric module 103 is new and has never been used, or if
the user 101 has erased all the information in the database 105. The administrator may
have the ability to amend data stored, for example, in the database 105. Another type of
user may be termed an “ordinary user” and may not have the capability to amend the data
stored in the database 105.

The first user of the biometric module 103, whether this is the user who

purchases the module, or the user who programs the module 103 after all data has been
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be used in resort areas, hotels, theme parks or the
like. In this instance, the internal operators of the
WO e®o052538 eas, hotels and thenme parks may i SSURCT/AB2008/001490
transm tter sub-system 116 incorporated within a
renote fob, for exanple, to-ghe user 101. The user 101
may then operate the transmtter sub-system 116 within
ergged f@@hfherﬁgéab@w 10 maydwrautonpasically oategdrised apam kdministrator. This
enter their roomor to have a go on a ride, where the
firssoadmiarstiator moaly dredt ABe isgstem Ud0ad cithenactept firtheb administrators, or
near a gate, respectively. Any suitable and secure

al¥Biabe gl to@ly Recdps AdtHePbrddPyhad. Ny the user | D database
105 wth bionetric signatures. Bionetric signatures

may : f; e :

R et e R

Sesllﬁgn%l rs1as t:?le n_recei vetg kl% tthedbi onetric dul e 103 ¢
SHE ARES JREPOf DA PEEAY FERHCRI MSEE @ cOmPUfhSySteipngemen
the received bionetric y be treated as, an )

1005qwch jag thatshpwa 1 ig. et ther pracesseseofl ¥igs. 338 mmdcFigs. 9, 12
if the biometric nodule 103 is new and has never been

andslddnaypbe implemsnteders sofiwateasichras seplicationtiiegram modules executing
information in the database 105. The adm ni strator nay

witilaivi ehé bemptiel isysterhol (@hein pdaicalas; ihe adethdd stepx dorppreyiding secure
t he dat abase 105. Anot her type of user nay be terned

acB8hs a8 BFfEAEd by SRtrucAbish iBMe Btwiie Batthe cadRa Rt hder ld@rection of
amend the data stored in the database 105. The first

thg zg{pe%%et @S)F %?BFB{Jdiuﬁeg nl‘be}gzllﬂ% il(Sbgo in Lies s{c{il’\z}]sz 116 ahd'817. The

chases t no e, I the user

. prograns the dul,e 103 after all da has ,beener ased

oGP RN el FHOR F5008 B oS5 AR R R SEaGr g one or
as an_admnistrator, This first adm nistrator na . .

mererpagiculasdaskys ddgsalbvare snay alspbe &ividsginto o rfgparate parts, in which
adm nistrators, or alternately to only accept further

a Grstl pach pyrfornes the pEpYjsios of secaresasisessanetbody awka sicand aant ofanages a
the system 100' in Fig. 2. The disclosed secure access

usee iktodsceab@wieee frles dipdtypapy aal tteedsensi Tige softwapuhey be stored in a

system arrangenent 100', such as that shown in Fig. 6
cofRh& RadBR REERES $8Gudhg Mdforage aBidetdddstiiBed Bblow2for example.
The software is loaded into the sub-systems 116 and 117 from the computer readable
medium, and is then executed under direction of the respective processor modules 107
and 109. A computer readable medium having such software or computer program
recorded on it is a computer program product. The use of the computer program product
in the -computer preferably effects an advantageous apparatus for provision of secure
access..

The following description is directed primarily to the transmitter sub-system 116,

however the description applies in general to the operation of the receiver sub-system

117. The computer system 100’ is formed, having regard to the transmitter sub-system
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and 14 may be inplenented as software, such as
application program nodul es executing within the

W@ vpsEes syst em 100' . I n particular, the net hpdI/aU2(8/001490
for providing secure access are effected by
instructions in the software2fhat are carried out
under directjon of the respective processor nodul es

1199 pyaihg coogoller mRauls 7 s janus svices suely ag e bimgensor 121, output
i nstructions nmay be fornmed as one or nore code

devisgs inshydirgthh LESs 122y fheravilivglevive 184 and tte gyatchimeduie 113.
tasks. The software nmay al so be divided into two

s e PBHeadodtrpidrirodul & 10 typicatly fimdledes Raldastiicip26 desdr it 1005, and a
provi sion of secure access nethods and a second part

mERBATERit P00 Sor | RIBPIARRNRE  AGR selliCorfdub®t rQﬁJJng WYdess memory

the user. The software nay be stored 1 n a conputer

AR S 5 5 SORRR JRIAE s

into the syb-sys .116 and 117 fromthe conputer

e 1 BORURH Bk U 18 458 inOR g 9t 2hGenoeh HieHacs 007 that
of the respective processor nodul es 107 and 109. A

cogplepin the IEda display 138 dind revdig\spagkes ddh anolf @ vipteefaey 1013 for the bio-
conputer programrecorded on it is a conputer program

sepsopdi2dt andTthe sysicchomotlhle tidnpTherswitchgnednlprid@uistconnected to the
the. conputer preferably effects an advant ageous

prépipatyahodulé 926.provi si on of secure access. The
followi ng description is directed primarily to the

(1 ansn ’ g .
app| eSS 103 BT, {13 and B S SREE b 107 typicaly
sub-system 117. . The conputer tem.100' is for , .
RO S et b 100 6L S opaet S IED s in o
controller nodule 107, 1input devices such as the bio
copyrftanalimade of ansration iﬂafe%onrrﬁﬂwcw opdo hasg 1 e releypant art.
audi o device 124 and the switch nodule 113. The
cortypagallyr thewpplieativn programcapiiyles fulthel dengmitter suh-systam 116 are
processor unit 1005, and a nenory unit 1006, for
residetih ¢hef memrery TO0BNROM] arainate e¢adrand aodollalingheir eeeontiyn by the
(RAM and read only nenory (ROVM). The controller

proBsdsdre 0897 IadefiRediite!sust8Se 8f 1heHREgrat arldnaiit d R ttdtied from the bio
(11O interfaces including an audi o-video interface

seﬂigo(%?lztlhﬁ{d a network, for example, may be accomplished using the RAM in the

memory 1006. In some instances, the application program modules may be supplied to
the usér encoded into the ROM in the memory 1006. Still further, the software modules
can also be loaded into the transmitter sub-system 116 from other computer readable
media (e.g., over a communications network). The term "computer readable medium" as
used herein refers to any storage or transmission medium that participates in providing
instrucﬁons and/or data to the transmitter sub-system 116 for execution and/or processing.
Examples of storage media include floppy disks, magnetic tape, CD-ROM, a hard disk
drive, a ROM or integrated circuit, a magneto-optical disk, or a computer readable card

such as a PCMCIA card and the like, whether or not such devices are internal or external
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couples to the LED display 122 and audi o speaker 124,
an I/Ointerface 1013 for the bio sensor 121 and the
wamoposeseodul e 113. The switch nodule 113 is cPCMavt2me001490
to the proximty nodule 126. The conponents 1005,
1007, 1013 and 1006 of the cébtroller nodule 107
typically conmuni cate via an interconnected bus 1004
Ofa%é transpurtias raversysieine hl ¢ e fvamplgsnofatransmission oredia inshigle radio or
of operation of the controller 107 known to those in
infraged ehesnaingiom channélgpisoréll g a tlebw@hplohnation o pnothemcomputer or
nodul es for the transmtter sub-system 116 are

netwsikde Ndevide, tane 18 NRkndt06H ks adu@ne F@all @di¥missions and
controlled in their execution by the processor 1005.

infdhSOR AR h%g%oe%&ﬂneh%ogram and any data

etc ed fromt sensor 1 and a net wor k, for

ex a%gﬁog%yaf}%e@osﬁ\?‘q’pl ' SE S' n BF’?%A F{ugﬂmg the proximity

ram nodul es may be s plled to t he user encoded
mbdHls in HsrenFis, Th éh%ﬁéli*ffyjplj’f@@elty giapgement 1qfeFie. @hén which the

sof tware nodul es can al so be | oaded into the

copfrahsighalt B2 Som-the spatreller 6 0f rafrthe tisasmidisnpeh-system 116 is used to
readabl e nedia (e.g., over a conmunications network).

contrel ttke wichnmaodde TiBadaWhen nihei switcha$2Tdedpeny ghen series circuit
refers to any storage or transm ssion nmedi umthat

coﬂﬁfr{shﬁg Be€S 28 "thB 1B 199 AAd kHkSdabbiGitor QB $ iRGstn hndihud thedproximity
the transmtter sub- system 116 for execution and/or

O S O P i o
o v S PAERENIRYS by SR AT BB o Sl efporiie e

|i ke, whether or. not such devi ces are i nternal
1Co1 3% iheagak 129 nd thecrpasitarel3 148 ploggrs andihms ghe IE%W&%@O@‘FIG 126 is
transm ssion nedia include radio or infra-red
enabled samid s garfotma iis alesignasedvirictians wherebiought ivtmthedigld gmitted by
to anot her conputer or networked device, and the
the tba¢ Bafry etoduly T301dh shik nedanginignt.ethorwohtrélr sgsalild2icande a simple
and information recorded on Wbsites and the |ike.

blﬁélg'ssxgnzaf‘ iR Ryhi chBrod Q%Iﬁ@ ofié VElkdpRtSvR CAREIREBRswiRh 127 to be in an
enabling the proximt

open state, and another voltage Ievel can cause the switch 127 to be in an open state.

| Fig. 7B shows an alternate arrangement 702 in which a proximity module 704
has a series circuit comprising an IC 705, a coil 707 and a capacitor 706 that is
permanently closed, and in this arrangement, a control signal 703 controls the operation
of the IC 705 directly. In this arrangement, the control signal can in one example
compri‘se a secure encrypted communication session, using multiple layers of security if
desired, between the controller 107 (see Fig. 2) and the IC 705. In another simpler
arrangement, the control signal 703 can be a simple binary signal which merely enables or
disables the operation of the IC 705. Upon receiving the signal 112 from the controller

107, the IC 705 remains enabled for a predetermined period of time (e.g., four to five
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nodule in Fig. 2. Fig. 7A shows the proximty
arrangenent of Fig. 2, in which the control signal 112

wo cnsdses control I er 107 of the transmitter SuRCEYBER®BRM001490
116 is used to control the switch nodule 113. When the
switch 127 is open, the serirdk-circuit conprising the
IC]12 the coil /129 and the capacitor 131 i s open,

s¢ hidithim ghip peqchihe proximily enodvde 74 Gpabled gnd ey be placed by
cannot operate when it is brought into the field

thenser 14 Within trmge ofle rastio frpquendy fieldi3dng whistedilye evie eotry module
127 is closed, the series circuit conprising the IC

13028]thotgh the ial-raﬁgéinmn of Fize 7TBafhowk toak sdrdh disuit f@sedh 1@17095, other
thus the proximty nodule 126 is enabl ed and can

arRBEERERD ey Kiaged ﬂﬁﬁ&ﬁslfakﬁ“ﬁnh@@ﬁth‘éﬂ:%ﬁxp‘éﬁ%g Bﬁchl d@t tﬁe &b and/or

field emtfed by the code entry nodul e

gg&aent, the control signal 112 can be.a S|nple
1h€ %ﬁfy signal, in which for exanple one voltage |evel

can use the swi.tc 27 tq,be in e,
ot He” Semilisiotibg chetider dhe cenialt 07 Catd 3hE 7S can be
_in an open state. Fig. 7B shows an alternate
lﬂ’é’ﬂm@ﬁ’éﬁng data and/opaddmssbusr eomppimigatiang via axditechids gonnection
series circuit conprising an 1C 705, a coil 707 and a
betwmgEadhe oontfdBr § Haend the BE 70t émematiablors@ld commnuhnigatiphbstween the
arrangenent, a control signal 703 controls the
coafpenat i@nand tHEC 705 €ad beiitmpldnhented sihfiascomtdcilagedtdithunication
the control signal can in one exanple conprise a

1n§=ﬁ‘5k’é @orﬁ?ﬁﬁﬂgtﬂféjse‘ﬁ@m&l?@f heMCSRFS RN eoili 367 gncmﬂetdaﬁlt&tor 706.
'layers of security if desired, between the control

Thleogon?ﬁac?lgss éogmpﬁﬁlcﬁﬂ) 1r %Ffal:ecb%tgxléen/glgb @d}l?lto@gf 1@7 EEPA ﬁlre IC7051is a

arra e con can
nar nal , whi ch reI enabl es or disabl
sogtav BFednteas ARG syitsblRoeontgUets PRUBRPHICAP, Hker g ﬁ%"?y §g ysed. In
fromthe controller 107, the IC 705 remai ns_enab
oneoexamme,e@ét@nﬁp}i@rdldemawdcmmtmlﬁ%te (witly the 1@ 05 %Pcordmg to the
fiveseconds). Wthin this period the proximty nodul e
Slididg Mandova Pretdcad i8WiPDy be pl aced by the user 101
within range of a radio frequency field being emtted

by a grigdg sB6iE hoWDhelseculkd Accedh shaegoitFig. 2rcaangenetie proximity
of Fig. 7B shows one series ci rcwt for each IC 705

m@%‘ﬂ‘g{)nen @ﬁgﬁgﬁnﬁg t@e/ scg?éfi‘g and ecgéle%tk%[ée pﬁﬁ'ﬁﬁlt?fm&hﬁes (e.g.,
806A and 806B). Fig. 8 shows the biometric module 103 of Fig. 2 together with the
audio transducer 124, the LED indicators 122 and the bio sensor 121. In this arrangement
800 however the biometric module 103 also has a set 801 of control selectors designated
selectors 1-4 in the present example for selecting one or more control functions. A greater
or smaller number of selectors can be incorporated as desired. Furthermore, the module
103 has an LCD display 802.

According to this arrangement, once the identity of the user 101 is authenticated

successfully, the user may select one of the set 801 of the selectors such as the selector

designated “1”. In response to such a selection, the biometric module 103 sends a signal
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the capacitors. The communi cati on between the
controller 107 and the I C 705 can be inpl enented usi ng
wa@l2109/0523d8 or addr ess bus conmmuni cati ons, via aPdi/AB2108/001490
bus:connecti on between the controller 107 and the IC
705. Alternatively, the comdht cati on between the
controller 107 and the IC 705 can be inplenented using
808 twotearonireler t@hmuonatergvingrthe signek 88dnthei eointrglletht07 sends a
series circuit of the I1C 705, the coil 707 and the
contrphsignal ron74) 6ontiidi dine BT Actbl esaraspomiing paiximity niddatd 866\ Upon
between the controller 107 and the I1C 705 is a

reSétvinpaARE sighA1e3(7aC Grom % doHirbidd! W7 ey ?k‘ékirﬁi%y‘s module 806A remains

conmuni cation interface may be used. 1n one exanple,

81 89 BOALEE Lo SO E0K5 14 0 KOS (B s peri
o R P SR R A ED Rhe Voo B it g o

support nultiple selectahle proximty nodules (e.,g., .. .

a @B%Agmngﬁoésﬁ baing emgited ity i Q?c}%ee%ﬂydﬁ@@wlﬁ d3fo d\faaalg flagabiometric
of Fig. 2 together with the audi o transducer 124, the

modile 1§34 atcontolaz] Ghend fhe Hiviolitserkibe oTmitymoitlss (6.2, S06A,
arrangenment 800 however the bionetric nodule 103 al so

80683 maxs efor 8hmple, deenincotposatd atithis adesngeaabbdr mobile telephone,
selectors 1-4 in the present exanple for selecting one

t086th&BYigh BRRWith niddtd 1 Bmd the 6ce B FataBhseSIBI | €ThBUMARingement
of selectors can be incorporated as desired.

otilgi%.to ? gm& fsed {éﬁg X Ylafe g‘gﬁ)’mﬂésomﬁ&tgﬁteﬁltsa@rﬁiﬁ(ggg %7OSB) (being

Ing tot rangenent, once

the user 101 is .authentjcat.ed successf ul | the er, . <

i VACE PO S R iR blsR i ooRte S eak i S BRD du o sinete
t he sel ector desiqg}nat ed "1". In_response to ‘i‘ij h a .

trapspittari syh-system blGfeeh 1€ and gsasiatert praximity an “E%BF@S?SSOCMM
to the controller 107. Upon receiving the signal 803,

withea cliffitrenti bawviceOprovated (sechc ant YISIA s | MASTERCARDONtAMERICAN

line 807A to a corresponding proxi mty nodul e 806A.
EXPRESS®aaH ongn)t ihis bgiedenAi Avolitd endbite tionger dldilgafier biometric

107, the proximty nodul e 806A renai ns

authentication, to select the appropriate service provider by pressing the appropriate
selecto:r in the set 801 of selectors, and to then bring the corresponding proximity module
806A into the field emitted by the code entry module 130. In fact, all of the proximity
modules incorporated into the transmitter sub-system 116 are being brought into the field
emitted by the code entry module 130 however only the desired proximity module 806A
is enabied by the signal 803.

The LCD display 802 can show the user 101 which service provider has been
selected, thereby confirming to the user that the desired service provider has been

selected. The display 802 can be provided before the user places the proximity module

(e.g., 806A) into the field emitted by the corresponding code entry module 130.
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enabl ed for a predeterm ned period of tinme (e.g., four
to five seconds). Wthin this period the proximty
worwahs2s8O6A i s enabl ed and may be pl aced by tPET/aE2108/001490
101 within range of a radio frequency field being
emtted by a code entry nodul’é-130. Again, the
bi ometric nodul e 103, the contraoll er. 107 .and th
pl ur all @ nose eepraalnFasss thiet YArieHY aPlsgtalzls.@%lma%ysmPS@s% (58 8064,
may, for exanple, be incorporated within a renote fob
8QHB) ez bee agsetietshomith seodest providers fromhdiversetftfidsyoniely financial,
113 and the user |D database 105. The arrangenent of
sekintity, Sutembtits indieiduilddentifivation afids@omaat ean béve different interfaces
different ICs (e.g., 705A, 705B) (being the service

with QMé d8dpesRRCEJdeCerfttye FRAbRs Isich RS 130! MBsRERE] e ICs 705A, 705B
proximty nodules) in a single transmtter sub-system

ol MR PP BRI S ebigien or

V] SA(r)., NA RD (r), I P rom gd S0 .
s A IR I e CEAS I PR VIBET 1 2 o disinc
bi ometric authentication, to select the appropriate )
appdicetioe apd owsingere iffgrerts dntergacen clhep peaph Phi@ay etelsst ghe desired

in the set 801 of selectors, and to then bring the
appdicamposiog e peto3(1ndf yelawos) end OeMonatlyocanheecéive|feedback on the

emtted by the code entry nodule 130. In fact, all of
sdlétioR vadheTIOD #®pldl 8621 ncorporated into the

transm tter sub-system 116 are being brought into the

fiel dsﬁée&iye%ﬂd b%a}ﬁﬁk%t Pﬁﬂ@ti@rﬁﬂigy lrﬂ%)d BecIBBinb® VR one or more

only t sired proxi mty nodul e '806A i s enabl ed by

.th i | .803. Th j . ‘ot
o, B bR B0 SRR rin 35 i
P Dbt e P S REL 566 353 g ngaains 1€ 7054

provi ded before the user places the proximty nodule,
ey agntairg@emyed wrigue RBmbpfoy UsRin seyrggocesieand the proximity module
correspondi ng code entry nodule 130.1n a nore general
8068 and cheespanding $C J@5Banayp bentginaxstoiet walisdior wse inemeaking cashless
806A, 806B) can be associated with service providers
pg}plﬁgﬁtgjgé/@gsgl%é‘dia@bd@, nanmely financial, security,
autonotive, individual identification and so on, and

can haye dhfbeied7 nyealkd YRS configured to generate a one-time dynamic

“time-dependent” or “event-synchronous” password. Upon authentication of a user’s
biometric as described above with reference to Fig 3, the controller 107 may access a key
stored in a database (e.g., the database 115). The controller 107 may then generate a one-
time time-dependent password using the key and the current time (as a dynamic input
value), for example. The current time may be determined from a computer clock (not
shown) configured within the arrangement 800 of Fig. 8. The password may be generated
using the RSA encryption algorithm or any other suitable encryption algorithm (e.g., Data

Encryption Standard (DES), Blowfish, International Data Encryption Algorithm (IDEA)).
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with the respective code entry nodul es such as 130.
Therefore, the ICs 705A, 705B configured within the

w@e@giomssy nodul es 806A, 806B may include a cobPdii/AHERG081001490
of ICs such as the knowmn HHD(tm proximty IC, iCLASS
IC, and Mfare(tn) 1C, each f36r a distinct application
anduinc%ag,ifferent interface. The user 101 rmty )
sel echotRAnghs 2 RATSHY P NBLPE GROSTaleA Jsingeths sprgafifige as the input
sel ectors, and optionally can receive feedback on the

valt tocthp gAcryption precessDIids aptedyth®ohis iSmetaly bye amahgement, and other
paynent functionality may be conbi ned using one or

inpot ealieseswhi a3res sinfplaodheat vated boa ramibns eusber oiay Hehused as with
facilitating operation with existing infrastructure.

evefit-s ofs tdkiefs |IINSYMAHrONOTE EHAIRNBEOPAPSRE tokens. Further,  other
corresponding I C 705A may contain a stored uni que

RS Yt B SREHCE, SRAT D AT o

stored,val ue for use in making cashl ess pa nts as .
Fofedenlh B ordiEy b8 sRar Pl P THIPE 05 T genctite a different
configured to generate a, one-ti dynarmi c

code; VFEZRieIAER Ji@Mt the PAssway i Se0gTesh oWdlis IHaRcenRIcgessiygdigsswords
authentication of a user's bionetric as descri bed

may) deegancrdied using eneaslet andiirga ook-we tadetknowhde bodly thegode entry
access a key stored in a database (e.g., the database

mdddalg. 10Bhandcrstived subrsydfdim thy. Uhiay thie rppaiach suarsdiverBumbers are
ti me- dependent password using the key and the current

mbiiRd( RSulfing WAAd:ErdpBRtble hahibe)., for exanple. The
current tinme may be determined froma conputer clock

¢ . o 0 .
(rot ghots 8T SHSRE AR (. PYSRICRERL R S Lonveniona

GIEHPRE B BT SeadRY rovBRh PP % FREBY ' Blbcting the
Bl owfi sh, International Data Encryption Al gorithm

appr iRty schecies v dreyset 80 b dkanvwsessinga sblseombanatign of thegselectors

the current tinme as the input value to the encryption
8Qlr scmuded byt a displapoe the @D scives 802 anémaitingdara one-time password to
arrangenent, and other input values such as a sinple
be getiRied wad stdvar orthe alihday §0211ThE passywopd mageherolse itatimlly entered
into the keyboard of the payment terminal or personal computer. This approach supports
applications including business-to-business on line payments through to standard contact-
less payments at existing payment terminals.

Fig. 9 shows a method 900 of operation of the arrangement 800 of Fig. 8
according to one example. In the example of Fig. 9, the user 101 generates a dynamic
password using the arrangement 800 of Fig. 8. The dynamic password may then be used
for making an online payment to a business website. In the present example, the online
payment is being made using a VISA® account. The example provides a secure

scenario as a reference to a typical transaction. However, variations of the steps of the

methods described below including input from the user 101, biometric reads, generation
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event - synchronous tokens and asynchr onous

chal | enge/ response tokens. Further, other mathemati cal
w@b@onstsss or codes can equal ly be used to gePEr/auz008/001490

the one-tinme password. For exanple, the password may

be generated using a rolling%¥ode to generate a

ifferent code variant each tinme the password is

08 Seiiceppssardsh displaysetn agent sassewn shajances seanobel eisedhjo conduct

be generated using a code and/or a | ook-up table known
vargousdrahsachiens,ode entry nodul e 103 and recei ver

sub-system 117. Using this approach successive nunbers

are nohé frietithd 90050l FighQ niay b ig@lerh &REBLARI My 43886 as application
The user 101 may nmake a paynent (e.g., a VISA(r)

pRAVAE Mdduls Beifi® RYRRSIANA thelr &ecutl] bY$hE SoftBfller 107 and being
proxi mty nodul &) paynent term nal or online by

réﬁlgﬁtpﬁli 9 II.IlJ}l? rgpl%r()g Q)rfit?é EontrolIE’ iﬁ Ofrll“flg Fﬁe{t@o:d 2(&( %C%F%ces with a

O
pressi ng sul tabl'e conmbina

801 as | ded.b ..splay on t L screen 802 d
widn i SPL 3 S B tiaRHEY sfoh 12b i Deee cRrddmoe 103 checks
hown on the djsplay 802. The password may then be
whelhehd bipmsitie pigaal; Hﬁo\s priagreseidr df g1is isnot g easpt then the method
term nal or personal conputer. This approach supports
9@(hisl dixcateddnsiceordancdiwith &) mrew-tack e therséaps9@ininl 4 loep. If, on the
paynments through to standard contactl ess paynents at

ottt Bdndnthefbaymietiic sighlrl 02eha bebn geceles aus the MBhGPI0PRUirected in
of operation of the arrangenent 800 of Fig. 8

a@BFRhA REH @ PRS MGIMRbe st ddre %ﬂabg C?@gscﬁr]xgyatr%éthe received

the user 101 generates a dynam c passwo
t 0 I O, 8. .dvnam ¢ S I .
bR SR 2R inaibofin i tCRT RS YRGBasTOS in order o
busi nes bsite.. In the present ex le, the onljne
cipyFBRG e Blasastic signlatxvlq 12 WAnaRp F G sigbiiet
exanpleugrovides a secure scenario as a reference to a
t ypi cAl subsegveaictesiong step 3 checksawhetherothe wmparieotsinefhs step 902
of the nethods described bel ow i ncluding i nput from
yiehls the desiftdlll authemdivetion. ¢ Iff haddomgereesigndtaeahatdying s authenticated,
passwords, display of current account balances, can be
thidfi €k iRtHodIOCEK dvRtle® WS atdoddtmaé wWi$ YES arrow to a step 904. At step

904, the controller 107 detects selection of one of the selectors of the set 801. In the
present example, the selector “1” of the set 801 is selected. In response to selection of the
selector “1”, at the next step 905, the controller 107 displays the value, stored on one of
the ICs, representing available funds. In the present example, the IC 705A is a VISA® IC
for making VISA® card payments and comprises the stored value. The value is displayed
on the LCD 802. In the present example, the controller 107 displays $156.56 which
represénts the balance of the user’s VISA™ account.

At the next step 906, if within a predetermined period of time (e.g., 30 seconds)
the controller 107 again detects selection of the same selector (i.e., selector “1”’) of the set

801, then the method 900 is directed in accordance with a YES arrow to a step 907.
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The nethod 900 of Fig. 9 may be inplenented as
sof tware, such as application program nodul es being
weemwosdskeed in their execution by the control | BCT/A02008/001490
and being resident in the nmenory 1006 of the
control l er 107. The nethod 90¢- comences with a
sting,step 9 in which . the bjonetrjc _sensor 121 in
%‘%‘”@83‘@ S}F?‘H? ?1%9&6 direqtsd in preprdanciwith 8 NG agopnigrthe step 901. At
gnal 102 is being received. If this is not the case,
SiEP e s HE® nesmkioliond07] senstates e dynamiacpasseardc €& tah fisst dynamic
NO arrow back to the step 901 in a loop. If, on the
posirerd)hasidg the RBA cereryptionsalgodthm] G2 GsssribeEeabove. The dynamic
recei ved, then the nethod 900 is directed in

p&LROTi8 diplaped bn theVESDBOROW to a step 902. The step
902 conpares the received bi ometri c signal 102 with

B S e T o I SR
) f b .
Tl e A TR

]%ts %desw d authenticatiaon. |f the bionmetric

Tre ﬁﬁtt%?- gpandent; RassyRrd vwhess therqugisnt e dppisrdops the input
900 is directed in accordance with a YES arrow to a

valuefp theancaptien procesd, Thehavadahie fiendsend 1y uniguie taksn serial number
sel ection of one of the selectors of the set 801. In

atehadsopprefeealily exerypted, withehes gtretited passtvoad. tAlersivel)the dynamic
is selected. In response to selection of the selector

paslword&haib@a@%t-%&ﬁihr&%s Pﬁs’%ﬁfofd?m roller 107 displays
the val ue, stored on one of the ICs, representlng

Py G A S0P, L o ekl

es. the s val ue The e.i s displayed

BRIV B Blgh O ¥k o0 TRt B3 i eaw%c}u‘fe 1101 of 2
107 dlsplays $156. 56 which represents t he 8@Iance

cqRnigis Bt U] @han shayymin Fig 1{ 1@ st tospale Sigepnlipe payment to the
within a predetermnm ned period of tinme (e.g.,

busirass dechsite e Tho rinding | payment7isagadea i checda@cs evlétta imo¢thed 1000 of
the sane selector (i.e., selector "1") of the set 801,

miaki®g ahalinepapde@D@hich willrbeadesctibed iadetail deivse withtrbfepence to Fig.
YES arrow to a step 907. & herwi se, the nmethod 900 is

1gl.iorlﬁﬁtA1tﬁ&hb@ 1866 YRA2DE nayl bdirApIbiReAted AirpOtht @nudR system 1100,

whereiﬁ the process of Fig. 10 may be implemented as software, such as one or more
application programs executable within the computer system 1100. In particular, the
steps of method 1000 may be effected by instructions in the software that are carried out
within 'the computer system 1100. The instructions may be formed as one or more code
modules, each for performing one or more particular tasks. The software may also be
divided into two separate parts, ie which a first part and the corresponding code modules
performs the method 1000 and a second part and the corresponding code modules manage
a user zinterface between the first part and the user. The software may be stored in a

computer readable medium, including the storage devices described below, for example.
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step 907, the controller 107 generates a dynam c

password (i.e., a first dynam c password), using the
wRSA9esasHs/pt i on al gorithm as descri bed above.Pdiiau2008/001490

dynam ¢ password is displayed on the LCD 802. In the

present exanpl e, the dynam c3dassword generated at

step 907 is."2 4 9 7 8 9", The dynam ¢ password
One (of mpre POFtions é)%ttheég qre fpay pe is’é’r?}gﬁ’ %@_compélter module 1101
ars%nam c password may be a tinme-dependent password
dp@ opHeremets sarvert 1138, ps will bg dgscribied bicloyut The saftwase is loaded
the encryption process. The avail able funds and the
intm thguentpite rsystemi Bl 00nfiornethe @bmpates oeqdabit anatilny, and then executed
encrypted with the generated password. Alternatively,

by e HNRICSIRASE W06 MRYoBBURN r&Mablb-RddIeh 1R RIS such software or
password. I n accordance with the present exanple, the

s o]thlx | LcRBsSYREds a%eﬁ#,g{eggpg?%a SRk AN sObdiMBove. The

contr r 107 at step 907 Into a conputer
1 f . t 1100 ' i.0.
o340 o3P b BRI P R e 1B el Petots an
(g,usi ness websi t?. .The onlj ne payrﬁggt_ i s made in
adyRpiBReH CRPHAA %¥1Wé’iqmt11‘6(§’@}3 Betedd Y an online

paynment, which will be described in detail below with
r ef Ag eteee o Hig.g .11, che Tepmprseth ouista0dd Ofmis Hermagdy biyea computer
i npl.enment ed using the conputer system 1100, wherein

mblde i 0L esputodevideg sudiDasrakepbodrdl @rend ednase poirtevadevice 1103,
such as one or nore application prograns executable

andl t Bhiput hQeFiEPUIRIudENSt @M pAler 1115, Pad t idesplaa . déh€e 1114  and
steps of method 1000 nay be effected by instructions

loigg?‘Pthfeﬁ ?f fpar e rl]g%(.téﬁllﬁle c Efordiupagorqyéméf\ﬂ.thﬁbp bg{)l?g?mn% q transceiver

uter system I nstructi ons nay

as ar re de, nodul es, eacgh .t erform.ng. one
deioc, g T b Wi By T equmpotetwodde L8 Strypriniigipg 16 and from a
divided, into two se&arate parts, in which a Lirst par.t ,
comguRigations metepk A 420 ylacheramgeinm B ! pdie getrork Hd20sapdig a wide-
1000 and a second part and the correspondi ng code
ampp detiwosk (Wad)esuchias dhe InteraetfaraeprivetonyéN.t Mehefd thetcoprgotion 1121
and the user. The software nay be stored in a
is a telephone line, the modem 1116 may be a traditional “dial-up” modem.

Alternatively, where the connection 1121 is a high capacity (e.g.: cable) connection, the
moderﬁ 1116 may be a broadband modem. A wireless modem may also be used for
wireless connection to the network 1120.

In accordance with the present example, a server 1150 hosting a payments website
(e.g., a utility website such as the phone company or bank website) is connected to the
network 1120.

The computer module 1101 typically includes at least one processor unit 1105, and
a memory unit 1106 for example formed from semiconductor random access memory
(RAM) and read only memory (ROM). The module 1101 also includes an number of

input/output (I/O) interfaces including an audio-video interface 1107 that couples to the
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conmput er readabl e nmedium including the storage

devi ces descri bed below, for exanple.One or nore
w@erbiosesgs of the software may be stored w t hi nP€TI8U2008/001490

conmput er nodul e 1101 and al so on a renote server 1150,

as will be described bel ow. -Phe software is | oaded

i,ntq. t he nput er em_ 1100 fromthe conputer
vifeh isbPS 112 PO ouRHeAkRBH 1o, L Bty ocn 1 B i e eyboard 1102

system 1100. A conputer readabl e nedi um havi ng such
anglonevigrld 03 rand sppianaly piaygtickninog dlbrstrettd); rani taniistesface 1108 for the

conput er program product as descri bed above. The use

extérnalhreodammp iit @ andpigeald 15r dd someiimpldngentaivakit thé nfyishelN16 may
1100 preferably effects an advantageous apparatus for

b iiPdrpORASd WihinftBe BRhHRE: thédile lf@l ,F6eEkdntplE ’wgthm]tiie 1ﬁt9ﬁace 1108.

conputer system 1100 is formed by a conputer nodule

THe! @dmphidP YhodlRY | G18% aﬁg?esa @odéag xgg»g@i MA%B "M@ which, via a

nDuse p0|nter devi ce devi ces
| udi a printer 1115 di s devi c
opREHERL D0 PR Souding st fietointien SR Bu0d 46 altGr! computer
transcei ver. devijce 1116 be used b
neﬁ%ﬂ%uf@ KBannes1a docal sirea dhshrarie éﬁfm@, tAs ahaxklvs@meai the local

conmuni cations network 1120 via a connection 1121. The
neperkol 1221may) alseycobpledo whelwideeretwerlnd 30 vinaNyounsctism b4, which
the Internet or a private WAN. Wiere the connection

wdill@ Itypraly tiﬁblaﬁdﬂ ango-calied, “fifeevalid ddswick1d6 sitmiyarbfindtionality. The
traditional "dial-up" nodem Alternatively, where the

infePABE ¢1110Mat b8 Yornfeddy UnIAhERAREY ditbuit 8ard; & wiRRIsE Bluetooth™ or
connectl on, the nodem 1116 may be a broadband nodem A

H@%&ﬂ?ﬁﬁé % 50 be used for wrel ess
connectlon e®network 1120. In accordance with the

oo gtiegy 108 il FEGhadpdoelbah eyl ?%rr%‘élﬁtﬁcamemy, the

conpany or bank website) is connected to the netwo

fonmerp typreadlyc bringt EPPI%EI@IP@ aceording, (9 cthe | Yniveesel &@galatBus (USB)

| east one processor unit 1105, and a nenory unit 1106
sténolardsx angd| ba¥iog neatrdspanding USBn ¢ontastors admlluscaged). Storage

nmenory
devices 1109 are provided and typically include a hard disk drive (HDD) 1110. Other
devices such as a floppy disk drive and a magnetic tape drive (not illustrated) may also be
used. An optical disk drive 1112 is typically provided to act as a non-volatile source of
data. Portable memory devices, such optical disks (e.g.: CD-ROM, DVD), USB-RAM,
and floppy disks for example may then be used as appropriate sources of data to the
system. 1100.

The components 1105 to 1113 of the computer module 1101 typically communicate

via an interconnected bus 1104 and in a manner which results in a conventional mode of

operation of the computer system 1100 known to those in the relevant art. Examples of

computers on which the described arrangements can be practised include IBM-PC’s and
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(RAM and read only nmenory (ROM. The nodul e 1101 al so
i ncl udes an nunber of input/output (1/0O interfaces

wo pboshsmg) an audi o-video interface 1107 that POUAU2®S8/001490
to thevideo display 1114 and | oudspeakers 1117, an I/ O
interface 1113 for the keyboa¥®d 1102 and nouse 1103

and tigpal I(%, a %'ao,ysti ck (not jlklustrated), and an
COTRPRLIDCEe U BRATCSRLDRS BRPISr NiC nudeAlike omumer peystames evolved

1115. In sone inplenmentations, the nodem 1116 may be
thepd®inpor at ed within the conputer nodule 1101, for
exanple within the interface 1108. The conputer nodul e

110Typitaly, tixs applicatioh phegradfsk impleatchtifg tHel hefhodi000, are resident
via a connection 1123, permts coupling of the

ofs GEkHr@ disk Yt 11 @)%dtr@a@aﬂ@%ﬁ‘ﬂgrfggbm %}S&cuiﬂ@ﬁ B9 tke prbeessor 1105.

known as a Local Area Networ al so
' I t \Wor co

b o e S RO e AR BBy TR of A 81 9120 ana

ul d pi cal |y .include.a so-called "fire ' devj ce,

1 {2 oy i e et B o8 SPRASCRHbERT metony T 106 apBbl n concert
fgﬁr rreﬂ@?x an Ethernet(tm circuit card, a wreless

wih e disky dgye b O pdi-sgups instanges o fhes applicplion drasams may be
The interfaces 1108 and 1113 may afford both seria

supptie & el wser epentied tanvorteygr mhre €EDROM aypiresdl Vig thetorgesponding
i mpl enented according to the Universal Serial Bus

dfiSB) 125 toa raltermasivelydniyp be Readcby tlesusendiong théSEetworks 1120 or 1122.
connectors (not illustrated). Storage devices 1109 are

SHN Rkigke diAnd flaRs 681 hl¥o bBAb4ERE iRtolBE Lofipater Wit¥R 1060Bom other
1 1 10." O her devices such as a floppy disk drive and

I
c%ggg&n%#l%& I?rgegfad r b}ﬁﬁmpg&%'eaid&lalg }tx%dg& ?&%rs%yaln ls%&ageieglggium that

dr's rive ypi cal pro
ta act as a nop-valatil.e source of data. Portable
irERgrys dBy piodting Jeftustbns SPORF fata (8. . SelppilesPystem 1100 for
DVD), USB-RAM and fl oppy. disks for exanple may then )
expeviiare @nd(er apysesing. afxamples cdsugh nareia incdudenBoppys disks, magnetic
1100. The conponents 1105 to 1113 of the conputer
tape,dUD R QM) 2 haypdisk dtiye,adh@vhociategrai¢daciecuit, a magneto-optical disk, or
i nterconnected bus 1104 and in a manner which results
alddmputed Te/iableotat sl esaf PCMCIA card and the like, whether or not such
devices are internal or external of the computer module 1101. Examples of computer
readable transmission media that may also participate in the provision of instructions
and/or data include radio or infra-red transmission channels as well as a network
connection to another computer or networked device, and the Internet or Intranets
including e-mail transmissions and information recorded on Websites and the like.
The second part of the application programs and the corresponding code modules
mentioned above may be executed to implement one or more graphical user interfaces

(GUIs) to be rendered or otherwise represented upon the display 1114. Through

manipulation of the keyboard 1102 and the mouse 1103, a user of the computer system
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operation of the conputer system 1100 known to those
in the relevant art. Exanples of conputers on which
w0 b@ogsases | bed arrangenents can be practised i PCT/AU2008/001490
| BM PC s andconpati bl es, Sun Sparcstations, Apple
Mac(tm or alike conputer systlens evol ved therefrom
Typically, the applicatjon progran(s) inplenmenting the
1@?%@@ Goplicatien H@W&f’ugﬁﬁ thednigeiper t9i pRvideicpairaliing commands
and read and controlled in execution by the processor
and/ gsinpytiie dreranpligations pesogiptedowitls thetGPl(s)gr ans and any
data fetched fromthe networks 1120 and 1122 may be
ac cOhphiethodd 008 inmay alteenstielycClnichsiéraents® idadidatéBhardware such as
possibly in concert with the hard disk drive 1110. In

oSOHEMbRIARBGRS, cilchifts PRBbrhAAS tHRTuRitRAS aﬁ&b%)icthﬁl%&\ffg . 10. Such

supplied to the user encoded on one or nore CD

i : di ' e
SSFBAABIER S8 OB LB A 5 o grocesrs, o ane o

npq;morks 1120 or.1122. Still further, the software can
O LI G RPTPESET A, PEOPIAIS RS syst em 1100 from
ot her_conput er. readabl e nedi a. nput er readabl e nedi a

d Co
r ef er 5hg Blefied 1008 hegins at giepnd Q1Qahexer affes irpepi g ithe first password
providing instructions and/or data to the conputer
engored diy theower 401 ethecmethod W96/ mocgeds de spnt01 1EXx Anpstes 1011, the
of such nedia include floppy disks, nagnetic tape,
pASBwEaMs tennbiafttbddiys thedbrbv@soral 186Mb Ghe kétv&0T BS0CHosting the payments
circuit, a magneto-optical disk, or a conputer

wesa@ahihen 68 iiCHeR 30 B, RfdMe-Rr 1256 véi"i‘t‘?’efsttﬁg phdst®rd el?tered by the

whet her or not such devices are internal or externa

uid 1?231?}2 Q{Hr%gaﬁg{% %%ére?‘élél&%c b aW& Gnd %%m%gﬂﬁgttﬁé ggs%sgrords. In

rea ssion t may also*partic

i.n the provjsion of .ipstructi and/ or data incl ude,

o oo eI B SR E HRSHVES 0RO BFReTREP Ko asnaPaiedcvigh the user
net wor k connection to another conputer or networked

1Qieof the, codaanadule 193)evtored inra kay dasghase 11 Hc pudideigrmaingsihe current

transm ssions and information recorded on Wbsites and
timkdrdn kesystdimeclegc bhaR. phr theqiresehieexamopile, ah¢ koy dptabagealts1 may be
and the correspondi ng code nodul es nenti oned above nay

cdiffigaredCwithiel 4 Bardnahkle @eiNE (AREsHIkvNIRIf @h@ k&bl CP40. UTRE server 1150
interfaces

generates the password using the key and the current time determined by encrypting a
value representing the current time, using the RSA encryption algorithm, which is the
same encryption algorithm used by the controller 107. Also at step 1012, the server 1150
determines available funds (i.e. $156.56) by determining the amount from the password
entered by the user 101.

Once the dynamic password is entered into the computer module 1101 and
verified by the server 1150, the user 101 makes another request using the arrangement of

Fig. 8 in order to select the amount of funds wishing to be debited from their account.

The amount of funds selected by the user 101 is then debited from the value stored on the
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(GUI's) to be rendered or otherw se represented upon

the display 1114. Through mani pul ati on of the keyboard
wa1®2ossas t he nouse 1103, a user of the conputBCT/AU2008/001490

systeml100 and the application nmay mani pul ate the

interface to provide controli4lng commands and/or i nput

th plicatigons assqciated with the QU (s). The .

1 £ 100 FbRgmira e e R ey arigntd divevaceliad 1200 of debiting

dedi cat ed hardware such as one or nore integrated
ancrpeyitod fils fpmnmacconet- f uncti ons or sub functions of

Fig. 10. Such dedi cated hardware nmay include graphic

pr oceFsonethadi H200atommgneds gir e $30F, swh@e thé@omkolledri®7 detects

m croprocessors and associ ated nenories. The net hod

seld¥iOn e Gindthed tond t SIthd QdlctordI 8F €herbdteg01r CGEIM Plbsérlt Cexample, the
first password entered by the user 101, the nethod

seldd8f} pF %??@&t 801 T &fectdd] yﬂlfrﬁ onSé &;"se%é%%& fgg%t sgletcﬁoer “2”  at the

passwor Is transmtte processor

rVer. hostin e pa nts ite. Then at th .
n TR I28S B SN RE P BT s St e s iz ey wish
entered by the user 101 by generatjng another dynam c )
topRRs WOHR k0 TERTRRALS 2?& PREUN oS D dglited fromy fhsir pesount (ie. their
enerate the password, the server 1150 accesses a key
VIsA®aetaundd with the user 101 of the code nodul e 103)
stored in a key database 1151 and determ nes the

cur r eAt thel mext fstepm 203 s it emtolloc k07 §&@rmines tHiearnows emished to be
exanpl e, the key database 1151 nmay be confi gured

p%g bagedeo@ SnbidtlentiiddvBy (HeQises @M @ibplaethiLiM&int on the LCD

0. The server 1150 generates the password using the

SOEYTIGhek Hﬁé/ %ﬂ%eﬁ‘ B arh IR ugf?lg E{leﬂ%el@ ﬁg ’c&%ro? 'gglre%(tﬁési % AeFor example,

val ue representi ng e curr usi ng

encr [ al gorithm which is the me encryptjon.,..
o8 RGP ar (AT 3aE BPPee EBiP grioun! g Beapeeh fig) elegh 3" of the se

1012, the server 1150 determ nes available funds (i.e.
8Q31odnerggsemdigplasse pmpuppand ¢ dndesrease tandisplaygsaaasitd

entered by the user 101. Once the dynam c password is

ent er'Bak next step 1204 srapastong stepinl whith G erdetviersehsoed2bin the code

the server 1150, the user 101 nmakes anot her request
entSi ngdilb d 03 rchedkg eviwstier @fbiometric signal 102 is being received. If this is not
the case, then the method 1200 is directed in accordance with a NO arrow back to the step
1206 in a loop. If, on the other hand, the biometric signal 102 has been received, then the
method 1200 is directed in accordance with a YES arrow to a step 1205. The step 1205
compares the received biometric signal 102 with information in the biometric signature
database 105 in order to ensure that the biometric signal received is that of the rightful
user 101.

A subsequent testing step 1206 checks whether the comparison in the step 1205

yields the desired authentication. If the biometric signature matching is authenticated,

then the method 1200 is directed in accordance with a YES arrow to a step 1207. At step

1207, the controller 107 generates a second dynamic password, using the RSA encryption
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Fig. 8 in order to select the anmpbunt of funds w shing
to be debited fromtheir account. The anount of funds
w@edoensxsas by the user 101 is then debited fronmPdTiau2008/001490

val ue stored on thelC (e.g., 705A) corresponding to

their account. Fig. 12 shows-#-nethod 1200 of debiting
n_.amount of funds, froman account. The nmet hod 1200

af2grftEn £ath Ge cufels meiena e ds thtdnpwriale todhe arTyption process, as
detects sel ection of another one of the selectors of

deseaibed pbaxy . Therdynganip passeord isxdisplayed arhtheddIRG02r 'IR'the present
of the set 801 is selected, mresponse to selection of

exanepls cthe clypamicasswordtdenerater tat stepis 12638 8 8hes 9”. Again, the second
controller 107 pronpts the user 101 to enter the

dpawmiotpabadrdtib %yt_imk-%iB}f)én@exﬁ siWordD Bbwevdr HeCREMEpdstord may
anount to be debited fromtheir account (1.e. thel?

al¥h Sp¥ an %W):hroﬁ&ust gssrs%ﬁ(ﬁ. SteR %&%ﬁgﬁj&%&pgir}gg at step 1203

control | er 107 determ nes the anoun
. ed_on an unt, entered b he user 101.an )

NS S pEOu of R o Beibshalserrathlad i the aynamic

enter, the amunt ing . the set of control selectors
R0 ordr e Il 20D B eludh b iocnext 9o raQS.viag s Ashount of funds

generic anount and the user may select "3" of the set
ergered oy theyuyes abetep 1 Y0XisIdagustedafiorn the walde Statedton the i€ 3a54.

the di splayed anount. The next step 1204 is a testing

st ep Imaasbrdahcd éiththeopresent examgpls,ahe d6tbnd dyiidigicpaskevord generated
entry nodul e 103 checks whether a bionetric signal 10

anddibsib g BeeRicéRbelldrT10Y Bi Siep £207aL chidfe
netlﬁdﬁgizagﬁ]i sc di ?ect ed i neﬁaccor dgnce d&mﬁ?ﬁhgk&ﬁ %t%fr]lgl\?vdule 1101

[ . th t her
to@%ﬁflétte I%ﬂe&g?l%}en@tg ?‘ﬂ‘ggtg‘f’g% a@lsﬁgyﬁ'ggﬁgégﬂ r eg_eioved, t hen
L1 o P RES 05 58555k b 1968 SRRSSAlbAd 1 550 comamic
recei ved bi%netric signal 102 with information in the
P35yt sntered by ihe uses 105tthe methodg00 progegds torsere H¥ldr eAt step 1014,

that the bi ometric signal received is that of the
theisgeanidupassigend is Gansmitted hyahe ericesses tl i 6F) tes theped@06 150 hosting the
checks whether the conparison in the step 1205
payments website. Then at the next step 1015, the server 1150 verifies the password
entered by the user 101 by generating still another dynamic password and comparing the
passwords as described above. In order to generate this still further password, the server
1150 accesses the key (associated with the user 101 of the code module 103) stored in the
key database 1151 and determines the current time from the system clock 1152, as
described above. Also at step 1015, the server 1150 determines the amount to be paid by
decrypting the amount from the second password entered by the user 101.
The method 1000 concludes at the next 1016, where the payment is processed by

the server 1150. The payment transaction can be reconciled to the customer in a

monthly statement.
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yields the desired authentication. If the bionetric
signature matching is authenticated, then the nethod
wa209/052548li rected i n accordance with a YES ar rp@I/AU2@8/001490
step 1207. At step 1207, the controller 107 generates
a second dynami c password, using the RSA
encrygt i,opalgorithmw th the current tinme being used
as t h&aanme opathg anetBodsdesgrbad,ahove gap alsedwsused for secure access,
descri bed above. The dynam c password is displayed on
foriesample, o2 endryt toc pribkiegt Faneaapple, thellynapitagrissword generated at
password generated at stepis "56 8 8 81 8 9".
stéy 80T malyle araeddntdyalesyped prad@nts Sordathbnid deigne@afteted to a
password. However, the second password may al so be an
bEWERE sEMAGNEROGHS Iﬁﬁﬁﬁviﬁﬁ%ce:rfh?héilqﬁéime&g@steﬁﬁﬁg B dcMunt balance,

step 1203 representing the anmount of funds to be payed
eSS P TRGUSRE AR A AR SR R pyironion

anpu f funds.entered by the user at step 1203 is .
nGERHAPEY woih vk et of-siRoinn e, Chbuiftiny, scourity system
accordance with the present exanple, the second )
thep nvesities Fhe ReTPIgeriieiad &ty died usars M lapwdeemprating another dynamic

controller 107 at step 1207 is entered into the
pasowpidt end reothpiading 1tbeé passwardpl eThus; the FHN meedp fiymeenurd access is
t he business website. Returning to Fig. 10, at the

entexéedshmnugh tHedneedfdf abidmatic vighgtutdle second dynami c
password entered by the user 101, the nethod 1000

Pr oCeeRtS At PRssHbrds géfera‘iéda B st&p' 907 kg 1256 Qshr user information

password 1s transmtted by the processof 1105 to the

er?]cg@f&{ va%lﬁg O%S inghgni%h asg\%XﬁElﬁ)&umg SA tS%ﬁf“Igﬁ%ggé V%fragcd to the

st'e sefver verrfies

R b AP SRR OO s, e o

descri bed above, hi order to generate this stil

agegpntriad veidaogbtinger(pe. seddledingsBo accesses the key
(associated with the user 101 of the code nodul e 103)
st or €thhé arramgenkay afaFieb s eorfirisks anultight seledtalde privamity modules
current tinme fromthe systemclock 1152, as descri bed

(@%PMA,%DEB) @dchsdoafigdRd In atddedanes wath tAd batiehRhidNER. 7B. In an
the anount to be paid by decrypting the anmount from
altFatRBCAPR BRASIVE RBnRh §E.gDY707ndiP 8E al&tiated with multiple ICs
(e.g., all connected in parallel with the antenna). Again, in this instance, each of the ICs
may be separately selectable using separate control lines (e.g., 807A, 807B).

Fig. 13 shows how the secure access system of Fig. 2 can, using one or more
conventional proximity modules, be used to perform a secure transaction. Fig. 13 shows
the biqmetric module 103 of Fig. 2 together with the audio transducer 124, the LED
indicators 122 and the bio sensor 121, and a set 1301 of control selectors designated

selectors 1-4 in the present example for selecting one or more control functions. The

module 103 also has an LCD display 802. The arrangement 1300 also has a proximity



10

15

20

25

The met hod 1000 concl udes at the next 1016, where the
paynent is processed by the server 1150. The paynent
WO e@ndsas588 on can be reconciled to the custonmerPCTAE2008/001490
nonthly statenent. Variations on the nethods descri bed
above can al so be used for s®cure access, for exanple,
to gain entry to.a buil din For .ex | e dynani c
magales 500 "Treriesmety mpcule d 06 sompises B el L g HEC 131 and
keypad | ocated on a door janb and being connected to a
anBdilB@Y.ng security system In this instance, rather
than representing an account bal ance, the stored val ue
encr yptiecaringhientt 1360 dyf Rigd 13, feesigroninsdtycandile 1806 is configured to
personal identification nunber (PIN) stored with the

bel doARSHiLY bilaBHPrSHS hetalcld updi @i flskieagwitiiaLthe teld of the code
systemthen verifies the password entered by the user

enég #bobd\ﬁleq?.{bel{ga} {idef sﬁ{ é&g@ﬁ?ﬁgﬁ%? AU &y @8ntrol signal such as

aring the passwor N used for secure

access |s an through the need..of . [ L

o e aial o GpHiani o By e ganap if s PEL i ypppecment
may have other user information_encrypted within the

1300 mpder foastivise dhq proximitygoduledpP nunber rel ated to
the transmtter sub-system (configured within a )
t el efffhenerangerhait) 1300 mey elsocecessd to pepfermseenre drapsactiqas or the
val idated finger (e.g., mddle finger). The

1R frRAGSKEA orfneFiasacbion o Rakties émnrthé biometric géréitatioh deing needed
proximty nodules (e.g., 806A, 806B) each configured

in i A& NRITRHY gepbrabiofl of 4Bynhicaassword, as
mé’??%ﬁ?}%?%ﬁ?%%ﬁ?ﬁﬁ?g one antengna ?ae. g.o, 78,I71) %}1

be.assagci ated wth.. o] . ‘s I d i1l be
cerrndr G Sy b I e apaacliiqrl pp AR aBI@as wil
i nstance, each of the ICs may be separately sel ectable
del§§1iﬂ?f‘§”’§%r ate control lines (e.g., 807A, 807B). Fig.
13 shows how t he secure access s

/stemof, Fig. 2 ca .

Usi nghonehat 1465) of POFVEHRS & FARSISHEK HE (beBiREETEnt, L300 of Fig,

used to performa secure transaction. Fig. 13 shows )
13 kel hiownbt descriod wviéh t€ferene & Fig. A4t oFbe msthed 140¢ hegins with a

audi o transducer 124, the LED
testing step 1401 in which the biometric sensor 121 in the code entry module 103 checks
whether a biometric signal 102 is being received. If this is not the case, then the method
1400 is directed in accordance with a NO arrow back to the step 1401 in a loop. If, on the
other hand, the biometric signal 102 has been received, then the method 1400 is directed
in accordance with a YES arrow to a step 1402. The step 1402 compares the received
biometric signal 102 with information in the biometric signature database 105 in order to
ensure that the biometric signal received 102 is that of the rightful user 101.

A subsequent testing step 1403 checks whether the comparison in the step 1402

yields the desired authentication. If the biometric signature matching is authenticated,

then the method 1400 is directed in accordance with a YES arrow to a step 1404 where

the match is indicated to the user 101 on the display 802. Also at step 1404, the controller
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i ndicators 122 and the bio sensor 121, and a set 1301

of control selectors designated selectors 1-4 in the
w@e@gemms4exanpl e for selecting one or nore conPCDAU2008/001490

functions. The nodul e 103 al so has an LCD display 802.

The arrangenent 1300 al so has*Sa proxinmitynodul e 1306.

TJ] proximty nopdul e 1306 conprises the coil 129, the
1%a§%¥&?f€ Seleqion aleneef the seiseters ofntheiset 301 alythemmeseagemmple, the

of Fig. 13, the proximty nodule 1306 is configured to
seecteroidt efthieyset§Ql sagslastadobp heauder V81 edn ragponsdai seection of the

placed within the field of the code entry nodule 130

selectar CON\aenhé aeel stepanaes,  theicohi@ollert 107 peRehté0s d?namic password,
control signal such as the control signal 803. That

udigg the REA r@ﬁif GoN edlécfri'cil:ﬁxﬁg 129 N esSrikedd it dved ahd &iéiﬁ’.){sythe dynamic

arr angenment O in order to activate the proxim

. t I d t
PR o 05 NG OGS 0T s e e
| i tr ti t h h [ tri )
Gt i BRE Bier ronelen e I Shokr e dBrrsceanle. the dynamic
roximty nodule 1306, the generation of a dénarri c

p . : .
pasayeitoseicrated afetddd; iscentersd o ansgypad outhe likee@ot shown) associated
provi de an additional security layer, as will be
withdke cditecenteyl oodulAl 3kt Tl cdrd @dmbler may foerentnygted within the dynamic
transaction using the arrangenent 1300 of Fig. 13 wl|
p&sdwordle described with reference to Fig. 14. The met hod
1400 begins with a testing step 1401 in which the

bi o ”E’Tﬁéxpatstﬁé‘ﬁ% s%:?]Mb@, Jds tﬁé’ﬂlg)f(ﬁf%%%}ﬁlogggqb% 1883 ¢ placed within

checks whet her onetric sig el ng
r ' fy this IS no hen. hod .
b3 58, ol il ad B B T WS A ind el g sepacitor
he .step 1401 in a |loqgp. |£5, 0on t her hand, the .
13 SYHRel Potosy amlzaSot%e eRE A é@gﬁ\()zal}ew (R fess depicted by an
met hod 1400 is directed in accordance with a YES arrow
arf@w g 332 ethe1cpob numher gereg witlor tho MpdB8%, vindhe eeidildee to the code

bi onetric signal 102 with information in the bionetric
ergnygmatiuleel at Abameroll@5(ei g, b0)eassdadated swithetht lratle tehigy module 130

bi ometric signal received 102 is that of the rightful
thef Qfsed @le card number to verify the dynamic password as described above. In
particular, the controller of the code entry module 130 generates a dynamic password,
using the RSA encryption algorithm, using the card number, and compares the generated
password to the password entered by the user 101. Again, the passwords generated at
step 1405 and by the controller may be time-dependent or event-synchronous.

At the next step 1406, the proximity module 1306 receives a signal, as depicted
by the arrow 1333, from the codé entry module 130. Then at the next step 1407, the IC
1307 decrements the stored value by a predetermined amount. This predetermined
amount may represent a payment for a trip on a bus, for example. In another alternative

embodiment, the signal 1333 received from the code entry module 130 may include a

value indicating an amount that needs to be decremented from the stored value in step
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A subsequent testing step 1403 checks whet her the
conparison in the step 1402 yields the desired
wa@edobesasigati on. If the biometric signature maRCITATZ0BH01490
aut henticated, then the nmethod 1400 is directed in
accordance with a YES arrow t%¥-a step 1404 where the

ch.is . ndicated. to ser 101 on the display 802.
1%?*30 In %%‘?elﬁ‘s‘fﬂ%ﬁt, the hléf ggﬂ%r cregmentsy thie skred lyecbyitha amount
of one of the selectors of the set 801. In the present
repxesepted byt the alne gecsived ffromfthe hedes entrBddodute $30. e ctceordingly, the
by the user 101. In response to selection of the
stoeddevelue is1decramenthé exh aheynt1@@, cithe peddtemihed or variable)
107 generates a dynam c password, using the RSA

dependingt drDthedin@ariatibM(s\RE a6 8BE borl SHindP) SontAREH S 8R! @Yte access
the dynam c password on the LCD 802. The dynamc

si?ﬁﬁsm_r ghdl the %&ﬁﬁﬁt&‘%ﬂo@ﬁé 86 Ay g:‘%&l tl%ggff@ 1sg5’s hand. Following

associated wth the user) store

S48 S5O BT By Ay RO BRI KERBD S B o

as jated with the code entry nodule 130. The card
SWEE%@# may be encrypted within the dynam c password.
Then at the next step 1406, upon the proximty nodul e
1306 Hefardinglyade thegxample af fdgs. 13 laud d#, thh dynaulie pesstwoyd generated
nodul e 130, the coil 129 is excited and charges the
o dipabasioof 4 3blid iiemeétric medding) ienesdgior ewify ke berld¥Qfie arrangement
The 1 C 1307 then transmts, as depicted by an arrow
13®@B2A1thd\hGarthe BuRse o FRk B Md 14, 1hd B rc ba \
t he ‘coi(:ﬂ%{ls%, to the code entry nodul 21 130.% %Zvord”w%s generated
NgAr [ [ ' t.r
TR SR mmenget it G5 RALANE Raklnls k08, RSy P dotormpany o
%ﬁge%m c password as descri bed above. In particular,
Pg é‘ont roller of the code entry nodul e 130 generates

a dynam c password, usjing.the RSA encryption .
al gor ?ﬁ% AfraRgemegts fesciibad phovmpiarsludingthe grpageaent 4300 of Fig. 13,
generated password to the password entered by the user

map lsoAgaised witeagametiotelist gednes GUIMS) ot ppntldlHlafDS) devices
by the controller nmay be tine-dependent or

whbrerd payorzh idendifisatioAt nunfber (BIN) 1aik @pniedlionallynBeen used to verify the

proximty nodul e 1306 receives a signal, as depicted
validity of a card (i.e., magnetic stripe card or smart card) owner. The dynamic password
generated on the basis of a valid biometric reading may be used to replace such a PIN,
without affecting a conventional transaction. For example, in the case of an ATM
transaction or electronic funds transfer point of sale (EFTPOS) transaction, a user inserts
their magnetic stripe card (or smart card) into the ATM or swipes the card using an
EFTPOS terminal. A card number corresponding to the magnetic stripe card is stored on
the IC 1307. At the same time as inserting or swiping their card, the user may use the
arrangement 1300 described above to generate a time-dependent or event-synchronous

dynamic password based on a valid biometric reading. Again, the card number

corresponding to the magnetic stripe card may be encrypted within the generated
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by the arrow 1333, fromthe code entry nodul e 130.
Then at the next step 1407, the I C 1307 decrenents the

W@ e@pesksyal ue by a predeterm ned anmount. Thi s PCT/AU2008/001490

predet erm ned anobunt may represent a paynent for a
trip on a bus, for exanple. t#-another alternative

enbodi t, the.signal 1333 received fromthe code
P%??%”P&‘i-% 5S¢t henpters, éﬁ% &enerated | dymami)pessosd iate the ATM or
E$m)unt that needs to be decrenented fromthe stored

ar@s terminakp The dynpmie ppsswiond isathen, verified |6y 4 3@7k-end host server
decrenents the stored val ue by the anount represented
(g, esseciotel wdthracloanky aothe memmbihdescdishd D0V ¢ Yased dultBe da3@ number.
Accordingly, the stored value is decrenented by an

anounth krrengenintd@escbaUIoREnORAiY thY AkiadBbbent 1300 of Fig. 13,
depending on the information (such as the card nunber)

oA BT M D, iy 8 S govont iy o

. i tep. 14Q7...t.he method.1400 is the

u%?r ect @Lél ﬁl\@alg%grg d’a‘?ﬁsc“éor Wlﬂc%ﬁasa??lbv\ﬁn QR?&Y&F@R UtSS‘Et K the same
.St ep 11401. .Accogdi ngly,.in %ge exanple of Figs. 13 and

timg 45 1AeSIRg HfRidc Fosiige Hur¥ampley the wer pagsi wseghe arrangement
valid bionetric reading, is used to verify the user of

1300 dgsarihed cabone to3generate t hdimmhdénendént ex ampiteynéhréias. dynamic
13 and 14, the dynam c password was generated first,

passwatd basedt ove salidirbjenerit srehdieg dyAgaing apasswdestifion number
foll ow or acconpany a paynent. The arrangenents

colesspondiggtorevssr ﬂl%d@ic&&ﬂémitﬁihﬁﬁ@ S&RAEd of¥f. The user then

Fig. 13, may also be used with autonmatic teller

effB& rﬂﬁé"g{nelﬁ cd'dy atic ?Qé.s%rcpf%ée ? b?‘g§%%ﬁ%1§ﬁ%}c FHe m%ﬂr‘f’lc Dassword

person Icatlion nu

. v i onal | een, used to verify the validity of a
s B TS § MaERRL AT Peylr (e dociaRa vt bego Snlieted to the
The dynam ¢ password generated on the basis of a valid
PHIIRRCPIPRUICE 48 thy Wmagies degathed; dpove haged ogyidly eseps Ndentification
W t hout affecting a conventional transaction. For
ngnbgrsnerypied witletheasterest passwox@M t r ansacti on or
el ectronic funds transfer point of sale (EFTPOS)
t r ansHed amwangementsedeserits®l dwve, including the arrangement 1300 of Fig. 13

may stop intruders from stealing credit and debit cards for later fraudulent use in ATM
and POS devices. The owner or user of a magnetic stripe card would also require the fob
or mobile telephone with the card number corresponding to the magnetic stripe card
stored thereon. A new dynamic password could then be generated for each ATM or
EFTPOS transaction. The dynamic password overcomes the inherent weaknesses in PIN
type inputs, due to the dynamic nature of the password and requirement to validate the
owner -or user biometrics prior to generating that password. If an intruder views a
dynamic password input, they cannot replicate it a next time as the password is constantly

changing.
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their magnetic stripe card (or smart card) into the
ATM or swi pes the card using an EFTPCS termnal. A

w@ 200d/osasader corresponding to the nmagnetic st rP@EEAT2008/001490
is stored on the 1C 1307. At the sane tinme as
inserting or swiping their cat®, the user may use the
arran nt, 1300 describ above to generate a ) )
o - dupRen e Brenggaret EiCnl Biods hay Rath dessdbehar including the
based on a valid bionetric reading. Again, the card
PRIBEY Bodvles biidi thg evangemenhgi3®Di magt notpoecessatilymipclude such
be encrypted within the generatedpassword. The user
pravemitymaiude 1305. gonarabgemely withoot ppsau@Its thatube fr1a¢ also be used
ATM or EFTPCS terminal. The dynami c password is then

to/ gferfolradthey transaakdase dekclibed abBLY ﬁﬁclﬁ&in%- ATABSEFTRRAand online
with a bank) in the manner descri bed above based on

B R A R R L

e
used ki ng_an qnl i.ne, paynent,. Agai n, the dynamc )
passvvof-[?i % y g:eeﬁtge estcgﬂ?%pa[%éxfé qliow fugmokigic, se o be easily
.whi ch_hag cqnventionally been used. At the sane tine
infeerpisd dvlﬁbe’slﬁfn(g pfipsirieipg Touchaymeat of agceescaifisms; Thecarrangements

user may use the arrangenent 1300 descri bed above to
argesiapletand gifectine. foe prondeproobef idertity - The uberaloeusottherd o remember
password based on a valid bionetric reading. Again, a

agede, nudibet,iraineadri combinatioar Theraraapenelits ghalybetuded WSBfe or offline.
may ‘be encrypted within the generated password. The
THS Gesctibed aigatigeinenis HEa0AE bt RM il WARTESS sPASSY M Aml fH8l Rtivation,
personal conputer. The dynam c password is then

I f Y. b ) 0 seryver . soci a

T g R
yRhner. descri bed.above based on the user's
f’l&smﬁl?r?scag?feaﬁ“ﬁ%nber encrypted with the entered

password. The arrangenents described above, including

the arrangenent 1300 Brdustidal Appligability op i nt r uders
fromstealing credit and debit cards for |ater

f r audlilieapparens from Alg/abone th@Sthdearrangemerith desoribed aoe applicable to
user. of a magnetic stripe card would al so require the
tHeabcaity imtustre t el ephone with the card nunber

corresponding to the magnetic stripe card

The foregoing describes only some embodiments of the present invention, and

modiﬁgations and/or changes can be made thereto without departing from the scope and
spirit of the invention, the embodiments being illustrative and not restrictive.

| The system 100 can also be used to provide authorised access to lighting
systems, building control devices, exterior or remote devices such as air compressors and
so on. The system 100 may also be used to gain access to online applications. For
example, as described above, the transmitter sub-system 116 may be used to generate a
one-time dynamic password for use in online banking applications or the like. The
concept of “secure access” is thus extendible beyond mere access to restricted physical

arcas.
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stored thereon. A new dynam c password could then be

generated for each ATM or EFTPCS transaction. The
walywanias4passwor d overcones the i nherent weaknPGEaB2G(08/001490

PIN type inputs, due to the dynam c nature of the

password and requirenent to i date the owner or user

bi onet,rics prior to generating that password. |f an

i nt r ufdhoygts fe Bregem apeeifisalion Basidesspbed comaynicatin between the

replicate it a next time as the password is constantly
trapapiiehgibassieau b antbthgreeaivpesubisy@0benfy perfprma® ukiag RF, other

been described as including the proximty nodul e 1307,
cothmuaicationawded sutB ad capayitivelcotysltRssanfra-Yed dowldislso Baiged.

proxi mty nodul e 1307. An arrangenment w thout a

pr oxi Whé Yrrameb et tsBRYcriledCabd0e U bohhriRE raf“aﬁfgg%:"_?_%cgﬂ%rﬁné’ feature.

transacti ons descri bed above including ATM

I 4 : Vi [ ' dynam c
TR e AL o Seh e ARE SN A AR AL M EROURARLS For example,
.pe ove al|low bionptric security to he easily . .

ofB RS B Bos? R e At R e Gt abe ity dption prior
access systens.. The arrangenents are sinple and

to ?‘fag pg e proxinaigy m‘)éu{sr@c&» B0) og egenereting Fynamisy pagswerd. If the
not need to renmenber a code, nunber, nanme or

valishiienas weder dwtess by e rigfeudent the valid beerusedisoah iatternate finger (e.g.,
of fline. The described arrangenents nmay al so be used

thieir indexefinges) Ryatablesthe prenintityanedul@ahd/vikdRiate daAyB8Ric password,
control, door access, boom gate access and anywhere

for @rEmPlest aNeeLISIBE ld[t@mhlreaﬁ'x%@r $dyPRRombfcall %{i{/&ﬁ ‘an akl)arm thereby

y | abové

I ndustrial Applicabilit i s “apparent fromthe

: t t ' | th
ity B BLLRRTEALE 952 SR, *ABRLET A HBa posswon
iRt BEEh Sndh hlRte S sy da e i sagvPisd b notiication. In
W t hout departing fromthe scope and spirit of the
thisjpetanses when the sorpatadnassods mefered|intota kayped kepboardor the like,

restrictive.
an alarm will be automatically activated by a backend controller or server, again bringing

the emergency services to the location.

~ Generating different dynamic passwords based on the verification of different
biometﬁcs may also be used where multiple access areas are selectable from a single
point. For example, the arrangements described above (e.g., the arrangement 1300) may
be configured so that a user’s thumb may be read and verified, as described above, in
order to generate a first dynamic password. The first password may be entered into a
keypad, for example, to allow the user to enter a first door “1”. The user may then
present a different finger (e.g., the person’s index finger) which once verified may result
in the generation of a second dynamic password. The second password may be entered

into a keypad, for example, to allow the user to enter a second door “2”.
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The system 100 can al so be used to provide authorised
access to lighting systens, building control devices,
wW@a0e052548 or renote devices such as air conpr eBGDAF2@8/001490
so on. The system 100 may al so be used to gain access
to online applications. For-8xanple, as described
gbove, the transmtter sub-system 116 nay be used to
Cl"d’é‘ﬁer ate a one-tine dynam c password for use in online
banki ng applications or the |ike. The concept of
"secure access" is thus extendi bl e beyond nere access
to restricted physical areas. Al though the present
1. specAftraatitter foasratesictiigoe deaosratoese sighgintobetyveen féhproviding
transmtter sub-system 116 and the receiver sub-system
sechiRl d2gesd @b aQdoNBE118t5H A, Jafd aRbdiHei @éﬁéﬁﬂé‘rﬁ‘tthH%)?B?@& %ontained
al' so be

such as capacitive coupling or intra-red coul

- T. r 1 i hed. .above nay conprise a
e Sy SRR S SR SEh Rl 00 T 01T

eat ur NI s®feature may be

actiyvated, usin di ff.erent, .predeterm ned bi onetrics.

For ae%zgﬁi?ln& S?g?f?f%’ief?}vinﬁé‘ lﬁ@‘@fﬁ”ﬁrﬂgmﬁ ‘esent a

particul ar finger (e.g., their thunb) for verification

pri of PIOSeSAR KN fH@tChlﬁé%pﬁ%lmeym%% @igaingtemgmbers 26 dstabase of

_generating a dynam c password. |f the valid user is

biopgHiersighatwrss ab¢ an i ntruder, the valid user can use an

alternate finger (e.g., their index finger) to enable

t he quablngrnteynsriidudneblapddromdgeies at@ita bayedai the matching of the

password, for exanple. Use of the alternate finger may
bioirRMBbhA 2l adelit YRL Ko AbakBigld %gﬁyiﬁg iR RfFmation to the

enmer gency services to the situation. ernatlvely,

] . d t L.t ern
sysietubP AR BRIRT L SEE TP RARE R PR, AgloThRIfgy fn
.g[hiﬁ i}?sta ce, when the generated password is entered
enmitl":ii1 g W}? 44, keyboard or the like, an alarmw || be
automatically activated by a backend controller or
server, again bringing the emergency services to the
| ocation. Generating different dynam c passwords based
2. on tHe trensnfiitemtdconding todclfvine rle Myrther coetpristig araemal g containing
be used where nmultiple access areas are sel ectabl e
the tatabase oFbigheric signatures.

3. The transmitter according to claim 1, wherein the database of biometric

signatures is located in the system for providing secure access to the controlled item.

4. The transmitter according to any one of claims 1 to 3, further comprising the

inductive circuit.

5. The transmitter according to claim 4, wherein the inductive circuit further

comprises a capacitor.
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poi nt. For exanple, the arrangenents described above
(e.g., the arrangenent 1300) may be configured so that

W@ 29052588 t hunb may be read and verified, as JdBGDAUR®E001490
above, in order to generate a first dynam c password.

The first password may be enfbred into a keypad, for
exanple, to allow the user to enter a fjrst dgor "1".. .
6.The Uhertransinittererccprding i any @ne fof Ctaimst4 Rper “@’@ 0 ,]t'he inductive

the person's index finger) which once verified may
circeit dtuther compesepeanaintegiabed wfcu. second dynani ¢ passwor d.
The second password may be entered into a keypad, for
exanple, to allow the user to enter a second door
"2".Clainms: 1. Atransmitter for transmtting a secure
7.8CC eSSk ARAittdrAcBordi! t8ih§ Ghe BF EMirAd N0 SSRHERINAGE6 86cire access
to a controlled item "said access bei ng dependent on
.nformt i P j secure access signal, the
sgnal RS t&@%ﬁ%@l lglgﬁcgd:vgghgllﬁgnet ric sensor for
receiving a bionmetric signal; a processor for matching
the bionmetric signal against nenbers of a database of

bi onetric signatures; and enablin ans fo nabling ..
8.an i nbhg trensniger egording 48 Y opne ﬁg C{?TS'P% Hi %50&@% cothprising a
bi ometric signal, to transmt the secure access signal
disglay fotidispldyheg inféroratiet istoned en thisdraggreitiem upon t he
i nductive circuit being placed within range of a radio
frequency field emtted by the system 2. The
transmtter according to claim11, further conprising a

9.”?””*{%& AhahteP ActdI8indAbaRBSEndbf RIMMBIL k& 8, further comprising a

signatures. 3. The transmitter according to claima1l,

wher ejgon Sfohe da‘;aililaease of bionmetric signatures is
MCHORY hOEfe Vst em for provi ding secure access to
the controlled item 4. The transmtter according to

any one of claims 1 to 3, further conprising the
i nductive circuit. ) ) .
10. The transmitter according to claim 9, wherein the stored value is decremented by

an amount depending on the information.

11. The transmitter according to any one of claims 1 to 10, wherein the transmitter

further comprises means for populating the database of biometric signatures.

12. - The transmitter according to any one of claims 1 to 11, wherein the biometric
sensor is responsive to one of voice, retinal pattern, iris pattern, face pattern, and palm

configuration.

13. The transmitter according to any one of claims 1 to 12, wherein the controlled

item is a locking mechanism of a door
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5. The transmtter according to claim4, wherein the
i nductive circuit further conprises a capacitor.6. The
WO e@pesiseg er according to any one of clains 4 PCT/AP2008/001490
wherein the inductive circuit further conprises an
integrated circuit. 7. The tr¥nsnitter according to
gny ong of claims 1 to 6, wherein the secure access
1§ gnalthe drapsmaitierneqogdingte apkone of ekaimg d toj 125 (vhereig the controlled
_The transmtter according to any one of clains 1 to 7,
itexrip P eleeternie losk g aPaisanpl €ymputer @G)p! ayi ng
information stored on the transmtter. 9. The
transmtter according to any one of clainms 1 to 8,
further conprising a nenory for storing a value. 10.

13he t ThagEhdMifer RC6MikY PCanyQneloRcHids 1¥0¢4 8 RertShe transmitter is
stored value is decrenented by an anount d’ependll ng on

idBE Ik EP | PRn. 11. The transmitter according to any
lonQ{J? cﬁgﬁﬁ% to 10, wherein the transnmitter further

conpri ses neans for popul ating the database of

bi onetric signatures. 12. The transmtter according to

ny -one o{l laims 1 to 11, wherein the bionetric L
1§-ens of* gt P(i §€Emﬁnv€tlrtgoa gfaregiccesssiamal foer syistem futpreviging secure
iris pattern, face pattern, and pal mconfiguration.
aaeg@ss thhaecanteplsdriteme said acoesd ibeingt depamdent oe inbrmatiion®ntained in the
to 12, wherein the controlled itemis a |ocking
sevaowoessFignhl, thedaethdd cothpisihgansni tter according to

any one of clainms 1 to 12, wherein the controlled item

| s anyRbiQflslaBlbetrRg@ @ Personal Conputer (PC). 15.
The transmtter according to any one of clainms 1 to

o, "R DR ] AR AL 8 o

isi%al.qtng a system for providing secure access to a
S *$14%d item said access bei ng dependent on

i nformation contained in the )
enabling an inductive circuit, based on the matching of the biometric signal, to

transmit the secure access signal conveying the information to the system upon the
inductive circuit being placed within range of a radio frequency field emitted by the

system.

17. The method according to claim 16, further comprising the step of storing a value

associated with the inductive circuit.

18. The method according to claim 17, further comprising the step of decrementing

the stored value by an amount depending on the information.

19. The method according to claim 17, further comprising the step of providing

conditional access to the controlled item dependent upon said information.



secure access signal, the nmethod conprising: receiving

a bionetric signal; matching the bionetric signa
wagapnsts4srenber s of a dat abase of bionetric siPCEHAURM®S/N01490

and enabling an inductive circuit, based on the

mat ching of the biometric si'gdal, to transnit the

secure access signal conveying the infornat] to.the .
205y st efn eRTARPLEH AroEFRR PEPqHSt aV%@i ¥ BEPHET ﬁP@@E@ fedipm having a

range of a radio frequency field emtted by the
caymitenprogiam foerded theoein fercioanginilging @ setwre Becess sigpalitp @system for

conprising the step of storing a value associated with
ploRRIihgSHeatd Mewitd aWohtroll@l itdihesaid hévess baing defiendertt®n information

claim17, further conprising the step of decrenenting
cc%rﬂn%n&i Ay e sé/c%!rélfccgéé sfdhafl shiepesfpidngn the

ormation. 19. The nethod according to claim17,

further risSi . . providing conditional
> acce‘sgoqegfg egélgg%%r%ﬁgg{cﬁ%%’dependent upon said
informafiqn.20. LA C ter progra roduct havj
corrqu%‘{‘3 ?%a&’&fﬂhglgngﬁ) E}ﬂ%%{g? grglwc%%ﬁf é’?englfeésg ?’gmg database of
recorded therein for transmtting a secure access
bipmgptei¢ sigeataresiyedem f or provi di ng secure access to a
controlled item said access being dependent on _ .
i nf or nedd fon enebling arethduntiveheirendt bpsedaere hesmafching| of the biometric
program conprising: . code for receiving a bionetric
sigh@IN® {raasdethiaecuiabedsngghdleohiaimg thednfoingatidn wothe wgitem upon
menbers of a database of bionetric signatures; and
0 tROfEndRe &;&ﬂﬁ'ﬁe FBcddNFMGhi eChT £ pidio feqsRdy Field bitted by the
mat ching of the bBi'ometric signal, to transmt the
secure access signal conveying the information to the
%‘?? em upon the inductive circuit being placed within
range of a radio frequency field emtted by the

21. . A system for providing secure access to a controlled item, the system
comprising:
15 a database of biometric signatures;

a transmitter sub-system comprising:
a biometric sensor for receiving a biometric signal;
means for matching the biometric signal against members of the
database of biometric signatures; and
20 means for enabling an inductive circuit, based on the matching of the
biometric signal, to transmit a secure access signal conveying information upon the
inductive circuit being placed within range of a radio frequency field; and
a receiver sub-system comprising;

means for emitting the radio frequency field;
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system 21. A systemfor providing secure access to a
controlled item the systemconprising: a database of
Whr@sessie si gnatures; a transmtter sub-systePCT/AU2008/001490
conprising: a biometric sensor for receiving a
bi ometric signal; neans for -Aft ching the bionetric
si gnal agai nst nenbers of the database of bionetric
si gnat ur es:means freraseiving the frapymitigd securs acreps yignal upon the radio
circuit, based on the matching of the biometric
fraqugnal fieltl betngeemsitied; aadsecur e access signal conveyi ng
i nformation upon the inductive circuit being placed
Wi thin rang@ess for pradiding conditionaladcesltd theacuhtmlled item dependent
receiver sub-system conprising; nmeans for emtting the
udcddhf ihigauaRgy field;means for receiving the
ransmtted secure access Si gnhal upon the radio
frequency field being emtted; and means for providing
condltlpga! ?ccess to the controlled item dependent
upon said information. .22. A transmtter. sub-
2hor opdRREPHISt > &SR i APFBIIIE IO HTHG [QQMY R eaig access to
to a controlled item the system conprijsi
2 ool istem cthei yHaTFERETSiNg & deinbase SUBPTFHIGHERAe, & receiver
conprising neans for emtting a radio frequency field,
suteaRReni compesing wieags for settting agediesfeqiegeaficlds maans for egeiving a
by the transmtter sub-system and neans for providing
s&ARhdcb@nabn AGRasHiIted ByBe GRAGMIer eab-system dapemestfor providing
upon i nformati on conveyed in the secure access signal;

c%ﬁ]ﬁ;@a[] abd8s 4o W%ﬁﬁ&kd%’p@d SRR CRPON InF6i®iatidn conveyed in the

ric sensor receiving a biometric signal;

secure access signal; wherein the transmitter sub-system comprises:

a biometric sensor for receiving a biometric signal;

means for matching the biometric signal against members of the
database of biometric signatures; and

means for enabling an inductive circuit, based on the matching of the
biometric signal, to transmit a secure access signal conveying said information upon the

inductive circuit being placed within range of the radio frequency field.

23. A receiver sub-system for operating in a system for providing secure access to a
controlled item, the system comprising a database of biometric signatures, a transmitter
sub-system comprising a biometric sensor for receiving a biometric signal, means for
matching the biometric signal against members of the database of biometric signatures,
and means for enabling an inductive circuit, based on the matching of the biometric
signal, to transmit a secure access signal conveying information; wherein the receiver

sub-system comprises:
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means for matching the bionmetric signal against
menbers of the database of bionetric signatures; and
wore@n®5¥5e8 enabl i ng an inductive circuit, baseRPCDAULI08/001490
mat ching of the bionmetric signal, to transmt a secure
access signal conveying sai d¥nformation upon the
i nductive circuit being placed within range of the
radi o frequas®y fpr engtingaradio fregusngpficldip-syst em f or
operating in a systemfor providing secure access to a
control | ed incars forheccsiving the drapsinidied gsegurtapedsss sigapl from the
bi onetric signatures, a transmtter sub-system
trafyaitterS ubdsysteli apei khe irglaow citait beingipliced within range of a radio
bi ometric signal, neans for matching the bionetric
felpginel ie@akfet nmenbers of the database of bionetric
srgnatures, and neans for enabling an inductive
cireurt, bart%%gnsoi%r %)H)Qmﬂﬁé %&ﬁ(ﬁﬁ’oﬁﬁﬁ aéé%?s tl%' tﬁ?ﬁ&ﬁ&cﬁled_item dependent
signal, to transmt a seture access signal conveyi ng
i nforpation;. wherein the receiver sub-system
uE@hiﬂ‘@é%‘?’??@Qﬂs for emitting a radio frequency field:;
nmeans for receiving the transnmtted secure access
signal fromthe transmtter sub-system upon the
I nductive circuit being placed within range of a radio
261 equArsyytef fok grovadidg reamsadeess tpooe pfia nhralisk ¢f eowradled items, the
access to the controlled item dependent upon said
sy icomptisifg: 24. A system for providing secure access
to one of a plurality of controlled itens, the system

conpr b ghfifasedrIAIAGALE SighhtuRisoMBL ri ¢ signatures; a

transmtter sub-system-conprising: a bionmetric sensor
gg[eiﬁ%ﬁ#ﬁgﬂg$glﬁé%g%%éé@ggﬁg'ghgt??gn:i;ggl mat ches a
| a biometric sensor for receiving a biometric signal,
means for determining if the received biometric signal matches a
member of the database of biometric signatures;
a plurality of proximity modules associated with the plurality of
controﬂed items;
means for selecting one of said plurality of proximity modules; and
means for enabling, if the received biometric signal matches a member
of the database of biometric signatures, the selected proximity module which can
conseqﬁently transmit a secure access signal conveying information stored in the selected
proximity module upon the proximity module being placed within range of a radio-
frequency field adapted to activafe the selected proximity module; and
a receiver sub-system comprising;
means for emitting said radio frequency field adapted to activate the

selected proximity module;
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menber of the database of bionetric signatures; a
lurality of proximty nodul es associated with the

P
WOP5R348y of controlled items; nmeans for sel EETIAIGOSHE1490

of said plurality of proxinig%énodules; and nmeans for
enabling, if the received bi tric signal matches a

nmenber of the database .of bionetric signatures, the )
sel ect ed prB®aRs foy reRFENINGS therransmiticd seewsageRss sigral upon the radio
transmt a secure access signal conveying information
frequaneyl field heing emitiedrandl proxi mity nodul e upon the

proximty nodul e being placed within range of a

r adi -of r equemeyns foe lpdovddmgt eaditionalcidceitte thbgelseted ebatiolied item
proximty nodul e; and a receiver sub-system
dESUMREA DS 52l BXOAMAtRIn. eM tting said radi o frequency

field adapted to activate the selected proximty

nodul e; neans for receiving the transmtted secure

access signal upon the radio frequency field being

mtted; and neans. far pr.ovidi condi tional access to
28he s hi slin CER AR R dFsiB e HsRnios dgpiig 8 selected
information. 25. The system according . to claim?24, .
PiEnEY npfee nemRrises r mepso Foin gormpuiInicaling t a0y eppdingrisigpal to the
nodul e conpri ses nmeans for communicating an enabling
irgegyatat cirouit bfthe pregmayetbdile. cuit of the proxinmty
nodul e. 26. The system according to claim24, wherein
said transmitter sub-systemfurther conprises neans
for generating a dynam c password. 27. The system

28CCOr §48Qvdibn Qic%lﬂlréﬁt’o YRR Ol NwREERSSid Rahdiitter sub-system further
controlled itemis dependent upon the dynam c password

L L L

transmtter sub-systemis

27. The system according to claim 26, wherein access to the controlled item is

dependent upon the dynamic password being authenticated by the receiver sub-system.

28. . The system according to claim 24, wherein the transmitter sub-system is
configured within a fob.
29. The system according to claim 24, wherein the transmitter sub-system is

configured within a mobile telephone.

30. The system according to claim 24, wherein the receiver sub-system is a payment

system.
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configured wwthin a fob. 29. The system according to
claim 24, wherein the transmtter sub-systemis

we@oemwbiogpseed within a nobile tel ephone. 30. ThePGHAU2098/001490

according to claim 24, wherein the receiver sub-system
is a payment system 31. The sy&tem according to claim

0, rei n the paynent St IS an online paynent
3§yst em Me38ysteR taF%ﬁéﬁgttPe‘iﬂ/‘frbg(rﬂ Wgﬁ@m thej payment sysie@ is an online
access signal to a systemfor providing secure access
PAYMSRESYSEh plurality of controlled items, said access

bei ng dependent on information contained in the secure
access signal, the transmtter conprising: a bionmetric
sensor for receiving a bionetric signal; neans for
3det er M miafigmitfer FheriRaRItMEd fic ' j idi
nmenber of a database of blgomet ?ﬁwscib%nﬁa?%?gg'arg?g&ﬁleﬁ)r%mvmmg

sBéutE AkédsY 1QTonP PN %I}'l{ale/ig”?ftj H&lﬁfbll%ﬁsi%?ﬂsatsﬁgsa\gfzésg bten% %erpé:ndent on

plurality of contr ens; means for ectl

. I r-al §. of proxim:t ul es: d neans, for
iffordidh BontliRd dtn@lecRlp il stedl e ERiswlfes clporisoes

menber .of the dat ahase of bi %[retri_c _si%natur es, the

sel ecPAIOBFECSERSOY Iorseeadng A DiometHe sigeMs equent | y

transmt a secure access signal conveying information

st or edngans fofedeermining df theosereiived bipoutilie sigpdrmatokes a member of a
proxi mty nodul e being placed within range of a
dntatiase-dfibéouetric yighatated; adapt ed to activate the sel ected
proximty nmodule. 33. The transmtter according to

cl ai maPplurafityf GfPRExiMAFRAA I 3Gsso TREDHHh BRIPI&aBLNEE doffolled items;
dat abase of biometric signatures. 34. The transmtter

accor dhids ¥ s€ le@tiir{E (ﬁ%’offsh'i%ﬁ&o%éﬁmg SR LA

generating a dynaric pass

means for enabling, if the received biometric signal matches a member of the
database of biometric signatures, the selected proximity module which can consequently
transmit a secure access signal conveying information stored in the selected proximity
module upon the proximity module being placed within range of a radio-frequency field

adapted to activate the selected proximity module.

33. The transmitter according to claim 32, further comprising a memory containing

the database of biometric signatures.

34, The transmitter according to claim 32, further comprising means for generating a
dynamic password.
35. The transmitter according to claim 34, wherein access to at least one of the

controlled items is dependent upon the dynamic password being authenticated.
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35. The transmtter according to claim 34, wherein
access to at | east one of the controlled itens is

waoelepenssmg upon the dynam ¢ password bei ng PCT/AU2008/001490

aut henti cated. 36. The transm tter according to claim
32, wherein the transnmitter ir88configured within a
fob. 37. The transmtter according to claim 32,
wherein the transmitter is configured within a nobile
t el ephone. 38. A receiver sub-systemin a systemfor
3% ovi dibsgiransmitter agrording to chiva %2, whereinw el trgnsofitter is configured
controlled itens, the system conprising a database of
vwithometfob.c signatures, a transmitter sub-system
conprising a bionetric sensor for receiving a

bi ometric signal, neans for determning if the

recei ved bionetric signal matches a nenber of the

at ab i: b3S 41 e rali f. .
ot i PosBlATACoRR: ATHACT, Phdell BeLhpfliyg s configured

] I ' .. means for selecting one of said

‘%ﬁﬁlﬁé |%b@g3¢1%§}%l mty nodul es, and neans for

enabling, if the received bionetric signal matches a

menber of the database of bionetric signatures, the

selected proximty nodul e which can consequently
38r ans i fecgives qubsystemeiss asiygtenl faroproviding seevroracedss dn one of a
stored in the selected proximty nodul e upon the
phurality mif teyntrolikd ierbs ithgsysteac esinpridihg B dagbgR ffbi@metric signatures, a
radi o-frequency field adapted to activate the sel ected
tiRheitet Eib-8Rfth &onist §r £ 6RInYéfic SekoP Yot RITLSMBPE bidh&ric signal,
neans for emtting said radio frequency field adapte
rﬁéﬁn@ﬁﬁ!d\é@xﬁ}'t&iﬂg i5RL ?&%ﬁ/@% Bicaettid Eiggmﬂwcﬁes a!ﬁ%?@lﬁgr]; (%fr the database

receiving t ransmttead secure CesSs si gha

e radio frequency field bei.ng emtted; an ans.fo )
o PG, iewuar: Fathupii of o38PRy RS wetgod W the Huraliy of
control.led item dependent upon_ said informtion.39. A
cayiqlicthitents, Peand Aol sriccing eangr of paid mwelityonf proxémity snednles, and
conprising. a database of one or nore bionetric
mgiagh for gnalyling, if the received biometric signal matches a member of the database of
biometric signatures, the selected proximity module which can consequently transmit a
secure access signal conveying information stored in the selected proximity module upon
the proximity module being placed within range of a radio-frequency field adapted to
activate the selected proximity module; said receiver sub-system comprising:
- means for emitting said radio frequency field adapted to activate the selected
proximity module;
means for receiving the transmitted secure access signal upon the radio
frequency field being emitted; and

+ means for providing conditional access to the selected controlled item dependent

upon said information.
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a first subsystem conprising: a bionmetric sensor for
receiving a bionetric signal; neans for matching the
whr@aesasie si gnal agai nst nenbers of the dat abBGEATR008/001490
bi onetric signatures to thereby determ ne an
aut hentication signal; and médns for generating a
first password depenpdent upon sai.d authenticatian
39%i gneft system PrpsEioBIng aerHg terastign.dhe systar 4PMRTEBan
encryption process based on a dynam c input val ue,
sai d afdatabasqefomemr dnare bomettie sighatukescr ypt ed val ue
representing funds avail able; and a second sub-system
conprd fkibsysean somerisingcei vi ng the first password;
means for determ ning the funds avail abl e based on the

recei ved passi¥Redic saRshr ﬂaqeégiﬁag aedth&fifisipaal; he
transacti on based on the avail able funds. 40. The

system acc C}{l%{rn? Itk om%{r%f';dﬂg A bRAGrit afdst members of the

r %
sub- system her conprising means for generating a

second. passwor d dependept up a.furth e
dalghasteeh Hione s Egie o erely dednine padhentipeign pigoals and
generated accordi ng to an_encryption process, based on .
a dynami c iTRgARs \far uaenesgying S%CEFF& passREd o depsndents; ypn  said
an encrypted val ue representing funds to be debited..
affientidatfonr sgnad, daid patswiord being gencated getardingsty snegncrypiion process
perform ng a secure transaction, the system conpri sing

badeddhaPaypamic hipaiBiahies saidofist passyord coapenihg an encrypted value
sub-system conpri sing neans for receiving a password,

At ﬂ@glg;o‘{nqi ng the securetxansacti on based
reg%g%val Irfg%(fse funds dependent upon the password, the

first_subs e [ sing;. a biometric sensor for
r ecei VIR s Mg,
means for receiving the first password;
means for determining the funds available based on the received
password; and

means for perfdrming the transaction based on the available funds.

40.  The system according to claim 39, said transmitter sub-system further
comprising means for generating a second password dependent upon a further
authentication signal, said second password being generated according to an encryption
process based on a dynamic input value, said second password comprising an encrypted

value representing funds to be debited.

41. A first sub-system for operating in a system for performing a secure transaction,
the system comprising a database of biometric signatures, a second sub-system

comprising means for receiving a password, and means for performing the secure



means for matching the bionmetric signal against
nmenbers of the database of bionetric signatures to
W0 b@pekp4giet er m ne an aut hentication signal; aPdI/AB2008/001490
for generating the password dependent upon said
aut Henti cati on signal, wherei®-said password is

generated according to an_encryption process pased on
transactinmpased wmva%)ab%a éem&\ﬁlqpemi% t“PB%§§%B?S<§WBH£ﬁﬁ? %Ffﬁgsubsystem

an encrypted val ue representing said funds avail abl e.
cofgpristngyst em for perfornming a secure transaction over

a network using a card, the system conprising: a

dat abase of a bidsehetic sens@ for fceivirigea ibgeaickgml;, a first
subsystem conprising: a bionmetric sensor for receiving

a bionetri cnghgngl, nfediss ftRE BIBhEMcNsighdle aplifdteinehibers of the
si gnal agai nst nmenbers of the database of bronetric

i . ' t j: ' .

s gBREbYbEAR Y T R Ao skl ok hpal, and
upon sai d authentication sjgnal, sai sword bein L
gener at ed a’E’é’?ﬂSd]{Oﬁ §eRgatne ﬁ’%cﬂaﬁ%’(?fa rﬁi%l.’)g@g%gp%’a%aé a‘gﬁl?entlcatlon
a dynam c input value, said first password conprisin%

signalewbesgit w? passwerd is geaeatediaseprdingdo A GRRIYPEOL PocHts based on a
card; and a second sub-system conprising; neans for

dyresmiic fgputt velue avai] firsk passwiood corepriding ag endrgptpd salne representing said
nmeans for authenticating the received password based

fiids bbdladsy. d nunber encrypted wi thin password; and
means for performng the transaction based on the

10 aut hentication. 43. A nethod of transmtting a secure
access signal to a systemfor providing secure

42. A system for performing a secure transaction over a network using a card, the
system comprising:
a database of one or more biometric signatures;
a first subsystem comprising:
15 a biometric sensor for receiving a biometric signal;
means for matching the biometric signal against members of the
database of biometric signatures to thereby determine an authentication signal; and
means for generating a password dependent upon said authentication
signal, said password being generated according to an encryption process based on a
20  dynamic input value, said first password comprising an encrypted value representing said
magnetic stripe card; and
a second sub-system comprising;
means for reading the card;

means for receiving the password,;
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access to one of a plurality of controlled itens, said
access bei ng dependent on information contained in the

W@ emans2saecess signal, the nethod conprising tPET/aU2(p8/001490
of: receiving a bionetric signal; matching the
bi onetric signal to a nmenber” - a dat abase of
bi onetric signat selecting one of a plurality. of
proximty Lsi{’r taH@e fi9atipg de geesived WSW@I@S%loﬁgthe card
as ociated with at | east one of the plurality of

e Aeravied within passreprdiradl i ng the sel ected proxinmity

rmdul e, If the received bionetric signal matches a
menber of t ineadsfoapafernthg tiedrapsadtion bagpdadnthe authtfation.
enabl ed sel ected proximty nodul e being configured for
transmtting a secure access signal conveying
information stored in the selected proximty nodul e

4%pon hﬂ%e@l’b@’&if@aﬁéf?meééﬂ éneg{ﬁee' dd es@l &0 %ﬁ'te{ﬁh FR96vi8ing secure

a radi o-frequency apte ct Iva

S 0 Sh 0| TGRS S, JoGe TR e Rehed e on

aI u associated with the inductive circuit. 45. The

{90 5oBtinA R tHepegrsRRreassiend]s thearethsheinisiig e atops of
step of decrenenting the stored val ue by an anopunt
depentﬁcﬁlg’lflﬁ]ablﬁéiemﬁ%glwé\,tl on. 46. The nethod accordi ng
to claima43, further conprising the step of providing
condi triatnheilig the bessettiosigha tc anienidr efl a idhtabasdepdivdesttic signatures;
upon said information.47. A nethod of performng a

Secur gelédtmpsometdf Q@B oF PRty kmeGila tie $efdefbd frb€imity module
nmet hod conprising: matching a bionetric signal agai nst

bﬁﬁg@%roél d Witk & 18Re8fe 6f tﬁ@ hﬁﬁ@it& lo? cSiRUIRh llltreﬁﬁh%ﬂl

reby determne an authehtication sl gnal

aut nepurle o SRR o RBRA Rl P Bvifey yiomerin sigpal matches
aC - reg lpg %‘tpegatg@p é&é Sy p A S-%cl 311% gt?azl?f?dg%&%ﬁ%%/};ggxlmlty module

nunber representing said card
being configured for transmlttmg a secure access signal conveying information stored in

the selected proximity module upon the proximity module being placed within range of a

radio-frequency field adapted to activate the selected proximity module.

44. The method according to claim 43, further comprising the step of storing a value

associated with the inductive circuit.

45. The method according to claim 44, further comprising the step of decrementing

the stored value by an amount depending on the information.

46. The method according to claim 43, further comprising the step of providing

conditional access to the controlled item dependent upon said information.
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reading the card to determ ne the card nunber from
said card; authenticating a received password based on
W b@9oosasds nunber encrypted within password; aneCT/AU2008/001490
perform ng the transacti on based on the
aut hentication. 48. The net h&t according to claim 47,
further conprising the step of determ ning an anount
of funds . 49. The nethod according to claim48,
further conprising the step of debiting an anount
47based orethdieofiperéorminga seene transsiction oysr a Betworkaising a card, the
nmet hod according to claim47, further conprising the
mé&h&Dcahprékigg:ementi ng a val ue stored on the card based
on the determ ned anmount of funds. 51. A conputer
Pr 0gLRhL 4 OioRaiic SigRal C AEHR EMefnaftabl & Matibie® of biometric
having a conputer programrecorded therein for

sigtné nessr?oitt%érn BB BTHL 6n AGHGRRaR0PEBhall %ﬁieSySt em

rovidi Sécure access to a contr ditem said
access bej.ng dependent on _i.nformation contain [
securséngappg & pa SQYR‘E& f&elef‘r?g%‘r‘@af‘ ﬁmdcﬂ%%%g?tﬂo& ﬁg‘%agfgk a#cgfassword
receiving a biometric signal; code for matghi ng t he .
belsigngrnerated aqegriing iamencErRsion MEecess hased Padedypamic mput value, said
bi ometric signatures; code for selecting one of a
papsword Icbtaprisingmnentrypted numbet mprescmt'mmug@ardsd proximty
nodul e bei ng associated with at |east one of the

pl ur akhdidg eHe cedior d¥tdrimine the bad nantber frdm dadd cazdiabl i ng
the selected proximty nodule, if the received

bi Omef i S kA rdBRiVeD RSB BRAI & tHeh@urdl atrmbasencedpted within

bi onmetric signatures, the enabl ed selected proximty
nodul.e b(f:i ng configured for transmtting a secure
PasRe¥ds3 gnal conveying information stored in the

I d proxim d h QX m dul
bei noponiins Gp erpsenapee it ARk cey 11 el o

adapted to activate the selected proximity nodul e.

48. The method according to claim 47, further comprising the step of determining an

amount of funds.

49. The method according to claim 48, further comprising the step of debiting an

amount based on the determined amount of funds.

50. The method according to claim 47, further comprising the step of decrementing a

value stored on the card based on the determined amount of funds.

51. A computer program product having a computer readable medium having a

computer program recorded therein for transmitting a secure access signal to a system for
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52. A conputer program product having a conputer
readabl e nedi um having a conputer programrecorded
w0 b@pe5as4$ or perform ng a secure transacti on ORET/AH2008/001490
network using a card, the program conprising: code for
mat ching a bionetric signal 'égai nst menbers of a

dat abase of bionmetric signatures to thereby determ ne .
PravidHig: SEVWEiaseaSS & asCP@ﬁﬁ%\lhfi LG SRLRECRYSY %@?P&Pfrl% og information
password dependent upon said authentication signal;
coptainedpn dlwvsscurelnscesy sgmak thetprograpcwnitising o an
encryption process based on a dynam c input value,
sai d qods $ovaeckivingprbiemegicaignelcr ypt ed nunber
representing said card; code for reading the card to

det erdgdp ot RGtchaietthe WihiREritsRMaB &) & necaithr of @d@atabase of biometric
authenticating a received password based on the card

Sigﬁﬁ{f&é; encrypted wi thin password; and code for
erformng the transaction based on the

aut hent.i [ . . - .
ecotdle grt sle?erclztmg one of a plurality of proximity modules, the selected proximity

module being associated with at least one of the plurality of controlled items; and

| code for enabling the selected proximity module, if the received biometric signal
matchés a member of the database of biometric signatures, the enabled selected proximity
module being configured for transmitting a secure access signal conveying information
stored in the selected proximity module upon the proximity module being placed within

range of a radio-frequency field adapted to activate the selected proximity module.

52. A computer program product having a computer readable medium having a
computer program recorded therein for performing a secure transaction over a network
using é card, the program comprising:
| code for matching a biometric signal against members of a database of biometric

signatures to thereby determine an authentication signal; and

code for generating a password dependent upon said authentication signal, said
password being generated according to an encryption process based on a dynamic input
value, said password comprising an encrypted number representing said card;

code for reading the card to determing the card number from said card;

code authenticating a received password based on the card number encrypted
within password; and

" code for performing the transaction based on the authentication.



