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1' bESCRIPTICN Infornatibn Provi ding System Technical Field This invention

relates to an infornation providing systemfor providing en95¥ﬁ55556
information, an information processing device and nethod, a nanagenent
device and nmethod, an information utilization system a program. providing
medi u an infonnation_%torage medi um and an external storage nmedi um
Background Art There exists an information providing systemfor encrypting
information such as nusic and transmtting the information to an
infornationiprocessing device of a user, who has nmade a contract so that

t he user decodes and reproduces the i nf dr mati on usi ng the infonnation

processi ng device. In such an info i vi ding system a key necessary
for decoding encrypted informati o?ﬁ?@ﬁﬁ@@d at predetermned tuning in

order to protec .informatign fromattacks such as tapping. Also, in
the informati onfnggrngr\?/?tﬁ)lnnn%mg BM*%s a signature i s provided on
information to be transmtted, any tapping of the information during
transm ssion can be detected. In addition, in the information providing

system thﬁ ser iar} receive and use information using a plurality of
informatio egl?fﬂﬁsé §?ﬁg devices. An information provider can transmt

information and_7 June 2006 2 thus provide services to a plurality of
i nformation pr oblas siNgnteRsy ireletes tonan Heformation providing system for providing
encrypted information, an information processing device and method, a management

device and method, an information utilization system, a program providing medium

an mformation storage medium, and an external storage medium.

Background Art

There exists an infonnation providing systern for encrypting mformation such
as music and transmitting the information to an information processing device of a
user who has made a contract so that the user decodes and reproduces the information
usmg the information processing device. |

In such an information providing system, a key necessary for decociing '
encrypted information is changed at predetermined timing in order to protect the
information from attacks such as tapping. Also, in the information providing system,
as a signature Is provided on mnformation to be transmitted, any tapping of the
ﬁ;fonnation during transmission can be detected. In addition, in the information

- providing system, the user can receive and use information using a plurality of

mformation processing devices. Aninformation provider can transmit information and




i nforration providing device, predeterm ned information including a key
-necessary for decoding the informati on and accounti ng infO&ﬁﬁﬁééﬁa is
stored in a storage section that can exclude unauthorized access Prom
out si de. However, in the systemwhere a key is periodically distributed,

" since the timng for changing the key and the timng for distributing the
key may not be matched, the user may hot be able to decode the data. Even
t hough a Eignature i s provided qa“the information to be transmtted, an
unaut hor i'28d PARY IS FCRYCE BoasBiNTalty Hadiarmapen nEesessmgndevies- ddidbeed on
the basis of the signature, Al so, the user nust take predeterm ned

pr ocedur éBiqrpation pregamgaieviceapg detsamningst mfompition ipelodinger kesunecassarest i gat e
whet her the contact requested by the user is possible or not. Therefore,

t he whol dopdemdihgtds infoenatioui rentangliniformnakess stotadng a stdarpge seotioonpl et e
the contract. Moreover, if the user who has nmade a contract took an

unaut hor itkeiccaacxclwe unbuiherded héoens frofoutside. | nf ormati on provi der to

di scover the wunauthorized action. In addition, a user who has a plurality

of i nfornati oMoweverds ittgsyeryi wheremlel is PokalidalgaiitfiBeledadifcday tifiagf ee for
each information processing device. This is troublesone. Also, if

i nf or mat ifenchagigathen@ytahe tiefiRidgsfop it Abanisy BRNd AP not emdRhal] e Of Use

can be changed, for exanple, to cancel the Iimtafion of the nunber of

times of yfedAPndPOSaBle tBldidYSRRGke Aatd © €nabl e copy from playback al one,
W t hout paying the predeterm ned fee.

Even though a signature is provided on the information to be transmitted, an
unauthorized action by a person who has a valid key cannot be detected on the basis
of the signature.

Also, the user must take predetermined procedures for the contract, and the
information provider must investigate whether the contact requested by the user is
possible or not. Therefore, the whole procedures are troublesome and it takes a long
time to complete the contract. Moreover, if the user who has made a contract took an
unauthorized action, it is difficult for the information provider to discover the
unauthorized action.

In addition, a user who has a plurality of information processing devices must

~ make a contract and pay the fee for each info_rﬁmtion processing device. This is
tfoublesome.

Also, if information indicating the details of use are rewritten, the details of use

can be changed, for example, to cancel the Hmitation of the number of timés of




Moreover, the information provider nust make a contract and clear accounts
for each of the plural users, and nust carry out settlerrent791ru(1)e ing and
profit calculation processing. This is wasteful. In addition, ih the ctase
where a new equi pnent is used, a contract nust be newly nade with the
information provider. If, for a certain reason, information stored in the
_storage section that can excl ude unaut hori zed access fromoutside is
broken, the wuser canpot use the inforpation despite the gegntr.acﬁifmhi ch

hel she. medlaybaskar tofaabIespBY Hat DAY B aisr Hbory SELT oA B eiRFd ks
accounting information cannot be used wth respect to the information that
is already usédoreavei thg mieneation FRNEET SistFeked ORI HRILGI 8580 Lt i on

t hat can exclude unaut horized access fromoutside is externally stored as
it is, thiersechofttye ajarhsteranand monst zetyaesestlqnent piasesang a8t e of
the Invention Thus, in view of the foregoing status of the art, it is an
obj ect of cdlhdatsreprentssingnVEnk nowattefidnabl e a user to constantly and
securely decode encrypted information even in the case where a key is
changed at ar Hintaddition, imitgcaye wheretahew pgaifinskan isueked, al toritmcanoishbe obj ect
of the present invention to prevent reading of a key for encrypting

i-nf or mat | gRvMheacdaeodieRgfohatibn besviddrl of) ford cert@ingtiadon, mfieneionabjredt of
the present invention to enable detection of an wunauthorized action by a

- person hayitRgs@ragdlsbdidiBtat cantdBRIEUAButhorikéd desd frdh cangddicbrakehalie of the
present invention to enable a user to easily make a contract for the offer

of i nfor gLl QAny ANEhel ReERRR LR RNPIQYIEGhe LBnAtGihi¥h dRFBEMh AR, and the
information provider cannot settle accounts as accounting information cannot be used
with respect to the information that is already used. Also, if the information stored in
the storage section that can exclude unauthorized access from outside is externally

stored as it is, the security against unauthorized access is lowered.

Disclosure of the Invention
Thus, in view of the foregoing status of the art, it is an object of the present
invention to enable a user to constantly and securely decode encrypted information
even in the case where a key is changed at arbitrary timing on the data provider side.
It is another object of the present invention to prevent reading of a key for
encrypting information when decoding the information.
It is still another object of the present invention to enable detection of an

unauthorized action by a person having a valid key.




whet her the contract of the user is possible or not and also to easily
confirman wunauthorized action. by the contracting user andﬂ&&mhi dity of
information to be transmtted. It is still another object ofI the present
invention to enable detection of rewiting of information indicating the
details of use and enable neasures to deal with the rewiting. It is stil
anot her object of the present inventi ofi to enable efficient settlement

processi ng an rofit calculatiopn processing. It is further gbject of the
prosent i nvent T ASHABIRIET 8f Bgeren nereaia ( FRRSN IS ISt MEGE si de
whil e maintai ning the security agai nst unauthorized actions, _According to
the pr eseﬁtcoiltﬁ%%?ﬁ &g offar of aferyitng. ang £ pradde p provasttP s ckindeperppt eg
first key for decoding the information and a second key for decoding the
first keysbedsr the geviserd afhideiweoimmesable areotf indselskdy easilydeended ani t h t he
second key, and when the first key cannot be decoded, transm ssion of the
second keyniaghomopdesttes, bSplee chitcaiihy usac end dhangebdiishef prfeseation twéat i on,
there is provided an information processing device for receiving encrypted
i nf or mat i aansmntedncrypted first key for decoding the information and a
second key for decoding the first key so as to decode the information, the

devi ce conpri skt istildeedetr objetEdibe frekerianaditiog tb beatlé datkcti@yofetviitinghe
second key; and request nmeans for requesting transm ssion of the second key

when 7 JupgindBfifiation iMEcal@sodicndtaRassusanmPensas otleistiig thidest wh@Ythe
. According to the present invention, there is also provided an information
rewriting.
It is still another object of the present invention to enable efficient settlement
processing and profit calculation processing.
It is a further object of the present invention to enable storage of necessary
information to outside while maintaining the security against unauthorized actions.
According to the present invention, in receiving encrypted information, an
encrypted first kéy for decoding the information and'.a second key for decoding the
first key.so as to decode the information, the first key is decoded with the second key,
and when the first key cannot be decoded, transmission of the second key is requested.
Specifically, according to the present invention, there is provided an information
'processing device for receiving encrypted information, an encrypted first key for
decoding the information and a second key for decoding the first key so as to decode

the information, the device comprising: decoding means for decoding the first key with

-the second key; and request means for requesting transmission of the second key when




processi ng nmethod for receiving encrypted information, an encrypted first
key for decoding the information and a second key for decogjﬁg}idﬁg first
key so as to decode the information, the method conprising: a decodi ng step
of decoding the first key with the second key; and a request step of
requesting transm ssion of the secondcskey when the first key cannot be
decoded at the decoding step. According to the present invention, there is

al so provided a. program.provjdi i for providing a conputer-readable
progran1%ﬁV§ﬁ°a‘ﬁ§] Igﬁmﬂ%@ﬁ#%ggggﬁﬂﬁgig%%ssing devi ce for receiving

encrypted information n encrypted firs e ecRdi NYinrkendtidhor mati on
and a second %@gpﬁda}g @e@bedpheée%([ﬁgl\ﬁ{]%?’ thé”g" gsofa%é I%Ig }c?iiecode t he
information, to execu processi ng conpr.i $ing.. a de i,hg iaf rgecodi ng
the fir 91‘0%53}178\&11@%11‘?‘%1201"5@68?{&13(8 TYRI 18?‘?1 988 44 %ﬁ%ﬂ?ﬂf‘%ﬁﬁeﬁ § ng
transm ssion of the second key when the first -k anpot be d at the
decodi ng dstepng Alesoforgatiorarig seeonthe b&’éélé?ﬁ&m%@gehﬁlisgg?y ?Onasrtg?g?é\}%ng
~encrypted information, an encrypted first ke fogj d?ejfodi ng. t PI% i p%‘hor mat i on
and a seconitfeyatioor theendioheompasing:jadpcogiag s Sepefige BsdBstigy W
i nformation, when an accounting val ue has reached a _predeterm ned val ue,
transm sshogecohd kbg mdeoeduéstytepoireqnestpgtianspissiopiof g V?O%@&*‘éfr Yy to the
present invention, there is provided an infonnation processing device for
r ecei vi nghenest ke eshnotfherdeabdahat the desadippser. first key for decoding the
information and a second key for decoding the first key so as to decode 7
June 2006 6 tAreoidii@lodhbipadsent ieetind, deere trgdsd piovidedscrropnstr PI§Vifdghs f or
executing processing for accounting; and request neans for requesting
transni sshodusf drhiposidennd degpurdreradable program which causes an information

processing device for receiving encrypted information, an encrypted first key for

decoding the information and a second key for decoding the first key so as to decode

the information, to execute processing comprising: a decoding step of decoding the

first key with the second key; and a request step of requesting transmission of the

second key when the first key cannot be decoded at the decoding step.

Also, according to tﬁe present invention, in receiving encrypted information, an

encrypted first key for decoding the information and a second key for decoding the

first key so as to decode the information, when an accounting value has reached a

predetermined value, transmission of the second key is requested.

Speciﬁcal]y, according to the present invention, there 18 providedan information

processing device for receiving encrypted information, an encrypted first key for

.decoding the information and a second key for decoding the first key so as to decode




accounting val ue obtained by the accounting neans has reached a
predeterm ned value. According to the present invention, t??&%ﬂk@6als9
provided an information processing nethod for receiving encrypte
information, an encrypted first key for decoding the information and. a
second key for decoding the first key so as to decode the information, the
nmet hod conpri sing: an accounti ng steﬁ of executing processing for ‘
accounting; .and a request step.of requesting transm ssi he rsecond key
Shen B ERTORG T A e S DREP CECORT Py Svy O et P ey he 5
predet erm ned val ue. According to the Eresent inv qtionb(}Qggkﬂﬁ%ﬁuso
provi dedcemmitinEorMaIGIRASt TPFAE (i TRGUGTEHR RPPEISIPPRNTS $76O% ]bgrrpu er-readabl e
program whi ch causes an_ information processing device for receiving
encr ypt edciuntiogmealitowbtaned by fyp pecpuniipg pmeansysoreadisot PGt W8 5t onnat i on
and a second key for decoding the first key so as to decode the
i nf onnat/hie, t 0 execute processing conprising: an accounting step of
executing processing for accounting; and a request step of requesting
transm ssi onAgkordihe ts ahendedeny imveanoan ttace asrdsongrovadadearninipieatietount i ng
step has reached a predeterm ned value. Al so, according to the present
i nvent i gRycdslinpafeihedrer eacying edcrdypied it ineatiorann amocypygt Bkt fkiey Sor key f or
decoding the informati on and a second key for decoding the first key from
a Systegﬂe%g% BfoAnRigdaies siched keptaghuedingdhy fiew kspsass toalefodune 2006
7 decode the"information, data specifying an information processing device
Lo st or's gftﬁﬂﬂ%t%&? (HAhRISRE&Ih i gk tahen de Bl tik@Bitep Bf X QVESS prgedsng ce i s
ransmitted to the .

' for accounting; and a request step of requesting transmission of the second key when
an accounting value at the accountiﬁg step has reached a predetermined value.
According to the present invention, there is also provided an information
providing medium for providing a computer-readable program which causes an
information processing device for receivin;gr encrypted information, an encrypted first
| key for decoding the information and a second key for decoding the first key so as to
decode the information, to execute processing comprising: an accounting step of
executing processing for accounting; and a request step of requesting transmission of
the second key when an accounting value at the accounting step has reached a
predetermined value.
Also, according to the present invention, in receiving encrypted information, an
encrypted first kéy for decoding the information and a second key for decoding the

first key from a system managed by a predetermined management device 50 as to




managenment device. Wien the data specifying the information processing
device is transmtted, transm ssion of the second key is r@gaﬁg%ﬁg. i

~ Specifically, according to the present invention, there is provided an
informati on processing device for receiving encrypted information, an
encrypted first key for decoding'the,}nfornation and a second key for
decoding the first key froma system ‘nmanaged by a predeterm ned managenent

devi ce so, as,tq decode the. inforngation, .the device co 1.sl.ng: rage
nmeans foﬂk§Pé?ﬁﬁd“ ’E“@Be@??ﬁ?ﬁﬂ3PW%a?HP§PH%H153””%%%%2@%@%2%&$®%§é;
transm ssion neans for. transmtting the data.speci.fyi.ng the. information’
processi rgiddB daa; peeungaihggs 1at‘8@vﬁ’r88?ssﬁ}¥gg?‘8ﬁ%é%'?’ HRHES Lor the™ ™=
requesting transm ssion of the second key when the data specifying.the

i nf or mat i mAnagsmsoedeting Bdwndke fataispadmig ted EREPRIMF TS ﬁ@“ﬁgé%ent
invention, there is also provided an information processing nethod for
recei vi ngranorjipd.gacansmisiomef the seamddieyny progastefir st key for decoding the
information and a second key for decoding the first key froma system
managed by a Spedidicelyracmadding rahe pessendevintienstheress provitisdadenfonsation
information, the nmethod conprising: a storage step of storing data

speci fyi ngroagssidyf devies fanrepeivipsaidigpted dnformatian.t arapserypidofirss tkep fof
transmtting the data specifying the information processing device to the

nmanagenendecdaitigtfe idadn@isregues tecwindke9ffor éepodatg the firttleaysinissd yatend  t he
second key when the data specifying the information processing 7 June 2006

s devi ce jngnidAYH fre@dernNne@hidnBgehéntidacichseasitt dicodetciinformbatienghe s al so
provi ded a programproviding
device comprising: storage means for storing data specifying the mformation
processing device; transmission means for transmitting the data specifying the
informat.ion_ processing dévice to the management device; and request means for
requesting transmission of the second key when the data specifying the information
‘processing device is transmitted.

According to the present invention, there is -also provided an information
processing method for receiving encrypted information, an encrypted first key for
decoding the information and a second key for decoding the first key from a system
managed By a predetermined management device so as to decode the information, the
method comprising; a storage step of storing data specifying an information processing
device; a transmission step of transmit%ing the data specifying the information

processing device to the management device; and a request step of requesting

transmission of the second key when the data specifying the information processing




medi um for providing a conputer-readabl e program whi ch causes an
informati on processing device for receiving encrypted inf Oﬁﬁg{iﬁ)ﬂcﬁ an
encrypted first key for decoding the information and a secoh ekey for
decoding the first key froma system nanaged by a predeterm ned nanagenent
device so as to decode the informatiop, to execute processing conprising:
a storage step of storing data specifying the information processing
device; a transmi ssion,step of transmtting the data specifying the
i nf or mat HercproEdE8IHEY devi ce to the nanagenent device: and a request step
of requesting transm ssion of .the second key when .t dat. :fying the
i nfonnati on Prevdss RGhRREPEY TMEI{Py Fﬁetlféléf) pﬁ?\slg?é]g E‘%&%Pi}g%gﬁ e
present invention, in an information_ processing device havi first
storage mmafismaid pfrwlsltngd%éémliphgfrﬂ’é%ﬁgl@f BroeiaT iR SRSt Pﬁ‘?‘élprrbotni on, an
encrypted first key for decoding the information and a secaond Feﬁlff or
decodi ng grbgessihjz rdetvideepr seccasing endapdub nfhenatiie Mt S mitTaarey o
authentication is carried out and a tenporary key is ggnerat ed. The second
key is stResdingfik nfierntatioatandeysdcsndibep Badlenpding thh Erg ke PR @¥YSHE fir st
key is encrypted with the tenporary key and the first key is  decoded with
the tenpopaleli 8y a pFbeetémiinedmtanageriantdesivded ania feaode the mderopaiion, to
Specifically,” accordingto the present invention, there is provided an
i nf onnat i QR /A" ?@%ggh@ cdfriaghohay i sigrafe rsttp stfosmgegndains spasifying gpe
decodi ng neans Tor using encrypted information, an encrypted first key for
decoding A6 J.fbR ek Qe aBHc@ afrahungss2R0RePof tsenatitingeye fae speufinng t he
ode

first key so as to0 dec the information, the first storage neans

conpri si ng f1#SE, M YaleaUhReBtice 3 iR mAEBaim e dctiaes sidig rapiesnuepal
requesting transmission of the second key when the data specifying the information
processing device is transmitted.

Also, according to the present invention, in an information processing device
having first storage means and first decoding means for using encryptéd information,
an encrypted first key for decoding the information and a second key for decoding the
first key so as to decode the information, mutual authentication is carried out and a
temporary key is generated. TBe second key is stored and the firstkey is decoded with

* the second key. The first key is encrypted with the temporary key and the first key 1s
| decoded with the temporary key. The information is decoded with the first key.

Specifically, according to the present invention, there is provided an information
processing device having first storage means and first decoding means for using

“encrypted information, an encrypted first key for decoding the information and a




aut hentication with the first decodi ng neans and for generating a tenporary
key, second storage neans for storing the second key, secozquggﬁﬁging
means for decoding the first key with the second key, and encryption neans
for encrypting the fast key wth the tenporary key, and the first decoding
means conprising second nut ual authen%ication means for carrying out

mut ual aut hentication with the first storage neans and for generating a

tenporary key, .thi.rd, decodi neans for decodi the fi.rst ey with the
tenor ar y SKEYH KR EER BE S G seant FoPIaats iRy hE e M B i ¢ h
the first key. According.to the present. invention, there is also provided
an i nf or mECABH CORRSIEYE TS HBYMEH BICNHAYGT GPFAIST S SPEWEESP g THdlike
havi ng st orage neans and decodi ng neans for using encrypted infornmation,
an encr ypeedentqagioniEihibe fﬂ@c‘é“cﬁogg?g mgans gndripaeresadng adewpewnd KRBy f or
decoding the first key so as to decode the information, the storage neans
i ncl udi ngserohil sragarneais lqusthung Hesetonl lstyege cond daeedimpmgreamnfor desodalg

aut hentication with the decodi ng neans and for generating a tenporary Kkey,
a st or agetlstfapt béy sitbrthngetdid legc ondl eh@yption ficnst foeoadipig sthediref kaecodi ng
the first key with the second key, and an encryption step of encrypting

t he firstwiaytheitetmpbhey teypadahy flvety deanlthg heade codiprgingesnsnd mebtudi ng a
second nmutual authentication step of carrying out nutual authentication

wi'th the fithshtiGitdhageane tirscaaidngd otr gened atuithitghticatibe WEH eheyfikeytorggesecond
decodi ng ‘step of decoding the first key with the tenporary 7 June 2006 10

Il:ey, and sehid 4l ﬁe%@@@rﬁnga i tfraf @G dhind deb8dinB oM FordRcMibPiHe R sf 1 1 St
ey. According to the present i'nvention, there is also provided a program
provi di NGkey with the temporary key, and fourth decoding means for decoding the information

| with the first key.

According fo the present invention, there is also provided an information
processing method for an information processing device having storage méaﬁs and
ﬂecoding means for using encrypted information, an encrypted first key for decoding
the information and a second key for decoding the first key so as to decode the
information, the storage means inchrx‘ding a first mutual authentication step of carrying
ﬁut mutual authentication with the decoding means and for generating ar temporary
key, a storage step of storing the second key, a first decoding stei) of decoding the first
key with the second key, and an encryption step of encrypting the first key with the
temporary key, and the decoding means including a second mutual authentication step

of carrying out mutual authentication with the first storage means and for generating

a temporary key, a second decoding step of decoding the first key with the temporary




medi um for providing a conputer-readable programw th respect to an
information processing device having storage means and decegj gans for
usi ng encrypted information, an encrypted first key for decoding the
i nformation and a second key for decoding the first key so as to decode
the information, the program causing the storage neans to execute
processing including a first nutual adfhentication step of carrying out
mut ual authentication with the decoding neans and for generating a
t enpor ar kevkey a thist draageissitepodicwtdory thg infremssoomathkey firg kkyr st decodi ng
step of decoding the first key with the second key, and an encryption step
of encrypti ng Acherding st thk @yesait ihvéiteon, tienp ordsy/ploeydedandoghm pooghiam
causi ng the decodi ng neans to execute processing including a second nutual
aut hent i gaddion Bt ppodtingar sMhp@epdadableyaboaut Lot leegict @nan WMibhnadien fir st
storage neans and for generating a tenporary key, a second decoding step
of decodgz?&césﬁ%gfqeﬂ.ﬁe K@\Mng\ﬁsfo?a%ehﬁleﬁm We¥okify mand @r LBhpEndagRe ng step
[

of decoding the information wth the first key. Al so, according to the

present !iﬁ%?l%‘ﬁ@ﬁ‘,&ﬁﬂnéglc?r tk@hpgtmkmeﬂa@mg%émfm&l Mand QERLIrR G 18

i nformation provit ~device for” providing encrypted information” an
o0 i B0 BSOSt A L
e Sl W TSI 00 5. TS IR o o
SEERERTTECICE S, SO R T T R

t ; gz:m t gjg,'a s%raég gteg% istsorl%fg tltleh s%ciorqgl %yrr%t ;rgtndeicggincgas%épno% dteggdﬁg %iel tlirrg:? of the

key with the second key, and an encryption step of encrypting the first key with the
temporary key, and the program causing the decoding means to execute processing
including a second mutual authentication step of carrying out mutual authentication
with the first storage means and for generating a temporary key, a second decodin g
step of decoding the first key with thé temporary key, and a third decoding step of
decoding the information with the first key.

_Also, according to the present invention, in an information providing system
‘comprising an information providing device for providing encrypted information, an
information distribution device for distributing the provided information, an
information processing device for decbdin g and using the distributed information, and

amanagement device for managing the information providing device, the inforimation

distribution device and the information processing device, information indicating the




information, the use fee of the information is cal culated and the use fee
is appended to the encrypted information, which 'is then transidddogd. On
the basis of the use fee, accounting information corresponding to the  use
of information is prepared and tthe accounting information is transmtted
together with a part of or all of the information indicating the handling
of information and the use fee. From &lpart of or all of the accounting
information, the information indicating the handling of infornmation and the
use fee, handumamof hoefoimetiomds apperidsd dettgete@dlwwbmfﬁn%uqny wiade b7 Hioigt o

t hepresent invention, there is provided an information roviding system
conpri si ngmanitedf @t besis pf beiidiongadevindeatiog tpr lowiddig gl @adeppndte

i nformation, an information distribution device for distributing the

provi ded inicafnatisRtthense &t dfithefimfathaiopisaatsditad anéiicase ffer 1sdependadg and
using the distributed information, and a managenent device for managi ng
the i nf ongwetd atrppRYitiondadeyivagch idihen iRhanimid @n tedfatisbdthonsedewj ce and
the informati on processing device. The information providing device has

first transyhifORmaRdn QircRPRRAGE ROtHNL TR fofRatidHigldre@atderdrandl i ng

of information to the encrypted information and for transmtting the

resul t antacj;&j&ﬁ{é{éﬁl}{ d?ﬁéﬁ%n%%&ﬂéﬁ%ﬁé&%ée%rﬁ&iﬂ{ i Q’%'Mé}rélldcﬁ\fh&ﬁ:ifor-mﬁion

i nformation ution vi ce has calculatioh neans for calculating the

use fee gf bt HNOLIRLE: 87 idBohBoR a8l Indlsd f1E IFEAIIB BRof Aleald N the.

handl i ng 0 Irnformatra transm rom the 1 nf t1on providing

devi ce, d d-t 1.85i Qf,. 7 : ' th

oo to tHERIFRIL LR by ReLTOR Srd r ke Rs Mo PRRERRGRE 1 1e 1ee
information_to the infor ngti on rdo%:e:?sd' ng device. The information

pr ocessi ﬁ]ﬁed“%q”agémau 1orized action 15 defected.

Specifically, according to the present invention, there is provided an information
providing system comprising an information providing device for providing encrypted
information, an information distribution device for distributing the provided
information, an information processing device for decoding and using the distributed
information, and a management device for managing the information providing device,
the information distribution device and the information processing device. The
information providing device has first transmission means for appending information
indicating the handling of information to the encrypted information and for
transmitting the resultant inférmation to the information distribution device. The
information distribution device has calculation means for calculating the use fee of the
information on the basis of the information indicating the handling of the information

transmitted from the information providing device, and second transmission means for




- cal cul att

has accounting information preparation nmeans for preparing accounting
information corresponding to the use of the information on7the-§@ is of
the use fee, and third transm ssion neans for transnitting‘JW§ §ounping
information together with a part of or all of the information indicating
the handling of information and the use fee to the managenent device. The
managenent devi ce has detection neang2for detecting an unauthorized action
froma part of or all of the accounting information, the information

i ndi cat izpgchdiag hendid fag 1@the gncoyprad irdormanibit gl fos eraheeittdgderdiwignt o t he
present invention, there is also provided an information providing nethod

for an LRfRnEbLE SRR N0n PYledhs a8REd. STINGn B matbahieddsong dpviovi di ng
device for providing encrypted infornmation, an information distribution
devi ce fok AL StHIRUhfdRhatiBR pREAYEHSHMEMOfIRE RPing2Bc duthRiTREdALBA 0CeSSi ng
devi ce #%?agdecoé?ﬁ% anglusPndﬁ¥he dPstrigg?eJ%iﬁFor%atio%, and a

- managentnt, dexl g6, LOGIRNAGH IR £ AIr (IR R Q¥ 0. deviise mihe

i nformation dis bution device an e 1ntormat1 on processing device. The
i nfornmation providin thod for the information providij V] i ncl udes
L O ot B At RS anf ae N p ARG BRa RO K P MABYE R Aol o

of infornmatiQn t encrypt.ed. i nformati,on d. transm tting the .resultant
i nf or mat9*dh a;ﬁo‘)f{tﬁ% “?tﬁle?ﬁ‘rﬂ{F Ca&‘ingttﬁ? E%E(#IB}% %gf}f 2 l?ﬂémdithef g?enaetei%n

providing met hod for_ the ipformation dierigution devi ce ifcgﬁgeﬁha
he manpgpment deyiceul Hs Ranigse st deyige ha deRet TGP R SSH Ehe basi s
of the 7 June 20Q6 13 .information indic tc;fnq% t he handl i of .t he
t4 o

i nf or mataloBNAtAARRSd eeton MM thBart ¢ff oF S ASOPRITHY THRYTREON.aHE a

second transm ssion step_ of appending the use fee
information indicating the handling of information and the use fee.

According to the present invention, there is also provided an information
providing method for an mformation pl‘oviding system comprising an informatilon
providing device for providing encrypted information, an information distribution
device for distributing the provided information, an infqnnation processing device for
decoding and using the distributed information, and a management device for
managing the information providing device, the information distribution device and
the information processing device. The information providing method for the
information providing device includes a first transmission step of appending
information indicating the handling of information to the encrypted information and
transmitting the resultant information to the information distribution device. The
information providing_method for the information distribution device mcludes a

calculation step of calculating the i;se fee of the information on the basis of the




to the encrypted infonnation and transmtting the resultant information to
the infonnation processing device. The information providiggmﬂgkﬁgd for
the informati on processing device includes an accounting infornation .
preparation step of preparing accounting infonnation corresponding to the
use of the information on the basis of the use fee, and a third

transm ssion step of transmtting thejaccounting information together with
a part of or all of the infonnation indicating the handling of information
and the ysg,f8fok Oixxtdh%tﬁﬁ%nﬂ&eﬂﬁﬂﬂliﬂ@dfcme Thermafiennabnsonitpd oiveidi dg net hod
for the rmanagenent device includes a detection step of detecting an

unaut hor i 1121?(?111%‘5511 ﬁ{h\{lz &al'? E‘d fcRahl a%fﬂ:(lxﬁ{d tBlnls¥dsidih@c peEAIHRAAIRG tHenfso At i on,

the information i ngthe handl1ng of iInformation and the use fee.
According tQ the present i tion, -2 L SAl REQVILESEh AR RUpAM
provi di n§° @ﬁd?lhcﬁ?tgé %&%@%ﬁﬁ)ﬁg%@%@gﬁﬁpgrle]adlgegfle programw th respect to

an i nformation . providi.ng,syst CORPri sing. an;:i } i cli devi ce
for provilE}%cfﬂj]aEﬁ PWE\%DQPE‘%%@%%@%@O? ﬁlfoé?% gn%ﬁiﬁﬁfgfﬁe%f??ﬂ%%ﬁdggvi ce
for distributin he provided i nfonnati.on, an i nformation pr ! devi ce
f or decod?fﬁgeséﬁ’(gﬁ ‘if%ilq?g‘nfﬁ’éleaiagtaFFT}mt‘é’g n OWBFlﬂﬁﬁ)f%ﬂ??gtﬁ)ﬁ‘aStapop r%g%#gt

devi ce for managi ng the information providi device,. the information
~ di stri butdcsAuBES @%Woywemeﬁ%}%&% e b?eo(rt}gbg ff’rfa“B%t%ﬁ% .‘hgrﬁ 5 BFSgr am
.causes the infonnation providing devi c§ to execute processi nrg i ncl.uding a
first tramenfesshirhashed GEnESEARISHRP PhitaRTEItes hearcosfiAg WHIRETRBMYI i ng of
information 7 June 2006 14 to the encrypted information ar}d ransmtting
the resul togathei witbepattio§ier el of es informsiion e GaEIShebBLEIMEP FePEEI e
program causes the information distribution ) L
and the use fee to the management device. The information providing method for the
management device inchudes a detection step of detecting an unauthorized action from
a part of or all of the accounting information, the information indicating the handling
of information and the use fee.
According to the present invention, there is also provided a program providing
medium for providing a computer-readable program with respect to an information
providing system comprising an information providing device for providing encrypted
information, an information distribution device for distributing the provided
information, an information processing device for decoding and using the distributed
information, and a management device formanaging the information providing device,
the information distribution device and the information processing device. The

program causes the information providing device to execute processing including a

first transnission step of appending information indicating the handling of information




.. for distr

device to execute processing including a calculation step of calculating
the use fee of the information on the basis of the inforna%& idagicating
the handling of the information transmtted fromthe infornmation providing
device, and a second transni ssion step of appending the use fee to the
encrypted information and transmtting the resultant information to the

i nformation processing device. The plogram causes the information
processing device to execute processing including an  accounting

i nf or mat itonherespaymed onfateponfangdr spasitdnmdbouatylifg! iINPEPAEeT dh the
‘corresponding to the use of the information on the basis of the use fee,
and a t higgfdrmbienghiussiom deepe. off ht maogmaint tiwmgs the ideemion digtitePmt i on
together with a part of or all of the information indicating the handling
of i nf or gRYiceRe aRctutdpratsssifemchdiigecalcrnagenentf cduilaterg thhespfegriam
causes the managenent device to execute processing including a detection
step of qgt eGhiMaLan dNaw Besi Zedirckifem ftematigam thofhamdliag | ofofhet he
accounting information, the information indicating the handling of

| nf or mat i, 00,3064 hﬁ%ﬁﬁn&@eﬂmﬁ' 8R 1ASGRAGHM Hrbeidie devies entd inverdridon, in
an information providing system conprising an information providing device

for proviydh ng SAGHKALEG AOLARLT §0. udh fod R RPN ShishbtibeNuievi ce

i'ng the provide formation, an information processing
devi ¢ decod . T . o .
managereAETIaUT e o enuii ARl & UeiBtnbdLEpRLLA a8t ke,

i nf ti 7 J 2006 15 distributi ' WV Welel
e gy e S Rer R AR S5 i popation

aring andfin infonnation is
appended to the emqg¥g}ed information, which is.th
accounting 1mto

ation preparation sﬂép of preparin @lcounting information
corresponding to the use of the information on the basis of the use fee, and a third
transmission step of transmitting the accounting information together with a part of or
all of the information indicating the handling of information and the use fec to the
ménagement device. The program causes the management device to execute
processing including a detection step of detecting an unauthorized action from a pért
- of or all of the accounting information, the information indicating the handling of
information and the use fee.
Also, according to the present invention, in an information providing system
comprising an information providing device for providing encrypted information, an
information distribution device for distributing the provided information, an

information processing device for decoding and using the distributed information, and

a management device for managing the information providing device, the information




transmtted to the infonnation distribution device. The received encrypted
information and the information indicating the handling of7& eggﬁﬁtion are
transmtted. On the basis of the information indicating the Wari “I'ng of
information, use perm ssion information corresponding to the use of
information is prepared and is transmtted together with a part of or al

of the information indicating the handking of infonnation. An unauthorized
action is detected froma part of or all of the use perm ssion information
and the ip&ALIBGH 88vitOgh CakiinBrhhgoh prsebsige dtvicafiafumatiiomindSpemigfiheal |y,
according to the present invention, there is provided an information
providin 13%%?1#]%@@9%%‘]3%’()1@95 %?pélme@lﬂﬁaﬂiepﬂ]cﬁff vildifigmdayi cehicarisphavi di ng
encrypte infonnation, an information distribution device for distributing

the prov itggt\el%éni{ci?&é f&'r?{? %f@@wi%% i BLAR IR P TRE RGN eﬂ@’tﬂafé@ ifferndesedi ng

and usi ng _ but I nfonnati on, and a management devi ce formanagi ng
the i nf ortiet e B PR e R R A e OB e
of i nf or rEetoRT (5F ENERBREY R ERTERE DRnar TR can TRere 0Pk o R Prge e
|t or mat | BRPERSCRIBUE B e D e e ST N B e

e 0,1 YR, Ot R el e 1 EIANE R B
information to the infonnatjion processing 7 Jupe 2006.16 device. The

i nf or mat i 60 Pravdesized podeni s dlateced EOp et PRESPOAT ik o ?‘hﬁ P PRSPt i on
means for preparing use perm ssion_information, corresponding to the use of
t he information and the information indicating the handling of information.

Specifically, according to the present invention, there is provided an information
providing system comprising an information providing device for providing encrypted
infonnation; an information distribution device for distributingl the provided
information, an informaﬁon processing device for decoding and using the distributed
information, and a management device for managing the information providing device,
the information distribution dévice and the information processing device. The
information providing device has first transmission means for appending information
indicating the handling of information to the encrypted information and then
transmitting the resultant information to the information distribution device. The
information distribution device has second transmission means for transmitting the

encrypted information received from the information providing device and the

information indicating the handling of information to the information processing




information on the basis of the information indicating the handling of
information, and third transm ssion neans for transmtting,the

perm ssion information together with a part of or all of t% fﬁ#@gnatLon

i ndicating the handling of information to the managenent device. The
managenent devi ce has detection nmeans for detecting an unauthorized action
froma part of or all of the use permgssion information and the

information indicating the handling of information. According to the
present detienThomfothaie preccabing dprey haatedarhifion iFEbinatioreyigiiag met hod
for an information providing systemconprising an information providing
devi ce figdarRIBY i FERGIRNGEY PEEHIsEBHOL B0 @RrdsPoRIiARKS 9Re disrfidhution
device for distributing the provided information, an information processing

devi ce _fij‘?fonggﬁ&qgh?g?%% d’fstfl@lglf&tﬂrﬁatgjn it ARt ilﬂfﬂ‘?ﬁ]ggﬂlff&anﬁﬂgl, &nd

managenent device managi ng the i nformation provirdi ng devicé, the

| nt or mat T Dn BeSb e Al REY PSR I Re P TR A AL 8, 101 dee

a first transm ssi©n e f_appendi,ng.. i nf ormatj.on i.ndi catj.ng .t handl i n
o6t ordit g on? R ThE B B BRRAN SR ipls She RE i of Mo ERElPT 16 R Mo
resultant infornmation to,the infor ion distribution devige. The E

nf or mtFAHUGHG) ‘?&e-niFEBE‘f’F%‘FmFHEB?Yﬁ?? ?ﬁa@%ﬁo&i lg?ffasﬁéf ﬁ%tﬁcf&%&zrbe

ncl udes a _secon ransn ssi on ep, o ransm tting .the encr e

nf or netPEHPEEER dedet TSH £ Ra i rcﬂeh%e{ ﬁhaﬁsssrpsvmﬁlﬁg lagmr@@oayﬂgdt%

nfor mati on indi ¢at.ing the_handli ngin%f 7 June 2006 17 information to the

nf or matMeRmaHeR sxlsHeHbe hardlimghel MAPHIFHAN: on provi di ng nethod for the

nf ormati on processi ng device includes a use perm ssion informtion
According to the present mvention, there is also provided an information

providing method for an information providing system comprising an information
providing device for providing encrypted information, an information distribution
device for distributing the provided information, an information processing device for
decoding and using the distributed information, and 2 management dévice for -
managing the information providing device, the information distribution device and
the information processing device. The information providing method for the
information providing device includes a first transmission step of appending
mformation indicating the handling of information to the encrypted information and
then transmitting the resultant information to the information distribution device. The
nformation providing method for the information distribution device includes a
. second transmission step of transmitting the encrypted information received from the

information providing device and the information indicating the handling of -




preparation step of preparing use perm ssion information corresponding to
the use of the information on the basis of the information 3&%&ﬁﬁ§ing t he
handling of information, and a third transm ssion step of zransnl ting, the
use permi ssion information together wth a part of or all of the
information indicating the handling of information to the nmanagenent
device. The information providing nethed for the managenent device

i ncludes a detection step of detecting an unauthorized action froma part
of or all; - " 1. 551 i.0f: 1.0 | Taf i j.ndi cating
t he handf?ﬁg“%#ﬂﬁfﬁﬁg?ﬁg??%ﬁghR§§%$%3%§a§%i?ﬂ%ﬂgﬁggéﬁfﬂﬁﬁégﬁﬁégﬁ?k?here IS
-al so prowvd a rovi.di ng,. fpedi r_providing a co f-readabl e
progran1ﬁ??ﬁ%Feg%é§ t?%}§%8¥ﬁgggﬁ%?ﬁ%ﬁUH%$%%i3iH§:§§EP%ﬁ¥@po #@ﬁﬁﬂ an

i nf ormati on %IOVi rodeianencr ted information, .an

) { gin%idqgiq? for g_ 1 ]
i nf or mat iBAPHRLLY PISEOT BRCRFLVBYEC PYPUET SR FIBURAHY SRECSBPRARGRG e Pt mat i on,
an infornption processing devi.ce for decodi ng and, using the, distributed
i nfoor mat il ﬁ?ﬁgﬂgmﬁﬁﬁﬁhgﬁ it EVP@%”?H?” %ﬁFﬁdh?ﬁ@“ﬁﬁﬁﬁ ﬁgﬁP@Hmbroviding
device, the information distribution device and the information processing
devi ce. THE 2 thHEJFHHESHQBECP RETPRIBFHRE e NsPeva aRy Indeviawntegehacut e
processing including a first transm ssion steE of appending i nformation
i ndi cat i gtk A@ara{dirallgobtheipfosnaten siicatipg tthe hardingmfddfarmftemta then and
then transmtting the resultant information to the information
di st ri buthamsgeent devithe The sypamtoaugesiditgpmethiodrfivatheonardigsmentodavicon 7 June
2006 18 device to execute processing including a second transm ssion step
of transmitluilerp dbectiemsteppifedtacting amanidhoneakiati frorm pareof mfadlrefat i on
provi di ng devi ce and the :
the use permission information and the information indicating the handling of
information.
According to the present invention, there is also provided a program providing
medium for providing a computer-readable program with respect to an information
providing system comprising an information providing device for providing encrypted
information, an information distribution device for distributing the provided
information, an information processing device for decoding and using the distributed
information, and a management device for managing the information providing device,
the information distribution device and the information processing device. The
~ program causes the information providing device to execute processing including a
first transmission step of appending information indicating the handling of information

to the encrypted information and then transmitting the resnltant information to the

information distribution device. The program causes the information distribution




information indicating the handling of information to the information
processing device. The program causes the information proc ?‘Si n%é)%evi ceto
execute processing including a use permssion information g glb ion step
of preparing use perm ssion information corresponding to the use of the
information on the basis of the information indicating the handling of
information, and a third transm ssi on, step of transmtting the use
~perm ssion information together with a part of or all of the information
i ndi cati .the handling of i.nformation to the .man i.ce, 1 The
br ogr am SRYEESS PHE Y nage b GeDRes o b SO et EEh g R g o
detection step of detecting an naut.hori zed action .f,rom,a.part of] or all
of the uSESPEI SEPERTIRN GoRtoliomh e HEOTPARGE AERYIORE A Cael g Ene
handl i ng of information. Al so, according to the present i.nvention, in
managi ng iBkeTMARYR ARtIEHH D HVIAdHEE o dufaEation 19y o Bi Ry aBAR A PiSans
informati on and an information processing device for wusing the
i nf or mat idenicel Dhepragrem ashensithe inderpation@sedarging d97ieet i@ CHEPEOTSF8Eat i ng
the availability of registration with respect to that ID are provided, and
t he i nf onndtdiop a yre pessstng ifoninetor prepegitenastapciguendnmghis psrofssioke | D of
the information processing device. Specifically, accordingto the present
i nvent i ompfotinetien caTgmpouditigto the meenaiyhaiformatewionehd tasisrd tleaynfygrzation
i nformation providing device for providing encrypted information and an
i nf or mat iigdicfinmpabs Bantlingefiferhaionysid@thifderanahasoaticpnf tthhenittidgitbe 2006 19
managenent devi ce conprising registration neans having I D of the
i nf onnat @8 peiAiOGEs &ifHEnaeN ©gethdtdvitah paitidios all bithetionavaéh afdiddting of
registration with respect to

the handling of information to the management device. The program causes the

management device to execute processing including a detection step of detecting an
unauthorized action from a part of or all of the use permission information and the
-information indicating the handling of information.

Also, according to the present invention, in managing an information providing
device for providing encrypted information and an information processing device for
using the information, 1D of the information processing device and data indicating the
availability of registration with respect to that ID are provided, and the information
processing device is registered on the basis of the ID of the information processing
device,

Specifically, according to the present invention, there is provided amanagement
‘device for managing an information providing device for providing encrypted

information and an information processing device for using the information, the




that ID, for registering the information processing device on the basis of
-the ID of the infonnation processing device. According to '}ﬂfne@bﬁéem
invention, there is also provided a managenent nmethod for nanaging an

i nformation providing device for providing encrypted informati on and ‘an

i nformation processing device for using the information, the managenent
met hod conprising a registration step;of having ID of the information
processi ng device and data indicating the availability of registration

i th I eSPRghab kel iR anelShleleid ABont el ATRYDOR BIORERSAA,deVT oo

on the basis the ID mat 1 on processi device. According to

h | : : . al. i.ded..a br i ding . edi
for brovi o SR SEA0e ahOFE L3 AURE (BT AARRAE RIOGLRMAT O ALl PGV

for providing ut er-reada At~ devi ce
f or managin n.informatiaon . ovigin devi.ce faor providin crypted
nf or mat | B AR R R Pt Bl G eeg5rorst Begrose PR SR TRETY R Bifnat i on,
to execute . processing i.ncluding a registration step of having ID of the
i nformati H}fOEP%%@iOﬁgSS%%a%ﬁ-and data indicating the availability of
registration with respect to that ID and register] n& t he infonnation
processi ng deviAeePTEREAEhaPASIER B eRR. [iIsTeTs ANPrPrifdehamEnasemenypsEessi ng
device. Al so, according to the present .invention, registration of another
i nf or mat | & M@PREEEESIHgrHaIeTRroxities diies lor P vading pRGY pled iR pridgEsl ng
device which is registered 7 June 2006 20 to a managenent device and which
uses' encr gpifdnnaior prcesmgdayiicded using thamfompdtomgtite oamagementinethadevi ce
IS requested.
comprising a registration step of having ID of the information processing device and
data indicating the availability of registfation with respect to that ID and registering
the information processing device on the basis of the ID of the information processing
device.
Accqrding to the present invention, there 1s also provided a program providing
medium for providing a computer-readable program which causes a management
device for managing an imnformation providing device for providing encrypted
information and an information processing device for using the information, to execute
processing including a registration step of having ID of the information processing
device and data indicating the availability of registration with respect to that ID and
registering the information processing device on the basis of the 1D of the information
processing device.

Also, according to the present invention, registration of another information

processing device subordinate to an information processing device which is registered




Specifically, according to the present invention, there is provided an
~information processing device which is registered to a nmang ﬂﬁ?@%bGdeVICe
and whi.ch uses encrypted information provided froman information
provi di ng device, the information processing device conprising

regi stration request neans for requesting registration of another

i nformation processi ng device subordizate to the information processing
device. According to the present invention, there is also provided an

i nf or mat{icof mArQeLesi devicebhodvifidi uar: mfropatihmmariey ipdbvigediévincen whi ch is
registered to a managenment device and which uses encrypted information

pr ovi ded, fsQmaR proMdig@tianisREqQusdiang devi ce, the method conprising a
regi stration request step of requesting registration of another

i nformati on RIQEARSIY % HEMLER HEPRELhDRALEnd &, En-?els P&&Sé@édlﬁfbxﬁ{a%ﬁSS' ng

device. According to the present “i nventi on, ere s al so provided a
program r%%X%sﬂl@rggg VRE AL, FQr e d g{s&\f&i"t@% \%%‘3 H&‘ﬁr Eié\%ﬁ?%%ew LRILAM Whi ch
causes I'on providinig device I'S regi stered o a managenent

i nf.ormati on

s e B BT PR Sonl B R ER A R B R 2R Oﬂ&ﬁﬂﬁequest

step of requesti i stration. of .anot her. infor.ation roces devi ce
<ubor di Be eﬁsw&%g'lﬁen%wm%fﬁgﬁfaeagg?%@ﬂdﬂ%ﬂééor lﬂﬂg%mg&%?fm K5%0 t he
present inventjaqn, in an informtion u zation m 7 June 2006 21

conpr i si HPHBST ‘F%’F%‘% B Cpr e SSY'AY U 9? e dp fh%a% UPR PP HEF T8N
encrypted and provided thereto and a management devi ce for managi ng the
i nf or mat$9"SHr ocessi ng

According to the present mvention, there is also provided an information
processing method for an infonmation providing device which is registered to a
management device and whicﬁ uses encrypted infonnation provided from an
information providing device, the method comprising a registration request step of
requesting registration of ancther information processing device subordinrate to the

- information processing device.

According to the present invention, there is also provided a program providing
medium for providing a computer-readable program which causes an information
providing device which is registered to amanagement device and which uses encrypted
information provided from an information providing device to execute processing
including a registration request étep of requesting registration of another information
processing device subordinate to the information processing device.

Also, according to the present invention, in an information utilization system




devi ce, the managenent device has ID of the information processing device
.and data indicating availability of registration with respegt JtH ﬁhat | D,

; ; : . . ne. 200
and registers the information processing device on the basis 0f the |ID of
the informati on processing device. The information processing device
requests registration of another information processing device subordinate
to the information processing device. ofpecifically, according to the
present invention, there is provided an information utilization system

conpri si ngh @iy A X8 QR oRpO&RESh ge\qgé/f&%eéwin%ﬁﬁﬁﬁﬁﬁ%n ehBf,plmBiidon
encrypted and provided thereto and a managenent device for managing the

| nf or mat gg!avﬂ%@g?enggﬁd%ﬁ%@%%kﬁﬁdm?mﬁgﬂg;% %f'am«%jﬁué] trgeéséh@at i on

means havi ng ein tion processin evice an a I ndicating
availability o registrathon w r ect- to that | ry.1.egqi i.ng the
ot or mat 1 65sr Db ERRER SR SRk TH B TBE R e By M rob B A BOH IR SR o
processi ng ,devi ce, the.informtion processin devi ce. havjng.regi stration
Fequost rdie om PUIRY PR ReGTueT PTorBr Kbt IO Al b FR Fanthe
processi ng,.device subordinate to the infor i.0 rocessi ng devi ce. Al so,
“accor di ngH{@MEHEN T ASEHINg ‘?F\)’écr?t(?rbh{eﬂ{aﬁ’ér tﬂgggr#ﬁgﬂwgﬁﬂati%fﬁf’ﬁﬁilﬁn
processi ng device vm’j'ngh i s. managed by a nmanagenent device ang i's connected
to anot HEYGenf of Rat A RHEe PEPGRESTES VITECa FEANFH T HeGEEy s CAnh UkEs
encrypted information, the information processing device conprising:
nut ual auRFEARIERPTenssSTRB dRYice srbardineld ghe itfopneten PragessBIRdeyHE on wit h
t he managenent device and said 7 June 2006 22 another information -
processi ng devbewficaésediardingdats presenidevantionghpreasienogded ar thfonpatmmmat i on;
transm ssion/reception means for transmtting/receiving a registration
utilization system comprising an information processing device for decodmng
information encrypted and provided thereto and a management device for managing
the information processing device, the management device having registration means
having ID of the information processing device and data indicating availability of
registration with respect to that ID for registering the information processing device
on the basis of the ID of the information processing device, the information processing
device having registration request means for requesting registration of another
information processing device subordinate to the information processing device.
Also, according to the present invention, there is provided an information
processing device which 1s managed by a management device and is connected to
another information processing device and which decodes and uses encrypted

_ information, the information processing device comprising: mutual authentication

means for carrying out mutual authentication with the management device and said




condition prepared by the managenent device; storage nmeans for storing the
registration condition transmtted/received by the transm s?i onn/io%’gepti on
nmeans; and control neans for controlling the operation on rlle asrs of the
registration condition stored by the storage neans. According to the
present invention, there is also provided an information processing nethod
for an information processing device 2\r@hi ch i s managed by a nmanagenent
device and is connected to another information processing device and which
decodes and, uses_encrypt ed infornmation, e | SELAG AR AHt ua
aut nent | AR PR ERT RS e PRETRE GhodhnTRlaRt R A n i
managenent. devi ce and.sai d another information processing. i.ce. a
sttt At e b e S R R B SRR R
. transrnissign/receptiqgn step of transmtting/receivi n% a regi.str@]ti on

condi ti ofPsHapaMEaPHFdt By Hefapasemengelivies SoLesragessf¥pSiBr8t Bfi ng t he
registration condition transmtted/received at the transm ssion/reception
step; anbgstraggntoosfitandparnsiuitakiteceVed Ry thhEapprisdeesrcBRoR REABRSE of the
registration condition stored at the storage st etp. According to the
present tonterithems foheprtroling eopsraindethe passgridhe prasiagion gonddi@num f or
providi ng a conputer-readabl e program whi ch causes an i nformation
pr ocessi stgredidwy the stbriagh memeanaged by a nanagenent device and is connected
to another information processing device and whi ch decodes and uses
“encrypted 7 Jaomrabigst2dhe iprdsentnimtvextinn, ttheex ecalse proded shngi@umionsi ng: a
mut ual aut hentication step of carrying out nutual authentication with the
nmanagenmeptocd@vi€ encthdd gat enaffifrhation processing device which is managed by a

management device and is connected to another information processing device and
which decodes and uses encrypted information, the method comprising: a mutial
authentication step of carrying out mutual authentication with the management device
and said another information processing device; a decoding step of decoding
predetermined information; a transmission/reception step of frans'lmtting/receivmg a
registration condition prépared by the management device; a storage step of storing the
registration condition transmitted/received at the transmission/reception step; and a
control step of controlling the operation on the basis of the registration condition
stored at the storage step. |

According to the present invention, there is also provided a program providing
medium for providing a computer-readable program which causes an information
processing device which is managed by a management device and is connected to

another information processing device and which decodes and uses encrypted




i nformati on processing device; a decoding step of decoding predetern ned
sinformation; a’'transm ssion/reception step of transmtti ng/gg&rfééﬂogg a
registration condition prepared by the managenent device;, a Storage step
of storing the registration condition transrnitted/received at the
transm ssion/reception step; and a control step of controlling the
operation on the basis of the registrafjion condition stored at the storage
step. Also, according to the present invention, in managi ng an information
processi ngfodeMione Whi-eBudesedesiand, ?ﬁié]gn%r ¥Rk &4 du@‘;&ﬁﬁ@{iérp@acpd@?a to be

supplied to the 1information processing device Is encrypted, an

predet er m r j i : : i st i.0n condit] s
oot AR LA SRS M DRSS AR LR o
condition-g tion_processjng.,device i n.__.executing

il s DFALTEE PHoREQC MG AR LER BT PR A EEE §

t he prede
transmtted to the informtio racessi ng.devi ce,. Specifically, according
i oF 4t Fs

to the prEd¥mtaliofént PENSTNETEPEOPSER HEFAASHERAYE SRS dTRCHARTT
managi ng anJ.nfornatj gwgrocessing devi.ce whi ch decodes. and uses .encrypted
i nf or mat | G ﬂﬂ%lﬂfﬁaﬁ&g N gren 8 PIRERECSHPO) BT BR thrggAstragen
encrypting data to be sgppl i,ed to the information processing devjce;
execut i orfoRsaRRN tragsmigedaeqciveg gitbe BRBFHISHEB TRPEER SIaRy adha FoRI'PEYERt r at | on
condition is transmtted fromthe information processing device;
pr epar at i @ncenseniing e epapiion ag thhdayis piribe PaBETAWN qoaditonr Hetedratdbadi ti on
of the information processing device when executing the predeterm ned
processi rigomgetstap. execut i on neans; and transm ssion neans for

Also, according to the present invention, in mmanaging an information processing

device which decodes and uses encrypted information, data to be supplied to the

information processing device is encrypted, and predetermined processing is executed

when a registration condition is transmitted from the information processing device.

The registration condition of the inforination processing device is prepared when

executing the prede-teﬁnined processing, and the prepared registration condition is
transmitted to the information processing device.

Specifically, according to the present invention, there is provided a management

device for managing an information processing device which decodes and uses

encrypted information, the management device comprising: encryption means for

_encrypting data to be supplied to the information processing device; execution means

for executing predetermined processing when a registration condition is transmitted

from the information processing device; preparation means for preparing the




transmtting the registration condition prepared by the preparation neans
to the  information processing device. According to the pre§§g&3iﬂ%ention
there is also provided a managenent nethod for a managenent “device for
managi ng an information processing device which decodes and uses encrypted
information, the nmethod conprising: an encryption step of encrypting data
.to be supplied to the information procgssi ng device; an execution step of
executing predeterm ned processing when a registration condition is

transnittedgﬁmaﬁnihen&ﬂbﬁr@mﬂkomﬁ@mﬂﬁﬁﬁsbﬂﬁeﬁﬁv'%%#m@-@ﬁépé&&th@ glep of
preparing the registration condition of the information processing device

when execiédi@eritifed Ri&AQEAE MG PLOGESH! RPaa ,énlaetrgffﬁﬁﬂgiblqrlnéern%pforand a
transmi ssion step of transmtting the registration condition prepared at

t he prepaggii i85 8Re t0s; : 4 i ssi.ng. devi.ce. ' According to
the pr esertllt%h:sﬁ\q}gﬁ ?gﬁ,lg%lﬁtgg%dr?g&g{@%h EJ? %R/#%%g)?aﬁjﬁr geE%r#]%ﬁdl\}?adﬁsntﬁ ﬁl]ﬁedi um

for providifng,a:6P %E@&;a%&&ﬁ@eb' e program whi ch causes a nanagenent device
for managi ng an i nfornation processi ng devi ce whi ch decodes and uses

encrypted infor [Ms]y) 0 _execut e processing, conpri sing: an encryption step
of ehCryptingAgg%gﬁﬁgoggﬂgﬁ%ﬁﬁ?@ﬁﬂﬁgh ﬁ%FF%bBngﬁﬁﬁhi ABREEETRHECNEdi ce; an
executi onfgrt en of exeggt i ngdfﬁ‘[ edet er m ned fprocessi ng when a registration
condi ti on Ts?tPAHSHAYTRECVF {HEAPHE AThEPORAGIT PERSPHBE dsviceevhigh
preparatiﬁn siep gfgre arin%%t?e regi stration 7 June 2006 25 condition of
the i nf onfl859%G1 2PF HeesTChP B iR enaientheaedipd sgmprising: ael epapiigre step

pr ocessi ng. t the execut ibon step, and a transm ssion step of transmtting -
t he fencrypting data to be supplied to the information processing device; an execution

step of executzing predetermined processing when a registration condition is
transmitted from the information processing device; a preparation step of preparing
the registration condition of the information processing device when executing the
predetermined processing at the execution step; and a transmission step of transmitting
the registration condition prepared at the preparation step to the iﬁformation
processing device. |
According to the present invention, there is also provided a ‘program providing
medium for providing a computer-readable program which causes a manageiment
device for managing an information processing device which decodes and uses
| encrypted information, to execute processing comprising: an encryption step of
encrypting data to be supplied to the information processing device; an execution step
of executing predetermined processing when a registration condition is transmitted

from the information processing device; a preparation step of preparing the registration




regi stration condition prepared at the preparation step to the information
processing device. Also, according to the present inventiophnkgﬂggcoding
and using encrypted infonnation, information indicating a perm’ssion_
condition for the use of the infonnation is generated, and authentication
information ofthe information indicating the perm ssion condition is
generated and stored. Specifically, actording to the present invention,
there is provided_ani nfonnation processing device for decoding and using
encr ypt ed PHiBeHeT tynmipReatisy prsesdegrpevist mdren pernitst dre peflaenmabiedn
generation neans for _generating information indicating a perm ssion
condi t i onPASESEHE afisléc ofxechion nftegrinand on fraasinienin e@pi of tianf@itiag i ©8
generation neans for generating authentication infonnation of the
i nf or mat i vipistrados aphdgionheepeedias dieqiregonddd s0p to ANMInSS DTG pﬂ@@@ﬁnfgor
storing the authentication infonnation. According to the present
i nventi ondeiteere is al so provided an infonnati on processing nethod for
decodi ng and using encrypted information, the method conprising: a
per i ssion i nfAQkIREIRAIBENE! @i RBseht %P\fe‘ﬂ‘}ioﬂ,eﬁ{a'a?{dcﬂlgg !aﬂ{j AR pted -
indicating a perm ssion condition for the use of the inforn&atiom  an
aut hent | café@fhcionlfisfoRialion MANSFRLI £ heAhERIA HEMRLA INIBULNERE] Gat | on
information of the information Indicating the perm ssi on condition; and a
storage Sy i of i Ofd . : ‘hentj.cat i on i.nf or.nmat.i on.
ERhiof § Ot dnBhtdGnd attlﬂﬁ@ﬁtl g{eﬁgr@fjglggpg Db mfoggaﬁ% wbcaba%

According to the present i1'nvention, SO pProvi
provi di nghe permission condition is generated and stored.

Specifically, according to the present invenﬁon, there is provided an information
processing device for decoding and using encrypted information, the device
comprising: penmission information generation means for geﬁerating mformation
indicating a permission condition for -the use of the information; authentication
mformation generation means for generating authentication information of the
information indicating the permission condition; and storage means for storing the
authentication information.

According to the present invention, there is also provided an information
processing method for decoding and using encrypted information, the method

_ comprising: a permission information generation step of generating information
indicating a penﬁssion condition for the use of the information; an authentication
. information generation step of generating authentication information of thé

mnformation indicating the permission condition; and a storage step of storing the




medi um for providing a conputer-readabl e program whi ch causes an
dinformation processing device for decoding and using encryp&&%joﬁgornﬁti on
to execute processing conprising : a permssion information generation
step of generating information indicating a perm ssion condition for the
use of the information; an authentication information generation step of
generating authentication information,pf the information indicating the
perm ssion condition; and a storage step of storing the authentication

i nformat L gfenfl &Rm iﬁ?&ﬁﬁa‘#oﬂg to the present invention, in storing
information to a | oade information storage nedi um and using the

ofor et on, UL 5L SRR SRy 115 B g gy aeser

for the use o on i s genera tore
aut henti cat,. on fl nf or rpéaiti on is gﬁen_er a‘{:ai’? fromthe rcﬁlcat geds Eimnf1 Erﬂ?tti on, and
coi nci deRESTHILRT PREVIEIY; & GORWERETET AT SR APOF FEi STV BPPFIEPY Then,
mut ual aut henti gat.i 0 _v(\f'[et h..the jnformation stfora e mediumis carried out.
Speci f i cAI9G755138 6‘{18‘??@ OV RS ELEANFYRIEA T BN WP EXFLIHRIGIPHE an
information processing. device for storing.infor maiti on to a.l oaded
i nf or mat FORPEEBEage Wﬁiﬁl’aﬁﬁomﬂﬁi%bg?%‘ﬂ’i"?ﬁ stspapl BROCTRHE gdoppaion
conpri sing: authentication information generation neans for generating
aut hent i uti¢asing apernasiosroatlitionl far dbe vpg of Hea Indprmras gamythegficalite yse of
the information; storage neans for storing the authentication information;
veri f i catriformatiemsgdneratipeneten iofggaroatieg 2uthertinatioat iarmaifor rdt lon from
the related 7 June 2006 27 information and verifying coincidence with the
aut hent i cefbfmatiom fiolicatinigthesteomedidy conditiost andigestonegn steparfostomng slhe
aut henti cation nmeans for carrying out nutual

authentication information.

Also, according to the present invention, in storing information to a loaded

information storage medium and using the information, authentication information of

related information necessary for the use of the information is generated and stored.

Another authentication information is generated from the related information, and

coincidence with the stored authentication information is verified. Then, mutual

authentication with the information storage mediwn is carried out.

Specifically, according to the present invention, there is provided an information

processing device for storing information to a loaded information storage medium and

using the information, the device comprising: authentication information generation

means for generating authentication information of related information necessary for

the use of the information; storage means for storing the authentication information;

verification means for generating another authentication information from the related




“information f

aut hentication with the informati on storage nmedium According to the
present invention, there is also provided an information p59C§esfd0%g met hod
for an informati on processing device for storing information P8 2"l oaded

i nformation storage nmedi um and using the information, the nethod )
conprising: an authentication information generation step of generating

- authentication information of relatedinfornmation necessary for the use of
the information; a storage step of storing the authentication informtion;
a veri fi cafoonatsiepdofergeingreaticidrian otiee aatleh8oki&ahf@hativh opaihen from
the related information and verifying coincidence with the authentldcation

i nformatior stopigdniinghendtinh@ar stiRRiicaith dndMt Uak @BRIgNtuEahl, step
of carrying out nutual authentication with the I nformti 6né15tuoragfe?ﬁ]nedi um

Accor di ngaitBedietivh SRENheliNERLE R stk 8 GedisnAl SO provided a program
providing mediumfor providing a conputer-readabl e program whi ch causes an

i nf ti [ ice f ' i.nf tion,t .| paded
|t or mati on st orana Fad: (e ane 2y ah ek Aok s AR Pt e o e aton

processi ofo I SLAGy An, authentication information genegation step of
gener at i ng Oaugtgﬁ{&%e@%td ifgrnm?ﬁ QPR TR oG Fs s dviss fl!oﬁFtSF t’ﬁ]%ﬁnat}‘\%lb@s% ary for
t he use aof . -nformatjon: a storage st .0f staring.the authentjcation
i nf or mat ﬁS%%‘Q‘f‘m@ep;’? 8 ﬁf%%e‘E?@EH&P%&IHE%W@H&HBME? mgthod&ATPESNEDN
. ]réorp &he el ated i nformation.and verifying coincidence with

the aut héttd" e SR HE 10pgeneptienienef generating aihenteativn infesmatiorut ual
aut hent i caiti ﬁaﬁ gte of .carrying o%t Lrut ual 7 June 2006 28 authentication
wi th t he ORI ORTRENE Ager st iomthadse odithey misrmatéons reesterageisterent i on,
there is also p{ovi ed .an_information . )

storing ‘the authentication mformation; a verification step of generating another

authentication mformation from the related information and verifying coincidence with

the authentication information stored at the storage step; and a mutual authentication

step of carrying out mutual authentication with the information stora ge medium,

According to the present invention, there is also provided a program Vprovidin g
medium for providing a computer-readable program which causes an information
processing device for storing information to a loaded information storage medium and
using the inforination, to execute processing comprising: an authentication information

- generation step of generating authentication information of related information
~ necessary for the use of the information; a storage step of storing the authentication
- information; a verification step of generating another authentication information from

the related information and verifying coincidence with the authentication information

stored at the storage step; and a mutual authentication step of carrying out mutual




storage nmedium for storing encrypted information and bei ng | oaded on an

i nformation processing device, the nedium conprising: aut hgrjt iec i-on

i nformation generation nmeans for generating authentication i NI OT TRt i on of
related informati on necessary for the use of the information; storage
means for storing the authentication information; verification means for
generati ng another authentication infggmation fromthe related information
and verifying coincidence with the authentication information stored by

t he st or ageéhengadii;n @il tl@iﬂ@hn@%@@%é@ﬁ{eﬁ%lmans for carrying out nutual
aut hentication with the informati on processing device. A so, according to

the present | AeRdAN o itk GRALLACK R4 ASHeAT Ol A1 L0T TR Lor, provi der

the use fee froma user of i nfornmation provi i Ypr ovi der

and di st r} [ : | , -] rratio royvider, data specifying
fhe i nf or e om0 ROk AR AR LR PES B on iy oriion
i nfornati -0V f thae.use of the information _ are stored, and the
total a gﬁegélgé/ggg{ggi g{et %]Qg% PRPErRG: PURCpYGH g fomation | SearEUeE on t he
basis of _th tored data. A settlenpnt institution is instructed to settle
an accoun Baﬁ %?Orﬁgﬁragﬂggpw&ﬂ]%‘oﬁﬁﬁ rgaHop ATtk ep apEngion nesessant for of each
i nfor mat iﬂon%s\pf}r gv}l der.. S‘}peci_fi cally, according to the present invention,
there i s Prvicddd BOTMESiorass minsdessprge despwbertsrtioniifouniata:i nst ead
of an information Qro"i der the use fee from a user of information provided
by the i RFPSHGRIONIRCIRS SOF BrBeraing anpther awshentingtion énforphiion foutherdd®s 29 to
the inf o}rggati on provider, the device conprising: storage neans for storing
data spBEPFRALRG ake sTHY Beretcatenan avidieiba abtientaitioginfmanioustortdbpe  pai d
to the information _

the storage means; and mutual authentication means for carrying out mutual

authentication with the information processing device.

Also, according to the present invention, in collectin ginstead of an information
provider the use fee from a user of information provided by the information provider
and distributing the profit to the information provider, data specifying the inflonnation
and data indicating an amount to be paid to the information provider for the use of the
information are stored, and the total- amount to be paid to each information provider
15 calculated on the basis of the stored data. A settlement institution is instructed to

settle an account for each information provider on the basis of the profit of each
information provider.

Specifically, according to the present invention, there is provided an information
processing device for collecting instead of an information provider the use fee ﬁ‘bm

a user of information provjded by the information provider and distributing the profit




provider for the use of the information; calculation neans for cal cul ating
the total ampunt to be paid to each information provider onpthedagsis of
the data stored by the storage neans; and settlenment instruction neans, for
instructing a settlenent institution to settle an account for each
information provider on the basis of the profit of each information
provider. According to the present ingygntion, there is also provided an
information processing nmethod for collecting instead of an information
provi der (§hge ugBrheeodf pRMIE, URCdevdde E0hHARIRE] QBra(é{eQ¥ké4ﬁctop¥toPih§ data
information provider and distributing the profit o the infornmation
provi der, : HRTBEL SHAGa 3 ) i eci fying
t he infof E??ﬁﬂggﬁgggata ?%é?@gfﬁﬁgﬁgﬁﬁgﬁgﬁﬁ%&gg?%géggﬁgpggq?hgnwﬁgbrnation
provi der for: Ny ti Qn; cal cul at ron._step. of, cal.cul ati ng
Phe 't ot aiPrS5abtr 8 185 of e ol Rl S4Bt LORaBMBREIRERHEL: &' o
the data stor t 1. st.orage step; and a settlene i,nstruction step of
ot race i et et phEneRERARR B o §9C: B ibast ScboRe St b
informati on provider on %he basis aof the profit of. each information
provi der .Sf%eg%?laﬁ”}?ga? & f’éniﬂf@?él?fet%m@ﬁ{l? %H}DSEWSFIE%P SCHPBERITEIY a
program provi ding nediumfar, providing a,conputer-readable pro?ran1mhich
causes an® SFHESATRAGCERNT o7 Saes Bitenation e vidsr cadihe desis 9 therdaat srchan
i-nformation pravider the use fee from a user of information provided by
t he info#%%FPBHO%PBVF@%¥ and distributing the profit 7 June 2006 30 to the
information provider, to execute processing conprising: a storage step of
storing data’spedidy ithghe pecsent oreatibmnthane itaise prdidedtamipfanmatimount to
be paid to the

. P processing method for collecting instead of an information provider the use fee from

a user of information provided by the information provider and distributing the profit
to the mformation provider, the method comprising: a storage step of storing data
speéifying the iqformation and data indicating an amount to be paid to the information
provider for the use of the information; a calculation step of calcufating the total
-amount to be paid to each information provider on the basis of the data stored at the
storage step; and a settlement instruction step of instructing a settlement institution to
settle an account for each information provider on the basis of the profit of each
information provider.

According to the present invention, there is also provided a program providing
medium for providing a computer-readable program which causes an information
processing device for collecting instead of an information provider the use fee from

a user of information provided by the information provider and distributing the profit




information provider for the use of the information; a calculation step of
calculating the total anmount to be paid to each infornatio? ﬁﬁﬂﬁb er on
the basis of the data stored at the storage step; and a se { enen
instruction step of instructing a settlement institution to settle an
account for each information provider on the basis of the profit of each

i nfonnation provider. Also, according {p the present invention, in decoding
and using encrypted information, nutual authentication is carried out with

an exter ng ﬂus,h%agsrua?ﬁiowmer,lteeﬁi&%é@fo@ri@ggﬁ é&yﬁ{ﬁgy‘%ﬁ%ﬁ%‘gkﬁﬁﬁ gggggﬁ si ng

device, and predeterm ned informatio ncr et er ffi ned

key. S ik G I . ' ic- 1 - un 15 -ed d
ey pecﬂét'aﬁe.l:ﬁf} gtﬁ;lgrﬁw&g]ta?laﬁrb%dpﬁftgﬁﬁ%t %g\r{.&?%blag@%sﬁqgrbgieb?lggt%&o{r ed a

managenent Vi ce managi ng an in 0 ng
decodi ng [ ~encrypted infornation, the nagenment device, conpri sing
decodi ng ﬁggﬁgﬁkggmoggggﬁﬁHéeﬁg%S?EFUPEH“PHOBnag@f@%ﬁ%?S@Pé&é@@“kﬁ@ﬂum
| oaded on,the |nformation .processi devi ce. . According to the present
invention?wpﬂ@i@npgn%ngFﬁFg ﬁagguggﬁﬁﬁgﬁﬁﬁﬁﬁF@hﬁ?H@&MQFS the Ak dan
'infornationlprocessing devi ce f?r decodi ng.and usi ng encrypted
i nf onnat i &nther HE 3RS Fi58: eBdpr $iiFgen MEBBERoNy Skpeyf BRtHeiimRnytidementst or ed
in an external storage nmedium | oaded on the information processing device.
Accor di ngiPEBREIRe tp seidissn aperran forgach iferatien prioytsiep po thedersiscofshe gradin
providing 7 June 2006 3] mnediumfor providing a conputer-readabl e program
whi ch caudleaach ingywmgineprovidervi ce for managing an i nformati on processing
devi.ce for decodi ng and using
Also, according to the present invention, in decoding and using encrypted
information, mutual authentication is carried out with an external storage medium
loaded formanaging an information processing device, and predetermined information
is encrypted with a predetermined key.
Specifically, according to the present invention, there is provided a management
device for managing an information processing device for decoding and using
~ encrypted information, the management device comprising decoding means for
decoding data stored in an external storage medium loaded on the information
processing device.
According to the present invention, there is also provided a management method
for managing an information processing device for decoding and using encrypted
information, the method comprising a decoding step of decoding data stored in an

external storage medium loaded on the information processing device.

According to the present invention, there is also provided a program providing




encrypted information to execute processing conprising a decoding step of
decoding data stored in an external storage nedi um | oaded t

i nformation processing device. Al so, according to the presenht I'nvention,
in an information utilization system conprising an information processing
device for storing predetennined information to an external storage nmedi um
| oaded thereon and for decoding and using encrypted infonnation, and a
managenment device for nanaging the infdkmation processing device, data
stored in the external storage nedium | oaded on the information processing
devi ce i s 3fECHd .rPé%\aéliﬂgiacagw}ﬂea-c,re%%érf%arqgaamh“élnﬁhé@@%ﬁs q RVEASTRTL t her e
is provided an | nformation wutilization system conprising an information
processi n§CHEi 08 1aacEtso @ nig fomgrabgst BIOsEFeRE id6TISE nier | dhsodig aandexsiegnal
storage nedi um | oaded thereon and for decoding and using encrypted

i nf or mat i eacryaird iafovanbge restccdeviroecskiog avanagime dévediigsigrofatecoding
processi ng device. The information processing device has nutual

aut hent i cantaostorsdlamsarf extecad ryomge auedinmt liadedwnheéit infatriadon wirbdesting
external storage nedium | oaded thereon, and encryption nmeans for

encrypti ndepicedetermi ned information with a public key of the managenent
devi ce. The .nranagenent device has decodi ng neans for decodi ng data stored
in the externalls| ecagéinged it preAatahdintdnt B AR FOHSRRALuHIRYEM E@emt her e
is also provided an external storage 7 June 2006 32 nedium | oaded on an

i nformati eppKeReTH ARV PrdksiflS Gerich 9o 2REriHS DAY RN B rmation

information, the external storage nedi um conprising nutual authentication

nmeans for (4 an external stora ge medium loaded thereon and for decoding and using encrypted
information, and a management device for managing the information processing
device, data stored in the external storage ‘medium loaded on the information
processing device 1s decoded.

Specifically, according to the present invention, there is provided an information
utilization system comprising an information processing device for storing |
predetermined hlfonnétion to an external storage medium loaded thereon and for
decoding and using encrypted information, and amanagement device formanaging the
mformation processing device. The information processing device has mutual
authentication means for carrying out mutual authentication with the external storage
medum loaded thereon, and encryption means. for encrypting predetermined
information with a public key of the management device. The management device has

- decoding means for decoding data stored in the external storage medium.

According to the present invention, there is also provided an external storage




. a servic

carrying out nutual authentication with the information processing devi ce.
- Brief Description of the Drawings Fig. 1 illustrates an E Iﬁn P onic
nmusic distribution) system Fig.2 is a block diagram show ng uncti onal
structure of an EMD service <center in the EMD system Fig.3 illustrates
transm ssion of a distribution key of the EVD service center. Fig.4
illustrates transm ssion of a distribution key of the EMD service center.

Fig.5 illustrates transm ssion of a distribution key of the EMD service
center. Fe@u® 1bddddsdi A1 @ForklB08 fHoesiony &vide B gbéddist hiiud@ye Rty ithe EMD
service center. Fig.7 illustrates a user registration database.”Fig.8 is a

‘bl ock di %}f Ei‘?‘é"l]@@xt%ﬂ?algllépa&% SRR mSbh ‘f'ltsﬂ{#q 102 P R RDE S REQY LT -

F|99|sa I agr am show gthefuntlo structure o aserwce'

provi der. [ f a user home
net wor K. Cléljgh%ﬁﬁqnﬁtﬁaﬁ?l% ﬁg 1'ag ?gkrhﬁlsr?ﬁgvr}n?%%%ﬁghg’%&}esﬁﬁéHE” é)a user hone
network. Fig. 12 illustrates cont ents and informati on acconpanyi ng the
contents. Fig. 13 illustrates a contents provider secure container. Fig.

14 illust atfgsﬁa certifli cabe of the contents provider. Fig. 15 illustrates
y SqEPQR o4 PEYEEher. 7 June 2006 33 Fig.16 illustrates a

certificate of.the servic Vi 1 17(B) and 17(C) show
handl i ng pol i %gg L'yt qsé‘é‘t‘?srﬁ“oﬁ@ (%#tr%‘hﬁ‘%’é’ 15@%‘1’1‘@%) DIFGS or mat i on.
Fig.2 1s a block diagram showing the functional structure of an EMD service
center in the EMD system.
Fig.3 llustrates transmission of a distribution key of the EMD service center.
Fig.4 illustrates transmission of a distribution key of the EMD service center.
Fig.5 illustrates transmission of a distribution key of the EMD service center.
Fig.6 illustrates transmission of a distribution key of the EMD service center.
Fig.7 illustrates a user registration _database. |
Fig.8 1s a block diagram showing the functional structure of a contents provider.
Fig.9 is a block diagram showing the functional structure of a service provider.
Fig.10 is a block diagram showing the structure of a user home network.
Fig.11 is a block diagram showing the structure of a user home :_rxet"work.
Fig.12 illustrates contents and information accompanying the contents,
Fig.13 illustrates a contents provider secure container.
Fig.14 illustrates a certificate of the contents provider.

Fig.15 1llustrates a service provider secure container,




Figs.18(A) and 18(B) illustrate single copy and nultiple copy. Figs. 19(A),
19(B) and 19(C) illustrate handling policy and price infor ”?Eﬁn% 006

Fi gs. 20(A), 20(B) and 20(C) illustrate handling policy, pricé information,
and use perm ssion information. Fig.21 shows an exanple of the operation
~of the EMD service center to collect data necessary for settlenent
processing. Fig.22 shows an exanple ofja profit distribution database.

. Fig.23 shows an exanple of a discount table. Fig.24 shows an exanple of a

user fee tabl e, b glﬁﬁ‘aiésia%ﬁﬁéaqéorn% S%pﬁg@y_é)\qd f the EMD service center

to receive accounting i1nformation fromt ser hone network. Fig.26

illTustrates t natq t Vi nter. for. profit distribution
processing. F?&S%ﬁﬁ?’l Ug?j r) g%%ﬁ@%ﬁ)@%ﬁhﬁgp@ﬁ C)[’P?ém% X %ﬁl\/ol”caelg%g%ter to

transmt __inf or malt%oq on contents use results to the JASRAC. Fig. 28 shows
the stru®fUPES Et9? SRot her enmbodi nent of the user hone network 5.

Fig.29 illustrat st or node of .an external storage section. 7 June
2006 34 Fig. glﬁsﬁsﬁ(géta’rlgtlggglalﬂé‘ﬁ%ﬁﬂaéél%a@wo@damé‘ftaﬁ%l@@yﬁodu| e. Fig.31
illustrates anot her Agt or gge nmode of the external storage section. Fig.32

illusttates aftiShel(Adt biBg@ndddeChiflustretcdundhegpokiryang price information.
Figs.20(A), 20(B) and 20(C) iltustrate handling policy, price information, and

use permission information.

Fig.21 shows an example of the operation of the EMD service center to collect
data necessary for settlement processing,

Fig.22 shows an example of a profit distribution database.

Fig.23 shows an example of a discount table.

Fig.24 shows an example of a user fee table.

Fig.25 illustrates the operation of the EMD service center to receive accounting
information from the user home network.

Tig.26 illustrates the operation of the EMD service center for profit distribution
processing.

Fig.27 illustrates the operation of the EMD service center to transmit
information on contents use results to the JASRAC.

| Fig.28 shows the structure of still another embodiment of the user home

network 5.

Fig.29 illustrates a storage mode of an external storage section.




Fig.33 illustrates a storage node of key data. Fig.34 illustrates a storage
node of a storage section. Fig.35 illustrates another stor?g}%&e@ﬁg of the
e

key data. Fig.36 illustrates another storage node of the s ction.
Fig.37 is a flowhart illustrating the processing for distribution of
contents. Fig.38 is a flowhart illustrating the processing for
distribution of contents. Fig.39 is g4flowhart illustrating the

processing for transnission of a distribution key fromthe EMD service

center 1 to the, ¢ONLRALES @_rspd{ja?@ﬁ]o%e oFla@1 49 &—i‘hﬁloﬁufel. owchart illustrating the
operation of nutual authenticatTon between the ‘Cont ent s provi der and the
EMD service cet o~ i . t 4 hlustrati ration

of mut ual aut hg '?Lg{u:gggtegé{]é\@gﬁs{q%qég% %fnlblg%%%g\%léeraééqgeﬁg&?'he EMD
service center..1,,Fj Q9,42 is flowchart . illustrating the operation of nutual
aut henti cat i OEI‘%%% dlé‘gHa‘%P ﬁB‘)@Sﬁ%th%gS IB?%?/?%‘ Fsr[ﬂﬁlgetlﬂgd@% service center.
Fig.43 is a flo t illustrating the prqcessing for registration of a
receiver to #ﬁ%sggwﬁé&magmngp; Ozik@)f A'3 | |ustrates a certificate of a
SAM  Fig.45 illustrates a registratigon list. 7 June 2006 35 Fig.46 is a

flowchart ill & ?htllusyatens shraseswida gl psforBBR kEHOBf data of the SAM to an

|C card. Fig.47 is_a flowhart illustrating the processing for backup of
"data of the SKM-35 illustrates another storage mode of the key data.

Fig.36 illustrates another storage mode of the storage section.

‘Fig.37 is a flowchart illustrating the processing for distribution of contents.

Fig.38 is a flowchart illustrating the processing for distribution of contents.

Fig.391s a flowchartillustrating the processing for transmission of a distribution
key from the EMD service center 1 to the c‘ont.ents provider 2.

Fig.401s a flowchart illustrating the operation of mutual authentication between

- the contents provider and the EMD service center. |

Fig.41isaflowchart Hlustrating the operation of mutual authentication between
the contents provider 2 and the EMD servicé center 1.

Fig.421s a flowchart iflustrating the operation of mutual authentication between
the contents provider and the EMD service center.

Fig.43 1s a flowchart illustrating the processing for registration of a receiver to
‘the EMD service center.

Fig.44 illustrates a certificate of a SAM,

Fig.45 illustrates a registration list.




toan ICcard.. Fig.48 is a flowhart illustrating the processing for

readi ng backup data of the IC card to a new receiver. Fig. ?unieaog
flowchart illustrating the processing for readi ng backup data" of ?le I C
card to a newreceiver. Fig.50 is a flowhart illustrating the processing
for reading backup data of the I1Ccard to a newreceiver. Fig.51 is a
flowchart illustrating the processing 4sh which the receiver registers a
subordinate recorder to the EMD service center. Fig.52 is a flowhart

illustrating tfy AI@GQ‘&%@H&%HH&%&@11%@&;0%@&%%’%135& | ¢ eita @ Ak SN but i on
key fromthe EMD service center. Fig.53 is a flowhart illustrating the

di stri but lcP{J keyageception processing of the recorder. Fig.54 is a
flowchart 1 }ust rating the processing in which the contents provider

transmits a c t.s_provider..secure container to.the service. previder.

F oS5 is afionends e HoReneruR g B oDk atl i vhltwmite R RE & Ce

provider _trapsmts a service provider secure container to the receiver.
Fig.56 i s'% % 1'oWdfart illustrating the accounting processing of the

receiver. 7 June 2006 36 Fig 57 is a flowhart_illustrating the details of
the processi né‘nlgﬁ Whit e vighartndegrajmes tk%e@%wa#?rmsﬁ% 1dve detr %d b
provi der secure container and carries out accounting. '

. card to a new receiver. '

Fig.49 is a flowchart illustrating the processing for reading backup data of the
IC card to a new receiver. | |

Fig.50 is a flowchart illustrating the processing for reading backup data of the
IC card to a new receiver.

Fig 51 is a flowchart illustrating the processing in which the receiver registers
a subordinate recorder to the EMD service center.

Fig.52 is a flowchart illustrating the processing in which the rcceiv.cr receives
a distribution key from the EMD service center.

Fig.53 is a flowchart illustrating the distribution key reception processing of the .
recorder.

Fig.54 is a flowchart illustrating the processing in which the contents provider
transmifts a contents provider secure container to the service provider.

Fig.55 is a flowchart illustrating the processing in which the service provider

" transmits a service provider secure container to the receiver.I

Fig.56 is a flowchart illustrating the accounting processing of the receiver.




Fig.58 is a flowhart illustrating the details of the processing in which
the receiver receives an appropriate service provider secu5? bglner and
carries out accounting. Fig.59 is a flowhart illustrating W& or cessing
in which the receiver reproduces contents. Fig.60 is a flomchart
illustrating the processing in which the receiver causes a decoder to
reproduce contents. Fig.61 is a flo rt illustrating the processing for
preparing a settlenent object of the’ EMD service center. Fi gs. 62(A),

G2(5), 52(0) mpcoR(Bh st sk a0 cErEdLL, SeLl) BTERL g% 3
ooh EF emteefily Bddbes lbRhopRakiSer i Hfo‘fag% ETS EP g T OO S Har ¢

illustratin Ehe credit settlement processing. Fig.66 is a flowhart

i I'1ustraffg"the bank settlenent processing. Fig.67 illustrates another
EMD system 7. June. 20 6%& 68 is another view illustrating a

regi stration I'gs8. 1s ?Q}j aﬂsﬂléﬂ@tnﬁérﬂ’@l@ﬁﬁlﬂﬂ plighe ardeassize meyihstlr die on

list. Fig.70 is another view illustrating a registration |ist.
recelver receives an appropnate service pIOVI er secure container and carries out

accounting.

Fig.591s a flowchart illustrating the processing in which the receiver reproduces
contents.

Fig.60 is a flowchart illustrating the processing in which the receiver causes a
-decoder to reproduce contents.

Fig.61is a flowchart illustrating the processing for preparing a settlement object
of the EMD service center.

Figs.62(A), 62(B), 62(C) and 62(D) illustrate examples of credit séttlement
objects. '

Figs.63(A), 63(B), 63(C) and 63(D) illustrate examples of bank settlement

. objects.

Figs.64(A), 64(B), 64(C) and 64(D) illustrate examples of credit settlement

objects and bank settlement objects. '
| Fig 65 is a flowchart illustrating the credit settlement processing.
Fig.66 1s a flowchart iilhstrating the bank settlement processing.

Fig.67 illustrates another EMD system.




Fig.71 is a flowhart illustrating the processing for holding a
‘registration list. Fig.72 is a flowhart illustrating the Zﬁgﬁgh gtlon
processing of the receiver. Fig.73 is another view illustr Q
registration list. Fig.74 is a flowchart illustrating the registration’
~processing of the receiver. Fig.75 is another viewillustrating a
registration list. Fig.76 is a flowhgrt illustrating the distribution key
reception processing. Fig.77 is a flowhart illustrating the details ofthe

processi ng f OFigey8Cik ¥PpbihagvRAN luensings Bdigamaniss supplied froman MD
driver and then recording the encrypted contents. Fig.78 is a flowhart

i Ilustrating £Beonkassset 0Rw ﬂnumtﬁgni h%lsrhea%%h\{ﬁf reproduces contents.
Fig.79 is a flowchart illustrating t rocessing in which the receiver

causes the degogel aBS’t1%?9{399%8%%9&:?Pé&%na't:oﬂ1 is aflowchart

illustrating the proce55|ng for s TS fromthe receiver to the
ahi 1) ng. conighre FRditaITEEERE e o s e g CoP eRESRF YR
oschar bl s s B et et 1o e 7 une
e oo T, S LA B e v 1 the e
stick.
Fig.74 is a flowchart illustrating the registration processing of the receiver.
Fig.75 is another view illustrating a registration list.
¥ig.76 1s a flowchart illustrating the distribution key reception processing.
Fig.77 is aflowchart illustrating the details of the processin g forencryptingnon-
encrypted contents supplied from an MD drivel"r and then recording the encrypted
conten.ts.
Fig.78 is a flowchart illustrating the processing in which the receiver reiaroduces
contents,
| Fig.79 is a flowchart illustrating the processing in which the receiver causes the
decoder to reproduce contents.
Fig.80 is a flowchart illustrating the processing for shifting contents from .the
. receiver to the memory stick.
Fig.81 is a flowchart illustrating the processing for shifting contents from the

receiver to the memory stick.

~ Fig.82 1s a flowchart illustrating the processing for shifting contents from the




Fig.84 is a flowhart illustrating the processing for shifting contents
fromthe nenory stick to the receiver Fig.85 1is a flowcharty ill#@%rating
the processing for shifting contents fromthe nmenory stick tl%net receiver
Fig.-86 is a flowhart illustrating the processing for shifting contents
fromthe nmenory stick to the receiver Fig.87 is a flowhart illustrating
the processing for shifting contents;fromthe menmory stick to the receiver
Fig.88 is a flowhart illustrating the processing in which the receiver

reproduces:... gg in the nenory stick. Fig.89 is a flowchart
illust rb%l%lﬁﬁpﬁcﬂgl%gﬁglgéﬁgl&n%‘i n which the receiver 51 reproduces contents

t dint ‘ ~Stick. B . f. I t L
P of or red_ endama Aour 4 HURET RO Ak Siest PR MR DB B NECG

detail with reflerence to.the drawings. Fig.1 illustrates an EMD
(el ect r BiEE SRR BFLCH Bt on) systemto which the present invention is

applied. The contents distrjbuted to users in this.systemrefer to 39
digital dataPigrdsiacho Wt Wastemy ']§é’F"F’°er§§§gaforc%PﬁHérP(\%€f1ﬁ%.Tolli’etrhgi naf t er,

. the contents are explained with reference to nusic data as an exanple. An
ENMD ser viegeorgsticlefo the regeiieni t s a di stribution key Kd to a contents
- provider 2, a user honme network 5 and the |ike. The ENMD service center 1
recei ves accbigitdiing fowdharatliusmating thegpoerssing fooshiftng epagenss fombthont ent s
fromthe user home network 5, settles accounts for the use fee,
memory stick to the receiver
Fig.86 is a flowchart illustrating the processing for shifting contents from the
memory stick to the receiver
Fig.87 is a flowchart illustrating the processing for shifting contents from the
memory stick to the receiver
Fig.88 is a flowchart illustrating the processing in which the receiver reproduces
contents stored in the memory stick.

Fig.89 is a flowchart illustrating the processing in which the receiver 51

reproduces contents stored in the memory stick.

.Best Mode for Carrying Out the Invention
Preferred embodiments of the present invention will now be described in detail
with reference to the drawings.
Fig.1 illustrates an EMD (electronic music distribution) system to which the

present invention is applied. The contents distributed to users in this system refer to




and carries out processing for profit distribution to the contents provider
2 and a service provider 3. The contents provider 2 has di g'tiez?%g
contents. The contents provider 2 inserts a watermark into {2 ﬁtent*s SO
as to prove that the it owns the contents, then conpresses and encrypts
the contents, then appends predeterm ned information thereto, and
transmts the resultant information tg, the service provider 3. The service
provider 3 sets a price to the content’s supplied fromthe contents '

SRR SRR XL A SR

net wor k a ‘de cabl'e ne rrnet or a
satellite. The.usger. ho network 5 obtains the conte whi ch .priced
and sent o anfﬁrg:wggF'&%E%jcﬁﬁ%m”égrgaé? aﬁ'ﬁ]éeﬁiugpféhd}}fbﬂ@ﬁ%?’wegglélebgdes and

reproduces the contents so to use the coptents, and carries.out
account i HEDSTAET AT Y1 aME D Fat sreosts W@d“%? BRSCTREBTRETHET P &1

transmtted to the EVMD service center 1 when the user hone network 5

obt ai ns thedikgi SheiBDPissAvikeserier icor errecEM RGN teBPEESPPNAEC2 s a
bl ock di agram showi ng the functional structure of the EMD service center
1. A ser theawepf the aetentafiagehe nterdootd matwptk Sepldsaescountoforsite wss &% profi t
7 June 2006 40 distribution to the service provider 3, and transmts the
di st ri buthdoatkiey did procashimg ®erprofie distvitiber to3thencartants peavigiter end Be
information (handling policy) appended to the contents supplied fromthe
cont ent ss@wipeiptievider 3.s encrypted. A contents provider managenent section
12 transnmts the distribution key Kd to the contents provider 2 and
suppl i es the Tk esrt@its pro0der® Idsidigitizad torherits 0Mhe Aoweiy pr@hiderfansgenent
section
a watermark into the contents so as to prove that the it owns the contents, then
compresses and encrypts the contents, then appends predetermined information
thereto, and transmits the resultant information to the service provider 3.
The service provider 3 sets a price to the contents supplied from the contents
provider 2 and transmits the contents to the user home network 5 through a network
- 4 made up of a dedicated cable network, the Internet or a satellite.
The user home network 5 obtains the contents which are priced and sent from
the service provider 3. The user home network 5 decodes and reproduces the contepts
so as to use the contents, and carries out accounting. Accounting information obtained
by the accounting is transmitted to the EMD service center 1 when the user home
network 5 obtains the distribution key Kd from the EMD service center 1.
Fig.2 is a block diagram showing the functional structure of the EMD service

center 1. A service provider management section 11 supplies information on profit




13 transmts information on the result of use of the contents by t he user
home network 5 to an organi zati on managi ng the copyri ght sy a SRAC
(Japanese Society for Rights of Authors, Conposers and PubI %?%(3] A key
server 14 stores the distribution key Kd therein and supplies the
distribution key Kd to the contents provider 2 or the wuser hone network 5
t hrough the contents provider managern nt section 12 or a user nmanagenent
section 18. The user managenent secti n 18 inputs the accounti ng

informat is.the inf ti |nd|cat eof t he
.contents nbf”hon tﬁrshéef *Hohe W@f@ﬁﬁ %” IWBS‘WF&«%\C ﬁlﬁ MP%\&H %@F?é% ondi ng
to the contents a d th handg oI icy cor ondi to the contents, and
causes aChy'stFoMeE d’éf?fcaﬁ‘éﬁ' LR ]?L‘quil P§? JePeERtrd AR mat i on.

An exanpl e of perlodlﬁ_ transm ssmn of the distribution key Kd fromthe
EMD sers¢PEatcatrdied frpm thse onbmi e BEOYIGRTOY iBicropiafhd S cprieRtis\nspViger
constituting the user hone network 5 (later described in detail with

r ef er endeanagemieg! samionw 3 fratsenithetbe dissabiutivt key Kéftethmemi@itgpr@ide 5. Fig. 3
shows the distribution key Kd held by the EMD service center 1, the

di st ri bunidenpiiess theifoyatitie o prife b gripnowi.dércopyagid nidnegethattrsiebti¢si on key
Kd held by the receiver 5, of January 1998, for the contents provider 2 to
start 7 LBurensgi@6inddrmasiomaindhegstlef coendfahd sonawrds bpthetuser Hopoenarenrls 1
constituting the user hone network 5 to start using the contents. In the

exanpl e Sofo 4 @ g3nizktien disthapinglhd espykight Kebh & PASRAGI Hahesddiayffor st day
to the last day of the cal endar nonth. For exanple, a distribution key Kd

of ver sirdghtslbfhaith®1g, GoMpbites afd PiadaBaaRal keybredt 1Sst@es @@@%ﬁw&er
consisting of a

key Kd therein and supplies the distribution key Kd to the contents provider 2 or the
user home network 5 through the contents provider management section 12 or a user
management section 18. The user management section 18 inputs the accounting
information, which is the information indicating the result of use of the contents by the
user home netwqu S, the price information corresponding to the contents and the
handling policy cormresponding to the contents, and causes a historicéa} data
managernent section 13 to store such information.

An example of periodical transmission of the distribution key Kd from the EMD
service center 1 to the contents provider 2 and areceiver 51 constituting the user home
network 5 (later described in detail with reference to Fig.10) will be described with
reference Figs.3 to 6. Fig.3 shows the distribution key Kd held by the EMD service

center 1, the distribution key held by the contents provider 2 and the distribution key

Kd held by the receiver 5, of January 1998, for the contents provider 2 to start




predet erm ned nunber of bits, is available fromJanuary 1, 1998 to January

31, 1998. (That is, a contents key Kco for encrypting the 2?ntgﬂb§
distributed fromthe service provider 3 to the user honme n Wt during

- the period fromJanuary 1, 1998 to January 31, 1998 is encrypted with the
distribution key Kd of version 1.) Also, a distribution key Kd of version

2 having a value of "bbbbbbbb", which,jis a random nunber consisting of a

predet ermi ned nunber of bits, is available fromFebruary 1, 1998 to

Febr uar ypg(g\fidi%%%% et ail Bfor & &RBLEDE $) &ﬁ%tiﬁgﬁ)ﬁéfﬂ%usﬁpﬁ&%@n&@%r&@go contents

di stribu fromthe service provider 3 tot ser hone networ during
t hat peri j: r ed with the distribution key Kd of version 2.)
Sinilarl??ggpéﬁiﬁgﬁﬁé ﬂgh key Kd of version 3 is available in March 1998.

A distributiop key Kd pof rsiQn i.s .availahl.e ir ril 1993. )
di stribution Elelf SXionplind e ons Cﬁ%mib‘%\?‘ B ggi‘%a\\?&n‘ﬁ@%ﬁ@l “?eAg’éﬁtgﬁ} i buti on
key Kd of version 6.s ayai]able in_June 1998. Before the_contents provider
> start s pHEVATIHY AL HE S B NEOLRIE A e bgHaR S K DaeShoes. of x
distributiﬁn_keys Kd of versions 1 to 6, which are available from January
1998 to JuHaVBgos vatws Che a38#A%8ALS WHHEY 1%18r Tandomm BuEbsE eRnsispro\aidar 2
receives and stores the six distribution keys Kd. The reason for storing
t he di st Prasistarawned mugrher 2bds.4pavailable kemilanuasyl, K tadansary Bat 199
contents provider 2 needs a predeterm ned period in preparation for
encr ypt i Ohbasfis,iapontants ket Kcafier aonypingsthk egnisatsatigripniodiftimgha seeviceont ent s.
Before the receiver 51 starts using the contents, the EMD service center
t ransmi t pravidered th gterideuhioor tewstiKa diringehs ipensd frame J3nuaskilc H 988 do
avai l abl e from
January 31, 1998 is encrypted with the distribution key Kd of version 1.) Also, a
distribution key Kd of version 2 having a value of "bbbbbbbb", which is a random
number consisting of a predetermined number of bits, is available from February 1,
1998 to February 28, 1998. (That is, a contents key Kco for encrypting the contents
distributed from the service provider 3 to the user home network 5 during that period
is encrypted with the distribution key Kd of version 2.) Similarly, a distribution key
Kd of version 3 is available in March 1998. A distribution key Kd of version 4 is
available in April 1998. A distribution key Kd of version 5 is available in May 1998.
A distribution key Kd of version 6 is available in June 1998.
Before the contents provider 2 starts providing the contents, the EMD service
| center 1 transmits six distribution keys Kd of versions 1 to 6, which are available from

January 1998 to June 1998, to the contents provider 2. The contents provider 2

receives and stores the six distribution keys Kd. The reason for storing the distribution




January 1998 to March 1998, to the receiver 51. The receiver 51 receives
and stores the three distribution keys Kd. The purpose of ztjolgiig)% t he
distribution keys Kd for three nonths is for the receiver 1 gvoid
such a situation that the contents cannot be used even during a contract
period in which the contents are usable, because of a trouble such as
failure to connect to the EMD service,£enter 1. Al so, the purpose of
storing the distribution keys Kd for 1 ree nonths is to | ower the frequency
of conn [ -1 ' . I-and to.reduce . the |.0oad an the
ser “hone el fit Bngh ke EofeR o HiRP Saields § HER 68 oM ialary a1,
1998, th .Sk L j Kd- of version is used b he EMD.service
center 1{:?l gﬂﬁéglgg%‘t{tef%&s}mﬁ? %?ndgfrﬁ'f, CORRAS R CPEE%’?%/E‘?Y éﬁftoﬁ%?fgf’l % g t he
user honme network 5. Transm ssion of the distribution key Kd fromthe EMD
service L8RP 1 to the contents provider 2 and the receiver 51 on
February 1, é$9f8 wi.ll now be described wth reference to Fig.4. The EMD
service cent @97 EnESHEDST Sl SRRt BEINBUDE sANkays thel EMP sesyise sasten It o 7,

whi ch are avail able from February 1998 to July 1998, to the contents

pr ovi derU‘QI?SITFFﬁeﬂ’é%ﬁ@tﬁ‘t’@u'fwlbii?ﬂe%dzoﬁ‘é@}’éiOMésl tha, sibicldest avadablecfiokeys Kd,

7 June 2006 43 then overwites the distribution keys Kd stored before this
recept i ofenuarydl 38ue Meishd998: tecthp egpeitiestrli Hilte roneivey 1 KateivEhendEMDreser vi ce
center | transmts three distribution keys Kd of versions 2 to 4, which
are avai thghwefdigimbreon baysyKdoddhet murppsd of 4198idg the disthibuti@cleiyedid forl. The
receiver 51 receives the three distribution keys Kd, then overwites the
di st ri buirermkets iktbresheoremtinzefsdrie avhidsucheegituadion thndhé Buscsts @aasott he

be used even during a contract period in which the contents are usable, because of a
trouble such as failure to connect to the EMD service center 1. Also, the purpose of
storing the distribution keys Kd for three months is to lower the frequency of
connection to the EMD service center 1 and to reduce the load on the user home
network 5.

During the period'from January 1, 1998 to January 31, 1998, the distribution
key Kd of version 1 is used by the EMD service center 1, the contents provider 2, and
the receiver 51 constituting the user home network 5.

Transmission of the distribution key Kd from the EMD service center 1 to the
contents provider 2 and the receiver 51 on February 1, 1998 will now be described

| with reference to Fig.4. The EMD service center 1 transmits six distribution keys Kd
of versions 2 to 7, which are available from February 1998 to July 1998, to the

contents provider 2. The contents provider 2 receives the six distribution keys Kd,




new di stribution keys Kd. The EMD service center 1 stores the distribution
key Kd of version 1 as it is. This is because the distribution t hat
was used in the past is to be.made avail abl e when any unexZé@F@ roubl e
occurs or when an unauthorized action is generated or discovered. During
the period from February 1, 1998 to February 28, 1998, the distribution
key Kd of version 2 is used by the EM33service center 1, the contents
provider 2, and the receiver 51 constituting the user home network 5.

Tr ansm sshanoadratrhes tiesdistributibnRekekid Kobréd bafiotdihi SDestemy ankthuestoess 1 t o
the contents provider 2 and the receiver 51 on March 1, 1998 will now be
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receives the six distribution keys Kd, then overwites the distribution

keys Kd %@ﬁ&@é’a@&f gfe trifiSrdcERePhi ORceidBd i Wnes LRLEBUG NP kepeWadinsLf | buti on

keys Kd. e EMD service center 1transmts three di'stribution keys Kd of

ver si ons cgrfgx%:lLﬁe's ﬂﬁ\@ id?s?riﬁﬁt?qg?ﬂ%é'l@(? Ll%re[c{ ﬁ%‘o%ﬁﬁ ?r%?;gﬁoﬁ %HWUS A8 ¢ the

receiver e recerver cei ves ree ri‘bution keys Kd, then

[ 7 4 2006, 4 . ' I but | k Ki ; hi
Fecept i one LA RETRR Ko ¢ KRS GRSt DB R R R

€ new i'on Kéy service
center 1 iR\ SRLepAs LS KoY, K ool xeLaion . gadithe
LI R R E R L L RRERT BT
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| During the period from February 1, 1998 to February 28, 1998, the distribution
key Kd of version 2 is used by the EMD service center 1, tlie contents provider 2, and
the receiver 51 constituting the user homé network 5.

Transmission of the distribution key Kd from the EMD service center 1 to the
contents provider 2 and the receiver 51 on March 1, 1998 will now be described with
reference to Fig.5. The EMD service center 1 transmits six distribution keys Kd of
versions 3 to 8, which are available from ‘March 1998 to Augﬁst 1998, to the contents
provider 2.. The contents provider 2 receives the six distribution keys Kd, then

 overwrites the distribution keys Kd stored before this reception, and thus stores the
new distribution keys Kd. The EMD service center 1 transmits three distribution keys

Kd of versions 3 to 5, which are available from March 1998 to May 1998, to the

receiver 51. The receiver 51 receives the three distribution keys Kd, then overwrites




receiver 51 constituting the user honme network 5. Transmi ssion of the
distribution key Kd fromthe EVD service center 1 to the cgg&gﬂ%ﬁﬁprovider
2 and the receiver 51 on April 1,°1998 will now be described W't _
reference to Fig.6. The EMD service center 1 transmts six distribution
keys Kd of versions 4 to 9, which are available fromApril 1998 to
Septenber 1998, to the <contents proviger 2. The contents provider 2
receives the six distribution keys Kd, then overwites the distribution
keys Kd stior débthieittone ke Edr eeept bofore ahid tdebsi@t, amesthuk heomewhdisdw i but i on
keys Kd. The EMD service center 1 transmts three distribution keys Kd of

versions 4idab&ioneyeldaTRe BNAD bl chh@em ﬁ\ﬁé@;tly H8B8tHeAidHPRIHAAE KJ o the
receiver 51. The receiver 51 receives the threé distribution keys Kd, then
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2006 45 receiver, 51 constituting the use n{]ome network 5. Thus, as the
di stri but ir%%“keé?é RYSEYFDE e 'ésﬁ’bgg’a’ﬁé]ﬁfw?% ‘hs are distributed in advance,
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reference to Fig.6. The EMD service center 1 transmits six distribution keys Kd of
versions 4 to 9, which are available from April 1998 to September 1998, to the
contents provider 2. The contents provider 2 receives the six distribution keys Kd,
then overwrites the distribution keys Kd stored before this reception, and thus stores
the new distribution keys Kd. The EMD service center 1 transmits three distribution
keys Kd of versions 4 to 6, which are available from April 1998 to June 1998, to the
receiver 51, The receiver 51 receives’ the three distribution keys Kd, then overwrites
the distribution keys Kd stored before this reception, and thus stores the new
distribution keys Kd. The EMD service center I directly storesthe distribution key Kd
of version 1, the distribution key Kd of version 2 and the distribution key Kd of
version 3.

During the period from April 1, 1998 to April 30, 1998, the distribution key Kd

“of version 4 is used by the EMD service center 1, the contents provider 2, and the




1, the contents provider 2 and the service provider 3 on the basis of the
.accounting information, price information and handling poltﬁﬁgﬁ#ﬁglied
fromthe historical data nmanagenent section 15. A nutual a I'Cation
section 17 carries out nutual authentication with the contents provider 2,
the service provider 3 and a predeterm ned equipnent of the user hone
network 5 as will be described | ater. 4Ffhe user nmanagenent section 18 has a
user registration database. Wen registration of the equi pnment of the user
‘home net weckiver  scormuestgatic ustrdharsenetwsrlkidgenent section 18 retrieves the
user registration database and carries out processing to register that
equi prent i n adney shahe eisdibitidiecykaCOfdeRe GMHIEGNMR nfnthOarkii8Gbudkh§,
registration. In the case where the user home network 5 is constituted by a

plurality,@bnesdheaRptan B3sBthef WARO RS R (BPRPL 6t QMUEHT Menth the i he EMD
service center 1, the user managenent section 18 designates an equi pment

for settl @R HeMiseARENARP G& MU thE Q@ntreleﬁ}fltge ﬁgstporn%pcgs(afioqgoﬁtgs.di scrim nate
an rans
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whet her registration is pOSSI\é%e or not, mis a'registration | i st
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equi pnent of t user hone networ
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settl en"e%gprocessi ng.is,_possible or not, whether registration is possible
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or not. Th infor,matiorLasto whet her . . _
authentication with the contents provider 2, the service provider 3 and a predetermined

equipment of the user home network 5 as will be described later,

The user management secﬁon 18 has a user registration database. When
registration of the equipment of the user home network 5 is requested, the user
management section 18 retrieves the user registration database and carries out
processing to register thaf equipment in accordance with the recorded contents or to
reject the registration. In the case where the user home neﬁwork 5 1s constituted by a
plurality of equipments having ﬁgnctions to enable connection with the EMD service
center 1, the user management section 18 designates an equipment for settlement in

. accordance with the result of processing to discriminate whether registration is
possible or not, and transmits a registration list prescribing the condition for the use
of the contents to the predetermined equipment of the user home network 5.

In an example of the user registration database shown in Fig.7, ID




registration is possible or not, which is recorded on the user registration
dat abase, is updated at a predetermned tine interval on t2? bgﬁmg of
information on arrears and unauthorized processing suppli el he
settlenment institution (e.g., bank) or the service provider 3. Wth
respect to the request for registration of an equi pnent having the ID
recorded as being non-registrable, theicuser nmanagenent section 18 rejects
the registration and the equi pment of the rejected registration no | onger
can use t (igenttfivatientdtof cdnbisang p$ tarhits Thepdrnb aheratjpipmeasot the what lhene
settlenment processing is possible or not, which 1is recorded on the user

regi st rat havodlatsalaseordeddipiefcohiRbbe withh® e dUu{tharn] fog @bch eqiipyhepyt
settlenment. In the case where the user hone network 5 is constituted by a
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t hese equi pnents Ich can carry out settlenment processing outputs the
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5. Also, the user nagenent section 18 is supplied with th counting
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. service provider 3. With respect to the request for registration of an equipment having

the ID recorded as being non-registrable, the ﬁser management section 18 rejects the
registration and the equipment of the rejected registration no longer can use the
contents of this system.
The information as to whether settlement processing is possible or not, which
~ is recorded on the user registration database, indicates whether the equipment can
carry out settlement. In the case where the user home network 5 is constituted by a
plurality of equipments that can reproduce or copy the contents, one of these
equipments which can carry out settlement processing outputs the accounting
information, price information and handling policy of all the equipments of the user
home network 5 that are registered to the EMD service center 1. The information as
| to whether connection with the EMD service center 1 is possible or not, which 1s

recorded on the user registration database, indicates whether the equipment can be




honme network 5, and outputs the information to the historical data
managenent section 15. The user nanagenent section 18 fur;tNg r s lies the
distribution key Kd to the equipnment of the user honme net ﬁﬂn% rough
predet ermi ned processing (at predetermined tining). An accounting and
charging section 19 cal cul ates the charge to the user on the basis of the
accounting information, price informati and handling policy supplied
fromthe historical data managenent section 15, and supplies the result of

cal cul at i ORonfieted WaGeh@END de i SOULSEMED nétecx&}l%g}lﬁ)gl?enggt% E—@%&%ﬁ@aﬁgd

di sbursenent section 20 comruni cates w th an ‘ext ke,

not shown, | ssing on, the. basi,s .qf .t he .

di sbursemeﬁt@ ﬂ?gﬁ?ﬁgﬂggﬁﬁ n:tst'sllhgrggé\}%%lé@égg%ﬁaa?%éa%%{l\?%g% BFJ@Y‘EeW@Cand t he
use fee to I,k fraomth er. An audit section 21 audits the
validity (tcﬁgtelc-?g,kaea Oggenrceélgl neﬁlﬁgﬁﬁﬁdﬁeﬁ FRGECHYNE)> of the accounting

i nformation, prjAj:Se i)nf ormati on and handling policy supplied fromthe

equi prent of t he UsdP® HERE MHERHEFRt Sectpng 18 1ss supiliedcwithi thgr asnosnbng ng t he
functional . structure of l%]t()fe_ contents provider 2. A contents server 31
stores t he"™tSHPEHS PIiGe Batosmapen é’éldﬂ]émﬁ% Ay fzem the gqupnm2006f 48 ussuppl i es
the contenfs to a termar k appendi ng section 32. The wat ermark appendi ng
section 32 %BEerfﬁﬁ%’\(l’\g( wa s erimes the dogaattoantos theubistaried! fatarmadmeoeat ent s
server 31 and supplies the contents to a conpression section 33. The
““conpr essi offc¥8EtPo T I3 1serBaprasmsas sedtionddniishersupplpp| thedistrianionlieywed er mar k
appendi ng section 32 in accordance with a system such as ATRAC (Adaptive
Tr ansf or m tachgsgnipraadiof ghuser home network 5 through predetermined processing (at

predetermined timing).
An accounting and charging section 19 calculates the charge to the user on the
basis of the accounting information, price information and handling policy supplied
| from the historical data management section 15, and supplies the result of calculation
to a receipt and disbursement section 20. The receipt and disbursement‘ section 20
cbzmnunjcates with an external bank or the like, not shown, and executes settlement
processing on the basis of the disbursement to the contents provider 2 and the service
provider 3 and the use fee to be collected from the user. An audit section 21 audits the
vahidity (that is, absence of unauthorized actions) of the accounting information, price
- information and handling policy supplied from the equipment of the user home

‘network 5.

Fig.8 is a block diagram showing the functional structure of the contents

. provider 2. A contents server 31 stores the contents to be supplied to the user and




trademark) and supplies the resultant contents to an encryption section 34.

The encryption section 34 encrypts the contents corrpressed,/.gx ;ﬂ@
conpression section 33, using a random nunber generated by e 8m nunber

generation section 35 as a key (this random nunber is hereinafter referred
to as a contents key Kco), and outputs the result to a secure contai ner
preparation section 38. Although in th& enbodi nent, the contents are
conpressed in accordance with the ATRAC system the conpression systemis
not | i mi t eapitles tiveoATRAGosysttemark 2ppariengwatends. Ghewatesnerkappehdingi ke, a
conpressi on system such as ACC (Advanced Audio Coding) or MP3 (MPEG 1

Audi 0 Layeg¢ctidh 32sappsedk a ivhtdrinarictnthe nbstearseuppligef omahe thgtehiskervea3l
conpressi on system such as MPEG (Mving Picture Experts G oup) or JPEG
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generation section 35 supplies a random nunber consisting of a

predet er niedrRWIDEE 8bntkhiSadpliad GPsth oMt Swk@¥nh® bHSENY ¥RlHan3sqgti on 34
and an encryption section 36. The encryption section 36 encrypts the

contents edbrfefe WAH £5in@heh bl AIRAN (KEYdW BURDLLED LM ERGIED

service center 1 in accordance Wwt n key encryption syst
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‘preparation sect an encryption sys or processing 64 bits
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a key (this random number is hereinafter referred to as a contents key Kco), and
outputs the result to a secure container preparation section 38.
Although in this embodiment, the contents are compressed in accordance with
the ATRAC system, the compression system is not limited to the ATRAC system. If
the contents are music 01; the like, a compression system such as ACC (Advanced
Audio Coding) or MP3 (MPEG-1 Audio Layer 3) is used. Ifthe contents are images
or the like, a compression system such as MPEG (Moving Picture Experts Group) or
JPEG (Joint Photographic Coding Experts Group) is used.
Thle random number generation section 35 supplieé arandom number consisting
- of a predetermined number of bits as a contents key to the encryption section 34 and
an encryption section 36. The encryption section 36 encrypts the contents key Kco

with the distribution key Kd supplied from the EMD service center 1 in aécor_dance

with a common key encryption system such as DES, and outputs the result to the




key. Since all the algorithnms of DES are made public, the basic processing
of the data stirring part is briefly described here. First7 64 %1'0%55 of a
plaintext is split into HO of upper 32 bits and LO of | ower :‘:!Ene s. A
48-bit enl argenent key K1 supplied fromthe key processing part and LO of

| ower 32 bits are used as inputs, and an output of an F-function obtained
by stirring LO of lower 32 bits is cadxcul ated. The F-function includes two
types of basic transform that is, "substitution” for substituting the
nuneri c vedauee tohtaieopapaceionisettiorpd&det enni ned rul es, and "transposition”
for transposing the bit position in accordance wth predeterm ned rul es.

Subsequent |y, BRESex&h bisdrypiiéRs@teri®@0frobdfy GLLI 65 Flathtext A oMUbBLE of the
F-function is calculated, and the result thereof is set as L1. LOis

changed t Q.H, 1.56Thec i ' ESiol; eS8 ke basis
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prepares a.contents. praqvider secure container which includes the encrypted
contents, StPﬁ’é‘gé’ﬁ‘EtrIﬂiF‘égy At g“ai%y Kco, the handling policy, a signature
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bits. A 48-bit enlargement key K1 supplied from the key processing part and LO of
lower 32 bits are used as inputs, and an output of an F-function obtained by stirring L0
of lower 32 bits 1s calculated. The F-function includes two types of basic transform,
that is, "substitution" for substituting the numeric value in accordance with
predetermined rules, and "transposition" for transposing the bit position in accordance
with predeterinined rules. Subsequently, an exclusive OR of HO of upper 32 bits and
“ the output of the F-function is calculated, and the result thereof is set as L1. L0 is
changed to H1. |
The foregoing processing is repeated 16 times on the basis of HO of upper 32
bits and 1.0 of lower 32 bits, and the resultant H16 of upper 32 bits and L16 of lower
32 bits are outputted as a cryptogram. Decoding is realized by inversely following the

foregoing procedure using the common key used for encryption.

A policy storage section 37 stores the handling policy for the contents and




-contents provider 2, and supplies the contents provider secure container to
the service provider 3. A nutual authentication section 397§a&g%§% out
nut ual authentication with the EMVD service center 1 before’r®%fVi’ng the
di stribution key Kd supplied fromthe EM service center 1, and carries
out nutual authentication wth the service provider 3 before transmtting
the contents provider secure containersjo the service provider 3. The
signature is appended to the data or a certificate, which will be described

later, andyjsid Q]Ig@r]%@lih SHCYicOHle COHREE Q% Fe BhioR%se@AEn 38 in,

aut hentication of a producer. The signhature 1s p ared by calculating a
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ti . .1h I | ati f the hash f ti .th i t AR
mightats ey K SN S SR R e A
t be t 1tt i t, t h i .he dat t dat f
(0 b L aner Lo s an L pot LD oo cotlog e Cata, Lo data gl o
I . I'n the hash f ti Lt is diffi [t t dict. the | t. f th
e Lo S S B Sh, Lhe putc Lrom he

i s changed, a nunber. of bits of the hash value change and it is difficult
to find ogéntgnipunevidgnd and supplins thacentents Prry das scaupeoniaspr ipdheeervige
recei ver who has received the signature and data decodes the signature with
t he' publ i pr&egerbrA putitalaukdeptierivnssetion39 eardes butsmoiypkduteentisatiowwitht (hash
value). NMoreover, the hash value of the received data is calculated and it
i s det er nibeedMIVhevicsrcenternobefotegecaliogitia edtritationval kel suppliedfram the t he
hash val ue obt ai ned by
EMD service center 1, and carries out mutual authentication with the service provider
3 before transmitting the contents provider secure container to the service provider 3.
The signature 1s appended to the data or a certificate, which will be described
later, and is intended to carry out check of any tampering and authentication of a
prodﬁcer; The signature is prepared by calculating a hash value using a hash ful_lction
based on the data to be transmitted and then encrypting the hash value with a secret
key for public key encryption. |
The collation of the hash function and the signature will now be described. The
hash function is a function for using predetermined data to be transimitted as an input,
then compressing the data to data of a predetermined bit length, and outputting the
resultant data as a hash value. In the hash function, it is difficult to predict the input

from the hash value (output). When one bit of the data inputted to the hash function

is changed, a number of bits of the hash value change and it is difficult to find out




decoding the signature. If it is determ ned that the hash val ue of the
transmtted data and the decoded hash val ue are equal to ez(j oﬂq}gr i
understood that the received data has not been tanpered an Y data
transmtted froma transmtter who holds the secret key corresponding to
the public key. As the hash function of the signature, NMD4, MD5, SHA-1 and
the like are used. Public key encryptiod will now be descri bed The public
key encryption system uses different keys for encryption and for decodi ng,
whi | e the @pnhdaiakeyingmles sqmé bash it em uses the same key (cormnon key)
for encryption and decoding. In the case where public key encryption is
enpl oyed, one ok redeerekeye lmancdeevekdaht sigeamnedt aridnbatigicdoldes tichérmaone wigh made
public. The key which nmay be nade public is referred to as public key, and
the key whihehpiudthiolitey foe pkibht kegenatyptisn, afdethiue @btanatheSRENIE (hdcBahRSA

(R vest-Sham r-Adl eman) encryption, which is typical public key
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nunbers "p" and "q" are found, and the product "n" of "p" and
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thc secret key corresponding to the public key. As the hash function of the signature,
MD4, MDS35, SHA-1 and the like are used.
Public key encryption will now be described. The public key encryption system
uses different keys for encryption and for decoding, while the common key encryption -
systemn uses the same key (common key) for encryption and décoding. In the case
where public key encryptidn is employed, one of the keys can be kept secret though
the other one is made public. The key which may be made public is referred to as
public key, and the key which should be kept secret is referred to as secret key.
RSA (Rivest-Shamir-Adleman) encryption, which is typical public key
encryption, will be briefly described. First, two sufficiently large prime nulﬁbcrs "p"
and "q" are found, and the product "n " of "p" and "q" is found. The least common

mu]tiple L of (p-1) and (g-1) is calculated, and a number "e" which is not less than 3

and less than L. and which is a prime with respect to L is found. (That is, the only




A cryptogram C i s cal cul ated by processing an equation (1.) froma pl ai nt ext

M C=M‘enodn ... (1) The cryptogram C is decoded to the pl 'ur}{te bﬁM by
processing an equation (2). M= C' nod n ... (2) Although proof I's not

given, the transformof a plaintext to a cryptogramby RSA encryption and
decodi ng thereof are based on the Fermat's theorem which leads to the
foll owi ng equation (3). M= C'd = (M'e2"d = Me)?d nod n ... (3) If the
secret keys "p" and "q" are known, the secret key "d" can be cal cul ated

f rom t he ppidet chdeyn dB/ide bome\eeand I'L" ihe) nunber of digits of the public key
"n" is increased to such an extent that resolution into prime factors of

the public kewexf'a mfitipHedtfdnGrlérsé BlehRhsd"aff "eOfdluteatd snalpliecog &kigd v,
knowi ng the public key "n" alone is not enough to calculate the secret key

"d" fromyt ! Yallve e hhETeTRIR WREQLIRE: 0N MRY Jhg "car rded out.
As descr}beg‘gﬂﬁ Sﬁﬂ#ﬁ %2 %ncriﬁtlon th@ key &?e 0for encryption and the
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encrypti on, I'c cur encryp I on, e 200 53 be
briefly escrl ed",A”po nt"on an ic curve "y"2 = x"3 + ax + b" is
referred g Addiei 8n d?”?ﬂ m%gﬂ§w8n t he elllptlc curve is defined,
and nB expres es the re d|t|on of B for r ion is
Simlar Ty der Hde AT 5%1&8%“& SpoShrps B et (A aPERERSY, O o
and nB. B and nB a e_ g blic keys i 9 n" is ‘made a secret key. Using
a random nunber "rﬂ‘ %Pans Ci alddc2 are cal cul ated

The cryptogram C is decoded to the plaintext M by processing an equation (2).
M = C~d mod n - (2)
Although proof is not given, the transform of a plaintext to a cryptogram by
RSA encryj)tion and decoding thereof are based on the Fermat's theormﬁ, which leads
to the followin_g equation (3).
M= C"d = (M"e)"d = M"~Ned) mod n (3)
If the secret keys "p" and "q" are known, the secret key "d" can be calculated

m i

from the public key "e". However, if the number of digits of the public key "n" 1s
increased to such an extent that resolution into prime factors of the public key "n" is
difficult in terms of computational complexity, knowing the public key "n" alone is not
enough to calculate the secret key "d" from the public key "e" and therefore decoding
‘cannot be carried out. As described above, in RSA encryption, the key used for

‘encryption and the key for decoding can be made different.

Another example of public key encryption, that is, elliptic curve encryption, will




fromthe plaintext Mby processing equations (4) and (5) with the public
keys. Cl=mtnB ...(4) C2 =7rB -(5) The cryptograns C and ngare coded to
the plaintext Mby processing an equation (6). M= ClL - nC2 % Only
the cryptogram having the secret key "n" can be decoded. As descrlbed
above, in elliptic curve encryption, S|n1Iar to RSA encryption, the key
used for encryption and the key for ggcoding can be nade different. Fig.9
is a block diagram showi ng the functional structure of the service provider

3. A Con%@ﬁsﬁ-l%ﬂgt%:‘re!&*ibe‘hl &b@{&%ntaheenﬁﬂrcra{m &4, oont ent g supplsire@ricdem t he
contents prov , and Supp ies the contents to a secure contai ner

preparati ?ﬁe%ﬁ ?1?0#&]6 mt%ﬁl'tﬁé &93&88&1\ 0% 400G SRATESe @Eésgéas tb&fe@{ﬂ'frat on

based on corresponding to the contents and supplies
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aut henticatjon section 45 carrjes out nutual authent W e
cont ent s A6 isgerct key. dsiag @ randos mbert ﬁec%’r‘ﬂ%ﬁ‘%’é %Bé(%ﬁ?fég
contai ner. supplied fromthe contents  provider and carrl Ee(s out nut ual
aut hent i dien 8if MR hysrpcersing eﬁé@Wl@@ia‘%f%r"é‘th thebHf £8Y5g t he

service provider secure container to the user home network 5. In the
_ Cl=M+mB .. (4

C2=1B - (5

The cryptograms C1 and C2 are decoded to the plaintext M by processiqg an
equation (6).

M=C1-nC2 .. {6)

Only the cryptogram having the secret key "n" can be decoded. As described
above, in elliptic curve encryption, similar to RSA encryption, the key used for
encryption and the key for decoding can be made different.

Fig.9isablock diagram showing the functional structure of the service provider
3. A contents server 41 stores the encrypted contents supplied from the contents
provider 2, and supplies the contents to a secure container preparation section 44, A

~ pricing section 42 | prepares price information based on the handling policy
corresponding to the contents and supplies the price ‘information to ‘the secure
mmwmrmwmmmndenM.Ap&qmmmyswmm43ﬁmwﬂwhm&mg

policy for the contents supplied from the contents provider 2, and supplies the




case where the contents provider 2 encrypts the handling policy with the
distribution ‘key Kd and then supplies the handling policy, Bhe ﬂ%%ual
aut hentication section 45 carries out mutual authenticatioh’ Wt he ENMD
service center | before receiving the distribution key Kd supplied from

~the EMD service center 1. Fig. 10 is a bl ock diagram showi ng the structure
of the user hone network 5. The receisyer 51 receives the service provider
secure container including the contents fromthe service provider 3 via

the net V\Dﬁéﬂuﬂmﬁﬁggzi@eqedﬁfe apchreXEaNSmet NG cpRRtieNt &con as4 t 0 A epiedlice t he
contents. A cofmunication section 61 communicates with the service provider

3 or the a\ﬁ‘@n?cearti%hggctfb%%ﬁan']-es\’dﬁ A& RGN Katthn AROHE RERIeYRSrovider ansm t's
o A GAM { |

pr edet er m ne ormati on. secure application nodule) 62 carries

out ) 2 AT gL KN LML SEaRLRNL it o U CHRLRET v

center 1, pted con y ntents, and stores the
encr ypt ecPRBHER: £ St ekt apfe e v e s S el OB R onc
(ot ogr at BaneTiGHs by SeBieF MRTKET UG PrErEN B or hRe PERSRharaM 62 to
2n' 1 C car casovhean e hBIOViE & PP pinine Piadiis eeliey it DEGRE BHR) so
changes a signal fromthe I1C card 55 tqg ,a predeterm ned format.and_outputs
t he resul kemKdsamhtientsypplics tbabredingmrlicgathceputughaeherticai P SSHIAN fmit ual
aut hentication with the service provider 3 or the EMD service center 1,
whi ch car réirees out matebamthemiigatinh v th the EddPsseayiee center 1 before receiving the
distribution key Xd supplied from the EMD service center 1.
Fig.lO is a block diagram showing the structure of the user home network 5.
The receiver 51 receives the service provider secure container including the contents
from the service provider 3 via the network 4, and decodes and expands the contents
so as to reproduce the contents.
| A communication section 61 communicates with the service provider 3 or the
EMD service center 1 via the network 4, and receives or transmits predetermined
information. A SAM (secure application module) 62 carries out mut;ual authentication
with the service provider 3 or the EMD service center 1, decodes encrypted contents
or encrypts contents, and stores the distribution key Kd and the like. An expansion
section 63 decodes encrypted contents, expands the contents in accordance with the

" ATRAC system, and inserts a predetermined watermark into the contents. An IC

(integrated circuit) card interface 64 changes a signal from the SAM 62 to a




encrypts the contents key Kco, and which stores predeterm ned data such as
use permssion information; includes a nutual authenti catizﬁ r%p%e 71, an
accounting nodule 72, a storage modul e 73, and a decodi ng/ én® on

nodul e 74. This SAM 62 is constituted by a single-chip dedicated IC for
encryption processing, having a nultilayer structure in which an internal
menory cell is held between dummy | ayess such as alum num | ayers. Al so,
the SAM 62 has a characteristic (tanper resistance) such as a narrow wi dth

of oper at}i;Dge¥Phhad FoMatANEIHBARY haMek iRk RN oS a1 o5 1386k d daba
readi ng from outsi de. The nmutual authentication nodule 71 carries out

muit ual - aut h&OL, ge! TROIMCL Y ﬁ]lt'@fac%%l\’él&?clparﬁ%& Hefon® REmiNE IEMY S V] £€
and i e orarf’] ey

center 1, necessary, supplies at Ktenp (session key)
to the decodi ng/engr .0 4, | ul e 72 generates

t he use ﬁ%rlﬁﬁ?tglg}llgﬁgif%?%értr?%fl irg)glg&eat%gzealgé%igaﬁ]tti%l ﬂfﬁf%gﬁa Iron"from the
handl i ng pol i ice.information inclyded in th ervice provider
secure cont a%ﬁ@g&&iw]ﬁﬁgﬁﬁﬂgl VRN eﬂ}ﬂ%}?%‘?’&%,’%?ﬁ’a“%%l?fﬁﬁ{d&fthe use
perm ssion information and accounting information to the storage dule 73
or ‘an HDD @ﬁé?%%]\glsﬁér\ﬂ?? \9@1}“’32‘3 "’?ﬁ%h g%‘ﬁé@é‘t ﬁﬁ%ﬂhnémgs“gt%]r égm%ﬁse ag& a such
as the accounting 7 June 2006 56 i nfqormation and the di@%ri buti on key Kd
suppl i ed §CEYR'S e seRisnist FagKepdane wivcly stores,predgienaingg @He sypt P8 ASfrodul e
74, and supplies the data such_as the distributjion key Kd when anot her

f unct i onaperplistn axemation. prdudaser mufed apthereersiongnodite 7deddarfyEREr ypt i on

modul e 74 includes a decoding unit 91, a random nunber generation unit 92
and an enurdpei7dn stragessodultd3 cadodiasgdingienceyptign sentksle 74. This SAM 62

is constituted by a single-chip dedicated IC for encryption processing, having a
multilayer structure in which an internal memory cell is held between dummy layers
such as aluminmum layers. Also, the SAM 62 has a characteristic (tamper resistance)
such as anarrow width of operating voltage or frequency, which prevents unauthorized
data reading from outside. |

The mutual authentication module 71 carries out mutual authentication with the
service provider 3 or.the EMD service center 1, and if necessary, supplies a temporary
key Ktemp (session key) to the decoding/encryption module 74. The acco_unting
module 72 generates the use permission information and accounting information from
the handling policy and price information included in the service provider secure
container received from the service provider 3, and outputs the use permission

information and accounting information to the storage module 73 or an HDD (hard

disk drive) 52. The storage module 73 stores the data such as the accounting




the encrypted contents key Kco with the distribution key Kd and outputs the
.decoded contents key Kco to the encryption unit 93. The rapﬂﬂg1@5gber
generation unit 92 generates a random nunber of a predeternlne& nunmber of
digits and outputs it as a save key Ksave to the encryption unit 93 and
the storage nodule 73. However, if the random nunber is once generated and
hel d, generation of the random nunber 56s no |onger necessary. The
encryption unit 93 re-encrypts the decoded contents key Kco with the save
key Ksavejdmehsnpidsthi Bstribuenckepk  dupplinidefits the pcdmmting ntddeleHbBDor 52,

When transmitting the contents key Kco to the expansion section 63, the

encrypt i ofheURRbddifg/ 888 Rhinbdige TRRLE RippHlikeIhddea wchhis tihediteibpooakyy key
Ktenp. The expansi on section 63, which decodes and expands the contents

- and whi Ch 3aRaNA RRLANGLR] BIRRdVEhEl Rk hAiipreaatiant s, | ncludes a

mut ual authentication nodule 75, a decoding nodulé 76, an expansi on nodul e

75 carri Zs:’fib?f lﬂ%aﬁﬁ%ﬂﬁpﬁ/ﬁﬁﬁkﬁﬁ?lgﬁﬁ“%% ﬁ?ﬁ%&%‘&%&@é{ﬁ%‘??ﬂ{ R Epad ol ¢
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on the HDD 52 with the contents key. Kco.and out puts.the decoded . tents
Lo the expRmersNey ReiodhognorRBoBENESS: detaatrd T ten B he 2 oded

contents in accordance wth the ATRAC sysiemor t li ke,and outputs the
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appendi ng nodule 79 inserts into

save key Ksave to the encryption unit 93 and the storage module 73. However, if the
‘random number is once generated and held, generation of the random number is no
longer necessary. The encryption unit 93 re-encrypts the decoded contents key Kco
with the save key Ksave and outputs the ‘re-encrypted contents key Kco to the HDD
52. When transmitting the contents key Kco to the expansion section 63, the
encryption unit 93 encrypts the contents key Kco with the temporary key Ktemp.
The expansion section 63, which decodes and expands the contents and which
appends a predetermined watermark to the contents, includes a mutual authentication
module 75, a decoding module 76, an expansion module 78, and a watermark
appending module 79. The mutual authentication module 75 carries out mutual
authentication with the SAM 62 and outputs the temporary key Ktemp to the decoding
module 76. The decoding module 76 decodes the contents key Kco which is outputted

from the SAM 62 and encrypted with the temporary key Ktemp, with the temporary




the contents a predeterm ned watermark specifying the receiver 51, and
output.s the resultant contents to a recorder 53 or a speak?r no%OO hown, so
as to reproduce nmusic. The HDD 52 records the contents supp ihéré? romythe
service provider 3. Although the HDD 52 is described as bei ng i ndependent
in Fig. 10, it may be integrally forned as a matter of course. The
recorder 53, which records and reprodsices the contents supplied fromthe
service provider 3 to and froman optical disc (not shown) | oaded therein,

i ncl _udesg?y K?ﬁﬂf).d.lvﬂgéé\?d?,r Pauel i SeslheT6 @R ods M GBfent aftdorird cexpansi on
section . e recording/ reproduci ng section 65 has an optical disc

| oaded  { f155390,gPd HAEALAS) KRG HAs AR ERAANERE (6 ol @phasibA om the

opti cal as"the same function as the SAM 62 and therefore

wi Il not be, desgribed_ further .i.n-get.ai e | secidgriHehas the
sane funét9 ezg- erﬁg CERPENE lgﬁdU1§e7(c§t%)‘ r?h%%ﬁa%ndg%?ﬁ%:e %’fhé \%F 2% (“hot . be
described further_in detail. Al (Mni_ Disk:, trademar L\era.n4
records avth gssxsltfén(%ntﬁghﬁ%e %%pqui?]%‘gs e FPRE ﬁse(lf%%?‘ltég{eté \{[Sjrt(])]gi der
to and froman MD | oaded theregn, not shown. The IC ¢ .1s | ogded on
the receiwasernmsrk gpperghing %dwggetWH@Hnﬂ%%m%@ﬁg 1%"?"?%%818&1 iuﬁgt i on key
Kd stored in the storage npdule 73 and the. equi pnment Iﬁ. F&r} 7 gﬁU@e 2006 58
exanpl e, thocerents aguedpiemaineh@aE@ark sprcalying PG resrldd 2> ABWPBLE V&r 51 to
substitute for the receiver 51 that has been used, the user first stores
ont o t he rée@leat corBents hea repoadistdSrariarfPgakritat SRRV, &8 26 FRred QU BtYOn key Kd
stored in the storage nodule 73 of the receiver 51 that  has bgcﬁ?g sed.
Then, the usefhtddB® tSBercc@dsathd ®Fmtanis supplecthénm ke sevie BPY per at es
the receiver 51 to register the new receiver 51 to the user

Although the HDD 52 is described as being independent in Fig. 10, it may be integrally

formed as a matter of course. The recorder 53, which records and reproduces the

contents supplied from the service provider 3 to and from an optical disc (not shown)

loaded therein, includes a recording/reproducing section 65, a SAM 66, and an

expansion section 67. The recording/reproducing section 65 has an optical disc loaded

thereon, and records contents to and reproduces contents from the optical disc. The

SAM 66 has the same function as the SAM 62 and therefore will not be described

further in detail. The expansion section 67 has the same function as the expansion

section 63 and therefore will not be described further in detail. An MD (Mini Disk:

trademark) driver 54 records and reproduces the contents supplied from the service

provider 3 to and from an MD loaded thereon, not shown.

The IC card 55 is loaded on the receiver 51 and stores predetermined data such

as the distribution key Kd stored in the storage module 73 and the equipment ID. For




managenent section 18 of the EMD service center 1. The user nmanagenent
section 18 of the EVMD service center 1 retrieves data such as gﬂﬁ user's
nane and the-credit card nunber used for paynment of the f eBIYIS ?hq

dat abase held in the user nanagenent section 18 on the basis of the data
(such as ID of the receiver 51 that has been used) stored on the IC card
55, and executes registration processing on the basis of the retrieved
data. Therefore, the user need not carry out troublesone input of data.

The 1C card ﬁ%’eﬂl @E&% %ﬁg?%’v}?erﬁg]feu@éer %E&q%gﬁ%talscgganwe%é% 13pdukstibter age

modul e 8% 4P aut henticati on e carries out nutual
authentication w.th t.he M .62. The st I t Jidregdat a
suppl i ed??rr%f‘hr EHreY %A#\}l @f§ﬁfl%b?%u?%?élé? gé’é%iq{ar{tS {e@g%éé ngol_fﬂ%nlgf g%t BUtS t he
stored data to the, SAM62. Fjg..11 is bl di . agr.am show n t her
exenpl ar Pre&eigy &) S‘fq?"easdbgfhsﬂi]ﬁ@m“ﬁ‘&y\}%féo’égd lﬁ H]eaSt?ré’%‘ﬁélln\s’glrﬂ%g@ Ogﬁd a
recorder 53 of this structure, the_ expansi ortl %%Cti\i g@ﬁ 6<ﬁ518_f t hﬁ recei ver 51
and the &ersagivens ket hanben wedr Hbendagpeario ROWTAh° FPEC BB %r e not
provided. Instead, a decoder 56 connected to the recorder 53 hgs t he sane
f unct i onrersivend lesndaonsiatas sharacorvend ! ¢e registenilyarayy HireB8E LR BT USFhe ot her
parts of the structure are the sane as those shown in Fig.10. 7 June 2006
59 The dewegencEecign ¢B of doolded servicexpaiedd. (e veonmantgsmend swHiogh
appends .a predeterm ned watermark to the contents, includes a nutual
aut hent i ¢&tafolne BbidIservidddentar Henodvasglarosivchas thepse’s degsdindghesthdite 103,
an expansi on nodul e 104, and a watermark appendi ng nodul e 105. The nutual
aut hent i catd anmbedwsed ¥t pagnidnesf thet feeufroad tlautlhebasec htlidom wia mstthe SAM
62 or the SAM 66 and outputs the tenporary
management section 18 on the basis of the data (such as ID of the receiver 51 that has
been used) stored on the IC card 53, and executes registration processing on the basis
ofthe retrieved data. Therefore, the user need not carry out troublesome input of data.
_Thc IC card 55 includes a mutual authentication module 80 and a storage module 81.
The mutual authentication module 80 carries out mutual authentication with the SAM
62. The storage module 81 stores the data supplied from the SAM 62 via the IC card
“interface 64 and outputs the stored data to the SAM 62.
Fig.11 is a block diagram showing another exemplary structure of the user home
network 5. In areceiver 51 and a recorder 53 of this structure, the expansion section
63 of the receiver 51 and the expansion section 67 of the recorder 53 shown in Fig.10
are not provided. Instead, a decoder 56 connected to the recorder 53 has the same

function as the expansion section 63 or the expansion section 67. The other parts of

the structure are the same as those shown in Fig.10.




key Ktenp to the decodi ng nodul e 102. The decodi ng nodul e 102 decodes the
contents key Kco which is outputted fromthe SAM 62 and enc5¥§£gﬂ)%ﬁth t he
tenporary key Ktenp, with the tenporary key Ktenp, and outpu N Q decoded
contents key Kco to the decodi ng nodul e 103. The decodi ng nodul e 103
decodes the contents recorded on the HDD 52 with the contents key Kco and
outputs the decoded contents to the eypansi on nodul e 104. The expansion
nodul e 104 expands the decoded contents in accordance with the ATRAC

system or the ke 8nd HULRHISdLdRes SXPRRIRES AR AMEs bl WARhWBpeidwar k
appendi ng nodul e 105. The watermark appendi ng nodul e 105 inserts into the

contents ﬂérﬁ?&gﬁﬁ %m\%‘??%%h% Hﬁréﬁlng@?ﬂggﬁfg& a 15{}%2113@5;99?&35&1 m@afle0ut put s

t he resulat contents e recor a spea not shown, so as to

r epr oduc si,c. Fig. 12.1 strates inf iqQn tr i cei ved
anong thgloguwﬁ)dgcé?‘g?ggmd%enide#a ,ec?(ﬁ 1800 uieen si PSP %{é?@?lgﬁﬂgqgg’ra\r}ﬁce
provider 3 and the user. horse .n 5. The contents provider 2.stores
Phe encr it B B ARESCGRES Gt S5 Sl Eu By SR e h ARy 8P ISy and
signature into the contents praqvider ECU{e o n%?in r &yhi hwill be later
descri bedut gl guthspteptigwEh g’r‘? QP‘PTQ}.]?L§)°‘.R/' &pd oy é‘tsctgﬁfeé?ﬁcga‘ar ovi der
2 7 June 2006 60 appends a certjificate of the contegts royi der % (whi ch
‘Wil be Ikeveftemsie thredesadippmadule WP h Ther decedig 1 \ﬂiegl%zlgf)cosﬁﬁﬂ?e

contents provider secure container, and transnmits the resultant contents
provi der cvatantekendien méicl & phwuged vier e SiMep2 andenerased atithsthepr ovi der
2 al so appends a certificate of the contents provider 2 to the handling
policy aeubpsiagydeyrtemy, wish dhe depporny key dftemint, sandhentpets ube algeoded
information to the EMD service
' contents key Kco to the decoding module 103. The decoding module 103 decodes the
contents recorded on the HDD 52 with the contents key Kco and outputs the decoded
contents to the expansion module 104, The expansion module 104 expands the
' decoded contents in accordance with the ATRAC system or the like and outputs the
expanded contents to the watermark appending module 105. The watermark
appending module 105 inserts into the contents a predetermined watermark specifying
the decoder 56, and outputs the resultant contents to the recorder 53 or a speaker not
shown, so as to reproduce music.
Fig.12 illustrates information transmitted and received among the EMD service
center 1, the contents provider 2, the service provider 3 and the user home network 5.
The contents provider 2 stores the encrypted contents, encrypted contents key Kco,

- handling policy and signature into the contents provider secure container (which will

be later described in detail with reference to Fig.13). Also, the contents provider 2




center 1. The service provider 3 verifies the received certificate of the
contents provider 2, obtains the public key Kpcp of the cop}enpﬁ)grovider

_ b . o 1,8130

2, and verifies the signature of the received contents provider secure
container. After succeeding in verification of the signature, the service
provi der 3 takes out the handling policy fromthe contents provider secure
contai ner and generates price infornmati on based on the handling policy.
Further, the service provider 3 stores the encrypted contents, encrypted

cont ent Salé%)ﬁ&(ﬁ%enﬂﬁe@fg dHe BHERY proidcg @ (Whi@ will iedateadebcsbghatdatal i nto the
service rovi der secure container (which will be |ater described in detail

Wi th refer Rb @i P2 t0AhS Lontt M8 pRRi ¥drGe cfe@Vhtidicr Sandppandstsahe
certifi c&’E‘Z"}%f“‘%l Ceetls)g?%?c)e prov(imdelr g (lvvhi ch will be later described in

detail with,reference tQ.Fki i I \h-GiBe BFRYAHS! TiResdHnts
containef?mgW&cFW§ﬂl%P?gngﬁgegégéPégﬁ%pgéﬁgﬁ%%ﬁp$gvider secure container to
the wuser hoge network 5. In _addjti e | Bcappends a
certifi cRIQIGRT %‘ﬁéo a@%ﬁ"@is@eg elﬁﬁ%\?ieaoef(r%ﬂ?scé%g?%g)r%{rlggreffoﬁt}%g%qa%li §%)%ang
signature and transmts the resul tant, information the BV3: i center

1. Aft er a0@FERYNHy FecTsabet tﬂa"ssg’r“i?iﬂ&eereﬁ?lgmqa&f:png%%%nﬁg conl?%{ §rllelclaﬂgl,%a-t he user
honme 7 June 2006 61 network 5 carries out purchase processing based on the

handl i ngcpeief &y and price information included in the secure container.

The user hone network 5 selects, a purchase node fr t he_ handl i ng policy,
t hen gener at eShpeevigsipsovide Jerifics @WﬁcelWﬁ‘?B?Yﬁ‘%l“PtﬁrP?ﬁéeh%? %Pré)tvggerand

saves accounting information corresponding thereto i ]21 o the stor age nmodul e
in the SAMWbFs thsputpirkeysScprofite esnants provider Sagchverites thepignature
the received contents provider secure container. After succeeding in verification of
the signaturé, the service provider 3 takes out the handling policy from the contents
provider secure container and generates price information based on the handling
policy. Further, the service provider 3 stores the encrypted contents, encrypted
contents key Kco, handling policy, price information and signature into the service
provider secure container (which will be later described in detail with reference to
Fig.15). Also, the service provider 3 appends a certificate of the service provider 3
(which will be later described in detail with reference to Fig.1 6) to the service provider
secure container, and transmits the fesultant service provider secure container to the
~ user home network 5. In addition, the service provider 3 appends a ce;rtiﬁcate of the
service provider 3 to the price information and signature and transmits the resultant

information the EMD service center L.

After verifying the received service provider secure container, the user home




external menory of the receiver together with the encrypted contents and
the contents key which is decoded and re-encrypted with sayin§ Ogsave of
the receiver. The accounting infonnation is encrypted and signed at
predetennined timng, and is transmtted to the EMD service center 1
-together with the handling policy and price information, if necessary. The
EMD service center 1 calculates the qﬁe fee based on the accounting
information and price information, and al so cal cul ates the profits of the

EMD service center. 1, the econtent L der Al Rui der 3.
The EMD §@W0FgéPEEHF%Pu¥Eu%%%%%§%§§¥ﬁ%?§g%ﬁfﬁﬁgﬁ£%?$@@g ggg*%ﬁ%@¥r0n1the
~contents provider .2, the. price informatio ecel 1 he Lce

provi der llﬁoﬁlﬁé“%éméﬁé%ﬁﬁ’t NPT PN 1?1%1 u%%n%qqﬁ%é&g@%tgyse?%gée/?ved from
t he user home network 5, and dits whether there is_. . a0 una i.zed
action i purdhess apagecEopy B ]beé]?iﬂgg dpllfﬁehﬁgegenﬁ@ﬁees RTS8 péu'%%%lgé
tanpering of the handling policy and appendage of .an unfair .gri ce.. Al t hough
the non- iefocnypordndasibiaRs el BESS 6QUPEPS BIIPHRIRt s PHEng MRS t ted i n
Fig.12, such information may be encrypted before transmi ssion. If the

i nf or mat iisto ths sterapeypodds in thh&AMf dihy uag armissign ﬂf&@@a’fﬁld?ﬁ%’ﬁaéﬁﬁﬁémof t he
systemis inproved. 7 June 2006 62 Fig. 13 illustrates the _contents

provi der eseendl enanny aif tier recdiner togethervsh preowricaried exniends aeththgicRBIENBont ai ns
the contents encrypted with the contents key Kco, the contents key Kco

encr ypt eqteyiviiich he dedcsledi ddtrieamckigyedaithasade ey Hsavdlofnbe pestelvsy-
signature.” The signature is data obtained by encrypting, with the secret

key Kscp s@fourdthg GosheMon Rr exrgred Zndasigash av predetgenerdtisingyasbp yi ng a
hash function to the .
transmitted to the EMD service center 1 together with the handling policy and price
information, if necessary.

The EMD service center 1 calculates the use fee based on the accounting
information and price information, and also calculates the pféﬁts of the EMD service
center 1, the contents provider 2 and the service provider 3. The EMD service center
1 compares the handlihg poh'cy received from the contenltsh provider 2, the price
information received from the service provider 3 and the accounting information and
handling policy received from the user home network 5, and audits whether there 1s
o unauthorized action in the service provider 3 or the user home network 5 such as
tampering of the handling policy and appendage of an unfair price. Although the non-
encrypted handling policy and price information are transmitted in Fig.12, such

~ information may be encrypted before transmission. If the information 1s encrypte_d,

the safety against attacks from outside of the system is improved.




contents encrypted with the contents key Kco, the contents key Kco
encrypted with the distribution key Kd and the handling po“&:n)é.zo %g. 14
illustrates the certificate of the contents provider 2. The Certificate of
the contents provider 2 contains the version nunber of the certificate,

. the serial nunber of the certificate allocated to the contents provider 2
froman authentication station, the athorithm and paraneter used for the
signature, the name of the authentication station, the expiration date of
the certifi catBg 3nBusizates bt cottenondedérssepurecbaliaime?, Thheontgntbpicyidesy Kpcp
of the contents provider and the signature. The signature is data obtained
by encryptédige cohtaindr henseny dic keyteiScahcpfpttdevidutitendritentilen Ké@tthon, a
hash val ue generated by applying a hash function to the version nunber of

the certi tbseb® key Ke epenipadd WHRMRS diofriduien&ey Kid hedfhe mhivsapardytaadt he
contents provider 2 fromthe authentication station, the algori %/hm and

par amet er susgchrd OThd BignSuBNRIdFLebibi}ed %cnﬂ%&%h%ﬁﬁﬁ%@é&ét% laRpsiration,

the expiration date of the certificate, "the content s’ provi der

2, and t hﬁleoé&ltélﬁs g)%{vilé@lc Q, b ilaglr'@alﬁg %Eﬁ%gedggg?%épgglﬂ Braﬁilﬁgeflaréctwnl %Stthre ates

the servi.ce provider secure contal ne ovi Secureé

cont ai ner i - d.with t contents KC.

cont ant o 9SS B3R R E LR FRY R b ched SRR Sl B8y o,

handl i ng HCY. QL informati.on an signature. The signature is data
obt ai ned gﬁhébﬁ%lroﬁp &Vﬁg‘? al\ll\ﬁ; ﬁﬁrr}aaﬁgﬁ%%gf) $-key Kssp of the service provider

2 esh val e SR 2L RY, PR, R hoeh I unchion 1o L contents

distribut Lgnr%elg(tg%rcﬁgder@ggrlltiag tl?eoxl-'fi:r(s:i%ne}lrxlgnbperrio%?hei ancgfricr:rﬁg,i t(l?lg serial number
of the certificate allocated to the contents provider 2 from an authentication station,
the algorithin and parameter used for the signature, the name of the authentication
station, the expiration date of the certificate, the name of the contents provider 2, the
-public key Kpcp of the contents provider and the signature. The signature is data
obtained by encrypting, with the secret key Ksca of the authentication station, a hash
value generated by applying a hash function to the version number of the certificate,
the serial number of the certificate allocated to the contents provider 2 from the
authentication station, the algorithm and parameter used for the signature, the name
of the authentication station, the expiration date of the certificate, the name of the
contents provider 2, and the public key Kpcp of the contents provider.

Fig.15 1llustrates the service provider secure container. The service provider

secure container contains the contents encrypted with the contents key Kco, contents




Fig. 16 illustrates the certificate of the service provider 3. The
certificate of the service provider 3 contains the version7?%ggﬁh60f t he
‘certificate, the serial nunber of the certificate allocated T6the service
- provider 3 froman authentication station, the algorithmand paraneter
used for the signature, the name of the authentication station, the
expiration date of the certificate, theszname of the service provider 3, the
- public key Kpsp of the service provider and the signature. The signature

~ I's data obkailfedervyyptedottiphd digiibeiibh ke dSeadsh iS@]Ycﬁf?ﬁ@e iBforfkf€on and

aut hentication station, a hash value generated %y appl ying a hash function

to the verspomureuriersighathifiss certdfisad By ehl€ptisehil auabe e
certificate allocated to the service prgl{;/i de?pS ’r\o]m t he at%(%rerﬁ%%%c%ﬁi on

station, tiie sahaed pidvidand HaLaelss Igh'ﬁdfrgtefig:fgt Eeﬁbg}r&‘tggd‘ﬁ‘éswﬁp tt;'&‘ne{ naie of

t he. authentication station, the expiration he cer iCat%e ™ he
name of theniSeL Nk IQHQWH‘?Q{ % ublic Ke sp, of e Service
provi der. Figs. 171(%\%,) 17(B éen%mi%'? é)ih?f:é)rsrtoﬁ]aetnés ?%’eféﬁgﬁﬂﬁy R&%p‘b‘ﬁ? . price
i nformat i Ofgy,; r m.sston ibnforpation.. The.handling policy (Fig.
t

17(A)) held B@H§%€§§‘é)n éﬁlinz(ﬁm&r%o\]ﬁcﬁgpgg’“lcg PERAUY for each contents and
i ndi cat es avai - jtens to.the er honme netwprk 5. Fqr exanple, the
handl i ng pol i cﬁ%igﬁ%gﬁf‘??)ﬁ C%gﬁ?ﬁq? Qyﬁ’ﬁée‘a’é@rm%ﬁl@yg Fheeertigoge shithenet wor k
5to carr%eoy&are degctigm and nultiple COE¥ of the contents, but does not
permt singl eCTHRYCF GO AR A varstPrsEieriof thestertitieate,ithe paiad spypberal
multiple ¢ . Miltiple copy .is preparation of a plurality of copies from
t he cont eﬁﬁgx‘?ﬁl}%ﬁt@ a@%&éteaﬁ@ tBe peiicgPEOViger hitos) am aebaulication stasioputhehased
W th respe?t to thﬁ contents for which copy

algonthm and parameter used for the signature, the name ofthe authentication station,

the expiration date of the certificate, the name of the service provider 3, the public key

Kpsp of the service provider and the signature. The si gnature is data obtained by

encrypting, with the secret key Ksca of the authentication station, a hash value

generated by applying a hash function to the version number of the certificate, the

serial number of the certificate allocated to the service provider 3 from the

authentication station, the algorithm and parameter used for the signature, the name

of the authentication station, the expiration date of the certificate, the name of the

service provider 3, and the public key Kpsp of the service provider.

Figs.17(A), 17(B) and 17(C) illustrate the handling policy, price information
and use permission information. The handling policy (Fig. 17(A)) held by the contents

provider 2 is prepared for each contents and indicates available use items to the user

hpme network 5. For example, the handling policy of Fig. 17(A) permits the user home




permssion is provided in the use perm ssion information. However, as shown
in Fig.18(A), further copying of the copy cannot be carved”)ulﬁ%z()% i's not
permtted). Single copy is preparation of one copy fromthe contents in
the case where the use perm ssion condition is purchased with respect to
the contents for which copy pernission is provided in the use permnission
information. In the case of the singl &4 copy, too, further copying of the
copy cannot be carried out (or is not permtted), as shown in Fig. 18(B).

The ser Vi gawRiR¥itdehrd Adasprbbectidhnl £ thiftpleedposf the chhrenkabed ddaig nel i cy
(Fig. 17(A)) fromthe contents provider 2, as shown in Fig. 17(B). For

exanpl e, Pg@m-t pjh?;‘eecdp@fornati on of Fig. 17(B) indicates that the fee for
reproduction of The contents is 150 yen and that the fee for multiple copy

f th t entys; I ) E i i 7 : O, th
gri ceei (r:n9 gr rergtluslg%qgég)s%/‘ﬁdg}}84%2%@%&2@88? gg\tﬁﬁ%h é@]g? 8?%3;@“@%6%%9? For ©
singl e copy

exanple, for copying.hree.tunes, the fee three ti. that for

Csto be farabaaten S WRRY BF SombLRramiet SPERals i ihs bty EE Bl s
permtted are I.irriqt‘PS\_gi.to the contents.in the caﬁg wh?re tfhe s per m ssi on
condi t i onPeUSHER RSP RUHEBRFEC It o ReCt Yntient Qe 1hiMEHCT: GppY
~permssion is provided.in.the 7 June 2006 65 use. perjj ssion.information.
The user R%Sﬁ%@mpko‘édgmﬁw%pwsw HIBENYIPT: nHBMAYE: 8% S@W@.ﬂiuq)

i ndi cating. the use itemselected by the user fromthe availabl e use itens
(Fig. 17( 18(6«5= 1eg GRPWAE OF fthruremt eannsy berrarmpechewt (9F 1H8es BSILEd)- i ed
fromthe service provider 3. For exanple, the use perm ssion information
of Fig. 17@1@3164 sRiYClatheeparpiEen ehenccenyefipm the contents in the case where the use :

permission condition is purchased with respect to the contents for which copy
permission 1s provided in the use permission information. In the case of the single
copy, too, further copying of the copy cannot be carried out (or is not permitted), as
shown in Fig.1 SA(B).

The service provider 3 adds the price information to the handiing policy
(Fig.17(A)) from the contents provider 2, as shown in Fig.17(B). For example, the
price information of Fig.17(B) indicates that the fee for reproduction of the contents
is 150 yen and that the fee for multiple copy of the contents is 80 yen. Although not
shown in Figs.17(A) to 17(C), the price information of single copy represents the fee
for each copying. For example, for copying three tﬁnes, the fee three times that for
single copy is to be paid. The contents for which multiple copy or single copy is

‘permitted are limited to the contents in the case where the use permission condition

1s purchased with respect to the contents for which copy permission is provided in the




can be reproduced for use and that single copy and nultiple copy cannot be
carried out. Figs.19(A), 19(B)and 19(C) illustrate the hang mgzoaﬁl icy and
price information in the case where the contents provider f-tet

profit distribution information to the handling policy and where the
service provider 3 adds the profit distribution information to the price
information, conpared with the exanplgs of Figs. 17(A), 17(B) and 17(C). In
t he exanples of Figs. 19(A), 19(B) and 19(C), in conparison with the

exanpl es @ fer@Sssdof forndalioB) and 17(C), information is added which
indicates that the profit of the contents provider 2 is 70 yen for

d 7
(e 00y i s et o S‘?e%ﬂﬁé" b Paf Rt PRSPt ent s

i nformati e h
provi der @H] ﬁ%g%eﬁse}’%érlﬁ? eé];%?tgg%gt Seorf ?IHZF%E f@hie usgﬂff %&i%x%@?
mul tiple ice s roducti 0 and 80
yen for n?flo Lﬁ%{ﬁ?’ée@gfﬂfﬁ Egtg 3%‘ ]??Pdtil('}gtpﬁ Cféé é—?‘ﬁ Thel&(‘ﬂ ¢ PHede ount
(for exanple, %: gg obt ai ned 1)%./{1 subtractl n? the profit (tf or exanple, 70
yen) of t f&&mpé {8° PIoRATRIsI o bermatengi g 7((%%16#10@15@& dhe mt%ﬁ) of |
. the service provider % fromthe price (for exanmple, 150 yen) June 2006 66
i s the profite EPradecEis wwrapddbalcenglecopy a?ﬁ@@ﬂd%mlf@én@tém @rrigd can
calculate the profits of the contents provider 2, the service provider 3
and the EMD service center 1 by obtaini ng the handling policy, profit
distribution rate and price information via the user hone network 5 as
wel | as the acf(},gmlﬁ(ﬁﬁglp (B endBR(Co Hlyskiatg tha bér@ilinigpdlicaandyicetimfermesoh t - of
use of the contents by the user hone network 5.
i the case where the contents provider 2 adds the profit distribution information to the
handling policy and where the service provider 3 adds the profit distribution
information to the price information, compared with the examples of Figs.17(A), 17(B)
- and 17(C). In the examples of Figs.19(A), 19(B) and 19(C), in cdmparison with the
examples of Figs.17(A), 17(B) and 17(C), information is added which indicates that
the profit of the contents provider 2 is 70 yen for reproduction of the contents and 40
yen for multiple copy of the contents (Fig.19(A)). Moreover, as the profit distribution
information, information is added which indicates that the profit of the service
provider 3 is 60 yen for reproduction of the contents and 30 yen for multiple copy
(Fig.19(B)). The price is 50 yen for reproduction and 80 yen for multiple copy,
similarly to the case of Fig.17(A). The amount (for example, 20 yen) obtained by
‘subtracting the profit (for example, 70 yen) of the contents provider 2 and the profit

(for example, 60 yen) of the service provider 3 from the price (for example, 150 yen)




Figs.20(A), 20(B) and 20(C) illustrate the handling policy, price
information and use perm ssion information in the case mhefﬁﬂ%zﬁbgrality
of nodes are set for the wuse of contents reproduction. In e eXanpl e of
Fig.20(A), in the service provider 3, wunlimted reproduction, reproduction
"limted by the nunber of tines (in this exanple, 5 tinmes) and reproduction
limted by date (in this exanple, untilgDecenber 31, 1998) are set for the
use of contents reproduction, as the handling policy and price

| nf or Mt | 0Bhd gofi06! GRTHWGrEcL REUSETTREERE S LRE LARE PUNPLEQRL Tl ted by
t en e as

the nunber of tunes of 5 so as to use the contents, user

recei ved byhrhase tﬂ@\é@ﬁtenfsga(??gq%'lﬁgqh% ?erqnwftgt%&%%y?’ %h&é 1?1'% W@ISQB‘EC‘? %%éé‘e-g]? ' ? ﬁg |

as the val'ue correspondin ion

use perm sgj i.Af. i for the us home . network 5, as.shown in
o, 5o B) T HRRLAHRE T bR eahics WRRL dt ol Sty ceRaro AR Tiot
tinmes is qﬁcre nt ed %V’er% tinme,the contents.gﬁa_‘ r epr gduced Suse_d). in the
user home MetRBrITE PEEPILS AMpFL 25 Brepsrouimedpioreatien die 19EpD sfliedng hr ee
tunes, the, val efjs dﬁﬁrenented to "2" as shown in Fig.20(C). If the val ue
cor r espondPREEY afise of tha ¢otenin by he wer howsaetvetrktunes becomes " 0", the
user hone network 1}5%23 %(?%S%raﬁcan ‘reproduce and use the contents. 7 June
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2006 67 Fig.218% d0te} ilypaptgtthohandlingwlieNDpser niferaationt er 1
to coll.ect necessary data for settlenent processing fromthe contents
provi der Zl,ndtqﬁ@ PSERIRIgR lﬂm@tld@m thegask Where agdurahone medescr& s&. foilthe
contents provider 2 transmts contents provider registration data nade up
of the namseef cemenisarproduetiqn. dwithe exdpplevé Fippk(enf m the Bervidegrovidés 3, of an
entitled organi zation corresponding to the contents ID and the bank
unlimited reproduction, reproduction limited by the mimber of timnes (in this example,
5 times) and reproduction limited by date (in this example, until December 31, 1998)
are set for the use of contents reproduction, as the handling policy and price
information. In the case where the user selects the reproduction limited by the number
of times of 5 so as to use the contents, when the user has received but has never
reproduced the contents, a value of "5" is recorded as the value corresponding to the
limitation by the number of times of the use permission information for the user home
network 5, as shown in Fig.20(B). The value corresponding to the limitation by the
number of times is decremented every time the contents are reproduced (used) in the
user home network 5. For example, after the contents are reproduced three times, the
value is decremented to "2" as shown in Fig.20(C). If the value corresponding to the

limitation by the number of times becomes "0", the user home network 5 no lon ger can

reproduce and use the contents.




account nunber of the contents provider 2 to the EMD service center 1. The
contents provider nmanagenent section 12 of the EMD service GentH 1
. . . . . 7 Iuhe 96

receives the contents provider registration data. Having reterved the
contents provider registration data, the contents provi der nanagenent
section 12 of the EMD service center 1 generates contents provider |D,
then registers the contents provider rggistration data together wth the
contents provider IDto a profit distribution database, and transmts the

contents provigeniliBui@atthansel eptistiph QFitHEEMD Jdheice euhent stopsadéeder 2
receives and stores the contents provider ID. The service provider 3

transm tSn§t?e§3§(?:$%aférfb\fis@ﬁ‘fexﬁ&%ﬁ&f&@%ih ARt PRdentdRrofidet hahpaerof the
er 3, th s | f

service provi e conten D and the bank account nunber o t he

service PLOXiden fd'if he M Sehuhce SROLShods pRaSS, MhaSRIQUIARL

managenen section service cente recelves the service
provider registration. data. Vi n receivtﬂ]tge servic vi der
Fegt st at Pordrare  Pie defmedin BnbERT st e lfelh MFene eno
service center 1 gepnerates . service provider 1D and transmts. the service
Brovi der 11D, BARG DA B CpFAAeh e RBdea o e opl S8 hencdhe Pl Ve
and stores the service provider 1D, 7 Juq_gf}_:%\gl 6 68 The user_hone network 5
transni t s2¢FROEPt REpbe of §i5 Rtents Bromilea2 it LSeRRApCeTder b e foBfening ¢ he
basil: account nunber of the user to the EMD service center 1. The user
managenenProveder igapaggnept cREOEND of she/ EMD sentes cepterclrsicoes theeopéays
registration data. Having received the user registration data, the user
managenenproyuier ragmstiegopfdata; iavENDeseved he corientsrprovidensestradonddn. th, t hen
stores the user registration data _
contents provider management section 12 of the EMD service center 1 generates
contents provider 1D, then régisters the contents provider registration data together
with the contents provider ID to a profit distribution database, and transmits the
~ contents provider ID to the contents provider 2. The contents provider 2 receives and
stores the contents provider ID.
The service provider 3 transmits service provider registration data made up of
the name of the service provider 3, the contents ID and the bank account number of
the service provider 3 to the EMD service center 1. The service provider mnanagement
section 11 of the EMD service center 1 receives the service provider registration data.
Having received the service provider registration data, the service ‘provider
management section 11 of the EMD service center 1 generates service provider 1D and

transmits the service provider ID.to the service provider 3. The service provider 3

receives and stores the service provider ID.




together with the user ID, and transmts the user IDto the user hone
network 5. The user hone network 5 receives and stores the75,|s%r20bg). Fig. 22
shows an exanple of the profit distribution database held by e profit

di stribution section 16 of the EVD service center 1. In the profit
distribution database, data indicating the profit distribution to the
entitled organi zati on corresponding t@@ the contents ID are stored. The
data indicating the profit distribution to the entitled organization

cor r espondi N, sbhBoGERERRIR SRS stN@ ofsahBoR BaRmeddetupdifihe hbuti on to
the entitled organi zation which is generated when the contents

corres pOQHi]Qgs%r%nHtf'ﬁe b&ai ct%g%r?t nLALRF 6f %ﬁ%qgelbﬂé #EQEM@ 8hrviceRehfre1eX@APl e of

the profit distribution database of Fig.22, if the contents having the

ID of 1 i f he.. i i 3, 10%
g;’”{ ﬁgt fﬁsgf Pfan%%gg@tsgg?gd fis%*gihggms USRS cehpe%@@ense%@y@ & ﬁrggsgraqisg

rom use of e contents

di stri buted the entitled organizatipon. Simlarly, with res t to the
Cont ent 04ty Ry Bkt it ©oF B grean GhseBt CHarplsp e kP RIS by € o
use of theclr;rc{\(/)lntents by the user is di si;éirim“t ed to] the entitled

or gani zatEdAVILEREFVIes SHURE | SANRERAISE P Repsherghile yis PRt At tabl e
stored in the profit 7 June 2006 69 _distrjbution section 16 of e END
servi ce ieesiberwith theuserdDe and Eansniibeiser B dgiser hope BswoRk Scdbfent s 1D
and the discount rate of the use fee for the user corresponding to the

cont ent sussr boimgaretwirkad eecsives and stoses the vepsHdunt table, information on the
period during which the discount rate is applicable can also be stored.
The use fee dhg@Rehoenrerxempld cithpasofihdsicdntiondstabasohield barbe winfeh i s
Suppl! eddistribution section 16 of the EMD service center 1. In the profit distribution database,

- data indicating the profit distribution to the entitled organization corresponding to the
contents ID are stored. The data indicating the profit distribution to the entitled
organization corresponding to the contents ID shows the rate of profit distribution to
the entiticd organization which is generated when the contents corresponding to the
‘contents 1D are used by the user. |

In the example of the profit distribution database of Fig.22, if the contents
having the contents ID of 1 are provided to the user from the service provider 3, 10%
of the profit generated from the use of the contents by the user is distributed to the
entitled organization. Similarly, with respect to the contents having the contents 1D
of 2, 20% of the profit generated by the use of the contents by the user is distributed

to the entitled organization.

Fig.23 shows an example of a contents use fee discount table stored in the profit




fromthe contents provider 2 having the contents provider IDof 1 is

di scounted by 2% during the period from Septenber 1998 to Pﬁfne@&ﬁé 1998.
The use fee of the contents which has the contents ID of 2 ahd Fchis
supplied fromthe contents provider 2 having the contents provider ID of 1
is discounted by 3% The use fee of the contents which has the contents ID
other than 1 and 2 and which is suppl6bed from the contents provider 2
having the contents provider ID of 1 7is discounted by 1% The use fee of

the contents which has the.c nt.s :l D of hiGBnik SsSERRkdcednf rom t he
cont ent sdlﬁtﬂ%Flaﬁﬁeﬁ‘%h\ﬁ%éll?%gﬁﬁosﬁﬁéé %e%ﬁ?rgl\i?@g}r]g\?g ot 2is discounted by
5% The use fee of t contents which t he. cont I ohd whi ch

i s supplteblg, HreofANHES EéPgi?]&eedlﬁ?(BmtaﬁtF Og?liea‘ﬂ]/ eﬁfﬁe?ﬁretﬁgﬁ?icgg%;& ovi der | D of
1 is discounted by 3% The use f of t.he contents. which ontents
| D of 4 taribe awitentsipsoddgsply %@l%ﬁ%ﬂﬁﬁ?ﬂé‘? é‘é%‘%‘w aaifeppﬁ“waﬂé+on§'*ﬁ§%?%§°°fhe
service provider ID of 2 is discounted by 1% Fig.24 shows an exanple of a .
user's udeifeehidithe diskpeit et igepphepblgcamalsabe 894 ng and chargi ng section
19 of the EMD service center 1 and in which the use fee .o{ .the ENCLP service
center 1 witHTkesedet ofthe thmtensarhicishastithe eenterthE) abheml Yhich SeWPPr&E e in the
user's use fee table represents the anount of fixed use fee ng Cg" he user
7 June 2866 thO comeys provilere Eing trewdooenteproeiden 2 of} is disauntcd P var i abl e

rate represents the discount rate of the nonthly fixed rate during a

pr edet er gings dReHbA6d Whing [Septemies pESiSajol Pedetleerm 98 Bhetuse femofdbevi ce
center 1 or the discount rate of the nonthly fixed rate in the case where

the use {g&fehaChHRLNMhstthE GARLBNITS dfSeaddevhich isotuppBed fiohathe eontents
predet erm ned anount . _
provider 2 having the contents provider ID of 1 is discounted by 3%. The use fee of
the contents which has the contents ID other than 1 and 2 and which is supplied from
- the contents provider 2 having the contents provider ID of 1 1s discounted by 1%. Thf?
" use fee of the contents which has the contents ID of 3 and which is supplied from the
| contents provider 2 having the contents proviﬁer D éf 2 is discounted by 5%. The use
fee of the contents which has the contents ID of 1 and which is supplied from the
service provider 3 having the service provider ID of 1 is discounted by 3%. The use
feé of the contents which has the contents ID of 4 and wh;'ch is supplied from the
service provider 3 having the service provider ID of 2 is discounted by 1%.
Fig.24 shows an example of a user's use fee table which is stored in the
accounting and charging section 19 of the EMD service center 1 and in which the use

fee of the EMD service center 1 with respect to the user is stored. The monthly fixed

rate in the user's use fee table represents the amount of fixed use fee which the user




In the exanple of the user's use fee table shown in Fig.24, the nonthly
fixed rate is 1,000 yen and the nonthly fixed rate is diSC?ﬂﬂ&ﬁﬁo y 10%
during the period from August 1998 to Septenber 1998. In the case Wwhere the
use fee including the contents use fee is not less than 3,000 yen, the
monthly fixed rate is discounted by 5% The contents use fee is cal cul ated
fromthe profit distribution databaseypr the accounting information, and

" the discount ampbunt based on the discount table is subtracted fromthe

contents Jused & ENNG sUsgcd 881 | teheryENBhEer Yhe Qafighitattelreptaeed the n t he
user's use fee table is added to the resultant amount, thus calcul ating the

user’'s  Use liferatE iof?ﬁgﬁninlnlh'i’f t@H &3 el Hﬁri}%ﬁr QB hed heriblDuien i ce

center 110 recelve accounting Information fromthe user hone network

5. The nutual Fy %@Sﬂ{i' %glﬁ* a1 ]Ffﬁﬁcsteixqg%étzt%ﬁég’fluirWe ENVD RREML GELEBRLEAy 1

u
carries GORCHRIPATEAY i'cation W er home network 5 and then

h K K .. The . . h : h
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shared tenporary key Ktenp, then appends the signature data there to and
transmi t $ Prepeerwaed MU0t nf or mati on to the EMD service center 1. The user

- ..managenent section 7 June_ 2006 71 18 of the EMD seryjce center erifies

the received & Hiwarampleiaf Hie yser's Res eit@lﬁgho‘i’%ﬂﬁng}g'%‘g,tﬁ?H@n&}gglﬁ’l' nagenment
section 18 decodes the received accounting information wi.th the shared
tenporaryﬂ%eyIKE@mwn@ﬁdfh@aﬁﬁﬁﬁvib@ﬁéméé%gﬁéﬁﬂﬂﬁiébﬁHﬁ?ﬂﬁ“ﬁﬁ@@ﬁﬁﬁp on to
the historical data nmanagenent section 15. The user nmanagenent se%ti on 18
recei ves ftére Atigist 198 tobeepbrdl 938 nintthe cragywhere the use fee including the

contents use fee is not less than 3,000 yen, the monthly fixed rate is discounted by 5%.

The contents use fee is calculated from the profit distribution database or the
accounting information, and the discount amount based on the discount table is
subtracted from the contents use fee. The use fee of the EMD service center 1 stored
in the user'.s use fee table is added to the resultant amount, thus ca]culating.thc user's
use fee.

Fig.25 illustrates the operation of the EMD service center 1 to receive the
accounting information from the user home network 5. The mutual authentication
section 17 of the EMD service center 1 carries out mutual authentication with the user
home network 5 and then shares the temporary key Ktemp. The user home network
5 encrypts the accounting information and, if necessary, the handling pelicy with the
shared temporary key Ktemp, then appends the signature data there to and transmits

the resultant information to the EMD service center 1. The user management section




server 14, encrypts the distribution key Kd wth the shared tenporary key
‘Ktenp, appends the signature data thereto, and prepares reghﬁkg%bgon
information fromthe user registration database. The user managenent
section 18 then transmts the distribution key Kd encrypted with the
tenporary key Ktenp, the signature data and the registration infonnation
to an equi pnent capable of settleneng;in the user hone network 5. The
preparation of the registration information is as described with reference

to Fig. ﬁSS&QREhﬁ\r/I@( Q-8 W dehtePQtvdPBied @isC FdeR@ df i@’ date. dHttatle. sl it is
determ ned that settlenent is to be executed, the historical data

n’anagem%%%]g%ﬁ? i ﬁ{% h8ed LARSPhent BEHHAC 88 V&L oAEE AHO B vé Tt smitingn to the

profit ution section 16 and further transmts the received
account i.ng i nf.onnat.i and__ h I | i 0 hdgedbkdchar gi ng
secti on METIFHY Sy ] iqﬁedslhg{erq U |dcl)%%g ctlié%}\r}plél%?gﬁrcu aittg;s the amount
charged and the .apount. to he id to, the content oy4 der 2, the service
provi deRCeOUHKRSIRIERBOR &7 5}@@5818;88?1&3%1111@{1g%we_nt%ﬁcetpdélciéﬂounti ng and
chargi ng section 19 cal cul ates .t he anount .to,.be. paid, byt user,.and
transnits thdbeupsrgpaRageBsnt %?Cflﬁ‘é?$ N tl?nﬁsﬁbgﬁﬁ?é%ﬁ[}?%%%?% 20.- The
recei pt and di sbursement section 20 go%u%%'g es.wWth an ﬁxtﬁr nal bank,
not showerveardd. exerpisdhe sitpbaipmkey/Kg grigh ayed [PpRUAL! Ky “fHPhi s case,

if informati-on on unpaid fee of the user is Provi,d d, suc%{ information is
t r ansni tappendsihe signgturedast theeate | ABEPRPAFSFBLIETRBOT WMECTIRA T %l}eéﬁﬁf

chargi ng section 19 and the user managenent section 18, The,.i nﬂ‘)or.mati on on
the unpegistratéen datalyast| Ebe verr orenapenesepctiag Sthentrpasmdsthgdasdbu it wi 1 | be
referred to at the tinme of subsequent user registration processing and
sett| emkey Kdoeesgpted. with the temporary key Ktemp, the signature data and the

registration information to an equipment capable of settlement in the user home
network 5. The preparation of the registration information is as described with
reference to Fig.7 and therefore will not be described further in detail.

If it is determined that settlement is to be executed, the histon'.cal data
management section 15 transmits the received accounting information to the profit
distribution section 16 and further transmits the received accounting information and
handling policy to the accounting and charging section 19. The profit distribution
section 16 calculates the amount charged and the amount to be paid to the contents
provider 2, the service provider 3 and the EMD service center 1 itself. The accounting
‘and charging section 19 calculates the amount to be paid by the user and ﬁ'ansmj.ts the
information to the recéipt and disbursemént secﬁoq 20. The receipt and disbursement

section 20 communicates with an external bank, not shown, and executes settlement




The equi pnent capabl e of settlenent in the user hone network 5, which has
received the distribution key Kd encrypted with the tenpora5¥mhgﬁmgtenp and
having the signature data appended thereto and the registration .
information, updates the registratjon information which has been stored,
and verifies the signature data. After that, the equipnment decodes the
distribution key Kd with the tenporary2 key Ktenp, updates the distribution
key Kd stored in the storage nodul e inside the encryption processing

sect i on, panctsdiapzetieshishesqaot odiomiaipni o onpmd ifemof hetiher istpoedided.rvdll e.
Fig.26 illustrates the operation of profit distribution processing of the
EMD ser yifoans@nt & trinsiiited ih shefhealofdattenmmnagemend tizestdoontiid andansmi t s
the accounting information indicating the result of contents use by the

user, thephant idtgoRald &3 MRdisct MRnpgdifent setasimaBi orhetiafdrhiratiph e the
di stribution section 16. On the basis of this information, the profit

di stributy, Bd%@&ié&‘éﬂe&@d%%@h?&r% L8R @lthbieahd WiR LE eeveaRy S0 aPmevi der 2,
the service provider 3 and the El\/[?serw ce provider 1, respectively, and

transm t iiiﬁehﬁsgl%lsg et LOR rEGSihd ﬁr%o&&ﬁgﬁ%ﬂ’ée%n%ﬂ#%gsiﬁnagem3nt

section contents provider nanag nt sectlo e recei pt and
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that, the equipment decodes the distribution key Kd with the temporary key Ktemp,
updates the distribution key Kd stored in the storage module inside the encryption
~ processing section, and deletes the accounting information in the storage module.

Fig.26 illustrates the operation of profit distribution processing of the EMD
service center 1. The historical data management section 15 transmits the accounting
information indicating the result of contents use by the user, the handling policy and
the price information to the profit distribution section 16. On the basis of this
information, the profit distribution section 16 calculates the profits of the contents
provider 2, the service provider 3 and the EMD service provider 1, respectively, and
transmits the calculation results to the service provider management section 11, the
contents provider managément section 12, the receipt and disbursement section 20 and

the copyright management section 13. The receipt and disbursement section 20




information, price information and handling policy supplied fromthe

equi pnent of the wuser hone network 5. Fig.27 illustrates t??un%% gti on of
processing in which the EMD service center 1 transmits the informti.on on
- the result of contents use to the JASRAC. The historical data nanagenent
section 15 transmts the accounting information indicating the result of
contents use by the user to the copyri’ght managenent section 13 and the
profit distribution section 16. The profit distribution section 16

cal cul at esriuheniaseamtith ahatged land, idiehawoiand cxociies pailantd prowesgIASRAC, and
transmits the information to the receipt and di sbursenent section 20. The
recei pt ange girsiypseieat magaichont 2& tiondimisndtseBe indfotm aioneott e padfibank,

not shown, and executes settlenment processing. The copyright nmanagenent
section I13rdE a$ikeolilg I Rk §m@ﬂ%ﬁ§£ﬁ%&lﬂ3$ TUS eolt¥nts heo8@rmartagetnbet JASRAC.
Fi g. 28 shows the structure of an enbodi nent of the user hone network 5

whi ch  enahlieg .1§ttpz{1$9§tSQBe SHRPhLEGn BRTHhEPEIHRIraH: COMERRITTotieR2 TR Y Y

stick, prevention o an unaut hori zed actions, and use of the contents by
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t he contents.incl ue%gs control block 121 for controlling storage of the
contents BETPARCHSEOX g an i nformation storage bl ock 122 for actually

stortng the g 89 fuswhtes 2 Opération of frbcedsing in which the EMD service center

1 transmits the information on the result of contents use to the JASRAC. The
historical data management section 15 transmits the accounting information indicating
the result of contents use by the user to the copyright management section 13 and the
profit distribution section 16. The profit distribution section 16 calculates the amount
charged and the amount to be paid to the jASRAC, and transmits the information to
the receipt and disbursement section 20. The receipt and disbursement section 20
communicates with an external bank, not shown, and executes seftlement processing.
The copyright management section 13 transmits the result of contents use by the user
to the JASRAC.

Fig.28 shows the structure of an embodiment of the user home network 5 which
enables storage of supplied and encrypted contents to a memory stick, prevention of
an unauthorized actions, and use of the contents by another reproducing device.

Portions similar to those of Fig.10 are denoted by the same numerals and will not be




is constituted by a single-chip dedicated I C for encryption processing,
having a nmultilayer structure in which an internal nenory, eHz' hel d
bet ween dumry | ayers such as alum num | ayers. The control %ﬁ%gk(?él al so
has tanper resistance such as a narrow wi dth of operating voltage or
frequency, which prevents unauthorized data reading fromoutside. The
~control block 121 includes a cormunigati on section 131, a nenory
controller 132, a mutual authentication section 133, an encryption section

134, a  $f.9 @8 Rk iAMeiab, InFigdee otk NQ caRCint@Mhct 3@, and thabdomdrifndrer
generation section 137, and a data check section 138. The comuni cati on

section 131 y&Geivers the encrypted contents or encrypted contents key Kco
fromthe receiver 5 1. The corni-numcation section 131 also transmts the

encr ypt ed Confﬂxﬁﬂ&%i%stmc{%gbg dciﬂ%gﬁtcl?i\’glegl KGQti%hd M€ cohRERINGRdeRl. The

menory controller W | e encrypted contents or encrypted contents

key Kco receiv by, t onMuni Gat i Qn._sect | | RQr i,Qn
storage B B%Erqgﬂf)glﬁ'ﬁgeln‘g%?@nqmgﬁ?g gﬁr%%e ngﬂ%ljcgéte%gsaég?%%?ﬁ( t8 h%gﬁtents
witten in. the infor i torage.bl ock 122 and supplies _the gonrtents to
the co mmoeaﬁl%m%m%?%ﬁ%? fmbar‘:%f&ﬂ@ S?‘?rf%’eg.tg?ﬁ%”qﬁﬂttsug 1 ?ﬁtﬁgel i ? ?Cg‘g? i on
section 133 carries out . tu?l. 7, d.une 2&8? 75 authenticat.i onhv\,j.th t he

it ual aut KERtiIteise: o Antiges i deficrid Totw GREYRUOT ProfyeHiRg Naving a

aut henti cati on processing, .and after nutual %rtq%@%tcatiog,Iﬁen rates the
t enpor ar ynuliilayekstaigiuegnEp ey tegmahmsege £elf 1 PGB FUARY g ers
comuni cation with the receiver 5 1. The encryption section 134 once
encrypt s stéleacdwnenes 1sys. KEag @g@@@b@cbg‘?ﬂ ljéso Has tamper resistance such asa

narrow width of operating voltage or frequency, which prevents unauthorized data
reading from outside.

The control block 121 includes a communication section 131, a memory
controller 132, a mutual authentication section 133, an encryption section 134, a
: storage' section 135, a décoding section 136, a random number generation section 137,
and a data check section 138. The communication section 131 receivers the encrypted
contents or encrypted contents key Kco from the receiver 51. The communication
section 131 also transmits the encrypted contents or encrypted contents key Kco to the
receiver 51. The memory controller 132 writes the encrypted contents or encrypted
contents key Kco received by the communication section 131 to the information
storage block 122. The memory controller 132 also reads out the contents written in
the information storage block 122 and supplies the contents to the communication

section 131 or the like. The mutual authentication section 133 carries out mutual




decodi ng section 136 with the save key Ksave, and supplies the encrypted
contents key Kco to the nenory controller 132. The decodin hﬁ%&@b@n 136
decodes the contents key Kco encrypted with the tenporary enp” or the
contents key Kco-encrypted wth the save key Ksave, and supplies the
decoded contents key to the encryption section 134 or the comunication
section 131. The storage section 135 stores the save key Ksave and the
check key Koh which have a value proper to the nenory stick 111 (that is,
a di fferenhy oo Q4R MuBIREMetdatton bddule 8Df BRRRRS 51 e nk@yigl to the
encryption section 134 or the decoding section 136. The storage node of the
storage s I . il.]l: be 1 i il M r 9. Figs. 34
and 36. Tﬂgﬁ%gﬁggégﬁﬂ Eg%mg*enera Fgﬂﬁggé#$%ﬁﬁ%§bo§%c%sgf%?ﬁiﬂ% ﬁ%g?rnunber
consi st of, a predet erm ned nupher_ .of ,di gits i | S:Qa.: key
for encr t%ﬁﬂngﬁgiﬁéu$ﬁgoﬁ§ﬁ%F e%??@ﬁdffﬁogﬁgt@%ﬁ]gﬁﬁéungg%gﬁg?%%ext
(not encrypted)_ _stored in the information storage block 122 | ater
descri bed®c4K&’ dht a check section 38 conpares a predeternined check val ue
(data for check) stored in the storage sectjon 135 and a,hash. value of
pr edet er mi ned QREIRSF@HeaBOK By qpge Sharypts the eprdeRls KRB &P ﬂi)‘”"’%ﬁﬂﬁy S the
contents key Kco and use perm ssion information stored in%éhe 7 Jﬂne 2006
76 i nf ordespitg ssetaembid with Hie sepokaydvasveemd supphirstheicnsyien COngEKeYphen
shifting the contents stored in the information storage bl ock 122 or when
writing tKeo totittanemointontralies 184 diheedecodingtssetiee 13 dededepthe coRtEngRt a
check section 138 generates a predetennined check value and stores_ it to
t he st or agy Kertnapptdsyitithe thmpananakéyok tenppathe dohtsoks keg Kdosengaasedip of a
general - pur pose non-vol atile )

' with the save key Ksave, and supplies the decoded contents key to the encryption

section 134 or the communication section 131. The storage section 135 stores the save
key Ksave and the check key Kch which have a value proper to the 1ne£nory stick 111
| (that is, a different value for each memory stick 111), and supplies the keys to the
: encryption section 134 or the decoding section 136. The storage mode of the storage
section 135 will be described in detail with reference to Figs.34 and 36.

The random number generation section 137 generates a random number
consisting of a predetermined number of digits, which is a necessary key for
encrypting inside the memory stick 111 the contents of a plaintext (not encrylﬁted)
stored in the information storage biock 122 later described. The data check section 38
compares a predetermined check value (data for check) stored in the storage section

* 135 and a hash value of predetermined data stored as key data 143, thereby checking

‘whether the contents key Kco and use permission information stored in the




menory whi ch enables electric rewiting of storage contents such as an

- EEPROM (electrically erasable programmabl e read-only rrermr.y}uneaz]()f)%ash
menory, or a ferroelectric menory. In the informati on storage Bl'ock 122,

data retrieval table 141, identification information 142, key data 143,

encrypted data 144 and non-encrypted data 145 are stored. In the data

retrieval table 141, data indicating §he contents of information stored as

- the key data 143, encrypted data 144 and non-encrypted data 145 and the

recordin LEd B Bad DESO: ddher halenikd ivoiad @ffiinefe mat i on
142, datq%ﬁ?ﬁhf]%lg??ﬁﬁmggﬂér {he cont ghﬁrof stored informati o% have been

It e oReaRtorel T e e natith LM BoAa02 of Aen LRI EfthEnk Ao KOO,

contents ermssion mati on are stored for each contents

stored as, the_.encrypted data, 144 hg stora - e ta 143
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encrypted data 144, the encrypted contents are stored.. As the non-encrypted
‘data 145 Predréciiynee p %@ﬁf@ﬁ?gtaﬁlﬁe ftﬂ’é‘gﬁs“%cnﬁgﬁrﬁDSSi on i nformation

thereof are stored. The receiver_ 51 of ffl-:ij&g' g}? has slg}gh a str uctlu-r.le that a
memory stick ilhe&rpreatiansioragp blogk 18%isapansupd 8 eifdalSREPPHIOPIP'AME added
to the receiver 51 of Fig.10. The 7 June 2006 77 nenory sti ﬁ,ﬁ 'hg)hﬁrf ace
112 changesneryswhishl enpblemelasericrawmmg of sofnee feBENH astaghh &P out put s
the resultant signal to the 'rrermrﬁ stick 111 | oaded in the receiver 51.
Al'so, thdelemizally strasable mregrbmemabla zeadhanlyemermnosygrfallagh JREMRE: n®mBry sti ck
111 to a predeterm ned format and outputs the resultant .siagnal to the SAM
62. The fextdeoak nemoorsgin thedtfoonatiaBstprmgmbtiekUp2 of daja psrievallteped pbse
non-vol atile nenory for
' identification information 142, key data 143, encrypted data 144 and non-encrypted
data 145 are stored. In the data retrieval table 141, data indicating the contents of
information stored as the key data 143, encrypted data 144 and non-encrypted data 145
- and the recording positions thereof are stored. As the identification information 142,
.data indicating whether the contents of stored information have been encrypted or not
is stored.  As the key data 143, the contents key Kco, contents IID and use penmission
information are stored for each contents stored as the encrypted data 144. The storage
mode of the key data 143 will be described in detail with reference to Figs.33 and 35.
As the encrypted data 144, the encrypted contents are stored. As the non-encrypted

data 145, the non-encrypted contents and the use permission information thereof are

~ stored.

The receiver 51 of Fig.28 has such a structure that a memory stick interface 1 12

and an external storage section 113 are added to the receiver 51 of Fig.lO.' The




storing the contents key Kco supplied fromthe SAM 62 and for outputting
the stored contents key Kco to the SAM 62. The storage m)d? '%}‘eiopg
external storage section 113 will be described in detail ng reréerence to
Fi gs. 29 and 31. The SAM 62 of Fig.28 has such as structure that a data
check nodule 114 is provided in the SAM 62 of Fig.10. The data check

nodul e 114 conpares predeterm ned check data stored in the storage nodul e
73 and a hash value of predeterm ned data stored in the external storage

sect | 00 LdncHNSEabuGRRE KNG et DT PRCAPRLaMAm Koy, KapcaRduiisey

per m ssi dRPIPOPHEL FoR St or'e ern orage section 11

been tanpgred or, not. en ifting the contents ,sipr on. .52 or
writing tﬁé‘nébﬂldeﬁgu?metlﬁéagﬁb“gﬁg PR GEPRTE F\té%kf ﬁlolgg(lﬁl%dyilfﬁl&eeéglﬁee%r ates a
predet erm ned check val ue and stor it to the starage nodul e 73. . The

st or age n%]deA@Pitﬁ%IW%VﬁB&‘ E?ﬁ&%fﬁiﬁgéif??%ﬁ? HsigP 'IOI‘TQﬁS\WeB%mHéEé?%Qd with
reference to Fig.29. The storage area of the external stor ec_ﬁ_' on 113
i s dividel@ aipmc%teanweéh&wmaﬁgdomﬁﬁeﬁwd’f:Slklaﬂtéa&ﬂaﬂl5@8&§W 04 F Ef? 29, it
is divided into five key data blocks.) In each key data bl ock, for

exanpl e, ¢©womshiteragt sexsionditds kage Kpofa gemrrekpuPorENeHOlaElE MHEPAAYLET on
information can be stored. One set of contents key 7 June 2006 78 Kco,
content s dtB@inptheunotanes kiysK o supiphitd Memt ther.SviotZeand ferohpukieng bastored ock
correspond to the contents stored on the HDD 52 specified by the contents
| D. When cdrtents ket Kiod go ctlos 8AM6RdiThe saraghexadenifahe sxteeal Kooggecssntiemt s | D
“and use perm ssion information which have been stored in the fornmer half
of the keylTailbbbliaekibdd af etaflWifl ederencd fockigedrydsStlick 1 1 1 from the HDD

52, the contents key Kco, contents ID

The SAM 62 of Fig.28 has such as structure that a data check module 114 is
provided in the SAM 62 of Fig.10. The data check module 114 compares
predetermined check data stored in the storage module 73 and a hash value of
predetermined data stored in the external sterage section 113, thereby checking
whether the contents key Kco and use permission information stored in the external
storage section 113 have been'tampered or not. When shifting the contents stored on
the HDD 52 or writing the contents to the HDD 52, the data check module 114
generates a predetermined check value and stores it to the storage module 73.

The storage mode of the external storage section 113 willnowbe described with
reference to Fig.29. The storage area of the external storage section 113 is divided
into a predetermined number of key data blocks. (InFig.29, itis divided into five key

_data blocks.) In each key data block, for example, two sets of contents key Kco,

" contents ID and use permission information can be stored. One set of contents key




and use perm ssion information which have been stored in the former half of
the key data block 4 are erased so that no contents key KC.P %&%Ob%e i ke
are stored in the former half of the key data block 4, as S{’I : Fi g. 29.
By similar operation, the contents key Kco and the like are not stored in
the latter half of the key data block 3 of Fig.29. Fig.30 illustrates the
st orage node of the storage nodul e 737__%' n the case where the user hone
network 5 has the structure shown in g.28. The storage nodule 73 of

Fi g. 30 stores check. val ues correspondi to. the key. data; S .t he

ext er nal @Poﬂﬁ@@"‘%éﬁt ?'bi U9 PGSO Wg%’%%toﬁ ?e[glfeglr lé]ngée t‘%’ Iafcié ]i]g?ki n
addition to the secret key Ksu of th ser, the.,accounting #nf tion,

t he savecR@gspradve therPates él‘ioéﬁf‘f?ibﬁi‘temglégfpﬁﬂ.%e‘#@ ]ee%?gtf‘ﬁ’%ef,ﬁ?tﬁﬁe]g%hec k
value | of the storage nodule 73 is obtained as the ga%@ check . nodul e 114
appl i ed shdastertanerpsrrnding lodhegorten keydaeegosets [ RS PEFEHE ext er nal
storage section 113 (that is, contents key Kcol, contents ID, use

per m ssi anfonaiar rbidlohads bespnitersdsn by fadows2 hadorl Gatkey1date blesk 4A&F i ssi on
information 2). Simlarly, the check value 2 is obtained as the data check
nmodul e 134ifedpb idednanbasttickflundtéranhd BDIh82,dhe acwentstkey Kep. epnteptbildck 2.
Simlarly, the check value 3, check value 7 June 2006 79 4 and check val ue

5 cOrrespAAdsé perntissiseynfdanatidl ehichdavibyerdabeedihdokfotmantialf ey thediest bl ock
5, respectively. That is, if the hash val ue obtained by applying the hash

- functionghp thekkeirdataded bb dedt nd doditcied ey Heotandi thh likbere ktecdd walthee 3, it
can be seen that the contents key KcoS, contents ID5 and use perm ssion
i nf or mat iggn, 5 19405 Lehel By AStaKAYI0AL & BlovekindFip@e Bkimilar operation, the

contents key Kco and the like are not stored in the latter half of the key data block 3
of Fig.29.

Fig.30 illustrates the storage mode of the storage module 73 in the case where
the user home network 5 has the structure shown in Fig.28. The storage module 73 of
Fig.30 stores check values corresponding to the key data blocks of the external storage

~ section 113, described with reference to Fig.29, in addition to the secref key Ksuof the
user, the accounting information, the save key Ksave and the distribution key Kd. For
example, the check value 1 of the storage module 73 is obtained as the data check
module 114 applied a hash function to the data of the key data block 1 of the external
. storage section 113 (that is, contents key Kcol, contents ID1, use permission
information 1, contents key Kco2, contents 1D2, use permission information 2).

- Similarly, the cEeck value 2 is obtained as the data check module 114 applied a hash

function to the data of the key data block 2. Similarly, the check value 3, check value




“been tanpered. On the other hand, if the hash val ue obtai ned by applying
the hash function to the key data block 3 is not coinci dent7ﬁ'é1t§0{)§e check
value 3, it can be determ ned that any of the contents key 5%, Cont ent s
I D5 and use permission information 5 stored in the key data bl ock 3 has
been tanpered. Since the check values are stored in the tanper-resistant
storage nodule 73 of the SAM 62 and are difficult to read out by an

unaut hori zed access fromoutside, tanpering is prevented. Therefore, the

contents45§ﬁ(5g8{§gggggoh@ﬂkmgtéﬂﬁﬂ&*ﬁﬁuﬂﬁo@ﬁ3JEggh2&ﬂaad4hh@kgdeents
stored on e HDD 52 have extrenely high resistance agai nst unauthorized

actions. . Fig. i1l ates anot her storage node of the external storage
section i{%& ﬁ%egpteﬁ{eﬁs% se of Fig.3 1, the external storage section 113

stores oheck yal ues GoL.eR0aNdl0findd LABNEY 13 Bebkstd dleaedbbon 1o

the sets of c ntent use perm ssion information.

For_exarm) & 2 ShoEK Yo, duk e L Rl S R GRel g8 a8, shoun

in Fig. 3% _ ACTypting a value “obtained as
dat a bl oeknientiDy M wEBERRIoRCtoag  GsEror % kit pEC Shdehfs oy
Kcol, contents IDl, use 7. June 2006 80 _per.m ssion Jj.nforpation contents
key Kco2becnrampirsdi G thsptherdapd, hitlahal valHg S RS %le’% $R& e heck
CeLei vor SACE: m tharicy dabioehaok B0 FOBCHeNE NOKIEATER WHIIE HOU RS ue 4,
and check value 5 correspond to the key data bl ock 2, key data bl ock 3, key
data bl ocletehminst thea yangtatfathio] comkenss ke 5t icopiepts D5 ang use permission
information 5 stored in the key data block 3 has been tampered.
Since the check values are stored in the tamper-resistant storage module 73 of
the SAM 62 and are difficult to read out by an unauthorized access from outside,
fampering is prevented. Therefore, the contents key Kco stored in the receiver 51 of
Fig.28 and the contents stored on the HDD 52 have extremely high resistance against
unauthorized actions. |
'Fig.31 illustrates another storage mode of the external storage section 113. In
the case of Fig.31, the external storage section 113 stores check values corresponding
to the key data blocks in addition to the sets of contents key Kco, contents ID and use
permission information. For example, the check value 1 of the external storage section
113, shown in Fig.31, is a value which is obtained by encrypting a value obtained as

the data check module 114 applied a hash function to the data of the key data block 1

of the external storage section 113 (that is, contents key Kcol, contents ID1, use




Fig.32 illustrates the storage node of the storage nodule 73 in the case
~where the user hone network 5 has the structure of Fig.28 ??d ﬁ@ﬁée t he
external storage section 113 has the storage node of Fig.S'fH$ t orage
nodul e 73 of Fig.32 stores the check key Kch in addition to the secret key
"Ksu of the receiver 51 (user), the accounting information, the save key
Ksave and the distribution key Kd. T&%t is, if the hash val ue obtai ned by
appl ying the hash function to the key’*data block 3 of the external storage
section 113 is cqincident with the, val ue obtai ned ecodi . check
val ue 3 REFEBORBISFRAIOR loCARETLLEEY dhoors FORER Pﬁ% aéﬁe%ﬁ(e R%%l%g it can
be seen that the contents key KcQS, contents |D5 ang ggﬁgﬁﬁrntssHﬁn
i nf or mat indermaiont20meth tha cherd ey efasiaras 1 ke storage MREUEx PVEEdPage
section 113 have not been tanpered. On the other hand, if_the hash val ue
obt ai nedvilyie appleyitmgha teecivaishl f Giotlady, the shedkevabes) 2 deteak BRBEIS FNGEX ¢ he
external storage section 113 is not coincident with the. val ue obtai ned by
decodi ngvilhe 4chetéhechivahicd afirdspenéta drenkdy datoblag 2sket foa biock Juiken  t he
check key Kch, it can be determ ned that any of the contents key KcoS,
cont ent sqath Pockn aHE &epaanilsistlon, tespativety.on 5 stored in the key data bl ock
3.of the external storage section 113 has been tanpered. 7 June 2006 81
I n the exter ngk 33t AGReSHE ki@Bgdkidde bOWe itorakt erodthleaTilint the catecovbge nodul e
73 shown in Fig.32, conpared with the case shown in Figs.29 and 30, since

the checl . Yl HESeHeBvSkOs BEs 1HR SthREAERETRRS 2P Uhp GdRTEEBEemhl sthrigs | ess
expensi ve than the tanper-resistant nenory, the receiver 51 capabl e of

EteO: ieglgi ééeb ‘oﬁgggggg?}%gl%rygg%%éfémgisﬁg TR Rola@E Gfdund THBE Big 3DALARL S can
the check key Kch in addition to the secret key Ksu of the receiver 51 (user), the
accounting information, the .save key Ksave and the distribution key Kd.

That is, if the hash value obtained by applying the hash function to the key data
block 3 of the external storage section 113 is coincident with the value obtained by
.decoding the check value 3 of the external storage section 113 Wi_th the check key Kch, -
it can be seen that the coﬁtents key Kco5, contents ID5 and use permission information
5 stored.in the key data block 3 of the external storage section 113 have not been
tampered. On the other hand, if the hash value obtained by applying the hash function
to the key data block 3 of the external storage section 113 is not céincidcnt with the
value obtained by decoding the check value 3 of the external storage section 113 with

~ the check key. Kch, it can be determined that any of the contents key Kco3, contents

~ ID5 and use permission information 5 stored in the key data block 3 of the external

storage section 113 has been tampered.




The storage node of the key data 143 will now be described with reference

to Fig.33. The storage area of the key data 143 is divi ded, i Nt.008s

- predeterm ned nunber of key data blocks. (In Fig.33, it is diVi ged into

four key data bl ocks.) Each key data block is capable of storing, for

exanpl e, two sets of contents key Kco, contents ID and use perm ssion

information. One set of contents key gﬁo, contents I D and use perm ssion
k c

information stored in the key data bl orrespond to the contents stored
as the encrypted data specified b cont ent.s I.D. en.t ts

cor r espondi ngth‘tct]llée ?ﬂ@”@gﬁioé?ﬁesseﬁ‘éél ﬁ(&?hoéﬁh’f] es ll%d\éﬂ%ﬂagaggglg)?gnfeg@i on

i nformati on whi ch have been _ st ﬁ{{fd in the I.atPt.erQ?alé 8f -1 he} keﬁ C,ata

bl ock 3 ashevghit Figeb 4. comndied withoPg case v Figs29 ARd BUpH&20C FiE cont ent s
key Kco, contents |ID and use perm ssion informatjaon_ which havF bqen stored
in the | atdlers frglstorsfl inktbelasperghpurneso Ereraony rehighedess cXBeshat D#b ont ent s
key Kco and the like are stored in the latter half of the key data bl ock 4
as  showntainpeFiresi@8nt Eignad, ithe usteintres ] tdapableophgeonid icorhede VAt age
section 135 in the case where the user hone network 5 has the structure
shown i n &irgespBndihpeo atlargegehaee bf omtdids casberedizehensspensetclkey Ksu of the

user, the save key Ksave, the check value 7 June 2006 82 " corresponding to
the key data bfipcdfopipetthedkehthdatnddtd 3 48est mobebe deschbedvitheeferntoto Fi g. 33,

- and if necessary, the accounting information. For exanple, the check val ue

1 of thepgtey apg a6fddetited 3Bthe ke dv@l U8 inkivided mtobprideednasd nhmbdat a
check secti'on 138 applied a hash function to the data of the key data

ok, 5 cirbuden e (gt Ao k) e 1, e
block is capable of storing, for example, two sets of contents key Kco, contents IDand
use permission information. One set of contents key Kco, contents ID and use
permission information stored in the key data block correspond to the contents stored
as the encrypted data speciﬁed by the contents ID. When the contents COITesponding
to the contents key Kco, contents ID and use permission in_fonnation which have been
stored 1n the latter half of the key data block 3 are shifted from the memory stick 111
to the HDD 52, the contents key Kco, contents ID and use permission information
which have been stored in the latter half of the key data block 4 are deleted so that no
contents key Kco and the like are stored in the latter half of the key data block 4 as
shown in Fig.33.

Fig.34 illustrates the storage mode of the storage section 135 in the case where

~ the user home network 5 has the structure shown in Fig.28. The storage section 135

stores the secret key Ksu of the user, the save key Ksave, the check value




contents |1 D2 and use pennission information 2). Simlarly, the check val ue
.2 is a value which is obtained as the data check section 1?§I%R%b%ed a
hash function to the data of the key data block 2. Simlarly, the check
‘value 3 and check value 4 correspond to the Key data block 3 and key data-
- block 4, respectively. That is, if the hash val ue obtained by applying the
hash function to the key data block 3gpf the key data 143 is coincident
with the check value 3 of the storage section 135, it can be seen that the

contents kKey ' RS dhRH18000HGR 1RSIIR S B1 Pllesciibédvitatreficzeabored in
t he key dgﬁéegﬁggﬁnéggg]?ﬁg key dat% 143 have not been tanpered. On the

other hanthg b L0LRSNNG HE LOLALRCH DM ARR MRGAligichaghntnedbon to the

key data NCi e check value 3, it can be
det er m ned hat any of. t cont ent s y. Kenb, €
per ni ssi orPfithe 81HRAS BHUE i'?so?sé‘d\ T e}vhléﬁlgafgg‘g?eéj %ﬂ%ggg% Chgg{ %ggﬁﬂﬁ grgrper ed.
Simlar to the case of the receiver. 51, sinceg th eck val.u -he
memory  stapeked 2 hagh mingtign B’ot%i3 atad tléetllfﬁya%aéa E@S?ﬁ@ﬁgl%yoc}%latﬁ%@ﬂaﬁ&
tanper-resistant control block 121 and are difficult.to {e$%%oqg_py an
unaut hor i Zestenét kesKee braostanss Y, vsaRFERSHEN IEOTBRE @I CE P &7 2, the
contents key Kco and contents stored in the nenory St[)Ck 7 Jur?e 006 83
111 of Fi gop@ntalie? aedrsemeymissigh infosmatiane SyaHAY thhahto¥alU%d '8t i ons.
Fig.35 illustrates another storage node of the key d tg %gg@ I.Ln the case of
Fi g. 35, - t helkewhithtia obdeshasites dathsbrek sacties 1@&3&)@%@@1 ? sleHE dat a

- blocks in addition to the sets of contents key Kco, contents, | D ,and use
penni ssi ondatmfodrtivatkeyndata Fdocke % anpine]arthdhe tebedk valuge3 1ndf chesk YadyF dat a
143, shown in Fig.35, is a value which
correspond to the key data block 3 and key data block 4, respectively.
That is, if the hash value obtained by applying the hash function to the key data
block 3 of the key data 143 is coincident with the check valuc 3 of the storage section
135, it can be seen that the contents key Kco3, contents IDS and use permission
information 5 stored in the iccy data block 3 of the key data 143 have not been
| tampered. On the other hand, if the hash value obtained by applying the hash function
to the key data biock 3 is not coincident with the check value 3, it can be determined
that any of the contents key Kc¢o3, contents ID5 and use permission information 5
stored in the key data block 3 has been tampered.
Similar to the case of the receiver 51, since the check values of the memory
stick 111 are stored in the storage section 135 of the tamper-resistant control block 121

and are difficult to read out by an unauthorized access from outside, tampering 1s

prevented. Therefore, the contents key Kco and contents stored in the memory stick




i s obtained by encrypting a value obtained as the data check section 138
applied a hash function to the data of the key data bl ock ofeiogﬁkey
data 143 (that is, contents key Kcol, contents IDl, use pe Si ‘
information 1, contents key Kco2, contents ID2 and use perm ssion
information 2) with the check key Kch stored in the storage section 135
and having the value proper to the nggory stick 111. (Therefore, this check
key has a value different fromthat of the check key stored in the storage

~modul e 7&&@&)?%‘1*1628 ﬁzﬁ%%x%%he@é%%ﬁ?%%h{aﬁ%& %geag/ﬁ%gpﬁlh\ﬁ&lﬁzé@édﬁ%ng’ check val ue

3, and c ue 4" corre a block 2, key data bl ock 3,

ond ke data plackyteo, LSRR Yol Fudl AL MR UIR 8, (DeyBlapegs, mde o

the storage s ere the hone netwo has t he
structure, of Fig, 28, an ere the key data 143 of neno/. j gk 111 has
t he stor5@%3%6@%k€ﬁdﬁ?g%?@@”?ﬁ@“?bd@ éCSEEHFHW%f@%qﬁ?kﬁ¥§?@é”§§Sdges t he
check key Kch in addition to the_secret ke;si Ksu2 of the Tenny stick 111 '
and the eddigonaythrsael capgrtsikey 9o, pordenigdR apdiuse PERLSH AR Y Bé%‘b‘fﬂ-yi ng the
hash function to the key data block 3 of the key data_143 ialcoﬂn i dent
‘Wi th t heFoatxmnpibs the shetksalaet ofithedieysiatar1 47, sovwd e 1845, 8 Re@e4hIGE 3 of
the key data 143 with the check key Kch, it can be seen_that the contents
key KcoSis anmnedbsenddBptargh valee geamied o the datrchephsictans 38 epplisd 4 hpsbne key
- data block 3 of the key data 143 have not been tanpered. On the other hand,
if the Khashiowabde ddib af thedkdyydagpblogk Apftthe kemdataflda dthab s, contenis kegy dat a
bl ock 3 of the key data 143 is not coincident with the val ue obtai ned by
decodi ngKtdae, ediealts YRl usePeahissioa information 1, contents key Kco2, contents ID2

and use permission information 2) with the check key Kch stored in the storage section

135 and having the value proper to the memory stick 111. (Therefore, this check key

has a value different from that of the check key stored in the storage module 73 of the

receiver 51.) Similarly, the check value 2, check value 3, and check value 4

correspond to the key data block 2, key data block 3, and key data block 4,

respectively.

Fig.36 illustrates the storage mode of the storage section 135 in the case where

the user home network 5 has the structure of Fig.28 and where the key data 143 of the

memory stick 111 has the storage mode of Fig.35. The storage section 135 of Fig.36

stores the cheék key Kch in addition to the secret key Ksu2 of the memory stick 111

-and the save key Ksave.
That is, if the hash value obtained by applying the hash function to the key data

block 3 of the key data 143 is coincident with the value obtained by decoding the




key data 143 with the check key Kch, it can be determ ned that any of the
_contents key KcoS, contents |ID5 and use perm ssion infonnaﬂon %%Rétored in

the key data block 3 of the key data 143 has been tanpered. 5 Thé key

data 143 shown in Fig.35 and the storage section 135 shown in Fig. 36,
since the check values are stored in the general -purpose nenory which is
| ess . expensive than the tanper-resistgpt menory, the nenory stick 111
capabl e of storing the check val ues corresponding to a | arge vol une of

content s San SSULCRLTRS )l DSHPRREYS! e IR REPSGRSIARIIR L8 Byt om

w1l now owchar lustrating the processing
for contents distripution and praduction. in this ep,S 11,
t he cont e¢RISCIHP g’@Yé@Pgnﬁﬂg%ﬁé{?s ADEMEP BT HSSI6F Y gn%%‘i gger&?@}en 12lgnt}er 1
~transmts the distribution key Kd to the contents, provi der 2 e
content s dagrdlocled of theker Jas lﬁﬁg‘aH%‘PF B B %f{ﬁ@rﬁ‘ 1%1%%1];&1??%%%]: this
processing will be described |later wth referenc%a trLg fkl;f hart of
Fig.39. AbasitepueSitaineddyapelying e hashJun¢ond@upprentiaierioee gﬁ%ﬁeé@t he
receiver 51 of Fig. 10) of the user hone network 5 and regi%ters he

equi prent dah 16A6és nseoincodont nithwos kale elorairied byglseoding theehsdberlass ohligagenent

section 18 of the EMD service center 1. The details of the registration
processi ngey\idth 188 witsthe ichek Reatleah, viceh bede el thet anye ! ficepisatskeyt
‘Fig.43. At step S 13, the user nmanagenment section 18 of the EMD service
~center 1 gabsi@mt@itt IDBaudluse petrhiznivh daforoation Ststered in gerkayolata bletkdrk 5 as
shown in Figs.40 to 42, and then transmts the distribution key Kd to the
“equi pment ,pfhetiee disL14hBARLEET tapipkérddl. The
In the key data 143 shown in Fig.35 and the storage section 135 shown n
Fig.36, since the check values are stored in the general-purpose memory which is less
expensive than the tamper-resistant memory, the memory stick 111 capable of storing
the check values corresponding to a farge volume of contents can be realized
inexpensively.
The processing in the EMD syétem will now be described. Fig.37is a flowchart
illustrating the processing for contents distribution and reproduction in this system.
At step S11, the contents provider management section 12 of the EMD service center
" 1 transmits the distribution key Kd to the contents provider 2, and the contents
provider 2 receives the distribution key Kd. The details of this processing will be
described later with reference to the flowchart of Fig.39. At step S12, the user

operates the equipment (for example, the receiver 51 of Fig.10) of the user home

network 5 and registers the equipment of the user home network 5 to the user




user honme network 5 receives this key. The details of this processing wll
‘be described later with reference to the flowchart of Fig. meoost EP S
14, the secure container preparation section 38 of the contents provi der 2
transmts the contents provider secure container to the service provider 3.
The details of this processing will be described ater with reference to
the flowhart of Fig.54. At step S 1§, the secure container preparation
section 44 of the service provider 3 transmts the service provider secure

cont ai neg efioNoR raat MoK sGvick @ehfe 1. MafewiAls4 il fegipatise to the
request f’?%ﬁg%lﬂ%}tﬁe#o}hom network 5. The details of this transm ssion

processi %?O%gts lg%g %ﬁ]_ll_ %%Scfe%&rl?l%ﬁ lafk Q\Vith"\lieﬁcé?%lafé &BE R wichark BeFfd 4BrChagtep of

Fi g. 55. € accounting no e 72 of the user hone network 5
carries accounting. The det gil g x Ling Widds chenfesari bed
later wi %ﬁgr @’Féﬁ%ﬁ@@%%nfeﬁése II()B\‘:;\i/czzg hOZF‘?J %]ngisglggcg%Ate step 817, the user
reproduces the contents by the equipnent. of.the .u 4NelMPL5. The
det ai | s GPteRBECIERY ¥ E11eoﬁlﬁeb§18@§s%“1‘?ﬁa”\/\? 1% 5938‘md’e1§“§éﬁ”ggg? [ ter vmllé%lh
reference to the flowhart of Fjg.78. Meanwhile, th rocessiing iR . which
t he cont dransmys ohg @éﬁ'l@t’é’ﬁé?ey&it%a‘g‘a cHyRment Pgﬁ?ﬁisf’%](ﬁﬂeen etgrsﬁnch ?m;][@l 5ol i cy
w Il now be described with reference to the flowchart. Of’&i{]b\]ﬁge %3(% 6 86
Fi g. 38. Ascshape sawvork faccesies 81s Koy rd¢idgi!s o HugBersneeti’6 (12 %F the EMD
service center 1 transmits the distrijibution key Kd to the contents
provi der 12ter Athsefpers2ao thidowsbsry pEBIZYovi der managenment section 11 of the
EMD service center 1 transmts the distribution key Kd to the seévi ce
provi der 3. ThesepSddstiesgowt cotfeinsuprepayatinb setiopss o6 oS TINEAG] nj | ar
to the processing of steps S 12 to S 17 of Fig.37 and therefore \Af“ I
2 transmits the contents provider secure container to the service provider 3. he
details of this processing will be described later with reference to the flowchart of
Fig.54. Atstep S15, the secure container preparation section 44 of the service provider
3 transmits the service provider secure container to the user home network 5 via the
ﬁetwork 4 inresponse to the request from the user home network 5. The details of this
transmission processing will be described later with reference to the' flowchart of
Fig.55. Atstep S16, the accounting module 72 of the user home network 5 carries out
accounting. The details of the accounting will be described later with reference to the
flowchart of Fig.56. At step S17, the user r_eproduceé the contents by the equipment
_ of the user home network 5. The details of the reproduction processing will be
described later with reference to the flowchart of Fig.78.

Meanwhile, the processing in which the contents provider 2 encrypts and then

transmits the handling policy will now be described with reference to the flowchart of




not be described further in detail. Fig.39 is a flowhart illustrating the

details of the processing corresponding to step S 11 of Fig.‘ggeﬁag step
S21 of Fig.38, in which the EVMD service center 1 transmts tI e *

distribution key Kd to the contents provider 2 and in which the contents
provider 2 receives the distribution key Kd. At step 531, the nutual
aut hentication section 17 of the EMQ.service center 1 carries out nutual

authentication with the nutual authéntication section 39 of the contents
provider_2. The det gj

: | 5 of Lhis utual I8k 1 9BF Pk P0EDSERgean | | be
descri bebig 3 bt sifitt 115@1‘369108 e W%\lé?@?ﬂlbfg%%gﬁg‘%ﬂ i s~ confrnned by the
mut ual authentication processing t t he contents.. | Jeker?S23 tRe valid
‘provi der gerttérel é‘h%ﬁ*?lb‘t‘ihér‘ih%’é]é‘ftioé‘%eﬁﬁgé\‘i‘i’cfﬁ? ﬁgmgﬂtgggli\tl%?{sect?%n 36 of the
contents provider 2, at step S32, receiv e distrihuti ¢
C P anent ¢ semtirmm ke imeoAEentS SR Hobt it kbl BERS o
service center |. At step S33, the encri(g‘%i on Sss?ct ifc%%’]%ﬁ) g{wetnrt]gteﬁgnt ents
provi der datshaiceskeytied tetheisvmediraidebht T ohPIeegssM&L! HHg Eohtent s pr ovi der
2 thus receives the distribution key Kd fromthe EMD__service center 1.
Si i | ar | gp3ikaSedE saase tofhd ocpsingedsions S6 te he7 el o and RASIHE ™" 7 June
2006 87 Fig.38, the service pFOV|der 3 as well as the. contents provider 2
recei ves phhge deéceibet Butharinkleyilkd from the EMD service center 1 through the
processing simlar to that of Fi g. 39. The nutual authenticati (c)ln processing
at step S31 of;d4d@;s3006WehaeANitratingahé Betailabbeowshsing ceariRAd Hedgui se

w Il now be destcribed with reference to exanples in ]

step S11 of Fig.37 and step S21 of Fig.38, in which the EMD service center I transmits

" the distribution key Kd to the contents provider 2 and in which the contents provider
2 receives the distribution key Kd. At step S31, the mutual authentication section 17
of the EMD service center 1 carries out mutual authentication with the mutual
authentication section 39 of the contents provider 2. The details of this mutual
authentication. processing will be described later with reference to Fig.40. When it is
confirmed by the mutuél authentication processing that the contents provider 2 is a
valid pfoifider, the encryption section 34 and the encryption section 36 of the contents
provider 2, at step S32, receives the distribution key Kd transmitted from the contents
provider management section 12 of the EMD service center 1. At step 533, the
encryption section 34 of the contents provider 2 stores the received distribution key
Kd.

The contents provider 2 thus receives the distribution key Xd from the EMD

service center 1. Similarly, in the case of the processing of the flowchart shown n




whi ch one common key is used (Fig.40), two conmon keys are used (Fig.41),

and public key encryption is used (Fig.42). Fig.40 is a flﬂmhgb%
illustrating the operation of nutual authentication between t ual

aut hentication section 39 of the contents provider 2 and the nutual

aut henti cation section 17 of the EMD service center 1, using one conmon key
and DES as commobn key encryption. At step S41, the mutual authentication
section 39 of the contents provider ¢2 generates a 64-bit random number R .
(The random nunber generation section 35 nmay be caused to generate the

random nupif } epé E%g )1§\4aer 3t he ot E?lth@ WE\%INS'Rﬁ?(;\H@ﬁ 56GELQBs 3f. of the

conténts pts the random he pre-stored

Sﬂmﬂcrk@% loﬂzﬁgﬁgnégﬁhﬁﬁ . S B BB SRRy o2

contents pr Og‘ﬁ%&é 2 transmits the encrypted random nunber R1 to the nutual
aut hent i 8%t P ction 17 of the EMD service center 1. At step 544, the
mut ual authentication section 17 of the EMD serV| ce CeégCReg'm dec des the

recei ved randbkf HufseauREIGFAIN PRRCSSHEE 3t BPRES £ 8RR K wyedp Bp 45,
the nutual authentication section 17 of the EMD service center 1 gener at es
“a 32 7 Jumengoobsesallas disgaisdorilmovbbe desaribed eptiendereppe oraramples m
aut henti cation section 17 of the EMD service center 1 replaces the |ower
32 bits whidhhenedecuden kexipised @ngdf), nuntveormmin kpys arseuscdd Gt huaber R2,
and thus generates concatenated RIHiIR2. It is to be noted that R H
1 epr esenpsblidieeyuppsrptivintis uedd @ig.ddy t hat Afi B represents concatenation of A
and B (i.e., rn-bit Bis connected to the |ower side of n-bit Ato generate
(n+m) bits). Fig40isaflowchart illustrating the operation of mutual authentication between

the mutual authentication section 39 of the contents provider 2 and the mutual

authentication section 17 of the EMD service center 1, using one common key and

DES as common key encryption. At step S41, the mutual authentication section 39 of

“the contents provider 2 generates a 64-bit random number R1. (The random number |

generation section 35 may be caused to generate the random number.) At step S42,

the mutual authentication section 39 of the contents provider 2 encrypts the random

number R1 with the pre-stored common key Kc using DES. (The encryption section

36 may be caused to carry out encryption.) At step S43, the mutual authentication

section 39 of the contents provider 2 transmits the encrypted random number R1 to the

mutual authentication section 17 of the EMD service center 1.

At step S44, the mutual authentication section 17 of the EMD service center 1

decodes the received random number R1 with the pre-stored common key Kc. At step

$45, the mutual authentication section 17 of the EMD service center 1 generates a 32-




At step S47, the nutual authentication section 17 of the EMD service center
1 encrypts RIHIR2 with the common key Kc using DES. At su}eﬁ %@go t he
nutual ~aut hentication section 17 of the EMD service center’ 1 n%m'ts t he
encrypted RHR2 to the contents provider 2. At step S49, the nutual

aut henti cati on section 39 of the contents provider 2 decodes the received
RIHIR2 with the commobn key Kc. At ségep 550, the nutual authentication
section 39 of the contents provider checks the upper 32 bits, R H, of

t he decoded R1IH I R2, and aut ticates . .the EMD service t a valid
center Pit ranggn gy F-nrc}ﬁtc‘?éerh’té]‘%?tﬂl"f3 W@%ﬁﬁﬁ}en@’faﬁ?? §¢¢ ’Iﬂflcffn%ffeﬁ}te hjﬁé\% rBandom
nunber Rl generated at step S41. |f the genera random numnher His not
coi nci deniviagicentarHareplases i}’@do“’Fﬂ\3-@bttﬁéfg‘redg’éggfz%ggﬁhtdﬁlg?qﬂ “(‘J]g{ﬁ‘?l ﬁﬁll-ls are -
coincident wth each other, the nutual authentication sectiqn 39 of the

cont ent by phanidem Rmaierf% pndtns genwetes seneatgpetpi RIHIRAJHAS mhrgeieRs. At
step 552, the nutual authentication section 39 of the contents provider 2
sets t heha@dddl neprbsand the cppeshi@b iR it andahdio|B uapreserRe corratmation PEA si de
and sets the generated random nunber R3 on the |ower side, thus generated
- concat enall 8182 HB% B A calreptedad thd heveryidsalf rabitretut gaatdtomigerbiton 39
.ofthe contents 7 June 2006 89 provider 2 encrypts the concatenated R211R3

Wi t h t heyGRITEAT. #RYnifaalsiinGg:tOESon Alctios 1 2pf Bk MDhervitd ceaterdienbeypts cat i on
section 39 of the contents provider 2 transnits the encrypted concatenated

_ ?2 MA53$§I§1H|L'§& Wk U cRMhBEREY EBLLRB RSt APftep B46f the heutEMRutlstichtien cent er
: p 555, the mutual authentication section 17 of the EMD service
center L. ton 17 of the EMD service center 1 transmits the encrypted RIH[R2 to the
contents provider -2.

At step S49, the mutual authentication section 39 of the contents provider 2
decodes the received R1H||R2 with the common key Kc. At step S50, the mutual
authentication section 39 of the contents provider 2 checks the upper 32 b‘its, R1H, of
the decoded R1H|[R2, and authenticates the EMD service center 1 as a valid center if

 RIHis comcident with the upper 32 bits, R1H, of the random number R1 generated
at step S41. If the generated random number R1H is not coincident with the received
R1H, the .processing ends. If both R1Hs are coincident with each other, the mutual
authentication section 39 of the contents provider 2 at step S51 generates a 32-bit
~ random number R3. At step S52, the mutual authentication section 39 of the contents
provider 2 sets the received and decodes 32-bit random number R2 on the upper side

and sets the generated random number R3 on the lower side, thus generated

concatenated R2||R3. At step S53, the mutual authentication section 39 of the contents




decodes the received concatenated R211R3 with the common key Kc. At step
556, the nutual authentication section 17 ofthe EMD servigche2®85

checks the upper 32 bits of the decoded concatenated R21J bt

aut henticates the contents provider 2 as a valid provider if the upper 32
bits are. coincident with the random nunber R2. If the upper 32 bits are
not coi ncident with the random nunbeg, R2, the contents provider 2 is
regarded as an unauthorized provi der and the processing ends. Fig.41 is a

fl OWCharB{ﬁ Iﬁl :,] 2 c;[a%[ R%hd ehc?a%?lé%ﬁ R?rng(wmjt fuab e Sthn?@stuE@gn styeen  the

mut ual R Sect]on e contents pro t he nutua

authent|cat sect.i 7 Lhee C ommon
keys KcfteP 3ept ]]ziﬁ’au%%éi"i%m gﬂﬁ@hsqgggnéﬁgwbcﬁogﬁen PO {deyﬁ%‘%ﬁ%ﬁﬁe{:ﬁwt ual

aut henti cation section t he cont nts rovi.der 64 bi t

r andom ﬁﬁ%@féeqﬂm’cﬁe“@?@é‘ﬁ@&m tfﬁ@’% &éﬁ“]%m%aﬂ% F"ccéltoﬁgﬁe%ﬁ@?%dﬁ 39 of the
contents provider 2 encrypts the randomnunber RI with the pre-stored
common Reyidcteny®i hg DES. At step S63, the nutual authentication section
39 of the contents provider 2 transmts the encr Pted random nunber Rl to
the EMD ser vidt stepeiitSethernuttiel stteentBarion s¢rsiomit7el tha bR sevesst 4eieTslect i on 17
of the ENMD service center 1 7 June 2006 90 decodes the received random

nunber Bbcodeshh¢ heeprd-conoatenttedRAHH3 with thecamnan keg Kep A368:p 33e that ual

aut henti cation section 17 of the EVD service center 1 encrypts the random
nunber Riutuhltduntidigicptien s¢aioad 7oftirmEMBeypric@centér IstlepkSe uppted hintual

aut hentication section 17 of the EVMD service center | generates a 64-bit
random oRgd8scdiRd oBhcsesteSRL|RB hendrutithahtiauthdsidoamntsoproselet 2o 47 of the

EMD service ,

valid provider if the upper 32 bits are coincident with the random number R2. If the
upper 32 bits are not coincident with the random number R2, the contents provider 2

is regarded as an unauthorized provider and the processing ends.
Fig.41 is a flowchart illustrating the operation of mutual authentication between
‘the mutual authentication section 39 of the contents provider 2 and the mutual
authentication section 17 of the EMD service ceﬁter 1, using two comumon keys Kcl,
Kc2 and DES as common key encryption. At step S61, the mul‘ual authentication
section 39 of the contents provider 2 generates a 64-bit random number R1. At step
S62, the mutual authentication section 39 of the contents provider 2 encrypts the
randém number R1 with the pre-stored common key Kc1 using DES. At step S63, the
mutual authentication section 39 of the contents provider 2 transmits the encrypted

random number R1 to the EMD service center 1.

At step S64, the mutual authentication section 17 of the EMD service center 1




center 1 encrypts the random nunber R2 with the comon key Kc2. At step
.S68, the nutual authentication section 17 of the EMD servifﬁﬂj%%gb%r 1
transmts the encrypted random nunber R1 and random nunber t he

mut ual authentication section 39 of the contents provider 2. At step S69,
the nutual authentication section 39 of the contents provider 2 decodes
the received random nunber Rl and random nunber R2 with the pre-stored
common key Kc2. At step S70, the nutual authentication section 39 of the

contents rovi der 2. checks the decgded .random nu r Rl t henti cates
The Enp dePuisaiStaahive TGt ASORET BTENE BRIPF R Eonflon st e ¢ he
random nunber Rl generated at step S61 L. e andom nunber Rl before
encrypt i 6#p.58% “Fﬁl‘?u’iué?% e alen ég‘ﬁio,n Ic%étlt]lﬁi%déeglﬁiﬁlﬁeeced]éﬂ?]re?nCiyﬁt))tg
regarded as an unauthorized center and the processi n(tg engg. At step S71,
the nut ushe modpamundst RenvigebePenstoedsortRen kenkent AT HEBvPadhe W ypt s

t he decoded random nunber R2 with the common key Kcl. At step S72, the

nut ual  authestitdtoat sastios ddt ¢lothe38ME S@Ih’ecec@ﬂmﬁ@n{gel‘pﬁfévﬁd1e¢4'blttfﬁ&¢1@ﬁi ts the
encrypted random nunber R2 to the EMD service center 1. At step S73, the
nmut ual awbherer RQatAosies 867 tha niitualf mithentiDos eesticoel Tehther EMIVsguise 2006 91
decodes ‘'t he received random nunber R2 with the common key Kcl. At step S74,
~the mut gahtealehenbisaht randoseanirhber R7with thdeonibn ey Wicé e A¢ efepei68ithe

aut henticates the contents provider 2 as a valid provider if the decoded
random nesiasl Rghdnsicsibmsdctdent 7 ok EXTR seraine osntarunib@rsnRR thensngped at step

S66 (i.e., random nunber R2 before encryption). |If the decoded random
nunber R2addmBtmSeer IF haleRh d¥hlirkthe R2ERMutual authentication section 39 of
the contents provider 2.

At step S69, the mutual authentication section 39 of the contents provider 2
decodes the received random number R1 and random number R2 with the pre-stored
common key Kc2. At step S70, the mutual authentication section 39 of the contents
provider 2 checks the decoded random number R1, and authenticates the EMD service
center 1 as a valid center if R1 is coincident with the random number R1 generated at
step S61.(i.e., random number R1 before encryption). If Rl is not coincident, the
EMD service center 1 is regarded as an unauthorized center and the processing ends.
At step 8§71, the mutual authentication section 39 of the contents provider 2 encrypts

~ the decoded random number R2 with the common key Kcl. At'step S72, the mutual
authentication section 39 of the contents provider 2 transmits the encrypted random

number R2 to the EMD service center 1.

At step $73, the mutual authentication section 17 of the EMD service center 1




nunber - R2 generated at step S66, the contents provider 2 is regarded as an
unaut hori zed provider and the processing ends. Fig.42 is a.;}omﬁaagt
illustrating the operation of nmutual authentication between e it ual

aut henti cati on section 39 of the contents provider 2 and the nutual

“aut hentication section 17 of the EMD service center 1, using elliptic curve
encryption of 160-bit |length as pub {c key encryption. At step S8 1, the
nmut ual authentication section 39 of“the contents provider 2 generates a
64-bit randpm nunber

R. At ste 2, . the nutual auythenticatd-gn,section 39
of the demenis provrasind Pl KL v doditir ke SR rurRES FhoZdvance
fromthe authenticati.on stati onl‘r? ;%Lﬂd ing its own publ%c ke¥ Kpcp, and
the randwifussbentyatiopsechan pift phithea NETE4E iCERES el EPGAMISACSHEISt he END
service center 1. At step S83, the nutual authentication _section 17 of the
EMD ser ¢buentsgmewden? ageeadlifbyovider €ilymdacaded wpdpmanacs RAdHCUBFEFH cat e
(encrypted with the secret key Ksca of the authentication station) with
t he pubhiith heyatpma nointidrR 2agetreated catsteprS st el oandemhaunibsr FBtkefaed i n
~advance. The nutual authentication section 17 of the EMD service center 1
t hus t akgeryptibn}. hKf theldetodddesankprpnofibdriRD tondiectiscidenivividie the2raaddint he hash
7 June 2006 92 value of the nanme of the contents provider 2, and al so

t akes owuniae BlHeherakey dKpeep Sd6, tthe awmndmatmopideyiXey répaadel thenname of
the contents provider 2 which are stored as a plaintext in the

certifi gah@hotibed pRovidirtantlithapfockssiidendsal i d one that is issued by the
aut hentication station, the signature of the certificate can be decoded,

and the publ 6 4keY FRFEHAMTudREnB AR bpsaltd Findthe s0amateftidnrroent ent s
provi der 2 obtwained by

the mutual authentication section 39 of the contents provider 2 and the mutual
authentication section 17 of the EMD service center 1, using elliptic curve encryption
- of 160-bit length as public key encryption. At step S81, the mutual authentication
section 39 of the contents provider 2 generates a 64-bit random number Rl'. At step
- 882, the mutual authentication section 39 of the contents provider 2 transmits a
. certificate (obtained mn advance from the authentication station) including its own
public key Kpcp, and the random number R1, to the mutual authentication section 17
of the EMD service center 1.

At step S83, the mutual authentication section 17 of the EMD service center 1
decodes the signature of the received certificate (encrypted with the secret key Ksca
of the authentication station) with fhe public key Kpca of the authentication station

- that is obtained in advance. The muti]a] auﬂaentication section 17 of the EMD service

center 1 thus takes out the public key Kpcp of the contents provider 2 and the hash




decoding will be coincident with the public key Kpcp of the contents
~provider 2 stored as a plaintext in the certificate and t Jh%i%ogalue
obt ai ned by applying the hash function to the nane of the contents

provi der 2. Thus, the public key Kpcp is authenticated as a valid key that
has not been tanpered. |f the signature cannot be decoded or if the
signature can be decoded but the hasg value is not coincident, the public
~key or the contents provider is not Valid. In this case, the processing

ends. If the t hent i ion result .gs bei valjd i bt ai.ned he. mut ual
Sut hent el whe S8 dhs SowPT RIS ERE Lardri ekil BPRM TGy K85
generates a 64-bit rangomn er R2. At step S85,. the. mytual

aut hent id 41§ entede PF%‘Hg%$ %ﬁr{}?%alﬁmf dsegpisatounrieT é"wh&liwmgd as
concatenated RI JJR2 of the random nunber RI and the randon1q¥gbgf R2. At
step S8@, plalmsextunulie catitiiain. i Habp eartdicets srihe vabd oppahatnprsseed Prdhcent er 1
encrypts the concatenated RLIIR2 with its own secret key Ksesc. At step
S87, "t heuthentizhtiometatent the atgnonirs ef thewartificats carhlee ¢avpdsdrapiddbe pubker 1
encrypts the concatenated RI1IIR2 with the public key Kpcp of the contents
provi derke? Koptpianédhahast egus8T.thdhamet efpth88ntdanite pravideal2 abtalredt bxat i on
section 17 of the EMD service center | transmts the concatenated Rf |R2

~encr ypt eldcyding viilldesettcidenk eythKhesublid e KpupaditenedreehtiRprbifder 7 sttwued 2006 93
encrypted with the public key Kpcp, and the certificate including its own

public keya pkieest (wliataediche adviaedeshrad bleamet enippanhiabe $taghii on) to
the nmutual authentication section 39 of the contents provider 2. At step

589, t haumiidtato AW AeRlel SREHOSMEEE I HOvRRr of thas CoBtRIMIE KOoKpesTis 2
decodes -.the signature of the received certificate with the public key Kpca
of the authenticated as a valid key that has not been tampered. If the signature cannot be
decoded or if the signature can be decoded but the hash value is not coincident, ‘the
public key or the contents provider is not valid. In this case, the processing ends.
If the authentication result as being valid is obtained, the mutual auth enticatiou
section 17 of the EMD service center 1 at step S84 generates a 64-bit random number
R2. At step S85, the mu-’rual authentication section 17 of the EMD service center 1
generates concatenated R1|[R2 of the random number R1 and the random number R2.
_At step S86, the mutual authentication section 17 of the EMD service center 1 encrypts
the concatenated R1||R2 with its own secret key Ksesc. At step S87, the mutual
_ authentication section 17 of the EMD service center 1 encrypts the concatenated
R1||R2 with the public key Kpcp of the contents provider 2 obtained at step S83. At

step S88, the mutual authentication section 17 of the EMD service center 1 transmits

- the concatenated R1||R2 encrypted with the secret key Ksesc, the concatenated R1|[R2




aut hentication station that is obtained in advance, and takes out the
public key Kpesc fromthe certificate if the certificate i,? cor21r0§gt. The

processing of this case is simlar to step S83 and therefo g not be
described further in detail. At step 590, the nutual authentication
section 39 of the contents provider 2 decodes the concatenated RI.IIR2

encrypted with the secret key Ksesc of the EMD service center 1, with the
public key Kpsec obtained at step S89. At step S91, the nutual

aut henti cation section 39 of the contents_provider. 2.decodes,;i.h

concat e fEERFIRLW] RS eel’\‘é?lvaieé( d REPe ﬁ“‘?{]‘s@ Ghif Qfﬁﬁ E)‘F‘iq‘é&%i}s Ko, 9%\}\%0? %y its own
secret key Kscp. At step . S92, the tual _aut henticat.iaon_ section 39 of the
cont ent Kjssev{absaingd danpdrasct Het ghe st EHehiEating | $RDO! eé%d@& RU%t ep S90
with the concatenated R || R2 decoded at step 591, and authenticates the
EMVD ser indentiestier scttian 38 of ghd eprgens providerdot h are coi nci dent with each
other. If not coincident, the EMD service center 1 is regarded as an

i nappr opri at e\tcedpt $89, ahel ntuteal aptlecssationgseetids 39 ¢f thhsoateneProNEsE Zon resul t
as being valid is obtained, the nutual authentication section 39 of the
cont ent Yepb @4 thersighatiress fothe S23eigah eenifeatcawiitt- thi tpubklindem Kperbek ther3. At
step 594, the nutual authentication section 39 of the contents provider 2

7 June 200&rPdati@eaehiat 8st kottdhehntReafia, AR3 tdfes bhethe potldnkeauiperc R2
obtained at step S90 and the generated random nunber R3. At step 595, the

nut ual  gHiNeRt LGakLAR i8Rl ATaR Riconthe TMebtsiny hdensisannilypt s t he
concatenated R21JR3 with the public key Kpesc obtained at step 589. At

step 59§, &% sautalmadkhe Gl TRHSE5 PRl & dbRa. CONLEPISSO, the
mutual authentication section 39 of the contents provider 2 decodes the concatenated
R1||R2 encrypted with the secret key Ksesc of the EMD service center 1, with the
public key Kpsec obtained at step S89. At step S$91, the mutual authentication section
39 of the contents provider 2 decodes the concatenated R1[|R2 encrypted with its own
public key Kpcp, with its own secret key Kscp. At step S92, the mutual authentication
section 39 of the contents provider 2 compares the concatenated R1|[R2 decoded at
step S90. with the concatenated R1|R2 decoded at step $91, and authenticates the
EMD service center 1 as a valid center if both are coincident with each other. Ifnot
" coincident, the EMD service center 1 is regarded as an inappropriate center and the

. processing ends.
If the authentication result as being valid is obtained, the mutual authentication

section 39 of the contents provider 2 at step S93 generates a 64-bit random number

R3. - At step S94, the mutual authentication section 39 of the contents provider 2




provider 2 transmts the encrypted concatenated R21JR3 to the nutual
‘authentication section 17 of the EMD service center 1. At ﬂl%%ez@% t he
mut ual aut hentication section 17 of the EMD service center es the
encrypted concatenated R211R3 with its own secret key Ksesc. At step 598,
the nutual authentication section 17 of the EMD service center 1
authenticates the contents provider,2 as an appropriate provider if the
decoded random nunber R2 is coincidént with the random nunber R2 generated

S84 (i e. | ' .00 <(ch fsonQthdemi nei dent ,
f‘thesf:ggtgeeﬁ%a(t%src%\w;%fgﬁﬂgé’%W%ﬁ{hgég?dé?ﬁk%%eﬁﬁfBMﬁHefa%} st BS90%§ dem nci dent

I S''regar as an I nappropriate provider and the
processi ng ends. descri ove,.d-he nmut ua - i gfion 17
of the E@?De?é‘?qsﬁa@ggmégﬂﬁé?q?gaﬁ‘g SERS %ﬁﬁ*&flu‘%{a{ %ugﬁélﬁ%gil?lg%%tgc ?%n 39 of
the contents provider 2_carry out rnutual ti. ion,,.The ndom
number s 8 éGﬂ@@FS HOYIdsr 2 S0CH@H e gppgq{e%ﬁigt?gé@g? W @%ﬁé’”?@%@ﬂ ﬁfg?(ey Kt enp
-which is effective only for the processi ng subsequent t t.he mut ual
aut hent | daained at SRS 83 Atsten $9GtleHartua] pyiliestticat pm g 3%@561&3%51%}“8
corresponding to step S 12 of Fig.37 and step S23 of Fig.38, jn which the
r ecei verprbidenR emnsmafs she atarppred gondasengsed R2 Hahigbramiual i hGHICEBORBE t he
EMD service center 1. At step S 101, the SAM 62 of the 7 June 2006 95
r ecei versebfioné? ef thenes!Iveatvirerceatewdckup 1 C card 55 is | oaded in the
‘receiver. 51 or not. If it is determned that the backup IC card 55 is
| oaded (e.g. Atidtep $%7, tlieoaunat afthenticatiohangésh 1 ofthadiMPesevivereer L and t he
data of the original receiver 51 is stored for backup on the backup IC
card 55 &Rodss the dhangtay esndabmachalt RO |3 tvith ioravgi sadret kgeKsesc. At step
$98, the mutual authentication section 17 of the EMD service center 1 authenticates
the contents provider 2 as an appropriate provider if the decoded random number R2
is coincident with the random number R2 generated at step S84 (i.e., random number
R2 before encryption). If not coincident, the contents provider 2 is regarded as an
inappropriate provider and the processing ends.
As described above, the mutual authentication section 17 of the EMI service
center 1 and the mutual authentication section 39 of the contents provider 2 carry out
mutual authentication. The random numbers used for mutual authentication are used
as the temporary key Ktemp which is effective only for the processing subsequent to
~ the mutual authentication.
Fig.43 is a flowchart illustrating the processing corresponding to step S12 of
| Fig.37 and step $23 of Fig.38, in which the receiver 51 makes registration to the user

management section 18 of the EMD service center 1. At step S101, the SAM 62 ofthe




51 to the new receiver 51), the processing goes to step S 102 and
processing for reading the backup data stored on the IC Ca'?ﬁuSeSZdO%

- executed. The details of this processing wll be described % Wi t h
reference to the flowhart of Fig.48. O course, to execute the read
processing, it is necessary to store the backup data onto the IC card 55 in
advance. This processing wll be des&rsi bed later with reference to Fig. 46.

If it is determned at step S101 that'"the backup I1C card 55 is not | oaded,
the processing goes to step S 103, st S, 103, . JULE |
aut hent i 1688V 9 n‘%ﬂ‘ﬂ?’é‘”ﬁw ‘F‘%E‘t %%a%ﬂd?/ﬁtéfarccgﬁrligé%ad%gtﬁ Iri;ﬁtI %Eaéﬁ\%gétl Rentication

wi th the nutual authentication section 7 of the EMD.sgervice center 1, and
the SAMIat t%ﬁﬁ@mm@gﬁ% %rbtaFII“i‘légééaf‘P%H%?Q?S%B (er%aru‘izlg%‘?‘fﬁl‘?‘égtli‘gn 18 of
the EMD service center 1., This authentication processing_ is simlar to the
processi dgngebtr & bew miceiver &1 evhis degn Ff the. oreipg BOCIHFS | Fﬁesrtglfezrslnr Twi |

not be described further in detail. The certificate transmtted fromthe
SAM 62 timckhp onubebackapal§eoedts Ssectsitohand opér thhalamef deoyigstl 6686f 1 at
step 5103 includes the data shown in Fig.44. The certificate transnmtted

f r om t hes SAVhé&ReW asccives 51\ diaprecessingigoas totstegt S W12 artdeproesssingiferaeedisg t he
contents provider 2 shown in Fig. 14, but further includes data indicating

whet her {it Haskgeofadedred wpahe HDeuhESS SAMeontedoTheAtetatsayf this proeessinge SAM 62
transmts the information of the settlenent institution such as the 7 June

2006 96 B dscRBEKIat@NGRYY RifeEn®é (othé Newchapof Rigyl 8k @)f déesepto exectthe user
managenent section 18 of the EMD service center 1 through the

Comi gk g S fshap 107, oy amongenenc segisan 10 o,
Fig.7 on, ihG.Dashs Rbcddit WHRlYEDcHibrd later with reference to Fig 46,
If it is determined at step S101 that the backup IC card 55 is not'loaded, the
processing goes to step S103. At step $103, the mutual authentication module 71 of
_the SAM 62 carries out mutual authentication with the mutual authentication section
17. of the EMD service center 1, and the SAM 62 transmits the certificate to the user
management section 18 0f the EMD service center 1. This authentication processing
is similar to the processing described with reference to Figs.40 to 42 and therefore will
not be described further in detail. The certificate transmitted from the SAM 62 to the
user management section 18 of the EMD service center 1 at step $103 includes the
data shown in Fig.44. The certificate transmitted from the SAM 62 has a structure
.similar that of the certificate of the contents provider 2 shown in Fig.14, but further

includes data indicating whether it is dependent upon another SAM or not. At step

$104, the SAM 62 transmits the infonmation of the settlement institution such as the




. of the SAM 62. At step S 106, the user nmanagenent section 18 of the EMD
service center 1 determ nes whether the SAM 62 having the f?&n%i \ﬁﬁg IDis
registrable or not. |If it is determned that the SAM 62 havi ngzt e
received IDis registrable, the processing goes to step S 107 to determ ne
whet her the registration of the SAM 62 having the received IDis new
registration or not. If it is detennjpned at step S 107 that the

regi stration of the SAM 62 having the received IDis not new registration,

the processin h%?ﬁﬁ%&aﬁﬁﬂe t%né)g)?ag?'ﬁ%y%tglpqud]ﬂqgmsietr nﬁnygﬂ enfBOAGGEN

section 1% service c carties out rene regi stration,
retriev t registrati database on t.he.basis o the received I D,
and preggroétgﬁ%%isgfgﬁ‘? FRET f@]f(?u%at?]g CPEB}]BIPF%HHO Cﬁ?ggl'has a structure,
for exanple, as sh in Fig.45, includin regi st ion rejectign flag
i ndi cati ng %ﬁéffﬁ?e§ Y\&héﬂ%‘éqr %}@&5@%?@%@8&%@1@ Eg‘?[bt HEVIERO REF vi ce
center 1 has rejected the registration or_not, a status flag.indicating
the use resyes ihenseoregivitiopde@hese sheykadig/ writhe bagsel G f%?ek}i?Bdei nat e
equi pnent, a condition flag indicating whether the equipnent is a
subor di rditlee 84 GAendt sep ﬁg@@ thadses ngpmgamenbiscaiondd dyhe by seivief a  hash
val ue generated by applying a hash function to the registration rejection
flag, status delanisesdvictinditis BAM babavimgtthe tdceiveddPes ragisjrakleenadf t he EMD
service center 1, 7 June 2006 97 in accordance with the ID of the SAM of
t he equilpreid defEhmindd dfattthe S3AM 62 haktngethe preentedi Miic aemstralide corsi st i ng
of 64 bits proper to the equipnent. (In Fig.45, the IDis expressed by
hexadecipi@des3inghek e@iseegarﬁltmqn deteajreed ndiatlfdralge Felistiandhodtries SAAMt62 he user
o]

managenent section 18 t he EMD service

having the received ID is new registration or not. 'If it is determined at step S107 that
| the registration of the SAM 62 having the received ID is not new registration, the

processing goes to step S108.
At step S108, the user management section 18 of the EMD service ccnfer 1
~ carries out renewal registration, retrieves the user registration database on the basis of
the received ID, and prepéres a registration list. This registration list has a structure,
for example, as shown in Fig.45, including a registration rejection flag indicating
whether the user management section 18 of the EMD service center | has rejected the
registration or not, a status flag indicating the use condition for the contents key Kco
in the case of a subordinate equipment, a condition flag indicating whether the
- equipment is a subordinate equipmént or not, and signature obtained by encrypting a

hash value generated by applying a hash function to the registration rejection flag,

status flag and condition flag, with the secret key Ksesc of the EMD service center 1,




center 1 has registered the equi pnment having the corresponding ID. The
registration rejection flag "0" indicates that the user section
18 of the EVMD service center 1 has rejected the registrap?gﬁgggﬁﬁﬁe

equi pnment having the corresponding ID. The MSB (nost significant bit) "1"
of the status flag indicates that the contents key Kco can be provided
fromthe primry equi pnent (e.g., regﬁiver 51) to which the secondary

equi pnent (e.g., recorder 53) of the’corresponding ID is subordinate. The

MSB "0" of the status fl Lndi cat e hat .t he contents key Kco cannot be
provi ded? 2F¢YAILGFEY Fﬂﬁhﬁgotﬁﬁﬁ%ﬁgﬁﬁwﬁ%eWﬂP@ﬁD?he secondary equi pent of
the correspondin | D i s _subordinate. The secqnd nost signi.fjcant bit "1"
of the stat uéfhpﬂg)gaﬂ-th@iﬁéaﬂééﬂter?é]fnpm% l%ﬁﬁatéﬁwf@CR@Stw@&fgﬁéﬁ?ﬁ%‘8ﬁe‘mth t he
save key Ksave of the primary equi pment can _be provided fromthe primary
equi prent thoequipahnt Hén Fanbndbe %w%ﬁmw@ byhexpecaBilre sPBFREHEND i s
subordinate. The third nost significant bit " 1" indicates that the

cont ent sejeyioKflag it indptaeek that the tiser idasitgeirisnt $asfiokdy HdheBMIBeenitsvi ded
fromthe primary equi pment to which the secondary equi pnment of the

cor r espQididtd Ha? registerdiohieiegaipmenThavihSBie(doesporsiigmiPi Chnredstrations” of the
status flag indicates that the primary equipnment to which the secondary

equi pTentjdcsion WA di HakiCat@Uhet s egeit Renagearhemicsiokdy dfehe EMDypneck wi th t he
di stribution key Kd, then encrypts the contents 7 June 2006 98 key Kco

~with t he hEFRONAMYjckRY (it FRstraAide TRy bglepmeRehdastiheaniresnidant Ed key Kco

'to the secondary €equi pnent of the corresponding ID. The condition flag "0"

Lo ot e LSO BB 081 DA ) dancdieet
key Kco can be provided from the primary equipment (e.g., receiver 51} to which the
secondary equipment (e.g., recorder 53) of the corresponding 1D is subordinate. The
MSB "0" of the status flag indicates that the contents key Kco cannot be provided
from the primary equipment to which the secondary equipment of the corresponding

IDis subordinate. The second most significant bit "1" of the status flag indicates that
-~ the contents key Kco encrypted with the save key Ksave of the primary equipment can
be provided from the primary equipment to which the secondary equipment of the
corresponding ID is subordinate. The third most significant bit "1" indicates that the
contents key Kco encrypted with the distribution key Kd can be provided from the
primary equipment to which the secondary equipment of the corresponding 1D is
subordinate. The LSB (Jeast significant bit) "1" of the status flag indicates that the

primary equipment to which the secondary equipment is subordinate purchases the

contents key Kco encrypted with the distribution key Kd, then encrypts the contents




center 1 (i.e., the equipnent is the primary equi pnment such as. thé receiver
'51). The condition flag "1" indicates that the equipnment hayingghhe
correspondi ng I D cannot directly conmunicate with the user nanagenent
section 18 of the EMD service center 1 (i.e., the equipnment is the
secondary equi prent such as the recorder 53). Whenever the condition flag
is "0", the status flag is set to 0890 At step S 109, the user
managenent section 18 of the EMD service center 1 transmits the

distribyti key, Kd which is encrypted. with, t t enmpor.ar .Kte

Supp! | eder i the AT e P, FohPisb it e A5 TRR el SR o1 e
fromthe key server 14, to the SAM 62 $.f tjge receiver 51. At step S 110,
t he SAMiBhosecopdary sgBiRmRst of {heyetBendRg Pecei ved distribution key Kd.

with the tenqprary key Ktenmp and causes the storage dule 73 store the
decoded di str

g wopdriokelaadd” indicaies ghas he eqHBC TSI MRS SOREROYHH i on 18
of the EMD service center | transmts the registration |list _encrypted with
t he t enibranyliteetly koramuniaate Wih Samsepmandgentent pastienv 8ol 12 EMP sétdir s 112,
the SAM 62 of the receiver 51 decodes the received registration |ist with
the temenary (key thé enppmedt isabs psmizhecqiipmagesuvhds| the 7@etvst 5§).oF ke t he
decoded registration list. The processing then ends. If it is determ ned at
- step S IQAdithatflaghe riedicatesahitahe efjuiphenbAiiz thavomgsponding [Tuernn2006 99
received IDis new registration, the processing goes to step S114. The user

nmanagengfifec 66 nauinldhde AfthtifeudMagegathan seQlvrelr8 df tex EMID esrvivewenter
registration, then prepares a registration list, and proceeds to step

5.109. If ﬁi.ie'.f ﬂile'secﬁtﬁlgl%éﬂ@' Bk @bosdLP euipRfent fiath dshiee SAM B2 5HipWhendvee

received ID’is no

the condition flag is "0", the status flag is set to "0000".

At step S109, the user management section 18 of the EMD service center 1
transmits the distribution key Kd which is encrypted with the temporary key Ktemp
supplied from the mutual authentication section 17 and which is supplied from the key
server 14, to the SAM 62 of the receiver 51. At step S110, the SAM 62 of the receiver
51 decodes the received di stribution key Kd with the temporary key Ktemp and causes

 the storage module 73 store the decoded distribution key Kd.
"At step S111, the user management section 18 of the EMD service center 1
transmits the registration list encrypted with the temporary key Ktemp to the SAM 62
_ofthe receiver 51. Atstep S$112, the SAM 62 of the receiver 51 decodes the received
registration list with the temporary key Ktemp and causes the storage module 73 to

store the decoded regiétratiou list. The processing then ends.

If it is determined at step S107 that the registration of the SAM 62 having the




regi strable, the processing goes to step S 113. The user managenent section
18 of the EMND service center 1 prepares a registration 'iSI711?IIez 6
registration rejection and proceeds to step S1 | |. The reCerver 51 is
thus registered to the EMD service center 1. The details of the processing
for storing, onto the I1C card 55, predeterm ned data such as the
~distribution key Kd stored in the staepage nodule 73 of the receiver 51

t hat has been used, will now be described with reference to the flowhart

of Fig. 48 .AtdSIreRs AL refib@ataH, Udk srdthieiia gadd en snpdSled.71Tid ustie SAM 62
carries out nmutual authentication with the nutual authentication nodul e 80

of the | ' (IS ALivRR BARE ESSEATed Sevsidiistration,ahdrhe
processi%&ﬁ%&é%gﬁmﬁy% g?%ce to CFi]gs.40 toe42 and therefore wll

not be descri bed .| il 122, the random nunber
gener at i BPET ¢ rﬁég%‘%n&%ggtgﬂﬁ}fégﬂcaeednggﬁ)ﬁf%?la@f andom nunber used as a
backup key Kic. .At, step 23, % nc, t i | M,62
encrypts the I%Iltdsﬁiﬁ negfa]ttsﬁe@ tﬁgta[bé%@3%%3%\)@@2\%89%065\%? Itgﬁe ]HDD 52
stored in the storage nodule 73, w the backup key Kic.. At oSt S 124,
t he encr?ﬁﬁtﬁﬁf%mqgr%eﬁmgtws & fiep §%p%n@?ﬁs§lqaﬁ@geﬁﬁ%ﬁG%thgylglafgﬂ%vi th the
public key Kpesc of the EMD service center 1. (The SAM 62 bt_aiengg t he
public kE&%@we&ﬁnm«ﬁé W%ﬂeﬁrr\?g@ga%ﬂi%faf RegSrafiqB reeg FOBt
aut henti cati on ir ocessing (step S89 of Fig.42) with the EM D service center
1.) At stegiep811P5 the SAM 62 of the receiver 51 transmits the encrypted
| D nunber of the SAM save key Ksave and_ID of the HDD 52, and the
encrypt ed bacKprdceivekise is thus registeed te shadERED vemyiqefenfed lcard i nterface 64,
and causes the storage nodule 81 to store these )
The details of the processing for storing, onto the IC card 55, predetermined
data such as the distribution key Kd stored in the storage module 73 of the receiver 51
that has been used, will now be described with reference to the flowchart of Fig.46.
At step $121, the mutual authentication module 71 of the SAM 62 carries out mutual
authentication with the mutual authentication module 80 of the IC card 55. This
authentication processing is similar to the processing described with reference to
Figs.40 to 42 and therefore will not be described further in detail. At step S122, the
random number generation unit 92 of the SAM 62 generates a random number used
" as a backup key Kic. At step S123, the encryption unit 93 of the SAM 62 encrypts the
ID number of the SAM, save key Ksave and ID of the HDD 52 stored in the storage
module 73, with the backup key Kic. At step S124, the encryption unit 93 of the SAM
62 encrypts the backup key Kic with the public key Kpesc of the EMD service center

1. (The SAM 62 obtained the public key Kpesc of the EMD service center 1 in the




data. As described above, the ID nunber of the SAM save key Ksave and |ID
of the HDD 52 stored in the storage nodule 73 of the SANI6;h§%§M@@crypted
with the backup key Kic, and stored into the storage nodul e of the IC
card 55 together with the backup key Kic encrypted with the public key

- Kpesc of the EMD service center 1. The details of .another processing
exanple for storing, onto the I C carho55, predeterm ned data such as the
distribution key Kd stored in the storage nodule 73 of the receiver 51
that hasyfeen; cdEesprotesdin@wplss 9déBip 4 Dedtvit EMBenercenteo L Dhdt siéh owchar t
of Fig.47. At step S 131, the nutual authentication nodule 71 of the SAM

62 carriessoufe SMLGH o Pl hedkiics 3l itpnsinits thd frptdHD nambbeof hestAMn nodul e
80 of the TC card 55. At step 5132, the encryption unit 93 of the SAM 62

encryptsf, 1ADPAM, HAVBe KEMyHeataciaddyDX RS td ke MDD 52
stored isr?RtQ%gils%Sg?gggﬁ%galé;H?& Wi t h t%eﬁ%ﬁ lic key Kgggc of the EMD

service ce fGid gl Y®Etobd tHek@nsmi t s
t he encr%aés \I]?)ﬂlr?ﬁg)ga}rgg?t%f%%%é& 8g'gve Iﬁ%ﬂg%sgrgegocgﬁ% I D of0 the HDD 52 to

the IC card 55 via the 1C card interface 64, and causes the storage nodul e
81 to stH%t'® these data: In accordance with the processing shown in Fig.47,

52 encr ypt oa A drrepRes by Sl iistst o AR S SO eI e T
oo L e e bR A oA T TR RY ¢ car
>> are rl?c%szlicr:ta%dtsrt]g'eg ?thortﬁg es’:o\{:?grc 1?1%du]e 81 of the IC card 55 together with the
backup key Kic encrypted with the public key Kpesc of the EMD service center 1.
The.details of another processing example for storing, onto the IC card 55,
predetermined data such as the distribution key Kd stored in the storage module 73 of
‘the receiver 51 that has been used, will now be described with reference to the
flowchart of Fig.47. At step S131, the mutual authentication module 71 of the SAM
62 carries out mutual authentication with the mutual authentication module 80 of the
IC card 55. At step S132, the encryption unit 93 of the SAM 62 encrypts the ID
nﬁmbe:r of the SAM, save key Ksave and ID of the HDD 52 stored in the stofage
module 73, with the public key Kpesc of the EMD service center 1. At step S133, the
SAM 62 of the receiver 51 transmits the encrypted ID number of the SAM, save key
Ksave and ID of the HDD 52 to the IC card 55 via the IC card interface 64, and causes

the storage module 81 to store these data.

In accordance with the processing shown in Fig.47, the ID number of the SAM,




in the processing of step S102 of Fig.43. Fig.48 is a flowhart
illustrating the processing for reading out the backup dat %éﬁeoiogg in the
processing of Fig.46. At step 5141, the nutual authentication nodule 71 of
the SAM 62 of the new receiver 51 carries out nutual authentication wth

t he mutual authentication nodule 80 of the IC card 55. This authentication
processing is simlar to the processipg described with reference to
Figs.40 to 42 and therefore will not be described further in detail. At

step S 142. 1tha SAMA2 IDeFURe QDD 50 endrhigeli Gigand jubtierifeyciépéet, oftthe data of
the storage nodule 73 of the old receiver 51 (i.e., backup data indicating

the 1D Lerv Y& 1ahsLit B1 of Hd1e HDsS By newer ypt ed
W th th?@%ﬁ%%?%e%ﬂﬁk??%ﬁgﬁéﬁg%gﬁ% ely Kic encrypted wit hyt he public

key Kpesc of the END servi - er 1, which are stored in the storage
modul e 8LTRAG pgchﬁs%ﬂg?\ﬁeﬁg)f%ggg] aut hentication nodul e 71 of the SAM 62
carri.es out aut,he

tual .. ticatign w th-the dutual, apt ' hQh sgection

17 of the EMDISEPAAFUR dﬁtéﬁf‘égrs qe iog%%gb S%r%%jn%%g%ddﬁ% t@ gg%‘llvg?#éé\l. Thi s
aut henti cation processi.ng i Lm/lar the processin esCr.l i.th
r ef er encidl the PIQFESARE ©6 S%f gﬁ@tﬂ‘é?@f%ﬁe \i\;gﬁg Yot ?%3 nggclrﬁlu %%g%u%rﬂlteher in
detail. At step S 144, the, SAM 62 transmis the data of.t.he st.orage nodul e
73 encr ypros@ssing fPTtT?@m&)‘é‘é:tléh%bR@?Héaéa gﬁEFdilﬁéh%Br@ﬁﬁﬁ?l%?fﬁ@gGe gr ygt ed with
the public key Kpesc of the 7 June 2006 102 El\/Drger%(i ce center 1 5tlo t he
user manSbhehe newel srharication modp7d aibe S APt the BT reqeLyer
comuni cation section 61. At step S 145, the user nanage né sgﬁt [ &In 18 of
t he EMD saries oet mehtabauthentitatiodawith e 1pee] ubeniakgp ! &P ohieHS t s own
secret key Ksesc. At step S 146, the | : : .

card 55. This authentication processing is similar to the processing described with

reference to Figs.40 to 42 and therefore will not be described further in detail.

At step S142, the SAM 62 reads out, via the IC card interface 64, the data of the

storage module 73 of the old receiver 51 (i.e., backup data indicating the ID mumber

of the SAM, save key Ksave and ID of the HDD 52) encrypted with the backup key

Kic and the backup key Kic encrypted with the public key Kpesc of the EMD service

center 1, which are stored in the storage module 81. At step S143, the mutual

authentication module 71 of the SAM 62 carries out mutual authentication with the

mutual authentication section 17 of the EMD service center 1 via the communication

section 61. This authentication processing is similar to the processing described with

reference to F igs.40 to 42 and therefore will not be described further in detail. Atstep

' 8144, the SAM 62 transmits the data of the storage module 73 encrypted with the

backup key Kic and the backup key Kic encrypted with the public key Kpesc of the




_backup data with the backup key Kic. At step S 147, the usef g@@@@ement
ded “bac

“section 17. At step S148, the user nmanagenent section 18 of the EMD

and t herdetowithvthe bagotp key Hiss oi§ BeriSth thepsstAnaiaggment e
. SAM 62 transmts the backup key Kic encr% ted w

user managenent section 18 of the EMD service center | decodes the received

section 18 of the EMD service center | re-encrypts the deco kup data
with the tenporary key Ktenp supplied fromthe nutual authentication

service center | transmts the backup,data encrypted with the tenporary
key Kternp to the conmunication section 61 of the receiver 51. At step S

149, t'“@ﬁ@%ﬂ%&@&ﬁ@?l $€0ld Qr Bhnofcrt e sE@Rel Moot (3 BMBRsmidescdneert he  SAM

62 the ecei ve romthe user managenent section 18 of the EMD service:

center 1, .and the SAM es; the data and then stores the data to the
storagejl% %Ol?é]}l“}&?gé?gg&%’qﬁ@o, the user management section 18 of the

ENMD service center ts the data f eh cdateahase

(Fig.7) corréd558dP lnﬁtlfﬁ il lpglat%en}eﬁieSécgimwg&;?%?h%ﬁ%%* lggﬁi pment t he

data of which is stor on the LC card 55, as hej oRs & e, and

t he procﬁb@@dﬁdh@m!"fﬁﬁ’@c W?yelé@i‘wg}lt%ﬂw]? ﬁ%%etﬁeeggg ef%eﬂ%%ﬁgﬁg%g?a of the

| C card 55. The processjng of st S102 of Fig.43 al sq.

pr ocessiusgr menasaent $Rsdonvibiod th Ig@efr?é‘é‘c? 6311"?1‘21 3?08\%5%@?%“%%"%&%% St eps

S1.51 to S153 are simlar to steps S141 7 June 2006 103 Eig?gg%iﬁlof Fig. 48
p

%4, t he

th t_tfe public key Kpesc of
the EMESE virozecenter] te-encrypte thsdecodahhgekmmngata deth B Q8PSEIY i EVD

service center | via the comunication section 61.

Ktemp supplied from the mutual authentication section 17. At step S148, the user
management section 18 of the EMD service center 1 transmits the backup data
encrypted with the temporary key Ktelﬁp to the communication section 61 of the
receiver 51.

At step $149, the communication section 61 of the receiver 51 transmits to the
SAM 62 the data received from the user management section 18 of the EMD service
center 1, and the SAM 62 decodes the data and then stores the data to the storage
module 73. At step S150, the user management section 18 of the EMD service center
1 sets the data of the user registration database (Fig.7) corresponding to the ID of the
SAM 62 of the old -equipment the data of which is stored on the IC card 55, as being
non-registrable, and the processing ends. |

The new receiver 51 thus reads the backup data of the IC card 55.

The processing of step $102 of Fig.43 may also be the processing as described

with reference to the flowchart of Fig.49. Steps S15 1to S153 are similarto steps S141




At step 5155, the user managenent section 18 of the EMD service center 1
decodes the received backup key Kic wwth its own secret key7ﬁ§1%% Al step
S 156, the user managenent section 18 of the EMD service cehte 9
re-encrypts the decoded backup key Kic with the tenporary key Ktenp
supplied fromthe nutual authentication section 17. At step S 157, the
user managenent section 18 of the ENpy service center 1 transmts the
backup key Kic encrypted with the tenporary key Ktenp to the conmuni cation

section 8 | ¥RF ANGht RNk &S AULrBEOBRRSINGAf aep SaBtount i ng
W th reé%ééggP%?fgh%ge%gdrgll%g:eefélg)e{‘wdecodi ng t he backup key Kic to the user. At

step S 158, .t he,comuni gati ' 2Ed L8 thesaiivaeyKhdse afigiri ts to

t he SAIW%%‘A‘Mgz grélgf%ﬂ{pls ﬁ%yba&?uﬁ gé;}éfﬁf;&ngépvé t\h t he l?gjnporé%p key Ktenp
received _from the use nagenent sect i : f EERMD SRKM &ataenter 1,
and t he BBl @2"1088@38%2 tgﬁbe%ﬁ{:WB?%eg’eﬁég%ﬁ%O%klgyo IEIHC Wi th the t enporary key
Ktenp. At step S 159, the SAM 62 decodes the data of the storage nodule 73
of the ol dartheeppByunipAton sgelion Ylackyp data i ndicating the 1D nunber of the

SAM save key Ksave and ID of the HDD 52) regad_qut.fromthe | rd 55 at
step S 152, wittstert BES Hdbodeer BABRIFNIEFEHIE Fiﬂﬁales}?mgert\ﬁg Creggeﬁlait ant data
to the storage nodule 73. At step S 160, the u&er naglg{}gnts %)e%%on 18 of
 the END d&endeéstbe ceneired backen keytlhie wideits ¢ g peY P OrFetfat %I?e% g. 7) 7 June
2006 104 corresponding to the ID of the SAM 62 of the ol d, equi prent the
dat a of wei ehenagemstioseetiond 8tdfghe EMArsdr3e: C%elbbir‘?fﬁn%ﬁtsrtgﬁ%gfgg% e, and
the processing ends. The read processing shown in Fig.49 enabl es reduction

in the guarbpt KewfKitatvdth tthaneniporey bey wetanp haippiedi fem 51° dAMhe EMD
service center 1 and thus enabl es

authentication section 17. At step S157, the user management section 18 of the EMD
service center 1 transmits the backup key Kic encrypted with the temporary key Ktemp
to the communication section 61 of the receiver 31, and carries out processing for
accounting with respect to the service of decoding the backup key Kic to the user.
At step S158, the communication section 61 of the receiver 51 transmits to the
SAM 62 the backup key Kic encrypted with the temporary key Ktemp received from
the user- management section 18 of the EMD service center 1, and the SAM 62
decodes the encrypted backup key. Kic with the temporary key Ktemp. At step 5159,
the SAM 62 decodes the data of the storage module 73 of the old receiver 51 (i.g.,
backup data indicating the ID number of the SAM, save key Ksave and ID of the HDD
.52) read out from the IC card 55 at steﬁ S$152, with the decoded backup key Kic, and
stores the resultant data to the storage module 73. At step S160, the user mana gement

section 18 of the EMD service center 1 sets the user registration database (Fig.7)




reduction in the communication tinme, conpared with the processing of
Fig.43. At step- S 148 of Fig.48, simlar to step S157 of F}gmﬁ$?oghe EMD
service center 1 may carry out the processing for accounting. e
processing for reading out the backup data stored in the processing of
Fig.47 will now be described with reference to the flowhart of Fig. 50. At
step S 161, the mutual authenticatign nodule 71 of the SAM 62 of the new
receiver 51 carries out nutual authentication with the nutual

aut hent | cat i on,mdul | f thedBld eqthp®euhbentd ehtihorh processi ng
is si m'?Oé?eSPB“ihﬁqurtg%ggsoﬁﬁgg?&I\éﬁi%gd Wit h erqeflt()ar ence to Figs.40 to 42 and

therefore will .n be scri bed f ul i il ot epdS 162, the SAM
62 r eady OB Ot Wéolg:a‘faéd%  hEdg %Irngéé ﬁt%a l}P’eg%ﬁngc%ﬂﬁ

the ol d receiver 51

(i.e., backu data indicatjng the. |D nunher : SAMe JfQtaKsave and
ID of the H 1%@)adl3éﬂ%q5§lﬁgéh° 1frhﬁltgh@ Bib ?%Ie@g‘&ﬁ%jgsé glfl tir,fg EMD service
center 1, viathe ICcard interface, 6 st ep S 163, Hal

aut hent freatitedristvuce e refeivie 19d ©5 & F%%‘%&F‘“%Eta&g?ﬁ%%enﬁ cation
wi th the nutual authentication section 17 of the EVD serwviC r 1via
t he con’fﬂmﬂctianimtrhe@emrilmncfﬁmntII?flﬁ,;frOHllPtaFF‘é%‘f"ltEg’(eipé?Feﬁ?‘B%BQE]ignLgB'i/gtesgt%p‘reﬁ lar to
the processing described with reference to Fi[gs.4,0 to 42]Sandct her§[ ore wll
not be #14810EFROMS sibiifer talstep Sil Heaf Figrdhtre EMIYeangicp conigr SPay €464, the SAM
62 transmts the data of the storage nodule 73 encrypted with the public

 key Kpegige glockhiendFidD sseswiting. center 1 to the user managenent section 18 of
~the EMD service center | via the conmunication section 61. . ¢
The processing for reading out the backup data stored in the processing 0O

Fig.47 will now be described with reference to the flowchart of Fig.50. Atstep S161,
| the mutual authentication module 71 of the SAM 62 of the new receiver 51 carries out
mutual authentication with the mutual authentication module 80 of the IC card 55.
This authentication processing is similar to the processing described with reference to
Figs.40 to 42 and therefore will not be described further in detail. At step S162, the
SAM 62 reads out the daté of the storage module 73 of the old receiver 51 (i.e., backup
daté indicating the ID number of the SAM, save key Ksave and ID of the HDD 52)
encrypted with the public key Kpesc of the EMD service center 1, via the IC card
intefface 64.
At step $163, the mutual authentication module 71 of the SAM 62 carries out
‘mutual authentication with the mutual authentication section 17 of the EMD service
center 1 via the communication section 61. This authentication processing is similar

to the processing described with reference to Figs.40 to 42 and therefore will not be




At step S165, the user managenent section 18 of the EMD service center 1
.decodes the received data of the storage nodule 73 with its7%6@6§ret key
Ksesc. At step S 166, the user managenent section 18 of the service
center 1 re-encrypts the decoded backup data with the tenporary key
supplied fromthe nmutual authentication section 17. At step S 167, the
user managenment section 18 of the EMy service center 1 transmts the
backup data encrypted with the tenporary key Kternp to the conmunication

section, 61 Bf%%mﬁ]fgie;f %éﬂ#ﬁ&ﬁ?ﬁ@ttﬁé’smgz rhheneoNPURRif ot stomgsect i on 61

of the $%¢B data received fromthe user nmanagenent

section 18 of _the EMD servi.ce nt.er ( . tdhea AN 62
decodesmosalea? 40eE RN &%P@gmtlheé/ %%E%Sg Oif(@%t Ee s?%;\él%g&nnodul'e 73. At

step S 169, the user nmapag t, s ion 18 of th LWEsisenher 1 sets
the datesesfmelagensst S@c‘étﬁnsfge it%%%é‘éft)afﬁﬁgge ERitE 3)‘%%?2@%15%’3?%3 the 1D of

the SAM 62 of the old equipnent the data of which is stored on the IC card
55, as baitiog lon-regi strable. Thus, in the backup processing using the

processing of Fig.47, the new receiver 51 reads,th ckup. data on the 1C
card 55 throughteplSd 65r dressimgaesigeriey! wflomﬂénoﬁéﬁie@\%rf‘ﬁg‘%cggﬁqf rjE( ie.,
executing the processing corresponding to step.S 12 7 June 06 106 of
. Fi g. 37) deddiies Hecrivierd Bitamfehusionmgemeoduodeys iy SHbHHTIHY RIS dichar t  of
Fig.43. However, when registering the recorder 53_depend?nt upon. t he
recei vek IS 168, iHeerseEManagementescceon &8 of thet 1Y easeico 6P151 | E%EE BY the
processing shown in the flowhart of Fig.51. At step S181, the SAM 62 of
the receiyefec5dedVbiatBsy tdaea \atlof thehempuenddey supplied from the mutua
authentication section 17. At step S167, the user management section 18 of the EMD
cervice center 1 transmits the backup data encrypted with the temporary key Ktemp
to the communication section 61 of the receiver 51.
At step $168, the communication section 61 of the receiver 51 transmits the
"data received from the user management section 18 of the EMD service center 1 to the
.SAM 62 and the SAM 62 decodes the data and then stores the data to the storage
module 73. At step S169, the user management section 18 of the EMD service center
1 sets the data of the user registration database (Fig.7) corresponding the ID of the
SAM 62 of the old equipment the data of which 1s stored on the IC card 55, as being
- non-registrable.
Thus, in the backup processing using the processing of Fig.47, the new receiver

51 reads the backup data on the IC card 55 through the processing of Fig.50.

When registering itself(i.e., executing the processing corresponding to step S12




53 to the registration |list stored in the storage nodul e 73. At step S182,
‘the nmutual authentication nodule 71 of the receiver 51 cary YE mut ual
aut hentication with the nutual authentication section 17 of t e EMD
service center 1. This authentication processing is simlar to the case
described with reference to Figs.40 to 42 and therefore wll not be
described further in det all At step,;y,3 183, the user management section 18
of the ENMD servi ce center retrieves the user registration database on

the b f 1 . | uded

(e st ¢ o e, e oh e cotgiygt Pkl 0 AR e,
51 trabl t

e, A PSSR BBl b LBt e

the SAM 62 of the receiver 51 eng %)ts t he versi.on of th Qhﬁarh&’t' on key
Kd st or edMDsuniseseaicadet oaaer 73 X tddesd e&mﬁeﬁﬂagf?%}% (dtored in
the processing of step S337 of the flowhart of Fi ﬁé the re stratlon
|ist, andfFfzTlectssep §18t.Hbe RAMIOZ afthsoreayer H WRtasilas PHRHEGORE] Kt enp,
and transmts the resultant data to _the user _manageneni_ section 8 of the
'EMD ser V8 eo dentegistrhtivh dist stereclomtbmstorageonodde T3ort 6P, S 12, Hhopusdds ¢ he
user managenent section 18 of the EMD service center 1 decodes E

- recei vedaﬁk@&ﬂuwmntm@dummoéﬁsescetmSécanmstqumgmnmléwhﬁlﬁwﬂﬁonmﬁﬁ ®the 7
.June 2006 107 user nmanagenent section 18 of the EMD service center 1

updat es hguslafuehd@eichiion sectioucty afihe EdDegiraite aeiton]r dhecautbentidetignand
status flag related to the recorder 53 of the registration |list received

fromt he FRESdN, %fs sihilarde 9164 ddbedesoiibdd with esferaee takigs.¢0 4542 zmqidher@ﬁygnds t he
Si gnatur for the data corresponding to the receiver 5 1. Although, in this
will not be described further in detail.
At step S183, the user management section 18 of the EMD service center 1
retrie{res the user registration database on the basis of the ID of the receiver 51 (1.e.,
ID of the SAM 62 included in the certificate of thé SAM 62 shown in Fig.44), and
determined whether the receiver 51 is non-registrable or not. Ifit is determined that
the receiver 51 is not non-registrable. The processing goes to step S184 and the SAM
62 of the receiver 51 encrypts the version of the distribution key Kd stored in the
storage module 73, the accounting information (stored in the processipg of step 8337
of the flowchart of Fig.56), the registration list, and if necessary, the handling policy
with the temporary key Ktemp, and transmits the resultant data to '_,:che user
management section 18 of the EMD service center 1 via the communication section

61. At step SI85, the user management section 18 of the EMD service center 1

decodes the received data and then processes the accounting information. Then, the




case, the data are encrypted with the tenporary key Ktenp and then
transmtted, encryption need not be carried out as a mattes jaf. fgyrse. At
step S 186, the user nanagenent section 18 of the EMD service center 1
det-erm nes whether the distribution key Kd held by the receiver 51 is of
the latest wversion or not. If it is determned that the distribution key
Kd held by the receiver 51 is of th]l% | at est version, the processing goes
to step S 187. The updated registrati dn 1ist and account i ng i nfonmati on

reception nmessage, encrypted wi th.the tenporary ke Kt, i
t r ansni $1E AN ECRET} %fi%]ioge@ Qif\i\{',heng t?Fé""lIrégézgi]{%rl %)%atreéé%% \gge% pt% %tgmhspdat ed
“registration |list and. accounti information recepti.,on nessa t hen
decodessughdas tb?é?@étri’tﬁé’s@ﬁfé&o&&%&m@t%ﬂug{]@&re]@ﬁgq? g@éieﬁgﬁd%ggggr%gges t he
~accounting information stored in the storage nodule 73, tg%n pdat es the
regi st r tgicratidrdist received frayiteveagivens |.idgser d’élflll@gerﬁlﬂcastf 81430?'}1 he user
managenent section 18 of the EMD service center 1, and then pro%eeds to
step S afdendsfthé tighstudefoetin ded catresiadig tpghe rasatver ik HEevabiRt i%h key Kd
held by the receiver 51 is not of the |atest version, the processing goes
to stepcsicl88e diheardsaicrymodgetiette tesgotayrke8Kofnp had BV veryniedcenter 1
transmts the distribution key Kd of the |atest version and the updated

regi Stréﬁ%{ﬁﬂtibhﬁee@ﬂdﬂﬁ@@zﬁﬂ@ﬂi@ﬂgaé ahotebf ooursecept i on 7 June 2006 108
nmessage, Ich are encrypted with the tenporary key Ktenp, to the receiver

51. The recgjtbas S184, Ly Sniktpetiest sedtitr 08 ofehe KM DEetvie ¢attest ver sion
and the updated ‘registration list and accounting information reception

mess ?\9/g§e§Wé§§§g§&§E€ﬁ§§%§@$utigh We@SK 8 MERELE @ eArcclives s eps b1 A, latdse
unting information
version or not. Ifit is determined that the distribution key Kd held by the receiver 51
is of the latest version, the processing goes to step S187. The updated registration Jist
and accounting information reception message, encrypted with the temporary key
Ktemp, are transmitted to the receiver 51, and the receiver 51 receives the. updated
registration list and accounting information reception message and then decodes and
sfores these data. At steb S188, the receiver 51 erases the accounting information
stored inthe storage module 73, then updates the registration list to the registration list
received at S187 from tile user management section 18 of the EMD service center 1,
-and then proceeds to step S191.
Ifit is determined at step S186 that the distribution key Kd held by the receiver
51 is not of the latest version, the processing goes to step S189. The user management

section 18 of the EMD service center 1 transmits the distribution key Kd of the latest

version and the updated registration list and accounting information reception




stored in the storage nodule 73, then updates the registration list to the
registration list received at S 189 fromthe user nanageneagwﬁgﬁbgon 18 of
the EMD service center 1, then updates the distribution key to the
distribution key Kd of the |atest. version, and proceeds to step S 191. At
step S191, the SAM 62 of the receiver 51 determ nes whether the recorder

53 is non-registrable or not, with reference to the updated regi stration
list. If it is determned that the I'corder 53 is not non-regi strabl e, the
processing goes tq step S 192,

2 he receiver an he rec er—a3 carry
out nut UBESSAEE NEHENR BRNER PV IR HICdeMPRETY g%}g%eé%q%g&? rﬁf:%;l*r"r%.rngh'uﬂge
aut hentication processing i.s simlar to t pr ocessi n describ ith
r ef er encectiverr§ hseurdvasotha AigriuaeeKey %ﬁ%oaﬁm‘%{ "Hé“%’e%‘yfﬁl?eﬂxﬁg?wher in
detail: At step S 193, the registration conpletion nessage ar%% di sfribution
key Kd regitratiypligichndi achoutmgiiafpymatioy riceptisn Bepsacsradthamdpiadesd’d o t he
recorder 53. The recorder 53 receives and decodes the registration
conpl et i orepRBSBgRItANAt dicpt § IBythorcekey SKdrasks the egcognng miganpeehr der 53
updates the distribution key Kd and the processing ends. If it is
det enni nggredtin BieaPorSed 8D duhal3, tiea updates thereidtratoniohtatbgiegistaasion, isbr i f it
is determned at step S191 that the recorder 53 is non-registrable, the

pr ocessifgeioRda: S T8I Hbm ReY6erk@hagthent eenvdds dshaEpaDdenviceoentdnd, r ecei ver
51-is thus registered to the EMD service center 1 via the receiver 51.

R T R T T
Service ;ﬁﬁi.'}r)r%'éeeds to step S191.
At step S191, the SAM 62 of the receiver 51 detenmines whether the recorder

53 is non-registrable or not, with reference to the updated registration list. If 1t 1s
determined that the recorder 53 is not non-registrable, the processing goes to step
S192. The receiver 51 and the recorder 53 carry out mutual authentication ;md share
the temporary key Ktemp. This authentication processing is simﬂar to the processing
described with reference to Figs.40 to 42 and therefore will not be described further
in detail.- At step S193, the registration completion message and distribution key Kd
, encrypted with the temporary key Ktemp, are fransmitted to the recorder 53. The
recorder 53 receives and decodes the registration completion message and distribution
key Kd. At step S194, the recorder 53 updatés the distribution key Kd and the
processing ends. |

If it is determined at step S183 that the receiver 51 is non-registrable, or if it is

determined at step S191 that the recorder 53 is non-registrable, the processing ends.




1 at step S 13 of Fig.37. At step 5201, the nutual authentication nodule 71
of the receiver 51 carries out nutual authentication with o al

aut hentication section 17 of the EMD service center 1. This authentication
processing is simlar to the processing described with reference to
Figs.40 to 42 and therefore will not be described further in detail. At
step 5202, the SAM 62 of the receiver,b1l transmts the certificate to the
user nmanagenent section 18 of the EMJD’service center 1 via the

conmuni cati on_sectign ,,.and, t he er_mna S | f ENMD
service cent'Plfcwgébgéé@p?ﬁgnégﬂﬁﬁ?f%ﬁF@f%iﬁg%%#ﬁﬁggggﬁaﬁggﬁg?ggg S203 to
S210 is simlar to the, processing of steps S 183 to S 190 of Fig. 51 and

t her ef or &TViCE ek | B2 WedesT e urther in detail. The receiver 51 thus

recei ves the distribution key Kd fron1tge gser Hanagenent.seﬁtio% 18 of the
END servi ce dupbaris B Havcharhmbuipsng Kee de@8asithg FFRFSPRAIR SH S % he
receiver 51 to the user ma_na_%ement section 18 of the EMD service center 1.
The pr ocessivegs I orceives diadisigbuien kiys d tipnsmuiedicegm ee BYLR pavicecorifer 53
dependent on the receiver 51 (i.e., the status flag of Fig.45 has a val ue
permittingtkhe SieckPigdh Af stehe20il s theihutiabautkeyticdiopynedie réditler 53) in
the case where the user network 5 has the structure shown in Fig. 10 or
Fig. 11 wicklvendWebeicdesnt vrea anlidnticatiomeitR 0BG mimgal audfeahesttd sc6tidhe
flowhart of Fig.53. At step S22 1, the nutual authentication nodule 71 of

the receiyey tbd ENID @riidk WahteaUt hThisi makdmitation presessiog is kiowfar tofthe he
recorder 53 carry out nmutual authentication. This authentication

E.r ocessi Pﬂad'e%ir% eb@bekdowith re fRERES 36 IMgs AR 36 rdbadd whtrefarefwillence be o
Figs.40 to 42 and therefore will not be
described further in detail. At step S202, the SAM 62 of the receiver 51 transmnits the
certificate to the user management section 18 o.f the EMD service center 1 via the
.'communication section 61, and the user management section 18 of the EMD service
center 1 receives the certificate. The processing of steps S203 to §2101is Sﬁnjlar to the
processing of steps S183 to 8190 of Fig.51 and therefore will not be described further
in detail. |
“The receiver 51 thus receives the distribution key Kd from the user management
section 18 of the EMD service center 1 and transmits the accounting information of
the receiver 51 to the user management section 18 of the EMD service center 1.
The processing for receiving the distribution key Kd by the recorder 53
| dependent on the receiver 51 (i.el., the status flag of Fig.45 has a value permitting the

reception of the distribution key Kd by the recorder 53) in the case where the user

network 5 has the structure shown in Fig.10 or Fig.11 will now be described with




described further in detail. At step S222, the receiver 51 determ nes
whet her or not the data of the recorder 53 is on the registhatd fagl i st to
be stored in the storage nodule 73 of the receiver 5 1. If 1t 1s
“determned that the data of the recorder 53 is on the registration list to
~be stored in the storage nodule 73 of the receiver 51, the processing goes
- to step S223 and it is determ ned whﬁ}her the recorder 53 is

non-regi strable or not on the basis ot t he registration list to be stored

in the storage nmodule 73 of .the receive o LE it 1 i t step
S223 t ha'tefeewerf%&,l&ﬁ@%\‘*’cw PE{:%&& rfgh%‘?%é?gﬁrih%}%,mﬁtl ﬁéthsgﬁéa?g?}lﬁgﬂéges to
step 5224. The SAM 66 of the recorder 53 encr(:{}gts thle vergi on Ofr&e e
di stri butl ofihe keseived Slrada yamal pphett@toadaedils. no1 sigWi L FIdss8™St i g. 53,
| at er described) stored in the built-in storage nodul e and the accounting
i nf or mat5ear(s ot sdtiah asthenpedtes s kg audspHEEFERIPHY SIS 1§ SHPHEWANGT t he
processi ng corresponding to Fig.56, later described) w.th the tenporary
key Kt engrocesthet dansibietiswitherefesute antFigat @ to Tk amhvheeiase willenot deej ver 51
recei ves and decodes the version of the distribution key Kd and the

account i qacHpéDATeicr omdetdil, st ep 5225, the nutual authentication nmodule 71
of the receiver 51 carries out nutual authentication with the nutual

aut hent i cat i ofy 8QE$1IM tHefrepbivet dYBmsiaEyvhethér dume 120D dfihe rasendasr 1 via
t he conmuni cation section 61. This authentication processing is simlar to

the proc?gid?&h@% irBE6h Whit 3 Vel eans thd QofrggSndkild B3 42tandctifer B.ore wil |
. not be escribed Turther in detail. At step S226, the user nmanagenent

section 8 .ofi £.he MNP ASRE MhGRIAReBhrdbr & 81 hifthe Fediftentlindist fodlgd stbredlt | on
dat abase On t he EES|S of the I'D of the . [
in the storage module 73 of the receiver 51, the processing goes to step S223 and 1t is
determined whether the recorder 53 is non-registrable or not on the basis of the
registration list to be stored m the storage module 73 of the receiver 51. If it is
determined at step S223 that the recorder 53 isnot non-registrable, the processing goes
to step $224. The SAM 66 of the recorder 53 encrypts the version of the distribution
key Kd (received from tﬁe receiver 51 at step S235 of Fig.53, later described) stored
in the built-in storage module and the accounting information (stored in the pro;é:ssin g
| corresponding to step 8337 of the processing corresponding to Fig.56, later described)
with the temporary key Ktemp, and transmits the resultant data. The SAM 62 of the
receiver 51 receives and decodes the version of the distribution key Kd and the
éccounting information.

At step 8225, the mutual authentication module 71 of the receiver 51 carries out

mutual authentication with the mutual authentication section 17 of the EMD service




receiver 5 1, and determ nes whether the receiver 51 is non-registrable or
not. If it is determned that the receiver 51 is not non-rgg%%kﬁﬁgle, t he
processi ng goes to step S227 and the SAM 62 of the receiver transmts
the version of the distribution key Kd stored in the storage nodule 73,
the accounting information, the registration list, and if necessary, the
handl i ng policy and the accounting information of the recorder 53, +to the
user . managenent section 18 of the EMD service center 1 via the

comuni cation section 61, At st 28, : " Len 18 of
Che  END Gl owadint SR egtn SRt L PEL UG BRIREREDL 506

he r'ecel ve at a, n processes the
ti i nf tion, th updat d ti :
Fog ot 1 siovibn PrersEpEaRsarbEg b Ereetd Tigy T 3 Bkt PR RENBRSIRE o

the registration list received fromthe receiver 51, descri hed.

r ef er encéescobed fudsr uaﬁ@aﬂ-héhsf%ﬁé?%éﬂﬁ g ﬁa@ﬁ&?lﬂ?’é SF%PU&? Q?ﬁ]ée %%élg
corresponding to the receiver 5 1. The processing of ste ? iBQ#P S234 is
sinilar taovicheeprodeastiavgs tfe useeprgigration databasy e iheghass ‘bf.p“% MHd"'heref ore
w [l not be described further in detail. At step S234, the SAM 62 .of the

" recei verreadn@etey mddsemtisthehethbetheacenterars 1 i3ongegisieblegr 40k dbf'dSor not,

~with reference to the updated registration list. If it is determ.ped that

the recoasermbddisatnio reneiner g avtranhegistrallle gho pressbsing gorsdo 6PSKEp 7 June
2006 112 5235. The accounting information reception nessage and

di st ri bufi @mKSXMNKE2 EN6E yebadr B tiankinis tlenposianyofiby distbuipn kayelkd
transmtted to the recorder 53. The recorder 53 receives and decodes the
account i g}g@@ﬁﬁh%{&é}% HB&ERYB OMe RESRAYB g dfdrmdiist, thbragigrationyiskdndAt st ep

5236, the SAM 66 of the recorder 53 erases the

if necessary, the handling policy and the accounting information of the recorder 53,
to the user management section 18 of the EMD service center 1 via the comumunication
section 61, At step $228, the user management section 18 of the EMD service center
1 decodes the received data, then processes the accounting information, then updates
the data portions such as the registration rejection flag and status flag related to the
fecorder 53 of the rcgistration list received from the receiver 51, described with
reference to Fig.45, and then appends the signature for to the data corresponding to the
receiver 51.

The processing of steps 229 to $234 is similar to the processing of steps S186
to S191 of Fig.51 and therefore ‘;’Vﬂl not be described further in detail. |

At step $234, the SAM 62 of the receiver 51 determines whether the recorder

53 is non-registrable or not, with reference to the updated registration list. Ifitis

determined that the recorder 53 is not non-registrable, the processing goes to step




accounting information stored in the built-in storage nodul e and updates

- the distribution key Kd to the latest version. If it is de§ﬁ%gb%&? at step
S222 that the data of the recorder 53 is not on the registrationTlist to

be stored in the storage nodule 73 of the receiver 51, the processing goes

to step S237 to execute the registration processing of the recorder 53

shown in Fig.51. The processing thqngoes to step 5224. If it is

determ ned at step S223 that the recorder 53 is non-registrable, or if it

is deternned at step 5226 that the receiver 1Sy noR:fegistrabl e, or if
it is degérm ac%&““@?%dn%f?ﬁgf)ﬂéfx?%ﬁnrlgggsra %:a I]QSdI%}gl%Hgﬁ- r e%i strable, the
processi ng ends. The recorder 53 _dependent on l%%gto[ﬁcqjegfgﬁeékt%% recei ves

the di stnFputadonitkdle GEPURY FReK SRR 48 '5¢E¢8i ng” corr espondi ng
to step S14 of Fig.37 in which the contents_ . provider 2 transnitsdthe

cont ent seqrdui Horecemeuind Senvdas Heraccountie WAL AFFPIaB IS &H F now be
described with reference to the flowhart of Fi .54.@2’{(e ste 525@, t he

wat er mardisteippendikeg BdéctAoate@2SHY0, tthe ot ehtaf ‘%POVP ¢ T?%%ﬁé‘??d e
predeterm ned data indicating the contents provider 2 (such-as the contents
provi derack®ntag mfvahaiomsiored inhthec bniitemt storaged medules pafh wpatesoMient s
server 31, and supplies the 7 June 2006 113 resultant data to the

conpr es{i@fbeeet k@NKdJo thY lasdseperSidh2, the conpression section 33 of the
contents provider 2 conpresses the contents having the watermark inserted
~therein, in arges daBERINGH L sepm2adaher thi: it sfdearceden 5dds ATRACband

supplies the conpressed contents to the encryption section 34. At step
S253, t hepfkaRGAMERYBeEtored in the storage module 73 of the receiver 51, the processing
goes to step S237 to execute the registration processing of the recorder 53 shown 1
Fig.51. The processing then goes to step 5224.

If it is determined at step S223 that the recorder 53 is non-registrable, or if it is
determined at stei) S$226 that the receiver 51 is non-registrable, or if it 1s detennined
at step S234 that the recorder 53 1s non-rcgistrable, the processing ends.

The recorder 53 dépendent on %he receiver 51 thus receives the distribution key_
Kd via the receiver 51.

" The processing corresponding to step S14 of Fig.37 m which the contents
provider 2 transmits the contents provider secure container to the service provider 3
will now be described with reference to the flowchart of Fig.54. At step S251, the
watermark appending section 32 of the contents provider 2 appends predefermined

data indicating the contents provider 2 (such as the contents provider ID) as a

watermark to the contents read out from the contents server 31, and supplies the




generation section 35 generates a random nunber to be used as the contents
‘key Kco and supplies it to the encryption section 34. At sfﬁﬂwg%éé, t he
encryption section 34 of the contents provider 2 encrypts e conpressed
contents having the watennark inserted therein, using the contents key Kco
in accordance with a predetermined systemsuch as DES. At step S255, the
encryption section 36 encrypts the cpptents key Kco with the distribution
key Kd supplied fromthe EMD service center 1, through the processing of

Z{ eps tS é %e%fé@g{ gzttﬁ Eb gi%egiﬁ%g&%rsg NES Wt dy aAP&?:? &bes M,pednpyatemssugdn as DES.

container preparation section 38 of the contents
provider 2 calculates a _.hash val ue hy applyj ; : } t he
encr ypt & ddhe é?ﬁ‘@{“stﬂli%\”d%ai f;%pbe&se&s&ﬁg éﬁlﬁtg}ﬂ?g}% } %@gﬂgrﬁ;‘é{t e ]\hglﬁtejlfti&}lg pol i cy
supplied fromthe policy storage section 37, d cr - hash
val ue withérein, & angerdapse apihayre EBPmFﬂﬁ¥“mﬁF@§§F?%gﬁgﬁgqgﬁéﬁgﬁﬁ%gﬁ%s shown
in Fig.13. At step S257, the secure container pr rqti on secti] n 38 of
the contenipsepedeodientsXofhe paeiERIOMEHGA NS Sﬁib%epes@&%]é PUBOI ai ner
as shown in Fig. 13, including the encrypted contents, the engr g%ed
cont ent genkeyioKsectianh¥ genetiteng ranslotyus beytioi kedised b OB %/‘fy Orage
section 37 and the signature generated at ste%j5256. 7 June 20Q6 % 4 At
step S258d suppliewir tathesartchepiiancseciion 34 editistap 32 dothe HETHEWOSIEEODHrovi der 2
carries out nutual authentication with the nutual authentication section 45
of the sEhYiceAteptDpiotRter. ebnysts atit hempiasatd omipnisdwssigrigeivateimikar to

the processing described with reference to Figs.40 to 42 and therefore
wi |1 notinbgrddegerdiBedsingr thBedontents key Kco in accordance with a predetermined
system such as DES.
At step S255, the encryption section 36 encrypts the contents key Kco with the
distribution key Kd supplied from the EMD service center 1, through the processing
of step S11 of Fig.37, m accordancé with a predetern_ﬁned system such as DES. At
: step S256, the secure container preparation section 38 of the contents provider 2
calculates a hash value by applying a hash function to the encrypted contents, the
encry;ﬁted contents key Kco and the handling policy supplied from the policy storage
section 37, and then encrypts the hash value with its own secret key Kscp, thus
preparing the signature as shown in Fig.13. At step S257, the secure container
preparation section 38 of the contents pré)vider 2 prepares the contents provider secure
container, as shown in Fig. 13, including the encrypted contents, the encrypted contents

key Kco, the handling policy supplied from the policy storage section 37 and the

signature generated at step S256.




in detail. At step S259, the secure container preparation section 38 of the
contents provider 2 appends the certificate issued in advap eabgg1the
authentication station to the contents provider secure contalner, and
“transmits the resultant contents provider secure container to the service
provi der 3. Then, the processing ends. The contents provider 2 thus
transmts the contents provider secyrg container to the service provider

3. The details of the processing corresponding to step S 15 of Fig.37 in

whi ch t he Z}f{{ %%g%@ggf\ﬂegﬁgqﬁ Vél{tll%]ﬁma{ign (D& ReIY LB RbANLEESroSRIRHR e

contai ner t € now be described with reference to the

or ovi deparmee ot dapmak A S GRECE AU A TR e o e e nded

u certificate appended to

the contents provider secure contajner transmtted.fr .
containe%meepﬁﬁ%ﬁ¢b%-sgbﬁi%ﬁmﬁéma?o?HEOE%ﬁthPsmﬁygﬁﬁggpgg?Ogﬁﬁﬂggkes out
the public key Kpcp of the_contents proyider 2 if there | t ering in
the cer teddritetiovith Teferesonta Fieatilon daranchbercdpie ifl ot E"* descabed By | he
processing of step S83 of Fig.42 and therefore will, nqot be.described

furt her i dewdt aht step\S259 gt SPORE cph@umrimpwag%ﬁm?ﬂ%ﬁ %ffﬂlFr?Q”Leé‘ Vi ce
provider 3 decodes the signature of the contents provider secure container
t ransni Ef@ddéﬂbﬂpﬁdmds dexertefiatdisnee00dvans frem theauntisrpr PR secti on
38 of the contents provider 2 with the public key Kpcp of the contents
provi defheorabtsqRofidenictgrd dwtaihte ané suhsmits thrarghulieat qenteatsgPHEeFHent

w th the hash val ue obtained by applying the hash function to encrypted
cont ent ggcureRenHM@do tRNEEMcs pkeydéch Aheh, hhagdtdcassipdéndsy, thus confirm ng

that there is no )

The contents provider 2 thus transmits the contents provider secure contamer
to the service provider 3.

The details of the processing corresponding to step S15 of Fig.37 in which the
service provider 3 transmits the service provider secure container tg the receiver 51
will ndw be described with reference to the flowchart of Fig.55. At step 291, the
pricing section 42 of the service provider 3 confirms the signature included in the
certificate apﬁended to the contents provider secure container transmitted from the
secure container preparation section 38 of the contents provider 2, and takes out the
public key Kpep of the contents provider 2 if there is no tampering in the certificate.
The confirmation of the certificate is similar to the processing of step S83 of Fig.42
and therefore will not be described further in detail.

At step S292, the pricing section 42 of the service provider 3 decodes the

signature of the contents provider secure container transmitted from the secure




tanpering nmade in the contents provider secure container. If tanpering is
found, the processing ends. If there is no tanpering nade iﬁ]I gogent ent s
. _ . .o ; June'20 .
provi der secure container, the pricing section 42 of the service provider
3 at step S293 takes out the handling policy fromthe contents provider
" secure container. At step 5294, the pricing section 42 of the service
provider 3 prepares the price inforpgfion described with reference to
Fig.17, on the basis of the handling policy. At step S295, the secure

cont ai ”ceoénaiREF@g{)@%{'i&?s&%ﬁﬁli o he @bnthe FEFMECEwIhaNE geblickeari€pypt s t he

encryptéd cont “encrypted contents key Kco, handling policy and price
i nformation, and the.; ' e fheh¥s ARR! HihGahhes hambidennct i on to
t hese d%étgl,e C\?P{éﬁts’lRrgwté%a@’sée{@r%{}%fﬁg@g@s]sp, “and uses the resul tant val ue as
the signature sq as to,prepare the.servi tdef & t8d c6RRLAL ner as
shown iwﬂﬁﬁéﬁbsﬁlxﬁungEﬂ%§€%¥EPR@“W%@E%‘g23¥ﬁ§ﬁgﬁéhtﬁb section 45 of the
service provider 3 carrjes out ual authenticakio A .yt ual
aut hent ¢eaYPEA wBHieke K6p & 1%@&@3”’5%}]3 ‘fﬂpgmyélﬁlg\me]% Ehtggbfll on
processing is simlar to the proc ssing_describeﬁ?mjth.'r%f 5§§ﬁﬁeto
Fi gs. 40tanapesdganetictin dheeeientuprovideseparedei@riched PRl 0" Getai | . At
step 5297, the secure container preparation section 44 of the service
provi depr@®essimmemdst s 7 June 2006 116 the service provider secure container
with the certificate appended thereto to the communication section 61 of
the recei verlfiligreandottmppriog owsleriy tha¢ontemepTeBIdFT 68Uy SOTEBET-3%t hus
transmts the service provider secure container to the regeiver. 5 1.

pricing section 42 of the service provider 3 at step §293 takes out the handling policy

from the contents provider secure container. At step S294, the pricing section 42 of

the service provider 3 prepares the price information described with reference to

Fig.17, on the basis of the handling policy. At step $295, the secure container

preparation section 44 of the service provider 3 encrypts the encrypted contents,

encrypted contents key Kco, handling policy and price information, and ﬂje hash value

obtained by applying the hash function to these data, with its own secret key Kssp, and

uses the resultant value as the signature so as to prepare the service provider secure

_container as shown in Fig.15.

At step 8296, the mutual authentication section 45 of the service provider 3
carries out mutual authentication with the mutual authentication module 71 of the
receiver 51. This authentication processing is similar to the processing described with

reference to Figs.40 to 42 and therefore will not be described further in detail. At step

§297, the secure container preparation section 44 of the service provider 3 transmits




The details of the accounting of the receiver 51 after receiving the
-appropriate service provider secure container, correspondi gm{ ep S16
of Fig.37, in the case where the user network 5 has the structure of Fig.
10 or Fig. 11, will now be described with reference to the flowhart of
‘Fig.56. At step 5331, the decoding/encryption nodule 74 of the receiver 51
det ermi nes whet her the contents key 0 can be decoded wth the
distribution key Kd or not. If it is determned that the contents key Kco
cannot be decoded with the distr.ibuti ‘ [ATE=Ys e Step
S332 carthf E§VIGUETY ‘pSPS‘éléas%(?“ﬁﬁ%;m ro‘?’“ﬁg@gi%éﬁﬁca[‘%gﬁ%‘f]gﬁeiﬂéﬁteit %#Efey Kd
described wth reference to ig. 52 d _pr.oceeds t. S333. If it is
det er mi FOEREILSHEN %flléhé%ft‘?%%cé‘a’ﬁ’f gﬂtaé‘%légfl Pr‘i?{;&%%lg%%ﬁ@sg decoded with the
di stribution key Kd, the, processing goes to §1e% S333. At sggpm§§§3, t he
decodi ng uni ffheTenfce HEVIHE a2 {B1S EPNSPHE HfeSTYRE PERTHBSTS REV RIS W th t he
distribution key Kd stored in the storage nodule 73 in accordance wth the
processithgrafkiverép. S 13 of Fig.37. At step S334, the accounting nodule 72
of the receiver 51 takes out the handling policy and price information
i ncl uded in (e deeailsicdehprancudeng sberecel o aifieareceans JErPPEIEE he
accounting informati on and use perm ssion information described with
r ef er enc@riice fi@sderl@candefaingt, coreppBeiBEg (¢ sep&d6cftizAd. HolhdI@sy2 7 June
2006 117 of the receiver 51 determ nes whether or not the current

account igBerk $h@Gstnetdortrs mrtke stiamretdf@igpPer Fig. b twillinoackodescringd from
t he accounting information stored in the storage nodule 73 and the

account i Rgh ibfepiBat doOf e R weHaat €OFALS65t AP sB&P3Y331,fthe tdebsdinglenenypiiped t hat
the current accounting is equal to or nore than the upper limt of
module 74 of the receiver 51 determines whether the contents key Kco can be decoded
with the distribution key Kd or not. If it is determined that the contents key Kco
cannot be decoded with the distribution key Kd, the receiver 51 at step $332 carries
out the processing for receiving the distribution key Kd described with reference to
Fig.52 and proceeds to step S333. Ifitis determined at step 3331 that the contents key
Keo can be decoded with the distribution key Kd, the processing goes to step S333.
At step S333, the decoding unit 91 of the receiver 51 decodes the contents key Kco
with the distribution key Kd stored in the storage module 73 in accordance with the
processing of step S13 of Fig.37. |
At step $334, the accounting module 72 of the receiver 51 takes out the
handling policy and price information included in the service provider secure

container, and generates the accounting information and use permission information

described with reference to Figs.19 and 20. At step S3335, the accounting module 72




accounting, the processing goes to step S336. The receiver 51 carries out
the processing for receiving the distribution key Kd descrﬂqﬁ‘%z\@ogh
reference to Fig.52, then receives the new distribution key , and
advances to step S337. If it is determned at step S335 that the current
accounting is less than the upper limt of accounting, the processing goes
to step S337. At step S337, the accoun?ing nodule 72 of the receiver 51
stores the accounting information to the storage nodule 73. At step S338,

the accoypiij.nacdRduliQlelanffiesiRthdreg abyvée chrtnr acomdmetihejuabe Yerdessi on
generation i nfonnation generated at step S334 to the HDD 52. At step S339,

the SAM gganoihetlgﬁ) F eSSt Ve TacSduriggOfds theahiandtihggnfonokticaystoeddem et from
the service pro |§er secure contalner to the HDD 52. At step S340, the

~decodi ng/ encr ypti0 74 Slntie i IBRRAYSH cAluaral dteept$834. hidshisf unct i on
to the ué@r%%%lﬁ%ogg%oﬂ?lgﬁ%glgerr%%c‘?orrll 1g%“as to ca?cul ate the hash val ue. At

Step 341, e ol LGS TRl S Lueho DR deroRd uphanewphberihasir val ue

of the u&&lerpt} 1 On. e save save i s not stored in
the storage nodule 73, the random nunmhgk generat] ugy 2,08t A

recei ver a5aOUng; &b BEOLSSHRR RS Zg Séepngéﬁébm?ﬁa%%éeﬁ?ermﬁl tgﬁ‘%l%s? the save key
Ksave, "and the processing goes to step 534 £ _Lthe.s %@ i s
stored i @1'@%51%6"%5@6%%%? ‘%@EH%PHBHSFBi(e(gg?sﬁﬁl%ie)%évsﬂht%yeg%%%%s}Iﬁi%ne’ 2006
118 S343 At step 5343, the_encryptjon it 93.0f the recei .encrypts
the cont éhers reesyveskiis Wiy KistRRUECH, euké@&@&eadvaﬁcegﬁaﬁ?@s%?” 't ﬁg IER{A 62 of
the receiver 51 stores the encrypted contents k(leé/ co o the EIIE‘I)l[i)t gf?_ | f

t he save degymisel et stsp FFB5shar &g qurephaccounting 1s Jess than the upper 7

accounting, the processing goes to step S337.

At step $337, the accounting module 72 of the receiver 5 1 stores the accounting
information to the storage module 73. At step $338, the accounting module 72 of the
receiver 51 records the use penmission generation information generated at step S334

| to the HDD 52. At step S339, the SAM.62 of the receiver 51 records the handling
= i)olicy taken out from the service provider secure container to the HDD 52.

At step 8340, the decoding/encryption module 74 of the receiver 51 applies the
hash function to the use permission information so as to calculate the hash value. At
step S341, the storage module 73 of the receiver 51 stores the hash value of the use
‘penmission information. If the save key Ksave is not stored in the storage module 73,
the random number generation unit 92 of the receiver 51 at step S342 generates a

" random number, which is the save key Ksave, and the processing goes to step 5343,

If the save key Ksave is stored in the storage module 73, the processing goes to step




storage nodul e 73, the decodi ng/encryption nodule 74 of the receiver 51 at
step S345 stores the save key Ksave to the storage nodul e 73,aWokhe
processing ends. If the save key Ksave is stored in the storage nodule 73,
t he processing ends. As described above, the receiver 51 stores the
accounting information to the storage nodule 73, decodes the contents key
Kco with the distribution key Kd, rejjgencrypts the contents key Kco with

t he save key Ksave, and records the encrypted contents key Kco to the HDD
52. The sgwe key Ksave is stored into the storage nodule 73. In accordance
with thesimlar processing, the recorder 53 stores the accounting

| nfor mation téﬁ& a%e@%3§1t30{h%%901&g§8{1<§f1ft@35?&6‘?‘@@&\6&’5lqgﬁgﬁ%sthé benteqakant s key

Kco with th tr1 bution re-encrypts the contents key Kco with

e ey e 0 s T0 K EE R Seb M PR AA T SPM S s ke Rt t e HOO

52. The storage nodule 1n the SAM 66.

. The save keys Ksave hel d_by the ej 1 and the recarder b e
usual |y %CHRS?'%H?‘“R%?‘B%@F’ “THE@ %@&aﬁ/gﬁéﬁe %%’8?‘5}! gé%’eslisﬁla %8}%@@5@%& ng to
steps S15 and S16 of Fig.37 in_ which the receiver 51.receives

appr opr i 4e@es @?Qﬁuéeeﬂpﬂ]éﬁ/ﬁl%fd”’@éf‘élﬁ@twﬁf%@%%&ﬁ@e I%Ceﬁ‘lﬂlr@i AREP gg%%unt i ng,

in the case where the user network 5 has the structure qf Figﬁ. 2& 7 June
2006 11ostozendhe saredeytifemveieshe viarage nodelre 3sandrthgarorsaure cvds: WPt now be
described with reference to the flowhart of Fig.57. At step S36 1, the
mut ual  asavhdny Ksave trstorsdun ghe starage marhile @3.dhe procsssieiedses out nut ual
authentication with the nmutual authentication section 44 of the service
provi der 3 vids démeribodmabove; ahé mreeivec Bil otored theaavdomiimng infrymation to the
storage module 73, decodes the contents key Kco with the distribution key Kd, re-
encrypts the contents key Kco with the save key Ksave, and records the encrypted
contents key Kco to the HDD 52. The save key Ksave is stored into the storage
module 73.
In accordance with the similar processing, the recorder 53 stores the accounting
information to the storagé module in the SAM 66, decodes the contents key Kco with
" the distribution key Kd, re-encrypts the contents key Kco with the save key Ksave, and
records the encrypted contents key Kco to the HDD 52. The save key Ksave is stored
into the storage module in the SAM 66. The save keys Ksave held by the receiver 51
and the recorder 53 are usually different key data.
The details of the processing corresponding to steps S15 and 816 of Fig.37in

- which the receiver 51 receives the appropriate service provider secure container and

carries out accounting, in the case where the user network 5 has the structure of Fig.28




mut ual authentication is done, the communication section 61 receives the
service provider secure container fromthe mutually authentjigcategsservice
provider 3. If the nutual authentication cannot be carried out, t?le
processi ng ends. At step 5362, the conmunication section 61 receives the
public key certificate fromthe service provider 3 which is nutually.
authenticated at step S361. At step H363, the decodi ng/ encryption nodule 62
verifies the signature data included in the service provider secure
cont ai ner_receiyv, ) ki wihhebheke tberded sviflo
t anper i ngf!d ?tf)retsalﬁgé:?ilg%%Rﬁgeggﬁﬁﬁf{oﬁ% lg]?ggles‘g?ng ends. At step 5364, the
receiver 51 displ the h i { Nt or i hGenii dteh Meddudan
i ncl udedre?‘?rﬁn?% tﬁ%@é’iw E’@Tg@gg{ﬁ'% ‘%&E)e% %l’g{ebc]ﬁlggmggﬁhai ner to a display
section, not shown, d the user determ.nes t r il & ueh as
cont ent s7} @%ﬂ@dﬁ@ﬁ’ﬁ’éﬁqcﬁwéﬁp‘iptgﬂﬁua iaﬁg]ieg}éf%sont‘ﬂglfl Hq:étlg?nﬁt% gadtﬂtr]\tgmrcgcei ver 51.
At step 365, the accounting nmpdul e. 72 of the. receiver t t he
account i segtionfidrataks SHVESPIOY eréyﬁtgg ORI GEHE B E%ﬁsaglgq@%%ttﬁg
handling information, price information and purchase item tte getnel%SBGG,
the SAM fituzd cotltsticiéort ne shepIpyRnERtRnt JTCPAR LoirfENES "Key Ko
included in the service provider secure container, to the ,,':a‘DD 5 th’é‘t step
5367, t pevidsradiurg confaindg frak thenaugatly aphgnasaied seRvee RIRY T} §elSdes t he
~contents key Kco 7 June 2006 120 encrypted with the digtri btét,i gn key Kd
i ncl udedpiumdlketrativite ot He carsied wnb the DrCERHBE endi-t At F15R dPét PPbut i on
key Kd stored in the storage nodule 73 at step SIN of Fig.43 or_.(?t step
S210 of Ehguhdicalion séaorERa8ceitehepdiligkey onrtifidate Ggmehe s pIcs PIR&Tcont ent s
key decoded at step S367, with the save key Ksave stored in the storage

3 which is mutually authenticated at step S361.

At step §363, the decoding/encryption module 62 verifies the signature data
included in the service provider secure container received at step S361, thus checking
whether there is no tampering. 1f tampering is found, the processing ends. At step
| $364, the receiver 51 displays the handling information and price ‘infon'nation included
in the received service provider secure container to a display section,.not shown, and
the user detenmines the purchase item such as contents reproduction or copy and
indicates that item to the receiver 51. At step 365, the accounting module 72 of the
receiver 51 generates the accounting information and use permission information
based on the handling information, price information and purchase item.

At step 8366, the SAM 62 records the contents encrypted with the contents key
Kco included in the service provider secure container, to the HDD 52. 'At step S367,

the decoding unit 91 of the decoding/encryption unit 74 decodes the contents key Kco




nodul e 73. At step 5369, the data check nodule 114 retrieves a key data

bl ock having vacancy of the external storage section 113. A, sbgpg5370,
the data check nodule 114 applies a hash function to the data (such as
contents key Kco and contents ID) stored in the key data block retrieved
at step S369, thus obtaining a hash value. At step 5371, the data check
nodul e 114 conpares the hash val ue O@Itoai ned at step S370 with the check
val ue corresponding to the key data block retrieved at step S369 and stored

in the storage mpdyl e. 73, and det ' t ) VAl ess.ane

coi nci dert YR h“’gtgcﬂm gltsﬁjebru?lopf}‘%yt %Tr@u%ﬁdeemﬁng%r ?Lﬁgﬁ%t ese val ues are
coi ncident, the data of the. key a_block has no t red.o

Ther ef ofentaie Wbk gisﬁd“@’é’é‘g‘%’g[&i tqé)ﬁe‘%% eéﬁcga %%@o!@@%pﬂ%ﬁg @{;é?) osrggls t he
contents key Kco encrypted at step S36§ into the key data bl oc avi ng
vacancy obFig.fkoest semar | & obligge- 3‘&%%‘?E§3é£§1?e ?ﬂ(fcr‘s}{tlé%] @7% Hh's o

decodi ng/ encryption nodule 74 a&ﬁl ies a hash fupction tg A hg data stored
in the keytedat keybHewddedratwitdrchdahevitlo tiepty kaykres staredprlag S1318% ne
external storage section 113, thus obtaining a hash value. At step 5374,
t he - deessuhgZ®ncryption nodul e 74 overwites the check val ue correspondi ng
to the key data block in which the contents key Kco is stored, of the

st orage nodulsg sTeh S869,hht hiatd7chiekenadge WAIrethash addyudate dledk RAERE at step
S373. At step S375, the accounting nodule 72 stores the accounti&g

i nf or Mat 0 RITRRE Betetal soepeS36Fort b 3. hat siepBaLL trodis cherl vaprnle b
processing ends. If it is determned at step S371 that the hash val ue
obt ai ned,afies4 RRIORIAR1iBA S HRRlata (such as contents key Kco and contents ID) stored
in the key data block retrieved at step S369, thus obtaining a hash value. Atstep S371,
the data check module 114 compares the hash value obtained at step S370 with the
check value corresponding to the key data block retrieved at step $369 and stored in
_the storage module 73, and determines whether these values are coincident with each
oiﬁer. If it is determined that these values are coincident, the data of the key data
block has not been tampéred. Therefore, the processing goes to step S372 and the
SAM 62 stores the contents key Kco encrypted at step S368 into the key data block
having vacancy of the external storage section 113.
At step 8373, the decoding/encryption module 74 applies a hash function to the
data stored in the key data block in which the contents key Kco is stored, of the
external storage section 113, thus obtaining a hash value. At step S374, the

decoding/encryption module 74 overwrites the check value corresponding to the key

déta block in which the contents key Kco is stored, of the storage module 73, with the




check val ue corresponding to the key data block retrieved at step S369,
stored in the storage nodule 73, are not coincident with ea Ofgagr as a
result of conparison, the key data bl ock has been tanpered an(§3 therefore
the processing goes to step S376. The data check nodul e 114 determ nes

- whether all the key data bl ocks of the external storage section 113 have

been checked or not. If it is determped that all the key data bl ocks of
- the external storage section 113 have not been checked, the processing goes

Lo step pldival lue headahRaghse s@wu,k?sta-%ésw%égee%ﬁlﬁr@alta@me&gw@st@e bl ock

havi ng € ex nal “'storage séction 113, then returns to step

S370 and 7fcthat all
the key 88K %ngclEEOIH’fa {oﬁéﬁé‘-ﬁ%%?ﬁasfwﬂ 530548 LSRR B TR o e ke

there is not key data block in which the contents key Kco can be stored.
Ther ef or 8T0%REIHFBLLssi ng ends. In this manner, the receiver 51 of Fig.28
checks tanpering of the key data_ bl ock Kco and

whj ch the conte
the |ike are Hubisdgtergingda S?ﬂ%ﬁﬁé@”é@@i‘%@é’ab@@ﬁwdaﬁtgp gé\ﬁ% cﬁg‘?es t he
new contents key Kco only to the ke%agdata bl ock in vvh| ring has

(0]
been madehedthealdecairespostliingte the kevedata h@%é?ﬁ”@k%%ﬁ’f% %@ §"t°éi)‘gm§i’§ and S16
of Fig.37 in 7 June 2006 122 which the receiver 51 receives t{he
appr opr i ateeagemoidoks 1, ovt et codenidans vadreashmdheran @ reawlt of RAFsCBcESuUNt i ng,
in the case where the user network 5 has the structure of FIS(,J\?' 28 _and
stores t ey dﬂe@koddias@atmt&xhwrak&wlﬁh@efmdmagecz@emg@ﬁs tpsEp W10 Théw be
described with reference to the flowhart of Fig.58. The processing of
steps S3Yhtd cheDhQbodde 114 determines whether all the key data blocks of the external
storage section 113 have been checked ornot. Ifit is determined that all the key data
blocks of the external storage section 1 13.have not been checked, the processing goes
to step S377. The data check module 114 retrieves another key data block having
vacancy of the external storage section 113, then returns to step 8370 and repeats the
processing.
If it is determined at step S376 that all the key data blocks of the external
storage .section 113 have been checked, there is not key data block in which the
contents key Kco can be stored. Therefore, the processing ends.
In this manner, the receiver 51 of Fig.28 checks tampering of the key data block
in which the contents key Kco and the like are stored, of the external storage section
'113, and stores the new contents key Kco only to the key data block in which no

" tampering has been made.

The details of the processing corresponding to steps S15 and S16 of Fig.37 in




simlar to the processing of steps S361 to S370 of Fig.57 and therefore
will not be described further in detail. At step S401, the ﬂﬁ&ﬂﬂb@g uni t
91 decodes the check value corresponding to the key data b?oc retrieved
at step 5399, stored in the external storage section 113, wth the check
key Kch to be stored in the storage nodule 73. At step 5402, the data
check nodul e 114 conpares the hash v?&ye obtained at step S400 with the
- check value decoded at step 5401. If 1t is determned that these val ues

are coi n%&lgc%gﬁle ;fgeti £8G e Q18 e a%é}%gﬁﬁ{e?sef’\fic @?\-’ﬁy sdatrd cbh@elerhag not

been tanbere an erefore the essing advances to step 5403. The _
processing .of steps 5403 and 5404 is.sim]ar 1o LN Qb gt ep S37
and SS?SC%Feﬁﬂ.aggo%ﬁ@gtlﬂzj?% ag? g'%\?\} ﬁll%ﬁlg%lj I%é“ gs%&%tggéd&i ur t#?er in detail .
At step 5405, the encryption unit 93.encrypts.th ash val al.ped at
Step - Sagm vpres Dhereiries DrEenema SRSt T THO S BF SRSl o s
At step 5406, the decoding/encrﬁptign dule 74 oy rmmk%gﬁ t3$ heck val ue"
cor r espondihrigfarengente thgdpweher obiFezRSi il REPTOREEHE Yohihs K@ 0°i s
stored, of the storage nodule 73, with _the hash value encrypted at step
S405. Thenghodedhs pepcsssing ehsicsubIot & 5309 of §153 hendthergforh @B rwé d8si ng of
steps S375 7 June 2006 123 to 377 of Fig.57 and therefore will not be
descr i bededcubef durther idefetdill . Thus, in the processing of Fig.58, too, the
receiver 51 of Fig.28 checks tanpering of the key data block in which the
contents key KtstearfdOi htheldekeding engtdrdedodesibe checkevales periresposdigdosect i on
113, and stores the new contents key Kco only to the ]
‘ the key data block retrieved at step S399, stored in the external storage section 113,
“with the check key Kch to be stored in the storage module 73. At step S402, the data
check module 114 compares the hash value obtained at step S400 with the check value
decoded at step S401. Ifit is determined that these values are coincident with each
-other, the data of the key data block has not been tampered and therefore the
processing advances to step S403.
The processing of steps S403 and S404 is similar to the processing of step S372
and 8373 of Fig.57 and therefore will not be described further in detail.
At step S405, the encryption unit 93 encrypts the hash value obtained at step
S404 with the check value Kch to be stored in the storage module 73. At step S406,
the decoding/encryption module 74 overwrites the check value corresponding to the
key data block in which the contents key Kco is stored, of the storage module 73, with

the hash value encrypted at step S405.

The processing of steps S407 to S409 is similar to the processing of steps S375




key data bl ock in which no tanpering has been nmade. The details of the
processi ng corresponding to step S 17 of Fig.37 in which Th?]uﬂe%ﬁéver 51
reproduces the contents will now be described with reference to the
flowmchart of Fig.59. At step S$S411, the decoding/encryption nodule 74 of the
receiver 51 reads out the use pennission information stored at step S338
of Fig.56 and the encrypted contentgs;key Kco stored at step S344, fromthe
HDD 52. At step 5412, the decodi ng/ encryption nodule 74 of the receiver 51

appl i es a hash.f | i LSPh@Mek M @EEALi on so as to
calculaﬁ%32? ggﬁgggéhgﬂmk§b§?ég]@%ﬁ?ﬁﬂgﬁgbdecod}né/encryption nodul e 74 of

S L B B L Y AR R RSy b e

step 5412 is sh*v e stored in the storage nodul e

73 at step S340 ig.,56. ,1f it .. et er m ned t.hat l.ye

cal cul att@ﬂp%fﬂn%@fglie E‘Zgéatia?l%‘&i lﬁ‘c"i'lﬂgl?wﬁ"evﬁotl]ﬁe”ttﬁge)h %%ar%/dgt 8@@?%%%%#?\ t he

storage nodule 73, the processing goes to step S414 .an r edet.erym ned

i nf or matdfohe euemahsioraggesciipya L Hrandorsy ﬁlbf‘e?e‘ﬁfo{"iﬁﬁé'ﬁé‘eé’ﬂ(g% #E Ted i n

the use permssion information is updated. At step 5415, the

decodi ndvegriatayijosiom whighine trmpsting has pegegds. 51 applies a hash function

to the updated use permission infonnation so as to_cal cu]taate ?cﬂaﬁh val ue.
é%as

At step 5416Thtdetads of Hreprosdssing qaresponding testep vdr 0f FigehHbyhy h
val ue of 7 June 2006 124 the use pernission informtion calculat gd at step
S415. Atresdieq SUtsphrodines thecauitergd enld may berdasexibed with s¢ictanse (@ dBfver 51
records the updated use pernmission information to the HDD 52. At step
5418, t howhattalf FagifheAt sieptS4dn, the det@lifd/cnéryphien SANLBY efdhe Freetver
51 reads out the use permission information stored at step S338 of Fig.56 and the
encrypted contents key Kco stored at step S344, from the HDD 52. At step 5412, the
decoding/encryption module 74rof the receiver 51 applies a hash function to the use
. penmission information so as to calculate a hash value.
At step S413, the decoding/encryption module 74 of the receiver 51 determines
whether or not the hash value calculated at step S412 is coincident with the hash value
~ stored in the storage module 73 at step $340 of Fig.56. Ifit is determined that the hash
value calculated ;it step S412 is coincident with the hash value stored in the storage
module 73, the processing goes to step $414 and predetermined information such as
the value of the number of times of use included in the use permission information is
updated. At step $415, the decoding/encryption module 74 of the receiver 51 applies

a hash function to the updated use permission information so as to calculate a hash

value. At step S416, the storage module 73 of the receiver 51 stores the hash value of




mut ual aut hentication nodule 75 of the expansion section 63 carry out
nmutual authentication, and the SAM 62 and the expansion segfianqggg store
the tenporary key Ktenp. This authentication processing is simlar to the
processi ng described with reference to Figs.40 to 42 and therefore will not
be described further in detail. The random nunber Rl, R2 or R3 used for
‘mutual authentication is used as thexdenporary key Ktenp. At step $S419,

t he decoding unit 91 of the decoding/encryption nodule 74 decodes the

cont ent g k QLAY Gol PRt he HRR5E At sepePd S344A0fsiEp G438, t th the
save ke§]eK§%/R/ %g'%ﬂ;sr ed in tnheistor age nodule 73. At step 5420, the

encrypt jon unj - | YL ERE! YIPlebOls TRAdacd4se pemyiption t he
decodedd‘E:C(S’rqfne%‘%I.ls‘n’%:z&?e%/é:l (]:]E(%H%e?iﬁ%tqﬂl}e&gégﬁporary ka Kterrpe. At l:.,step 5421, the

SAM 62 transnits the tgnts key Kco encrypted with the tenporary key
Kt enp tBlf?IH’éat&Pthﬁngﬁﬂ@e tion 63. At step S422, the decoding nodul e 76 of

- the expansion sectj 3 decodes .t h cant ent OcWh t.h npor ary
key Ktenp. APt §§eép§0‘g&‘2 1© lnr]lléu%ﬂk}f@?%?%téad]sm&a?]%t’ﬁgxggﬁa‘t gm%?eaggrtggd on the
HDD 52 and transnmits the cqontents to the expansi.on ection. b6 step

5424, MotacBInTSIAHaR  BOTBof > (e ERAST B CeLt 61 e astoRme N

contents with the contents key Kco. At step S425,. the ﬁxpansoir ];C}]Jggdul e 78

of the exipangéasionsaed therS A R eIesigR s HHeR Lot Enits P AT dor dance with

a 7 June 2006 125 predeterm ned system such @% ATRAC. st%%'SQ%G, t he

vat er maiiecmppeHus nythembidaien popcatsing s Spanty B HeessSHY 3T E 5

predeterm ned watermark specifying the receiver, 5q11] i to.tge gxp@nded
cont ent sefeincste Figsario 4hend deetfors wal notdes ¢rscsbe @“Frl'é?ﬁlub tékd ‘¢6ntents to

a speaker, not shown, and the processing ends.

random number R1, R2 or R3 used for mutual authentication is used as the temporaiy
key Ktemp. At step S419, the decoding unit 91 of the decodmg/encryQtion module 74
decodes the contents key Kco recorded on the DD 52 at step S344 of Fig. 56, with the
-save key Ksave stored in the storage module 73. At step S420, the encryption unit 93
-ofthc decoding/encryption module 74 encrypts the decoded contents key Keo with the
temporary key Ktelﬁp. At stép S421, the SAM 62 transmits the contents key Kco
encrypted with the temporary key Ktemp to the expansion section 63.

At step $422, the decoding module 76 of the expansion section 63 decodes the
contents key Kco with the temporary key Ktemp. At step S423, the SAM 62 reads out
the contents recorded on the HDD 52 and transmits the contents to the expansion
section 63, Atstep S424,the decoding module 76 of the expansion section 63 decodes

| the contents with the con;[cnts key Kco. Atstep S425, the expansion module 78 ofthe

expansion section 63 expands the decoded contents in accordance with a




If it is determned at step S413 that the hash value cal cul ated at step
5412 and the hash value stored in the storage nodul e 73 arepptygggi nci dent
with each other, the SAM 62 at step S428 carries out predeterm ned error

" processing such as displaying an error nessage on a display unit, not
shown, and the processing ends. The receiver 5 1 thus reproduces the
contents. Fig.60 is a flowhart illugtrating the processing in which the
recei ver 51 causes the decoder 56 to reproduce the contents, in the user
home netypakcmmif@yispaeinheucliShy W@, ot Fieg.S4DB, Eheaproedssintgdofs st eps
5431 to "S437 is simlar to the processing of steps S411 to S417 of Fig.59

an dt h‘%?(?}% 99 Wrklle &QanBRndessd deisdrw 4 bridetepmiteidaidermiik sfeeplyid38, the
au

nmut ual entication nodule 71 of the SAM 62 and the mnutual
aut hent i cat i on, peel OfndeBeoReRRAN: SRS ST heQbleivBitsuantAUE Kient i cat i on
~and sha#@e{%%“Fenggﬁgﬁégééﬁﬁkten%. %ﬁis gu henti cation proces@?ng IS

simlar to the ,processin SCri L thor i gs.40 to 42 and
thereforlédeIuFeq'lg?lﬁﬁ%ts%%égggﬁﬂﬁg’(ﬁ 0? gfr??\%l\%’r |dntﬁ%§¥§({%%$n%'ﬁ%@f andom nunber RI,
R2 or R3 used_for nutual ut hentication is used ey
Ktenp. At st B‘tﬁ‘é@?r‘?lﬁéd&gﬁ%ﬂsgijé ﬁ'l"'ﬁtt fher}bafﬁc‘ha? ehcél?%%%%%?ttnsg%%%%%?ﬂi(on
nodul e 74 decodes the contents ke o-recorded. on he, H i t he
save keythréaghe : ‘t“?)?téEquclﬁ ttlﬁéto?tg&%(tfg&%%aﬁeél §9mﬁi§'ﬂsl{ ‘é’]gh %ﬁﬁwﬁljﬁe 2006
the deccubil (LB e It RB B Farronies e oo of B 4041
the SAM 62 transnmits the contents key Kco encrypted with the tenporary key
Kt enp t cerrdranchsegtien asBsplay uRit.apet siopal, agdhg BEQSEFHRE ffful e 102 of the

decoder 56 decodes the contents
- . The receiver 51 thus reproduces the contents.

Fig60isa ﬂbwchart illustrating the processing in which the receiver 51 causes
the decoder 56 t§ reproduce the contents, in the user home network 5 having the
structure of Fig.11. The processing of steps S431 to 8437 is similar to the processing
of steps S411 to S417 of Fig.59 and therefore will not be described further in detail.

At step S438, the mutual a-uthentication module 71 of the SAM 62 and the
mutual authentication module 101 of the decoder 56 carry out mutual authentication
and share the temporary key Ktemp. This authentication processing is similar to the
processing described with referencé to Figs.40 to 42 and therefore will not be
described further in detail. The random number R1, R2 or R3 used for mutual
authentication is used as the temporary key Ktemp. At step $439, the decoding unit
91 of the aecoding/encryption module 74 decodes the contents key Kco recorded on

the HDD 52 with the save key Ksave stored in the storage module 73. At step 5440,




key. Kco with the tenporary key Ktenp. At step 5443, the SAM 62 reads out
the contents recorded on the HDD 52 and transmts the contryamr%jo%the
decoder 56. At step 5444, the decoding nodul e 103 of the deco 56
decodes the contents with the contents key Kco. At step 5445, the
expansi on nodul e 104 of the decoder 56 expands the decoded contents in
accordance with a predeterm ned systiegn such as ATRAC. At step 5446, the
wat er mar k appendi ng nodul e 105 of the decoder 56 inserts a predeterm ned

wat er mayk egﬁg\,gi f 3 g bhesdecasderimberd ptibhen@hparit ederypistthadscodsd st ep
t e de é

5447, t er 56 outputs the reproduced contents to a speaker, not
shown, and t SIS1A9c 8PSy THEK priRp easiag So4 1, shePABUABIramsis | ar to
t he pro‘é%rggliﬁr%tg&%%gcgﬁgg §42%1 gf EilgggQ gﬁd therefore will not be described

further _in detail, t hi ' 2RARE NReErotthe dessderB6me net wor k
has thetl’a?t‘?%?lﬁ?key&8&%C§H@\8&ﬁi}%&gﬁgﬁgontents r%tgei ved by the receiver
5 1 are reproduce h decoder, b6 £} gthexarmkar y

SO P P s i

structure OfA”"tg_ \ present invention is applied. In
L R RE rer RUPRIIA 2 A T eotitiaamee,
e aonossgetrdn e 98 S eV a8 e IRRIEION D, A,
Focel vontepaHHashedsotamedls ! i P el Soretoss PRCERIEHs 310 80 g
S contents key Kéo. At step S445, the expansion module 104 of the decoder 56 expands
the decoded contents in accordance with a predetermined system such as ATRAC. At
.step S446, the watermark appending module 105 of the decoder 56 inserts a
predetermined watermark specifying the decoder 56 into the expanded contents. At
step S447, the decoder 56 outputs the reproduced contents to a speaker, not shown,
- and the processing ends.
The processing of step $448 is similar to the processing of step S428 of Fig.59
.and therefore will not be described further in detail.
In t_hjs‘maamer, in the case where the user home network has the structure
shown in Fig.11, the contents received by the receiver 51 are reproduced by the
-decoder 56.
Fig.67 shows another exemplary structure of the EMD system to which the

present invention is applied. In Fig.67, the portions corresponding to those of Fig.1

and Fig.iO are denoted by the same numerals. That is, in this example, & user home




210 and a storage nodule 211 corresponding to the SAM 62 and the storage
nodule 73 of the receiver 51, respectively, and is connectgglm*eozo@@ HDD
203. The receiver 202, too, has a structure simlar to that of the

recei ver 51, having a SAM 220 and a storage nodul e 221. The receiver 202
is al so connected (subordinate) to the receiver 20 1. However, the
receiver 202 is not connected to anyjzvecordi ng medi um such as an HDD. The
receiver 51 has the structure shown in Fig. 10. However, in this exanple,

a regi st.Lag i iistrAsdahRWatdo File 3r hoslartvolk 3, hadiediestseabiboe | i st
shown i%gﬁ%gggbilgbrstor edvk%ﬂ?\ the storage nodule 73 of the SAM 62. This

registrat] oy lisg 4 Dl h&ta rd@bfer jsehdi off Olekbaler 58 steor ed as a
gﬁh ! 45 ez{ 'i]%&h%?f%@ L3t re@hler i 7W2WMHs 3 r

t abl e, a‘targ ormation part in which predeterm ned information
about the equi nt _hol &y egicgtration list is stored. In the target
SAM i nf 6\"\)@?’?’@2%08 ?Ct{eﬁjet%%kf%ﬂr}gﬁq\%? 5t§he equi pment hol ding this
~registration_list, . that.is, in this.case, it ) RN 02 ©Ant he
recei ver 51, T#*% r"scteb“reégbl b?‘dha ftﬁ%cnér&,sflf@%le[gfthﬁg g{rﬂgger'? éeg\Aéhi;lgllb' [; ) %ial so, in the
target SAMinformation par the expiration f [ ' ion |ist
~ is storddO@nd at%@ragééli‘ng‘ie é%l@%&ﬁPPaﬁing O iy o ,gzgrrll%h%hszmégg%ﬁ?%\unber of
the registration |list is stored (in the section of, . \Nersi 7_June. 2006 128
“nunber " Y73 Ntbé,m‘tqiﬂéﬂrﬁ}nﬁ"eﬁpeéﬂ‘w‘gb ‘Pé@ngﬁﬂ%ﬁ%ﬁ?i{q#ﬁ?g uglrhnegreﬁﬁggﬁ f) is
stored (in the section of "nunber of equi pmsntz Eonnec %4) 0Th ai S, in
this cagé?, siobes eistrucimee sisglarpediat STake T9rE1VE O DAY FORES e ver

202 are connected to the receiver 51, the total gal ue ch i ncl udi ng
i tsel f issoragomedule 221. The receiver 202 is also connected (subordinate) to the recerver

201. However, the receiver 202 is not connected to any recording medium such as an
HDD.

The receiver 51 has the structure shown in Fig.10. However, in this example,

a registration list as shown in Fig.68 instead of the registration list shown in Fig.45 is

 stored in the storage module 73 of the SAM 62. This registration list includes a list
part in which infoﬁnatioil is stored as a table, and a target SAM information part in
which predetermined information about the equipment holding the registration list is
stored.

In the target SAM information part, the SAM ID of the equipment holding this
registration list, that is, in this case, the ID of thé SAM 62 of the receiver 51, is stored
(in the section of "target SAM ID"). Also, in the target SAM information part, the
expiration date of this registration list is stored (in the section of "expiration date"),

and the version number of the registration list is stored (in the section of "version




The list part includes 9 itens, that is, "SAMID', "user |ID', "purchase

processing", "accounting", "accounting equipnent", "contents
equi pnent",  "status infonnation", "registration condition signature", and
~"registration list signature”. In this exanple, as the registration

condition of the receiver 51, the registration condition of the receiver
201 and the registration condition of,gthe receiver 202, predeterm ned
information is stored in the respective sections. In the section of "SAM

I D', the ID of 'the SAM [ ' 10f edudihp ilkifsisexanplia, the 1D
of the SW[E@ )of’gf?fe 1?8§1§eqlbé£§f§g{?5e?%g%gp§}e%t5ﬁg S?AI\I/I gio ?fsmt he receiver

201 and the | D of.,t he SAM 220 of . t hV ; OE@de tHenwibhe
secti on thf soqiOROT MDA OL CRURPIEN(S c@;ﬁn?(ﬁg@&sglaté?,%}[lﬁlg@gg% f esp%ngi :g

equi prent (receiver 51, = receiver, 201, .recgiver | L&fer kN the
section_%mnmﬁﬂﬁ&ﬁﬁgﬁTBWB&%giﬁﬁG%fh?ﬁ?@ﬁﬁégﬁ%ﬁ%ﬁpégé%Fggwgk?or b

"unavai |l abl e" indicating_mhethgr t he .correspondi ng equi pnent can carry out
the probessiahepltop! pirdpdag Heelf Hes!@Ght ent s (specifically, for purchasing

the use permi ssion condition and the contents y Kco) .i-s stor In this
exanpl e, si nddet het patandedes? 1tems ﬂﬁ@lﬁeé%&Vb 201m¥£&t§arp§“ﬁggzthe
processing for purchasing the contents, "available" is sglor ed in the
cor r espopdicagineds ta@ounting'paciastng caeiggsnhg " COMPHESUPRE ¥IHBRE 2006 129
receiver 202 is not connected to any recording nqdiun1§ych as.HD? for
recor di nudhe inferieiiastd "ooittertion sndditivar stpRercanmt "EEFFIAE the
processing for purchasing the contents, "unavailable" is stored gn t he
section ginhAufechagetlds esemplengs theregstpativei edition phehe sesEiNea 2 L gbe
registration condition bf the receiver 201 and the registration condition of the receiver
202, predetermined information is stored in the respective sections.
In the section of "SAM ID", the ID of the SAM of the equipment is stored. In
this example, the ID of the SAM 62 of the receiver 51, the ID of the SAM 210 of the
receivér 201 and the ID of the SAM 220 of the receiver 202 are stored. In the section
of "user ID", the user ID of the user of the corresponding equipment (receiver 31,
receiver.201, receiver 202) is stored.
In the section of "purchase processing', information ("available" or
“unavailable") indicating whether the corresponding equipment can carry out the
processing for purchasing the contents (specifically, for purchasing the use permission
condition and the contents key Kco) is stored. In this example, since the receiver 51

and the receiver 201 can carry ‘out the processing for purchasing the contents,

navailable" is stored in the corresponding section of "purchase processing'. Since the.




In the section of "accounting”, information ("avail able" or "unavail abl e")

i ndi cating whether the correspondi ng equi pment can carry ou pgeeyati ng
with the EM service center 1 is stored. Wether accounting can be carried
out or not is determ ned when registering the equipnent to the EVMD system
in the EMD service center 1. In this exanple, since the receiver 51 is
regi stered as an equi pnment that can jpgarry out accounting, "available" is
stored in the correspondi ng section of "accounting”. On the other hand,

since the regeipyer  20Lna0ded 8l 86 ¥aE nPQBuhRut hbSHDEX Rirpécrding tiegi st er ed
as equi pnent that cannot carry out accounting, "unavail able is stored in

the section of ," E{pTo r RISk Phed rese! foehuisiapdhd he
recei \_/erp .Se%(%ﬁ%&eés%%ggﬁmteg&%ﬁgﬁﬁgcefﬁgeru 2%) ) sci ncgﬁi’}thgJ pur chase of
contents is nof, _carried. out, :n ge | e ang aceonniding itself
i s not ﬁg@&g&%ngaﬂaHmﬂﬁemég%F?gﬁh§§%h§§8gﬁﬁﬁ|ng a%#%ne t", the Itgof t he
SAM of the equi pmenh whi ch carries out accounting with respect to the
char ges tedhEEeET ¥H2t he corresponding equipnent is stored. In this

exanmpl e, since the receiver 51 (SAM 6%% can ﬁ‘g&r\’%ﬁ\ﬁqux aqcoantﬂa@gﬁ"_ ith

respect to tMhe thRAcHaen (0d AceRPNINEE HETPEIZHOT §2 %f he"6cei ver 51

is stored in the corresponding section of "accounting e&gi Bjmenr;c i‘l.th;’he
r ecei verinBitatihg whelarithe coUESHAPEBFRIHRID G H0r GLPL YT 4GOVHIERHP §88 surmed
up by the 7 June 2006 130 receiver 201, in place %fp t he receiver i201 whi ch
cannot CANILY sewiceacamtemt ingtoredrhifhetlmreaccoppingcan r@li%ﬁ‘&z‘)fo‘i“"% fe
receiver 51 is stored in the section of "accounting equi &g@ﬁ/ .
cor r espofdémgnédwiine regseirmegrthequipwienhtordis fBdD systapan thedeMR V62, since
the contents are not purchased and no charge is sumed up as
center 1. In this example, since the receiver 51 is registered as an equipment that can
carry out accounting, "available" is stored in the corresponding section of
"accounting”. On the other hand, since the receiver 201 and the receiver 202 in this
example are registered as equipment that cannot carry out accounting, "unavailable"
is stored in the section of "accounting" corresponding to the receiver 201 and the
receiver 202. With respect to the receiver 202, since the purchase of contents is not
carried out, no charge is summed up and accounting itself is not necessary.
In the section of "accounting equipment", the ID of the SAM of the equipment
which carries out accounting with respect to the charges summed up in the
corresponding equipment is stored. In this example, since the receiver 51 (SAM 62)
can carry out accounting with respect to the charges to itself, the ID of the SAM 62 of

the receiver 51 is stored in the corresponding section of "accounting equipment”. The

receiver 51 also carries out accounting with respect to the charges summed up by the




descri bed above, accounting for the receiver 202 is not necessary.
Therefore, in the section of "accounting equi prent” correspgpdifpgsto the
receiver 202, information ("none") indicating that there is no equi prment
for carrying out accounting is stored. In the section of"contents supply
equi pnent", there is stored the ID of the SAM of the equi pnent which can
supply the contents in the case wher® the correspondi ng equipnment receives
the contents supply not fromthe service provider 3 but from another
connect &4 @GUIPIERL pldeh dthite Rl 01skhich theor eraiyvent bdccamdinghe
receiver 201 receive the contents supply fromthe service provider 3,

i nf or Mgt 0ffofe NABED ofithdiscals B dhdk debeker 5 inairauipIRAkeitppbyi ng the
contents Is stored in the corresponding section of "contents supply

equi pnent " ince t ece| i . t eq ebwagk 4 and
t her ef of Comlﬁhgteeqrutgggfls}e Cﬁh\égg%ﬁ% 13 e e?&%nﬁg' AL

e cann ts supply fromthe service provider 3,

|1 receluss 0, CONoRLe. SRR 1 OMANGCELFAR XEnBhOE shiigasghyer 201

contents supply equ corresponding to
the receiver the I D of

02, SAM 6 f. th i . | D of
Lhe shiFsertbas dbheir B fos ree 2 2 g dah O pdepRah! StpetrfBlialdie | O 0

Jinformation", the operation linmjtation condition for t . cor ndi ng
equi pmeRAEiIqs ok aFcyntipg eﬂH’é’l‘Té"nitsc%equoﬁg% YOJRe TP ST rat T (1)1}115%{151 %ﬁpllqm ted") 7
June 2006 131, Lndicatin% that there isﬁgo limtation i%,stor?d. If a
or edet &inansadindieating thahhees 1§ 80 cqUIRPGIIAE FBR/EE PHACENYIE KFYSE ng that a
predetermned limtation is set is stored. If the ogﬁrﬁi%ﬁp igﬁéﬂ be .
* stopped, i nfiathreerdon of Sosienys supplvearimgenthabere pstersd i Fbef the be
stopped is stored. For exanple, if accounting did not succeed, "limted" is
set i n dffflee equipment which can supply the contents in the case where the corresponding
equipment receives the contents supply not from the service provider 3 but from
| another connected equipment. In this example, since the receiver 51 and the receiver
1201 receive the contents supply from the service provider 3, information ("none")
indicating that there is no equipment supplying the contents is stored in the
.corresponding section of "contents supply equipment”. Since the receiver 202 is not
connected to the network 4 and therefore cannot receive the contents supply from the
service provider 3, it receives the contents supply from the receiver 51 or the receiver
201. Therefore, in the section of "contents supply equipment" corresponding to the
receiver 202, the ID of the SAM 62 of the receiver 51 and the ID of the SAM 210 of
the receiver 201 are stored.

In the section of "status information", the operation Jimitation condition for the

corresponding equipment is stored. Ifthere is no limitation, information ("unlimited")




section of "status information" corresponding to that equipnment. (This wll
be later -described in detail.) In this case, with respect #%g@,j®ogaui pment
for which "limted" is set in the section of "status information”, the
processing for reproducing (decoding) the contents which have al ready been
purchased is carried out, but the processing for purchasing new contents
w Il not be executed. That is, a predétermned [imtation is put on the
equi pment. On the other hand, if a violation such as unauthorized

dupl i catih@Rraghg tihe tienatient Siniimtidhss oveedd]f & precigteringnerblimitatighés éct i on of
"status information" and the operation of the equipnent is stogped. Thus,
t he equijppmManehl(Mimhed 3 dcdtdgribeed pedaenseredilaritaioraisisef somrehe END
system In this exanple, as it is assuned that no limtation is put on the

recei vergdl .. Lhg, id SR ¥Gfped2BlordidichiesthpyahdiestidDat thernipenitioads td s set in
t he COI’I’ESDBI’I&I ng section of "status information”. In the section '

of "regi stratlomn; gt | OnalYE & ounthelia nbbsiidces e dliiedsisgaahdie  of the
EMD ser vice’ eer?ltléetér)(egédwﬁtaﬂe)?éél e’clt tgu?t?llgéailnfnor?mti on stored in the sections
of "SAM | D"

o o P LRSS NS M spcmiBL g ot
" coer vy ooy G L] Thf aBBodi ERGRTI8 S R UR o FRACIRNIET iE0T ane
L8 S L I Sk ) AR AP PRI SRR o L
Todut e Zhe comiepi AR YO BTEREST BUEGR BoTT O geb G B 7°
' nformt éu()rgha?s?lggt new contents will not be executed. That is, a predetermined limitation is
put on the equipment. On the other hand, if a violation such as unauthorized
duplication of the contents is discovered, "stop" is set m the section of "status
information" and the operation of the equipment is stopped. Thus, the equipment will
be able to receive no service at all from the EMD system.
In this example, as it is assumed that no limitation is put on the receiver 51, the
receiver.201 and the receiver 202, "unlimited" is set in the corresponding section of
"status information".
In the section of "registration condition signature", there is stored the signature
of the EMD service center 1 with respect to the information stored in the sections of
"SAM ID", "purchase processing”, "accbunting", "accounting equipment”, "contents

supply equipment", “status information" and "publickey" asthe registration conditions

of each equipment (receiver 51, receiver 201 and receiver 202) as described above.




of this registration list, the ID of the SAM 210 of the receiver 201, the
expiration date of the registration |ist, version nunber, faRpgetlgsnumber
of equi pnents connected (in this exanple, since the two equl pnents of the
receiver 51 and the receiver 202 are connected to the receiver 201, the
total nunber of 3 including itself) are stored. In the Ilist part, the sane
information as in the list part of tIA2 registration |ist of the receiver
51 shown in Fig.68 is stored. Fig.70 shows the registration |ist of the
recei ver 202n tht@edibni of "rhmstsatomalipe signadm "et@2igmafurt oé gAMVED eersfcet he
receiver 202. In the target SAMinformation part of this registration
list, thentbDl ofitit RepSAM ZR0hodath ber inekbeiapistra?ion list hestaxpi ration date of
the registration |ist, version nunber, and the nunber of equipnents
connected (i g dNigoexX B RistkiBEist BE thyweRGur PIRNE®raf it e secagever 5 1
and the receiver 201 are connected to the receiver 202, the total nunber

of 3 I ngl i g 4 Sﬁﬁlegmrﬁo%ﬁ?ﬁ%ceh@r bhe Il tihé%ar@ﬁﬁ%.@lnfdﬂrﬁati@%ﬁﬁjeﬁﬁ' e, only

the registration condition of e receiver 202 1S stored, of

registr a{eg]ggregsgga:ﬁtsoipglgg (PLIS B e RSRINAID rithe FBIVEP RG] MRE exffita@Rdaiche

recei vef IT'st part o e regi'stration lists of

Fi gs. 68 d 69. T S| tQr] [ ' li st
of 7 g oblbe aRIoY N PRI PhRL ALY I o STEPlchE SpLBRRE of ot
receiver

storage e FL,0L HS,(SES N PO T duns 2000 A8 a0l By irage
rece: voromecias Gub iesasted L herotauncs ob e p e dD PR TRIRE B ot ng at
step SS?irsLt ga{r?, tﬁg (s)a\qge iinr’]fmtnt;aetignl Z?SV\]ghtﬁé IistoljartFéfgthe Zggistration list of the receiver

51 shown in Fig.68 is stored.

Fig.70 shows the registration list of the receiver 202, stored in the storage

module 221 of the SAM 220 of the receiver 202. In the target SAM information part

of this registration list, the ID of the SAM 220 of the receiver 201, the expiration date

of the registration list, version number, and the number of equipments connected (in

this example, since the two equipments of the receiver 51 and the receiver 201 are

connected to the receiver 202, the total number of 3 including itself) are stored. Inthe

list part in this example, only the registration condition of the receiver 202 is stored,

of the registration conditions of the receiver 51, the receiver 201 and the receiver 202

regiétered to the list part of the registration lists of Figs.68 and 69.

The processing procedure for storing the registration lists of Figs.68, 69 and 70

to the storage module 73 of the receiver 51, the storage module 211 of the receiver 201




The processing of steps S511 to S518 is simlar to the processing of steps
5101 to S 108 of Fig.43 and therefore will not be describedyfutingg i n

detail. At step 5518, the user nanagenent section 18 of the EMD service
center 1 prepares a registration |ist as shown in Fig.73 on the basis of
t he user registration database. The registration |ist prepared in this

case corresponds to the registration3fist shown in Fig.68 in which only
the registration condition of the receiver 51 is registered. The processing
of st epsng3iostomesinalule22i of Hwreedvad2pyidawssbhigest! %‘E P8 I8fH9 %t 0 S 114
of Fig.43 and therefore will not be described further in detail. At step
5522, tthehSAMvEI2robf Fige/Irecei ver 51 decodes the registration |ist
transmtted fromthe EMD service center 1 at step S521, with the tenporary
key Kternp, anditssodsiiehegiaanceprocesniigstitbe iaanver 81 ig@ruekowt dilge nodul e
73. Thus, when the registration list showmn in Fig.73 is stored in the

storage 4w tfe3eplstrafign Pm@bg@g atBfep 3506 apr doegsn g Rovdshastnd Fig A2
processi ng of step S502 of Fig.71 starts. At step S502, the registration

processing OfThfefrb?oée%Qiﬁg\é?%te%Qﬂssmb 491 & Gindiar €6 thed@dcessingaf steeadSilit . The
details of the registration processing at step S502 are shown in the

f'l owchart Gfhghiegy S not hed AN &RARThet Reddtait e Ay step S518,
addi ti ontgl ygfﬁfiﬁgé?taﬁ%ﬂ%g%# then% June 2006 134 SAM 210 of the receiver
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ID" int I on _ on the H 52, as shown in

Fig.75, and i tes predeter [ I b: i s@ai 1 ons of
"pur cha légt af)%%‘é%’é’iﬁé“ , ma@?é’%%?ioﬁgkﬁsgﬁeg%&ﬁklﬁﬁgggdgéﬁ%ﬁﬂ?%ggd "contents

supply elcllslillp ‘é{)%?éd in this case corresponds fo the registration list shown in Fig.68 in which

only the registration condition of the receiver 51 is registered.

The processing of steps S519 to $524 is similar to the processing of steps S109
to S114 of Fig.43 and therefore will not be described further in detail. At step S522,
‘the SAM 62 of the receiver 51 decodes the ;egistration list transmitted from the EMD
service center 1 at step $521, with the temporary key Ktemp, and stores the decoded
registration iist to the storage module 73. Thus, when the registration list shown n
Fig.73 is stored in the storage module 73 of the receiver 51, the processing ends and
the processing of step S502 of Fig.71 starts. |

At step $502, the registration processing of the receiver 201 and the receiver
202 is carried out. The details of the registration processing at step S502 are shown
in the flowchart of Fig.74, |

At step $531, the SAM 62 of the receiver 51 additionally writes the ID of the




in.accordance with the added IDs. In this exanple, in accordance with "SAM
ID" in which the ID of the SAM 210 of the receiver 201 is %ﬁl{g‘etﬁﬁﬁ
"available" is witten in the section of "purchase processing",

"unavail able" is witten in the section of"accounting", the ID of the SAM
62 of the receiver 51 is witten in the section of "accounting equi pnment"”,
and "none" is witten in the section36f "contents supply equi pnent". Al so,
in accordance with "SAMID' in which the ID of the SAM 220 of the receiver
202 i s BRNDEAof thurmenict 2] etid he Harafithe SAM 22Re fdktscenentV? il Ease
processing”, "unavailable" is witten in the section of "accounting",
"none" . kgctitfi dft' MM He tseepisontiof listdCanidtstongd cadbe PrIAO2, aei®Whe | D of
the SAM 62 of the receiver 51 or the ID of the SAM 210 of the receiver 201
s witiep 75, hh@wsiestrafetainih edinf@niasionupleyegguilpreeativns difpphihgse case,
the information witten in the respective sections of "purchase

Pr 0CESS [ itissing @OGOURIIRG', "  ARERMRLNDERA DTCBL cARui OBt BrSUPD! Y

equi pnent ™ %eterm ned, =~ for exanple, in accordance wth the conditions
set when I RAdpthe receiver 202 are connected to the

recei ver® ég%ra%%t\yﬁgg&g%dep 5532, nmutual authentication between the
receiver 51 and. i J Uey D3 ifr i dE@ e POlof 1S AMIRI QA

aut henti cati g%ﬁ?%g%#%}?aﬁl §§%)Y§ﬁ]§e%§@c§§g§ir¥gs7 June 2806 135 described with
ot o T o th8 s B 301 B sl SVSISIPL R, Wiklen 18 phSeLBGPTEPBdiRe hEr, 1

detail . © e receiver encrypts the handling

\F/)Mp![ IhC%/ h é?és%qs Oﬁcjigggsﬁn%gigbieh Gfs \%1(‘:1 é)nuiﬂtﬂil en%citigIl 3 %ciofzﬁ’ings‘g, Hl'éqé) Atnd 8&n DD 52,

62 of the receiver 51 is written in the section of "accounting equipment", and "none"

is written in the section of "contents supply equipment". Also, in accordance with
"QAM ID" in which the ID of the SAM 220 of the receiver 202 is written,
"unavailable” is written in the section of "purchasé processing”, "unavailable" is
written in the section of "accounting", "none" is written in the section of "accounting
equipment", and the ID of the SAM 62 of the receiver 51 or the ID of the SAM 210
of the receiver 201 is wriften in the section of "contents supply equipment". In this
case, the information written in the respective sections of "purchase processing’,
"accounting', "accounting equipment” and "contents supply equipment" is determined,
for example, in accordance with the conditions set when the receiver 201 and the
receiver 202 are connected to thq receiver 51,

Next, at step $532, mutual authentication between the receiver 51 and the EMD

service center 1 is carried out. This mutual authentication is similar to the processing




key Ktenp, and transmts the encrypted handling policy together with the
registration list having the new information added thereto3},sé@g 5531
and the version of the distribution key Kd and the accounting I nformation
stored in the storage nodule 73, to the EMD service center 1. At step
5534, the user managenent section 18 of the EMD service center 1 receives
and decodes the information transmti®d fromthe receiver 51 at step 5533.
After that, the user nmanagenent section 18 of the EMD service, center 1
conf i r melesutiddreith oefermice tth Ergs.40stoat? amhiehdpiczet! rritiedlessnbeddBtbetei ver
201 and the receiver 202 so that "stop" should be set in the section of
"status jhnfeedinati on” in the registration list. Next, at step S535, the
user nmanagenent section 18 of the EMD service center 1 sets the

regi stration goneh Sisepsthef SARE 62 efahyeecaGdr Andndrhptsribe dbnvdling2palient o the
list part of the registration Iist on the basis of the user registration

dat abas e&gg&;a afeRSvifaSEhEcoRting SAbHARRI, §Brddord he HISE 52 neegeranposeet i on 18
at step 4. Then, the user  nmnagenent section 18 of the EMD service

center éieggg%[}&g?}@Eﬁgé_ng@%ﬁhléfeﬁah@rédl%n_dliﬁgBbiia%gelmkﬁwﬁpﬂﬁa&e Rupiigpare the

“registr of t receiver 51,7 and stores the information

Of the 1} bRl the el iFoaR0%n! 2sed brcl) G0 sRPI531! Nt HiOlerilBARMRAEN!

section service cen ~1 encrypts the registration |ist
o b RSl SRS b e B Sl 0 B89 50
list to ttoht e %?\EBI s\é%[icgcéﬁter 1. ' )

At step S534, the user management section 18 of the EMD service center 1
receives and decodes the information transmitted from the receiver 51 at step S533.
After that, the user management section 18 of the EMD service center 1 confinms
whether or not there is an unauthorized action in the receiver 201 and the receiver 202

“so that "stop" should be set in the section of "status information® in the registration
list.

'Ng;:xt, at step S535, the user management-section 18 of the EMD service center
1 sets the registration conditions of the receiver 201 and the receiver 202 into the list
part of the registration hist on the Basis of the user registration database and tﬁe result
of confirmation by the user management section 18 at step S534. Then, the user
management section 18 of the EMD service center 1 appends the signature to the

resultant data so as to prepare the registration list (Fig.68) of the receiver 51, and

stores the information of the list part.




At step 5537, the SAM 62 of the receiver 51 receives and decodes the
registration list. transmtted fromthe EMD service center |7 neg08p 5536,
and then stores’'it to the storage nodule 73. Thus, the registration |ist
(Fig.68) of the.receiver 51 transmtted at step S536 is stored in the
storage nodule 73, in place of the (reﬁgu stration list of Fig.73 stored at _
step S522 (Fig.72). The processing s and step S503 of Fig.71 starts. At
step S503, the receiver 51 and the receiver 201 carr t mutual
aut hent i catAlostep THI3P, fhe wser ManAgeMEBLSSEIPTH 8 s err%l‘/ﬁﬁ seTviee gentes & he
~processing described with reference to Figs.40 to 42 and therefore wll

not b@ndg?ltﬁ ithe defigtration lisy piepﬂieﬂ-atl\ﬁéﬂb S35 GteepthieSgisttdimnShst 62thd t he

receiver generates the registration |ist Fig.69) of the receiver 201

from L 201 i ' . | r : 537,
and t%gﬁﬁ%&%? szi {Ygthrtglg JHni’tr?E E‘?‘?&S’?ﬁéﬁ?ﬁt’fﬁ‘ @fr@@ﬁ%ﬁtst éeieir]%gélé\;ier %siﬁﬂ)&? step
S505, .the SAM 210 of_the receiver 201 receives and decodes the

regi slishtq Bif 1ecsiver Sdnsnitted fromthe receiver 51 at step 5504, and then
stores it to the storage nodule 211. Thus, the registration list shown in
Fig. 69 is At srepdSHAT7S ke SSAMAR offuitiel recivier 31 Jreneivesomdidecodes $hep
5506, the receiver 51 and the receiver 202 carry out nutual authentication.

This -f%ﬁih'ﬁfhtj@ﬂ e ridreaiitten POHACHEENID iservicei deptert D at ReeipE 536 sandighen
described wth reference to Figs.40 to 42 and therefore will not be

descr L feds itb'g rstoria@eqﬁégﬁlle'ﬁ. Thus, the registration list (Fig.68) of the receiver

51 transmitted at stei) S536 is stored in the stofage module 73, in place of the
registration list of Fig.73 stored at step S522 (Fig.72). The processiilg ends and step
S503 of Fig.71 starts.

‘At step S503, the receiver 51 and the receiver 201 carry out mutual -
authentication. This mutual authentic’ation. processing is similar to the -processing
described with reference to Fi gs.40 to 42 and therefore will not be described further |
in detail. |

- Next, at step S504, the SAM 62 of the receiver 51 generates the registratioh list
(Fig.69) of the receiver 201 from the registration list stored in the storage module 73
at step S537, and transmits the resultant registration list to the receiver 201.

At step S505, the SAM 210 of the receiver 201 receives and decodes the

registration list transmitted from the receiver 51 at step S504, and then stores it to the

storage module 211. Thus, the-registration list shown in Fig.69 is stored in the storage

module 211,




At step S507, the SAM 62 of the receiver 51 transmts the registration |ist
of the receiver 202 (i.e., the registration list (Fig.70) 7 08f only
the registration condition of the receiver 202 is stored), of the
registration lists stored in the storage nodule 73 at step S537, to the
recei ver 202. Next, at step 5508, thB7SAM 220 of the receiver 202 receives
and decodes the ‘registration list transmitted fromthe receiver 51 at step

5507, and tAente B366,1 thd Gebbifer S OTAEE tHRdH Rivetl 207 hbgrryt bat rgangdlr at i on
list shown in Fig.70 is stored in the storage nodule 221.  Then, the :

processig. . h ve- ribed _manner. the r. | Ver

Fecer MDAy, | Kol FufBR B0l RE pFBG e I S oy B itechilfie
registration_lists. The nethod for using the registration lists, ich are
pr epardsacrbed zdth raferenceodagadt tad themefarespidlonatihs desss ﬁi’r\’ﬂw | now
be described in association with the processing for accounting descri bed
wi th fgfdetahce to Fig.56. In the processing for accounting described with
reference to the flowhart of Fig.56, if it is determ ned at step S335

that the oLy S507 3he SINES dEHBINALLOS lralbhfe hURDB-RIGBbeS e

upper limft, e pracessing goes to step ocessing for

recei.ving t i.stribution key . Kd, Ls rried, out.. Inh thi.s exampl e,. t he
proc e§§?ﬁ%¥1ﬂ|’r®ﬂl' ; efﬁg’étffé'@g Iﬁg(]lf‘igeﬁﬁdﬁtw EMBFE%FR%SWQWNE%&BPHC edur e
shown in the flowhart of Fig.76, instead of the procedure shown in_the

f | owc h&ithe erceivey X2, isgpersd); ebtheyegistrativadisss storedun (e stovageentodide 73n
between the receiver 51 and the EMD service center | is carried out. This

nut uaht siepIBEIRT, cathePedwiveed®I.ng i s

Next, at step S508, the SAM 220 of the receiver 202 receives and decodes the
registration list transmitted from the receiver 51 at step S507, and then stores it to the
storage module 221, Thus, the registration list shown in Fi £.70 is stored in the storage -
module 221. Then, the processing ends,
In the above-described manner, the receiver 51, the receiver 201 and the
receiver 202 obtain and hold their respective rcgigtration lists.
| The method for using the registration lists, which are prepared as described
above and held by the respective receivers, will now be described in association with
the processing for accounting described with reférenc;e to Fig.56.
In the processing for accounting described with reference to the flowchart of
. Fig.56, if it-is detenmined at step S335 that the current total Charée is equal to or more
than a predetermined upper limit, the pfocessing goes to step $336 and the processing

for receiving the distribution key Kd is carried out. In this example, the processing is




simlar-to the processing described with reference to Figs. 40 to 42 and
therefore will not be described further in detail. At step’ 8382006 he sSAM
62 of the receiver 51 transnmits the certificate to the user nmanagenent
section 18 of the EMD service center 1, if necessary. At step 5543, the
SAM 62 of the receiver 51 encrypts t handl i ng policy associated with the
accounting, stored on the HDD 52, w the tenporary key Ktenp, and

transmts encrypted handlin I C e t he
i ot r SRR CRATAnSE SO e S RRBr A AL e 1@% ST Gifedd or g
in the storage nodule 73 to the EMD service center 1. At step 5544, the
user oftlegpraneduseshown inshe flowvehaEnof i §2ce center 1 recei ves and
decodes the information transmtted fromthe receiver 51 at step 5543, and

then the agditifi® Qf‘st%#) SHA 1L ReufePaaflefitieati6h Hebiedn fanfdceiverdieibr or.

not there I's an u aut hoti zed actlon made in the receiver 51, the recelver

201 recei ver .202 .sq _tha ". shQ t

ot at 05 BN, St fesneengr €8 Labigl eplac Tl ALkt a@%"ﬁ’%}‘% By ffefgis 10

user managenent section 18 of the, EMD service_center St er m.nes xjﬁ]et her
~or nosimilaste the paacessang desarthed withiteference HeFiascl) {at? ond gherehEomilne
2006 139 basis of the result of confirmation of step 5544. If it is
det ermoptrieddedbatbédhfimehdranmdetailnaut hori zed action in the receiver 51, the
processing goes to step 5546. At step S546, the accounting and chargi ng
section 19A@Eé§)es Zyd @S)AM%Z“(ﬁ‘?Béfec"ex@ﬂéiD’ﬁﬁﬁsﬁaﬁ?ﬂ?&@@ﬁﬁc‘a@tdmﬁ%eﬁtIOn

recei ved at st and carri es out

management section 18 of the EMD service center 1, if necessary. At step S543, the
SAM 62 of the receiver 51 encrypts the handling policy associated with the
accountiﬁg, stored on the HDD 52, with the temporary key Kteﬁlp, and transmits the
encrypted handling policy together with the version of thé_ distribution key Kd,
aécouﬁting nformation and régistrétion list stored in the storage module 73 to the
EMD service center 1. |
At step 8544, the user management se‘ction‘ 18 of the EMD service center 1
receives and decodes the information transmitted from the receiver 51 at step S543,
and then the audit section 21 of the EMD service center 1 confirms whether or not
there is an unauthorized action made in the receiver 51, the receiver 201 z_a.nd the
receiver 202 so that "sfop" should be set in the section of "status information" of the
registration list.
Next, at step S545, the user management section 18 of the EMD service center

1 determines whether or not there is an unauthorized action in the receiver 51 on the




processing for calculating the anount to be paid by the user. At step 5547,
the user managenment secti'on 18 of the EMD service center 17 8582080
whet her the settlenment has succeeded or not by the processing of step S546,
and prepares a return nessage based on the result of confirmation. In this
case, when the settlenment with respeglyp to the charges to both the receiver
51 and the receiver 201 has succeeded (that is, the settlenent with

respe OB ' : edpe ‘ I 3ape is
br epapasts ol R UM A ST e By JUCRETRA flt BotER SRS
receiver 51 ,or, the receiver 201 _has failed,or when the settlenment with
respeé‘flapgqu}?@d&%%Q@eﬁ@Pﬁwq ﬁg @éd&p&;%&snmga%tq ﬁéprﬁg tver 201 has
failed (that is, the -settlement with respect to all the equipnents has
failed), aAtstepEsdéghenccomsisapmdchapgiapaeetion AP oftlegEH28crvideecarder
managenent section 18 of the EMD service center 1 sets the registration
condi i ' : I RLRIWN Siasehu Pige ON

t he bés?lgﬂg?ést ?}lg@l?g%ﬁir)ﬁeggS@#ﬁ#@ﬂﬁ%ﬁﬂ&?ﬁfﬁé%{?({ﬁ confi]rlmation as
to whether .there is.an unauthorized, acti ste 44 af, result of
cont | ProgesseEDr calCRBr e mgpuf f b&Raid iy the Beh AL sleromo 1 e afBss
The user managenent section 18 of the EMD service center 1 appends the

si gnamanagemenhscetion 48afithe EMBrservicenentes 1 confumypwhethewthersetilegrst r ati on
lists. 7 June 2006 140 For exanple, if an unauthorized action is confined
i n t hkas saiceded 0 haarbyt B precedsiss oR6Rpas 546, eindopreparessd agtirn message n t he
correspondi ng section of "status 1nformation" and the entire processing is

oo iy o QhreSFRSS At dion TnIRRNEE, PhEMhE SRR P R gRe

‘the charges to both the receiver 51 and the receiver 201 has succeeded (that is, the

settlement with réspect toall the ecjuipments has suc‘ceeded), a succeés return messa ge
1s prepa.red. W}_zen the settlement with respect to the (_:harge to either the receiver 51 -
| or thel receiver 201 haé failed or when the settlement with respect to the chérgé to both
. the receiver 51 and th.e recei\.rer 201 has failed (that is, the settlement with respect to
al_l the equipments has failed), a failure return message is prepared.

At step 8548, the user management section 18 of the EMD service center 1 sets
the registration conditions of the receiver 51, the receiver 201 and the receiver 202 on
the basis of the user registraﬁon database, the result of confirmation as to whether

‘there is an wnauthorized action at step S544 and the result of confirmation as to
‘whether there is an unauthorized action at step S547. The user management section
I 8 of the EMD service center 1 appends the signature to the registration conditions so

“as to prepare the registration lists.




step 5547, "limted" is set in the section of "status information". In this
-.case, the processing for reproducing the contents that havej gld®agy been
purchased is possible, but the processing for purchasing new contents
cannot be carried out. Next, at step S549, the user managenent section 18
of the EMD service center 1 encrypts the distribution key Kd of the | atest
version (distribution key Kd of the i test version for March shown in
Fig.3) and the registration list prepated at step S548, wth the tenporary
key Ktenp, and transmts.the resultant .information.tgeaether. wdt e
return messagd PrEpRPEd A SPEHOSE57 YO ﬁewﬂ@&@?%}ﬁ’%i%c%“gogg" rgfggo, t he
SAM 62 of the receiver 51 rgcgi ves .and decodes the .informati of?,. transmtted
from t he EREVEERPLCE Yemtefd) HEPsi®seisBudie SHgcsPRBAng: 588" 9% ¥4 he
storage nodule 73. In this case, the accounting infqQrmation stor in the
storage nindoineatiz®" iagd Hreantts PrasrsSIngds HAPP§gitye cate dhaf 1Ssho sHyIceHE™
distribution key Kd are updated. At step S551, the SAM 62 of the receiver
51 det er nikedVihetstear cariee reetivedat ath S6 dipefarlormnveeiseiensentps sydomey a4
success return nessage or a failure return message. If it is determined
that the ge5$3ge, Ismacduccess thetsecnomessageys infienmtivnds dnrtlisgses, theo st ep
'5552. 7 June 2006 141 At step 5552, the SAM 62 of the receiver 51 carries
out the npydsisimtifdiesirodadih@theponcassihaghdve deedy beg mlesbased esipasisible,
‘reference to Figs.40 to 42) with the receiver 201 and the receiver 202,

ﬁ‘”d then giaRePrdcesting férgﬁﬁ&%sﬁig%dve@bxﬁhﬂt@tdaﬁﬁbt Yel @isechnk. t he di stribution
ey Kd to the rfeceiver 201 and the receiver 202. _

Next, at step $549, the user management section 18 of the EMD service center
1 encrypts the distribution key Kd of the latest version (distribution key Kd of the
latest version for March shown in Fig.3) and the registration list prepared at step 5548,
with the temporary key Ktemp, and transmits the resultant information together with
the return message prepared at step S547 to the receiver 51.

At step $550, the SAM 62 of the receiver 51 receives and decodes the
information transmitted from the EMD service center 1 at step S549, and then stores
it to the storage module 73. In this casé, the accounting information stored in the
storage module 73 is erased, and its own registration list and the distribution key Kd
are updated.

At step S551, the SAM 62 of the receiver 51 determines whether the return
message received ét step S550 is a success reuﬁn message or a failure return message.

If it is determined that the message is a success return message, the processing goes

to step S552.




If it is determned at step S551 that the return nmessage received at step’
5550 is a failure return message, the SAM 62 of the receivegf,nboggoceeds

to step S553 to detect the receiver for which "linmted" is set in the
section of "status information" (in this case, the receiver 51 itself or
the receiver 201) with reference to the registration |I|ist (updated

registration list) stored in the stor %ﬁ nodul e 73 at step 5541. At step
- 5554, the SAM 62 of the receiver 51 e utes predeterm ned processing

(revoke processing) wth res t receiver .detecte tsst 53 and
limts the pr“éc%%i%%hﬂ@hgﬁ\%céfrquﬁleoﬂetcef‘??lt%g Cfaé{:%? \C;)éj?.lh hjgltemlég, in
this case, the execution of the processing for purchasin w nts is
made i nposghditieation pregesag tINEFGSS G d&é@fﬁﬁa Wifh fﬁrfgf e}l@%@ﬁ)&?“@% ‘i‘@qg‘{éﬁf i rmed
at step S545, the processing goes to step 5555. The EMD service center 1
sets "st opt receial 201 hadsberpesneer 2002, ard deadransiieas rw@cf&’frlﬁ&gﬁaﬁaﬁg to
the receiver 51, the receiver 201 and the receiver 202, then prepares the
regi stratlignatd st diantutioaksyikidtotthe recegics 20 hwndithe reseivep2he recei ver 51
at step 5556. As the registration processing shown in the flowhart of
Fig.43 is carnige @uénminet at aspS6t1 that thearenen eiaserge2@deived st 6 Wer 202,
the use of the contents in the receiver 201 or the receiver 202 is nmade

possi bl e. 5 Afil§k ePBP Bessifte thesaiMen Gltheeeadivasst heoceeds &t step S6A3 P st
transmtted fromthe 7 June 2006 142 EMD service center 1 at step S556 and

updat es t 8. se0d RIEREF B8 Whish "1iSRea! {9 wald the sbationtdfi"statasiefortragion” (in
distribution key Kd is not supplied to the receiver 51, the receiver 201

f‘ggef Cgr r@gsgéa\ré]gfthgg%ei@é}CB 1L RQ1F SCBE ¥&leirE 201 hRitheefiryisse 13Qlie papdhttatien
ger can reproduce the contents supplied thereto. As a

resul t, tﬁ's% (E]?(?a%&/ leetgiéljatiornrl?st) stored in the storage module 73 at step S541.
Atstep S554, the SAM 62 of thereceiver 51 executes predetermined processing
(revoke processing) with respect to the receiver detected at step §553 and limats the
processing which is carried out in the receiver. That is, in this case, the execution of

the processing for purchasing new conterits is made impossible.

| If an unauthoriied action in the receiver 51 is confirmed at step $545, the
processing goes to step $555. The EMD service center 1 sets "stop" in all the sections
of "status information" corresponding to the receiver 51, the receiver 201 and the
 receiver 202, then prepares the registration list, and transmits the registration list to the
receiver 51 at step S556. As the registration processing shown 1n the flowchart of
Fig.43 is carried out with respect to the receiver 201 or the receiver 202, the use of the

contents in the receiver 201 or the receiver 202 is made possible.

At step $557, the receiver 51 receives the registration list transmitted from the




recei ver 201 and the receiver 202 can receive no service at all in the EVMD
system If the registration list and the distribution key Kéj;a{&006
transmtted to the receiver 201 and the receive 202 at step S552, or if
the revoke processing is carried out with respect to the receiver for
which "limted" is set in the section of "status information" at step
S654, or if the registration list is ﬂBdated to the registration |ist such
that "stop"” 1is set in the section of™status information" at step Sb57,

the processing ends and step of Fi,g.5Q starts. T iihg.of steps
5337t o 6345 Seviar Fendy | dbser Sooh sahapiRs ror e 15 MrBETRELE I beg
further. As described above, as the registratjon |ist isltransnkbqu to the
EMD ser vilve cagenbefistrilwtoageggadisgrot greplizs) 0 1G5 REE Adr PSEF AT iOn i n t he
receiver is confirnmed and whether the processin (iB Ehis casg t he

set t | emeand phecessiom)0hasd shecrseiens brthageceryes R BIEPER285249) in the
EMD service center 1. On the basis of the results of confi[natiog, t he
regi st r atdrlcks reprodupd dteadntdibr eppbed thwreioe Asrereselyi e reasish Sl 8 t hus
updated is held by each receiver, the operation of each receiver can be
cont r ol | @gbeitdt AEaRbOMEeEesE 0P chnneceie nheersismaball thidied8VIDxyeEds t he
predetermned wupper limt at step S335, the processing goes to step S336
and the processihgefiofatonlitnamd08isirAfitiondesikd arg tiahemdiedtte illsuetokictkey Kd
is carried out. However, it is also possible to proceed to step S336 in

it- gesg ase r%g*ﬂt%?]ag tggﬁ%%arwggoi hdedp 9657, lae inmalzevolaf proomkinptis ctvicieut puttchased
_ purchased contents exceeds the upper |limt. In the
above descript e rblGvFEIAMichOlink@HNG dehf thegéonafi"sardsiisformatidile case
| at step $554, or if the registration list is updated to the registration list such that "stop”
1s set in thé éection of "status information™ at step S557, the processing ends and step
S337 of Fig.56 starts.
The processing of steps S337 to 8345 is already described and therefore will not
be described further.
| As described above, as the registration list is transmitted to the EMD service
center 1 (step S543 of Fig.76), an unauthorized action in the receiver is confirined and
whether the processing (in this ‘case, the settlement processing) has succeeded or not
is confirmed (step $547) in the EMD service center 1. On the basis of the results of
confirmation, the registration list is updated. Moreover, since the registration list thus
updated is held by each receiver, the operation of each receiver can be controlled.

In the above description, if the summed charge exceeds the predetermined

upper limit at step S335, the processing goes to step 3336 and the processing for




of the processing for -accounting is described. However, also when the
version of the contents key Kco included in the handling polfgodos newer
than the version of the distribution key Kd held by the SAM 62 of the
receiver 51 in the case where the contents are decoded, the registration
l'ist is transmtted to the EMD service center 1 fromthe receiver 51. In
this case, too, the registration list is prepared in the EMD service
center 1 and distributed in each recei%er, as described above. In the above
description, the registration list is transmtted together with the
accountingaﬁmmgﬂnaﬁH@WUﬂonBﬁeKéwiﬂgﬁﬁ@P@e}k@ﬁﬁéﬁ“iSQﬁOPW%ﬂg?HUHQCﬁ%%n t he
equi pnrent (e.g., receiver 51 or receiver 201% is connected. However, it is
al so possbhitep £836 imnkaicase orilcye thve uppyi Bmiae! g pusber ¢hcHentadgy
description, when the equipnent is registered, the accounting information
I's transmftieded & dnenEM2 menbired poecitased tonteloweweseds tlveuppss douht i ng
informati'on may also be transmtted to the ENMD service center 1 at other
timng. In thig gspgshkl ®addgion, hemsisider uepgebeniistanopisi methappas at us
including a plurality of devices. As providing nediumfor providing a
conput er d}*tﬁgh?d%éﬁﬁ FRACYHREin@US dEfReibeaboreredas akb hedn phiocesentg tho t he
user, a comuni catioh nmedi um such as a network 7 June 2006 144 or a

satellite o%?e Vé@k(é 220AnkRG0A Fh ik Hﬁiﬁh‘l‘%‘ 1§dlf‘c@' ASedefdgHnethe Gregdisk ,ofah€D- ROM
SI} a ey e

or a solf nory can be used. The détails ofthe processing for

- encrypti ngthen 10n &2 rIé’cPh@ﬁ MLOhR1 BURR thedecditam 1 e Aeiwierd4hand
recordi ng‘ﬁ?tﬁ1 ugﬂcr ypted con@gnt sint Ee case where the user
contents are decoded, the registration list is transmitted to the EMD service center 1
" from the receiver 51. In this case, too, the registration list is prepared in the EMD
service center 1 and distributed in each receiver, as described abové.

In the above description, the registration list is transmifted together with the
accounting information to the EMD service center 1 at the tilﬁing when the equipment
(e.g., receiver 51 or receiver 201) is connected. However, itis also possible to transmit

“only the registration list. In the above description, when the equipment is registered,
the acéounting information is transmitted to the EMD service center 1. However, the
accounting information may also be transiitted to the EMD service center 1 at other
timing.

In this specification, the system represents an entire apparatus including a
plurality of devices.

As providing medium for providing a computer program for carrying out the

above-described processing to the user, a communication medium such as a network




network 5 has the structure of Fig.28 will now be described with reference
to the flowhart of Fig.77. At step 5601, the random nunbefjgenRep@ti on
unit 92 of the SAM 62 generates a random nunber and uses it as the
contents key Kco. At step S602, the comrunication section 61 receives the
contents recorded on an MD | oaded in the MD driver 54, fromthe MD drive
54. At step S603, the encryption unit 93 of the SAM 62 encrypts the
contents received at step S602 with tHé contents key Kco generated at step

5601. At step S604, the SAM 62 records the encrypted c%nt to _the HDD
52. At sbeps®else at welles ergpidi mafiimosichas HRAGANF 65 eﬁm%t@\qt%él
contents key Kco with the save key Ksave stored in the storage nodule 73.
The procedsl sigteafiespepsarspssad S614 is equival ent to the processing of
steps .S369 to 5377 of Fig.57 and therefore will not be described, further
in detail. |nThhisaiimoftbe prachesingfeeneypsiz beaneypraypled casisnsHEPYHded
contents supplied fromthe MD driver 54 and records the encrypted contents
ont o t he gdRPIRADTHS 8t &id Rcofdiidwde phogpsasicgtentringspomndiviygre hegisep S17 of
Fig.37 in which the receiver 51 reproduces the contents will now be

descr i beflemf&riz 9 ghENRNGA diere BEFigf 1w aty B¢ dEicgibds wil refeepcs62he t he
- decodi ng/ encryption nodule 74 of the receiver 51 reads out the use

per mi ssi @R i REQFRL PN Al QEF8601, (B SmdBRBSnRberHegeafionnditRef Thaliitk! 2006
145 encrypted contents key Kco stored at step S344. At step S622, the

the. use Spa Ry Bl L D N ach val e AL stop
S623, the decodl NofenchyRk ik fRAW EcdiftesRE rdcBfddRa@n D 18ddedah eidmmes
driver 54, from the MD drive 54. At step S603, the encryption unit 93 of the SAM 62
encrypts the contents received at step S602 with the contents key Kco generated at
step S601. At steb S604, the SAM 62 records the encrypted contents onto the HDD
5‘2. At step S605, the encryption unit 93 of the SAM 62 encrypts the contents key Kco
with the save key Ksave stored in the storage module 73.
The processing of steps S606 to S614 is equivalent to the processing of steps
S369 to S377 of Fig.57 and therefore will not be described further in detail.
In this manner, tfle receiver 51 encrypts the non-encrypted contents supplied
from the MD driver 54 and records the eﬁcrypted contents onto the HDD 52.
The details of the processing corresponding to step S17 of Fig.37 in which the
receiver 51 reproduces the contents will now be described with reference to the .

flowchart of Fig.78. At step S621, the decoding/encryption module 74 of the receiver

51 reads out the use permission information stored at step S338 of Fig.56 and the




-~ . decodi ng

whet her or not the hashval ue cal culated at step S622 is coincident with the
hash value stored in the storage nodule 73 at step 5340 of 7hjgodpg. If it
is determned that the hash value calculated at step S622 is coinci dent
with the hash value stored in the storage nodule 73, the processing goes
to step S624 to update predeterm ned information such - as the nunber of
times of use included in the use permssion information. At step S625, the
decodi ng/ encryption nodul e 74 of the ¥eéceiver 51 applies a hash function
to the updated use perm ssion information so as to cal cul ate hash val ue.
At step fﬁﬁa@nmihemﬂmmsageynﬁﬁwléﬂmgdoﬁttﬁépréﬁéﬁyer/315§Wbﬁ¥§2th %hash
val ue of the use permssion information calcul ated at step 5625. At step
5627, t hejsgemdicnghgnonynbdua 74 mwbchd rcditenf] ediasadiash dynatipnta ds BEC t he
updat ed use perm ssion information to the HDD 52. At step 5628, the nutual
aut hent i Gatjon; iR Eationtio dshe cBAMata Basth valhee. mut ual aut hentication
modul e 75 of the expansion section 63 carry out nutual authentication, and
the SAM 62 anq;ttst% EBANR QR o8BELh & pBSn flodnk Thef therepoivar Y1 degrmindhi s
aut hentication processing is sinmlar to the processing described with
reference 1o | wob s chcibentaddroie hesh $alne her in
detail. TWéetPgljr?%ﬂg]n%ltﬁ%ﬂ%%%ﬁglﬁl@?gl%mg{d%f&g{egssed for mutual authentication is
used as the tempor 06f 48dct&rosife GGBthcthiash
Rfed 1% ]egfgrg%éé%églclﬁtg ?%é?%%gr%%%%%%ogﬁe 74 decodes the contents

key Kco recorded on the, H . at . st fal stoitd h ieetsage key
Ksave st of&H® FHC 1ﬁ€edsqoslte 556%%?%3?%@?“2? éé%lgéla%ggﬁétshdgbencrypti o% unit 93

\(,)\; ¢ L he dgl((:)gglie gg,/t e %?3’ c%tséigg gggsqg lst%p &k %qlﬁg{espr%@&e}qﬁﬁgﬁl gfosRMiANush key Kco

as the number of times of use included in the use permission information. At step
$625, the decoding/encryption module 74 of the receiver 51 applies a hash function
to the updated use permission information so as to calculate a hash value. Af step
$626, the storage module 73 of the receiver 51 stores the hash value of the use
permission information calcu]éted atstep S625. Atstep S627,the decoding/encryption -
module 74 of the receiver 51 records the updated use permission information to the
HDD 52.
At step S628, the mutual authentication module 71 of the SAM 62 and the
 mutual authentication module 75 of the expansion sc;:ction 63 carry out mutual
authentication, énd the SAM 62 and the expansion section 63 store the temporary key.
This authentication processing is similar to the processing described with reference to
Figs.40t0 42 and theréfore will not be described further in detail. The random number

R1, R2 or R3 used for mutual authentication is used as the temporary key Ktemp. At




tenporary key Ktenp. At step S631, the SAM 62 transnits the contents key

Kco encrypted with the tenporary key Kternp to the expansi@@u&egbggon 63.
At step S632, the decoding nodule 76 of the expansion section 63 decodes

the contents key Kco with the tenporary key Kitenp. At step 5633, the SAM
62 reads out the contents recorded on the HDD 52 and transmts the
contents to the expansion section 63, At step S634, the decoding nodule 76
~of the expansion section 63 decodes t4% contents with the contents key
Kco. At step 5635

t he expansi on dyle 78 pof the expansi i 63
expands t%@J8@Ebdb§déﬁﬁﬁ%&ﬁgﬁﬁgCﬁ@@%ﬁﬁ%ﬁgﬂgp]PﬁpgmlBF%HE%%?%?%%%Egegtem
such as ATRAC. At step 5636, the waterpark a&&gndi E%r%émdﬂlt? 79,of<e he
expansi oncememtts bey E3oirpeasded on tha BB &4 @ HeR SnAt 8F > SPECTFYIRG™ X he
receiver 51 into the expanded contents. At st%? 5637, the recg%%§r151
out puts tKeaverspreadincbd stongeantdule d3a Afpek8p30.1Be CRHBIHON WHE the
processing ends. If it is determned at step S623 that the hash val ue

cal cul at egbcallingf@R iR msodubt 7doemaipenthe wieehdaheonigat el JecktBied in
the storage nodule 73, the SAM 62 at step S638 carries out predeterm ned

error progesR-g Ieychtcsy. dissplepy303d, e BANI62ressage thn candisgieryXcani t
not shom,ﬁgﬁ)dﬂghe proezlzpssi ng ends. In this manner, the receiver 51

r epr oduceg, d-itge§ WtLMe SemporkiRey2RBSnd A theFexpairQoi sectiofl6Gwe har t
illustratin he processing in which the receiver 51 causes the decoder 56

to reproduce t e GOREENYSe Hdbolie HE@Ilc NOWE tnedan kol stiaishi6g dehedestheuct ure
of Fig. 11. The processing of steps S641 to S647 is similar to the

grezgsis ?63 n&%tﬁ g%f Rﬁ%oggtaéih[s ?el%wey'ﬂtgm@ 2aRekptdusn efhe SeMicR Iremdet odie
the contents recorded on the HDD 52 and transmits the contents to the expansion
section 63. At step S634, the decoding module 76 of the expansion section 63 decodes
the contents with the contents key Kco. At step S635, the expansion module 78 of the
expansion section 63 expands the dec'c}ded contents in accordance with a
predetermined system such as ATRAC. At step S636, the watermark appendiﬁg
module 79 of the expansion section 63 inserts a predetermined watermark specifying
the rec¢eiver 51 into the expanded contents. At step $637, the receiver 51 outputs the
reproduced contents to a speaker, not shown, and the processing ends. If it is
determined at step S623 that the hash value calculated at step $622 is not coincident

with the hash vaiue stored in the storage module 73, the SAM 62 at step 5638 carries

-out predetermined error processing such as displaying an error message on a display

unit, not shown, and the processing ends.

In this manner, the receiver 51 reproduces the contents.




At step 5648, the nmutual authentication nodule 71 of the SAM 62 and the
‘mutual authentication modul e 101 of the. decoder 56 carry ouj ystwdk

aut hentication and share the tenporary key. This authentication processing
is simlar to the processi ng described with reference to Figs.40 to 42 and
therefore will not be described further in detail. The random nunber RI,
R2 or R3 used for nutual authentication is used as the tenporary key
Ktenp. At step 5649, the decoding uni't’ 91 of the decodi ng/ encryption

modul e 74 decodes the contents key Kco recorded h LI the
save key KsavegdPos @@Or"ﬁhtﬂﬁQ]%E‘@Flﬁggl%afﬁsém%“ “%\fCh l% e?ecgg%% dﬁhg

encryption unit 93 of the decodi ng/encryption duIe 74 I
decoded theaducedtrsSkey réfproduie he SAPGAE P ]&PSR ApLe ‘}ftmgﬁ‘eé %Esﬁg Ht he SAM

62 transmts the contents key Kco encrg ted wwth the te orarg gy Kt enp
to the dggedar GFigAl. Theprassdng ofistepe S GgdaFE 10 g RIRE*G8C0der 56
decodes the contents key Kco with the tenporary key Ktenp. 5653,

the SAM geq P St 1Teof Bigrsentdstheedareded! 1mbt6I¢@SHDE§d5f2m§ﬁHmt G ts the
contents to the decoder 56. At step 5654, the decoding nodule 103 of the

decoder 56 deg 99@@ 4418 eRntRmGS Atlidntichion comtdnfd dfahe Redv! 6 avd & s655,
't he expansion l'e 104 of the decoder 56 expands the decoded contents in

~accordan 1BRLeCS! SloaliRer 1I9Rhedeciieh SasanTRAC Ml ZUthene calTb 148
step 865%%%tean\tfvatner mar k appendi ng nodul e 105 of the decoder 56 inserts a

c Lﬁ? Che g e U BB T B Bt e cont ent s to
as peakerproc%gémg é%scfibeaagqtht hSeRIREESSHRE.40NEs 42 and therefore will not be
described further in detail. The random number R1, R2 or R3 used for mutual
authentication is used as the temporary key Ktemp.r At step S649, the decoding unit
91 of the decoding/encryption module 74 decodes the contents key Kco recorded on
the HDD 52 with the save key Ksave stored in the storage module 73. At step S650,
the encryption unit 93 of the decoding/encryption module 74 encrypts the decoded
contents key Kco with témporary key Ktemp. Atstep S651,the SAM 62 transmits the
contents key Kco encrypted with the temporary key Ktemp to the decoder 56.

At step 3652, the decoding module 101 of the decoder 56 decodes the contents
key Kco with the temporary key Ktemp. At step S653, the SAM 62 reads out fche
contents recorded on the HDD 52 and transmits the contents to the decoder 56. At
step S654, the decoding module 103 of the decoder 56 decodes the contents with the

contents key Kco. At step S655, the expansion module 104 of the decoder 56 expands

fhe decoded conten-ts in accordance with a predetermined system such as ATRAC. At




The processing of step S658 is simlar to the processing of step S638 of
-Fig.78 and therefore will not be described further in detafl,aeA0gescri bed
above, in the case where the user hone network has the structure of Fig.
11, the contents received by the receiver 51 are reproduced by the decoder
56. The processing for shifting the contents recorded on the HDD 52 to the
menory stick 111 | oaded in the receivg& 51, in the case where the user
network 5 has the structure of Fig.28 and where the check val ues are

stored in th orage nmodule 73 and th t ection_ 135, :w ow be
describeé“ﬂﬁSﬁg&eﬂgi&ﬁﬁ?q%$ﬁ%@e?¢8&cﬁQﬁP§ g@?qgigf.gﬁmaﬁﬁ%glpﬂg%gs ep
5701, the nutual authentication, podule 71 of the receiver ;51 carrijges out
nut ual awredaieiEacd BHTGAHS §H?élfbfﬂiﬁf§P dg6edrambi le@ttﬁlﬁﬁxgﬂﬁfpﬁﬁn@g& d‘%“tet he
menory stick 111 | oaded in the receiver 51 and shares the tenporary key
Kt enp. Thiep SGUL hendeeuler f optyde di negradiiced APMERISHQ atSﬁ‘éaei&?radBEéPw ;
described with reference to Figs.40 to 42. and therefore will not be
descri bednfluht hercesmnglends. | . At step S702, the receiver 51 retrieves the
data related to the contents fromthe HDD 52 and displays the data onto a
di spl ay unit, Thetpredwwng ofkiep $$6B iseiskat so thegromosingnt step 568Biof F1g B t he
menory stick 111 and inputs predetermned data to the receiver 51 by a

switch, nRaH tEhedre vAll it Bp dSRdedtfiah &AM &2aibf the receiver 51 retrieves
“the 7 June 2006 149 contents key corresponding to the selected contents

fromthe exterfialesslik¥ddoysaa thdfuse Whdre e BELRoTY AdoworhBaddbatrabmek nodul e
114 of the receiver 51 applies a hash function to the data (such as

content s key, K¢ aLandneat2Btised B 15 RE6 et 51 hkgckeueat iy thbldeckdafsat he
ext er nal sto%age section 113, which stores the contents key Kco
The processing for shifting the contents recorded on the HDD 52 to the memory
stick 111 loaded in the receiver 51, in the case where the user network 5 has the
structure of Fig.28 and where the check values are stored in the storage module 73 and
the storage section 135, will now be described with reference to the ﬂowchaﬂs of
Figs.80 and 81. At step S701, the mutual authentication module 71 of the receiver 51
carries out mutual auth.entication with the mutual authentication section 133 of the
memory stick 111 loaded in the receiver 51 and shares the temporary key Ktemp. This
authentication processing is similar to the processing described with reference to
Figs.40 to 42 and therefore will not be described further in detail.
At step §702, the receiver 51 retrieves the data related to the contents from: the
HDD 52 and displays the data onto a display unit, not shown. The user selects the ‘

contents to shift to the memory stick 111 and inputs predetermined data to the receiver

51 by a switch, not shown. At step $703, the SAM 62 of the receiver 51 retrieves the




corresponding to the contents to shift, thus obtai.ning a hash val ue. At
step S705, the data check nodule 114 conpares the hash val yg,qbigaskned at
step S704 with the check value corresponding to the key data bl ock storing
the contents key Kco, stored in the storage nodule 73, and determ nes

whet her these values are coincident with each other or not. If it is
determ ned that these values are coi %jdent, the data of the key data

bl ock has not been tanpered and there dre the processi ng goes to step S706.
The comuni catjon section 6

1 of the receiver. 51.transmi ite
request CORFRNTRATE TCEONIEM © lﬁﬁ)s?]SCtteﬂ(Sm&tS ey ﬁ%ﬁé%]cﬁ?%ﬁgi%fogf t he
menory stick 111, and co ni catjon ction 131 of .the..nenpry stigk 111
recei ves ltlfe  ste@ $%é§éﬂ2ﬁ‘]@oﬁi‘?§kd“‘é eéégtoéﬁgg r’?clﬁw%% Is¢ 1%.;:01%3%,[ he
conmmuni cation section 61 of the receiver 51 transnmits the. content
sel ect ed fanctstre (57 datafgichins centertmieydt foomdonicp ﬁorag”}ﬁfe& I‘ﬁt\éaﬁgﬁy stick
111, and the communication section 131 of the nmenory stick 111 receives the
cont ent s.blétk sfehe SABal Kerageneesticnoht 3.ovhish stgesofhet BantgiokY &G0k 1 1 1°
stores the contents received by the comruni cation section 131 to the
i nf or mat | PRrespOdgEetdihe chntei@o abife ninesygittaidingat fmsh #alueAvitsteppS BFodhe t he
~decoding unit 91 of the receiver 51 decodes the contents key 7 June 2006

150 Kco guitd Bhdchenshe] keyolkpavetlst losk dalun obfamedtao stag S 76 cithehz hednd t he
encryption unit 93 re-encrypts the decoded contents key Kco with the

t enpor ar %, ey c 4t epBnding to HRIMRYIdk bicE beriag thd cdnterts kegKsbestoredon thshown, i n

the SAM 62. At step 5710, the SAM 62 deletes the contents key Kco

cor r espongliAge tRdhirer 3 Hn @ik snihes whither hbek whekagk dofndident with cach other
or not. Ifitis determined that these values are coincident, the data of the key data
block has not been tampered and therefore the processing goes to step S706. The
cémmuni cation section 61 of the receiver 51 transmits the write request command and
contents ID to the communication section 131 of the memory stick 111, and
communication section 131 of the memory stick 111 receives the write request
command and contents 1D,

At step 8707, the communication section 61 of the receiver 51 transmits the

contents selected at step 702 to the communication section 131 of the memory stick
111, and the communication section 131 of the memory stick 111 receives the
contents. At step $708, the memory controller 132 of the memory stick 111 stores the
contents received by the communication section 131 to the information storage block

122 as encrypted data 144.

At step 8709, the decoding unit 91 of the receiver 51 decodes the contents key




external storage section 113. At step 5711, the decoding; encryption nodul e
74 of the receiver 51 applies a hash function to the data §§ﬁk= okn the
key data bl ock of the external storage section 113 from which the contents
key Kco corresponding to the contents to shift has been del eted, thus
obt ai ning a hash value. At step 5712, the decoding/encryption nodule 74
overwites the check value corresponding to the key data block fromthe
contents key Kco has been del eted, inlthe storage nodule 73, with the hash
val ue cal cul ated at step 5711. At_step 5713, the communjcation.sect.ion 61
of the rédfed wish Ukisavekas fisese sieeed indht gatagelagdue 42 %’&ﬁi‘%ﬁ‘ﬂ@’?%’l};\%t use
perm ssion information to the communication section 131 of the nenory
stick 11193 smendriptsabendenodet caniestedel dhea Sithother sanpasemdiey Bigmkand 1
receives the contents key Kco, contents |ID and use pennission information.
At step Sélhordie stheeoiding regsti,ont d8G mofin tiveS Abht? y As step K710 thei@bdlles  the
contents key Kco received by the communi cation section 131 with the

t enpor ar yg) k8dtekKiementaantkdytecenntaspbnding sedticontehB4o shiftrapdsoredm tHecoded
contents key Kco with the save key Ksave stored in the storage section 135

and t enporaL il st-9F §ctich 113, A QM Atieihe RObIiBBRNEryptidn if@uboNt ofithe bl ock
121. At s%hg%ﬁ187515,a%t he dz;ta checkﬁgﬂectl on 138 r%tri eves the key data bl ock

havi ng 7 &Ea%ezgggg%@s. 2 Y202 RGN Ry fohBickBa SRt@ ftthe Wy &dtePIRKIE, thehe dat a

check section 1 plies a hash function to the data (such as contents

~key Keo and, gmtgf}f‘tﬁg s!gp%%oﬁ 195 8fhih R B HER6nE Ske P KRB e o RS dr@¥Btoathe St ep

S715, thus—obtaini ash value. At step 5717, the data check section

138 Conpaéoei‘l%er}tg %o Qﬁ%hgsatggn %@fc?éﬁ, q’ltu?sdolﬁgin%geg hadl Gattet Mad Q@p ghegkhgal ue

decoding/encryption module 74 overwrites the check value corresponding to the key
data block from the contents key Kco has been deleted, in the storage module 73; with
the hash value calculated at step S711.

At step S713, the communication section 61 of the receiver 51 transinits the
contents key Kco, contents ID and use permission information to the communjcation
section 131 of the memory stick 111, and the communication section 131 of the
memory stick 111 receives the contents key Kco, contents 1D and use permission
information. At step $714, the decoding section 136 of the memory stick 111 decodes
thé contents key Kco received by the communication section 131 with the temporary
key Ktemp, and the encryption section 134 encrypts the decoded contents key Kco
with the save key Ksave stored in the storage section 135 and temporarily stores it to
a register, not shown, in the control block 121.

At step S715, the data check section 138 retrieves the key data block having




corresponding to the key data block retrieved at step S715, stored in the
storage section 135, and determ nes whether these val ues arg,g0iggl dent
with each other or not. If it is determned that these values are

coi nci dent, the processing goes to step S718 and the menory controller 132
stores the contents key Kco tenporarily stored in the register, into the
key data bl ock having vacancy of the 5% data 143. At step S719, the data
check section 138 applies a hash function to the data stored in the key

data block in which.th K ta, 143,
Chus obt alPREY & BRI VRLE At urey” Lyt Jideteh stlinbdie S0P 2N e

tes th the key. data bl h
Che. cont chsTRYS Wegaa ugh %&éft%?t??wgf%”@ap Jemcerararias? Gts Pt hacn

value cal cul ated at step 5719. At step S721, the conmu un| atl on . section
131 of t hblogkmesrigved #lekepI Al 3, faws ohiatsng ahashowhis. ot 6139 K to the
comuni cation section 61 of the receiver 51, and the comrunl catiqn section
61 of thesactivai VA cGhpares shesbasht velue edeplatasnatctemBéts vith e ghetk valpest ep
5722, the SAM 62 of the receiver 51 deletes the contents fromthe HDD 52
and del et esrrédpendmint enths kogyditedlbclomettimesd egitep 3715 Thored mhdepiowassi ng
ends. If it is determned at step S717 that the hash val ue obtai ned at step
S716 and tdgioR 1BInen@derhhits vaivelpde thadeuenlosr are spomiieny with eable okey odat a

bl ock retrieved at step S713, stored in the storage section 135, are not
coi nci denfop 1t Raherdtingd thas tiiesé ©8Mks af caiasipait] deprotdieinggatatoftephe key
data bl ock has been tanpered. Therefore, the processing goes to step S723

and the dgveg ghedle BeslorPhonkadled @82 ket Wostdnes kel Keé henpoeyrilgataredl ocks

- of the

in the register, into the key data block having vacancy of the key data 143.

At step S719, the data chtsck section 138 applies a hash function to the data
stored in the key data block in which the contents key Kco is stored o-f the key data
143, thus obtaining a hash value. At step S720, the data check section 138 overwrites
the check value corresponding to the key data block in which the éontents key Kco is
stored of the storage set:tion 135, with the hash value calculated at step S719.

At step §721, the communication section 131 of the memory stick 111 transmiits
areception cotnp]etion signal to the communication section 61 of the receiver 51, and
the communication section 61 of the receiver 51 receives the reception completion

signal. At step $722, the SAM 62 of the receiver 51 deletes the contents from the
HDD 52 ahd deletes the contents key Kco from the register. Then, the processing
ends.

Ifitis determined at step 8717 that the hash value obtained at step S716 and the




key data 143 have been checked or not. If it is determned that all the key
data bl ocks of the key data 143 have not been checked, thespgQcaRs Ny goes
to step S724. The data check section 135 retrieves another key data bl ock

havi ng vacancy of the key data 143, then returns to step S716 and repeats

the processing. If it is determned at step S723 that all the key data

bl ocks of the key data have been chec ﬁ there is no key data block left

for storing the contents key Kco and therefore the processing ends. If it

i's determ ned,at h ned S 104 .and
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for shifti na the contents recorded on the HDD 52 to the rrem)ry stick 111

| oaded in BA%3 pedtiovdsia dieck pastipnd 3% defermames evherher all gre kratdatr Kloskhakthehe

structure of Fig.28 and where the check values are stored in the external

storage skey idan 143 Bavmbeanivbeiled atarcs H43s daichninpovhalldbe bey dasd biwakiy

" reference to the 7 June 2006 153 flowcharts of Figs.82 and 83. The

pr ocessi ngobthedeppstadAshave n&B4nicheckied) thaprewssihg gogtosepSi7ag bhe dateps

S701 to S704 of Fig.80 and therefore will not be described further in

detail. At chdckpesiiab]3strheicdad mothekky did bl khbdingaacgdey of e lelyetaka V43, ue
then returns to step S716 and repeats the processing,.

If it is determined at step $723 that all the key data blocks of the key data have -
been checked, there is no key data block left for storing the contents key Kco and
therefore the processing ends.

Ifit 1s deterinined at step S705 that the hash value obtained at step 5704 and the
check value corresponding to the key data block storing the contents key Kco, stored
mn the storage module 73, are not coincident with each other by the data check module
114, the contents to shift have been tampered and therefore the processing ends.

In this manner, the contents stored on the HDD 52 are shifted to the memory
stick 111.

The processing for shifting the contents recorded on the HDD 52 to the memory
stick 111 loaded in the receiver 51, in the case where the user network 5 has the

structure of Fig.28 and where the check values are stored in the external storage

section 113 and the key data 143, will now be described with refefence to the




corresponding to the key data block storing the contents key Kco, with the
check key Kch stored in the storage nodule 73. At step S756 ,idmodat a
check modul e 114 conpares the hash val ue obtained at step S7/54 with the
check val ue decoded at step S755 and determ nes whether these values are
coincident with each other or not. If it is determned that these val ues
are coincident, the data of the key da bl ock has not been tanpered and

t herefore the processi ng goes to step 57. The processing of steps 5757 to
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decodlng/encry tion nDduIe 74 overwrites the check val ue corresponding to
t he key dﬁfﬁgﬁiock fromthe contents key Kco has been deleted, in the
external storage section 113, t he hash vaI ue encrypted_at step 5763.
The processi ng28f S§PepdoH78 tCB‘wS cksmerpiel 444+ deqogles Ft?cé@??lhg‘ 391 st eps
S713 to S716 of Fig.80 or 81 and therefore will not be described further
i n det ai | .comesperspnbirgbe keydatgddesk vigrae e contensekaidseniewth the chadekewal ue
corresponding to the key data block retrieved at step S767 with the check
key Kch stierlestored trhthe7sigrage modde 54 AsistapafiéSGabeidate theck modeleepl4s5770,
the data check section 138 conpares the hash value obtained at step S768
with the cleglkrasahebashecduedbtainestatptepro dandh det drenk velie dekeddibat stdpese
val ues are coincident with each other or not. If it is determ ned that
t hese val B¥S5amd detirmbicdavitethdriibesdatadueafard bEndidgnt ddthaedohatherlmaionolf ibeen
t anpered and

is determined that these values are coincident, the data of the key data block has not

been tampered and therefore the processing goes to step S757.

The processing of steps S757 to S762 is similar to the processing of steps S706
to S711 of Fig.80 and therefore will not described further in detail. |

At step S7763, the encryption ur_u't 03 encrypts the hash value calculated at step
S762 with the check kéy Kch stored in the storage module 73. At step 5764, the
decoding/encryption module 74 overwrites the check value corresponding to the key
data block from the contents key Kco has been deleted, in the external storage section
113, with the hash value encrypted at step S763.

The processing of steps S765 to S768 is similar to the processing of steps §713
to 716 of Fig.80 or 81 and therefore will not be déscribed further in detail.

At step S769, the decoding section 136 decodes the check value corresponding

to the key data block retrieved at step S767 with the check key Kch stored in the




therefore the processing goes to step S771. The processing of steps S771

and S772 is simlar to the processing of steps S718 and S739,pfop59- 81 and
therefore will. not be described further in detail. At step 5773, the data

check section 138 encrypts the hash value calculated at step S772 with the
check value Kch stored in the storage section 135. At step 5774, the data
check section 138 overwites the check;yal ue corresponding to the key data
bl ock in which the contents key Kco is stored of the key data 143, with the

hash val ue;. £ zat j 19,5778 i s
simlar tgtotlﬁébc%ﬁ%}zgé?né%%@pg Zggh%%}g CH{%%%%%Q?)%@%lgﬁﬁg%hg%&t\her efore
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that the %g)g%??/%g{uge}ggbqjggngghatjthgsc?‘ g%@gg;gi Jgﬁég?c@t gtghggéb\r}ia?ue ede(; oded at
step 5755 are n coi nci dent wi t ach other. as a result. of . co iLson by
he dat & SHECIE TRe e Sl SPSSied hro Wi al bds Teie iRl ang
therefore the processing ends. In this manner, .the contents stored on the
HDD 52 ar dhaswiVELEa e aiREdReni e B kﬁ@?f%‘legb%%g iﬁﬁbtaflmﬂifﬂ?ﬂfﬁf i ng
the contents stored in the nenory stick 111 | oaded 7 June 2006 155 in the
recej ver Sherefore e MORESINE LoesttAStePatl Iwhere the user network 5 has the
structure of Fi g 28 and where check values are stored in the storage nodul
73 and the st dhagsoesssinoal 28BS SW 1 pndi§R7hes siawlaritp s Wocpssing er €fke t o
the flowharts of Figs.84 and 85. At step 5791, the nutual authentication
“modul e 71 SG8tahd S eif\Feg. 8% mnd dherefsge will not be described further in detail.
| At step S773, the data check section 138 encrypts the hash value calculated at
step S772 with the check value Kch stored in the storage section 135. At step S774,
the data check section 138 overwrites the check value corresponding to the key data
block in which the contents key Kco 1s stored of the key data 143, with the hash value
encrypted at step S773.

The processing of steps S775 to $778 is similar to the processing of steps S721
to 8724 of Fig.81 and therefore will not be described further in detail.

1fit is detenmined at step S756 that the hash value obtained at step S754 and the
check value decoded at step S755 are not coincident with each other as a result of
comparison by the data check module 114, the contents to shift have been tampered
and therefore the processing ends.

In this manner, the contents stored on the HDD 52 are shifted to the memory

stick 111.

The processing for shifting the contents stored in the memory stick 111 loaded




out nutual authentication wth the nutual authentication section 133 of the
menory stick 111 loaded in the receiver 51 and shares the yeppoimey key
Ktenp. This authentication processing is simlar to the processing
described with reference to Figs.40 to 42 and therefore will not be
described further in detail. At step S792, the receiver 51 retrieves the
data related to the contents fromthe ;data retrieval table of the nenory
stick 111 via the comuni cation section 61 and displays the data onto a

di spl ay u.gﬁ tthe ?Qécl\sé} to "f’iﬂidlrﬂlﬂ:gﬁglﬂs &f tlﬁae}: gtéhért??h&%&eﬂ%tﬁ ok S ﬁzﬁy fife to the

HDD 52 and i nputs pre eterm ata to recei ver a swtch, not
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At step S794, .the ne control 132 of the rrermr stick 111 retri eves
the' cont 8% &y RG0S (O BW&I e ehen el bhotd LR resaisT D et ¢ he
key data 143. At step S795 t he data check section 138 applies a hash
function tyt théU%laauéh@(r%@éwwthéb%m@ﬁtaé aREpnKeAsioasECEYN! @%t POJEISeDT ed i n
the key data bl ock storing the contents key Kco corr es?(ondl ng to the
“contents stck tiddsloedediimithe recefves 19 lvandisharps the spmpragy ken&tgmpundh®006 156
. data check section 138 conpares the hash value cal cul ated at step S795 with
t he check authehtieadon peeqsesig ny stwlarHe thepraessing|dsskilsidowithgefenenceotot ent s
key Kco corresponding to the contents ID, stored in the storage section
135, and Fegsetliond? andh dteeford dbeot healesesbat irder ncdasiht with each ot her or
not. If it is determned that these values are
At step 5792, the receiver 51 retrieves the data related to the contents from the
data retrieval table of the memory stick 111 via the communication section 61 and
“displays the data onto a display unit, not shown, and the user selects the contents to
shift to the HDD 52 and inputs predetermined data to the receiver 51 by a switch, not
shown. At step S793, the communication section 61 of the receiver 51 transmits the
shift request comma.nd and contents ID to the communication section 131 of the
memory stick 111 and the communication section 131 of the memory stick 111
receives the shift request command and contents ID.
At step S794, the memory controller 132 of the memory stick 111 refrieves the
~ contents key Kco corresponding to the received contents ID from the key data 143.
At step 8795, the data check section 138 applies a hash function to the data (such as
- contents key Kco and contents ID) stored in the key data block storing the contents key

Kco corresponding to the contents ID, thus obtaining a hash value. At step S796, the




coincident, there is no tanpering nade in the contents key Kco and the I|ike
and therefore the processing goes to step 5797. The nennry7§&H§%ﬁkler 132
retrieves the contents corresponding to the. contents ID fromthe
encrypted data 144 with reference to the data retrieval table 141. At step
5798, the comunication section 131 of the nenory . stick 111 transmits the
contents retrieved at step S797 to thecommunication section 61 of the
receiver 51, and the conmunication section 61 of the receiver 51 receives

the conte L% chdd sShEH 17%21’11%3%%%1%1@\%1&4%&ﬁatteﬁélé %%93%\%1?3 geeieed by the

conmuni cat1 on sectrion At step t he decodi ng section
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re-encrypts.the decoded cont.ents key Kco.w th orary. np and
Ferpor a7 ECGPEST (D OB AN SHErEeNE iSh s, SEr AT Ram PP L ek Tot
At step 5801, the nenpry controller 132 lLetes the contents k Kco stored
'n the. keyalugsais cowsideat FESSEHHPYE" an%g?éfdﬁﬁswnm%éﬁ?trtﬁ?se/&fﬁ@?seaﬁe s802,

t he data check section 138 of the control block 121 applie aHQash
functi on gwne¢identd shexe 98 Hpdamparing aadeyinghe L£LoNHRGE I}éebeQOh@]q(éW ¢ 49443 from
- which the contents key Kco corresponding to the 7 June 2006 157 contents
to shift thaselbeedhe gredcessing godsus stptSAN| ?ﬂé]leanh@@w ittiptler M2 satdpvesghs, the
data check section 138 overwites the check value corresponding to the key -
dat a bl océorftetsrrombipondingdo dumoatings K2 frokcte kasrybtedrilatiel 4t widh reffrange key
data 143, with the hash value <calculated at step S802.
to the data retrieval table 141,
At step $798, the communication section 131 of the memory stick 111 transmits
the contents retrieved at step S797 to the communication section 61 of the receiver 51,
and the communication section 61 of the receiver 51 receives the contents. At step
§799, the SAM 62 stores the contents received by the communication section 61 to the
-HDD 52.
At step S800, the decoding section 136 of the memory stick 111 decodes the
contents key Kco with the save key Ksave stored in the storage section 135, and the
‘encryption section 134 re-encrypts the decoded contents key Kco with the temporary
key Ktemp and temporarily stores it-to a register, not shown, in the control block 121.
At step S801, the memory controller 132 deletes the contents key Kco stored in the key
data 143 corresponding to the content to shift. At step S802, the data check section
138 of the control block 121 applies a hash function to the data stored in the key data

block of the key data 143 from which the contents key Kco corresponding to the




At step S804, the conmunication section 131 of the nmenory stick 111
transmts the contents key Kco, contents ID and use perm ssiygi 4gaor mati on
to the cormunication section 61 of the receiver 51, and the corn

muni cation section 61 of the receiver 51 receives the contents key Kco,
contents I D and use perm ssion information. At step 5805, the data check
nodul e 114 of the receiver 51 retrieves; the key data block having vacancy
of the external storage section 113. At step S806, the data check nodul e
114 applies. a hash.functi ; i hex ke )glmggﬂlaglmgk
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are coincident, the data of the key data bl ock has not been tanpered and

“t her ef or ecaltidatpd 6 #isBiIS§2goes to step 5808. The decoding unit 91 of the
recei ver 51 decodes the contents key Kco received by the.%glrmuni cat.ion
§4 fh

section 61 wi tAtstdpeSs0dnmborcamynwusatknsapiionahid Al BTN jAnsyHs
encrypts the decoded contents key Kco wth the save k_e¥ Ksave stored in
the storafje postehts k8y Kap, stooper8808) arse uSAMPGPUSIR SEIQHENOINLRNTE Kkey
Kco encrypted at step 5807 to the 7 June 2006 158 Kkey data bl 8ck havi ng
vacancy Oforhfeniutien satioattdredgles meeivenhl, mdthespmepwpcagrmsectippol of the
decodi ng/ encryption nodul e 74 applies a hash function to the data stored
in the kepcgiata 41l eedeivay Wik contenes dent Koo,s ckatgniic 8D end tufce @crIpissiPRe
external storage section 113, thus obtaining a hash value. At step S811,
the information. At step $805, the data check module 114 of the receiver 5 1 retrieves the

key data block having vacancy of the external storage section 113. At step S806, the

data check module 114 applies a hash function to the data stored in the key data block

retrieved at step S805, thus obtaining a hash value. At step S807, the data check

module 114 compares the hash value obtained at step S806 with the check value

corresponding to the key data block retrieved at step S805, stored in the storage

module 73, and determines whether these values are coincident with each other or not.

Ifit is determined that these values are coincident, the data of the key data block has

not been tampered and therefore the processing goes to step S808. The decoding unit

91 of the receiver 51 decodes the contents key Kco received by the communication

section 61 with the temporary key Ktemp, and the encryption unit 93 encrypts the

decoded contents key Kco with the save key Ksave stored in the storage module 73. -

At step $809, the SAM 62 stores the contents key Kco encrypted at step S807 to the




decodi ng/ encryption nodule 74 overwites the check val ue corresponding to
the key data block in which the contents key Kco is storedygfe 3doag Storage
nodul e 73, with the hash value calculated at step S8 10. At step 5812, the
comuni cation section 61 of the receiver 51 transmts a reception
conpl etion signal to the conmmuni cation section 131 of the nenory stick
111, and the conmmuni cation section 13%4;9f the nmenory stick 111 receives
the reception conpletion signal. At step 5813, the nenory controller 132 of
the menory, st Hel etesther : j d{kromthe encrypted
e ih G H1dckh r N6f GG 5208 B fga 18! yp
data 144 gﬁghéggﬁetes ?h% copr%spoh I ng confegts key Kco fromthe key data
143. Then, the ro i it 1 1 t f,pat the
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hash val ue obtal ue corresponding to the

key data hl ock retrieved at s S805, . stored [n the ,starage e 73,
are not cgﬁﬁcﬁtﬁf«?ﬁtmvﬁ?ﬁ(e@a‘iﬁa ﬁ?ﬁ%‘r i, §high B goptdys E hbaPi'S §%ﬁ?&?%gtl]]edat a of
t he key data bl ock has been npered, Therefare, the processi goes to
. step S81&EHM!tHiragat %%H’éctﬁmﬂgﬂﬂ QLEYING e} g?ﬁﬁ'ﬂj n@“%e@%é@paggl bFhBCkey
data bl ocks of the external storage section 113 _have been,checkeq§§r not .
If it is decasting/seadyphon mgdule Heovareyitasdha chrdcrauosortasnordipginie Xk or age
section 113 have not been checked, the processing goes to step S815. The
data checHataddedkanbich ghe ¢anjenss kool pris skarpd defithe Flomgsenaiuds’ 2 5gth Heock
havi ng vacancy ofthe external storage section 113, then returns to step
'S806 and hagpedtscdhdajedat stspPRLL. AfsténS§IQ, detaommimeidatian sseepn SBefithehat al |

- the key data bl ocks of the external storage section 113 have been checked,

there i s nmekeyStatashitsakedeptivn tompktionisipgal teehe communication section 131
of the memory stick 111, and the communication section 131 of the memory stick 111
receives the reception completion signal. At step S813, tﬁe melhory controller 132 of
the memory stick 111 deletes the contents transmitted from the encrypted data 144 and
deletes the corresponding contents key Kco from the key data 143. Then, the
processing ends.

Ifit1s determined at step‘8807 that the hash value obtained at step S806 and the
check value corresponding to the key data block retrieved at step S805, stored in the
storage module 73, are not coincident with each other as a result of comparison, the
data of the key data block has been tampered. Therefore, the processing goes to step

~ S814 and the data check module 114 determines whether all the key data blocks of the
external storage section 113 have been checked or not. If it is determined that all the
key data blocks of the external storage section 113 have not been checked, the

processing goes to step S815. The data check module 114 retrieves another key data




contents key Kco and therefore the processing ends. If it is determ ned at
step S796 that the hash value obtained at step S795 and theyjghesgiggval ue
corresponding to the key data block storing the contents key Kco, stored
'in the storage section 135, are not coincident with each other as a result
of conparison, there is tanpering in the contents key Kco or the like of
the contents to transm-t and thereforg the processing ends. In this
manner, the contents are shifted fromthe nenory stick 111 to the receiver

51. Th I f hifting_ t d stick 111
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network 5 has the structure of Fig.28 and where check values are stored in
the ext erGREASHBIRIGESSE® i on 113 and the key data 143, will now be
described with reference to the flo arts of Fi,gs..86 ,and .

processi ng of 1§ttelssdesgBuned absisn Sigsl\ﬁxs:t?lﬁf Plzrthet 5ey qutap]iﬁ%léss%% tﬁ]é ec';‘f-m%sa% eps
S791 to S795 of Fig.84 and therefore will not descri batbd]ig%frther_. iqhéjet ail.
At step 5836gestwiaedlGding heee chenked3berrds sadey i JIA f pferne |
corresponding to the key data bl ock storing the contents key Kco with the
check keycdfetniskey Edoiandttherefwt treoprocesotg eanils135. At step 5837, the data
check section 138 conpares the hash Value 7 June 2006 160 obt ai efi at step
'S835 with t he i€héshetenhined destep8MGthasthepagsatuceinaited #siames’> fwﬁé Per

t hese values are coincident with each other or not. If it is_determ ned

~ that theggckahiRoafegpsaiing ickhekey theréodksstomng thepenients keydecq. STARE dat a
of the key data block and therefore the processing goes to step S838.
in the storage section 135, are not coincident with each other as a result of comparison,
there is tampering in the contents key Kco or the like of the contents to transmit and
therefore the processing ends.
In this manner, the contents are shifted from the memory stick 111 to the
receiver 51. |
The processing for shifting the contents stored in the memory stick 111 loaded
in the receiver 51 to tlhe HDD 5.2, in the case where the user network 5 has the
structure of Fig.28 and where check values are stored in the external storage section
113 and the key data 143, will now be described with reference to the flowcharts of
Figs.86 and 87. The processing of steps S831 to S835 is similar to the processing of
steps S791 to S795 of Fig.84 and therefore will not described further in detail.
At step $836, the decoding section 136 decodes the check value corresponding

to the key data block storing the contents key Kco with the check key Kch stored in the

storage section 135. At step S837, the data check section 138 compares the hash value




The processing of steps S838 to S843 is simlar to the processing of steps -
.S797 to S802 of Fig.84 and therefore will not be descri bed—,—fJHlIl;lgftﬁg in
detail. At step S844, the data check section 138 encrypts the hash val ue
calculated at step 5843 with the check key Kch stored in the storage
section 135. At step 5845, the data check section 138 overwites the check
val ue corresponding to the key data bjgck fromwhich the contents key Kco
has been del eted, of the key data 143, with the hash value encrypted at

step 5844, 1h {100 (BL QRS 10846, alRdo &RV T §tep SI8AD| mnd dasethiges
pr ocessi (i mol?gdstmeggeﬁsigggg“ar}d 5805 of Fig.85 and therefore will not be
descri bed
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ué “corresponding to the key data block retrieved at

step S847 with the check .key Kch. .sto ' hadfit 8£ tHeOfeyl&dta At
step Ss50hesthralyet ?ec%%?éﬁdmeée islllzilo f:aglg%éartfrhgslhg(tjigﬂhlash val ue obtained at

step S848 with the c ecﬁ@va_l ue decodeg at gtggg S849 and determ nes whet her
these valtleek apdtesiiRes ERTOGHESERESREH D' RR 0F not. If it is determined
that these values are coincident, th ta.of, the ke | § not
been t anper ed TR OEHEHET GrSEEDE ﬁé%ﬁ‘bgggg Isﬁ@md%re@%%peétc gej%&%é)gf%%%%rgg

processing of steps 5851 to $853 is simlar..t h r ssing of steps 5808
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data check section 138 overwrites the check value corresponding to the key data block
from which the contents key Kco has been deleted, of the key data 143, with the hash
value encrypted at step S844.
The processing of steps S846 and S847 is similar to the processing of steps
5804 aﬁd S805 of Fig.85 and therefore will not be described further in detail.

At step S849, the data check module 114 decodes the check value
corresponding to the key data block retrieved at step S847 with the check key Kch
stored in the storage section 135. At step S850, the data check module 114 compares
the hash value obtained at step S848 with the check value decoded at step S849 and
determines whether these values are coincident with each other or not. If it is
determined that these values are coincident, the data of the key data block has not been

tampered and therefore the processing goes to step S851.

The processing of steps S851 to S853 is similar to the processing of steps S808




data block in which the contents key Kco is stored, of the external storage
- .section 113, with the hash value encrypted at step S854. The, Rpgssing of
steps 5856 to S859 is simlar to the processing of steps S812 to S815 of
Fig.85 and therefore will not be described further in detail. In this
manner, even in the case where the check values are stored in the external
storage section 113 and the key data 3, the contents are shifted fromthe
menory stick 111 to the receiver 51. e processing in which the receiver

o e 00U Tp LRFCONL R ShOL flL R B G fIBEPRYSE bkl ] | 0aded 11 the

receiver Se ére e user network 5 has the structure of

Fig. 28 and wh t heck val : i , i 135,
i P “now e dessiapng e o B Po RRE [ e v EheaRaaaekiad 10

5871, the nutual authentjcation nodule 71 of the 6 rd aut nmut ual
aut hent i caSdowitinhenchech é’aiﬁ_?talgﬁjll S%F&é%ﬁ?ec%{?’iagﬁ : Oéjé*?%' %ég?ggfg&t%ﬁéﬂ%emr y
stick 111 | oaded in the receiver 51 and shares .the tenpor.ar Kt er np.
Thi s aut hespiivgtenoryppedseadila g4 0geRyHES g}é gheck yajue ﬁP’E{E%@D&dHﬁB E‘gécllﬁybed Wi th
reference to Figs.40 to 42 and therefore will not be Pescribed.fqﬁhher in
detail. Thea Keyk nsedch the contentlaydfcaastsind.iod g Bz 4p@ge &P g t he
.contents reproduction may be different fromthe key used for the nmutual 7
June 2006witlpZhe lash vehtei coatyged at step EB54791 in the contents shift shown in
Fig.84. At step 5872, the SAM 62 of the receiver 51 retrieves th§%data
“related to t hahegooteasing of steps SBEC daBas? mtsmidurdb theipyoecssgORsleRR H stick
111 via the connnunication section 62 and displays the data onto a display
o unit, notyHWHT Fnds bhe thaefors etidabs bt described further in detail.
In this manner, even in the case where the check values are stored in the
external storage section 113 and the key data 143, the contents are shifted from the
memory stick 111 to the receiver S1.
The processing in which the receiver 51 reproduces the contents stored in the
memory stick 111 loaded in the receiver 51, in the case where the user network 3 has
the structure of Fig.28 énd where the check values are stored in the storage section
135, will now be described with reference to the flowchart of Fig.88. Atstep 5871, the
mutual authentication module 71 ofthe SAM 62 carries out mutual authentication with
the mutual authentication section 133 of the memory stick 111 loaded in the receiver
51 and shares the temporary key Ktemp. This authentication processing is stmilar to
- the processing described with reference to Figs.40 to 42 and therefore will not be

described further in detail. The key used for the mutual authentication at step S871

in the contents reproduction may be different from the key used for the mutual




contents to reproduce and inputs predeterm ned data to the receiver 51 by a
switch, not shown. At step S873, the SAM 62 of the receives ppl dgpgnsmi ts
the read request conmmand and contents ID to the comunication section 131
~of the nmenory stick 111 via the coi munication section 61, and the

conmmuni cation section 131 of the nmenmory stick 111 receives the read request
command and contents ID. At step 587462t he nenory controller 132 of the
menory stick 111 retrieves the contents key Kco corresponding to the

recei ved goRlifol R fEPBTONG Kekoehe A shikin ot By 8675, the data check
section 1 applies a hash function to the data (such as contents key Kco

and contents |t SEPAl hashieshay idalachlepsh 12hithtadiclduen cmtént ikey  Kco
correspondi ngpfo e contents ID, thus obtaining a hash value. At step

S876, the = datasche i on heihash wakiuegaheutaied at
st ep 88750%9?%3f’lﬂ]élt&?é%ﬁakgg\agﬁggﬁggg‘%@%g}oﬁ% {5 the key data bl ock storing

the contents k Keq. correspondi t .cont hol @k e6etidthdhe

st or age ssé’EElP’bﬁz%@@f%SBﬁ’ Sﬁlgtdgip nﬁ adi; ]eabﬁ]glgt’?ﬁesgg&ﬁvdé uﬂeli are coinci dent
w.th each other or not. If it is defermned. th hes, ;

coi nci dentonterristogepeodige phigBYE REFIFETES ‘ﬁﬁaemg%en{eggls gr %@L c‘c})ﬁg{ra’u? he 1i ke
and. therefore the processin oges,. t tep 5877.. The ry. er 132
retrievesshoma. AomtandS7doE né? Hg tﬁ%r‘%)ci‘?@'eéédttéﬁrfséﬁj?sg@]]p rrggn(?? %l@%les{ncrypt ed
data 144 with reference 7_June 2006 163 to the d trieval I 141. At
step S878comimend andreententsilBio SeopgReatiRysepHgn ﬁeﬁ%ﬁ@e Eﬁ“&:‘i%y i@p} 1relans mts
the contents retrieved at step S877 to the comunicati o% sgg}%i on %J‘yOf t he
recei ver i the momuhization Feniighitd atidihe serimpprcasPnsectiane 3 O &1 /B 5T

‘receives the contents. At step
stick 111 receives the read request command and contents ID.

At step $874, the memory controller 132 of the memory stick 111 retrieves the
contents key Kco correspoﬂding to the received contents ID from the key data 143.
At step S875, the data check section 138 applies a hash function to the data (such as
contents key Kco and contents ID) stored in the key data block storing the contents key
Kco corresponding to the contents ID, thus obtaining a hash value. At step 8876, the
data check section 138 compares the hash value calculated at step 5875 with the check
value corresponding to the key data block storing the contents key Kco corresponding
to the contents ID, stored in the storage section 135, and determines whether these

~ values are coincident with each other or not. If it is determined that these values are
coincident, there is no tampering made iﬁ the contents key Kco or the like and
* therefore the processing goes to step S877. The memory controller 132 retrieves the

contents corresponding to the contents ID from the encrypted data 144 with reference




S879, the decoding section 136 of the nenory stick 111 decodes the contents
key Kco wth the save key Ksave stored in the storage sectyopalifpg and the
encryption section 134 re-encrypts the decoded contents key Kco with the
tenporary key Kternp and tenporarily stores it to a register, not shown,
in the control block 121. At step S880, the communication section 131 of
the menory stick 111 transmts the coptents key Kco, contents ID and use
perm ssion information to the SAM 62 of the receiver 51, and the SAM 62 of
the recei ve_{ g 1 recei Ivteﬁ\ the contents key Kco, contents ID and use

per mi ssi R IafeRraEESA PR Kep S881, the mutual authentication nodul e 71

of the SAM 62 carries out nutual authenticati i . yahsmi
aut henti cat i on’\tﬁfﬁﬂﬁ‘% 87%“(9?”’9%“%@%?&5&6% l%";leog?l ?eolﬁﬁel(tgg&aﬁﬁkswhg@s] Slﬂlté

tenporary key Kternp_ (which i ifferent from.the te r . / er np
shar ed atthstceptessny‘zevmﬁfssf%mf eiteSETBRIBIE 8%%‘?‘3&.‘8%2 Ogmrlﬁlleé?yﬁtﬂlc?]t’he

processing described with reference to Figs.40 to 42 @nd t%e[[efgt %iﬁn |1 not
be descrakthefoomrhenicatiprgesctipn 61 &t (B seregvagy reEHECHEESEP R Sunf of the
SAM 62 decodes the contents key Kco wth the terrporar}/ key Kternp shared
Wi th the STy ddcodingbidtjomldd afitee mamoypsiidn ! Lidticpdedhe edARYS FhiY gcf)he

decoded contents key Kco with the tenporary key Ktenp 7 June. 2006 164

shar ed Wi {hhtthesxpandane sectd orthéstordge secapn é@@%&‘,ﬂdﬂh‘é eRGANP B $SHE i t s
the contents key Kco encrypted with the tenporary key Ktenp_shared with
the expangippe-es@§pisothetReodeal tdnerex fandanwsibabe dempFanakedy FRETRFH4nsi on

section 63 receives the encrypted contents key Kco. :
temporarily stores it to a register, not shown, in the control block 121. At step S880,
the communication sectic;n 131 of the memory stick 111 transmits the contents key
Kco, cdn’rents 1D and use permission information to the SAM 62 of the receiver 51,
" and the SAM 62 of the receiver 51 receives the contents key Kco, contents 1D and use
permission information.
| At step S881, the mutual authentication module 71 of the SAM 62 carries out
mutual authentication with the mutual authentication module 75 of the expansion
section 63 and shares the temporary key Ktemp (which is different from the temporary
- key Ktemp shared at step S871). This authentication processing is similar to the
proéessing described with reference to Figs.40 to 42 and therefore will not be
described further in detail.
At step S882, the decoding unit 91 of the SAM 62 decodes the contents key Kco

with the temporary key Ktemp shared with the memory stick 111, and the encryption

unit 93 re-encrypts the decoded contents key Kco with the temporary key Ktemp




At step S884, the decoding nodule 76 of the expansion section 63 decodes
the contents key Kco received by the comuni cation section7%k%?dﬁ;the
tenporary key Ktenp shared with the SAM 62. At step 5885, the decodi ng
nodul e 76 of the expansion section 63 decodes the contents received at
step S878 with the contents key Kco decoded at step 5884. At step 5886,
the expansion nodul e 78 of the expansignh section 63 expands the decoded
contents in accordance with a predeterm ned system such as ATRAC. At step

S887, the watler mar i 68 72 isNSesdss ahe BOAed2 hASHs WAt er mar k
speci fyi g ev?g0§$3§$5E§0?%f§R@E§ expanded contents. At step S888, the

expansi on sectipn 63 outpu t-ne,re 100 oMot
shown. AtC@{Qps g@élgfotﬂﬁ%?’%%&%ﬂ\gg] %]Fqgﬁgg%gﬁgg?)@g{r& 1&1'[%}%&;\%%}11? %eegilﬁfglg%? oduct i on
conpl etion signal tq the conmuni catign section 131 of the AV Lck 111,
and t he %%HPP@ﬁsB?EkeﬁﬁTSHW‘?ﬁ@oﬂéﬁn?vngi@ﬁmfffnﬁgg%?bgg?%%368§hé
reproduction conpletion signal. Then, the processing ends. If it is

det er ni. neghcaypted 6pnisgEdel’Hato -t he hash val ue cal cul ated at step S875 and

t he check val ue corresponding to the key data bl ock stor“ggdihe coBtents
key Kco cor r esipemiB o, the deredmenmeduls 7opf thg $easiPR St SGE°8Et i on
135, are not coincident wth each other as a result of conparison, there

i s tanperéngentaliey Keotrbesivehbe fescauapunicatipn sgrgos tlesith ot egIPoray KeYke and

" therefore the processing ends. In this manner, only when there is no

t anper i ngKigmp hatedywilhtthe HAMKE2.t it stepddidiethesdeqadprmmedtle 1hotdbAt ent s
stored in the nenory stick 111 |l oaded in the receiver 51. At step S871,
t he expangipnsisactitium GBdandes the cvatmtyrestivedatisidp HE48 with the contents key
Kco decoded at step S884. At step S886, the expansion module 78 of the expansion
section 63 expands the decoded contents in accordance with a predeterinined system
such as ATRAC. At step S887, the watermark appending module 79 inserts a
predetermined watermark specifying the receiver 51 into the expanded contents. At
st.ep S888, the expansion section 63 outputs the reproduced contents to a speaker, not
shown. At ‘step 8889; the SAM 62 of the receiver 51 transmits a reproduction
completion signal to the communication section 131 of the memory stick 111, and the
control block 121 of the memory stick 111 receives the reproduction completion
signal. Then, the processing ends.
- Ifit is determined at step S876 that the hash value calculated at step $875 and
the check value corresponding to the key data block storing the contents key Kco

| corresponding to the contents 1D, stored in the storage section 135, are not coincident

with each other as a result of comparison, there is tampering made in the contents key




carry out nutual authentication so that the menory stick 111 may directly
transmit the contents key Kco to the expansion section 63, 7 WleShiok hen may
receive the contents key Kco. The processing in which the receiver
reproduces the contents stored in the nenory stick 111 |oaded in the
receiver 51, in the case where the user network 5 has the structure of
Fig.28 and where the check values arejgtored in the key data 143, will now
be described with reference to the flowhart of Fig.89. The processing of

steps S901 to,S905 i L il a1 o Rr Qgessing of steps S871 to S875 of
Fig.88 a CQﬂ%wgﬁjF@naﬁﬁhgh%ggh%gmﬁgggfibed further in detail. At step 906,

the decoding section. 136 o0, LIEIRIR ¥, SU\Gkoldkdydesadssykbeahack val ue

correspondi ng a oring e ctontents key Kco with the
check key Kch stored in the storage section 135. At e - he,dat a
check seckr@ier 1BgCREEAPESE eﬁﬁ@“ﬂ%&ﬂo ﬁ%lﬁﬂPQPREHS§§{g¥§%%§S%% Wih the
check val ue decoded at step S906 and detergbnes et her these yalues are
coi nci denteceiivehs badh sepney lotherfgpansipp s¢qond 3AldetBHMEROPHAC hed& al ues
are coincident, the data of the key data bl ock_ has nqg been tggg di and
t her ef or ecarheoymoteslsiuipngceatson v thitdhe Bomery stk lgrlé’&%’s Ter‘fgy & & 5908 to
5920 is simlar to the processing of steps 5877 7 June 2006 166 0 S889 of
" Fi g. 88 anebritdneslefydf e teithe cxpansise sdetsy ¢ padudh hemaray rer gt ?pc_)ntplfts Yis
determ ned at step S907 that the hash val ue obtained at step S905 and the
check val Yeodecoded at step S906 are not coincident with each other as a
result of conparison, the data of the key data bl ock has been tanpered and
t her ef ore the The processing in which the receiver 51 reproduces the contents stored in the
memory stick 111 loaded in the receiver 51, in the case where the user network 5 has
the structure of Fig.28 and where the check values are stored in the key data 143, will
now be described with reference to the flowchart of Fig.89. The processing of steps
' S901 to S905 is similar to the processing of-steps S871 to S875 of Fig.88 and therefore
will not be described further in detail.
At step 906, the decoding section 136 of the memory stick 111 decodes the
check value corresponding to the key data block storing the contents key Kco with the
check key Kch stored in the storage section 135. At step S907, the data check section
138 compares the hash value obtained at step S905 with the check value decoded at
step S906 and determines whether these values are comncident with each other or not.
Ifit is determined that these values are coincident, the data of the key data block has

- not been tainpered and therefore the processing goes to step S908.

- The processing of steps S908 to $920 is similar to the processing of steps 88?7




processing ends. In this manner, also in the case where the encrypted check
value is stored in the key data 143, only when there is noj§afpRpENg I N
the key data block, the receiver 51 reproduces the contents stored in the

menory stick | | 1 loaded in the receiver 51. The processing for preparing
the settl enent object of the EVD service center 1 before the settlenent
processing, winch will be later descrided with reference to Fig.65 wll

now be described with reference to the flowhart of Fig. 61. At step 5451,

the hi st qrigal fatia sAenagReRNire $68 hiobe 4Bs@fbetiferinsletaii ce center 1
selects the accounting information related to the use of predeterm ned

contents fromit, JAEGRKRNLNGcH SHOT Il imatkesaiv eBiand stiep 50T smhithe user
hone net wor k g an transmts the selected accounting information to the

profit di }e%kgfgiidﬁoﬂéc%%\%,\gia?@tei)GSO%O%t are%%o?@o@é?cgem e PIRfdtherdissd reshlttdfon

section 1 €s et he not the indicating the profit

distribution to the cgnte rQvi.der ) 1.C8 RHOKEREEreSthel S
i ncl uded ‘?W‘P%éso&eglb%ﬁ?'ian%t ﬁﬁ]ﬁbeﬁlndaqﬁobr%g?lgggf &gﬁl_?g{%ﬁ%ﬁeﬁ historical data
managenent section 15. If it is determined that the data indicating the

profit dPOCPIHBFYF to the contents provider 2 and the service provider 3
is included in the accounting information received fro .5t onj.cal
dat a manageneni tBiseRagKT. pis0 lflﬁ]ée CASS HET ?@@@ni@?t%f%]ggg éﬁﬁéﬂgé‘gj& 3 Engﬂfée tep
S453. At step S453, the profit distribution sectiop 16 cal cul ates the
amount t okdyedgtaild3, enlyrWeensi@ess 1€ 80 JRBPIRE “Bﬁ?erﬁfﬁ% a%%§gwtﬁ%%ce§\se§§1 the
predeterm ned contents, with reference to the d%ta indicati ng tg? profit
di st ri but fepnodunek dafecpritents kwredwdhagpgpory stick 111 loaded m the recetver S1.

The processing for preparing the settlernent object of the EMD service center

1 before the settlement processing, which will be later described with reference to
© Fig.65, will now be described with reference to the flowchart of Fig.61. At step S451,
the historical data management section 15 of the EMD service center 1 selects the
accounting information related to the use of predetermined contenté from the
accounting information received and stored from the user home network 5, and.
transmiits the selected accounting information to the profit distribution section 16. At
étep S452, the profit distribution section 16 determines whether or not the data
indicating the profit distribution to the contents provider 2 and the service provider 3
is. included in the accounting information received from the historical data
management section 15. If it is determined that the data indicating the profit
distribution to the contents provider 2 and the service provider 3 is included in the

accounting information received from the historical data management section 15, the




. profit dilstpiifdtimthseaviconradend sutln eantenis PEBEHZ. EIHE

information. At step S454, the profit distribution section 16 cal cul ates
‘the anobunt to be paid fromthe service provider 3 to the cg provi der
2, with reference to the data indicating the profit distribution included
in the accounting information. At step S455, the profit distribution
section 16 cal cul ates the anbunt to be paid fromthe contents provider 2
to an entitled organization, with refegence to the data indicating the
profit distribution included in the accounting information. Then, the

processin ges t . If it is determined at step S452 that the
dat a indipgg?e%ﬁlé]gt%?%sgé g@P%ﬁg?Stri bution to the contents provider 2 and the

servi ce provi der, 3 {5 -npl, 6] g0, IEAPLOUNLIIAG, N RERII I decel ved

fromthe histotis section e processing goes to
step S456, and the profjit _distribution,secti 1l at appunt to
be pai d tedhe BEVaET REY eﬁﬁo{}f"d]e‘ih%usfef SHid ‘hsé"dﬁgéiv 9%@41131&% t é&gfg’e\det er ni ned
contents, with reference to the profi i stribution,.databas : in the
profit dirsfarpies iohesdeaipicadns thi P%thlétpg‘élf?}{flof*h%?glﬂffi%‘fi‘? t‘)% g?‘%t“%ﬁ on
section 16 calculates the anmount to be paid from éhq ﬁervﬁce ﬁrgﬁgger 3to
the cont enfeupmtion derstep S4iid thernselt dnEdbuvnsaetioh b Falcuiaes {1 Bt}

ion
dat abase stored in the profit distribution sectiqgn 16. At 1Q_Ateig) 345 t he
ﬁortglrin t he

contents 168 provider 2 to the entitled organization, wth ref gr ence to
the prof idatgimticathigttheprofiatistibseos inshestediip therecprafngnEIEeRPBuY 8iPsect i on
16. The processing then goes to step S459. At step S459, the ﬁ_r of it
di stri but$495, sBehireft distrdmtivectstitind Garmarlttes shoempaigto be paid; Kem the
predeterm ned user to the service provider 3, the anount to be paid from
the contents provider 2 to an entitled organization, with reference to the data indicating
the profit distribution included in the accounting information. Then, the processing
goes to step S459.
Ifit is determined at step S452 that the data indicating the profit distribution to
the contents provider 2 and the service provider 3 is not included in the accounting
information received from the historical data management section 15, the processing
goes to step S456, and the profit distribution section 16 calculates the amount to be
paid to the service provider 3 from the user who used the predetermined contents, with
reference to the proﬁt distribution database stored in the profit distribution section 16.
At step S457, the profit distribution section 16 calculates the amount to be pgid from
the service provider 3 to the contents provider 2, with reference to the profit

distribution database stored in the profit distribution section 16. At step S458, the

- profit distribution section 16 calculates the amount to be paid from the contents




service provider 3 to the contents provider 2 and the anount to be paid
fromthe contents provider 2 to the entitled organizati on,7yﬁn§3PO@@ference
to data of the discount infornmation database stored in the profit
distribution section 16. At step S460, the historical data nmanagenent
section 15 determ nes whether or not the calculation of steps S453 to $459
has been carried out with respect to g the contents. If it is determ ned
that the calculation of steps S453 to S459 has not been carried out with

respect to all. the, Goatanted drhhiPhRGessingefaivens do sbép dblu@nd t he
subsequent processing is repeated. If it is determ ned at step S460 that

the cal culation of i - fisn DEEMhE Bfddeedn@tHenwiotfita @gpect to
all the cgﬂf‘]%ﬁess?m?(Iflg]etﬂgpocesé%t%%%&é&t onstep1526 f. I?A%) st\é@[c)) S46 1, the

profit di g%ﬁ bution section 16 cal cul ates the ambunt to be paid to each
service p ‘der 3 fromeach user, and prepares a credit settlenent object

Il (e.g., in the ca re the,.user .pays.the.,f it ahedithecand, a
credit settl enehtteP ggf%ge fr%tﬂoqkﬁnﬁwl(g? é??gﬁ?if)csﬁeﬁfsttﬁ%%gr edi t st ttl(?emant
object 1, the user's IDis set for the payer he 1D af .the. [
‘provi der Sopsthegr 34%‘?“%%@151&%5?é‘é",heasﬁﬁ’“fariéroé’l tﬂt]? %’nBléqugfa é)%{(%ﬁéhetﬁger vi ce
- provider 3 is set for the anmount paid., At st S462, the profit 7 ne 2006
169 di st eéryins provadss 3 ontheecogigngs prpvader ihan ﬁ’&ﬁwo% tB?ep%%lﬁ f%%‘“etégh '
contents provider 2 fromeach service provider 3, andc1 re %Ee@i a crtedit
set t | enentomtbits@rodd¢s’ . the ieptilethorganizalioih 8 & e FECRREIP E@f? hEEBE Wi th a
credit card, a credit settlement object 2 shown jn. Fgeg. 62(B)). In the
credit sehtfbenen ddiplerse sired hetherneafit dissibrtienseatiofpitect 1 is set for the
payer, the ID of the contents provider 2 is set for the payee, and the
amount to be Atstep S460, the historical data management section 15 determires whether or
not the calculation of steps $453 to S459 has been carried out with respect to all the
“contents. 1fit is determined that the calculation of steps S453 to 459 has not been
carried out with respect to all the contents, the processing returns to step S451 and the
subsequent processing is repeated. Ifitis determined at step S460 that the calculation
of steps S453 to S459 has been carried out with respect to all the contents, the
processing gbes to step S461.
At step S461, the proﬁt'distribution section 16 calculates the amount to be paid
to each service provider 3 from each user, and prepares a credit settlement object 1
(e.g., in the case where the user pays the fee with a credit card, a credit settlement
object 1 shown in Fig.62(A)). In the credit settlement object 1, the user's ID is set for

the payer, the ID of the service provider 3 is set for the payee, and the amount to be

paid to the service provider 3 is set for the amount paid. At step $462, the profit




paid to the contents provider 2 is set for the anount paid. At step S$S463,
the profit distribution section 16 calculates the anmount to;hg,digd to the
entitled organi zati on fromeach contents provider 2, and prepares a credit
settlenment object 3 (e.g., in the case where the user pays the fee with a
~credit card, a credit settlenent object 3 shown in Fig.62(C)). In the
credit settlenent object 3, the credigb settlenent object 1 is set for the
payer, the ID of the entitled organization is set for the payee, and the

anmpunt t oy, L4 L0 dNes entintledhorganizaticomid so sath datertthprovagunt pai d.
At step éﬂgﬁbgﬁhg Saccl:c])unti ng and chargi ng section 19 cal cul ates the anount

charged to the g%{vﬁ‘g‘éﬁﬁél\\%@;@rﬁﬂfgretp@résrhecﬂéaﬁrseﬁ&méneebjeablleée.gt,('mn il t he

fee for tHE &L setvicé center 1 by the user, stored in the

accounti ng ag}f']?? AL O 008 B 40, BBl RUCRBICAR Burnfil bbjset Hienent

obj ect 4 {48¢§11G ére the user ' pays the fee with a credit
card, a credit_sett]epent object 4 sh i I8+ 021 + Jhss 1 is tagoanmount
charged t@ Fﬂ%}éz@%édi”ttgg&et‘ﬁte:lﬁﬁ%fne%?%]g% tﬁzggg{tgén%ﬁe Bgrocessi ng ends.
In the credit settlement object 4, the, credit | ement 4_bjSRint Jo b set
for the payeeyes fe 1 ¢ ti}f’ cp @nﬁl\ﬂf)b‘élg?’a bsesegtor{ttgfgb&yﬁ%é se?]%f or the payee,
and the anount to be paid to the servi]g‘ﬁ ceﬁpter 1 is set for the
amount papald to7thpasatgoeBrovIdsT 218 SEHET HERROPEPA Y bed manner, the ENVD

servicecenter 1 preparce e sellL et ofjceisy BB SHA e G3HO. shon
3, the contents provider 2 and the entitled organi zatign pay the rvice
charge t ottt e &Miledengpuigademfiom gach ﬁmgegténp\mgﬁ]egﬁeﬁgﬁtpfgl&%’lg%tﬂ imgl? |

settlement object 3 (e.g., in the case where the user pays the fee with a credit card, a

credit settlement object 3 shown in Fig.62(C)). In the credit settlement object 3, the

credit settlement object 1 is set for the payer, the ID of the entitled orgém'zation 1s set

for the payee, and the amount to be paid to the entitled organization is set for the

amount paid. At step S464, the accounting and charging section 19 calculates the

amount charged to the user with reference to the user use f¢e table storing the fee for

the use of the EMD service center 1 by the user, stored in the accounting and charging

section 19, and prepares a credit settlement object 4 (e.g., in the case where the user

pays the fee with a credit card, a credit settlement object 4 shown in Fig.62(D)). Then,

the amount charged to the credit settlement object 1 is set and the processing ends.

In the credit settlement object 4, the credit settlement object 1 is set for the payer, the

ID of the EMD service center 1 is set for the payee, and the amount to be paid to the

EMD service center 1 is set for the amount paid.




Fig.63(A), the ID of the service provider 3 is set for the payer, the
anount charged to the service provider 3 is set for the ampugi 29bar ged,
the ID of the EMD service center 1 is set for the payee, and the anount to
be paid to the EMD service center 1 (equal to the anount charged) is set
for the anmount paid. In a bank settlenent object 2 of Fig.63(B), the ID of
the contents provider 2 is set for thgspayer, the anount charged to the
contents provider 2 is set for the anbunt charged, the I D of the EMD

service centeg, 4,d %bé\%-déé&ibE@%l@ﬁY&,eih@rE}\fIUq@ela'mUﬁélliélo Ibprepaicd the the
EMD servi ce center (equal to the amount charged) is set for the anpbunt

paid. In a hank tsqét\j%tgrrent object 3 of Fig.63(Cy, the ID of the entitled
or gani zat 1 CHENSE or the payer, the anpbunt charged to the entitled

organi zation is S ar mount.  ch QbidciEn BMR as&8M¥iece
center 1 is se]fslgﬁ'gﬁ(‘%)r{g égg@es lf)wé;’r)fgn{ ]%rog%ﬂ]ﬁ%aﬁ%lhgé p%\%cd ?o the EMD service
center 1 (equal, to the a nt charged).jsset, for I _ DRLey the
Fi gs. 64( AWhets6764¢ B;O@ﬁ%&ﬁr’gtﬁaﬁﬁP@Emgﬁf‘%%{c{ Izeé}lr_'élntil‘3 SB%Q%I g‘@ﬁﬁ%ﬂﬁ@ i:)g)se wher e
the wuser pays the fee with a credit card. while the service i deLe 3 and
the cont esmrsicepeliafeegide the C@Aﬁlsﬁﬁ’fc%éﬁtp\ér}r&nhn tahfjﬂﬁ‘gﬁ&{]ﬁlgf?t B@%}é* gcé%unt s.
Credi't settlenent objects of Figs.64(A). and 64(D) are simlar.t e
credit seFigd @Hent ﬂ@tiJjDe@ﬁt@eéFf\’F‘iqu%@(e%\)Q’ ’Fa?ﬁi%?r t‘]l’g RaY30 Wn?gﬁr%?& g)nd
therefore will not be described further in detail. Ig a%\g[ nd settl ement
obj ect 2tlafseFiige er(vBler tihest fey the amunsehareed the Hyp§ie BMPSSergee pPEIet he
payer, the amount from the service provider 3 including the arrﬁgnt io be
pai d to -t hés eanfoetespayeoyardiethe 2t tq he paidoigrihe EHMBSCPAPUcT et e Bt i t | ed
organi zation is set for the anount charged, the ID of the cont_entf ¢
provi der % il ;mbuftahatded) paseedor tredarhentaprodnin e dapk spiF@crbobigst 2 ©

Fig.63(B), the ID of the contents provider 2 is set for the payer, the amount charged

to the contents provider 2 is sét for the amount charged, the ID of the EMD service

center 1 is set for the payee, and the amount to be paid to the EMD service center 1

(equal to the amount charged) is set for the amount paid. In a bank settlement object

3 of Fig.63(C), the ID of the entitled organization is set for the payer, the amount

charged to the entitled organization is set for the amount charged, the ID of the EMD-

service center 1 is set for the payee, and the amount to be paid to the EMD service

center 1 (equal to the amount charged) is set for the amount paid.

Figs.64(A) to 64(D) show examples of settlement objects in the case where the
user pays the fee with a credit card while the service provider 3 and the contents

provider 2 carry out settlement through their bank accounts. Credit settlement objects

of Figs.64(A) and 64(D) are similar to the credit settlement objects of Figs.62(A) and




contents provider 2 (equal to the ampunt charged) is set for the anount
paid. Ina band settlenment object 3 of Fig.64(C), the ID of7§hgestents
provider 2 is set for the payer, the anmnount charged to the contents
provider 2 is set for the ambunt charged, the ID of the entitled

organi zation is set for the payee, and the anmount to be paid to the
entitled organization (equal to the gmpunt charged) is set for the anount
paid. As the settlenent is carried out on the basis of the payers, anmounts

char ged, oRIRA | Gt B8 idaatl g Setdd eninterobpect s of
Fi gs.62(A?R?%%gg8@%@32@31%%@?%@3(&) and Fi ge. 64(A) to 64(D). the

predet er m ned, ATRUNL S SHCAAL el g rBGAEMISRE YR pARS Oihe hmdune fioant ent s

provi der Vvi'cée provider e entitle organization. The
settl ement processing usi.-ng the credit settl 1, 0RLSehts¥rovitiBer EMP
servi ce cBRtEFVI9C BioY eﬁgv\F%Bde%@? ?Jlralggmv&%t ep%gf 1résrﬂel%)ce {0 the flowchart of
Fig.65. At step $471, the recei.pt,and di sbursenment. s i EMD
service G&rmeund tgheppd f%@"‘ese@flﬁf:%ﬂ%’t“ziaﬁ%q 1Stsﬁ{$6ﬁ]esa§gqt%ﬁlaglat%g%d?fgé%: of the
payee, fromthe ID described as the payee in the credit setftl. obj ect.
At step Saf7the egpdenta papyendds saf %‘H lgé%ﬁﬁeb %’gctg?cﬂﬁn%“ gf %eh%alg%qé%r vi ce
center 1 fords the settlenment institution such_.as the credi} .conpany of
the payer sorftetrpravedsrB (gaudlie Hemaamt sharged) &y sef FPfttlheea“?O‘j‘UrPé“fdeér‘T’%?@
credit settlenment object. At step S473, the receipt and di sbursenent
section 2@ttlcmerirotjens offeghéCl fedit ofghe cerieitngrayider4as selyfar Bedasde essar y
or not fromthe pre- stored information. |If it is determ ned tBai]atge
credit proeessing chagadteteaontentdprovidenditsepfosdesunengt charggddit &d At st ep
S474. 1f it is determined in the credit processing of step S474 that the
payer canfieterpialgd bhganfagiontihet forabe psyergaehdls anoint to haspaid te s sasiged
organization (equal to the amount charged) is set for the amount paid.
As the settlement is carried out on the basis of the payers, amounts charged,
payees and amounts paid described in the settlement objects of Figs.62(A) to 62(D),
- Figs.63(A) to 63(C) and Figs.64(A) to 64(D), the predeteﬁnined amounts are patd to
the EMD service center 1, the contents provider 2, the service provider 3 and the
entitle organization. The settlement processing using the credit settlement object of
the EMD service center 1.will now be described with reference to the flowchart of
Fig.65. At step S471, the receipt and disbursement section 20 of the EMD service
center 1 finds the settlement institution such as the back of the payee, from the 1D
described as the payee in the credit settlement object. At step S472, the receipt and

disbursement section 20 of the EMD service center 1 finds the settlement institution

such as the credit company of the payer, from the ID described as the payer in the




in the credit processing of step S474 that the payer can pay the fee, the
processing goes to step S475. If it is determned at step pfif3 - hhat the
credit processing of the payer is not necessary, the processing goes to
step S475. At step S475, the recei pt and di sbursenent section 20 determ nes
whet her the previously executed settlenment object processing has been
completed or not. If it is determned,that the previously executed

settl ement object processing has been conpleted, the processing goes to

step S476 _so as to Lr Nt A Setihesenfe idshiuskli dsbusanaespondii§ to the
anount cf?é?(gééctgﬁﬁ]e%gg%?ﬁur{tﬁ p |Sd de'scri bedpirn the credit settlenent

"object, to the setilenment ,i ' ' f ' oPhdilrandth84re. At
“step S47 ,Ct?rﬁgn?%‘f’g?tﬁﬁlf ?lgﬂltgb?(géte%gL%gFﬁe %Elsgé%%tég?ng exeTcut elgébat step

S476 is transmitted . to . the payee.co ondi |:Dodesemiberk as the
payee i n $teREdCPEIAISRY tl%étrr’én(?e}/el}}‘ﬂ)?eec{h%?%fe Gl %g%%sg&fg i ™

sStep he i nformation of
the settlenment processing executed ep 76.1.5: it Lededpnd he
payer cordredippraichng 5 PREV P 3%%$%e§%§§5 fj%mplg]férlﬁ Pfier?gael 11E“crgdsi tgt
settl ement object. Then, the processing ends. If .it | {erm step
S475 t hatofidtep Pt EMbaUSE pReREaDRE PY éhf—‘tﬁ%%ﬁgﬁpf%?ﬁfﬁﬁg e"?‘fSJ gﬁté%z‘%%h%%%&
“processing has not been conpleted, the processi n}g %ges to siep.. 48 and t he
recei pt inHe diedtprawssing obsen $014 (b thappics SapREY WratheISHIPHE ror
processing for inconplete settlenment such as transmitting a predeterm ned
message to dtbeSpayer described in the settlenent object for which the

processi ng has not been conpleted. Then, the processi n%

nds. .
1f it is determined at step S473 that the credit processing O tﬁe payer is not

necessary, the processing goes to step 5475.

At step S475, the receipt and disbursement section 20 determines whether the
previously executed settlement object processing has been completed or not. Hitis
determined that the previously executed settlement object processing has been
completed, the processing goes to step 476 so as to transmit a settlement .instruction
corresponding to the amount charged and the amount paid described in the credit
settlement object, to the settlement in'stituti_ons found at steps S471 and S472. Atstep
S477, the information of the settlement processing executed at step S476 is transmitted
to the payee corresponding to the ID described as the payee in the credit settlement
object. At step S478, the information of the settlement processing executed at step_

' §476 is transmitted to the payer corresponding to the ID desc_n'bed as the payer in the
credit settlement object. Then, the processing ends.

1fit is determined at step S475 that the previously executed settlement object




In the above-descri bed manner, the settlenent processing using the credit
settlenment object is carried out. Fig.66 is a flowhart illyﬁ&ﬁggm@g t he
settlement processing using the bank settlenment object of t EMD servi ce
center 1. The settlenment processing using the bank settlenent object is
simlar to the settlenment processing using the credit settlenment object of
Fi-g. 65 fromwhich the credit processijng of steps S471 and S474 is

el im nated. The processing of steps 5481 and S482 is simlar to the

processin hOhhr&dedsiBp pabehot gy 84 TF &idnihklrecopt be
descri beHl%fcggst"réEgl ?\Oﬁi%él&mj ?ﬁgaﬁr fg::essflng Qof lsti%é S483]to S487 is

| to o _
\?v: |m| ﬁ(r)t %élaggzgcrr:%%%gsse]p 605#%9@.&?‘1 (fét&?hl%c? 635§%£81'§g g??ﬁ%cgﬁﬁlgnng; e e

settl ement process usi n t he b i i ut .
Then, al SHFCPRAL §Jé1lhtalgé THPeEBES Eegmiﬁg%&n%%%g&t&ﬁhﬁ%ersdg%ctqﬁ{eegelﬁ? ]%bj ect,
t he predetermned ano ts are oIIectedfromth user C n

provi der sttlemgat oB&At lé,gr 9?139 dg PEOCES B NRASeRY E?eé]dcom %ﬂeledza??] tgﬁ ttla]?lend he

_predetennined anounts are received by the EI\/D service center 1, the
contentsp}iﬁ@%ll‘!@ﬁﬂés the service provider 3 and the entitled organization.
7 June 2006 174 As the contents, nusic data are used.in theﬁﬁbov

description. hoveyebovardescaivrey RRINICE that SEUBEIRER BIOCHFHENTENE Bem%daif a,

-still inmage data, text data or program data may be used. In such cases, a
syst em su¢ttlablcet bb]ect Pearyedodf contents is used for conpression. For
exanmpl e, MPEG (Moving Picture Experts Goup) is used for wuysa esbmﬁ(s for
t he wat er mar kFigab6&at er flrawkhart iBustatimgt the uiettigpnent fRIPCasHE St YAy

settlement object of the EMD service center 1. The settlement processing using the
bank settlement object is similar to the settlement processing using the credit
settlement object of Fig.65 from which the credit processing of steps 5471 and S474
is eliminated. The processing of steps S481 and S482 is similar to the processing of
steps S471 and S472 of Fig.65 and ‘thcrefore will not be described further in detail.
The processing of stepé S483 to S487 is similar to the processing of steps S475 to
S479 of Fig.65 and therefore will not be described further in detail.

In the above-described manner, the settlement processing using the bank
settlement object is carried out. Then, along the settlement processing using the credit
settlement object, the predetermined amounts are collected from the user, the contents
provider 2, the service provider 3 and the entitleq organization, and the predetermined

amounts are received by the EMD service center 1, the contents provider 2, the service

provider 3 and the entitled orgamzation.




contents is used. As the conmmon key encryption, DES, which is block
encryption, is used in the above description. However, FEAyhﬁkgﬂgged by
NTT (trademark), IDEA (International Data Encryption Al gorithm, or stream
encryption for encrypting every one to several bits may be enployed. In
the description of the encryption of the contents and contents key Kee, the
common key encryption systemis used;;However, the public key encryption
system may- also be used. At step S 184 of Fig.5 1, step S204 of Fig.52

and step S227,of, FiL 0,23 10 : A8 61 BblOBeschBBoA CERMESEr, Dbt
transmts theAagE%ﬂ%P?ﬁé”ﬂH%g?ﬁ%&?gﬁs%o thgaEND serv?ce center 1. However,

all or a part aof the yse pennissi I hfor et MRY, Rettdatnsmlobfn  Since
t he use B%WﬁP§§F§ﬁmﬁﬁ*@ aBWSHn%H§%ﬁ>eéaﬁﬁgfh§%§ht The useréﬂ%s%gﬂ}chased,
the EMD service center | can carry out.the.sett LProbY
conf i nni Aefatme’ b e ri&ﬁ#@ﬁmFﬁ%Pﬁﬂ%ﬁnﬁﬁnéagﬁﬂﬁ13 gﬁﬁégﬁ%ﬁ&?gﬁ%rné&ion,
price information and handlin licy.. At_.step_S70 Fi\0;.8 step S757
of Fi g. 820Mprespiosy 9I§Obﬁxqri11@}?8hﬁ°f§f8e@2é8§% Pd?mﬁép%ﬂ%l%z 81’6%‘311)7? ‘Qﬁfidgfoge, step
S873 of Fig.88 and step S903 of Fig.89 in the above.%&icr%p&joq_ t@e
recei ver iBhgasayAagpe bt whiErDAn 4t wAGTBA: 0badarmik HIFAbE (I YREY of the
receiver 51 to the command to be transmtted to the nenory stick IIl and

transnit comtentsesuk¢dant command to the nenory stick 111 so that the nenory
stick 111 may check the signature, thus reinforcing the resiséan e agai nst
unaut hori zed Asthoesnmon key encryption, DES, which is block encryption, 1s used n the

above description. However, FEAL proposed by NTT (trademark), IDEA

(International Data Encryption Algorithm), or stream encryption for encrypting every

one to several bits may be employed.

In the description of the encryptibn of the contents and contents key Kco, the
common key encryption system is used. However, the public key encryption system
may also be used.
At step S184 of Fig, 51, step S204 of Fig.52 and step $227 of Fig,53 in the above

description, the receiver 51 transmits the accounting infonmation to the EMD service

center 1. However, all or a part of the use permission information may be transmnitted.

Since the use permission information includes what right the user has purchased, the

EMD service center 1 can carry out the settlement processing by confirming the

information included in the use permission information, price information and

handling policy. , '

| At step S706 of Fig.80, step S757 ofFig.82, step S793 of Fig.84, step S833 of




Mor.eover, in the processing for shifting the contents shown in Figs.80 to
87, the contents key Kco is re-encrypted and tenporarily stqpgthgygd then
del eted. However, in order to avoid inconveni ence such that the receiving
side of the contents key Kco deletes the contents key Kco and therefore
cannot receive the contents key Kco because of the absence of any contents
key storage area, the transmtting siqg of the contents key Kco may
tenporarily nake the contents key Kcd 'tinavai | abl e (i.e., defining the flag

indicating the status of .t cqnt en e cQnang ' e unti
the rece g&%.%@hﬁﬁ%%@gﬁ*%ggﬁﬁﬁf%@J$§Q§f¥é§?%%ﬁ%q%§§b§§?ggégﬁﬁbﬁgﬁgessing
for making the contents key Kco avail abl e in when the,r I

conpl et i orcesvegAAlmavaannstd b s grdEe FRE Y Pl W"ﬁ?@’eéﬁg@?&%g tihgg(%%ﬁ%@zyst em
means the entire apparatus including a pluralijt of devices. As a.

provi di ngo wheeck conmmfuad tqolp@va@ﬁmgeét@awpmléelypﬁhégrlﬁhafléﬁla&?%"&ﬁ%bes}i{&?“ the
above-descri bed processing, a conmunication nmedi um such_as a gecﬁm rk, a
satel | it eonha@ catieemeasoryetick dd 1asor deb il mgmesdistek ddéHnas <acGaliet i c
disk, a CD-ROMor a solid state menory can be used. 7 June 2006 176 As
descri be_%i?ﬁﬁﬂ@;thﬁ@&@fn@bﬁ@gmeh'btéstpmmafnsi nyenheriged acHens.i rst key is
decoded with the second key, and when the first key cannot be decoded with

the second keyjorebi@NisAhépicesssifg fohshifinpahecdments shaverindiged tofhe s or e,
even in the case where the data providing side has changed the key at

ar bi trar y. bidik iy KOSisUSainchAle o eIpyrarile cokal ﬁ[tbﬂlyptiel&tddnf}@‘ﬁﬁtﬁ on at

any tine.
in order to avoid inconvenience such that the receiving side of the contents key Kco

deletes the cantents key Kco and therefore cannot receive the contents key Kco
because of the ébsence of any contents key storage area, the transmitting side of the
c;onte'nts key Kco may temporarily make the contents key Kco unavailable (i.e.,
defining the flag indicating the status of the contents key Kco and using that flag) until
the reception completion signal is received, and may carry out processing for making
the contents key Kco a\r-ailab]e again when the reception completion signal cannot be
received.

In this specification, the system means the éntire apparatus including a plurality
of devices.

As a providing medium for providing a computer program for carrying out the
‘above-described processing, a communicatioﬁ medimm such as a network, a satellite

_or a cable, as well as a recording medium such as a magnetic disk, a CD-ROM or a

solid state memory can be used.




Al so, according to the present invention, when the accounting val ue has
reached a predeterm ned value, transm ssion of the second ¥gynd ®06
requested. Therefore, even in the case where the data providing side has
changed the key at arbitrary timng, the user can securely decode
encrypted information at any time. Moreover, according to the present
invention, the data specifying the ipformation processing device is stored
and transmtted to the nanagenent device, and when transmtting the data

specifying thgg g@gcﬁﬁﬁtﬁi}%,@E%@ﬁ@tﬂ%éj&\%&ﬁ imkha&s ThéaioRey @llct i dsecond
key is requested. erefore, even'in the case where the data providing

si de has_c| ed the , ' | gﬁhﬂg t SEhith Ak §ReHARLY decode
encr ypt e&’lﬂﬁﬁgé?%{zﬁ) ’é%lgg%]%[lﬁéng%klg%%r I ngbet%g?%gﬁ\p]rtesent i nven%/i on,
nmut ual aut henticati i

1 i S caryried out d the -t enp LS 0€RGr at ed.
Then: t nbeystioRey g Sebla Srvieha sHesE ey th it @te phgpof,
encrypted with the tenporary key. The first key.is dgcoded with
t enpor ar ?afaldé?‘“éﬂ%g Flﬁi@nﬁ?aﬁf%ﬁaﬁﬁ?‘ﬁh‘? key ‘He""dgﬁbady\ﬂl?ﬁ]gt ﬁée P39 nl?%‘f/&%g’
Therefore, in decoding the .information, the key for encrypting the
i nf or mat deepdesensatpipd BHOBUIIONEAYIIRY to the present invention, the
i nformati.on providing device appends 7 June 2006 177 , the i forrm%i n
i ndi cating t halssaseHordige 67 th RresetaRyBHopovhertheaceptag Valie SrHEer and
transmts the resultant information to the information distribution device.
The i nf opretetomided valuburansmisson ebtheareandkaysis requegied. fIberefeie. e
information on the basis of the information indicating the handling of the
i nf or mat imthetaaansictd et datzopnovhing sidé banehanged phaokdsoatrgbitrani EBIng; ke
appends the use fee to the encrypted information,

‘user can securely decode encrypted information at any tune.

Moreover, according to the present invention, the data specifying the

information processing device is stored and transimitted to the management device, and

when transmitting the data sp@ciﬁ/ihg the information processing device, transmission

of the second key is requested. Therefore, even in the case where the data providing

side has changed the key at arbitrary timing, the user can securely decode encrypted

information at any time.

According to the present invention, mutual authentication is carried out and the

.temporary key is generated. Then, the first key is decoded with the second key and the

first is encrypted with the temporary key. The firstkey is decoded with the temporary

key and the infonﬁation is decoded with the first key. Therefore, in decoding the

information, the key for encrypting the information is not read out.

According to the present invention, the information providing device appends




and transmts the resultant information to the information processing
-device. The information processing device prepares the accpue2006

i nformation corresponding to the use of information on the basis of the
use fee, and transmts to the nanagenent device the accounting information
together with a part of or all of the information . indicating the handling
of information and the use fee. The mapagenent device detects an

unaut horized action fromthe accounting information and a part of or all of

the inf qq}'gqﬁfo%a'n@ghﬁ@atchﬂ% fhaahangd bhenfehmisdioondt ieporyard itfvemasent ee.
Therefore, unauthorized actions can be detected such as unfair pricing by

2, ber son Moyl g s Al etk BATAATRE OB Bndiha dintiouai Uorlctndbeat | ng
t he handf ng according to the present invention, the information

| ndi cat | ng Igﬁajr}j[acﬁgt 1bu%011(afev1c€&g&trﬂi§fésqpch %Q@&qﬂgﬁfbﬁnﬁwapﬁl@%asm

i nf or mat "O% transm' ormation distribution device.
The rece t ed. i,nf i handl i ng
i nf or%%ﬁfl T, ngﬁaﬁ{]gg gﬂ’éﬁ]ﬂge f{[}e]‘ra’rhn SS|n§ﬁm|] ﬁ%o%lﬁg%dg%ntnhﬁe
correspondlngtothe se of. informati i s prepared on th t he
i nf or mat PEATMFHY Iélé’i}’l‘ﬂ@g fedchH ’lﬁHPﬁng‘f theﬁi‘sgfﬁ‘g‘?) tgﬁ emf’?%tegélg%%&é?%%m on
information is transmtted 1%mther vm‘t aﬁlglat of or aIId th &
i nf or mat &Whtfﬁﬁﬁpﬁéﬂlﬂ%besflﬁé“tﬁé nafgnde thhfpko fohProFesubie 5465 17§ and an
unaut hori zed action is detected fromthe use ssi.on infor r;I%tl on and a
part  of infermeationgprogessingdeyraearipranes H f’&a?ill?fﬁlgtlﬁ THEHAR CAG e Pt i on.
Therefore, unauthorized actions can be detected such as unfair pricing by
a persontﬂeaxﬂen?g“ inforalation doethe dnels aferineomd wensTHEdOrRE PER2EHEFEat i ng

the handling. According to the present invention, the ID of the infonnation
processi devidevicaccounting information together with a part of or all of the information

indicating the handling of information and the use fee. The management device
detects an unauthorized action from the accounting information and a part of or all of

~ the in'formation indicating the handliﬁg of information and the use fee. Therefore,
unauthorized actions can be detected such as unfair pricing by a person having a valid
key and tampering of the information indicating the handling.

Also, according to the present invention, the information indicating the handling
of information is appended to encrypted information and then transmitted to the
information di;stribution device. The received encrypted information and information

- indicating the handling of information are transmitted, and usc'pennission information
corresponding to the use of information is prepared lon the basis of the information
indicating the handling of information. The use permission information is transimitted

together with a part of or all of the information indicating the handling of information,




and the data indicating the registrability corresponding to the ID are
-provided, and the information processing device is registeyg@ge?oshe basis
of the ID of the information processing device. Therefore, the possibility
of a contract with a user can be quickly determ ned. Al so, according to
the present invention, since registration of another information
subordinate to the informati on proces3i ng device is requested, a user
having a plurality of information processing devices can easily carry out
processi feH fi0knaudcgent bagdn isAlesoieddtaonidi vy peoniskienprisseaton Avenbdbn, t he
managenent device has the data indicating the ID of the infonnation

processi %9 Sexi 68 e ehfoheadat andipstigatienBatdieg sfegifstmatinl i {fheodpreespondi ng
to the ID, and registers the infonnation processing device on the basis of

the 1D of 1NhE.iQRABAI O B REESS] ABLASYh £ pridies bk pertes heving prabiéssi ng
devi ce reques?s regi stration, of another infoormation processing device

Subor o note Pl LRLO PO R GRaRL g SRl bty ner ot o e, the

naving 2 BT 8L 8o gkl B0 BB RGETEL AR SN SRR RR Bl el o

oper at i oAb e et giedoa=ERr b FrURBrEBREl heDD AP 42 casi1y

T e oL S8 (LTSl M ST (0 B g™

conditi Ogrsocaeggngp égﬁ%_ e"lqher-vle_fho(ie,qf{lg {Jgésigiﬂgf S aeéo%ttriagp \;v}tﬂ aturs];gr can be quickly
determined.

Also, according to the present invention, since registration of another
information subordinate to the information processing device is requested, a user
havin g a plurality of informetion processing devices can easily carry out processing for
a contract,

Also, according to the present invention, the management device has the data
indicating the ID of the information processing device and the data indicating the
registrability corresponding to the ID, and registers the information processing device
on the basis of the ID of the information processing device. The information
processing device requests registration of another information processing device
subordinate to the information processing device. Therefore, the possibility of a

contract by a ueer can be quickly determined and a user having a plurality of

information processing devices can easily carry out processing for a contract.




case where a certain violation has occurred can be easily and securely
~controlled (limted). According to the present invention, 4R{RrHmeEi on
-indicating the use perm ssion condition ofthe information and infornmation
aut hentication information indicating the perm ssion condition are
generated, and the authentication information is stored. Therefore,
rewite of the use perm ssion conditi7en of the information can be detected
and suitable nmeasures can be taken. Also, according to the present

 vention, ay hentibs akk omnbardRtiomninkntieh atred h rstotrten 6rndEeeSsary for
the use of information is generated and stored, and another authentication

information, i [,aL.e0,fh QM the WRtteeertif ofstatiomhas Ttwrtssi ¢7ei Bence
bet ween ?ﬁétoég%gfﬁgfogg{aaupﬁenti cation information and the stored

aut hent i cah;g%l%?%cg%e &g%“r%eé @in‘ﬁ%d;)fi ed and nutual authentication with an

i nf or mat545 um carried out. Therefore, rewite of the
related information of the infor ' &n. Betechefs predatrtiabd e
measures can M@‘etoéiﬁlerﬂccﬁdgl , t%g%eg?é’lisggt @f)yg?ﬁe ‘pr esent i%?/ﬁ;nti on, the
authentication informatian generation nean lraleeheaifehan waht on

i nf or matPreReHML é‘l‘ealtcéﬁtriaﬁf’ﬂﬁﬁ’é{igﬁms %refﬁﬁ%a%ﬁﬁ'ogﬁ%g%@l heggjéﬁs?ary for the use

of information, and the storage neans stor Jr&3td@frolled
i nf or mat ¢asa. Whde avesriam SHRIpEeP ﬁ%%ﬂ%cu&e et %%gsﬁ] t e?gégjtrhgnti cation

information fromthe related information and verifies the coincidence with
t he aut h@muiteBti on infonnation stored in the storage neans. The nut ual

aut hentication nmeans carries out nutual authenti.c t.igo i .
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condition of the information and information authentication information indicating the
permission condition are generated, and the authenticatic;n inforination is stored.
Therefore, rewrite of the use permission condition of the information can be detected
and suitable measm.“es can be taken.

Also, according to the present invention, authentication information of r_elated
information necessary for the use of information is generated and stored;-and another
authentication information is generated from the related information. The coincidence
between the generated authentication information and the stored authenticaﬁiou
information is verified and mutual authentication with an information storage medium
is carried out. Therefore, rewrite of the rglated information of the information can be
detected and suitable measures can be taken.

Also, according to the pre'sent invention, the authentication information

generation means generates authentication information of related information




the related information of the information can be detected and suitable
nmeasures can be taken. According to the present inventi on,ﬁ,_pl%z@@%a

speci fying the information and the data indicating the anount to be paid
to the informati on provider for the use of the information are stored, and
the sum of the anount to be paid to each infonnation provider is

cal cul ated on the basis of the storedgdata. The settlenent institution is
instructed to carry out settlenment for each information provider on the

basi s of  t he . Drgf ik vaf oeagbrhati@r, aad ilerstprgvintens shierbe SFESISE P emrent
processi ng anoll processing for calculating the profit can be efficiently

carried ou. Or §§, R c}@ichiien RIABEREndBIeRhbRT antitenatatau IR on wi t h
a Ioaded“géfnéérafﬁogﬁ' (ﬂs]tor?algg r]redi um ig carried out and predeterm ned

i nfonnati.on is encryp LR &d passlat eknigeddkey. withehetkothenti¢ations
possi bl e g &5 Eﬁaﬁtﬁl@%&ﬁgp{e} necessary information while maintaining the

security agai nst unauthorizes L OSFL AR ARRSHANEN bk ahb earpibesent
i nventi ohl}f%E‘PWé@ e ”%ﬁ rsg?}gg%&%hgge?%heﬁa st orage nedium | oaded in the
i nformation processing devjce i

s decoded, Lt.isipRssi Ph&etRe, rewties ol |y
‘store nesedyakapligIGANRE MR inffgnﬁét?cm %og%e%s?@ﬂ% Security against 7 June
2006 -181 unaut hori zed acti ons.. S0, accoyr di 18SeRbairBy et i on,
the i nf othealend FHEEBREHAE e inounRtiaf Foh i fifet8 A SuRiRp bskay6m | 00,
an external storage nmedium | oaded therein and encrypts predeterm ned
i nf or mat iberfakdint h t he public key of the managenent device. The managenent

device deCOdeicE:QI%ir?g ';[oaﬂé E)?ersgr?t iiﬁel;[tpo%, ﬁq)étd%Eansaplem E]rgz%gg inrfgl%al{f&l and the
data indicating the amount to be paid to the information provider for the use of the
information are stored, and the sum of the amount to be paid to gach information
| provider is caleulated on the basis of the stored data. The settlement institution is
instructed to carry out settlement for each information provider on the basis of the
proﬁ£ of each information provider. Therefore, settlement processing and processing

for calculating the profit can be efficiently carried out.

* According to the present invention, mutual authentication with aloaded external
storage medium is carried oﬁt and predetermined information is encrypted with a
predetermined key. Therefore, it is possible to externally store necessary information
while maintaining the security against unauthorized actions.

Also, according to the present invention, since data stored in an external storage
medium loaded in the information processing device is decoded, it is possible to

externally store necessary information while maintaining the secuﬁty against




Therefore, it is possible to externally store necessary information while
mai ntaining the security against unauthorized actions. Mreoygtpggccording
to the present invention, since nutual authentication with the information
processing device is carried out, unauthorized reading can be prevented. 7
June 2006 182 CLAIMS 1- An infonnation processing device which is
registered to a nanagenent devi ce andisshi ch uses encrypted information
provi ded from an i nfonnation providing device, the information processing
devi ce copLihREdRedbsd. ration request nmeans for requesting registration of
anot her information processing device subordinate to the information
processing devijce. ,Rordihg th MlOpBEAaRvaitRee SN idotesiamepmsesing dedcd n cl ai m
1, further conpri'sing settlenent agency nmeans for carrying out settlenment

processing for another .4, 05RaABE WoM RIREE8SI Mg eaRns IR ditRptieand t he
informati pr oCéssi ng JeV|ce. 3 .. An information processing nethod for an

or TR o0 BEOUL S DR RGN, I SRS F i e g mpagaranticov oo

rnrormati on prov om an | nfonnati on
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i nformation providing device which.is registered to a nanagenent device
the security against unauthorized actions.

Moreover, according to the present invention, since mutual authentication with

the information processing device is carried out, unauthorized reading can be

prevented.




and whi ch uses encrypted information provided froman infornation providing
device to execute processing including a registration requzgﬁn

requesting registration of another information 7 June 2006 proce53|ng
devi ce subordinate to the information processing device. 5. An information
utilization systemconprising an information processing device for
decodi ng i nformation encrypted and provided thereto and a managenent device
for managing the information proceSS|n% devi ce, the nanagenent device
havi ng regi stration nmeans having ID of*%he i nf or mati on processi ng device
and data indicating availability of registration with respect to that |ID
for registering the information proceSS|ng device on the basis of the ID of
the information processing devi ce,“"*¥Si nf or mati on processi ng devi ce
havi ng regi stration request neans for requesting registration of another

i nformation processing device subordinate to the information processing
device. 7 June 2006 184 | NFORVATI ON PROVI DI NG SYSTEM ABSTRACT An

accountiing mgbFordat@aNR08dseS:IdehRE YRt dIPR r!: gLkl A, tnggeﬁ'féﬁ d%? Q‘ ssion

condition of information. A decodlng/encrypt on Toddl & enera
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~condition. A storage rod
the information processing device comprising

registration request means for requesting registration of another information -

processing device subordinate to the information processing device.

2. The information processing device as claimed in claim 1, further comprising

settlement agency means for carrying out settlernent processing for another

information processing device subordinate to the information processing device.

3. An information prooeséing 1ﬁefhod for an information providing dévice which

is registered to a management device and which uses encrypted information provided -

from an infonnation providing device, the method comprisiné

@ registration request step of requesting registration of another information

processing device subordinate to the information processing device.

4. A program providing medium for providing a computer-readable program which

causes an information providing device wliich is registered to a management device
- and which uses encrypted information provided from an information providing device

to execute processing including

a registration request step of requesting registration of another information




73 stores the authentication information. Fig. 1
| 7 June 2006
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processing device subordinate to the information processing device.
5. An information utilization system comprising an information processing devi ce
for decoding information encrypted and provided thereto and a management device for
managing the information processing device,

the management device having registration means having ID of the information
processing device and data indicating availability of registration with respect to that
ID for registering the information processing device on the basis of the ID of the
information processing device,

the information processing device having registration request means for

| requesting registration of another information processing device subordinate to the

information processing device,






