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Field of the Invention The invention generally relates to distributing
conmmer ci awqposmdssrss, and 5 nore particularly to using destgugsozressoread
menory to provide limted access to distributed comrercial products

wi t hout havi ng ﬁq@% Sﬁ‘ﬁ‘ﬁ‘d i} mﬁ%{nw(to prevent
unwant ed accessl}?ge{lrlﬁé?éi ute bigm?m a prl\ggu%%gs ackground 10 Recently

t here have been many advances in comrunity file sharing technology, and in
t echnol OE%EJ egai rled Lgrn digitally encoding nusic data, audio and/or visual
data. T ow people (or machines) to easily share and
exchange such_data, .either directl r.indirectly though shari,ng services.
Such shari ng%%'HK%WB’&@%QW%@%@&%O ﬁgtr&uﬁn%Pgmﬁégp%qr@%uc%, 4 8Irmerci al and
non comerci.al data, .such as.nusic. A significant issue hindering such
D1 ol 1 er BPTS RS CHaal Y2 sy R regh oG SB sy it aksr® Shar i ng
policies for certain data. For exanpl e, one desjre to "rent" a song, or
D rovi o, BDYIaRATG S brodHO OHLEE b TG Db PURBY RIS YEst | ¢ o
only be played a certain nunber of tines, or only for a gi ven tinme period.
To ef f ecleCBORIATY tspie¥PHLOWaReStacFeshi® BETIRYRE IcERMEsEakRPYIHSchni ques ar e
typically enployed to control digital data distribution. Such security
techni ques increase the costs of providing data to consuners, increase

costs for devices to present the data, and provide nore opportunity for
probl ensBackegrotund 1 WO 03/ 023578 PCT/ US02/ 25307

10 Recently there have been many advances in community file sharing
technology, and in technology required for digitally encoding music data, audio
and/or visual data. These advances allow people (or machines) to easily share
and exchange such data, either directly or indirectly though sharing services.
Such sharing technology can be used to aid proliferation of commercial and non-

15 commercial data, such as music. A significant issue hindering such proliferation,
is difficulty in enforcing copyrights and/or sharing policies for certain data.

For example, ong may desire to “rent” a song, or a movie, by allowing one
to download the song or movie, such that it can only be played a certain number
of times, or only for a given time period. To effect such restraints, costly and

20 complex security techniques are typically employed to control digital data
distribution. Such security techniques increase the costs of providing data to
consumers, increase costs for devices to present the data, and provide more

opportunity for problems to occur.



Brief Description O The Draw ngs The features and advantages of the
present invention will becone apparent fromthe follow ng detailed
descri pti wo @fo2831@ present invention in which: FIG 1 ill wmtwesess3r
according to one enbodi nent, a destructive-read 5 nmenory and associ at ed

control drogig folr “roﬁzg:gﬂ érorptge menory and witing back to the nenory.
FIG 2t one enbodi nent, determ ni ng whet her

parm {tod. 10 BIREIES A SRV AARRSS ODE BIEAERG " BROLHBOUTENPSIoR! usor

utilizi a_web browser urchase or acquire data for use in conjunction
Wt a G0s Msdplomng 8ied eBpioRsEine prétettit Baf Bl 8 1 ab1 ¢ comput  ng
envi ronnment in_whjch certain aspects f the invention may, be inpl enented.
15 Detai |l ed PH3ct I”H?"f%ﬁsfpﬁc?ﬁl&gé&?ﬂeangﬁotdéﬁ‘?'?)tﬁdia%r%qqée‘ﬁ‘?%/dor art, and
specifically, to renove need for _conplex security measures for protecting
di st Pi bRY¥BOYANE asgogated cqpirphiedic &yde W@%PV‘ the mL%”i“PW?é‘g WiiNgt ore data. As
used herein, the term"data” is intended to 20 include any type of data

t hat ca®apkiaere@mpPr.a menory, for exanple, nusic, audio, video, conputer
software, digital inmages, etc., as-well as instructions to program or
configure a Fi@l3ilpstsiesmea®dingdatone ampdimentgdetammigingrvdieti@rocessor, or
the like. When data in the destructive-read nenory is accessed, the
accessedontinuast 3coess tadalaraddciom p dasiivelivebipad Iera@y sbouldégdi ng.

permitted.

10 FIG. 3 illustrates, according to one embodiment, a user utilizing a web
browser to purchase or acquire data for use in conjunction with a destructive-read
memory.

FIG. 4 illustrates a suitable computing environment in which certain aspects
of the invention may be implemented.

15

Detailed Description

To overcome limitations in the prior art, and specifically, to remove need for
complex security measures for protecting distributed data, a destructive-read
memory is utilized to store data. As used herein, the term “data” is intended to

20 include any type of data that can be stored in a memory, for example, music,
audio, video, computer software, digital images, etc., as well as instructions to
program or configure a Field Programmable Gate Array, Digital Signal Processor,
or the like. When data in the destructive-read memory is accessed, the accessed

memory is automatically erased by the act of reading.



2 WD 03/023578 PCT/ US02/ 25307 One exanple of a destructive read nenory is
magnetic core nenory devel oped at the Massachusetts Institute of Technol ogy
(MT) by wayoskass7rester in the 1950s. I n magnetic core nermayysea2bionary bi t
(one/ zero) was stored as a magnetic field in a very small ring of ferrous
material. In order tq read the state of 5 a bit in arin he magnetic
field is cha oe%%“@e I?ﬁ%%ﬁStéLngY%reaﬂgdngrgﬂ%'a@é?ﬂqeyc C?rﬁemg'{nS ed magnetic
field of, the ring.is lost, The value the bit one/ zero).  was

det er ni r‘?@éfeweijr@gmeoM?ﬂﬁaq‘H%e%HﬁﬂG@eiﬁ%?ﬁ@mn@)i'?iﬁ &@1 dorfﬁﬁi?e{ﬁ t he change
to a known s%gtg, i.e. during the rgad Oﬁ.q?ration. Due to |imted capacity,
di f fi culth§ 18p0%,die Magngtin ceR Lery. REATY AT {He/R82)0Las steedAiihet i ¢ core
menory was used sparingly. However, recent adyances. in t or age

t echnol d@?@‘setﬁék‘?@'o BrapyRrsgmetrige ngﬁﬁé’é‘? tmfr%%rﬂ%r l(b%rdﬁégﬂ '$RE ?'\“ﬁ ?tﬁ?e of
destructive-read features that can be used to the advantage of the

i nverft i gnbit ingheea.dhe Magsetiateld & §hangga e adnann staaNy cRFWENI such a
menory, it can be easily read w thout_conplex protection schemes, since
the act tbe stasedimegnaticfieldywéthermatintosial 2e valge of e kit rgad (engfzsrok- r ead
feature renoves the necessity for conplex protection schemes for stored
dat a, whiashdétarmined by edeniiesng the ahasge inbesoagnadivifiield qusigaitheeshangs provi de
data, and the cost of manufacturing devices to present stored data. Rather
than a ramkractrustete, i.eli ditringlthe mad opecatichavi ng to focus on securely encodi ng
20 data to prevent unauthorized usage, which entails use of conplex
encryption <$nkewdimitecdaapheity, Hifficuttpofigsarant high aoshthack irdiea 9&0sess,
conpliance with governnent encryption export regulations, etc., instead

f ocur mMayadeetidi dods hiehory was used sparingly. However, recent advances in

storage technologies have created large capacity storage mediums with

destructive-read features that can be used to the advantage of the invention.

Once data is securely acquired and simply stored in such a memory, it can be

easily read without complex protection schemes, since the act of reading destroys
15  the data read.

This destructive-read feature removes the necessity for complex protection
schemes for stored data, which in turn reduces the cost and complexity required
to provide data, and the cost of manufacturing devices to present stored data.
Rather than a manufacturer, distributor, etc. having to focus on securely encoding

20 data to prevent unauthorized usage, which entails use of complex encryption
schemes, complex key management to control data access, compliance with
government encryption export regulations, etc., instead focus may be directed
towards protecting the mechanism used for writing read data back into the

destructive read memory. This write back protection is independent of the data



towards protecting the nechanismused for witing read data back into the
destructive read nenory. This wite back protection is independent of the
data 3 VWOwW@BI@23588 PCT/ US02/ 25307 being stored in the maarysozasm7secur es
stored data irrespective of whether stored data is otherw se encoded. FIG
1 illustrates ccording to one enbadinent,. a destructive-read 5 nmenory 100
and asscﬁﬁ'%&ggre%dﬂgb%meﬂ}?@/’ca”poﬁecwgﬁ S vba 'FF%I?ﬁCE’H%OMﬁBW and Wi tiyng
104 back to the nenory, The FlI 1 enbodi ment nmay be incorporated into a
per sonaIStQﬂeSidlag 'Sc?éh\ﬁr%’é?e QAeds a personal digital assistant, portable

musi ¢ or video playback device, into consuner electronics such as those
installed within a home or office, or other machines. 10 It is assuned
that the nmemory is physically configured such that the act of reading a

portion of tFESdbIBYRIERRLCPENRE eanSSMRRAMPRY 8 desBUCRIEAYs of the read
menory portion. However, it wll|l be apprecjated that other nmenory
constd udnemamy Meanssassocirederntrosiogis faisreading g fiana thermBMeH 2t ess Menory
(RAM such as Dynam ¢ RAM ( DRAI\% Synchronous DRAM ( SDRAM), etc., 15 where
i ncor porwitig 104tkackrie thremsmprpathals. 1ambedimesiyrrubednGeerrsai®d control | er,
is logic that automatically erases the contents of the nenory after it is
accessedntospérspng igiiebdevieth sucke agl aipsrsonphdigital @ssistan fwgtabls esie i eve sone
or all of the contents of the destructive-read menory 100. Read data nmay
be pr oviaedticoplayback Oewice cinttatorsumpueledin®)icssieth assthasp inptalleawittiat a out put
on a hardware device, e.g., headphone output, video output, network output,
et c. Qutphodméa @6 offiey, @l ctbetmadcinines.
10 It is assumed that the memory is physically configured such that the act of
reading a portion of the destructive-read memory destroys the contents of the
read memory portion. However, it will be appreciated that other memory
constructs may be used instead, such as conventional Random Access Memory
(RAM) such as Dynamic RAM (DRAM), Synchronous DRAM (SDRAM), etc.,
15  where incorporated into the memory package, or an associated memory
controller, is logic that automatically erases the contents of the memory after it is
accessed.
As illustrated, the read interface 102 is used to retrieve some or all of the
contents of the destructive-read memory 100. Read data may be provided to an
20 external output 108, such as a physical data output on a hardware device, e.g.,
headphone output, video output, network output, etc. Output 106 may also be an
internal output, such as on a circuit board or integrated circuit, where the output is

provided as input to other control logic or data bus. It will be appreciated that the

read interface may be configured to operate and be accessed in a variety of ways



internal output, such as on a circuit board or integrated circuit, where
the output is provided as input to other control |ogic or data bus. It
will be apmpr@esoizai7zed that the read interface nmay be confi quoregsoeasoper at e
and be accessed in a variety of ways 4 WD 03/023578 PCT/ US02/ 25307

ot omoeaanang o Ty ppareRiy Fwoh ik dSTERE- RS RN AR . Tt o 1 he

destructive-read, nmenory. This interface may be used to initialize the
memory WIPIRMENHSH f r om some 5 data source 108, such as a point of sale
termnal, network, wreless transmssion, etc., or it.my he used to
rewite the J@awrﬁ%mrfaqmoﬁ $ Héenl-?a rig delp 'n%%thﬂﬁ%tw%t{vteéffxia exanpl e, the
output of the read interface 102 |s .c rmuq catively.coupled with a

" cont i ndeRMade ddus Bisiacs mayr e yags to\,wﬁ%l};ei #he Merery Q’f@&%?ﬂ:ﬁ?@aﬁomﬁa y coupl ed
to the wite interface 104. The conti nued access ,c?ntrol | er is responsible
for &nf slaéa Aeuree 188.cwi6h asiagPriat ofsalscieHnBal. REfR T AY e !eSSJraEMiI$HIAhe
destructive-read nenory 100. In one enbodi ment, destructive-read nenory may
i ni ti al ietedoy ivnaytberiset te rewrife dag reaslgnemery 1t thareaddatae Inis i8habl e 112
first uses sone traditional authentication process to valjdate

Wi t e- erextaiipiey thereutpehefithe reasdintesiege 402 dneonamuicaiiiely ¢pledawiged bul k
witing of data to the nenory. For exanple, a device can be 15 initialized
for init'cahtinued asgedsoztitraliera1$@rwhich &f tupuis chenseicaliMely calBledto Yiesual  wor ks
or other data into the destructive-read nenory. Once the nenory is wite-
enabl ed,writatirtedace bt | edeantinned actassroontselier va telsponsible deri gnfergingny
encryption of the stored data. For sinplicity, it is assuned the
destiouctdoeess dgtts aesamiated tvith elmtadstbeed in the destructive-read memory 100.

In one embodiment, destructive-read memory may initialized (written) from
a data source 108, where the write-enable 112 first uses some traditional
authentication process to validate write-enabling the memory, and then allows a
single (or large) bulk writing of data to the memory. For example, a device can be
15  initialized for initial use by loading a series of purchased audio and/or visual works
or other data into the destructive-read memory. Once the memory is write-
enabled, data can be loaded into the memory without requiring any encryption of
the stored data.
Fbr simplicity, it is assumed the destructive-read memory stores data
20 whose access is controlled by a single associated access rights, however it will be
appreciated that the destructive-read memory may store multiple data items, each
having their own access terms. For example, the destructive-read memory may
store multiple songs, some distributed freely, and others having restricted access

rights enforced by the continued access controller 110.



20 whose access is controlled by a single associ ated access rights, however
it wll be appreciated that the destructive-read nmenory may store nultiple
dat a itenw0 @aebs7shavi ng their own access ternms. For exanmayusoes3or

destructive-read nmenory may store nultiple songs, sonme distributed freely,

and others haying.restricted acgce ri.ghts enforced b conti nued
Bccess cont r SYMAPLAEE: AdcBhiot BiEE SRsalcsdd nBr 956 I artrTa I o o cessed
in the destructive-read nory, the contents, of the nmory,.i s destroyed.
However MeHENIE FESTYY eﬁ“@e{%‘“ Q{/e’admgethgmﬁm%g@e cgﬁgr&e control | er
110 may deternine.th access to the store ata shqul d, be , continued. In
this o AraeroroTiole’ TRy Selribeclt 56T 1R stonay Bl T ead 5. dat a
back to the destructive-read nenory way of the wite interface 104.
FIG 2 iqoﬂﬂgtt'?‘it‘@éf"séé%ko&i&GQ%“B%%?P@&%FH@F&”?‘V EP@MWE? &i§athet her
conti nued access to data read froma destructive-read nmenory shoul d be
per nidt t Skdta pack 1o the dapibistiveread BeMRry BY Way of iheavriieintedace 4 dest ruct i ve
read 10 menory, such as through a purchase transaction at a store, by way

of file sharing between individuals and/or machines, or other source. The
acquired data is stored 202 in the destructive-read nenory. \Wen the '

destructi ve- Mé@d2 ifaisates.iascersing one eurefimsntpgetpryiniig wheiBer or control | er
of a device incorporating the destructive-read nenory, a test 206 is
per f or medntioubachese tarilate redbiroora dedristve-eat memeradhdeldsberay conti nue. For
exanpl e, a song my have been rented and stored in the nenory, where the
song i s panijtieal. |10wesl embodibenp| daye s angozed ROO fanittee dednativeoread usage count er
(not illustrated) is associated wth the song and set to one. Wen the
song 0 s mémpad sutihes theoughes pomitadretransaction at a store, by way of file sharing

between individuals and/or machines, or other source.

The acquired data is stored 202 in the destructive-read memory. When the
destructive-read memory is read 204, such as by way of a user or controller of a
device incorporating the destructive-read memory, a test 206 is performed to
15  determine whether access to the read data may continue. For example, a song

may have been rented and stored in the memory, where the song is only allowed

to be played once. In this scenario, a usage counter (not illustrated) is associated

with the song and set to one. When the song is played, the counter may be

decremented to zero, indicating that continued usage is not allowed, thus

20 continued access is denied and the read data is allowed o remain erased 210 as
a by product of having played the song.
Conversely, if the test 206 indicates that access may continue, then the
read data is written back 208 into the destructive-read memory. For example, one

may have rented a video good for five days playback. In this scenario, a time

25  controller (not illustrated) may be associated with the data within the destructive-
6



decrenented to zero, indicating that continued usage is not allowed, thus

20 continued access is denied and the read data is allowed to renmain erased
210 as awweyospmssigct of having played the song. Conversel ywCifsoehssgrest 206
i ndi cates that access may continue, then the read data is witten back 208

into th nH'&Sri = : | one, may have rented a video
Igood fo(rere ?\%ﬁr day’s\)og?i%?[ﬁgai(t:%?E%V?‘I#géss%ﬁgﬁ?%?ccfsf i(%ﬁ-’é?ygaﬁi?% er (go'{/\o
illustr ; j ' data within the destructive-
031 02558 PR s B Lifollh or bt g e frled Batia Sseom 1 et o

ti e. g. .ayback days remajnjn against the tjne
cont ol 1StPEt g (e B BLaRE YR -pf G EoriaheT b BB 7). e d
dest tive- menor. or.t estructive-read nmenory itself, may provide
a vari ot PAEPoR B B AR B sty i e Rk TGS BesasReR] at od |5 i ¢ h
t d a.to requlate cess and continued access to stored data.
,SAI'? (rar%nat '@‘eﬁt red cfag &odl;ﬁgg%gee?ccgﬁ 8R4 CRMENUedraceese iariieragdataxml) code, or the
ik be. : i at ed tQ allow arbitrary tests and operations to

: . associ ated so as _
clonte r ol r@%&@g%’eﬁ’aﬂﬁg&%ﬂ@a‘b%"%{b’%&%M%@%‘e%@gaeﬁ('}ﬂ!—) tafepretherisedi nent, the
testing 206 nechanismis protected, such as 10 through encryption, in
o(raZelr '? 6“%%?/@?&0%"?%%%?9 llow anbittary {estioand grefatiensdo centieliasaess on ri ght's
for data stored in the destructive-read nenory. FIG 3 illustrates,
accor di UG BHELRIFEEP fRotereddlalder utilizing a web browser to purchase or
acquire data, such as froman online store, for use in 15 conjunction with
a destructi v pr&x@Mbedisiant, thentesting 206 mechenismds aratediedsosses  of a
computer, or uses another user interface, such as a pur chase tabl et,
wi r dPesdhrough encryption, in order to prevent attempts to illicitly modify access

continuation rights for data stored in the destructive-read memory.

FIG. 3 illustrates, according to one embodiment, a user utilizing a web
browser to purchase or acquire data, such as from an online store, for use in
15 conjunction with a destructive-read memory. The user starts 300 a web browser
of a computer, or uses another user interface, such as a purchase tablet, wireless
portable computer, personal digital assistant, or the like that is configured to
obtain data for the user.
Assuming the user is seeking to purchase and download data, the user
20  completes a purchase transaction 302. In the illustrated example, the user
purchases a limited-used product, e.g., one that can be only used a certain
number of times, or within a certain date, or according to some other restriction,
such as a policy. The product’s data is downloaded 304 to a destructive-read
memory, such as one incorporated into a portable access device of the user, e.g.,

25 amusic player, video player, etc. In the illustrated embodiment, due to the
7



portabl e conputer, personal digital assistant, or the like that is
configured to obtain data for the user. Assum ng the user is seeking to
pur chase wodosdas#toad data, the user 20 conpletes a purclmEg@Uias®act i on
302. In the illustrated exanple, the user purchases a |imted-used
product, ne that n be.on cer er..of tinmes, or

W thin anE%'%PHY ﬁaﬁaﬂaéurecﬂ? %’éecgﬁrapwé—rteg %O%ﬁ‘g&\% r@fj "E)ﬂn such as a
policy. The FW?%C?J data is downl oaded 304 to a destructive-read nenory,
such as YKES %6'?“3 ted into a portable access device of the user, e.g.,

the 7 w0 03/1ESsshs! sk de°q£m%§e;@@$ttgm'%ﬁé$‘ﬁepé'a§§“rﬁﬁ%mi?“é gent e to

destructi ve read nmenory, the d%Fa is stored in an unencry ed fornat. | f
t he user™p&hiDgCRgVHEH fh?tdé’tt? 5de beacsesssds!t trrssyaied & Wied PEWiER!e$%r ent from
the nmachine on which the data is to be accessed, it is assumed a wired or
Wi reI %sscwwam%m%aw&x'sﬁ%ﬁoﬁraéﬁf%@ng@dﬁa&w e Lb?@ﬁﬁidﬁﬂﬁe fita to the
user's device for accessing the d gq? Bl uet oot h (promrul gat ed by
Eri cssonaccesiingthg éata, add Blmtﬁ@héprom%a’c byi Erigssany RV, | Gg‘nﬂﬂ‘ﬁl cation
techni ques. Depending on the user interface, and the transfer distance,
various etbershrinfsaredor othensprinuication tashpiaugedDependisge the users are t hen
set 306 for the downl oaded data to prevent tanpering. These limts
det er i nisterfase oyt thei teamstefr distanceovariona edmanaisationdesitniqpiesare 110 (FIG 1) .
In one enbodi nent, the restrictions are programm ng |anguage code that is
execut ederoployed.er preted by the continued access controller.
10 Usage limits are then set 306 for the downloaded data to prevent
tampering. These limits determine the operation of the continued access
controller 110 (FIG. 1). In one embodiment, the restrictions are programming
language code that is executed or interpreted by the continued access controller.
it will be appreciated that various methods may be employed to transfer the usage
15 restrictions along with the data, including embedding the restrictions within the
downloaded data, wrapping the data and restrictions into a fogical document, e.g.,
with XML, or through some method.
The user then accesses 308 the data, causing the stored data to be
destroyed. A test 310 is performed to determine whether continued access to the
20 datais allowed. As discussed above, the test may comprise specific testing code
associated with the downloaded data, or a certain test already supported by the
accessing device incorporating the destructive-read memory, e.g., accessing

device may be required to provide support for certain common tests, such as for

usage count limits or time limits. If 310 continued access is not allowed, then



It wll be appreciated that various nmethods may be enployed to transfer the
usage 15 restrictions along with the data, including enbedding the
restrictiwosovu2sitsn the downl oaded data, wapping the datrcTamsd2/25307
restrictions into a | ogical docunent, e.g., wth XM, or through sone

met hod. The user thepn, accesse 08 the data, causing . the stored data to be
dest r oy ®EPCERSING S{OPS 1 ziMﬁb%'Ff‘%Pﬁﬁ%NFﬁe%‘gwm%@ %ﬁé?ﬂ@ﬁ%n‘%l‘%ued access to
the 20 data,is allowed. As discussed above, the test nay conprise specific

t est i ng N@YHE P5886E38%d with the downl oaded data, or a certain test already
supported by the accessing device incorporating the destructive-read
menory, e.g. Howe¥dsidig coagn\).;e@eaqﬁ:%s '5@39‘@6@1’%%6‘%?%6 RENS H@él%ﬁ%port for
certain comon tests, such as for wusage count limts or time limts. If
310 cont¥lAletrligetbesurreniigtags anshibe readiaia & \Wittenshards Hiee BEMOD502/ 25307
processing stops 312 with the destructive-read nenory in the state of the
dat a5ha\ﬁ1gg Thuarfoepxaserie, iHhReeslrictiqns I@q@ﬂ%@h@agﬁj@altég@@w preset| owed, the
usage data is updated 314 to reflect the current usage and the read data
i s writ taspessde koumted hgaimshiveyestgctpne Wirnuthe lagallewathgceess; gecutse
restrictions include a usage |imt, then the present access is counted
agai nst thérethedsstrd1Otwarid failfand prhesssingtwanlld simpB120dtsibesiestivgive- t hen t he
test 310 would fail and processing would stop 312 with the destructive-
read nenead meeaiongbeingeeased. n It the illudtnagtdr emnbadieebt dinoe tasting3d@ t esting 310
tenporarily wite-enables a device enpl oying destructive-read nenory, the
dat a 10 té@povarilytvaite aalksie8 Hodavidehmnplogng dgstruatine-réad seatory, dsdidas, a data
provider may initially encrypt data to protect against illicit acts, and
t herghayewtifién PAEK $18 Wlilout encryption. In such fashion, a data provider may

initially encrypt data to protect against illicit acts, and then have the protection
automatically removed from the data during an initial read and write-back process.
This embodiment allows, for example, a data provider to ufilize a data encryption
scheme that operates only' once to uniquely distribute purchased data to a

15  purchaser.

FIG. 4 and the following discussion are intended to provide a brief, general
description of a suitable computing environment in which certain aspects of the
ilustrated invention may be implemented. An exemplary system for embodying,

20 for example, the destructive-read memory of FIG. 1, includes a machine 400
having system bus 402 for coupling various machine components. Typically,
attached to the bus are processors 404, a memory 406 (e.g., RAM, ROM),
storage devices 408, a video interface 410, and input/output interface ports 412.

The system may also include embedded controllers, such as Generic or

25 Programmable Logic Devices or Arrays (PLD, PLA, GAL, PAL), Field-
9



automatically renoved fromthe data during an initial read and wite-back
process. This enbodinment allows, for exanple, a data provider to utilize a
dat a encrwmosm3ss’scheme that operates only once to uni quelpCTdi®RRFIo0Ot €
purchased data to a 15 purchaser. FIG 4 and the follow ng discussion are

i ntend ' ' . i pLi f.a suitable conputing

gzv?poﬁqﬁ%@aﬁﬂ%{%?%ﬁg%g %F‘:gg'g):%@ é“%aggﬁﬁé%&f'% ﬁﬁ%&?&e[de 'I'J(!f%?enti onrrpmay be

oot r it gy SHeRAEDF gy B M o B BRI s R es0® havi ng syst em

the bus APy L abdde R Bt s o LG ehveikifardan Beica or age. devi ces

408, [ interf 410 i_nput / oyt i nterface ports 412. The

ayst em 10 TSrSB FhoRE e Bt stte orre Ay hENER SacwBReriise 25
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networ ks, cellular, cable, laser, satellite, mcrowave, "Bluetooth" type

net wor ks, opf N@HIveniiofy may g deserikrday redaipngede. pragram medues & may be

descri bed by reference to program nodul es for
10 performing tasks or implementing abstract data types, e.g., procedures, functions,

data structures, application programs, etc., that may be stored in memory 406
and/or storage devices 408 and associated storage media, e.g., hard-drives,
floppy-disks, optical storage, magnetic cassettes, tapes, flash memory cards,
memory sticks, digital video disks, biological storage, as well as transmission
15 environments such as network 422 over which program modules may be
delivered in the form of packets, serial data, paralle! data, propagated signals, or
other transmission format.
llustrated methods and corresponding written descriptions are intended to
illustrate machine-accessible media storing directives, or the like, which may be
20 incorporated into single and multi-processor machines, portable computers, such
as handheld devices including Personal Digital Assistants (PDAs), cellular
telephones, etc. An artisan will recognize that program modules may be high-
level programming language constructs, or low-level hardware instructions and/or

contexts, that may be utilized in a compressed or encrypted format, and may be
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10 perform ng tasks or inplenmenting abstract data types, e.g., procedures,
functions, data structures, application prograns, etc., that nmay be stored
i n nmenor yw&D®/023571d/ or st orage devices 408 and associ ated stawesye/26mdi a,
e.g., hard-drives, floppy-disks, optical storage, nmagnetic cassettes,

tapes, flash memyry.cards i 1.qi: i h&ts. biol ogical
st or age, Heedu) ¢ ﬁ'@%ﬁ%ﬁﬁvgﬁé&ﬁﬁ%%&%hﬁﬁoﬁ%ﬁt"iFUSCSE; ‘%Z‘gr I‘r%etwork 422 gver
whi ch progﬂq am nodul es may be delivered in the form of packets, serial

data, par &19"8?Ydata, propagated signals, or other transnission format.
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used in a distributed network environnment and Stortﬁgtti n | ocal and/or renote

menory. THORKING the mxehaseer agmyinitiors adt be arpireiated that egiole MABHEs nent s,

assum ng nachi ne 400 operates an audi o and/or visual playback device
i ncor por at41dg4 46 maystaoniigiree like machird0p, anthibsreferedneude nady o4 # O%ray be a
server for purchasing or otherw se acquiring data for playback, and device

416 a useritsiaieroetfitac & should alstkbergpprissiatngrtbaiagactineseduidd s 4thmaydeni | | be

appreci ated that renote machi nes
10 embodied within a single device, or separate communicatively-coupled

components.

Having described and illustrated the principles of the invention with
reference to illustrated embodiments, it will be recognized that the illustrated
embodiments can be modified in arrangement and detail without departing from

15  such principles. And, even though the foregoing discussion has focused on
particular embodiments, it is understood other configurations are contemplated.
In particular, even though expressions such as “in one embodiment,” “in another
embodiment,” or the like are used herein, these phrases are meant to generally
reference embodiment possibilities‘, and are not intended to limit the invention to

20 particular embodiment configurations. As used herein, these terms may reference
the same or different embodiments, and unless indicated otherwise, embodiments
are combinable into other embodiments.

Consequently, in view of the wide variety of permutations to the above-
described embodiments, the detailed description is intended to be illustrative only,

25  and should not be taken as limiting the scope of the invention. What is claimed as
11



414, 416 may be configured |ike machine 400, and therefore include many or
all of its elenents. It should al so be appreciated that machi nes 400, 414,
416 may bwdal@/esttedi ed within a single device, or separat @CT/US02/25307
comuni cati vel y-coupl ed conponents. Having described and illustrated the
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arr angemn&ndﬁgﬂrip&tﬁél’_lI%&?%img%@r%dumlgngﬂg‘ﬁﬂé%sUCh principles. And, even

t hough the foregol ng discussion has t'ocuse articular enbodi nents, it
i s understood other configurations are contenplated. |In particular, even
t hough expressions such as "in one enbodinent,” "in another enbodinent,"”

or the like are used herein, these phrases are neant to generally

reference enbodi nent possibilities, and are not intended to limt the
invention to 20 particul ar enbodi ment configurations. As used herein, these
terms may reference the sane or different enbodi nents, and unl ess

i ndi cated ot herwi se, enbodi ments are conbinable into other enbodi ments.
Consequently, in view of the wide variety of pernutations to the above-
descri bed enbodi nents, the detailed description is intended to be
illustrative only, 25 and should not be taken as limting the scope of the
invention. What is clained as 11 WD 03/023578 PCT/ US02/ 25307 the
invention, therefore, is all such nodifications as nay conme within the
scope and spirit of the followng clains and equivalents thereto. 12 WD
03/ 023578 PCT/ US02/ 25307
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What is clainmed is: 1. A nmethod for controlling nedia playback, conprising:
reading data froma destructive-read nenory; determ ning authorization to
subsequenwoyosaesess the read data; and 5 if authorized, wrRdT/Usy2bs0K t he
read data to the destructive-read nmenory. 2. The method of claiml,

wher ei n Wi/t iNg cRARKq ishe read data occurs while the data is being read
fromthe destructive-read menory; 10 3. The nethod of claim 1, wherein

writing back the reg%&%&&ggwﬁgw@ngg% Fﬁéﬁﬁ"@‘éﬁeﬁ"ﬁ'ﬁ’égﬁg@i on of the data is

read fromthe destructive-rea claiml, further

conpri si ng: d?ﬁdﬁﬁ@étg%p‘ﬁaﬁéﬂﬂﬁtig&g%qeﬁﬁeﬁ{owr the readi ng data; and 15

determ ning the a orizatio ase east 1'n part on the usage counter.

5 oun, oL oL AR S SORGhEhMeoBAL 354568, ST L2

product havi ng e S ng the usage

craim8, furt i ETar B sk ReoBRER A B R Rev et rtiRrlic o mmy be

stored within the destructive-read nenory, the comrercial products being
sel ected ones of a video 25 recording, an audio recording, a nusic

recorci e, Ot ViR Lo SRS B BRSBTS

¢ ) . ) ) et
cryprogr a'?/vhr{n% tﬁg >cll’ata i(s’j1 Bgingr}eééj Frgrgﬂl thg dle(sjt?t?cttilvé-lreeard memory;

10 3. The method of claim 1, wherein writing back the read data occurs

after at least a portion of the data is read from the destructive-read memory.

4, The method of claim 1, further comprising:
decrementing a usage counter after the reading data; and

15 determining the authorization based at least in part on the usage counter.

5. The method of claim 4, further comprising:
purchasing a commercial product having an associated usage allowance;
and

20 setting the usage counter based at least in part on the usage allowance.

6. The method of claim 5, further comprising:
wherein one or more commercial products may be stored within the
destructive-read memory, the commercial products being selected ones of a video

25  recording, an audio recording, a music recording, directives for a device,
13



7. The nethod of claim11, further conprising: 5 storing in the
destructive-read nenory sel ected ones of video data, audio data, nusic
data, di rextiwess78or a device, instructions for a process@Gr/esocaspoat er
application program a cryptographic key, and an identity identifier. 10 8.

The met hoehstluctbrd 1t & prddess ¢ irSlnBitati ' a ligthe
destructive-read rrermrpy in gﬁéugmgéé?{)gg:afﬂgﬁ %gcﬁtdﬁﬁnga Ewwé%mgéé%f claim
1, furthemng@mpaésity@entife?r i ng a linmted-use comercial product in the
destructive-read nmenory in 15 an unprotected format. 10. The met hod of
claim1, further conprising: downl oading the data, access rights for the
data, and a description of the data; 20 storing the data in the

destructi ve-read Mery yotitaldr daih A0 e dowphapged description of the data
an t he aut

agai nst a |l ocal policy; perform ng iori zation to subsequently
accesssw th respect to the downl oaded access rights for the data. 25 14 WO
03/ 023578 PCT/ US02/ 25307 11. The method of claim 1, further conprising:

determ ni ng au i L ites h struetive-read nenory. 12.
An article forgtggﬁgﬂ @F?EB&?@ | éé%li a“y’%ga%{i?élsgtﬁg?opg? RBY'O'@O dala audic
. data, music data, directives for a device, instructions for a processor, a computer

application program, a cryptographic key, and an identity identifier.

10 8. The method of claim 1, further comprising:

storing a product in the destructive-read memory in an unprotected format.

9. The method of claim 1, further comprising:
storing a limited-use commercial product in the destructive-read memory in

15 an unprotected format.

10.  The method of claim 1, further comprising:

downloading the data, access rights for the data, and a description of the
data;

20 storing the data in the destructive-read memory;

validating the downloaded description of the data against a local policy;
and

performing the authorization to subsequently access with respect to the
downloaded access rights for the data.

25
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5 a machi ne-accessi bl e nedi a havi ng associ ated data, wherein the data,
when accessed, results in a machine performng: reading data froma
destructi we a3@ass7senory; determ ning authorization to subseEqueswhysoaccess
the read data; and if authorized, witing back the read data to the

destructive-read. nemaeynethddPofldaimMeuaidriceh®righgc! ai m 12, wherein witing
back the read data occurs while the data is being read fromthe

dest ruct i ve- r eaitdrRIFIAY authdrizatleR & Write:bRarté tHe dHsidfe- A8 GlMoNr i ti ng back

the read data occurs 15 after at |least a portion of the data I'S read from
the destructive-read nenory. 15. The article of claim12 wherein the
machi ne- accessi bl e nedia further includes data, when accessed by the

machi ne, resul 3 i nAWé"F‘ticrl@faFicBﬁtrolﬁgjiﬂjﬂgaigid?%ibaglg %%ﬁr@rrgﬁgmi ng a usage

counter after the reading data; a eterm’ni ng hori zati on based at

feast len Pt SmaluISB0RsENILSE oS ooThRRB6 LAl SRl BAS uher el

t he nachi ne-accessi bl e urther r°’nc

machi ne, @l 5&&&%%&@%5 %&Eeﬁo%wgng: 15 WO 03/ 023578

PCT/ US02/ 25307 purchasing a comrer duct having an associ ated usage
Gsage al | ovanol o {98 FEfEa MEPRRARCRAERRRES “nerein one or more
commercial pr OGertrr?iining authorization to subsequently access the read data: and
if authorized, writing back the read data to the destructive-read memory.
10
13.  The article of claim 12, wherein writing back the read data occurs

while the data is being read from the destructive-read memory;

14.  The article of claim 12, wherein writing back the read data occurs

15 after at least a portion of the data is read from the destructive-read memory.

15. The article of claim 12 wherein the machine-accessible media
further includes data, when accessed by the machine, results in the machine
performing:

20 decrementing a usage counter after the reading data; and

determining the authorization based at least in part on the usage counter.

16.  The article of claim 15 wherein the machine-accessible media
further includes data, when accessed by the machine, results in the machine

25 performing:
15



may be stored within the destructive-read nenory, the commercial products

being selected ones of a video recording, an audio recording, a nusic

recor di ngwo aieesssi ves for a device, instructions for a prrREIeE®R;302

conputer application program a cryptographic key, and an identity

| dent i fier. 10 pushating cscmmbeiad braduat mvid MBS LIdbidd G dBCllolBpAGCess! bl e
I"ne,

media further includes data, when accessed by the nac resul'ts in the
machi ne @&df ornming: storing in the destructive-read nenory sel ected ones
of a video recording, 15 an audio recording, a nusic recording, directives

for a device, batingdes ie Jodhted baBsPSOSSQ" L&l ,2RR¢at i on
rogram a cryptographic key, and an iden%i"’gf}é‘rtﬁgg}rﬁjﬁealrgeerﬁlgwgm%he article
prog yptograp y

of claim 12 wherein the machi ne-accessible nedia 20 further includes data,

when accessed by the machine, results in the machine performng: storing a

producd in the1dest ThChiivIB-df @R6m T8 k ot ect ed. f or mat 16 WO
031 023578 PCT/ US2/ ohagsaesh erlin 16, Whérei o or il commeytial Brafuctse

machi ne- agesss b dwitiRtHeHdsheEt o] LR anen. aceessed by Lhe
machine, results in the machine 'pegr%%gmesrﬂ%& ®F&P| g rglafprﬁfiy%’rahgeg@
comer ci abelBERdWHesidRa iR thYEnGiSad.dTRaRry 10 2 an, unprotect ed
format. 21. The article qug?(gpﬁgléHgﬁégé???ﬁ'H@ %ﬁ‘é‘ﬁicr{ég%@@gssi bl e medi a
directives for a device, instructions for a processor, a computer application
program, a cryptographic key, and an identity identifier.
10
18.  The article of claim 12 wherein the machine-accessible media
further includes data, when accessed by the machine, results in the machine
performing:
storing in the destructive-read memory selected ones of a video recording,

15 an audio recording, a music recording, directives for a device, instructions for a

processor, a computer application program, a cryptographic key, and an identity

identifier.

19.  The article of claim 12 wherein the machine-accessible media
20  further includes data, when accessed by the machine, resuits in the machine

performing:

storing a product in the destructive-read memory in an unprotected format.

16



further includes data, when accessed by the machine, results in the machine
performng: 10 downl oading the data, access rights for the data, and a
descri pti wo @fo2ss1e  data; storing the data in the destructRcaessoeassomenory;
val i dati ng the downl oaded description of the data against a |ocal policy;

and 15 perforrimg tihe atididof tlziat 1 DWhbeis tHSASMIE-hYcARSBRS Sl N respect to
the downl oaded access rights for the data. 22. The article of claim12

wher ei n tfuethgripbivdes A6REHHER BCIBREY By tﬁé’ﬁ*at'}ﬁ'ﬁe'r@gultéqﬁ%hé]ﬁ{a%hm\é/“en accessed
by the machine, results in the machine 20 perform ng: determ ning

aut hori zapéregimiigy: Wi t e- enabl e t he destructlve read nenory. 17

storing a limited-use commercial product in the destructive-read memory in

5 an unprotected format.

21.  The article of claim 12 wherein the machine-accessible media
further includes data, when accessed by the machine, results in the machine
pérforming:

10 downloading the data, access rights for the data, and a description of the
data;

storing the data in the destructive-read memory;

validating the downloaded description of the data against a local policy;
and

15 performing the authorization to subsequently access with respect to the

downloaded access rights for the data.

22.  The article of claim 12 wherein the machine-accessible media
further includes data, when accessed by the machine, results in the machine
20  performing:

determining authorization to write-enable the destructive-read memory.
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