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Background Art
The Internet, also referred to as an

15 "internetwork", is a set of computer networks, possibly
dissimilar, joined together by means of gateways that
handle data transfer and the conversion of messages from
the sending network to the protocols used by the
receiving network (with packets if necessary). When

20 capitalized, the term "Internet" refers to the
collection of networks and gateways that use the TCP/IP
suite of protocols.

The Internet has become a cultural fixture as a

source of both information and entertainment. Many

75 businesses are creating Internet sites as an integral
part of their marketing efforts, informing consumers of
the products or services offered by the business or
providing other information seeking to engender brand
loyalty. Many federal, state, and local government

30 agencies are also employing Internet sites for
informational purposes, particularly agencies which must
interact with virtually all segments of society such as
the Internal Revenue Service and secretaries of state.
Providing informational guides and/or searchable

35 databases of online public records may reduce operating
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aHd AR/ %?E+%@ & q#&fetc)y.\Myﬂéhih%o%maglon in variou
data files is formatted for presentation to a user by a
standard page description language, the Hypertext Markup
Language (HTML). 1In addition to basic presentation
formatting, HTML allows developers to specify "links" to
other Web resources identified by a Uniform Resource
Locator (URL). A URL is a special syntax identifier
defining a communications path to specific information.
Each logical block of information accessible to a
client, called a "page" or a "Web page", is identified
by a URL. The URL provides a universal, consistent
method for finding and accessing this information, not
necessarily for the user, but mostly for the user’s Web
"browser". A browser is a program capable of submitting
a request for information identified by an identifier,
such as, for example, a URL. A user may enter a domain
name through a graphical user interface (GUI) for the
browser to access a source of content. The domain name
is automatically converted to the Internet Protocol (IP)
address by a domain name system (DNS), which is a
service that translates the symbolic name entered by the
user into an IP address by looking up the domain name in

a database.



user into an I P address by | ooking up the domain nane in 35 a database. 2
WO 02/ 075522 PCT/ USOL/ 45027 The Internet also is widely used to transfer
appl i cat iwoe:pwsseser s usi ng browsers. Wth respect to coruenusel/atn2t he Wb,
i ndi vi dual consuners and busi nesses wuse the Wb to purchase vari ous goods
and services. In 5 offering goods and services, sone conpani es offer goods
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process may be, for example, a servlet or a practical
extraction report language (perl) script. A servlet is
a Java application that runs in a Web server or

15 application server and provides server-side processing,
typically to access a database or perform e-commerce
processing. Perl is a language for creating Web server
programs to perform tasks, such as automatically
updating user accounts and newsgroup postings,

20 processing removal requests, synchronizing databases
and generating reports. Typically, every form requires
a method for process to analyze the data and forward
the data to a useful location because different forms
employ different use of input names and final location

25 of the form data. By having different methods or
processes, large amounts of code are required for
processing different types of forms.

Therefore, it would be advantageous to have an

improved method, apparatus, and computer implemented

30 instructions for processing forms.

DISCLOSURE OF INVENTION

35 The present invention provides a method,



DI SCLOSURE OF | NVENTI ON 35 The present invention provides a nethod, 3 WO
02/ 075522 PCT/ USO01/ 45027 apparatus, and conputer inplenented instructions
for procwespngsaformin a data processing system A narpkTpsoamgeage form
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BRIEF DESCRIPTION OF DRAWINGS

The novel features believed characteristic of the

invention are set forth in the appended claims. The

15 invention itself, however, as well as a preferred mode
of use, further objectives and advantages thereof, will
best be understood by reference to the following
detailed description of an illustrative embodiment when
read in conjunction with the accompanying drawings,

20 wherein:

Figure 1 depicts a pictorial representation of a
network of data processing systems in which the presenf
invention may be implemented;

Figure 2 is a block diagram of a data processing

25 system that may be implemented as a server in
accordance with a preferred embodiment of the present
invention;

Figure 3 is a block diagram illustrating a data
processing system in which the present invention may be

30 implemented;

Figure 4 is a diagram illustrating data flow used
in processing a form in accordance with a preferred
embodiment of the present invention;

Figure 5 is a diagram of an HTML form displayed in



in processing a formin accordance with a preferred enbodinent of the
present invention; Figure 5 is a diagramof an HTM. formdi splayed in 4 WO
02/ 075522wB@2/HsSe1/ 45027 a Wb browser in accordance w trca/ysoeimer ed

enbodi mrent of the present invention; Figure 6 is code illustrating an HTM.
formin source format in accordance with a preferred enbodinment 5 of the
present invention; Figure 7 is a table illustrating key words in

accor dance “ét? gwgéfegneg@56gﬁgﬁ@e0%1%%“% ESedtred MY A Oen@nd
Figure 8 is a Towe art of a process used for 10 processing a HTML formin

accordance mpfht@eppeéeﬁm@dln@ﬁﬁ@u¢®ent of the present invention. BEST MODE
FOR CARRYING QUT L, JAVENTL QhadS; W e £6f £rgnse e, e thes {1 gur es,

Figure 1 depicts @a“pictorial representation of a network of data
processi ng systeos f0rmﬂtchntaec©r®s@me Whvler i pre freyr edecmivgs Enemt ed.

Net work data processing system 100 is a network of conputers in which the
present ihvefiti Ren8§egﬁ % l?ﬁ%?%ﬁ%%ted Net wor k data processing system 100
contains a netvvorkléﬂ?.e whighai sabhe pEDustTrasengt ey provdslelconmuni cati ons
| i nks between various devices and conputers connect dito her mnthln
network data@CpPeeassenyilsfeRf 268 Rt WBPRA i@%nﬁaﬁ B%?gﬂﬁ

connections, ; §yeht asnWM 84 W rel ess comuni cation Iinks, or flber optic
cables. In the deplcted exanpl e, a server 104 is connecte to net work 102
along with storagBignre 806s pnfladaherbnofchiBRPSe398u5490f08nd 112 al so

ar e Connﬁftegrggegglﬁstgoﬁ¥Miogorthﬁeagébﬁaéﬁcéoﬁltﬂlg  pRBfediddmay be,

for exanpl e, “personal “conputers or net wor k
embodiment of the present invention.

BEST MODE FOR CARRYING OUT THE INVENTION

15 With reference now to the figures, Figure 1
depicts a pictorial representation of a network of data
processing systems in which the present invention may
be implemented. Network data processing system 100 is a
network of computers in which the present invention may

20 be implemented. Network data processing system 100
contains a network 102, which is the medium used to
provide communications links between various devices
and computers connected together within network data
processing system 100. Network 102 may include

25 connections, such as wire, wireless communication
links, or fiber optic cables.

In the depicted example, a server 104 is connected
to network 102 along with storage unit 106. 1In
addition, clients 108, 110, and 112 also are connected

30 to network 102. These clients 108, 110, and 112 may
be, for example, personal computers or network
computers. In the depicted example, server 104
provides data, such as boot files, operating system

images, and applications to clients 108-112. Clients

5



conputers. In the depicted exanple, server 104 provides data, such as boot
files, operating systeminmages, and applications to clients 108-112.
Clients WwWOWDoRR2D75522 PCT/ US01/ 45027 108, 110, and l1ll12pemascl/ssets to
server 104. Network data processing system 100 may include additional
servers, clients, and other devices not shown. In the depicted exanple
network data processing system 100 is 5 the Internet with network 102 1

represent i ng, gg wopd g dey £03 1661 10N e Nelgakseandodat ewaygohat use the

TCP/ 1P suite of protocols To comunicate with one another. At the heart
gftthe | nt er agta hﬁr@c@@@krb@rmyﬁerﬂnilﬁo speedndarde ecditiaoeatli on | i nes
etween mej or nodes or host 10 c ters, consistin t housa of
conmer ci al | S%B‘O%??me%%e%%'ca?r?cgg%% e @8%%’th§&'n§ys#§n§ﬂt§hat rout e
data and mesgagestef c£MMEEE, RSOk diada prycecRssing ysyemem000asal so may
be inplenented as a nunber of different types of networks, .such as for 15
exanpl e, &an therBneernat | eth 2ot HetlfF KRS G % 2 Wodd WL ES net wor k

(WAN). Figure i.s, I ntende aa_n&d ipt/get ur al
limtation fS?}%%%tlgéeggnfeﬁ%@ﬁ%i%%r? ei%ewr ri ngtm?{)t %%Sﬁr&ﬁ,@bg/gﬁock

di agram of asdata o20ppoboests ngo sytein idrite eyt Ihenapnaifted &% a
server, such.as seLyeL 1041 g, Figue fo | HASMELeG1 hiagcarance i th o

preferred e _ the present "invention. Data processing system 200
may be a sydwehar temmuhlipt bopstine$ IYwegstrEnamolagtisn@a @Sl ural ity of

Gl ol o plboeseBPUsFERentRED T Sbo argl oy S oH Lt oI Ea D ‘syst el bus 206
is nmenory cegaieehhentgashec208onahi ahd poidvédesorgput é misrftages ttddtocal
menory. 209. kégkgugaggiggg %égsgaes. Of course, network data
processing system 100 also may be implemented as a
number of different types of networks, such as for
15 example, an intranet, a local area network (LAN), or a
wide area network (WAN). Figure 1 is intended as an
example, and not as an architectural limitation for the
present invention.
Referring to Figure 2, a block diagram of a data
20 processing system that may be implemented as a server,
such as server 104 in Figure 1, is depicted in
accordance with a preferred embodiment of the present
invention. Data processing system 200 may be a
symmetric multiprocessor (SMP) system including a
25 plurality of processors 202 and 204 connected to system
bus 206. Alternatively, a single processor system may
be employed. Also connected to system bus 206 is
memory controller/cache 208, which provides an
interface to local memory 209. I/0 bus bridge 210 is
30 connected to system bus 206 and provides an interface
to I/0 bus 212. Memory controller/cache 208 and I/O
bus bridge 210 may be integrated as depicted.
Peripheral component interconnect (PCI) bus bridge

214 connected to I/0 bus 212 provides an interface to

6



30 connected to system bus 206 and provides an interface to |I/0O bus 212.
Menory controller/cache 208 and 1/O bus bridge 210 may be integrated as
depi ct ed.wBerpisexr al conponent interconnect (PCl) bus bri #ge/uvsti4bsozonnect ed
to 1/0O bus 212 provides an interface to 6 WO 02/ 075522 PCT/ US01/ 45027 PCl

| ocal bus 216. A nunber of nodems may be connected to PCl bus 216. Typi cal
PCl bus inplenmentations will support four PClI expansion slots or add-in

connectors. g%gl{%]faéd%%d i kS £, Qua8t Wor koBRABUREESHa08oAAdctad5 Fi gure

1 may be pr OVI d rou nmodem 218 and network adapter 220 connected to
PCl | ocal bumZE@ItHM@U@kS aduypwatioemisbu/sddmpll@rﬂalntla@ﬂObﬁswbﬂildges 222

and 224 provide int aces for addl t| o] aI PCI es 2 fro 10
whi ch addi t i ®#IPC dg‘?ﬁgr (’531 ri e é‘gﬁpég%@ggtg%n t hi sm
manner, dat %&h&@&%&i‘ﬂoﬁysﬁﬁmi% rﬁ’dmwsk mmpemttelrens.oaelml thpl e network
conputers. A nmenory-nmapped graphics adapter 230 and harg di sk 232 may

al so be donnBigexetb My O brProMA dpd Jélﬁ%{géhmoij@"blzllﬁetan PEEYPY Xor

indirectly. Tose of d IJ i nt | lr1@p e that the
har dwar e depf’1 tRYE 1 g%%%c%% gvoarEg/t.It C%leﬁ\gr?p 2&% gﬁﬁgyagerl pher al

devi ces, SUCQd@Sllﬁ)p}bd)EEﬂﬂS disk drives and the like, also may be used in

addltlon to or 20_in Iac r cte h I ted exanple
is not meant to iAPRY h?%?llrt%%i %? l\ﬁieail difs @ Gdtzhz-5 gjsg%gt %to t he w

present invephigpralbe £af aacﬁkﬁp@f&’édln@csy%ﬁ@simatae@ P28Fi guoe 2 nay be,
for exanple, an IBM Rl SC/ System 6000 system a 25 product of International

Busi nessl0Vachhheb &3¢ potenabrmeFemy rihik1e Ny kP HaFtiRy PRe Advanced
Interactive sup88%“téé{.e (AL R n PPEFA ALY, YL Brocessing system 200

allows connections to multiple network computers. A
memory-mapped graphics adapter 230 and hard disk 232
may also be connected to I/O bus 212 as depicted,

15 either directly or indirectly.

Those of ordinary skill in the art will appreciate
that the hardware depicted in Figure 2 may vary. For
example, other peripheral devices, such as optical disk
drives and the like, alsoc may be used in addition to or

20 in place of the hardware depicted. The depicted
example is not meant to imply architectural limitations
with respect to the present invention.

The data processing system depicted in Figure 2
may be, for example, an IBM RISC/System 6000 system, a

25 product of International Business Machines Corporation
in Armonk, New York, running the Advanced Interactive
Executive (AIX) operating system.
With reference now to Figure 3, a block diagram
illustrating a data processing system is depicted in
30 which the present invention may be implemented. Data
processing system 300 is an example of a client
computer. Data processing system 300 employs a
peripheral component interconnect (PCI) local bus

architecture. Although the depicted example employs a



Wth reference now to Figure 3, a block diagram
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. systemis depicted in 30 which the present invention may be
i npl enentwo.02D2at5a2 processi hg system 300 i s an exanpl e of paTalSoemio27

conponent

t (PCl) local bus architecture. Although the depicted exanple
7 WD 02/ 075522 PCT/ USOL/ 45027 PClI bus, other bus architectures

Ef alied  Faphins %%hl(t%@%hr%@d sLBHUSLT %cSkardatdaAr chi tect ure
(1SA) may be use 'Processor 302 and main nmenory 304 are connected to PCl

| ocal bus 30BramitiotgyPRC HWRJDgeaTBi dogluspayy §¢@§§ér§0§r§hééeﬁ§9r?ncl ude an

RIBY Y SOTUL AL BT andl fAche, T LntOhaBhORERSEY 304

us 306 nay be made thiough direct

conponent |rﬁfﬁcmmmmﬁﬁtemlmw RQT dugtal @@&-B@Gbaamogghlﬁcﬂhérdépﬁcted

cal area 10 networ adapt.er .310, SCSI _host . bys adapter
Sriof & ey T :

%ﬂ%%3|o% bueri e 10GHIEE 83 £BTBEratE

cal bus 306

@&){'ﬂ% épnand Nca W@ty 3¢d pradapker 386. graphics
an audi o/ vi deo adapter 319 are connected to PCl |ocal bus 15

|Adémmu@halrsmnm$mt1qn&)@mﬁéﬁSﬂ@Nﬁél@N§ 30§x@§ﬁsb§nmﬁd§

;ﬁa rOVId fﬁggfqﬁgﬁ%%hggé %ﬁnﬁ%ﬁa%%%q%g and, W3Sh adapter 320,

comput er sys en1|nterface
(SCSI) host bas- ﬁda@é@rd@lZ mon/hedeiaepacd:@”d’l@oiammief ofloz@lhamreadi sk drive

328, and CD: ROM drj
onevar ki (OB eAtotH oG ol T SiparSrat o a8 or

add-in

aﬁgd opgh ek & Non Sy $s emﬂém@a@ FJAPCHSS @on%@%t@@d tios pc25 used to

provi de control of various
local bus 306 by direct component connection. In

contrast, audio adapter 316, graphics adapter 318, and
audio/video adapter 319 are connected to PCI local bus
306 by add-in boards inserted into expansion slots.
Expansion bus interface 314 provides a connection for a
keyboard and mouse adapter 320, modem 322, and
additional memory 324. Small computer system interface
(SCSI) host bus adapter 312 provides a connection for
hard disk drive 326, tape drive 328, and CD-ROM drive
330. Typical PCI local bus implementations will
support three or four PCI expansion slots or add-in
connectors.

An operating system runs on processor 302 and is
used to coordinate and provide control of various
components within data processing system 300 in Figure
3. The operating system may be a commercially
available operating system, such as Windows 2000, which
is available from Microsoft Corporation. An object
oriented programming system such as Java may run in
conjunction with the operating system and provide calls
to the operating system from Java programs Or
applications executing on data processing system 300.

“Java” is a trademark of Sun Microsystems, Inc.
L
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conponents within data processing system 300 in Figure 3. The operating
systemnmay be a commercially available operating system such as W ndows
2000, whiwb 02i0355avai | abl e from M crosoft Corporation. An @oracsn1/&d2ori ent ed
progranm ng system such as Java may run in conjunction with the operating
system and provide calls to the operating systemfrom Java prograns or
applications executing on data processing system 300. "Java" is a

Urademar k of r5un, L6195y SHEMund e s MAD2ATERA2 CRET/ USOL) 45027

I nstructions for the operating system the bj ect-oriented operating
system and @bpefeadrbmrted OoRRARfridis Saffséﬂel“bcé‘tné’d apRrliceitdgasdevi ces, such

as hard di Sgﬁggwﬁs 326, pndamy he dQaded 'détv(icré%' N SRRADLY 3Q4q5 for

execution by cessor 302. Those of ordi'hary skill in the art wll
appreciate dhak dhevhaddfarand may qur e R desly ingoy mdépengimegyodOthe

i npl enentat i ?n QX her, int Ma har dwargo% peri pheral devices, such as
flash anﬁi‘%%ﬁ“éh‘?“ fHTIE nmory) or optical disk drives and

the |ike, rray be THeed bh addinapyp $iDI im fhacerofwile dscveigce depi ct ed
in Figure 3. Also, the processes of the _present inventi n é be applied

to a multiprbbaksbhe EI%%%W‘E)F%C%%SFH@“%?S? e‘ﬁ"i‘y TS AHRR e data

processing SYSb 88hmSQ0a FBYn . beo%é@%é&@é‘? ﬁé/ﬁv@éf@&%‘f'ﬂé’fﬁ%éﬁape
boot abl e without relying on sone type of network comrunication interface,

whet her or néeviéaea, pseclesasnflaglt BON 300r ewnpra bext sovrvelgel b8 net wor k
300 my Be HenBEELnaf st dl KR TAAR el e haReR " conti qur ed
wi t h ROM andhsedf inasad®OMion Cpder in phrowide wonvivdadwadee menory for
storing Oper%&%?@tggsggnbigure 3. Also, the processes of the
present invention may be applied to a multiprocessor
data processing system.
15 As another example, data processing system 300 may
be a stand-alone system configured to be bootable
without relying on some type of network communication
interface, whether or not data processing system 300
comprises some type of network communication interface.
20 As a further example, data processing system 300 may be
a Personal Digital Assistant (PDA) device, which is
configured with ROM and/or flash ROM in order to
provide nonvolatile memory for storing operating system
files and/or user-generated data.
25 The depicted example in Figure 3 and
above-described examples are not meant to imply
architectural limitations. For example, data
processing system 300 also may be a notebook computer
or hand held computer in addition to taking the form of
30 a PDA. Data processing system 300 also may be a kiosk
or a Web appliance.
The present invention provides an improved method,
apparatus, and computer implemented instructions for

handling electronic forms, such as those generated for



files and/ or user-generated data. 25 The depicted exanple in Figure 3 and
above-descri bed exanples are not neant to inply architectural Iim
For exanpwe,0202i522 processing system 300 al so nay be a notrehamski/emaput er
or hand held conputer in addition to taking the formof 30 a PDA. Data

processi ng system 300 al so nay be a kiosk .or a Wb appliance. The

invention provides an inproved nethod, apparatus, and conputer inplemented
i nstructions_for

i nvention

pp oo ¥ téss aa ggeret tc f Honm haaed ke r BT cherdd g | Hputt data

20T S BTSRRI ity ety

storage. Thi

exanpl e,
device, o
i nventi om,

for the formw thin the.docunent

e various forms, such as,

tations.

pr esent

. dl i i r §%ggb thase: erated for 9
WO 02/ 075522"‘7%%[?’(%%21]] 45 %%g@tﬁ&gﬁﬁépﬁge rrechanriﬂzrﬁ of t hjgﬁgr esent

for
use or
f or

gepenali bocefian fermibe nesssigerage aci Myl sdafervardingtof age

pr esent

ot her possjble destination / e i f the
n@?ﬁﬁ ?Yohake E3he°YR #%ﬁﬁ??g%&$% %%hdﬁggt%e ﬁ%gé% I n essence,
the 10 nechagkgsretibheopr eseatmaents sagentelisc procdssd nin d nstruct i ons

jtsel

i £ .In part] i nf op i on |
i ncluded in gﬁ@rﬁg?ngevaggchsiﬂghﬁamp?ﬁ%l?ﬁ?gﬁ%%'f@%@é18%qu@£9%;23|23,
such as howhhenbphaniehi 68 tBet proscsbetkesnt powceassesidlti dnalar ded, and

stored. In the depicted exanples, t instructions_are enbedded w
HTML docunen@Od@sFﬁgrﬁﬂaaéﬁdiﬁﬁubé?giﬁct %SE fT hﬁh

DSsTOHR f of T o%f AGE =1 NPUT

t hin and
type="

hidden” ). fWERLAgsRE%E tAeFpouEentd. iavehagsamnibéast padtagsiRg data flow

used in processing a formis depicted in ccordance
enbodi ment oﬁngﬁéugﬁéggﬁtfor thg form withfh the docuxéﬁp ftgéf£?rr
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25

30

In particular, information is included in the form,
describing how the information should be handled, such
as how the information is to be checked, processed,
forwarded, and stored. In the depicted examples, the
instructions are embedded within and HTML document
using hidden inputs, such as the following: <INPUT
type="hidden” >.

Turning next to Figure 4, a diagram illustrating
data flow used in processing a form is depicted in
accordance with a preferred embodiment of the present
invention. In this example, HTML form 400 is sent to
browser client 402 from Web server 404. A user

»completes HTML form 400 in client browser 402 and
submits this form to generic form processing servlet
406. In the depicted examples, the servlet is located
in the same Web server as the form. Of course, generic
form processing servlet 406 may be located on a
different Web server or on an entirely different
computer. Generic form processing server 406 uses
hidden fields within HTML form 400 to verify, validate,
and process the form. If all actions are successfully
completed, confirmation page 408 is returned to the

user at client browser 402. Otherwise, an error

10
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invention. In this exanple, HTML form 400 is sent to browser client 402
from Wb server 404. A user conpletes HTML form 400 in client browser 402
and 25 suwoinee7istt s formto generic form processing servl eCT/UB064s50en t he
depi cted exanples, the servliet is located in the sane Wb server as the
form O course, generic formprocessing serviet 406 may be |ocated on a
different Web server or on an entirely different 30 conputer. CGeneric form

processi ng. SeryeLs 400 yio6s 11 dilated | istnaniridion HIM. HidBA00 digveri fy,
val i dat e, d process the form If all actions are successfully
conpl et ed, ceonfhimeTioh Page 49B. is returned to the wuser at client browser

402. O herw se, error 10 02,07 PCT/ 0 r ss may be
initiated depend?ﬂ'@r% e h%e?%/\aqd%ﬁéafq‘gﬁsezdgs’ vqﬁrt%%%goar%%@ Turni ng
next to Fi guf&rd, dasgll apge@m ofa aneliiowear iy iaytet iim a Web browser is

depicted in 5 accordance, with a preferred enbodi t-of th t
i nventior. HIRECFRRTSOHLT %W%&éﬁ%é o?mbd%g)llc—%ﬁgf\ﬂr}:enodfogﬂﬁrﬁr,é)%%iﬁnas HTM.

form 400 in Figeheidnas novisptayedson tid e dmems esf 502 . HL can be seen,
the fields first name 504, |ast nane 506, m ddl e nane 508, 10 address 510,

city 5_12],c staveusddt, zépclozle BAML foven 4Q0pin Bigprg A fa®lds for a user to
enter information, en _t he r.n t dinfo tl e r may

sel ect submi l%??%%&?‘ﬁbt?%ns@%% ?ﬂ@?%?nﬁ%’ck 0 (%E!Wskse%)v eeétrt,." s&ujr?: as
generic fornEpeogessi AGt Seame e504061 4 st hfarke BO@, 4nidByl sealand 508 5 eset
button 522, all of the fields wthin H'M form 500 are céeare . The form
al so i nt udeddredsiePlPi eFsy Wchﬁ%‘iﬁi#ﬁ%tﬁ%l%@f&j ? user in Wb

browser 502. . These £} §! 45 af e 1380r8P Prosess.d hendoF Myherndecsi ved by

generic form
When the user has entered information, the user may

select submit button 520 to send the form back to a
servlet, such as generic form processing servlet 406 in
15 Figure 4. By selecting reset button 522, all of the
fields within HTML form 500 are cleared. The form also
includes hidden fields, which remain undisplayed to the
user in Web browser 502. These fields are used to
process the form when received by generic form
20 processing servlet 406 in Figure 4.
Turning next to Figure 6, code illustrating an
HTML form in source format is depicted in accordance
with a preferred embodiment of the present invention.
Code 600 in this example is HTML code for an HTML form,
25 such as HTML form 500 in Figure 5. As can be seen,
section 602 contains information that is to be
displayed to a user within a Web browser. Section 604
contains information as to how user input into the form
is to be handled. For example, section 606 identifies
30 required fields within the form. In the depicted
examples, these required fields are first name, last
name, address, city, state, and zip code. Next,
section 608 indicates values that are to be validate,

such as the e-mail address, state, and zip code.
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20 processing servliet 406 in Figure 4. Turning next to Figure 6, code
illustrating an HITM. formin source format is depicted in accordance wth
a preferrwo oenbssdt nent of the present invention. Code 60@cTrusohi®2exanpl e
is HTML code for an HTM. form 25 such as HTM. form 500 in Figure 5. As can
be seen, section 602 contains information that is to be displayed to a
user within a Wb browser. Section 604 contains information as to how user

input into the fafdmyise o handled. i anexamlss wad iwredes identifies
30 required fiel ?s ithin the form | nl t heu depi c_tegy‘d _exanpl es?ﬁ]t hese
required fiejeeatre formtpreeassingtseriams regsFigyne 4 State, and zip

code. Next, section,608 i icates v t t idate, such as
the e-mail| e Fate, " kS 8 Py 23248 Usor) as027
EachI of tggsgllmétimlkmﬁ wokdy Verdkplisackdyi rgenerd mldrarenwirtdcessi ng
servl et in Figure 4 to,, proces ata. Turning next.to Fi,gure 7, a table
i |lustratingP ’g\’b‘? seW}%O?iJéE‘?rbtt e%giﬂlea(?croersoeéhc Vetr)ﬁclé’% pre%elrer ed

enbodi ment ofo@ hen pEesENdxamyEati il udedl ey #rd redlhinn epomTpluthiidic] udes

key word colum 702, which identifies key words that are recognized by the
mechani sm of 1d¢rt pf beenkey nwerds omha i 1eSPIUIRI R £hsed as an i ndex

nto table TR0k dRNYE I Y&k AN O Aferlin. | ROl Qfbrdl um 706
identifies additional paraneters or information that need to be passed to
the process peefosedngs tée bed¢vnintertatied 0byta hdandi forabt s exanpl e,
o e, i SR LS g, <o g SR A ferform e st on
entry 710, thgdkeyomel dpipahacorpl et einfslemitiforesthat need to be
passed to the process performing the action identified
by the key word.
For example, the key word “requiredFields” in
15 entry 708 is used to perform an action to confirm that
entries have been made in the required input fields.
In entry 710, the key word “onIncomplete” identifies
actions that occur if all of the required fields do not
contain entfies. These actions are specified as a
20 parameter in association with the key word. The key
word “errorCheck” in entry 712 is used to specify
actions to check for errors on parameters included with
this key word. The particular actions are specified as
a parameter in this example. In entry 714 the key word
25 “onError” identifies actions to occur if an error check
occurs. The key word “process” in entry 716 identifies
actions to be taken using the data. Again the
particular process is specified as a parameter to this
key word. Although the depicted examples illustrate
30 the information in a table form, this information may

be placed in other data structures other than a table,

such as a relational database.
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actions that occur if all of the required fields do not contain entries.
These actions are specified as a 20 paraneter in association with the key
word. Thewkex/730zd "error Check” in entry 712 is used to Ppaaishy4s0aTti ons
to check for errors on paraneters included with this key word. The
particul ar actions are specified as a paraneter in this exanple. In entry
714 the key word 25 "onError" identifies actions to occur if an error check

occurs. The key warh iy Qr88s"td Fiplrey 8716 ideda RS o Ra ikt dse be taken
using the data. Again the particular process is specified as a paraneter

to this keyisgst ontuagfsine adifiMi dp@xdrpldepiqiagtimate 30 the

i nformation j ; t i Se | | E% jn .ot her data
structures o%#eo?r#%géneeavj]togmae,&ezfuécl{?eg%r%ﬂrog{lat| onaqlEe (}g‘!te:g)g%eé.é}lb WO

02/ 075522 P %dS®i/ctb02The Turauasp neXiusto dfieglrien Figurdd @votear toeof a
process uysed, for processing a HIM. form.i epicted in ccordance with a
pr ef erreg erfﬁ?}‘?cjllier?g‘?ﬂteo$ ltnhga psreersvghett ?rh\fer%ﬂeg)orfer'f’ﬁer’prsélcc 55 1 lustrated in
Figure 8 maygdreerix i filmemidcssd ing serwllett 406 anVBigidear., such as
generic form processing servliet 406 in Figure 4. The process begi ns by
recei ving a requedt® RIGHISTHidRPLT MIGSETHhEY et Sp 800). In the

depi ct ed exanpl@sinihe £ of v Sty HTMy et (A D gbrf)er mimatden is made as
to whether proper hidden fields are present to process the form (step
802). The plepertdd debeampiad dsthenyfdoan ildemn A omiet e ni ng  whet her

key wordy are. pr &sent vt b0 e, Ny giden fihil, The dey wprds my be

identified by conparing ormatton wthin 0 a set of

known or refigds exrkgyremards.td fprtdre gy dper fuimideis fape|8&0R2 )ar e Tireesent to

process proper hidden fields may be identified by determining
whether key words are present within the hidden field.
The key words may be identified'by comparing

15 information within these fields to a set of known or
recognized key words.

If the proper hidden fields are present to process
the form, a determination is made as to whether all
required fields are correctly completed (step 804). If

20 all required fields are correctly completed, a
determination is made as to whether the completed
fields meet criteria (step 806). This criteria may
include, for example, checking to see whether the zip
code field contains a valid zip code or whether a

25 quantity in an order form contains a valid number.

If the completed fields meet the criteria, then a
process for handling the data is identified using the
hidden fields (step 808). This process may be, for
example, sending an e-mail message, storing data, or

30 triggering another process or method. Next, the

identified process is called to process the data (step

810) .
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the form a determination is nmade as to whether all required fields are
correctly conpleted (step 804). If 20 all required fields are correctly
conpl et edwoarz/aseer m nation is made as to whet her the conpicatisdi/4forel ds
neet criteria (step 806). This criteria may include, for exanple, checking
to see whether the zip code field contains a valid zip code or whether a
25 quantity in an order formcontains a valid nunber. If the conpleted
fields meet the cofidefdBet hen fotdPGRES dPl hapdld ng the Hrldd:S
identified using the hidden fields (step 808). This process may be, for
exanpl e, sendiqProcessmis FrRmRfe witdauly dua;, Gte30 842)ggerifng anot her

process or , 4 'qgg%i A Qg IS i t. r.qcess the
data (step ’%ﬂ%?&oﬁ@% 10%7%0}%@2 étlﬁtﬁf%d% 4§§2§ ! 'Fﬁglféelar %écrlf%ng i

det er mi nat i arethwsrmedlec @sthe ahisdrher (dtep @lobessl tits thenpreteess t hout error
(step 812). |If the process is.conplete without error, confirmation is
returned%toQﬂﬁ?%QQQ%ﬂg(éh%ﬁ?%QESrvwth the process 5 terminating
thereafter. Wth weflerenteragad mdistep &b 802, he pepeyrodadden fiel ds
are not present to Process the form the process term nates. Turning back
to step 804,hiqded |Tikifid Rl TAeIRECHTE ARt REQGER Bt & a 10

det erm nati g} d S JRA& asi o Mt RET 101 G ddedy Mod Stigp 846) . If the
formis not to be returned, the process returns to step 806. If the form
is to be retaquietsd thie¥dy mis nat waweatol y g iedred wiath an  error
nessage lQ)St ecpetBe]IQ' ﬁ/gglhorg hie REQEESS ey ) Her]:[g.tJOS A aftthee¥ 'fo% error
nessage nay requeé& auser 1o Teenter information’into the Torm This
error nessagestey Sy ihit|ltde form nidi gatt oo ase tretwhinehd,f itdleds wer e

process returns to step 806. If the form is to be

returned, the form is returned to the client with an
error message (step 818) with the process terminating

15 thereafter. An error message may request a user to
reenter information into the form. This error message
also may include an indication as to which fields were
incorrectly entered.

With reference again to step 806, if the completed

20 fields do not meet criteria, error processing is
performed (step 820) with the process terminating
thereafter. Error processing may include, but is not
limited to returning the form with an error message as
specified in the “onError” hidden field, such as shown

25 in entry 714 in Figure 7 to inform the user of the
error and/or what is required to correctly complete the
field. Another possible action includes continuing
processing of the form and informing a server
administrator of the error in the data.

30 With reference again to step 812, if the process
is completed with an error occurring, an error page 1is
generated (step 822). Then, the error page is returned
to the client (step 824) with the process terminating

thereafter. If an error occurs while processing the

14



incorrectly entered. Wth reference again to step 806, if the conpleted 20
fields do not nmeet criteria, error processing is performed (step 820) with
the procewe operssenating thereafter. Error processing maypcmalsodesozbut is
not limted to returning the formw th an error nessage as specified in
the "onError” hidden field, such as shown 25 in entry 714 in Figure 7 to
informthe user of the error and/or what is required to correctly conplete

the field. Another, possi [ ' Inpag_;a ]g&pt' [ ing of the
formand i nf ?W’ng?%gs@?é/%rgs%?déﬁlﬁ%s}%%t or 2(% theﬂ}{egrjr(%?jtiér%{ﬁgﬁ%at g. 30
Wth referenciee agaén ¢ntatep Bi12]ds fandheo e elarm | infuma et®d 8 th an
error occurring, an,error i S ene t 8224) .tdhan, the error
page is ret U#Jng%' t%ﬁf%ren% :lﬂg%]fy’( s?rgpggé%fs\}%)ﬁ kﬁ:e procteoss term nating
thereafter. $§siaemesdntndstosisonhihdl priotessérgt he The WE O2/MBR5522

PCT/ US01/ 45027 form,.the_ progcessi met ho dunm contents of the
user enjteﬁ'ed%f‘?rélkaesn%hﬁeﬁ% rt?o?%cn}?en]foérﬁr:a |]g(?1]¥to aer# ir}?[e.[ﬂgl ternatively,
an e-mai | mayoReiseAti60 tbeecesystumadnimistaat oon iowittat i sgreeror. The

user may 5 then be directed to either an error ni_fsrgreen or confirmation

screen. HumeflfftBEGREI DR BRCERBAE%r VRrCOET YR nt §ht e hetéssary to correct

the error andropegsespet igedsenphfipsiicseissessiyl ly. Thus, the present
i nvention provides an inproved 10 pethod, ap aratcﬁl\%s):~F and, cong)ut

i npl emented i nst FOBEi oRRS fBFSRGAHI + RESRT LR rioh? B 9o nd ElRH %%gr HTML

forms. |y paptigyhar appheatBshaghamobptber prgseméntayention allows for a
generic or common process for handling all types_of forns. The 15

particul ar manABFUERiARPCcROA heRreH B9t &lBet Rahdf efioyms, such as

HTML forms. In particular, the mechanism of the
present invention allows for a generic or common
process for handling all types of forms. The

15 particular manner in which a form is to be handled is
specified though placing key word information within
the form. In these examples, the key words are located
within hidden input fields. 1In this manner, the
mechanism of the present invention reduces the amount

20 of code necessary to implement a form handler process
on a data processing system.

It is important to note that while the present
invention has been described in the context of a fully
functioning data processing system, those of ordinary

75 skill in the art will appreciate that the processes of
the present invention are capable of being distributed
in the form of a computer readable medium of
instructions and a variety of forms and that the
present invention applies equally regardless of the

30 particular type of signal bearing media actually used
to carry out the distribution. Examples of computer
readable media include recordable-type media, such as a
floppy disk, a hard disk drive, a RAM, CD-ROMs,
DVD-ROMs, and transmission-type media, such as digital

35 and analog communications links, wired or wireless

15



speci fied though placing key word information within the form In these
exanpl es, the key words are |ocated wthin hidden input fields. In this
manner, twe o2exshani sm of the present invention reduces treTarsoumio220 of
code necessary to inplenent a form handl er process on a data processing
system It is inportant to note that while the present invention has been
described in the context of a fully functioning data processing system

those of ordlghyn 0, Skbhd Hhﬁsb%@sm Vﬁﬂan%selfdratf%ﬂmt ddeg prcesses of
t he present |nvent|on are capabl e of gbel ng distributed in the formof a

conmput er r eaftab| exampl em 03d1¢ nSrequanGhhd iWhtariasts of fornms and that
the present, invention appl Iﬂ?? @(H@dﬁ/elr egafdiens iqitdhen3P faed i cul ar type

of signal bearlng nedli a actu to carry out the di'stribution.

Exanpl es of toerpfitoen ofe@@i@a@defcmsmh@ e tudre etaraiigs] £ay@Epetiaadi a, such as
a ropp dISk a h Vv, B&%\é 1:%]\%7 VD ROV, and '
transm s$i ons ??/p%an rr%dﬁg| Qésucﬁé’és&%?% %%:}and natl 0g communi cat i ons
links, wired or whel@sscript W 02f 0755 32 SISO SBOXN fepmhffittat i ons

i nks using trans n_for ch. as, X3y 1.0 ency and
li ght wave ?%ﬂ%‘iﬂf%@ gng P Cb?:%érlrpu grllrue;é a tfee rred'?ja Jrfé;%t qﬂﬂe f orm of
coded formatsndhas ace itheconded foo Jmtepekhauﬁim om Jair@amddmarhejata

DrocesSl 19, S SNelL o dhes SeBEk PLIRT PLLHIE PSS dverid i e s
i nt ended|( 0 berexhayssi ¥e1Drbéi appeterto ttdSleth@ma/emf i crd i mea thes Kok In
of “or di nar y SRI FFS BRCt heh SFEOURR ¢ Rotgh {HE 11 St PR U Hbot ment s el oy
HTM. documentsgyibhentBEhaptamefts) hendresednism of the present
invention may be applied to other types of documents.
For example, this mechanism may be applied to other
15 markup language documents, such as extensible markup
language (XML) documents. The embodiment was chosen
and described in order to best explain the principles
of the invention, the practical application, and to
enable others of ordinary skill in the art to
20 understand the invention for various embodiments with
various modifications as are suited to the particular

use contemplated.
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invention may be applied to other types of docunents. For exanple, this
mechani sm may be applied to other 15 markup | anguage docunents, such as

ext ensi blwomankisp2z | anguage (XM.) docunents. The enbodi mremCTViEss1/e30sen and
described in order to best explain the principles of the invention, the

practical application, and to enable others of ordinary skill in the art
to 20 understand the invention for various enbodinents wth various
nodi ficatio g@re suited to the particular use contenplated. 16 WO

02/ 075522 PCT/ USOL/ 45027 CLAIMS: Wat is claimed is: 1. A nmethod,

appar at us, . diftthtcohputlerimedgrsim product 5 for use in a data processing
system for processing a form the nethod, apparatus, and conputer program
product perform ng the steps of: receiving a markup | anguage form wherein
the nmarkup 1anguagestflovdn iapdaudesad,i ragtd datmp utgauto dog ram @neskerctand second
data in hidden field id | fvi t I.S .1 r ssed;

i denti fyi%ng éorprl%)sceeslsrl t %%écé%’%&%]%%\%q’ ssr‘tl%c}%t%aaf&uiipﬁg) tesesqurl C(;ednd data to
form an i dentofmedtpr aoetssod, aappadatpragcessl rmpriche &fr estogdatma usi ng t he
identified CI$ro ess. 2. . The. rrettthod, appar at.us, and conputer program
product of PRI RFr LI 1he TUSHGHT & ‘process 20 forwards the data to
a sel ected a | ocaté®divihg Thenawithwd, arappayatiitesm,anthexeiputtére progr am
product of claim 2, mhereinvéhe sel ected | ocation. s .at Iﬁgst one of a

dat abase, a F3FEIP ol RFIET VD £ Vet Sctor%ﬁaerl,npéﬁd 2 5 ogram

10 user and second data in a hidden field identifying how
the data is to be processed;
identifying a process to process the first data

using the second data to form an identified process;

and

15 processing the first data using the identified
process.
2. The method, apparatus, and computer program

product of claim 1, wherein the identified process

20 forwards the data to a selected a location.

3. The method, apparatus, and computer program
product of claim 2, wherein the selected location is at
least one of a database, a file, a Web server, a remote

25 computer, and a program.

4. The method, apparatus, and computer program
product of claim 1, wherein the markup language form
includes third data in a second hidden field and

30 wherein the third data identifies portions information

that are to be present in the first data.

5. The method, apparatus, and computer program
product of claim 1, wherein the markup language form

35 includes third data in a second hidden field and

17



4. The net hod, apparatus, and conputer program product of claiml1, wherein
the markup | anguage form includes third data in a second hidden field and
30 whereiwotoh@7isbz rd data identifies portions informationPpcCriEni/ase’to be
present in the first data. 5. The nethod, apparatus, and conputer program
product of claim1, wherein the markup | anguage form 35 includes third
data in a second hidden field and 17 WO 02/ 075522 PCT/ USQOL/ 45027 wherein

the third dajieisivset tihwal I&aetae ithe fdd sto mtl@at@ tHee feihod,

apparatus, and conputer program 5 product of claim1, wherein the markup
| anguage dotirent is a hypertext markup | anguage docurrent 7. The nethod,
apparatus, and conputer program product of claim1l, wherein the markup
| anguage 10 docunent is an extensible markup | anguage docunent. 8. The
met hod, appdt at ustheant dtthutadPasicdgsamanst Gemp tefr @Iréagrﬁam wherein the

first dat5a ISro et Of cftext 1Stuﬁ&%m1§ata procg;qp_jm ratus, and

conput er praogram product for ‘use in a sin temfor

processi ng aodwrent tire aratyrat;t exFp aeatkuy, @mt@@m@to@uwmgram pr oduct
perform ng the steps of: 20 receiving a form wherein the formincludes a
set of fields containing a set of data and a hidden field identifying how
the data is 1.0 belhye ocedsstl, aamtriatemi fandng cnpprtere g cigxrapr ocess t he set

of data um&gbci hetf hi delnf | d. h25 10. Lhe nmet hod %parat us, and conputer

progr am proD ai'm fdrtwheerreclélrrﬁcr < mr?rkup 1a

document is an extensible markup language document.

8. The method, apparatus, and computer program
product of claim 1, wherein the first data is a set of
text strings.

15
9. A method, apparatus, and computer program product
for use in a data processing system for processing a
form, the method, apparatus, and computer program
product performing the steps of: -

20 receiving a form, wherein the form includes a set
of fields containing a set of data and a hidden field
identifying how the data is to be processed; and

identifying a process to process the set of data
using the hidden field.

25
10. The method, apparatus, and computer program
product of claim 9 further comprising:

processing the set of data with the process
identified using the hidden field.

30
11. The method, apparatus, and computer program
product of claim 9, wherein the identified process

forwards the data to a selected location.

35 12. The method, apparatus, and computer program

18



processing the set of data with the process identified using the hidden
field. 30 11. The nethod, apparatus, and conputer program product of
claim9, wbeeeris2t he identified process forwards the dat acrasar/sebect ed
| ocation. 35 12. The nethod, apparatus, and conputer program 18 WD

02/ 075522 PCT/ USOL/ 45027 product of claim 11, wherein the selected

| ocation is at | east one of a database, a file, a Wb server, a renote

conputer, ang-HEOBAR]IDid3 1, ThedmriPthaRRAAIS 1WA IGPUter program
product of claim9, wherein the formis a markup |anguage docunent. 14.
The met hod, appattusonamf cofiitadassodgr dhlero prefudeoreel & m 13,
wherein the yaikup d > Aewmeitod s hypertext markup | anguage
docunent. 15. The nethod, apparatus, and conputer program product of
claim 13, wherein the markup | anguage 15 docunent is an extensi bl e markup

languageSdOQHy?nLThe:%%thod, apparatus, and computer program
product of claim 9, wherein the form is a markup

language document.

14. The method, apparatus, and computer program
10 product of claim 13, wherein the markup language

document 1is a hypertext markup language document.
15. The method, apparatus, and computer program

product of claim 13, wherein the markup language

15 document is an extensible markup language document.
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