
[NAME OF DOCUMENT] SPECIFICATION 

[TITLE OF THE INVENTION] AUTHENTICATION COLLABORATION SYSTEM, 

ID PROVIDER DEVICE, AND PROGRAM 

[TECHNICAL FIELD] 

[0001] 

Embodiments of the present invention relate to an authentication collaboration 

system, an ID provider device, and a program. 

[BACKGROUND ART] 

[0002] 

As the dependence of society, economy, and living on an on-line service 

increases, the importance of identity management of managing information related to an 

individual or an organization is recently increasing. The identity management refers to 

a technique of increasing security and convenience of information related to an 

individual or an organization in various services or systems and managing an overall 

life cycle of an identity from registration to change and deletion. 

[0003] 

Here, the identity is the totality of information specifying an individual, a 

group, an organization, or a company in a certain situation, and includes an identifier, a 

credential, and an attribute. The identifier is information identifying an identity, and 

corresponds to an account (a user ID), an employee number, or the like. The credential 

is information representing validity of certain information content, and includes a 

password or the like. The attribute is information characterizing an identity, and 

represents a name, an address, a date of birth, and the like. 

[0004] 

As a representative example of a technique using an identity management 
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technique, there is a single sign-on (hereinafter, referred to as an "SSO"). The SSO is 

a technique by which a plurality of applications or services can be used by a single 

authentication procedure. 

[0005] 

There is a single sign-on as a technique of performing authentication 

collaboration capable of using a plurality of applications or services by a single 

authentication procedure. In the SSO, there are many cases in which authentications 

included in a plurality of applications are integrated in a single domain such as the 

Intranet of one company. 

[0006] 

In addition, in recent years, the SSO is required between different domains 

(hereinafter, referred to as "cross domain"). The reasons may include an increase in 

corporate marriage or merge, overseas development, and the like, and an outsourcing by 

software as a service (SaaS) of raised cloud computing or the like. 

[0007] 

However, in implementing the cross domain SSO, there is a problem in that a 

great deal of time and effort are required to share an authentication result. The main 

problems are the following two points. 

[0008] 

A first problem lies in that since a use of an HTTP cookie is limited to a single 

domain, it is difficult to share an authentication result between domains using an HTTP 

cookie. A second problem lies in that since an SSO scheme of an access management 

product employed by each domain differs according to a vender, it is difficult to simply 

introduce, and it is necessary to prepare a separate measure. 

[0009] 

2 



In order to solve the above problems, there is a demand for standardization of 

an SSO among venders. As one of representative standard techniques to comply with 

a request, there is a security assertion markup language (SAML) made by an 

organization for the advancement of structured information standards (OASIS) which is 

a non-profitable organization. 

[0010] 

The SAML is a specification that defines an expression form of information 

related to an authentication, an authorization, and an attribute and transmission and 

reception procedures, and is systematically specified so that an implementation can be 

made in various forms according to the purpose. Main entities include three of an 

identity provider (hereinafter, referred to as an "IDP" or "ID provider"), a service 

provider (hereinafter, referred to as an "SP" or "service provider"), and a user, and the 

SSO is implemented such that the service provider trusts in an authentication result 

issued by the ID provider. 

[0011] 

When the SSO starts based on the SAML, it is generally necessary to prepare 

the following two points in advance. Firstly, a relation of trust needs to be constructed 

through information exchange or an agreement in a business or a technology between 

the service provider and the ID provider. Secondly, each user has an individual 

account for each service provider, and thus the individual SP account needs to 

collaborate with an account of the ID provider in advance (hereinafter, referred to as 

"account collaboration"). After advance preparation such as construction of the 

relation of trust and prior account collaboration is finished, the SSO can be performed. 

[0012] 

After the advance preparation, the SSO is implemented by the following 
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procedures (1) to (6). Here, an SSO procedure of a service provider-originated model 

using a user terminal will be described. In this procedure, basically, the process is 

performed in the ascending order unless otherwise set forth in. 

[0013] 

(1) The user requests the service provider to provide a service. 

[0014] 

(2) The service provider transmits an authentication request to the ID provider 

through a user side terminal since the user is not authenticated yet. 

[0015] 

(3) The ID provider performs authentication on the user by a certain procedure, 

and generates an authentication assertion. The SAML does not specify an 

authentication means, and specifies only a system in which the authentication assertion 

is transmitted to the service provider. The authentication assertion includes 

information representing a way of generating the type of authentication means or a 

credential since the service provider determines whether or not the service provider can 

trust in an authentication result. 

[0016] 

(4) The ID provider transmits the authentication result including the generated 

authentication assertion to the service provider through the user terminal. 

[0017] 

(5) The service provider decides whether or not a service is to be provided 

based on the authentication result of the ID provider. 

[0018] 

(6) The user is provided with a service from the service provider. 

[0019] 
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As described above, in the SSO based on the SAML, as the ID provider 

performs a single authentication procedure, the user can use a plurality of services 

without an additional authentication procedure. Currently, many venders are 

providing an access management product having IDP and SP functions of the SAML or 

a SaaS service having an SP function of the SAML. 

[0020] 

However, the SSO based on the SAML is mere a part such as "use" of identity 

in an overall life cycle of an identity. As described above, when the SSO starts, it is 

necessary to perform account collaboration, and in order to perform account 

collaboration, a technique of comprehensively collaborating management such as 

registration, change, deletion, reissue, and temporary suspension of an identity between 

the service provider and the ID provider is required. 

[0021] 

As a technique for automating registration, change, deletion, reissue, and 

temporary suspension of an identity, there is account provisioning, and as a standard 

technique thereof, there is a service provisioning markup language (SPML). 

[0022] 

Meanwhile, there has been known a data processing system that actively 

executes account collaboration as a part of the SSO in a state in which the advance 

preparation of the account collaboration is not finished. Typically, when the SSO 

starts in a state in which the user's account is not registered to the service provider side, 

that is, in a state in which account collaboration is not performed, an error occurs. 

[0023] 

However, according to this data processing system, the account collaboration 

can be actively executed as a part of the SSO even in the above-described state. 
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Specifically, after the service provider receives a service request from the user, the 

service provider checks that information sufficient to register the user's account is not 

held. After checking, the service provider requests the ID provider to provide a user 

attribute, and the ID provider provides the service provider with a desired user attribute. 

As a result, the data processing system executes account registration and collaboration 

in the process of the SSO. 

[0024] 

The above-described data processing system can request and provide the user 

attribute necessary for the individual user's account registration through a lightweight 

process, and has no problem in that a large quantity of preliminary process on many 

users is unnecessary. 

[0025] 

However, according to the study of the present inventor(s), the following can 

be further improved. 

[0026] 

Typically, when a company uses a service provided by the service provider, an 

information system (IS) section that controls an information system of a company in 

general performs account registration and collaboration on the service provider. 

[0027] 

The IS section collectively performs account registration and collaboration on 

the user after a large quantity of preliminary process according to many users belonging 

to a company or after a procedure based on a series of authorization flow is performed 

at an arbitrary timing by the user. 

[0028] 

Here, when the preliminary process of the former is performed, since account 
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registration and collaboration need not to be executed in the process of the SSO, it is not 

related to the above-described data processing system. 

[0029] 

Meanwhile, when the authorization flow of the latter is performed, a great deal 

of time and effort are required since a lot of manpower is necessary such as seniors, a 

procurement section, and an IS section of an organizational hierarchy to which the user 

belongs as well as the user. In addition, since the IS section does not collectively 

perform the preliminary process, a manual work is necessary, and a burden is great, and 

thus efficiency or convenience is bad. For example, it is difficult to have an advantage 

that it can be quickly used in the SaaS or the like. 

[0030] 

Thus, in a system in which account registration and collaboration are executed 

in the process of the SSO, it is desirable to include a seamless system capable of 

deciding whether or not a service can be used without involving a manual operation. 

[PRIOR ART DOCUMENTS] 

[PATENT DOCUMENTS] 

[0031] 

Patent Document 1: Japanese Patent Application National Publication (Laid-

Open) No. 2008-538247 

[DISCLOSURE OF THE INVENTION] 

[PROBLEMS TO BE SOLVED BY THE INVENTION] 

[0032] 

In light of the foregoing, the present invention is directed to providing an 

authentication collaboration system, an ID provider device, and a program, which are 

low in the user's burden and capable of deciding whether or not a service can be used 
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without involving a manual operation when account registration and collaboration are 

executed in the process of the SSO. 

[MEANS FOR SOLVING THE PROBLEMS] 

[0033] 

A policy storage unit of an ID provider device according to an embodiment 

stores policy information representing a user to which transmission of service data is 

permitted and policy information representing a user of a target in which transmission 

permission of service data is deleted. When a predetermined cycle comes or when a 

use status of the service provider device changes, the ID provider device acquires use 

status of the service provider device transmitted from the service provider device, and 

updates a service use status storage unit based on the acquired use status. When the 

service use status storage unit is updated, the ID provider device decides a deletion 

target account of each service provider ID. 

[BRIEF DESCRIPTION OF THE DRAWINGS] 

[0034] 

[Fig. 1] FIG. 1 is a block diagram illustrating an example of a hardware 

configuration of an authentication collaboration system according to an embodiment. 

[Fig. 2] FIG. 2 is a schematic diagram for describing an IDP user repository 

according to an embodiment. 

[Fig.3] FIG. 3 is a schematic diagram for describing an IDP service use status 

store according to an embodiment. 

[Fig.4] FIG. 4 is a schematic diagram for describing an authentication 

collaboration policy store according to an embodiment. 

[Fig.5] FIG. 5 is a schematic diagram for describing an SP user setting rule 

store according to an embodiment. 
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[Fig.6] FIG. 6 is a schematic diagram for describing a deletion target decision 

policy store according to an embodiment. 

[Fig.7] FIG. 7 is a schematic diagram for describing a deletion target account 

store according to an embodiment. 

[Fig.8] FIG. 8 is a schematic diagram for describing an authentication assertion 

according to an embodiment. 

[Fig. 9] FIG. 9 is a schematic diagram for describing an SP user repository 

according to an embodiment. 

[Fig. 10] FIG. 10 is a schematic diagram for describing a service data store 

according to an embodiment. 

[Fig. 11] FIG. 11 is a schematic diagram for describing an SP service use 

status store according to an embodiment. 

[Fig. 12] FIG. 12 is a schematic diagram for describing a verification policy 

store according to an embodiment. 

[Fig. 13] FIG. 13 is a schematic diagram illustrating an outline of an overall 

operation according to an embodiment. 

[Fig. 14] FIG. 14 is a sequence diagram illustrating the flow of a use status 

acquisition process according to an embodiment. 

[Fig. 15] FIG. 15 is a block diagram illustrating an example of components 

necessary for a use status acquisition process according to an embodiment. 

[Fig. 16] FIG. 16 is a sequence diagram illustrating the flow of a user 

authentication process according to an embodiment. 

[Fig. 17] FIG. 17 is a block diagram illustrating an example of components 

necessary for a user authentication process according to an embodiment. 

[Fig. 18] FIG. 18 is a sequence diagram illustrating the flow of an 
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authentication collaboration policy evaluation process according to an embodiment. 

[Fig. 19] FIG. 19 is a block diagram illustrating an example of components 

necessary for an authentication collaboration policy evaluation process according to an 

embodiment. 

[Fig. 20] FIG. 20 is a sequence diagram illustrating the flow of an account 

collaboration process according to an embodiment. 

[Fig. 21] FIG. 21 is a block diagram illustrating an example of components 

necessary for an account collaboration process according to an embodiment. 

[Fig. 22] FIG. 22 is a sequence diagram illustrating the flow of an 

authentication collaboration process according to an embodiment. 

[Fig. 23] FIG. 23 is a block diagram illustrating an example of components 

necessary for an authentication collaboration process according to an embodiment. 

[DETAILED DESCRIPTION] 

[0035] 

(First Embodiment) 

Hereinafter, an authentication collaboration system according to the present 

embodiment will be described with reference to FIGS. 1 to 23. 

[0036] 

FIG. 1 is a block diagram illustrating a basic configuration of an authentication 

collaboration system according to the present embodiment. The authentication 

collaboration system includes an ID provider device 200 capable of executing a log-in 

process on a user terminal 100 operated by the user and a service provider device 300 

capable of transmitting service data to the user terminal 100 when the log-in process is 

successfully performed. As each of the ID provider device 200 and the service 

provider device 300, a plurality of devices may be provided, but only one device is here 
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illustrated. The user terminal 100, the ID provider device 200, and the service 

provider device 300 may be connected to one another via a network. 

[0037] 

The user terminal 100 is a device that has a typical computer function, and can 

communicate with the ID provider device 200 and the service provider device 300. 

The user terminal 100 includes a function of transmitting a service request for 

requesting a use of the service provider device 300 to the service provider device 300 in 

response to the user's operation, a function of executing the log-in process between the 

user terminal 100 and the ID provider device 200, a function of receiving service data 

from the service provider device 300, a function of reproducing the received service 

data as a central processing unit (CPU) executes a service use application program 

stored in a memory in advance, and a user interface function. 

[0038] 

The ID provider device 200 functions to manage the user's identity, and 

includes an IDP user repository 201, an IDP service use status store 202, an 

authentication collaboration policy store 203, an SP user setting rule store 204, a key 

storage unit 205, a deletion target decision policy store 206, a deletion target account 

store 207, an IDP authentication collaborating unit 208, an authentication collaboration 

handling unit 209, an authentication collaboration policy evaluating unit 210, an IDP 

account provisioning unit 211, a service use status managing unit 212, and a trigger 213. 

[0039] 

The IDP user repository 201 stores identity information (hereinafter, referred to 

as "user attribute information") related to the user of an organization in which the ID 

provider device 200 is arranged. Specifically, the IDP user repository (a user attribute 

information storage unit) 201 stores user attribute information 201a in which an item 
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name of a user attribute specifying the user is associated with an item value of the user 

attribute as illustrated in FIG. 2, that is, stores a plurality of user attribute information 

201a in which a user ID identifying the user, a password referred to when the user 

performs the log-in process, a user name, the user's affiliation, the user's appointment, 

address information of the user terminal, an authentication collaboration ID, and the like 

are included as item names. The authentication collaboration ID is an ID shared 

between the service provider device 300 and the subject device 200, and issued in an 

account collaboration process (which will be described later) in the present embodiment. 

Further, when the authentication collaboration with the service provider is not 

performed, the authentication collaboration ID is empty. 

[0040] 

The user attribute information 201a is collection of information characterizing 

personal information. The user attribute information 201a is not limited to the above 

example, and for example, may further include an arbitrary item name and item value 

such as a phone number or a working state. For example, the password referred to 

when the user performs the log-in process may be biometric authentication information 

such as the user's fingerprint. 

[0041] 

The IDP service use status store (a first service use status storage unit) 202 is 

referred to by the authentication collaboration policy evaluating unit 210, and stores 

service use status information 202a for each user. The service use status information 

202a is a use status of a service provided by each service provider device 300 for each 

user ID. 

[0042] 

In other words, the IDP service use status store 202 stores a service use status 
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of each user at the ID provider device 200 side. As illustrated in FIG. 3, the IDP 

service use status store 202 stores a user use management table 202aA and an in-use 

number management table 202aB as the service use status information 202a. The user 

use management table 202aA stores a "user ID," "service provider IDs" (SP(1) to 

SP(N)) identifying each service provider device 300, and a "service use status" of each 

service provider ID in association with one another. 

[0043] 

Examples of the service use status include "service in use" representing that 

transmission of service data is permitted, "service unused" representing that 

transmission of service data is not permitted, "service use suspension" representing 

temporary suspension of transmission permission of service data based on a temporary 

suspension request received from the user terminal 100, and "service use end" based on 

a use end request received from the user terminal 100. Further, when a current in-use 

number is larger than an upper limit value, the service use end includes a case in which 

the ID provider device 200 has invalidated a use of an idle user. Further, the service 

use status is stored in association with a last use date and time which is a last date and 

time (a last log-in date and time) at which the user used the service and a disk use 

amount. 

[0044] 

For example, in the service use status in which the user ID of FIG. 3 is 

"USER_A," SP(1) is the service unused status, SP(2) is the service in use status, and 

SP(N) is the service unused status. Further, in SP(2), the last use date and time is 

2011/02/10, and the disk use amount is 4 GB. 

[0045] 

The in-use number management table 202aB writes an in-use number 
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representing the number of in-use services represented by the service use status in the 

user use management table 202aA and an upper limit value of the in-use number which 

is set in advance for each service provider ID in association with each other as 

illustrated in FIG. 3. 

[0046] 

The authentication collaboration policy store (an authentication collaboration 

policy storage unit) 203 is referred to by the authentication collaboration policy 

evaluating unit 210, and stores an authentication collaboration policy. Specifically, the 

authentication collaboration policy store 203 stores a plurality of authentication 

collaboration policies (authentication collaboration policy information) 203a (203aA, 

203aB, 203aC, and the like) representing the user's affiliation and appointment in which 

transmission of service data by the service provider device 300 identified by the service 

provider ID is permitted for each service provider ID as illustrated in FIG. 4. 

[0047] 

The authentication collaboration policy 203a may further include an active 

policy (for example, [4] of C in FIG. 4) such as the number of in-use services and a total 

of pay-as-you-go accounting in addition to a static policy (for example, [1] to [3] of A 

to C in FIG. 4) such as the user's affiliation and appointment. 

[0048] 

Here, the policy refers to collection of accessibility conditions in which 

whether or not (permission or rejection) who (subject) can perform which operation 

(action) on which system resources (resources) is generally defined. Further, as an 

option, it is defined even on an environmental condition or a duty condition. 

[0049] 

For example, for each element of the above-described policy, the "subject" 
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corresponds to a name, an appointment, an affiliation, or the like, the "resource" 

corresponds to the service provider ID, an URL, or the like, the "action" corresponds to 

a use start, a use restart, or the like, and the "environmental condition" corresponds to 

an IP address of the user who makes a certain request, an accessible period of time or 

time, or the like. Further, the "duty condition" is a work assigned when a policy 

(accessibility condition) evaluation result is received, and the authentication 

collaboration handling unit 209 executes authentication collaboration. For example, it 

is an instruction "a request for "registering a new user" is permitted, but "ID of idle user 

is deleted" has to be reliably executed" (for example, [duty condition] of [4] of A in FIG. 

4). 

[0050] 

The SP user setting rule store (a partial item name storage unit) 204 stores a 

user setting rule 204a as illustrated in FIG. 5. The user setting rule 204a is written 

such that the service provider ID is associated with some item names among item names 

of the user attribute included in the user attribute information 201a stored in the IDP 

The key storage unit 205 stores a signature generation key of the subject device 

200. As the signature generation key, for example, of a pair of the public key and the 

secret key in the public key cryptosystem, the secrete key may be used. 

[0051] 

The deletion target decision policy store (a deletion target policy storage unit) 

206 is referred to by the service use status managing unit 212, and stores a deletion 

target decision policy as illustrated in FIG. 6. Specifically, the deletion target decision 

policy store (a deletion target decision policy storage unit) 206 stores a deletion target 

decision policy (deletion target decision policy information) 206a (206aA, 206aB, 

206aC, and the like) representing the condition (a deletion target condition) of the user 
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for which transmission permission of service data is deleted in the service provider 

device 300 identified by the service provider ID for each service provider ID as 

illustrated in FIG. 6. 

[0052] 

For example, the deletion target decision policy 206a describes, as the deletion 

target condition, that the last use date and time of the user registered to the service 

provider SP(1) is more than half a year ago, that the disk use amount is 5 GB or more, 

and a department to which the user belongs is X. The deletion target decision policies 

of the service provider SP(2) and the service provider SP(3) are similarly described. 

For example, deletion of the transmission permission of the service data may be 

performed such that a deletion target account is deleted from an SP user repository 

which will be described later or such that a service data transmission permission state is 

changed to a temporary suspension state. 

[0053] 

The deletion target account store (a deletion target account storage unit) 207 

stores a deletion target account (deletion target account information) 207a which is 

decided based on the deletion target decision policy 206a, a service use status 202a, and 

the user attribute information 201 a by the service use status managing unit 212 which 

will be described later as illustrated in FIG. 7. The deletion target account information 

207a is a user ID of a deletion target in each service provider device 200. 

[0054] 

The IDP authentication collaborating unit 208 has an ID provider function of 

the SSO (single sign-on). Specifically, for example, the IDP authentication 

collaborating unit 208 has the following functions (f208-l) to (f208-3). 

[0055] 
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(£208-1): a function of transmitting the log-in request to the user terminal 100 

based on the address information of the user terminal 100 included in the user 

authentication request transmitted from the authentication collaboration handling unit 

209 which will be described later, and executing the log-in process of performing 

authentication on user ID and the user authentication information received from the user 

terminal 100 based on the user ID and the password included in the IDP user repository 

201. 

[0056] 

(f208-2): a function of generating a digital signature based on a signature 

generation key stored in the key storage unit 205 on an assertion context including the 

authentication collaboration ID issued by the IDP account provisioning unit 211 which 

will be described later and the authentication scheme name of the log-in process, and 

generating an authentication assertion 208a including the assertion context and the 

digital signature as illustrated in FIG. 8. 

[0057] 

(£208-3): a function of transmitting the authentication collaboration response 

including the generated authentication assertion 208a to the service provider device 300 

of the transmission source of an authentication collaboration request. 

[0058] 

The authentication collaboration handling unit 209 receives the authentication 

collaboration request from the service provider device 300, and then handles a series of 

processes including a policy evaluation process, an account collaboration process, and 

an IDP authentication collaboration process which will be described later. Specifically, 

the authentication collaboration handling unit 209 includes the following functions 

(£209-1) to (£209-4). 
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[0059] 

(£209-1): a function of transmitting the user authentication request including 

the address information of the user terminal 100 included in the authentication 

collaboration request to the IDP authentication collaborating unit 208 when the 

authentication collaboration request including the service provider ID of the service 

provider device 300 and the address information of the user terminal 100 is transmitted 

and received from the service provider device 300. 

[0060] 

(£209-2): a function of transmitting the policy evaluation request including the 

user ID used in the log-in process and the service provider ID included in the 

authentication collaboration request to the authentication collaboration policy evaluating 

unit 210 when the log-in process is successfully performed by the IDP authentication 

collaborating unit 208. 

[0061] 

(£209-3): a function of transmitting the account collaboration request including 

the user ID and the service provider ID included in the policy evaluation request to the 

IDP account provisioning unit 211 when the determination result included in a policy 

evaluation response received from the authentication collaboration policy evaluating 

unit 210 represents permission. 

[0062] 

(f209-4): a function of transmitting the IDP authentication collaboration 

execution request including the service provider ID and the user ID included in 

operation completion included in the account collaboration response transmitted from 

the IDP account provisioning unit 211 to the IDP authentication collaborating unit 208. 

[0063] 
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The authentication collaboration policy evaluating unit 210 receives the policy 

evaluation request from the authentication collaboration handling unit 209, and 

performs policy evaluation based on the authentication collaboration policy 203a which 

is defined in advance and the user use management table 202aA. Specifically, the 

authentication collaboration policy evaluating unit 210 has the following functions 

(£210-1) to (£210-5). 

[0064] 

(f210-l): a function of reading the user attribute information 201a from the IDP 

user repository 201 based on the user ID included in the policy evaluation request 

transmitted from the authentication collaboration handling unit 209. 

[0065] 

(£210-2): a function of reading the authentication collaboration policy 

information203a from the authentication collaboration policy store 203 based on the 

service provider ID included in the policy evaluation request transmitted from the 

authentication collaboration handling unit 209. 

[0066] 

(£210-3): a function of reading the service use status information 202a from the 

IDP service use status store 202 based on the user ID included in the policy evaluation 

request transmitted from the authentication collaboration handling unit 209. 

[0067] 

(£210-4): a transmission permission determining function of determining 

whether or transmission of service data is to be permitted according to whether or not 

the affiliation or appointment included in the read user attribute information 201a and 

the read service use status information 202a match the affiliation and appointment 

represented by the read authentication collaboration policy 203 a. 
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[0068] 

(£210-5): a function of transmitting the policy evaluation response including the 

determination result to the authentication collaboration handling unit 209 of the 

transmission source of the policy evaluation request. 

5 [0069] 

The IDP account provisioning unit 211 receives the account collaboration 

request from the authentication collaboration handling unit 209, and executes account 

provisioning on the service provider device 300. Specifically, for example, the IDP 

account provisioning unit 211 has the following functions (£211-1) to (£211 -8). 

10 [0070] 

(£211-1): a function of reading some item names of the user attribute from the 

SP user setting rule store 204 based on the service provider ID included in the 

transmitted account collaboration request. 

[0071] 

15 (£211-2): a function of reading the deletion target account information 207a from 

the deletion target account store 207 based on the service provider ID included in the 

transmitted account collaboration request. 

[0072] 

(£211-3): a function of acquiring item names matching corresponding some item 

20 names and user attribute partial information including an item value associated with the 

item name from the user attribute information 201a including the user ID matching the 

user ID in the IDP user repository 201 based on read some item names and the user ID 

included in an account collaboration request message. 

[0073] 

25 (£211 -4): a function of issuing the authentication collaboration ID shared 
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between the service provider device 300 identified by the service provider ID included 

in the account collaboration request and the subject device 200. 

[0074] 

(£211-5): a function of adding "account registration" to the acquired user 

attribute partial information as an operation instruction, adding "account deletion" 

serving as an operation instruction and the issued authentication collaboration ID to the 

acquired deletion target account information 207a, and generating an account 

provisioning request (an account collaboration request message). 

[0075] 

(£211-6): a function of transmitting the account collaboration request message 

to the service provider device 300 of the transmission source of the authentication 

collaboration request. 

[0076] 

(£211-7): a function of registering the authentication collaboration ID to the 

user attribute information 201a included in the IDP user repository 201 based on the 

service provider ID and the user ID included in the operation completion when an 

operation completion of an SP user repository 302 including the service provider ID of 

the service provider device and the user ID included in the user attribute partial 

information is notified from the service provider device 300 of the transmission source 

of the account collaboration request message. 

[0077] 

(£211-8): a function of transmitting the account collaboration response 

representing the registration completion and the operation completion of the user 

repository to the authentication collaboration handling unit 209. 

[0078] 
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The service use status managing unit 212 includes a service use status 

acquiring unit 214 and a deletion target account deciding unit 215. 

[0079] 

The service use status acquiring unit 214 transmits a use status acquisition 

request to the service provider device 300. Further, the service use status acquiring 

unit 214 acquires the use status of the service provider device 300 transmitted from the 

service provider device 300 based on the use status acquisition request, and updates the 

SPIDP service use status store 202 based on the acquired use status. 

[0080] 

The deletion target account deciding unit 215 decides a deletion target account 

based on the acquired use status, the user attribute information 201a, and the deletion 

target decision policy 206aA. 

[0081] 

When a predetermined time comes, the trigger 213 requests the service use 

status acquiring unit 214 of the service use status managing unit 212 to acquire the use 

status of the service provider device 300. In other words, the trigger 213 transmits a 

use status acquisition execution request to the service use status acquiring unit 212. 

[0082] 

Upon receiving the use status acquisition execution request, the service use 

status acquiring unit 214 acquires the service use status from the service provider device 

300. For example, the trigger 213 may be set according to a cycle. In other words, 

the trigger 213 may be an action that is performed at predetermined time intervals such 

as a re-connection action of an authentication session between the ID provider device 

200 and the service provider device 300. 

[0083] 
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Meanwhile, the service provider device 300 provides a service used by the user, 

and includes a service data communicating unit 301, the SP user repository 302, a 

service data store 303, an SP service use status store 304, a verification policy store 305, 

an SP authentication collaborating unit 306, a service use status providing unit 307, and 

an SP account provisioning unit 308. 

[0084] 

The service data communicating unit 301 has a function of transmitting an 

authentication token included in a service execution request and service data 303 a in the 

service data store 303 which will be described later to the user terminal 100 based on 

the service execution request transmitted from the SP authentication collaborating unit 

306 which will be described later. 

[0085] 

The SP user repository 302 stores identity information of the user using the 

service data to be transmitted by the service data communicating unit 301. 

Specifically, the SP user repository (a user attribute partial information storage unit) 302 

stores user attribute partial information 302a in which some item names are associated 

with item values based on the SP user setting rule 204a among item names and item 

values of the user attribute included in the user attribute information 201a in the IDP 

user repository 201 is associated with the SP side user ID identifying the user in the 

subject device 300 as illustrated in FIG. 9. 

[0086] 

The service data store 303 stores the service data 303a as illustrated in FIG. 10. 

The service data 303 a is arbitrary data transmitted to the user terminal 100 as a target of 

service provision (service data transmission) by the service provider device 300. [008] 

[0087] 
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The SP service use status store (a second service use status storage unit) 304 

stores service use status information 304a which is a use status of a service provided by 

the service provider device 300 for each user. 

[0088] 

In other words, the SP service use status store 304 stores the user use 

management table 202aA storing a service use status of each user at the service provider 

device 300 side and the in-use number management table 202aB. 

[0089] 

As illustrated in FIG. 11, the SP service use status store 304 stores a user use 

management table 304aA and an in-use number management table 304aB. The user 

use management table 304aA writes the use status of the service provider device 300 

representing any one of "service in use" representing that transmission of the service 

data 303 a is permitted, "service unused" representing that transmission of the service 

data 303a is not permitted, "service use suspension" representing temporary suspension 

of transmission permission of service data based on a temporary suspension request 

received from the user terminal 100, and "service use end" based on the use end request 

received from the user terminal 100 in association with the user ID. 

[0090] 

Further, the use status of the service provider device 300 is stored in 

association with the last use date and time and the disk use amount of the user. In 

addition, the user use management table 304aA writes the use status of the user ID for 

each ID of the ID provider device when a plurality of ID provider devices 200 are 

provided. 

[0091] 

The in-use number management table 202aB writes the in-use number 
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representing the number of in-use services represented by the use status in the user use 

management table 304aA in association with an upper limit value of the in-use number 

which is set in advance as illustrated in FIG. 11. 

[0092] 

The verification policy store 305 stores an authentication assertion verification 

policy including an authentication scheme name of the log-in process for permitting 

transmission of the service data 303a when the log-in process is successfully performed 

and a signature verification key corresponding to a signature generation key of the ID 

provider device 200 as illustrated in FIG. 12. As the signature verification key, for 

example, of a pair of the public key and the secret key in the public key cryptosystem, 

the public key may be used. 

[0093] 

The SP authentication collaborating unit 306 has a service provider function of 

the SSO (single sign-on). Specifically, for example, the SP authentication 

collaborating unit 306 has the following functions (£306-1) to (£306-4). 

[0094] 

(£306-1): a function of determining whether or not the service request includes 

the authentication token when the service request is received from the user terminal 100, 

transmitting the authentication token and the service data 303 a in the service data store 

303 to the user terminal 100 when it is determined that the service request includes the 

authentication token, and transmitting the authentication collaboration request including 

the service provider ID of the subject device 300 and the address information of the user 

terminal 100 to the ID provider device 200 when it is determined that the service 

request does not include the authentication token. 

[0095] 
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(f306-2): a verification function of verifying each of the authentication scheme 

name and the digital signature included in the authentication assertion 208a based on the 

authentication scheme name and the signature verification key in the authentication 

assertion verification policy in the verification policy store 305 when the authentication 

collaboration response is received from the ID provider device 200. 

[0096] 

(f306-3): a function of issuing the authentication token when the verification 

result is all valid. 

[0097] 

(£306-4): a function of transmitting the service execution request including the 

issued authentication token and the address information of the user included in the 

authentication collaboration response received from the ID provider device 200 to the 

service data communicating unit 301. 

[0098] 

Upon receiving a use status acquisition request from the service use status 

acquiring unit 214 of the ID provider device 200, the service use status providing unit 

307 has a function of searching the SP service use status store 304 based on the user ID 

included in the use status transmission request, and transmitting the use status of the 

service provider device 300 obtained by the search. 

[0099] 

The SP account provisioning unit 308 performs account provisioning on the SP 

user repository 302 based on the account collaboration request message received from 

the IDP account provisioning unit 211 of the ID provider device 200. The SP account 

provisioning unit 308 updates the SP service use status store 304 based on the account 

collaboration request message. 
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[0100] 

Specifically, for example, the SP account provisioning unit 308 has the 

following functions (S08-1) to (£308-5). 

[0101] 

(£308-1): a function of checking operation information included in the account 

collaboration request message when the account collaboration request message is 

received from the IDP account provisioning unit 211 of the ID provider device 200, 

issuing a new SP side user ID when the operation information is "account registration," 

and registering the issued SP side user ID and the user attribute partial information 302a 

included in the account collaboration request message to the SP user repository 302 in 

association with each other. 

[0102] 

(£308-2): a function of searching the SP user repository 302 based on the user 

ID (the deletion target account) included in the account collaboration request message 

when the operation information included in the account collaboration request message is 

"deletion," and deleting the user attribute partial information 302a of the search result. 

[0103] 

(£308-3): a function of searching the SP user repository 302 based on the user 

ID included in the account collaboration request message when the operation 

information included in the account collaboration request message is "update," and 

updating the user attribute partial information 302a of the search result. For example, 

the operation information "update" means account invalidity, and at this time, the SP 

account provisioning unit 308 searches the SP user repository 302 based on the user ID 

included in the account collaboration request message, and changes a valid flag (not 

illustrated) included in the user attribute partial information 302a of the search result to 
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"false." 

[0104] 

Further, the account invalidity may be included in the operation information 

"deletion." 

[0105] 

(f308-4): a function of updating the SP service use status store 304 based on 

the user ID included in the account collaboration request message and the operation 

information after an operation of the user repository. 

[0106] 

For example, when the operation information is "account registration," the user 

ID and the use status "service in use" are written in the user use management table 

304aA as a new use status. At this time, when the corresponding user ID is present in 

the user use management table 304aA, the use status is updated. 

[0107] 

Further, when the operation information is "deletion," the use status of the user 

ID written in the user use management table 304aA is changed to "service unused." 

[0108] 

(f308-5): a function of notifying the ID provider device 200 which is the 

transmission source of the account collaboration request message of operation 

completion including the user ID included in the operated user attribute partial 

information 302a and the service provider ID of the subject device 300 and store update 

completion after an operation of the SP user repository 302 and update (an SP account 

operation) of the SP service use status store 304. 

[0109] 

Next, an operation of the authentication collaboration system having the above-

28 



described configuration will be described with reference to FIGS. 13 to 23. The 

following description starts from a state in which a system environment in which the 

SSO is possible between the ID provider device 200 and the service provider device 300 

is given, an account of the user belonging to an organization of the ID provider side is 

not registered to the service provider device 300, and authentication is not collaborated 

yet. 

[0110] 

The description will proceed in connection with an example of a typical 

process in which in this state, when the user makes the service request, the ID provider 

device 200 determines whether or not the authentication collaboration policy 203a is 

satisfied, and when it is determined that the authentication collaboration policy 203a is 

satisfied, the user's account is registered to the service provider device 300 side, so that 

the SSO is executed between the ID provider device 200 and the service provider device 

300, and the service data 303a is transmitted from the service provider device 300. 

[0111] 

Thereafter, the description will be divided into service use status acquisition 

(SI 1 to SI 9) of step S10, user authentication (S21 to S27) of step S20, authentication 

collaboration policy evaluation (S31 to S36) of step S30, account collaboration (S41 to 

S49) of step S40, and authentication collaboration (S51 to S58) of step S50 as illustrated 

in FIG. 13. 

First, service use status acquisition of step S10 of FIG. 13 will be described 

with reference to a sequence diagram of FIG. 14 and a schematic diagram of FIG. 15. 

[0112] 

In step SI 1, when a preset time comes, the trigger 213 of the ID provider 

device 200 requests the service use status managing unit 212 to execute use status 



acquisition. In the present embodiment, the trigger 213 is set to 12:00, April 1st, 2011. 

[0113] 

In step SI2, upon receiving the use status acquisition execution request from 

the trigger 213, the service use status acquiring unit 214 of the service use status 

managing unit 212 requests the service use status providing unit 307 of the service 

provider device 300 to acquire the use status. In the present embodiment, the user 

status acquisition request is assumed to be transmitted only to the service provider 

device 300 having the service provider ID of SP (1). 

[0114] 

In step SI3, the service use status providing unit 307 acquires the service use 

status information 304a from the SP service use status store 304 of each service 

provider device 300, and transmits the service use status information 304a to the service 

use status managing unit 212 of the ID provider device 200. 

[0115] 

In step SI 4, the service use status acquiring unit 214 of the service use status 

managing unit 212 updates the IDP service use status store 202 based on the received 

service use status information 304a of each service provider device 300. 

[0116] 

In step SI5, when the SPIDP service use status store 202 is updated based on 

the received service use status information 304a, the service use status acquiring unit 

214 transmits a deletion target decision request to the deletion target account deciding 

unit 215. 

[0117] 

In step SI6, upon receiving the deletion target decision request, the deletion 

target account deciding unit 215 acquires the deletion target decision policy 206a from 
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the deletion target decision policy store 206. 

[0118] 

In step SI7, the deletion target account deciding unit 215 acquires the user 

attribute information 201a from the IDP user repository 201. 

[0119] 

In step SI8, the deletion target account deciding unit 215 decides an account of 

a deletion target based on the user use management table 202aA and the in-use number 

management table 202aB updated in step SI4, the deletion target decision policy 206a 

acquired in step SI6, and the user attribute information 201a acquired in step SI7. 

Specifically, the deletion target account deciding unit 215 determines a user satisfying 

the deletion condition represented by the deletion target decision policy 206a based on 

the user attribute information 201a related to a predetermined user and the service use 

status of the user stored in the user use management table 202aA and the in-use number 

management table 202aB. 

[0120] 

For example, an example in which the deletion target account deciding unit 

215 determines the user satisfying the deletion condition represented by the deletion 

target decision policy 206a based on the deletion target decision policy 206aA of FIG. 6 

and the user use management table 202aA and the in-use number management table 

202aB of FIG. 3 will be described in detail. First, USER B and USER_N satisfy a 

deletion condition [1] "last use date and time is more than half a year ago" in SP (1) of 

the deletion target decision policy 206aA. 

[0121] 

Next, USER_B and USER_N satisfy a deletion condition [2] "disk use amount 

is 5 GB or more" in SP (1) of the deletion target decision policy 206aA. Next, 
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USER_B satisfies a deletion condition [3] "department to which user belongs is X" in 

SP (1) of the deletion target decision policy 206aA. Thus, USER_B satisfies all of the 

deletion conditions represented by the deletion target decision policy 206a and thus is 

decided as the deletion target account. Further, when a plurality of deletion target 

accounts are present, all of the deletion target accounts are decided as the deletion target 

account. 

[0122] 

In step SI9, the deletion target account deciding unit 215 stores the decided 

deletion target account in the deletion target account store 207. 

[0123] 

Here, the user authentication of step S20 of FIG. 13 will be described with 

reference to a sequence diagram of FIG. 16 and a schematic diagram of FIG. 17. The 

user authentication of step S20 starts when user operates the user terminal in order to 

use a service of the service provider device 300 side. 

[0124] 

In step S21, when the user operates the user terminal 100 in order to use a 

service of the service provider device 300 side, the user terminal 100 transmits the 

service request to the service provider device 300. The service provider device 300 

catches the service request through the SP authentication collaborating unit 306 that 

undertakes access management. 

[0125] 

In step S22, upon receiving the service request from the user, the SP 

authentication collaborating unit 306 determines whether or not the service request 

includes the authentication token. For example, when the service request from the user 

is a form of a HTTP request, it is checked whether or not the authentication token issued 
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by the service provider device 300 is present in a cookie included in the HTTP request. 

[0126] 

Further, when it is checked that the authentication token is present, that is, 

when authentication collaboration is finished, the service provider device 300 provides 

the user with a service requested through the service request. In other words, when it 

is determined that the service request includes the authentication token, the SP 

authentication collaborating unit 306 transmits the authentication token and the service 

data 303a in the service data store 303 to the user terminal 100 of the service request 

source through the service data communicating unit 301. Specifically, the SP 

authentication collaborating unit 306 transmits the service execution request including 

the authentication token in the service request and the user ID associated with the 

authentication token to the service data communicating unit 301. 

[0127] 

Meanwhile, when it is determined in step S22 that the service request does not 

include the authentication token, that is, when authentication is not collaborated yet, 

step S23 is executed. 

[0128] 

In step S23, the service provider device 300 transmits the authentication 

collaboration request to the ID provider device 200. At this time, the authentication 

collaboration request may be transmitted from the service provider device 300 to the ID 

provider device 200 directly or through redirecting of the user terminal 100. The 

authentication collaboration request includes the service provider ID of the subject 

device 300 and the address information of the user terminal 100. 

[0129] 

Here, the service provider device 300 does not collaborate with the ID provider 
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device 200 which is one ID provider, and thus selection of the ID provider is 

unnecessary. When the service provider device 300 collaborates with the ID provider 

device 200 which is one ID provider and so selection of the ID provider is necessary, 

the SP authentication collaborating unit 306 may transmit an IDP list (not illustrated) 

listing ID provider IDs representing an ID provider with which a relation of trust is 

established in advance to the user terminal 100 in order to cause the user to select the ID 

provider to which the user belongs. At this time, the user terminal 100 displays the 

IDP list received from the service provider device 300, and urges the user to select the 

ID provider to which the user belongs. Thereafter, the user terminal 100 transmits the 

selected ID provider ID to the service provider device 300 according to the user's 

operation. 

[0130] 

In step S24, the authentication collaboration handling unit 209 of the ID 

provider device 200 analyzes a message directed to the ID provider device 200, starts an 

authentication collaboration process when it is checked that the message is the 

authentication collaboration request, and transmits the user authentication request 

including the address information of the user terminal 100 in the authentication 

collaboration request to the IDP authentication collaborating unit 208. However, when 

it is checked that the message is not the authentication collaboration request, the 

message is re-transmitted to a destination desired by the service provider device 300 

through intervention of the authentication collaboration handling unit 209. 

[0131] 

In step S25, upon receiving the user authentication request, the IDP 

authentication collaborating unit 208 executes the log-in process for identification and 

authentication of the user based on the user authentication request. In the log-in 
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process, the IDP authentication collaborating unit 208 transmits the log-in request to the 

user terminal 100 based on the address information of the user terminal 100 included in 

the transmitted user authentication request, and authenticates the user ID and the user 

authentication information received from the user terminal 100 based on the user ID and 

the password in the IDP user repository 201. In the present embodiment, 

authentication is assumed to be performed based on a user ID "USER_A" and a 

password "PASS_A" received from the user terminal 100, and the user authentication is 

assumed to be successfully performed. 

[0132] 

In step S26, the IDP authentication collaborating unit 208 determines whether 

or not account information of the user that has successfully logged in is present in the 

deletion target account store 207, and deletes the corresponding account from the 

deletion target account store 207 when information of the account that has successfully 

logged in is present. In the present embodiment, since "USER_A" does not remain 

registered to the deletion target account store 207, the deletion target account store 207 

is not updated. 

[0133] 

In step S27, when the log-in process of step S25 is successfully performed, the 

IDP authentication collaborating unit 208 transmits a user authentication completion 

(log-in completion) message including the user ID used in the log-in process and 

information representing authentication success to the authentication collaboration 

handling unit 209. 

[0134] 

Through the above process, the user authentication (S21 to S27) of step S20 

ends. 
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[0135] 

Next, in the authentication collaboration policy evaluation of step S30, after the 

user authentication ends, authentication collaboration policy evaluation is performed 

using the user use management table 202aA, the in-use number management table 

202aB, the user attribute information 201a, and the authentication collaboration policy 

203 a as input values, and permission is given on the service request of the user. 

Thereafter, the authentication collaboration policy evaluation of step S30 will be 

described with reference to a sequence diagram of FIG. 18 and a schematic diagram of 

FIG. 19. 

[0136] 

In step S31, the authentication collaboration handling unit 209 analyzes the 

user authentication completion message transmitted in step S27, and checks that the log­

in process has been successfully performed. When the log-in process has been 

successfully performed, the authentication collaboration handling unit 209 transmits the 

policy evaluation request on the user's service request to the authentication 

collaboration policy evaluating unit 210. The policy evaluation request includes the 

user ID acquired in the log-in process of step S25, that is, the user's IDP account and 

the service provider ID in the authentication collaboration request. 

[0137] 

Thereafter, through steps S32 to S34, the authentication collaboration policy 

evaluating unit 210 collects information necessary for evaluation of the authentication 

collaboration policy 203a. 

[0138] 

In step S32, the authentication collaboration policy evaluating unit 210 reads 

the service use status 202a from the IDP service use status store 202 based on the user 
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ID and the service provider ID included in the policy evaluation request. However, 

step S32 is not performed when static policy evaluation is executed. 

[0139] 

Hereinafter, the user ID read in step S32 is assumed to be USER A, and the 

service provider device 300 requested by the user is assumed to be SP (1). 

[0140] 

In step S33, the authentication collaboration policy evaluating unit 210 reads 

the user attribute information 201a from the IDP user repository 201 based on the user 

ID included in the policy evaluation request. 

[0141] 

In step S34, the authentication collaboration policy evaluating unit 210 reads 

the authentication collaboration policy 203a from the authentication collaboration 

policy store 203 based on the service provider ID included in the policy evaluation 

request. In the present embodiment, among the authentication collaboration policies 

203a of FIG. 4, a first authentication collaboration policy (a policy when SP (1) is used) 

203aA related to A in FIG. 4 is read as a search result. 

[0142] 

In step S35, when static policy evaluation is executed, the authentication 

collaboration policy evaluating unit 210 performs the policy evaluation process of 

determining whether or not transmission of the service data 303a is to be permitted 

according to whether or not an affiliation and appointment included in the user attribute 

information 201a read in step S3 3 match an affiliation and appointment represented by 

the authentication collaboration policy 203aA read in step S34. 

[0143] 

However, when active policy evaluation is executed using the user use 
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management table 202aA of step S32, policy evaluation is executed based on the service 

use status 202a, the user attribute information 201a, and the authentication collaboration 

policy 203aA acquired through steps S32, S33, and S34. 

[0144] 

For example, policy evaluation of step S35 will be described in connection 

with the use of SP (1) represented by the authentication collaboration policy 203 aA. 

The service use conditions of [1] to [4] are defined in the authentication collaboration 

policy 203aA in advance ([4] is not defined in case of static policy evaluation), and it is 

checked whether or not the collected user use management table 202aA and the user 

attribute information 201a all satisfy the service use conditions as follows. As a result, 

permission is given on the user's service request. 

[0145] 

[1] of the authentication collaboration policy 203aA: the authentication 

collaboration policy 203a represents that a department to which the user belongs is X. 

To this, as illustrated in FIG. 2, a department of USER_A in the user attribute 

information 201a is "X department." Thus, USER_A satisfies the condition of [1] in 

the authentication collaboration policy 203a. 

[0146] 

[2] of the authentication collaboration policy 203aA: the authentication 

collaboration policy 203a represents that a division to which the user belongs is Y. To 

this, as illustrated in FIG. 2, a division of USER_A in the user attribute information 

201a is "Y division." Thus, USER_A satisfies the condition of [2] in the 

authentication collaboration policy 203a. 

[0147] 

[3] of the authentication collaboration policy 203aA: the authentication 
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collaboration policy 203a represents that the user's appointment is an appointment of Z 

or more. To this, as illustrated in FIG. 2, an appointment of USER_A in the user 

attribute information 201a is "Z appointment." Thus, the condition of [3] in the 

authentication collaboration policy 203a is satisfied. 

[0148] 

[4] of the authentication collaboration policy 203aA: the authentication 

collaboration policy 203 a represents that the number of in-use accounts is not larger 

than an upper limit value. To this, as illustrated in FIG. 3, the current in-use number of 

SP (1) in the in-use number management table 202aB is 10 and not larger than the upper 

limit value, that is, 100. Thus, the condition of [4] in the authentication collaboration 

policy 203a is satisfied. 

[0149] 

As described above, authentication collaboration policy evaluation on the 

user's service request is performed using the user use management table 202aA, the in-

use number management table 202aB, and the user attribute information 201a based on 

the authentication collaboration policy 203a which is defined in advance. Further, 

when it is checked that any one of the above conditions is not satisfied, the 

authentication collaboration policy evaluation result becomes rejection. 

[0150] 

In other words, the authentication collaboration policy evaluating unit 210 

determines whether or not transmission of service data is to be permitted according to 

whether or not the read user attribute information 201a, the type of service that the user 

desires to use, an operation of service that the user desires to make, and the user's 

environmental condition when a service is executed are suitable for the read 

authentication collaboration policy 203a. 
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[0151] 

In step S36, the authentication collaboration policy evaluating unit 210 

transmits the policy evaluation result including the determination result of step S3 5 to 

the authentication collaboration handling unit 209 as the policy evaluation response. 

Through the above process, the authentication collaboration policy evaluation (S31 to 

S3 6) of step S30 ends. 

[0152] 

In the account collaboration of step S40, based on the policy evaluation 

response (in case of permission of service data transmission) acquired by the 

authentication collaboration policy evaluation of step 30, the user's account is generated 

on the SP user repository 302 of the service provider device 300, and account 

collaboration necessary as the advance preparation of the SSO is realized between the 

ID provider device 200 and the service provider device 300. Hereinafter, the 

description will proceed with reference to a sequence diagram of FIG. 20 and a 

schematic diagram of FIG. 21. 

[0153] 

In step S41, the authentication collaboration handling unit 209 checks the 

policy evaluation result included in the policy evaluation response transmitted in step 

S36, and transmits the account collaboration request including the user ID and the 

service provider ID in the policy evaluation request to the IDP account provisioning unit 

211 when the policy evaluation response represents permission on the service request. 

Further, when the policy evaluation response represents rejection on the service use, 

information representing service use rejection is transmitted to the user terminal 100. 

Here, steps S42 to 49 will be described in connection with an example in which the 

policy evaluation response represents permission. 
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[0154] 

In step S42, the IDP account provisioning unit 211 reads the user setting rule 

204a from SP user setting rule store 204 based on the service provider ID (here, SP (1)) 

included in the received account collaboration request. For example, the user setting 

rule 204a is an item name (some item names of the user attribute) of a necessary user 

attribute or the like obtained for each the service provider device 300 when the ID 

provider device 200 performs account registration on the service provider device 300. 

Here, the IDP account provisioning unit 211 is assumed to read some item names of the 

user attribute as the user setting rule 204a. 

[0155] 

In step S43, the IDP account provisioning unit 211 searches a deletion target 

account related to SP (1) from the deletion target account store 207. 

[0156] 

Further, it is determined whether or not the number of users of the service 

provider ID (here, SP (1)) in the account collaboration received in the service use status 

information acquired from the IDP service use status store 202 by the authentication 

collaboration policy evaluating unit 210 in step S3 2 reaches the upper limit, and when 

the number of users of SP (1) reaches the upper limit, the search of step S43 may be 

performed. At this time, when the static policy evaluation is executed in step S32 and 

the service use status acquisition is not performed, the IDP provisioning unit 211 

acquires the service use status from the IDP service use status store 202 before step S43. 

[0157] 

In the present embodiment, since USER_B remains registered to the deletion 

target account store 207 as the deletion target account related to SP (1) as illustrated in 

FIG. 7, USER_B is here the search result. Further, when a plurality of deletion target 
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accounts are present, one user ID may be deleted, or all user IDs may be deleted. 

[0158] 

In step S44, based on some item names read in step S42 and the user ID 

included in the account collaboration request, the IDP account provisioning unit 211 

acquires necessary user attribute information (hereinafter, referred to as "user attribute 

partial information) including item names matching some item names and item values 

associated with the corresponding item names from the user attribute information 201a 

including the user ID matching the user ID in the IDP user repository 201. 

[0159] 

In step S45, the IDP account provisioning unit 211 generates an SP account 

collaboration request message by adding "account registration" to the user attribute 

partial information acquired in step S44 as an operation instruction and adding a 

"deletion" instruction to the deletion target account acquired in step S43 as an operation 

instruction, and transmits the generated account collaboration request message to the SP 

account provisioning unit 308 of the service provider device 300. The IDP account 

provisioning unit 211 issues an authentication collaboration ID and includes the 

authentication collaboration ID in the account collaboration request message. 

[0160] 

For example, the operation instruction included in the account collaboration 

request message is an operation type of the SP user repository 302 based on an 

operation interface opened by the SP account provisioning unit 308, and includes 

deletion, account registration, account update, and the like. In the present embodiment, 

since the user's account does not remain registered to the service provider device 300 

side, in step S45, "account registration" is designated as the operation instruction. 

[0161] 
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Further, the IDP account provisioning unit 211 issues the authentication 

collaboration ID shared between the service provider device 300 to which the SP 

account collaboration request message is transmitted and the subject device 200, and 

includes the authentication collaboration ID in the SP account collaboration request 

message. 

[0162] 

In step S46, the SP account provisioning unit 308 operates the SP user 

repository 302 based on the received account collaboration request message. 

Specifically, when the operation instruction included in the received account 

collaboration request message is "account registration," the SP account provisioning 

unit 308 newly issues an SP side user ID (the user ID of the service provider device 300 

side), and registers the SP side user ID and the user attribute partial information 

included in the SP account collaboration request message to the SP user repository 302 

in association with each other. At this time, the SP account provisioning unit 308 also 

registers the authentication collaboration ID included in the account collaboration 

request message. 

[0163] 

In step S46, when the operation instruction is "deletion," the SP account 

provisioning unit 308 searches the user attribute partial information 302a in the SP user 

repository 302 based on the deletion target account included in the account 

collaboration request message, and deletes the user attribute partial information 302a 

including the user ID matching the deletion target account. 

[0164] 

In step S47, the SP account provisioning unit 308 updates the SP service use 

status store 304 based on the received account collaboration request message. 
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Specifically, when the operation instruction included in the received account 

collaboration request message is "account registration," the SP account provisioning 

unit 308 registers the user ID included in the user attribute partial information in the 

account collaboration request message, the service use status "service in use," the last 

use date and time, and the disk use amount to the user use management table 304aA of 

the SP service use status store 304 in association with one another, counts the number of 

user IDs of "service in use", and updates the current in-use number of the in-use number 

management table 304aB. 

[0165] 

Further, when the operation instruction included in the received account 

collaboration request message is "deletion," the SP account provisioning unit 308 

searches the SP service use status store 304 based on the deletion target account 

included in the account collaboration request message, and changes the service use 

status included in the service use status information 304a of the search result to "service 

use suspension." 

[0166] 

After the user repository operation of step S46 and the update of the service use 

status store 202 of step S47, the SP account provisioning unit 308 notifies the ID 

provider device 200 which is the transmission source of the account collaboration 

request message of the operation completion including the registered user ID in the user 

attribute partial information 302a and the service provider ID of the subject device. 

Specifically, the IDP account provisioning unit 211 of the ID provider device 200 is 

notified of the operation completion. 

[0167] 

In step S48, the IDP account provisioning unit 211 registers the authentication 
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collaboration ID issued in step S45 to a USERA record of the IDP user repository 201a. 

[0168] 

In step S49, the IDP account provisioning unit 211 transmits the account 

collaboration response representing the operation completion notified in step S47 to the 

authentication collaboration handling unit 209. 

[0169] 

Through the above-described process, the account collaboration (S41 to S49) 

of step S40 ends. 

[0170] 

In the authentication collaboration of step S50, after the account collaboration 

ends, the authentication collaboration, that is, the SSO is performed between the ID 

provider device 200 and the service provider device 300. Hereinafter, the 

authentication collaboration of step S50 will be described with reference to a sequence 

diagram of FIG. 22 and a schematic diagram of FIG. 23. 

[0171] 

In step S51, the authentication collaboration handling unit 209 analyzes the 

authentication result included in the account collaboration response notified in step S49. 

When there is not a problem in the result, the authentication collaboration handling unit 

209 transmits the authentication collaboration execution request including the service 

provider ID and the user ID included in the operation completion of the account 

collaboration response to the IDP authentication collaborating unit 208. 

[0172] 

In step S52, upon receiving the authentication collaboration execution request, 

the IDP authentication collaborating unit 208 searches the IDP user repository based on 

the user ID included in the authentication collaboration execution request, and acquires 
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the authentication collaboration ID. 

[0173] 

In step S53, the IDP authentication collaborating unit 208 generates an 

assertion context including the authentication collaboration ID acquired in step S52 and 

the authentication scheme name of the log-in process performed in step S25. Further, 

the IDP authentication collaborating unit 208 generates a digital signature on the 

assertion context based on the signature generation key in the key storage unit 205. In 

addition, the IDP authentication collaborating unit 208 generates the authentication 

assertion 208a including the assertion context and the digital signature. 

[0174] 

In step S54, the IDP authentication collaborating unit 208 transmits the 

authentication collaboration response including the generated authentication assertion 

208a and the user ID included in the received authentication collaboration execution 

request to the service provider device 300 of the transmission source of the 

authentication collaboration request. The authentication collaboration response is 

received by the SP authentication collaborating unit 306 of the service provider device 

300. 

[0175] 

In step S55, the SP authentication collaborating unit 306 verifies each of the 

authentication scheme name included in the authentication assertion 208a and the digital 

signature based on the authentication scheme name and the signature verification key in 

the authentication assertion verification policy 306. As a result, the SP authentication 

collaborating unit 306 determines whether or not the authentication result of the ID 

provider device 200 is reliable based on the authentication assertion 208a issued by the 

ID provider device 200, and determines whether or not service data transmission 
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(service provision) to the user is to be permitted. In the present embodiment, the 

verification result is assumed to be valid, and it is decided that service data transmission 

is permitted. 

[0176] 

In step S56, when permission is decided in step S55, the SP authentication 

collaborating unit 306 issues the authentication token. The authentication token may 

be stored in a temporary storage unit (not illustrated) of the service provider device 300 

in association with the authentication collaboration ID and the user ID. 

[0177] 

In step S57, the SP authentication collaborating unit 306 transmits the service 

execution request including the authentication token issued in step S56 and the user ID 

associated with the authentication token using the authentication collaboration ID to the 

service data communicating unit 301. 

[0178] 

In step S58, the service data communicating unit 301 transmits the 

authentication token in the service execution request and the service data 303 a in the 

service data store 303 to the user terminal 100 based on the transmitted service 

execution request. 

[0179] 

As described above, according to the authentication collaboration system of the 

present embodiment, the authentication collaboration handling unit 209 arranged in the 

ID provider device 200 intercepts the authentication collaboration request from the 

service provider device 300 on the service request from the user to the service provider 

device 300, and determines whether or not the service data 303 a is to be transmitted 

based on the authentication collaboration policy 203 a which is defined in advance. 
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Then, when the determination result represents permission, the user's account is 

generated on the SP user repository 302 managed in the service provider device 300 

using the user attribute information 201a managed in the ED provider device 200. 

Thereafter, each of the ID provider device 200 and the service provider device 300 

performs the authentication collaboration process of the related art, and a desired 

service is provided from the service provider device 300 to the user. 

[0180] 

In addition, in the authentication collaboration system of the related art, the 

service provider checks that information sufficient to register an account is not held and 

requests the ID provider to provide an insufficient user attribute, and thus a great deal of 

time and effort is required, and the checking and requesting are manually performed. 

However, in the authentication collaboration system of the present embodiment, due to 

the configuration in which the authentication collaboration policy 203a is stored in 

advance, the checking and requesting are not manually performed as in the related art. 

[0181] 

Further, in the authentication collaboration system of the present embodiment, 

the use status acquisition process of acquiring the use status of the service provider 

device 300 by the ID provider device 200, which generally takes a long time, is not 

performed at a timing of the SSO but performed in advance. Thus, the standby time 

when the user logs in does not increase, and the user's burden can be reduced. Further, 

since the decision of the deletion target account is performed in advance, the user's 

burden can be further reduced. 

[0182] 

Thus, even in a state in which the user's account does not remain registered to 

the service provider device 300 side, it is automatically determined whether or not the 
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service data 303 a is to be transmitted based on the authentication collaboration policy 

203a defined in advance at the ID provider device 200 side at the user's service request, 

that is, at an SSO execution timing. Thus, it is possible to provide the user with a 

seamless service use without requiring a manual operation and taking a long time. 

[0183] 

Further, according to the authentication collaboration system of the present 

embodiment, in the service use provided under the distributed environment such as the 

Internet, a series of processes from the service use request to the SSO (single sign-on) 

are automated based on the service use policy and the service use status which are 

defined in advance, and thus the user can smoothly start the service use. 

[0184] 

The exemplary embodiments of the present invention have been described 

above, but the above embodiments are merely examples, and do not intend to limit the 

scope of the invention. The novel embodiments can be implemented in various forms, 

and omissions, replacements, or changes can be made within the range not departing 

from the gist of the invention. The embodiments or the modifications thereof are 

included in the scope or the gist of the invention, and included in the range equivalent to 

the inventions set forth in claims. 

[0185] 

For example, in the present embodiment, the ID provider device 200 side 

includes the trigger for requesting the use status acquisition process, but the trigger may 

be arranged at the service provider device 300 side. When the service provider device 

300 side includes the trigger, in the service of step S10 in step S10 of FIG. 13, for 

example, the trigger determines whether or not the service use status registered to the 

SP service use status store 304 has been changed, and transmits the service use status 
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acquisition execution request to the service use status providing unit 307 when it is 

determined that the service use status has been changed (step SI 1). Step S12 is not 

performed, and in step SI3, the service use status providing unit 307 that has received 

the use status acquisition execution request acquires the service use status from the SP 

service use status store 304. Thereafter, the process of steps S14 to S19 is performed. 

[0186] 

In this case, since there occurs no difference between the SP service use status 

store 304 and the IDP service use status store 202, the accurate policy evaluation based 

on the service use status can be performed. 

[0187] 

Further, in the authentication collaboration system of the present embodiment, 

in the service use status acquisition of step S10 started by the trigger 213, since the 

decision of the deletion target account is performed in step SI 5, the deletion of the 

deletion target account is performed in the account collaboration of step S40. It is 

because this delays an operation such as deletion of an account as much as possible. 

[0188] 

However, in order to give priority to improvement in a response time at the 

time of the SSO, the deletion of the deletion target account may be performed in the 

service use status acquisition of step S10. In other words, after the deletion target 

account decision of step SI5, an account deletion message may be transmitted to the 

service provider device 300. In this case, in the account collaboration of step S40, 

only account registration is performed. 

[0189] 

Further, for example, the update of the SP service use status store 304 of step 

S47 may be performed with reference to the user attribute partial information 302a 
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stored in the SP user repository 302 at predetermined time intervals and may not be 

performed during the SSO process. As a result, the log-in standby time of the user can 

be reduced. At this time, the predetermined time interval for the update of the SP 

service use status store 304 is set to be smaller than a predetermined time interval set to 

the trigger for starting the service use status acquisition. 

[0190] 

The technique described in the above embodiments may be stored in a storage 

medium such as a magnetic disk (such as a floppy (a registered trademark) disk) or a 

hard disk), an optical disk (such as a CD-ROM or a DVD), a magnetic optical (MO) 

disk, or a semiconductor memory and distributed as a program executable by a 

computer. 

[0191] 

Here, any computer readable storage medium capable of storing a program 

may be used as the storage medium regardless of a storage format thereof. 

[0192] 

Further, an operating system (OS), database management software, a 

middleware such as network software, or the like which operates on a computer based 

on an instruction of a program installed in a computer from a storage medium may be 

executed as a part of each process for implementing the present embodiment. 

[0193] 

Further, in the present embodiment, the storage medium is not limited to a 

medium independent of a computer, and also includes a storage medium in which a 

program transmitted via a LAN or the Internet is downloaded and stored or temporarily 

stored. 

[0194] 
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Further, the number of storage media is not limited to one, and even when the 

process of the present embodiment is executed through a plurality of media, the media 

are included as the storage medium of the present embodiment, and a medium may have 

any configuration. 

[0195] 

Further, in the present embodiment, a computer executes each process 

according to the present embodiment based on a program stored in the storage medium, 

and may have a configuration of a device configured with a personal computer or a 

configuration of a system in which a plurality of devices are connected via a network. 

[0196] 

Further, each storage unit of the present embodiment may be implemented by a 

single storage device or a plurality of storage devices. 

[0197] 

Furthermore, in the present embodiment, the computer is not limited to the 

personal computer, includes an arithmetic processing unit, a microcomputer, or the like 

included in an information processing device, and is a general term of equipment or a 

device capable of implementing the function of the present embodiment through a 

program. 

[DESCRIPTION OF THE REFERENCE NUMERALS] 

[0198] 

100: user terminal 

200: ID provider device 

201: IDP user repository 

202: IDP service use status store 

203: authentication collaboration policy store 
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204: SP user setting rule store 

205: key storage unit 

206: deletion target decision policy store 

207: deletion target account store 

208: IDP authentication collaborating unit 

209: authentication collaboration handling unit 

210: authentication collaboration policy evaluating unit 

211: IDP account provisioning unit 

212: service use status managing unit 

213: trigger 

214: service use status acquiring unit 

215: deletion target account deciding unit 

300: service provider device 

301: service data communicating unit 

302: SP user repository 

303: service data store 

304: SP service use status store 

305: verification policy store 

306: SP authentication collaborating unit 

307: service use status providing unit 

308: SP account provisioning unit 
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CLAIMS 

1. An authentication collaboration system, comprising 

an ID provider device that performs a log-in process on a user terminal operated 

5 by a user; and 

a service provider device that transmits service data to the user terminal when 

the log-in process is completed, 

wherein the user terminal transmits a service use request to the service provider 

device, 

10 the ID provider device includes 

an IDP user repository that stores user attribute information in which an item 

name of a user attribute specifying the user is associated with an item value of the user 

attribute, the user attribute information including a user ID identifying the user, 

an IDP service use status store that stores service use status information in which 

15 the user ID, a service provider ID identifying the service provider device, and a use 

status of the service provider device are associated with one another, 

an authentication collaboration policy store that stores authentication 

collaboration policy information representing a user which is a target to which 

transmission of service data by the service provider device identified by the service 

20 provider ID is permitted for each service provider ID, 

an SP user setting rule store that stores the service provider ID in association 

with some item names among item names of a user attribute in the user attribute 

information, 

a deletion target decision policy store that stores deletion target decision policy 

25 information representing a user which is a target in which transmission permission of 

service data is deleted in a service provider device identified by the service provider ID 

for each service provider ID, 

a service use status acquiring unit that acquires service use status information 

transmitted from the service provider device when a predetermined cycle comes or 
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when the use status of the service provider device is changed, and updates the IDP 

service use status store based on the acquired service use status information, 

a deletion target account deciding unit that decides a deletion target account of 

each service provider ID included in the service use status information based on the user 

5 attribute information, the service use status information, and the deletion target decision 

policy information, 

an authentication collaboration handling unit that transmits a user authentication 

request including address information of a user terminal in the authentication 

collaboration request when an authentication collaboration request including the service 

10 provider ID of the service provider device and the address information of the user 

terminal is received from the service provider device that has received the service use 

request, 

an IDP authentication collaboration unit that transmits a log-in request to the 

user terminal based on the address information of the user terminal in the transmitted 

15 user authentication request, and executes a log-in process of authenticating the user ID 

and the user authentication information received from the user terminal based on a user 

ID and a password in the IDP user repository, 

wherein the authentication collaboration handling unit transmits a policy 

evaluation request including the user ID used in the log-in process and the service 

20 provider ID in the authentication collaboration request when the log-in process is 

successfully performed, 

an authentication collaboration policy evaluating unit that reads the user attribute 

information from the IDP user repository based on the user ID in the transmitted policy 

evaluation request, 

25 reads the authentication collaboration policy information from the authentication 

collaboration policy store based on the service provider ID in the transmitted policy 

evaluation request, 

determines whether or not transmission of service data is to be permitted based 

on the read authentication collaboration policy information and the read user attribute 

30 information, and 

55 



MCSLLP 

transmits a policy evaluation response including a determination result to a 

transmission source of the policy evaluation request, 

wherein the authentication collaboration handling unit transmits the account 

collaboration request including the user ID and the service provider ID in the policy 

5 evaluation request when the determination result in the policy evaluation response 

represents permission, 

an IDP account provisioning unit that reads some item names of a user attribute 

from the SP user setting rule store based on the service provider ID in the transmitted 

account collaboration request, 

10 acquires user attribute partial information including item names matching some 

item names and item values associated with the item names from the user attribute 

information including a user ID matching a user ID in the IDP user repository based on 

read some item names and the user ID in the account collaboration request, 

acquires a deletion target account from the deletion target account decided by 

15 the deletion target account deciding unit based on the service provider ID in the 

transmitted account collaboration request, 

generates an account collaboration request message by adding an account 

registration instruction to the acquired user attribute partial information as an operation 

instruction and adding an account deletion instruction or an account invalidating 

20 instruction to the acquired deletion target account as an operation instruction, 

transmits the account collaboration request message to a service provider device 

of a transmission source of the authentication collaboration request, and 

transmits an account collaboration response representing operation completion 

when operation completion including the service provider ID of the service provider 

25 device and the address information of the user terminal in the user attribute partial 

information is notified from a service provider device of a transmission destination of 

the account collaboration request message, 

wherein the authentication collaboration handling unit transmits an 

authentication collaboration execution request including the service provider ID 
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included in the operation completion in the transmitted account collaboration response 
and the user ID, and 

wherein the IDP authentication collaboration unit transmits an authentication 
collaboration response including the user ID in the authentication collaboration 

5 execution request to the service provider device of the transmission source of the 
authentication collaboration request when the authentication collaboration execution 
request is received, and 

the service provider device includes 
an SP user repository that stores user attribute partial information in which some 

10 item names and item values are associated with each other among item names and item 
values of a user attribute in the user attribute information in the IDP user repository in 
association with an SP side user ID identifying the user in the service provider device, 

a service data store that stores the service data, 
an SP service use status store that stores the user ID in association with the use 

15 status of the service provider device, 
a service use status providing unit that acquires the use status of the service 

provider device from the SP service use status store, and transmitting the acquired use 
status to the ID provider device, 

an SP authentication collaboration unit that determines whether or not the 
20 service request includes an authentication token when the service request is received 

from the user terminal, transmits the authentication token and service data in the service 
data store to the user terminal when it is determined that the service request includes an 
authentication token, and transmits the authentication collaboration request to the ID 
provider device when it is determined that the service request does not include an 

25 authentication token, 
an SP account providing unit that issues a new SP side user ID and registers the 

issued SP side user ID and the user attribute partial information in the account 
collaboration request message to the SP user repository in association with each other 
when the account collaboration request message is received, and the operation 
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instruction included in the account collaboration request message represents the account 
registration, 

searches the SP user repository based on the deletion target account in the 
account collaboration request message and deletes the user attribute partial information 

5 including the user ID matching the deletion target account when the operation 
instruction included in the account collaboration request message represents the account 
deletion, and 

notifies the ID provider device of the transmission source of the account 
collaboration request message of update completion including the registered user ID in 

10 the user attribute partial information or the deleted user ID in the user attribute partial 
information and the service provider ID of the service provider device after the 
registration or the deletion, 

wherein the SP authentication collaboration unit performs verification of the 
authentication collaboration response when the authentication collaboration response is 

15 received from the ID provider device, issuing the authentication token when a 
verification result represents permission, and 

transmits the service execution request including the user ID included in the 
authentication collaboration response and the authentication token, and transmits the 
authentication token in the service execution request and service data in the service data 

20 store to the user terminal based on the transmitted service execution request. 

2. The authentication collaboration system according to claim 1, wherein 
the authentication collaboration policy evaluating unit determines whether or not 

transmission of service data is to be permitted based on the service use status 
25 information. 

3. The authentication collaboration system according to claim 1 or claim 2, 
wherein 
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the service account provisioning unit invalidates the user attribute partial 

information when the deletion target account matches the user ID included in the user 

attribute partial information. 

5 4. The authentication collaboration system according to any one of claims 1 or 2, 

wherein 

the service provider device transmits the use status to the ID provider device 

when the use status of the service provider device stored in the SP service use status 

store changes. 

10 

5. An ID provider device that is connected with a service provider device 

transmitting service data to a user terminal operated by a user to configure an 

authentication collaboration system, transmits a service use request to the service 

provider device, and performs a log-in process on the user terminal, the ID provider 

15 device comprising: 

an IDP user repository that stores user attribute information in which an item 

name of a user attribute specifying the user is associated with an item value of the user 

attribute, the user attribute information including a user ID identifying the user; 

an IDP service use status store that stores service use status information in which 

20 the user ID, a service provider ID identifying the service provider device, and a use 

status of the service provider device are associated with one another; 

an authentication collaboration policy store that stores authentication 

collaboration policy information representing a user which is a target to which 

transmission of service data by the service provider device identified by the service 

25 provider ID is permitted for each service provider ID; 

an SP user setting rule store that stores the service provider ID in association 

with some item names among item names of a user attribute in the user attribute 

information; 

a deletion target decision policy store that stores deletion target decision policy 

30 information representing a user which is a target in which transmission permission of 
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service data is to be deleted in a service provider device identified by the service 

provider ID for each service provider ID; 

a service use status acquiring unit that transmits a use status acquisition request 

to the service provider device, acquires service use status information transmitted from 

5 the service provider device based on the use status acquisition request, and updates the 

IDP service use status store based on the acquired service use status information; 

a deletion target account deciding unit that decides a deletion target account of 

each service provider ID included in the service use status information based on the user 

attribute information, the service use status information, and the deletion target decision 

10 policy information; 

an authentication collaboration handling unit that transmits a user authentication 

request including address information of a user terminal in the authentication 

collaboration request when an authentication collaboration request including the service 

provider ID of the service provider device and the address information of the user 

15 terminal is received from the service provider device that has received the service use 

request; 

IDP authentication collaboration unit that transmits a log-in request to the user 

terminal based on the address information of the user terminal in the transmitted user 

authentication request, and executes a log-in process of authenticating the user ID and 

20 the user authentication information received from the user terminal based on a user ID 

and a password in the IDP user repository; 

wherein the authentication collaboration handling unit transmits a policy 

evaluation request including the user ID used in the log-in process and the service 

provider ID in the authentication collaboration request when the log-in process is 

25 successfully performed, 

an authentication collaboration policy evaluating unit that reads the user attribute 

information from the IDP user repository based on the user ID in the transmitted policy 

evaluation request, 
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reads the authentication collaboration policy information from the authentication 

collaboration policy store based on the service provider ID in the transmitted policy 

evaluation request, 

determines whether or not transmission of service data is to be permitted based 

5 on the read authentication collaboration policy information and the read user attribute 

information, and 

transmits a policy evaluation response including a determination result to a 

transmission source of the policy evaluation request; 

wherein the authentication collaboration handling unit transmits the account 

10 collaboration request including the user ID and the service provider ID in the policy 

evaluation request when the determination result in the policy evaluation response 

represents permission, 

an IDP account provisioning unit that reads some item names of a user attribute 

from the SP user setting rule store based on the service provider ID in the transmitted 

15 account collaboration request, 

acquires user attribute partial information including item names matching some 

item names and item values associated with the item names from the user attribute 

information including a user ID matching a user ID in the IDP user repository based on 

read some item names and the user ID in the account collaboration request, 

20 acquires a deletion target account from the deletion target account decided by 

the deletion target account deciding unit based on the service provider ID in the 

transmitted account collaboration request, 

generates an account collaboration request message by adding an account 

registration instruction to the acquired user attribute partial information as an operation 

25 instruction and adding an account deletion instruction or an account invalidating 

instruction to the acquired deletion target account as an operation instruction, 

transmits the account collaboration request message to a service provider device 

of a transmission source of the authentication collaboration request, and 

transmits an account collaboration response representing operation completion 

30 when operation completion including the service provider ID of the service provider 
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device and the address information of the user terminal in the user attribute partial 
information is notified from a service provider device of a transmission destination of 
the account collaboration request message; 

wherein the authentication collaboration handling unit transmits an 
5 authentication collaboration execution request including the service provider ID 

included in the operation completion in the transmitted account collaboration response 
and the user ID, and 

wherein the IDP authentication collaboration unit transmits an authentication 
collaboration response including the user ID in the authentication collaboration 

10 execution request to the service provider device of the transmission source of the 
authentication collaboration request when the authentication collaboration execution 
request is received. 

6. A non-transitory computer readable medium for causing a computer to perform 
15 operations of an ID provider device that is connected with a service provider device 

transmitting service data to a user terminal operated by a user to configure an 
authentication collaboration system, transmits a service use request to the service 
provider device, and performs a log-in process on the user terminal, the operations 
comprising: 

20 a function of storing user attribute information in which an item name of a user 
attribute specifying the user is associated with an item value of the user attribute, the 
user attribute information including a user ID identifying the user; 

a function of storing authentication collaboration policy information 
representing a user which is a target to which transmission of service data by the service 

25 provider device identified by the service provider ID is permitted for each service 
provider ID; 

a function of storing the service provider ID in association with some item 
names among item names of a user attribute in the user attribute information; 

a function of storing deletion target decision policy information representing a 
30 user which is a target in which transmission permission of service data is to be deleted 
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in a service provider device identified by the service provider ID for each service 

provider ID; 

a function of transmitting a use status acquisition request to the service provider 

device, acquiring service use status information transmitted from the service provider 

5 device based on the use status acquisition request, and storing service use status 

information in which the user ID, a service provider ID identifying the service provider 

device, and a use status of the service provider device are associated with one another 

based on the acquired service use status information; 

a function of deciding a deletion target account of each service provider ID 

10 included in the service use status information based on the user attribute information, 

the service use status information, and the deletion target decision policy information; 

a function of transmitting a user authentication request including address 

information of a user terminal in the authentication collaboration request when an 

authentication collaboration request including the service provider ID of the service 

15 provider device and the address information of the user terminal is received from the 

service provider device that has received the service use request; 

a function of transmitting a log-in request to the user terminal based on the 

address information of the user terminal in the transmitted user authentication request, 

and executing a log-in process of authenticating the user ID and the user authentication 

20 information received from the user terminal based on a user ID and a password of the 

user attribute information; 

a function of transmitting a policy evaluation request including the user ID used 

in the log-in process and the service provider ID in the authentication collaboration 

request when the log-in process is successfully performed; 

25 a function of reading the user attribute information based on the user ID in the 

transmitted policy evaluation request; 

a function of reading the authentication collaboration policy information based 

on the service provider ID in the transmitted policy evaluation request; 
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a function of determining whether or not transmission of service data is to be 
permitted based on the read authentication collaboration policy information and the read 
user attribute information; 

a function of transmitting a policy evaluation response including a determination 
5 result to a transmission source of the policy evaluation request; 

a function of transmitting the account collaboration request including the user ID 
and the service provider ID in the policy evaluation request when the determination 
result in the policy evaluation response represents permission; 

a function of reading some item names of a user attribute based on the service 
10 provider ID in the transmitted account collaboration request; 

a function of acquiring user attribute partial information including item names 
matching some item names and item values associated with the item names from the 
user attribute information including a user ID matching a user ID based on read some 
item names and the user ID in the account collaboration request; 

15 a function of acquiring a deletion target account from the decided deletion target 
account based on the service provider ID in the transmitted account collaboration 
request; 

a function of generating an account collaboration request message by adding an 
account registration instruction to the acquired user attribute partial information as an 

20 operation instruction and adding an account deletion instruction or an account 
invalidating instruction to the acquired deletion target account as an operation 
instruction; 

a function of transmitting the account collaboration request message to a service 
provider device of a transmission source of the authentication collaboration request; 

25 a function of transmitting an account collaboration response representing 
operation completion when operation completion including the service provider ID of 
the service provider device and the address information of the user terminal in the user 
attribute partial information is notified from a service provider device of a transmission 
destination of the account collaboration request message; 
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a function of transmitting an authentication collaboration execution request 
including the service provider ID included in the operation completion in the 
transmitted account collaboration response and the user ID, and a function of 
transmitting an authentication collaboration response including the user ID in the 

5 authentication collaboration execution request to the service provider device of the 
transmission source of the authentication collaboration request when the authentication 
collaboration execution request is received. 
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