[0001]DIGITAL RIGHTS MANAGEMENT USING TRUSTED PROCESSING TECHNIQUES [0002]FIELD
OF INVENTION [0003]The present invention generally relates to digital rights management (DRM)
methods in wireless communication networks. More particularly, the present invention provides methods
for enhancing security, integrity, and trustworthiness in systems operating in accordance with the Open
Mobile Alliance (OMA) DRM specifications. [0004]BACKGROUND [0005]The OMA DRM is a DRM
system specified by the OMA, a consortium of mobile phone and device manufacturers and mobile
service providers, The scheme is im’\ﬁfﬁ@ i is intended to be used by
mobile content bgr%o\}:]:jers to add DR %ﬁﬁiﬁwg%ggﬁ%gﬁ%ims of the OMA DRM have
been released: OMA DRM 1.0 and OMA DRM 2.0. [0006]OMA DRM 1.0 addressed schemes for basic

management of[(%'%'ﬁal rights for content object%lﬁﬁﬁagq&%ﬂgr%provide strong protection for either the
content object or the rights object. OMA DRM 1.0 specifies three methods of delivery: Forward Lock

(which prevents[%%ﬂuser fro iH’de@é’ﬁ?e‘f?“ffl‘ESaBYﬁé}aE@é?éhéFﬂéﬁ%@ﬁ?@ﬁﬁ’ﬂﬁ?}%@ EB\Qlivery (a
combined rightsshjedt andimesdiacobjecticating StparsteMediveryi(separdite rightstobjeetiand media
object). The OMARRMniibowas: designedstohandie.gmal ksizeatediamebeciscuchRsting tones or
wallpapers for pfangslQRQAIPMARRNISAL. RIRIRYES AAFSRIENIS A1G:QVA DRM 1.0 delivery

mechanism. A device compliant with OMA DRM 2.0 has an individual certificate based on a DRM public
key infrastructure (PKI), i.e., each device has a public key, a corresponding private key, and a certificate
verifying this fadfE8ch rights object (RO) is protectA§¥&ROSIN onfidentiality (by encryption) and integrity
(by digital signatun@s). The uBe: OMDR&NsryPHdhsyaiach intedirifp chieckibg strengthens ieilsecurity of the
OMA_ DRM 2.0 %M&E%%@@M@B%&@@hﬁ&@faﬁm@n%@wp%oﬁﬁt@mJQQQS_J_QM}%&@RM %0 also
specifies a set of protoqals,hat (ogsther are.salled the RIghiz Obiset Acquisition Freleg! (ROAP) that

) . ny ones .
comprises various SUHE)- I’OFOCO S related to mutual authentication and registration between a device and a

rights issuer (RBHRIISSHREPRYSY FESJoNSE T Rivery YrREY Brfetisarte deiv¥ RES! &Ad joining and
leaving of domaing GVAHeRYEViGe. [0009]The following are some of the main entities defined in the OMA
DRM: [0010]ActososAn actorosiamexiernalasiiya tiatcay rie sQuinise aases o [Qgild [Backap/Remote
Storage - Transfgrring,FQs and Gonea-RRGE(99) Jo Anaiher lasalian with.ihg;iatgniien of
transferring them Eaclﬁoto tth&\%lqé% dewce..;OOltglComl:t)Lnsd I? Ilyer%/ - ﬁ‘ OM@(?I%M JHO method for
delivering protebfed contant and the RO. The B0 And tha srotactsd ‘Sontent ara deiverad together in a
single entity, the DRNF e ssayEoTODTBCHITIaHR Al tThesBrop s Crmbinsd fstiienst made
available or disclosedetorighautiarized individyals, edtiiesror Pricessesa[@@-dGompositel Object - A CO

containing one Q.msE; e din.ehiectRiy 1M eanaQfindusiond0lalGonnssted.Deavice mAdevice capable

of directly connecti gn%cs).(%anﬂp%%lengfgrn gglgrsqprlate protocol over an appropriate wide area

transport/netwoﬂ?%g er interface. [0016]Content - One or more media objects. _
(000 OMA DRM 2.0 improves and extends the OMA DRM 1.0 delivery mechanism.
A device compliant with OMA DRM 2.0 has an individual certificate based on a DRM public
key infrastructure (PKI), i.e., each device has a public key, a corresponding private key, and a
certificate verifying this fact. Each rights object (RO) is protected for both confidentiality (by
encryption) and integrity (by digital signatures). The use of PKI, encryption, and integrity
checking strengthens the security of the OMA DRM 2.0 system compared to that of the OMA
DRM 1.0 system.
[0008] OMA DRM 2.0 also specifies a set of protocols that together are called the
Rights Object Acquisition Protocol (ROAP) that comprises various sub-protocols related to
mutual authentication and registration between a device and a rights issuer (RI), requesting
ROs, response to delivery of ROs or refusal to deliver ROs, and joining and leaving of domains
by the device.
[0009] The following are some of the main entities defined in the OMA DRM:

[0010] Actor - An actor is an external entity that carries out use cases.
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[0017]Content Issuer (CI) - The entity making content available to the DRM agent. [0018]Content Provider
- An entity that is either a Cl or an RI. [0019]Device - A user equipment with a DRM agent. It can be either
a connected device or an unconnected device, but this distinction is contextual and variable in nature,
since a connected device can become an unconnected device when it loses its capability to directly
connect to an RI. [0020]Device Revocation - The process of an RI indicating that a device is no longer
trusted to acquil?ROs. [002Bj0ewiEe G SurrrO Tregitats: P a Pdrfientertddvict KyQreans of the
device's public keythf0022{boméinkeAnsetioh dewices: rvithicheargaable tie: shighedomain ROs. Devices in a
domain share g[ggg]ain key.@%nq;;f@@meiggggggﬂb@nm q&mgg%mgg@eﬁlerm@%%@m h qu;ntifier -A
unique string identifier of t ain key. main Key - it symmetric ¢ ey.
[00351DRM Agei - FHE e TR et e s et R e cevice.
[0026]DRM CortBM firadra objects that are consumed according to a set of permissions in an RO.
[0027]DRM Tim€u A secure Cnufderg@licharieabtedimeaisointenfien DRMttinvd dsiinitideTC time format.
[0028]Integrity -dkhespraperty thatdatadiasant berralesadotdestroyed in an unauthorized manner.
[0029]J0in Domgj j; The praggss,af AHRLINGIENG.A.8YIGE N, A.domaik. (90301 heqye,(De-Join) Domain

- The process of an Rl excluding a non-revoked device from a domain. [0031]Media Object - A digital
work or a comp0sit€ Object. [0032]Network Service Provider - The entity providing network connectivity
for a mobile deVR¥8510033]P&mrnssishRenetudl disitg sy ah aetilived atowedrsyotie R NeVELDRM content.

appropriate protocol over an appropriate wide area transport/network layer interface.

[0016] Content - One or more media objects.

[0017] Content Issuer (CI) - The entity making content available to the DRM agent.
[0018] Content Provider - An entity that is either a CI or an RI.

[0019] Device - A user equipment with a DRM agent. It can be either a connected

device or an unconnected device, but this distinction is contextual and variable in nature, since
a connected device can become an unconnected device when it loses its capability to directly
connect to an RI.

[0020] Device Revocation - The process of an RI indicating that a device is no longer

trusted to acquire ROs.

[0021] Device RO - An RO dedicated for a particular device by means of the device’s
public key.
[0022] Domain - A set of devices, which are able to share domain ROs. Devices in a

domain share a domain key. A domain is defined and managed by an RI.

[0023] Domain Identifier - A unique string identifier of the domain key.
[0024] Domain Key - A 128 bit symmetric cipher key.
[0025] DRM Agent - The entity in the device that manages permissions for media

objects on the device.
[0026] DRM Content - Media objects that are consumed according to a set of

permissions in an RO.

[0027] DRM Time - A secure, non-user changeable time source. The DRM time is in
the UTC time format.

[0028] Integrity - The property that data has not been altered or destroyed in an
unauthorized manner.

[0029] Join Domain - The process of an RI including a device in a domain.

[0030] Leave (De-Join) Domain - The process of an RI excluding a non-revoked device

from a domain.



[0034]Play - To create a transient, perceivable rendition of a resource. [0035]Protected Content - Media
objects that are consumed according to a set of permissions in an RO. [0036]Restore - Transferring the
protected content and/or ROs from an external location back to the device from which they were backed
up. [0037]Revoke - Process of declaring a device or RI certificate as invalid. [0038]Rights Issuer (RI) - An
entity that issues ROs to OMA DRM conformant devices. [0039]RI Context - Information that was
negotiated with @%ien RI difhdé (Placat pAsisRegistiatioremrpteéot¥efth as RI ID, Rl certificate chain,
version, algoritimsziand othe¥einfotimratiorn. AnvRECaniexitisynecassarnyfona devieeitisisceessfully
participate in all thgprriacols of the ROAP suite, except the Registration Protocol. [0040]Rights Object
(RO) - A collecti f permissions and qther. attributes whijch gre linked, to prote content. [0041]Rights
Obiact Acquisti rotocol (RORBE: ACITLSP A Sk e B R REC . B Ce from an
RI. [0042]ROAP%#ger - ArfEXtehmrataiai TBh JersgEe v abe it iHtItiding a URL that, when
received by thelf@ifke, initiafesttttedRONMt [OD4S}Sthiele s5aRightensR@d foravhiehttheselesfice does not
have to maintaipestateisnfarmation. [0044]Stateful Rights - ROs for which the device has to explicitly
maintain state igfgegation, s that,the constraints Apdpamissions.supiassed.n the KQ.,ean be enforced
correctly. An R(P c?.ntagmﬁg e%}r:g/dof the foIIov}\I/,lngt}?onstralkr)wt or Hpermlssmns is considered Stateful Rights:
<interval>, <count& B iEd Ao AT L HRTe M ES "SLRRITMTIAIEHR or <export>. [0045] Super-Distribution -
A mechanism tHet3) allowsBevigker tscaistibitdprestectet-eontdsetoistietsdevibés through potentially
insecure channélgsahd (2) emadlesithetSth ofAhahdevibet tesobidinan RUAIDRM sufperdistributed
protected conteft,[Q046]Unconnected Device - A device that is capable of connecting to an Rl via a
connected devi ing an opriate protocol aver a local connectivity t olo .9., OBEX over
DA (object exdiie over At BlLGtBath: o Uivareal Senal Bis (0 é;ligég%ien%gﬁgﬁected device
may support DRI 'Fﬁté‘?r[GDO"&t’?f(’}s%’t”h ThEhnSh el stachaice T HEar hass Hbt fBessarily own
the device. [0048}Figte.1Ais Bh(@wentiennefetharekistiry OMR BRMslyfomdtionat architdéeture 100. The
architecture 10Q.consists bt R DXRM.gystern 102 rraaniant pravider 104, and a user 106. The DRM

system 102 inclides a Cl 110;.an Bilidd & HRMAGENS + s A0SIaIK Siarg 4G 20digmovable media
118. The CI llq, qlsgrlbuteg,e(grgtg)cted content 122 and the RI 112 distributes an RO 124. The DRM

agents 114 redigtriBut@ A& preptecntté’att:ontent 122. [0049] The CI 110 is an entity that delivers DRM
content 122. THEWNIA DRMEdETinEItHie\ forfidenf the DR Bt Rtotee! 845 endBlivreiert6°DRM agents

114 and the wayethaittivel iR cBOtenind 22 Rian be transported from the CI 110 to the DRM agent 114
using different trgnsport mecfgRIsMSdha Chdhimay.da.thenaciuaboackagingofithe MM content 122
itself or it may recgive, prespackaged content from some, othey,gource.

[0043] Stateless Rights - ROs for which the device does not have to maintain state
information.
[0044] Stateful Rights - ROs for which the device has to explicitly maintain state

information, so that the constraints and permissions expressed in the RO can be enforced
correctly. An RO containing any of the following constraints or permissions is considered
Stateful Rights: <interval>, <count>, <timed-count>, <datetime>, <accumulated> or <export>.
[0045] Super-Distribution - A mechanism that (1) allows a user to distribute protected
content to other devices through potentially insecure channels and (2) enables the user of that
device to obtain an RO for the super-distributed protected content.

[0046] Unconnected Device - A device that is capable of connecting to an RI via a
connected device using an appropriate protocol over a local connectivity technology, e.g., OBEX
over IrDA (object exchange over infrared), Bluetooth, or Universal Serial Bus (USB). An
unconnected device may support DRM Time.

[0047] User - The human user of a device. The user does not necessarily own the

device.



[0050]The RI 112 is an entity that assigns permissions and constraints to the DRM content 122 and
generates ROs 124. An RO 124 is an XML document expressing permissions and constraints associated
with the DRM content 122. ROs 124 govern how the DRM content 122 may be used; the DRM content
122 cannot be used without an associated RO 124 and may only be used as specified by its associated
RO(s). DRM content could be associated with more than one RO if, for example, the RO has a time
expiration (e.g.,[A®@ays), antisafiet thegrteisxpifdtiorristne MRPRM G hecheed etrhisteess the content.
[0051]The DRM agéant ddhiiscartegizaloanitity thabidVegpensitieafammanagiig:pointaefaooasumption
engorcement of g?@f@BNt;@@@r@%hlaiinﬁhsegﬁdﬂlag,%@talMzeﬁm, , fgge%@ﬁwat@gmwm& of ﬁ dgviC_e,

and is responsi or enforcing.t ennis nd constraints for t content n the device,
controlling acce%@téeltﬁog B[%%Iﬁ%%%?eﬁﬁ't%%etﬁg @ﬁésg”tc‘wf?é ré’éer%t(%%I‘i%%%?ces%léid%ﬁrgﬁgh?the DRM agent
114), and so ond{IB31TAR BRI chiteit 2216 daRaGEa I proteee it o RiautPdrized access before it
is delivered. Th&@P110 deliférs ihe DRMeotntert 18X e TR Rt 1220 EmredNta DTERDE24. The CI 110
and the RI 112 ambedy:legicabroesntatherthan: physical e mitiesqintha systien 12 (Hkofexample, in one

deployment, Copfiet. QWG Sy 9&%@@5@9&% M.eeniento Wiehis shen distribuiady,a content
distributor acting as both C] and RI, O%? lAn Rg 124 overn%how thc—E1 DRM content 122 may be used.

DRM content 1 f%sﬁﬁﬁé?eﬁ%aﬁﬁg Without AP35 SO B AEH REF T8 AR MRS Oy B8 (&ed* &t cording to the
permissions and*ébrstr &S Spreuifidddprtie ROMPMUs TR MR'PRM makes a logical separation of DRM
content from RO®5DRM contdaRantkR@s amay bereguestedseparaielycorstogetherilaitkiiey may be

delivered separaigly,pi Bt the.samedne: Whean thewatedelivered.atdhe samertimenthgy.are typically
both provided b nt(pe Cl 1.198, with. gp?% V%% ﬁ%q)ﬁi\? gonte %S'EBE?QEQ) ‘i,n a DRMQ%%%N Format (DCF).

[0054]An RO 124 |scotr:1rsuf)atlggraassﬁcléal ound to a specitic DRM agent ?[rln4}_l%‘§v/ a set of l(%ré)%l, so only that
specific DRM ad%%{nﬂﬁeé’é?ﬁ; e ﬁ%ﬁé%%%l\’/f‘%‘&?ﬁﬁ?ﬁisﬁ‘?@ﬁﬁt&ﬂBﬁiﬂ’él%{&‘éggsl@é WitHE valid RO 124,
so the content P2 bansbéafyeedsiftishbutedookrd it distAbredenf0088 PEhes@MAIDRM2:0 allows one
RO to be boundienagraenmi-DRMipgeitsRS uehaigioupiis talled adamaindaRMcantant and ROs
distributed to a domain, may.pe shaletand.accessed offling.py,all DRM agents belonging to that domain.
For example, a gésglr may pu%%haq eMDRMtc?Qten for |ise ,(t:)nt}?cgth her Eh&n and her PDA.t_[0056]The
OMA DRM spe fiebtions define thy ASiTha ARt Y Protection mechanism for DRI ¢oRtent (or the DCF),
the format (rights e@xpressiorerdtigerage (RELYRMantetgectidbadiiMagmanidirrterdtticr ROtednd the security
model for managemerhoffederypiionl keysohkiel MOV Spaeifications:adsondefine hovwdhe DRM
content and thegglsshavubediansparad o AeMICESHSIng Akangsebtiansparnachanisens, including pull

(HTTP pull O'\"éndo‘%‘i%'g%%&%%ﬁr@é‘éﬁ%EB%%M MMB), gnd,gtieaming. However, the OMA DRM
specifications do not address any interaction between network entities, e.%@abetween the Cl 110 and the

RI 112. [0057]TH&%llowing &4 M wwiattie nistietHe vigs ¢ 4 dwe caratuyi 15y s OEDRM 2.0
specifications. [0058]livBadidpufinbdé {005 ALY cediatts2gonte a8 ldowrtoad oy thed¥sing to a Web
site, and confirmssthaderms ofthenowchasenidag GdiddQddentifies and proireistheccontent 122, i.e.,

packages it. The contens +a2.1s, 8PErVPiRd MpiNG.Ihe GaRteNntanEIYRlon ke (GEKTAE dgvice capabilities
can be detected E;slng %dve tised MIME-type supp%g%tﬁetc. The Rbl %F‘. Igeg%rlates an RO 124 for the
(5} 14 O,

content 122 and'the' target DRI AgeRt 1 24 “mhé" bR he peiinissions for the content

transaction andf983CEK. LadthRHE‘Rorohpsvehr Bt aptiealy2protdeted by BherpitisnZusing an RO
encryption key, @hiREKY) and digitaktsignatwesedidis ound onlyddsthe taxgeidRibageritel14. The DRM
content 122 ang dhgiRiatected RQubafats.then deliverrd teiheRIagemi 1l d0Q60izfush of DRM
content [0061]An alternati istribution model.i sh th ntent directly to.a device using Multimedia
Vessaging Ser&fgsfm%ﬁ%ﬁe&éﬁ?aigsi%?ié? B e e R R AT e

There are two VAREHIShEBritiaE B dsiEe e Ak Shtb HiesaRN Totse ey A0 ARest the RI 112
may have certait theaerknovwetdge af &yusdlvanth arpaddd hiath DRNI gert the 8Os diiae thdewdntent 122 and
an RO 124 can e faassattadantpackageantoroetivery. [0064]2B.Push-initiated pull

[0054] An RO 124 is cryptographically bound to a specific DRM agent 114 by a set of
keys, so only that specific DRM agent 114 can access it. The DRM content 122 can only be
accessed with a valid RO 124, so the content 122 can be freely distributed or super-distributed.
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[0065]In this case, the ClI 110 and/or the RI 112 may have no prior knowledge about the user or their
DRM agent 114, but may still wish to deliver content, e.g., to allow the user to preview the content 122 to
entice them to purchase the content. Instead of pushing the DRM content 122 directly to a user, a link to
the content or a link to the preview of the content can be sent. Following the link will take the user to a
specific location and then the procedure continues as in the basic pull model. [0066]3.Streaming of DRM
content [0067]B8%%he basicpaPMAPHE HliskruseneBsbis bskapbittstthect BRMAsdstpaekaged and
delivered in its entisebys Allednativieliy,. hid\cantent amd(belpadketizec andadelive lediasea stdeam. In this

case, the streamitselfiisprotescted (goerypiedrlhgiexastiarmahah.the.enchyption has heen left out of the

scope of OMA %@the%ﬁn be r}osen frqorpt e_ﬁgtli)r}]lgnenc[iyiti%gt‘andards. The streams may be

; t e
protected with encrgﬁtlon schemes which are different from those specified by OMA for download, to
address possibl@P.

ket los< PefCMAREP B stiealitrRIeirg hsteam thotbhe Biteds1g thEeiBam can be
controlled throufgh tiVsameprocediart @8, désdribed éaglier forrdiscretencortefiREAN RO ibgenerated, the
stream encryptiph keyoisnpidhnitherdr@dust, like i Ciewatld-be, andathe.ROQ isthenichkeiegraphically

bound to a DRMa08hA [B&P14emalns [MOSRMAInG,A ek optignalieatieand.may ot be
supported by all RIs. Domains exgand the basic. model of the OMA DRM 2.0 where the Rﬁ)s and the CEK

are bound to a SFEIMEBRM Q&R TTA *ARB5EIOW BRIRT TS B RGHE SR CERS 1 group of DRM
agents instead Ot desmingid DRM AYéRt. ugerdMay thdnssisarintheDrRVPRoie M2 DEHline between
all DRM agentsspeldiagfingstin the samesdomatnrabiibRbeld2mayvwusk dhétidomainaenceptetOlprovide new
services, such asenablipgusers to access DRM content 122 from several devices that they own or
provide support nconnegted. devices where users.purc the DRM content and fights via one
ovice (00, a BT r ater (L MR A e L B e I o7 AT The
DRM content 122°¥anBaSHEESh removable media 118, in a network store 116, or in some other form
of storage. The [DR# content-122 i8=iored incdeicrypted form and can only be accessed by a particular
target DRM ageotsbl4 usingsamnasseeciatestiRQolRénRQ1R4veal: he storetkfonbasktsprposes if the

RO only containg, Slaleless PEINISEIRRS 1 1HASeeulity. medeleases fhakihe BRIe4 ishfotected and
can only be acces:;:eg Pz\é the mtetn ed D 3 M a tent 114, even if Igglgghlm IS stor% .off-device. Some
permissions redGFE Thainte AU Or St By he DEATRIEMt T14 8y & e d HUMBET8F plays. Such
ROs cannot be ktdrégtedrgegiedesssed M IMightreswrart leslbe tHe Stateeiistoradtidn24 for the
[0072]6.Super-bistrfutianfO0R3hhetDRM egntent4]l 2R-CR0 b copide and transtemeditolether DRM
agents 114, e.geotdisarS8RGINY 1he RRVEeONIeR 182 tRA foiend. The drsndaip praesiie gecess the
content 122, is taken to the.RI 1%via a Iitnki the Qﬁwagggtent Qaclégge to C%Jﬂ%cﬂ)rr‘ﬂRp 124.

e

ncryption \using an 1g1tal'sign s, an

[0074]7.Export ((to RoN-OMA DRM systéms). ed?%ﬁT DRM content 1 ’maylﬁ)e export‘\éc?to other DRM
systems, for us& 6 tRSVICEY a55R e 1o BMAEN LomplifPIitSUTEO IR 0B BRE B388M mechanism.
The OMA DRMtatbhibddtreerilods RIs 112 to, if they wish, express permission for DRM agents 114 to
perform conversiosg to specific otheksb RMreystemas; possibly as specified by the other DRM system. The
RI 112 may limigie,export ogly, i0, SREGIMGExGHIR RERMSYSIGMSHIA0LG]R Surrer phupgonnected
devices [0077]The OMA&DR \ %/Pable,s aconne t%gl g%lce égo %ct as an| termt%d(liary,t%) at55|st an
unconnected deViB8 t0 BUPEHASE SHd BBWATSH content 122 Ahd BOSTYA RS YoP&ample, may have
an OMA DRM dofspliaatisertanleraesiceh@n BaEBnEttEens evidd) ks no network connectivity, and
an OMA DRM dopngpliant mokile devicee(a gehnected device) that has network connectivity. After using
tlhzezconrrllected cl@o/égg (tjo browgﬁ(ﬁn@mrﬁpmﬁgﬂh@@wma&ensi;%%@@%@@wg@%%dm {?@aDRM contegt

to the connected de the then wish t the ntent e unconnecte
dovice. I ths GRS TS DR AGE 10 e miate At I e e domain RO
124 from the RIPEL2HE IRV Egent 114 on the connected device then embeds the domain RO 124 in
the DCF. The D@F4an thende traRsfenwtatedhelunconnected device using an appropriate protocol over
a local connectildbdgsiechnologyitesgas8tuetaatiy endds B ROth he crnrRectacheevice ardrsconnected

device must be QMARRM.GOMRIARLIQ SURRSKLINS YNRIoRAIIN Al e \IEANNGEIRA device must
belong to the same.dorE?m as the connected device. [007 lscgr&lérrllttyh%dig pSl;tSLOO7%JT]B|I%\IIoIIowmg is an

. content 122 to entice them to purchase t ing the
overview of the BMA DRI 2 8 sEGUAET Afd R REEL L &
content 122 directly to a user, a link to the content or a link to the preview of the content can
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In general, any DRM solution needs to meet two security requirements: (1) the protected content must
only be accessed by properly authenticated and authorized DRM agents; and (2) permissions on the
protected content must be honored by all DRM agents. Enforcement of the permissions and constraints
associated with the DRM content are the main concern of the security and trust measures of any DRM
scheme. Unauthorized access to DRM content beyond what is stipulated by the associated RO and
creation of illegdt copiddavanetistibutidhtafORavieo erfiresAstittie than ki theoas 1 Ehy DRM
system. foosolThet@MABIR Mesystepuprodeles the means for the secure distribution and management of
protected conteppigaithe OMA envirgameni.apeesisthe requirements specified above. The OMA DRM
enforces the us protecti f the content.and the ROs at the paint of consumption by, using a DRM
agent hat ensui brotected S AL A s e e %’%?j;d‘énép R asic steps for
distributing DRNIPESKEERTEAR B Ykt aHsed A8 o loiien {082 P earieitcparkAtitg ctdiftent is
packaged in a stcure doritentoenthingr{DCEx!ITheoDRN¢Senembisie ity ptad Withha sythmetric content
encryption key (aEfpkiohhgconiemircain be tpeesippekagedy Drycenianh packaging-deesiiaizhave to happen

on the fly. The same GEKI5.nehysed forallinsignces-ataRi6sa %L&?%&%Htu%ﬁl%%imi%é not a
requirement in thl(taf OMA DRM. 008322.DRM ggent authentlc%gon. All DRM agents have a unique

v
private/public ké} Ba and' & CErtREAIE” Phe celtCat Atindes agdeshal ?ﬁ?o??ﬁ(ésﬁ’oeﬁcs%& 1 as device
maker, device t{festssfva e vapsionheastalantnibetse stecarhisalo drstieed i ranghife RIS¢o securely
authenticate a DRMdagentd{@0B4d3 R@rgenkratieromibe. RORDRtgns tee, GEKenhichrensures that the
DRM content caapatheikaechyiteutanasseciated R <R\ areMadssip-ghivaiiissiens.(e.g., play,
display, and exqﬁ%eg %Qtd constraints (e.g., play for a month, display ten times). ROs may also include
constraints that requife a certain user to be present (e.g., determined by a user identity) when the content
is accessed. Th@ggsbermissiﬁns anye8istraints, along with other information embodied in the RO (e.g.,
copyright informie@ih), may Bepresented totitnel fisewre (O35 40ROsprotdedinnBdfobergstivering the RO,
sensitive portiorspahihaRkkisuch-bs the QEKDARE Enandtet swribs atigiits @capiommkey {REK), and the
RO s then cryplpgiapiveallbaund ta,aifaraetPRM agent. This snsuiss ihat anly e fajoet DRM agent
can access the RO, the C%Ig .and thelDRl\l/I\/[conten . In addition, thegﬁ;&%}gﬁ S|tg]%s t%ef, RO. The RO
also governs actisle tothy Bt 28R By ARG A CER THES [Rights EXpression
Language (RELDespeifidsRY spaeas hiovisiatiitse manstitensiperidsibhandseshsttaiis governing the
use of the DRMceantent. ArvROnbasdisiowrsMIMEcobientitypeto [ROSE6 PRMeliveny 122hoRO and the DCF
galr_‘ nowdbe de”éé%%ﬁ '&MQ@J@(&GHQBM@%%oﬁ?ﬁ%@%ﬂp@ﬁ&ﬁ%%@&&&?&?ﬁ%ﬁuElan)a Cﬁn It:))eC -
elivered using any. tra echanis 0., u : and the can
e delivered 100L L AL i s e e T The OMiA
DRM trust mod&l-for & B PIeBEsed on the public key infrastructure (PKI), whereby there are groups of
principals, verifi®f@nd one ér morBaakithientication authorities recognized and trusted by both. A single
entity can play battnps a printiparndoatvesifierdepesding anthienerds-afdhescontextand solutions
chosen. The PK| enables a, varifishl9 Authenticate #e idantitv.and ofher attiutes.of A Rrincipal when

they communicated over an open, un ecured network. IBRSMUCh a syéstem, typically, theRy)erifier does not
have to maintaifT AT sahs RV SAYSFMAf S ABo 0T THE DrnCinaie it ihterag S WtRC48F the piiiposes of
authentication. fPadéitien PasercefiffastimrAtreresity e sslietrdiae thpitlcsveerissivandaetions between
principal and theewetifiero&heRluirusietaHo RVM1agaentiebaehavieoosndCibailthe DR Meagendsicertificate is

verifiable by thepRiang-has notheen: gvoked Similay. RRM:agentiusts:aniRtedghave correctly if

the RI's certificate.in e\/egg‘:iea()l o th ! age ngl h% .ot been, rev gd. 0 p(% r(; ary entities of
the PKI as applllga1 to the O?ﬁi%ﬁ'&are %ﬂe gé%hégde\ﬁ/llcgsfpanﬁ%e %13? [F?e %ﬂ%‘{]enﬁéa{gon and key
transfer protocalg SPHEBRMADRMM B U thaRPyBeldbie tidbiterticate the device and the device to
be able to autheé?tiCate the R Suchumutbatduthentication is accomplished by the ROAP. [0089]In
additio_n, devicep@rg assume\ﬁetnm c_;a_mwsmean(mﬂaﬁreaamaﬁuf@waiag)mimemmlaga{asmm o_lt_evice public
and private keyg and assogialedcoRlicales.s18Res. 0N AN FRPFARMATe f: Basgd on g gertificate

preferences expiressetdkbx ttht It1hle dew%ekhast};to g{wdet an apgro trlate certifi(i%e. E)evices are
required to storé THe' BHVALE k&S in ToCAIPstBrag & with InfeG Ry Ao Eo Rty aRtiant Protection. [0090]The
RIs are also provided with public keys, private keys, and certificates signed by a CA. The certificate chain
(a chain of multiple certificates including the certificate ofthe public key owner signed by one CA and zero
or more additional certificates of CAs signed by other CAs) is presented to the device at the time of the
authentication protocol for validation of the certificate chain of trust. [0091]It is noted that multiple CAs
may exist in the DRM system. The ROAP protocol requires that the CA signing the RI certificates runs an
Online Certification Status Protocol (OCSP) responder for use during the execution of the protocol. The

CAs are also required to define the appropriate certificate policies to govern the use of the issued



authenticate themselves to the DRM agent during delivery of ROs. This provides some level of assurance
about the authenticity of the RI. [0095]3.Data Integrity Protection ensures the ability to detect
unauthorized modification of data. In the OMA DRM, data integrity protection, when applicable, is
achieved through digital signatures on ROAP messages and ROs. [0096]4.Key Confirmation ensures the
recipient of a message containing a protected key that the message sender knows the key value. In the
DRM context, thi§Hoperty protectdryainstnenititHonzdeyessstiance of ROs from one RI by another. In
the OMA DRM §ystem, key dbafidRMteondstachievscththrqughdatmetkivMRACcessncoritralsdAC) over the

l[orotec]ter?l key andihe ﬁ%ﬂ%@%@%ﬁﬁﬂgﬁ@@%ﬁyﬂ%@@% 9@55%@%&&4% w@ﬁﬁi@gd Jﬁ%m&;ﬁzqwc key-f
0097]The DR s tp. be trus t l, in terms of correct behavi nd in terms of a
vt iiader G R éﬁ:qhﬁo"ﬁ%%%gﬁsﬁ‘.’se’é%e\?fs‘?%%%ésb%ﬁ e o o
associated certilicaeP M MG RS Atah bR Hfi Ty tRE BiR R iPeetisbanthetatent and this
key pair. This alldidssRisto Bedtirély aathentitktethetDRMegenfiusitrgrstd i sBiisprocedures.
[0098]The informatin in the Lertificaiganablasthec-Rh apply a policy based on its business rules, the

value of its contgpietc. For gxamplen At RLAaY IHStaerain mandfactirars. L #hmay,kaep an updated
list of DRM agents that are known to be trusted qr not }ruasted accorglnlgdt% Some criteria %:leflned by the

RI. [0100]The DRMEBRESHE FSHRaf (BEEIE 4 5eET8 Cont8At Patkadiiisenciyptetd Colitent, with its
own MIME contefeisen i kaditioR ¥e: iR bsrerplintatresnbisicice Sintanseracidrtd dparshfsirhation such as
content descriptionefetiginalconient typen O8RdORMWernsidhneik)) Rlauiriformniesedieeiidensifier (URI) (a
Ig)cation whe(;e @thmeg&%&mm%@)_er@@ggm&g&ﬁ&t%@éagizmgkﬁi&rmalgqim%@%RWM pted a_nd_(rjnay

e presente fot erore an IS T ved. neede unlogk the content inside a
DCR is comminda i A s e R L A R0, and the
DRM content caiBriy 138 heEFHs ettt ihangorerid SKrea DRV iaiuael M Medtidftsm allowing a
DRM agent to verifietivarnnatedrigriof e DSE gbiectingdagainstimbBifigafiom gfethédéntent by an

unauthorized entiyp i Qdddihe LMALRIRMsystem assHIEs db e presenoeof20R Mding. mhthe DRM agent.
Since users aregpgf ahlg, 19 chanae. e BRM HiMG.ameshanizmis.defined-Ry.-whigh,fag.PRM time can be

synchronized wjth ‘he time held by an OCSP responder. Some constraints (e.g., absolute time
constraints), asi\?\% I %ﬁ’émsec?trhvét}ést%%&)slogf’tﬁ@de ﬁ“/getro)‘/)gp‘ré)fotc?g] o??—ﬁlbsth ?ef)(/’négﬁc %%ﬁ?ﬁﬁ aagrjént having a

secure time soute@ IRRA fTEsrhe boRiExt DR YheooNiaDRIUSHECHiEatiorsoniEans 4n dcurate time as
well as a time vatuenthateisdaot changeabletbyhusers. dbheidM Ao DRMespediications provide mechanisms
for the DRM time to be synchronized when necessary, e.g., if the DRM time is lost after a prolonged

power failure. S me Iimited-%gglal;lt%ili%y@%%gnected devices may not support a real time clock and hence
may not support DRM time. Connected devices, however, must support DRM time. [0102]The OMA DRM

protects against4863replay prBtdIH KT I BRERGHIMOCIN R O FEBIAY LR HER R RHETE an
intermediary interceptsrhrRO BN rduliimiteck drutm bertofyplassuduringudetivaty (0 the PRMtagent. When the
rights expire ondhe-RRMagent. the-intesepipchRQ Mightaba delivered agarNrapiayea) fepm the
intermediary. The OMA DRM,prevents his.and sirmlaratacks it omeeeiing: [0 03T hgi@MA DRM

system provides aglplicatlon- ayertsecturlty thrg ghtﬁl%u%%o the securlt%/ mechanisms 1lits}}ed above.
Hence, it does RGt TElY 0N, 0r assume, transport layer §’ecu1r\fjt§9lt€ff6319rhee ROAPBidys’a central part in
the OMA DRM eortifaiiestiiiie eastrees alapeRbebibrsdsenrdrermsrgeorotBMsation Perarding ROs. The

ROAP is the comtmion nanetédba SuitesofiDRINGeodrityprototdle: betweenrain&isand:doDRM agent in a
device. The profaal.skite:coniaing saveral subspratasPisriP1Qalh. The 4-pass protocol for registering a
device with an shown jn Fi 0106]2.The 2-pass RO acquisition protocol.includes the request
and olivery of LB, ae shiir oy Lo i otacer g ks B8 U LR B2 e
delivery of an REFHGTARRY B delica @iy the <S4 0ingyBasns A e ¥hBRi i EiggrE 4218'08]4. The
2-pass join dontaitiprotdent fireddEVidEMierbinea o nvammdasostiwrof the content and the ROs at

the point of consumption by using a DRM agent that ensures protected use of content under
the constraints of the ROs.

[0081] The basic steps for distributing DRM content can be summarized as follows:



in Figure 5. [0109]5.The 2-pass leave domain protocol for a device to leave a domain, as shown in Figure
6. [0110]Figure 2 is a flow diagram the 4-pass registration protocol 200. The protocol 200 utilizes a device
202, an Rl 204, and an OCSP responder 206. The device 202 initiates (possibly upon receipt of a ROAP
trigger) the contact with the RI 204 by sending a Device Hello message (step 210), which contains
information such as the device ID (a hash of a device's certificate that the RI 204 can later check with the
OCSP respondéi®886) and other infortsatiorkaaticContinsirarssatnd maisesmputReseatctie Device Hello
message. Nonef iheTirfORNat@min theDavidevHie o ymesseageisdntegtiytprotect€d k) eThthere is no
ropresentaon g e haes) RAB o aen A oL Sooc by ROAR. T Vet 1 5 for OMA DRI
representation of t es rsion number supporte . This value.is 1.0 for

20, The devios e o e P A B e S e
Mandatory Curr’é‘r’rﬂf/,% 'ID defined is the SHA-1 hash of the device's public key information, as it
appears in the dedificate (i.e2; the dothpleterDistimguistedrEntbdRVR akes D ERY-encoded
SubjectPublicK gyinfie/ sesmpaneat-imthe davice cerificate)dfihadevicadal dgnmitiplekeys, it may select

one or more of thege publickeys apd sand.the carrespanding de vicedPs.sipagriad Alggrthms Optional
Identlflesthecry%tggéra hlc?lgorlthms(hash MAC, signature, key transport, key wrap) identified by common

URIs. All devices and RIEEhBUT SRS the 2g8tithms specified in the OMA DRM 2.0. Extensions
Optional Certifi¢8t84Caching3to inditassterthieRT & tendevicd halthaidp apilitgstehatsks information in
the RI context wittthenthe Rhhasstoredithe device cardifitaté tnformationpar peinifhieaeteal storage
indicator is dong Ry theiBeskKevddontifiesextension foithe.devicasaubicdemingigationy [0111]The RI
204, in responsg o, ihe Revice Hslo message, (siep 210) sends, an Rl Hello. message. o, the device 202
(step 212), which contains information such as the RI'S certificate crederitials f?n the Torm of an RI ID),

some session relatEH L ARG EIS PGSR PSPt EL SR AL RESION AUMTBRIE 2B BIRSIEPEEAl information
such as the inforfeatiericor thedied st ciralt® dboutatheigievide tivaiotharRY POdrredghizes. Fable 2 illustrates
the format of th@obbHello messagerdt jsoneted. thatraveyof thennkormatiordipdheRbHellammessage is

integrity prOteCt%qch as the CEK) are encrypted with a rights encryption key (REK), and the RO is then
cryptographically bound to the target DRM agent. This ensures that only the target DRM
agent can access the RO, the CEK, and the DRM content. In addition, the RI digitally signs the
RO. The RO also governs access to the DRM content by including the CEK. The OMA DRM
Rights Expression Language (REL) specifies the syntax (XML) and semantics of permissions
and constraints governing the use of the DRM content. An RO has its own MIME content type.
[0086] 5. Delivery. The RO and the DCF can now be delivered to the target DRM
agent. Since both items are inherently secure, they can be delivered using any transport
mechanism (e.g., HTTP/WSP, WAP Push, MMS). The RO and the DCF can be delivered
together, e.g., in a MIME multipart message or can be delivered separately.
[0087] The OMA DRM trust model for the ROs is based on the public key
infrastructure (PKI), whereby there are groups of principals, verifiers and one or more
authentication authorities recognized and trusted by both. A single entity can play both as a
principal and a verifier depending on the needs of the context and solutions chosen. The PKI
enables a verifier to authenticate the identity and other attributes of a principal when they
communicate over an open, unsecured network. In such a system, typically, the verifier does
not have to maintain any sensitive information about the principals it interacts with, for the
purposes of authentication. In addition, the Certification Authority (CA) is not directly
involved in transactions between principal and the verifier. An RI trusts a DRM agent to

behave correctly if the DRM agent’s certificate is verifiable by the RI and has not been



Table 2. Format of the RI Hello message Parameter ROAP-RI Hello Notes Status = "Success" Status
not "Success" Status Mandatory Mandatory IndicateswhethertheDeviceHello message handling was
successful or not. Session ID Mandatory Protocol session ID set by the RI. Selected Version Mandatory
Minimum of (device suggested ROAP version, highest RI supported ROAP version). Rl ID Mandatory
The only currently defined ID is the hash of the RI's public key information, as appearing in the RI's
certificate. If the' R8I Hattple RBYsaghe RPpruat Sélectedary epeckdyif the RI's certificate is

verifiable by the DRM agent and has not been revoked.

[0088] The primary entities of the PKI as applied to the OMA DRM are the CAs, the
devices, and the RIs. The authentication and key transfer protocols of the OMA DRM require
the RI to be able to authenticate the device and the device to be able to authenticate the RI.
Such mutual authentication is accomplished by the ROAP.

[0089] In addition, devices are assumed to be provisioned (either at manufacturing
time or later) with device public and private keys and associated certificates signed by an
appropriate CA. Based on the certificate preferences expressed by the RI, the device has to
provide an appropriate certificate. Devices are required to store the private keys in local
storage with integrity and confidentiality protection.

[0090] The RIs are also provided with public keys, private keys, and certificates
signed by a CA. The certificate chain (a chain of multiple certificates including the certificate
of the public key owner signed by one CA and zero or more additional certificates of CAs
signed by other CAs) is presented to the device at the time of the authentication protocol for
validation of the certificate chain of trust.

[0091] It is noted that multiple CAs may exist in the DRM system. The ROAP protocol
requires that the CA signing the RI certificates runs an Online Certification Status Protocol
(OCSP) responder for use during the execution of the protocol. The CAs are also required to
define the appropriate certificate policies to govern the use of the issued certificates.

[0092] The following describes the main aspects of OMA DRM security.

[0093] 1. Confidentiality, which ensures that data is not accessible by an
unauthorized party. As stated above, the protected content must only be accessible by properly
authenticated and authorized DRM agents. To achieve this goal, protected content is
encrypted. Encryption keys are unique to each media object, and ROs carry the encryption
keys wrapped in keys only accessible by the intended recipients.

[0094] 2. Authentication, which is the process by which a party identifies itself to
another party. In the OMA DRM, mutual DRM agent and RI authentication is achieved in the
4-pass Registration Protocol, the 2-pass RO Acquisition Protocol, and the 2-pass Join Domain
protocol. Depending on the protocol used and the message sent, authentication is achieved
either through digital signatures on nonces or on time stamps. The 1-pass RO Acquisition
Protocol achieves RI authentication through the digital signature on a time stamp. It does not
authenticate the DRM agent to the RI, but due to the protected content being wrapped with
the recipient’s public key, authentication is done indirectly through key binding. The 2-pass
Leave Domain Protocol authenticates the DRM agent to the RI through the digital signature
on a time stamp. It does not authenticate the RI to the DRM agent. Rls are required to



Selected Algorithm O ptional Cryptographicalgorithmstousein subsequent ROAP interactions. Rl Nonce
Mandatory A random nonce sent by the RI. Trusted device Authorities Optonal . List of device trust
anchors recognized by  RI. It is not sent if the Rl already has a device certificate or otherwise can trust
the device. Server Info Optional <=512 byte server-specific information that the device later must return
unchanged in the Registration Request message. The device must not try to interpret this information.

Extensions Optitkines: tReyseientifide Piavmeatd wasHmyepeliés- BeeiireyBes ielelivegethis, the RI

requests the demieerdocreiunt devicerspeaificf hfoRMmation (manufacturer, model, etc.) in a subsequent

Registration Reggest message. [OplalHpomsuscesshy yatificationnidhe infermationseatained in the RI

Hello modification of data. In the OMA DRM, data integrity protection, when applicable, is achieved

through digital signatures on ROAP messages and ROs.

[0096] 4. Key Confirmation ensures the recipient of a message containing a
protected key that the message sender knows the key value. In the DRM context, this property
protects against unauthorized re-issuance of ROs from one RI by another. In the OMA DRM
system, key confirmation is achieved through a medium access control (MAC) over the
protected key and the sending party’s identity by using parts of the protected key as the MAC
key.

[0097] The DRM agent has to be trusted by the RI, both in terms of correct behavior
and in terms of a secure implementation. In the OMA DRM, each DRM agent is provisioned
with a unique key pair and an associated certificate, identifying the DRM agent and certifying
the binding between the agent and this key pair. This allows Rls to securely authenticate the
DRM agent using standard PKI procedures.

[0098] The information in the certificate enables the RI to apply a policy based on its
business rules, the value of its content, etc. For example, an RI may trust certain
manufacturers, or it may keep an updated list of DRM agents that are known to be trusted or
not trusted according to some criteria defined by the RI.

[0100] The DRM Content Format (DCF) is a secure content package for encrypted
content, with its own MIME content type. In addition to the encrypted content, it contains
additional information such as content description (original content type, vendor, version, etc.),
RI uniform resource identifier (URI) (a location where an RO may be obtained), and so on. This
additional information is not encrypted and may be presented to the user before an RO is
retrieved. The CEK needed to unlock the DRM content inside a DCF is contained within the
RO. Thus, it is not possible to access DRM content without the RO, and the DRM content can
only be used as specified in the RO. The OMA DRM includes a mechanism allowing a DRM
agent to verify the integrity of a DCF, protecting against modification of the content by an
unauthorized entity.

[0101] The OMA DRM system assumes the presence of DRM time in the DRM agent.
Since users are not able to change the DRM time, a mechanism is defined by which the DRM
time can be synchronized with the time held by an OCSP responder. Some constraints (e.g.,
absolute time constraints), as well as some aspects of the delivery protocol for ROs, rely on the
DRM agent having a secure time source. DRM time in the context of the OMA DRM
specifications means an accurate time as well as a time value that is not changeable by users.

The OMA DRM specifications provide mechanisms for the DRM time to be synchronized when
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message, the device 202 sends a Registration Request message (step 214) that includes mandatory
information such as the request time, session ID, and a signature and optional information such as a
certificate chain, trusted RI authority anchor, extensions, etc. Table 3 illustrates the format of the
Registration Request message. The Registration Request message contains, at its tail end, a digital
signature of all the messages exchanged between the device 202 and the RI 204 up to the Signature field
in the RegistratiefieRetiiest Fiesddd tine istoet artirarmdies! Prels asssgee thdtehtheRlitHello message,
and the fields ohthenRegi¢tration Reguestrmessagetug to{andiéxctading) dheubignaiMeifveld. This digital
signature is magdg\ising the:device s arivate keyolnsiudingdhe digital signature provides some integrity
protection of th ociated RO s. Table ormat of the.Regjstration Request message
Parameter Reg ot ihon Requ ool NAC L enaes (B mata s e B T Po
message. If notthBEERIBY %téwﬁéﬂwretéwwéwé%%ﬁfgﬁfﬁﬁaﬁ%w&%e&i@ﬁf&ﬂwﬁﬁwﬁe@wandatory A
nonce chosen binthe didvios tRee D83t Fme Whandatowh FherowmeritDRNIiame 8 measuret by the device.
Certificate Chair@ptiansd A1certifiagie chaifychudesmthedader's ceildibvate RMtpietdhe ot certificate.
The certificate chain isipresent.yRigss eI Hello message contained the Peer Key Identifier extension
and its value id &t(i%ed the key inthe device's current certificate. |f the RI indicated trust anchor
preferences in the RI Hello mas&age the JaViBE S SBRGE A BaVI R CaRIfi AT SR E &R&I which chains
back to one of tHe RISt anepdriseRdated By thERFeTHISte A RTALRRONBES Op litMaPLISEBTRI trust
anchors recognizediby the device. If empty, it indicates that the Rl is free to choose any certificate. Server

Info Optional Oygnust be)mregentpf,aRervendaioparametesnwas piesent.inithe. Rl Lelle message. If

present, this flegjuméjn%l:cg‘go%‘ age%@;%h%%ég omgfoRr}nE{%Lot‘ggelet‘gﬁlag%s. The ROAP is the common name

for a suite of DRM security protocols between an RI and a DRM agent in a device. The protocol

suite contains several sub-protocols:

[0105] 1. The 4-pass protocol for registering a device with an RI, as shown in
Figure 2.
[0106] 2. The 2-pass RO acquisition protocol includes the request and delivery of

an RO, as shown in Figure 3.

[0107] 3. The 1-pass RO acquisition protocol relates to the delivery of an RO
from an RI to a device (e.g., messaging/push), as shown in Figure 4.

[0108] 4. The 2-pass join domain protocol for a device to join a domain, as shown
in Figure 5.

[0109] 5. The 2-pass leave domain protocol for a device to leave a domain, as

shown in Figure 6.

[0110] Figure 2 is a flow diagram the 4-pass registration protocol 200. The protocol
200 utilizes a device 202, an RI 204, and an OCSP responder 206. The device 202 initiates
(possibly upon receipt of a ROAP trigger) the contact with the RI 204 by sending a Device
Hello message (step 210), which contains information such as the device ID (a hash of a
device’s certificate that the RI 204 can later check with the OCSP responder 206) and other
information. Table 1 illustrates the main components in the Device Hello message. None of the
information in the Device Hello message is integrity protected, i.e., there is no signature for

the message.

Table 1. Format of the Device Hello message

_11_



Extensions Optional Peer Key Identifier; No OCSP Response; OCSP Responder Key Identifier; Device
Details (manufacturer, model, version). Signature Mandatory An SHA-1 hash of data sent so far in the
protocol, excluding this Signature element. Made using the device's private key. [0113]Unless the device
202 indicates, via information in the Extensions, that OCSP verification is not necessary or supported, the
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bnse Notes

Status = "Succg
Hello message

Device

pss" Status not "Success” $latusiantatorypMandsaioryidnditate Shattetiesthe
haf tWas suaegssil o HsRasESsken MR MRatdktpHyrap) identified by common
Algori URIs. All devices and Rls should support the algorithms
specified in the OMA DRM 2.0.
Certificate Caching, to indicate to the RI that the device has
the capability to store information in the RI context whether
Extensions Optional the RI has stored the device certificate information or not.
The actual storage indicator is done by the Peer Key
Identifier extension for the device’s public key indication.
[0111] The RI 204, in response to the Device Hello message (step 210), sends an RI

Hello message to the device 202 (step 212), which contains information such as the RI’s

certificate credentials (in the form of an RI ID), some session related (anti-reply-purpose)

nonces and session numbers, and other optional information such as the information on the

trust chain about the device that the RI 204 recognizes. Table 2 illustrates the format of the RI

Hello message. It is noted that none of the information in the RI Hello message is integrity

protected.
Table 2. Format of the RI Hello message
ROAP-RI Hello
Status = Status not Notes
Parameter « » « »
Success Success
Status Mandatory | Mandatory Indicates wh(-'zther the Device Hello
message handling was successful or not.
Session ID Mandatory Protocol session ID set by the RI.
Minimum of (device suggested ROAP
Selected Version | Mandatory version, highest RI supported ROAP
version).
The only currently defined ID is the hash
of the RI’s public key information, as
RIID Mandatory appearing in the RI’s certificate. If the RI
holds multiple keys, the RI must select
only one key.
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The protocol session ID set by the RI.

Selected Version Mandatory The minimum of (device suggested

ROAP version, highest RI supported ROAP version). Rl ID Mandatory The only currently defined ID is
the hash of the RI's public key information, as appearing in the RI's certificate. If the Rl holds multiple
keys, the RI must select only one key. Selected Algorithm Mandator y Cryptographic algorithms to use in
subsequent ROAP interactions. Rl Nonce Mandatory A random nonce sent by the RI. Trusted device

Authorities Opti

device certificaf]

grizedelsprhis Ralgarigimst sentifehenR

subsequént ROAP interactions.

icgteyshiamchors reco

han trict t davica
et —trorottt orevrces

Mandatory

bnalS¢listadf de
ol kpdhm e o

OT_ Ot TCTUvVIoT

RI Nonce

A random nonce sent by the RI.

List of device trust anchors recognized by
the RI. It is not sent if the RI already has a
device certificate or otherwise can trust the
device.

<=512 byte server-specific information that
the device later must return unchanged in
the Registration Request message. The
device must not try to interpret this
information.

Peer Key Identifier, Certificate Caching,
Device Details: by including this, the RI
requests the device to return device-
specific information (manufacturer, model,
etc.) in a subsequent Registration Request
message.

Trusted device

Authorities Optional

Server Info Optional

Extensions Optional

[0112] Upon successful verification of the information contained in the RI Hello
message, the device 202 sends a Registration Request message (step 214) that includes
mandatory information such as the request time, session ID, and a signature and optional
information such as a certificate chain, trusted RI authority anchor, extensions, etc. Table 3
illustrates the format of the Registration Request message. The Registration Request message
contains, at its tail end, a digital signature of all the messages exchanged between the device
202 and the RI 204 up to the Signature field in the Registration Request message, i.e., the
entire Device Hello message, the entire RI Hello message, and the fields of the Registration
Request message up to (and excluding) the Signature field. This digital signature is made

using the device’s private key. Including the digital signature provides some integrity

protection of the associated ROAP messages.

Table 3. Format of the Registration Request message

| already has a

Parameter Registration Notes
Request
Same as the session ID in the RI Hello message. If not
Session ID Mandatory the same, then the RI terminates the registration
protocol.
Device Nonce Mandatory A nonce chosen by the device.
Request Time Mandatory The current DRM time as measured by the device.
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Server Info Optional <=512 byte server-specific information that the device later must return unchanged
in the Registration Request message. The device must not try to interpret this information. Extensions
Optional Peer Key Identifier,Certificate Caching, Device Details: by including this, the RI requests the
device to return device-specific information (manufacturer, model) in the subsequent Registration
Request message. Signature Mandatory S
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5. Format of

Server Info

Optional

Only (must be) present if a Server Info parameter was
present in the RI Hello message. If present, this field
must be the same as in the RI Hello message.

Extensions

Optional

Peer Key Identifier; No OCSP Response; OCSP

Responder  Key  Identifier; Device  Details

(manufacturer, model, version).

Signature

Mandatory

An SHA-1 hash of data sent so far in the protocol,
excluding this Signature element. Made using the

device’s private key.

[0118]

Unless the device 202 indicates, via information in the Extensions, that OCSP

verification is not necessary or supported, the RI 204 sends an OCSP Request message to the

OCSP Responder 206 (step 216) to request verification of the information supplied to the RI
204 by the device 202. The OCSP Responder 206 looks up the information in the request

message to attempt to verify the information and returns an OCSP Response message (step

218) containing the results of the request.

[0114]

The RI 204 sends a Registration Response message to the device 202 (step 220),

which include an indication of whether the registration was successful or unsuccessful and

other information. Table 4 illustrates the format of the Registration Response message. The

Registration Response message contains, at its tail end, an SHA-1 hash of the Registration

Request message and the Registration Response message (up to and excluding the Signature

field). This digital signature is made using the RI’s private key. Including the digital signature

provides some integrity protection of the associated ROAP messages. It is noted that while the

SHA-1 hash is used for the digital signature, any suitable algorithm for applying the digital

signature could be used.

Table 4. Format of the Registration Response message

Registration Response
Parameter Status = Status not Notes
“Success” “Success”
Status | Mandatory | Mandatory Indicates whether the Device Hello message handling
was successful or not.
Session ID| Mandatory The protocol session ID set by the RI.
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M Identifies the requesting device. Domain ID 0 When present, identifies the domain. Rl ID M Authorizing
RI ID. Same value as in the Registration Response message. Device Nonce M A nonce chosen by
device. Request Time M The current DRM Time, as seen by the device. RO Info M IDs of the requested
RO(s), and also an optional hash of the DCF if the device possesses the DCF. Certificate Chain 0 Sent

unless the RI context indicates that the device has the necessary certificate information. Mu
nT%mW@@CgFﬁdR@WS@t®@QPfR@Sf3@md

Pighes Kl w&&&&em%agm
The only currently defined ID is the hash of the RI’
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public key information, as appearing in the RI’s

br Key
the Signature

RIID Mandatory certificate. If the RI holds multiple keys, the RI must
select only one key.
Selec.ted Mandatory .Cryptog.raphic algorithms to use in subsequent ROAP
Algorithm interactions.
RI Nonce | Mandatory A random nonce sent by the RI.
Trusted List of device trust anchors recognized by the RI. It is
device Optional not sent if the RI already has a device certificate or
[Authorities otherwise can trust the device.
<=512 byte server-specific information that the device
Server Info| Optional later must return unchangefi in the Registration
Request message. The device must not try to
interpret this information.
Peer Key Identifier, Certificate Caching, Device
Details: by including this, the RI requests the device
Extensions| Optional to return device-specific information (manufacturer,
model) in the subsequent Registration Request
message.
SHA-1 has of the Registration Request message and
Signature | Mandatory the Registration Response message (excluding the
Signature field), using the RI’s private key.
[0115] Figure 3 is a flow diagram of the 2-pass RO Acquisition Protocol 300. The

protocol 300 utilizes the device 202 and the RI 204, and operates after the 4-pass Registration
Protocol 200 has been completed and the device 202 has received a valid certificate chain about
the RI 204. The protocol 300 is used by the device 202 to request an RO from the RI 204. The
device 202 sends an RO Request message to the RI 204 to request the RO (step 310). Table 5
shows the format of the RO Request message. The RO Request message contains a digital

signature of the message (excluding the signature field).

_15_



[0116]The RI 204, in response to the request message, sends an RO Response message to the device
202 (step 312). The RO response message includes an RO or includes an indication that an RO will not
be sent. [0117]Table 6 shows the format of the RO response message. The RO Response message, in
successful state case, contains a digital signature that is an SHA-1 hash of the RO Request message and
the RO Response message excluding the Signature field. Table C. Format of the RO Response message
Parameter 2-Pass Success 2-Pass!able SuEeesyt Ridhe8tRtaeeM Midicates if the request was handled

successfully or|not. Device 1D

message. This
Identifies the R} a

I ID M

denbies the requesting device, in the same way as In the Dpvice Hello
valge must belthesame ag in RO Request message. | Must terminate if not. R
ramet, ————————
mus eqtm n the RO Request message. Device Nonce M
Optional
Device ID M Identifies the requesting device.
Domain ID (0] When present, identifies the domain.
RIID M Authorizing RI ID. Same value as in the Registration
Response message.
Device Nonce M A nonce chosen by device.
Request Time M The current DRM Time, as seen by the device.
RO Inf M IDs of the requested RO(s), and also an optional hash of the
° DCF if the device possesses the DCF.
. Sent unless the RI context indicates that the device has the
Certificate . . . . .
. (0] necessary certificate information. Must include the device’s
Chain o
certificate.
Extensions 0 Peer Key Identifier; No OCSP Response; OCSP Responder
x Key Identifier; Transaction ID
. An SHA-1 hash of the RO Request message without the
Signature M .
Signature element.
[0116] The RI 204, in response to the request message, sends an RO Response

message to the device 202 (step 312). The RO response message includes an RO or includes an
indication that an RO will not be sent.

[0117] Table 6 shows the format of the RO response message. The RO Response
message, in successful state case, contains a digital signature that is an SHA-1 hash of the RO

Request message and the RO Response message excluding the Signature field.

Table 6. Format of the RO Response message

Parameter 2-Pass 2-Pass Notes
Success not
Success
Status M M Indicates if the request was handled successfully
or not.
Device ID M - Identifies the requesting device, in the same way

as in the Device Hello message. This value must
be the same as in RO Request message. Must
terminate if not.

RIID M - Identifies the RI and must equal the RI ID in the
RO Request message.

Device Nonce M - Must have the same value as in the RO Request
message.
Protected ROs M - ROs in which sensitive information (such as

CEKs) are encrypted.
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Must have the same value as in the RO Request message. Protected ROs M ROs in which sensitive
information (such as CEKSs) are encrypted. Certificate Chain 0 Same as in the Registration Response
message. OCSP Response 0 Complete set of OCSP responses for the RI's certificate chain. Extensions
0 Transaction Identifier that allows the RI to provide the device with information for tracking transactions.

Signature M A

n SHA-1 hash of the RO Reques

message and the RO Response message (without this

Signature field
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Signature M An SHA-1 hash of the RO Request message and
the RO Response message (without this Signature
field) using the RI's private key.

[0118] Figure 4 is a flow diagram of the 1-pass RO Acquisition Protocol 400. The

protocol 400 utilizes the device 202 and the RI 204. In the protocol 400, the RI 204 unilaterally
sends, without request by the device 202, an RO response message to the device 202 (step 410)
including the RO. The protocol 400 applies to the push use cases, for example. Table 7 shows

the format of the RO Response message.

Table 7. Format of the RO Response message

Parameter 1-Pass Notes
Status M Indicates if the request was handled successfully or not.

Device ID M Identifies the requesting device, in the same way as in the Device
Hello message. This value must be the same as in the RO Request
message. Must terminate if not.

RIID M Identifies the RI and must equal the stored RI ID.
Device Nonce Must have same value as in the RO Request message.
Protected M ROs in which sensitive information (such as CEKs) are encrypted.
ROs
Certificate 0] Same as in the Registration Response message.
Chain
OCSP M Complete set of OCSP responses for the RI's certificate chain.

Response

Extensions 0] Transaction Identifier that allows RI to provide the device with
information for tracking transactions.

Signature M An SHA-1 hash of the RO Response message without this Signature
field. The RI's private key is used to generate this Signature.

[0119] Figure 5 is a flow diagram of the 2-pass Join Domain Protocol 500. The protocol

500 utilizes the device 202 and the RI 204. When the device 202 wants to join a domain, the
device 202 sends a Join Domain Request message to the RI 204 (step 510). The RI 204
evaluates the request and sends a Join Domain Response message to the device 202 (step 512).
Table 8 shows the format of the Join Domain Request message and Table 9 shows the format

of the Join Domain Response message.
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Parameter 1-Pass Notes Status M Indicates if the request was handled successfully or not. Device ID M
Identifies the requesting device, in the same way as in the Device Hello message. This value must be the
same as in the RO Request message. Must terminate if not. Rl ID M Identifies the Rl and must equal the
stored RI ID. Device Nonce Must have same value as in the RO Request message. Protected ROs M
ROs in which sensitive information (such as CEKs) are encrypted. Certificate Chain 0 Same as in the
Registration Response messag@d& Srrraspdhseom Ll Brawst YeeBSP responses for the RI's

certificate chaif. Epdensi@ns | Mandatory or Notes
Optional
Device ID M Identifies the requesting device. This value must be the
same as the stored value from the Registration Response
message.
RIID M Identifies the RI and must equal the stored RI ID from
the Registration Response message.
Device Nonce M Nonce chosen by the device.
Request Time M Current DRM Time, as seen by the device. Unconnected

Devices that do not support DRM Time MUST use the
value “Undefined” here.

Domain Identifier M Identifies the Domain the device wishes to join.

Certificate Chain (0) This parameter is sent unless Certificate Caching is
indicated in the RI Context with this RI. When present,
the parameter value shall be as described for the
Certificate Chain parameter in the Registration
Response message.

Extensions (0) Includes extensions Peer Key Identifier, No OCSP
Response, OCSP Responder Key Identifier, and Hash
Chain Support.

Signature M An SHA-1 hash of the Join Domain Request message
(without this Signature field) using the device’s private
key.

Table 9. Format of the Join Domain Response Message

Parameter Status =| Status is Notes
Success NOT
Success
Status M M Indicates if the request was handled successfully
or not.
Device ID M - Identifies the requesting device. The value

returned here must be the same as in Join
Domain Request message that triggered this
response.

RIID M - The value returned here must equal the RI ID
sent by the device in the preceding Join Domain
Request message.

Device Nonce M - Must have the same value as in the preceding
Join Domain Request message.
Domain Info M - This parameter carries Domain keys (encrypted

using Device’s public key) as well as information
about the maximum lifetime of the Domain.
Devices may use a shorter lifetime than suggested
by the RI.
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0 Transaction Identifier that allows RI to provide the device with information for tracking transactions.
Signature M An SHA-1 hash of the RO Response message without this Signature field. The RI's private
key is used to generate this Signature. [0119]Figure 5 is a flow diagram of the 2-pass Join Domain
Protocol 500. The protocol 500 utilizes the device 202 and the RI 204. When the device 202 wants to join

a domain, the d

evice 202 sends a Join Domain
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Currently only one extension is defined for the
Join Domain Response message. It is Hash Chain
Support. When this extension is present it
indicates that the RI is using the technique of
generation Domain Keys through hash chains
described in the Domain Section. The RI MUST
NOT include this extension in the Join Domain
Response unless the same extension was received
in the preceding Join Domain Request.

Signature

An SHA-1 hash of the Join Domain Response
message excluding the signature field itself.

[0120]

Figure 6 is a flow diagram of the 2-pass Leave Domain Protocol 600. The

protocol 600 utilizes the device 202 and the RI 204. When the device 202 wants to leave a

domain, the device 202 sends a Leave Domain Request message to the RI 204 (step 610). The

RI 204 evaluates the request and sends a Leave Domain Response message to the device 202

(step 612). Table 10 shows the format of the Leave Domain Request message and Table 11

shows the format of the Leave Domain Response message.

Table 10. Format of the Leave Domain Request Message

Parameter Mandatory or Notes
Optional
Device ID M Identifies the requesting device. This value must be the
stored value from the Registration Response message.
RIID M Identifies the RI and must equal stored RI ID from the
Registration Response message.

Device Nonce M Nonce chosen by the device.

Request Time M Current DRM Time, as seen by the device. Unconnected
Devices that do not support DRM Time MUST use the
value “Undefined” here.

Domain Identifier M Identifies the Domain the device wishes to leave.
Certificate Chain 0 This parameter is sent unless Certificate Caching is

indicated in the RI Context with this RI. When present,
the parameter value shall be as described for the
Certificate Chain parameter in the Registration
Response message.
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M Identifies the Domain the device wishes to join. Certificate Chain O This parameter is sent unless
Certificate Caching is indicated in the Rl Context with this Rl. When present, the parameter value shall be
as described for the Certificate Chain parameter in the Registration Response message. Extensions 0
Includes extensions Peer Key ldentifier, No OCSP Response, OCSP Responder Key Identifier, and Hash

Chain Support.

Signature M A

n SHA-1 hash of the Join Domain Request message (without this Signature

field) using the
Status = Succ{
successfully o

deligensiprivate
pSs Status is NQ
not. Device ID

> key. Orable 9 TForiYedt dfihreadoid@dmaiitRespoiseiMesbade Parameter
&
T Success N this ex é(rilglgc‘)an catesqgit%lifﬁ@t??s%iﬁiw %{lﬂa‘ldled

not consider itself a member of this Domain (even
though it is sending a request for the RI to remove it
from the Domain). This could happen, for example, if the
device already has left the Domain, but receives a new
trigger to leave it (perhaps because the RI never
received the previous ROAP Leave Domain Request
message). This extension MUST be included in the
request if the device is not a member of the identified

Domain.

Signature M An SHA-1 hash of the Leave Domain Request message
(without this Signature field) using the device’s private
key.

Table 11. Format of the Leave Domain Response Message
Parameter Status =| Status is Notes
Success NOT
Success
Status M M Indicates if the request was handled successfully
or not.
Device Nonce M - Must have the same value as in the preceding

Leave Domain Request message.

Domain Identifier M - The domain from which the RI removed the
device.
Extensions 0] - No extensions are currently defined for Leave

Domain Response message.

[0121] All of the protocols included in the ROAP suite except the 1-pass RO

Acquisition Protocol may be initiated using a ROAP trigger. The device 202 may also initiate

the protocols unilaterally as a result of user interactions. The RI 204 generates and sends the

ROAP trigger to the device 202 to trigger a ROAP protocol exchange. Alternatively, the RI 204

may delegate ROAP trigger generation to other systems by providing the necessary

information (such

as RO identifiers and domain identifiers) to these systems. A ROAP trigger

(whether generated directly or indirectly by the RI 204) may also be transmitted to the device

202 by other systems (e.g., by a CI).
[0122] When the device 202 receives the ROAP trigger, it initiates the ROAP protocol

exchange as soon

as possible. Appropriate user consent must have been obtained prior to

initiating any ROAP protocols as a result of receiving a ROAP trigger. Since the ROAP

comprises several protocols, the ROAP trigger includes an indication of the actual protocol

(e.g., Registration,

202.

RO Acquisition, Join Domain, or Leave Domain) to be started by the device

[0123] The ROAP messages and how the messages are handled by the protocols

provide not only

the ROs and their associated processing, but also security functions
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Identifiestherequestingdevice.Thevalue returned here must be the same as in Join Domain Request
message that triggered this response. Rl ID M The value returned here must equal the RI ID sent by the
device in the preceding Join Domain Request message. Device Nonce M Must have the same value as
in the preceding Join Domain Request message. Domain Info This parameter carries Domain keys
(encrypted using Device's public key) as well as information about the maximum lifetime of the Domain.
Devices may us&cshdinerireiie Mt §Eestet My threriicalls ¢hfffe lee iham oy Thisparameter MUST
be present unlesgatprecadingROARIGIOAPamairRequest message contained the Peer Key Identifier
extension, the gygiemsion was not ignered mgg}gig{mg@gtugemmpg{atmgqg@geRl's current key. When
present, the val 7:%% a Certlfécate Ca"lal aram?ter % qg [Ee as described for the Certificate Chain

t
parameter of the |réf)‘]glstratlon Responseerlrrl1 ssage Res| gnrsl(éesom,&acompﬂlete &et of valid OCSP

responses for th&'E¥Fs certificate cHARCEREHEIBHREBYCLRR BRI Brtysse X entishths §Oled for the Join
Domain Responsesrwessage. It is Hash Chain Support. When this extension is present it indicates that the
Rl is using the teebrique of generatigirRasaindeyivongh hashrehaing describpddvthe Domain
Section. The RIAWST NO T include this extension in the Join Domain Response unless the same
extension was received in the preceding Join Domain Request.

[0128] Trusted Computing techniques

[0129] Recently, trusted computing techniques have appeared in the literature and in
products, mostly under the technical umbrella of the Trusted Computing Group (TCG). The
TCG technologies provide methods whereby computing entities can establish trustworthiness
for themselves and for other devices by way of using of a trust chain, so that processing or
computing on such devices can be:

[0130] 1. Assessed for the trustworthiness of the platform and various hardware
(HW) and software (SW) components;

[0131] 2. Validated only when the appropriate trust level is established and can
be validated for itself and for others upon external requests; and

[0132] 3. External parties can perform assessments and decisions on the
exchange of information and processing with other devices and is based on the manifested

trust levels of such target devices.

[0133] The TCG defines a core processing module called the Trusted Processing
Module (TPM) that has the following features:

[0134] 1. Physical protection of the module and its interfaces;

[0135] 2. Protected volatile and non-volatile storage spaces;

[0136] 3. Protected cryptographic functions inside the module that can perform

encryption and digital signing;

[0137] 4. Use of Platform Configuration Registers (PCR) that consecutively
capture the “state” of the platform and its SW components by hash extending;

[0138] 5. Existence of device specific and secure Endorsement Keys (EK), based
on a PKI that serves as the root of the authentication of the device but not in direct ways. The
EK is never exposed outside, but its aliases, called the Attestation Identity Keys (AIKs), are
used to sign the platform’s integrity measurement values; and

[0139] 6. Use of “sealing” of data, in conjunction with PCR values signed by

AIKs, in memory “blobs”, so that data can be accessed or extracted only when platform or SW
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Signature M An SHA-1 hash of the Join Domain Response message excluding the signature field itself.
[0120]Figure 6 is a flow diagram of the 2-pass Leave Domain Protocol 600. The protocol 600 utilizes the
device 202 and the Rl 204. When the device 202 wants to leave a domain, the device 202 sends a Leave
Domain Request message to the Rl 204 (step 610). The RI 204 evaluates the request and sends a Leave
Domain Response message to the device 202 (step 612). Table 10 shows the format of the Leave

Domain Requestitfsss Syenatrd Taphd 1eriSpbivshhatetinstioiitnal s dine DhBinh Resierise message.
Table 10. Formatadfdthe heawd b domaifildequest Message Parameter Mandatory or Optional Notes
gevice ID M Idepfifigs t|h|% reﬂ%gﬁl&r}grq%qwi@%ltIJmo}@LlJ@emuﬁ%&@tm%%ﬁﬁqgvaluﬁﬁfgmb&b@fRegistration

esponse message. enlires ngd.must equal sto om the Re tration
Reanonse mesda By e B e B o e,
as seen by the de¥ies MsHdnRsctad priRseditseasernbt SEYFeriRM i MUS e dséife value
"Undefined" heredBsheiriddentifiedvihidentifibs thecDomeiAtNescBivicendighesdodeaiiebs to

securely store the DRM-related data after ROAP protocol processing using TCG keys, in the
TPM and in storage areas with key protection.

[0141] However, the existing prior art does not explicitly address nor address in an
orderly way how to establish and use “trust” on the platform and/or the DRM software. Nor
does the prior art address specific techniques to secure the integrity in the ROAP messages, to
strengthen the integrity processing in OMA DRM 2.0 systems. The present invention includes
new techniques for such purposes.

[0142] The current OMA DRM 2.0 specification provides strong security methods
based on PKI involving the CA, the RIs, and the device. However, there are vulnerabilities
related to the security and integrity of the platforms, SW, agents, and messages both within
the OMA DRM 2.0 specification itself and as related to the non-specified implementation of the
devices and RIs that are OMA DRM 2.0 compliant.

[0143] The OMA DRM specification has acknowledged the various threats and
vulnerabilities that any device or RI could face, even when they are conforming to the OMA
DRM 2.0 specification. These vulnerabilities include:

[0144] 1. Entity Compromise, where an attacker may attempt to compromise an
entity of the DRM system, physically or otherwise. Types of entity compromise attacks include
compromising the DRM agent on the device and the DRM SW in the RI. The consequences of
entity compromises include disclosure of private keys, domain keys, RO encryption keys,
content encryption keys, and protected content, as well as the loss of integrity protection of the
DRM agent’s replay cache, for example, and/or the loss of protection of the rights stored
internally in the DRM agent. Further, losses of DRM time could also occur. The effects on a
PKI of a compromised CA or OCSP Responder is discussed in references such as IETF
RFC3280.

[0145] The OMA DRM system relies on certificate revocation to minimize the damage
caused by a compromised entity. DRM agents and RIs must always verify that the entity they
are communicating with has not been compromised, by checking the entity’s certificate status.
An entity compromise attack can take place in both “forward” and “reversed” ways. A forward
compromise attack is on the DRM entities (the RI, the DRM agent, the CI, the CA, or the
OCSP responder), leading to unauthorized behavior. A reversed compromise attack neutralizes

or weakens a DRM agent’s security, integrity settings, and configurations.
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Certificate Chain 0 This parameter is sent unless Certificate Caching is indicated in the Rl Context with
this Rl. When present, the parameter value shall be as described for the Certificate Chain parameter in
the Registration Response message. Extensions 0 The Not a Domain Member extension is currently
defined for Leave Domain Request message. Presence of this extension indicates to the RI that the
device does not consider itself a member of this Domain (even though it is sending a request for the RI to
remove it from thé*Pomain). 2Fhis cHsfdaraBpen Forbsshisie atatkerdevicenre adle1taseleftthe Domain,
but receives a rievwtriggdhRY leavie db (perRapshedausaitiec Rl Devel sederied(The) prembuss ROAP Leave
Domain Requestmessagek-1 s &densionMyssh ke dncluded inthe reaueshif thrdgvicads not a
member of the iggntiied,. 2omain, Signatuie M. SHAL hashof (be..eave Pomain Request message
(without this Si%natu?e fiel using the dévice's privaté key. Ta eél. Format of the Leave Domain

Response Mess@&! Paraméter Stiitisaeedipddiatianthesaniprttaticr s Rutberattpisase

sent between a DRM agent and an RI, typically resulting in DoS attacks. A message
modification attack can include modification during the registration protocol, during the join
domain and leave domain protocols, and to various ROAP triggers.

[0148] 4. Message Insertion, whereby an attacker may insert messages into the
communication channel at any point between an RI and a DRM agent. The attacker may also
record messages and try to replay them at a later point in time. A message insertion attack can
include messages inserted while in the registration protocol, the 2-pass and 1-pass RO
acquisition protocols, and to various ROAP triggers.

[0149] 5. Other attacks such as general DoS attacks, passive attacks such as
traffic analysis, and privacy disclosing.

[0150] The following problems of the current OMA DRM specifications and
implementations are identified. An expanded notion of “integrity” as applied to the OMA DRM
schemes is defined. In the traditional sense, the OMA DRM specifications only address a small
scope of ROAP message integrity. In the expanded notion of integrity defined in the present
invention, it is noted where and what kind of integrity can be considered in the following.
[0151] 1. DRM Platform Integrity. This relates to integrity at or within the
platform entities, i.e., at the physical entities comprising the device, the RI, and the content
functions. The different entities include the operating system (OS), the boot code (e.g., the
BIOS in the PC case), the HW/firmware (FW)/SW for memory access, the various HW/FW/SW
entities that process security related functions (such as cryptography and key management, as
well as privileged storage of secret data such as policies, certificates, etc.), and the network and
local connectivity HW/FW/SW. Platform integrity determines whether the platform is valid,
genuine, not modified except by legitimate processes, and operates only as intended.

[0152] 2. DRM SW Integrity. DRM SW refers to software entities and
components residing in the device, the RI, or the CI that perform functions specific to OMA
DRM specifications and their procedures. At the device, the DRM agent consists of the DRM
SW. At the RI and the CI, the DRM SW refers collectively to the set of SW that performs the
DRM-specific functions such as RO packaging, DCF formatting, content encryption, content or
RO delivery, verification, ROAP processing, etc. DRM SW integrity is maintained if the DRM
SW is valid, genuine, not modified except by legitimate processes, and operates only as

intended.
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M M Indicates if the request was handled successfully or not. Device Nonce M Must have the same value
as in the preceding Leave Domain Request message. Domain Identifier M The domain from which the RI
removed the device. Extensions 0 No extensions are currently defined for Leave Domain Response
message. [0121]All of the protocols included in the ROAP suite except the 1-pass RO Acquisition
Protocol may be initiated using a ROAP trigger. The device 202 may also initiate the protocols unilaterally
as a result of us8tinlteractiorts. ThdmiePOz GdAEANESrIsse B e RORP Ry ELtEtididevice 202 to
trigger a ROAP RaidcolsexehangahAltesnaiively, itifer R4 t204imayidelegate RO Alottiggen generation to
ogher systems hﬁ]ﬁé{&\éi{é}i@m@,%@;}eﬁwdiﬂéqr&@e%@gy@g%m%%éac@%atifﬁfﬁe@ggggmiﬂddePtifiErS) to
these systems. 2 trigger (whether rated directly or indirectly.pby the 4) may also be
anerited © T A SO T DAL e B ET B, (TSt B4 05 recenvos the
ROAP trigger, itHHifate 8 e APSﬁPS%%lé%ﬁé‘H@% as soon as possible. Appropriate user consent
must have beerl@bthined pribr to iditietiiy e ROKPHectacdblRRakcantegulihofretepbingsarROAP trigger.
Since the ROARLcQRpPrises-seuaial ot Gelsgthe AR iggatiicludesmitndication.af the actual

protocol (e.g., Registration.RQ.AcGUisIIan. JoinReMAIN.QL LeAYE RAMeiN) 1, Re.startad,py the device
202. [0123]The ROAP messages and how th messages are ,hawdled the B[{pﬁo‘ﬂfe%lg rovide not only

deliyery bet ¢ ties. Of part: i He- A .
the ROs and théfi SSSCE AR PrOCELHE I RS SELIME RineHs g 2 o €'ROs in the

OMA DRM 2.0. Mératspieeitiicaile thé soowingi seciantyodriachilistesisperierarbeddtifessedtdy the ROAP
protocols: [0124§diMesdiadiagthentiedfiopebebaieen.the Rl and the device; [0125]2.Countering replay
attacks by usingoasgices in various messagepriI2RAISRIRIGLIRY. hrRVRagin:ahheRQAR messages or
parts of the RO'EAl\SF:Jhe entity IDs (device ID, RI ID, etc.), encryption keys (CEK, REK) and signature keys, the

ROs themselves, context information, certificates, and other trust-chain related information

must be securely protected, which means that they should be protected not only for

confidentiality but also for integrity.

[0156] It is noted that neither the current OMA DRM 2.0 specifications nor existing

prior art appear to have proposed solutions to the entity compromise or integrity problems.

This lack of solutions poses the following problem: Even if all the ROAP procedures are

correctly implemented as according to the OMA DRM 2.0 specification, for example, how can a

device really know whether the RI's platform is trustworthy? In other words, how can the

device know whether the RI’s platform will not abuse the data that the device sends as part of

the ROAP protocols or abuse the DRM processing itself? For example, the device does not

know whether the RI will arbitrarily and incorrectly limit the usage rights of the device

because the RI’s platform SW is compromised and it limits the otherwise valid usage rights of

the device. Similar questions arise for the problem of the integrity of the DRM software. More

specifically, some of the problems of the current OMA DRM 2.0 systems as viewed from the

expanded notion of integrity as described above, are as follows.

[0157] 1. A lack of methods to check and report the integrity of the platform and

the DRM SW. As related to the entity compromise threat identified above, there is no method

in the prior art for explicit and structured platform integrity verification and SW agent

integrity verification between the device and the RI, either as specified by the OMA DRM 2.0

specifications or as part of the TCG 1.2 Use Cases. This is particularly true for platform

integrity verification, rather than just the DRM agent.

[0158] 2. A platform (such as a PC or PDA, as related to the device, or a server,

as for the RI) could be maliciously compromised, which may result in preventing the DRM

agent and the RI agent SW from performing correctly, even given correct and confidentiality-
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messages; and [0127]4.Verification of secure DRM Time in the ROAP messages or parts of the ROAP
messages. [0128]Trusted Computing techniques [0129]Recently, trusted computing techniques have
appeared in the literature and in products, mostly under the technical umbrella of the Trusted Computing
Group (TCG). The TCG technologies provide methods whereby computing entities can establish
trustworthiness for themselves and for other devices by way of using of a trust chain, so that processing

or computing o SifsteHavidee ey Pret{dibofermadesdietefarmiie rshworisireserererd Biltform and
various hardwareH 3y ang software (SViihaompoplentsx{0d 3kl2:vVahdated ondy whimitlgeoappropriate
trust level is estaplished angd canhs-validatacianitself and decathersupenextenaliediests; and

[0132]3.External Qarties %annperf%rm ssessments %nd ?ecis'ons on th% excp:imqe of information and
m .remove ¢ 1mmirormation, alter e 1mjormatjon, or 1insert new iralse nformatio ,

. . IﬁlOI"_ycjin .
processing with other devices an ased on the manifested trust levels of such target devices.

. S . .
[0133]The TCG HEHhE&LeBid protesshy hrvdam canty Ve PrBB Mg RISt rEErPM) that has
the following fedtisres{{018441 Rhepsicat pfbtectiorrohithe Modatednduts ititerfadeks 01852, Protected
volatile and nonyMokatilerstarage, spasashiPitabidiRestatiadatypliogmphie functionaingdie,the module that
can perform engfyption.and digital signing; [0137]4.Use of Platform Configuration Registers (PCR) that
consecutively c%ptu? the "state otr %gﬁ %%Iﬁtform %rr\]{g its. SW ﬁfm\gone_nts by hash efxé nding;

[0138]5.Existence ot device Specifit and Secira EnadPseiiehit ReyS IR P hRLEE oh 2 PR that serves as

the root of the atitisetitiRorlvriteidawiepatHstiRtiraet wass frarpore fsarever sk p¥séd outside, but its
aliases, called thevAttestationd ddatity KKeysi(Ad Ks)tiaienuseodo SV artieeplatiomyslintegriyameasurement
vsllugs; and #01%%@%&0&"%@@1}1&9%&% q{slt@iei@mdnﬂwig&&ﬁuwm Bﬂ%&a@m&&@%@@m&%s, in memory
"blobs", so that data can.be accessed ar.extracted only w rm or SW integrit measured an
enied by the e e e R B e

[0140]Trusted cOMPURRE tEChRgES el fvspety aupeddiRrhithe’ ontét omssitite Phone devices,
for possible apphtativyrirosetdritgtherDR Vhepp lcatienioiasichh mobiledesdces sMethedsapreviously
proposed to securetheifRMeapplication hywserofshGetachnigquesdashsdedaertainnmathads that use the

procedure of TEM sealing;anthe dmemary biphs e seeabisloleibe DRMielated dafaafier ROAP

protocol processing using TCG kelys, iﬁi}ﬂﬁ TPM and in storage areas with key protection.

since the messages were mo in the same way.

[0160] 4. Insufficient integrity protection of the ROAP messages. As related to
the message integrity, the ROAP messages and the information carried by the various message
fields are subject to vulnerabilities that are not solved by the OMA DRM 2.0 specification. For
example, the ROAP message integrity protection currently specified in the OMA DRM 2.0
specification leaves holes such as:

[0161] 4A. Not all ROAP messages are integrity protected. Not including digital
signatures in all the messages could pose vulnerabilities in certain cases.

[0162] 4B. Even when ROAP messages or certain fields of information are
integrity protected by digital signatures, once such information has been decrypted, integrity
checked, and then “used” in plaintext, malicious entities could access the plaintext information
and remove, alter, or redistribute the previously integrity-checked information. Thus, a
strengthened integrity protection is required.

[0163] 5. Vulnerabilities regarding the integrity of the DRM content and its
delivery. More specifically, the following problems exist:

[0164] 5A. Content integrity checking mechanisms are incomplete. For example,
integrity of the content while the content is in transit or in delivery (e.g., OTA download) is not
specified. The signature for the DCF, for example, is only generated for use in the ROAP
procedures. Until and before the ROAP procedures take place, there is no integrity checking

mechanism that manages the content integrity while in storage at the CI, for example.
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[0141]However, the existing prior art does not explicitly address nor address in an orderly way how to
establish and use "trust" on the platform and/or the DRM software. Nor does the prior art address specific
techniques to secure the integrity in the ROAP messages, to strengthen the integrity processing in OMA
DRM 2.0 systems. The present invention includes new techniques for such purposes. [0142]The current
OMA DRM 2.0 specification provides strong security methods based on PM involving the CA, the RIs,
and the device. [Miéilever, théFe areCoitréransinteEsrelsre@ssta Se &y aneipkaymapdftere platforms,
SW, agents, andumriesgageshbaihgidthity thed@MA DRM 2.0 specification itself and as related to the

Bcgk/lspecifi?d ir?[tglgﬁpentatiog@lf gh@ggag;@sf@rwgggmogg%m@gg%g.gmptmi@ﬁ%nge Ol\fc,lb\
specification acknowledged, the varigus threats and vulnerabjlities that any device or Rl cou
face, even wher has as CRRRrRRs o e R DR B s e o ARl o e
[0144]1.Entity COHBASRTER DB Yitadkarhiy? Stdin Bl SATBrdhn S sH 8l or i DRM system,
physically or othtraisearTygrdscsfentity compromise attacks include compromising the DRM agent on the
device and the DiRVI SW in the: RhtFhecpBsequensas of-antity wempiemiseshingude aisripsure of private
keys, domain key§ RO SACIRHON KEXS AN HLERG NN KAV IPAREAICCIRD . CORIERTa A5 Well as the
loss of integrity trotetqhtlon 0(1; thefDRM e%gentt's eplay ¢ ch ,fortex QI}? Iglrbdgor the Iossdof protection of
the rights stored TSESHARN IR YREDRMEGEAT. EiRhER 13 stof ‘time could aiso’ otcut. The effects
on a PM of a cotipromisethCR oS RespsHaerts disclysad neheicherbe PRY e e HTF RFC3280.
[0145]The OMADRMEy8Btesy reliesden. derifieatet ievocation deminimizotherdamalgcatised by a
compromised egtity. DRM agents and RIs must always verify that the entity they are communicating with
has not been compromised, by checking the entity's certificate status. An entity compromise attack can
take place in both "forward" and "reversed" ways. A forward compromise attack is on the DRM entities
(the RI, the DRI{ﬁ]zQﬁ]ent, the ClI, the CA, or the OCSPSP%Wer), leading to unauthorized behavior. A
reversed compriditide attackThentratizesvontvediehscasDRiN agintstiecuringtntegritytseitings, and
configurations. [@146]2sMessage RenrosakiyhareyainanaskERNnayRmpYe xoNessagsaent between a

DRM agent and,gn @Mm@%%&s&mﬂ@90'%%9ni%L_scezaSeg}agstI{QOE&)méagéssaAﬁ@&ﬁgﬁgs fgmoval attack
can include: mesggggyr moval during the regi tra}c%‘n,%g t?col or th%bf) in%acquthlltllolrgnprotocol, replay
: ifica

mn T Computi u . In a first e ent o e ention
nonce removal, PERTBVal SFROAR trigger &E. (5% essage Mo fOh CWREre A attacker may
modify any messgjaasentbeti@atdDrRradun altl aterittyppisammeatitmg rbostattatks. A message
modification attackeamintliteieomadifieiov HOARGIH® (BYistrEtiatiopsoiecdlcthssingntheejoiii domain and
Ieave_ domain IOMMJ&@P%J&M&GQ%_ﬁ@_éﬁxéﬁ%@ﬁﬁt&&é&%h@%ﬁ@g@ﬂﬂﬁ@@m nwhgreby an attacker
may insert messages. o, he.cammunication hanel Al any ot beheen AL ), and.a BRM agent. The
attacker may also record messages and try to replay them afga%ater pointin time. A message insertion
attack can includi&hi&dsagediserted Winte A Ha re fistraieh Pridto ot ethe 2 sk BrfEspass RO
acquisition protodoisiaging dodvariossnk @R inggkrsg{0IM9}5:Othes RBtatksosueheasdgeherdl DoS attacks,
passive attacks such as traffic analysis, and privacy disclosing. [0150]The following problems of the
current OMA Diglyhpecifications and igyglemsiatiops atedrantifisgymexpanded notion of "integrity” as
applied to the OM,% RM sc emesdist dlegineé:. IQ the tr (%E[ional sense, h% Cglf\,/IA %R%\/Inspecifications only
address a small$ddbe of R Thes8age integrity. T the exXpanded hotioh ‘of integrity détihed in the
present inventiclisitiipprdd witEraedrien i Kih Beinte gty Eanpele ovneidebe A et iBwing.
[0151]1.DRM Ptlatiormibnteghnhe Rhisnrelaies: iraniegyityhat«s: within the platform entities, i.e., at the
physical entitieg@emprising e device, the.Bl, andthe.cententfunctions. the differgntisntities include the
operating system c%(l%esc)ch%ge boot code (e.g., the BIOS in the PC case), the HW/firmware (FW)/SW for
memory access, the various HW/FW/SW entities that process security related functions (such as
cryptography antt&dy manad&isnt, S<vial éléaﬁ’i‘?\‘fﬂé)é)é]&esetﬁfé‘@% B@Wd%\?aw H&8dlicies,
certificates, etc.)egatchtiee rretwwefk and local connectivity HW/FW/SW. Platform integrity determines
whether the platbam) is valid rgaruie amelxnogified £xeeptin legMmpliavprocesse - ard eperates only as
intended. [0152;@01%5&4 Wlntegrity. DRM SW refers to software entities and components residing in the

device, the RI, or the CI that perform functions specific to OMA DRM cifications and their procedures.
At the device, tﬁ%lg) M agen@ BRsidido ﬂﬁelﬁﬁ%ﬂ %J\ﬁ?e ,&’flfﬁlélgl'«g@ﬁd)s{ﬁ\z %:q]%éngW% refers
collectively to ths®BetigmSVetRet performs the DRM-specific functions such as RO packaging, DCF
formatting, content encryption, content or RO delivery, vggification, ROAP processing, etc. DRM SW
integrity is maintained if the DRM SW is valid, genuine, not modified except by legitimate processes, and
operates only as intended. [0153]3.Integrity of the ROAP messages and information. The integrity of the
ROAP messages and their constituent information is maintained if such information is validated, genuine,
and not modified except by legitimate processes. In the OMA DRM 2.0 specifications, certain subsets of
ROAP messages and their constituent information are integrity protected by use of digital signatures.



the DRM content must also be integrity protected, i.e., must not be modified, removed, or falsely inserted,
whether they are stored at the device, the RI, or the CI, or are in transit or delivery between any two
parties. Of particular interest is the over-the-air (OTA) delivery of content, as applicable to the transfer of
content to a mobile device, where the DRM content is delivered using essentially open channels.
[0155]5.Integrity of DRM-related information. DRM-related information such as the entity IDs (device ID,
RI ID, etc.), encliffibn keys [EEH SREK candiasigmattiFbelesisinghe YORRMehIJERds 2 eatttéde information,
certificates, andiether pragieghain related information must be securely protected, which means that they
should be protegieginot onlygfgrconfidentialitehut alsg (QEinte ik HRipolHs Noted thatneither the

current OMA D@M 2. s(pceciltications nor existing prior art appear to have proposed solutions to the entity
. omaln, protoc . . . .
compromise or Integrity pro%iems. This lack of solutions poses the following problem: Even if all the

ROAP procedu#@ygre correltBimplettititetiige B SR g A tRE SNIAES R Shs SHEAMeARon, for
example, how caMakfevigd ratiliysknow whether the RI's platform is trustworthy? In other words, how can
the device knowowlwether therRRlisepatfosmwilhaat abusectheddataghatthadevige sendsas part of the
ROAP protocols griahuise, the. DRM Rragessing.itselt?, EQrexaimils. ihe.device.dres natknow whether the
RI will arbitrarily and incorrectly limit the usage rights of the device because the RI's platform SW is
compromised aiy it fithits the otherwise valid usage rights of the device. Similar questions arise for the
problem of the iS§tity of thEBRMVPsftvArE. NrsreBgRcifidatlys SEME araliepiobleitiecds ftfe current OMA
DRM 2.0 systemsfasmii@weduiDsta thencixpandechadtigrnabiniegdtyiasadéscibedahove tare as follows.
[0157]1.A lack Qf.xpgtheds to check and report the integrity of the platform and the DRM SW. As related to
the entity comprorpise threatﬁloglgrgtlffgqsag%%, (Ehere is o rﬁ‘%@?‘?{lﬂ&@%@%&ﬁ art fI())rr0 O)é%hgl% and structured

platform integrity verification and SW agent mtela%ﬁar.nvenﬁcéﬁon between'the device and the RI, either as

specified by the?SIIR BRI 'Y BEeHtJti6HS b beFie et 2har Basks 1444t particularly
true for platformPintegHtlverifiBatioHy rativegdtian just the DRM agent. [0158]2.A platform (such as a PC or
PDA, as relateddosthe device;gkaiseswatoasior dhenRD@auldhemaliciorgly.esmprarised, which may
result in preventing the RRM agent.and.heRlAgeNt SWifemeerfouming sarsetiv. svepgiven correct
and confidentiality- %rlotected and integrity-protected information. For example, an otherwise
well-protected DRM &gent SW may store some information in plaintext in a shared memory prior to,
during, or after ft6Béssing. Agsragrothis&erpiatstm rhay mss R EaRascayrisiionsnretéess the shared
memory and remofsenthe inform RO s@itterrthetiafopriaiibng drinsertdevicéalséanfdrration, which then
could be procesgeghsubsequantly byithelRRM agank SM6WHich: IRAY.PRICeE sueh frlige Apformation as
genuine. This may.esult iy Do atfacks, unaulhorized disclosure.of prvale nformation, or unauthorized
delivery, distributlon.,gor consrﬂmptlor"lgélfs RMROS or DRM Contefit, T%l ]%.Tnﬁ;e DRM ageynt SW and the
RI SW, which aP@’]bliélc?es of SW that process DRM-related information, may become compromised for
various reasons. Such SW, for example, could be altered by a virus or other malicious SW entities. One
result of such alocogspromise EthaatiorsTar R RV ISMY rMrouiERrE s EMBSEyVEHN TOMpPromise in the
integrity of the mgsgages anginfaymation.fhatha OVA.DRM.2.0 consideissspaciali,the ROAP protocol
messages. Partly q,ecatéste only some, butt no]'[[), Il,totf, the E{OaAP messages are mttegnt -protected, they can
in theory be maRipuTat&a ‘fh SyHERIOMZEY WaYS bEWEeh & Comprom Sed Gevice Sid &rodle or
compromised RINVEBea@s eotttise mfdffidPrsieRfoRcusyedt Both dlses daviewaert- tRE R, and still may
appear to be "iniggnity uerifiedteisiheecihe basssages welkeldy) odifiedoinitheegame Nvay B{Q166]4.Insufficient
i?ltegr]ity pfOFeCtiQHtf_?)ﬁlgﬂgaB%%Es PIERSHIES -oﬁ&%sz _%Jﬁé%ﬂﬁ%m@iﬁg %@%@fgﬁl H‘&@Mtlféé &h@ﬁﬁlﬁéﬁ messc'l;lg edS ;nd
the information y the,various message fields are subject to vulnerabilities that are not solved by
tho OMA DRM B0 tecitcatiis Toas iareni (e s e e e S Bl i
in the OMA DRmuﬁt.etgtﬁééﬁ?ealﬁfﬁﬁr@a%?ﬁ%ég%ﬁé%gaéhﬂ[éi%iqu?&e. ﬁbﬁéﬁh?z@wm&&a@& are integrity
protected. Not incitdihgreligitit Sigdaturesded At tthemessagéRtbulttpe se v oirerabiities fhecertain cases.
[0162]4B.Even ohiarmR@ARcBagssages or certain fields of information are integrity protected by digital
signatures, once, sgh information.has, heen decryaies integritngheckesl, and g used, n plaintext,

malicious entities og(!gugecicn%ﬁls th?ogl%%ﬁxt information and re Ve, alz;[eéI orre (Ijﬂ{l ute the previously

. . archi S T enfities: a,device 702, an RI 704 706, an Y, e
integrity-checked information. Thus, a's reng%hened mtegn?y pro Ecfionis require féé‘]tg.Vulnerabllltles
regarding the intstifigeep e bR e ritaker vk demverren raeshasiicamys thes HBEATgSroblems exist:
[0164]5A.Content integrity checking mechanisms are incgmplete. For example, integrity of the content
while the content is in transit or in delivery (e.g., OTA download) is not specified. The signature for the
DCF, for example, is only generated for use in the ROAP procedures. Until and before the ROAP
procedures take place, there is no integrity checking mechanism that manages the content integrity while
in storage at the ClI, for example. [0165]5B.Content encryption, even for use in the ROAP protocol, is

mandatory but integrity checking is only optional. [0166]5C.Especially for packetized content for



format has a timing issue. Packets that had been illegitimately modified could be downloaded and may
even be consumed (i.e., played on a media player) before the integrity of the whole stream can be
checked. [0167]The central problem becomes: how can the various parties (the device, the RI, and the
Cl) be assured of the platform integrity and the DRM SW integrity? Thus, a method to strengthen and
verify the integrity of the platform (e.g., the OS, the BIOS, drivers, media player, communication software,
shared memoryhastesyoufson ittt ieftherrhenp R dGEnesinariHer fiestherdfMsritidéde The present
invention addregses:tihve BloriedNingsuof the(drios) anid [Bo68]SUMMARNY 0169]Thaipresert invention
discloses severgbtmethrdsgdhat strengthen the integrity of entities, messages, and processing related to

the OMA DRM ffication y2.0. The methads yse fech es co nly known as Trusted Computing
techniques, as %ﬁéﬂfied by t &' ﬂ%%)r/lt%?ﬁcﬁ%gl“t{ésetéeglgmgéjan%%lerg%%%e geéﬁce@%aﬁéjs%gmbodiment of

omputin CG).
the invention, te€chfiifjgadite Vet prtsi Z\%&tbﬁwgtww%@% BrrustasthiiedsP BBt with and
without modificationstethe DRI ROARtaREDOR specificativnssdretdiEeloSadtdhRisesord embodiment,
techniques to styragihentite ntegritys oh fres @MAH RM:RIQARD Messages BRIMSt U Hfagmation, and

processing withpu,haRgIne e IS0 BOAR Alolekel.redisdased.in.a hidgmpadiment, techniques
o strengthen integrity o messages, information and processing wjth some changes in the
existing ROAP BIOtoda AL G S O IOTRILE DESCRIBHON Br T RANNGA 017 1] more
detailed understafdiRY s¢ttremi&Ehtion may be had from the following description of a preferred
embodiment, gileeaoby way ofexatipddoanctjoilzeneid erstoachiy sonjiddtiomuibikMeetacsampanying
drawings, whergiQi Q1 /2Hiaues: biista-RIeekAiagramel e Lxisting. QA RRM 20dJunetinal

architecture; [0173]Figure 2 .is a flow diagram of the existing OMA DRM 2.0 ROAP 4:pass registration
Protoool: L TAJE LI & R e L B o e R R e istion
protocol; [0175]Rg(E A5 HisviCdiat i B hieexistii B MA DRM 2.0 ROAP 1-pass RO acquisition
protocol; [0176IFigkre 5 is dlfledediagpanhoRilie existihg O RIA DRNCc220PR AR Ppass jolh domain

protocol; [Ol??]&,@gﬂtr& @é&aé&maiggfﬁmgﬁﬂhaﬁgﬂmw&@m 211@_&@%@11_{[3&&)5 Taaxwe domain
protocol; [0178]5)'195J£?eZsﬂ%%QP%Q‘QQSMQ&WUJQ@H%ME’L@?QﬂﬁfH‘l@?&%ﬁﬁ%‘%ﬂ‘&&@é?&g OMA DRM

o entiies whele e WLEETTGL FOLI & E, 86 AU TSP & L e ot & il B0 igure 0 15 &
flow diagram of &2 frfad, FeaAm by stratibrr protbeblorsiriorniigg rroruahiskdtfafnbmtddgrty checking
between a devibe amdean RI using prior trust checking;

[0192] The device 702 sends information about its platform TCG credentials to the RI

704 (step 740). Examples of the platform TCG credentials include, but are not limited to, a

signed TCG platform certificate or a signed TPM certificate. As part of the credentials, the

device 702 can also send the RI 704 a self-attested Trusted State or Platform Integrity

Checked flag as supplemental information. If the device 702 is going to verify the platform

integrity of the RI 704, the credential information sent in step 740 will also include an

indication by the device 702 that it wants the RI 704 to initiate procedures to verify its

platform integrity. It is noted that the device 702 will be able to make a decision regarding

whether to verify the platform integrity of the RI 704 only if the verification of the RI’s

platform integrity status is an optional feature; in one embodiment, verifying the RI’s platform

integrity is a mandatory feature.

[0193] Upon receiving the credential information from the device 702, the RI 704

relays the credential information to the PCA 708 (step 742) and also requests the PCA 708 to

verify the credentials about the device 702, especially the device’s most current

trustworthiness. The PCA 708 then sends the most current trustworthiness information (e.g.,

platform trust level, etc.) regarding the device 702 to the RI 704 (step 744). Upon receipt of the

device platform trustworthiness information from the PCA 708, and also optionally the
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[0181]Figure 10 is a flow diagram of a 4-pass ROAP registration protocol for performing mutual platform
integrity checking between a device and an Rl using modified Device Hello and RI Hello messages;
[0182]Figure 11 is a flowchart of a method for performing DRM software integrity checking between two
entities where the two entities could be a device and an Rl or a device and a ClI; [0183]Figure 12 is a flow
diagram of a 2-pass ROAP RO acquisition protocol for performing mutual DRM software integrity
checking betwesPrlcghevice aftarmat R frand e 18ujFigidré e RisTA4 R ¢ittg ramtoFa AietRodfor improving
the integrity of ROAP 1 Isadds/andepiocessihgr using ArCGitechniguesindedingesgdaléastinding and
memory blobbing:.[Qi 3R] LA kERLPESCR BRAON Qfuldkl k RREFERREREMBRRIMENTS
[0186]Hereaftera thuqs}telcr)rm ;\(%Lr%less transmit/receive unit" (WTRU) includes, but is not limited to, a user
equipment, mobilé station, a fixed or mobile subscriber unit, a pager, or any other type of device capable
of operating in aWifdd or wirthEEE VP ArA R RER AT REEF (O HRPEAHE RHE R TP “BHEe station”
includes, but is wotdipited iy, MaNodeBeaititd ibomtrdfiem amidcceds poimtabranyotiee tigpe of interfacing
device in a wiretess envitsswpeitt40 87d Jihve qresentrinventiomn sistlosesmetbodswhesrly information

regarding the trist slate e Ineerty, of A RRM GRHRLE fe iR daNIGRo DR Rhe AL the 4TS explicitly and
mutually request%p and exqchangr;%d betw?en anfy two D MC n |Hes as a re-re(ﬂE)JIs1 te to the OMA DRM

procedures. [0188]A GERCrAIEFE |¥%t5t°ul?g 7058 BRI Hetnod 58 SHotWwA i Eige & drenitecture
includes four DENP@ntities: ddevicesToE, thn IRE70R e @ioroetiandoarphiRte CahsfiteaiforiButhority (PCA)

708. The platfordantebyityfoheckin g ass itk ssthaty sheaRCAsd 08 aas recdrts ORthevtiusted computing
(e-g-_,dTCG) cre{dﬁ@@fl@bﬂﬁ@ﬁ&%@B%étp@agrmi}eglé@gs ,ntbts_q fi@y%ﬁfémfw&hﬁi@g% Qe _?_assl toe Clt;%;i), and

rovides a roo rust Jor. certirjcation e credentals. n I Nt £.J., the aevice
D et e 651 TR AR GG L Lo AR AR PR Eﬁ%?éa%? A
platform integrit} ek BehiBen tseRictive Blatatirradsaskembiat Hapasien (. e 8difhped with TCG
Trusted Processtag #edbied (TR Ms)akb0ptivhadsinhp Hesthatiha itgstedicoinputin g lotplble DRM entity
not only have adteiRM 7RQ anansegeivalenthbirtaisa related dGie reladers wuthecasthe MK 712, the

SML 714, and profeeied, memery RENgRIaRs (A8 ASQ RLESENERAIG B0 DRIy selware 718 and
DRM software 720}.16[019(%1V¥,hen ttge ?bol\é‘(i:i requirements are met, any pair of different DRM entities can
mutually check TRél BTATEARThREYREY 8F Pratfdri tisked Stte using the PCA 708 and the trusted

computing capaBiifies. As antexdsiisid0athrotednresformarntEgrity epleukirydsetween the device

702 and the Rl #Mecaaras follolwsofDliakkrhe devwicel 702, The RI7D04¢ahd:thenGlid06areiall capable of
performing a self-gheck @ thai Q8. 1othe L RIRLEMNROftYEereAc3MPANeNts.(RirR130) @_p_@b@_self-check of
the DRM software, (step,733); The, Seif-ehaele.can he fequesied ps part ol alarastygrfipation process
(as discussed in greater detail below) or can be standalone processes. If either of the se fhecks were to
fail, that could ¥ SHPRIRCATS Tt A entity has been compromised and should not be trusted.
[0192]The devide1702 sendsUnfontratiore syl s epdcafondar TOGrehedehti 676 thhe RIFO408tep 740).
Examples of thednatfarmnf&tm aradentialstncluge; autaresotdmnited o, e aigoed TG platform certificate
or a signed TPN, certificale, AiRaT Afsthe, cedetiiads: he.davict: (AR cBMAIRASeRdbe 734 704 a

self-attested TrLtJ}?ted S att or Pltatformt ItntetgrltthChec,k d flatg as sulpplegne%%l Olerslzom‘na(i[ion. If the device
702 is going to VTR NS BatteThs TG DY tHe 7 0 i LHE RS RGIAF ifformAtion S8Rt T Step 740 will
also include an TRafe&ndfdy e tesirtel Pothatiforarits e RinTodrferimtiatd procedtre®%o verify its
platform integrityechriSnzoted’thog, thel dievigeiof@Rywik bedbletoekenatdedisiomeggardincghwhether to
verify thﬁ platfora intear iéyaﬂfﬂ;@tﬁé Q4 Ry ﬁne% Qﬂéi?ﬁ%%@;feth@z Bé&%d@i&&f@'&ﬂgﬂ @@@g%’gytstatus is an
optional feature; in.one embodime ifying the RI's platform integrity i atory feature.
0193]0pon recE e e B P B B e recientia
information to th&'BEA 708 (ShepPHOPartiesrds PhatredesitAd B Pog toiariy 'thf‘e%‘)r/éa%ﬁﬁms about the
device 702, espeliialty the devicé's mosticiorrerticruastworthitressniTHE-RCATO8sthethesehd® the most
current trustworthipess)infoparationd exgieplatfonn deust lezeke46) Jegarding theaderice./0a to the Rl 704

(step 744). UpoR, [eCQIRLQS 8‘2919&34&9%&%@%? P rRsvRERingss dnfarmatien.fiom henk «4:4£08, and also
optionally the sugplemental mfpr{%%iﬁ?f rom the,devmil% ZPZ th% RI 704 evaluates the trust level of the
W

device 702. The 784 Geiges” jer'to ?rrﬁﬁgﬁysﬁﬁlceng fus eo‘?ﬁefﬁéltg‘é\lﬁé%rﬁ?é DS Thtegrity to
proceed furthersifiRt tR&BRIK Procteduresistiéth 8% threlpsiistPatbr ProtototheriR@Geduidiion protocol.

[0194]The device 702, either as a mandatory procedure.gy.as an optional procedure,



can evaluate the platform integrity of the Rl 704 in similar and reciprocal ways as in the steps 740-744.
More specifically, the RI 704 sends information about its platform TCG credentials to the device 702 (step
750). As part of the credentials, the RI 704 can also send the device 702 a self-attested Trusted State or
Platform Integrity Checked flag as supplemental information. [0195] Upon receiving the TCG-related
information from the RI 704, the device 702 relays the information to the PCA (step 752) and also
requests the PQRFIBrt6 YErfitierttdeiantiars b dtisthricR Podesspecialy thee RIS thiedtecurrent
trustworthiness dddireoP s farfD; tienhse nds:tifetim obtourrantditistivbe itlinessinfoimatidiaggarding the RI
704 to the devicg 021(siBRERA RN feceiRt af the.Rh Rlatierm tthstwerthingss infgtmation from the
PCA 708 regarcgpg HQ%?% ngélg %n(lj glsonodogé)ngely thee supplemental information from the RI itself, the
device 702 evaluat®s the trust fe\yequ?ﬁe R 704" %e device 702 decides whether to impart sufficient
trust on the RI pEfdrm's intd g1y 1 Proedan frdrmsiahittRe R P Britetiies Qach aS h & registration
protocol or RO adesisitioregmaiotofo{0R06] Thth dBVEE0F O2ereliitra kananddtohy ProcE&duse or as an
optional procedwgfycan.evaluaiethe:platfarn intagrityoof theLhilPbnt he-Gl-t06.6ends-+atermation about

its platform TCG, credentials.ta-fhe-egvies 497 (SIaP £80)k.As RATkeL e cradentials., tg.Gh 706 can also
send the device 702 a self-act[tested Truséeéi tate c?r Platfcélrm Inte}grlt C%et%}goed flag ?TS sunE)pIementaI
- e Cl fc

information. [01871tfp%h FSceivifg the T C6-raIdt8dSiformatioR Rar 67He HAVIER 702 relays the
information to tHe'PTAtster 762yl miSetedyeltsi tiesPan 268 wieriytiee cratntidiehbout the CI
706, especially thfer@Hgombsinchisrntctr ustwior Hiness:alhae: PELr708 dhdof sentdsitheomdst Current
trustworthiness fparmatiopyegarding the GinéQadta thedevicr Q% (siem t8MHRoR feseint of the Cl
platform trustqurtfgilrég%sldlnfger jon from the PCA 708 regarding the Cl 706, and also optionally the

supplemental information from the" Olc?tsuéfﬁ‘?‘the device 702 evaluates the trust level of the CI 706. The

device 702 decid&¥hether fgsapartret iRt styrrinstens pilifdintes hidgrty 1 Broeded further with
the DRM procedures2ri01981T elpl &0 marte gritydabth édevicé tiOPreant ey yerifieHdwethie Cl 706 as
follows. The devigayiR2senasinformationrabputtits platiormd CGceredentiatstorthevehiifdg (step 770). As

part of the Cred%ﬁﬁa’i&o‘i‘}%ﬂ%&ﬁ? of O ERARISURERG DA S LOS BosRibaliesiGs T Sied.wiate or Platform

Integrity Checke? ag as supplemental in{cn)rmatiqn. I{fthe device 702 is going to verify the platform
integrity of the € ) fﬁteQ%CrP%chgﬁlﬁea &erPgr Seion sent 1 SRsis™? e\t/%ﬁg}éﬁys%ﬁ%r%ﬁ%lél eahf?ﬁﬁffgion by the
device 702 that'it /2Rt t¥iée] 706 to initiate procedures to verify its platform integrity. It is noted that the

device 702 will Be@ble to makés alde cisionthegarcingradaetiher tecverifybthnplatfomm imtegiky of the Cl 706
Onlyf;f ther:/erci;iQﬁ@{aﬂ?gf%hﬁlgfﬁjﬂl@Efﬂrﬁge't&td&%ilye?@&lsﬂ%%E{é%ﬁ@ﬁ%ﬁﬁ@ﬁ%%&%@ﬂ%s%%&@qirln_eff‘t, _
verifying the Cl's platform integrity is a mandatory feature. on.recejving the credential information
from the device 05, e CTIEE e e P SO (1L B A OB Ltk 398 o also
requests the PCX7F08R vEHAP thE CradeRtiaid HBstibtreceravicy sozheshatiahg theBethtd's most current
trustworthiness Wiha PGAv70& thiem of érrddatifemiosizety ké it ptistworthirdls stirfareaiatiorotegrarding the
device 702 to theul t6Qen(stapvdiid)ukipenttaceiphakihe device platform trustworthiness information from

the PCA 708, apgalso optiopally the,supplemgntalinfarmafion from;the davice i, the&l 706 evaluates
the trust level of the device 702. The Cl 706 decides whether }o |m§art suff'cientt trust on the device

platform's integrity %mﬁ?éaéé’éldt ﬁ’rfﬁré‘%%i_ﬁ% fﬁetrﬁﬁﬁ/lmﬁr%%rél e 18 Lilojiid f§({n‘3?é§rfﬁéﬁ%glfﬁ§ above
example, steps FAGic4 popceuraedieairobebs garmy ieledgrty Staiss to the RI 704, are a mandatory
feature of the pieg@nt invention. HoWwevericverifjing ilvegplatierificiniegsite@uaititer. threpRV 404 to the device

702 (steps 750-7p4)Merifyingthgdlsifarminteqriyef #he e/ 06 to the device 702 (steps 760-764), and
verifying the dey| g latform jntegri 49 the, Cl| 706 ﬁstetps 770-774% are oeti B%IP et. hﬁi hlcxlrecommended,
features in a DF!*% é@stem. [6?01]“1% also %egfé%“t’ at Sthoeéréltbartgc%auvrvespﬁese not eeglisnf%gted by an active
initiation by the %‘"ﬁfﬂ@?lthat needs to be verified. The integrity verification procedures could start with a
request by the é9Rity wishinglth verftycthieeirntaly ity ofdveotfiert peityranosydrh chses tistdpsR7 40, 750, 760,
or 770 would eagkebgipreceded-by anothensiepwherebycthaeatityrishinghthevadtication of the

platform integrity, af the otheh P calE 05 LEIUaSIS NS QIR DAY IR SR [eleVRN M shelated
information. [0202]In an a}llterngte embodiment, foé gfpg&clyca Ol\ﬂﬁ DRM system.implementation, the
platfo |

" .by bindin e credentzal information wit ey. The Rl then later unbinds the stored .
conditions or trigger MAEHS ISR oy e propose rrrﬁnthegr y verification procedures described
above may include the following. [0203]1.The device platform integrity verification procedures (i.e., steps
740- 744), could be performed by one or more of the follgyving. [0204]1A.Before a device wishes to initiate
a new 4-pass ROAP registration protocol. [0205]1B.Once per each RI, before the first registration with the
particular RI takes place. In this case, the Rl will receive the device's TCG credentials once before the
first registration, and then the RI protects the device's credential information under its own TPM by
binding the credential information with a TPM key. The RI then later unbinds the stored TCG credential

and verifies, either periodically or upon some events, whether the device's TCG credential that it has



750-754) are implemented, they could be performed by one or more of the following. [0209]2A.Once per
each device, before the first registration with the particular device takes place. In this case, the device will
receive the RI's TCG credentials once before the first registration, and then the device protects the Rl's
credential information under its own TPM by binding the credential information with a TPM key. The
device then later unbinds the stored TCG credential and verifies, either periodically or upon some events,
whether the RI'S f&@reiddntidr tides Hasreeeliedyostipyatiae gitsbyhedsthediskewith@n OCSP CA.
[0210]2B.AnytimedntR tieceives areindicatiohviiame thebdevied thahthielde0iCePwWishes the RI to verify its
integrity status i device; githerpasaistandalopemessade.at:as Rathaspedifigt RQAP protocol
message. [0211]3C, Reriodicallc.eveny ime g speclied secuie e, duration,nas.clapsed, for example.
TRI PLATFORM LAS T REPORT has efapse since the last time the RI has veritied I1ts Integrity status to
the device. [02132]%‘3,5§T0r the platform integrity verification between a device and a Cl, mechanisms
similar to the adé%&can be déhsiddletdorlpedodictardereifeditdrivématicouirereadt thiesintegrity
verification processeflse: ikthe casa:nhihaidevise savetificationiofither Gl 'scplathonm jntegrity, it could also
be performed eygry timg befose,canignkhas to be purchased or downloaded, and possibly vice versa (i.e.,
the device's pla f%rgi]integrit has tﬁ, b% v rifit(—;i-‘d 3&? httef CD. L02,1t3]Th %r,ior art has c nsiglered use of a
"secure boot-up” tising TCG techniqdés cotpled with the ‘application 6f foBUSt ~fnsteh schemes,
the platform's O8%aRY Gtise MBS hehretr 't de eréeimedpityrere crkad hedelar2edevice is booted,
implicitly perforhopugla platfoam. integrity el ek Befosebafaye B M@ pelisatiom earh e partichhe present
invention providesig MRS BySteMatic andiwRlc WeaQftherReot-linte.Rlatians Jategnity. eheck, as well as
platform integrity checks at othen imes based on,pre-defesmined periods of fime a5 well as upon the
occurrence of certalngeyents."?ﬂe present mver%ﬂon also eneralizes platform integrity c%ecking from the
device to the RIANPHEEPa& G- ﬁ?%@lé%%fmff&?swﬂléﬁ#%[ fiteghty ctre ke LrisvaReflefar due to the fact
that just becausgozed@éVicerhdm icdrradiyrieceivbd agparticliarvekd tvdoesiittimeare thiat the RI or the
Cl should be consigekadrtiusinve ity dnaefinitelyinteathedutwe-fiamt tinat tine aAquesrodic and/or
event-driven copjinyial verificgiion of the [rystuqrilingss, REavides #900d Rratedhiye mgshanism.
[0214]Also, as for i%hetneﬁijtfor th e,|tnte rl% chtegkl?gﬂ?e ween the dewcte aénfi the CI, even if the content
arrives before a0, H& VBT May B8 Combromidsd Whes the fagiky ortha S piafdrm or the Cl's
DRM SW is corpiigtiseeiifmsriddaipheocelippiseca user has downloaded a file. Even when the RO has
not yet been actpairdd, a usetnay radvestsnekeslichonstheftontenteaimmayrpesform dayalidity check on
the content. If the cRBNE Was, COMPramised: (8.9 1 Hasaviumatiached adtkihecontent.gven without an
RO, could do dq@eaggi%tsq tgg tc(j)%}{‘iac(% ﬁ\‘leso, in the pre-download interactions between the device and a Cl
(for example, during the alscovery phase), a compromised device can do harm to a Cl, for example, by
adding a virus af&dhed to thé contéhf¥htieHatedp & irrehnud s iR ket rattitish Aotk business
perspective, a Qleppuidinciwhntdthsehd conterroteidecdipromited devicentidriexampiens compromised
device could redistiiutessontentifendree de nathorizeddecpientevithe vautual platforefand SW)
integrity verificafign between:a deyiee.and.aGhis have meritsio Brotecting his, entite.gystem. [0215]ltis

also noted that there c rzibe eve_rz%l different }/,vaytshtodembodlyt he c,etntral Ideas %utlin, d ilg the above
architectural distUSSIBAS: PP LU SXamipias are HisCUSsaR BEBH "B FidHisted Yhatthéxe are only
illustrative exarﬁb‘?e%l)of the broader concepts based on the architecture described in the above
paragraphs. [0208]Rlatform iftegrity merificationlcl0R hvd bigsecBridevflonichiag TF @ trebilipds800 for

pedrfor_ming g'atf&:[mlé@Rﬁggltxé/%ﬂi%alﬁgr[;lob%wéﬁﬁﬁwgéﬁ@I_iﬁi?&;hl&@g%f% S_H%Etiﬁﬁ’_&@g QEQi@tggVice and an R,
a device and a Cl, or a nd aCl. metho utilizes a requesting entit and a target entity
(TEy it 5 moted TsrBARAL S I (et R o £, B B e HhE iR 500 operates i
the same mannBfeHartHEEE S RIER &S S TR REPARIEMER Bhtit) id i P 6P 1R} Pe method 800
begins with the REFdendingrequest todlherTE toaeifbetbitst platfoltfintegrityistatysk(steprB02). In
response to theargmuiesty the shysenddts kkibtoredentials to-the RE{(siepr8ady)r tTheal G4 gredentials can
include, for example RIaIfAI.aipdenlials, TRM.crRtlepiials, ok Laniarmanacisgenialy. phe RE then
sends the TE's | (tSG.gregentlals to atF‘ OCSP Ret:sggp er {gr %?I‘Iflcatho 0 thet.crederHt%Isrfﬁtep 806). The
OCSP Respond®FFEVEHEtE T8 PEE R demtials ARd Yaports the veRficatish SRzt the RE (step
808). [0219]The'RE & AeRss retfrastits e TRhO bt st bovAYStaRsHei hte gty siatersitstep 810). The
TE checks its platform integrity status (step 812), sends.g platform integrity status flag to the RE (step
814) and the method terminates (step 816). [0220]The method 800 can be applied either without
changes to the ROAP protocols (discussed below in connection with Figure 9) or with changes to the
ROAP protocols (discussed below in connection with Figure 10). [0221]Integrity verification without
changes to the ROAP protocols [0222]Figure 9 is a flow diagram of a method 900 to exchange
integrity-related information between a device 902 and an Rl 904 using TCG techniques (i.e., utilizing an



904, starts a separate set of procedures with the RI 904 to perform mutual verification of platform
integrity. The device 902 first sends its own TCG credentials (e.g., platform credentials, TPM credentials,
conformance credentials, etc.) or other information including or related to the TCG credential, to the RI
904 (step 910). Optionally, the device 902 also sends a request to the Rl 904 to check and report its own
platform integrity status to the device 902; this request is included with the device credentials. [0224]The
RI 904 requests iifetPda god (PviedpgthietredidestirdiGos fee ehthis!{ S o1y ediesPCAMY06 responds to
the RI's requestiaedsendsninformaiion oficthetitevitoetss AGeroiedendiat (step-8d4n [@R2b]iEhe Rl 904

requests the deyieg 02t Eﬁp%s%opﬂﬁiﬁ%mﬂmﬁgiiyg&l@ﬁi&@@ﬁe(%&ma?ﬂs@ﬁ Also, if the device 902 has

requested that %9 Iﬁl 904 Ve&'l@ ang ort |1t%p for{’n tecglrlt_\é % S |n fep 210 g\nr}ﬂ |f g}e RI 904 wishes
to and is able to ob e to the request 6 sends Its own TCG credential or other information

including or reldtéd totheoTER a&rea%htf&te 5 tHe GevreteaoRan @B BBt A R PR e Mot or does not
wish to oblige tofthHe fdguéstorrsends Gl'nBRYLGHYirgomessage. iotheadeliceirbbre RiG04anay not
respond to the reguesifarainumbernokremswishincluding aresquirce, inikednR} {(haivdhenR) does not have
sufficient availaplg, resQiIcs %ﬁt&%tr%s%%dp&?féﬂﬁ reayasy al.lhe devics qradibility. chgek faily. The device

may abort the protocol de ndln ont e con |dence Ievel that the deV|ce has W|ﬁh the RI;.if the device
trusts the RI, it Would’ T]Iiséaﬁ) c§ntlntstea Wt tRESRet0R P S T T KT FofliRy t responﬁl‘%o the request.
Upon receiving tﬁ@%@f@é‘é‘t L (Eviing th@ORPQ]GTZPt”G %‘H@ékaﬂtétﬁta‘tYBﬂﬁbétHﬂéig tltﬁé%@?i%}ei 962 Enecks its own
platform integrityxstatiesd(siep 94 Bkcfp226hEke, demige B2 ddguiestsnthehR@AAA@8, for verifiplthe RI's TCG
crfedential (Stepk%%QRhIn;Q_%glgtgét%%dlﬂF% &#ﬁ@&g%@iﬂé@fé@&(@%@@%ﬁ%@ﬁﬂ@ﬁQ?M'!Gﬁ 02 areturns ]
information on the RI's credential (st e deyice sends its platform integrity status flag
to the RI1 904 (s?ep I§54)perfg t)ﬁcelﬁel’ SO@é%ue%ecf 5) arlg-moesset rom th ? eg evice 9 t(%e(gh{:c |tég Integrity status,
and if the RI 904828 (RS e’ s wﬂ@et&tﬁem&&& frare It‘QWEWQE@It%CW%Iaﬁorm
integrity (step 928)./TieaRilttermyétodrfSVispiatiorveidtedgin/bstangs flagvicethel device902vstep 928). The
optional steps regaiding.ihe-Rldntegrtircheck can be performed in any order; those steps do not need to
be intertwined wgth e devicg fpt?sgtt%ﬁttﬁgm%e%ag\ﬂ/@stoe@g&tte@ntttétg%tt%o %}Btmtmt'ate its own

integrity check. Also |f RI refutﬁes to full tes ond to the re uest W|th its own TC ntlal information
for any of the p(l)sesalh(fé PSS BHEC RNy alin RAtE R rsep fo R Y TEATR 6:’;tsrziwz;tepE)Sﬁ)lf:)sr‘nia Way, for example

in step 922. [02D7 thenrediibi @(9@9éFPa%l@Slth%rd@YﬁééWand}tﬁ@Rﬂ%%@éh?@%%ﬁtﬂal platform
integrity verificaiiohitddpondsucivaterifibatiosethe deabe can then start the ROAP registration protocol. The
steps of the registration protocol (steps 930-940) shown in Figure 9 are the same as steps 210-220 of the
method 200 de % d above,1 Itfls alsg noted that these procedures can be triggered or repeated at
periodic intervals 28]In rty veri iCAT |on with changes to the ROAP registration protocol [0229]Figure
10, in another e% blary e 6%14%}?%??&&)?5 AetmsdP 088 ifP it R g wigd TBo2 4Hdan RI 1004
exchange integrityifreltiteddnfermtationtitésdlbtilizirg tihesserbicedofam G BParéspondér/PICA 1006. In the
method 1000, theexisting-2eviee higheaochrlitdel o-gressages @i e KOAR-segistation; protocol are
modified to conyey.bath.the GG credental prd thareqyest () the ethgl RasdrerRialiarenlntegrity
verification. [OZSOAThe de\ﬁlce 1002 sends a Odlfleg %ewtce Htelllo mes a e to tthe RI 19{ 4 (step 1010),
the message inéRiEiRG the dEVice Tee Erede fla‘T SREAREBHSAH reques SHARTRI 064 To report its
platform integritf2iHe RI 10@@%1%%%@%?@@&@&%%%%%h@W@AOIb@EEtéRI\?éWﬁétﬁtlon (step
1012). The PCAlGomthengrgturnsihésdevioe) TG eredentialbdodheR| hOORE(step £0IGThe Rl 1004

reslpznds tr? thec%\ﬂﬁ?almggh@/ﬁ? asmodifiedri rttﬁ(tjler@amﬁgea@tgauml@) ettaenm@%w%ptiﬁna"y
including the RI's tial, [0231]Next, the devic ti sen regu o the PCA
1006 to check the%?‘?&%gg) cr‘ga(een%??(g)t%%%ﬁrfé . Cre%&%ilolz ¥ % lh)é s?:ﬁt!e entials and reports
the result back f&etliatHeviea 1865 &%Sﬁ%%offrtﬁréfﬂ%f\ﬁeéfféezr&tféw&&%teé\ﬁﬂ tayrityStatus (step
1022) and repoRssthedgteyritysstatls 18 CheRleb004 step a2y vioZeR|ihthetdavide ROGRIas requested
that the RI 1004&seport its integrity status, the Rl 1004 performs a platform integrity check (step 1026) and

reports the '”te%b%ﬁtatus etﬂe HE é&H&é%%%ﬁ?J& flag. Back %B‘i’ﬁt@%&&?ﬁ&@% (5L6R:4028) The steps
1030-1036 are he sa L‘f#‘,‘ec 14- O as shown in I%_gure 20 2t) Se?PF AP Je |strat|on protocol.

[0233]Checking th@ in atf SRR IR UYEP T 18 & Tirathod 1100 for
checking the mﬁégWﬁﬂéﬁ ﬂqéheﬁlﬂxfweé)glmtﬂe B‘F(M‘bé?é}”a@e@ﬂ(@w?r@mmg at the device or the DRM
SW residing at the RI or the CD among any pair of DRMsgntities. A requesting entity (RE) sends a
request to a target entity (TE) to perform a DRM SW integrity check (step 1102). The TE checks its DRM
SW integrity (step 1104), sends a DRM SW integrity status flag to the RE (step 1106), and the method
terminates (step 1108). It is noted that when the TE is a device, the integrity of the device drivers and
media player SW can be checked separately from the integrity of the DRM SW, if these two components

exist separately on the device. [0235]The method 1100 relates only to the RE obtaining a DRM SW



in connection with the ROAP RO acquisition protocol. The method 1200 utilizes a device 1202, an RI
1204, and an OCSP responder/PCA 1206. First, the PCA 1206 communicates with the device 1202 and
the RI 1204 to perform platform integrity checking and the ROAP registration protocol (step 1210). The
device 1202 and the RI 1204 perform a mutual platform integrity check, a unidirectional DRM SW integrity
check, or a mutual DRM SW integrity check (step 1212). [0238]The RI 1204 sends a request to the
device 1202 to &#8€k and repbrritibdeiRes D rMligd ity srtbanMhawerits il Pstap12d). The device
1202 checks its(faiestddRiold AnSMhiategity i(st@z b2 19) o hetideliceek 20 2ieptiondllyrsends a request to
the Rl 1204 to qhgckanddeRethe s RRMaW.ingearity (step 1218). If requested, the RI 1204 checks
its latest DRM SW integrity (step 1220). The device 1202 sends a device DRM SW integrity status flag to
the RI 1204 (step 1222). If previously requested, the RI 1204 sends an Rl DRM SW integrity status flag to
the device 1202@ S hotet At the i RENK

r
%Ep 1224) 158 : ol PRPHtEy check can be performed
in any order andoA®d not b ignertivinedlwitiditge devficenipteglit)Cclveckias shoterity Fitpaee 12. [0239]1t is
noted that the meathed:b306tcam bageneralizedfar putual IBMSMW jategrityuvesificationdretween a
device and a C're%%k%@gﬁ&t}%'géﬁ&@%g ASYiGe/RY ABISIAGHOR HROA 62MRIRIONR Al FIERS,E210-1224, the
device 1202 can start, for %éample, tge P2 stRO %%quIStI}tlIOB rotocol in step5111226 8 $P1228, which
are the same a$" 8581 4R Y 4 aRERFBEG Ab6veh Sonhection Witk Eigire 3 s tlrther noted that
although the metserrd26 K SHBesiinednjlnetiokr W, the R ae dirstion Piowtnl Gt arbe used in
conjunction withhanyeoiheteR @ARnprotecotriouhéd minimizenthe@MRrhead associatedpwitbvdhe method

1200, it could b@e@%ﬁ%ﬁ'@%ﬁt\%m fﬁ'&lg‘rﬁﬁ@H%Mﬂ%&e%ﬁi@%%@?&bﬁ%%tQJaRQ@é?uPJ&IQEQL’ﬁ@t aQy givenf
time. Forapracrtic9 rOI}/I@ DRM, systen i&ng mc;mati(an $9me, of the cont iti9n§ioritri ger mec anisms for
the proposed plgﬁgﬁrﬁté)m%tro OlR{/I OéV\?(.llnefetg}?i%E)/ \?errrllﬁcgitllon eﬁ)r(gcé) ,ureggdle%c?fbé tgﬁ%\?&eﬁﬁay include:
[0240]1.The de&?&f&slﬁcﬁﬁtﬁﬂtﬂf@%Wvﬁm&%}ﬁgﬁﬁrﬂé@ﬂW&rﬁ&ﬁ%@ WF@@B?’éf&rﬁ?do‘ﬁ‘éhS?‘%ore of the
following. [024 1jdcAsBeftrecacdd\iper sisheshosimitaterd HewRpessrROAR¢egistratignllsfotocol, 2-pass
join domain proteecel: @uthes2:passalease o prailorproieeaty [R242) 1B Reyiadicalyiavery tire a specified

time duration, g5 example JREY. RRNMARLROHR RS laPsad Singe.ibe devicedasicampleted the
2-pass ROAP registration protocal ﬁ(—) pass i%gln domajn (ﬁ)gottgg?{l or the 2-[31aesdse leave domain protocol with
e

the same RI. [032%]1 .‘Héhé’&.”é%ﬁffl? every time a specifi GRS *3

S L SSELHEdtinte UlPRSS S8 Eaple F SEY DRIVI LAST
REPORT, has éfapxtersmce thBdasttinte theleravietesad verfiediane repdprebr it ITRMESW integrity
status to the samenRi{024t4]iHo AMhensuenarieviotadpdatesits ORM SWh{0@45]1E.Whenever the
platform SW is ypgated or chapaed.d9@ABI2-the:RkRRMJIEaH Y NarficalisnRmeaslures could be
performed by one,or,mare of the following, [02471eA Anviime, 2, Rl tecelves.an indication from the device
that the device wishes tEe RFto verify its DRM %W Integrity status to the device, either as a standalone
message or as PAHGPaHsgiled BORPDrItb BFhEReRS. [62455B etz et time a specified
time duration, foredxaiapld TR{ERIN R ASTORERORIdhtis e kpsedirdefthedast tishaliteoR| has verified
and reported its-EMRM tSWe MtEDTitY Sl S o d ke e vies. {02 482 MhenavercamRlikasdipdated its DRM

SW. [0250]2D. Eyery.time, befoks, the.daviea ﬁ%grq%@%9@&‘?&%‘%%%%%%&%%@%@de&% is obtaining
content on a fre%uent basis, suc ! (f\vsvi\tll\glttﬂes&geamm% co_n]tgznt. [0251]As for the platform integrity verification

“t fials, . S
between a devit B S CH Riechatisme siniar 15 HE 4Bove can be considered for periodic and/or

event-driven ocE#€nce of thBIRRM4Swriete gty e AR aiesiroe desicfd 55 Trdeprsidsed methods for
DRM platform verthicEtioPCAr O iedvb St arifitiatieuest and sends information on the device’s TCG

credential (step 914).

[0225] The RI 904 requests the device 902 to report its platform integrity status flag
(step 916). Also, if the device 902 has requested that the RI 904 verify and report its platform
integrity status in step 910 and if the RI 904 wishes to and is able to oblige to the request, the
RI 904 sends its own TCG credential or other information including or related to the TCG
credential, to the device 902 in step 916. If the RI 904 cannot or does not wish to oblige to the
request, it sends a “not obliging” message to the device. The RI 904 may not respond to the

request for a number of reasons, including a resource limited RI G.e., the RI does not have
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can be performed independently of each other, but it is also contemplated that these verification
procedures can be combined as part of a group of procedures. In such an embodiment, the DRM platform
verification steps are considered a pre-requisite for the DRM SW verification steps. For example, for
integrity verification between a device and an RI, the device and the RI first establish the trust on each
other's entire platform by performing the DRM platform verification procedures as described above. The
trigger mechanistfisietdable yenere islaetornd verfcaton g der dotditionisilithdiicaé e conditions for
the DRM SW vdiification:tkiggeraiiserdhecDipdnSM¢ vetlficatitnprokced uketfiokolwscdbatevitiat both types of

\é?/:/ificati]cpn ?roq%dwﬁf}?lljﬂ &&%@l%tlﬁs‘{!dh?é‘ ﬁ]ﬁlﬁr%%ﬁqﬁ;@léﬁc&ﬂg%%ﬁ%%i{é%&&@ wﬁiﬁwe{, tf;_e DRM
verificatuon s S, WI e stered 10 uccessiul completion.o agorm, yverirication
e o i e D] R B B O R e e e
DRM SW verificAH&Has e de 4etsa PBRREOR P Bricseem iy srat sags- RePhrocessing will fail.
[0253]Sealed-si§anGl and biftirdy {32 94] Trre GMADRMP O spedifidativiv § Xistngn e tamisms to
protect the integxity. ohéhe R4 RBraieeakisilimited teyincludingnhdigitad-Iignadtires {gsmessage integrity
checking) in soe,putDobal. Qf G IRQARMNeRIATES. HMERNALINEBAMERIONER f5 o) central

importance in th cure ltDRIQ/I2 rocessing 4|mpl,en?1entat|or{,f|t |st|m80r,tant to ;Efelg_lgard and continually
verify the integrifyy Of e IIBrAaton tHAL 1 LEsH BHd SRERARGRE T The HE R S otb v F0955] Therefore,
in an alternate émbediRtEhthstth&%3reisbeit ihvehtiohlartothliissuie drgerssébietBl e pfiriertthe integrity of
the ROAP protacel pheénebi infotniatio n2ee AtraRtohar eliableiaulhgntic atiogriandaintebity derification

between the DRMdexigeapd:Rn fik e fhkResalehisiarekusiag TG iechnidyes.and 2) be
pre-verified bef%ey Qr%ler},gttransmltt dt tggdgottgg{n?ggv or 5’%&%%@%&”% used for processing at the side

viCe 1nte

where the information is éltogﬁesctj? 0256]This method involves two basic pro .elgures that use the TCG
techniques of séréFé%}yé‘iﬁrﬁﬁ@dﬁ?g?,ns%méﬂ*?dﬁﬁﬁﬁ@dﬁ%f‘f&?@gétt?’r%‘?‘i]ﬁdﬁé% iERbrefersdsitimetrically sign
the symmetric keyrphdsetiserofRCRVatves Tt indicate tHerthenndorrentiiftepritptaassef either the
platform or spegcifica$\Wacetn panaerisi.andbinding (asyprmetiically enetypblargekpdermation with a key
highest vl of L rommalion smunEy oo B B Binding (o
[ % [ ti uri ovVi [ tion, digi [ u indi
2 thusted state TG R BRERY HOEP RO S e Aoty (R s litad PR, Binding
imparts a high l&ssftetisrotettion TatnirisfimmistiteHeryptiorr ere et chppticn KeyrisPprotected
inside the TPM.aij0@b Zhmhhesfol pwinggysteneatieprirntiplescubel sealedisigninganictipindiang to protect both
the confidentialify,and.thedniearbsabthe infermationthalis.iseain the ROAP messages, and thereby
indirectly enhance the strength of the integrity of the ROAP protocols themselves. In the following
discussion, both the device and the RI (or the portion of the RI that deals with this specific device) are
assumed to be @3a%ped with 8 P ERESUBOBH fHEEVe RSN :

oY".

AHY GeEeNP S HYNaRty SRS 98TRRE G vice and the RI can
each set aside #@9se a seFofiwt) storagib keysigacngtbgiaphicily imd tind 19e¢mrehyjcstore certain
information relateddo1RQAR piecessing o theitiusted pladfornn anvdichstheinaviceeethe R resides. For

the device, thesg keys ase. Y. BINR:10aNd KREM.BINE, B EQrihs Bluihesaikeysiara s R BIND A and
RI BIND B. These are TPM-rrﬁ |1Q})a1!ned as,ymmetrlci keysﬁ%gé[%encryptl nJs don&yxélth E“blfc key and

decryption is doRE R PR key BFSEETIR TS AT, oY THe GEVIBe and Hie Bi%ach use either
a single PCR oraddée sfPeRS ot RN PG Eesdrifr THetwaliiceniiidihe RI also set aside and use an
Attestation Identisiey (AIKYXte éealedosigrickhamdiikormaiierirdlatedstgcROAPRDIOOe $SiNg to the trusted

platform and its pasfictlan E&R alugss thisibateddbatdhe JLGEAROKaysIagLses el fassigning PCR
values. For the geyice, its Al 15 K REY A 3nddordne Rl s AUCIS KRIAIK A '%?:1#]}9‘?0%86."90"5'9”'”9
requires an asymmeitric storage ke for'the encryption operation o?_t e target cfata. e device and the RI
thus each set aSit& A ieE Feardtiyekey for lt?@{ BergesnTe Lorage ke terttns 9élidd is K DEV STO
SEAL, and the strelgerkedl foritheRR10e4 RESTO S A Le[0260]T ehmethdiflahBhilsle srasemmbination of
sealed-signing anehbindingwithsageagdeshmeasuda ofprieatitg.canrfidantiality as well as integrity to

enhance the strepgth of storigg thevarRUSIGHMALIAN.elamenLs invelvesin hisRQARRIAcessing. For

example, Figure 13 |s a flow diagram of ethod 1300 in which TPM sealed-signing and binding
operations are E%s%&l 1%5? 6?8‘%/8\/%?? St(e:%ﬁﬁlzrrﬁlléﬁi vy andn eﬁ%{l\%/t%? IHFOITIa fbtha(filsrﬁ%e]r%‘g{’ﬁtosu%emessages that
comprise the 4-pass ROAP registration protocol. In the method 1300, a device 1302 and an RI 1304 each
sealed-sign a selective set of ROAP-related information.gnd bind the information using two sets of
storage keys that each either transmits (to the other side) or receives (from the other side) during the
course of the 4-pass registration protocol. [0261]The device 1302 first sealed-signs the device ID
information element (which, in the OMA DRM case is the SHA-1 hash of the OMA DRM public key) with
the encryption key K DEV STO SEAL and the device-specific AIK K DEV AIK (step 1310). This
information is bound (using asymmetric encryption) to other information intended for the Device Hello




if the RI 1304 first recovers (i.e., unsealed-signs and unbinds) the previously sealed-signed and bound
information from the protected storage, compares them to the current values of such information
elements that the RI DRM SW may be using, and verifies the genuineness and integrity of the current
values. [0266]The device 1302, upon receipt of the Rl Hello message, binds the information contained in
the RI Hello message with the second binding key, i.e., K DEV BIND B (step 1320). This step allows
secure, integrity§srbtbedety StorarecdP i &teay (RO rihatiorreh a2 pke e licey rebisirEd fiths HePR1 1304.
Alternatively, theod®wvige £330 caniaigpigxiract selectdd infokmationtelements from the received RI Hello

message (suchpgssthe RI ID gigl/Qrihe BbMRL)A0dsealad:siatn themdssingdne Al K REY AIK and the

encryption key O SEAL, while simply binding the r f the information received in the RI Hello
esenge usno R DL IS B o T B o L T R
and the RequesteriffieitiideBie dasikedne R’TﬁéWSWéﬁ??E@%ﬁr&%%ﬁ?W'&%%ﬁ@éel%m then binds
the other informatiorrinterddd 30 thelRegistiation RedueBPritssatevittrrdopV BIND A (step 1322). The
device 1302 then sends the Registration Request message to the Rl 1304 (step 1324). The device 1302
only sends the Rggistration Reguest message, ifihe devicgdesovers (i.e., unseal-signs and unbinds) the
previously sealed-signed and bound information, compares the recqvered values tq th rrent temporary
Fatuos used i SN, Suy TRTON A M RHTELS (TR SRR TG Y b rent valucs
Upon receipt of tHe RedhstPitn Rietfgrist Yhrssishrpe tthe R itso4sinddtRY isrtrsticherfdst the
Registration Regues) message withith8Miadities keyeku b ik Nt (B2 pd 826X JO268]d tesRl 1304
?ialng_iie?gf tﬁ%&gmﬁm@p%m}g@fﬁm iwanddhe BBQ% vxilrs@dﬁébz_é\llﬁhaﬁ@ &akéIs@gﬁéW(step 1328).

e then binds this other i n to be inclu in the str onse message
with the binding KoL B BINL A Lo LA S L0 Tha et e byt e
message to thefﬁeégPéé%Wf(%i&beRéé‘%ﬁ_- Freorrd Su4 Ry Sends tie REgishatioreshbiise message if
the RI recoversdéace dnseabsignsiandaumibbifds) thelprévicuslysdaledrsignet ard dd cherldRiMformation,
compares the regmuenedMaluesdoibecee st famprayhvakies. used in the DRM SW memory, and

verifies the gengjneness andrptearity.qh & EHEGRMBIHE - BOREREE DR AT éﬁ%&%@ﬂ%‘!’;ﬂ&@” Response

message, the device 1302 binds the RI-gener | information from the Registration Response message
with the binding%?ényt]i{e%%goé’ﬁ{%%rf&télp P@% Olétégﬁttyi%ﬁﬁcokfélﬁ %h%?lﬁ%}éoggé%\(fg&?sulléln%egd%’nd binding can
be used with arf athieFRORER s cTheRh &t E3nd desdiped abbinetie BREHBIgRENd its
principles can bexéqudlly applied: tolanyDother ROAR] PIRE0EHI.ijD2 D Date abtaingdsduringthe OMA DRM
ROAP messagen%\bﬁl@@@a% M{Ubvﬂ_fi‘@ﬁiéqr@w&'éﬁﬁlgQeéﬁgtéﬁé%ﬁ% e Bew canfigiation PCR value, if
the entity that sealed ot sealed- signed. (e, data haspdaied cllhen 5, pialfarm, 93, gt fhe DRM SW.
When such an event occurs, the DRM AP-ré1afte Jata tha Facf?oeen sea eofor sealed-signed to a
particular state {8r®kquivalefity R4 BEMiclarreef sitive revansesY N haVess B Met Ghkealed and then
resealed to the mostitisrerirshateldfliierlpdeted. phatformPON. ubtrereeatr8Ve s timgdtethiigies in the prior
art that addresssisrieasthiraldgquirement @ag.it isvassunad-tiatssheRisparduresruilktake place to
ensure proper un:sealing and ressealng. of an. RRM BRAR:slatsddatathat is.atoresh usiog sealing or

sealed-signing aslpropo?,ed tr}1lere|n. [027 ]Onetadditlon%l enhke)lrgcement IS to t%dd a field t% the existing
ROAP messaget5ritsfa s indictasha A ISBRTRS S the KERHiR G HaViEe " Fha T A& Epability field
can assist in increaisitgdifteropetabiliey WittuesueyradhicsspiimakingsarsaarRtigeiammaétion whether the
receiving entity cansipporéidiGlielatechaforinationcantspneceduesn{d? 2] Medificatioief the Device
Hello message apgits delivation (R2e3lAqfist-medificationds te.add a new device TPM Capability
Indication (DTC ich is ap. indicgtor of the device's TPM ility in .either ement of the
exisiing Extenstizipnrametor ST BAMRE Tl hies i B B e P R the DTG
as a new first pAtAPHBTET T THE B30T FFARe e REPEIENS MBS ESHR ITRY Btess a4 iss Je%‘f(ﬁer one bit
(indicating eithemtké @8sendern P presededlial gesyiCesT B P of a2R8yobitsufivdieatiril imore granular
information on theidevioe s d RVreapahiiby}tdfdhe B Hs dnsedtediag anewWRI R matentitpreferably
Sgould be 'fnsti%%gt%ﬂ@%é'E%tiﬁb@;ﬁ@&&%eﬁ%gr&ﬂ%etzdﬁvi%%ﬂ ewﬁ@ﬁﬁuaﬁ%éﬁ%ﬁﬂh%@ﬁ%” fknowt'_n
advance of other parameters tha ce has certain ca ities and process the information
from the Iater paYATAGIE L TR0 O RTS8 T NSRS T B E ST Rtormation s
that it allows thd RPto evaluate the trustworthiness of the device in its further interaction with the device in
the remainder of the ROAP protocols. [0274]A second mgdification is to use the device-specific TCG EK
credential or the



TCG AIK credential to hash and derive the DRM device ID. The benefit of this modification is that the EK
credential and/or the AIK credential is highly protected by the TPM inside the device, and thus, deriving
the DRM device ID from either of these credentials strengthens the integrity of the DRM device ID
information. [0275]A third modification is to add a new signature parameter where the Device Hello
message, up to but excluding the signature, is signed with the device's AIK private key, intended to be
verified by the R92¥%he benefithsfthishwaiticaseress o étsice iRR2indyritgnsbare tidoite ™M capability
from the first inteRA¢tien hetwden Hvéideyite ang thetRThT heruse2of theldeniteist BRVpFvaTe key, which is
hig(? Iilgseﬁurely g&@g%@;%si%ylmgﬁab/heiﬁ@mﬁ?g&%ﬁaﬁﬂ_mﬁﬁrﬁﬁqﬁ&m&g@ﬁ?%@Qmﬂ@&-JIQiZ7h6]Tfables 1?
an show two possible, or. the modi ice Hello : S the format of a
message with i B TAY Flr DRy st e A R B e g B E TR o

message where &' SFEY (&9 n&0 efdntlsnicot IR exis iy ExRRYSY prsrf it r B9 Modified
Device Hello m&ddagefomzidvitre sepir ateuD TG thaRdmetern Rarahl SRV M ndedory sort®ptional Notes
(Changes from QA iR 2.0 BROGR, Device: Hale message):-feviee TiRivh Sapabiiyndicator (DTCD

Optional New Parameter; Fither a Lshitindicaior (o5 ARSERSR At Aresenee of A dayisg TP or more bits

indicating more rarrlluilalr?ilnjlpermatlon about the device TPM capability. Version Mandatory Unchanged.
W

Device ID Mancfaf)orKAPJn anlg?ed in format, but uses the SHA-1 hash computed by the device TPM of
either the devic®3¥BM's EK dredlensaltbitote Bfthrsd déWce T Pnvenamizsreie mitiial SybsHed Algorithms

Optional Unchaﬁg@dity verification between a device and a CI, instead of the illustrated device/RI
interaction. Upon completion of steps 1210-1224, the device 1202 can start, for example, the 2-
pass RO acquisition protocol in steps 1226 and 1228, which are the same as steps 310 and 312
as described above in connection with Figure 3. It is further noted that although the method
1200 is shown in conjunction with the RO acquisition protocol, it can be used in conjunction
with any other ROAP protocol, but to minimize the overhead associated with the method 1200,
it could be performed with only an appropriately selected subset of ROAP protocols at any
given time. For a practical OMA DRM system implementation, some of the conditions or
trigger mechanisms for the proposed platform and/or DRM SW integrity verification
procedures described above may include:

[0240] 1. The device DRM SW integrity verification procedures can be triggered
by one or more of the following.

[0241] 1A. Before a device wishes to initiate a new 2-pass ROAP registration
protocol, 2-pass join domain protocol, or the 2-pass leave domain protocol.

[0242] 1B. Periodically, every time a specified time duration, for example Tpev-Drm-
LAST-ROAP, has elapsed since the device last completed the 2-pass ROAP registration protocol, 2-
pass join domain protocol, or the 2-pass leave domain protocol with the same RI.

[0243] 1C. Periodically, every time a specified time duration, for example Tpev-Drm-
LAST-REPORT, has elapsed since the last time the device had verified and reported its DRM SW

integrity status to the same RI.

[0244] 1D. Whenever a device updates its DRM SW.
[0245] 1E. Whenever the platform SW is updated or changed.
[0246] 2. The RI DRM integrity verification procedures could be performed by

one or more of the following.
[0247] 2A. Anytime an Rl receives an indication from the device that the device
wishes the RI to verify its DRM SW integrity status to the device, either as a standalone

message or as part of a modified ROAP protocol message.
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Extensions Optional Unchanged. Signature Mandatory Newparameter:SignatureusingtheRSA-PSS
algorithm on the Device Hello message up to and excluding the Signature parameter, signed by one of
the device's AIK private keys for which the RI has pre-acquired the public key. Table 13. Modified Device
Hello message format, with DTCI in the Extensions Parameter Mandatory or Optional Notes (Changes
from OMA DRM 2.0 ROAP Device Hello message) Version Mandatory Unchanged. Device ID Mandatory
Unchanged in ff#8k, but usé’ the i hasreeormstert BiethegsviesorAv oreilidirtherdevice TPM's
EK credential or.enerofthexdeviced v sl Kcredentiall GupparftetAlgsithtas iGpikmadWnchanged.
Extensions OptignalAllsefithe,QMARRM 2.0 ROAP Device Hello Extensions elements, plus the DTCI
element consistj f one or_more Qits indicating,the device' pability. Signature Mandatory New
parameter: Siggg%@e using the Rs%glgréeée]é noﬁrlgﬁ?ﬁ 1(l)png afﬁeéﬁ ]%e%%:% ello message up to and excluding the
Signature parari8td}, signed?by on@"Sf%ﬁ?ﬁ%‘?fP&‘é@eM?(’lb?ﬁ?&tjé ReYE teriktHich e P HEdhSre-acquired the

public key. user is obtaining content on a frequent basis, such as with streaming content.

[0251] As for the platform integrity verification between a device and a CI,
mechanisms similar to the above can be considered for periodic and/or event-driven occurrence
of the DRM SW integrity verification process.

[0252] The proposed methods for DRM platform verification and DRM SW verification
can be performed independently of each other, but it is also contemplated that these
verification procedures can be combined as part of a group of procedures. In such an
embodiment, the DRM platform verification steps are considered a pre-requisite for the DRM
SW verification steps. For example, for integrity verification between a device and an RI, the
device and the RI first establish the trust on each other’s entire platform by performing the
DRM platform verification procedures as described above. The trigger mechanisms include the
general platform verification trigger conditions. Then, as the conditions for the DRM SW
verification trigger arise, the DRM SW verification procedure follows. Note that both types of
verification procedures will execute when their respective trigger conditions are met. However,
the DRM SW verification steps will be mastered to the successful completion of the DRM
platform verification steps, i.e., if the DRM platform verification fails between a device and an
RI, further processing in the DRM SW verification as well as actual DRM ROAP processing

and usage-related processing will fail.

[0253] Sealed-signing and binding
[0254] The OMA DRM 2.0 specification’s existing mechanisms to protect the integrity

of the ROAP protocol is limited to including digital signatures (or message integrity checking)
in some, but not all, of the ROAP messages. Given that the ROAP protocol is of central
importance in the secure DRM processing implementation, it is important to safeguard and
continually verify the integrity of the information that is used and exchanged in the ROAP
protocol.

[0255] Therefore, in an alternate embodiment of the present invention, methods are
disclosed to strengthen the integrity of the ROAP protocol whereby information central to a
reliable authentication and integrity verification between the DRM device and an RI can: (1)
be safely stored using TCG techniques, and (2) be pre-verified before being transmitted to the

other side or before being used for processing at the side where the information is stored.
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[0277]Modification of the RI Hello message and its derivation [0278]A first modification is to add a new RI
TPM Capability Indication (RTCP, which is an indicator of the RI's TPM capability either as a new element
of the existing Extension parameter of the Rl Hello message, or alternatively and preferably, add the
RTCI as a new first parameter in the header of the Rl Hello message. The benefit of this modification is
that it allows the device to use the RTCI information to evaluate the trustworthiness of the RI and to utilize
such informatiof#iAts furthef riteraibidrovitretieRrive tracrdainbier wr the FOAPIBYetsesf procedures.
[0279]A secondsenkdifigatigniis, totse tival R ledd@Nt taygro vitiens peeudodiandemnmiritbigy fgnthe session ID.

The benefit of this medification js.thatthe FiRMaprQvides.a:highly. secEe-Rardware-hasaed pseudo-random
number generator, Uailn thF TPM to ge te a pseudo-r nddom pumber thaﬁ is used as the session ID
either e%l |9| 0%1' ing (asymmetrica

t t :
strengthens the security of t e protocol. [028 p'&R third modfication is to use the RI C%gﬁtK credential or

the TCG AIK crEtetidioBeibRGing tEhe BiatT Pierge hee tierRir b e seRett o i< Modification is
that the EK cred@ifial Seatitbsighen A i eretd etitiahighhig Hiy Profetctiedayith esdePMyinsidedtide e vice and
deriving the DRMydavice: K drgnbeithgtotihese credentials strengtheasthe iniegrityeithe DRM device

ID information. (028114 faurth.madification.s fo.use.he-RLIRM 8 pravide.the Rhnance, The benefit of

this modification istthat the TPM rrProvi,des a htl hlyhsectﬂre01 hardtware-baset tsde,udg-rtﬁn%i%\r/r[] number
generator. Usiné;;?heémf’lgkl/flfﬁ SRR S B RN S s G RERSTAY IR EEGHES OFIRE HSndd that is used in
the RI Hello me&2ade. [0282TRefiftiewiesthifitatioricartociniite wiedeireasret et the device
trusted RI anchosthT tie devidesidiGGastedentialsrinchidedhedokKacradentiad, dhel AdKier@&devitial, the
glﬁtf%rm (}r_edfenﬁ:h@és@g%&{!f_ih@&@Mﬁ@&&ﬁ&%@ﬁ%{@%mﬁﬁ%ﬁhﬁé?@&Q%@f@%@lﬂi@%ﬁp%}@%}l@tﬁd TCG CA.
e benefit of this madification js to enhance the.tryst that the ce,can have on t ello message.
(02631 sixth TR S 1S S R e e o P e o L e e sgnatre
signed with RI'sRKGR/EHE %ﬁ?%ﬁgfél"tﬁéef?ff% %fk“ﬁﬂkﬁﬁ@ﬂ@;‘}lﬁaeﬁﬁ“é%ﬁ fisustyrarstiblited to the
device as part SFENefREtideHbtmmessage. The benefit of this modification is to protect the integrity of the
RTCI from the fitssinteractionHetwremtheyRilaad dha devica: Maing the Ri'swd Hoprvatekey, which is

highly securely proteeied byithe. RS 4 2Ny Srenathens, he. intearity.ot i, $igaing. opesalion. [0284]Tables

14 and 15 shovvtﬁwglpct)ssnflgffgrmatshf,olg tthe ycidifi?cgthRlﬁeII? message. T\%ble 4s owsrthe format of
the RI Hello meSSage iR e B1E M A tha st Parsnmetsr Fanie 15 kst tRSISTatsf the RI Hello
message wherdtHERTENS 4 pedvicBmemiYPike ExistisRExtansisryparaietérBH%bie 324 Modified RI
Hello message fomnaiNammeter ROMPIRIaHelioN etes {Changes fronivbAidRMoa{wRhHello
message) StatygniRUecass iRIHR%QoRUCEESSivaR bR Mdtarability.lngieator (RTCD Optional

[0259] The device and the RI each use either a single PCR or a set of PCRs for DRM

processing. The device and the RI also set aside and use an Attestation Identity Key (AIK) to

sealed-sign certain information related to ROAP processing to the trusted platform and its

particular PCR values. It is noted that the TCG AIK keys are used only for signing PCR

values. For the device, its AIK is K DEV_AIK and for the RI, its AIK is K_RI_AIK. Also, the

sealed-signing requires an asymmetric storage key for the encryption operation of the target

data. The device and the RI thus each set aside and use a storage key for this purpose. The

storage key for the device is K DEV_STO_SEAL, and the storage key for the RI is

K _RI_STO_SEAL.

[0260] The method then uses a combination of sealed-signing and binding with an

added measure of protecting confidentiality as well as integrity to enhance the strength of

storing the various information elements involved in the ROAP processing. For example,

Figure 13 is a flow diagram of a method 1300 in which TPM sealed-signing and binding

operations are used to protect the confidentiality and integrity of information in the various

messages that comprise the 4-pass ROAP registration protocol. In the method 1300, a device

1302 and an RI 1304 each sealed-sign a selective set of ROAP-related information and bind the
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Optional New Parameter: Either a 1-bit indicator (for absence or presence of an Rl TPM) or more bits
indicating more granular information about the Rl TPM capability. Status landatory andatory Unchanged.
Session ID landatory - Unchanged in format, but generated by the RI's TPM. Selected Version landatory -
Unchanged. RI ID landatory - Unchanged in format but uses the SHA-1 hash generated by the RI's TPM
of either the RI TPM EK credential or one of the RI TPM AIK credentials, using the RSA-PSS method
supported by thelOMAORIE. IVROKP! Sekestkey AlgSritihOpticrasUrdaiyeth RENDREe landatory -
Unchanged in fosmiats tiuérta e generaied s the dirFPditiftiheR reRM existsobrusted device Authorities

Optional [0261] The device 1302 first sealed-signs the device ID information element (which, in
the OMA DRM case is the SHA-1 hash of the OMA DRM public key) with the encryption key
K_DEV_STO_SEAL and the device-specific AIK K_DEV_AIK (step 1310). This information is
bound (using asymmetric encryption) to other information intended for the Device Hello
message with the storage key K_ DEV_BIND_A (step 1310). The Device Hello message is then
sent from the device 1302 to the RI 1304 (step 1312).

[0262] By sealed-signing information such as the device ID and binding the other
information comprising the Device Hello message, the device 1302 could institute a policy that
the Device Hello message will be transmitted only when and if the device 1302 recovers (.e.,
unsealed-signs and unbinds) the previously sealed-signed and bound information from their
protected storage, compares them to the current values of such information elements that the
DRM SW may be using, and verifies the genuineness and integrity of the current values. It is
noted that the choice of the information elements to be sealed-signed versus bound in this
scenario is given just as an example. Other information elements may be sealed-signed and
bound in different combinations without effecting the operation of the present invention. Other
combinations can be derived from items such as system time, any information element in a
message, algorithms, and nonces. One reason for securing the nonces is to determine whether
the nonces are truly random, as some random number generators especially ones that may be
harmfully compromised, may repeat the same pattern and generate the same numbers as their
outputs in unacceptably short periods of time.

[0263] The RI 1304, upon receipt of the Device Hello message, binds the information
contained in the Device Hello message with its binding key, K_RI_BIND_A (step 1314). This
step allows secure, integrity-protected storage of the key information that the RI 1304 received
from the device 1302. Alternatively, the RI 1304 can also extract the device ID (or any other
information element) from the Device Hello message and sealed-sign that information element
separately using the AIK K_RI_AIK and the encryption key K_RI_STO_SEAL.

[0264] The RI 1304 sealed-signs the RI ID and the RI URL information elements with
the encryption key K_RI_STO_SEAL and the AIK K_RI_AIK (step 1316). The RI 1304 also
binds the other information contained in its RI Hello message with the storage key
K_RI_BIND_A (step 1316). The RI 1304 then sends the RI Hello message to the device 1302
(step 1318).

[0265] The RI 1304 transmits the RI Hello message to the device 1302 only when and
if the RI 1304 first recovers (i.e., unsealed-signs and unbinds) the previously sealed-signed and

bound information from the protected storage, compares them to the current values of such
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List of device trust anchors recognized by the RI. The proposed modification includes the device's TCG
credential(s) as part of the list of trust anchors. Server Info Optional Unchanged. Extensions Optional

Unchanged. Signature landatory andatory New parameter: Computed using the RSAPSS algorithm on
the RI Hello message up to and excluding the Signature parameter, signed by one of the RI AIK private

keys for which the device has pre-acquired the public key. The Signature is mandatory regardless of the

success or failubdePeDRURe FENG RreB5REE! SPapry P UNrsdiftéd RIFERG sressaprssepmat Parameter
ROAP-RI Hello iNetesy@hianges:fitoal @A DRM 2.0 Rl Hello) Status=Status "Success" not "Success"

Status MandathQESG] The device 1302, upon receipt of the RI Hello message, binds the information
contained in the RI Hello message with the second binding key, i.e., K_ DEV_BIND_B (step
1320). This step allows secure, integrity-protected storage of the key information that the
device received from the RI 1304. Alternatively, the device 1302 can also extract selected
information elements from the received RI Hello message (such as the RI ID and/or the RI
URL) and sealed-sign them using the AIK K DEV_AIK and the encryption key
K_DEV_STO_SEAL, while simply binding the rest of the information received in the RI Hello
message using K_DEV_BIND_B.

[0267] The device 1302 sealed-signs the certificate chain, the DCF hash, and the
Request Time with K_DEV_AIK and K_DEV_STO_SEAL (step 1322). The device 1302 then
binds the other information intended for the Registration Request message with
K_DEV_BIND_A (step 1322). The device 1302 then sends the Registration Request message to
the RI 1304 (step 1324). The device 1302 only sends the Registration Request message if the
device recovers (i.e., unseal-signs and unbinds) the previously sealed-signed and bound
information, compares the recovered values to the current temporary values used in the DRM
SW memory, and verifies the genuineness and integrity of the current values. Upon receipt of
the Registration Request message, the RI 1304 binds the information from the Registration
Request message with the binding key K_RI_BIND_B (step 1326).

[0268] The RI 1304 sealed-signs the keys, the certificate chain, and the ROs with
K_RI_AIK and K_RI_STO_SEAL (step 1328). The RI 1304 then binds this with other
information to be included in the Registration Response message with the binding key
K_RI_BIND_A (step 1328). The RI 1304 then sends the Registration Response message to the
device 1302 (step 1330). The RI 1304 only sends the Registration Response message if the RI
recovers (i.e., unseal-signs and unbinds) the previously sealed-signed and bound information,
compares the recovered values to the current temporary values used in the DRM SW memory,
and verifies the genuineness and integrity of the current values. Upon receipt of the
Registration Response message, the device 1302 binds the RI-generated information from the
Registration Response message with the binding key K_DEV_BIND_B (step 1332).

[0269] It is noted that the sealed-signing and binding can be used with any other
ROAP protocol. The method 1300 described above is exemplary, and its principles can be
equally applied to any other ROAP protocol.

[0270] Data obtained during the OMA DRM ROAP message exchanges will need to be
un-sealed and re-sealed to a new configuration PCR value, if the entity that sealed or sealed-
signed the data has updated either its platform OS or the DRM SW. When such an event
occurs, the DRM ROAP-related data that had been sealed or sealed-signed to a particular state
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Mandatory Unchanged. Session ID Mandatory Unchanged in format, but generated by the RI's TPM.
Selected Version Mandatory Unchanged. RI ID Mandatory Unchanged in format but uses the SHA-1
hash computed by the RI's TPM of either the Rl TPM EK credential or one of the Rl TPM AIK credentials,
using the RSA-PSS method supported by the OMA DRM 2.0 ROAP. Selected Algorithm Optional
Unchanged. RI Nonce Mandatory Unchanged in format, but to be generated by the RI TPM if the RI TPM
exists. Trusteddé‘(/i‘ﬁféliﬁ\ftlﬂﬁéﬁﬂ% @ﬁé‘@l{lﬂpet of PCR values) will have to be first un-sealed and then re-

sealed to the most current state of the updated platform OS. There are existing techniques in
the prior art that address this procedural requirement and it is assumed that such procedures
will take place to ensure proper un-sealing and re-sealing of any DRM ROAP-related data that
is stored using sealing or sealed-signing as proposed herein.

[0271] One additional enhancement is to add a field to the existing ROAP message
formats to indicate the TCG capability of the sending device. The TCG capability field can
assist in increasing interoperability with legacy devices by making an early determination

whether the receiving entity can support TCG related information and procedures.

[0272] Modification of the Device Hello message and its derivation

[0273] A first modification is to add a new device TPM Capability Indication (DTCI),

which is an indicator of the device’s TPM capability in either a new element of the existing
Extension parameter of the Device Hello message, or alternatively and preferably, add the
DTCI as a new first parameter in the header of the Device Hello message. The DTCI can be
either one bit (indicating either the absence or the presence of a device TPM) or a few bits
(indicating more granular information on the device’s TPM capability). If the DTCI is inserted
as a new parameter, it preferably should be inserted as the first parameter, before the device
ID parameter, so that the RI can know in advance of other parameters that the device has
certain TPM capabilities and process the information from the later parameters (e.g., the
device ID) utilizing the DTCI. The benefit of the DTCI information is that it allows the RI to
evaluate the trustworthiness of the device in its further interaction with the device in the
remainder of the ROAP protocols.

[0274] A second modification is to use the device-specific TCG EK credential or the
TCG AIK credential to hash and derive the DRM device ID. The benefit of this modification is
that the EK credential and/or the AIK credential is highly protected by the TPM inside the
device, and thus, deriving the DRM device ID from either of these credentials strengthens the
integrity of the DRM device ID information.

[0275] A third modification is to add a new signature parameter where the Device
Hello message, up to but excluding the signature, is signed with the device’s AIK private key,
intended to be verified by the RI. The benefit of this modification is to protect the integrity of
the device TPM capability from the first interaction between the device and the RI. The use of
the device’s AIK private key, which is highly securely protected by the TPM, strengthens the
integrity of the signing operation.

[0276] Tables 12 and 13 show two possible formats for the modified Device Hello

message. Table 12 shows the format of a message with the DTCI bit as the first parameter.
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List of device trust anchors recognized by the RI. Proposed modification has additional inclusion of the
device's TCG credential(s) as part of the list of the trust anchors. Server Info Optional Unchanged.
Extensions Optional All of the OMA DRM 2.0 ROAP RI Hello Extensions elements, plus a new RI TPM
Capability Indicator (RTCP element consisting of one or more bits indicating the RI's TPM Capability.
Signature Mandatory Mandatory New parameter: Computed using the RSAPSS algorithm on the RI Hello
message up to afdeecibriindhierSrinathrd parafdiernsigaentsyedheldiths RroMRIgPARE keys for which
the device has piecactui @dttheipuilierkeyr. Also, make the signature mandatory regardless of the
success or failure of the Device Hello. [0285]Modification to the Registration Request message and its
derivation [0286]A 'flﬁSIemZ)deﬁﬁﬁlﬁl’lDSvt& mﬁdlﬁesdegﬂmﬂammmwd&etbe@wmﬂ@ﬂce The benefit of
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Signature Mandatory

Table 13. Modified Device Hello message format, with DTCI in the Extensions

Mandatory or] Notes (Changes from OMA DRM 2.0 ROAP Device Hello
Parameter .
Optional message)
Version Mandatory Unchanged.
Unchanged in format, but uses the SHA-1 hash computed by
Device ID Mandatory the device TPM of either the device TPM’s EK credential or
one of the device TPM’s AIK credentials.
Supported .
Algorithms Optional Unchanged.
All of the OMA DRM 2.0 ROAP Device Hello Extensions
Extensions Optional elements, plus the DTCI element consisting of one or more
bits indicating the device’s TPM capability.
New parameter: Signature using the RSA-PSS algorithm on
Sienature Mandator the Device Hello message up to and excluding the Signature
g Y parameter, signed by one of the device’s AIK private keys for
which the RI has pre-acquired the public key.
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Parameter Registration Request Notes (Changes from the OMA DRM 2.0 ROAP Registration Request
message) Session ID Mandatory Unchanged. Device Nonce Mandatory Unchanged in format, but
provided by the device TPM. Request Time Mandatory Unchanged. Certificate Chain Optional
Unchanged in format but listing TCG certificates only, or changed in format listing both the OMA DRM
certificates and the TCG certificates. Trusted RI Authorltles Optlonal Unchanged in format but listing
information on TEHICA auth¥edideas g4 9GRESH yedom format listing both the OMA
DRM RI trust arietwsts and the Hx@@m@ﬁl@mﬂmﬂu&&(ﬂsa&dﬁmmlﬂI(Iaiusilmydndr&tfael(mmfo Optional

Ulnchanget:| Excanemf@%pﬂuga@k%ﬂ ﬁk@%ﬁ%lﬁm CQA%@FM&Q%ﬁ%&ﬁ@@ggﬁ%@%&ﬁﬁ@nsgns
elements ow r, If the devi then infor ti on aeyice anufacturer
eé/%egisﬁouzil dagleﬁeﬁﬁ %I Ige ssa e, 0 n]%r 1 ang erably aé&khe EEIm

name, version, etc c in the eV|ce eta emen gnature atory
anew first parameter in the header of the RI Hello message. The benefit of this modification is

that it allows the device to use the RTCI information to evaluate the trustworthiness of the RI
and to utilize such information in its further interaction with the RI in the remainder of the
ROAP protocol procedures.

[0279] A second modification is to use the RI TPM to provide a pseudo-random
number for the session ID. The benefit of this modification is that the TPM provides a highly
secure hardware-based pseudo-random number generator. Using the TPM to generate a
pseudo-random number that is used as the session ID strengthens the security of the protocol.
[0280] A third modification is to use the RI TCG EK credential or the TCG AIK
credential belonging to the RI’s TPM to derive the RI ID. The benefit of this modification is
that the EK credential and/or the AIK credential is highly protected by the TPM inside the
device and deriving the DRM device ID from either of these credentials strengthens the
integrity of the DRM device ID information.

[0281] A fourth modification is to use the RI TPM to provide the RI nonce. The benefit
of this modification is that the TPM provides a highly secure hardware-based pseudo-random
number generator. Using the TPM to generate the RI nonce strengthens the integrity of the
nonce that is used in the RI Hello message.

[0282] A fifth modification is to include the device TCG credentials in the device
trusted RI anchor. The device’s TCG credentials include the EK credential, the AIK credential,
the platform credential, and the compliance credentials that the RI has pre-acquired from a
trusted TCG CA. The benefit of this modification is to enhance the trust that the device can
have on the RI Hello message.

[0283] A sixth modification is to add a signature of the RI Hello message up to and
excluding the signature signed with RI's AIK private key, where the RI's AIK public key has
been previously distributed to the device as part of the RI Hello message. The benefit of this
modification is to protect the integrity of the RTCI from the first interaction between the RI
and the device. Using the RI’s AIK private key, which is highly securely protected by the RI's
TPM, strengthens the integrity of the signing operation.

[0284] Tables 14 and 15 show two possible formats for the modified RI Hello message.
Table 14 shows the format of the RI Hello message with the RTCI bit as the first parameter.
Table 15 shows the format of the RI Hello message where the RTCI is a new element of the

existing Extension parameter.
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Unchanged in format, but using device TPM's AIK used in signing the modified Device Hello message.
[0292]Modification of the Registration Response message and its derivation [0293]A first modification is
to use the RI TPM to provide a pseudo-random number for the session ID. The benefit of this modification
is that the TPM provides a highly secure hardware-based pseudo-random number generator. Using the
TPM to generate a pseudorandom number that is used as the session ID strengthens the security of the
protocol. [0294]A second modificatititlislte Ysditise WitaeRragedeldtital or the TCG AIK credential
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17. Modified Repistration Response B elﬁmam«abyﬁlaramétémég‘tsmaﬂﬁ@r Response
ftbM the OMA RVI2IRPAP Regist[&idh R E& Befsa ik Mu gy ccess”
ess" Status AIK credentials, using the A PSS method
supported by the OMA DRM 2.0 ROAP.
Selected .
Algorithm Optional Unchanged.
Unchanged in format, but to be generated by
RI Nonce Mandatory the RI TPM if the RI TPM exists.
List of device trust anchors recognized by the
Trusted device Optional RI. The proposed modification includes the
Authorities ptionha device’s TCG credential(s) as part of the list of]
trust anchors.
Server Info Optional Unchanged.
Extensions Optional Unchanged.
New parameter: Computed using the RSA-
PSS algorithm on the RI Hello message up to
and excluding the Signature parameter,
. signed by one of the RI AIK private keys for
Signature Mandatory - Mandatory which the device has pre-acquired the public
key. The Signature is mandatory regardless
of the success or failure of the Device Hello
message.
Table 15. Modified RI Hello message format
b ramoter ROAPRI Hello Notes (Changes from OMA DRM 2.0 RI
aramete Status =|Status not] Hello)
“Success” “Success”
Status Mandatory | Mandatory | Unchanged.
. Unchanged in format, but generated by the
Session ID Mandatory RT’s TPM.
Selected Version | Mandatory Unchanged.
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Mandatory Mandatory Unchanged. Session ID Mandatory Unchanged in format, but use the
pseudo-random number generated by the RI's TPM. Selected Version Mandatory Unchanged. RI ID
Mandatory Unchanged in format, but use the SHA-1 hash computed by the Rl TPM of either the RI
TPM's EK credential or one of the AIK credentials. Selected Algo. Mandatory Unchanged. Rl Nonce
Mandatory Unchanged in format, but use the nonce generated by the RI TPM. Trusted device Authorities
Optional Unchar{ged in format bt listing orfly the inforﬂndﬂimhmgﬂ@(g@mbmhmﬁﬁébetﬁﬁﬁthe Hevice
trusts as the trusf anchors, or chinged in fofmat listing biﬁ%ﬁ%%ﬁ%ﬁgg%ﬂé&%hars and the

) , o 1
TCG CA authoritiBs Busted by theMievigeraqd additional [demge fgqxf@dggﬁgl@usmg&ieﬁs A-PSS
method supported by the OMA DRM 2.0
ROAP.

Selected Algorithm| Optional - Unchanged.

Unchanged in format, but to be generated
by the RI TPM if the RI TPM exists.

List of device trust anchors recognized by
the RI. Proposed modification has
Optional - additional inclusion of the device’s TCG
credential(s) as part of the list of the trust
anchors.

RI Nonce Mandatory

Trusted device
I Authorities

Server Info Optional - Unchanged.

All of the OMA DRM 2.0 ROAP RI Hello
Extensions elements, plus a new RI TPM
Extensions Optional - Capability Indicator (RTCI) element
consisting of one or more bits indicating

the RI’s TPM Capability.

New parameter: Computed using the RSA-
PSS algorithm on the RI Hello message up
to and excluding the Signature parameter,
signed by one of the RI AIK private keys
for which the device has pre-acquired the
public key. Also, make the signature
mandatory regardless of the success or
failure of the Device Hello.

Signature Mandatory | Mandatory

[0285] Modification to the Registration Request message and its derivation

[0286] A first modification is to use the device TPM to provide the device nonce. The
benefit of this modification is that the TPM provides a secure and reliable pseudo-random
number suitable for use for the nonce.

[0287] A second modification is to include the device TCG credentials in the certificate
chain. Including the device TCG credentials can be either in replacement of, or in addition to,
the existing OMA DRM 2.0 device credentials. The benefit of including the TCG credentials
(such as the EK credential, AIK credentials, platform credential, or the compliance credential)
is to add to the trustworthiness of the device.

[0288] A third modification is to include a list of the TCG CAs trusted by the Rl in the
trusted RI anchor element. Including the TCG CA’s trusted by the RI can be either in
replacement of, or in addition to, the existing OMA DRM 2.0 RI trusted anchor element lists.
The benefit of including the list of the TCG CAs trusted by the RI is to add to the

trustworthiness of the device.
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Server Info Optional Unchanged. Extensions Optional Unchanged.  Unchanged in format, but sign
with the same RI TPM AIK that was used in signing the Signature Mandatory Mandatory modified Rl Hello
message. The Signature is mandatory regardless of the success or failure of the Registration Request
message. [0299]Modification of the RO Request message and its derivation [0300]A first modification is
to use the TPM to create the SHA-1 hash of a selected TCG credential (an EK credential, an AIK
credential, a plafigith credentiftuek edfsptianie credelstialmpatisa detheheldvite TBMABenefit of this
modification is thatith®«riideatials angdighlysprotectecey. e TdaM; atictlitis; dérivingtihendevice ID from
one of these credgniials,strepathens-the dategriiyief dbedeyige kP information. [0301]A second
modification is t the device TPM.to generate. the device nonce. The benefit of this modification is that
a nonce genera&%ﬁfy the Tlfgl\%f%%1 éné(}éﬁlrcea,% ue t%st S%Fﬁ%hgg atlrlé%ewcl%& egé?ﬂla%?‘%n“ S(rintonsﬁ%ﬁber generation
capability. [0302}A R obexEIS tooRiRGudthd aelice TEGRIEdetirRIs I s Cdrifitate chain.
Including the T@Gstredemtisd talre bieeitherdrtire fecement dfoein additiondte, thehexistiig OMA DRM
2.0 device credenfialed the:henefit @fiacluding the TCG credentials is to add to the trustworthiness of the

device. [0303]Aifigyth modifigafionsis,io.sign the ansional,RGk.rrsh.with,2 fgvics AKR.

Table 16. Modified Registration Request message format

Registration | Notes (Changes from the OMA DRM 2.0 ROAP
Parameter

Request Registration Request message)
Session ID Mandatory Unchanged.
Device Nonce Mandatory Unchanged in format, but provided by the device
TPM.
Request Time Mandatory Unchanged.
Unchanged in format but listing TCG certificates
Certificate Chain Optional only, or changed in format listing both the OMA

DRM certificates and the TCG certificates.
Unchanged in format but listing information on
TCG CA authorities as RI trust anchors only, or
Trusted RI Authorities Optional changed in format listing both the OMA DRM RI
trust anchors and the TCG CA authorities as
additional RI trust anchors.

Unchanged.

Server Info Optional

All the existing OMA DRM 2.0 Registration
Request Extensions elements. However, if the
Extensions Optional device has a TPM then information on device’s
TPM (such as manufacturer name, version, etc.)
should be included in the Device Details element.

Unchanged in format, but using device TPM’s AIK

Signature Mandatory used in signing the modified Device Hello
message.
[0292] Modification of the Registration Response message and its derivation
[0293] A first modification is to use the RI TPM to provide a pseudo-random number

for the session ID. The benefit of this modification is that the TPM provides a highly secure
hardware-based pseudo-random number generator. Using the TPM to generate a pseudo-
random number that is used as the session ID strengthens the security of the protocol.

[0294] A second modification is to use the RI TCG EK credential or the TCG AIK
credential belonging to the RI’s TPM to derive the RI ID. The benefit of this modification is
that the EK credential and/or the AIK credential is highly protected by the TPM inside the
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the Extension parameter. The benefit of this modification is that the device AlKs are highly protected,
thereby making the DCF signature more secure. [0304]A fifth modification is to sign the RO Request
message with the device AIK used to sign the most recent successfully responded to Registration
Request message. The benefit of this modification is to add to the trustworthiness of the RI and the RO
Request message due to the highly protected nature of the Rl AIK. [0305]Table 18 depicts the format of
the modified ROREY RS UiEshthe. HiaMldrge Mo ditie RO RieaestniestalgstspstasnParameter
ROAP-RO ReqiuestriNoiéshdband atoicy/ 10 ptianaltievice ID M Unchanged in format but use the TPM to
compute the SHéydkjhash of g GG eregantalde Usenasthertayice 1. RomainiD fhbnebanged. RI ID M
Unchanged. Deyige. Nonge. M, Unehandes iiiarmat Ut use,the nongg generaied By, the, fevice TPM.
Request Time

suitable for use as the nonce.

[0296] A fourth modification is to include a list of the TCG CAs trusted by the device

in the trusted device anchor element. Including the TCG CAs trusted by the device can be

either in replacement of, or in addition to, the existing OMA DRM 2.0 trusted device anchor

element lists. The benefit of including the list of the TCG CAs trusted by the device is to add to

the trustworthiness of the RI.

[0297] A fifth modification is to sign the Signature with the RI AIK used to sign the

modified RI Hello message. The benefit of this modification is to add to the trustworthiness of

the RI and the Registration Response message due to the highly protected nature of the RI

AIK.
[0298] Table 17 shows the format for the modified Registration Response message.
Table 17. Modified Registration Response message format
Parameter Registration Response Notes (Changes from the OMA DRM 2.0
Status = Status not [ROAP Registration Response message)
“Success” “Success”

Status Mandatory | Mandatory |[Unchanged.
. [Unchanged in format, but use the pseudo-
Session ID Mandatory random number generated by the RI’s TPM.

Selected Version | Mandatory - Unchanged.
'Unchanged in format, but use the SHA-1 hash|
computed by the RI TPM of either the RI
RIID Mandatory TPM’s EK credential or one of the AIK

credentials.

Selected Algo. | Mandatory - [Unchanged.
[Unchanged in format, but use the nonce

RI Nonce Mandatory generated by the RI TPM.
[Unchanged in format but listing only the]
[information on TCG CA authorities that the
Trusted device ) device trusts as the trust anchors, or changed,|
Authoriti Optional ) |in format listing both the OMA DRM device
uthorities trust anchors and the TCG CA authorities
trusted by the device as additional device
trust anchors.
Server Info Optional - [Unchanged.
Extensions Optional | [Unchanged.
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M Unchanged. RO Info M Unchanged. Certificate Chain O Use either the device TCG certificate chain or
both the OMA DRM 2.0 certificate chain plus the device TCG certificate chain. Extensions 0 Unchanged
in format, but when a DCF signature is included, sign the DCF with an RI AIK. Signature M Unchanged in
format, but use the TPM to compute the signature using the device AIK used to sign the most recent
successfully responded to Registration Request message. [0306]Modification of the RO Response
message and its ferivation [030]7]One modjfication is ' edertrs RIfsr TP\ o sEiy v e R O Response
message wih hq sampRLTPM s higang, Bl osty Rl Response
message. The bgnefit of this modiification isjto add to the IHSIWor g;lg@gsgfﬁfg,ﬁge@ gf ;E,ﬁnt-go Response
message due to the highly prote¢ted nature|of the RI t]OROBlFable HQ depicisdbe formal of modified

RO Request message. Table 19. Modified RO Response message format Parameter 2-Pass Successful
2-Passnot SUCC{@§§§}J| NOtesmthq of the RO Request message and its derivation
[0300] A first modification is to use the TPM to create the SHA-1 hash of a selected

TCG credential (an EK credential, an AIK credential, a platform credential, or a compliance
credential) to use as the device ID. The benefit of this modification is that the credentials are
highly protected by the TPM, and thus, deriving the device ID from one of these credentials
strengthens the integrity of the device ID information.

[0301] A second modification is to use the device TPM to generate the device nonce.
The benefit of this modification is that a nonce generated by the TPM is secure, due to the
TPM’s protected pseudo-random number generation capability.

[0302] A third modification is to include the device TCG credentials in the certificate
chain. Including the TCG credentials can be either in replacement of, or in addition to, the
existing OMA DRM 2.0 device credentials. The benefit of including the TCG credentials is to
add to the trustworthiness of the device.

[0303] A fourth modification is to sign the optional DCF Hash with a device AIK in
the Extension parameter. The benefit of this modification is that the device AIKs are highly
protected, thereby making the DCF signature more secure.

[0304] A fifth modification is to sign the RO Request message with the device AIK
used to sign the most recent successfully responded to Registration Request message. The
benefit of this modification is to add to the trustworthiness of the RI and the RO Request
message due to the highly protected nature of the RI AIK.

[0305] Table 18 depicts the format of the modified RO Request message.

Table 18. Modified RO Request message format

ROAP-RO
Parameter Request Notes
andatory
Optional
[Unchanged in format but use the TPM to compute the
Device ID M SHA-1 hash of a TCG credential to use as the device]
1D.
Domain ID o [Unchanged.
RIID M [Unchanged.
. [Unchanged in format but use the nonce generated by
Device Nonce M lhe device TPM.

_48_



M Unchanged. Device ID M Unchanged. Rl ID M Unchanged. Device Nonce M Unchanged. Protected
ROs M Unchanged. Cert. Chain 0 Unchanged. OCSP Response 0 Unchanged. Extensions O

Request Time M [Unchanged.

RO Info M [Unchanged.

[Use either the device TCG certificate chain or both]
Certificate Chain (0] [the OMA DRM 2.0 certificate chain plus the device
TCG certificate chain.

[Unchanged in format, but when a DCF signature is

Extensions 0 included, sign the DCF with an RI AIK.
[Unchanged in format, but use the TPM to compute]
Sienature M the signature using the device AIK used to sign the]
g most recent successfully responded to Registratio
VRequest message. nI
[0306] Modification of the RO Response message and its derivation
[0307] One modification is to use the RI’s TPM to sign the RO Response message with

the same RI TPM AIK used in signing the most recent successful Registration Response
message. The benefit of this modification is to add to the trustworthiness of the RI and the RO
Response message due to the highly protected nature of the RT ATK.

[0308] Table 19 depicts the format of modified RO Request message.

Table 19. Modified RO Response message format

Parameter 2-Pass 2-Pass not|Notes

Successful |Successful

Status M M [Unchanged.
Device ID M - [Unchanged.
RI ID M [Unchanged.
Device Nonce M [Unchanged.
Protected ROs M [Unchanged.
Cert. Chain (0] [Unchanged.
OCSP Response (0] [Unchanged.
Extensions (0] - [Unchanged.
Signature M M [Unchanged in format but use the RI TPM to

sign with the RI AIK used in the most recent]
successful Registration Response message.
The Signature is mandatory regardless off
the success or failure of the RO Request
message.
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Unchanged. Signature Unchanged in format but use the Rl TPM to sign with the Rl AIK used in the most
recent successful Registration Response message. The Signature is mandatory regardless of the
success or failure of the RO Request message. [0309]Although the features and elements of the present
invention are described in the preferred embodiments in particular combinations, each feature or element
can be used alone (without the other features and elements of the preferred embodiments) or in various
combinations witR®} without Bthraeteafires eridnsl slriarits of e isresent saventitriefosiv]Embodiments
[0311]1.A methad forfpedbemibaduptatiormp drieghity chieckingsbetwdemacrequiestingertitysdRE) and a target
entity (TE), compsising;thestepsioh seradind.areamestirometheR k4o thedftereauest e TE to report

its trusted computin roup QTCG;, edengal§' endinr%the TE'S TCG credgntial§.from the TE to the RE;
) b . 1 :
forwarding the TE's P R W A Shmeds e (e piesen b b protocol (OCSP)

responder for verification; reporting the verification status of the TE's TCG credentials from the OCSP
responder to théORE! sendingrabedijuest from the RE to the TE to request the TE to report its own platform
integrity status; [phegking theiplatfoamiategrity: tattasnoh thg atlmansieending aplaiormdntegrity status

indicator from the, TE 0. the,RErI93AZ12:The, methadacearding.io.embgdiment dWherginthe RE is a
rights issuer (RI) and th%gltz Isa gﬁ\/tlce.%‘??»lﬂ&,rget methotd,tactcortdldn to etmbo |menqt wherein the
method is perforrr?lnécflife oré & deviteliiiEtes & rghits Obfect alduigion” ?dﬁ%c%ﬁo(ﬁéA registration
protocol with the*RepyeihiccadviethedRdihgeirisgared e iR (o th &yiRtHe wiedsdh¢33B449The method
according to embeditignts@nohd, R¥herein chienmeshididsisopestormecbpeariddicetybasedeorban elapsed time
from when the devicadpestperenthnregisterashvithiber Bl B3 215 Theimeihod aceqrdiagito one of

embodiments 2-4, wherein the method is performed periodicall sed on sed time from when the
Govice most eI m R T i o
embodiment 1, WHETEHP TR TaE S Steavickediies pﬂ“‘ﬁfﬁ%lﬁﬁﬁf‘st}ié?ﬁé?w.%ﬁ*?‘]sfﬁdﬁég inethod
according to emiyotlirmentegrityheremntdeatethodtis fErforhedtEperiodically based on an elapsed time from
when the RI mastrecently verified itseplatfiprmdrieutity.siatsaitaethe dadess [B3 1R8] Thgimethod
according to embodimani. & wherein theRE is a content issuer (Cl) and the TE is a device. [0319]9.The
method accordlpﬂ% ét%embodlgnent 8I,h\évher%|0r(lithe method is ;gg({,formed p%l’lOdlCﬂ%b/ %ati%gl on an elapsed

time from when evice most rec8ntly VEHaE L Mattorm MtBGRt staiEtd

performed before the device initiates a rights object acquisition protocol (ROAP) registration
protocol with the RI by the device sending a trigger to the RI to begin the method.

[0314] 4. The method according to embodiments 2 or 3, wherein the method is
performed periodically based on an elapsed time from when the device most recently
registered with the RI.

[0315] 5. The method according to one of embodiments 2-4, wherein the method
is performed periodically based on an elapsed time from when the device most recently verified

its platform integrity status to the RI.

[0316] 6. The method according to embodiment 1, wherein the RE is a device and
the TE is a rights issuer (RD).
[0317] 7. The method according to embodiment 6, wherein the method is

performed periodically based on an elapsed time from when the RI most recently verified its
platform integrity status to the device.

[0318] 8. The method according to embodiment 1, wherein the RE is a content
issuer (CI) and the TE is a device.

[0319] 9. The method according to embodiment 8, wherein the method is
performed periodically based on an elapsed time from when the device most recently verified

its platform integrity status to the CI.
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[0320]10.The method according to embodiments 8 or 9, wherein the method is performed when the
device purchases content from the CI. [0321]11.The method according to embodiment 1, wherein the RE
is a device and the TE is a content issuer (CD. [0322]12.The method according to embodiment 11,
wherein the method is performed periodically based on an elapsed time from when the CI most recently
verified its platform integrity status to the device. [0323]13.The method according to embodiments 11 or
12, wherein the!fi&%hod is péfformdiamfarrtiscaeiifce pumbeanested ntenthorinte ertiod4]14. The
method accordingftorsmbbadimentelicaherdindhenmatfohishpeiformed as part of a rights object acquisition

protocol (ROAP)prpcess. [0825]1orlhe-methad accosding daembadimantkhnmvheisindhgmethod is
performed prior&lc‘)3 Ilt]ie ROAPgocg&s(CEQBZG]lG.The method according to embodiments 14 or 15, wherein

tefjt 155
the ROAD process is moditie tlgslncorporate the method as part of the ROAD process. [0327]17.A

method for perf8iAthg digitalfights HfaRaGemaieBrNg sohofrsthidymlEia kg BRitden a requesting
entity (RE) and eetérget entitdi(TE) boodprisingtheal step & of séndihg @l regtieseitbriethiceRE to the TE
requesting that fherdi pesferma.RRMtsoftware integrity check; checking the DRM software integrity by
the TE; and sengigga DRM @ﬂW%ﬁeiaﬁggﬁxc%J;@&uF%emmgqgmfh&;{%ﬁgrmﬁ@%ei9§d%§l18-The

method according to emb%gimené 17, wherein the Is arig tIs issuer (RI) and the TE is a device.

[0329]19.The mEthSEACEOFAIRG 16 armBEGHERtTE iR thE device sends a trigger to the RI to begin

the method prioP&84he devicktinitiakhtgee fghtaceBiies dequisiineprototBr{ROAR) Prideess. [0330]20.The
method accordingftersmbopimet LidhtwbiesaiacthesR@AD tPrdcBOA I selested from the group consisting of

two pass registrgtiey), two pags joinfomain, ARAAR Passisavedamain {03311Rd fhglsmethod according
to embodiments e1rgqor 20 wher?li?négggg%peosg is performed periodically after the device has completed a
ROA

) : t0 t . : :
rights object ac%wsﬁ%eﬁ SFS’E“oé’o rocess with the RI. [0332]22.The method according to one of

embodiments 19%f! whereilthe ROABHtase EnsRerbe ot grdap osristiidi8ftvo pass
registration, twopass jomcddvdinirandewe gassddadesdonmainh{®388]28:dke method according to one of
embodiments 18:22] whereinthe methadispedesmesk:pesiadically afiesthe devimhaswesified and

reported its DRMt§%W%§cMgg££We§£an§qB%s% Bltity (RE) and a target entity (TE), comprising the
steps of: sending a request from the RE to the TE requesting that the TE perform a DRM
software integrity check; checking the DRM software integrity by the TE; and sending a DRM
software integrity status indicator from the TE to the RE.
[0328] 18. The method according to embodiment 17, wherein the RE is a rights
issuer (RD) and the TE is a device.
[0329] 19. The method according to embodiment 18, wherein the device sends a
trigger to the RI to begin the method prior to the device initiating a rights object acquisition
protocol (ROAP) process.
[0330] 20. The method according to embodiment 19, wherein the ROAP process is
selected from the group consisting of: two pass registration, two pass join domain, and two
pass leave domain.
[0331] 21. The method according to embodiments 19 or 20, wherein the method is
performed periodically after the device has completed a rights object acquisition protocol
(ROAP) process with the RI.
[0332] 22. The method according to one of embodiments 19-21, wherein the ROAP
process is selected from the group consisting of: two pass registration, two pass join domain,
and two pass leave domain.
[0333] 23. The method according to one of embodiments 18-22, wherein the
method is performed periodically after the device has verified and reported its DRM software

integrity status to the RI.
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[0334]24.The method according to one of embodiments 18-23, wherein the method is performed after the
device updates its DRM software. [0335]25.The method according to one of embodiments 18-24, wherein
the RI requests the device to perform a DRM software integrity check on a media player on the device.
[0336]26.The method according to embodiment 17, wherein the RE is a device and the TE is a rights
issuer (RD. [0337]27.The method according to embodiment 26, wherein the method is performed upon
initiation by the B&¥te. [0338]28. TABMeatsd arsetstamtp teremibuehrientstod 572 Fhwestéht the method is
a standalone proegss.i{@338|29(Hiertiethod-accdrding RMevbivermbodiments 26-28, wherein the method

is part of a modifiegrights objgct aqth%@%ﬁsura@mglg REQEESP A4 3ATRemethadagearding to one of
embodiments 26- 29§tvvtt}1er%|n th% method erlodl H)!' fter the I§I h:ils verlfl d and reported
atu Oralew 0 %

pe ér}ﬁ’e on am

its DRM software | integrity status tot according tG°one of embodiments
26-30, wherein fi8%hethod is performed after the RI updates its DRM software. [0342]32.The method
according to on®¥embodindénts 2BShetvivereimding metthodinepelfornad pricmDd tredddwce sending a
rights object requashiarthe Ric3343]33Hme method according to one of embodiments 26-32, wherein the

method is perfogmeq periodically dyfing, areayestromng.Asyice.foe REAr seaming content.

[0344]34.The method accordln to embg%m]aelréte 17, wherein the RE is a content issuer (Cl) and the TE is
V.

a device. [0345 Qfﬁlé B SY KB 15 Erbodiment 34, wherein the device sends a trigger to the ClI
to begin the meti5d! prior to e de@kfé“}ﬁ‘i]ﬂ%{ﬁ?goﬁiwgH‘t§fb‘?ﬂ@6tea@&’l§|%4%ﬂ”b?&’ééb? RAP process.
[0346]36.The methodageardirgsto embodiments 34 or 35, wherein the method is performed periodically

after the device[hamcompletgsl a rimmsr@@i@gt@&quﬁgiwﬂoagoapgglbé&%@ progesswith the Cl.
[0347]37.The mrgy&loo% aCCO{dIL 19, to,an th mbo iments 34-36 wperein the

1s par ject acquisition protocol process.
[0340] 30. The method according to one of embodiments 26-29, wherein the
method is performed periodically after the RI has verified and reported its DRM software
integrity status to the device.
[0341] 31. The method according to one of embodiments 26-30, wherein the
method is performed after the RI updates its DRM software.
[0342] 32. The method according to one of embodiments 26-31, wherein the
method is performed prior to the device sending a rights object request to the RI.
[0343] 33. The method according to one of embodiments 26-32, wherein the
method is performed periodically during a request from the device to the RI for streaming
content.
[0344] 34. The method according to embodiment 17, wherein the RE is a content
issuer (CI) and the TE is a device.
[0345] 35. The method according to embodiment 34, wherein the device sends a
trigger to the CI to begin the method prior to the device initiating a rights object acquisition
protocol (ROAP) process.
[0346] 36. The method according to embodiments 34 or 35, wherein the method is
performed periodically after the device has completed a rights object acquisition protocol
(ROAP) process with the CI.
[0347] 37. The method according to one of embodiments 34-36, wherein the
method is performed periodically after the device has verified and reported its DRM software
integrity status to the CI.
[0348] 38. The method according to one of embodiments 34-37, wherein the

method is performed after the device updates its DRM software.
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method is performed periodically after the device has verified and reported its DRM software integrity
status to the CI. [0348]38.The method according to one of embodiments 34-37, wherein the method is
performed after the device updates its DRM software. [0349]39.The method according to one of
embodiments 34-38, wherein the Cl requests the device to perform a DRM software integrity check on a
media player on the device. [0350]40.The method according to embodiment 17, wherein the RE is a
device and the 84¥ a contetft issubie(Erqd3seIdeiNenetipddieording 1® ermsoditreat 40, wherein
the method is pardosmethaiponcinitiatidnbyath@MeviceajOB54R. iheknetheddeedrgingntohembodiments
40 or 41, wherejp.the method is a standalone process. [0353]43.The method according to one of

embodiments 40-42. wherein the method_is part of a modige rights ohject acqujsition protocol process.
(0354144 The MUk aceordin 10 Bl o B AR e e B o Betormes
periodically aftetth& €T hie verifBuisHer FgBorted its DRM software integrity status to the device.

[0355]45.The miédadld accordihg to Brenofterbodinieats 40pd e réinwthervivetho chighpérformed after the

Cl updates its DRMseliwpse i{A356146. fhaisnethod according to one of embodiments 40-45, wherein the
method is perfoggmeq prior to,the deyjce SeRAING,AHGNIS.ARIRGLIRAESL OIS SallORR A4, The method

according to one of embodimerslgs 40-46, wherein the method is performed periodically during a request

from the device t8' & (1 $6F &ff&aming content. [0358]48.A method for strengthening the integrity of rights
object acquisitidf?ptbtocol (ROAP) The sxeibrss asseimdgad brethveshrdirrafititss? cobrysisiig the steps of
safely storing inferimetiopaio de usedidn thptROAP snpssagesab@ashe@rtity using trusted computing
techniques; and@gaiverifyingshe infoemation tedeatsed ihthg ROARMasSRILS RRQELD Being used in

connection with the ROAP message. [0359]49.The method according to odjment 48, wherein the
ctoring step IR e e o e Lreii (18 o bt R e method
according to eniBGEIHET4S ‘Wheferfthe sealed-signing step includes symmetrically encrypting the
information with@symmetrictencryPtiomkdydamdoasiyen metricel lyrsigtiingp the Gymmistritnetheryption key
and a set of valugsthat pedicatedacurmentintegity istaks efrarmabject. [0361]51.The method according to

embodiment SOEO%&?rem the4§.|gnmﬂ1§t91@thod according to one of embodiments 40-45, wherein the

method is performed prior to the device sending a rights object request to the CI.

[0357] 47. The method according to one of embodiments 40-46, wherein the
method is performed periodically during a request from the device to the CI for streaming
content.

[0358] 48. A method for strengthening the integrity of rights object acquisition
protocol (ROAP) messages exchanged between two entities, comprising the steps of: safely
storing information to be used in the ROAP messages at each entity using trusted computing
techniques; and pre-verifying the information to be used in the ROAP messages prior to being
used in connection with the ROAP message.

[0359] 49. The method according to embodiment 48, wherein the storing step
includes sealed-signing the information and binding the information.

[0360] 50. The method according to embodiment 49, wherein the sealed-signing
step includes symmetrically encrypting the information with a symmetric encryption key and
asymmetrically signing the symmetric encryption key and a set of values that indicate a
current integrity status of an object.

[0361] 51. The method according to embodiment 50, wherein the signing step
includes using the integrity status of a platform on which the entity operates.

[0362] 52. The method according to embodiments 50 or 51, wherein the signing

step includes using the integrity status of a software component of the entity.
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includes using the integrity status of a platform on which the entity operates. [0362]52.The method
according to embodiments 50 or 51, wherein the signing step includes using the integrity status of a
software component of the entity. [0363]53.The method according to one of embodiments 49-52, wherein
the binding step includes asymmetrically encrypting the information with a key whose private decryption
key is stored in a protected module in the entity. [0364]54.The method according to embodiment 53,
wherein the protétidd moduf@is a fusteerpbeessivrg itoerde i TPMYITO3651852T HdstHSE according to
embodiment 54bwndiegetapheliRMaisuseditoldenve pararheiefstc tuisewitthec QAR MpEsSsRgES.
[0366]56.The method;aceerding taiane af embodinents 48-amqyvherein the information is selected from
the group consisting, of a device identification, a rights issuer identification, a certificat ertificate chain,
o cigital ights 1 ement Siated B e o e a6 7 Thes
method accordifgtoofié BrepirsemEreagss T erein the method is applied to all ROAP messages.
[0368]58.The miéd§ald according to Brenefrefrsoditinants dB&6 entfdreinethie thelidbiisiadplied separately
from the ROAP (neasage« 036959 Thesrethedwaseeding to one of embodiments 48-56, wherein the

method is integigigg into the;genergfion, anchtransMIgsIon.Af Ie.RRNE. Messagesn 037 Q160 The method
according to one of embodiments 48-56, further com risigfg tf(lie step oft,?,ddi,n a field to existing ROAP

messages to inafé(ﬁfgagoﬁdgfg? cé‘édn%’ﬁ’ﬁﬁhge Eapanitity ct)jfrﬁe'saenedfﬁeg ity i]gi}f}f system configured
to perform a metsptisgiording tdBifeiorEHitdtiiiehslEis rES2Ie 2 ARe i tattatdereireiuit configured to
perform a methed.gosoblinigatoatwoeitbfire Arldedinents 1-60. CLAIMS What is claimed is: 1. A method

for strengthening kg integrity-of rights ehigeck acawisition pretacol.iRPARLMEssages-exclanged between

two entities, compyising tg&iggetg%ll%o A rsr,l%];gzbéess_tonng information to be used in the ROAP messages at

each entity usin[% St(gg]stecfi corggutln% }Egcm ery}%lée;;c 3231 , _ ,

. g to one of embodiments 48-56, wherein the
method is applied separately from the ROAP message.
[0369] 59. The method according to one of embodiments 48-56, wherein the
method is integrated into the generation and transmission of the ROAP messages.
[0370] 60. The method according to one of embodiments 48-56, further comprising
the step of adding a field to existing ROAP messages to indicate a trusted computing capability
of the sending entity.
[0371] 61. A system configured to perform a method according to one of
embodiments 1-60.

[0372] 62. An integrated circuit configured to perform a method according to one

of embodiments 1-60.
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pre-verifying the information to be used in the ROAP messages prior to being used in connection with the
ROAP message. 2. The method according to claim 1, wherein the storing step includes: sealed-signing
the information; and binding the information. 3. The method according to claim 2, wherein the
sealed-signing step includes: symmetrically encrypting the information with a symmetric encryption key;
and asymmetrically signing the symmetric encryptioikéjMind a set of values that indicate a current

integrity statuswofaaix dbjeetliss 4. The method according to claim 3, wherein the signing step includes
using the integrity status of 2 platiRrm. QR Whichhthe @PULY.ORE 88 hts obje+ hRRIIBEINQH.accOrding to
claim 3, Where(iﬁ(}ﬂﬁ) signin Sstxe£ inclgges u%ngotgetii%se%irtr}/ statu%of a sof}ware component of the entity.

t : . :
C.The method according to ¢ almaﬁ,ge\)/vhgr‘g?ﬁ tI%e bin Ing ste ) Includes gpssy?nmetrlcally encrypting the

information with a keSHRSEB prAtEGEen/plioHREPI SRl e sfqroricd TREBUNETR thetehtity. 7.The
method accordimgptoictairh®aveliensin the protected module is a trusted processing module (TPM). S.The
method according toglairyifvehesaiithe RN s useditorteRuaparamelersite 1d9Riiy thedROAP

messages. 9.The method.AcCordRg B%Ssl?%@" 1, wherein the information is selected from the group
consisting of a device identification, a rights issuer identification, a certificate, a certificate chain, a digital

rights management related time value, a rights object, an algorithm, and a nonce. messages. 11.
The method accordirfg to clEimrethoperetribetaréttivl ishapsplidet sepacstel/ idifcthe ROAP message.
12. The method accerdindsionthgirnelinfrheredn; e method is integrated into the generation and
transmission of the ROARMESSAPEStion. 13- The method according to claim 1, further comprising the
step of adding a field to existing ROAP messages to indicate a trusted computing capability of the

sending entity.
g y The method according to claim 2, wherein the sealed-signing step includes:

symmetrically encrypting the information with a symmetric encryption key; and
asymmetrically signing the symmetric encryption key and a set of values that indicate a

current integrity status of an object.

4. The method according to claim 3, wherein the signing step includes using the

integrity status of a platform on which the entity operates.

5. The method according to claim 3, wherein the signing step includes using the

integrity status of a software component of the entity.

6. The method according to claim 2, wherein the binding step includes
asymmetrically encrypting the information with a key whose private decryption key is stored in a

protected module in the entity.

7. The method according to claim 6, wherein the protected module is a trusted

processing module (TPM).

8. The method according to claim 7, wherein the TPM is used to derive parameters to

use in the ROAP messages.
9. The method according to claim 1, wherein the information is selected from the
group consisting of: a device identification, a rights issuer identification, a certificate, a certificate

chain, a digital rights management related time value, a rights object, an algorithm, and a nonce.
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10. The method according to claim 1, wherein the method is applied to all ROAP

messages.

11. The method according to claim 1, wherein the method is applied separately from
the ROAP message.

12. The method according to claim 1, wherein the method is integrated into the

generation and transmission of the ROAP messages.
13. The method according to claim 1, further comprising the step of:

adding a field to existing ROAP messages to indicate a trusted computing capability of the

sending entity.
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