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METHODS AND SYSTEMS FOR RECOGNIZING
DISGUISED DEVICE

TECHNICAL FIELD

[0001] This disclosure relates to the field of recognizing a disguised device, and in
particular, to methods and systems for recognizing a disguised device based on a unique

environment identifier.

BACKGROUND

[0002] In recent years, with the popularity of Internet applications, a large quantity
of cheating and fraudulent attacks on the Internet applications have been launched by
forging device IDs (namely, unique identifiers of terminal devices), which severely
affects normal running of the applications.

[0003] In this disclosure, improvements are made to factors that are not limited to

the above-mentioned factors.

SUMMARY

[0004] Based on this, this disclosure provides methods and systems for recognizing
a disguised device based on a unique environment identifier (namely, envID). The
technical solution of this disclosure includes: A client of an application obtains privacy-
deprived environment information (for example, a system environment, a spatial
environment, and a temporal environment) that is unique to some extent and the like,
and transmits the environment information and the like to a server of the application,
and the server calculates a unique environment identifier based on the received
environment information, and then determines, by using an association relationship
between a unique environment identifier and a device ID based on the calculated unique
environment identifier, whether the device is disguised. This solution does not involve
privacy protection or limitations of the GDPR (General Data Protection Regulation),

successfully protects user privacy information, and alleviates a problem of device



10

15

20

25

30

disguise. In addition, the environment information is confidential, and therefore the
difficulty of launching an attack by the black market through disguise is greatly
increased.

[0005] According to a first aspect of this disclosure, a method for recognizing a
disguised device is provided. A client of an application is installed on the device for
interacting with the application, and the method includes: receiving environment
information associated with the device and a device ID associated with the device in
response to an interaction with the application from the device; determining whether
the device ID exists in a pre-stored association table of a unique environment identifier
and a device ID; and if the device ID does not exist in the association table, calculating
a unique environment identifier associated with the device based on the environment
information; searching the association table for a device ID associated with the unique
environment identifier by using the unique environment identifier; and determining,
based on a quantity of different identified device IDs associated with the unique
environment identifier, whether the device is disguised.

[0006] According to some embodiments, the environment information is privacy-
deprived information that is unique to some extent and is associated with the device.
[0007] According to other embodiments, the environment information includes at
least one of system environment information, spatial environment information, and
temporal environment information.

[0008] According to still other embodiments, the system environment information
includes file system information associated with the device, and the file system
information includes a file number and a size of a file provided by an operating system;
the spatial environment information includes at least one of information from a sensor
of the device and a Wi-Fi BSSID, and the sensor includes at least one of a gyroscope,
a gravity sensor, an accelerometer, and a GPS receiver; and the temporal environment
information includes at least one of a power-on time and power-on duration of the
device, and a last modification time of a file.

[0009] According to still other embodiments, the environment information is
collected by the client of the application and transmitted to a server of the application,
and the unique environment identifier is calculated by the server.

[0010] According to still other embodiments, the method further includes: if the
device ID exists in the association table, performing the following operations:

associating the calculated unique environment identifier with the device ID, and storing
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the unique environment identifier and the device ID in the association table; or
replacing a previous unique environment identifier associated with the device ID with
the calculated unique environment identifier in the association table.

[0011] According to still other embodiments, the method further includes: first
determining that duration in which the device ID exists in the association table exceeds
a first threshold, and then performing the operation.

[0012] According to still other embodiments, the method further includes: if it is
determined that the duration in which the device ID exists in the association table does
not exceed the first threshold, searching the association table for the device ID
associated with the unique environment identifier by using the unique environment
identifier; and determining, based on the quantity of different identified device IDs
associated with the unique environment identifier, whether the device is disguised.
[0013] According to still other embodiments, the determining, based on a quantity
of different identified device IDs associated with the unique environment identifier,
whether the device is disguised includes: if the quantity of different device IDs
associated with the unique environment identifier exceeds a predetermined threshold,
determining that the device is disguised.

[0014] According to still other embodiments, the predetermined threshold varies
with the application.

[0015] According to still other embodiments, the collecting environment
information associated with the device in response to an interaction with the application
includes: collecting the environment information associated with the device only when
there is a disguise risk for the interaction with the application.

[0016] According to still other embodiments, the pre-stored association table of the
unique environment identifier and the device ID is predetermined and stored based on
interactions of devices with the application.

[0017] According to still other embodiments, the method further includes: rejecting
the interaction if it is determined that the device is disguised.

[0018] According to a second aspect of this disclosure, a system for recognizing a
disguised device is provided. A client of an application is installed on the device for
interacting with the application, and the system includes: a receiving module, where the
receiving module is configured to receive environment information associated with the
device and a device ID associated with the device in response to an interaction with the

application from the device; a determining module, where the determining module is
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configured to determine whether the device ID exists in a pre-stored association table
of a unique environment identifier and a device ID; a calculation module, where the
calculation module is configured to calculate a unique environment identifier associated
with the device based on the environment information if the device ID does not exist in
the association table; and a disguise risk determining module, where the disguise risk
determining module is configured to: search the association table for an associated
device ID by using the unique environment identifier; and determine, based on a
quantity of different identified device IDs associated with the unique environment
identifier, whether the device is disguised.

[0019] According to a third aspect of this disclosure, a computing device for
recognizing a disguised device is provided, and includes a processor and a memory.
The memory stores computer-executable instructions. When the computer-executable
instructions are executed by the processor, the method according to the first aspect of
this disclosure is performed.

[0020] Various aspects usually include methods, apparatus, systems, computer
program products, and processing systems basically described in this specification with
reference to the accompanying drawings and illustrated by using the accompanying
drawings.

[0021] The features and technical advantages according to the examples of this
disclosure have been broadly outlined in the above-mentioned content, so that the
following detailed descriptions can be better understood. Additional features and
advantages are subsequently described. The disclosed concepts and specific examples
can be readily used as a basis for modifying or designing other structures for
implementing the same purposes as this disclosure. Such equivalent training does not
depart from the scope of the appended claims. Organization and methods of operation
of the characteristics of the concepts disclosed in this specification and associated
advantages will be better understood by considering the following descriptions with
reference to the accompanying drawings. Each drawing is provided for purposes of

illustration and description, and does not define a limitation on the claims.

BRIEF DESCRIPTION OF DRAWINGS

[0022] To understand in detail the methods used for the above-mentioned features

of this disclosure, more detailed descriptions of the briefly summarized content can be
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provided with reference to various aspects, and some aspects are illustrated in the
accompanying drawings. However, it is worthwhile to note that only some typical
aspects of this disclosure are illustrated in the accompanying drawings. Therefore, it
should not be considered that the scope of this disclosure is limited, as the descriptions
can allow for other equally effective aspects. The same reference numerals in different
accompanying drawings can identify same or similar elements.

[0023] FIG. 1 is a flowchart illustrating a method for recognizing a disguised device,
according to some embodiments of this disclosure;

[0024] FIG. 2 is a schematic block diagram illustrating a system for recognizing a
disguised device, according to some embodiments of this disclosure; and

[0025] FIG. 3 is a schematic block diagram illustrating another system for

recognizing a disguised device, according to some embodiments of this disclosure.

DESCRIPTION OF EMBODIMENTS

[0026] The detailed descriptions set forth below with reference to the
accompanying drawings are intended to be descriptions of various configurations, and
are not intended to represent the only configurations in which the concepts described in
this specification can be practiced. The detailed descriptions include specific details to
provide a thorough understanding of various concepts. However, it is clear to a person
skilled in the art that these concepts can be practiced without these specific details.
[0027] Explanation of terms:

[0028] GDPR is short for General Data Protection Regulation.

[0029] IMEI is short for international mobile equipment identity.

[0030] MAC is short for media access control address.

[0031] IDFA is short for identifier for advertising, is an ID for advertising, and is
an identifier for advertising provided by APPLE to track users.

[0032] Device ID is a unique device identifier, and is used to uniquely identify a
specific device.

[0033] EnvID is a unique environment identifier, and is used to uniquely identify a
specific device.

[0034] In recent years, with the popularity of Internet applications, a large quantity
of black-market persons have been attracted to launch cheating and fraudulent attacks

on the applications through disguise. In a conventional prevention and control solution,
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adevice ID is generated based on a unique device factor (for example, an IMEI, a MAC,
or an IDFA), and whether a device is disguised is recognized based on the device ID.
However, the black-market persons can continuously forge device IDs in batches based
on a limited quantity of terminal devices by using some hacking technologies, to
implement cheating and commit fraud, which severely affects normal running of the
applications. In addition, with continuous upgrade of privacy protection and the GDPR,
it is difficult to obtain unique information (for example, an IMEI, a MAC, or an IDFA)
of a terminal, etc. Consequently, it is difficult for the device ID to converge in a risk
control scenario, and disguise and fraud cannot be recognized by using the device ID.
[0035] Based on this, this disclosure provides methods and systems for recognizing
a disguised device based on envID (namely, a unique environment identifier). The
technical solution of this disclosure includes: A client of an application obtains privacy-
deprived environment information (for example, a system environment, a spatial
environment, and a temporal environment) that is unique to some extent and the like,
and transmits the environment information and the like to a server of the application,
and the server calculates a unique environment identifier based on the received
environment information, and then determines, by using an association relationship
between a unique environment identifier and a device ID based on the calculated unique
environment identifier, whether the device is disguised. This solution does not involve
privacy protection or limitations of the GDPR, successfully protects user privacy
information, and alleviates a problem of device disguise by using the unique
environment identifier (envID). In addition, the environment information is confidential,
and therefore the difficulty of launching an attack by the black market is greatly
increased. This is because it is difficult for disguised or fraudulent parties to determine
specific environment information that is used in a process of calculating the unique
environment identifier, and the parties cannot be disguised by tampering with the
corresponding environment information.

[0036] FIG. 1 is a flowchart illustrating a method 100 for recognizing a disguised
device, according to some embodiments of this disclosure. It is understood that the
disguised device described in this disclosure is a device that disguises the device to an
application by using various means, for example, disguises the device as another device
to the application by forging a device ID, when interacting with the application through
a client of the application installed on the device.

[0037] As shown in FIG. 1, the method 100 can include block 110 in which
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environment information associated with the device and a device ID associated with the
device are received in response to an interaction with the application from the device.
For example, the device can interact with the application through the client of the
application installed on the device. For example, the device can start the application in
response to a user input, and interact with various functions provided by the application.
[0038] In some embodiments, when the device interacts with the application
through the client of the application, a server of the application can receive the
environment information and device ID information of the device that are collected and
transmitted by the client of the application. In the embodiments, the environment
information is privacy-deprived information that is unique to some extent and is
associated with the device. Further, according to the embodiments, the environment
information can include at least one of system environment information, spatial
environment information, and temporal environment information. Only several
examples are provided. The system environment information can include any file
system information associated with the device, for example, a file number and a size of
afile provided by an operating system. The spatial environment information can include
at least one of information from a sensor of the device, a Wi-Fi BSSID, etc., and the
sensor can include at least one of a gyroscope, a gravity sensor, an accelerometer, a
GPS receiver, etc. The temporal environment information can include at least one of a
power-on time and power-on duration of the device, a last modification time of a file,
etc. It is understood by a person skilled in the art that any privacy-deprived information
that is unique to some extent and is associated with the device can be collected as the
environment information to uniquely identify the corresponding device (at least to a
sufficient extent, for example, a confidence of 90%) without user authorization (since
the environment information is privacy-deprived and does not involve user privacy
data). In a specific and non-limiting example, the client of the application can collect
file numbers and sizes of certain system files of the operating system, last modification
times of certain files, etc. In the embodiments, the device ID is a unique device identifier
commonly used in the existing technology, for example, a MAC or an IMEI. Details
are omitted here for simplicity.

[0039] In some embodiments of this disclosure, the environment information and
the device ID information of the device are not collected for all interactions with the
application, but are collected only when there is a disguise and/or fraudulent risk for

the interaction with the application, to identify whether the device is disguised and/or
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fraudulent. For example, if interactions are to set various parameters of the application
by using a setting function in the client of the application, there is no disguise and/or
fraudulent risk for these interactions, and therefore the environment information of the
device does not need to be collected for these interactions. In another example, if the
application provides a device uniqueness-related function (for example, a new user or
a new device of the application can obtain a specific benefit (for example, a bonus)), it
is considered that there is a disguise and/or fraudulent risk for an interaction with the
function, and therefore the environment information of the device needs to be collected
for the interaction, to uniquely identify the device to determine whether the device is
disguised and/or fraudulent.

[0040] Subsequently, the method 100 can include block 120 in which it is
determined whether the device ID exists in a pre-stored association table of a unique
environment identifier and a device ID. According to some embodiments of this
disclosure, the pre-stored association table of the unique environment identifier and the
device ID is predetermined and stored based on interactions of devices with the related
application, and the unique environment identifier and the device ID are stored in the
association table in association.

[0041] When the received device ID does not exist in the pre-stored association
table of the unique environment identifier and the device ID, the method 100 can
proceed to block 130 in which a unique environment identifier associated with the
device is calculated based on the environment information. The calculated unique
environment identifier can uniquely identify the related device with at least a sufficient
confidence. For example, the calculated unique environment identifier can include a
size of a first system file of the operating system of the device, a last modification time
of a second file, and the power-on time of the device. A combination of such
information can uniquely identify the device, to distinguish the device from other
devices. It can be understood by a person skilled in the art that a combination of any
appropriate information (in some embodiments, privacy-deprived information) can be
used to identify the corresponding device uniquely enough. Details are omitted here for
simplicity.

[0042] In some embodiments, the unique environment identifier is calculated by
the server of the application (for example, at the cloud) to prevent the terminal device
from knowing the specific environment information and a specific algorithm used for

the unique environment identifier.
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[0043] According to some embodiments of this disclosure, the calculating a unique
environment identifier associated with the device can include: selecting appropriate
environment information from the received environment information associated with
the device, for example, file numbers and sizes of certain system files of the operating
system and last modification times of certain files. It is understood by a person skilled
in the art that the calculated unique environment identifier corresponds to the unique
environment identifier in the pre-stored association table of the unique environment
identifier and the device ID.

[0044] In some embodiments of this disclosure, the calculating a unique
environment identifier can include: selecting, based on environment information
included in the unique environment identifier in the pre-stored association table,
appropriate environment information from the environment information received in
block 110, to calculate the unique environment identifier. For example, assume that the
unique environment identifier in the pre-stored association table includes the last
modification time of the file. In this case, the last modification time of the file in the
environment information received in block 110 can be selected for calculation when the
unique environment identifier associated with the device is calculated in block 130.
[0045] Still referring to FIG. 1, the method 100 can include block 140 in which the
association table is searched for a device ID associated with the unique environment
identifier by using the calculated unique environment identifier and block 150 in which
it is determined, based on a quantity of different identified device IDs associated with
the calculated unique environment identifier, whether the device is disguised.

[0046] According to some embodiments of this disclosure, before the association
table is searched for the associated device ID, the association table can be filtered to
reduce entries that need to be compared, so as to increase a speed of determining
whether the device is disguised. In an example, each entry (that is, a pair that includes
a unique environment identifier and a device ID can be one entry) in the association
table has existence duration, namely, duration elapsed since the entry is added to the
association table. In this example, if the duration exceeds a predetermined threshold
(for example, 2 hours, 1 day, or 3 days), it can be determined that the device associated
with this entry is not disguised. This is because a disguised device usually frequently
interacts with the application at a relatively high frequency. In this way, in the method
100, the reduced association table existing after the entry whose duration exceeds the

predetermined threshold is excluded can be searched for the device ID associated with
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the calculated unique environment identifier, to reduce a check amount and increase a
check speed.

[0047] In embodiments of this disclosure, if the quantity of different device IDs
that are identified from the association table and that are associated with the calculated
unique environment identifier exceeds a predetermined threshold, it is determined that
the device is disguised. For example, if the device ID (it is worthwhile to note that the
device ID is different from the received device ID before it is determined, before step
130, that the received device ID does not exist in the association table) associated with
the unique environment identifier is identified from the association table, it can be
determined that another device ID associated with the same unique environment
identifier is currently received, and therefore it can be determined that the device
disguises the device ID of the device. Further, according to the embodiments, the
predetermined threshold can vary with the application. For example, the predetermined
threshold can be set to 2 for some sensitive applications, so that one unique environment
identifier can be associated with only one device ID; and the predetermined threshold
can be set to another value for some other less sensitive applications. It is understood
by a person skilled in the art that the predetermined threshold can be any appropriate
value. Details are omitted here for simplicity.

[0048] According to other embodiments of this disclosure, when the received
device ID exists in the pre-stored association table of the unique environment identifier
and the device ID, the method 100 can proceed to block 160 in which a calculated
unique environment identifier can be associated with the received device ID, and the
unique environment identifier and the device ID can be stored in the association table.
Alternatively, the method 100 can include: replacing a previous unique environment
identifier associated with the received device ID with a calculated unique environment
identifier in the association table. Further, according to the embodiments, after it is
determined that the received device ID exists in the pre-stored association table of the
unique environment identifier and the device ID and before step 160 is performed, it
can be first determined whether duration in which the device ID exists in the association
table exceeds a predetermined threshold (for example, 2 hours, 1 day, or 3 days). If the
duration exceeds the predetermined threshold, it can be determined that the device
associated with this entry is not disguised. This is because a disguised device usually
frequently interacts with the application at a relatively high frequency. Subsequently,

the method 100 can continue to perform step 160. On the contrary, if it is determined
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that the duration in which the device ID exists in the association table does not exceed
the predetermined threshold, the method 100 can perform steps 130, 140, and 150
instead, to ensure that no disguised device is "missed".

[0049] According to other embodiments of this disclosure, before the association
table is searched for the associated device ID, the association table can be filtered to
reduce entries that need to be compared, so as to increase a speed of determining
whether the device is disguised. In an example, each entry (that is, a pair that includes
a unique environment identifier and a device ID can be one entry) in the association
table has existence duration, namely, duration elapsed since the entry is added to the
association table. In this example, if the duration exceeds a predetermined threshold
(for example, 2 hours, 1 day, or 3 days), it can be determined that the device associated
with this entry is not disguised. This is because a disguised device usually frequently
interacts with the application at a relatively high frequency. In this way, in the method
100, the reduced association table existing after the entry whose duration exceeds the
predetermined threshold is excluded can be searched for the device ID associated with
the calculated unique environment identifier, to reduce a check amount and increase a
check speed.

[0050] According to still other embodiments of this disclosure, the method 100 can
further include: taking a corresponding countermeasure if it is determined that the
device is disguised. For example, the interaction can be rejected if it is determined that
the device is disguised.

[0051] It is understood by a person skilled in the art that the order of the steps of
the method 100 shown in FIG. 1 is merely an example and the steps can be performed
in a different order or in parallel as appropriate. For example, step 130 can be performed
before or in parallel with step 120.

[0052] Here, FIG. 2 illustrates a system 200 for recognizing a disguised device,
according to some embodiments of this disclosure.

[0053] As shown in FIG. 2, the system 200 can include: a receiving module 201,
where the receiving module 201 is configured to receive environment information
associated with the device and a device ID associated with the device in response to an
interaction with an application from the device; a determining module 203, where the
determining module 203 is configured to determine whether the device ID exists in a
pre-stored association table of a unique environment identifier and a device ID; a

calculation module 205, where the calculation module 205 is configured to calculate a
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unique environment identifier associated with the device based on the environment
information if the device ID does not exist in the association table; and a disguise risk
determining module 207, where the disguise risk determining module 207 is configured
to: search the association table for an associated device ID by using the unique
environment identifier; and determine, based on a quantity of different identified device
IDs associated with the unique environment identifier, whether the device is disguised.
[0054] Subsequently, FIG. 3 is a schematic diagram illustrating a computing system
300 for recognizing a disguised device, according to some embodiments of this
disclosure. As shown in the figure, the computing system 300 can include a processor
305 and a memory 310 arranged to store computer-executable instructions 315. When
the computer-executable instructions 315 are executed by the processor 305, the
processor 305 can be enabled to perform the method 100 described in FIG. 1 according
to this disclosure.

[0055] Although in the descriptions of this disclosure, the device ID is received
from the device, it can be understood that the device ID can alternatively be calculated
by the server based on a hardware factor (for example, a MAC, an IMEI, or an IDFA)
from the device. Details are omitted here for simplicity.

[0056] The above-mentioned description of embodiments includes references to the
accompanying drawings, and the accompanying drawings form a part of the description
of embodiments. Specific embodiments that can be practiced are shown in the
accompanying drawings by way of illustration. These embodiments are also referred to
as "examples" in this specification. Such examples can include elements other than
those shown or described. However, examples including the shown or described
elements are also contemplated. In addition, examples using any combination or
arrangement of the elements shown or described, specific examples (or one or more
aspects thereof) provided with reference to the elements shown or described in this
specification, or other examples (or one or more aspects thereof) provided with
reference to the elements shown or described in this specification are also contemplated.
[0057] In the appended claims, the terms "include" and "comprise" are open-ended,
that is, systems, devices, articles, or processes of elements other than those listed after
such terms in the claims are still considered to fall within the scope of the claims. In
addition, in the appended claims, the terms "first", "second", "third", etc. are merely
used as labels, and are not intended to indicate a numerical order of objects

corresponding to the terms.
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[0058] Furthermore, the order of the operations illustrated in this specification is an
example. In alternative embodiments, the operations can be performed in an order
different from that shown in the accompanying drawings, and the operations can be
combined into a single operation or split into more operations.

[0059] The above-mentioned descriptions are intended to be illustrative and non-
limiting. For example, the examples (or one or more aspects thereof) described above
can be used in combination with other embodiments. Other embodiments can be used,
for example, by a person of ordinary skill in the art after reviewing the above-mentioned
descriptions. The abstract allows the reader to quickly determine the nature of this
technical disclosure. The abstract is submitted, and it is understood that the abstract is
not intended to explain or limit the scope or meaning of the claims. In addition, in the
above-mentioned description of embodiments, various features can be grouped together
to streamline this disclosure. However, all features disclosed in this specification may
not be stated in the claims, as the embodiments can represent a subset of the features.
In addition, the embodiments can include fewer features than those disclosed in the
specific examples. Therefore, the appended claims are incorporated into the description
of embodiments, and a claim exists independently as a separate embodiment. The scope
of the embodiments disclosed in this specification should be determined with reference
to the complete scope of the appended claims and equivalents to which such claims are

entitled.
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CLAIMS

What is claimed is:

1. A method for recognizing a disguised device, wherein a client of an application
is installed on the device for interacting with the application, and the method comprises:

receiving environment information associated with the device and a device ID
associated with the device in response to an interaction with the application from the
device;

determining whether the device ID exists in a pre-stored association table of a
unique environment identifier and a device ID; and

if the device ID does not exist in the association table,

calculating a unique environment identifier associated with the device based on
the environment information;

searching the association table for a device ID associated with the unique
environment identifier by using the unique environment identifier; and

determining, based on a quantity of different identified device IDs associated with
the unique environment identifier, whether the device is disguised.

2. The method according to claim 1, wherein the environment information is
privacy-deprived information that is unique to some extent and is associated with the
device.

3. The method according to claim 2, wherein the environment information
comprises at least one of system environment information, spatial environment
information, and temporal environment information.

4. The method according to claim 3, wherein

the system environment information comprises file system information associated
with the device, and the file system information comprises a file number and a size of
a file provided by an operating system:;

the spatial environment information comprises at least one of information from a
sensor of the device and a Wi-Fi BSSID, and the sensor comprises at least one of a
gyroscope, a gravity sensor, an accelerometer, and a GPS receiver; and

the temporal environment information comprises at least one of a power-on time
and power-on duration of the device, and a last modification time of a file.

5. The method according to claim 1, wherein the environment information is

collected by the client of the application and transmitted to a server of the application,
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and the unique environment identifier is calculated by the server.

6. The method according to claim 1, wherein the method further comprises: if the
device ID exists in the association table, performing the following operations:

associating the calculated unique environment identifier with the device ID, and
storing the unique environment identifier and the device ID in the association table; or

replacing a previous unique environment identifier associated with the device ID
with the calculated unique environment identifier in the association table.

7. The method according to claim 6, further comprising: first determining that
duration in which the device ID exists in the association table exceeds a first threshold,
and then performing the operation.

8. The method according to claim 7, further comprising: if it is determined that
the duration in which the device ID exists in the association table does not exceed the
first threshold, searching the association table for the device ID associated with the
unique environment identifier by using the unique environment identifier; and
determining, based on the quantity of different identified device IDs associated with the
unique environment identifier, whether the device is disguised.

9. The method according to claim 1, wherein the determining, based on a quantity
of different identified device IDs associated with the unique environment identifier,
whether the device is disguised comprises: if the quantity of different device IDs
associated with the unique environment identifier exceeds a predetermined threshold,
determining that the device is disguised.

10. The method according to claim 9, wherein the predetermined threshold varies
with the application.

11. The method according to claim 1, wherein the collecting environment
information associated with the device in response to an interaction with the application
comprises: collecting the environment information associated with the device only
when there is a disguise risk for the interaction with the application.

12. The method according to claim 1, wherein the pre-stored association table of
the unique environment identifier and the device ID is predetermined and stored based
on interactions of devices with the application.

13. The method according to claim 1, further comprising: rejecting the interaction
if it is determined that the device is disguised.

14. A system for recognizing a disguised device, wherein a client of an application

is installed on the device for interacting with the application, and the system comprises:
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a receiving module, wherein the receiving module is configured to receive
environment information associated with the device and a device ID associated with the
device in response to an interaction with the application from the device;

a determining module, wherein the determining module is configured to
determine whether the device ID exists in a pre-stored association table of a unique
environment identifier and a device ID;

a calculation module, wherein the calculation module is configured to calculate a
unique environment identifier associated with the device based on the environment
information if the device ID does not exist in the association table; and

a disguise risk determining module, wherein the disguise risk determining module
is configured to:

search the association table for an associated device ID by using the unique
environment identifier; and

determine, based on a quantity of different identified device IDs associated with
the unique environment identifier, whether the device is disguised.

15. A computing device for recognizing a disguised device, comprising:

a processor; and

a memory, wherein the memory stores computer-executable instructions, and
when the computer-executable instructions are executed by the processor, the method

according to any one of claims 1 to 13 is performed.
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